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name: openshift-windows-machine-config-operator ﬂ
labels:

openshift.io/cluster-monitoring: "true"

Q openshift-windows-machine-config-operator 4] J 2= 3| o] 220 WMCOE- v £ 3} &= A
o] FHFUYTH

9 WMCO¢dl th gt F 2128 ZYE S 4 ststed o] glol&e] Zagyth

b. U= o] 25 AT T
I $ oc create -f <file-name>.yaml
& &9 &3 2Euth
I $ oc create -f wmco-namespace.yaml|

2. WMCO= 93 Operator 252 A gy th

a. OperatorGroup ¢ 24 E YAML 3 & A A gt} o & 59, wmco-og.yaml- t}2-3} 7+
F4

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator
spec:
targetNamespaces:
- openshift-windows-machine-config-operator

b. Operator Z&5 & A A U o
I $ oc create -f <file-name>.yaml
& &9 &3 2FUth
I $ oc create -f wmco-og.yaml
3. vl 2H o] 27 WMCOE #5351 = gt

a. B2 A o HAE YAML 39S A A g th o 2 Eo], wmco-sub.yaml-& o8- 3} 7+
F4Yth

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator
spec:
channel: "stable"
installPlanApproval: "Automatic”
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NAME DISPLAY VERSION REPLACES PHASE
windows-machine-config-operator.2.0.0 Windows Machine Config Operator 2.0.0
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Imageld}" --output table
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5.1.1. Machine API 7} &
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Atz g WAl FE S 54 WA FEA Do e telHE Zod F dFUTh
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
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Cluster autoscaler

o] Yl AAEYPYREY FHAH A 2ALdY 22 A EE 7wt o 7 gyl OpenShift Container
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MachineHealthCheck 2] 2~ 2~= ® A1 9] v A 1 el & 7R sl 2HA g & X QD & = S F A
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OpenShift Container Platform A 31104 & S8 28 7} M4l Z 28] A& #e]51A] k7] v & ot
= 9 o7 A E HA EolT = A5 Yt} OpenShift Container Platform v & 4.1% E1 o] & 3} i
Sl 2710 AAR G, 2w e WL e Felolx A H B AA 2o B AE
el 718 g9 Aol B AEE DU B ET A ] 503 Qe o/l WA shed 412
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g =7t MEE *F‘l 3t —1—7}3’“ B g 4= 95Ut} Autoscalere 81 28 9] =9 7] 7F
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5.1.2. AWS9]| 4] Windows MachineSet ¢ B4 E E 9]3 Al = YAML

il

o] A1 Z YAML-2 WMCO(Windows Machine Config Operator)oll 4 53 4= 2l = AWS(Amazon Web
Services)ol A A3 <1 Windows MachineSet ¢ 24l E £ 7 o] gt ¢}

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-windows-worker-<zone> g
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
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machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> G
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role kubernetes.io/worker: " 6
providerSpec:
value:
ami:
id: <windows_container_ami> g
apiVersion: awsproviderconfig.openshift.io/vibetai
blockDevices:
- ebs:
iops: 0
volumeSize: 120
volumeType: gp2
credentialsSecret:
name: aws-cloud-credentials
devicelndex: 0
iamInstanceProfile:
id: <infrastructure_id>-worker-profile @
instanceType: m5a.large
kind: AWSMachineProviderConfig
placement:
availabilityZone: <zone> m
region: <region>
securityGroups:
- filters:
- name: tag:Name
values:
- <infrastructure_id>-worker-sg @
subnet:
filters:
- name: tag:Name
values:
- <infrastructure_id>-private-<zone> @
tags:
- name: kubernetes.io/cluster/<infrastructure_id> @
value: owned
userDataSecret:
name: windows-user-data @
namespace: openshift-machine-api
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I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster
QOO == D, 51 4 Aol 2 G4 AT
Al A E 2 Windows # A1 © 2 14§y o}

Windows ==5 58 WA o2 434}

EE

Ad o) #HEFY o] A X% Windows o] 1] %] 2] AMI IDE #] A g t}. Windows Server 2019 & A} &3
oF g+ t}.

us-east-1as} 7+o] AWS J S XA

o

Utk
us-gov-east-13} 7+o] AWS 2] A & XA gt}

A A A Windows #4218 7+ & w] WMCOo9| 9] A = A HFHTh o] Foll =, e & HAl M E
o | Windows-user-datas A}& 3 5 )5yt

G S = @@Q

AR Zeade A A4 AFY A AE Qo= 2 A AEES AYste] dHad 5 aRs
o) v AFY PasE BH0R BT 5 AFUT

AR 8 7 AL
® OpenShift Container Platform & 28 & v gt}
® OpenShift CLI(oc)E A % &t}

e cluster-admin @ 3dlo] Q)= A& 22 ocol| 229131 o}

4
1. M2 M E CR(AHE-A} A1 gl &) Al Z o] £34 o] o] <file_names.yaml <l A] YAML 3} S
THEU T
<clusterID> 2! <role> v} 7] ¥ = 442 A&l oF o}
2. A AV 5% o) AR gho] ek R RS Fe2E M NE AFY v AES
gl AFUTH
a. 2E2E ] AFY HAANES YL o 9E S 29T
I $ oc get machinesets -n openshift-machine-api
=49 4
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m
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=11

$ oc get machineset <machineset_name>\
-n openshift-machine-api -o yaml

z9 o

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-<role>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
spec:
providerSpec: 6
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A9 1A A E CR2 &lt ;providerSpec > A A Q& ke TP F w2} o
Yt} CRe] &lt ;providerSpec > w7l ¥l 5=of] o & AHA| 3 U1 §-2 FFAte] A A
HAl A E CR 74 & F=xsiA L.

ot zfl

t}& 838 433l MachineSet CRS A4 gt}

I $ oc create -f <file_name>.yaml
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I $ oc get machineset -n openshift-machine-api

2 o

o

NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

A WA A E7} AL 7H5 e 7 S-DESIRED @ CURRENT zto] X @ . mA A ES A}
BRE S oA AP

51.4. F71 &2

[}
WA B2 Al e

5.2. VSPHERE®]| 4| WINDOWS # 4l Al E A A

VMware vSphere2] OpenShift Container Platform &g /\EIOIIH EXR 22 $3357] 93l
Windows MachineSet ¢ HA EE A st 5= g5t o = A== Jﬂigg A Windows ¢
Ao o|Ed F Q= olxal Wlndows MachlneSet L J&Eﬂ UV] S A4S F dFUH

A 27 A

[}
OLM(Operator Lifecycle Manager)2 A}-& sl WMCO(Windows Machine Config
Operator)E A X3 &4t}

A Y == Windows ServerE Docker & 2] ZAH o]y HELY] ol =20] SA3stE 24 A A o]
v R 2 AFg-staL A5 o
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/machine_management/#overview-of-machine-management
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& A= Docker @2 2] Ad o] ALY o] Windows =0 A AFEHU}.
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A ol o g Z}Al g U] 82 Kubernetes {41 & =314 A 2. &5 Kubernetes 2 2 =
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5.2.1. Machine APl 7l &
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
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MachineAutoscaler 7} 7] = ClusterAutoscaler 72} 2| S A A 3t $ o] A& 5 AFH )
ClusterAutoscaler ¥ MachineAutoscalerzg] &~ 2= 25 ClusterAutoscalerOperator 2 H A € o]
A AHg 7o

Cluster autoscaler

o] lA2E Y ZEY S 2H AT ALY Z2AEE 7|vte 2 3. OpenShift
Container Platform & o A = 14l Al E APIE &3 35la] Machine API¢} 53Ut Fo], =&,
w2, GPU 53 22 420 Fe2H AA A §F AeS AR F AsHY. T8E7 32
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AHEALE Al ste] 7HEA A9 AA o A AEE BPYT E8 Al Lto] FAo]5l o ol 7t w5}
o HAS AxAdlorst= B¢ AT = Ue 992 2T F AFUT A2 7HA 9ol e 2
249 Azure g Ao A= 7184 A EE ALE5to] 784S B3 5 JHF U Autoscaler= Z 2 2H
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5.2.2. Windows ZH| o]\ a2 =E 9|3 vSphere 37 FH]|

vSphere Windows VM o] u] x| & A A 5l52 WMCO<2] U] ¥ API A v] 9} o] 5212 &4 3}5}9
Windows #AH|o|{ a2 == ¢]3t vSphere 371 & =1 5j oF ).

5.2.2.1. vSphere Windows VM Z & o]u|x] A A

vSphere Windows VM(71 ] 31) =& o] x & A Ao
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A 27 A

[}
OpenSSH A W ol A 7] 714k Q1F-& FA 3= dl AHE-=H = ZMA/370 71 S A AF U
7121 71 = WMCO(Windows Machine Config Operator) 4] ¢} 23 o] 2o A & A 3| oF gt}
o] WMCO~7} Windows VM3} 5418 4= == 31+ d D 2 3o AAE &2 "Windows
Machine Config Operatore] B ot A" AH S X34 A L.

Windows VM-S A4 & w] o3 739 Microsoft PowerShell ¥ & AF&-3)l oF g o).
o] 7}o] = 9] PowerShell 33 2 ps C:\> JFAl= &g}

Microsoft 3] x] KB5012637 o] EZ3¥ Windows Server 2022 o] 0] X] & A}-8-3}o] vSphere
Febol A0 Al VMS A4 7t

VMe] 713 st=9¢) o] v A& OpenShift Container Platforme] <1z} @
AFHS =8 oF g o). &HA g U] 82 OpenShift Container Platform A 4 4] o]
"VMware vSphere <12} @ 7 A" A A S X514 A Q. 3 71 1Al 5=
2lo] vzl th g VMware A4 & FxsH A L.

Windows VMedi| 5] VMware Tools B A 11.0.6 o] A4S A X @ AU} ZA g &S
VMware Tools A8 A & FZ3H4] Al L.

Windows VM¢<]] VMware ToolsE 4 2] 3 3 &2 33t}

Yt
I exclude-nics=

Mg gopul goz A

N
tllo

tools.conf 3} o] gl+= 739 exclude-nics |4 S A1-&-3514
A

o] g2 2 hybrid-overlayE %3] Windows VM| x] A4 € 23| vNIC7} T A 5 X
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https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://kb.vmware.com/s/article/1003746
https://docs.vmware.com/en/VMware-Tools/index.html
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o}y
A
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Windows VM9 = vCenterol & 31 IP 47} d 54 ).
I C:\> ipconfig
VMTools Windows A v] 27} A8 =t}
I PS C:\> Get-Service -Name VMTools | Select Status, StartType

Windows VMel] OpenSSH A B £ A x| 3} 31 74 gy o). ZHAI 3 U 8- OpenSSHE A %
sk Wy ol dl g Microsofte] A A& FxsH4 A L.

#2218 SSH Al 2~5 AF Ut o] A& st we] AFSAel o @ Microsoft
o] A E FxsiA L.

AR AHg-E 37 7= A2 S B{2 WMCO d] 9 23] o] 24| 4] Y59
A 3H= N2l Flol d-g-slloF g X}Hl 3 ] &2 "Windows Machine Config
Operatore] Bt 73" AA S JXsHA L.

Microsoft A ¥4 A o] m}=} Windows VMol] Docker Z H| o] H g2 A X gH] ).

Ad ol 220 g3 S0] 2= A2 S 31§3t= Windows VM A A) st 738 A4
alloF g th. o2 PowerShell 32 A3 3to] TCP ¥ E 102500 4 #3514 732 443y
t.

PS C:\> New-NetFirewallRule -DisplayName "ContainerLogsPort" -LocalPort 10250 -
Enabled True -Direction Inbound -Protocol TCP -Action Allow -EdgeTraversalPolicy
Allow

i
S
2
ofr
o)

ZHA} g =5 Windows VM-S EAFth AAI g U 82 7|E 7HE Al =)
t VMware A A& Fxa4 A L.
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https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse
https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement#administrative-user
https://docs.microsoft.com/en-us/virtualization/windowscontainers/quick-start/set-up-environment?tabs=Windows-Server
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-1E185A80-0B97-4B46-A32B-3EF8F309BEED.html
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A" Windows VMol 4] Windows Sysprep 52 A3 3.

C:\> C:\Windows\System32\Sysprep\sysprep.exe /generalize /oobe /shutdown
/unattend:<path_to_unattend.xml>

unattend.xml 7 2] A 2= XA ).

Windows o] v] ] o] 4] sysprep ¥ 8S 23T 5 = S5l th g A gl
AUt A3 U182 Microsofte] A A S Fxs4]A] £.

WMCO9] 2 2 & mE WA AL
2 54 sloF gtk A4 AL

o] 5.1. o] A] unattend.xml

<?xml version="1.0" encoding="UTF-8"?>
<unattend xmins="urn:schemas-microsoft-com:unattend">
<settings pass="specialize">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
International-Core" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS">
<InputLocale>0409:00000409</InputLocale>
<SystemLocale>en-US</SystemLocale>
<UlLanguage>en-US</UlLanguage>
<UlLanguageFallback>en-US</UlLanguageFallback>
<UserLocale>en-US</UserLocale>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Security-SPP-UX" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<SkipAutoActivation>true</SkipAutoActivation>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
SQMApI" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<CEIPEnabled>0</CEIPEnabled>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
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https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation#limits-on-how-many-times-you-can-run-sysprep
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language="neutral" versionScope="nonSxS">
<ComputerName>winhost</ComputerName> ﬂ
</component>
</settings>
<settings pass="oobeSystem">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<AutoLogon>
<Enabledsfalse</Enabled> @)
</AutoLogon>
<OOBE>
<HideEULAPage>true</HideEULAPage>
<HideLocalAccountScreen>true</HideLocalAccountScreen>
<HideOEMRegistrationScreen>true</HideOEMRegistrationScreen>
<HideOnlineAccountScreens>true</HideOnlineAccountScreens>
<HideWirelessSetupInOOBE>true</HideWirelessSetuplnOOBE>
<NetworkLocation>Work</NetworkLocation>
<ProtectYourPC>1</ProtectYourPC>
<SkipMachineOOBE >true</SkipMachineOOBE >
<SkipUserOOBE>true</SkipUserOOBE>
</OOBE>
<RegisteredOrganization>0Organization</RegisteredOrganization>
<RegisteredOwner>Owner</RegisteredOwner>
<DisableAutoDaylightTimeSet>false</DisableAutoDaylightTimeSet>
<TimeZone>Eastern Standard Time</TimeZone>
<UserAccounts>
<AdministratorPassword>
<Value>MyPassword</Value> 6
<PlainText>true</PlainText>
</AdministratorPassword>
</UserAccounts>
</component>
</settings>
</unattend>

Kubernetes o] & A% & ulzlof 5= ComputerName & A A g t}. o] ] g A}
F2 A VM BA sk 2 A3 A E2 A T == AILE 0S8 AHEA A A o = 3
£g4d

s 222 @A stst] B9 Al fE|A Aol = U Hud S A F
HeE ZAIE HAFUG o] & 71 23kelH WA T sy
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MyPassword =} 2] % A]z= Administrator A3 9] ¢+5 2 vl ). o] 2 A 3}
A 7|2 A @A AR 712FH o7 45t YA AHUT. S E AE5H] 9
3+ Microsofte] =¥ Al & =4 A 9.


https://kubernetes.io/docs/concepts/overview/working-with-objects/names
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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Sysprep =77} $t2 5@ Windows VMe] A 10] ARt} o] VMe] A91S o o] 4 A&
S AFEaHA ekokol T,

Windows VM- vCentere] 5l =2l o 2 W33},

5.2.2.1.1. 37} g &2

[}
Windows Machine Config Operatorol] oj 3t A] =231 4]

VMware vSphere <1 =z} Q F7A}3}

5.2.2.2. vSphereo| /] WMCOS 91 & W5 APl A 1] ¢}¢] FA &4 35}

WMCO(Windows Machine Config Operator):= U3 APl A u] &3 o] A Ignition A 34 & &
23] . Windows 714 ®A1(VM)©] Ignition 74 A& g2 =3 4= 931 A H VMe] kubelet
o U API A|W|9} B 412+ 2% U3 API Al 9fe] §412 24 stslof o).

A 27 A

vSphereol] 22 287} 425 0] AU

<] APl A1#] URL api.<cluster_name>.<base_domain>2- 7}2] 7] += api-int.
<cluster_name>.<base_domain><l] ] ¢ DNS 328 715t} o] =2 CNAME ==
F7HANZEY F AHFH

9] APl 274 o] o]u] vSphere] 7] 8 2H A9 AR 2 YAHAF Y.

5.2.3. vSphered] 4] Windows MachineSet ¢ B A E = ¢]3l 1= YAML

o] A1 Z YAML-& VMware vSpherec] /] WMCO(Windows Machine Config Operator)7} 383 4+
2+ Windows MachineSet ¢ B A EZ A o] g},
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-5B3737CC-28DB-4334-BD18-6E12011CDC9F.html
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apiVersion: machine.openshift.io/vibetal
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <windows_machine_set_name>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> G
machine.openshift.io/os-id: Windows ﬂ
spec:
metadata:
labels:
node-role.kubernetes.io/worker: " G
providerSpec:
value:
apiVersion: vsphereprovider.openshift.io/vibeta1l
credentialsSecret:
name: vsphere-cloud-credentials
diskGiB: 128 @
kind: VSphereMachineProviderSpec
memoryMiB: 16384
network:
devices:
- networkName: "<vm_network_name>"
numCPUs: 4
numCoresPerSocket: 1
snapshot: ""
template: <windows_vm_template_name> m
userDataSecret:
name: windows-user-data @
workspace:
datacenter: <vcenter_datacenter_name> @
datastore: <vcenter_datastore_name> @
folder: <vcenter_vm_folder_path> @
resourcePool: <vsphere_resource_pool> @
server: <vcenter_server_ip>
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I $ oc get -0 jsonpath="{.status.infrastructureName}{""\n"}' infrastructure cluster

000
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o] w7/l ¥ 4= Windows T}E] A o] =712 A A 51A] &4t} unattend.xml 3}
Ade A5 A Y B 98k v 23 3 7] 2 vSphere Windows VM(71Hd W Al) & o] o]
A& A 3te] Windows 3tE] 9] A7 & =T F AU

10

w4l Al 2 v 3 vSphere VM U E 91212 A4 @1tk o] VMY E 9 = & Linux 25
g X 2wo] el 2o YoloF sh= 9A olok gk

11

2183 Windows vSphere VM |l =2 9] A A 3 2 & A4 g th(: golden-
images/windows-server-template ). ¢] 52 323l oF &t}
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A2 VM R Z212 AR 51 mh Al 2. VM R E312 7AA glojof akm A
Windows = Alol thal =Aslok gtk VM RS20 A bl VM 1 Eslo] S F
o VMoz 7AHER A2 MEZ PHS 488 5 Y AE 0w ALgHA
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Windows-user-data:= 3 WA Windows w4l o] 3242 o WMCO¢9I 23] A gt} o] T
=, B E 32 vl A Eo A Windows-user-dataS AF&3+ 4= 9l &)
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5.2.4. 4l A E qIE7]

AR Z2 P YA AFE HA A E Qo= Z53 il N ES QA 5ta] A EF YAz
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OpenShift CLI(oc)E A X3 .

cluster-admin @ 3to] Y= A} A= ocol] =223t}

E CR(AF&AF A A gl 42) A Zo] X34 o] 29] <file_name>.yami<l A YAML 3}
<clusterlD> % <role> ulj 7] W4 3H2 A A3 oF g}

oA 238 o] LA &2 A-¢ SELHAA 7€ HF8 HA Al

Zej2H9] H55E HA A ESE YEsHd o3 98 S AP
I $ oc get machinesets -n openshift-machine-api
%9 o
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m
b.
54 7%9 1A AE CRAIEA g9l gaz)e] e naw o 39S 249y
c}.

$ oc get machineset <machineset_names \
-n openshift-machine-api -o yaml

2 o

o
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apiVersion: machine.openshift.io/vibetal
kind: MachineSet
metadata:

labels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-<role> g
namespace: openshift-machine-api

spec:

replicas: 1
selector:

matchLabels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id>

machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
template:

metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
spec:
providerSpec: 6
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7359 1A A E CRe] &lt ;providerSpec > A Mo Q&= ke S E o o} o
£4Yt}. CR] &lt ;providerSpec > v/l M 5o T 3 AHA| 3k Y &2 ZFAe] A= AF
g # 4 A E CR 748 FxsH4A L.
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I $ oc create -f <file_name>.yaml
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$ oc get machineset -n openshift-machine-api

2 o

o

NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 55m

agl030519-vplxk-worker-us-east-1e 55m

1
1 1
1 1
agl030519-vplxk-worker-us-east-1d 0 0 55m
0 0
agl030519-vplxk-worker-us-east-1f 0 0 55m

o oF 74 $-DESIRED % CURRENT Zto] & X3yt 1Al Al EZ A}
$TF Y= AT 2 R Fol 932 b Aok

5.25. F71 gl &&

L R = I
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6°3. WINDOWS A o|q YA == oo

Windows ¢ a2 =2 Windows A F € x=o] ¢35 9

o)y

Ut

Fx

WMCO= a2 Ud Z5A] 9448 T8l EH S 92T 5 g17] wFd =7
sE] A EEA S AFESHE Ze]AE o)A WMCO7} A 9154 g2 ot

A 27 A

OLM(Operator Lifecycle Manager)2 A8 slo] WMCO(Windows Machine Config
Operator)E A X3 &4t}

Docker @2] 2] ZAH olY HELY A =L2-0] 43548 OS o|v] A = Windows A E o] & AH§-
shar sy

Windows WAl Al EZE A JHU

&l Al = Docker & 2] 2] #AH o] HEFY o] Windows == A A&t}
Kubernetes+= ¢ o] Docker A oly HEY o7 AR 51A] &5t} Docker A&
ZA o th 3t A g U822 Kubernetes ¥4 = 3x314 A 2. 3% Kubernetes @ ] =
d 4] = Containerd7} Wlndows oA ALAHE= N2 & ZiEl] ol Agtgde] U}

6.1. WINDOWS POD ull 3]

Windows ¢ 2= & ZAHd ] E3}7] A Pod7} &vl=27 g5 == Windows =& 2A|=
B2 FAsoF Ut} Windows ==2 32835 n4lo] glou g Linux 71 =9} FA 5 #a
AUk FASHI,L HIRIE, 51§ 24}, == A9 7] 9 22 Wi S AFg-she] 22 g Windows ==9]
Windows Pod= of ¢} o] of g t}.

o &G AA7E AL FLIF S| =FA 2] Windows OS HF S 2P = A= A-¢
RuntimeClass ¢ B A4 E £ A}23}o] Windows PodE 7] 2 Windows OS H & o] ] g 3o} gt} o =
=0°], & Windows Server Z1H| o] Bl oA o2 Windows ==7} Q1= A4 23 LHe S34H A
2= Windows OS W g o] Windows PodE < ¢}& 5= 9l5U v} E 2128 2] z Windows OS g o o
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/networking/#enable-cluster-wide-proxy
https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/

674. WINDOWS Aol YAz o o}

3 RuntimeClass © B4 E 7} 70 =] o] glofof gt Z&| 2H oA AL 75 ¢ Windows OS ¥ 3 ¢t
= 7ol = RuntimeClass 2 B A E & ALg-3l= o] E5UL.

AA g U2 s 2E 9 7H o] vA 2 o o g Microsoft #4] & =34 Al 2.

ZH oy 7] o] u| R = A AE o ¢FS =04 AP F2 FYU g Windows OS H
9 e ysoof 3.

T3 Windows ==5 g A A & v o g ol =3t= 7 -9-(o: 20H20 A
20222 o]F) Al Wi X 3=F A ol 7|1 o]u]A & ¢ 28 o] =3] oF Pt AA
gk U 82 Windows 7Z1H| o] ¥ 534S FxsqdA Q.

[}

27 %2 E 2183t Pod ¥l Al o]
[}

%X HIEES ALg3ke] Pod WA 2] o]
[}

= AH7]E ALgste] 574 =T o] Pod WX

6.2. =7A1% 9 WAUFS A&3}s17] 9] RUNTIMECLASS 2 B 2 E 414

RuntimeClass S B A EE AlE-31H HQQE 9 5] 8 939} 7
AFUL AL A= HAE L 38 2 = =3

A3 o oot = AFUT o8 £9 AA MY S X Y3= FE2Hol
of g},

Az

RuntimeClass ¢ 12| € YAML 5 & A4 @t} o & S0}, runtime-class.yaml-> o3
3} 2yt

apiVersion: node.k8s.io/vibeta1
kind: RuntimeClass
metadata:
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https://docs.microsoft.com/en-us/virtualization/windowscontainers/deploy-containers/update-containers#host-and-container-version-compatibility
https://learn.microsoft.com/en-us/virtualization/windowscontainers/deploy-containers/version-compatibility?tabs=windows-server-2022%2Cwindows-11-21H2
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/nodes/#nodes-scheduler-about
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/nodes/#nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/nodes/#nodes-scheduler-node-selectors
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name: <runtime_class_name> ﬂ
handler: 'docker’
scheduling:
nodeSelector: g
kubernetes.io/os: 'windows'
kubernetes.io/arch: 'amd64'
node.kubernetes.io/windows-build: '10.0.17763'
tolerations: 6
- effect: NoSchedule
key: os
operator: Equal
value: "Windows"

RuntimeClass ¢ B4 E o] &

& AR e,
BEIERCS

2]

ol AElq) F =5 XY
FY2E AHE-3H= Pode o] A8 719} A=
29 == A= 7]= Pode 7]1&
o oFg 4= gl

3-8 Tl o] AElY S =9 A A8 52l po
£ AR P o] ZYL Yhd Pod 2 AElY 27
A
2.
RuntimeClass ¢ H A E ZE A A},

I $ oc create -f <file-name>.yaml
dg 57 ggt 2
I $ oc create -f runtime-class.yaml

Pode<l RuntimeClass 2 B
I

AEg A gate] A

=

apiVersion: v1
kind: Pod
metadata:
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name: my-windows-pod
spec:
runtimeClassName: <runtime_class_name> ﬂ

Pod ol obe #e]a AElgl 2228 NG

6.3. 1= WINDOWS ZiH| o] 9|2 = v =

Windows ZF 8 =2 AL 7153 2% Windows AH oY gazc=2 ZAgo] |3 5 Y&

U,

o] A] Service ¢ H A)

m

apiVersion: v1
kind: Service
metadata:
name: win-webserver
labels:
app: win-webserver
spec:
ports:
# the port that this service should serve on
- port: 80
targetPort: 80
selector:
app: win-webserver
type: LoadBalancer

o) A] Deployment 2 EA E

I apiVersion: apps/v1
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kind: Deployment
metadata:
labels:
app: win-webserver
name: win-webserver
spec:
selector:
matchLabels:
app: win-webserver
replicas: 1
template:
metadata:
labels:
app: win-webserver
name: win-webserver
spec:
tolerations:
- key: "os"
value: "Windows"
Effect: "NoSchedule"
containers:
- hame: windowswebserver
image: mcr.microsoft.com/windows/servercore:ltsc2019
imagePullPolicy: IfNotPresent
command:
- powershell.exe
- -command
- $listener = New-Object System.Net.HttpListener; $listener.Prefixes.Add('http://*:80/');
$listener.Start();Write-Host('Listening at http://*:80/'); while ($listener.IsListening) { $context =
$listener.GetContext(); $response = $context.Response; $content="<html><body><H1>Red
Hat OpenShift + Windows Container Workloads</H1></body></html>"; $buffer =
[System.Text.Encoding]::UTF8.GetBytes($content); $response.ContentLength64 =
$buffer.Length; $response.OutputStream.Write($buffer, 0, $buffer.Length); $response.Close();
b
securityContext:
runAsNonRoot: false
windowsOptions:
runAsUserName: "ContainerAdministrator”
nodeSelector:
kubernetes.io/os: windows

3

mcr.microsoft.com/powershell:<tag> ZA | o]\ o]0 X = A} &31= A9 o] 9H S
pwsh.exe= A 2] 3f o} 4 t}. mer.microsoft.com/windows/servercore:<tag> 7 €] o]
oju| A & ALE-3t= 75 3lld W E S powershell.exe= A o] & of gt ). ApA| g ) &2
Microsoft 4 & Z=x34 A1 2.
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OpenShift Container Platform 2]~ 2 oc W& 32 A X gt}

cluster-admin @ 3to] Y= A} A= ocol] =221§ ).

Ze2go| JE A AES AP,
I $ oc get machinesets -n openshift-machine-api

H Al A E+ <clusterid>-worker-<aws-region-az> @ 2] 2 2 A g},

Ze2Hd Y& WAL g
I $ oc get machine -n openshift-machine-api
Al sk v ale] 41 AA .

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

i
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tol A7 WA AES .
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I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
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I $ oc edit machineset <machineset> -n openshift-machine-api

4o An
EE g YAMLE A g3le] WA AEE 2AAFE 5 AHUT

apiVersion: machine.openshift.io/vibeta1l
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

Nedoz WA AESHE 4TS WA vdo] AAste ==F =4 ol
stel3 gtk Pod 38 o242 A% TASE 5 AY FFo|ME =dlold
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I $ oc get machines
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7.1. WINDOWS MACHINE CONFIG OPERATOR ¢ 18| o] =
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https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_server_configuration#configuring-the-default-shell-for-openssh-in-windows
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y
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Q2B 29 TAE o]22 T} XFS ¥33l= RFC 1123 DNS @lo] 2 2 7 A}g}2 u}&lo}

Y%A BAZ A4 .

FxA 2= 9yt

%718 Windows ¢l 28 A2 A1 3= WMCO Y] £ 3 o] 29 windows-instancesz} =
ConfigMap& A4 g o}

username=<usernames> 2. & ¥ W3l 5O FAE 7|2 ALt A W

o] vlol e MMM 7t G2 TAF .

4 o

kind: ConfigMap
apiVersion: v1
metadata:
name: windows-instances
namespace' openshift-windows-machine-config-operator

10.1.42.1: N1)

username=Administrator g
instance.example.com: |-
username=core

WMCO7} DNS o] 2 == IPv4 5242 SSHE E3) 9l 28 20 AA e o AHL 8t
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https://datatracker.ietf.org/doc/html/rfc1123
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kind: ConfigMap
apiVersion: v1
metadata:

name: windows-instances

namespace: openshift-windows-machine-config-operator
data:

instance.example.com: |-

username=core

windows-instances 24| = == o] 719 2 E Windows Q1 281 A E g A5l = 93 o =2 7253
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OpenShift CLI(oc)E A X
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cluster-admin @ 3lo] Q&= A& A= ocol 2191t}
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== AA

51



OpenShift Container Platform 4.10 OpenShift-8& Windows 7 €] o] X <

52

NeFos vy AESHE 4TS U7 vilo] AAshs =28 =doly
stel 3 gtk Pod S¢ o 42 2% FASE 5 AR FFIME Sdlold 2
gol F8A £ 5 AgUch Sellold o] Ashata A A=SHNA o
AAAE ADS F YEUh

£ 1] A9 4] machine.openshift.io/exclude-node-draining ¢l 43S &
o == =g o|dS AYE + dHFUh

AA @ v 4lo] w4l A Eo] &t A4 AR BAR £8 557 sl Al Hlo] ZA] A

Chilahe s



1074. WINDOWS A H| o] 9]a == v 24 3}

10°¢. WINDOWS Ao 9a == v &4 3}

WMCO(Windows Machine Config Operator)2] A X & A| 7|5l WMCOE A X w] 7| BFH o7 F
7He vl &# o] =& AHA| sle] Windows ZiH o] ]2 =5 A3 st= 755 v A3 S = JdFY

t}.

10.1. WINDOWS MACHINE CONFIG OPERATOR #| A

Z 2 2H 4] WMCO(Windows Machine Config Operator)e] A X2 A A& 5 d&5Y

A 27 A

[ ]
Windows a2 ==& 3 2~ 8 3= Windows 14l © B A E S Abx) 3 o).

Operators — OperatorHub = o] X ol A 7]l == A€ Y AA= A1-23} Red Hat
Windows Machine Config OperatorS 7 A g t}.

Red Hat Windows Machine Config Operator €} & &2} 3 t}. Operator E} Y &
Operator7} A X 9 9-&-¢ Yebd Y.

Windows Machine Config Operator A %z} 3| o] X o] 4] A| A& =& gt}

10.2. WINDOWS MACHINE CONFIG OPERATOR ] ] 23] o] 2= 2}A|

71822 o 2 WMCO(Windows Machine Config Operator)ol] i3] A v Y = o] =E 2HA| & 4=

AFU

A 27 A

WMCO7} 2 2] 2ol A A7 E k.

openshift-windows-machine-config-operator ] ¢} 2 o] 20| A A A 2 &= Windows 9]

53



OpenShift Container Platform 4.10 OpenShift-8 Windows Z €] o] 2] €

AR=E AAFTYUL.
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I $ oc get pods --namespace openshift-windows-machine-config-operator
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$ oc delete namespace openshift-windows-machine-config-operator
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