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https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2024:0268
https://issues.redhat.com/browse/LOG-4891
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
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https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-4016
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https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-38037
https://access.redhat.com/security/cve/CVE-2024-0443
https://access.redhat.com/errata/RHBA-2023:7718
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TCP bind failed: Address family not supported by protocol (os error 97). o] HH o] EE
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& u) A 712] Operator7} M7 5 #] e&& el 2 FA Yt} (LOG-4842)
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1.1.2.2. CVE

e (CVE-2007-4559

e CVE-2021-43975

e (CVE-2022-3594

e (CVE-2022-3640

e CVE-2022-4744

e (CVE-2022-28388

e (CVE-2022-38457

e (CVE-2022-40133

e (CVE-2022-40982

e (CVE-2022-41862

e (CVE-2022-42895

e (CVE-2022-45869

e (CVE-2022-45887
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https://issues.redhat.com/browse/LOG-4281
https://issues.redhat.com/browse/LOG-4589
https://issues.redhat.com/browse/LOG-4806
https://issues.redhat.com/browse/LOG-4837
https://issues.redhat.com/browse/LOG-4842
https://issues.redhat.com/browse/LOG-4536
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
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e CVE-2023-1074
e CVE-2023-1075
e CVE-2023-1079
e CVE-2023-M8

e CVE-2023-1206
e CVE-2023-1252
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e CVE-2023-1998
e CVE-2023-2513
e (CVE-2023-3138
e CVE-2023-3141
e CVE-2023-3161
e CVE-2023-3212
e (CVE-2023-3268
e (CVE-2023-3609
e (CVE-2023-3611
e CVE-2023-3772
e (CVE-2023-4016
e CVE-2023-4128

e CVE-2023-4132


https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
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CVE-2023-34241

CVE-2023-35823

CVE-2023-35824

CVE-2023-35825
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https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHBA-2023:6730
https://issues.redhat.com/browse/LOG-4383
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1.1.8.2. CVE

e CVE-2021-26341

e CVE-2021-33655

e (CVE-2021-33656

e CVE-2022-1462

e CVE-2022-1679
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CVE-2022-3970
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https://access.redhat.com/security/cve/CVE-2022-3623
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https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
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https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
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https://access.redhat.com/security/cve/CVE-2022-42720
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CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394

CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-22490

CVE-2023-23454

CVE-2023-23946

CVE-2023-25652

CVE-2023-25815

CVE-2023-27535

CVE-2023-29007
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https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
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https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
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https://issues.redhat.com/browse/LOG-3482
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e CVE-2023-21930
e CVE-2023-21937
e CVE-2023-21938
e CVE-2023-21939
e CVE-2023-21954
e CVE-2023-21967
e CVE-2023-21968

e CVE-2023-28617
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1.1.10.4. CVE

e CVE-2023-1999

e (CVE-2023-28617
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https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHBA-2023:2133
https://issues.redhat.com/browse/LOG-3713
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/support/policy/updates/openshift#logging
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1.2.2.2. CVE

e CVE-2021-3468
e C(CVE-2023-3446
e CVE-2023-3817
® CVE-2023-5678
® CVE-2023-38469
e (CVE-2023-38470
e CVE-2023-38471
e (CVE-2023-38472

e (CVE-2023-38473
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https://access.redhat.com/errata/RHSA-2024:0695
https://issues.redhat.com/browse/LOG-4967
https://access.redhat.com/errata/RHBA-2024:0270
https://issues.redhat.com/browse/LOG-4892
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-38469
https://access.redhat.com/security/cve/CVE-2023-38470
https://access.redhat.com/security/cve/CVE-2023-38471
https://access.redhat.com/security/cve/CVE-2023-38472
https://access.redhat.com/security/cve/CVE-2023-38473
https://access.redhat.com/errata/RHBA-2023:7719
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e o]l o] E o] H ol = Loki Operatoro| A A&7 A ¢] CA &85 £ Podol| vhE35HA] 23k
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1.2.3.2. CVE

e CVE-2007-4559
e CVE-2021-43975
e CVE-2022-3594
e CVE-2022-3640
o CVE-2022-4744
e (CVE-2022-28388
e (CVE-2022-38457
e CVE-2022-40133
e (CVE-2022-40982
o CVE-2022-41862
o CVE-2022-42895
e CVE-2022-45869
e (CVE-2022-45887
o (CVE-2022-48337
e (CVE-2022-48339
e CVE-2023-0458
e CVE-2023-0590
e CVE-2023-0597
e CVE-2023-1073
e CVE-2023-1074
e CVE-2023-1075

e CVE-2023-1079
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https://issues.redhat.com/browse/LOG-4807
https://issues.redhat.com/browse/LOG-4838
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
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e CVE-2023-M8
e CVE-2023-1206
e CVE-2023-1252
e CVE-2023-1382
e (CVE-2023-1855
e CVE-2023-1981
e (CVE-2023-1989
e (CVE-2023-1998
e CVE-2023-2513
e CVE-2023-3138
e CVE-2023-3141
e CVE-2023-3161
e CVE-2023-3212
e (CVE-2023-3268
e CVE-2023-3609
e CVE-2023-361
e CVE-2023-3772
e CVE-2023-4016
e CVE-2023-4128
e CVE-2023-4132
e CVE-2023-4155
e (CVE-2023-4206
e CVE-2023-4207
e CVE-2023-4208
e CVE-2023-4641
® (CVE-2023-4732
e CVE-2023-22745
® (CVE-2023-23455

e (CVE-2023-26545
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https://access.redhat.com/security/cve/CVE-2023-1206
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https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
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https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545

e (CVE-2023-28328
e CVE-2023-28772
e CVE-2023-30456
e (CVE-2023-31084
e CVE-2023-31436
e CVE-2023-31486
e (CVE-2023-32324
e (CVE-2023-33203
e CVE-2023-3395]
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-35823
e (CVE-2023-35824

e (CVE-2023-35825
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1.2.4.2. CVE

e CVE-2023-40217

o CVE-2023-44487
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https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
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https://access.redhat.com/security/cve/CVE-2023-33951
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https://access.redhat.com/security/cve/CVE-2023-35823
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https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHSA-2023:6790
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1.2.5.2. CVE

CVE-2023-0800

CVE-2023-0801

CVE-2023-0802

CVE-2023-0803

CVE-2023-0804

CVE-2023-2002

CVE-2023-3090

CVE-2023-3390

CVE-2023-3776

CVE-2023-4004

CVE-2023-4527

CVE-2023-4806

CVE-2023-4813

CVE-2023-4863

CVE-2023-491

CVE-2023-5129

CVE-2023-20593

CVE-2023-29491

CVE-2023-30630

CVE-2023-35001

CVE-2023-35788
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https://issues.redhat.com/browse/LOG-4579
https://issues.redhat.com/browse/LOG-4687
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:5095
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1.2.6.2.
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CVE

CVE-2023-3899
CVE-2023-32360

CVE-2023-34969
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CVE

CVE-2020-24736
CVE-2022-48281
CVE-2023-1667
CVE-2023-2283
CVE-2023-24329
CVE-2023-26604
CVE-2023-28466

CVE-2023-32233
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https://issues.redhat.com/browse/LOG-4435
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4342
https://issues.redhat.com/browse/LOG-4084
https://issues.redhat.com/browse/LOG-4276
https://issues.redhat.com/browse/LOG-4390
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/security/cve/CVE-2023-32233
https://access.redhat.com/errata/RHBA-2023:3996
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1.2.8.2.

ol ol E o] Aol = 8 U g o] & 3ol ClusterLogForwarder W of /—L‘%z}ﬂ x3tgE A
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ol Ay ol E o] Aol =y 25 0] 227} 8,0007)] o]l 8] ~E & Qla)] U Y A o] 2 EEo)

http.max_header_size 4 ¥t} I = 2 Elasticsearch7} # 2] & AF-AFUTE o] JH | EE
E3) 3|y Z7]9] 7] Ezko] Z7tele] EA S APk (LOG-4278)

CVE

CVE-2020-24736
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CVE-2023-2283
CVE-2023-24329
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https://issues.redhat.com/browse/LOG-4091
https://issues.redhat.com/browse/OU-187
https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:1953
https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750
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CVE

CVE-2022-4269
CVE-2022-4378
CVE-2023-0266
CVE-2023-0361
CVE-2023-0386
CVE-2023-27539

CVE-2023-28120
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https://issues.redhat.com/browse/LOG-3583
https://issues.redhat.com/browse/LOG-3480
https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
https://access.redhat.com/security/cve/CVE-2023-28120
https://access.redhat.com/errata/RHBA-2023:1311
https://issues.redhat.com/browse/LOG-3280
https://issues.redhat.com/browse/LOG-3454
https://issues.redhat.com/browse/LOG-3475
https://issues.redhat.com/browse/LOG-3640
https://issues.redhat.com/browse/LOG-3733
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e o]l ¢Juo] E o] Mol &= A A ScanSettingStack ¥} B2 24 2 7|21 IP Y| E 9 T o vk 2] E3)
&Uth 434 © 2 OpenShift Container Platform &2 228 Pod Y EY A7 & IPH Y= +
4] =] CloudEventStack Pod7F Z | A] FZ 71 A @S5 Uth o]H Qu o] EE E3) oA
ScanSettingStack 2] Z}ol] Al memberlist 7d ol Pod Y E ¢ 2 & A}-&-3l= 34 0] Ut o]
2 A 3 OpenShift Container Platform 22 228 pod YIEQ 7} 38 IPH Y2 +A 5™ o]
EA = )| 4 3} 3L stack Pod7} 2 A] = Abel 7} 5 A &5y o) (LOG-3814)

e o]y Yy o] E o] Ao = tls.insecureSkipVerify Z =7} true = 44 ¥ 739 Cluster Logging
Operator7} &3¢ 74-& A Y th 472 0.2 Operatore 154 A5 A o
Elasticsearchell Bl o] Bl & B x| 3 HFUth o] JH o] EE T4 tls. lnsecureSkipVerify o]
Ej—/ﬂ QE] 7—'] oﬂ Operatoroﬂ}\—] _(?_]:]]_E TLS ?—/H KeX Ag A 61—1,] ]q_ g‘,,]_;(-l < I=4 O] Z/R:{ 74 Zj
U E S0l g o8 = ElasticsearchZ A3 H o2 A4 4= AdH5yth (LOG- 3838)

o o] o] E o] Aol = Elasticsearch Operator 0] CLO(Cluster Logging Operator)E A %] gt
73 §- CLO Pod¢el Elasticsearch 2}A4| o} A H @ F WA A 7} Al S A EH A FU T o] G o]
EE 53| o]A CLOAA L7 WA A S FA| 0P71 Aol F7 A A E FlgUS A5 o=
Elasticsearch 2k ¢} & ¥ @ 7 W] A] %] 7} Elasticsearch Operator7} 91 ™ T o] 4} ¥ A & %]
&Yyt (LOG-3763)

1.2.10.2. CVE

e (CVE-2022-4304

e CVE-2022-4450

e (CVE-2023-0215

e CVE-2023-0286

e (CVE-2023-0767

e (CVE-2023-23916
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CVE
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CVE-2021-28861


https://issues.redhat.com/browse/LOG-3783
https://issues.redhat.com/browse/LOG-3814
https://issues.redhat.com/browse/LOG-3838
https://issues.redhat.com/browse/LOG-3763
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0932
https://issues.redhat.com/browse/LOG-3717
https://issues.redhat.com/browse/LOG-3729
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
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1.212.2. CVE

® CVE-2022-23521

e CVE-2022-40303
e CVE-2022-40304
e CVE-2022-41903
e CVE-2022-47629

e (CVE-2023-21835

29


https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHBA-2023:0793
https://issues.redhat.com/browse/LOG-3429
https://issues.redhat.com/browse/LOG-3584
https://issues.redhat.com/browse/LOG-3437
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https://issues.redhat.com/browse/LOG-3635
https://access.redhat.com/security/cve/CVE-2022-23521
https://access.redhat.com/security/cve/CVE-2022-40303
https://access.redhat.com/security/cve/CVE-2022-40304
https://access.redhat.com/security/cve/CVE-2022-41903
https://access.redhat.com/security/cve/CVE-2022-47629
https://access.redhat.com/security/cve/CVE-2023-21835
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CVE-2023-21843
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e (CVE-2021-46848

e (CVE-2022-3821

e (CVE-2022-35737

e CVE-2022-42010

e CVE-2022-4201

e (CVE-2022-42012
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e (CVE-2022-43680
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https://access.redhat.com/security/cve/CVE-2023-21843
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https://issues.redhat.com/browse/LOG-3496
https://issues.redhat.com/browse/LOG-3510
https://issues.redhat.com/browse/LOG-3441
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https://issues.redhat.com/browse/LOG-3447
https://issues.redhat.com/browse/LOG-3477
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
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g4 31512 1 logging.openshift.io/preview-vector-collector: enabled 341 -S ClusterLogging A-& =}
A9 Z42(CR)ol F7tstaL WE & AAH 3 2= F7hsloF .

ClusterLogging CR2] <

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging”
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}

1.4.14.1.2. Loki 21 A F 4

Loki = 4o 2 33 753 37H8A dF HYE 22 JA A 2Ho R A 279 22 AL
2 Elasticsearche] tj¢te = A g ). Loki A x| ol o & z}A] 3+ &2 "Logging using LokiStack"

APAE FxsHHA L.

1.4.14.2. ] 1 54

°
o] ¢Jdl o] E o] A= cluster-logging-operator ol 4] Ze]~F W9 9 2 vl S AL
&3t X5 233 3= Prometheus A u] = Ao ti 3 AFS AR AU o3 AT
< Z& AHH 0| =& AHE-5to] Operators vl & o] AP HAAA T FFZNA M2 o 72
HAsU oW o] Ec A = roles R bindings v Y 23 o] = W9 & AR sl A& sl 2
g}, (LOG-2286)

ol Yol E oA = F4 HARE Qo g o] A WA Ao 2 Lol X 71 g
Z2-9] ownerReferences 2 =7} = ALY 23 0 F Y A AF o] X A W3} oA
RE7E AR EA FAsUS olH HHlo] ES F3ll ownerReferences I =7} 7| 7 5 o] &4 7}
8] 4 5 32 Z£ 94 OpenShift Logging A1 B =2 X183 4 &Yt} (LOG-2163)

o]¥ ¢Jd]o] E o] A= cluster-logging-operator 7} fiA| R =7} 39 71= D = H 7
d i3 ZutEA v 2 A ER7] W&ol vl EE AR E |7 AL3to] vl £5 A e gtFU . o
H AU EE 3] QHAE gpllo] A{3 | A] g3 F7Hsha EA71 sl 2 g Yo (LOG-2071)
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HHlolEE 53l Pod % v & o] 271 Eut=A] ZAF Yt} (LOG-2069)

o]¥ ¢ d o] E o] A oj:= Elasticsearch OutputDefault 2 Elasticsearch =3 o] 7+ %3}
717} 1= ClusterLogForwarder 7} A4 € A9 AA A A Q1= tgt ZEHA ko] X3
o] dFUT. o] o] EoA = AHE-HA Bt 9 Q154 7t =4 = AF Ut (LOG-2056)

ol¥l A u|olE o] Mol = ZEH v E ud Fx = 23| OpenShift Logging thA] 1. =0
1l CPU 2] 27} ZAIH A F UL o]l Jul o] EE Fall vl "ol A A A9 st EAS
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ol YElo]E o] M= 53 Bl Ml xd FF 79 o]F HAL=E U3 =27 FH7]dA
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5% F43e #4 & s 2 FU o (LOG-1918)

ol HHlolE o]Hol= 74 24 o792 HHEFG SR A3 2 FH7|NA AA 225
FRAIAFUL o] 2 5] 719 J=w Fxrv e gl 23 AR 27] A7 A
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HolEdA = A AN 7] 22 E A9 ste] £AE Al AFU o (LOG-1774)
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quota: infra-storage-quota. o] ¢]d o] EE -3 Elasticsearch= 7]1& PVCE g1l 3lo] #4)]
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https://issues.redhat.com/browse/LOG-1899
https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
https://issues.redhat.com/browse/LOG-2379
https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880
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spec.overrides W /| 1 5=2 CVO A o] 715t #E] A7t A 24 tjgk CVO 5 2o
e AR B=2S AFS F dHFUTH A Q49 A3l spec.overrides[].unmanaged v 7| ¥
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Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.
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BAh, 2 A ztst =2 a9 o] Ad S ¥ $Hsle] openshift-logging 2

2a 37, 23 AL,
openshift-operators-redhat 1] ¢ 25 o] 2~ 2] OpenShift Logging & 42

oc adm must-gather= 23 31d Z 2 2¥ o A Pod7} A A G} 3l Podol tj & ool gl 7} +3
=] o] must-gather.local= A z}3t= Al tdHelo AZgUrt. o] fd g = A A9 < dd g

o] A= o] AHFYrh
2.3.2. OpenShift Logging tl o] €] 53

oc adm must-gather CLI 8% & A3t 24 A AR E 7 F dF5HH-

EZZAX

e d g2 33U

ofr

53

i

must-gather 2 27 A 1w

must-gather 3 B = #| &3le] = dd g =2 o] 5}

2.
OpenShift Logging ©] 1] A] <] dl3ll oc adm must-gather & & 2333,
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath="'{.spec.template.spec.containers[?(@.name == "cluster-
logging-operator")].image}’)
must-gather £ 4 @A) ¢ d € 2] o] must-gather.local= A &3l= A T g E Wt
y}. o : must-gather.local.4157245944708210408.
3.
W A4 ¢ must-gather A H oA ¢F5 39S 9 Y L o & E9] Linux 9 AAE
AHgate AFEANA 02 93-S A9

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408
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Red Hat Customer Portalo 4] a3 X9 Aol ¢

86

Ay
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https://access.redhat.com/

3F. 27 #A sl A
3.1. 27 A »n7]

Red Hat OpenShift Logging Operator 2 7]e} 27 74 249 AH= & 5 JdH5UG.

3.1.1. Red Hat OpenShift Logging Operatore] “Je] 17|

Red Hat OpenShift Logging Operatore] A8 S & 4 J&Ut).

A 27 A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AUt

t}2 93-S 4135l openshift-logging Z=4 = WA,
I $ oc project openshift-logging
S 4 %2 A3 3o ClusterLogging Q12€H 2 e S 743U .

$ oc get clusterlogging instance -o yaml

2 o

o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
status: @)
collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
collector-2rhqp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-612ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
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collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- collector-2rhqp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all

cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0

clusterName: elasticsearch

nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization:
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

88



Hox S8 2 Fd =71 3d 2eR] gy

o

Fluentd Podol tj gt F 1.

Elasticsearch 2 & 2¥ A7}, =4, 2t == w7 2 ¥ 35}3} Elasticsearch Pod
o di gk A r .

Kibana Podol tj st A 1.,

3.1.1.1. 2= wl A A o

$-2 ClusterLogging 21 2~H * 9] Status.Nodes A A o] = AR x7A v AR 9] o Y]t}

et FAE FH MAAE 2 PR Re AE S 23900 o] =t shardst 23]
A &< Uehd

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}
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et FAHE AH MAAE =2 P Fe AHAES 239 0 v shard7h ohE w2 Al
A2 ey

z9 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

o3 A 3 E Ml A A= CR9] Elasticsearch == A9 7] 7} 22128 9] ;= =9} A X613 F5
S ey

=9

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:

90



Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

ohe FAM A AR = 23 PVCsE PVel Bil 98 4 9182 g U oh

29 o

Node Conditions:

elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)

Reason: Unschedulable

Status: True

Type: Unschedulable

g3 FARE EH AR & == A7) 7 =9 A X 5HA] ¢7] w79l Fluentd PodE o ¢F& 4=

S

o
i)
L

o1
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Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

3.1.2. 27 74 24°] e 17

oA 274 74 229 Fu

i

B
=

N
32
|y
kJ
)

A 27 A

Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AU

EZZAX
openshift-logging Z= A E 2 W7 gt}
I $ oc project openshift-logging
27 A2 g B

$ oc describe deployment cluster-logging-operator

29 o
Name: cluster-logging-operator
Conditions:
Type Status Reason

92



Available True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set
cluster-logging-operator-574b8987df to 1----

EAE A ES] o] 55 7 FY

29 o

I $ oc get replicaset

o
i)
2

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd554487 1 1 1 157m

BAE A E9 JE & 7HAF YT

I $ oc describe replicaset cluster-logging-operator-574b8987df
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29 o
Name: cluster-logging-operator-574b8987df
Replicas: 1 current / 1 desired

Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-
logging-operator-574b8987df-gjhqv----

3.2. 20 49 A &4

3.2.1. Fluentd Pod A vl 3£

ClusterLogForwarder CR(A1-&-#} A 9] 2] 4 2)S A4S v Red Hat OpenShift Logging Operator
7} Fluentd PodE A} 592 2 A Z 31K oW Fluentd PodE AHA) 3t A= Qw28 4 &Y.

A 27 A

[ ]
ClusterLogForwarder CR(A1-&-#} A 9] 2|4 2) e BHAE 7 AAHo] A5

o2 9% S 24359 Fluentd PodE 24 5lo] 734l 2 Ajul) 34 o}
I $ oc delete pod --selector logging-infra=collector
3.2.2. Loki &= A3k o 7 A 3|2

22 AG2A APl A £ 5 AL 275 U5 WA R E=28 Lokiz2 AE3sHH Lokis £ % A g
(429) 2 7 & A Y.

94



olg]g /= BEAQ FF Fol HAT F AFULL & 50 o|v] G 27 e SHE=HI
24 30 240] 71E 20 BB BT S B S AT 077 AT + A& °
BN B2 FNEEF SEATRYG Zow 7S Holgr 23 FHALAEA AY flol=
= A /77 AE YU

&% AP 9 F7L A% WA= 25 LokiStack CR(AHEA J o] 2122)¢ +45to EAE A2

LokiStack CR& Grafana & 28 Lokiol A A& 4 gl& Yl o] &= Grafana
Loki A ¥lo] = & 85X g1t

l-o{n
>
ol

=7

o
0
I

Log Forwarder API= 212 LokiZ Ag3l:== A o] IdFUrh.

A 2" oA 2MBR T} 2 WA A] E52 Lokiz RyUth o £ 59 g5 25U

"values":[["1630410392689800468","{\"kind\":\"Event\" \"apiVersion\":\
\"received_at\":\"2021-08-31T11:46:32.800278+00:00\" \""version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\""2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJkZjltNjYOMCOOYWU4LWIWMTEtNGNmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}

oc logs -n openshift-logging -l component=collector & ¢} & 35lH F2H =37 =
o] g Q7 WAIA F szt T3E do] TAHY

I 429 Too Many Requests Ingestion rate limit exceeded

Vector 9. & AR 9] o

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.
error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true
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Z2ZA

96

Fluentd 2 5 HA] x| 2] o

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

ol &%

o

e

FA EAE ZAF YU} o 2 o] LokiStack ingester Podoll A o132 43

Loki ingester @ & w X x] 9] 9

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =& ¢ d o] E3 .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki

namespace: openshift-logging
spec:

limits:

global:
ingestion:



3. 27 FA

o
i)

ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize Z == v ¥2 EA G A 22 S= A% AE 2715 MBE
Aoyt o] g2 st= AFAUT o] 7S G FA a3 dFdHE Hd 2 A7 =
A7t ingestionBurstSize gtH o 2 &Y 2 F 2 3 & HA FFYH-

ingestionRate 2 == 23 3 € A Z9 FHd F(MB)d dist AZE A APUth. =
9] go] AFS 2H8= A S A% Q{7 ZASA T RV = 22E IA AR
Utk F J o] Agtrn zroH A8z /Y flo] Al2]S B438ta Q77 sl Ag Y.

3.3.1. Elasticsearch 22| 2~ ¥ 4} €] 71 w714

S} o] 4¢) 711 shards} 1D B4 Bo] =o A &Uth o Aol nhe} o 7
AAFYI-

K
A
N
I
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o] o] AR wyg o $ES POD _NAME 4 ul4-2 A}-& 3514 Elasticsearch Pod% e %‘4‘3} o]
TAOA AH WS BANs] Bo@e @ o] Y % Elasticsearch 22 2~Hol| f33 g2 A3l
of ¥y},

oS ¥ S Agste] ALE 7153 Elasticsearch Pod2 g & 4 9J&Uth.

I $ oc -n openshift-logging get pods - component=elasticsearch

o

el 9 Pod 5 shte A9stw o3 B9 29 sto] $ES_POD_NAME W42 413 g o,
I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A 7ol $ES_POD_NAME 5 AH&& 5 syt

Z2A 2

1.
Elasticsearch S22 ZH & 3213513 3 WH S A3 st F8|2H e 7 w721
] 32l 3},

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
o B3 APt FH2H FoF == YA

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v

o2 B3-S 2433l Elasticsearch PodE U g3l o] d @A|9] BE &89 ==9 v
Iyt

I $ oc -n openshift-logging get pods - component=elasticsearch

¢4 Elasticsearch :==7} S 2| 289 FsA] &2 B¢ d5 dA S 73

3

Ut

N

o5 WS APt =55 BFst] Elasticsearchol] A= 3 vp2g k=71 =4
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

2 A5t AEst vl g c9] Pod 228 AET .

ftlo
rd

mlo
r;
9‘&
K
M

o0& 99
I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

He AFsla] FAH| Foex Fe w9 2IE 39l

v
nlo
mlo
E
kd
o
tllo

I $ oc logs <elasticsearch_node_names> -c elasticsearch -n openshift-logging

Bste] Ze|2H7} B

olt
il
¥ g

RE xSt ZesEo Fold A9 T 9L Adsn £
O~

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

W7 o] Qi AS BT LA2T BF FA AQolN AdHAY FuE 5 ALY

e 9Ee AYstn 292 BFste] B FA Aol YA FAFUh

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of pending_tasks

BF F9 Agel Ak A AU E mUHL IS Aust WA R T S 27 87 FY
2 UEhllE A9 AS gAY B A2 Fe 2 o] 279} 718 29w gy
a9A oW uE F Ao Aust WA AN 2t A9 Bt FAAASS e th

23
)

277 F9E AAY wolw o rﬂfﬂa A yoﬁ
cluster.routing.allocation.enable 7] none &2

mm
J&,tii‘.‘i

zoe
=0 9l Ay

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty

cluster.routing.allocation.enable 7ol none 2.2 AA A 79 02 WAL A3sla] all =
A4
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}’

o

ts W8S APstar =9

tilo
r J)

2ste] <l

i}

27} M1 A Sl g o

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

1.
Qe 27} mba ol | Thg WA S shel Aguith

e BE e daste] AAE AUt

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

e HEe dastel Ju) B AN E 52 YU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

te HE e Agste] 232 22 mF AU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

e HEe dastel A7 27E SAU.

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12.

ol WA oA WAl Qe ag N 9A oW AuAS AUA o AT
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o
i)

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

e B3

mlo
Ol

A she] WA Ql)

— 1

i

2]

9

Ut

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13.
WZEA QY AT} QI Sl A H 7 WM o|| HlolH =t A EHA 0 R A 2=}
E2A APy
a.
o 882 23 st Elasticsearch JVM 3] AFg-Fo] =24 gl
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty
g &394 node_name.jvm.mem.heap_used_percent Z =E A E35}a] JVM 3
A4S sl g
b.

CPU A}g 80| E2X 3

gl g . CPU &89 o 3 2A] g U] -8-2 OpenShift
Container Platform "2 & Al R = AE" AYAE FX3HA L.

fr
b
2
1
i
v
™
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o
=
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3.3.2. Elasticsearch Z 2] 2¢ AZAH| 7} =& 9

31} o] Aol 7] ¥ shard?] E-A] & shard:= =
#] 4 2(CR)9 4] nodeCount 32 A5l ==

= = A k%41 t}. ClusterLogging AH8-2} 4 ©]
T Y

o 23
E_‘:_
T= =

A 2
o}
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#reviewing-monitoring-dashboards
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
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3.3.3. Elasticsearch =& tj A3 & QEna =g

Elasticsearch= & Qg ul=d)] =23+ == shard=S I3351# 5yt

e gn

o] Fxo] dX wa o SES POD NAME 4 ¥4-= A}-&35}o] Elasticsearch PodZS #Fx g t}. o]
FAO)A A WL BApste] RoldelW o W Elasticsearch 2] 260 & ¢ ko= 443
of P th.

oS ¥ S Agste] A 7153 Elasticsearch Pod2 g & 4 9J&Uth.
I $ oc -n openshift-logging get pods - component=elasticsearch

U234 Pod = 31}

[0
i

Ae s o3 932 235 $ES_POD_NAME -5 A ).
I $ export ES_POD_NAME=<elasticsearch_pod_name>
o] A *d ¥ ol $ES_POD_NAME ¥ += A& = A5U T

Z2A 2

1.
o3 W92 433l Elasticsearch7l vl & ==& AdH 3.

I $ oc -n openshift-logging get po -0 wide
o WS Adste] @A 22 shardzt QEA FAF .

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

et

bl A @2 shardzt 90 A% the BE S Adstel 7 o)A T3 F2he g

Ut

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done
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elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmeiln1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

AL 23 M go] 85%5 2H5t= A =27 U2 YHuaE 27514 ¢ o] o]
Fof shard% g = gl

& Al redundancyPolicy & 3215t & W S A3 P}

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

Z 2 2~H A ClusterLogging #] &2 Z A}-&3}

rlr

3% vhe 99

mlo
i
%
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$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

Z 2 2~¥ redundancyPolicy z}°] SingleRedundancy z}¥. t} =1 SingleRedundancy 3t
AR s}31 o] M7 AL A A3 o)

ol A ©Alol A EAI7} Sl AR Fom o]

=
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¥
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i)

th 88 S 2335t Elasticsearche] 2& Q19| 2 0] Fel & 1l
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I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

AR 5 Qe o4 A 2T AT

ohe BH e dastel A2 AP

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4. =2 9 EHu}lza 9 =23 Elasticsearch == t]j A=

Elasticsearch= 9 vla QA AIFS 2751R] RS AT AL o] e v =3 =2 QFul3a
o] =23 =94 shard= Aull x| 5l#] 2 gt}

54 k= shardE 3384 3 oA 48 F74E Fusof gyt 23 4S8 &
e A5 e 2Hd Al Hiolg ==& F7lstAY F Eel2H F5 348 &Yt
e AW

o] #A¢9] & oo $ES POD_NAME € ¥4-= X}-8 3} Elasticsearch Pod= =g}, o]

Ao A AH “5 % B ALslo] EojyelW o] 42 Elasticsearch 28] ~g o] &3 o= 443
of g

o2 HH S A3 sla] AH] 7153 Elasticsearch Pod=S g3 4= &Yt
I $ oc -n openshift-logging get pods - component=elasticsearch

g9 Pod Z 31 }E A sta oS H#H S A3)sle] $ES POD_NAME W55 A4 3.
I $ export ES_POD_NAME=<elasticsearch_pod_name>

ol A %ol $ES_POD_NAME ¥+ AH4-& 5= 94 th

Z2A 2
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3. 27 A 14
o W3S 4383t Elasticsearch7} vl € ==& 23 .
I $ oc -n openshift-logging get po -o wide

7

LB

7} o) gz

o
o
e

SR

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

Zg2g7F Q%A 214 soghr}.

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

3% £ ol shard AW 7t A HW B Aeuast 2AEAGUT 2L A8 7]
£ 90%¢1 .

=2 T fle 2 S ZH A Hlo]

& A redundancyPolicy & <132 o3 B9 S A g

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

22 2¥o) A ClusterLogging & &2 A}-&-3}

rlr

3% vhe 99

mlo
i
%
L
£

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

£ 2-H redundancyPolicy %to] SingleRedundancy 3t 3.t} = SingleRedundancy %t
AR5l o] M7 AFaFS A A3 o)

ol @A #A7} S AR Fom o E 28 Abxl g Th
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U %S 43 sho] Elasticsearche] & Q19 29] FH S AU
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

AL 5 Qe oA A 2F gk

ohe WY e dastel A2 AP

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. Elasticsearch =& 0] 23 Z &= ¢ g vlad =235}

Elasticsearcht o|8 & F 21 & 2% F55t ZE Qd 20 ¢}7] A8 Q92 255 A8y
o.
[ ]
3} o] 49 shard7l == g3}
[ ]

sl o] e f2Ayt e = GAE 23

U5 Al w2} o] AX FAE AU
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3.2 A2

e AR

o] 9] o %2 $ES_POD_NAME 4 #5-5 AL§-3to] Elasticsearch Pods 3 ‘E L]E} o]
A A AH “3 % B A5l BojdEH o] == Elasticsearch Z 2 2Hol| §383 32 A3l
of ¥y},

g ¥ S Agste] AE 7153 Elasticsearch Pod2 1 a & 4 9 &Yt

I $ oc -n openshift-logging get pods - component=elasticsearch

o

U429 Pod ¥ shtE Au st g W22 e she] $ES_POD_NAME W52 44 th.

I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A 7ol $ES_POD_NAME 5 AH&& 5 syt

Z2A 2

1.
Elasticsearch = =29] t] 23 F 72 714 34t}

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

=3 ZgoA] Avail 22 32l

el
o

to] 3% == ARS: 7he et =3 g7k gy o

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmein1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

107



108

OpenShift Container Platform 4.11 27

U 59l A4S Ze 2 Al do]

& A redundancyPolicy = 3<lsl&d oS 93 S A3 ).

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

22 2¥ o)A ClusterLogging & &2 A}1-&3}

[¢

rlr

3% vhe 99

mlo
i
e
L
)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

£ 8 2 ¥ redundancyPolicy 7}°| SingleRedundancy 7t ¥ t} = SingleRedundancy 3:
o 7 AA 33 o] A AFGL A ASH ).

5.
ol BAldA #A7} Sl AHA erow o] d e 2 AhA P
a.
3 332 A3 3sto] Elasticsearche] =& <ld 2 9] A gt}
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices
b.
A 5 Qe oA =
o
o0 9Ee ddsta) Q922 A g
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE
6.

fxz 372 A% Sus UG U AL E 23 F1bo] 90% n]uko 2 o)X
W oS S Agatel o] o 7] A sA T h



3.2 A2

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM 3] A}& o] =2

AH8-¥ Elasticsearch == JVM(Java 7} ¥ 4l) §] vl 28 &= 75% ol A JUtt 3 2712 S = A
o] FFUth

3.3.7. 3419 =27 A 2H CPU7} =&

o] A28 CPU A8 ZFo] =5 Ut 282 =9 CPUE 23Ut o B2 CPU g 4222
ko d3dte= Zol EFUL

3.3.8. Elasticsearch == 4]~ CPU7} =&

== 9] Elasticsearch = = 4| &~ CPU A& &o] =1t} 28 AH =9 CPUZ St} o 2
2 CPU A28 o @33t= Aol EFYT

3.3.9. Elasticsearch t] 23 F7to] =3 o).

Elasticsearchi= @A) T 22 AL 2ol w2} 35 647 oo T2 F7ho] B5a12 Aoz o4
AUtk 08 Ao wa o] A% EAIE AT

ZEAX
1.
Elasticsearch = =29] t] 23 F 7+ 714 34}
$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \
do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done
2.
HE 284 Avail & 3213l 3G =04 ALE 7S T A= F7HS el
%9 o

I elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8
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Filesystem Size Used Avail Use% Mounted on
/dev/invmeiln1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

U 5 9l A4S Ze 2 Al do]

& A redundancyPolicy & 3215t H & HH S A3 P}

I $ oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}

mlo
oSL'
s

U,

rlr

Z 2 ~H A ClusterLogging ] 222 A8l A9 o2 B

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

22 2-H redundancyPolicy 3] SingleRedundancy g1t} =1 SingleRedundancy gt
2 AA 33 o] M7 ASFLS A A3 o)

o] A GA A EA7} ANAHA o o|lA oly A= Az 3 ).

& %8S 2335t Elasticsearche] =& Q1929 Fe & S
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.10. Elasticsearch FileDescriptor A8 o] =3

HAA AHE FAE 7102 =29 o4 5td AR 71 FE5HA &5 4. Elasticsearch File
Descriptors ¥4l A4 9 o] 2 7} == 2] max_file_descriptors 2 <l

3.4. ELASTICSEARCH =1 A 749] e 17|

OpenShift Elasticsearch Operator 2 o] 2| Elasticsearch 74 24 9] 4HE 2 4 J5Uth.

3.4.1. Elasticsearch =1 A 4 9] AH 17|

Elasticsearch =1 A4 9] JH & & 5 AF5Y -

A 8T A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AU

S W3S 23 3o openshift-logging == A & = W7 3]t}
I $ oc project openshift-logging

BHE el b52 53

o

Ut

& W3S 233l Elasticsearch =1 & Z 4 A2E 2 9] o] §2 714 &t}

I $ oc get Elasticsearch

m


https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://www.elastic.co/guide/en/elasticsearch/reference/6.8/file-descriptors.html
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29 o
NAME AGE
elasticsearch 5h9m

th W% S A3 3] Elasticsearch =1 2734~ Je & 7HA 3o
I $ oc get Elasticsearch <Elasticsearch-instance> -o yaml

qE o] a3 2FUoh
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

2o ge3 #4118 Aust 2gaU.

status: @)
cluster: 9

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: "

conditions: [] 6

nodes:

- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}

pods:
client:

12



failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt

shardAllocationEnabled: all

o)A Ze2H A A7} A 2dRel dehd o

Elasticsearch 21 & &4 o] AHH):

g4 712 shard = Yt}.

g shard =Yt}

%713} 52 shard 5= Yt}

Elasticsearch 1 A &4 dlo]lH =9 =¢Yt}.

% Elasticsearch 21 A& A =& Y4

*
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Elasticsearch =1 %74~ AH]: green,red,yellow.

A" o] = Elasticsearch 27 A4 @ T 2] AHoUE 25 )73

Ut

A" o] = Elasticsearch 2 7 A4 @ =2 4] Ag o] 5| g3 &
s4AUsyh

Pod <l oF B 7} FEgt o 8] 71A] #A ol gt =7 o] TAFYHEZ v A]
A o F=x).

L4

upgradeStatus 7} 9= &2 £2H 9| Elasticsearch =21 A F4 ==

©

215 3 ,notReady 5 += ready “dHl o U ¥ Z 2 9| Elasticsearch 21 A
Fa ZEtolAE, dolH 2 nl2E Pod

3.4.1.1. 2] WA A o

=< Elasticsearch Q1 =€1 0] e A Ao Q= dF 27 wlA1A] 9] o Yy}

e G WAAE =27k T E e AEEE 23A o of mEo shardsl FFEA R
vebd .

14



status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

o5 BH vMAA = =27 A4 E =2 AEvAE 233 e shard7 b2 === AW ES
Ehiy .

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

S A WA A= CR(AHE-AF A 9] 2] & 2)9] Elasticsearch =1 &%
=9 dAFA FaS vErd YT

B>
b
[
2
i)
N
N
il
1.}
>
)
Lo

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.’
reason: Unschedulable
status: "True"
type: Unschedulable

2 2}y W) A A = Elasticsearch 22 A 34 CRo A PVC(3 T+ 2§ ZEY)7t EA8HA &2
Hepd Y

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z
message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)
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reason: Unschedulable
status: True
type: Unschedulable

S A} v A A = Elasticsearch 217 A& A S8 2Ho| 8 AL A Y3d}7|o] =8I} =7}

S YeEkd Yy,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

ol Fel WA A= S LHI AEZE FH¢ =27 255 YEiYy

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

L

A 252 deEbdy o

)

t}-S Al WA A & Elasticsearch 2 &2 x| 7} W7 &4

g Fof the3 U

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 9 type I == A PHA A=W FF S AZFUG.

16



StorageClassNameChangelgnored
&2 A Y& o]l T ALHA &= A A AU

StorageSizeChangelgnored

it

ZEZA A7)0 3 A LHA F= A AHFAYH.

StorageStructureChangelgnored

PA 2EA Fx9 FTAZZA £ Dol ALHA &= 84 AU

A 2E A A J 2E A 2 A3l == ClusterLogging CRS 74 3}
2] 22 3}'A OpenShift Elasticsearch Operatori= PVC( 7 25§ Zd )= A A A
o PV(4 T+ 2F)E A SHA &4t StorageStructureChangelgnored 8] £ ]
<24 ClusterLogging CR= W7 A}3}<S 3 43513l PVCE 2HA| 8] oF o).

3.4.2. 21 AAAL LA Q49 AH B
el 22 AFE 74 2k 4dE B 5 AxUn.
Elasticsearch <19~
Elasticsearch <19l ~ 2] A S & 4 JdHFU ).
Elasticsearch Pod?] o] &2 7[14 &4t}

I $ oc get pods --selector component=elasticsearch -0 name

2 o

o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

17
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o

Qe o) )2 7HA g,

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

2 o

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n
openshift-logging' to see all of the containers in this pod.

green open infra-000002

S4QANNnf1QP6NgCegfnrnbQ 3 1 119926 0 157 78

green open audit-000001

8_EQx77iQCSTzFOXtxRqFw 3 1 0 0 0 0

green open .security iDjscH7aSUGhIdqOLheLBQ
11 5 0 0 0

green open .kibana_-377444158_ kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001

z6Dpe__ ORgiopEpW6YI44A 3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VivsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIq6iQW6wg
11 0 0 0 0

green open .kibana_-1595131456_user1 dglYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

21 A &4 Pod

18

o

2 4425 5295 Pode] AHE 2 5 AFUTH

Pod o] £ 714 g th.

$ oc get pods --selector component=elasticsearch -o name

2 o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7



3. 27 A

Pod 2=l & 7HA 34U o
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

o= v AW AR 2dgy

o
i)
2

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started: Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled True

o
i)
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Events: <honhe>

21 252X Pod vl £ 74

272 Ag2WE 7Y JEUE 2 5 A&

W) E 74 9] ol 5 7HA Ut

$ oc get deployment --selector component=elasticsearch -o name

2 o

o

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

W) E A e S 7HA g o
I $ oc describe deployment elasticsearch-cdm-1gon-1

o= v AW AR7 2dgy

e
i)
2

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-rhel8
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

120



Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available True MinimumReplicasAvailable

Events: <honhe>

23 ARE BARAE
23 AgE BAR A=Y FUE 2 5 AFUh
AL A o] 5L 7HA &Y.

$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

A2 A ES] ZHE 7HA Y-
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-618495

o= v W ARV 2dgy

e
i)
2

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7
b1c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3
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Events: <hone>

3.4.3. Elasticsearch =& 2 ¥ AH]

OpenShift Container Platform ] &< ¢] Observe A Ao 9= tjA] B =9 = Elasticsearch 2] 2~
o] 7} A g Y.

OpenShift Elasticsearch 2 2~H 2] € & 714 2 & W <cluster
_url>/monitoring/dashboards/grafana-dashboard-cluster-logging<l $J+= OpenShift Container
Platform ) &< 9] Observe A Ao A YA R E & FZF4A L.

Elasticsearch A ] 2 =

eo_elasticsearch_cr_cluster_management_state

Elasticsearch 23 2~¥]7} #2] ZH QA = A HA &= AHd A=AE IAFULY. d &
Eo] g3 25Ut

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

=X
(3]

ol A A2, 28 A A2 E= o oks A A 2L 913 Elasticsearch =71 ThA] A1 &4 314

J'
2 EAFUT. o2 So] Bed gaUth

=

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total

Elasticsearch 19 = vl 23 0] 29 F & AA U & 5ol a3 25Ut

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
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3.2 A2

ZE g ol 2o i 2= 7 AU A& So] a3 ZFU

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch 2 =7} 259 71} vl o] 9" W] A] R

Elasticsearchel admin-cert,admin-key,logging-es.crt == logging-es.key 72 o] Q1= 79 U A]
BEoE o2 o9 FAH e vl Al X 7F A E Y.

message': "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-
key, logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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4. 273 AR

Z 2] 2¥ &g A= OpenShift Container Platform Z 2] 2H | 27 & v £35}3L o] & A& 5l] ==
A28 AL 2, of F Aol AHeoly 2 9 xe 28 L JAZ F s &
2H,Red Hat &z 21 2B A& Xgslo] A 21 o) 22E A2 F AdFYHL Hﬂiﬂ =2
I 2E 8 A £F A9 ul2} OpenShift Container Platform ¢ &4 =+ Kibana ) &4 21 gl o]
HE Azt = 5y

Fx

Kibana §§ &2 &5 27 del=dA ¢ o AHEHA SsU

OpenShift Container Platform 2] ¢ #&] A+ OperatorS Al-g&5le] 2402 vl 3 4= A HFU
ARG NG =7 AA S FEA L.

Operator= =7 Wl ¥, 280l = 9 A RFE F3 ). Operator7t A x| =¥ ClusterLogging
AH8-AF A o] gl42(CR)S At 27 Pod & 27 & A ddt= Eﬂ Q3 7E F A5 AT = A
% Ut} ClusterLogForwarder CRS A A 3te] == 22, A3 iy, A2 = AAEANAF S —’FE
AU

X OpenShift Container Platform Elasticsearch 21 A &4 += A 225 93
Bt 2B R & A|-F5HA] 7] W o] AL 21 7] 2F o 2 |} Elasticsearch <12
g 2o AAHA 2&5UT o E Eo] KibanadlA] ZA 228 Rl 7218 718
W Elasticsearch 2 2 A 42 U8 WH 23 A F 40 ZA 22 Add AW = g =
2 A9 APIE AHg-dloF o

4.1. 27 o}7 €A

5371

F37]& " Al E= 7z} OpenShift Container Platform == o] Pod= u) £t} 7} == o 4]
2 g olgHE A3 Holg E HEsl v AE 8o 2 Adshl) Vector 3 7] == 41 A
Al Fluentd 3712 A28 3= 95U}

124
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journald v A] =] ¢} Y o}
ZALZ

/var/log/audit/audit.log o} o] x| F == == A} A 28 ¢l auditdo| A AR =29}
auditd,kube-apiserver,openshift-apiserver A 8] 2= 9 &4 3lH 739 ovn T2 A E o] 2 191t}

42. 27 W|E AR

2] A= OpenShift Container Platform 9] &< %=+ OpenShift CLI(oc)S A}-&3la] &7 Operator
E AR5l A S 2T 4= A HFUh Operator= 27 9] vl £, o= E FARSFE @33

B At cf Zej Aol A /NEARE Y] Ao e Z2AES] 28 B F JdFUH

4.21. A8 A 9| a2 27

7} Operatorol | 7@ sHe CR(AHE 4 2] 1 2:2) YAML 512 & Abg-5te] 27 W28 T4 5 3
#urth

Red Hat OpenShift Logging Operator:

ClusterLogging (CL) - Operator7} 4 X] ® % ClusterLogging A1-&#} A ] 24 2(CR)E
B35t 27 Pod & 27 Ao 223 7|8 2| &5 o oFgy . ClusterLogging CR2 =
71 2 AR =S M EFUT A 2 =X dPHE=dE AER & o 79U Red
Hat OpenShift Logging Operator= ClusterLogging CRE 7|5l 29 w2t 27 vl £ E X
3o

ClusterLogForwarder (CLF) - A} 82} 743 225 AG3 =S 37 +4 2 AATY

o}

Loki Operator:
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4% 23 AR

LokiStack - Loki &3 2~HE =1 A4 =Z A|o]slaL OpenShift Container Platform <135
F3L AHStel 9 ZEAE Aojste] 2E HUAE AP,

OpenShift Elasticsearch Operator:
2

o] 2] g CR& OpenShift Elasticsearch Operatorol A A4 5132 ¥ o
Operatorol] ] Po]#x] ¢k3 5% WAL 583 5 Q&

Elasticsearch - Elasticsearch Q1 ~EH A2 7|2 2 71 A A A2 FA S5 v T3 ).

Kibana - 215 7, F 2] 9 17] ]3] Kibana Q12d 2

i
-
o,
9'1
Kl
=
<l
d
L
v

4.2.2. JSON OpenShift Container Platform Logging & &

JSON 27 & A}-&3}o] JSON —.—Z}
2 4S5 IFUT. Oe e

4
sy

m°" tllo
4
IN
i)
)

=% Log Forwarding API

JSON 21 & #4

S|
Elasticsearch2] JSON = 1 dlo]g +A

Elasticsearch 21 A& 42 JSON 21 A S

4.2.3. Kubernetes o|Hl E =7 @ X & AW

OpenShift Container Platform o] ¥l & }-9-H = Kubernetes o|Yl EE 7FA] 5132 OpenShift
Container Platform Logginge°l 2] 3 =8 & 93] o] = 7] 3= Pod Uttt oWl E &} 9 HE 502
ul) E 5 of Pt

LA & U] 82 Kubernetes |9l E 53 2 A
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4.2.4. OpenShift Container Platform Logging ¥4 sl 24 A w1

0o A e FaAstel 27 FAS A4S 5 A&

27 38 1)

B2 AL g 1]

ku
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i)

Red Hat | 945 913 =27 dlolg 53
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=4 32

425 2= yuyr] Zw

EA Az YUY 7 2edUth Bl d == 27 g A= 9o Elasticsearch @ Kibanaol|
_%\_

ARG UL 2= i n7] ARE FEH4A Q.

4.26. 0¥ E 98 A

oM E g9 HE 2L 58 3T + J == OpenShift Container Platform oMl E £ 7} X 3} =
Pod{iYr}. o| Wl E 2} El% E JEE] Eo]A oWl EE 433l STDOUTe) %Y t}. Fluentd:= o]
3t o] ¥l E 2 4= 5lo] OpenShift Container Platform Elastlcsearch olx~El A7 A}
Elasticsearch= o]l E = 01 132} Qld 2o Q19 .

olWE B EHE $Eo = W) EaoF Tt

ZA g Y] -8-2 Kubernetes oWl E =3 9 A4S FXsH A L.
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A2 7 Ago] A&

OpenShift Container Platform <] 2] A 23 4= &Yt}

Z2A 2

1.
OpenShift Container Platform | &% ]| x] Operator — OperatorHubS =2 ).

2.
719l== B Aol OpenShift Logging < 2 g}
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A& 7}5 3 Operator 2o 4] Red Hat OpenShift Logging2 A€l 3l t}-& A X2 2%

Yt
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AR REoA ZH2H o 54 v dadolX 7 Ad o] =R I
5.
A2 H v ¢ 23 o] ]| A Operator A7 d] 25 o] 27} openshift-logging <1 A] 82134
AlQ.
6.

o] Y] ¢ &3 o] 20| A Operator 87 S| 2F RUHY AHES A gt}

o] &4 Namespace 2 H A E o] Aq] openshift.io/cluster-monitoring: "true" 2} 2 4%
$h ot 28 2 2 U H o] openshift-logging Ul g 2#| o] 22 23 = sla]d o] &4
< Mdsol gk
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Qo E ee A
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A5 A S A1E-51H Operator A B A o] 4] = uj] OLM(Operator Lifecycle
Manager)o] A5 © & OperatorS Ho|ET 4 JdFYth
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Operator — 4 X] ¥ Operator 3] o] X] 2 7 3}5}<] Red Hat OpenShift Logging Operator
7F AA H A=A Iy

AHe 9o A InstallSucceeded 7} 3+ KA1 31l T A9 H) @5 D AE L EAHEXR
I

Operator= A 2|7} ¢+ 5 7] Ao A A S EA S 5 451t} Operator A X7+
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Operator — A %] | Operator 3| o] x| 2 o] F35}o] e Ao 7
Yt

rlr

A7 Q=4 AAE

darx= - Pod ¥ o] X & o] % 3}o] openshift-logging = 24 E o A] £A| = ¥ 13}+= Pod
o] & A

5.2. ¢ &£ & A3t CLUSTERLOGGING . B A E A

27 OperatorE A X3t T FH2HO 21 2B A, A3 2@ 20 7|5 F+AsSHE
ClusterLogging A}8-#} A 9] gl A 25 A A& oF .

A 27 A

[ ]
Red Hat OpenShift Logging Operator7} A x] = o] <51 ).

OpenShift Container Platform 9| && 2]z} sl o] AAM 2 5= dFUh

Custom Resource Definitions 3] 0] x] o] =3} t}.
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A2 A o] 2] 42 A 9] Fl o] A o] A] ClusterLoggingS 223 th.

AHEAE A 9] Bla o] Al AR | olA] 2] A vyl JdAE X BI]E Ayt

ClusterLoggings 3 o] | o] A] ClusterLogging A4 < =3 3t}.

A9 AMe A 5317 FAL AA T

Fluentd:= t o] A} A} 5] A ko 35 g 2oA A AL oA on,]];}
Red Hat& &) %FL]Z_\_ glo] ZAFo]| Z E91 o] 7] 5o et Bl A @ XYL A
AT o] 71552 1 o3 WA AHRE EA] 55Ut Fluentd th A Vector—
A8+ Az,

logStore A X oA 43S AaFc}.

OpenShift Elasticsearch Operator= 1 o] 4 A8 59X ¢Fon &5 g2
oA A A=Z ¢4 Yt Red Hat2 AR de] X gfo] ZALo]F &<t o] 7]5 9l o
g2 74 2 AAS AFSA T o] 715 T o] A ARES WA ekF U
OpenShift Elasticsearch OperatorE Al45lo 7|2 20 2B A & A st=
o4l Loki Operators AF8-3 4= &Y.

oX
oX
filo
gt
i
3
L
u)

5.3. CLIE= A}-83l4 RED HAT OPENSHIFT LOGGING OPERATOR 4 %]

OpenShift CLI(oc)E AI2-3lo] Red Hat OpenShift Logging OperatorE A X & 4 &4t

A 27 A

Bl A gl YU

132



OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Namespace 2 2 A EE YAML < 2 A A3

Namespace @ E 4| E 9] o

apiVersion: v1
kind: Namespace
metadata:

name: openshift-operators-redhat ﬂ
annotations:

openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

openshift-operators-redhat 4] ¢} 235 o] 22 = A sl of FUt}. A L o] FEL WA 3}
& ™ openshift-operators 4] ¢J 23] o] 27} o} 2} openshift-operators-redhat u] & 2
o] oA XN X E 23 <= Prometheus Z& 28 ZUEH 28-S A3 of U}
openshift-operators u] ¢} 25 o] 0] X123 4= gli= Community Operator7} 232 5
2l 31, o 719 5] OpenShift Container Platform x| ¥ ¢} U 3l o] 9] A XL E AlA 1A &
o] A

Iy M

4. Z8 25 2 EH o] openshift-operators-redhat v| g =3 o] 25 A3 Y35}
A A A o] F ol &S XAl oF ).

ki

=
=

[

the %2 A3 ste] Namespace © B A= 2 §3h] .

H

I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operatore] Namespace 2 EA EE A AT},

H
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Namespace @ B A E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: openshift-logging
annotations:

openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

o W3S A3 35te] Namespace 2 HA E S & &3t}
I $ oc apply -f <filename>.yaml

OperatorGroup 2 2 A EE YAML 31 & A AT .

OperatorGroup £ B A E 9] 9]

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

openshift-logging & Ul 9 23| o] £ o] F 0 & XA 3| of ).

S 43S A3 3te OperatorGroup S H A EE #.23h]t}.
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I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operatord]] Y] ¢} =35 o] 2 & x| H 23 YA 3= Subscription

onAES YT

Subscription 7] A <]

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

openshift-logging & 4| 9 23| o] £ o] F 0 & XA 3| of gt}

2]

stable === stable-x.y = @2 XA}

©

redhat-operators= %] A g t}. OpenShift Container Platform Z & 2 ¢ 7} A st€
Y EYI(AZA £7 S 2H)o| A X 2% OLM(Operator Lifecycle Manager)2 +

738 v 73| CatalogSource @ B A E 9| o] 55 A Ft}.

0 WP S APste B 2AaPHAL F L.

I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator:= openshift-logging 4] &} 23] o] o] A x| F 1},
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Z

ol

_4

& BE S Ay

I $oc get csv -n <namespace>

=92 AF3 3 Y Y2 o] 2] Red Hat OpenShift Logging Operator7} 21 =X] &<21gH
o}

o
i)
2

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.7.0-202007012112.p0

OpenShift Logging 5.7.0-202007012112.p0 Succeeded

5.4. CLIE A}-83l9 CLUSTERLOGGING 2 B4 E A4

e

tilo

ALIUG. FRAS F A= TFB AZA AN AR 74 24 F

]

o N1 B 27 TAL THFE 3
90 7A FAE AR A

73

1-0

A 27 A

[}
Red Hat OpenShift Logging Operator7} A x] = o] <1 ).

21 A F 49 g3l OpenShift Elasticsearch Operators A x| 3 54Ut}

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

ClusterLogging ¢ 2 A EZ YAML 32 2 A A}
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ClusterLogging ¢ B A E 9] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:
type: fluentd @
fluentd: {}

o] &2 instance©] o] of gt}
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2]

OpensShift Logging 2] “38l 41 t}. 7 -$-°ll utel OpenShift Logging 713;-& W7
3= 7% o] = Unmanaged= A Q&) of 3t} 28} B 5% ¢k v L= OpenShift
Loggingo] thA] Managed 3] = 2 wj71A] Ge|o| ES ¥A] &th.

Elasticsearch A< 93 43

A4t} CRE A£-3l4 shard E-A4] 3
A E 78E F dFUT

92 90 J7 2%

Elasticsearch7l 2t 21 &2 & -,‘1’-;(]—1]0]: 3= A7+ A ATFYUL AS D A 7F R A
< AHFUHE (W), A1 ZHh/H), r(m) z(s)- A=

5o 792 7dY Yl maxAgex.t}h
edE 2ok APt 2 23 20 e BE AAL Agslof FUth 2EA @O

A 3|3 A2 tjsj Elasticsearch <19 =7} A & %] gk}

Elasticsearch == == XA g t}. o] =2 =

Elasticsearch Z2E 2] 9] 7] & 2 E A ‘—';;LEH’* olFS 4G HF) 5S4
M= 55 2ELA S 2P 2EA FA = Xé%qn} 282X P25 AA
3] ¢ o™ OpenShift Logginge QA 2EFAE /‘P% B h=

g g 9 w2} Elasticsearchel] tj ¢ CPU ¥ v 2] @ H S A AF Pt} o] S v Y F

™ OpenShift Elasticsearch Operator7} tj i 529] wl o] Z 83 7|82zt 2 AA 3.
7122 vz @3 A 16Giolal CPU 2.3 A 194

g 9 o] o)} Elasticsearch 2529 gk CPU 2 v 22] @ A& AAF U o] S
H] ¢] = OpenShift Elasticsearch Operator7} tj -2 9] v £ o] Z 23 7| Bzlo = MA
Sy 71 ke v 2e 24 A] 256Mio] 32 CPU 23 A] 100mY Y o).

Kibana 42 913 A dUth. CRE A18351d T HAS -.4*1] Kibana& 833}

Kibana ==2] CPU 2 v 23| E FA S = AdS5 Ut AAISH YL 21 A zts =233
TS FxSHAA L.
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oY

ol

Elasticsearch 7EE Z ¢ =z Y =3¢ Yt}h.3x &
nodeCountZ XA 511 OpenShift Container Platform& nf 2~ g, Zo|Ad E
dolg 9&L 714 vp2H A A »-x 9l Elasticsearch == 371 & A A g o).
7} Elasticsearch === Zo|A E 9 Hlo|H T2 A5l HolH A& =
=2 APt AES Fd St QY2 2y Ei= A4, shard 27 2 F
A wEop e Fe2E WA 491 S AU dlolH = shardE ¥.43}
3 CRUD, 241 2 3A\¢t 22 vlogl #a 24l e a8 Fuich. vlojg A 29
2 /0, vl 22 9 CPU F kA ¢}

]

kA Ut AAl o] B a7 A o7 ¢ 2 A
£ RUHHYE ¢ B HolH == F7lse Aol ot

o & o] nodeCount =42 A% t}& =71 AAFH Y

$ oc get deployment

2 o

o

NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 171 1 1

18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3 1/1 1 1 6md44s

o] gl
w— 1

2~ "'l =3l o] 7] & shard 4+ Elasticsearch d] o] g

openshift-logging = £ 4] E o] PodS U d3sle] 3= 3

the 932 A9 3tel Pods AT
I $ oc get pods -n openshift-logging

e 53t fAe 274 74 840 Podg #aF
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2 o

o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 11 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-q6bhp 2/2 Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2 Running 0 2mds

collector-587vb 11 Running 0 2m26s
collector-7mpb9 11 Running 0 2m30s
collector-flm6j 11 Running 0 2m33s
collector-gn4rn 11 Running O 2m26s
collector-nlgh6 11  Running 0 2m30s
collector-snpkt 11 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2 Running 0 2m39s

5.5. 43 ¥ %9

Red Hat OpenShift Logging OperatorE 4 %] s+ ¥ ClusterLogging A}-&#} 4 9] €] 42 (CR)E A A
s At MEE FAS 5 AFUnh

e R

Elasticsearch =1 A 4 & A18-351A] &+ 7% ClusterLogging AF& A A 2] 2] &2 (CR)A] W&
Elasticsearch logStore 2 Kibana visualization +4 45 A AT 4 A5 °] g3t A /A4S
AAS= A2 A8 ALl A vt gla2g Aok 4= w1y Elasticsearch 27 A& AME-61A] &
£ AS ASEA S 74 8% AAE BEAA 0.

551.Z82H 24 AR Ao L2 AR

27 372 W7 352 A ClusterLogging A& A A ] 2 422 (CR)E A A3t =4 ).
ClusterLogging A} &2 A o] 2]4-2 (CR) 1=

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

name: instance ﬂ
namespace: openshift-logging g
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spec:
managementState: Managed 6
#...

CR o] &2 instanced] o} g t}.

2]

CR-£ openshift-logging ] ¢ 23] o] 2 0]] A x] 3] oF T t}.

©

Red Hat OpenShift Logging Operator 2] 48l Ut} A8 7} Unmanaged 2 A A 7%
Operator= A A=A &= el 1o o] EVL Al FHA &FUo

5.5.2. 21 2E# XA 7A

ClusterLogging A1-§ 4 4 9] & £2+(CR)E 7 3] 2R oNA At 271 2684 #3274
¥ % g

A 27 A

[}
Bl A gl YU

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut

Red Hat OpenShift Logging Operator<} LokiStack 5=+ Elasticsearch<l Wi 21 %3
25 AAJAFY

ClusterLogging CRS A A A 54Ut
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a1

OpenShift Elasticsearch Operator= 1 o] A} 5 X ko] g5 g 2o A A #
2 d A3 Yt Red Hat2 A X gto]ZAto]F F<t o] 7[5l digd v 74 9 A
A& AFA T o] 752 9 o] F /A AFYES wHA] ek o). OpenShift Elasticsearch
OperatorE A}-8-3to] 7] 21 2E 2 X & A 3l+= dl4l Loki Operators A3 5 9
4t

ClusterLogging CR logStore A4S A 3.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

23 A 3L XA T lokistack T+ elasticsearch ¥ 4+ 954U t).

Elasticsearch 21 |74 gt A& 3 74 AU
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LokiStackel] st A&l & A 24t}

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

5 8% S 235t ClusterLogging CRS 4§34
I $ oc apply -f <filename>.yaml
553. 21 37 +4

ClusterLogging A&7 4 9] 2] £ 2(CR)E 543t 24004 AHgahe 22 97 432 74
% AUt

Fx

Fluentd:= o o]’3 AH8-5 %] o &5 d2|=oM A A€ 44 244t} Red Hat2>
A d| & gfo] ZALo|Z <k o] 7wl 3 ¥l 53 S A DS AT AT o] 752
o ol A AFE A Yt Fluentd djdl Vectors AH8- 2 o= Slsy o

A 27 A

[}
Bl A gl YU
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[ ]
OpenShift CLI(oc)7} A ] 5 o] 54t}
[ ]
Red Hat OpenShift Logging Operator7} A x] =] o] )1t}
[ ]
ClusterLogging CRS A A 54t}
ZRAX

ClusterLogging CR 2214 A% 3 gt

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

2R3 AT 22 7] YU W E= fluentd € 5 AsU T

2 3% S 233l ClusterLogging CRS & &3t}
I $ oc apply -f <filename>.yaml
5.5.4. 21 A|z}s} T2 A4
ClusterLogging A1-8-2} A 9] 2] 42(CR)E 3 35t] 20N A= 22 N 243 =209 §3
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tlo
4
o,
e

4

%2
gy
i
k)

A 8T A

224 A o] AU

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator7} A x] ] o] 1t}

ClusterLogging CRS A4 A 54Ut

x|z} 3}l OpenShift Container Platform ¢ &2 Algsleid =27 &
g sta|of gyth ") FES A 22 Az g APAE Fxe

b

s
2>

ALy
L

ClusterLogging CR A 73t Abd-& 4 @ th.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

metadata:

#...

spec:

#...

visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
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logsLimit: {}
timeout: {}
#...

27 A+ N ztst =2 a9 §3 Yyt kibana == ocp-console ¢ = 9 FY
t}. Kibana 242 Elasticsearch 2 1 ~E g X & A}8-35}= v Z 919+ 5 315 1] OpenShift
Container Platform Z<& 2 LokiStack vl Z 9} 3t S 3g 1},

2]

Kibana Z& 2] A9 & A4}

©

OpenShift Container Platform §§ & 2] A€ 8 AU}

oS 43S 233t ClusterLogging CRS 283t}
I $ oc apply -f <filename>.yaml

555. JEQa Ber 8A43lE v Z2AHE 71 Eg Y F&

FYZH U EYZ FFA=UEYZ £ & AT 5 dFYh o] 4% OpenShift Loggingel 4]
v £ g operator7t L E T2 A E 7H Y EQ A EF IS 3] 83 of 6“41:}

HEAS B gE 224 Ed 9= pod £ AH| X 7Ho| Y EQ A EEIPJ2 AUt 2742
openshift-operators-redhat 3= = 2] € o] OpenShift Elasticsearch Operator £ 2 X] 3} 2L openshift-
logging = =2 E o] Red Hat OpenShift Logging Operator & A XUttt ulgtA] o] F Z2AE 7t E
# %2 3 g 3 of Fich

OpenShift Container Platform-2 7] CNI(Container Network Interface) VJ E]= 33 A}l
OpenShift SDN3 OVN-Kubernetes<l] i3] A9 == F 714 FAES AFdUG. o] F TFHA= o

FH ez P 4A e FAG

OpenShift SDNol| = o} Al 714 =71 54Ut
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SEEERE

ol 7| EF REgduUt. AL A osiA] &S A9 e EYH S I LY 28 AHEATL
AAS Joste A9 dubd oz v E EIF S ARG O3 ¢ 9 & Fr71st Al Z3U T o] Z2 A
22X OgE TZAEA A = LH“ﬂﬂﬂﬁ%%ﬁe¢&Hﬂﬁ}@ﬂﬁ444iﬂ4ﬁ
ZZAEA TUE ZZAER EFIo| $AE = Y= YA F A S FARY.

mlo

OgF HdYE

ol REAME UEADL 227t 48Ptk T Ao 27 #d Zea

| = o] tofste] =2 =g 5
gl o Fuivh.

RER

ahA e

OVN-Kubernetes= &4 | E9 = A A2 ALY o). u}2kA OpenShift SDN3} w714 2 51u-9]
27 #d ZAENA gE Z2AER Ed o] $2 5 AES P L 7 oF Fuok

0% HdE 2 =94 OpenShift SDNS AH8-sl= A% F Z2A Ed Fojguth d & &

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

TEYESI AA = 9 OVN-Kubernetes2] OpenShift SDN9] 3¢ o1& FA S 53
.

openshift-operators-redhat 1] ¢ 23] o] 20| A o] B HAA U o= 54 ¢t}
4 ZFYdh

I $ oc label namespace openshift-operators-redhat project=openshift-operators-
redhat

openshift-operators-redhat,openshift-monitoring 2 openshift-ingress 3 = 2] E o)
*] openshift-logging Z2 A E 2 4118 4= )= openshift-logging v ¢} 23] o] 2 o] Y| E
A2 43 QHAES AT ol 2 50 g3} U

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
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metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

[}

ELELERERD
[}

OpenShift SDN 7| 2 CNIV| EQ3 FFA A B
[}

OVN-Kubernetes 713 CNI(Container Network Interface) VI EY|=Z ¥ 3 A X
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64. 27 o=
6. 27 Qulol=

27 Qo =t rloly 22 PuoE(5y.2) 2 7 D)= JuolEE.y)e] F /A faol Ak
Ut

6.1. vlo]v = Yol

2 QoI E 52 §4& AH8-3te] 7 Operators 4 ¢ 7% Operatorel] vio]] B A gH ol E
tAE o2 AgEUt. 75 HulolE dAE @45 a7t flsUn

AL A}g3le] 27 OperatorE A3 75 vloly vl A JHO|ES 507
%ﬂﬂ%@ﬂﬂﬁﬂl&ﬂ%%ﬁ%—?MmummﬁﬂﬂE’ﬁi ol & Az A Q.

6.2. 9 A A JHolE

F2 WA GUIES] A9 A 55 A e=aloF Pk

N
ko
i
i)
[
=
)
ol
ol
o
N'”

€ A 1 = OpenShift Operator 2}o] 3= Alo] Z & F X3 A L.

6.3. RED HAT OPENSHIFT LOGGING OPERATOR ¢ Hl o] E

Red Hat OpenShift Logging OperatorS A] 32 g2 v Ao 2 ¢Ju) o] E3}2] A Operator A H. 2
AP A9 g olE AL FA3)oF Fr}).

A 27 A

[}
Red Hat OpenShift Logging Operator7} A x| = o] <1 .

A2 7 Ago] A&

OpenShift Container Platform < Z& ] A A 2351 &2 =} AL B3 JHY

Z2A 2
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/operators/#olm-approving-pending-upgrade_olm-upgrading-operators
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Operators — A X ¥ Operator= o]

T34

2.

openshift-logging Z2 A EE A= g},
3.
Red Hat OpenShift Logging OperatorE =] g},
4,
AH ’\EL%"E S E2YPUG. A EEIHA AR AR "‘“4011"1 A JulolE JAE

Ut o] 3 9 2E = dA] ol E A'd o ulz} stable &=

5.

—

hia

Za3
< stable-5.y ¢ 4 AUt
S A e

AB2AHA JulolE Ad WA oA HA
& 28 g cluster-logging.v5.y.z B A

)

ol

F2 v A ol E A3, stable-5.y =
o sl gt

= el
=
1.

=

2 x A% 7|2 F Operator -~ A X ¥ Operators &3
Logging Operator ] o] 4l cluster-logging.v5.y.z HJXLJr

2] 34 t}. Red Hat OpenShift

o) A =4 Sl g
o}

Operator — A x| ¥l Operator =] ©] X] 9| 4] Status 2 =7} g2

2 3AE 712 7193y
6.4. LOKI OPERATOR ¢l o] E

Loki OperatorE A 2 a2 H
33l o .

4"l o] E3} A Operator A

ag el geol= MY
A 27 A

Loki OperatorE 4 x| 3 &1t}

A7 Age] A&

OpenShift Container Platform

Lol A 23k Bel % s

(o]

HE B3 FYTh
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64. 27 gJulo|E

Z2A 2
1.
Operators — A X ¥ Operator= o] 53 t}.
2.
openshift-operators-redhat = = A E £ X &3]t}
3.
Loki Operator = 2 gt}
4,

T ARSI A A0 ARAA A Qo) YaE 23

ANB2IHA & F
= A Yol E Qo) ule} stable == stable-5.y ¢ 4 J &t

Uth. ol 9= g xE

_QL.IE

5.

AB2IHA JullolE Ad WA FollA AL F2 WA ulo]E A, stable-5.y & A9
33l A %S &8 Y. loki-operator.v5.y.z 1] A& 31 ).
a5

1.

“;‘; % A% 7|g< 5 Operator — A X ¥ OperatorE &2 g1 t}. Loki Operator v # o] &
oki-operator.v5.y.z v] A 7} A X 3}l=%] 32l g
2.

Operator —~ A X] € Operator 3] o] ] 9| 4] Status D=7} AF o= A2 w71 7|+EY
.

6.5. OPENSHIFT ELASTICSEARCH OPERATOR ¢ dlo| &

OpenShift Elasticsearch OperatorE dAA WA o 2 Qe o|Edt]H A B AT HHS FA&oF Y

Fx

OpenShift Elasticsearch Operator= t o]/ Al 85X gtor g5 A XA A A
2 A duth. Red Hatd A da] X gfo]ZAbo]Z <t o] 759 tisk vl 3 9
A& AlF3A T o] 752 o] M AF S ¥K] ek o} OpenShift Elasticsearch
OperatorE A}g-3lo 7|2 21 2~ & A £ &2 3= d4l Loki Operators A& 4= %)
4t

A 27 A
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ElasticsearchE 712 21 A &4 2 A18-35132 Ul KibanaE A18-3l+= 7 -$ Red Hat
OpenShift Logging OperatorS ¢ ] o] E35}7] A9l OpenShift Elasticsearch OperatorS ¢
ol =g,

OperatorE 229 <4 & ¢d o] EsH Kibanaz} U0 EX A k51
Kibana A}-8-2 4 9 2] 4-2(CR)7} A4 = A 54U o] ZAE 3232 Red
Hat OpenShift Logging Operator PodZ 2}A] ¢4 t}. Red Hat OpenShift
Logging Operator Pod~} A vl & =] Kibana CR& A 4 5} 22 KibanaZ t}A] A}
£ & JA o

27 A7 349

2 E Pod2] 4H 7} ready 94 t}.

Elasticsearch 8] 25+ A 44U .

Elasticsearch 2 Kibana ©) o] g 7} W1 ¢} g1 t}.

el Aol Y&

ghel GHAE 913 OpenShift CLI(oc)E A X A& th.

Az

OpenShift Container Platform ¢ &<l 4] Operator - A X] ¥l Operators 2 g t}.

openshift-operators-redhat =2 2 E £ A=l 3]}

OpenShift Elasticsearch Operator & Z2 g t}.
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https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html

6. 27 9l

ABzagy - Ade 29

AB2IHA ol E A'd W7 o)A stable-5.y E Adsty AZS Y.
elasticsearch-operator.v5.y.z v] 7 & 313 }.

olE

2 % A% 7]t F Operator —~ A X] ¥ OperatorE =) g t}. OpenShift Elasticsearch
Q] %]
=

Operator 1 # o] 2 Xl elasticsearch-operator.v5.y.z B A 3} A x| 5} =4] &2l .

Operator —~ A X] € Operator 3| o] X o]l 4] Status B =71 AF o= A2 w71 7|+EY

o}.
a.
1 2294 Operator — A x] 9 OperatorE = gt}
S 93 e s =88 #3235l 2 E Elasticsearch Pod2] 4}#] 71 Ready <1%] 32l
iasl=s
H

$ oc get pod -n openshift-logging --selector component=elasticsearch

%9 o
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m
& 9% S 9Eslal 35 #3235}l Elasticsearch S 21 2F ZH 71 =54 4] &A%Y
o}.

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

2 o

o
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154

o

{

"cluster_name" : "elasticsearch",
"status" : "green",

}

$ oc project openshift-logging

$ oc get cronjob

2 o

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

$ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices

%9 o] app-00000x,infra-00000x,audit-00000x,.security <19 27} E3}=]o] =% &1t

Ut

o 6.1. Q1 A7} = Agol A= =8

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size
green open infra-000008

Tue Jun 30 14:30:54 UTC 2020
bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144



64. 27 gJulo|E

green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 31 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_ 7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa60Vw 3 1 248368 0 317 158
green open infra-000009

YN9EsULWSNaxWeeNvOsORA 31 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 31 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuRTKZMjg_bbUc1g 11 5 0 0 0

green open .kibana-377444158 kubeadmin wvMhDwJkR-
mRZQO84KoguQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 31 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 11 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLtStWSF1GopaRyCg 31 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KR9mMFUpQl-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0 0

deln e BAste] 22 A7ks} Ze o] ulE MAO R Qe Y

I $ oc get kibana kibana -o json
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"type": "
b
}
1

{
2

%99 ready A H) 7} 9= Kibana pod7t 35 o] Ql=A] &1t}
"lastTransitionTime": "2020-06-30T14:11:072",
"reason": "ContainerCreating”,
"deployment": "kibana",
"podsH: {

d] 6.2. Kibana Pod7} 1] A= =9
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating”,

"status": "True",

"status": "True",

"type": we

"failed™: [],

"notReady": []

"ready": []

b

"replicaSets": [
"kibana-5fdd766ffd"
I

"replicas": 1

}

]
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74. 21 A 75

7%. 2 AN 7st

7TA. 22 A Zs AR

W X9 23 28X £F4 9] o2} OpenShift Container Platform ¢} £< T+ Kibana ¢ &<
A 2 g olgE A Z3t e 4= Jd5Yr) Kibana 242 ElasticSearch 21 A 429} §H7 A8 5 2
© 1§ OpenShift Container Platform ¢ 42 ElasticSearch =1 A &4 T+ LokiStack=} 4] A&
g AFHG.

Fx

Kibana §§ &2 &5 27 el =dA ¢ o] AHEHA SsU -

741. 23 XN z}3} =2 a8 A

ClusterLogging A}-8-2 4 ] 2] 4 2(CR)E +A4 3t 24 A AH&ste 22 A1 23 =239 {3
S AT F AFUL

A 27 A

Bl A gl YUt

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator7} A x] =] o] )1t}

ClusterLogging CRS A A 54Ut

iy
>

A z}3}e)] OpenShift Container Platform ) 242 A1g3l8ld =27 &

EETES
By shalof FTh Y 2&2 AHE 27 A Za"o] U@ AR A E G

17
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ClusterLogging CR A 73t Ab4-2 4 @ dh.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

27 A+ N ztst =2 a9 §-3 Yy kibana == ocp-console ¢ = 9FY
t}. Kibana 24 2 Elasticsearch £ 1 2~ E 2| X & A}-&-3}+= v £ 917+ 3151 OpenShift
Container Platform <2 LokiStack uj) & ¢}t 53t}

2]

Kibana &9 A9 3 A4

©

OpenShift Container Platform ¢} £< 2] A9l & 4t}

t}g W3S 23 3lo ClusterLogging CR2 2 &3t}

I $ oc apply -f <filename>.yaml
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7% 21 A7} 3}
7.1.2. Y220 21 87

ez 2ae AT 2 17 7152 AFste ¢4t} OpenShift CLi(oc) 2 9 2&<
AH&-ste] W=, v ¥ 9l Pod9} 242 et gl 208 B F JdFUH

AN D BRI QS AAGEE 23S AAFUT 22 == A|EH A 23, o S A o]
A Ad oy 21 2 Qlxgl 219} 7+2 OpenShift Container Platform 8 2~He nE 225 A&
2 AFALZ JAF YUY 28 gL Kibana 4 =+ OpenShift Container Platform ¢ 242 53
2o dolHE Ael, 2 2 A28 5 AFUth a2 22k 27 22 AL A EGA FH
Y.

71.21. 822 27 1B

OpenShift CLI(oc) 2 ] & olA g3t glA20 208 B S UdFSUY. 2 29 Qo] =&
oA Ak

A 27 A

[ ]
OpenShift CLI(oc)l 4 A 23}

B9 EX(T]))

1.
OpensShift Container Platform £&90]4 a2 - Pod& o] 53 AU XA € 4
22 %53 Podz o] 534t}

Heol e AR fihzde A3 AT Pod7E glsytt. ol g d2=H 2
A gl Aazo AR FR Fo|RoA 21 YAE FE F AFHH.

cgue ol T2 Es A,

ZA+8 Pod o] 52 28t
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fu
N
i
iy
1
e

U,

3 2 4] 2(CLI)

[ ]
54 Pod?] =25 AP}

I $ oc logs -f <pod_name> -¢ <container_name>

ge3 24yt

Ae Atg: S84 230 7|SEHE WES =S AF Y.
<pod_name>
pod °] &2 AFFU
<container_name>
A9 ALt AE o] 9] o] & XA F o Poddll o] AEIo|| 7} = 2 AHl o]

W ol Agslof gtk

a2

i

W e 2

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

=2 99 ygol 24

I

R g aze 2

i
J

sl gh o

I $ oc logs <object_type>/<resource_name> ﬂ
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77. 21 A 7 3}

i

g =W g3t 2
I $ oc logs deployment/ruby
2 spd el U go] 2P

7.2. 9} L2 AHET 2 A 7st

OpenShift Container Platform ] && 3 Al8-3to] 27 & Z8 1AL #ASIY 22 do|HE Al
zrstd ¢ JsU -

27 A Fol AN TAHE PPol e AT WG ) TS AHg ] 27 AX

I
o
BN

ojlm] 2% A st E AL A b AAE AHE s A L.

7.2.1. Red Hat OpenShift Logging OperatorE 4 x|3t & 2 7]

'
i
e

212l &4 3}

Red Hat OpenShift Logging Operator 2] o] di 2 27 & T 120 A5 5 YA T
2 1<l 0] H] &4 519 A o) 4] Red Hat OpenShift Logging OperatorE o|u] A X3k A9 Z#191L
g3 = JdsU

nm:l

l

A 27 A

Bl A gl YU

Red Hat OpenShift Logging OperatorE- 4 X] 3} 32 Console Z 2] 221 9] U] 3| Disabled &
Ag Ut

OpenShift Container Platform ) &0 A 23 5= A5}

OpenShift Container Platform ) Z< #2] 2} 3} o] 4] Operator — A x| 9 Operator =
o] 53¢t
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/logging/#cluster-logging-deploy-console_cluster-logging-deploying
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2.
Red Hat OpenShift Logging 2 =32 4t} 2] Operator 4|5 A B o] X & o] F g
o}
3.
A AR o] x4 Console =& 19l &9 ]3] Disabled & =2 3]t}
4,
Z& E9 22 843} U5} Al 4] Enable S A9 3.
5.
AZS ZF93Ug
6.
Console =& 191 84 ) Enabled 7} LA 5 =X 3913t}
7.

W7 Aol AL EM 9 =&l B9 Fol EABULL | 52 U4 2EaTE Bl X
AP 7Y ol TAHW Bebe A S A2 nstel WA Age 48

7.3. 28 2H YA/ R E R 7|

OpenShift Container Platform ¢§ &< <] Logging / Elasticsearch ;== 2 Openshift Logging ol A]
BREE= FAIE o wsla Jdst= o A8 4= 9l = Elasticsearch 21261~ 4 7)'8 Elasticsearch =
o A ASTAL AR A RE voFUT

OpenShift 27 tjA| R =6 = S8 2H 242, 7HA] 3, F8 29| shard € Fluentd 5715 ¥
3tsle] Ze]2H FF9lA] Elasticsearch Q128120 g3 AL AR E HAAFE= IEV L35 o] YL
Ll

2 7)/Elasticsearch ;== A R =9 = ¢l A, shard, 2] 22 5o 3 AL AR E ¥3}slo] ==
3o A 22 Elasticsearch 9128l 0] g3t A3 AN E WalFLE JEZ} 35 o] A&

7.3.1. Elasticsearch 2 OpenShift Logging thA] B o] A 2

OpenShift Container Platform ¢ Z& 9 4] = 7)/Elasticsearch ;== % OpenShift Logging tlA] &
=E &5 dFULh



77. 21 A 7 3}

WA BEE A RS E o2 =

3

Ut

OpenShift Container Platform ¢} Z< 9] 4 Observe — Dashboards & =2 g},

2.
QAR E Ho]R o] A RE v jrolA 2 7)/Elasticsearch ;== T+ OpenShift Logging
< Agg.
2 7 /Elasticsearch ;== OJA| B = 2] 79 H 2= Elasticsearch ==& A€l 5} g o] 3
FAEE A4S F dHFUH
o] HolH REE HAFE AA3d dAHE7E ZAH Y
3.
A AL A A9 9 A2 2] 7HA vl A dlo]HE A AV A2 313 & A 7H
HOE A

YA R E FE o] )3 ZHA 3 U &2 OpenShift 27 tiA B = F 1w 2 27 /Elastisearch == tj A]
HE ARE ZFZXFAHA L.

7.3.2. OpenShift 27 AR = A1

OpenShift 27 diA R =0 = Ezﬂe AG3}aL o F35h= v AHE T F d= FE2H FEA
Elasticsearch 91 2El o] g3 A& AR E W FE= EZ} £3H5 0] A5t
3 7.1. OpenShift 27 2=
A X A
Elastic 2] 2~€] A H & 7] Elasticsearch A} Ef:
° %E} o] - Elasticsearch ¢1 2~€1 2~ 7} &&}¢l A+
B ol e U T
e © 3ol - Elasticsearch 9128 A7} 9 328}
Ql e g YERFE U T
Elastic == Elasticsearch ¢1 2~¥l 2~ 2] % Elasticsearch =& 4]
Ut
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A E

Elastic Shard

Elastic ¥ 4]

BRI PN

Elastic 27 ZF¢d

Elastic JVM GC A] 7¢

Elastic JVM GC &=
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reader 3 == 7 9 o] B oo Pt} 7] kubeadmin A&l Al = o] 2 g AE A
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$ oc auth can-i get pods --subresource log -n <project>

%9 o

I yes
3
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$ oc auth can-i get pods --subresource log -n <project>

2 o

o

I yes
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23 dolE 7t Bl 2R s BAE EAFHU

JSON =12 22 3lo] alg FA o] 3 21 FES 1A

g

Y.

d] 7.1. Kibana<] A& Q1= =21 &
{
"_index": "infra-000001",
" _type":"_doc",
" id": "YmJmYTBINDKZTRMLTIIMGQtMjE3NmFiOGUyOWMS3",
"_version": 1,

ot

_score": null,
_source": {
"docker": {
"container_id":
"f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
13
"kubernetes": {

"container_name": "registry-server",

"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-alc8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
]
13
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\""serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd"”,
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"

12
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"labels™: {
"logging™": "infra"
}
}
b
"fields": {
"@timestamp": [
""2020-09-23T20:47:03.422Z"
I8
"pipeline_metadata.collector.received_at": [
""2020-09-23T20:47:15.007Z"
]
b
"sort": [
1600894023422

"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viaq_msg_id": "YmJmYTBINDktMDMGQtMjE3NmFiOGUyOWM3",
"openshift": {
]

}

7.4.3. Kibana +4

ClusterLogging A&z & €] & 2 2(CR)E 44 3lo] Kibana &< ALg-35t] £ 4+ A&

7.4.3.1. CPU 2 v 2 2] A3+ A

27 74 248 83T CPU 2 W2 ABe 2 24
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A
32
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<
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openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HA T d.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
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elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

Qo) e} 21 2G40 i3 CPU 2 vl =g A% D 23S (AP
Elasticsearche] ¢ 23 33 Al ¢ g2 =5 A sl oF Pt

00

dod 2t 21 173t 22 a9 i@ CPU R W2 A 2 23S AFF -

L4

Zdod mat 27 3370 g3k CPU R W 2e] AL 2S5 AF AU
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7432. 2 ANZ}st 220 9] A FH
FHAl tal 21 A28 Z2ade 5295 Pode 3 4 d&Uth

Z2A 2

1.
openshift-logging 3 = 2] E o] 4] ClusterLogging A}-& 2 A 9] €]4&2(CR)E HA .

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

Kibana ==9] = XA g}
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8. 24 mx 4

8.1. 27 74 g4 dig CPU 2 v g A3 +4

ool uet 2t 27 74 220 e CPUR v we) AGL 2F 74
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8.1.1. CPU 2 | 2 &) A3 74

27 74 848 AH85W CPU R v me] A2 m% 248 & dguth

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E HF T d.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
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cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

doo) mat 27 A4 )3 CPU L e AT L 23S AFJ U
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A Fglove g o] &AE S A&

Qo] =2 &24351% ¢ % = RateLimitintervalSec=30s 2 RateLimitBurst = 10000(®*=+= 2 @ 3}
A4 =3)S AAsk= Aol EF5UL

8.2.1. OpenShift Logging2 ¢ 3t systemd-journald 4]

=

ZzAEE 4P u /8 2 $4¢ =g8 ok

]
3
h
32
o)y
kJ
)
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d& &9, 27t vgE A5 Adol dig v & AgS s S 5 AFUH OpenShlft Logglng
o] 25 AHAISHA] R A X HALAE AHSSA =T A H 717 71 SR EFI AR 5 3T
F AHFYTh

23 4F AN, 2T NE 7L 2T A PY EE AF AN L 8 4L fA@ = dgvh

2 g 3 A A 7} 7 /etc/systemd/journald.conf 12 & ¥ 3H3l+= Butane -4 3 40-
worker-custom-journald.buE 751}

Butaneol O] #}A| & U]-§-2 “Butane & ALg-3te] vl 74 AAF7 S F=x
A 2.

variant: openshift
version: 4.11.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ
overwrite: true
contents:
inline: |
Compress=yes 9
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 6
RateLimitintervalSec=30s
Storage=persistent @
SynclntervalSec=1s ﬂ
SystemMaxUse=8G 6
SystemKeepFree=20% Q
SystemMaxFileSize=10M )

journald.conf 3} o tj 3 Ag-S AP Pt} 0644 A2 DA st= Aol TFU
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2]

©

8%. 27 Wl 74

22 9 A 2d] 27] o FHTA A2 AR FUD. AAA S gEaA D
yess Xlxo 33l 53514 oW nos AR FYh 71 232 yesY U oh

22 uAA S AGRA JRE TR 22k tal /12 Z-E nod U th o
A4 .

A 2" 2244 215 Adsle]d ForwardToConsoleg A4 gt}
238 714 2 W & A3t d ForwardToKMsg £ =4 v o}
syslog o]l o 2 A 23l# A ForwardToSyslog=S A 4 gy t}.

239 2 E AHGAIAl Y (wall) ¥ A A 2 WA RS dg st
ForwardToWall2 %] A g t}.

=}

0

(l

o}

A9 FEe AFT Ao A0S AP 22 AFdAW £4E 9
EERE

1‘__: "year" "monthlV |lweek" "day|l Vlh‘l‘xi_. "m".’l%‘ @_—‘% ‘ﬂ__‘ﬂ% E@@_q q‘- ‘|
A9 02 &gt 7125 Imonth eI o).

g &
sl

2% AL A3 ). RateLimitintervalSecol 4] & 2] st A 7+ 744 59t
RateLimitBurstoll XI3 € ZAxng o & 238 5315 A 780 8 w714 744
o] B E 371 v A| R = kA g U o}, 7] 2321 RateLimitintervalSec=30s 2
RateLimitBurst=100002 23 3= A o] =&}

23 A% B S AP Y 71232 persistentsi U o

/run/log/journal/ €] Wl 2 g]o] = 1& %33} volatile YUt} ol g3 =21
ARG 5 =49

/var/log/journal/2] t] 2~ =] 212 A 3}7] 93t persistentq] U t}. systemd
s HaErt gl A5 dadEZE ALY
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o a & 2 71 £A) 8= 29 /var/log/journal/o] =215 ] #3}7] 93 autod U
t}. A 51A] &= 7 systemdE /run/systemd/journaldl] 225 A A] A FgH o).

235 AF3A &g+= none ). systemd= R E 21

i

)

L

Ut

o

ERR, WARNING, NOTICE, INFO 2 DEBUG =19 tal A9 522 tj234] 57|
83171 Aol A g A17+S 23 @ o). CRIT, ALERT == EMERG 218 421314
systemd7}t %4 57189tk 7] 2gte 1sgUth

Aol A8 T 4 Y Al 2715 AAFU T 71 B3HL 8G QT
N 2Rol A Abg 7hs @ T 23 3702 AR T /12 5Ee 20% v o

jvar/log/journalel %4 0 2 238 AW A shele] Hoj 2712 AT A2
e 10M U o

2 A G AASE A5 ol de) AFAYLA MAAE A2 w) A]
28] 27) W o)Al CPU ALg-Bo] 3718 & J&Uth

NES B R Re R R RO
https://www.freedesktop.org/software/systemd/man/journald.conf.html& JZ3}4] A|
2.81F dAol A YgaA 712 432 OpenShift Container Platformol] 2 &5 ¢S 5
Az

Butane2 A}1835to] =2 AGd A o] £3E MachineConfig 7 Al 3} 40-worker-
custom-journald.yaml-& A A g o}

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
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https://www.freedesktop.org/software/systemd/man/journald.conf.html

8%4. 27 M E 74

mA 4L ALPUT d g S0l oeF ey
I $ oc apply -f 40-worker-custom-journald.yaml

EEZY+= M =Z-¢ MachineConfigE 7HA] 5132 A -2 rendered-worker-<hash> v A &
M.

oo (N

73

7bresol Az AU Y E T Sobe B E RUHY TG,

I $ oc describe machineconfigpool/worker

2 o

o

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

API Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool
Conditions:
Message:
Reason: All nodes are updating to rendered-worker-

913514517bcea7c93bd446f4830bc64e
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94. 2157 2 Ag

91 =zaF5 A2 g

Red Hat OpenShift Logging Operator:= ClusterLogForwarder 2] &2 A} <o) w2} =71 & vl &
g}, o] Operatoroll A A A3t= 5] 7] 3732 @7 Al Fluentd 53719} Wl g 3719 F 7R 94 Y
t}.

Fx

Fluentd= A o3 A1-8-5 ] o™ &5 2ol A7 € 473 dr}. Red Hat2
A d| & gfo] ZALo|Z <t o] 7wl 3 ¥l 3 S A2 AT AT o] 752
o ol /M AFE A Yt Fluentd djdl VectorS AH8- 2 = Slsy

91.1. 2172494

2 371 7} OpenShift Container Platform ;== PodE v| £3lo] AH oY @ = 2315
FR3=E dE AEY Y.

£ A A, Aol ALY 2 OpenShift Container Platforme] journald =1 v A] %] o] 2]
s e Alad R Qlze 2ady

B E ZH o]y £ 19 4 gt /var/log/containers/*.log

A 238 FHEE 2 F771E FASHE 4 $ /var/llog/audit/audit.log ol 4] 3l @ 215 3
du.

23 5RA/E ol hzold] 228 S ste] 24 PAC web Y E ¥z AL

9.11.1. 22 587 8

e = 272 9130 Fluentd?] di¢te 2 A g s = 21 17144 h
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https://vector.dev/docs/about/what-is-vector/

9%. 2153 R A

ClusterLogging A1-§ 4 3 9] #42+(CR) A8 A AL}S g 5ol Zel el A ALg st 27 4]
N fde 7S F dsdh

Vectors 43 7] 2 74 sl ClusterLogging CR2] il

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

9.1.1.2. 21 AAd A gk AL}

ZH oY HEY L 21 AR o] AX(ZZAE, Pod o] & 2 ZH oY ID)E 2¥3sl7] 935 A4
A AREATHUT. ol AREE 2T 225 IF5H AEs7]d FE5AdUT 22 F77]dA 2
A2 5 A &37] Aol (A A o] F3 T2 A EV} 9= PodE 2HAI51A ol 8 2 F4 3 722 APl Ay
O ARE AT F A FUh. 2 WAAE v T o5 Pod ¥ Z2AES THI WY = 2
a9 A5 FAT WY S F AFUth ol AT 20 £ D AUt FHHo xgo =

_%_
< o guch

715 fluentd vector
A Aoy =1 v v
i e v v
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715 fluentd vector
Ul 2ol 2 il 2he-d v v
dzet Adely 22 v v
olxa Y = v v
kube API ZHAF 21 v/ v/
OpenShift APl ZFAF 2 1 v v
OVN(Open Virtual Network) 7+A} v v
=1
£92.4% Rol L AZ

715 fluentd vector
Elasticsearch <1 4] v/ v
Elasticsearch A} &2} 0] & / 4 & v v/
NetNamespace 7| v v
<>STS v v
Kafka ¢1=4] v/ v/
Kafka Ab&-2} o] &/ & v v
kafka SASL v v

Loki bearer & v v

I 9.3. Normalizations ¥ transformationss

715 fluentd vector
Viag glo] g =g - 3} v v
Viaq tjo]g] 24 - 9l =&} v/ v/
Viaq tl o8] 24 - 1 =&} (journal) v v
Viaq dlo] €] 24 - Linux A} v v

186



9%. 2153 2 Ag

715 fluentd vector
Viaq gl o] €] 24l - kube-apiserver v/ v/
audit

Viaq gl o] ] 24 - OpenShift API v v
Ak

Viag Bl o] g =4 - OVN v v
loglevel Normalization v v
JSON & &4 v v
Fx3hE Q1Y 2~ v v
tEF = 2R/ AA v v
multicontainer / split 914 2~ v v
flatten 2} v v
CLF B4 #lol& v v

i 9.4. tuning

715 fluentd vector
fluentd readlinelimit v
fluentd v] 3 v
- chunklimitsize v
- E A% 27 v
- overflowaction v
- flushthreadcount v
- flushmode v
- flushinterval v
- retrywait 4
- retrytype v
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AR fluentd vector
- retrymaxinterval v
- retrytimeout v

3 9.5. 7IAA

7% fluentd vector
A & v v/
Al HE v v/
b el v v

fluentd vector

x86 A v v
ARM A ¢ v/ v/
PowerPC #] 1 v/ v
IBMZ x] €1 v/ v/
IPv6 A ¥ v v/
22 olWE ¥ v

AAo] 2 Z2=H v v

9.1.1.4. 37 =9

ge 248 290 AAHY .

1 97. A48 &9

188



7Is fluentd
Elasticsearch v6-v8 v
fluent forward v
Syslog RFC3164 v
Syslog RFC5424 v
kafka v
A=y p
<>STS v
Loki v
HTTP Y
Google F&89-= 27 v
Splunk

91.2. 21 AF%

A A=
& 4 d&UTh

ClusterLogForwarder @] A2+ ZAdHo|d, ¢l =gl @ 7} 235 ZH2H YR == Qo EX &
A&t TLS(Transport Layer Security)7| A€

7(4 o g x—]ﬂ—o].___ E]] )\]._Q_zﬂ—

Foles 2 d9as 748 5 AUt
A A ol f o Zel AN 2E AT
S Hoqd F= dFUh

RBACE AHg-3te] Ag Ao 2 28

oF. 214

vector

ECDHE (logging 5.7 ©]7)

ECDHE (logging 5.7 ©]7)

ECDHE (logging 5.7 ©]7)

Cryostat (logging 5.6 ©] )

7(] l:v] 7(1 o}

FAHE 23, U3 9y, A9 5= 9% 2 XA sl= ClusterLogForwarder 2 &2 A A

e s 235 s

Q= A2 A R AHSAHE Y ¢l 5hs RBAC @
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/authentication_and_authorization/#using-rbac
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ol Z2 A Aol A A2 A ALE

RBAC 3 .o Kubernetes &4 A8

ol A 225 AS3= S A9 gyt ClusterLogForwarder CR(AH8-#}F A 2]
39 &8 A g2 2 EZ S A Y= AZ 228 Y F JFUh

H 2 E o] AL

Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector

Elasticsearch v7 HTTP 1.1 732.2,717.7,7.10.1 5.6+ Fluentd, Vector

Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ fluentd [, w1 g

fluent Forward Fluentd 1 & vl Fluentd 1.14.6, 54+ fluentd
Logstash 7.10.1,
Fluentd 1.14.5

Google F&}$-= HTTPSE &3} latest 5.7+ vector

27 REST

HTTP HTTP 1.1 Fluentd 1.14.6, ¥ & 57+ Fluentd, Vector
0.21

kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
331

Loki HTTP 2 HTTPS= 2.3.0,25.0,27, 5.4+ Fluentd, Vector

5 3FREST 2.2.1
Splunk HEC 8.2.9,9.0.0 5.7+ vector
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/authentication_and_authorization/#using-service-accounts-in-applications
https://kubernetes.io/docs/reference/access-authn-authz/rbac/

FB2aFd DAY

H| 2~ Eo] A&

syslog RFC3164, Rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon HTTPSE &3 latest 5.4+ Fluentd, Vector
CloudWatch REST

Fluentd= 27 8] 4 5.6.29) 4] Elasticsearch 82 x| ¥ 3}#] ¢4 }.

9 e 27 ¥ A 5.7 o] 4l 4] SyslogE A Q@ ot

Z¥2H U] Red Hat #8] 21 AZAYPUt. 7|2 283 74

]

g9

e
5
oy
L
o

loki

FRoz g 7t 278 s HIE 21 FA Al2"< Lokigd .

kafka

Kafka B2 7]. katka =82 TCP == TLS A4 2 A& 4 dJHFUH.

elasticsearch

9] 1 Elasticsearch <1 28 4~ <911t} elasticsearch =282 TLS 948 A183 4= g &Yt}
fluentdForward
Fluentds A g3l= 9% 22 JA £FH YUt o] 42 Fluentd A2 =2 €38 AH8-3Y
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t}. fluentForward &322 TCP == TLS A2 & A183 4 9l o1 A AR o shared_key 2 =& A3
3l T 7] Q152 ALY F7 7] A5 TLSE 514V X331 A] & AL = A5y

o}

fluentdForward =22 Fluentd 3 7] & A8-8l= A9l AU
Vector =371 & A&-sl= A t-dl= A DHA &5t Vector =371 & ALg-3t= 7
< http &3 2 A143l9 215 Fluentd= A2 &= dHFU .

syslog

syslog RFC3164 == RFC5424 T2 E & X A3t ¥ 21 JA £F YUt syslog &
22 UDP, TCP == TLS A2 < A3 4 gth

cloudwatch

AWS(Amazon Web Services)ol A S 28€3l= RYUEHH U 27 AEE A A H] 22l Amazon
CloudWatch¢j 4 t}.

9.3.JSON =1 Ag &3

L

A5l = Log Forwarding APIS 743 4 A&t

HE

JSON A ¥ g 1x3ld e HAEZ &

9.3.1. JSON 27 75 24

S
i
i
PJL
K
N
dz

ClusterLogForwarder 9 B A| E 2 A}25}o] JSON 212 7 %3l9 QHAER 7
e 2oz A2 5 dFUh

o] A% WA e Aty 918 % e 7x3hE JSON =1 @5 o] grkz 7bd ek

T%3}l49 JSON =1 & 4

I {"level":"info","name":"fred","home":"bedrock"}
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https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

o =21 43

NE,
M
ue

=

JSON 232 & BT 4 A== 0L o ¢} 7Ho] parse: json < ClusterLogForwarder CR2] s}
oz gl o F73 .

parse: json2 HoF= I X7} 4

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

A
~

parse: json & A}-8-3to] JSSON 215 &
JSON *x3t9 21 &5 EA .

et

] CR& t}& df 9} 7+o] structured & =9

i

T%3}% JSON 21 3= o] 34 structured =3 4

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

21 2 a3 +x38 JSONo] £33y o] QA ¢¢o ™ structured 2 =71 Q&

9.3.2. Elasticsearch¢] JSON =1 djo|g F+A

JSON =271 7 7)) o]/de] &7|vtE M2 ¢ 9 Y 2o A3Zsd 42 55 2 7id 22y &
A7} A = AdH5Ut) o] = WA sl CIusterLogForwarder AHE-A A 9] 2] A&2(CR)E A4 31y
2 ~oluhg ) 29 o) 25 selok Gt o) @A sl 2 Aslulo} MiEel Qe sz AgE .

193



OpenShift Container Platform 4.11 27

ofy
ko

OpenShift Loggingol 4] &) s} 7] Elasticsearch 212=€l 22 JSON 228 A
st Ao met Al I 27 A FHUT U B2 Y AE Hidte A4 38D B
2AE WA SGEE FF 2702 BFE}ste] b e 270 v £8 fAE 2o U

-

#

o
3

4
BN

ClusterLogForwarder CRO| A o3 7% £ 32 AH-8-3}o] Elasticsearch =1 2] 33 2:9] Q19X o]
2 7RE T dsy.

structuredTypeKey = "l A|A] B=9] o] FdUth | F F=9] & Q1Y X o] & FA s
< ©l AH&-g Yt

kubernetes.labels.<key > <19l 2 o] &8 74 31 ] A1-85 = Kubernetes Pod
ol &Pt

openshift.labels.<key>+= ClusterLogForwarder CR<] pipeline.label.<key> & 4-0]
o] el 2 o] g2 A 3k vl AHEEE ghol AFuith,

o

Ut

kubernetes.container_name-& ZAH| o] o] &2 A}&-3}a] Qld X o] 5 & 74

structuredTypeName: structuredTypeKey Z =7} A x| g7} 7171 gl o
structured 3 © 2 structuredTypeName 3}o] A&} structuredTypeKey ?‘359}
structuredTypeName = == 37 A}8-3}A structuredTypeKey 2 = ¢] 7] 7} JSON 21 ] o]
HolA 29 7 ¢ structuredTypeName 242 ti A 219 2 o] 58 Al FFu .

,
. , =
L - i )

(P structuredTypeKey 72 "Log Record Fields(2 7 g 3= Z=)" §Eo] TA|H &2
' EYERZ AR F AAD M F &S ZET U] X {3 %% ol EAHY

A structuredTypeKey: kubernetes.labels.<key> example

filo
o

52 gy
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Z2] 2 H 4 "apache” % "google"?| F 7}A] 222 JSON 225 A4 st= | =27

o)1l Pod A3 5k3 9141 o,

218 A= logFormat=apache 2 logFormat=googleZ A8 35l o] 2] g o] =] A o] 4 pod

o Fol2e A F.

ClusterLogForwarder CR YAML 3} oA 03 = 712 A18-34 .

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
outputRefs:
- default

parse: json 9

Kubernetes logFormat dlo] &2 A9 7]-7k 82| 72 A8y .

o] 4% vt e x5 21 9 3 =7} app-apache-write ¢19 A= o] E 3t}

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

o33 e Fx3t9 21 g I =+ app-google-write Q18] 2 2 o] F g}
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"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> example

ClusterLogForwarder CR YAML s oA 03 F = Z7}2 AFg-3sital 714

i)
k3
k)

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

OpensShift myLabel #lo] = #4449 7]-3t 29| 73S AH8- .

2]

mylLabel £ 4= =39 21 A= FA49 3 myValueS A 23}

L
)
o
v
oo
:._l,
i
flo

T-Z3ld 21 g Z =7} app-myValue-write Q19 A~ 2 o] 53}

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

F7t 3# A

[}
T%x3149 g3 =) U g Elasticsearch ¢/9 2= Fx3t9 {3 <ol "app-"& F7}3tL -
write"E F7}ste] FAF YL

TZ3HA &S A== X3

e

P22 AFHAA G5yt AELA A, d= =
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©
o
i

14

4
i)
NE,
M
e

Hlo] A e F=x31E F3 ol 9l 3¢ structured R =¢lo] unstructured Y 2 =5 A
sy

Elasticsearchol] Y% @2 Q922 5517 A b= Aol oY H. Z A Z2 Aol =
U gasol 2o Bl 7231 {3 W AMS-st=Z 0] ofy e Biee] 21 FH v Ayt A&
=o°] tl-&2] Apache ol &2] 7] °] 42 LogApache<} 212 5 U3 JSON 21 F 43 72319 89S
AHS o

9.3.3. Elasticsearch 2 1 A1 & 42 JSON 21 A

Elasticsearch 21 A Z 4 9] ¢ JSON 21 §Eo] O} E A7/n}fE i}f= =73 %
ClusterLogForwarder A8z} A 2] 2|4 2%(CR)E #4353l z} JSSON 2=7|vlE dd &3 Aoz aF3}
. o127 s Elasticsearch= 7t 7] vl djs] M=o e A S A th

FAS AE 22 O 27 0hE AGSHE 48 5 2L AT G EA 2T 5

o v 2 Elasticsearch A A4 = Ho]|g & AZ35}7] Ao o] AL 33 oF ).

YR Be QU2 waste 23 #d8 4% BAS BAsE Y 25 2 vk XF
statel 7bs @ 2700 58 fA 8k Aol EHUTH

o}2 %7} ClusterLogForwarder CR YAML 3} of] =713 o

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

structuredTypeKey Z == A3l 21 gZ= D= F 2 (A JY
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structuredTypeName 2 == A& 31 o] 22 XA gt}

JSON 2 1 & 77 #4324 structuredTypeKey 2
structuredTypeName 2 =& 2 5 AA 3| of g},

inputRefs <] 73 ¢ application infrastructure, === audit 5 33 3} o] 2} 21 2 A}-831¢]
Agsor she 27 432 A

parse: json 2 4~F o] Zglo] F713h ).

I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operatori= 4% 7] PodE A vl 323Ut} 28]} Al £ = #]
%oW +37] PodE 2HA| 5t A= A vl £ o}

I $ oc delete pod --selector logging-infra=collector

2

mlm
i

9.3.4. 593 Pode] AH o]qdlA JSON 212 AG35}lo] Qldl

93 Pod U9 2 zﬂeﬂolbioﬂﬁ e sz yxiid 2285 A9 £ syt ol 7lE
AHS-sted g AH OlY A A& AHS-sho] vo] Z2lS A staL Podel %* 2 wolo} itk 21t
ASFAH7T app- 91 Q149 29 Z}H%MD}- Elasticsearchi= o] & 82 + A== HJ 02 F4351= A ]

E44th

JSON @4 9] 21t o) Eello| Aol we thEUth U T Be du2s gysta 4
ol G vlR 7] WFol o] 752 Abgste] THE A e JSON F4 9] =1 Qle]
2 ART F Y& ALl S AHgste] AR 2 U2 o] 2 B 535 JSON ¥
9] o) Ee)A o] AL B AU

A 27 A
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9%. 2154 2 Ag

Red Hat OpenShiftg& = 7:5.5

ClusterLogForwarder CR @ HA E & A o] 3t= YAML 3 & A stAY AFF o

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true 9
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

Kubernetes logFormat dlo] &2 A H 7]-7k 82| 72 A8y .

gF Avoly &2 #Asghth

Pod CR ¢ B4 ES 4 o3 YAML s}l 2 443k AL AP dch

apiVersion: vi
kind: Pod
metadata:
annotations:
containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:
containers:
- name: heavy 9
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image: heavyimage
- hame: low
image: lowimage

Format: containerType.logging.openshift.io/<container-name>: <index>

2]

F4 olge AvoY o &3 s of Tk

?—9]

ol #482 F¥ =¥ shard & A =€ & AvH-

94. 21 AG A

Z|1&Fow 272 AHoo|{ 2 ¢l=g & 3E ClusterLogging AF&-AF A 2] 2] A20] Aojd 7] Y
B 2aAZAZ WYYt 28y B 2B A E Al FSHA 7] "o A E2E R AF AR B
WA FEUT o] 7182 Aol 8 F AHaS S5 3t= 735 Cluster Log Forwarders 43 2 871 Q15
Yrt.

3

ZIA} 222 UYL Elasticsearch 27 A A A2 BUlgW 21 A A 2o A} =21 A
o] A4 ¥ o) Z Cluster Log ForwarderS A1-&-3 o).
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https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/logging/#log-forwarding
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/logging/#cluster-logging-elasticsearch-audit_logging-config-es-store

941. XAt A 2”02 27 AT A

OpenShift Container Platform S 2] 25 U} @ 9ol EX4 ZAHd 215 Byald
ClusterLogForwarder A8 2 A o] 2] 2 2(CR)|A & @ wfo]zalo] 2L A A aqc} o] 2o A&
sl 54 =z e AAH | Z Aol a8 EHoE AL + % JdFUt 258 Kubernetes
Secret 2 B A E | A A &3}

pipeline

23§34 st ol 4o 29 B A4 2w 19 99 e FFUTh 23 §
o

!
e e F shhgduth

application. 21z} Av|o]1] ol Ea]A o] A< A9l stx Fel~Eol A Aa FA ALS
% ) Ee) Ao Aol o3 WA Aelold =Y ek,

infrastructure. openshift*, kube* ==+ default = 2 2 Eo]| A A3 &= Pode] A H] o]
U E3 9 xE 9 AXgoA 7E4 2 Ad 2y

audit. :== 7} A| 2", auditd, Kubernetes API A 1], OpenShift APl x| 2 OVN
HEANA AAdE ZA =22d Yo

ol 24210 keyivalue - Asto] oo} £ =1 W AA o A1 L 3748 5 g
. dl & So] B Holg Agz AgHE WA dol 22 e A ARz =0 Fo
AR 5 YUtk QB EC] Z718 Fol B =1 v A A% g AHU

input
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ZAES AAE o ZA M 2 E FolZelo g Ay

I

ylo] i g}2l ol A outputRef v 7| =2 A}E-3lo] 228 A3l A 9 inputRef vl AW =2
AHgSte] Agdte 22 43S B3

Secret

AHEA AR S A 22 712 w087 £34 key:value § Yo
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ClusterLogForwarder CR 2 B A E 7} 9l = 71 - default 3 o] 9+ Fo]xzglelo] glow
27} 7] 2 Elasticsearch Q12622 AGE X 5.

Z1BRow 272 Ad ol @ Q=g & 1E ClusterLogging AH-&2+ A 9] 8] &20] &9
H 712 U Elasticsearch 217 AZ 42 R Uttt 28} B 2EF R E A 23R &7] w
o A 225 W AF4AE B R gFUTh o] 71 F Ao 8 AHHE FF8e A%
Log Forwarding APIZ 74 31A] n}4 Al 2.

2232 FFol g ol zA S FoatR] Gow HoHA &L {F o 2art AAIF Y
o & Eo] application 2 audit -f3 ol ] & v}o] Z2}el & XA 532 infrastructure 3 ol i &
vlo] Z2}el & A A 3HA] ¢k oW infrastructure =17} A1 YU ).

ClusterLogForwarder A1 2} & o] 8] &2 2(CR)d4] 2] §3 o 8L A1 gdlo] & =2

EZS Adste Al 225 1l = AFY

1 OpenShift Container Platform Elasticsearch <1

AAsE A 23S S B 28

<
AAE AFHA FaUth 24 TS AGSE ALdo] 24 B AN L Frew Ll
2~
=R

A REAEE S Aol THUG 24L oA 4L F40A &

o3 d A= AAF 215 HA T 94 Elasticsearch Q12|22 o Zal 2 15 QLA A ¢k o
Elasticsearch Q1 ~EH 22 o Z g Alo]A £ 15 Kafka HE27] 2, o] =g Alo] A £ 1E my-apps-logs

x 2 A E | A] U Elasticsearch 21 28l A% AG3]}.

AR
“

e

2aAgG &Y

ya
g

E

o]

il

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- hame: elasticsearch-secure 6
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- hame: elasticsearch-insecure ﬂ
type: "elasticsearch”
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 9
type: "kafka"
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url: tls://kafka.secure.com:9093/app-topic
inputs: G
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- hame: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs Q
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- hame: my-app @
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: m
- application
outputRefs:
- kafka-app
labels:
datacenter: "south”

ClusterLogForwarder CR9] o] &2 instances of g ).

. rasg g dg

ClusterLogForwarder CR2] d] ¢ 23 o] 2= openshift-logging o] o] o} g},

Bk Al A3 3 82k URLE A1-4-31] 1.9t Elasticsearch 3 & 7

o
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[ ]
=89S AYs= ol Yy
[ ]
=9 §-3: elasticsearch.
[ ]
AFAIE £33l f23 Ad] URL<I Elasticsearch <1
A
[ ]

TLS 5412 918 ZolN avat
A z8le] glojof gtk

SHA 3% gk-& Elasticsearch =3 o] tl & 1A

ExS)

d

Kl

m

]

29 HQFURL ¥

Al 2= AU o} openshift-logging = 2 4] E o o]

[ ]
2% g 49ste ol g YU
[ ]
=39 9 elasticsearch.
[ ]
HAFAE £33l 523 A0 URL<QI Elasticsearch <1 28 9] LA 31A] ek-&
URL 2@ ¥EYt}
Bl URLE 53 Zdo]d E Q5 TLS 5418 A14-51+= Katka 38 +4
[ ]
2% g 49ste ol g YU
[ ]
=4 §-9: kafka.
[ ]
HFAS 2£335to] Kafka =27 9] URL € XEE fa3 dd) URLZ A .
my-project vl ¢l 25 o] 20| A] o Ze Al o] H 215 BEYar] A A A YU
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AL 232 ebA 3 9] 1 Elasticsearch Q1 2H A2 A$3517] 98 Jo] = &<l 7A:

[ ]

stolatel & et ol S AU
[ ]

inputRefs= =71 §3& o] 1 o] oA = audity Y}
[ ]

outputRefs= A} % 9] o] 294 t}.o] oo 4] elasticsearch-secure:= 1 3t
Elasticsearch Q1 =€ 22 FA g3} 31 default> Ul Elasticsearch J12H =2 A3

AelALg: 20 3718 gol By

Ad A e B, 20 2718 s o] o] @lo] 29U th "true"9} 7+ Q18 e B 7h
o] o}l T2 groz AAH .

Qazl 2 1E Mt A &2 9 Elasticsearch Q1 2€H 22 A F3l= o]l 74

my-project = 2 A E o] A U] XL Elasticsearch Q1 =€l 22 235 A$F3}7] 93 go]Zglel ¢
ddyh

[}
stolatel & A st ol AU
[}
inputRefs= 54 922l my-app-logsg 1o}
[}
outputRefs:= defaulty Y o}.
[}

A AL AL, 2 30) /bR shu ol el dol 2 iuh,
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inputRefs+= o] <] #] applicationol] A = §3 4}

outputRefs= A1 88 =8 9] o] &Yt}

Al b BRI, 2720 F74a st o o] dol 2.

AR 21 HAAZE AHEE 5 fl= 7 ¢ Fluentd =1 # 2

AR 2R AAZNIE A FRley 2a8 FAE % 3% Fluentd= A& 235 3 st H
o AZFU 22 JAZIE AL 5 YA A vHYHE 208 £l =2 %4_%}0] AU
W3 7} &4 5] A XA Fluentdi= =1 3-8 $A ¥4l OpenShift Container Platform2 215
3| A A A 24 FU o). Fluentd 6l # Al E == podoll B3 2718 A3 A Y PVC(I T+ 2§ ZAY)S
F7te = st

A4

fr
ro
ol

7]

Al F8 F2 A7 ATHUeh dF 28 FFAN= S92 748 A= A A 3HE F
7t 5 715 ALFUT ZE L 7 AY A}v AU & 718 445t Aok Bt Ve S A
U 7]l R A I, AU =AY, T E A7) s A A 743 o] AR el a5 3l
=37t TAL AR AN Aol Az Open Shift Logging> A3 o 23] &L
s AdskA Seyo

TLS(Transport Layer Security)
Al33 glo] TLS URL(http://... == ssl://...) S A}&-314H 7] & TLS AH 2l Fo] EAstEY

o AFRE EFet g A A DES MY ste] F71TLS 715 B4 ST

LRI C

23T

r [°]
KU
ofl
ot}
-
|

S 7N ¢l 71 & vl =Y sl= Passphraseq] 1 t}. tis.key 7} 2

ca-bundle.crt: A 1] 2152 ¢35l ;224 CA2Q] I o] &.

AR ol E L 4T

[ ]
AR} o B (£4D) AF AR o F. 9E 7 BaFh
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i)
Y2
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ue

SASL(Simple Authentication Security Layer)

[}
SASL.enable (boolean) Explicitly enable == disable SASL. =24 7 ¢ t} £ sasl.
717t A3 54 SASLo] 505 &dstgy.

SASL.mechanisms: 5] & 5= SASL WA Y F ol & 55. 7&SH AU vlo] = 2%
A| 2" 7] 23ko] ALg-H Yt

SASL.allow-insecure: (boolean) ¢t B 2 E Qs & Bl= WAYUEFS 3 &
7123k falsed Y o}

9.4.1.1. Bt A A

e BH L AHgstel AFA 2 7] o] T Udr o] mekS AT F A& h

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_usernames \
--from-literal=password=<your_password>

9.4.2. 21 AGA AA

2 1GAE B EA AU AN FHE F =22 Y989 KIS AR S=
ClusterLogForwarder CRS A Asjof Uth 222 A2 F JE= 2892 ARZT 5 A5UT
ClusterLogForwarder CR2] o] &£ instance <] o} 3} openshift- Ioggm Y] ) 29| o] 2o A A A3
of gt}

openshift-logging v ¢l 23 o] 2ol th & el =t Aol W a g,

ClusterLogForwarder 2] &2
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
#...
pipelines:
- inputRefs:
- <log_type> G
outputRefs:
- <output_name> ﬂ
outputs:
- name: <output_name> 6
type: <output_type> @
url: <log_output_url>
#...

CR o] &2 instancea] o} 3},

2]

CR 4] ¢ 23] o] 2= openshift-logging ©] o] o} 1o}

©

THEE 22 FIFUYS. o] 29| g2 AL 23, S A0l 2] A E A, A=
2t 208 Q=2 e qEAcl Al da&l FolH o]Fo] AP A dFo A AL = dsH-

006

fu
M
i
=
g
(i
Y
)
o
o
il
o
L
v

6]

25 AGE Y FIYUG. ol Z =9 e T E
7k ,loki,kafka,elasticsearch,fluentdForward,syslog ==+ cloudwatch & 4 A<t}

232 A9¥ £9° URLYU .

208



OF. 215y 2 AY

9.4.3. 92 = 9] & 243}

Aoy 219 o7 £ 97 AAE

m l
o
-}
)
k3
I

%91

23 2E B R 9o A o 9e] W] B AR AWt 497 gHLh o2
ol #7h 22 st FHH Aol e BeASAL A e usk Ao

Java 9 9] o

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

Z2AL F8 A F A E A G 2 gEOR A FEHA
CIusterLogForwarder A& A 9] 28] 422 (CR)9ll true 3ol 9l += detectMultilineErrors 2 =7}
3o A=A AP

ClusterLogForwarder CR2] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

pipelines:

- hame: my-app-logs
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inputRefs:

- application
outputRefs:

- default
detectMultilineErrors: true

9.43.1. Al F AR

2 WARA T} A 28 A S

FH e A% AALE EAGY 9 5 20 A== 239
L EEE REEET EES ]

Ao REWAA BEo] AAE Ta =z wAR

£9.9. 73713 ALHE= Aol:

Qo] fluentd vector
Java v v

JS v v
Ruby v v
Python v v
Golang v v

PHP 4

Dart v v

9.4.3.2. ¥4 314

A 3tetH 57 7] Al type: detect_exceptions7} £3Hd A A XM o] £t}

e 74 AA o

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]
languages = ["All"]
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9%. 2154 2 Ag

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000
multiline_flush_interval_ms = 1000

fluentd config 2 A4 of

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force line_breaks true
multiline_flush_interval .2
</match>
</label>

9.4.4. GCP(Google Cloud Platform)o] = A&

B 7] 2 OpenShift Container Platform 21 #] & 4] 37}3tA 1 t A Google Cloud Logging
o 2a&Agd + s

Z3
Fluentdol 4] o] 715 AH&-3HE 2 & A A=A 41t

A 27 A

[}
Red Hat OpenShift Logging Operator 5.5.1 o] 4

Google A H] 2 A 7] 2 AHg-3t] A 22 YA T

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-
application-credentials.json=<your_service_account_key _file.json>

21


https://cloud.google.com/logging/docs/basic-concepts
https://cloud.google.com/iam/docs/creating-managing-service-account-keys
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olg] €l Z 3 & A8} ClusterLogForwarder A1-82} A o] 2] 42 YAMLS AA 3.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
outputs:
- hame: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp" 9
pipelines:
- hame: test-app
inputRefs: e
- application
outputRefs:
- gcp-1

GCP 2] &2 A5 +xo 225 A3t = 91X we
projectld,folderld,organizationld &=+ billingAccountld ¥ = 2 &3 7S AT .

2]

Log Entry ©] logName Z =of 3718 3t& A4 3o

stol e}l Q1el i A} shol e}l 2 ALg ste] AV T £ 432 AR T

=

Google Z&¢-= A ¥4

Google Cloud Logging ¥ 2] 21o] 4]

9.4.5. Splunkd] 21 Ag
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https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy
https://cloud.google.com/logging/docs/reference/v2/rest/v2/LogEntry
https://cloud.google.com/billing/docs/concepts
https://cloud.google.com/logging/docs/view/logging-query-language

91]— = /‘7(] I:v] di:el

Yy 78 OpenShift Container Platform 21 2] &4 o] 37}3} 71} t4Al Splunk HTTP oWl E 3]

71(HEC) ol 218 AG3 4 A&t
Z3
Fluentdol A o] 7152 A}&3l= A

A 27 A

[}

Red Hat OpenShift Logging Operator 5.6 o]
[}

g 7} =3 7] 2 XA d ClusterLogging Q1 2~H *
[}

base64= 21379 Splunk HEC =&

Ae AQHA By

A}
1.
Base64= 213 ¥ Splunk HEC EZ& A}8-3l Al 3RS AT
$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal
hecToken=<HEC_Token>
2.
ol ¥1Z 22 A}-8-514] ClusterLogForwarder A}-£-2} A ©] €] 2 2(CR)Z A4 34U AR
Fuoh

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging” 9
spec:
outputs:
- name: splunk-receiver e
secret:
name: vector-splunk-secret ﬂ
type: splunk 9
url: <http://your.splunk.hec.url:8088> G
pipelines: a
- inputRefs:
- application

213


https://docs.splunk.com/Documentation/Splunk/9.0.0/Data/UsetheHTTPEventCollector
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- infrastructure
name: G
outputRefs:

- splunk-receiver Q

ClusterLogForwarder CR9] o] && 21 2HEl 2 ofof g},

ClusterLogForwarder CR<] 4] ¢} 23] o] ~ 3= openshift-logging ©] o] o} g1 t}.

HEC EZo] 3gd A 23 9] o] 52 AAF YT

g 53 < splunk 2 A A3

o

Splunk HEC¢] URL(®

u°“

H& Ad .

stol e}l Q1el Ei A} shol e}l 2 Abg ste] ABY =1 73

Re| AL so] Zejl o] o] B2 A4 FuTh

o) ol Zelow 21g AT W AT 2 o] B2 A,

9.4.6. HTTPE E3dl =1 A<

32 A4 gy

HTTPS 53 2 122 Fluentd 2 Vector 21 3 7] R4 gt &4 3554
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. rasg g dg

ClusterLogForwarder CR(A}-&-#} A 9] g A2)d 4] http & &8 §F o= AAF}.
A=}
otz &2 & 2183t ClusterLogForwarder CRS A A st A Y A vt

ClusterLogForwarder CR2] <

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
outputs:
- name: httpout-app
type: http
url:

tls:
insecureSkipVerify: ﬂ
pipelines:
- hame:
inputRefs:
- application
outputRefs:

-0

219 g FaAYh

22 A2 3 A5 F7t A duh.
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ZeAEe] o Felold 21 A9 FASHN T2 o)A st ol 4ke] ¢, e =1 FA
ol e Au A 2, o2l @ 42 @ 582 ALgsH sho] kel & A8 5] ClusterLogForwarder A}
&7 49 ¥ 22(CR)E B3k Futh.
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ClusterLogForwarder CRS & ] 3l+= YAML 5122 A A 314 AR

ClusterLogForwarder CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tIs://fluentdserver.security.example.com:24224' 9
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secret: G

name: fluentd-secret
name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’

inputs: ﬂ

name: my-app-logs
application:
namespaces:
- my-project

pipelines:

name: forward-to-fluentd-insecure Q

inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:

project: "my-project” @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

9%. 2154 2 Ag

ClusterLogForwarder CR2] d] ¢ 23 o] 2= openshift-logging o] o] o} g4 t}.

z9e] olgdutt
=3 #9: elasticsearch,fluentdForward,syslog &=+ kafka.
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6]

tls JFALS *FQ st 739 TLS BA1& S8l B4 2 73t= A8 o]l AR
aloF S t}. A LR -2 openshift-logging Z 2 4] E o] Qlo]o} 51 z}z}e] QAFA E 71 7]
£ tis.crt, tis.key, 2 ca-bundle.crt 7] 7} 91 oj o} g},

7

AR ZzAee] o EAolH 22 BhPetr] 9@ 9 P

0

Y 2so]2E AASHA] oW R E Ud2F o] 2o 27t P

ol zggl FAAL o]Fo] AFHE YF9 2aE olF°l ARA o= Wy}
o] o o)l 4] forward-to-fluentd-insecure 2}+= 3}o] Z 2212 my-app- Iogs 2h= gl A
fluentd-server-insecure g}= &8 o2 235 AG3h o).

@

®

A Abg: EAL. 2 0] F718 st ol 9] Aol 2 giih

2aE9E 23 JAVIE Bl = o]zl A4 Yy
A AL} o] ZEjel ] o] & A A AU o
vlo] 2l & ALg-3le] A2 e 21 53 (application, infrastructure, =+

audit)2 A4 go.
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o) ol xeflow 218 AL wl AT 22 o] FL AR P

l

Al Aba: default 282 AQ o] 218 718 22 AFaz Aggch

Ael Abeh BAL. 270) 748 st o o] dlo] 2y th
o] TAL AHSE Wl mE WY 2so] 29 ol el ol A 27k £

S 42 233t ClusterLogForwarder CRS 283 o).

I $ oc apply -f <filename>.yaml
9.4.8. 54 podol A | E& Aol =2 AL

228 #2] A= Kubernetes Pod &l o] &2 A18-5to] 54 PodolA 221 Ho|HE 35t 21
FRZNZ AGE F dHUh

thobat Ul 25l o] 9] T podst @71 F a5 pod TAE o Fel Aol Aol grkwm 7H itk
4@ podol o) F2l7l o] AL AWt dol ol Y A% 2 dolHE 54 21 5712 55
Ha 5 g

o]

e rSL‘

=
=

Pod & x4 32l Wl shit o] 4o matchLabels 7]-gk 42 AH§ @itk ol el 7]-gt 42 AP st
A% PodE =% Aug 4 glojof gtk

A7)

ClusterLogForwarder CR ¢ B A E & A o] 5}:= YAML 3¢ & WA A AR FU o). 3
Ao A T} o 9} 7+o] inputs[].name.application.selector.matchLabelsol| A 7+a3 FU A 7]
vk A9 7)1 & AHg-she] Pod #lo] &8 A A g .

ClusterLogForwarder CR YAML 3¢ 9] of

I apiVersion: logging.openshift.io/v1

219



OpenShift Container Platform 4.11 27

kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- default

ClusterLogForwarder CR9] o] &2 instances of g},

ClusterLogForwarder CR2] d] ¢ 23 o] 2= openshift-logging©] o] o} g t}.

inputs[].namecl A s} o] de] g2 FE A S AAFY.

outputs[Joll A s} o] Fe] X2 FEA S AAH .
353 pod F ol & Aol Qe Zt A=A o] Aol ] Lf3F inputs[]l.nameS

3.

6]
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Al A4 st ol 4o W] 9w o] 25 A4 g

©

ZadeolgE A

g 222 s o4 A A AU 7o) A H default 22 (A9
AeH)e 21 dol 8 E U] ¥ El

asticsearch Q1281 2~ = A& 3.

A ARk 22 dloly & SERZ vdEdo| A% Agsted 9] dAld ZAIE =
inputs[].name.application.namespaces= A}-& 3 t}.

A€l A}a: Pod do] o] ThE F7 o) Za A o] Mol A FAG vhol Zeelo 2 = 7 vlo|
£ w9 5 gy

o

Pod o] 2 2] 2§43 Z@vich LAE G2} AL F
Fuoh

%7} inputs[]l.name A A2 QA

o] o] Zg] A o] A 9] Pod @ o] &3} A X35l = selectorsES ¢ o] EF L}
Al inputs[].name %2 inputRefso] F713 ) o S 59 oS3 24Ut
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
CR oHAEZ A4
I $ oc create -f <file-name>.yaml

Kubernetes2] matchLabelsol] t 3 z} A 3 J & A E 7]4F & F AL3}L %Y

g FEsAA L.

she %

9.4.9. 9] i Loki 27 A|&=dlow 2 AY
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#resources-that-support-set-based-requirements
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712 23 A2 F7 s AU Al 24 Loki 27 Al ~dles 2

i

A 5 dFdh

Lokicoll dlgt 21 AGS A5t H Lokiol Ul g &8 3 &8 & A18-3he= FolzERlo] J+=
ClusterLogForwarder A8z A 2] 2] 4 2(CR)E A A3l oF ¥ t}. Lokie] &3-& HTTP(H] e ==
HTTPS(12.Qt HTTP) 942 A8 8 4 A& th

A 27 A

°
CRe9] url 2 == XA 3= URLAA] Loki 27 A|2"-S A3 of ).

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- nhame: loki-insecure G
type: "loki" ﬂ
url: http://loki.insecure.com:3100 9
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure G
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret ﬂ
loki:
tenantKey: kubernetes.namespace_name G
labelKeys:
- kubernetes.labels.foo Q
pipelines:
- name: application-logs @
inputRefs:
- application
- audit
outputRefs: @
- loki-secure
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9%, 21 53

NE,
M
ue

9 oj22 AP

o

£8-2 "loki"Z A gt

Loki A]2=§1¢] URL @ ¥ EZ §& 3 Ao URLZ x4 Fth. hitp(¥] 2.9} =&
https(2¢F HTTP) Z2 EZ 35 A& & Ut CIDR F4 & AH8-sl= S21&4H A A
Z2 A7t 458 45 222 IP F27} old An o] E= FQDNo]ojof i), 27] 9]
HTTP(S) 418 7|2 ¥ E= 31009 Ut}

Bt A4 9] 739 secretS AP sho] F5h= hitps === hitp URLS AR S =+ <5
Y.

hitps HFA12] A$- TLS B4 2] =¥l Eo] Q3 WSl o]FS AAFUL A=
318 openshift-logging Z 23 E 9] lo]of sl el = 2AFA & 718 7]+ ca-
bundle.crt 7] 7} 35 ofof gt} 12 x| ¢t oA http 2 https FH FAFe] A5 AFE-A} o]
53 457 xFE A AR AAF T S dFUT AA G Y LS O3 "AHE A ol F 2 UdS
7} 23HE A A" AR C"E FRFA A L.

A& A3} meta-data 7] 2 =& A A 5to] Lokie] TenantlD R = 32 A A ). ¢
£ 5] tenantKey: kubernetes.namespace_name2 A A sl Kubernetes 4] ¢ 23] o]
29 o] o] Lokie] HlUE ID o2 ALY AR T F Qe e 2T A=
BEWA O3 "FrtgaE" Ao "2 Y dE" JIE FXF{AHA L.

Al A3} 7] 2 Loki #lo] 22 t A & meta-data 2 = 7] =2 A g} Loki &
o] 2 o] g-& A 5t4 [a-zA-Z_:][a-zA-Z0-9_:]*¢} AR sl of it vl el Hlo|E] 7] Axd
F2ZE= ol 8 o] 28 JAsH7] 98] _= dAF Ut o = S o] kubernetes.labels.foo 1]
E} dlo]H 7]+ Loki 8 o] & kubernetes_labels_foo7} U t}. labelKeysE A A s}A] ¢t o
H 7] B 7k2 [log_type, kubernetes.namespace_name, kubernetes.pod_name,
kubernetes_host] 4 Ut}. Loki= 3 &5 = ol &2 7|9 5 A= o] & AE
£ ZA A gt} Configuring Loki, limits_configE ZZ314 A1 2. A8 ZH = A18-3}
o 2adgIa=gdeg 7|voe = AT + dFU.
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10
@

o] 7}l & A ale] A2 =1 33 (application, infrastructure, =+ audit)S
i an k=

~

o] stolxelelow 2E Ay ul ALE Y £ o] B2 AR FUTh

Loki= Bt =R o o8] 20 2EH S Snt=/ JEsof stz
labelKeysol = @73 kubernetes_host #| o] & Al E7} £dg Ut} o] 27| st 7+
ZEF o] G SAENM AZHLEE 3to] A2 & SAES] 5 o] 2 23
Bz RAASA = RS WAL F sy

S W2 233t ClusterLogForwarder CR . BA EE A 23t}

I $ oc apply -f <filename>.yaml

Loki AW 7

9.4.10. 9]} Elasticsearch Q12~€l 22 27 AY

R =3 A4 F718A Y Al 9] Elasticsearch Q128122 2 72 A93 5 JH5U
OpenShift Container Platformol 4] 21 glo|g & A =5 Qi =1 HA71E FA 3 oF Fdh.

2] ¥ Elasticsearch ¢ 28l 2o 3t 27 AZL TASA s|G Q12820 Y3 =H =L A}
g3t ol ZEilo] &= CIusterLogForwarder A7 A 9] 8 &2(CR)E AA3&loF ). 97
Elastlcsearch =& HTTP(H] 2.Qt) == HTTPS(R.QF HTTP) 942 & A8 4= Ut

9|5 5L W i Elasticsearch Q1€ 2~ °ﬂ 235 A 9§ JA2g 20 gd 3 8 vo]
Z A 7 default & AHgate] R A2 27 238 Agshe go| Zal S AP F o
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r:l
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g

U] B Elasticsearch <1 312 A ClusterLogForwarder CRS A}

g Bast gdauh

A 87 A

[}
ARE ZRES EE F4L AHgdte] 27 HolHE FNFES 74 27 Aul7t o]
oF gtk

ClusterLogForwarder CRS- 4 9] 5l+= YAML 7} 2 A A stAY AT o).

ClusterLogForwarder CR<] <

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9

spec:
outputs:

- name: elasticsearch-example G
type: elasticsearch
elasticsearch:

version: 8 6
url: http://elasticsearch.example.com:9200 G
secret:

name: es-secret ﬂ

pipelines:

- name: application-logs 6
inputRefs:

- application

- audit

outputRefs:

- elasticsearch-example @
- default m

labels:

myLabel: "myValue™ @
#...
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226

2]

ClusterLogForwarder CR9] o] &2 instances of g},

ClusterLogForwarder CR<] 4] ¢} 23] o] 2= openshift-logging ] o] of §]t}.

e
JH

ol &< AR T
elasticsearch 32 XA J .
Elasticsearch B] A2 x| Qg t}. 6,7 == 8 A F Y5

9] 1 Elasticsearch Q128 2¢] URL3} T EE § &3 Ad] URLE AR FY}.
http(8] 2.F) 3= https(2.¢F HTTP) T2 EZ2 A4 % 54t CIDR 4 & AHS-st
= 9 2H x47611 ZEAN7FEA3E A EHL2 IP F471 ofd A H o] F == FQDNoJ o]
ofF 3}

https A FA12] 39 TLS 5419 =¥ Ed a3 B3l o] F& AAF UL A=
o= el = Q154 & 71 7]+= ca-bundle.crt 7] 7} X3t ojof P, 18R] oA
hitp 2 hitps H FA2] 3§ A& o] &3 G457l XqH A AR S Xlxo 3 o sy
openshift-logging = = A E o] o] x| A8l 0] glojof gtt. ZHA g & EH?. "AHE-A} o]
5 2 g3t 28 A3 AR A" FERAA L.

Re| A} so] Zejl o] o] B2 A4 FuTh

ylo] el & AE-3le] A2 21 (-3 (application, infrastructure, ==+ audit)S
A g

ol ylojzQlo g 25 AT W ALET =9 o532 A I



A el A3} default &2 2 x4 3lo] W& Elasticsearch Q128122 2= 72 Ry},
A ALe): FAE. 226 F71E s o] 3] ol &Yy

ClusterLogForwarder CRS 2 &3t}

I $ oc apply -f <filename>.yaml

o: ALg A o] B G5t EFE A= 4

2182} o] B3 ¢S 7 3E A AR L AHE-31o] 9] Elasticsearch 9128 ~of 0]t Bt AF
A5 F s

RS

tllo

d] 2 Eo] ElA}7} Elasticsearch Q1 2€H 22 25 3517] W] Fol] A% TLS(mTLS) 712 A e 5 g
© HTTP =& HTTPSE A28} 31 A}2 2} o] 23 4571 TIHH AL AT 5 &5

o} 9 ¢} A8 Secret YAML 318 A A gy o). username 2 password I =9
base64= A3 J A S AL 7] 23 2 7 secret 732 opaqued] Yt}

apiVersion: v1
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
# ...

Al 28-S Ay o
I $ oc create secret -n openshift-logging openshift-test-secret.yaml
ClusterLogForwarder CRo| A A| 38 o] 52 A A3

kind: ClusterLogForwarder
metadata:
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name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

url 2= 9] grol A HF A= hitp =+ https7 2 5

N
i
k)

CRoHAEZ A gJYr.
I $ oc apply -f <filename>.yaml

9.4.11. Fluentd # ®}-sk

K

EEESAHESt] 2 dE

Fluentd A9 =2 €EZ2 A} 83} 7] & Elasticsearch =1 A &4 4l === 7] & Elasticsearch =
I AFAE o] ZREZS SIS A AN 22 FAVIE 23 AR S B gy
OpenShift Container Platformol 4] 2 15 FAS =5 93 20 J A7l & +A3380oF Ut

AG T2 EFZ 2 AME5lY 20 1G-S A Y dlF &8 S A8-31+= Fluentd A ¥ & s}o] =g}l
o o g =9 o] 3} o] A= ClusterLogForwarder A2 A 9] & 4~ 2(CR)E A A3l oF ).

Fluentd =2 & TCP(¥] 2.¢h) ®i= TLS(2.¢H TCP) 912 S AHg-8 & U th

A 87 A

N,
oX,
4

K
bu
il
i
t
fr
ofl
1>
o
>
oo
o
£
ku
oY
fin)
o
v}
i
+
'
ol
b
Ju
ey
oX
rid
bu
o“

) A1) 7} 91o]

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 d & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
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name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tis://fluentdserver.security.example.com:24224' 9

secret: G

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: G

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default @

labels:
clusterld: "C1234" m
name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR2] d] ¢ 23 o] 2= openshift-logging o] o] o} g ).

M
JH
o
all
o

A4 g

fluentdForward 53 2 A4 .

23 Ad URLE 9% Fluentd <1281 2] URL @ ¥ EE XA} tep(H] 1
QhH E=tIs(RQHTCP) 22 EF -8 A8 4 IdHFUt CIDR 4 & A1g38t= 8 2H A
A ZEAZF EAASHE A S92 IP F471 old AW o] F == FQDNo]of of g .
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6]

tls 4 FAHE AHg-3HE 39 TLS 542 98] B0l 223 A28 o 52 g a0}
U o A 28 & openshift-logging Z =4 Eof glojo} 3t Yell &= ASA & 7t 7]+
ca-bundle.crt 7] 7} 235 o o} I}

o

A ALg}: sho] =}l o] o] & XA Y}

©

vlo] el & Alg-5la] A2d 21 73 (application, infrastructure, =+ audit)2-

A gy

9]

of ol etelow 2 g AR | AHS T Y o F AT

A el ALg}: default =3 & %4 3o] U] Elasticsearch Q1€ 22 21

i

K=

A A BAD. 270 F748 skt ol ge] dlo] 2t

Aerte: A PE e FPe g2 i 20 FJA 0 228 AL S oF
A=

o
v
tilo
e

[ ]
inputRefs+= pipeline: application, infrastructure === audits A}-83lq A&
F 22 FIYUh
[ ]
outputRefs= A1 83 =8 9] o] &Yt}
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A g #AL. 2a0] F74E st o] gl Fel 2tk

I $ oc create -f <file-name>.yaml
9.4.11.1. Logstash7} fluentdol] A dlo]HE -3 & 4 =5 nanosecond precision A}-&

fluentdoll /] 21 dl o€ = =3 3l= A Logstash -4 312 o] 4] nanosecond precisiong &4 3} 3]
of gt}

A=t
Logstash 2173 119 o 4] nanosecond_ precision & true = A3 3t}

Logstash -4 1< o

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

9.4.12. syslog TR EZ S Al83lq 21 AL

syslog RFC3164 === RFC5424 X 2 & & Al-8-35}a] 7] & Elasticsearch =1 A 74 g4l == 7]
B Elasticsearch 21 A @40 fdlo] |G TR EZS FF3 5= A 98 212 JA 7 22 A}
22 w5 &t OpenShift Container Platformol| 4] 2 15 4215l 2 syslog A v] ¢} 7242 9|1
23 73715 #A3s8loF g

syslog T2 EZ & AHE5te 2 A2S F A A 3l &2 S AH8-5l+= syslog AW & sjo] g}
eld] g =8 o] 3} o] 4 2= ClusterLogForwarder A}-8-2F A 9] & 4~ 2(CR)E A A3l oF ).
syslog =22 UDP, TCP == TLS 94 & 2183 F d&Uth

A 27 A
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AARAED T2 EF
of g}

e

B4 AHgatel =

7

]

o

A7} 9ol

ClusterLogForwarder CR 2 HA E £ A o] 3t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog:
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational

url: 'tls://rsyslogserver.east.example.com:514' G

secret:
name: syslog-secret

- hame: rsyslog-west

type: syslog

syslog:

appName: myapp

facility: user

msglID: mymsg

prociD: myproc

rfc: RFC5424

severity: debug

url: 'tcp://rsyslogserver.west.example.com:514'

pipelines:
- name: syslog-east 6
inputRefs: g
- audit
- application
outputRefs: @
- rsyslog-east
- default m
labels:
secure: "true"
syslog: "east"
name: syslog-west @
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
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- default
labels:
syslog: "west"

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging o] ] o} g t}.

e
JH

ol&< AZ I
syslog #+d < A8
A€l a1} ol o] 2 H syslog WiNAFE (A

9] syslog 2128 2¢] URL B £ EE A7 1t udp(¥] ®.2F), tep(H] K2 =
tis(2 <2 TCP) Z2 EE5 A48 & AUt CIDR F4 & A5t S48 AA =
A7t A5t B¢ =82 IP 3471 obd A 1] o] & =& FQDNoJ oo} 3t}

tls JFAS A}ﬂo}— 734 TLS 45 3l €3 oA a7st= A2 o]l&5 AA
o gt A 2R Openshlft logging Z 2 A E o] glojof 3tn] vtehll = 54 E 7H
7]+ ca-bundle.crt 7] 7} E 35 o] o} s},

A YAt} gho] 2ol 9] o] F-& A AF P

sjo] g}l & Alg3le] AEs £ /-3 (application, infrastructure, ==+ audit)S
A g
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ol sholmejelow 2aE AGT ul A8 9 o] 52 AR

A& A3} default =22 x4 3to] WXL Elasticsearch Q128122 2 75 A4

A Ak BAL. 230 748 sh o] ge] dlol 2yt "true"gl e 18 ghe
3% grol obd £AA gro = A4,

A AAAE 439 e g% 23 Ao 218 ALHES ol

i
)
ttlo
-

[ ]
inputRefs+= pipeline: application, infrastructure === audits A}-8-3lq A<
g 21 F3Yuch
[ ]
outputRefs= A1 88 =8 9] o] &Yt}
[ ]

A A AL, Z70) 748 st o] gl dol 2 Puith

CR e HAEZ YA}
I $ oc create -f <filename>.yaml
9.4.121. WA R Yo 21 A2 R F7}

AddLogSource ¥ = £ ClusterLogForwarder CR(A}-&-#} A 9] €] & 2)d) F71514
namespace_name,pod_name, container_name 2 4 & d|F=2°] message Z =9 F712 = A5

o}

spec:
outputs:
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e

M
ue

- hame: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

=
o] ++4-& RFC3164 ¥ RFC5424 & t}¢} 53}

AddLogSourcegl = syslog WA A] &9 4

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message
Contents”, "timestamp'=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSourceE A}-8-3t syslog vl A X] &3 o

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746¢c49-qxm7l,container_name=Ilog-generator,message=
{"msgcontent”:"My life is my message", "timestamp:"2020-11-16 10:49:36",

"tag_key":"rec_tag", "index":76}

9.4.12.2. Syslog vl 7/l H =

syslog Z8 ) U3l &2 AT 4 Jd5Yth AA S U &2 syslog RFC3164 === RFC5424
RFCS =344 L.
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A A: syslog facility. Zt2 1075 A4 =

A2 WA A 9] 90 Ei= kern

A2 A} = WA A 9] A9 1 EE user, 7| 27U

2 == mail A1 29 L v

syslogdell ©]&] WA oz AAE vlAA 9] A 5 EE syslog

21 24 H 59 Al =" A5 6 == lpr

WESZ 2 A8 A 280] 497 E news

Bk QZ WA 9] A% 10 = authpriv
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https://tools.ietf.org/html/rfc5424#section-6.2.1

9:(]— = /‘7(] I:v] di:el

NTP 5t9] Al2=)1¢] 79 12 £+ ntp

|

syslog ZHAF 2 19] 3¢ 13 == security

Fl

syslog 74 32 219] 719 14 =+ console

2AEHY d¥ 2] A-$ 15 =+ solaris-cron

ZAA AR EHE=E A9 29 16 -23 == local0 — local7

payloadKey i 7| =5 /A3 3lH T2 w7/l W71 syslog= A D= A &
4t

rfc: syslogs AHg-3te] 218 Bl d A8 RFCY U th. 7] 312 RFC5424%] 1t}

Azbe: @A = syslog #Z =0 A3 syslog A zZt=dUth 22 1035 AF =& 4
2EAE TFEA FEJIHEY F AsHH

AN=dE A flaS vEhdl = WA A 9] 734 0 &= Emergency

ZAE Z2A FH3oF FL e = A R 9] A1 = Alert

9138 A= Je = WA R 2] A 2 &= Critical

22 AY=E Jeld = vl AR 2] A9 3 == Error
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7 A< VRl & A4 ] 45 4 £ Warning

Aol Auk a3 27108 Jeh & vlA A 2] 495 £ Notice

ARA YA R E JeR) = v A R 2] A$- 6 == Informational

ez 5 vAIAE el = WA A 9] A9 7 £+ Debug, 7123k

B 2: 8l 2= syslog WA Ao A Bl 22 A8 dlZ= F=2 AP P

trimPrefix: B 2014 X4 ® A 5ALS A AT

9.4.12.3. =7} RFC5424 syslog vl 7} *H 5=

RFC54240l = th3 vl 7] W57 4 &g o,

appName: APP-NAME & 215 B o] Z Ao AL 3= A
t}h. RFC54240] i3] 24 5 oF g ch.

)
Sl
2
ue
EO
L

msgID: MSGID:= WA A %8 -& A8t A4 8 2= #2991 th. RFC54240] T8 4]
sl ok ek,

prociD: PROCIDE A1 Bl =& 29Ut gho] W7 5 W syslog » 27t FHHA 2
UrEb U o RFC54240] T3l <% o oF 3o

9.4.13.Katka 272 21 AG

7B 20 AR A 2745AY A 9|2 Katka e 2 212 A28 5 9

gy
kd
T

9] Kafka Q1€ 2o g3k 22 A5 A A g 220 g3 283 &85 AH8-dl=
v}o] Zg}el o] 9l = ClusterLogForwarder A}-8-%} 4 9] 8] &2(CR)E AA sl ok Y

,Q
Wy
.
2
At
o
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Kafka 41 S st 71 23k A8 8 5 41 th Kafka Z3- TCP(¥] 1.9 Ei= TLS(3.¢t TCP)
A7 AT 5 AU

Az

ClusterLogForwarder CR @ BA E £ A o] 5t= YAML 3 & A stAY AFJ o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- hame: app-logs G
type: kafka ﬂ
url: tls://kafka.example.deviab.com:9093/app-topic 9
secret:
name: kafka-secret G
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic ﬂ
- name: audit-logs
type: kafka
url: tis://kafka.qelab.example.com:9093/audit-topic
secret:
name: kafka-secret-qe
pipelines:
- hame: app-topic 6
inputRefs:
- application
outputRefs:
- app-logs
labels:
logType: "application” m
name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
- default @
labels:
logType: "audit"”
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ClusterLogForwarder CR9] o] &2 instances of g ).
ClusterLogForwarder CR2] J] ¢ 23 o] == openshift-logging o] o] o} g},

29 olge AR FU.

kafka %< 143k

Kafka B2 7]¢] URL¥} X EZ 483 Ad] URLE A5t AdFog EF FAS
AFE- I tep(B] B.QH =& tIs(12.¢ TCP) Z2 E2 2 AHE-3 = I &) CIDR F4 &

AHgate Ze 2 AR ZEAJ BYsE A9 2L IPFA7bobd A o] F B

FQDNo] o] of 3.

tis }FALS AHS-5h= 4 TLS S48 93l €454 278t AlA™ ol52 AA
= ASAE 71

& oF gt} A =812 openshift-logging 3 = A E o] ¢)o]of a1 JeERY
7]+ ca-bundle.crt 7] 7} E 35 o] o} s},

222 nulE W URL ol QL tep FALE A8 BT o] 29

Ae) At v Ret 298
o) 4] secret 7] ¢} sl 3 name& A kg ).

M)A sho] majel o] o] B8 A4 Fh

21 %9 (application, infrastructure, === audit)2

e

shol e}el & Abg-she] A

Ay

o) sholxatelow mug Agd o ALY
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A A BAG. 270) F748 st o] g9 dol 2Ptk

RAeAAg: AAAE 439 G g% 23 Ao 218 ALHES ol

O]
v
o
e

inputRefs = pipeline: application, infrastructure =+ auditE A}-&3lo A
g2 Fd9Yd

outputRefs= A8 & &2 9] o]

afil

gy

M Ak EAL. 20) 74 sht ol el dol2gith

®

A el AL3): Y 1 Elasticsearch Q1 28l 22 2 72 Agsa]d defaultzhS A JY

o}

M) AL @ 292 o] o Kafka 272 Agstelw thg o 9} o] Kafka B2 w] g
2 AP,

#...
spec:
outputs:
- hame: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tls://kafka-broker2.example.com:9093/
topic: app-topic 6
#...
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brokers 2 topic 7] 7} )= kafka 71 & A A o).

2]

brokers 7] £ A8l sl o] 2] 27 wjdS AF I

©

topic 71 & AH&-3te] 225 FA 8t A FA1E ARG AU o

o2 ¥4 2 43 3}o ClusterLogForwarder CRS & g3 ).

I $ oc apply -f <filename>.yaml
9.4.14. Amazon CloudView=z 21 Ag

AWS(Amazon Web Services)dl A $ 28 35l= RYUHH 9 21 2 & X A d] 22l Amazon
CloudMonitord] 225 23 + AFUG 71 23 A 40 F71stAY g4 logsE
NetNamespacez A2 4= A HFU).

CloudMonitorol] )3+ 27 A2 74 312]H CloudMonitore] =2 o] 91+ ClusterLogForwarder
2182 3 9] 2] 42(CR)%F &S AHS-sh= dtol Z el & A sl oF Futh.

A7

aws_access_key id 2 aws_secret_access_key B == A}-8-35}1o] base64= Q3¢
AWS 215 F 1g X4 3t Secret YAML 3 & @i T o & 5o t&-3 24Ut

apiVersion: v1
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUtJQUIPUOZPRE50NOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

NZRE AR A S0l deF Pyt
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I $ oc apply -f cw-secret.yaml

ClusterLogForwarder CR ¢ BEAEE A
Yol A A2 o) F& AR A ol & S0l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2

secret:
name: cw-secret G
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:
- cwW

g o]
e

ClusterLogForwarder CR9] o] &

=

9%. 215492

M
ue

sh YAML 21 2 A4 sHA U A9 gk 5t
% 2gUth

instance<a o} g t}.

ClusterLogForwarder CR2] d] ¢ 23 o] 2= openshift-logging o] o] o} g},

]
JH
o
/il

2 AR

cloudwatch 32 XA},
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A9 Atk 238 aF3stske BHS AU

[ ]
logType2 7zt 21 3 g =21 25 S A4 I
[ ]
namespaceName2 7} ol Z | A o] A U o] 2o g3 21 21FS AT
Yth =l @ A 238 g ¥k 20 aF% AP
[ ]

namespaceUUID:= 7} o Za] Alo] A Yl 23 o] 2 UUIDI i3t | 21 15 &
ARGzt D A 235 Qe HES 21 a5 AU

6]

Ael A} e 2 1F o] &0 2 7] & infrastructureName 3 FALS vl eld #2449
< AR

7

©

>
=
w
r o
ol\
oX,
o
)

<l
o]
it
>
l
)
1o
o
uli
o
Y
o
o
i
v

9]

A AL} gho] Zelel o] o] & N P

10

vlo] g}l & Alg-5la] A2d 21 73 (application, infrastructure, =+ audit)2-

A gy

11

I~

o] ol Zejelow 2% Had u A18% 9 ol B AR FU .

CR e BAEZS AU

I $ oc create -f <file-name>.yaml
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o] : Amazon Cloud Watchel 4] ClusterLogForwarder A}-¢-

o] 7] o] ClusterLogForwarder A}-&%2} A o] 2] 4~2(CR)¢] < ¢} Amazon CloudMonitorz &3 ¥+
3 do]g 7t A

myclusterz}l:= OpenShift Container Platform S 2| 2HE A3} o /I dUg. g3 393
L JFo) aws 3 H S A= o AHE S Z 8 2H 9 infrastructureName g uH3hg o}

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

o] Ao tfg =1 wlo]HE A5t app o] 2= vl ¢ =3 o] 29| 4] busybox PodE 43 g
t}. busybox ¥ =+ 3% v}t} stdoutol] HW AR = U}

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message";
sleep 3; done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox Pod7} A a =] = ] vl =5 o] 29| UUIDE =3 5= dFH

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder A2} A 2] 2] 4 2(CR)9l A infrastructure, audit, application =1 3 &
all-logs sto] Zz}Qlol] it g o= 74 h E3F o] o] Ze}l-E cw & o A A5l us-east-2
#] A 9] CloudMonitor Q1 28l 22 = 15 AGsh]}.

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
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pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-cw

|

CloudMonitore] zt 2] ddl= Al 7HA] 59 LEAEV 3] JdFU T

2338

EIaoWE

ClusterLogForwarding CR2] groupBy: logType 2 A}-235}+= 7% inputRefs 2] A 714 =21 §3

© Amazon Cloudwatch9l] 3712 21 28-S AAAI .

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"”

"mycluster-7977k.infrastructure”

7t 23 agde 22 2EYo] ¥35 o] &

jq -logStreams|[].logStreamName
"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
logStreams][].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log™

$ aws --output json logs describe-log-streams --log-group-name mycluster-
7977k.infrastructure | jq .logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
69f9fd9b58-zqzw5_openshift-oauth-apiserver_oauth-apiserver-
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$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application |



9% 2158 %

453c5c4ee026fe20a6139babb1cdd1bed25989c905bf5ac5ca211b7cbb5c3d7b.log"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
797774f7¢c5-Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.10g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
79777417¢c5-Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252dad4a6472c9fff48623baee761911a9ef.log"

7t 2 2E Q& 21 oWl Ev} 35 o] 24U th busybox Podol A =1 o|EE B&W
application 21 15X 21 2EH S AAZFY}.

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [

{
"timestamp": 1629422704178,

"message": "{\"docker\":

g

{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6adfacf09cal95ad76\"}
,\"kubernetes\":
{\"container_name\":\"busybox\",\"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"co
ntainer_image\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/
busybox@sha256:0f354ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524c8b60\
"\"pod_id\":\"870be234-90a3-4258-b73f-4f4d6e2777c7\",\"host\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e
1e1a-b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\",\"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-
write\" \"viaq_msg_id\":\"NWRjZmUyMWQtZjgzNCOOMjI4LTk3MjMt{NTk3NmY3ZjU4NDk1\",\"log
_type\":\"application\",\"time\":\"2021-08-20T01:25:04+00:00\"}",
"ingestionTime™: 1629422744016
}!

o: 213 27 o] &9 FFA AL A AA

21 27 ol 59X+ 71 infrastructureName 3 4121 mycluster-7977kE demo-group-

prefixe} 742 Qlojo] FAE 2 niE & AUt o] 7S F3P 321 ¥ ClusterLogForwarding CRel| 4]
groupPrefix 2 =& ¢Jdlo]Eg ).

cloudwatch:

groupBy: logType
groupPrefix: demo-group-prefix
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I region: us-east-2
groupPrefix k-2 7] 2 infrastructureName 3§ FA1S di A g o}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"demo-group-prefix.application"

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure"

o:ofZg Aol A v Lol o] F Fol 22 a7 o5 AR

SEESCBREARES L DER DES DEXS B ES B RER DES: B ES E g
2 152 CloudWatchd| A AAA S 4= Ad &)

e

ol Ee Al vl g2 o] X  HAES AA|81aL o] Fo] 22 A 352 473314 CloudMonitor=
oA FA} 21 1F S AL AL T

NE FAT ol Fo] Y A%A S Ao Q2T o] QuAES T2lshi A5 of dA
AuE P2 3N AU EE A% 23 252 A2 PR s A9t b "l S A o]

A g 2so] 2= UUID digt 21 25 A" AHE FxsH4A L.

A=A o] A vl g £ o] £9] o] F& 7|Vt g o] Fo] ¢ fZ Al 2 aFS Ak
ClusterLogForwarder CRol| 4] groupBy Z = 9] 712 namespaceName2 2 A& g},

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupByS namespaceName© 2 H A 3tH o Z2]Alo]ld 21 1509 ¥ &2 v|FHYh audit 2
infrastructure 21 1 F o= 9FS v XA gy

Amazon Cloudwatchol| A z} 21 157 o] £l Ul s o] 2 o] Fo] ZAFYth @ o =] A 9]
A g 2F o] 22l "app"o] RoB = T3 &7 oA =mycluster-7977k.application 4l Al
mycluster-7977k.app =1 15 °] IA g4

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”
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(o]

.|>i
fu
14
4
i)
NE,
M
ue

o] dlAl o] ZE2E o) o2 ol ZelA oA vl w0l 27 E3HE 79 Z ol 7h ) 2w o] 2o
A o2 sle] 22 2§ o] AT

9.1

groupBy Z == o Z Aol A 21 a2 F 7 JFS v F Y} audit 2 infrastructure 21 159
£ 9FS "AA S5y

of: o Z ] Al o] A Yl Y 20| 2 UUID F 21 1§ o] & AA

Y 2g o Z} o FE A o] v Y 23 o] o] g o FE]A o] Y =3 o] 2~ UUIDE 71¥te = 3}
= 21 282 CloudWatchdl 4] A& 4+ J&FUth.

131 A @ B A EE AASHA CloudMonitorol A A 21

ofr

N EA A P2 o] 2 @ BAEES A
252 AT

FAF o B2 7 AHH A A FeAIH U2 2 AN E HE e Qo= s 5 ol

g = A o] A v Y 2= o] UUID Fo] =21 179 o] 52 XA 512 ClusterLogForwarder CRol|
A] groupBy = = ¢] 712 namespaceUUID= A4 3t}

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatcholl A z} 21 2§ o] & £l vl Y 23o]2 UUID7F EAIE YU @Y o =24
o] A Y| 2H o] 22l "app"o] Ao v = 02 &A= mycluster-7977k.application Al A = &
mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf =1 17 o] A g}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b915-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"”

"mycluster-7977k.infrastructure”

groupBy Z == o Z Aol A 21 a2 F 7 JFS v F Y} audit 2 infrastructure 21 159

= 9 mAA g

9.4.15. STS &4 3}H ZF7#2HA Amazon STS=Z 21 A<
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AWS STS(Security Token Service)7} &4 s}¢
f2e ¥ ccoctl & AHg3te] AWS Au] = AR S 5
S1=N

H 2] 739 CCO(Cloud Credential Operator)

=g Ea
FoZ AAFAYANF AN 2 (S AT = AH

A 27 A

[ ]
Red Hat OpenShiftol] t g 27 : 5.5 o] 4

olz] ¥1&F 32 A}-8-3514 CredentialsRequest A1-8-2 A 9] 2] &2 YAMLS A A o).

CloudMonitor 21 AR 94 8l Zy

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_namex>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
hame: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

ccoctl ¥ & A1-835}o] CredentialsRequest CRS Al-& 3ol AWSo]| 3l & &2 WA S
Yrt}. CredentialsRequest 2 H A E = A}-231A o] ccoctl 93 A H OIDC ID FF Ao A
A9 413 J A3 NetNamespace 2| A0 O3 AU S 34T = A= IS Host=dg
A S AHg-ste] 1AM 93-S AR o] HH 2 /<
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path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_name>-
credentials.yaml o] YAML 4 #td = A3t o] A]28 7= AWS IAM ID 3329
Q1% Fol A1-&5+= role_arn 71/3ko] £3H5 o] A5

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=

<path_to_directory_with_list_of credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-
oidc.s3.<aws_region>.amazonaws.com ﬂ

<name>2 Z#t-¢-= gl A2 Bl 235t © AHS-E = o] Foln STS S8l2H A F

o AH&H & ol 23 LAk Ttk

AdE Bt

tilo

g3
I $ oc apply -f output/manifests/openshift-logging-<your_role_names-credentials.yaml
ClusterLogForwarder A1-82} B o] 8] 225 AA A Y AFZ I}

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: <your_role_name> G
pipelines:
- hame: to-cloudwatch Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:
-cw
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ClusterLogForwarder CR9] o] &2 instances of g},

2]

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging o] ] o} g t}.

2 ol g2 AA A

o

cloudwatch 3 & XA},

A A 218 a§3stE E L AZ UL

[}
logType2 7zt 21 3 g 21 25 S A4 I
[}
namespaceName2 7z} o Z&]Alo] A Y| ¢ AFol2o Y3 21 2F S WA
Utk Qzet 9 X 2O dFS B3R o logType o5 I2F3-gH .
[}

namespaceUUID: 7+ o Z&] 7] o] A | 9 23] o] 2 UUIDe) tj &t A 21 2§
AUzt D X208 98 Bee 21 25 AP

Ael A3 20 17 o] 80 2 7] & infrastructureName 3 FALS vl eld #2449
< AR

AWS 2142 A4 gt

>
=
w
r o
ol\
oX,
o
)

<l
=
it
>
I
)
Lo
o
all
o
N,
o
o
L
v
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A AL} sho] ZE}el o] o] & XA Y}

vlo] g}l & Alg-5la] A2e 21 {3 (application, infrastructure, =+ audit)2-
AU

~

ol sholmejelo 2aE AGT Wl A8 9 o] 5L AR .

9.4.16. 71 AWS & &2 A}8-5}o] AWSIdentityProvidere] A]=31 A A

AWSe] dj gt 7]E | o] = 2% oc create secret --from-literal ¥ & 2 A}-83l STSE Al-8-314
AWSS] Al Z2e A 5= dEUh

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

H3E

apiVersion: v1
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

AWS STS API Reference

9.5. 274 37 +A4

Red Hat OpenShifte] =72 22 =HolA 2 2 | 7o)l d 215 57512 Kubernetes Pod
9 z 2 A E veld o] 2 dHolH & 73yt
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ClusterLogging A}-8-2+ & 9] €] 4 2(CR)¢] spec.collection.log.fluentd ~€1 22 S3] =1 57 7]
o thal AN T E A4S S 5 A1

95.1. 21 537 74

ClusterLogging A8 7 g o] 2| £2(CR)E +45te] ZolA Agats 21 +17 3¢ 742
4 A&,

51

Fluentd:= o o]’3 AH8-5 %] o &5 d2|=oM A A€ 44 244t Red Hat>
A d| & gfo] ZALolZ <t o] 71wl 3 vl 3 S A DS AT AT o] 752
o ol M AFE A Yt Fluentd djdl Vectors AH8- 2 o= Sls 4y

L

A 27 A

[}
224 A o] gy

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator7} A x] =] o] )1t}

ClusterLogging CRS A A 35Ut}

ClusterLogging CR 2 & H At¥g 4 fvoh.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

metadata:

#...

spec:

#...
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collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

270 A4S 27 £/ FEYUTh M T fluentd I YEUTh

2 ¥3H 2 43 35}o ClusterLogging CRE &3t
I $ oc apply -f <filename>.yaml
9.5.2. 27 3 7] Pod 1B7]
23 w371 Pod 2 A3 FA 3T ==5 & F dFU
A%}
ZRAENA O3 PP A5t 27 571 Pod 2 Al R H R E Sl

I $ oc get pods --selector component=collector -o wide -n <project_name>

2 o

o

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
<hone> <nhone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <nhone>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <hone>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 workeri.example.com
<hone> <hone>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <nhone>
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9.5.3. 21 3 7] CPU 2 W=z g A| g +4

e

27 5%71% CPU 2 v xe] S BF =4

%2
gy
i
k)

=
T

Az

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF .

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

doo uzt CPUR vime] A 2 23S AU A E Fhol 7283 A Y-

9.5.4. Fluentd =2 A &%}

il
L)
o
Kl
j
-
o,

Fx

Fluentd= 1 o]3 AH8-H %] o 3§ ]2 A|7E 4734t} Red Hat2
A d2 & gfo] ZALo|Z <k o] 7wl 3 ¥l 3 S A2 AT AT o] 75
o ol A AFS A g5 Hth Fluentd djdl Vectors AH8- 2 o= Sls4y o

=70l Fluentd 271 4949 4% 24 5hE ©l A& 5 91t o2 Fluentd w571 £ 34
Utk ol el ¢ vl 785§ ALg 5ol the Fluentd 5212 M4 & 4 215U th
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9%, 21 57 o

NE,
M
ue

[ ]

cEEE EREET
[ ]

cEESRE=
[ ]

Fluentd:= ¥ Z&}+= 9 blobol A =1 dlo]H & =3 gl Fluentd’t 25 AT o 3= =
gojAl = A= pFHo] FArtHolHE AU =71 715 2d Fluentd= 3 3& 7=
ol FF U 971X FA= S AIH 7] Aol RaAHA Y vl 7S5 Yt Fluentd= I EH = #4] =
U] §F EA% 22 oY 7HA] ol {2 FAE EFYAN A X F dFUG. A2 E EHAE T

£ 7% Fluentd= 748 dl = E3A1& B A=Y

71¥.2 6 2 OpenShift Container Platformo]| 4] Fluentd= /5= @ ¢ = vhH & X185l Z A& o}
Al A=Yt 4714 Fluentde Z2A] AIX = 7HA 9] 7] A 7HS F = S8, tido digdt 94 8
A Fol=dl =R YUt A W e xE v stsla didl 7/ AA = Y S AHS-ste] AR H
YRS R HAA FHAE AANE & F+ dFU .

olg & v/ T 7] AZH A2 F e #¥ S AP s= Hl =80] 2 F dFUH

[}

A2 %ol s FluentdS AR salelwl o2l @ AW FE ALslel B 2 W3] & 78 7
R, EAAE AQSIL, AN E AL 6 2o AR skl EAL AL 8 2D 5 A5
w7 255 w2 3} A 2d § ge g7tel Aa gk

[}

ey A AR el olANFE ALgstel dolHE Aul @ we) A%z, )
A FAL PART, Ao vAES O BA HE, FelA L ANEE O AF A S 5 &Y

ClusterLogging AH-8 % 4 9] #] 22(CR)eI A th& iAW S-S ALg-5te] 321 9 A S22 74
& 4 U th 229 Fluentdol A A8 & 5 =% w7l W47} Fluentd 74 9ol 4502 F7hg
o}
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3

old g WAMSE o 2ET

[}
g¥ 2o AL A} Bl glaUth 1R AR e T AW 452 A of
Futh,
[}
Fluentd 74 2 4ol ol @ A4 & A2 o] A= 17 ALE Aol A W S5
U,
[}
R Fd AgPUTh 249 /54 SHol: 9IS mRA G

o 7 5 a4 712

chunkLimitSize Z+H =) Ho =71 Yy 8m
Fluentd o] Z7]o) &3t I =
o tlolE] 271 & FA YT 29
o} Fluentde= =25 F2 2
I HIE QY

totalLimitSize 2H o] X 9} F2] = A 7]¢l v 2 REEFYH E2E = g 239
Hol 271Gtk w5 2717 o] gk FI5%Y Y T
S %739 Fluentd= 3 2L 2 9
ol B F71E FA staL o /e g
A AUt 30 glE RE G
olH = &gy h

flushinterval A3 = 7+A YY) s(X), 1s

g+ g&dch
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o 7 5

flushMode

flushThreadCount

overflowAction

retryMaxinterval

A

PR

fr

W

e lazy:timekey v} 7} 4=
S /vler A5 =
A &Yt} timekey v 7

3
H
P o= =1 = <
Hees A4S S 8ls

e interval: flushinterval
W HFEE ke 7
a5 ZHAIYh

e immediate: ) o] 5] 7} 3
o) 718 A E HAE

Z Ao,

F7H7ES e W = T2

e throw_exception: =2
o TA o 9] & BN

Ay,

e block: A v = &) 7}
sl A€ wj71x] ¢ o]y A
aE SATYY

e drop_oldest_chunk:
Nz EdeeHag F
gstr] 98] 7 e E
s AA G 2
HAIA=NESHAE
o} 7HX 7 A F U o

exponential_backoff #) A =
Wl Hh Az ()P o

fie
Y

300s

. rasg g dg
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o 7 5 a4 712

retryType Z A A A A A= Y exponential_backoff

e exponential_backoff:
ZeAl A A= Abe] o] A
7+ 494t Fluentd=
retry_max_interval j
MG =g d w71
T A A E=7HA] o 7] st
AN FE SHY

E}.
° periodic: retryWait oj
MNHFE 7Rt g F7]
Aoz EF,]/\] A =
%‘\4 =
retryTimeOut g 2= A 7] Ao A= 60m
Ho A7 A Yok
retryWait o F 3 FeA A AN E)Y 1s
Y}

Fluentd 3= 43 F7]9] t g A4 3 &2 Fluentd 4 2] v 3 Z2 298 Fx3HA L.
A%}
openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF T d.
I $ oc edit ClusterLogging instance
= MARSFE FI s AY =8 d Yo

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s g
flushMode: interval e

flushThreadCount: 3 ﬂ
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9%, 21 57 o

NE,
M
ue

overflowAction: throw_exception 9
retryMaxInterval: "300s"

retryType: periodic ﬂ
retryWait: 1s 9
totalLimitSize: 32m @)

SYAIE S8l ol F7H57] Aol zF F=29] Aol 2718 AZFUH-

A3 EFA A4S AU

lazy, interval == immediate 5 J 3 S2jAE 3 WY S AZFU

B3 YA A S 2= 5 A FY

throw_exception, block =+ drop_oldest_chunk 5 771 715 &2 w2 F3 5%
< AARAIUG.

oo

Yt

exponential_backoff 3= =& A v o] Ho 7-4 () XA

A3 Z8A] A3 Al AA] = 73S exponential_backoff === periodico. = X3 g

Ut

e B2 A A A7HE)S AR T,

cEREPELEVERELISES
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Fluentd Pod7} A vl £ 5] =X &1},

I $ oc get pods -| component=collector -n openshift-logging
A gro] fluentd 74 ol J=A A3}

I $ oc extract configmap/collector --confirm

d]: fluentd.conf

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread_count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m

queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT] || '32'}"
total_limit_size "#{ENV[' TOTAL_LIMIT_SIZE_PER_BUFFER'] || '8589934592'}"

chunk_limit_size 8m

overflow_action throw_exception

disable_chunk_backup true
</buffer>

9.6. FHUE| X o|WlE +3 9l A7

olWE 4 HE FFo= Wl Eaof gtk

olWE 9B RE T2 Ed A o] WES 43 3}te] STDOUTA %uith 2
o] Wl E £ ClusterLogForwarder A}-&2} A 2] 2] 4~2(CR)o] Aol A F42= A
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oWl E 2}9-E = Fluentdol] 7} 2 =& F7138ta A2 & 4 A= thE 22 v AR &
o 9F< v A F AFYh

9.6.1. o|WI E 2}-¢-H Wl 9 74

& DAE ALE e oW E F$EE 2 2E o] W £ ). G4 oW E 29 S openshift-
logging = =2 £ o] w] Ealo] Za]2E AA A o MES 38l of Fidh.

A 27 A

[ ]
A1H]/\ AARL WA FHAH 9T
A= cluster-admin & &o] 9l & A}

o]

£

EZ¢HE HES AT

apiVersion: template.openshift.io/v1
kind: Template
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
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- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader
rules:
- apiGroups: [
resources: ["'events"]
verbs: ["get"”, "watch", "list"]

- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: ${NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: vi
metadata:

name: eventrouter
namespace: ${NAMESPACE}

data:
config.json: |-
{
"sink™": "stdout"
}

- kind: Deployment 6
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:
- name: kube-eventrouter
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image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:
requests:
cpu: ${CPU}
memory: ${MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"
- hame: CPU ﬂ
displayName: CPU
value: "100m"
- name: MEMORY ©)
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace
value: "openshift-logging" g

openshift-logging Z 2 A E | x| oWl E 2}9-E§ A v 2 AA S AP T

Z e 2H 9| o]l EE 21 E Y ClusterRoleS A AT}

ClusterRole& A 1] 2 7| A o] u}<l g s}l ClusterRoleBinding S A A g t}.

openshift-logging Z 2 A E oA 74 WS A3t & Q 3t config.json LS A
g3y
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266

openshift-logging ZZ 2 A E o 4] v & A A 3l o] E 2}9-F PodE WA 3L +
g

v0.4 9 2+e Bl A EE o m A & NP

ol E 9 Poddl &3

B
B>

CPU %< X3 g th. 7125ke 100ms)y th.

oWl E 2-$-F Podo] &3a 3

B>

w2 FS AZFUG. 71 232 128MiYd Y ot
2 B A EE Ax| g openshift-logging Z=4) E =S XA g}

O B L AHg ko] WE RS A st A 4T
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
g 5o g 2&U

$ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

2 o

o

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created



oF. 214

i)
Y2
)
ue

openshift-logging ZZ A E o] oWl E }3-E 71 A X H A=A A g

A o] W E #9-F Pod X7

$ oc get pods --selector component=eventrouter -o name -n openshift-logging

2 o

o

I pod/cluster-logging-eventrouter-d649f97c8-qvv8r

o|ME Z}S-HolA =g o]HIE B 7]:
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
d& E°l 534 ZsUth

I $ oc logs cluster-logging-eventrouter-d649f97c8-qvv8r -n openshift-logging

2 o

o

{"verb":"ADDED","event":{"metadata":{"'name":"openshift-service-catalog-
controller-manager-remover.1632d931e88fcd8f","namespace:"openshift-service-
catalog-removed","selfLink":"/api/vi/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":""2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-
catalog-removed”,"name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Co
mpleted","message":"Job completed","source”:{"component":"job-
controller"},"firstTimestamp':"2020-09-08T15:40:262","lastTimestamp'':"2020-09-
08T15:40:26Z2","count":1,"type":"Normal'"}}
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Elasticsearch <1
Kibana& A& +%
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107%.

107%.

10.1.

10.1.1.

I

Elasticsearch <l& »~ , CloudEvent= =
<

EFA T B 2 YI=E SA3F] 7S} oL
259 mEA 1T AFY

t}.

10.1.1.1.

235 Z71Z FA S A HolHE A 2B A A 2"l o= o Fsh= Zo]l FFU T

Elasticsearchi= Fluentd?] 21 Ho|H & Hlo|H AFA = Jd22 AN O ZH AU A&
shardse} 31 3= 27t 48 /|2 A Al &3t 228 3L o] 712 Elasticsearch 22 2~ H 9
Elasticsearch == A Eo] &4 v X1}, F A Zolgt= o] 59 shard A} S A st ==
ElasticsearchE 74 & 5 95Ut} Elasticsearch= ©] ¢ A] Elasticsearch == ol &4} ul) X] g o}
ClusterLogging A+ 4 o] 2] 4 2(CR)E AH8-31% sharde] 2] W42 x4 5l do|g FHAH Z
oo tf 3t 3] = e AL AT 5+ Y&t ClusterLogging CRe] ¥ & B A2 A8l thakst =1
TR RETS AT = dFUT

g 2 'l £ o] 7] ¥ shard 4=+ Elasticsearch H| o] E] == 429} ZH5U T

Red Hat OpenShift Logging Operator 2! —19]] ‘54t= = OpenShift Elasticsearch Operator:= 7}
Elasticsearch = =7} 1A 2E 2 A EFo] J= AFAH W EE ALEStd vl 2H =5 3t 2 Q9 o}
2} ClusterLogging AF&-# A 9] 8] 4~ 2(CR)E Al&3}4 Elasticsearch == &% =2 F IdasUd. &
E2A 74 #A9 18 AL Elasticsearch A H A & Fxs4 4] Q.
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Za

317184 Elasticsearch $t7 o= zt 2t A= & I 2E 9 Y+ H4 3719
Elasticsearch :==7} 2 g 3.

Elasticsearch 919 2o 2§51 RBAC(2] & 7] vt A = A o])E AHS-sh 7R &AL th @ 27 oA
E Aol F YUt FHAE RE a6 AN 2T 5 Qo QAR ZZAE ] 2 707k ol 4]
g

10.1.3. 71 &2

[ ]
Loki -4 24 %4
[ ]
10.2.
31
10.2.1.
10.2.1.1.
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https://grafana.com/docs/loki/latest/get-started/components/

107%.

=31
% 101
Ix.extra-small Ix.small Ix.medium

500GB/day 2TB/day

%= A2 (QPS) o] 29k ARE-hY o) 25-50 QPS (200ms) 25-75 QPS (200ms)

24 29 Sre=y 2 3

ZFCPULH 5711 ¢] vCPU 3671 2] vCPU 54 vCPU

Tz A 7.5Gi 63Gi 139Gi

ZFgx3 934 150Gi 300Gi 450Gi

10.2.1.1.1. A QA=) = API A}&3} A 9] 7] 22 & <]

LokiStack 7H o] W3 Folun 2 E APIZF @A A LH = AL opdytt.

CRD(CustomResourceDefinition

ApiVersion A gH

)

LokiStack lokistack.loki.grafana.com/v1 5504 x4+
RulerConfig rulerconfig.loki.grafana/vibetal 71& e H
AlertingRule alertingrule.loki.grafana/vibetal 714 =8 H

RecordingRule recordingrule.loki.grafana/vibetal

N
iy
[k
)
4
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RulerConfig,AlertingRule 2! RecordingRule CRD(A}-8-#} A ¢] 2|42 4 4)4 A}

{27« Z R 7l A&Y9UY. 7l ZE R 752 Red Hat =29 A AH| X #=F 7
2F(SLA) N A XI%J_EIXI oton 7|5 A0 2 A A o,g‘g 4= &Yttt watA _—ii@,/}ﬂ 3
AN AR SRS A& AYSA g olel @ /15 & ALg sk FF AF 7158 2]

o] o] &3 3= 9l o] 7]]m FRA A A 7% El]_/:_EOI-__ﬂ_ vewe Ay 4 dHFU.

Red Hat 7|& Z 2l 7159 A Wl dl g AAF U &2 7=
98 FxsHAA L.

IM

2| 715 A4

10.2.1.2. OpenShift Container Platform ¢ <42 A}8-3}<o] Loki Operator A %]

OpensShift Container Platform Z & 2~g o] 27 & A X5t 74 5le]d 371 Operators 4 3]l of
gyt o] Z¢le <) <& 2] Operator Hubdl A =3 & 4= J5Utt.

OpenShift Container Platform Operator= CR(A}- A A 9] 7] A 2)& Al&3lo] o Zg]Alo] A 2 &
T T LAE AHFTUY. =& FF9 —T““ 2 A4S CR Yol A AF&-AH7} Al 3§ Y o} Operator= 32
= A AlES Operator =2l £3H 2 A E 7|¥Ho 2 519 % F¢Yd o= W, CRD(AH8-#
Ao g 42 F )= CRE A 9stal Operator AHE-AL7E AHEE & e BE FAS YEd UG
Operators X513 CRD7} B4 5= CRS A A st dl AH8-gu .

A 27 A

AP = B AE 74 (AWS S3, Google Cloud Storage, Azure, Swift, Minio,
OpenShift Data Foundation)dl] o} A 23 4= 9141 t}.

Bl A gl YU

OpenShift Container Platform §§ & A4 28 = JdFU o

A =}
1.
OpenShift Container Platform ¢§ &< 2] %} 3} o] A Operator - OperatorHub = o]
FdUH
2.
7199==2 ¥¥ ¥ =9 Loki Operators ¢ g g1 t}. A& 7}°5 ¢ Operator 559l 4]

Loki Operator & =¥ gt 1:} A= 2934t
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o

ol

107%.

Community Loki Operator= Red Hatol|A] A3} &)

¢ H o] E A2 2 stable =+ stable-x.y = A& gt}

stable 2|22 H4 =27 de 20 g Hulo]EXt Al FF ). o] d &
o & Juo|E= ;q]J_ Hko Hm A H A9 YA 2L stable-x.y & WA o}
AU o714 xy = ARG 2 D vlojy HAS YeiUG. o & &9
stable-5.7 ¢J 1 t}.

Loki Operator= == Operator & 4] ¢ 23] o] 2 openshift-operators-redhat ol sl =
Holof stnz A2 = @ AXE Y2502 7t oju] A H o] gt o] ulg 25 o] 27}
obg 1 A% ol = 918l AP

o] U] g 23 o] 20]| A operator-recommended Z& 2F RUEHH ALE-S A9 .

o] §-412 Namespace £ H A E o] ] openshift.io/cluster-monitoring: "true" z}'8 & A3
3o} 2828 21U H o] openshift-operators-redhat U] 25| o] 2 & AP 3]
A o] AL dgdof .

ok

r&i‘
il

A

i

=
=

i

gulol= 9 o 4% A4F & A9 vk

AB2IHA 59 Aol g APE F9 A9 QA x| Operator v A& A}
43 F d= A dHolE Z2A2 AP YUY 52 Aeeo] Manual & 23| 232 5‘—11'
2 JHolEE FF5 o2 5lslof .

Operator — A X] & Operator = o] 53 t}.
openshift-logging Z2 A E7} Ae 5o Ql=A] gl

e EollA InstallSucceeded 7} £3HE =4 Sl A 9F Ho) @& Al AE T XA HEA
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stelgh o

Operatore= A7 &k557] Mo A9 Fej& A2 4= AUt} Operator 4] 7+
InstallSucceeded | A x| ¢} 3] 55 A Ho|X= A= Y}

10.2.1.3. ! &8 AHE-519] Loki R HAE A& 2] Bl AA

Loki R B A E 2~ €A & A5 RS AA3) oF @ ). OpenShift Container Platform
ZES ARSI Al ARES AT F AFY

A 27 A

[}
Bl A gl YHUTh

OpenShift Container Platform 9 <& A 2= 5= A5t}

Loki OperatorE 4 x| 3 &4 t}.

Az}
1.
OpenShift Container Platform ¢ Z<& 9] Az A #HdA IARE - A|AF O F o]
4.
2.
AR EFTL EZ0)A YAML ol A A=y
3.

access_key_id 2 access_key_secret Z =5 Al835lo] 15 AW D HF o] 5,4, AY
JEE AAste] LBAE 2R A E Aot A RS A AT AWSE th3 o A9
A AHEE U O

Secret 9 H A E 9] 4

apiVersion: v1
kind: Secret
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metadata:
name: logging-loki-s3
namespace: openshift-logging
stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wdalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

Loki Q HAE ~ &7

10.2.1.4. 9} 245 X183} LokiStack A1-8A A 9] gl &2 A A

OpenShift Container Platform ¢ &2 X183l LokiStack CR(A-8-A A 9] 2] 4&2)S AT
AU

A 27 A

[ ]
H A Aol AU

OpenShift Container Platform §§ & A4 28 = JdFU o

Loki OperatorE 4 x| 3 &1 t}.

Operator —~ A X ¥l Operator 3] o] X 2 o] ¥} R E Q262 g o

Create new =§t}-& 2204 LokiStack < A9 g}

YAML 578 A8 @ oh o8 92312 AL§8to] LokiStack CRE 414 S th.
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apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01'
secret:
name: logging-loki-s3 e
type: s3 ﬂ
storageClassName: <storage class_name> 9
tenants:
mode: openshift-logging

logging-loki 2}= o] &2 A& o

Loki vl ¥ 7] 2 Mg g,

20 2EA A ALHE A2 AZ T
A 2EdA 8 AR T

A Z2EZA ] 28R ZHX 055 AP AB] A5 S falA= &5
2EHA S et 28 A FH2E KPP} oc get storageclasses HH S A&
ste] Z 8 2Hol| AHE 75 2B R P22 U4ded 5 S

10.2.1.5. CLIZ A}-£3}<] Loki Operator A %]

OpenShift Container Platform 2] 25 7 & 4 x| 5132 7+A 5z 371 OperatorE A X] 3 o}
). o] 2H¢]-2 OpenShift Container Platform CLIo| A =3 8 4= &5t}

OpenShift Container Platform Operator= CR(A}-&-A A 2] 2] & 2)S AL&3le] o Z A o)A 4 &
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g 74 QA2 BTG, B2 £F9 7A D AAL CRU A AF&A 7} A 23 o). Operators 31
F XA 22 Operator :=g]o] 3¥ 2 Al S 7|uto 2 39 55 E%‘Oilﬂgg}qn}_ CRD(N &7
A o] gl &2 A o) CRE A 9331 Operator A& A7 AL23 4 J= 2 E AL YA}
OperatorZ 4 x5} CRD7} A4 5= CRS A4 3= © A2y th

A 27 A

[}

)& Aol AFUh.
[}

OpenShift CLI(oc)ES A X3 .
[}

A QD= LBAE G4 AT = AU o & E0] AWS S3, Google Cloud
Storage, Azure, Swift, Minio =+ OpenShlft Data Foundation{] 1] t}.

Subscription . B A E 2 A3},

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

charsion: operators.coreos.com/vialpha1
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat 9
spec:

channel: stable 6

name: loki-operator

source: redhat-operators ﬂ

sourceNamespace: openshift-marketplace

openshift-operators-redhat v g 23| o] 22 XA 3j| oF g}

©

stable == stable -5.<y&gt; = A3 = A A F}.

4
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redhat-operators = %] & g t}. OpenShift Container Platform & & 2€ 7} A| 3+&
Y EY (A Aol €7 8 2H)d A X H 739 OLM(Operator Lifecycle Manager)2 -
4w A4 = CatalogSource @ H A E o] o] 55 A4 3}

Subscription 2 VA EZ A 23]t}
I $ oc apply -f <filename>.yaml
10.2.1.6. CLIZ A}-8-3}4] Loki R B A E A~ &g x| o] Wl AA

Loki @ ¥AE 2 &2 xS 7452w 1ete A4 sl o gt OpenShift CLI(oc)E A1-&-3to o] =t
Ae A+ AU

A 27 A

[}
& Aol AFU .
[}
Loki OperatorE 4 x| 3 &4 t}.
[}
OpenShift CLI(oc)E A X ¥
Azt
[}
o BE e A ste] AFA 2 7] shdo] xgE e el mtS AT
$ oc create secret generic -n openshift-logging <your_secret_names \
--from-file=tls.key=<your_key file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>
3
A4o) AsE Qe At EE BEPI WS ALGFHAIA Q.
Z R
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I $ oc get secrets

Loki &

[n:
2
|m
[>

L=R= B

10.2.1.7. CLIZ A}8-31] LokiStack A8 A €] 2|42 A4

OpenShift CLI(oc)E A}2-35lo] LokiStack CR(AI&-A} A o] 2] 4 2)S AA

A 27 A

Bl A gl YU

Loki OperatorE 4 x| 3 &4t}

OpenShift CLI(oc)E A X3 .

LokiStack CR< A A g o}

LokiStack CR<]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small ﬂ
storage:
schemas:
- version: v12
effectiveDate: "2022-06-01"
secret:
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name: logging-loki-s3 9
type: s3 6
storageClassName: <storage _class_name> ﬂ
tenants:
mode: openshift-logging

Lokio] Z2 94 Q2 dH 26 AP = A7) $4-2 1x.ADDR 2 1x.medium ¢}

T~

27 Az AR ol F JP T

mlo
o
J
i)
L
i

2O AFZL AR

AA 2EFR 9] 2B R Za2 o]2S QAT A9 AL i B
2EAE 2Pt 2EA FALE AR FHH- oc get storageclasses £ A5}
ZH2Ho) A1 758 288X P22 YgdTd 5 dS5Uh

LokiStack CRS &3t}

I $ oc apply -f <filename>.yaml

o
ol\

A3 slal 8L A=l openshift-logging Z 2 4 E o] PodS 1} slo] A

I $ oc get pods -n openshift-logging

S 223 A 22 F4 840 dE o2 Pod7t ZA H =R gt}

o

2 o
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NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mnli82 11 Running 0 14m
collector-6c¢cglq 2/2 Running 0 45s
collector-8r664 2/2 Running 0 45s
collector-8z7px 2/2 Running 0 45s
collector-pdxI9 2/2 Running 0 45s
collector-tc9dx 2/2 Running 0 45s
collector-xkd76 2/2 Running 0 45s
logging-loki-compactor-0 11 Running 0 8ma2s

logging-loki-distributor-b85b7d9fd-25j9g 11  Running 0 8ma2s
logging-loki-distributor-b85b7d9fd-xwjs6 11 Running O 8m2s
logging-loki-gateway-7bb86fd855-hjhi4 2/2  Running 0 8ma2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2 Running 0 8ma2s

logging-loki-index-gateway-0 11  Running 0 8ma2s
logging-loki-index-gateway-1 11  Running 0 7m29s
logging-loki-ingester-0 11 Running 0 8ma2s
logging-loki-ingester-1 11  Running 0 6m46s
logging-loki-querier-f5cf9cb87-9fdjd 1/1  Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 11 Running 0 8m2s

logging-loki-query-frontend-58¢c579fcb7-lfvbc 1/1 Running 0 8ma2s
logging-loki-query-frontend-58¢c579fcb7-tjf9k 1/1 Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 11 Running 0 46s

10.2.2. Loki ¢ B A E ~E2]x]

Loki Operatori= AWS S3 2 Minio 2 OpenShift Data Foundation 7} 722 7]€} S3 33l o B A E
AAZAAE AYFYth Azure,GCS 2 Swift = X1 ggt}.

Loki 2~2E 2] X o] 4735 += nomenclature:= logging-loki- <your_storage providers ¢/ 1]t}.

0o ¥ 7 2584 Aol U3 LokiStack CR(AHE 2 A 9] @ 22) We] 3 g2 BolFuth

A @ W82 2B A FEAY] AAS FEsHAA L.

310224123 Fd wE F=x

2EZA TEA wek9 @
AWS s3
Azure azure
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https://aws.amazon.com/
https://min.io/
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://azure.microsoft.com
https://cloud.google.com/
https://docs.openstack.org/swift/latest/
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rEelA THA w73 3
Google Cloud gcs

Minio s3
OpensShift Data Foundation s3

Swift swift

10.2.2.1. AWS 2 E 2 %]

A 27 A

[ ]
Loki OperatorE 4 x| 3 &4 t}.
[ ]
OpenShift CLI(oc)E A X g
[ ]
AWSol| 12) & AT
[ ]
AWS IAM 4 2| 5 1AM A1-84-2 A4 %1 o
A7
[ ]
02 W< A3 ako] o] logging-loki-aws = A18-3ko] QHAE 2B A AL A
Ao

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literalzendpoint="<aws_bucket_endpoint>"\
--from-literal=zaccess_key id="<aws_access_key id>"\
--from-literal=zaccess_key secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.2.2. Azure =€ 3] A
AR 2 AL

[}
Loki OperatorE 4 x| 3 &4 t}.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based

[}
OpenShift CLI(oc)ES A X3 0.
[}
Azuredl] W7l & AAAAFUT-.
A
[}

oS W& S 23 3te] name logging-loki-azure £ A1&3le] S BAE A EF R A8

A=

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>" \ ﬂ
--from-literal=zaccount_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

A A== 37 788 AzureGlobal,AzureChinaCloud,AzureGermanCloud =+

AzureUSGovernment ¢4},

10.2.2.3. Google Cloud Platform 2= & &] %]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)ES A X3 .
[}
GCP(Google Cloud Platform)d] == 24 E = A A LU}
[}
T ZRAE B 7l S AAAFU
[}
GCP 21352 ¢l8ll Y3 T2 A E o Xu] 2= A RS AR FUL.
A3

107%.
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https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blobs-introduction
https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/storage/docs/creating-buckets
https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account
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GCPolA =213 Mu| 2 AA 2F F K E key.json o|2= o] AL O
o BB S A3t o] 5 logging-loki-gcs & AH8-3le] Q HAE ~ER]R] A2 S A4
=1

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

10.2.2.4. Minio 2& 2] A

A 27 A

[ ]
Loki OperatorE 4 x| 3 &4 t}.
[ ]
OpenShift CLI(oc)E A X ¥4
[ ]
Minio 7} 221 =8 vl £ o] FU}.
[ ]
Minioo] #2144 1o,
4
[ ]

2 9 #H S A3 sle] name logging-loki-minio & A183le] S HAE ~EA A|TAL

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=zendpoint="<minio_bucket_endpoint>"\
--from-literalzaccess_key_id="<minio_access_key id>"\
--from-literal=zaccess_key_secret="<minio_access_key_ secret>"

10.2.2.5. OpenShift Data Foundation =% 2] %]
AR 2 ALY

[}
Loki OperatorE 4 x| 3 &1 t}.
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https://operator.min.io/
https://docs.min.io/docs/minio-client-complete-guide.html

OpenShift CLI(oc)ES A X3 0.

OpenShift Data Foundation & wj 3 1o}

oBAE ~E X = 935 OpenShift Data Foundation 22 2H S 7A A5t}

openshift-logging 4] 9 23] o] 2~ ]| ObjectBucketClaim A}-8-#} A 9] | A2E A

apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:
name: loki-bucket-odf
namespace: openshift-logging
spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io

e B3

mlo

A3y st 7+ ConfigMap L B A E oA vl7l £4& 7HA Yo

BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOSTY}')
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_NAMEY}')
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORT}')

R ER L EREEPELE REUP R B ER S EREIEE

mlo

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath='{.data.AWS_ACCESS_KEY_ID} | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath='{.data.AWS_SECRET_ACCESS_KEY}' | base64 -d)

e W& S A3 sl logging-loki-odf 2t= o]0 2 QHAE AEg R A2

U,

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key id>"\

107%.

Ag}\ t;iﬂ
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https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.14/html/managing_and_allocating_storage_resources/adding-file-and-object-storage-to-an-existing-external-ocs-cluster
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--from-literal=access_key_ secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

10.2.2.6. Swift ~&E 2] #]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.

[}
OpenShift CLI(oc)E A4 X ¥4t

[}
Swiftol 121 < 44 AHY .

3] ;‘(]_

[}

o W32 2ty o] F logging-loki-swift & 183t @ BAE ~E R A 2L A
AU
$ oc create secret generic logging-loki-swift \

--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>" \
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"

[}
deHoz g BY L AYste) 2AEW gojE, A FE & 32 AT 5 &Y

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>" \
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
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https://docs.openstack.org/newton/user-guide/cli-swift-create-containers.html
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--from-literal=project_name="<swift_project name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

10.2.3. Elasticsearch =1 A &4 nl| £

OpenShift Elasticsearch OperatorZ A}-8-35}<] OpenShift Container Platform Z] 2 gl W}
Elasticsearch 2 17 A Z A S W] X & 4 Y&}

Fx

OpenShift Elasticsearch Operator= ] o]/ Al 85X gtom 35 | XoA A A
2 A YUt Red Hatd A d X gfo] ZAto]Z ¢t o] 759 digk vl 3 9
A& AFA T o] 752 9 o] F /A AFSES wHA] ek o} OpenShift Elasticsearch
Operators A}-§-3te] 7] & 2 ~2& 2] A& #&] 5= dl4l Loki Operators A& 5 2
U

10.2.3.1. Elasticsearche] ~E 2| x] 118 A&

z} Elasticsearch vl £ 7 A o= o 5 o] ¥ 2 ). OpenShift Container Platformol A &
PVC(d+ EF S8 Y)E AH o

JF 2EFR ) 24 BFL AHL3E= 79 LocalVolume 7] A o)l A volumeMode:
blockol] A A AA] £ EFS AH8-31A vl Al 2. Elasticsearch= 94 £8 552

e 5 dgh

OpenShift Elasticsearch Operator+= Elasticsearch 2] &2 o] §& Al-83}o] PVC9] o] 52 AAF
Yrh.

Fluentd= systemd #d 2 /var/log/containers/*.log ¢] =& =1 & Elasticsearchl| #| 33t}

Elasticsearcholl = ti1 2 {3 22 3 517] A8 & =7 Do vl 227 S&3)
A gom SHdA Ut o] FAE BA S fEE A o) = vlolE FE ARSI ALE Ths
d 2EA &7 o2& FTEYH.

718A o7 28R &%Fo] 85%2 ¢ Elasticsearch= A o€ E o] d3sl= AL FAFH
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1:

Y}, 90%0l A Elasticsearch‘— 7}53 A9 7]1= shardE sl G == oA D}% 2 A XU 1
U AFE 7153 £ 3Fo] 85% 1ot u] =t of o § AEF R 7o) = 7S Elasticsearch= A] 91
g2 Qds 7l—ro}_' RED7} g4 t}.

o] vre QEnta g =& YHula g2 A A L 2ol A Elasticsearch 7] 271
Ytk ol 23 71 2% S A e 7 AFUth A7t 5L 71252 AR SR A Aol A
olF % S WAE + s

10.2.3.2. § &£ 2 A18-31¢] OpenShift Elasticsearch Operator A |

OpenShift Elasticsearch Operatori= OpenShift Logging<l A& =+ Elasticsearch &2 ~HZ
AR s e g o

A 27 A

[}
Elasticsearchi= v 28] & @o] A48} o Z2] A ©] A d Y o). ClusterLogging A}-§-# 3
o] glA 204 g XA 3A 2= 3t 7t Elasticsearch === v 2a 93 2 A3 254 F
2 16GB¢] W] 2] 7} = 8 P}

% 7] OpenShift Container Platform ;== 4] E = Elasticsearch 22 2E = A 3}7]o] &
9] A &S F AFUG. A3 vl o] Fel A 7—} Elasticsearch == ] i3] 3o 64GB7}
x| A3 o}'vf]‘?i OpenShlft Container Platform 28 2 g d] ==2 Z7}3)]oF Tt}

Elasticsearch === Y2 v g Ao 2 AEst 4= x|t

A ey

[k

294 §70E A4

r 0

Elasticsearchd] 2 93t o = 2 €@ X 7} 9 =X &<l ). z} Elasticsearch ===
AA 2E2 A BFeo] .

VT =B A 22 E5S AH8-8h= 43 LocalVolume 7] 3] o A
volumeMode: blockol] A9 € S AL3HA] vl A 2.
Elasticsearch:= 94| £5 252 A8 5 g5

288



)

ol

107%.

X meolA Fe2H 9 RE Y dsde] 2 7 Adso] A SAFh

A 29 Y] Y 25 o] 20| 4] openshift-operators-redhato] A& o] =] 821§ }.

openshift-operators-redhat v ¢ 23] o] 2= x| A 5]l o} g t}. openshift-operators v ¢
27 o] 20 A& 4 9l Community Operator7} £3+2 4= 2121, o] 2 213 OpenShift
Container Platform R ¢} U3 o] 59 N ZE AANT F Qo FEo] WA

o] Y] ¢ &3 o] 20| A Operator 87 S| 2F RUHY AHES A9 gyt

o] &4-2 Namespace $© X 3] E o] ] openshift.io/cluster-monitoring: "true" 2} 3 44
. Z82H 21U HH o] openshift-operators-redhat J] g 23| o] 25 23 P == 517
W o] FHE A9 o .

stable-5.x € QH ol E Q9= A3},

25 AL A1-431A Operator A ¥ A o] Z=8]2 1 OLM(Operator Lifecycle
Manager)o] }5 2 2 Operatorg | ES & AFUh

Operator — A X] = Operator 3] o] x| 2 7 35}« OpenShift Elasticsearch Operator7} 4
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AR QA FAF

e 7 A2l B E Z 2 A E o] OpenShift Elasticsearch Operator7} Y& 5 o] JJ+=4 &

10.2.3.3. CLIZ A}-&-3}o] OpenShift Elasticsearch Operator A X

OpenShift CLI(oc)E AI-25lo] OpenShift Elasticsearch OperatorE 2 X 4= &4t

A 27 A

[ ]
Elasticsearchol] 2 2 3 97 2E & X7} Q=X 2 g}, 2+ Elasticsearch ===
AA 2E2 A BFeo] .

Elasticsearch= vl 28] & 2] Al&-3l= A S Aol GU) 7124 2 2 OpenShift
Container Platform& v 2 2] 23 2 A sto] 16GB<l 3 7l 2] Elasticsearch ==& A4 X3 t}.
o] %7] 371 2] OpenShift Container Platform == A E o] = & 2] 2 ¥] U] o] 4] Elasticsearch=
AdYst7]o FE MR 1S  AF U Elasticsearchel #AH d v 2 2] 4|7} $A 5l+=
AL 71 =9 Mr g = 58+ g4 e 2¥ o Elasticsearch ==& t] 3715 o).

Bl A gl YU

OpenShift CLI(oc)7} 2 x| 5] o] 91Ut}

Namespace 2 2 A EE YAML < =2 A3

apiVersion: v1
kind: Namespace
metadata:
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name: openshift-operators-redhat ﬂ
annotations:

openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

openshift-operators-redhat v] ¢ 25 o] 2 & XA 3 oF P}, X x99} 55
) 3}2 A openshift-operators ] ¢ 23| o] =7} 0}‘4 opensh|ft-operators-redhat | N1
Ho] XA X EE 2T E= Prometheus F 2] 2F ZUEHY 268 AT
openshift-operators Y| 2 o] 2o AF 3 4= Qe AFYE Operator7} £32 5= 9o
o X E o} FAT o] Fo] A XLE AASHH FEo] AT

229, 282 2y E] 2] o] openshift-operators-redhat ] ¢} 23| o] ~ & »~ =3 3}
=5 33 H ZAE o] gol&S Ao .

2 9 #H S A3 sle] Namespace S HAE

i

SRS ARLE
I $ oc apply -f <filename>.yaml
OperatorGroup 2 2 A EE YAML 3 & A AT .

apiVersion: operators.coreos.com/vi
kind: OperatorGroup
metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ
spec: {}

openshift-operators-redhat v g 23| o] 22 A A 3j| oF g}
oS W& S 23 3te] OperatorGroup S B A EE # .83t}

I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operatorol 4] ¢} 23] o] 2 & A H. A3 Y& Subscription 2 5
A e =2 AAsh ).
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EEEETERE

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ
spec:
channel: stable-x.y 9
installPlanApproval: Automatic 6
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

openshift-operators-redhat ] g 23| o] 22 A A 3j| oF g}

stable =+ stable-x.y & MY = AAFU) oS F31 ALFHS A 2344 2.

Asoz A WAL LS 5 AL
OperatorE zA52 =2 qjq] o]ET 5 ¢
s<Us

A7} Operator JH| 9| ES of

S u] OLM(Operator Lifecycle Manager)©]
U 55 A E 23 A3 Jus 7H ALS
Yt

o 30 32

redhat-operators = %] 4 g t}. OpenShift Container Platform &2 2 € 7} A 3+¢
Y EYI(AZA £7 S8 2H)o A X A5 OLM(Operator Lifecycle Manager)2 +
dg v A’d 9 CatalogSource 2 B A E 9] o] 55 X gt}
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stableS A std ¢+ A A HA el A vdo] APt
installPlanApproval: "Automatic” 3} §7] stable & A}-8-3}'A Operator7} <4
A HA Wo]A] & wio]q A A= AF Yadel=gdYrh

stable-x.y £ A4 shA 54 F2 D29 A vio] vido] AX P}
installPlanApproval: "Automatic" =} g7 stable-x.y & A}-£8-3}H Operator7}
Fo 2= UoA A A HA violy A% A5 dadol=d Yyt

v
o
of
ot
o
i

Pate] Hu2aYAS 4P
I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operatori= openshift-operators-redhat ] ¢} 2] o] 2~ o] A %]
3 2269 7} T2 A s AU

e uye A

filo
=

Yt

I $ oc get csv -n --all-namespaces

2] & #3512 OpenShift Elasticsearch Operatore] Pod7} Z} ] ¢ 25 o] 2~ 0] A +=A]

%9 o
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.7.1 OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
kube-node-lease elasticsearch-operator.v5.7.1 OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
kube-public elasticsearch-operator.v5.7.1 OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
Kube-system elasticsearch-operator.v5.7.1 OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
non-destructive-test elasticsearch-operator.v5.7.1 OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
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openshift-apiserver-operator elasticsearch-operator.v5.7.1 OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.7.1 OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded

10.2.4. 21 2 E& A 74

ClusterLogging AH&#t 4 9] 2] 2:2(CR)E F4 ste] ZRolN AHg st 21 2EaA §32 74
@ 4 AHu .

A 27 A

[ ]

a2 Aol YU Th
[ ]

OpenShift CLI(oc)7t 4 X 5] o] 11t}
[ ]

Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l Wi 21 %%
25 AAJAFY

ClusterLogging CRS A A 35Ut}

3

OpenShift Elasticsearch Operator= 1 o] Al 5 X ko] g5 2] 2oA] A A
2 d A3 Jtt. Red Hat2 A X gto] ZAto]F F<t o] 7[5l dig v 74 9 A
A& AFA T o] 752 9 o] F /A AFYES wA] ek o} OpenShift Elasticsearch
OperatorE Al-8-3ta] 7|2 21 2 &2 X & #3] 31= dl4l Loki Operators A8 4= ¢
4t

ClusterLogging CR logStore A4S A 3.

ClusterLogging CR i
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> G
lokistack: @)
name: {}
#...

23 AALE FFE XA FY . lokistack =+ elasticsearch ¥ 4 954t}

Elasticsearch 21 |74 st A& 3 74 AU

FE 232 AQ UL ol g
ZeroRedundancy,SingleRedundancy,MultipleRedundancy %=+ FullRedundancy ¢ 4
AUt

LokiStackel] st A&l & A 24t}

LokiStack2 =1 A 4= X4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance
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namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

thS 43S 233t ClusterLogging CRS 283t}
I $ oc apply -f <filename>.yaml

10.3. LOKISTACK =21 A 74 4

7 A A oA LokiStack 2 OpenShift Container Platform <13 32 A}1-83}9 Loki el «;2] =2
27 A9 232 e Y. LokiStacke] = = A]= OpenShift Contalner Platform ¢1=2& A&
HE HAA S LU Loki = /M8 A QA TEE ] (A4 R 23 AF4AE vVepd o

10.3.1. cluster-admin A} 8z} A& o] A 15 AA

cluster-admin A}-8-212 of ] v 25 o] 2o UG o] S A o] 215 APt
o714 28 2He RE vYdaol2 A= 512000 2 e F YUt 48 2717t R
70 (XXXX > 5120) @ 771 A A5t LokiStacke] 219 3 AA A S B} & 73]
© 2 Ao]sta] A cluster-admin A&-2}1& cluster-admin 2o wulg M;g St}
cluster-admin 2E80] 9= A$ G 252 WA 2 Y= AL AE F71384 .

& ol wet cluster-admin A gel 9 AHEAE 918 A 2H2 AT

ohe 3R e gFstel A 1F S AT

I $ oc adm groups new cluster-admin
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ol
ol

Oa %3S dEsid &

1= AF2-AHE cluster-admin 2 &9 F71gH o}

I $ oc adm groups add-users cluster-admin <username>

3 492 9835 cluster-admin AH-8-2 9 &8 179 F71gY ).

aa= =N T

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

10.3.2. LOKiE A} 83l 2EHY 7|ul »nE A 35

T o

27 WA 56014 AgHE 21 2EYL /o nEJAS 7T F dgUh oA S 73
eHdEg AR og BE 5 448 + A& 5 o 74 A5 BdE F3o] =W 75
oroll A g-guth.

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' G
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
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type: aws
storageClassName: standard
tenants:
mode: openshift-logging

FERZIOZEH YT REAZHAS AAF UG ool = QHAE A &R
o AAZH 2190 RE 7|7¢ol = G3FL v XA LHUT)

2]

o] BZo] CRY| F719H Z2HoA o] @A4sg Ut}

27 2E9 < Aot i AL HE LogQL 2] & g ch

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants: @)
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' 9
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
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10.3.3.

size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

HYEd nE QAL AR T fES HY

21 2EHS A5k vl A5 = LogQL 2] & =

LokiStack CR& # &3} t}.

I $ oc apply -f <filename>.yaml

Fx

AR 220 nES A

9
H239 ZEH REJ|ZIE 2HAE

Loki &= A g o 7 £A4| sl 2

ez FAEU.

27 4G APIOIA S5 A @2 2sHe dFE AA 222 Lokiz ddadl Lokit 4=
(429) @ 75 A4 I

o2l
2723
A% A

= A

# QFE P4A AF Fo AP F A&Uth AT S olvl AR 27k Uk
Aot 5 SE AT 27

F7tgH 2P0 7E 22 JES EF
EAF7MEETHF SR ATEYG o
L7t ddYn

7= w7t A% 4

e R U o o s ) R

107%.

= fge o Eeel A, A R A
ES DL
& Zlo] ohgUth A Qs Al 309 Fke] A7
26
=& AD
Zel g

AR S Sle o
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&% A@ 977k A% A 25 LokiStack CR(AHEA H 9] 21 42)2 +4sto] EAE dlde

LokiStack CR& Grafana 3 28] Lokidoll A A}&& 4 ¢4 Ut o]= Grafana 328
Loki A wj ol = & &4 e¥uth,

=7

300

A

Log Forwarder API:= 215 LokiZ A3 =5 7Aoo JH5UH.

A zdlo) A 2MBR.T 2 WA K] 252 Lokiz Ryt o & So] &3 g&urh

"values":[["1630410392689800468","{\"kind\":\"Event\" \"apiVersion\":\
\"received_at\":\"2021-08-31T11:46:32.800278+00:00\"\""version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\""2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJkZjltNjYOMCOOYWU4LWIWMTEtNGNmM2E5ZmViMGU

4\"\"log_type\":\"audit\"}"]]}}

oc logs -n openshift-logging - component=collector £ & slA g 2Ho 37 =
a0 g5 27/ WAA F shvrt 234 o] TAH YO

I 429 Too Many Requests Ingestion rate limit exceeded

Vector 2 & AR 9] o

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.
error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true

Fluentd 2 & v X A €] ¢
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2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

| & 7€ 74 EHox A PUd. 9 £ Eof LokiStack ingester Podoll A o3& 43

Loki ingester @ & w X x] 9] 9

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =& ¢ d o] E3 .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize ¥ =+ vl £z} 54|

g A 228 S5 A4S 2718 MB2
ol g ol g = AFAUT o] g2 @A F

Al @A dAAEH= A 22 372
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A A3} ingestionBurstSize Rt £ ¢ @ J 2 385 A g5

2]

ingestionRate 2 == _724_ 9 A=) Hu F(MB)o| st AZE APt =
2 8] &) A 243}% EE A S/ EASA N 7= 22E A A=

Ut & B+l 11] gty T} & 2_ AHEA A QY Qo] Al 2|S Bsty @ B} a9y

10.3.4. 71 gl &~

°
Loki 74 8.4 ¥4

Loki 7 2] <1o](LogQL) #4]
Grafana ] A| .= &4
Loki 28R A7) v} EA4]

10.4. ELASTICSEARCH =1 A4 4

Elasticsearch 63 283t =1 Ho|H & A Z3staL 74 + AFHh

Elasticsearch 2 & 2 g 2] 2E & X
AA BAANA EA QS7HA S8 2H 9 Holy =t 7t shard 5]

Elasticsearch d o] g o] O] 3 9] 5L o 4]~

10.4.1. 20 2E3 X 34
ClusterLogging A1-§ 4 4 9] & £2+(CR)E g ste] 2RI A At 21 2884 #3274
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107%.

e

% &t

A 27 A

[}
A A Ago] dFHG
[}
OpenShift CLI(oc)7} A X 5 o] Y&t}
[}
Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l Wi 21 %3
25 AAAEFUL
[}
ClusterLogging CRS A3 &4t}
3
OpensShift Elasticsearch Operator= t] o]’F A1 85 A] et on 35 L] 2oA A A
2 A YUt Red Hat2 A de] X glo]ZAto]Z <t o] 759 disk vl 4 9 A
A& AFA T o] 752 9 o] F /A AFSES wHA] ek o} OpenShift Elasticsearch
Operatorg A-§-3te] 7|2 2 2 &2 A& @& 5hi= 4] Loki Operators AH8-& & 2
sy
A=}t

ClusterLogging CR logStore A4S A 3.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
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redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#..

23 AALE 73S XAFY L lokistack =+ elasticsearch ¥ 4 954t}

2]

Elasticsearch 21 | 4o gt A& 3 74 JAAY.

©

FE 43S AR TS o e
ZeroRedundancy,SingleRedundancy,MultipleRedundancy -+ FullRedundancy ¢ 4
AU th

L4

LokiStackel] st A& & A 24t}

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...
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2 Y32 43 35}o ClusterLogging CRE 2 &3t
I $ oc apply -f <filename>.yaml
104.2. A 208 2 AZLEZ AG

7187 o 2 OpenShift Logging2 A} = 2 Y] { OpenShift Container Platform Elasticsearch
22 ARG 20 AFSA FHUh ol F o] Kibanaol A At 218 2 4 JES o] 2 AF47 7
AFRE BRE F dFYT

o E Eo] KibanadlA] ZA 222 B7] Q& Z4A 222 7|2 Y4 Elasticsearch 21 A& 42 B
Uld A 21 AgG APIE AFg3loF gyt

U] i OpenShift Container Platform Elasticsearch =1 A 4= A 215 $%
y‘o]- 2EIRAE A ZLSA SSULH A 28 AGSH= A AdHo] A W AY 3AC
Fotal SutEA Bo =R g1 Y T 2L olfq 3 43 S £55HA U

Log Forward APIZ A& 3] ZHA = 22 Y|} Elasticsearch Q1 2EH 22 AGsad oSS 3
.
1.
ClusterLogForwarder CR @ HA E £ A o] 5t= YAML 3 & A stAY AJF o

g2 ] 1 Elasticsearch 21 2€122 B Y= CRE AA Tt} L oA
E M7 sHA] &3 1g| 2 A F AFY L

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines: ﬂ
- hame: all-to-default
inputRefs:
- infrastructure
- application
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- audit
outputRefs:
- default

ol
=

)

of

o]zl XA H &8 S A%
g2 2 7E )} Elasticsearch <128

S h s R R

23y

[
2

sho] satelo) A of Z2 Ao 4, QA e} ul 7habe] Al 744 fR o] RS
5 A gsof FUTh 27 K3 AP SH o dF 2t AgEA &

3 EAEYT

7] ClusterLogForwarder CRo] 9= A9 74X} 219] 718 &3] glo] Tl S F
ZHHU 718 288 Aod a7t U & S0 a3 25Ut

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch”
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- hame: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
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- elasticsearch-insecure
name: audit-logs
inputRefs:

- audit

outputRefs:

- elasticsearch-secure

- default ﬂ

o] sfo]ZE}el 2 QK ol ~El A9} 7 U KL Elasticsearch Q1 2l A2 7Ix} &
a5 2yt

104.3. 21 RE A7 A
718 ElasticZdM 22 AF A7 =el 23,38 220 20 Y AAL 200 Al 7HA] 22 98 7}

S
Zpol U@ A A S Bk A AR HE IS D F AT

BE A AL A3 A ClusterLogging AH&-#F A o] 8] A 2(CR)dA Z+ =2 429 dj3] maxAge
/| HSFE A3 ). CRL Elasticsearch £ 9 6] 2A|Z o) o] 2] g 312 & 83} Elasticsearch7}
EoHHE JAI2E A 8= A 71 & 2R FU -

7t b =7 5 st ¢ ] 514 Elasticsearch= @Al Q19 A& o] 5313l A Q19 A& A A3
[e]

<14 27} Elasticsearchh CR<] rollover.maxAge 2.t} ¢ # = &1}
oldl > =7]7} 40GB x 7] & shard =¥t} S}
oldl A B 427} 40960KB x 7] & shard 1.t} 1},

Elasticsearch= 4 ¢ & A Ao w2} 2 oW QI 25 AAIPUG. 22 220 g HEH
AL WASA gow 7|BA o7 7Y Fo| 27} AHAI P Y.

307


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/logging/#log-forwarding

OpenShift Container Platform 4.11 27

A 27 A

Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A X] = o]
o] o g,

A3}

23 8E AL TS g FY

retentionPolicy vl 7] & F7}351A v 44 3te] A ClusterLogging CRS A3 3 o

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

Elasticsearch7} 7zt 21 228 {A|8)oF sl A1+ AR AU Th A5 R A7 AA
< AHFUHEF(W), AZHWH), 2(m) 3 2(s)). & 5] 192 1dQ ot maxAgeri ot
oA 2= APt 7B F oz 2= 7Y S FA P

Elasticsearch A}-8-2} 4 ] 2] &~2(CR) A AA S 3T + A5

o] Red Hat OpenShift Logging Operator7} 8A] 7tujt} Q1= 2 70] &4 QA d A
= = ARl xTE BE ZA S 4 3517] 913l b Elasticsearch CRS- i Hl o] E
3, 29009 QU= o1 F 790 XA A4 Y t}. OpenShift Container Platform2
158 vt Qe 28 2 o ualof stA st

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
metadata:
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name: "elasticsearch"”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:

minAge: 7d 9
hot:
actions:
rollover:

maxAge: 8h
pollinterval: 15m

REAAO 7} 27 220 3] G 220 225 2452 E 21T A 7|12 e
Wy

2]

ol

OpenShift Container Platformo] & ¢ v H Q9 A& 2]
ClusterLogging CRol| ] 274 3 maxAge] Y t}.

]_

fr
o
o
L
{7
o
flo

©

olgl ~ 2 2 o w3 u] 1273 of & OpenShift Container Platforme] 219 = =1 9]
Yt} o] -2 ClusterLogging CRoll 4] 44 3t maxAgedil ] 24 g1}

L4

OpenShift Container Platformol 4] Q€| A2 2 0 W 3| o} 3l =X] &elate A-$ o]
AL 7187kl WA & YFU

Elasticsearch CR +3 -2 A=A gFUth. RE FFo it RE WAL
ClusterLogging CRol A 4=3) 3} oF g} t}.

OpenShift Elasticsearch Operator:= Cron #¢] & ul) 3} 32 pollinterval = o] 2kt 4 o] €
QA ol wpe} 2t vl P o] Qe as AT

I $ oc get cronjob
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29 o
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <hone> 4s
elasticsearch-im-infra */15**** False 0 <hone> 4s

10.4.4. 23 A F 20| g CPU Y v 2 @3 1A

7} A QA AMSS 538 CPU E w2y @ S AT 4 95yt OpenShift Elasticsearch
= AT I+ s

ol
lo

Fx

U+ 5 28 2o A Elasticsearch ZZA] Zg o] 9] 7|2 w2 g Ao 2 =83}
A &S F Jdornzg ZEA Aol sl OOMKilled= gt} o] A7} &A 1A
Elasticsearch ZZ Ao tjsl v 2 2] @ 4 9 A|3FS =HY).

7} Elasticsearch === ¢ Yo g Aoz =3 3 QX gt T2 v Lo = RS R &
Uttt 2294 859 A% 7t Podd 7] & 16Gi o] A}o] &35 o] ojof ). 7132 PodZ Hdj
64GiE & 33lof .

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HFTd.

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
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spec:
logStore:
type: "elasticsearch”
elasticsearch:ﬂ
resources:
limits: 9
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

9 g o] u}z} Elasticsearchol t)d CPU 2 w23 232 AUt} o] 3L v ¢
S OpenShift Elasticsearch Operator7} tj -2 9] ulj ¥ o] 3 7|2 zlo 2 AA g
o 71232 M2 83 A 16Gio] 52 CPU 23 Al 194t

2]

Podol A A18-3 4 Q& A 222 FY,

©

PodE dotsle o o3 F4 B a2YUT,

L4

9 9 o)) u}z} Elasticsearch ZZA]o] g3 CPU 2 w2 2] 2 S AAFUY. o] 2
H] ¢] =™ OpenShift Elasticsearch Operator7} o -2 9] v 3 o] 23 7] 2zkS A AT
Uk 71238 b2y 23 A 256Mio] 32 CPU &3 A] 100m<Y Y},

Elasticsearch vl 2] 2 =3¢ vl 23 % A# w0l FAF < AHgalok gk

dqF E°l 534 25U
resources:
limits:
memory: "32Gi"
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requests: g
cpu : 118"
memory: "32Gi"

B aze] Ay 27 YU

FHEAE durd o g e AL F5311 Elasticsearch7t A3 € A 32 A8l & 3] 83514
% Uth requests 2 limitsoll tjall Y g 7S A5 =0 ALS 73 vl 22] 7 vk 71 5t
3 Elasticsearch7} 93&t= W] 28] 2 A2 4= AU

10.4.5. 22 A g 2o B3t B2 A3 74

Elasticsearch shard7} & 28 2] Ho]g =Ed] A H = vbd L Hojs 5= &5

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

openshift-logging 3 = 3] & o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E AT d.

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ
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shardo] st &
.

oX,
)
tllo
X
oX,
o
v
£
g
o,
>
o
tllo
X
o}

st w7 Abgte] 489y

FullRedundancy. Elasticsearch+= 7z} Q19 * 9] 7] ¥ shardE = & H|o|f ==
o] $HA3] BEAF U o] ¥y ko] M AT Q9 T) 23 o] 7HF WAL
5ol 7P YU

MultipleRedundancy. Elasticsearch= 7} Q149 2 9] 7] shard& H|o|H ==
ol Awto g b3 BAIFU o] 2 kA A5 Aol o] #3@ o] duT

SingleRedundancy. Elasticsearch= 2z} <19 2 o] dj3l] 7] & shard<] A} 3
U= WU F 7l o3 ol ==t EASE @ G ZEAEAETE F I E
T8 F dFUG 570 o] 39 ==& AH8-3t= 7§ MultipleRedundancy 2.t} A 59]
FdHYth. @< Elasticsearch :== v o= o] & A& 5 flayth

ZeroRedundancy. Elasticsearch= 7] 2 shard?] A}22 wr=x] 5T =
7 HAY Adste B¢ 25 A S F AU 2t EL4E F AsU . ¢
AR Aol ¥ F23AY AA 1 2=A/PVC M Y/EA AS I F$ o] =
E Mgy

g 2 &l £ o] 7] ¥ shard 4=+ Elasticsearch H| o] ¥ == 429} Z+5U T

10.4.6. Elasticsearch Pod =4~

Z 2 ~H A Elasticsearch Pod & Z°|¥ dl°]¥] &4 E+= Elasticsearch 35 # 371 2T

% %t

%43t A9 Pod=E 3t Wlo] sl 43131 Z 8 2HoA shardel B 2o #3L A 2
Z 9 o]of gt} Elasticsearch €] 7} green® & Zo}71A t} & Podoll A 543 5 A5
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3

Elasticsearch 2] =¥ 7} ZeroRedundancy = 24 ¥ 71 ¢ Elasticsearch PodE =
284 E g AU

10.4.7. 2 A A 4o g J 3+ 2E2]| X 74

Elasticsearchol = 9 7 252 A7} @ @ 3t} 2 E e A 7} W-Z<= Elasticsearch A 50| ®z}3
Yt

%g

Lucene& NFS7} Al 331A &= 9 |28 =228 x18312 = Elasticsearch
2EZ A= NFS 2E2 A & EF = 7 EF(E= Glusters} 72 NASS
Fal)o 2 A3 4 gl HolH £4 2 78 2A7F 24 ® & .

A 27 A

[}
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

ClusterLogging CRS |3 sto] E2]2H 9| ZHH ol =71 9+ EF Sl vl 3+
=5 AZdUq.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"
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o] dlolq & F&2H ¢ 7} "lol¥ =7} AWS General Purpose SSD(gp2) 2= %2 A "200G"E &
Fohe 97 EF U vIdHE =S A

%

Fx

QI 2EFR ) 24 BFL AHL3E= 79 LocalVolume 7] A o)l A volumeMode:
blockol] A A AA] £E5 EFS AH8-31A vl Al 2. Elasticsearch= 94 58 55 &
AHSS & glsy

10.4.8. emptyDir 2E & A o] )3 21 A F 4 +A4

emptyDir2 21 A 49} §H7 AF&-3HA YA vl 271 WA 51 A A2 A] Pode] & HolE 7} &4

S

Fx

emptyDirg AHS-& w] 23 2E X7 A Al A 7 Ae| 254 dlo| g7 =44
U4

A 27 A

Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

emptyDirS x4 3}2] ¥ ClusterLogging CRS A vt}

spec:

logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

10.4.9. Elasticsearch 23 Z & 2¥ A A Z 3

elasticsearch 74 W == elasticsearch-* v & A& WA S v E7 AA 2L =3}
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¢t Elasticsearch Pod7 A3 5= = =8 Al Ga)of sl= Ao 23 AA Fo] AdF Y.

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} 3 t}.

A%
2" E 29 AAFsEE vdaS F3 U
openshift-loggin == A € 2 W7 ).
I $ oc project openshift-logging
Elasticsearch pod?] o] &2 7[4 34t}
I $ oc get pods -I component=elasticsearch
Elasticsearch® A 22 A4S FA == =3 7] Pod= =4t}

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

OpenShift Container Platform es_util & Al-83} shard 5713 S A& 35l F
2317] Aol Y20 27] tl7] 2 Fdo] YA FAAIA L.

$ oc exec <any_es_pod_in_the_clusters -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

AE S0l e U

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

2 o

o
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{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

i

OpenShift Container Platform es_util =2 A} 83la] o) o g =2 Fo3l

shard B4 S W= ).

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

AE o] a3 U

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

2 o

o

{"acknowledged:true,"persistent":{"cluster”":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

o] W ES 2226 9| 2t i) tal T FAFY T

71827 o 2 OpenShift Container Platform Elasticsearch Z 8| 2~H+ =9 g3t =
o2& AP b5 BB S AHE5t EotxS 5]-851aL Pod7t Wi AHEHS A st

2 $o
I $ oc rollout resume deployment/<deployment-name>
A& S0l g U

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
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29 o

I deployment.extensions/elasticsearch-cdm-0-1 resumed

Al Pod7} ul 5] 914U th. Podell Ael o]l 7k Zul s W thg M E = o] 58 5 A&
o}.

$ oc get pods -I component=elasticsearch-

2 o

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpw6k 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2 Running 0 22h

W E7} R Boh2 2 5§34 G=F Pod

i
2
i
o
i)
v
i)

I $ oc rollout pause deployment/<deployment-name>

oAE Sof thet 2&th

$ oc rollout pause deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 paused
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107%.

Elasticsearch &2 ¥ 7} green =+ yellow 7Je] Q1 %] 313514 A 2.

RS

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

Fx

o]l W& oA A}-8-3F Elasticsearch Podol A Eo} 22 3 A ¢ 1
Pod:= o o] EA51A] ¢o 1 7] Al Pod o] 5] Z 23t}

oAE Sof b3t 2&

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch"”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

A&3E7] Aol o] w7l A Zho] green = yellow 1 =] SHR15H Al 2.
Elasticsearch ConfigMap2- " 7 3 71 ¢~ Z} Elasticsearch Podel tj&j| o] G4 S vHE-3
.

Zej2sE|e] RE Wl £/} 2ol 5 W shard W A4S hA] B4 SR
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X

AE ol a3 U Th

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X

2 o

o

{

"acknowledged" : true,
"persistent” : { },
"transient" : {

"cluster" : {
"routing” : {
"allocation" : {
"enable" : "all"
}
}
}
}

Al 2 1Z Elasticsearch®Z R =2 3 7] Pod= &334t}

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.4.10. 21 A AL AU 22 ARE =&

ANedon 245 A TR 23 Agat 27 Fe2H 9504 A2 5 Q&1 HolY
of Al 2ate Bre] 2 A gA Al 2ol e &% A2 3 A} TR A2E BYY
% Jguh

2]y A= A L33} 7 2, OpenShift Container Platform EZ 9 HXE 27 A5 CAQAZAE
AAste] 2 Ao AANET = dFUT 20 F O3S EFst=cURL e 308 2 A4 A
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107%.

M2 sagate wod AT
[}

Authorization: Bearer ${token}

Elasticsearch A ¢+ 3} 7 & 9 Elasticsearch APl 23

272 A% a 22 IPE AL Se] 27 Aga A

hiz 9 % 9l

oll
il
rr

WM E e 3 3
ool A 28 5 914 T

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

2 o

o

I 172.30.183.229

$ oc get service elasticsearch -n openshift-logging

%9 o
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

et fAle B ol g 5 AUt

i

tilo
4

Agatel 2E 28 IP 34

$ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -n openshift-logging -- curl -tlsv1.2 -
-insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

2 o

o
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% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 0 --i--i== ==i==i== ==i=-1-- 108

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

2] QA 25t d T2 A E AT 5 9lofoF gt

A3}

2O AFAE Y &5 W O

tlo

=

o

Ut

openshift-loggin == A € 2 W73}

I $ oc project openshift-logging

2.
23 AR 404 CAQISA & =313l admin-ca 314 o] 4t}
I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
%9 o
I admin-ca
3.

23 AFA A 29 AZE YAML 9 = A ).

022 ALg st YAML el & 44 o

322



apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: |

23 AF4 CAJNSAE F76HAY v @Al A B33 A gt 47
35 3} 74 2o H Q3 spec.tis.key, spec.tls.certificate 2 spec.tls.caCertificate v
HFEEAZT I8+ lFUH

5 WE S AP sto] ol d GANA B = YAML =2 A 7F4 CA US54

il

$ cat ./admin-ca | sed -e "s/A/ /" >> <file-name>.yaml

BEE AAdTUY

$ oc create -f <file-name>.yaml

2 o

o

I route.route.openshift.io/elasticsearch created

Elasticsearch 48] 27} =& 5 o] 9+&=X] g},

230 AHE T o] AH| X AR EES 7HA S

I $ token=$(oc whoami -t)

107%.

A
A
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e

U,

A A g elasticsearch 22 317 iz 44
I $ routeES="oc get route elasticsearch -o jsonpath={.spec.host}

BRIt B3 oR BRYHAJ A A5t A =5 J 2 S 53l Elasticsearche
Azsh e BHe AT

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
SHE g3 fA1a dEr T,

29 o

{

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch",

"cluster_uuid"” : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility _version" : "5.0.0"
b

"<tagline>" : "<for search>"

}

A AHEHA e 74 24 A7

rlr

10.4.11. 7] & Elasticsearch 21 A Z A& A1 23514 &

BYARA 22 A 2 AFLE A 7]11 Elasticsearch 271 A &4 2 A}&381A &+ 7
T 27 Ze2H A AR e A 7+ 28 AAT F AU

=, 7] ¥ Elasticsearch 21 A F A& A2-51A] &+ 7 ClusterLogging AF-& A A 2] 2] 4 2(CR)
o] A UL Elasticsearch logStore, Kibana visualization +4 242 A AT 5= AdFUt) o] 83 74
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107%.

A 27 A
[}

2 AGA7F 21 dolHE 7] & U Elasticsearch 28 2H 2 A$31A A &g
Utk 23 A2 A 8= o AHL-3F ClusterLogForwarder CR YAML 222 A ALg o}

== u

defaultS x4 3} = outputRefs 8 471 2= IAFU} o & o] 27 ZH5U T

outputRefs:
- default

%91

ClusterLogForwarder CR2 =1 glo]H & W i+ Elasticsearch Z & 2~H = A
23}l ClusterLogging CRol 4] logStore +4 4 E A A I Y. 9] % 29
o] & A A Y Elasticsearch =8 2H 7} A 5 XA &&5Ut) o] 4% dlo]lH

£4o] AT F A5

openshift-logging 3= = A E o] 4] ClusterLogging A}-8-#} 4 o] ] A& 2(CR)E AR Y.

I $ oc edit ClusterLogging instance

ClusterLogging CRol A logStore, visualization 2~&l 2} = A| 7] 3} 4] A] £..

ClusterLogging CR9] collection 281 2= 4 A gt A3+= oS o 9 Al oF gy .

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}
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4471 Pod7t AWl =AY EA Sl gt

I $ oc get pods -| component=collector -n openshift-logging
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N =24 733

11327

o
kd

117|224 A2

27 7 32+ Red Hat OpenShift Logging Operator 2 x]¢] A3 g APUch. Axe 22578 2
23 2R WA= A Y1l W E o] uz}t @231t} Red Hat OpenShift Logging Operators
A X ] o] v Y23 o] 20| x| Operator A F]2F RUEHP S 4stel= A4S Ad s 4§ of
2 gk v Eglo] A3} Fut}. 27 Operator A X o] gk AA o U &2 ¢ ZE2 A5t 27 AXE
FxsA L.

=7 Alertmanager 1 2=H 25 | &4 3515HA] -2 79 71# 27 7 3= openshift-monitoring ] ¢}
23] o] 2= 2] OpenShift Container Platform =1 €& 2d Alertmanager= A%t}

11.1.1. A 2 2R AR oA Z 5L Ul A 2=

74 31 Ul= OpenShift Container Platform ¢ <04 #2A 38 D /dx A - S 53 QA=

[ ]
22 A AZoA BUE - AnE HAa g o] B elA F U9 Al kA F8 3 o]
Ae A, &4A D A3 33 oYYt
[ ]

Mz A-oA RUEH - < project_name> - FA31E At o] AN A3,
AR A BF AL oA A AP Yt AL H oA BAlE A= HAYTd =
ZAEJ EAHAAY.

Fx

Mz A- = ZZ A E Project: ZE o)A AA| 28 4= 2= 34 OpenShift
Container Platform™@ A} 82} A o] =2 A E A Aald 4 LUl 28 cluster-
admin ¥ o] Q1= 29 34 OpenShift Container Platform Z2 A E¢l AA A A3, &
27, 5Lt F o] A HA FFU

11.1.2. 99 =871 42

27 5.7 o] v Ao A= WY 3 7]oA th2 73271 A A FH Yt OpenShift Container Platform
) & ol A2E 2 5 AFUTh

X119 =377 A
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33 LR R

CollectorHighErrorRate g FZE 9 <value>=

vector <instance>°l| 2] 3j

9 R B AFUH

CollectorNodeDown

g sy
CollectorVeryHighError g =9] <value>+=
Rate vector <instance><l| 2] 3]
LF7FHAIAF Y

FluentdQueuelLengthinc  v}x] = 1hoj A fluentd

reasing

IFUL A F2
<value>¢J 4y t}.

11.1.3. Fluentd =3 7] 431

g A 3= d A A Fluentd 22 =3 7] 9] o]3] A A5 Ut} OpenShift Container Platform ) &&

oA old @ s 2+ g

3 11.2. Fluentd =38 7] 4
73 | A =]
FluentDHighErrorRate
LR7EHAIAF Y

FluentdNodeDown Prometheus+ fluentd

<instance>& 10% o] 4

2a9% 5 A&

FluentdQueuelLengthinc  v}x] = 1hej A fluentd

reasing

IFUC A g2
<value>¢J 4 t}.

FluentDVeryHighErrorR

QR W RS

11.1.4. Elasticsearch 73 31 3

328

A4 A7

Prometheus= 10m o] 4+
vl g <instance>Z 2=

<instance> v 3| 3 Z o]
E1ug A&How 27}

A A7

fluentd <instance><j| 9]
3 F 2 =9] <value>d A

<instance> v 3| 3 Z o]
=19 R &EFHo 2 F7}

fluentd <instance><j| 9]
ate 3 @A Z=9] <value>ol| A

= a-
WE &Y o/ FEEHe A
2 o] 158 T 107) o]

Ut}

¥l ] & Prometheus7} 54 ) 7}
Vector Q1 281 A5 A~ &

Sl = U ReTACI g = =

HE T 84 /Y FE 2] 7}
7122 07 o] H 15+ &<t 25

NE 23Ut

Fluentd= 7 =7) 7} =7} s} A

3 kAl Bargky ol

=

FluentD 28 ¢ F9ol FE % 4
ow 7] A O o] A ISR F
RF107 o]t

Fluentd= Prometheus”} & Azt
2 Fluentd Q1 2B A5 23
W} ok a5y

Fluentd+ 5 =7] 7} &7} 38} A3
3 QThal ®BArgy ok
FluentD &8 279 =+ 7] A 7}

22 o= o] 158 52570

o] g0 W% Egych
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NI
tijo
e
+
32
o)y
i)
)

A A GRS
ElasticsearchClusterNotH o] 2g g7} 28 o)A w7k o] g &U T S8 2E 7 227 = Azt
ealthy 5] 8314 & A shard7t F& 5 A A Y vuf2~E m=7F o4 A E

HA gske F dFy

ElasticsearchClusterNotH =228 4 H7} 4208 S =t dolgdH Yttt U shard 2 A
ealthy Al o] &= A & SkFUTH

ElasticsearchDiskSpaceR  Z#2~8 = &5 6417 Yol t 223 g7k 5T o= o4y Azt
unningLow Y}

ElasticsearchHighFileDes =328 o3 A7t o] 4 A7t gle Aoz o 4gynh. A
criptorUsage
ElasticsearchdVMHeapUs A& ® =229 JVM § A& o] EHUTh 74l
eHigh
ElasticsearchNodeDiskW 1—4 23 o F7ho] HFee] (A H =7 e YEnta] = 4R
atermarkReached Ut o o] shardE o] == &g = glayth == °ﬂ

ﬂiﬂ TS Frteke AL 2E& o UG-
ElasticsearchNodeDiskW T2z o] f F7lo] BEdlo] A H = e A = 743l

X
i
= rlo

=
atermarkReached 5tk A& sharde 7H3 A5 g iECﬂ oAl gy EP.
FE Uiz ¥ o Frtst AL o] o] SE Qg H Qld

—= H
ElasticsearchNodeDiskW 023 oG F7ko] =25 A w2y 28 YEutad & A7)
atermarkReached 235Ut o] == &9H shard7l Qe R E g 2= 9] 7]

Ag EFo] AL&HUTH A A Fol =2 YErta ol = E

oA | QYU A E5S FF O R A8 oF
ElasticsearchdVMHeapUs A4 ® =29 JVM § A& 3o] Y F ZHUTh 7ol
eHigh
ElasticsearchWriteReque Elasticsearche] A ¥ == of| A 227] AR 7} Z718ta 5tk 7ol
stsRejectiondJumps ol mEERIEYY EEE tﬂrﬁ‘rﬂﬂ 22+ A5
AggregatedLoggingSyste A4 ¥ == o] A 2E oA A& CPUZF Y E 51Ut 7ol
mCPUHigh
ElasticsearchProcessCPU  #3 ® = =0 A Elasticsearch7} Al-&3l= CPU7} U F =5ty A
High
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11.1.5. 27} g &2~

AV

Fol FAEF A 4
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#modifying-core-platform-alerting-rules_managing-alerts

12 ] 22 o o
127, gl &2 o ¢
121. == AE 7|2 A} L35l] 27 d 422 ol%

e 7= we o] A}22 A o] 2l @ Podol XA E Mel 7] 2 ALg5to] A eld 7]/7k Bo = TA
AR gY .

=Eo|A Pode A2 d =0 ehil 35U 71/3k == A€ 7] 7} Podel glojof g

g So] Ze2~H FeAHs | Fel Aol A WAL A S LE Podo] = el & E kel
A A o2 714 7P7he =t Podg MED 4 Yt A= S AT 5 AFUT ol sl 22
ZHE T A 2w E ol HAH SAZ FAH Y. vl=llX = =2 bl S us-east, us-central
%= us-west 5| FI k. of Al of 1% % ] €] (APAC)S] Al = 1= o] 214l & apac-east &= apac-
wests 414 g th /1WA 44 @ Pode] == A8 7] € F7lste] 81 - =o] Pod7l Al oFs % @
+ et

Pod 9 BAE0) ;= Ad)7)7} Egs o] YA W LA e Flo] e =7k Qe 29 Pods oo
A ey
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U3 Pod 749 == ey 9w = fAYLS AL U A9 BE FHAN =2
ol i & Pod ] X & Alo] g th.

nodeSelector ¢} nodeAffinityE & o} 44 sl= 4§ PodE $H =9 4
k5] el A= F el E 25 F58oF .

nodeAffinity 53 3 <12 ¥ nodeSelectorTerms= o 2] 7/ XA sl= 3¢
nodeSelectorTerms = 1= =311 Pod=E =9 o 93t 5= 45Ut}

nodeSelectorTerms ¢} <14 ¥ matchExpressions= o] 2] 7] A A 3= A%
2 & matchExpressionsE 5= 3 w ¢t PodE =0 o 3 5 JFU

w= Hey] 9 S8e ALgste] 57 Pod7t o o

)

EEE AT F dsUh

wx JEly)op Sl g ALgalH T B Podel Aol A A e o] U g A4 @ o)
% = 47 g Podol /bt
GOKX mm
::I ".':' o~

&
KX ol oFHl 715 Podel == 971 & 2 718 4 Q5 th WE 747 o]
%Qﬁ Pods Alo] = @B o] 2 g < galok ghic.

=

L

o 2 Eo] t}3 Node ¢ H A E d] &= region: east & o] Y51t}

Zhdll o] 2)= Node S HAE M

il

kind: Node

apiVersion: vi

metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/vi/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11e9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
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labels:
kubernetes.io/os: linux
failure-domain.beta.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
failure-domain.beta.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
beta.kubernetes.io/instance-type: m4.large
kubernetes.io/hosthame: ip-10-0-131-14
beta.kubernetes.io/arch: amd64
region: east ﬂ
type: user-node

Pod == 419)7] 9} AR &l of 3l FA Ao},

Podol] = type: user-node,region: east :== A= 7] 7} A5t}

= A97]71 9= Pod SR AE A=

apiVersion: v1
kind: Pod
metadata:
name: s1
#...
spec:
nodeSelector: ﬂ
region: east
type: user-node
#...

v gl AR aof e k= AdYUTh =Eolt 7} = A o] gt @ o] o]

glolof gtk
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oAl Pod AFeF-2 AHg-3te] PodE 4 5HH ol Al =0l ol ok a & YU th

rx Mgy

—

712 282

-}

l‘-lN

712 Y2 5 == A9 7 E AHgstd sld F ?H*EM]H PodE 473 & o OpenShift
Container Platformol| 4] 7] 2 =& A=l 7] Z Podol 713513 ¥ X dl= P L AE-3la] =T o] A]
Pod& o 23Ut}

Y m\n

01 t}-3 Scheduler @ B A E o= 7] 2 S8 ~H 43 region=east 2 type=user-node
7+ A&

.1& mlm

o
= A

El)t

27| %] Operator A2} A 9] 8] &29] ¢

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

-‘OJ_I‘,

23 Z 8 2 9] === type=user-node,region=east =} o] A5t}

Node ¢ H A E 9] 4

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...
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127 8] 42 o ¢k

> AE7]7F = Pod @ B A E 9] o

apiVersion: vi

kind: Pod

metadata:
name: si

#...

spec:
nodeSelector:

region: east
#...

[>

H E =AY

o)A Fe) 2l A o)A Pod AHFS AL§-3te] PodE 44 514l Podst 2l
715t @7 4 e] ehol AP wmEol o FHL k.

Pod7} 2hlo] X H == = Pod E=9] o

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <hone>

Pods A48 e s LedE e A7} s A5 89 49717 2
28 4% = Az uc $48 Podo] Z2AE == HEs]7} glow Pod
7t A A AL el okl A @i

[k

REAE -t Ad7]
EZZAE = A7 E ALL51H o] ZZ A E A Pods A4 w] OpenShift Container

Platformoll 4] Podol] == M€l 7|5 F7}38la gl o] A3t =0 PodE o kgt S &F
TEZIE == A7 A Ay ZRAE 2= A9 717 AR Y
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a2

A
|

o] t}& = 24 E o &= region=east ;== A€ 7] 7} A5}

Namespace @ E 4| E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

& == & type=user-node,region=east 2} o] 9J 1t}

Node $ B A E 9] ¢

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

o] o] LA Eo]A oA Pod AHe+S AHg-sto] Pods 414 5wl Pod7} =4
st 7l A o] o] X H w=o] o kL Th.

Pod 2 B A E 9] o]

apiVersion: v1
kind: Pod
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metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

Pod7} gtallo] A HE =9 91 Pod B=9] 9

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <nhone>

Podol T2 == Ad)7]7} T8 4% Z2A=9] Pod7t A4 A} ol kA gL th. ol 2
So] t}2 PodE ol Al 2 A Eo] v 5 Pod7k 44 54 241tk

= AE7]7F frRsHA 22 Pod @ A E 9| o

apiVersion: v1
kind: Pod
metadata:
name: west-region
#...
spec:
nodeSelector:
region: west
#...

121.2. 27 242 ol F
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OpenShift Logging OperatorE 74 4 5yt A X ¢ X9 4 Red Hat OpenShift Logging
Operator PodE ©] 5% 4 gl

o2
241t

et

o] =& CPU, W =& ¥ tJA3 Q& A8 o 2 213 Elasticsearch PodE 02 =2 &2 5

A 27 A

[ J
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch OperatorE 4 X 3 &
Y.

openshift-logging 3 = 2] & o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HA .

I $ oc edit ClusterLogging instance

ClusterLogging CR2] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
spec:
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
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managementState: Managed
visualization:
kibana:
nodeSelector: 9
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana
#...

A A3 gro] 44 = nodeSelector v W FE o] 53 = A 8 40 F718UL.
X A" 324 o = nodeSelectorE 21831 AU =] A A zholl w2} <keys>: <value> %
S AT F AFUTh = =2 HIJEE F718 A AR sh= EYd oA F715
|

N

oY
ol

oc get pod -0 wide H# & AL&-5lo] A 47t ol T A=A AT 5 dHFUT

ip-10-0-147-79.us-east-2.compute.internal == o] 4] Kibana pod= o] 53l 3 3¢ o2
S Add.

$ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

2 o

o

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
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kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <hone>

Kibana PodZS A& <1<z} =9l ip-10-0-139-48.us-east-2.compute.internal ;==& o]
o= A a3 Ao

$ oc get nodes

2 o

o

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.24.0

T o] = node-role.kubernetes.io/infra : "' @ o] 0] &9 {2 }.

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

2 o

o

kind: Node
apiVersion: v1
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/vi/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083’
creationTimestamp: '2020-04-13T19:07:55Z"
labels:
node-role.kubernetes.io/infra: "
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Kibana pod= o] 53}# ¥ ClusterLogging CRS AR 3l == Aa 7|2 7154

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
spec:
#...
visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

== Apeke] Hlol B3 AR s w= AE /S FA .

CR< A &3l A A Kibana pod7l 5 5 32 Al pod7} vl =g Ut}

I $ oc get pods

2 o

o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 11 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2 Running 0 28m

collector-42dzz 11 Running 0 28m
collector-d74rq 11 Running 0 28m
collector-m5vr9 1/1  Running 0 28m
collector-nkxI7 1/1  Running 0 28m
collector-pdvqgb 11 Running 0 28m
collector-tflh6 11 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2 Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s
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A pod+= ip-10-0-139-48.us-east-2.compute.internal ==9f J &}

$ oc get pod kibana-7d85dcffc8-bfpfp -o wide

2 o

o

NAME READY STATUS
NOMINATED NODE READINESS GATES
kibana-7d85dcffc8-bfpfp 2/2 Running
48.us-east-2.compute.internal <none>

A 3 49 Kibana pod~7} Al 7 g Ut}.

S
T

$ oc get pods

RESTARTS AGE IP NODE

0 43s 10.131.0.22 ip-10-0-139-
<none>

%9 o
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 11 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2 Running 0 29m
collector-42dzz 11 Running 0 29m
collector-d74rq 11  Running 0 29m
collector-m5vr9 11 Running O 29m
collector-nkxI7 11 Running O 29m
collector-pdvqgb 11 Running 0 29m
collector-tflh6 11 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2 Running 0 62s

121.3. F7t gl &~
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= AH7]E ALgstel 574 =T o] Pod WX

12.2. IR E 2 3] -8 022 A-g-3te] =7 POD =] A o]
HQE 9 38 0 S ALgae oA o oal o sH (i ol ofal A = < i) PodE Ao} dt 5
Azt

12.2.1. H| Q1 E(Taints) ¥ & 2] dl <] (Tolerations)2] o]3j

El ol ES A1-4-351H Podol| A x5t 518 2371 9l A4S =04 Pod o k2 AR s 4 d&1h

Node A}%(NodeSpec)2 53 :==0) H|AEZ 2833 Pod AP‘E(PodSpeC)% 53l Podol 318 <
45 4¢P =20 HJAES H 43 o Podi N BIAES 383 5 gl A 2AZHANA 37

=9 Pods MiA1 & & glsy o

EE ALS HIQE I

apiVersion: v1
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: value1

#...

Pod Ak}l 314 2.3 ol

apiVersion: v1

kind: Pod

metadata:
name: my-pod

#...

spec:
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tolerations:
- key: "key1"
operator: "Equal”
value: "valuei”
effect: "NoExecute"
tolerationSeconds: 3600

]

=
it

HQIE 2 g o] 42 key, value % effect= 74 = o] JFH T

X

E 121 HJE H Sl 74 24

o 7] 5 A

Mo
>
%
fr
Hy

key key~ F o 253 #he] EAE A T 7] Ap=2 A Aef of sk A}, 5t

value value:= ) 63 #1o] BRI YU th gk B4} e A2 A 2l oF 5l #3}
A, el E 4, BES TR F AvyTh
effect o HE S e Ao
NoSchedule [

o E|QlE] U 35}A] ek Al pode 3T
o of ok 2] gFF T

o =9 7/|ZpodE 22 FXF Yt

PreferNoSchedule o HOIES QX5 S Al podis 89

o o ofd = AT A EE = 2
A A Gy

o =29 71ZpodE 2 E FXF Yt
NoExecute o HAES A 5H L Al podi Y
wem o o b 4 Gt

o UdAstE eIl Yle == 7]
< pode= A AU
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ujl 7 ¥ 5= A4
operator
P Equal
Exists

AEE Z g9 =9 NoSchedule HIQNEE F7}5l= AL o] 712F 0 2 F71E

124 7 22 o o}

key/value/effect v 7)1 5= 71 4 2 8 oF 2]
thoolE 712 adyh

key/effect v 71l ¥1 57} 4 x) 8l oF g o). A %] 3}
=l value v 7 952 97 Fojopaty o)

e

node-role.kubernetes.io/master=:NoSchedule H] 2l E 7} ¢] o]o} g},

AE o] a3 U

apiVersion: v1

kind: Node

metadata:
annotations:

machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-

master-0

machineconfiguration.openshift.io/currentConfig: rendered-master-

cdciab7da414629332cc4c3926e6e59¢

name: my-node
#...
spec:
taints:
- effect: NoSchedule

key: node-role.kubernetes.io/master

#...

i
i}
)
o
.
flo
o)
l-fO
[t

o A F G-

(o]

key 7= LU
(o]

value "7/l i = L3
(o]

345



OpenShift Container Platform 4.11 27

operator v 7] ¥ 3=7} Exists= A A ¥

t}-& =] 2l E= OpenShift Container Platformol] 2 =1},

[ J
node.kubernetes.io/not-ready: :==7} 1] Ad o] AA U ol == A
Ready=False<] 3 33}.
[ J
node.kubernetes.io/unreachable: = =71 == AEE# A AT = S5 Uth ol =
= %7 Ready=Unknownol 3] 335 t}.
[ J
node.kubernetes.io/memory-pressure: = =] v 2 2] 1= FA7F dFULh ol == X
ZA MemoryPressure=Truel 3] 33 t}.
[ J
node.kubernetes.io/disk-pressure: :==9] tj23 B= FA7F JFU T o= == 4
DiskPressure=Truel] sl 331 t}.
[ J
node.kubernetes.io/network-unavailable: == | EQ 3 E A8 4 gl&5U .
[ J
node.kubernetes.io/unschedulable: == Z d kg 4= gl& 1 o
[ J
node.cloudprovider.kubernetes.io/uninitialized: == ZAEE &7} 9} Se ITFA
2 A ZE ™ o] HIQE =t AlE Br752 2 A FY. cloud- controller-manager4 AE
E2]7t o] ;== %7133 kubeleto] o] HIIES AAFU .
[ J

node.kubernetes.io/pid-pressure: ==9] pid pressure’} JHFU T ol == A
PIDPressure=True °l 3] 23 t}.
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OpenShift Container Platform-2 7] % pid.available evictionHard & 23
) erruth,

12.2.2. 3] & 9 2= A1435t =1 A &4 Pod | X] A o]

NeA o 27 Ak Podolt T3t 2 318 o3 74l d&th

Elasticsearch 21 A 74 Pod 7] & 3] &8 23}

apiVersion: v1
kind: Pod
metadata:
name: elasticsearch-example
namespace: openshift-logging
spec:
#...
tolerations:
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 300
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 300
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
#...

LokiStack 21 A %4 Pod 7] & 5]& 23

apiVersion: v1

kind: Pod

metadata:
name: lokistack-example
namespace: openshift-logging
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spec:
#...
tolerations:
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 300
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 300
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
#...

H| 21 EZ F7}3F 0t} ClusterLogging AH&-#F A 9] ] A&~ 2~(CR)9l A tolerations 7+ #& 53 5l &
1 A4 Podel g5l § oxE A + dHUH

A 27 A

[ ]
Red Hat OpenShift Logging Operator7} A %] = o] Q154
[ ]
OpenShift CLI(oc)7} A X 5 o] 54t}
[ ]
Elasticsearch === LokiStackel W} =2 A AFAAE v 23 H5U T
A

oe WY e dastel 27 Pods dlokstelt o] HAES F7H T

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

B el

I $ oc adm taint nodes node1 lokistack=node:NoExecute
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o] o] o] A] &= 7] lokistack, zr node 2 taint & 3} NoExecute 7} ¢J= node1 9] taintZ ujj X
gtu ot NoExecute & 371 Q)& ==+ tainte} U X3t Podit 27| =8 8l3 A ] 6HA] 2+ 7]
< Pod+= A A Y

21 A 74 Podel di g 51§ 2 2E /4 sl2H ClusterLogging CR<2] logstore A4S A
A

ClusterLogging CR2] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: lokistack
elasticsearch:
nodeCount: 1
tolerations:
- key: lokistack ﬂ
operator: Exists 9
effect: NoExecute 6

tolerationSeconds: 6000 ﬂ
#...

wEd 3718 718 A4 T

x99 lokistack 7] 7} 9l HIQIEE Q 35}l == Exists Operators A4 gt}

NoExecute & 35 A A ).
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L4

A&l x}3}: tolerationSeconds vl 7| 42 XA 51 Pod7} Al A S 7] A7FA] ==
BRI g & = Al 7HS A A o).

o] 3] & Q2%+ oc adm taint H 3 o = A A H tainte} U X g} o] 51§ 2271 9= Pod= nodet
o of oF3t 4= A F ).

12.2.3. 3] & O A= ALg3te] 21 A]7+s =2 13 Pod Ml X Ao]

2 Podol Q& 57 71/5t 42 A-8-3te] Kibana Podt A48 :-sol X A= =% & 5 )
o}

A 27 A

[ J
Red Hat OpenShift Logging Operator, OpenShift Elasticsearch Operator 2 OpenShift
CLi(oc)E X A5

e WEe Aaste] 2 A7kt L2 g Podg dlobale o) HAES F/EH
o}

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

9%

I $ oc adm taint nodes node1 kibana=node:NoExecute

o] d o) 4] = 7] kibana, Zt node 2 taint & 7} NoExecute= node19] taintZ uj x| $} t}.
NoExecute taint & 7= A}-&3] oF §4 t}. NoExecute+= tainte} € %] 5l Podwt 2~A| =3 532
A X]31A] &= 71E Pod+= A AU .

Kibana Podol] o] 3t 5] & ¢ 2= 4 3le @ ClusterLogging CR2] visualization 2 418
A”dd o
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: kibana
kibana:

tolerations:

- key: kibana @)
operator: Exists g
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ

resources:
limits:

memory: 2Gi
requests:

cpu: 100m

memory: 1Gi

replicas: 1

#...

wEd 3718 718 A4 T

124 7 22 o o}

7], value 2 effect w7} ¥ 5=7} & 2] 6} = = Exists Operator= x4 3o}

NoExecute & 35 A A ).

A9z o 7 tolerationSeconds v /42 #]| 4 3t Pod7} A 7 5] 7] A7}A] =9

HIg H = A1 S A4 gy

o] 5]-¢ 2+ oc adm taint ¥ H o 2 A A A tainte} < XUt} o] 3¢ 2271 9+ Pode=

nodelo] =AY & 5+ JdFUTh

12.2.4. 3] 8 92 A2l 21 53 7] Pod vl X] A o]
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NeAow 23 537 Podol th3t 22 518 o& 74| AFUTh

apiVersion: v1
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists
#...

A 27 A

[ J
Red Hat OpenShift Logging Operator 2 OpenShift CLI(oc)E A x| 35Ut}

Az

o
7Hd o

332 AYstel 273 5371 Podolq 27 577] PodE oo c o HAES F

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

g% o

352



1274 B &2 o ok

I $ oc adm taint nodes node1 collector=node:NoExecute

o] ool A= 7] collector, 3t node 2 taint & 7 NoExecute= nodelo] taintS ujj x| g .
NoExecute taint & ¥ = A}-&3] oF §4 t}. NoExecute+= tainte} € %] 5= Podwt ~A| =3 532
AR 51A] = 71E Pod= Al A @Y L

ClusterLogging A1-8-#} A 2] 2] 4 2(CR)<] collection =i x5 HAF 5l =7 +=F 7] Pod
o g 3§ 25 FAFU

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:
- key: collector ﬂ
operator: Exists 9
effect: NoExecute G
tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

wEd 3718 718 AR T

2]

key/value/effect w71 =71 A X & A2 @ 731 = Exists Operator= =3 gt}

NoExecute & 35 A A ).
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Ae A o 2 tolerationSeconds w7l H4E X A 5l Pod7t Al A H 7] A7LA] =x9)
v g = = A1 7HS AR o

o] 3] & 2 x}+= oc adm taint 3 o = A= tainte} U x5t ). o] 5§ 2x17} 2= Pod= nodet
o o kg & A FU

12.25. 71 gl &2

[
= HAEE A14-5te] Pod wjA] A]9]
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13%. 24 2 A A

13%. =27 A=A AA

A 2] ¥ Operator @ #d CR(AFEA A 9] 2] 4 2)S A A 3to] OpenShift Container Platform 2] =
Hox 23 & AATE F+ dsUHh

13.1. 27 A X A A

Red Hat OpenShift Logging Operator 2 ClusterLogging AF&-# A 2] g] 4 2%(CR)E 24|35l =1
AAE AL 5 AFYh

A o T A

[ J
724 A o] Ay

OpenShift Container Platform ) £& 9] 2]z} sl o] AN 23 4= JdFUh

A3
1.
Administration -~ Custom Resource Definitions 3] o] X] 2 o]-F 3}<] ClusterLogging <
223
2.
AHEAF G 9] Bl A Ao AR AR FHo|R oA JAZHX2E FEH .
3.
JN2"d 2 g J= FA vl
]
]
]
£ Z 493} ClusterLogging 214 £ Z 13},
4,
Administration -~ Custom Resource Definitions 3 o] X] & o] &3]},
5.

ClusterLogging &l 9= ¥4 ¥l

2 2952 8R4 Aol Bl ax o AAl 2 AU,
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“;L Fel

ClusterLogging CRS 243l = PVC(E+ & Q)7 AAHA &
FUd YA PVC, PV(F+ EF) 2 34 diolH & AHAstE A F71 24
S Fd s of . PVCE 3l A| st A Y 2HAI 1A PV7E 2HA] =] 5L gl o] E| &

Aol BT 5 ATk

6.
ClusterLogForwarder CR& A 4 gl 73-¢- ClusterLogForwarder €9l J+= &4 v
]
L]
]
£ 293 g3 AHA R 9 Fax F o A4 & 8Py
7.
Operator —~ 4 x| ¥ Operator = o] x| = o] ] t}.
8.
Red Hat OpenShift Logging Operator &9 = &4 wl ¥
]
L]
]
£ 293 g3 Operator 2] A| A S ZYFdh.
9.

A9 A}3}: openshift-logging = 2 2 € 2 AbA| g o}

“;L 9

openshift-logging T= A E £ AtA|51A PVC(F T+ 2F SdY) =2 ¥
ot G vl =o)X B E F&o] AAlgU. 24 HlolH & A8t
2] openshift-logging Z 2 3 E £ 214 31 K] u}l4 A] Q.

¥ - Z2AE oA = o5k

openshift-logging T2 A E do] J= &4 v
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Red Hat OpenShift Logging Operator & 33 2] A2 E o} F A ASHA] &L 7

[e]
W ‘o T

ClusterLogging A}-8-# A 9] & &2 o] 4] LokiStackel] tj 3+ F =2 A AAE )

Az}
1.
Administration -~ Custom Resource Definitions 3 o] X] # o] &3} LokiStack & &€
Yt
2.
AHSA A 9] glA2 A o] AR AR Ho|X oA JAHAE ZFE P
3.
AzE 2 o Y& {4 W
]
]
]
2 299 o LokiStack 24 & 22 g
4.
Administration -~ Custom Resource Definitions 3 o] X] & o] &3]},
5.
LokiStack ol 9= 34 vl
]
]
]
2 29353 A2 A A9 Fax o A4 2 A9y
6.
QBAE A A AR S AHA Y.
7.
Operator —~ A x] ¥ Operator = o] A = o] & ] t}.
8.
Loki Operator &9l 2= 34 ¥
]
]
]
& 293 o5 Operator X A/ AE S8
9.

A€l x}&}: openshift-operators-redhat = 2 2 E £ 214§ o).
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A7 Aol A&

OpenShift Container Platform <] & 9] &2z} shA o] AAM 2T 4= JFUh

Red Hat OpenShift Logging Operator @ #& 2] A2 E o} F A| A SHA & A¢-
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t}-& Elasticsearch 2t & Z € g}

i
gt
&
&

Administration — Custom Resource Definitions 3] o] x| 2 o] 5§ t}.

Elasticsearch €9 = 34 v

=

2 5taL AFE A A 9 FAaX o A4 & A9yt
BAE AEA A S AHAIFY L
Operator —~ A x| ¥l Operator = o] A = o] & ] t}.

OpenShift Elasticsearch Operator Sl 9= 34 vl

£ &8¢ v Operator A x| A AE Z8 ¢}

X1 A}14}: openshift-operators-redhat 3 2 4 € £ 2}A)] g o}

o] Y| ¢ 23 o] 2] T2 ZF 24 Operator7} A X4 739 openshift-
operators-redhat Z 2 2| EZ 2}A]| 51 %] vl A] Q.

& - Z2AE o)A 2 o] 53T

2 299 oe eAE A4 & 298U
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13%. 27 AX AA

P sto] A1 13 the AAl 2 2

i s} A}l openshift-operators-redhat
Fuoh

o

13.5. CLIZ A}-£35}lo] &2 2Hol4 OPERATOR 2}A|

Z 82 #2 A= CLIS AHS-3he] A3 v 25 o] 20 A A X | Operators 2HA| & 4= 51 th

A 27 A

[ J
cluster-admin @ 3to] 9= AR S A}12-31<] OpenShift Container Platform Z 2] 2€ o]
A2 = AFH

[ J
oc o] YA =H o] Ao JFH T
A
1.
=9 Operatore] A v A (o : A ¥ 2] 2=-operator)o] currentCSV I = o 4] 218 5] =X]
g o
$ oc get subscription.operators.coreos.com serverless-operator -n openshift-
serverless -0 yaml | grep currentCSV
%9 o
I currentCSV: serverless-operator.v1.28.0
2.

A B 233438 A4A gh oh(el : 4 Wl 2] 2-operator).

$ oc delete subscription.operators.coreos.com serverless-operator -n openshift-
serverless

2 o

o
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I subscription.operators.coreos.com "serverless-operator"” deleted

o] A @A 2] currentCSV 73 AH&-31o] t/d d] 9l 23] o] 24| ] Operatore] CSVE 2HA g
Yrth.

$ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless

2 o

o

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted
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92 F gtk 2 dFEE AWE o2 JSON A
EES EEREILEDEREERERERE RS

Elasticsearch 2 Kibanacl| 4] ol2|gt 2 =& AAsteiA AT o AA A = o] AHEFY .
o 2 So] Elasticsearch /_search URLZ Kubernetes Pod o] && 3o 34

/_search/gq=kubernetes.pod_name:name-of-my-pod=E A}-&3}.

I FE G 2E UTF-82 A3 gt} vlo] A &2 structured Z =71 Y= A § o] =7}
S Hlo] & & dF Ut structured o) & A1 W &2 AP S FxsiAl L.
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STRUCTURED

T%3E e BAEQ AH 27 3JEQUt}. o] D= Forwarder7l 7+%31H JSON 218 78 B4
SIEE FAE Ao EAT F AFUL. 98 2 FEo] 83 FxIE 29 AL o]l Bud=
Y3 JSON 7x7F =gt 29X ¢f oW o] == Ho] YU} glem message =9 = A
Z 2 WA X 7} £33 U} structured 2 =0 = 21 WA Ao 23 519 B=s YL 5 Jon o)

ol Aol A @] Yk

goly 3 group

ol Al Bk map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618

worker:0]

@TIMESTAMP

EAHONRET AAHAY ZAR A LNS S F = A E2FHNREEM AL FHE o IAH=
UTC AUt "@" HFA e 54 852 dod 2= Uiyt g &9 =771 7|23 o=
Elasticsearch& A& 3} “@timestamp” & 25Ut

doly 3 date
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of| Al 7k 2015-01-24 14:06:05.071000000 Z

foi

2E o]

all

o] 22 WA A 7} Al &H S AE 9] o] ¢t} Kubernetes 2 2F o 4] o] kubernetes.hosts} =
g

dolE 3 keyword

IPADDR4

a2 9] IPv4 F2YuUth Mol B 5 AFUth

dole 8 ip

IPADDR6

AHg 7bsd A% 2 A9 IPV6 F2YuUth M del B 5 dFUth

dlol 8 f3 ip

LEVEL

rsyslog(severitytext property) Python 27 =&

olft

S UES GYT 22

1o
il
oy,
2
N
jins
v
v

o} gh-esyslog.hol A 7kA . 3 1 9ol sl Fal= S=47F U

[ J
0 = emerg, A| =912 A& 4 15U T
[ J
1 = alert, A =X & FAs&loF Fo}.
[ J
2 = crit, A 73 Fed Ut
[ J

3=err, 27 ZH AT
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E]’\:l‘l"

4 = warn, 73 3 A g}

5 = notice, A Fol At T2 3 FeE J Ut

o
1]

5
)
o
f
i
2
ofd
d
i
v

7 = debug, T¥l 2 57 WA A Y1 .

< syslog.he] L7} of A g d 2] AL gy

8 = trace, trace-level ] X X] = debug | A| A ®.t} ] ZA g o}

9 = unknown, 27 A| 2"l Q148X L= ke A

e

A4,

14%8.22¥9=2

m&_
r

g 2R ANERY 2O FFE B T4 £9E ol 559 7HE 77t 4 A 5 wWiB3dUn A=

o] python =7 9|41 CRITICALS

golg &3 keyword
ol Al gk info
PID

AHE 7158 A9 o]= =7 JlE e A A IDYY T

golg &3 keyword
SERVICE
g 7153 A =4 AEE g 3B Al 20 o] AT o & Sof sysloge] APP-NAME 2

rsysloge] programname 442 A 8|2 H=of w3 g},

tolg #¢

keyword

crit2 ERRORE= err 53 A X A1 4+ A5}

365


https://docs.python.org/2.7/library/logging.html#logging-levels

OpenShift Container Platform 4.11 27

15%. TAGS

He) 4G 57 7] = JFshr1ol o3 2t 220 v A9 Operator <] ¥ 1 222 A gt v
J2EL FWOoT TEH EAY Eo] it EADol A AL £29] JSON H59 5 d&Uth

dlolE f3 text

FILE
TRNA o] 2O F5S e 22 Y AU, ditF o g JY 1Y =9 /var/log 3 A

g9 = A=dUd.

dlolE f3 text

OFFSET

QA AT B 23 o] AU AN A Fto] AATA G2 EA ZheE @ Helol 22
22l o] A H7hR o] uho] = 40 Ei= 1719 B 27 29l W50 EE 171v)E vehd 5 dayth
A el 27 whel(8 ) el &g 2R 5 dadth

e

tely #39 long
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1673. KUBERNETES

Fuu e 2 2 vl b o ¥l o] v Q) 23 o] 2¢] 1 o

dl o] e /3 group

16.1. KUBERNETES.POD_NAME

Pode] o] 21t

dolE 3 keyword

16.2. KUBERNETES.POD_ID

Pod<] Kubernetes ID 1] t}.

dole 3 keyword

16.3. KUBERNETES.NAMESPACE_NAME

Kubernetes2] 4] ¢ 23 o] 2 o] &t}

gl o] ¥ 63 keyword

16.4. KUBERNETES.NAMESPACE_ID

Kubernetes2] Y| 29| o] 2~ IDY Y t}.

o8 3 keyword

16.5. KUBERNETES.HOST

Kubernetes == o] &<},

167%. KUBERNETES
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gl o] ¥ 63 keyword

16.6. KUBERNETES.CONTAINER_NAME

Kubernetes®] 718 o] o] Y4t}

dolE 3 keyword

16.7. KUBERNETES.ANNOTATIONS

Kubernetes 2 B A E o} AAH F4 Y}

goly 3 group

16.8. KUBERNETES.LABELS

22 Kubernetes Poddl 9= @ o] &Yt}

goly 3 group

16.9. KUBERNETES.EVENT

Kubernetes v}=¥ APIo]A] &2 Kubernetes o]l EQJ1t}. o] ojWl E A7 -2 Event vi 10| 9] &
Event & djgfd o= ujFych.

t o] B

do
oft

group

16.9.1. kubernetes.event.verb

olyl € -3, ADDED,MODIFIED %=+ DELETED

dolE 3 keyword

Al %k ADDED

368


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#event-v1-core

167%. KUBERNETES

16.9.2. kubernetes.event.metadata

ojHIE A AX R A AHE R A

dlolE f3 group

16.9.2.1. kubernetes.event.metadata.name

olmE 414

tilo

E AT o nAES o] FYUT

gl o] E] 63 keyword

o Al 7k java-mainclass-1.14d888a4cfc24890

16.9.2.2. kubernetes.event.metadata.namespace

oWl E7} A& w3 ] ¢ 23 o] 2 9] o] &9l t}. eventrouter o] =] A o] A o] ul] £ ¥ U] Y 23 o]
2-9l kubernetes.namespace_name=} t}51t}.

g o] E 63 keyword

o Al Zk default

16.9.2.3. kubernetes.event.metadata.selfLink

SR R EDEIES

Holg &3 keyword

o Al 7k /api/vl/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

16.9.2.4. kubernetes.event.metadata.uid

ollEs] 24 IDYU -

g olE 3 keyword
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AT %k d828ac69-7b58-11e7-9¢cf5-5254002f560c

16.9.2.5. kubernetes.event.metadata.resourceVersion

o] W mAe oM ES 24 s
R EERHERE L PNE LN

e
A

WolE 48 integer

Al %k 311987

16.9.3. kubernetes.event.involvedObject

Holg &9 group

16.9.3.1. kubernetes.event.involvedObject.kind

eBAE §3YUch

dlolg 3 keyword

o Al 7k ReplicationController

16.9.3.2. kubernetes.event.involvedObject.namespace

HE LBAE Yo X o] 5 Y 141:} eventrouter ol Z] Al o] A o] vl A U] Y 23 o] =
kubernetes.namespace_namez} o} & 4 A5

dole 3 keyword

o A] Zk default

16.9.3.3. kubernetes.event.involvedObject.name
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dlole 3 keyword

o Al 7k java-mainclass-1
16.9.3.4. kubernetes.event.involvedObject.uid

LBAES JF IDYYT.

dole 3 keyword

o Al Zk e6bff941-76a8-11e7-8193-5254002f560c
16.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes w}2-H API2] ¥ A ¢}

gl o] E 63 keyword

Al 2k vi

16.9.3.6. kubernetes.event.involvedObject.resourceVersion

JMES EalAG e i A e st EAAUT ZeoAEE o] EAAL Aol
onAEsUAY AJE 24T+ dFUTh

gl o] E] 63 keyword

Al %k 308882

16.9.4. kubernetes.event.reason

o] olMES YA ol 8 AT L WA s FAAYY T

gl o] E 63 keyword
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o A] Zk SuccessfulCreate

16.9.5. kubernetes.event.source_component

ol ol EZ B3 74 24U

gl o] E] 63 keyword

o Al 7k replication-controller

16.9.6. kubernetes.event.firstTimestamp

olMlEs} Ag 7128 ABAY T

goly 3 date

of| Al 7k 2017-08-07 10:11:57.000000000 Z

16.9.7. kubernetes.event.count

o] ol =7} A F R4 o).

WolE 48  integer

Al 2k 1

16.9.8. kubernetes.event.type

oJWlE #9, Normal === Warningdyth Al 32 Uzl 7712 & sy

gl o] E] 63 keyword

o Al Zk Normal
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177%. OPENSHIFT

openshift-logging 53 v eld] o] € 9] Y] ¢ A5 o] 2

dlol 8 £33 group

17.1. OPENSHIFT.LABELS

Cluster Log Forwarder 74 o)l 3-719 o] &

t o] B

do
of

group

177. OPENSHIFT
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187%. APl %z

18.1.5.6 =7 APl gx
18.1.1. 27 5.6 APl &=

18.1.1.1. ClusterLogForwarder

ClusterLogForwarder= 21 422

A 3t= APIY Y.

o5 AR H 9 AFoIA ol5o] A4 A £ A== Ads
=4 gk,

2 el e o @ A2 AT 9 ool Yo A8 A A
<%¢@ﬂ- AUtk

2 golatel 371 9

71 ¥ openshift 21 A3

o= 712 Al &9 olgo] AT URL E 7gt A
S Aol FHH YR T 9o gE AFAETEE

ZZANRE 222 ASS = d5UY

ZA 3 Y22 APl Z =9 g 4

A9 A E FxsHH A L.

g

E

AARE AA =9

A
spec object ClusterLogForwarder?] 3l %
2} b
status object

ClusterLogForwarder2] A} ej
18.1.1.1.1. .spec

18.1.1.1.1.1. 49

ClusterLogForwarderSpec2 215 974 o2 AYs

18.1.1.1.1.1.1. /38
°

object
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E~s] 3 A
A4 array (A9 AR Y82 2 AAE

SESL EEERE E RIS

outputDefaults object (A= A1¢}) DEPRECATED
OutputDefaults= 7] & & & 2o
BAIA R Agat A4S ARG

Yrh
=9 array (A AR 2 olle 22 A A
of th&k th o] ol 5ol A HYU
Pipeline array po] el & FYoelA A
StHA A& &8 MEZ Ay
t}.
18.1.1.1.2. .spec.inputs]]
18.1.1.1.21. 429
InputSpec2 =1 Wl X x| o] A& 7] & Ao},
18.1.1.1.21.1. 538
[ J
array
%4 3 A
o Z ] Al o] A object (A9 A o ZE] Al o] A o] U=
75 olEel AF N Ee Aol A
2o AEE s
name string o]zl o] g S Fxdle=

ol AhgH £ ol E YUt

18.1.1.1.3.1. 49

fZE Aol 2 Ae7]. A7) o] R E 272 %X (logical AND)3te] =12 Ae 3 of g}

18.1.1.1.3.1.1. /38
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object

/\-]llo]

=

Y| Q) 2= o] 2 array (A A o Al 2 E

i ER EES L ESIREC

A7) object (A9 AH) AR 5= 2]
Pode] =1 418l 7] 9L o,

18.1.1.1.4. .spec.inputs[].application.namespacesl]

18.1.1.1.4.1. 49

18.1.1.1.4.1.1. /38

[ J
array

18.1.1.1.5. .spec.inputs[].application.selector

18.1.1.1.5.1. 49

gdol& Ae7]= g a2 HAP g dlol & A=Yt

18.1.1.1.5.1.1. §3

°
object

=54 +3 A3

matchLabels object (A9 X}8}) matchLabels+=

{key,value} <] B gt}
matchLabels¢] T+ {key,value}

18.1.1.1.6. .spec.inputs[].application.selector.matchLabels

18.1.1.1.6.1. 49

18.1.1.1.6.1.1. 3
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object

18.1.1.1.7.1. 49

18.1.1.1.7.1.1. /3

°
object

=4 3 A

elasticsearch object (A= A}&}) Elasticsearch

OutputSpec 7] -3k

18.1.1.1.8.1. 49

ElasticsearchStructuredSpec2 elasticsearch Q1A 2~ E ZAA 57| Y] +F3d 22 WA &
a9 Ay

18.1.1.1.8.1.1. §3&

°
object
&4 NI A
enableStructuredContainerLogs bool (A9 A3H
EnableStructuredContainerLogs
£ Ab&-stH o dH oY 23
4238985 Aeyh
structuredTypeKey string (A& A}3}) elasticsearch 21 =) 2~ 9]
olFL 2 A ST HEH ol H 7| &
A4 S ok
structuredTypeName string (A9 A3

loadbalancingdTypeName-&
elasticsearch 2=7] v} 2] o] 5 & %
g
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18.1.1.1.9.1. 49

zge 2 uAAY UgL F P

18.1.1.1.9.1.1. -3
°
array

=4 +3 A

syslog object (A9 A3

fluentdForward object (A= A

elasticsearch object A9 A

kafka object A9 AHEh)

cloudwatch object (A= A1)

loki object A9 A

googleCloudLogging object (A9 A7)

splunk object (A9 A

name string o]zl o] £ Fxde=
g AHg-H = ol 94U

secret object (A& AL el =S 93 A TR Y
Yt}

tls object TLSO = TLS E2}o] A E o4 9
ek 5 Aojsts Aol £
ol AFYrt

type string =9 T80 FEYYTH

url string AE A 22 gaeEs v
URL Yt}

18.1.1.1.10. .spec.outputs[].secret
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18.1.1.1.10.1. A9

OutputSecretSpec& vl g 2=H o] 27} QL o] 29 ¥3H3E= Bt Fx YY)

18.1.1.1.10.1.1. 53

°
object

22 3 A

name string 2 AGz Beke ta)] A3 E

g 225 0] 9] B3t o] BT,

18.1.1.1.11. _spec.outputs[].tls

18.1.1.1.11.1. 49

OutputTLSSpecell = &8 33 FAF TLS 92 F4o] x5 o] dHFUT.

18.1.1.1.11.1.1. 53

[ J
object

/\-]1%]

=

insecureSkipVerify bool InsecureSkipVerifyo] true<l 739
AISA e O F/FE FAISIE=SE TLS

SeholAdETF T+ E Yt

18.1.1.1.12. .spec.pipelines][]

18.1.1.1.121. 49

i
)
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x
[t
2
e
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o
L
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PipelinesSpec 2 3 AlE

18.1.1.1.12.1.1. 53

[ J
array
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%4 43
detectMultilineErrors bool
inputRefs array
labels object
name string
outputRefs array
T Y string

18.1.1.1.13. .spec.pipelines[].inputRefs[]

18.1.1.1.13.1. 49

18.1.1.1.13.1.1. 53

[ J
array

18.1.1.1.14. .spec.pipelines[].labels

18.1.1.1.14.1. 29

18.1.1.1.141.1. 53

[ J
object

18.1.1.1.15. .spec.pipelines[].outputRefs[]

18.1.1.1.15.1. 49
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18.1.1.1.15.1.1. 53

[ J
array

18.1.1.1.16. .status

18.1.1.1.16.1. 49

ClusterLogForwarderStatus+= ClusterLogForwarder2] 32 e & A 2] 3.

18.1.1.1.16.1.1. 53

°
object

&4 3 A

conditions object 2] A Yy

4y =7 PHES dF o5 o el A
B

&9 =7 EH S Y o 5S &Y ol v
BEY

Pipeline =7 vfo] g}l & wpol ZEiel o] 55

sholsetel o] o] w3 G o,

18.1.1.1.17. .status.conditions

18.1.1.1.17.1. 249

18.1.1.1.17.1.1. 53

[ J
object

18.1.1.1.18. .status.inputs

18.1.1.1.18.1. 49

18.1.1.1.18.1.1. 53
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=7

18.1.1.1.19. .status.outputs

18.1.1.1.19.1. 49

18.1.1.1.19.1.1. 53

=7

18.1.1.1.20. .status.pipelines

18.1.1.1.20.1. 29

18.1.1.1.20.1.1. 53

[ ]
conditions== ClusterLogging A Red Hat OpenShift Logging <1 2=¥ *,
ClusterLogging-2 clusterloggings API2] 27| u}¢] .

/\—]l%]

=

spec object ClusterLogging®] 9 3sl= &= A
oo]:
status object status= ClusterLogging¢] ¥z

FEHE Ao gy

18.1.1.1.21. .spec

18.1.1.1.21.1. 49

ClusterLoggingSpec& 91 3}+= ClusterLogging el = A 2] 3t}

18.1.1.1.21.1.1. 53
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object
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e
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r

object Zejzd] 2 74 94 A
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&4 3 A
el object (DEPRECATED) (A€ A}3}) ¢ o]

A ATEE R FHUTH FH2H 9
Curation 74 9.4 A}k

forwarder object (DEPRECATED) (A= A}3h) ¢ 9]
2 ALEE A gF UL S8 2FH
AgdA} 74 24 AL

logStore object A& A FHREHY 2O 2 E
2R 74 2 Ak

managementState string (A= AL 2] A7) @ Zel] €]
a 'R e e A

£'AA tEgy T

Al z+3} object (A8 A} Ze) 2 H o u) 3k Az}
5t 9 8] AbY

18.1.1.1.22. .spec.collection

18.1.1.1.22.1. 49

o] Log % oWl E AN 3 F 1

i

K|
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o
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ey
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o
i
v

18.1.1.1.22.1.1. 53

°
object

=5 +3 A3

resources object (A A =R 7] gAhs o
Ay

nodeSelector object (A= AL Pod7t o ol =2
Aoy

58 2.4} array (A=) AL) Podell A 18- 51 &
LS Ao gy

fluentd object (A& AL} Fluentd = fluentd

Qo AuA 742 dergy o,
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%4 LR A

logs object (DEPRECATED) (A= A}3H) ¢ 9]
FAHEEA FEUT FH 2E Y
234494 A1

type string A A AT 2o A8 A9

18.1.1.1.23. .spec.collection.fluentd

18.1.1.1.23.1. 49

FluentdForwarderSpec2 fluentd -3 2] A Ex = 93t 4 & JeEbd Y.

18.1.1.1.23.1.1. 53

[ J
object

4

H 7 object

inFile object
18.1.1.1.24. .spec.collection.fluentd.buffer
18.1.1.1.24.1. 29

FluentdBufferSpec2 & & fluentd &2 ol dl3l] W3 #4348 74 3t= fluentd W 3 vl 7l 522 A
B AEE JepdU. vy 9 i 327] 24, S9A] FY D S2A SHAE FASE i HT A B A
EE ALY

2 vl3 ¢l vl 7 H 4=+ https://docs.fluentd.org/configuration/buffer-section#buffering-
parametersol A ZFZ 314 A L.

Z A vj7l ¥ S=2] 739 hitps://docs.fluentd.org/configuration/buffer-section#flushing-
parametersZ FZ 34 A Q.
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A A = ufj 7] ¥ == https:/docs.fluentd.org/configuration/buffer-section#retries-parameters &

x4 A L.

18.1.1.1.24.1.1. 53

object

chunkLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxInterval

retryTimeout

retryType

retryWait

Jo
oftl

string

string

string

int

string

string

string

string

string

/\—]l%]

=

(A= A3 ChunkLimitSize = 7}
Ao Ho 2715 YeEbd Yt o]

HE o3

(A= A3} Flushinterval 2 5 71
o] AL FulA] Abol ol A] O 7] 8=
A7 71 7k& Yeby Y o)

(A9 A3 FlushMode = 3 =5
A ZYA AP RES

B} Yt} mode

(A= A}&H) FlushThreadCount
reprents the number of threads
used by the fluentd buffer

(A& A}3}) OverflowAction-&
fluentd W3 Z& 129 U3t 2y
< Yebgych

(A9 X}3}) RetryMaxinterval & =]
e o] H Al ZEhA S L
Wyt

(A9 A3} RetryTimeout-& X 7]
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=4 3 A
totalLimitSize string (A= AL} TotalLimitSize+=

fluentdgd 3] &8 == 7+ A A

ke e o,

18.1.1.1.25. .spec.collection.fluentd.inFile

18.1.1.1.25.1. 49

FluentdinFileSpec-& fluentd in-tail Z2] 221 w7/l HS=2] A B A E S A}8-3lo 2 & fluentd in-
tail 4o g +4S =4 Ao

A utA 9l wlj 7] H 4=+ https://docs.fluentd.org/input/tail#parametersoll A =314 A 2.

18.1.1.1.25.1.1. 53

[ J
object
2 3 A
readLinesLimit int (A& A1¢) ReadLinesLimit= 2+
I/O g el A ¢S & 5 Ve
Yt
18.1.1.1.26. .spec.collection.logs
18.1.1.1.26.1. A%
18.1.1.1.26.1.1. 53
[ J
object
2 3 A
fluentd object Fluentd 22 =3 #+A4 949 A}
oo]:
type string FAg = AL YUk
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18.1.1.1.27. .spec.collection.logs.fluentd

18.1.1.1.27.1. 49

18%. AP

CollectorSpec2 31719 =A% 2 @425 & 2|3t specyHh.

18.1.1.1.27.1.1. 53

°
object

K %9

nodeSelector object

resources object

&8 22} array

18.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

18.1.1.1.28.1. 49

18.1.1.1.28.1.1. 53

[ J
object

18.1.1.1.29. .spec.collection.logs.fluentd.resources

18.1.1.1.29.1. 49

18.1.1.1.29.1.1. 53

°
object

&4 3

limits object

A

(A9 AHg) Pod7} e oFl e = 8

4 o g o,

(A9 AL 4719 B a2 g

b e

(A48 AFaH) Podol A 182 5 &

o348 4o gk,
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requests

18.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

18.1.1.1.30.1. &9

18.1.1.1.30.1.1. 53

18.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

object

18.1.1.1.31.1. 49

18.1.1.1.31.1.1. 53

18.1.1.1.32. .spec.collection.logs.fluentd.tolerations]]

object

18.1.1.1.32.1. 49

18.1.1.1.32.1.1. 53

effect

key

operator
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=4 3 A

tolerationSeconds int (A= A} TolerationSeconds+=
518 2xk (A9 A E YEREY
=2

value string (A8 AL 7k 28 goldel o
2 sh= HILE gyt

18.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds

18.1.1.1.33.1. 49

18.1.1.1.33.1.1. 53

[ ]
int

18.1.1.1.34. .spec.curation

18.1.1.1.34.1. 49

ol= 21 Ff# o] A (Curator)d Uit AR E ¥3sl= +2YU .

18.1.1.1.34.1.1. 53

°
object

24 3 A

Curator object A8 77 o) A o] ALk

type string A8 Ao Mo 2B

18.1.1.1.35. .spec.curation.curator

18.1.1.1.35.1. 49

18.1.1.1.35.1.1. 53
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L J
object
&4 2 A
nodeSelector object Pod7} o ¢F 9 =2 A o] gk ).
resources object (A= A}g}H) Curatore] 2142~ @
Ay,
2A = string Curator 2}¢ ©] A 8§ =] = cron 2
A=dUch 71232 "303**" Y]
U}
3-8 Q= array
18.1.1.1.36. .spec.curation.curator.nodeSelector
18.1.1.1.36.1. 44
18.1.1.1.36.1.1. 3
°
object
18.1.1.1.37. .spec.curation.curator.resources
18.1.1.1.371. 494
18.1.1.1.37.1.1. 9
°
object
&4 3 A3
limits object (A AR Al g2 3] 8= = F
A das FS A TUT
requests object (A= A}gH) Requests= 2 Q.31 &
2 HFE S FSAAEFYT

18.1.1.1.38. .spec.curation.curator.resources.limits

18.1.1.1.38.1. 49
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[ J
object

18.1.1.1.39. .spec.curation.curator.resources.requests

18.1.1.1.39.1. 49

18.1.1.1.39.1.1. 53

[ J
object

18.1.1.1.40. .spec.curation.curator.tolerations]

18.1.1.1.40.1. A9

18.1.1.1.40.1.1. 53

°
array

%3 3
effect string
key string
operator string
tolerationSeconds int
value string

18.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds

18.1.1.1.41.1. 249

18%. API

(A= AL Key= 51§ 2371 4
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SH=HAE7IdY T RIS B E

H S E 7] 9} o X &-L o n) g
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18.1.1.1.41.1.1. 53

[ ]
int
18.1.1.1.42. .spec.forwarder

18.1.1.1.42.1. 49

ForwarderSpecoll= 54 A2z 738 & 9d 228 79 i/iHSF7E £33 st o] 3=
S gud oz A S Z Havtglon 7|2 AGR 7[Ed &5 A AT DS FES s &Y AA
] : fluentd.

N

18.1.1.1.42.1.1. 53

°
object

=5 3 A3

fluentd object

18.1.1.1.43. .spec.forwarder.fluentd

18.1.1.1.43.1. 44

FluentdForwarderSpec2 fluentd -3 2] AZx= 93t 4L JeEPd U .

18.1.1.1.43.1.1. 53

°
object

%4 3 L

H 7 object

inFile object

18.1.1.1.44. .spec.forwarder.fluentd.buffer

18.1.1.1.44.1. 29
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FluentdBufferSpec> = & fluentd &2 o tjall v]3 48 74 3= fluentd W3 wlj 7] ig=2] A
B AES YepdUch vy 9 7 37 24, T4 ZY 9 YA FYHAIE A S wilE S A B A
ES AL

Az 9l ul) 7)) ¥l == https:/docs.fluentd.org/configuration/buffer-section#buffering-
parametersol A F=x o}ﬂ Al Q.

Z A vj7l ¥ S=2] 739 hitps://docs.fluentd.org/configuration/buffer-section#flushing-
parametersZ F X34 A Q.

A A = uff 7] ¥ == https:/docs.fluentd.org/configuration/buffer-section#retries-parameters &
e RN

18.1.1.1.441.1. 53

[ J
object

A

chunkLimitSize string (A= A}gF) ChunkLimitSize= 7}
Fae] Aol 2715 YeErd Yt o
W= o4

flushinterval string (A= A} Flushinterval-& 5 7)]
o] A& Ze A Atololl A th 7] &k =

A7 7170 GEr U o

flushMode string (A= A} FlushMode® 35
e ZYA 2Y =] REE U
B} Y o} mode

flushThreadCount int (A= A} FlushThreadCount

reprents the number of threads
used by the fluentd buffer

overflowAction string (A= A}}H) OverflowAction-&
fluentd W3 Z&] 2ol ot 2+
< eI,

retryMaxInterval string (A= A1) RetryMaxInterval-2 %
Qo] Huf A7 HA & vE
Yo,
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%4 53 a7

retryTimeout string (A= A}g) RetryTimeout-2 3 7]
371 Aol AN EEANET 5 e
H A7 A4 & UERE U o

retryType string (A= AFg) Retry Type& Z 2] A
4 AN E 8L EEYT 2
A 2 7
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919 5 9 A A= Afo] o] A7k 7] 7
< ey

totalLimitSize string (A= A} TotallimitSize+=

fluentdd 3] &8 == 712 A

e ey,

18.1.1.1.45. .spec.forwarder.fluentd.inFile

18.1.1.1.45.1. 49

FluentdinFileSpec-& fluentd in-tail Z2] 221 w7/l S=2] A B A E S A}8-3lo] 2 & fluentd in-
tail 4o g +4S =4 doh

Az 9l ul] 7)) ¥4 == https:/docs.fluentd.org/input/tail#parametersol A FZx 3514 A] L.

18.1.1.1.45.1.1. 53

°
object
=4 3 A
readLinesLimit int (A& AL3}) ReadLinesLimit= zt
I/O ZF oA el & & 5 e
Yt

18.1.1.1.46. .spec.logStore

18.1.1.1.46.1. 49
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LogStoreSpecoll = 21 A Wl o3 A W7} £35 o] A5yt

18.1.1.1.46.1.1. 53

°
object

=4 3 A

elasticsearch object Elasticsearch 2 7 A & A 34 &
220 AV

lokistack object CloudEventStackel = Type©]
LogStoreTypelokiStacke. & 47
A 2O 2EA ) AT
ScanSettingStackol] ) 3+ 4 B 7}
ZgE o dFYUTH
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ArA|sf oF sk Q19 9] Hf 7] 7F
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type string TAE EI2EYA FI LAY

Operatori= & Al ElasticSearch&
AHg-3te] A 9l

18.1.1.1.47. .spec.logStore.elasticsearch

18.1.1.1.471. 249

18.1.1.1.471.1. 53

[ J
object

/\—]%’l

=

nodeCount int Elasticsearchol W] 2 =& =

nodeSelector object Pod7} ¢ ¢k5l == & A o] gk o}
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PARSY:

redundancyPolicy string (A9 A3
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=4 3 A

resources object (A= A}}) Elasticsearch ] 2] 4
2 QT A Y Y

storage object (A= A}3}) Elasticsearch ©] ] E
EE o] 2B A ALY

58 o2} array

18.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

18.1.1.1.48.1. 49

18.1.1.1.48.1.1. 53

[ J
object

18.1.1.1.49. .spec.logStore.elasticsearch.proxy

18.1.1.1.49.1. 49

18.1.1.1.49.1.1. 53

°

object
=54 +3 A
resources object

18.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

18.1.1.1.50.1. A9

18.1.1.1.50.1.1. 53

[ J
object
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requests object AF3}H) Requests= & @ 31 X
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18.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

18.1.1.1.51.1. 49

18.1.1.1.51.1.1. 53

[ J
object

18.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

18.1.1.1.52.1. 49

18.1.1.1.52.1.1. 53

[ J
object

18.1.1.1.53. .spec.logStore.elasticsearch.resources

18.1.1.1.53.1. 49

18.1.1.1.53.1.1. 53

°
object
52 3 A
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AFHE A2 FSAEFIUL
requests object (A9 A3} Requests= 2 2 3 &
A2AFE HAEEFS AP FYG

18.1.1.1.54. .spec.logStore.elasticsearch.resources.limits
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18.1.1.1.54.1. 44

18.1.1.1.54.1.1. 53

[ J
object

18.1.1.1.55. .spec.logStore.elasticsearch.resources.requests

18.1.1.1.55.1. 49

18.1.1.1.55.1.1. 53

[ J
object

18.1.1.1.56. .spec.logStore.elasticsearch.storage

18.1.1.1.56.1. 49

18.1.1.1.56.1.1. 53

°
object

== 3 A

A7) object ZEAAYT =] A 2EF
A EFIYch

storageClassName string (A A3} == 9] PVCE A3 A 5}
EH AT 2B R FH 29 o]
94U

18.1.1.1.57. .spec.logStore.elasticsearch.storage.size

18.1.1.1.57.1. 49

18.1.1.1.57.1.1. 53

[ J
object
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%4 R Aavd
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18.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

18.1.1.1.58.1. 44

18.1.1.1.58.1.1. 53

[ J
object

Dec object

18.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

18.1.1.1.59.1. 49

18.1.1.1.59.1.1. 53

°
object

=4 +3 A

scale int

Unscaled object
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18.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled

18.1.1.1.60.1. A9

18.1.1.1.60.1.1. 53

[ J
object

ABS Word X1

neg bool

18.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

18.1.1.1.61.1. 49

18.1.1.1.61.1.1. 53

[ ]
Word

18.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i

18.1.1.1.62.1. 49

18.1.1.1.62.1.1. 53

°
int

%4 3 A

scale int

value int

18.1.1.1.63. .spec.logStore.elasticsearch.tolerations[]

18.1.1.1.63.1. 49

18.1.1.1.63.1.1. 53

400



18%. APl Z=x

array

effect string Al A4} Effects o %] 51 H)|
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SHEHJE YU Nl B E
H O E 7] 9} o &L o)n) g )
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18.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds

18.1.1.1.64.1. 41

18.1.1.1.64.1.1. 53

[ ]
int

18.1.1.1.65. .spec.logStore.lokistack

18.1.1.1.65.1. 49

CloudEventStackStoreSpec2 =7 =& 2] X &stack2 Al-&35} == cluster-loggingS 44 3=
o AR YT FL T Ul 2slol =0l A 71 EstackS shel Ao

18.1.1.1.65.1.1. 53
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object
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18.1.1.1.66. .spec.logStore.retentionPolicy

18.1.1.1.66.1. 241

18.1.1.1.66.1.1. 53

°
object

%4 43

ol 2 A o] A object

audit object

infra object

18.1.1.1.67. .spec.logStore.retentionPolicy.application

18.1.1.1.67.1. 49

18.1.1.1.67.1.1. 53

°
object

A=A %?‘Sé

diskThresholdPercent int

maxAge string

namespaceSpec array

pruneNamespaceslinterval string
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18.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec|]

18.1.1.1.68.1. 49

18.1.1.1.68.1.1. 53

[ J
array

dvg
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= HZEE AHA Y Th

namespace string MinAge®r o} L&l & 225 214 5}
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18.1.1.1.69. .spec.logStore.retentionPolicy.audit

18.1.1.1.69.1. 49

18.1.1.1.69.1.1. 53

°
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&4 2 A
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18.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec|]

18.1.1.1.70.1. A9
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18.1.1.1.70.1.1. 53

°
array

A X 3

minAge string

namespace string

18.1.1.1.71. .spec.logStore.retentionPolicy.infra

18.1.1.1.71.1. 29

18.1.1.1.71.1.1. 53

°
object

A=A _ﬂ_?‘sé

diskThresholdPercent int

maxAge string

namespaceSpec array

pruneNamespaceslinterval string

18.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec][]

18.1.1.1.721. 44

18.1.1.1.72.1.1. 53

[ J
array
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minAge string (A= A})) o] MinAge (<]: 1d) &
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cdZEE A AT
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18.1.1.1.73. .spec.visualization

18.1.1.1.73.1. 49

o] = Log visualization(Kibana)ol gt J B & 2 3sl= F+2YUh

18.1.1.1.73.1.1. 53
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object
S 3 A
kibana object Kibana A] 2t 8} 74 @ 2 A}k
type string T A AE FE Y Th

18.1.1.1.74. .spec.visualization.kibana

18.1.1.1.741. 29

18.1.1.1.741.1. 53

[ J
object

/\-]%]
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A=A %i‘sg
resources object
3-8 Q= array

(A9 AH}) Kibanae] 2] &2 8+
At Ay o

18.1.1.1.75. .spec.visualization.kibana.nodeSelector

18.1.1.1.75.1. 44

18.1.1.1.75.1.1. 53

object

18.1.1.1.76. .spec.visualization.kibana.proxy

18.1.1.1.76.1. 249

18.1.1.1.76.1.1. 53

[ J
object

resources object

18.1.1.1.77. .spec.visualization.kibana.proxy.resources

18.1.1.1.77.1. 29

18.1.1.1.77.1.1. 53

°

object
A=) %?‘53
limits object
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18.1.1.1.78. .spec.visualization.kibana.proxy.resources.limits

18.1.1.1.78.1. 44

18.1.1.1.78.1.1. 53

[ J
object

18.1.1.1.79. .spec.visualization.kibana.proxy.resources.requests

18.1.1.1.79.1. 49

18.1.1.1.79.1.1. 53

[ J
object

18.1.1.1.80. .spec.visualization.kibana.replicas

18.1.1.1.80.1. &9

18.1.1.1.80.1.1. 53

int

18.1.1.1.81. .spec.visualization.kibana.resources

18.1.1.1.81.1. 44

18.1.1.1.81.1.1. 53

°
object

&4 3

limits object
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18.1.1.1.82. .spec.visualization.kibana.resources.limits

18.1.1.1.82.1. 49

18.1.1.1.82.1.1. 53
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object

18.1.1.1.83. .spec.visualization.kibana.resources.requests

18.1.1.1.83.1. 44

18.1.1.1.83.1.1. 53

[ J
object
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