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57. MIGRATION TOOLKIT FOR CONTAINERS A ®

Migration Toolkit for Containers(MTC)+= &2 S8 2H A td S 2HZ dlo|H & nfo] 2d o] A s}
7] 918k 3 A 2F 9 AW AEH o] B HAF S A A F U Th S o] A tetal 2E YA FF A A
ste WHS A9 d = AdFUh

MTCE d2s Zo 2804 Ba] 2 £ £ 2 o] 8 52 & HASIL thA] oA 28 28 2 BAFY

ShQ) 4] 225 BAF e 7b5 mho] e o) Ao Resticd AL8 81 AL & 4 25 nho] # o] Aol Rsync

AHg T

52,59 A28 BAL Y 2ok

ald A g

o ZYrHEUE 2EA 228 LA o AW AL MERT =Y
ey
o e A Hjo]E Felow Aol 2A A
o RES3IAEA FFA Ul A, Ut}

Restic & Rsync PV w}lo] g o] A& 2] 9 ¥ = PV7} volumeMode=filesystem <1 71 o 2
7 ety o) g A] 2" nlo] 17 o] A o] = volumeMode=Block & 4|88 &= H <1/ 0k
5.3.2. 2 AF B A}

MTCE &2 F2 2 HolB o 2YAES 28¢5 T3 Ao 54 gl A B o HAE U B/ F 2
ZE oA H el H7F Sd gy
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67 MTC A %
OpenShift Container Platform 3 & 4¢)] MTC(Migration Toolkit for Containers)E A x| &+ 4= ) &4 o}

Operator Lifecycle Manager& A}-&-5}o] OpenShift Container Platform 4.11¢f] Migration Toolkit for
Containers OperatorE 4 %] 3 3 OpenShift Container Platform 3] @] 7] A] Migration Toolkit for
Containers OperatorE 52 2 A X34t}

71®22 o 2 MTC ¥ &< 4 Migration Controller Pod= t4) S8 2H oA A FH Ut} 42 F8 2F
= 7 F2 2ol MTC ¢ &< 2 Migration Controller Pod = %l 3} 3} = = Migration Controller
AREAE A Y glAas U AAES AT F AFHTH

MTCE A3 Foll& EA| e A EZ AE T QEAE 2B A S A oF FUth

MTCE A A A At MTC A =] sl Al 2 2] 22 2HA] & FZ3H A L.

6.1. 334 X3

OpenShift Container Platform ® 21 3} & %t & = MTC(Migration Toolkit for Containers) OperatorE A |
sl o gy k.

39
7EEHRE

OpensShift Container Platform 4.5 2 o] W 9 Y o).
HAN R E

OpensShift Container Platform 4.6 o]/ ¥ J Y o}
7] Operator

g AA FHES 918 A A" MTC Operatord Y ot
F A1 Operator

A ZHES Yl A A ¥ MTC Operatoryd Yot
Ze] 28 A o]

MTC AEE® 2 GUIE 433l F82E Y
97 24 £H

VeleroZ 23] 3= mlo] 2@ o] A 9] A2 = A} 8] 28 Y Y th Control Cluster:= Velero APIZ
ol 94 FH 2o FAlste] vlo] 2y ol dS s E YTk

c
o

OpenShift Container Platform &2 2~ 8] & vlo] 2@ o] A 3l ] 235 &= MTC B d & ALgaf oF g o}
o]z old o]l &k FHAE G Y FHAYH R AFetEd L e MTCE AFg-all oF g4
=

MTC 1.7 OpenShift Container Platform 3.110] 4] 4.8 & n}o] 23] o] A& %] A gt}

MTC 1.8-2 OpenShift Container Platform 4.9 o] A4} ¢] ujo] g o] 4 7+ 2] & gk o}

X 61LMTC S84 G AA = AN ZFAFZ oA vo] 28 o] A
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https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-uninstalling-mtc-clean-up_installing-3-4

OpenShift Container Platform 4.11 8] A 39| 4] 42 njo] 1 g o] A

AR AR

OpenShift
Container
Platform 3.11

MTCv.17.z

OpenShift
Container
Platform 4.09]| A
45=

MTCv.17.z

G AA MTCv.17.z
operator:
operator.yml 5}
A& A8k 5
o2 AAFPU

[critical] o] 8]~
HE Ale] F82H
7HE F glsyth

OpenShift
Container
Platform 4.69] A
48=

MTCv.17.z

OLM3} 3 4],

gy Ad

release-v1.7

OpenShift
Container
Platform 4.9 o] &

MTCv.1.8.z

OLM3} 3 4 ),
SEESEIE)

release-v1.8

Ay 2287} vpo] 2ol o] B E T2 S 2E o] AA A FIES s Edge AHal 7t A&
t} o & E0o] &g n]2=2] OpenShift Container Platform 3.1 &2 22 ¥l ol A &= 2] 41 OpenShift
Container Platform &2 28 & vlo]| 2| o] A g w F 41 22 2~¥] 7} OpenShift Container Platform 3.11

S8 2Hol 44

25 dsu

¢l 7 $- crane tunnel-api 3 % S 218U o

P A A MTC H ] 2ol M = 2 2l S 2 E Ao Fe2E 2 A Aok st v o] 54 A5 & A
A ZH 2B E Al Y HE AL YAREE I FYHAHE FAL F dFUTH

6.2. OPENSHIFT CONTAINER PLATFORM 3¢] & 7 A] MIGRATION
TOOLKIT FOR CONTAINERS OPERATOR A %]

OpenShift Container Platform 3¢ #] 7] A] Migration Toolkit for Containers OperatorE =52 2 x| &
2= 0] 2=

T AFYTh

A 27 A

22

o 1= Z 7] ~E oA cluster-admin @ 3dlo] Q&= Abg A2 2 123 T

e registry.redhat.io] t 3 o Al 2 @ 3lo] glojof Tt}

e podmano] 4 5 o] glo] o} gt}

® create animage stream secret & A A stod F 8] 2E Q] 7+ == of B A} oF T}

1. Red Hat Customer Portal 2} 2 & & A}-8-3}¢] registry.redhat.iool] = 22135t}

I $ podman login registry.redhat.io

2. O HWH S g5l operator.yml 3 & T} 2 =3


https://access.redhat.com/solutions/3772061

673 . MTC A X

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

& ¥ %< 9 g3le] controller.yml 2 & T} &2 =3t}

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/controller.yml ./

w
— o —

4. OpenShift Container Platform &2~ 28] 2~ o] 2 1203 o}
5. 222 7} registry.redhatio = ¢1=3 4 9l =% gl gt}
I $ oc run test --image registry.redhat.io/ubi8 --command sleep infinity

6. Migration Toolkit for Containers Operator 2. 2.4l E A§ AJ:

I $ oc create -f operator.yml
29 o

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

Error from server (AlreadyExists) = A| A & A & 4= 915 T} o] = Migration Toolkit
for Containers Operator7} o] & & 2] 2~ of 4| A| ¥ % = OpenShift Container Platform 4 o]
HAe gt 2l aiE A7) w ol HA S ok

7. MigrationController ¢ 2 4 E = w51t}
I $ oc create -f controller.ymi

8. MTC pod7} A& F<21%] &<lgtt}.
I $ oc get pods -n openshift-migration

6.3. OPENSHIFT CONTAINER PLATFORM 4.11¢] MIGRATION TOOLKIT
FOR CONTAINERS OPERATOR A A

Operator Lifecycle Manager& A}-&-3}o] OpenShift Container Platform 4.11¢f] Migration Toolkit for
Containers Operator& 41 %] g t}.
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OpenShift Container Platform 4.11 8] A 30 A 42 njo] 1 o] A

A 8T A
e = Fe| 2 o)A cluster-admin H3ko] & AFEALE 22213 o}
A3
1. OpenShift Container Platform €] < <] 4] Operator — OperatorHub& &3 3t}
2. 7199== 2H¥ 2 = £ A}18-3lo] Migration Toolkit for Containers Operators %41t}
3. Migration Toolkit for Containers Operators 48]l A X & &8 gt}
4. A= Y IYh
A 2] Operators 7] o] #] o] 4] Migration Toolkit for Containers Operator= openshift-
migration 2 2 4] E o] Succeeded “J | 2 U E}FH Y T}

5. Migration Toolkit for Containers Operators 2 34t}

%
k3
o

6. AZH APl o}l ol A mho] aalol AESe] B 23 AXL FH S 2

8. 422 E - Pod= 23] MTC pod7t A& 114 &1yt

6.4. T2 A A

OpenShift Container Platform 4.1 % o] v 2] B¢ o] B A S FE 2 HA T2 QBAES
2 Y 51A] % 7] Wl &) Migration Toolkit for Containers OperatorZ 4 %] g+ < MigrationController
CR(AFE A} A ] 8] &) v Y 3| 2 E o] 4 proxy =S -4 &l oF g T,

OpenShift Contalner Platform 4.2 A 4117} %] MTC(Migration Toolkit for Contamers) el g AA
=2 A4S AEFUT FA2E QA ZSA AH L AF AR Z2A v ARSE WAE 5 3
4t

6.4.1. 45 2§ njo] 27 o] 4

MTC 142614 25 2§ vlo] 2 o] 4(DVM)°] =9 = &1 th. DVME shf o] = A 9k 2 9 g o),
W 2 2B 22 Hol Qe AS 25 2UXEE O 2 2E ] AR AT 5 geUh

ZE2A Ho A A2 FE A A DVMS el et ™ A4 Al 2o A AE6t= TCP T2A2 248l
ZA) SSLAIZEAN E 252 3l %8t m A% Esheta] s SSL AL B Al Ads ok gyt
Stunnel ZEA = o] 83 ZE A 9] o Utk

6.4.1.1. DVME TCP = 51| A A

TCP ZE2A 2 E&)| A9 A F82F 7hol] FH AZA s T2 = A8 3= = MigrationController
CRol| 4] stunnel_tcp_proxy M= 341 & 4= 54 o)

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:

name: migration-controller

namespace: openshift-migration

24



6. MTC 23]

spec:

[..]

stunnel_tcp_proxy: http://username:password@ip:port

4% 2§ vho] 9 o] A(DVM) L 8 Ao t & 7] & Q152 X A g ok £3 DVME TCP A2
A HEY G 5 A ZEA] H o
F5UTh 71 E e 28 AAl ZEA A o] T2 A eH] %

o]
Al AHe Edor MTCO Yyt T2 A]

S 5
A e 2ZHg gtk S22 =0 A HTTP/HTTPS Z2 A 7} 2H5 314
1ol A] AFUT 24402 DVMe =5

A 1)
o,
[
o

i

X
Jo
B
ol
L e
ral

6.4.12. HTTP/HTTPS Z £ 4] t) Al TCP ZEA| & A}2-31E o] f-= B YU 72

OpenShift 24 25 &l 229} )4} 22 2E] 7ho] RsyncE A 3 6t DVMS &4 318 4= 9l th E g
¥ & TCP ZE A<l Stunnel S AHg-3te] ¢FE st Ut 22 Fe| 2H oA A8 5 & Stunnel & that
Stunnel & A& TLS A4S A 2Hsta E3tE A S S8 volHE AF-FYh

OpenShifte] Z 228 AA HTTP/HTTPS T2 & L ukz o7 244 TLS Al A S 9] 1 v o Al

S REg FAEYT 28y o] 242 Stunnelol A & ZE kA 25Ut Stunnel ZEA] o] A
TLSAIA S I E ASsofsln=m 7R 408 TZAE Fal TCPAA S O g ddste 583 H

gz 222 dAs)oF gyt wheb TCP 2 A £ Alg-8f of gy o}

6.4.13. 423 A

nlo] 1g o] A A3 ¢ F Upgrade request required

npo] g o] AEE = SPDY Z2EF S A1E5te] 97 Pod oA HE & AU 9474 Fe=
Bl 7} Z5A] = SPDY 2R =g 5 A A skA] e Wah H o sle 745 vhelLdl ol AEE 7T 44
S Algslx] gt 2 F WA A Upgrade request required e} 317 mlo] g o] o] A o) gt}
AW H:SPDY 22 EFS A U3t ZEA & AU L

SPDY Z2EZ A ¢ 9]o| = Z= A i wE}s o Upgrade HTTP 30 S AP A 1] o] 223 o o,
Z oA E = o] § 5 = AL&-3lo] API A B ¢} 2] websocket 142 ¢t} Upgrade 3|t 7} Z 2 A] it=
ksl o] o] & xpetE 79 mpo]l 19 o] A2 9 7 | A %] Upgrade request required <} 317 A 3 & o}
s 2W: A7} Upgrade 319 & A g sl e gt

6.4.2. vfo] 2 o] dE AFUEYH A BH 7

OpenShifte F8 2H oM AFEsl= Y EY I Z 8] 2208 7|¥S & NetworkPolicy B+
EgressFirewalls 2183t Pod= Eg g S A g+e 4 5t vlo] g o] A A& E A2 v Y 25 o]
27 ol g AU S S AE ] VIEY A EfT S =2 A ghah= 735 Al gho] wpo] 28 o] 4 Sl
Rsyncpodz e EgF S A4 TAT = dH5Yth

g A F ] 2 A & tF 23 5= rsync Pod= OpenShift 4 22 &) A 2 A4 5| o] of gt}
71 NetworkPolicy %=+ EgressNetworkPolicy . B A E = o] 2] 3+ E 2 I #| 3ol A Rsync PodE 252
ZAYSEE FAAE F AFUTH

6.4.2.1. NetworkPolicy 14

6.4.2.1.1. Rsync Pod?] 441 Eg¥]

A2 = O vl 23 o] 2= o] NetworkPolicy 73 o] o] | gt 73 ¢] Eej & A} 3l+= 7 -9 Rsync
Pod®] 313k g o] &5 AE-ste] FA4l Ef o] sl Edj o/ A2 HES & F 3
A A2 v &9 o] 29 Rsync Podol| Al R E 541 Ef & 3] -& gt

at

I apiVersion: networking.k8s.io/v1
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OpenShift Container Platform 4.11 8] A 30| X 4% wjo] 27 o] A

kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policyTypes:
- Egress

6.4.2.1.2. Rsync pod 2 9] 54l E&j ¥

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

6.4.2.2. EgressNetworkPolicy 4]

EgressNetworkPolicy ¢ 2 4| € == Egress Firewalls & 281 2H & Y7le $4 E
A A A OpenShift x4t}

16
o

A ]

=

NetworkPolicy ¢ 2 4] E ¢} 2] Egress Firewall-2 Lﬂo 2ol 2 RE O HLHEE TZ2AHAE S
Zo| A 253 o} wpEkA] Rsync Pode] a1 & o] B2 A &t A}alol] A Rsync Pod gt A €] 514 OV*L]I:}
YU T ESHEEH L A A4S A8 91Ei S EE U Fe2H CIDRYE S E 4 3 9
54 2 o) F7+e & dHFUth

Egress Firewallo] 9= F 8 2HE 7|0t 2 b & F8]2FH 9 CIDR W9 & F7Fste] & Ato] 9] &4l E
& 888 5 AdFynh

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

6.423.t)o|H A42 918 A 27 A
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6% . MTC A x|

4 © 2 DVM2 OpenShift Container Platform 4 25 €7 2 & A&-3lo] PV tlol 8 & )4+
H= Z‘i%%“%‘:} Y EEEAVLE Gt A e AR AdHe 21 & A9 E 5 2l

> iy

L

S
o
ol i3l MigrationController CR| = & 3 dj & & 21 2~ ¥ °l A rsync_endpoint_type ¥ S
e 7T F UAFU

my @

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

6.4.2.4. Rsync Poddll tj 3 37} 28§ 74

PVCOl 4] 3§ 252 4 & AL§-3h 45 Podol 4| o) 4] 2% 5] 4-517] 918] Rsync Pod 4 ool %7} 15
& Fobetel sl 2Eel Ao T @ A4l 28 FHE F ALk

3 6.2.Rsync Pode] »x IF

w4 3 ] 4w

src_supplemental_g  string AP EA B5 42> Rsync Podel o &
roups FrtE FRE 372
z=
target_supplemental  string A=A & th 7 Rsync Podel| o &
_groups Fulg TRE E71 28
z=
A4 e

MigrationController CRS QHl o] E3}o] o] 2]t 7} 2o g S A AT = Ad5Uth

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

6.4.3. ZE=A] 4

A 27 Avg

o W E Z# ~E A cluster-admin @ 3to] 9= AL 22 22918}

1. MigrationController CR v U 3| ~E & 7} 4 -1 t}.

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

27



OpenShift Container Platform 4.11 8] A 30| X 4% wjo] 27 o] A

2. =2 WS E Qo] EF T}

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬁ A E5 vlo]z# o] AL 93 Stunnel Z=A] URLY Yt}
© =ZSA=ANT YN =W olF, wHe, IPF4 EE /B UESACIDRY 4R 78
g =229Urh

W LA & £91, .y.com2 x.y.com} I x| 5} %]
W y.come Q3 5hA] Sk th *E AL ko] W bl thal EEA|E vhol ) 2T
networking.machineNetwork[].cidr Z =9j o]&j] & o] H Y| E ¢ ol E 35 of glx] ko =LAl 7}
E AR FANA] FAstEH AdF EAE W E7] YEl o] B2 &l I AE F)e) oF gy
o,
httpProxy &=+ httpsProxy Z =7} A A 5 #] & A9 o] I == FAFEYTh
3. #j Y3 2~ E & migration-controller.yaml= # 73+ o}
4. Qo= WU 2ES & &)

I $ oc replace -f migration-controller.yaml -n openshift-migration

2hA 7 W82 F 8 2F A ZSA] 7 & FREA A L.

6.5. &4 gl A Eg 74

A JEZAEYZ AT L HAE ~EXE FA &) oF gy ok MTC(Migration Toolkit for
Containers)= &2 8 2E A 4] g X ET] 2 Ho]HE HALS O3 54| 2| 2A E oA g &
B 2HE dolE & HAMgY T

o ¥ o4 T4 S 2] 2E 2 6o B & o] e o] A at7] 913 5ol 4] 2wl
H

MTC= &2 & =1} ) 9l A~
WS AP B0 4Petn 2ENA FFALALFE PPS AL & dgyTh

ol A}
et e 2 FFAT AL
® Multicloud Object Gateway
® Amazon Web Services S3
® Google Cloud Platform

® Microsoft Azure Blob

e AU S3 QHAE ~E 2] X|(d: Minio B2+ Ceph S3)
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-understanding-data-copy-methods_about-mtc-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-configuring-mcg_installing-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-configuring-aws-s3_installing-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-configuring-gcp_installing-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-configuring-azure_installing-3-4

6% . MTC A x|

6.5.1. AL @+ AL

HE EdaHoE BAl gEAEC i TEgle MEH A A4 2 Aol Jlojof gyt

off

A Eeloh G ZFA M E A

g z F= 78 ZHA7F 5A4 Bl A =]
ol 4| 28 4= O‘%X] sHelsfof gt

JHE 9 E QBAE Ao Ed o] AF AR 74

= o

MCGZ MTC(Migration Toolkit for Containers)¢] &4 &) £ x| E 2] & T4 &8 1 MCG(Multicloud
Object Gateway) <15 8 1 9 S3 &3S A & oF ¢ th. OADP(H| o] E] X )-8 OpenShift APIo|| tf g
Secret CR(A}&-2F A 9] 8] &2)S A4 8le] ¥ MCG(Multicloud Object Gateway) ¢1% A BE 7 Al 5 o}

P

MCG+= OpenShift Data Foundation®] -4 2 A<y t}.

A 27 Abg

2] A 3F OpenShift Data Foundation vl 3£ 7} o] = 2 A}-&-3}o] OpenShift Data Foundationg vl 3
af oF § .

NooBaa A& =} A ¢] 2] &~ 2~0]| A describe ™ & 2 233l S3 &%, AWS_ACCESS _KEY_ID
2 AWS SECRET _ACCESS KEY= 714 -84t}
olgf gt lF HHE AE3te] MCGE HA| gl A BT Z F7FEY

6.5.3. Amazon Web Services +4]

AWS(Amazon Web Services) S3 2 B4 E A~ & 2] x| & MTC(Migration Toolkit for Containers) 2] 2-# 2]
A EFZE FAT

RN

Az

1.

AWS CLI7} 41 % 5 o} glofof gt

a2 gt 2 SE oA AWS S3 e A Wl Al 23 5= glofof gt

o EC2EBS(Elastic Block Storage)el] o Al & 4= 9l o] o} gt T}

G EESHE TLd T A dojok
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https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html/managing_hybrid_and_multicloud_resources/accessing-the-multicloud-object-gateway-with-your-applications_rhodf#accessing-the-Multicloud-object-gateway-from-the-terminal_rhodf
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

OpenShift Container Platform 4.11 8] A 30| X 4% wjo] 27 o] A

I $ REGION=<your_region>
3. AWSS3 HZI& A YT

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-12 LocationConstraint=S =] 31 &<l 2 d o] us-east-121 7 9- --create-
bucket-configuration LocationConstraint=$REGION & A 51 t}.

4. 1AM AL8-2+2 A Y o
I $ aws iam create-user --user-name velero ﬂ

Velero AL-g-3te] o] S3117l0] Sl ol e S8 & WY steld 2 S 26 s
FE A o B A YT

5. velero-policy.json 3} 2 A A 34 o}

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",

"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

§

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",
"Action™: [

30



6.

7.

6% . MTC A x|

"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
8
"Resource": [
"arn:aws:s3::${BUCKET}"
]
}
]

}
EOF

32 & A7 5to] velero AHg Aol R E A} AL Hol gk

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

velero AF-g-z}ell t gt A A 2= 715 A A T o}

I $ aws iam create-access-key --user-name velero
=49 4

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

AWS_SECRET_ACCESS_KEY 2 AWS_ACCESS KEY IDE 7| £33t} 1= H B2 A183}
o] AWSE B4 8| X E7 2 713 th

6.5.4. GCP(Google Cloud Platform) -4

GCP(Google Cloud Platform) 2~ & 2] ] ¥} 7l -2 MTC(Migration Toolkit for Containers)2] &-# 2] LX| &
g &2 gy

A 27 Abg

gcloud 2 gsutil CLI E0] A x| & o] glojof Y ) A s U 82 Google 9= A A &
23 A L.

dzs o)

il

2 2E o A GCP 2 E 2] A] ¥ 7ol QA =eh 5= glofof eyt

o xzu Y FH2HE FIT A QojoF Uk

31


https://cloud.google.com/sdk/docs/
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32

- 3-S5 velero ALg Aol A e e 4

o
B>

o
[>

B4 Zoat 2yskat 58 71 oF g

1. GCPel 1913y th.

I $ gcloud auth login

2. BUCKET ®5=2 44 3.

I $ BUCKET=<bucket> )

L 2R WAL AT,

I $ gsutil mb gs://$BUCKET/

. PROJECT_ID & &4 224 EZ A3}

I $ PROJECT_ID=$(gcloud config get-value project)

CAHI 2 AR S AT

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

A2 AR e By

I $ gcloud iam service-accounts list

. email 3t} o %] 3= = SERVICE_ACCOUNT_EMAIL ¥ 4&

a7

2 S A e Y 2ER FHSE Bl oF i Tth

ok

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \

--filter="displayName:Velero service account" \
--format 'value(email)')

o
filo
—z

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete

L
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storage.objects.get
storage.objects.list
iam.serviceAccounts.signBlob

)

9. velero.server A&7 4 o] &S A

L

Y,

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

10. EzAEo] IAM g 2] vleld & F71g o).

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

. 1AM A8 2 AR L Ay o)t
I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}
12. 1AM Au1 2 A8 715 d A ] 9 E 2] 9] credentials-velero o+ o] =] 7 gt o}

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

credentials-velero 7} & & A} 8-3lo] GCPE B4 gl XX EE & F71g Y o}

6.5.5. Microsoft Azure +4]

Microsoft Azure Blob 2~ X 2] A] 7 g o] 2 MTC(Migration Toolkit for Containers)¢] &) 2] X E & &
T4 &Yk

XA 7 AV
® Azure CLI7} 5 o] glo]oF Fi ).

® Azure Blob 2E 2 A AE 0| = 2 gl i S|SB A2 5= glofof gyt

o &~y

1. Azureoll 21213t}

I $ az login

33


https://docs.microsoft.com/en-us/cli/azure/install-azure-cli

OpenShift Container Platform 4.11 8] A 30 A 42 njo] 1 o] A

2. AZURE_RESOURCE_GROUP H 42 A gt}
I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. Azure ] &2 2FS AT
I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS ﬂ

@ 7 =xxnzum

4. AZURE_STORAGE_ACCOUNT_ID <& A A 3y}
I $ AZURE_STORAGE_ACCOUNT ID="velero$(uuidgen | cut -d ' -f5 | tr [A-Z] Ta-z])"
5. Azure 2E8 A AR LS A

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. BLOB_CONTAINER H+&5 A

o
o

RElch

I $ BLOB_CONTAINER=velero
7. Azure Blob 2E 2] A A" o] H = A A gt}

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. velerool] tj g A ¥] = 4] 851 A4 S5 B F YT

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id"' -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \
AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \
--query '[0].appld’ -0 tsv’

9. credentials-velero @} o] A v 2~ FH) 244 = & # &gt}

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
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AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud
EOF

credentials-velero 7} & & A} 83l AzureE A4 gl T A EY E F7F Y o)

6.5.6. 7} g A&

e MTICHa&E=
o ol HA WY Pu

o MTC §] &9 5A4 2| 2A B F7}

6.6. MTC A x| A A & 2] 22 AHA)

MTC(Migration Toolkit for Containers)E A x| A| A s}aL dl G 2] 228 AHA sl FHHE Q2T 5

o) 2=
PO

NEEN

23

velero CRDE 24| 51 & 2] 2~ E] o 4] VeleroZ} Al A ¥ U t}.

A 27 A

cluster-admin #3lo] = At g 2= Z 12l s ofF $Fu th

. BE ZF# 2H o4 MigrationController CR(AF-&#} g 2] 2] A&~ 2)& 2HA &y o)

I $ oc delete migrationcontroller <migration_controller>

. Operator Lifecycle Manager& A}-&3}Fe] OpenShift Container Platform 4¢) 4] Migration Toolkit

for Containers OperatorS A x| A 4 gt}

e PR S At RE SYSECAAM FH S B gaiE g

e migration CRD(A}-&%}F A 9] 2] &2 4 9]):
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD:
I $ oc delete $(oc get crds -0 name | grep 'velero')
e migration 2] 2~ g o gk
I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io')
e migration-operator = 2] 2~ ¥] & &

I $ oc delete clusterrole migration-operator
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-mtc-workflow_about-mtc-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-understanding-data-copy-methods_about-mtc-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-adding-replication-repository-to-cam_migrating-applications-3-4

OpenShift Container Platform 4.11 8] A 30| X 4% wjo] 27 o] A

Velero £ 2| 2F 9 &
I $ oc delete $(oc get clusterroles -o name | grep 'velero')
e migration & =¥ & vl d:
I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator 2 ¥ o & njolo:

I $ oc delete clusterrolebindings migration-operator

Velero 2] 2~¥ & njeld:

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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77 A rE U EY A 73 ol MTC A2 A

oS A2 FaPsle] A E W E YA 37 o] A OpenShift Container Platform 3 2 4] MTC(Migration
Toolkit for Containers)& A X & 4= 1 &t

v 2] & ¥ Operator 722 25 A A gy o}

o] ZEA oA = registry redhat.io o] n| x| ¢} v & # A =E ] o|wA] ko] v P& X3 o=
mapping.txt 3} & A g o} &2 F8 22 F o] OperatorE A %) 3= t] mapping.txt 3} o]
gyt

2. Operator Lifecycle Manager& A}-&-3}Fo] OpenShift Container Platform 4.11 th A} & 2] 22F o]
Migration Toolkit for Containers Operator& 4 %] gFu t}.
7182 o0 2 MTC ¢ &< 4 Migration Controller Pod= th 4 S8 2B oA A3ig Yt} 4~
e 2~E e 97 F22F oA MTC §] &< 9 Migration Controller Pod= A 8 &l = 2
Migration Controller 2182} A o] 2] &2~ wj U 2E S 24 & 4 &Yt

3. W& = 2l E ¥ o] 229 A} OpenShift Container Platform 3 24~2~ 2] 22¥] o] 2 #/ 4] Migration
Toolkit for Containers OperatorE A1 ] gt t}.

4, A Y IR ET R AL QBAE ~EYAE AT

MTCE A2 Al AstE ™A MTC A ] Al A 2 2] 22 244 2 24 A 2

7.1. 334 A F

OpenShift Container Platform v 21 3} & %t & = MTC(Migration Toolkit for Containers) OperatorE A |
sl gy k.

39
7EERE

OpensShift Container Platform 4.5 &2 o] W 9 Y o}
HAN EHE

OpensShift Container Platform 4.6 o]/ ¥ J Y o}
7]<& Operator

YAA Z2HELS s A E MTC Operatord Y t}.
F A1 Operator

HA ZHES 98] A" MTC Operatory Y th.
228 Aol

MTC AEZZ U GUIE A ste S8 2HY

2 22 2H

VeleroE A3 sl mlo] 2@ o] A o] A2 = thAt 8 28 Y Yt} Control Cluster+= Velero APIZ
ol 94 F8 2Ho FAlste] rlo] g ol dE s E YTk

<
o

OpenShift Container Platform &2 228 & vlo] 28 o] A 3}= v 235 = MTC ¥ d S AL-gafoF o}
o]z ol/d o]l &k FHAE G Y FHAYH R AFetdd 5L e MTCE AR&-all oF g4
o,

MTC 1.7-& OpenShift Container Platform 3.110l A 4.8 & w}o] 1@ o] A & X YA gt}

MTC 1.8-2 OpenShift Container Platform 4.9 o] A4} ¢] ujo] .3 o] A 7+ 2] & gk o}
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/operators/#olm-mirror-catalog_olm-restricted-networks
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-uninstalling-mtc-clean-up_installing-restricted-3-4

OpenShift Container Platform 4.11 8] A 39| 4] 42 njo] 1 g o] A

E7IMTCs3A: HAAN == HA

AR AR

OpenShift
Container
Platform 3.11

MTCv.17.z

EQEFNA vho] 1o 4

OpenShift
Container
Platform 4.09] A
45=2

MTCv.17.z

G AAN MTCv.17.z
operator:
operator.yml =}
A& AHE st 5

o= AX Y.

[critical] o] 8]
B Ale] F812H
7HE F glsyth

OpenShift
Container
Platform 4.69l A
48=

MTCv.17.z

OLM3} &7l A =],

gy Ad

release-v1.7

OpenShift
Container
Platform 4.9 o] &

MTCv.1.8.z

OLM3} g7l A =],
gy = Ad

release-v1.8

A Fel2E 7t rto] g ol e A E g E Fel2H ol A2 5HA Est= S sl Edge A 7F 5

o} o 2 Eo] & g u 2] OpenShift Container Platform 3.11 & 2] 2l o] A Z&+-$-= 2] 41 OpenShift
Container Platform &2 2~ 8 & nlo] g o] A sk ] H Al &2 22E 7} OpenShift Container Platform 3.11
S 2Ho| A4 F elFUth

MTCv17z E A&t U EY I ATO R Q) 94 2 2H

%= 749 crane tunnel-api ™ & & AF8- o)

9H4 A9 MTC 9] 2o 4 = g4 A4
A 22 E Alo] Fe 2H 2 A4

it

TAUMAEE S FAT F

H2EH = Ao 282 A A oF kA 3k o] EF AS- 7 A
JIaREE 94 SHHE FALS F dFY

7.2. OPENSHIFT CONTAINER PLATFORM 4.11¢] MIGRATION TOOLKIT
FOR CONTAINERS OPERATOR A A

Operator Lifecycle Manager& A}-&-5}o] OpenShift Container Platform 4.11¢f] Migration Toolkit for
Containers Operator& A1 %] g t}.

A 27 Ab

o = Z 7 ~E A cluster-admin @ 3dlo] 9= AR E 22213}

1. OpenShift Container Platform < <]l 4 Operator - OperatorHub = 2 3t

24 YA 2ET 2 vy o]u] X oA Operator 71E 215 A A &) oF 3 T}

e

2. 7199== 2H¥ 2 =2 x}18-3lo] Migration Toolkit for Containers Operators %41t}

3. Migration Toolkit for Containers Operators A &3l Ax 2 Z8 g}

4. AX g 2P
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72 AFA UES T SR MTC A

A %] ¥l Operators 3| ©] ] | 4] Migration Toolkit for Containers Operatori= openshift-
migration 2Z 2 4] E o] Succeeded “JE] 2 YElFU T}

5. Migration Toolkit for Containers Operators 2 g4t}

6. AZH APl o}l ol A mho] aalol AESe] B 23 AXL FH S 2

ot
c
o

7. AR E 2934,
8. 9132 E - PodE Z¢ st MTC pod7t 4 F14 el g oh.

7.3. OPENSHIFT CONTAINER PLATFORM 3¢j| & #A] MIGRATION
TOOLKIT FOR CONTAINERS OPERATOR 4 %]

OpenShift Container Platform 3¢ #] 7] A] Migration Toolkit for Containers OperatorE 5% 2 x| &
F syt

PEEERE
o == F2HA cluster-admin @ 3te] 3l AR = 20T
e registry.redhat.io] t gk A 2 @ 3lo] glojof Tt}
e podmanc] 4 x| = o] glofof gt}
® create animage stream secret & A A sle] S8 2 9] 7} == o E A} oF Fu o)

e registry.redhatioo] 4] 3 S t}eZ=3te A Y EY A A4 2 Asto] A= Linux 9 Z2H o]
Aol glofof gyt

® Operator 7t2 2 2.9] 1] 2] o] =] & A A af oF gt}

® OpenShift Container Platform 4.11¢] ©] 21 & ® Operator 7}& 2 19| 4] Migration Toolkit for
Containers OperatorZ 4 3] &l oF g1 t}.

1. Red Hat Customer Portal 2} & & x}-& 3} <] registry.redhat.ioo] = <1t}
I $ podman login registry.redhat.io
= %< Y gsto] operatoryml 31Y & T2 =g o}

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

& 4% < 99 3le controller.yml 2 & o} &2 =3t}

operator:v1.7):/controller.yml ./
& 4% & A3 ske] Operator o] WA v g & 7HA 5 o

o}
o}
I podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
o}
I $ grep openshift-migration-legacy-rhel8-operator ./mapping.txt | grep rhmtc
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https://access.redhat.com/solutions/3772061

OpenShift Container Platform 4.11 8] A 30 A 42 njo] 1 o] A

Operator 7} 2 15 v 21 & =] mapping.ixt 7t o] A= AFUTH =52
registry.redhat.io o] v %] ¢} v & A ~E ] o] 2] 7ke] v & HJF YT

%9

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8
a=<registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-operator

5. operator.yml 3}< o] A ansible 2 operator 71 €] o] 2] image %t} REGISTRY 3t Hul ol E
G

containers:
- name: ansible
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> 0

- name: operator
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bchb63724af5e2614e8a> g

env:
- name: REGISTRY
value: <registry.apps.example.com> e

©© =i #7=215} Operator o] 114 <] sha256 7 714 G o,
9 v YA AEEE AL

6. OpenShift Container Platform &2~ 2] 2o 2 2213 th

7. Migration Toolkit for Containers Operator @ HA4 E A AJ:

I $ oc create -f operator.yml
29 o

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists
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Error from server (AlreadyExists) # A x| & FA] & 4= 9] & U t}. o] = Migration Toolkit
for Containers Operator7} o] & & g] 20| A A &5 &= OpenShlft Container Platform 4 o] &

8. MigrationController ¢ B4 E £ w51t}
I $ oc create -f controller.ymi
9. MTC pod7} A3 F<AA &AY o

I $ oc get pods -n openshift-migration

7.4. 2= A4

OpenShift Container Platform 4.1 & o] v} 7 2] 74 9- o] 23t 1] H & F 2] 2E AA TE2EA QEAEE
2| A 3FA] ¢k 7] wll ol Migration Toolkit for Containers OperatorZ 4 %] g 5 MigrationController
CR(AFE A A 9] 2] &) v Y 3 2 E o) A proxy S -4 &l oF g T

OpenShift Contalner Platform 4.2 A 4117} %] MTC(Migration Toolkit for Contalners) e 2g AA
=2 A4S AEFUT FH 2 QA Z5A AF L AF AN Z2A v ARNSE WAE 5 3
4t

741 AH BF vtol2d o] A

MTC 142014 54 25 vho] & o] 4(DVM)o] =) 5141 th. DVME shitbe] %A ¢ A 2 gk,
W FHAE L2 Ho Y A 225 Fel 2 E U FE2E ] AR A 2% 5 gguh

ZEA FHoll A 22 F82E oA DVM
ZHA] SSL Q1 EA 2 I3 E F Eelal H
Stunnel Z=A] = o] H 3k ZEA] 2] of ¢

=

7.411.DVME TCP Z5A] 4 A

TCP ZE2A 2 E&)| A9 A S8 2F 7hol] FH A4 3sa T2 = A48 = MigrationController
CRol| 4] stunnel_tcp_proxy W45 40 & 4= 25Ut

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

A 2§ vho] 1 o] A(DVM) & ZE A o 3t 7] 8 Q12 A A F L th ES DVME TCP A4 & 9
A BEY G F A A Fe AW FFFUTh F07 RE M HTTP/HTTPS 22417 215 54
e 71 B2 2] 28 Ao 2 % 9% A% 02 DVMe] 25
A R oA 02 MTCS] Quk T8 A 143} tha Al 49Ut

2
>
S
o
£
tilo
>
(e
ol
o
B
&2

7.41.2. HTTP/HTTPS Z £ -A] 4l

R
_|
0
v
4
Ju
>
i
>
ofo
_0|L
rr
o
o
rr
-
2,
i/
L
N

)
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Openshift 4 25 g3l 229t Z 812 kol Rsync s A& et DVME &4 st 4= sl U th Ef
¥ & TCP ZE ¢l StunnelS AH&-3te] ¢FE st Ut &2 Fe|2H oA A8 5 & Stunnel & that
Stunnel & AFE-3HTLS A2 S Al #6tal d5std A S 53 volHE A5tk

OpenShifte] 2] 228 A4 HTTP/HTTPS 22 A& Az o & 3] TLS Al S 9 5 A v 9t FAbsle
A RE2 AP YL 28y o] 22 Stunneldl| A = 25 514 2854 ) Stunnel> Z = 1
TLS A S 2= desjofstnz 7|24 o2 2245 3l TCPAZ S 2= dedste 798 H
d2 245 Ao gyt webs] TCP 2 5A] S A3 oF it

7.4.13. 2443 £

nlo] 1g o] A A3 ¢ F Upgrade request required

pfo] a2 g o] d HEE2 = SPDY ZR2EF 3 21838l 47 Pod ol X 3 & Ay FUth 94 S
E]7}F 25 A = SPDY 22 E 25 A 9ehA] b= ety F o 9l A5 vl 2ol AEE T 94
g3 S A8t gt 27 vl A% Upgrade request requireds} 7 who] 2 o] A o] A 3l g o}
AW SPDY 2R EZ S A Ydts ZFAE AHEFY

SPDY Z2 EZ A9 9o E ZEA] = w35 & Upgrade HTTP & 5] & API A B o] A & of gt}
ZEto] A E &= o] 3t & AF&-3lo] API A 8] ¢F2] websocket 9125 ¢t} Upgrade 3|0 7} ZEA] =
wshd of o] ) xbekE 79 wpo] 27 o] -2 @ F W A A] Upgrade request required <} 37 4 3 ¢ o
s A 22 A 7} Upgrade 301 & dgsl =2 3o}

7.4.2. vto]lad ol d S A UIEN I A A 7

OpenShifte F8 &2H oM AFEsl= U EY I Z 8] 228 7| ¥ES & NetworkPolicy B+
EgressFirewalls: 2183t Pod= Eg g & A g+e = 5t vlo] 2@l o] A A E A2 v 25 o]
7ol g AU S S AE ] VIEY A EfT S =2 A ghat= 735 Al gho] wpo] 28 o] Sl
Rsyncpodz e EgF S A4 TAT = dH5Yh

a8l g Fe =AM = v A3 5= rsync Pod= OpenShift 4 25 53l A2 A4 5 ofof gt}

71 NetworkPolicy %=+ EgressNetworkPolicy . B A € = o] 2] 3+ E 2 I #)| 3l A Rsync PodE 252
EAYEs AL F AFHTH

7.4.2.1. NetworkPolicy 4

7.4.2.1.1. Rsync Pod 2] 441 E

22 e g vl 23 o] = ¢] NetworkPolicy 7 o] o] 2] g+ 3 o] Eefj g & A} wkat= 7 -9 Rsync
Pode] 31 f+3t Hlo] &5 AHE-ate] $4l ERjFo] s Ef oA A2 HES 3 &S ¢
A A 2 9 27 o] 2 9] Rsync Podol| A RE $41 Eg g2 3] &3 Th

S

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress
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7.4.2.1.2. Rsync pod 2 2] =41 E& Y

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

7.4.2.2. EgressNetworkPolicy 4

EgressNetworkPolicy ¢ 2 4] E == Egress Firewalls & 28 2HE U7l 52 EY I S ATdse=
A7 9 OpenShift -9t}

NetworkPolicy ¢ 2 4] € o} =&-2] Egress Firewall-& Lﬂ 2 o] EX HeHng 22AHAE §
Tol A ZHE Yo whebA Rsync Pode] S 2 o] &2 A @k AF&tel 4 Rsync Pod i A €] s}4] °““HEP
2 22 ) A Ad e A S 91Ei S g Z82F o] CIDRH 95 g2 9
5/ & Tt ol F71E ¢ AFU

Egress Firewallo] 9l= S8 2HE 7|0t 2 b2 F8]2FH 9] CIDR W9 & F7Fste] & Ato] 9] &4l E
& 888 AdFynh

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

7.423.d°1H A4S 1@ oA 24 A

7182 0 2 DVM-& OpenShift Container Platform 74 2 & &3 0. & A}-&-3le] PV Ul olH & A F3 2
HEZ A5dUth S8 2H EEEZA 7St 4 e Y A== 20 & 49 = AdFU T

7 22 22¥ o] d} ] MigrationController CR<] 2 & & dl4d 2 2] 22H ol| ] rsync_endpoint_type 15
Qe 9L AT+ Aedth

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:

name: migration-controller

namespace: openshift-migration
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spec:

[...]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

7.4.2.4. Rsync Podel t g 7} 1§ +4

&Fi= 745 Podoll A A =& 51-8-817] #8f Rsync Pod 4 o] ol 71 214

PVCOM T 2EYAE AL =
o 3t AM 28 AT 5= AdHFYth

= F7hske alg 2 &g A

3} 7.2.RsyncPode] ¥ % &

e 3 7183 A

src_supplemental_g  string AP EA F5 42> Rsync Podel o &

roups FrtE Y 372
z=

target_supplemental  string AP EA & th 7 Rsync Podell o &

_groups Fulg TRE F71 a8
==

RERY

MigrationController CRS QHl o] E3}o] o] 2] 3t 7} 2o )3 S A AT = Ad5Uth

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

7.4.3. ZE A +4

AR @ AHgE
o = Z g AE A cluster-admin @ 3dto] Q= Al A2 27213}
A=k

1. MigrationController CR v U3 ~E E 7} 4 -1 t}.

$ oc get migrationcontroller <migration_controller> -n openshift-migration

2. =2 WS E Qo] EF T

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com
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Q 27 2F vlo] 1 o] AL 93 Stunnel Z=A] URLY Ut}
@ =ZSA=ANT YN =R olF, wHe, IP T4 EE /B UESACIDRY 4R 78
g 2=yt

i LA & 01, .y.com-2 x.y.com} d x| 3}%]
of = el tsll ZFA1E nfolsf =gy o
= o

Tk y.com2 2 x| 3}% 0"*1/]1;]_ *= A}%g}
networking.machineNetwork[]. C|dr | o8 AolE Y EY T £ o] AR e 2R}

EAA FAANA FsteH A4 A E WA 7] S8l o] B5ol sl G 2 HAE F 7l oF Iy
D}.
httpProxy 5=+ httpsProxy 2 =7} 44 & %] & A9 o] == FA P

3. Yy ¥ £~ E E migration-controller.yaml = # =3t t}.

4. JUolEH iyH E2EE A&

I $ oc replace -f migration-controller.yaml -n openshift-migration

2hA 7 W82 F 8 2F A Z=A] A & FREA A L.

7.5. 824 gl X EE T4
Multicloud Object Gateway= A 8t¥ Y E S 3 4 o) A A== A8 49t

o 2B 2 H ol 8 & vho] el o] A 5t7] 919 59l 4] 25

MTCE &2 28]~
; o Ageta 22 A FHAT ALY

ol B A}

2
>
-~ &
0%
o,

o mEZE2EolE BA A EA Bl FEHAE WESZ A2 Adke] glofof Tk
EAEE] o B ZEA MM E AL A ZEA L BA 2 A Eeof

=4 gelsof gt

752 HE FEH$E LBAE Ao Eg o] 1F F R AN

OADP(H] ] H H. )-8 OpenShift APl¢] tf & Secret CR(AH&-AF A o] 2] &2)S A A st ™
MCG(Multicloud Object Gateway) ¢1% A B Z 7 A & oF g+ t}.

MCG+= OpenShift Data Foundation®] -4 2 49y t}.

A 27 Ab

e A3t OpenShift Data Foundation vl 3 7}o] = 2 A}-& 3} OpenShift Data Foundation<- vl &
& oF § .

1. NooBaa A}-&%#} g o] 2] A~2of 4] describe ™6 & S A3 ste] S3 3, AWS_ACCESS_KEY_ID
2 AWS_SECRET_ACCESS_KEY= 714 g4t
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-understanding-data-copy-methods_about-mtc-3-4
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html/managing_hybrid_and_multicloud_resources/accessing-the-multicloud-object-gateway-with-your-applications_rhodf#accessing-the-Multicloud-object-gateway-from-the-terminal_rhodf

OpenShift Container Platform 4.11 8] A 30| X 4% wjo] 27 o] A

753.F7t 8l &2

Red Hat OpenShift Data Foundation A ® 4] o] ¢1 74 o] &

o
rloy
o,
ins
i
o

MTC a2 &=
dlolEl ALY Y u

MTC 9] &0 24 g X Eg =7}

7.6. MTC A X A A L 2] A2 21A|

MTC(Migration Toolkit for Containers)E A x| A| A &}aL dl G 2| 2= 5 AHA sl FHHE Q2T 5

A HF Y
a1
velero CRDE 2}A] 51 &2 22| 9| A Velero7} Al A4 g Y t}.
ARA @ AHgE
e cluster-admin @ 3lo] 9l = A8 22 2 1218 oF g}
A=k
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R E 8 2E 9 A MigrationController CR(AF&-#} A o] 2] 4~2)8 2HA §H 4 o
I $ oc delete migrationcontroller <migration_controller>

Operator Lifecycle Manager& A}-£-5}o] OpenShift Container Platform 49 4] Migration Toolkit
for Containers OperatorS A x| A A g4 t}.

s HR s ddste] e FEHAA S8 2H H 9 gais ATy o

e migration CRD(A}-&%}F A 9] 2] &2 4 9):
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD:
I $ oc delete $(oc get crds -0 name | grep 'velero')
e migration 2] g o gk
I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io’)
e migration-operator = 2] 2~ €] & &
I $ oc delete clusterrole migration-operator
e Velero & 7] o &

I $ oc delete $(oc get clusterroles -0 name | grep 'velero')


https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html/planning_your_deployment/disconnected-environment_rhodf
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-mtc-workflow_about-mtc-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-understanding-data-copy-methods_about-mtc-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-adding-replication-repository-to-cam_migrating-applications-3-4

7Z. AltE U EL A 7oA MTC A X
e migration & =¥ & vl d:
I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator 2 ¥ o & njolg:
I $ oc delete clusterrolebindings migration-operator
e Velero & ~F <& nlold:

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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87%. MIGRATION TOOLKIT FOR CONTAINERS ¢ 18| o] =

Operator Lifecycle Manager& A}-£-5}o] OpenShift Container Platform 4.11¢ 4] MTC(Migration Toolkit
for Containers)& ¢ 1@l o] =3 4= ) HF Yt

gl 71 A] Migration Toolkit for Containers OperatorE thA] 4 %] 3} o] OpenShift Container Platform 3¢i] A4
MTCE da#ol=d + dFUTh
=8

MTC ¥l 13614 9 2@l o] =i 735 MigPlan 187} 7 o] 2] £2:(CR)E v o] 252
W 271 828 S el ok g o

8.1. OPENSHIFT CONTAINER PLATFORM 4.11¢]| 4 MTC ¢ 18 o] =
Operator Lifecycle Manager& A}-&-8}o] OpenShift Container Platform 4.11¢| 4] MTC(Migration Toolkit
for Containers)E g 280l = 4= &5 o

=8

Operator Lifecycle ManagerZ A1g3to] MTCE g 29 o] =8 uf X Q& = nlo] 2y o] A
AEZE AHEf o gt

ulo] 2ol d A=

® OpenShift Container Platform 3| 4] OpenShift Container Platform 4= n}o] 18] o] A 3l ™ €]
Al MTC Operator 2! MTC 1.7 x7} 2 2§ t}.

e MTC17x9 A MTC 1.8.x2 vlo] 1@ o] st AL A DA k1)

® MTC17.xZ A}-8-3}] OpenShift Container Platform 4.9 o]s}¢] A28 R E 329 nlo] 1) o]
sl oF F o

0 MTC17xE 22 9 A} T F ol A AFL-3) oF 1]t}
® MTC 1.8.x= OpenShift Container Platform 4.10 ¢] ¢} 4] OpenShift Container Platform 4.10 o]

Apo @ o] npo]l 2 o] Aut X AUt Fa] AF BA 410 o)Ay} B W wlo] 1y o] A A
17X EE18xF 2 A8 = Utk 2y 22 2 i 2R A Y3 MTC v o]
ofof g th.

0 A£AMTC17x0)A thA MTC 1.8.x2 2] nlo] @ o] A& X YA LE5Yth

0 A2 MTC18xoA tha MTC 1.7.xE ¢] vnlo] 1@ o] A& % Q& A ek Th

0 &22MTCI17x9A tid MTC17x2 9] who] @ o] F o] X 1Yt}

0 A2 MTC1.8x9 A tAF MTC 1.8.xZ2 2] ulo] 2@ o] o] X H )

A 27 Abg

e cluster-admin @ 3lo] 9l = A& 22 2 1218 oF g}

Az

1. OpenShift Container Platform £ < ol 4] Operators > A X] @ Operators=Z ©]-5 3 t}.
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S HB2AYRA PL 2P 5

1

Cdadeol=d AHEE e HasE

8%. MIGRATION TOOLKIT FOR CONTAINERS ¢ 24

B.R $90 9729 o =7} & Operatore] §11d o] = Abg 7P e 7F EA1H U ek,

. Migration Toolkit for Containers OperatorE 28 g1t}

§—_]_,

o2

Qlo] Yo g g rdol =t Padlol= el Ao EAH
A Bol 15 WA HAE 4 A5

ol

AWeE 2P AAAY TR 2T
X

. Operator —» A ] ® Operator 3| o] A & o] Falo] 2ol = 18 & RUHAHFY T &5

HH A IS B AN o2 WA YT

. Y1382 E - PodE 285t MTC pod7t A3 T4 A gt

8.2. OPENSHIFT CONTAINER PLATFORM 3 Z 2] 2 E] o A} MTC ¢ .8 ©]

=

4] 71 A] Migration Toolkit for Containers OperatorE =% 2. 2 4 %3l O
o] A1 MTC(Migration Toolkit for Containers)& ¢ 1# o] =& 4= 3l &Yt}

A 27 Av

. migration-operator v} £ = 1 £ 3-43}o] Wl L5 A 23} thS B H

e cluster-admin @ 3lo] 9l = A8 22 2 1218 oF g}

registry.redhat.ioc] th g+ 9] 4] 2= @ 3lo] glojoF Tt}

podmano] 4 3] o] 2lof o} gt}.

<] & &} o] Red Hat Customer Portal 12 51 S A5} registry.redhat.io o] =

w %2 YEsto] operatoryml 3 & th &2 E Lt

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.8):/operator.yml ./
< HH S ¢ g 3sle] Migration Toolkit for Containers OperatorZ& w2 &4 t}.

o}
1
o}
I $ podman cp $(podman create \
o}
I $ oc replace --force -f operator.yml

. OF2- W S ¢ ¥ 8le] migration-operator vj £ E 0 & 2 & 5lo] v X E X U T}

I $ oc scale -n openshift-migration --replicas=0 deployment/migration-operator

o

Q12 5kl

o

NG

o

] Q_ah,] 1—4_

ol

penShift Container Platform 3
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I $ oc scale -n openshift-migration --replicas=1 deployment/migration-operator
< H %S ¢ ¥ 3te] migration-operator 7}  1d o] = H Q=% &l g o}

$ oc -o yaml -n openshift-migration get deployment/migration-operator | grep image: | awk -F
""" print $NF }'

$ podman cp $(podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.8):/controller.yml ./

ok
7. T WS ¥ ste] controller.yml 7 & o} - 2 = 9t T}
t}e- o ¥ S ¢ 2 3te] migration-controller @ 24 E = A A gy o

I $ oc create -f controller.yml

9. o] A OpenShift Container Platform 3 S 2] 2E & MTC §] &£ 713 A - dad= ==
A 2~9| A openshift-migration U] &} 5 o] 25 A}A) 3l 3 B At n g §) ZLoA] Auj 2 AA
EZS ol EdfoF gyt

a. & HE S dYstd AU AE EES SR FY T

I $ oc sa get-token migration-controller -n openshift-migration

b. MTC 9} 2%0) 4 Ze 28 Fe ok

d A=A EZ D=0 A MU 2 A EZS dH I

e. EYZH YUolES I & 27l YU

I $ oc get pods -n openshift-migration

8.3.MTC13&51.82 g1 o=

MTC(M|grat|on Toolkit for Containers) #] A 1.3.xE 1.8 2 ¢ 2] o] =3} 7 % MigrationController Pod
7} A8 <l 8 & o4 MigPlan 2187 4 o] 2] &~2(CR) v Y 3| 2 E S ] o] Esff of gt}

indirectimageMigration 2! indirectVqumeMigration w7 = MTC 1.39)] 4 5FA] 7] wf ol B
149 71 2k falseo] ™ 23 o|m]#] mlo] g o] B A H EF wlo] 1 o]do] dstg ) A3
npo] 18| o] A Q- Abgho] FFHE A e 7] wfoll ol g v /) ¥ ko] true = WH A B X] = §F mpo] L
gl o] A A & ol A Ready Jejo] =2 = gl5Uth
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8%. MIGRATION TOOLKIT FOR CONTAINERS g 18 o] =

® OpenShift Container Platform 3¢f| 4] OpenShift Container Platform 4= w}o] 18]
o] A stz ™ # A A MTC Operator & MTC 1.7.x7} 2 234 o}

e MTC17xE18xE Jady ol=std ™ 1.7x A 1.8xE oS A ZAHo R
¢ 3te ™ OADP )] d & stable-1.0 ¢ 4] stable-1.2 = =% ¢ 2 ¢ ¢ o] E 3] of
Py .

A 27 Abg

e cluster-admin @ 3lo] J = A& 2= 212l 8)] oF Tt}

AR}
1. MigrationController PodE 4 8] 5} = 2] 2 o] 2 12 th
2. MigPlan CR mj U 3| ~E & 7} &Yt}
I $ oc get migplan <migplan> -0 yaml -n openshift-migration
3. o Wil ¥ #S dul ol EstaL 9 S migplan.yaml = ] 7%t T}
spec:
indirectimageMigration: true
indirectVolumeMigration: true
4. MigPlan CR v U3 2 E & WA 8t W7 A4S A& Th
I $ oc replace -f migplan.yaml -n openshift-migration
5. dule]E® MigPlan CR mj U | 2 E S 74 of 17 AbakS gelgtu o

I $ oc get migplan <migplan> -o yaml -n openshift-migration
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9%. mhol ol A A =AY LE

MTC(Migration Toolkit for Containers)& At-&-atof o Z2] Al o] AR =E mfo] g o] A st7] o o

= A

AT 2EE AEAYA L

918 &2

9.2.

52

O o E e Ao] Aol Al 2o} B 2157 Slal 3 A ul 2= W =9 2 EE 95 A2 S A5 2
S #a A=s} ey

NEL AN Fe) 28 £F 2 22F AL S A WY FH2HAM AP 228

Al AR T
OPV(RT 28), olv4 2EY 3 vlo] ado] AaHA 08l 718 2] 2227} Al 9] 5 AU o,
73 V

471PV ol €] 7k nho] e o] A F o 7] X & ko] FA 3L dl o] B 7} £

ol ¥} 7} ] ¥ 9l 51 o,

2 ZE) 2E

OFH2gHe AL st=do o7 AgS 53U
O &wv}E g 7 A] Migration Toolkit for Containers Operator B 1 S A X g &Y t}.
® OpenShift Container Platform ¥ %1 3.7¢] operator-3.7.yml.

® OpenShift Container Platform ¥ %1 3.9- 4.5¢] Operator.yml.

O 2 & =9+ 2 3F OpenShift Container Platform A B2~ 3 A o] 9l <51t}
O=xE st 28 Ade] Fa=AdF5Hnh

O=& o4 Ze Aol 8 =HAFUT

Ot HE S st T8 T A HAIHoE A E PVZE A Sl EFU

O 893S Adste] A8 T == g5 o] 29 JH <l PodE g3l FH T
I $ oc get pods --all-namespaces | egrep -v 'Running | Completed'
Oo= "9 Ay st A= 357 =2 PodE S A5UTH
$ oc get pods --all-namespaces --field-selector=status.phase=Running \
-0 json | jq ".items][]|select(any( .status.containerStatuses[]; \

.restartCount > 3))|.metadata.name’

Pod7t ) 5 el el Aol = AN S 157 gom /| BA #4718 5 dsUn

[>
2
>
o
2
e
In
=
H
)
o

il
X
N
32
I
o

O E 53l vle] g o] dE Zh v d 250

x
%
k3
o

0 OpenShift o] 1] x] @)% 2 E 8] A 915 &= 254 82 A

O A4 oA vieo] 28 o] A%t &l B OpenShift o] v A] #lA] 2E 2] 7} 9] 7 Eefj ol == Ut


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-excluding-resources_advanced-migration-options-3-4
https://docs.openshift.com/container-platform/3.11/install/prerequisites.html#hardware
https://docs.openshift.com/container-platform/3.11/day_two_guide/run_once_tasks.html#day-two-guide-default-storage-class
https://docs.openshift.com/container-platform/3.11/day_two_guide/environment_health_checks.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/building_applications/#pruning-objects
https://docs.openshift.com/container-platform/3.11/scaling_performance/optimizing_storage.html#registry
https://docs.openshift.com/container-platform/3.11/install_config/registry/securing_and_exposing_registry.html#exposing-the-registry

9% . vlo| 2 o] A A A A2 ZE

QA EE o]mA & Y3 & = AFHH-

Oeted 22128 = 49U

I

O &2 S8 <t AP A H &5 Al 7F2 50ms v vk Y o}

O =228 ASA e rto] 28 o] 224 & T Fa gy

Oos 83 2dstd B/ S ASA A8 2ol = A AFY

I $ oc get csr -A | grep pending -i

OIDF52A7t 434 o2 25 Uy

Cryostat th 4 8 2 o] &2 E o] 55 Hd o] Esl+= 2 OpenShift Container Platform 73 & o]

Est=
3l openshift.io/host.generated 5= ZH S 3ES true = A Ao YT 1€ ko d
nfo] 1@ ol HE ARV A FHAEH TAE o] 2L §-x 3

90.3. A =8 ~H
(] Migration Toolkit for Containers Operator ¥ 1.5.1& A %] g} 54 t}.
OREMTICAE 87 A& S5d Yo
OZdade 54 S5 2 A g vo] M)l g Hast=do] a7 A S =5

A AEE = QEAE RE A 9f o] £k FH AH A AL
]_

gl Ay

" NFSell= g ojd 282 A S =7 adkA Fyh

O sl vt W EN A 774 o7 v (el ol g o] &, i T E A4 4, ZE o]
Y vle gl X =Bz, Cl/CD &)l AA 28 & 9l Aol AUtk

O el 2ol 4 Al g ohs Al 25 AbE S o of E2)70 ol 41 3) A vl ol e G o e ol ol
2T Qe 2N E Y EY A A E Hilo] 5y o

O Aelely ol Ao Bag THELES TFHUTH

o] Z&] A 0] A o] OpenShift Container Platform 4.110 2] 2] ¢15}%] 2= openshift 1] & 25 o] 2~
o A] Y} o] m| X E A}-&5}= 79 podman 2 x}-831o] OpenShift Container Platform 3 ] v] ]

ZEHHIE FEOR QU ET F AHFYTL

O S 2Ee 84 g xA Bl FE£3 2EA Ikl syt
QD =471 2Hs T d Ytk

N ZFe)A o] DNS el L=+ g S8 2= syt

o} Z Al o] Al A AHg 8= ASA 7 g 8 &F el syt

Qg S8 2EolA Ad3 gy F2& A A=y
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https://access.redhat.com/articles/3093761
https://docs.openshift.com/container-platform/3.11/install_config/master_node_configuration.html#master-node-configuration-node-qps-burst
https://docs.openshift.com/container-platform/3.11/install_config/redeploying_certificates.html#install-config-cert-expiry
https://docs.openshift.com/container-platform/3.11/install_config/configuring_authentication.html#overview
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-prerequisites_migrating-applications-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/installing/#minimum-resource-requirements_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/storage/#defining-storage-classes_dynamic-provisioning
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-updating-deprecated-internal-images_troubleshooting-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/authentication_and_authorization/#supported-identity-providers
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eyJhbGciOidSUzI1NilsImtpZCl61id9.eyJpc3MiOidrdWdlcm5IldGVzL3NIcnZpY2VhY2NvdW50liwi
alViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudCOuYW1Ic3BhY2UiOiJtaWciLCJrdWJlcm5IdGV:.
LmivL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljiZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCl6ImE1YjFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAYyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWc6bWInIin0.xqeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwtzftS49LpPW2LjrVOeviNBP_t_RfskdArt5VSv25eORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAI0O20HOECPiIRzT0OXyh-KwFutJLS9Xgghyw-
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ZY2H olF: el 2F o B 2B AH(aD)% £AH09)E EFT F AFUth Tl F

URL: API A 1¥] URL-S ] & th(: https://<www.example.com>:8443).
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o  OpenShift Container Platform 32] 7 -$-:

I $ oc create route passthrough --service=docker-registry --port=5000 -n default

o OpenShift Container Platform 42] 7 9-:

$ oc create route passthrough --service=image-registry --port=5000 -n openshift-
image-registry
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o MTCoA A= FHAHE 74 uf APIURLS https:/proxied-cluster.
<hamespaces.svc.cluster.local:8443 2] 3 2] & # gt}
o APIE A A $- 2 27 F2/2E o] 13 MigCluster CR 1] 7] = E 442 23k4 A
[e]
o MTC ) 22 AL§3he 3¢ MTC ¢ & &A1& 3}e] o Fe) 7o) vpo] ze o] H & =
AT S
o MTC 3] 2& 3 o] o] AES e/} th 4 Zel 28l o A5 o] ojof Fich
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. crane 2 El & A X}

$ podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-controller-
rhel8:v1.8):/crane ./

I $ oc config view

4. % A2 M T 3 E S g

.
ﬂ
2
a
i)
o

S

4o
$ crane tunnel-api [--namespace <namespace>] \

--destination-context <destination-cluster> \
--source-context <source-cluster>

Yl 2ol 25 X sHA] ot W&o A 7] E 7 openvpn 2 AFE-3HU T}

o

i
i

ol The# 24Ut

$ crane tunnel-api --namespace my_tunnel \

--destination-context openshift-migration/c131-e-us-east-containers-cloud-ibom-com/admin
\

--source-context default/192-168-122-171-nip-i0:8443/admin

SR L

crane tunnel-api --help = <] 2 3} crane tunnel-api ™ & o] A& 7153 RE wj/lHES 3
ZEHA Al 2.

o] W& TSL/SSL A5 M & AR FUTh o] A 2 o] 4Y § AFHTh ZRA 27t 98
= AR 7F A E Y T

OpenVPN A H & t A 2] 2E o A] A ZH3te] OpenVPN S 8to] A E & A2 F 2] AE oA A 2
HU

WS I WMHMT AL T A s d Y T



M. 317 vfo] g o] A

2
flo

Lk

)
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g H = root Aoz st} OpenVPN Pode] 225 Qlsto] o] Z2 A 298] Fej 5 &
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# oc get po -n <namespace>

=
NAME READY STATUS RESTARTS AGE
<pod_name> 2/2 Running 0 44s

=

Y

£ OpenVPN A 8] o] 4] openvpn 4] H] 2~ ¢} proxied-cluster ~{ ] 27} 21 8)

I $ oc get service -n <namespace>

6. 2= oA mlo] 1y o] HEE Y ] AH| 2 A (SA) ESZS 7HA U T

>

I # oc sa get-token -n openshift-migration migration-controller
o}

& ghe Abgatel MTC 9 24 2

ZejzdE /g,
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lzl

B>

o ZYXIH olF 2k FHAH oJFYYH

° L: proxied-cluster.<namespaces.svc.cluster.local:8443. <namespace> 2| 72 A o] 5}
X] oro 79 openvpn< AL-E-3H4 Al S

o MU AR EF nfo] 1y o]d AEEY A v 2 AA ] EEY YL
o ojux YA XAEF ) =& A E T AEproxied-cluster.

<namespaces.svc.cluster.local:5000. <namespace> ] 718 & o] 51#] &2 7§
openvpn-S AF-8-3H4 Al 9

sk

MTC7t A4S A2 0w 45T 5 vlo] 2eo] 8 A8 e AL AAT 5 AeUrh 22 Fe] 2H
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-migrating-applications-api_advanced-migration-options-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migrating-applications-mtc-web-console_migrating-applications-3-4
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who] 22 o] A& A 3k7] 15 CLI(E @ 2 9181 0] 22) & AHg-3he] MTC API= of F 2] 4 o] 41 & vle]
aeol A e 4 AU

N.3.1. vpo] g o] A AbH & - A}3}

it

2] 2~ E] o] A cluster-admin ¥ 3ko] 9l & AL A} = 2= 2213 o},

ko
i

27 o] m x| o] 1 o] A

o i Z|A~E ¢ Ko OpenShift o] n|x] #l A 2E 8| 7} =25 =X gelafoF ot
o wZH HAZEZ U HEE A8 oF FUTh

A5 2§ vhol 2o 4

o FH1EAN ZEAE ALEEE 4 F Stunnel TCP ZE2A| & A 8 oF g th

Ul - o] ] R
o of Zz] 7 o] 4 o] openshift U] o 23| o] 2 9] o] m| X & AL§- sl A9 B Q7 o] A] v o]
S 2E O A=A gl of Fy
OpenShift Container Platform 4.11 2 & 22| | A ] o] A}8-5] ] ¢+ OpenShift Container
Platform 3 o] P2 & AFE-8I == oW X] 2EY Bl 1& 522 ol Ed + dFH -

o i ZH~HE HA MTC z-stream 2] 22 ¢ 28 o] =& oF &t}

e MTCH AL RE ZF& ~E oA T3 ok gl

WES =
o SelsEE AR Y Ba G EA B o] A glol HIENL AM AT 5 A5

o moves Alg3te] YT BFS BASE 4% Fe2H 94 2F0 @ FAG Y END Y
A 2= A gro] glojof Tk

® OpenShift Container Platform 3 & 2] 2 E] | A T3 X E & &4 s}af oF gt}
o 8443 (API A )
° 443 (Z}+-E)
o 53 (DNS)

® OpenShift Container Platform 4 & & 2B oA t}& £ E =S 84 3} & oF gt}
o 6443 (API A1)
° 443 (Z}+-E)
o 53(DNS)

o TLSE Alg38lE A9 Bal gl A E oA EE 4432 24 53] ofF Tyt
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o WAL AHgSte] PVE BAlSHE 49 e 2 F7E AL 87 A gl HgH

o FESE FFAL 2P A Ushof Fth

1.3.2. A4 o]u] x| vlo] 2@ o] AL Y3 YA 2ET AZ AA

47 ol vl vho] a0 M) ¢ RE 97 Fe2E o)A =58 OpenShift o] vl ) o 4| 2= o )&
BEE Ao g

A 27 Abg

® OpenShift o] 2] A 2Eg &= BE 94 S8 2H Y o Egf o =F 5 oo Foh
OpenShift Container Platform 4 &| X ~E 2] = 7| 224 o 2 FI/l g Y .

OpenShift Container Platform 3 #]| A 2 E gl & 45 0 & == 38 of g th

=
e OpenShift Container Platform 3 # x| 2 E 2o i3t A 22 A5t o3 93 S A3 ot
I $ oc create route passthrough --service=docker-registry -n default
® OpenShift Container Platform 4 gl A ~Eg]of Ul st A2 & At W th= W S A dYh

I $ oc create route passthrough --service=image-registry -n openshift-image-registry

N.3.3. ZF5A] 24

OpenShift Container Platform 4.1 2 o] A ¥ A 2] ¢ o] &g AL Fel 2 AA T2EA QHAEES
2| A 8A] ¢k 7] Wl &9 Migration Toolkit for Containers OperatorE A %] 3+ % MigrationController
CR(AF-AL A o] 24 2) w3 2E o 4 proxy S 77 s oF gtk

OpenShift Contalner Platform 4.2 A4 4117} %] MTC(Migration Toolkit for Contalners) F ) 2~E AA
=2 A4S AEFUT T2 QA ZSA AH L AF AR Z2A v ARNSE WA T 5 3
F4Yth

N.3.3.1L 3 FH EF vfolzgolX

MTC 1429141 %] 2§ vho] 29 ©] &(DVM)°] =515 S &1 EF. DVME: shupel 52t 2 gl g wh
W S 2B L2 A Ho) QA 22 Fel 2 g Fe2He] AR A2 5 gy th
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https://docs.openshift.com/container-platform/3.11/install_config/registry/securing_and_exposing_registry.html#exposing-the-registry
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ZE2A Ho A A2 FE A A DVMS S et ™ A Al 2o A AEet= TCP T2A 2 724813
A SSL AISM 2 U352 s Hetal A YEstelA] ke SSL A4S T shA dds|oF gt
Stunnel T2 &= o] 23 T2 A &) of YUt}

11.3.3.11. DVM& TCP Z=x] 474

TCP Z 2 A& &3l 28t S8 &F 1ol Z
CRol| A stunnel_tcp_proxy H4=S 743 5 2l

N
oy
e
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off
o
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[kl
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ofo
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=
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8
6.
=2
(@)
o
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apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

A4 2§ vho] 18] o] A(DVM) & LS Aol T3t 718 9120 A AP Th EHDVME TCP A4 L &

A BLR T 5 A TEA] Fol M T B Th T2 BE A HTTP/HTTPS ZE A 7} 45314
LHUTE /)% 2928 AR ZHA M o] B2 ANSA B F UFU T A%A 02 DVMe] ZF
A AR om0z MTCS] Quk T8 143} thaA 49

11.3.3.1.2. HTTP/HTTPS ZEA] t] A TCP ZEA| & AL4-31= o] f- & T3l

s
)

Yzt
OpenShift 4 2 & &8l 229}t/ F 2 28 7kl Rsyncs A3 8t DVME 24351 5 lsUth B
¥ & TCP Z 29l Stunnel S AH&-3te] ¢FE st Ut &2 Fe| 2H oA A8 5 Stunnel 2 thAt
Stunnel & AFE-3HTLS A2 S Al #etal d5std A S 53 volHE A5tk

OpenShifte] Z & ~E] A A HTTP/HTTPS Z 2] &= dukgd o 2 244 TLS Al AL 93 A v ¢} Paets
=z

74 RER 74P 22 o] 29 Stunnelo] A 25814 841 o). Stunnel & 2 2 4] o] 4
TLS AA S Ttz ASsfof SR /| B A 02 BEAS 58] TCP A3 S Ith = Ad st T3 e ¢

g7 22 s o gyt wreb] TCP 22 A & Alg-3f of gy o}

1.3.3.1.3. 22 3 £A4)

nlo] 1 o] A A3 @ F Upgrade request required

nlo] g o] AEE = SPDY Z2EF S A145te] 97 Pod ol A HE & AU 9474 e
Bl 7} Z5A] = SPDY 2R EF 5 A A skA] e Wah H o sle 745 vhel LHl ol AEE 7T 44
FE s Ad st ZdY o 2/ v A1 A Upgrade request required <} g7 who] g o] d o] Al ot
AW SPDY 2R EZ S A Ydts ZFAE AHEFY

SPDY Z 2 EZ A9 9o E ZEA] = w3 & Upgrade HTTP & 5] & API A B o] A & of gt}
ZEto] A E &= o] 3t & AF&-3lo] API A 8] ¢F2] websocket 125 ¢t} Upgrade 3|t 7} 22 4] &=
wshE of o) xbekE A9 wpo] 27 o] -2 @ F W A A] Upgrade request required <} 37 4 3 ¢ o
s A 2 A 7} Upgrade 301 & A gl =2 3y t)

1332 vhol elol Mg 9@ V=T 43 Fy
OpenShift= Z 2] &E oA AFE-st= M EH 2 &8 2902 7] = NetworkPolicy ==
EgressFirewall& #1835l Pod= Eg 9 & A& = lFU ot vho] 2 o] A o B d &2 v Y 25 o

27t olel gt Ml AYEZS AFE- St MIE 2 EFE S X == A| sk 4 9 Al ko] wlo] g o] A Fo
Rsyncpodz e EgF S A4 TAT = dH5Yth
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1. 31F vfo] 1 o] d &4

a2 g g FYSEA & o 23 H = rsync Pod= OpenShift 4 25 Fall A2 A2 ¥ o] oF ot
71 NetworkPolicy =+ EgressNetworkPolicy 2 B4 E &= o] 2] 3 E g A 3lof| 4] Rsync Pod & A5 2

ZAQ=E AT F AFY T
11.3.3.2.1. NetworkPolicy 74

1.3.3.2.1.1. Rsync Pod 9] 4241 Eg¥

a2 EE 4 Ul Y &9 o] 22 ¢] NetworkPolicy 74 o] o] 2] 3t 9 o] Eg 9 & AF&et= 7§ Rsync
Pode] a3t gl o] &5 A& ste] $Al Ed o] sl E oM A HE= 58T
2 Ul = o] 29| Rsync Podofl M B& &4 E 2 & 58yt

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

1.3.3.2.1.2. Rsync pod 2 9] 41 E 3

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

11.3.3.2.2. EgressNetworkPolicy -4

EgressNetworkPolicy ¢ 2 4| € == Egress Firewalls & 281 2H & Yr7le 4 E
A A ¥ OpenShift -z t}.

)
filo

NetworkPolicy ¢ 2 #) € ¢} &-2] Egress Firewall-& Lﬂ o] 23 o]
Foll A 2= o whekA Rsync Pod @] a1 € o] -2 A 3k A}
Y F Y2 M Y A4S AT 5 °1E—Eh L2 Ee g 28 2He CIDRH A E A 4 9
&) & F 2 F71e = AHFUh

Egress Firewallo] 2l F 8 2HE 7|vto 2 v 2 28 2E 2 CIDR H Y = F71510] & Alol 9] 541 E
5e 5885 Asuh

A9 s

=

2 REYE AL ER TZAE F
3] A Rsync Podwt A] 2] 8} 2] <1t}

Bl
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apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

1.3.3.23.d0l8 %< 3 A 24 A9

Z

7182 © & DVM-2 OpenShift Container Platform 72 2 & 1 0 & A}-8-3lo] PV H o] EH & th 4t
HZ ALFUT F22H EZZX 7S A 02 F3d A9 EXJ S A9

) ny

L
£ 1y

7} 2 & 2~ ¢l dj 5] MigrationController CRe] # & ¢ tl ¢ & & 2 ¢l ] rsync_endpoint_type &
st 23 AT S dFU

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

11.3.3.2.4. Rsync Pod9l| o] & 7} 1§ 74

PVCH 4 3§ 221221 & AH4 81 4§ Podoll 4 o441 22§ 51 §:817] 913l Reync Pod =]l 71 15
g Fohstel sl 2E Ao Ul e A 28 FHS 5 dgyTh

¥ 1.2.Rsync Pode] R x I1F

A 3 = A4

src_supplemental_g  string AP EA B5 42> Rsync Podel o &
roups FrtE FEE 372
z=
target_supplemental  string A A & o7& Rsync Podell o &
_groups Fulg TRE F71 a8
z=
A4 e

MigrationController CRS QHl o] E3}o] o] 2]t 7} 2o )3k S A AT = Ad5Uth

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"
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1. 515 vho] 2 o] A g4

1.3.3.3. ZFA] 74

A 27 Abg

o = Z g ~E A cluster-admin @ 3dlo] Q= Al A2 22213}

1. MigrationController CR v U 3| ~E Z 7} 4 -1 t}.

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. =24 WS E Qo] B

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

Q 27 2F vlo] 1 o] AL 93 Stunnel Z=A] URLY Ut}
© =ZSAEANT YN =EAolF, wHe, IPF4 EE /B UESACIDRY 4R 78
d ==Yt

g LA & £91, .y.com2 x.y.com} I x| 5} %]
W y.come o351 @4tk * AL she] wE T el th el £ A& uhol ) 2 g ok
networking.machineNetwork[]. CIdI‘JJ o & Ao E Y ELY A F3y o] alx] ol o =) 2}
2 44 FANA st A4 BAE BA 7] 95 o] B2l i FAAE Fohs ok FU)

E}.

httpProxy === httpsProxy Z =7} A4 57 52 79 o] Y == ZA Pt}
3. mj Yy ¥ £~ E E migration-controller.yaml = # =3t t}.
4. AUl E” YA 2E S A& dYT

I $ oc replace -f migration-controller.yaml -n openshift-migration

11.3.4. MTC APIE AL-&-3fo] of 2] Al o] A mlo] L8] o] A

MTC(Migration Toolkit for Containers) APIZS A}-&3lo] & Zoj| A o Zg] A o] AL nfo] g o] A& =
AFY

. 32E Z22H o s MigCluster CR vj U3 ~E E A 4 g oh

I $ cat << EOF | oc apply -f -
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74

2.

3.

apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <host_cluster>
namespace: openshift-migration
spec:
isHostCluster: true
EOF

7t 974 S8 2F ol v 3 Secret L BAE vy AES AL T

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
name: <cluster_secret>
namespace: openshift-config
type: Opaque
data:
saToken: <sa_token> ﬂ
EOF

7 Ze] ¥ ¢ base64 = <l 31 ¥ migration-controller 4] 1¥] = 7| A (SA) E&
oo HH S At EEL A S F A5

I $ oc sa get-token migration-controller -n openshift-migration | base64 -w 0
7t 94 2 =¥l i3] MigCluster CR v 3| 2 E S A/ ot

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <remote_cluster> ﬂ
namespace: openshift-migration
spec:
exposedRegistryPath: <exposed_registry_route> 9
insecure: false
isHostCluster: false
serviceAccountSecretRef:
name: <remote_cluster_secret> ﬂ
namespace: openshift-config
url: <remote_cluster_url> 6
EOF

A7 22 ~¥ ¢ Cluster CRS =4 gt}
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1 A4 olmA] vho] 2ol A Al & d HALEY A2E AF T
73
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4. 23 vho] 2e o] 4 &

© 7 =9280 URLE AR T,

4. BE F¢2E7FReady e ol =R Sy
I $ oc describe cluster <cluster>
%

5 B4 g ZAE2 2] Secret L EAE wjUHAES AT
$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
namespace: openshift-config
name: <migstorage_creds>
type: Opaque
data:
aws-access-key-id: <key_id_base64> ﬂ
aws-secret-access-key: <secret_key_base64> 9
EOF

ﬂ base64 &2 o2 7] IDE XA

E.
T
o

9 base64 & 2o 2 x| =8 7] & XA

o
ot

Ut

Hl S 2 baseb4Z ANAGHULL 2 2B A FHFAY A 472 o
+ BB At AT ARE AZF s oF Ttk

I $ echo -n "<key>" | base64 -w 0 ﬂ

@ 1DEE= A= INE AT F I) 2 base64® 3 H ofof FTh

6. A g 2 &g o st MigStorage CR v U 3| 2 E £ A 4 3t}

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigStorage
metadata:
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageConfig:
awsBucketName: <bucket> ﬂ
credsSecretRef:
name: <storage_secret> g
namespace: openshift-config
backupStorageProvider: <storage_provider> 6
volumeSnapshotConfig:
credsSecretRef:
name: <storage_secret> ﬂ



OpenShift Container Platform 4.11 8] A 30 A 42 njo] 1 o] A

namespace: openshift-config
volumeSnapshotProvider: <storage_provider> 6
EOF

BAE A~E g X ¢ Secrets CRS A AUt e HAE
9% G Rt eulEA sHelsyof gk

o O
it o

AAFUh 2B A E ~E 7 % ¢ Secrets CRoll A 3H <l

M b YAk AHgSte] B0l Bl § HAMSHE 35 214

%)% 2] Secrets CRol| A %

E 2~ E ¥ A ¢ Secrets CRS
S A R7} 2uEX] gl of g

g Ae) A}ak AW AES AL Ele] Tl o] Bl = EAlete A 2B X ZEFAE A A Y

7. MigStorage CRo] Ready &} ol] 31 =4 &<1g o},
I $ oc describe migstorage <migstorage>
8. MigPlan CR v Y3 ~E & A d o

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
destMigClusterRef:
name: <host_cluster>
namespace: openshift-migration
indirectimageMigration: true
indirectVolumeMigration: true 9
migStorageRef:
name: <migstorage> 6
namespace: openshift-migration
namespaces:
- <source_namespace_1> ﬂ
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace> 6
srcMigClusterRef:
name: <remote_cluster> G

namespace: openshift-migration
EOF

ﬂ false<! 73 -5- 234 o|wA] wpo] 27 o] d o] & sttt
@ falsedl % A BF vho|mu o Ho] B sk
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I $ oc describe migplan <migplan> -n openshift-migration

10. MigPlan 21 =& 20 g o] | vlo] 17| o] S A 26 == MigMigration CR wjj U 3] 2~

1=

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: <migmigration>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan> ﬂ
namespace: openshift-migration
quiescePods: true
stage: false
rollback: false ﬂ
EOF

@ MigPlanCrolES A Y
@ truexl A mro| ol A Aol s FeaE o) LE7F FAHY

® °H A )L FA S YL T ] Hl o & BAet @A vho] 23 o]
gy

@ truex A5 A= H vlo] ol Ho] BuE YT
. MigMigration CRe| X3} %5 gl sto] whol g o] & gl gyt
I $ oc watch migmigration <migmigration> -n openshift-migration

9o 0t fAEUh

2 o

o

Name: c8b034c0-6567-11eb-9a4f-0bc004db0fbc

Namespace: openshift-migration

Labels: migration.openshift.io/migplan-name=django

Annotations: openshift.io/touch: €99f9083-6567-11eb-8420-0a580a81020c
API Version: migration.openshift.io/vialphal

Kind: MigMigration
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ESANG

Aol true! 7
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Spec:
Mig Plan Ref:
Name: migplan
Namespace: openshift-migration

Stage: false
Status:

Conditions:
Category: Advisory
Last Transition Time: 2021-02-02T15:04:09Z
Message: Step: 19/47
Reason: InitialBackupCreated
Status: True
Type: Running
Category: Required
Last Transition Time: 2021-02-02T15:03:19Z
Message: The migration is ready.
Status: True
Type: Ready
Category: Required
Durable: true
Last Transition Time: 2021-02-02T15:04:05Z
Message: The migration registries are healthy.
Status: True
Type: RegistriesHealthy

ltinerary: Final

Observed Digest:
7fae9d21f15979¢71ddc7dd075chb97061895caac5b936d92fae967019ab616d5
Phase: InitialBackupCreated
Pipeline:
Completed: 2021-02-02T15:04:07Z
Message: Completed
Name: Prepare
Started: 2021-02-02T15:03:18Z
Message: Waiting for initial Velero backup to complete.
Name: Backup
Phase: InitialBackupCreated
Progress:
Backup openshift-migration/c8b034c0-6567-11eb-9a4f-0bc004db0fbc-wpc44: 0 out of
estimated total of 0 objects backed up (5s)
Started: 2021-02-02T15:04:07Z

Message: Not started

Name: StageBackup

Message: Not started

Name: StageRestore

Message: Not started

Name: Directimage

Message: Not started

Name: DirectVolume

Message: Not started

Name: Restore

Message: Not started

Name: Cleanup

Start Timestamp: 2021-02-02T715:03:18Z
Events:

Type Reason Age From Message
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Normal Running 57s migmigration_controller Step: 2/47
Normal Running 57s migmigration_controller Step: 3/47
Normal Running 57s (x3 over 57s) migmigration_controller Step: 4/47
Normal Running 54s migmigration_controller Step: 5/47
Normal Running 54s migmigration_controller Step: 6/47

Normal Running 52s (x2 over 53s) migmigration_controller Step: 7/47

Normal Running 51s (x2 over 51s) migmigration_controller Step: 8/47

Normal Ready 50s (x12 over 57s) migmigration_controller The migration is ready.
Normal Running 50s migmigration_controller Step: 9/47

Normal Running 50s migmigration_controller Step: 10/47

11.3.5. % &) vio] g o] A

MTC(Migration Toolkit for Containers) & AF-8-5}o] o Z 2] Al o] A e & 74 5t= PVC(F + &F &4
A)E mrolzg o] dste] W 7he g A El A8 who]l 2 o] S Y 5 dFUth vhel g o] Al Y

o4 th& PVCE A 9] 8t A4 € PVCE whe] g o] A gH o} PVCE ) P sle] 229 A PVCTL 5
18 A EA F0T = dFUTh 7 BEF(PV) diolEE A S8 2F o Z2Ag YL PV 3271 o) F
atA] ek om of ZE|A o] d Pode &2 S8 2E oA Al A gyt

4 ¥) mo] 1 o] -2 OpenShift Gitopsst -2 1% CD W AU Z 3 317 AH43tE s 583 475 A%
Uth MTCE Abg-she] el & who] e o] A sk %52} GitOpsE A1-8 5] o F2] 7 o] A v o] 2 E 8 v}
o] Ele] A e 4 % Th.

01

CI/CD sho] Zekelo] gl A5 thg Fe e o] W L abe] Fu) 14 74 828 vho] 2ol 5
Aol 26 L8 MTCE ALgote] 48 A 8 8% ohol o014 & 1451

S LE ol e FLd T FHSE Wol A AE vie]ladold S F3 S  AFU

| wpo] 1@ o] 2 o FE] Al o] A HEI & sk A8 8. AT alo] 2ol A gy A
A U Y 27 o] A= mpo] 1¢ o] A sl 2 H o] ] (stage) == # 2 1 (cutover) 1lo] 2.8
o] & AFEF Yt

A 27 Avg

o 2 ZH 2 Y o =77 ol A AE = PersistentVolumeClaims £ £33 Z =1 249
PersistentVolumesol 4] -] 5 1] t}.

o AZelAol A U 2EE A2 Y FY L LR A AT S UE FY AEAE

2ol A A8 5 gt

HAEE G B HolHE nfe] 2 o] A d Y ot

mEt ol | A AFUTE A o S Aol d o] AL A3 H YT

Aol A& SAFH Th

a2 FH2H A A = GitHubol A vl U #| A2EE Ju o] E3FAL Argo CD o &
gA o] A S ] F718tete] AR gaid] BAlES 002 AT + AF YT

3. cfZ Al vy 2EE A 2 SATE Y-
Argo CDE AHg-sto] s 8]0l d viv Al 2ES td Sl 2H o BAD 5 s th

4. Yo A 25 HelHE 220X i S8 LHE el 2ol d gyt
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OpenShift Container Platform 4.11 ¥ A 39| 4] 42 wjo] 1.3 o] A
HF "oy mpo] 1y o] d& Tl ste] e vho] 1@ o] R A X Fof o ZE] A o] Aol A A
% Al el o] B & nho] 2l o] A g o,
5 A o E Aol Aol TAE FEIQ] AF A HA XU T

6. DNS 8| Z=2 o] 4 Sl 2E = A 8ale] vlo] 20| A o Zel7l o] H oz ALgA Ee 2 S g
oo g,

23

l

MTC 1.6 A1E] nlo] 2@ o] A< =3 st uj] o] Zg] A o] AL AFE o
dlolH vk mlo] 2 o] A& = AFUTE whepA] o EAlo] A Al = FAE 18 CD |
AUZL AHg-sh ok Tt

fu
o
B
et
o
g0,
)4
T
o
T
<

MTC17& B A4 G 9 21 o H (Cutover) E5& =Y FUth 28 o]
W}E}zﬂrﬂli 5 d s

o gu) wlol e ol el A9 PVCE Ad stelm nho] e o] o] 4 PVC Al 9] & sty Al 2

o U FHLH o =2H|AYE PVCE &2 PV U olHE upo] 2y o] s}7] 91 PVC v 4 & 3
Z 3 A L.

o o Za|A o) A E 1A 5= Kubernetes S B A EE nlo] 13| o] A &# ™ Kubernetes ¢ B A
E njo]ago] e Fx }t} 1

1.4. vjo] 28 o] A F2
vho] el o) o] The WA A 7+ F27} el 3w vo] e o] 4 A F ol F o) 47 2] vho] el o] 4
F32 F748 5 AfUh vtel 2ol 8 F3E fF Aol FA AHE A ), AQHA @ ol g
§9g FEOom s Teo] A & mho] Le o] A 5 o) 2 Aol A Qul o] =) - 2] S Fal g T,
mho] do] A F3 ks Thg vhe] T o] A WA F Shbol A &l A Fe 2E o)A A gt

e PreBackup: &2~ Z 3 AE oA g AAE Wsr] A

e PostBackup: &2 FH AE A gAaxE WYs &
® PreRestore: th ¥ S 2] LB oA 2lairt B w7 A
o PostRestore: thAF S8 2B oA gl A7 EQdH &

¥ Ansible o] u] x| == AL&-2 G o] 3 A oy 2 48 %= Ansible Z2 o] E-S A A sl THE A
4 dFYTh

7]
3

Ansible Zd|o] &

Ansible 20| 3£ 2 efol o] 78 .2 v =1 e £ 15 o] 1= MigPlan 4187} 4

B azuo] A E FH2E, M2 AY D UGS 0] A8 AEFHe] A0 E APHTh YL 7R 6
WMol AN E Sme] SR AG T o R $EE A A% AP PUth o & 27] EET} A A

g 2R84 ASEU.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-excluding-pvcs_advanced-migration-options-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-mapping-pvcs_advanced-migration-options-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-kubernetes-objects_advanced-migration-options-3-4

1. 31F vfo] 1 o] d &4

71 Ansible ®1 €} o] ] %] = registry.redhat.io/rhmtc/openshift-migration-hook-runner-rhel7:1.8 <]
Yt} o] o]n] x] = Ansible Runner o] 1] 2] & 7|4t o 2 3} Ansible Kubernetes 2] &~ 2~¢f tj & python-
openshift 2! ¢tlo]E¥ oculol & & £33}

AHgA g o) F2 A ol

71 Ansible o 1| <] T4l AHg-AF A 9] F21 AH U E AHE T F AT

1.4.1. v}o] 1@ o] A % =.2] Ansible Z &) o] & =4

nfo] 1@ o] T A2 A8 Ansible Z#| o] & #A & 5 95Ut MTC 9 248 AL435AY
MigPlan 2187} 4 €] 2] 2 2<(CR) v U 3| 2 E o 4 spec.hooks v} 71l ¥ 5= 9] 7H-S 2] g 8t o] 37} upo]
gl o] A A F e =71g U

Ansible Z o] B2 %3 Ag oo A4 P o2 nfLE YT $3 719 o] = MigPlan CRol| X% €
Ze) 2, AH 2 AA D Y as o] 2E Aleste Aoz AP Uth T3 A H o] u = Fa) 2E o A
A5 7] Aol 2o olZo] W alx] =2 X HFH M| A A EZLS AL I T}

11.4.1.1. Ansible 2 &

Ansible shell 2 55 A} -85} oc W&

sk

3y

o

F gy

shell 2 & <

- hosts: localhost
gather_facts: false
tasks:
- name: get pod name
shell: oc get po --all-namespaces

k8s_info <o} 7+-& kubernetes.core & 52 A& 5o Kubernetes 2] &~2=9F A5 28

e
4

%0,
)3
i
A

k8s_facts & d

- hosts: localhost
gather_facts: false
tasks:
- name: Get pod
k8s_info:
kind: pods
api: v1
namespace: openshift-migration
name: "{{ lookup( 'env', 'HOSTNAME') }}"
register: pods

- name: Print pod name
debug:
msg: "{{ pods.resources[0].metadata.name }}"

fail =52 ALg 3] 00] obd 2 4ej7t FHH o2 AN HA B A FA9 HF & A 28
Fo18 5 JeUth FaE 4gon Agum $29) 47 B A0 Ae s A el U FE )

g 7oz gyt

fail 2. & 9
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- hosts: localhost
gather_facts: false
tasks:

- name: Set a boolean
set_fact:
do_fail: true

- name: "fail"
fail:
msg: "Cause a failure”
when: do_fail

N.412. 3723 ¥4

MigPlan CR ¢| &3} wjo] 28| o] d WA 2Fo] 2= 37 M2 3 ZH oy o dEg Y} olefgh ¥
& lookup £ 1912 AL§-51e] oA 28 % &Lt

87 15 o

- hosts: localhost
gather_facts: false
tasks:
- set_fact:
namespaces: "{{ (lookup( 'env', 'MIGRATION_NAMESPACES")).split(",") }}"

- debug:
msg: "{{ item }}"
with_items: "{{ namespaces }}"
- debug:
msg: "{{ lookup( 'env', 'MIGRATION_PLAN_NAME") }}"
1.5, wpe] 2 g o] A A & X4

MigPlan CR(AH§-4 4 9] 2 22)0 A 74 228 A9, A9 2 P& = AU th

N.5.1. 8] &2 A 2

vlo] 1g o] A Eh7] Y8l Bl BREE Eo)AY g E EFE A8l o] u X B PVE nlo] 18 o] A 3}
7] 93 MTC(Migration Toolkit for Containers) mFo] 2@ o] A Al Fol| A] 8] A2(d)]: o] v x| 2EY o
EFPV)EsMEEIAHNE AAD F AFHTH

7182 07 MTC+= AMu] &= 71E 22 2 &2 2 OLM(Operator Lifecycle Manager) @] &2 wjo] 1.8 o]

Ao A AL FYth o] H g gl Aae dA] vpo] 1y o] ol A PHA b= AP = 7MEZ 1 API 1F 2
OLM API 2.5 9] 2 B-9]u] T}

Azt
1. MigrationController A}-8-2 )4 vjU#| 2~ E S #HF gt}

I $ oc edit migrationcontroller <migration_controller> -n openshift-migration
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Ll

2. 53 HazE A9 ste il HEE F71ske] spec A& Gl o] EFU T A A 9] w7 H
7} QL& 2] A2~ 9] 73 ¢ additional_excluded_resources wj 7H HEE 7 ok

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
disable_image_migration: true ﬂ
disable_pv_migration: true
additional_excluded_resources: 6
- resource1
- resource2

nfo] 2@ o] Aol A olm x| ~E Y-S A 2] 312 disable_image_migration: true= 3713+
U t}. MigrationController Pod”} t4A] A 2= ™ imagestreams 7} main.yml ©]
excluded_resources == of 71 Yt}

nlo] 27 o] A A & o A PVE A 9 5] W disable_pv_migration: true= 3714t}
MigrationController Pod”7} t}A] A] 2= persistentvolumes 2!
persistentvolumeclaims 7} main.yml 2] excluded_resources = =9 =71 Ut} PV v}
ol o] v g stetd vrol 2ol d AY S A W PV A= v 2 st Ut

o

9 additional_excluded_resources = = 9l #| ¢ 5} & = OpenShift Container Platform 2] &
22 Z27)1e 2= 9Ly

3. W7 Atglo] A &5 == MigrationController X =7} tpA] A 2= wj 714] 28 A = 7|t U o
4. Ha27MAYH A=A AFH o

$ oc get deployment -n openshift-migration migration-controller -o yaml | grep
EXCLUDED_RESOURCES -Af

_E

Holl= Al e e gyt 2edg

HHN'

N
)
2

name: EXCLUDED_ RESOURCES

value:
resourcel,resource2,imagetags,templateinstances,clusterserviceversions,packagemanifests,sul
scriptions,servicebrokers,servicebindings,serviceclasses,serviceinstances,serviceplans,imagest
ams,persistentvolumes,persistentvolumeclaims

11.5.2. 4| ) 235 o] 2 uj] 37

MigPlan CR(AH&- 2} A & 2]l &)l vl &F o] &5 v g 8t= 75 mheo]l g o] A Foll vl &3 o] &
°JUID 9! GID ¥ $]7F BAtH B2 22 e ) S 2] SE oA vl 23] o] 271 EA| 5 #] eFobof gyt

Z=Me A2 YA ol A7 5AS A Y A AT o] 20 wjFH

I spec:
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namespaces:
- namespace_2
- namespace_1:namespace_2

N R PR NER R REE PR E SRR EER R EE i Pt I ER
o2 Ao 2s)o) 20} Ul W9 9lo] 9] o] B HAFUTh

spec
namespaces:
- namespace_1:namespace_1
©
=

L2 U 2vo] 2 Fx

spec:
namespaces:
- namespace_1

N53. 9+ EF Fdd A<

mo] g o] A& PVCE Al 2] &t el mhol g o] Aol s PVC(F 7+ &F 28 d)E a3t
T =8)7F A4 E 5 MigPlan A}-8- 2 4 o 2] &2 2~(CR) 4]
spec.persistentVolumes.pvc.selection.action v 7| H =5 A A 5lo] PVCE A 9] & = A5t

A 27 Ab

e MigPlan CRo] Ready 7 & ¢ 4t}

Az

e spec.persistentVolumes.pvc.selection.action njj 71 H 4= = MigPlan CRol| =7}35} 1. skipo. =
A4 g o

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi
name: <pv_name>
pvc:

selection:
action: skip

N5.4. 49+ 25 Z9 w3
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PVCE v 3le] &2~ 2] 2~H oA PV(YE 7 &5 Zd ) vlol e = MigPlan CRe] ] &2 =¥ 9] o]
n Z2HA Y PVC(F T &5 Fd)E rtelag ol A e = A FUTh o] w3 & AHE-8HH mho] 2 o]
A off Z ] A o] A ] 4 PVC7F 22 PVCe 578 Yt

PV7F A= & MigPlan CR(AFE#| 7 9] 2] 4 2) ol A spec.persistentVolumes.pvc.name w7} H =&
A H o] Esle] PVCE nj g gt}

A 27 Ab

e MigPlan CRo] Ready 7 & ¢ 4t}
A3}

e MigPlan CRel| 4| spec.persistentVolumes.pvc.name vjj 7] =5  dl o] E 3 T}
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:
- capacity: 10Gi
name: <pv_name>
pvc:
name: <source_pvc>:<destination_pvec> ﬂ

@ = =u=EA PVCY iy 22 2E oM PVCE A F T o) PVCTE glom 44
FUTh o] vl & AHg-ste] vlo] o] Fof PVC o5& WA T AFTh

)4

N55 9+ 55 54 AF

MigPlan CR(AF&-#} A o] 2] 42)E A A s 3 MigrationController CR& PV(d + E8)E A A &t}

-1 H

spec.persistentVolumes £ = 4 status.destStorageClasses £ = ©] MigPlan CRel| =715 4 t}.

spec.persistentVolumes.selection &= o] 4] 7S ¥ 3] &
spec.persistentVolumes.selection £ = 2] 2] 718 M7
MigrationController CRol| 9|3 24 = u] gt& dojy

v

bR

T AFYH
5= 4% MigPlan CRo]
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3

spec.persistentVolumes.selection.storageClass mj 7| H 4= 2] 7] 23L& o} 2 =g] o w}
g A- g

1. &2 2 2¥ PV7} Gluster == NFS¢l 739 7] 2512 accessMode:
ReadWriteMany 5= = cephrbd <] 7] - accessMode: ReadWriteOnce <] 7 ¢
cephfs ¢ 1t}

2. PV7} Gluster$} NFS7} o} 1] /1) cephfs == cephrbd =S A1 83 5= gl 4% 7]
e sds Z2uj Ay 28R FH YUY Th

3. 5 Z2HAYY 2EYRA FYREALET F /e A /2GS gy FY
2H ] 7| ~2EA] FH =YY

MigPlan CR¢] status.destStorageClasses & = of| 4] name vjj 7} *H 4=

storageClass 7}=
& ol

HoeE WAL F

storageClass 7}to] Hlo] gl o™ mfo] g o] & PVol]| 2E& A S 27 glEHth d &
Eol A FH2EHNFS EFO 2 PVE ol 53td & 4 ol 4] AU

A 27 Ab

e MigPlan CRo] Ready 7 & ¢ 4t}

Az}
e MigPlan CRel| 4| spec.persistentVolumes.selection 72 A 3 gyt

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi
name: pvc-095a6559-b27f-11eb-b27f-021bddcafée4
proposedCapacity: 10Gi
pvc:
accessModes:
- ReadWriteMany
hasReference: true
name: mysq|
namespace: mysql-persistent
selection:

action: <copy> ﬂ

copyMethod: <filesystem> g

verify: true

storageClass: <gp2> ﬂ

accessMode: <ReadWriteMany> 6
storageClass: cephfs

@ 518 e movecopy, skip Utk shube] AHgiwE A A A9 B A AH e
2 Uk of o 2Hgle] A s A9 7] B copy Ut
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5] & 5= 712 snapshot ¥ filesystem ¢ Ui t}. 7] 2312 filesystem §] U T}

I

MTC § Z&o A 3 Al 27 JAbol o gk &2l 58 419l 5HH verify vl 7] =7} LA §
Ut false & 443 5 AFH o

E

MigPlan CR¢] status.destStorageClasses £-Z | A name vjj 7/} 5= 3o 2 7] E%} S
A AFUT S XA 5HA] g o™ wpo] 1@ o] & PVol| 2B X S 27} glF

e

® o0 00

%]

5 -&

o
e 2
o) 2=
PO

= %2 ReadWriteOnce % ReadWriteMany 3 Ut} o] 7h& A Q1A ko™ 7] &
2 ﬂa 22 E PVCe] Al 2 2 =Yt} MigPlan CRejl A o LR EaRER) s E AT e
Utk MTC 9] £& ¢ kgt B1e 4 leyh
F7teas
e move % copy ol i3k AA e 8 MTC 92225 ZFZ3HP A L.
o skip 2H¢lol o gk AbA @ Ul & vo] 1 o] Aol 4] PVC A] 9] & FzaH Al 9.

o b AJAE] gl AHAE BAR ] of] t @AM & W 82wl o B AR JE S FESA A .

11.5.6. MTC APIE A}-&-31o] Kubernetes @ H 4] E o] A}l nlo] 1g o] A 43

PV d] o] €] & n}o] 28] o] A 8t & MTC(Migration Toolkit for Containers) APIS A}-8-3}¢] of Z 2] 7 o]
T4 3= Kubernetes @ B A E o] A 3] 4] A nlo] g o] S =3 s 4= <5}

.
o

_/

MigPlan A}-§#} A €] 2] &2 2~(CR) 2 =& 74 5] Kubernetes &) &2 B2 7} 2 A4l 7] 9} g7
A Fatel olel g Bl 2 g 712 YE Y3 ok MigMigration CRS 42 3o vlo] 12 o] 42 =3) 3o
8 gt} MigPlan 2] 22 nlo] 2d o] & = F U th

3
Kubernetes 2] 225 A€ 8} 212 APl A4 7] %5 9 U t}. MigPlan CR<- ¢ gl o] E 8l

CLIE A}& 3to] MigMigration CR2- A 4 sff oF &h o} MTC §] &£ 2 Kubernetes © H.4)
E mlo] g o] X YstA] ¢S5t

5

nlo] 27 o] A 5 MigPlan CR2] closed ©jj 7l ¥ 5= 7} true = 4 4 g U t}. o] MigPlan CRej|
o) 3] o= MigMigration CRS A A 8 4= ¢l <1 o).

02 4 5 sluE ALg-sho] MigPlan CRell Kubernetes @ B4 £ 5 371§ o},

® Kubernetes 2 2 4 E £ includedResources 4] A of] 3713+ t}. MigPlan CRej]
includedResources Z =7} X A =" 7 & o A group-kind 225 ]38 o 2 A1 &3yt &=
of A= iy uto] g o] do £t

e =% labelSelector v 7]l ¥ <= = +7}3}< MigPlan°] includedResourcesE 2 €] 3 31 t}. o]

dES A ‘1} A8 7] oF dA sk 2l ank vho] e o] A of] Z ek vt 011% Eof app:
frontend gol &< JE 2 A1-&3le] Secret @ ConfigMap =] &2 222 AE 8 & 5= JFUth

87


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-mtc-workflow_about-mtc-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-excluding-pvcs_advanced-migration-options-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-understanding-data-copy-methods_about-mtc-3-4

OpenShift Container Platform 4.11 8] A 30 A 42 njo] 1 o] A
MigPlan CR& fdl°] E3}a, A8 2 o = labelSelector v 7}]
EERE R

== MigPlan CR& fulo|Esteid =2 stk

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: "

Q Kubernetes ¢ H 4 € 2 x4 ]t} (o: Secret &= ConfigMap ).

b. 414 A}3}: labelSelector 1 /] {55 F7lele] £ FE 2l a2 FE oW Oeg FYF
Y.
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:

name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: ™"

labelSelector:
matchLabels:

<label> @)
@ Kubemetes e BAE 5 X4 P} (ol: Secret &= ConfigMap ).

Q npo] g o] A & 2] A2~ g o] &S XA ) (o:: app: frontend ).

2. 8% Kubernetes 2] 225 who] 2 o] 8 7] ¢] 3 MigMigration CR<- 4143 3 ot
migPlanRef.o| /] -1} & MigPlan o] 3z % =4 &elgy o

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
generateName: <migplan>
namespace: openshift-migration
spec:
migPlanRef:
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name: <migplan>
namespace: openshift-migration
stage: false

6. ko] 2elo] A AESE {4

nho] e o] A Al 2 A 5 A 3k
CROAA A o] 2] &22)o A 7 A 2
e 5 AHu .

U, = mfe] g o] A & A5 3442 93 MigrationController
Kubernetes 2 2}o]AES &/ 3}stal, §7 &F 471 =45 &4

1.6.1. 5+ & mho] g o] A of] th &k A g S 7

%2 mho] g o] A& 98l MTC(Migration Toolkit for Containers) & wlo] 2@ o] A @ H Al E W 7 g o]
Y gl azof g gk vpo]2go]d AEEY AgS 5 F AFHTH

T2 A §7A vlo] aslo| A S S slr] Aol o] 2@ WA AL Bl 2 ES| of gtk
AR}
1. MigrationController A}-8-2} 2| & (CR) W U 8| 2 E S ¥ 5 g}.
I $ oc edit migrationcontroller -n openshift-migration

2. Thg ) MEE ol BT

mig_controller_limits_cpu: "1" a
mig_controller_limits_memory: "10Gi" 9

mig_controller_requests_cpu: "100m"
mig_controller_requests_memory: "350Mi" ﬂ

mig_pv_limit: 100 @)
mig_pod_limit: 100 @)
mig_namespace_limit: 10 ﬂ

MigrationController CRoj| 4] A}-8-& 4= 9l+= CPU =& A4 g oh.
MigrationController CRol| Al A}-8-& 5= 9l &= W 28] &S A8 34
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(status.capacity.storage) =} 71 %] ko™ t] & ko] Al&H Ut}

ot

o PV7HPVCE S8 2y 4= 3 430 PV 8 PVC § 3ol & o] ¢ AX| 34 g
99 2 gho] AHg- gy Tk

J
(E

AR

A 27 A

n@
S

e MigrationController CRoj| A ™ & & 213}
aff o g ok

AE=PVCE A3 F<l skt o)) podell 212

1 32E Fe g 22l ch

2. MigrationController CR9] 3 x| & 2] &35l PV =L7] 24 & &4 313 o}
$ oc patch migrationcontroller migration-controller -p '{"spec":
{"enable_dvm_pv_resizing":true}}' \

--type="merge' -n openshift-migration

@ rvazgevRyEsieE s falsex 44 P

3. A9 A&k pv_resizing_threshold v 7l H =& JHl o] Esle] dAZS =H YT
$ oc patch migrationcontroller migration-controller -p '{"spec":{"pv_resizing_threshold":41}}'\

--type 'merge’ -n openshift-migration
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conditions:

- category: Warn

durable: true

lastTransitionTime: "2021-06-17T08:57:01Z"

message: 'Capacity of the following volumes will be automatically adjusted to avoid disk
capacity issues in the target cluster: [pvc-b800eb7b-cf3b-11eb-a3f7-0eae3e0555f3]'

reason: Done

status: "False"

type: PvCapacityAdjustmentRequired
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AWS gp2 2 E 2] A 2] A - gp2ell 4] BF AHEF3 2715 AlLkehs w2 w el
pv_resizing_threshold 7} 42% o] 4¢1 73-¢- o] W A| %] 7} A § A &5t}
(BZ#1973148)

1.6.3. 7]l A] & Kubernetes Z&}o| A E &4 3}

lgrationControIIer CR (A&7 A 2] glAa)ol A A=

SUTh A2 02 Kool 9l 2o 2 7hel vho] g o] 4 3
iﬂhﬂﬂﬂiﬁﬁﬂﬂ

‘“»og

|
A MEAZ AA

31

il
i

d& Eo] AF &5 vlolzd o] Aol tigk Rsync ¥ ¢ o]} Velero 81 2 B3 2+ 9]
A Pl M= MA E FeolAdEL A o] TAE A syt

F
.l
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$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
'{ "op": "replace”, "path": "/spec/mig_controller_enable_cache", "value": true}]'

2. A€ Abak o W &S 28 5to] MigrationController CR W &2.2] #3853 Ut}

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op": "replace”, "path": "/spec/mig_controller_limits_memory", "value": <10Gi>}]'

3. Ale Arelk oh3 S 43 5lo] MigrationController CR v =.2] @ 35 53¢ Yt}

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
'{ "op": "replace”, "path": "/spec/mig_controller_requests_memory", "value": <350Mi>}]'
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https://bugzilla.redhat.com/show_bug.cgi?id=1973148
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#mtc-release-notes
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User access
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e Kubernetes @ B A E o] vl ] CR #1
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7l €] Velero &9 CRS A Yo}

e PVuolgol th3t CR#1 2L (¢ CR#2 AHE)

o Kubernetes @ A E o tf st CR #2 &4 (2 CR #1 AFE)

12.2. MTC A} &2} & 9] 7] 22 WU 5 2~ E

MTC(Migration Toolkit for Containers)+= th2 AF&-2F A o] 2] A22~(CR) Wi U 3| 2EE AFE-5lo] o Z2]
A o] A& who] 2g o] A g T}

12.2.1. DirectlmageMigration

DirectimageMigration CRS 42 S 2] 2E oA thA S8 2HE o|n 3] = F 3 EALg Ut

apiVersion: migration.openshift.io/vialphai
kind: DirectimageMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_migration>
spec:
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https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migcluster_types.go
https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migstorage_types.go
https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migplan_types.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/backupstoragelocation_types.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/volume_snapshot_location.go
https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migmigration_types.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/backup.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/restore.go
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srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
namespaces:
- <source_namespace_1>

- <source_namespace_2>:<destination_namespace_3> g
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12.2.2. DirectimageStreamMigration

DirectimageStreamMigration CR& &~ S 8] 2o A FHAHE A4 ojujx] 2EY FxE X2

A .

apiVersion: migration.openshift.io/vialphai
kind: DirectimageStreamMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_stream_migration>
spec:
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
imageStreamRef:
name: <image_stream>
namespace: <source_image_stream_namespace>
destNamespace: <destination_image_stream_namespace>

12.2.3. DirectVolumeMigration

DirectVolumeMigration CR& A2 Z 8] 2H A ) FH 2HZ A H PV(I T+ EF)E EAT YL

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigration
metadata:
name: <direct_volume_migration>
namespace: openshift-migration
spec:
createDestinationNamespaces: false ﬂ
deleteProgressReportingCRs: false 9
destMigClusterRef:
name: <host_cluster> 6
namespace: openshift-migration
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persistentVolumeClaims:
- name: <pvc> ﬂ
namespace: <pvC_namespace>
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration

g E82H S PV v d 2ol 28 whEdd true= 474 Y

=3
nlo] 2# o] 4 % DirectVolumeMigrationProgress CRS- 2HA4| &l ¥ true= A A o) &4 o 2
< ¢35l DirectVolumeMigrationProgress CRo] %] =] 7] 9] g 7] &3k false] Y o).
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12.2.4. DirectVolumeMigrationProgress

DirectVolumeMigrationProgress CRS DirectVolumeMigration CR2] 73] 4313 1 of

o)
i
°

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigrationProgress
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_volume_migration_progress>
spec:
clusterRef:
name: <source_cluster>
namespace: openshift-migration
podRef:
name: <rsync_pod>
namespace: openshift-migration

12.2.5. MigAnalytic

MigAnalytic CR-2 o] m] %] # Kubernetes 2] 42 3l #+& MigPlan CRo| A &+ &+ (PV) &3S &1
gyt

st HelHE T & Ay

apiVersion: migration.openshift.io/vialphai
kind: MigAnalytic
metadata:
annotations:
migplan: <migplan>
name: <miganalytic>
namespace: openshift-migration
labels:
migplan: <migplan>
spec:
analyzelmageCount: true ﬂ
analyzeK8SResources: true 9
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analyzePVCapacity: true 6
listimages: false
listimagesLimit: 50
migPlanRef:
name: <migplan>
namespace: openshift-migration
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12.2.6. MigCluster

MigCluster CRS & 2E, 24 &&= 97 Z 22 Z o gy

apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <host_cluster> ﬂ
namespace: openshift-migration
spec:
isHostCluster: true g
# The 'azureResourceGroup' parameter is relevant only for Microsoft Azure.
azureResourceGroup: <azure_resource_group>
caBundle: <ca_bundle base64> ﬂ
insecure: false 9
refresh: false G
# The 'restartRestic’ parameter is relevant for a source cluster.
restartRestic: true ﬂ
# The following parameters are relevant for a remote cluster.
exposedRegistryPath: <registry_route> 6
url: <destination_cluster_url> Q
serviceAccountSecretRef:
name: <source_secret> @
namespace: openshift-config
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2.7. MigHook
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apiVersion: migration.openshift.io/vialphai
kind: MigHook
metadata:
generateName: <hook_name_prefix> ﬂ
name: <mighook> g
namespace: openshift-migration
spec:
activeDeadlineSeconds: 1800 6
custom: false ﬂ
image: <hook_image> 6
playbook: <ansible_playbook base64> G
targetCluster: source ﬂ
e Ak 7t vho] 2@ o) A F AT TR-F o Fol AES o] WA Se] gholl e 34 7L F7)
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12.2.8. MigMigration
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MigMigration CRS MigPlan CRS 2 8 §u o}

W) S S vhol el ol U A Sl 09 T4l vhol el ol H & A2 a I A vholad ol
< £ 3} == Migmigration C % T8+ 3 L] t}.

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
spec:
canceled: false ﬂ
rollback: false 9
stage: false 6
quiescePods: true ﬂ
keepAnnotations: true 6
verify: false G
migPlanRef:
name: <migplan>
namespace: openshift-migration
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12.2.9. MigPlan
MigPlan CR-& vlo] 1| o] A A 8 o] v/l 4=& 4 <] T ok

WG Ul =eol &, T3 &A|, A3 = b ol olde 4 & s
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= 737 whol 2 o] Sol UID 5L GID ¥ 9] 7F HAH B2 A2 B = 1)
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apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
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labels:
controller-tools.k8s.io: "1.0"
name: <migplan>
namespace: openshift-migration
spec:
closed: false ﬂ
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
hooks:
- executionNamespace: <namespace> 6
phase: <migration_phase>
reference:
name: <hook> 6
namespace: <hook_namespace> G
serviceAccount: <service_account>
indirectimageMigration: true 6
indirectVolumeMigration: false g
migStorageRef:
name: <migstorage>
namespace: openshift-migration
namespaces:
- <source_namespace_1> @
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace_4> m
refresh: false @
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N iodite A4 Fuh she] $ag
&Uth #3237k PreBackup, PostBackup, PreRestore 2! PostRestore ¢ 1 t}.

127 &4 sl 2

o] MigPlan CR9l| tj &l tf& MigMigration CRS- A A4

Uth 7} 3= T} nlo] 13 o] A T

afite] @Al e

s ZEAE A BA 2 24
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12.2.10. MigStorage
MigStorage CRS =4 2] X Eg] ¢ ¢ BAE ~EgA S Ay}

Amazon Web Services(AWS), Microsoft Azure, Google Cloud Storage, Multi-Cloud Object Gateway 4
QutS3 53 Zato s AET RS L3}

AWS 1 231 3F AL Wy o] = 2 7b a7 57} 2l g o,

apiVersion: migration.openshift.io/vialphai
kind: MigStorage
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageProvider: <backup_storage provider> ﬂ
volumeSnapshotProvider: <snapshot_storage_provider> 9
backupStorageConfig:
awsBucketName: <bucket> 6
awsRegion: <region> ﬂ
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
awsKmsKeyld: <key_id> )
awsPublicUrl: <public_url>
awsSignatureVersion: <signature_version> 6
volumeSnapshotConfig:
awsRegion: <region>
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
refresh: false m

2EYA FHEAE A g

t}(l: us-east-1).

2EZ A= 93] A A3 Secret 2 B A E &) o] 28 A A g T}

AWST el & AWS 7] ] M B] 25 ARE-Shs -9 71 9] Al 28 AE A ey th
7(:)]

AWSHE & F: AWS B Z1 ol th g 3-8 oAl &= i jho] Fof =

9000000
:
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MTC <} L—’é‘— % CLI(EE = QB H o] 2)F AF&-sfo] mpol 2 o] A A & =
olz#lol S EUHH AW A& o] 2ol d EAIE HA D 7 UF

1. MTC & 2% | A ujo] g o)A AAL =3}
2. ulo]lzg o] A F Ao 9l ulo] 2 o] W3 E Z2etH uo]lxg o] M o] 7} EA P YT

3. wlelzg ol d & FYste] vpol 2ol A AN R E ATtk

1>

4. wpolaEo| A Y h2E Bste] B2 mo)o] A who] T o) 4 2k B 8T e & Bk,

5 &

[>
HE
2
¥
rr
o
r>~
i)
B
Ll
iy
i)
PL
K
o
oo
o
r>~

® oclogs HALHHF L BH & FHEEA SAGY T

o #H FH2H 2ag v HE S AP P
gl 23 AHP S Adshs 4 dHPE 20 SAEU T
e JSON RH7]|= ¢ Be}9-A oA JSON 2o 7 g4 dolHE TA T YT
t] o] E] = oc get <resource> H # o] &8 3} U 3o},

12.3.2. rlo] 2 g o] A A& 22 B 7]

shol ol A ek AAE 208 2 5 AFUTh MTC 3l 262 AHg5tel 2P 932 1
AHEE The CLI( B 2 Q1B s 0] 22)o) 4 92 A3 3]
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Migration Controller

Velero
® Restic
® Rsync
e Stunnel

® Registry

o

1 MTC &) Z&o A wpo] 2 oA A& = Ty
2. vpelzg o] A8 glol = whol 2ol HEE S A
4. HZApolel TS Y5t oclogs B E & FH = HAE YT

5 T FLEol madstal CLidl 8 S dd gtk
vpol e o] A Al goll s FA R =27k A E Y

12.3.3. vfo] g o] d 21 2l AL&

nto] 2 glo]d 22 BT & AFE-ste] B wlo]2go]d Rt ZHP E B E ZAE F UFY
=t
Z2A 2

1. mig-log-reader == 7} %3 1 t}.
I $ oc -n openshift-migration get pods | grep log
2. G wolagold RO E TG vy WS 4 I
I $ oc -n openshift-migration logs -f <mig-log-reader-pod> -c color ﬂ

ﬂ -c plain &4 & A} glo] 218 I APy

12.3.4. 4 5 A X% A

>

MigrationController CR(AF&#} o] 2]l AX)S X R E 7|25l FH2H WE RYUHEH 2EHA 2 7}
&Y th. PromQL(Prometheus Query Language)< A}-&-3}ef nfo ]Jaﬂ o] A5 EAS Atale] x| %
= A8 4= 25 Y o} Migration Controller Pod7} ThA] Al 2™ B E 1] E g o] zﬂ A E o)
OpenShift Container Platform §] && & AF8-ato] A5 X 3ol A 2sta A& AT 5 AF YT

=
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1. OpenShift Container Platform ] &l 2UHH » vl &8 S Z2 3.
2. PromQL A& & JEstal FAE A7+ -5 A8 g th3 Run Queries(F ] 23 ) S Fh
A Bebg A o] BE A7t EAHX) 0 W Prometheus 24 AHg-FI T
123.41. A€ A X
MigrationController CR(A}-& =} 4 ] 2] 4~ 22)-& MigMigration CR = 2 sl T APl 2.7 of] tf 3 %] 3L & A
YT
12.3.4.1.1. cam_app_workload_migrations

o] Ml E g2 A7+ 7 3ol w2 MigMigration CR 4= U o). wle] e o] M el 7 3} 974 APl 83 4 1
= 3 35}7] 93 mtc_client_request_count 2! mtc_client_request_elapsed %] 32 2 ¢l &= o] F&
FYth o] X EE Telemetryo] g5 o] 251t

3 12.1. cam_app_workload_migrations metric

A 7t = ol & 2l A= Hola A4

status running, idle, failed, MigMigration CR2] A&j
completed

type @A, AF MigMigration CR¢] &

12.3.4.1.2. mtc_client_request_count

o] %] 3£+ MigrationController 7} 2 3 3 Kubernetes APl 8 & o] =2 =< Ut} Telemetryol = E 35
o] 944 &Y Th

3L 12.2. mtc_client_request_count W] E ¥

A= 7hs g 2 ol 2l A=
cluster https://migcluster-url:443 Qo] kgl = Ze] AF
component MigPlan, MigCluster QA& WFal sl AEZ AP
function (*ReconcileMigPlan).Reconci g% o] wtai = 75

le
kind SecretList, Deployment 2 3 o] Wl @ Kubernetes £ &

12.3.4.1.3. mtc_client_request_elapsed

o] %] 3% = MigrationController~} 23} 5+ Kubernetes APl £ 3 ] 2] t 7] A| 7+ (2 8 )Py th
Telemetryoll = Zgt= o] 1A kHFYTh

3 12.3. mtc_client_request_elapsed W] E 2]
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A% b5 b ol g
cluster
component

function

kind

12.3.4.1.4. %
Hl o] B0 =

3
a3

124. &

A<

mtc_client_request_count

sum(mtc_client_request_count)

mtc_client_request_elapsed

sum(mtc_client_request_elapsed) APl 2 % ol g gt & o 7] A ZF
sum(mtc_client_request_elapsed) / W+ APl 8.7 bl 7] A1 7F
sum(mtc_client_request_count)
mtc_client_request_elapsed / S FEEE AERAPI 84 o H 7] A 7H
mtc_client_request_count
cam_app_workload_migrations{status="runn 2% S} 34 o A & F AL = A g Fol nfo]2
ing!l}*100 ]O]/Kﬂ}\ ‘IOOO ‘_,?_]:%}]\_
12.3.5. must-gather & A} &
must-gather & AR&-3to] MTC A2} g o) 2l 220] tat 22, W B2 2 402 $7 8 5 dHych
must-gather t o] Bl &= =& 317 Alg o] HE 5] oo gyt
127} W= 244 7+ 59 U] 0] E] 2 427 5} 31 Prometheus &4 AH-3Ho] Bl o] Bl 2 2 & 951 T
AR 27 AV

E]— B]l

https://cluster-url.com:443

migplan, migcluster

(*ReconcileMigPlan).Reconci
le

SecretList, Deployment

(9]

a3o 2y d 7s

9 3 o] el ¥l Kubernetes & &2

TFA=E /A FES A g Eo] dFUTH
A
DFAAPI o = 2% B2 A
T E = AP 8 5
APl ti7l A7 83 FrEd = A E

e cluster-admin & & 2] A} &2} 2 OpenShift Container Platform & 2] 2~¥] o] 21218} ofF gy t}.

® OpenShift CLI(oc)7} A %] & o]
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A7)

1. must-gather t| o] 5 & #| g 3ale] = H P H R o] 5T

o

2. e HolE £ &4 & dtel s oc adm must-gather = 2 S 21 8) 1 T},

o Az EHolEE SR b2 FH YA L.

I $ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.8

d] o] E] = must-gather/must-gather.tar.gz = # % Ut} Red Hat 32.7] £ & ol A 3 F X
G At o] L S HE2=T = A FYTh

o Ad24 A7k FtHolHE TR e FH YA L.

$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.8\
-- /usr/bin/gather_metrics_dump

o] Ztell= ;M A 7ko]l A9 = AFH ot vl o] Bl = must-
gather/metrics/prom_data.tar.gz = = =5 1}
12.3.6. Velero CLI & & A}-£8-3}<] Velero 2] &2 Tt 7]

Backup 2! Restore CR(AF&#F A 2] 2] 4&2)S vy 23513l Velero CLI E& AL &-8le] 225 AN

AFH

Velero CLI & OpenShift CLI & 2.t} 2} A 8t H B2 A 23 o}

TE
oc exec 8 & & A& 3} Velero CLI 3 & A3 o

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

o A

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

=T34
velero --help &4 & A}1-8-3lo] =& Velero CLI & & 1<

L

U,

I $ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
--help

Describe 5 &

velero describe ™ & 2 A}-8-3}o] Backup == Restore CR3} #&#HH ZHA 3 W 2 F Q kS A

o

RElch

o

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

o Al
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$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

Logs ¥
velero logs ™ % & A}-8 5l Backup == Restore CR¢] 2 15 A Mgt}

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

o Al

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

12.3.7. 24 ¢l wio] g o] Ao A

Velero CLIE A}4-5o] Restore CR(AH-7} 7 ] 2 2:2) 218 71 Abshe] 335 ¢1 vho] 1o o] A A7)
A WAAE NG S 5 A5

B2l © R Velerorh nho] a0 Aol Ao 544 i A17H A s WA LI o] 2 Eol
CRD(AH- 2 A 9] 2] 4222 4 91)7} r2hs] 71} a2 8 o) 4 Z-2) 228 ol A CRD 1] A zhol] B 7} 91
A5 mho] 2e o] Mo] e w AW CRE Ul Sel 2B ol A A4 H A ¥4t

<
o8
®
@]
Ll
i
Mo
2
ro
to
u

2 7] Z3 th Backup CR A Y x] 2 BAEE X 2]t}

1. MigMigration CR2] el & 213t}
I $ oc get migmigration <migmigration> -o yaml
=99

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: "2021-01-26T20:48:40Z"
message: 'Final Restore openshift-migration/ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf: partially failed on destination cluster’
status: "True"
type: VeleroFinalRestorePartiallyFailed
- category: Advisory
durable: true
lastTransitionTime: "2021-01-26T20:48:42Z"
message: The migration has completed with warnings, please look at "Warn™ conditions.
reason: Completed
status: "True"
type: SucceededWithWarnings

2. Velero describe ™ & & A} 8- 3}o] Restore CR2] Ate] = 3ol gk o).
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$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore describe <restore>

2 o

o

Phase: PartiallyFailed (run 'velero restore logs ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf' for more information)

Errors:
Velero:  <none>
Cluster: <none>
Namespaces:
migration-example: error restoring example.com/migration-example/migration-example:
the server could not find the requested resource

3. Velero logs M % & A}-& 31| Restore CR 2 15 2l gt}

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore logs <restore>

2 o

o

time="2021-01-26T20:48:37Z" level=info msg="Attempting to restore migration-example:
migration-example" logSource="pkg/restore/restore.go:1107" restore=openshift-
migration/ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

time="2021-01-26T20:48:37Z" level=info msg="error restoring migration-example: the server
could not find the requested resource" logSource="pkg/restore/restore.go:1170"
restore=openshift-migration/ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lIbf

Restore CR =1 ¢ & W A #] 2l the server could not find the requested resource-& &% ©
2 A3 g mpo]lago] o] A0S YERH Y T
12.3.8. &4 3l 4 & #lall MTC A& 2} 78 o] 2] & ALG

t}-& MTC(Migration Toolkit for Containers) AF8 2} A ¢] 2] 2 22(CR)ZE &2l 3} ufo] 1y o] A Ao &
Ag WA 5 dsHeh

o MigCluster
e MigStorage
e MigPlan

® BackupStoragelLocation
BackupStorageLocation CRol| = CR& A4 3t MTC 21 ~¥1 A~ E 2|1 3}= migrationcontroller
glo]&o] Z39tE o] AFYTH

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e VolumeSnapshotLocation
VolumeSnapshotLocation CRol| = CRS A4 3 MTC ¢l 28l A2 2 ¥ 5}
migrationcontroller #] o] £-o] 3% o] glF Ut}

rr
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labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e MigMigration

e Backup
MTCE A S8 2Bl ol PV(Y T 28)=S Retain o & nfo] 217 o] A3 PV(Y T+ E§)9 3¢
A& W7 gt Backup CRell = €8 3|4 4 2 & YEl = openshift.io/orig-reclaim-
policy =2 o] &= o] AFUTh nlo] 2 o] HE PVe] 8l A S F522 H5LT F UF

o}

® Restore
T2 A
1. openshift-migration 4] ¢J 2~ 3] o] 2~o]] MigMigration CRS- 1} <& g4 t}.
I $ oc get migmigration -n openshift-migration
2 o

NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

| MN‘

2. MigMigration CRS- 7 A} g4 T}
I $ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Z2 ok oAl ok f ALY T

MigMigration o] A =2

name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10
namespace: openshift-migration

labels: <none>

annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147
apiVersion: migration.openshift.io/vialphat

kind: MigMigration

metadata:

creationTimestamp: 2019-08-29T01:01:29Z

generation: 20

resourceVersion: 88179

selfLink: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10

uid: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
spec:

migPlanRef:

name: socks-shop-mig-plan

namespace: openshift-migration
quiescePods: true
stage: false
status:
conditions:
category: Advisory
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durable: True
lastTransitionTime: 2019-08-29T01:03:40Z
message: The migration has completed successfully.
reason: Completed
status: True
type: Succeeded

phase: Completed

startTimestamp: 2019-08-29T01:01:29Z

events: <none>

PV H] o] E] = A ™ 3} = Velero M ¢} CR#2 oA &

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
openshift.io/orig-reclaim-policy: delete
creationTimestamp: "2019-08-29T01:03:15Z2"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
excludedNamespaces: []
excludedResources: []
hooks:
resources: []
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
- persistentvolumes
- persistentvolumeclaims
- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:

m
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migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelLocation: myrepo-vpzq9
ttl: 720h0mO0s
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z"
errors: 0
expiration: "2019-09-28T01:02:35Z2"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Kubernetes 2] 222 A ™ 3}+= Velero 2 CR#2 JA| &9

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z2"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252¢9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-9555-
d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11e9-9555-d129df7f3096-sz24f
excludedNamespaces: null
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true
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status:
errors: 0
failureReason: ™"
phase: Completed
validationErrors: null
warnings: 15

12.4. AREA Q1 4] B 92 A

o A Mol A= who] e o] A Foll WA 5 A AnbA el Al 9 el Abgpel vhal A7 g T,

12.4.1. T] o] A} A} R 5 R &= 5 olu] x| YU o] E

o) 2] 7 o] 4 o] openshift ] ¢ 25 o] 9] o] M A & AL §-ahi= A5 WG o] v X wAo] U Ze 2]
o glejof g,

OpenShift Container Platform 3 o] w] %] 7} OpenShift Container Platform 4.110] 4] 1] o] 4} A& 5 #] k&=
75 podman & ALE-ste] oA 2ER] Bl2E FELE U OET F AFHH

AFA @ AHgE
e podmanco] A X] & o] glofof gt}
e cluster-admin @ 3lo] 9l = A& 22 2 1218 oF g}

e H]H ol X XE 2] E ALE-3l= 74 -5 /etc/container/registries.confe] [registries.insecure] 4
Ao A 2E 32E kS F71sted Podman TLS <1 @ /7 #A sHA] =5 gyt

o a2 sEd Wi HALEDE RS T

1. WE g% 2=E g 7} OpenShift Container Platform 3 @ 4 S 2] 2 F o] =& 5 o] =X] el gy
=
OpenShift o] v x| A A2EF &= 7] 24 2 2 OpenShift Container Platform 4¢] =& Yt}

2. MBS H A 2ETE AL = T -r/etc/contamer/reg|str|es conf] [registries.insecure] 4
Aol A 2ET E2E 7+ F7181e] Podman TLS ¢l 9 57} WAl 8% =2 o}

3. OpenShift Container Platform 3 @ x| 2~ E 2] o] & 2213 t}.

I $ podman login -u $(oc whoami) -p $(oc whoami -t) --tls-verify=false <registry_url>:<port>
4. OpenShift Container Platform 4 g A 2~ E g] o] 2 2l g th

I $ podman login -u $(oc whoami) -p $(oc whoami -t) --tls-verify=false <registry_url>:<port>
5. OpenShift Container Platform 3 o] u] x| & 714 -4 t}.

I $ podman pull <registry_url>:<port>/openshift/<image>
6. OpenShift Container Platform 4 =] 2] ~E 2] o] th &} OpenShift Container Platform 3 o] 0] x| &

B3y o
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$ podman tag <registry_url>:<port>/openshift/<image> \ ﬂ
<registry_url>:<port>/openshift/<image>

ﬂ OpenShift Container Platform 3 2] 2= E ] gl A ~E2] URL 2 X EE X4t}
9 OpenShift Container Platform 4 22 ¥ ¢] gl x|~ E 2] URL @ X E = 24 gt}

7. OpenShift Container Platform 4 @] x| 22 E 2] o] o] u] %] & FA] g t}.

I $ podman push <registry_url>:<port>/openshift/<image> ﬂ

ﬂ OpenShift Container Platform 4 2 2] 28 & 2 4 gt}

8. clml Aol fa g o]v] A =Y el glex Sl Fn

%o

I $ oc get imagestream -n openshift | grep <image>
g o

NAME IMAGE REPOSITORY TAGS UPDATED
my_image image-registry.openshift-image-registry.svc:5000/openshift/my_image latest 32
seconds ago

| n'LlN‘

12.4.2. A4 BF vlo] 2y o] Ho] YEHA &S

A 25 ulo]ago]lHdo] EE A om A EF8 A A2 F8 A ¢ 53 node-selector
ol 1% % AFyth

N

BA

MTC(Migration Toolkit for Containers)x= B ot AEl ~E A F 274 W ~A| =3 @ F AdS #4351 9
) BE FA o e vld &d o] 2 E mlo] 2y o] dd Ut AF &F vlo] 28 o] T MTC= &2 &F
g 2~E ol A mfo] 2y o] A E v &d o] 0] A F 3 2E oA Rsyne A F =& A FUTH i &
2 Y d 2ol e A2k Fe2E Udad o] 20 FUS T4 0] gl A Rsync A F L =& o 9F
st 4= 15U ol Rsync ¥ =+ Pending A el 2 #-% € Y o}

ohe @3

il

Sa)ste] o] BAl S sk 54

ot
o))

U,

)

_/":
I A
1. MigMigration CR2] A e & <13t}
I $ oc describe migmigration <pod> -n openshift-migration

Zeo)t Bhg A AR 7 ZEE Y O,

i)
2

| mm‘

Some or all transfer pods are not running for more than 10 mins on destination cluster
2. &2 g oA who] 2go] A E U QP 2so] 29 AR AR E 7hA g YTk

$ oc get namespace <namespace> -0 yaml ﬂ
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it

)

ol
)

e

[ PREREE REERN DS DES Y

3. A eI =E oA viol g o] d | Ul Y L3 o] &

it

o
N
%
i
v

I $ oc edit namespace <namespace>

4. T of ¢} o] wlo] 18 o] A H U] o 23 o] 2= ¢ =¥ openshift.io/node-selector 524 & 37}
G

apiVersion: vi
kind: Namespace
metadata:
annotations:
openshift.io/node-selector: "region=east"

5. wlol a0l A A%< BA A

12.4.3. @ 7 w2 A] 9 el 4 Y

o] A A o] A = MTC(Migration Toolkit for Containers)dl] @A & 5= 9l A RkA Ql @ & WA x| o} 2 A
?—10,]0 %gﬁ@ ]_‘—' 1:”—1:” /\411161—]/]14_'

RS

12.4.31. MTC &0 A& A2 ] TAHE=CAQJSA o F

MTC E<4of A ~35+8 22 & o CA certificate error v A] X] 7} 3 A]
HE CAQSAME ALE T 7}‘5*3 o] =F Y

i
)

S 2E F shel A AHA A

o

| A& sl a5t ©F v A R o] E A E oauth-authorization-server URLZ o] 535l Q1A & &
ggUth o]l #AE FTH o2 st W W Heh$A 9 A5 AL AT E FrFYh

o
ofN
X
il
ofy
ro

3t ¥ Unauthorized v A %] 7} A1 5] MTC £& 2 o] F3to] ) #lo| & A= Yk

RS

12.4.3.2. MTC 24 2] OAuth A1 7HA| 3 2 7
ZHA| A H Q1Z=AE 3] &3 = MTC &2 ) connection has timed out W A] R 7} T A & H YL oS3
Zsynh

e OAuth Aol e U E A A= T

® OpenShift Container Platform 4o gt Y EH I A = S5

e oauth-authorization-server URL I U] $F o M| =5 2 ds= ZEA] 44 YU oh ZA g ] 82

OAuth A b4 & @ F 2 <la] A 28 5 gl MTC & & B2 2.

12433. ¢ F Y= AT o FEZ AE A AFA
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ZA A 1 F M S AR 3Fe] MTC(Migration Toolkit for Contalners)/] Fo2H EE B4 g EAE
2] 2 1 335 7% Certificate signed by unknown authority © 5 =) A| %] &} 3HA| 21 ZA] el o) A7)
& 4 A FYth

H
fr

AHEA B CAIZA NE st & A stal S &
ol =% AdFHTh

52 JEAEYE F7HE | MTC ) &

ZZA X
A4 ZAANA CAQJEAE TSR Ede] CAHE vt 2 43 o)

$ echo -n | openssl s_client -connect <host FQDN>: <port>\ﬂ
| sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > <ca_bundle.cert> 9

Q el 2 FQDN ¥ ¥ E E X7 3 t}(4: api.my-cluster.example.com:6443).

© cAME AL ol FS AY Pk

'Wmemmp&ﬁﬂﬂ4ﬂ 2o EA)8A] e M 2Ee A X (BSL)e) e FxzrF £ 7
- Velero Pod = 19| o} 22 % SEWAR 7 EAE = YL

I $ oc logs <Velero_Pod> -n openshift-migration

location: BackupStoragelLocation.velero.io \"ts-dpa-1\" not found" error.file="/remote-

=
level=error msg="Error checking repository for stale locks" error="error getting backup storage
source/src/github.com/vmware-tanzu/velero/pkg/restic/repository_manager.go:259"

ol et o 5 WA A= BA S E HU Tk etE BSLE <18 vho] e o] o] 53k & ergruith

12.4.3.5. Velero Pod 219 Pod 2§ W A7+ 23} 0 8

Restic A| 7FA] 3o 2 <l 8] mlo] 2| o] A o] 4 3] 31 Velero pod & 19 t}& 0 77} TAH Yt}

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting for all
PodVolumeBackups to complete”
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165"
error.function="github.com/heptio/velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1

restic_timeoute] 7] 27L& 1A 7Yt} ko] 4= Hislo] XA = e S A5
= =g
= =2 =

5 o) who] @ o] 9] - o] wll W

Z2A 2
1. OpenShift Container Platform $] &< <] A Operator —» 4 %] & Operatorz ©] &3t}
2. Migration Toolkit for Containers Operators 2 gt t}.

3. MigrationController & o] A migration-controllerE &2 4t}
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4. YAML o) 4] th& w7} i ghe el E gt

spec:
restic_timeout: 1h ﬂ

ﬂ

4

fr

5 A%

h(*17h), m(&) 2 s(Z)Y Y th(el: 3h30m15s).

o

=
=

i)

iy

12.4.3.6. MigMigration A} &2} R A & A29] A SHF Fai AL H

g A 2F gl o] B] HAF R & AFE-Ste] 7 EF S vheld o] e W vl ¥ &l Ao et
MigMigration CRe]l t}& @ 7 7F A H Yot

z9 o

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: 2020-04-16T20:35:16Z
message: There were verify errors found in 1 Restic volume restores. See restore “<registry-
example-migration-rvwcms"
for details ﬂ
status: "True"
type: ResticVerifyErrors 9

¢ & ™A A = Restore CR o] <& 2| E gt}

ResticVerifyErrors= 291 @ {7} 23td Atz ol o 7 A3 AUt

®9

]
ol B el © 7 s vho] el o] A Z e A 27t Ao et YT

Restore CR< 32l alof Hlo]E] 3Hel @ 7o) 9l AW a 5 Y&yt

Z2A 2

Lo Fe2E e 2 gk

2. Restore CR<& H7]:

$ oc describe <registry-example-migration-rvwcms -n openshift-migration
Z2 2 PodVolumeRestore ¢ &7} 9= 9+ EFS AE 3o
2 o

status:
phase: Completed

] n'LlN‘
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podVolumeRestoreErrors:
- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration
podVolumeRestoreResticErrors:
- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

3. PodVolumeRestore CR =.7]:
I $ oc describe <migration-example-rvwcm-98t49>

Ho 9 7= 7] =3 Restic pod= 2] gy o}

rlo

e

2 o

o

completionTimestamp: 2020-05-01T20:49:12Z
errors: 1
resticErrors: 1

resticPod: <restic-nr2v5>
4. Resticpod 215 X3 Q7 E 3+ h

I $ oc logs -f <restic-nr2v5>

12.4.3.7. root_squash7} &4 3}9 NFS 2 E 2] X o] 4] u}o] 18] o] A & o] Restic A3+ &/

NFS 2 E 2] A oA H o] B & mlo] 2y o] Fo]alr ot _squash”} &7 s} ¥ 7 -¢- Restico]
nfsnobody?l vl 3 = 31 vlo] 2 o] d-& & & = A o] gliF Ut} Restic Pod 2 10f th3 &
7F EATE Y o

29 o

/ust/bin/restic: permission denied" error.file="/go/src/github.com/vmware-
tanzu/velero/pkg/controller/pod_volume_backup_controller.go:280"
error.function="github.com/vmware-tanzu/velero/pkg/controller.
(*podVolumeBackupController).processBackup”
logSource="pkg/controller/pod_volume_backup_controller.go:280" name=<backup_id>
namespace=openshift-migration

‘ backup=openshift-migration/<backup_id> controller=pod-volume-backup error="fork/exec
Restice] 37} 78S A A 3} 32 MigrationController CR vj U #| 2~ E o] 25 IDS F7}3}o] o] £4| = 5
a4

T JFUTH
A%}
1. NFS Z=E g A o] A] Resticel] tf g+ B2 25 A T ok
2. OF o] A& E =S NFS Hd B2l setgid H| ES A4 U T}
3. &2 " ) ZF2 22 F 9] MigrationController CR v U 9] &~ E of restic_supplemental_groups
WA E 7Y o
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spec:
restic_supplemental_groups: <group_id> ﬂ

4. M7 A e A 83 4 9] =2 Restic Pod7} thA] A 2 o) 712 7] oF Yt}

ol d]zoll& v 22 e EA7F AF U
ojd 5

Z o] MTC(Migration Toolkit for Containers) = TS U] g 29| o] 2~ F4] & FA| &
Y

o openshift.io/sa.scc.mcs
o openshift.io/sa.scc.supplemental-groups
o openshift.io/sa.scc.uid-range
ol # gt =42 UID ¥ A& A skl Aelol|q7F thd S8l 2E ol ti gt

g2 5 =2 Ut nlo] 2 o] A ® UID7F thar S8 28 9 7] &=
o] 4 UIDE B4 & 913l o] gl 1t} (BZ#1748440)

rlr rq'
1(_){;
o
<,

= ol MTCol A A 2] = A kU Th of E2]Al o] Aol F8 2H

o tiRE YIRS fate
LA WG FHLEHAAN FEor gais Ao g s

Wele) el anvt W a s

e violzelo]do] sl st rho] el o] A A 8o quiesced EE o] AHg A 8] PV A o] §4 5
A gk phol 2 ol A& 502 S5 ool o A 8 & A S PY 4B 02 )
ko] ) o] A Al 8 & A4 8 oF F T}, (BZ#1784899)

® Restic Al 7Fo] 235 o] O] & mlo] 2 o] A o] 4l 3 6}% jo— MigrationController A}-& 2} =] 4
(CR) mj U 3| 2~ E9)| A restic_timeout vl 7} ¥ 5= (7] 23k 1h)S 52 5 JdFU T

o T A28 BA} gy o 2 nho] T# o] A E PVol ts] Hlol B el g2 A

8 =gyt

bet g

off

o] &

off

o NFS ~E g% oA gl o] & nlo] 18 o] 43} root_squash7} &4 35 7 $ Restice
nfsnobody<l vl 33 gt o} mlo] 29 o] A o] A 3 5l 52 Restic pod =20 A3 Q. F7F E A

Hy
(BZ#1873641)
Resticol o g+ 37} 25 & MigrationController CR v U 3| ~E o] 7}3}o] o] A= | A4S =
A HFY
spec:

restic_supplemental_groups:
- 5555
- 6666

|

o UEHEH 9 EE 1A AEA 3 %iEﬂHﬁﬁ F vho] o] A 8 s A5 uh
o] 18] o] A8 Pod7} PVCS] 14 2@ %= §17] w 2] who] o] Mo] Auf & 2 Q& k.
(BZ#1947487)

[¢]

12.5. vpo] el o] A )
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=
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3 g9 2Ys

ufo] 2 g o] A A

Zu)
= 1
2 A

4., 22~ FH

>
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b. mleladelAE TR AEES S ste] FrjE BT

e. ZEZA - FT EFS St vieladoldd I EF 0l &RtEA Z2H A Y HA=

12.5.2. § 8 = ¢l g ¥ o] 2 & A}&5}o] nfo] 2 o] A 2

120


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-rolling-back-migration-manually_troubleshooting-3-4

127 &4 sl 2

O 4 g 98] vho] 2e o] 4 8

alfe
B
[>
rr
1>
=
&
X,
Y
e
e
=
o,
M
S
o
r
(S
<
E
o
o

® Rsync CR (&2 8 2H)

G3o] BA3 vho] 2ol 4 AH S HFH O

9 5 A9 G mho] e ol 9] ¥ 42
7 AF o= A AU,

LI
S

nhol gl o] 8 A Qe of ZEF o o] A H A% AT B HlolE &4 W 51 W ol 17
o] 41 & £l e of g k.

Qe o) ey A o] o] 22 ZEAE A A% Aa) Fol B2 nho] o] A Fo) o) Zel 7o o] FA
A ke 74 2wo] WasA euut
Z2A 2

1. o2 oA = 7]9t o =2 MigMigration CRS A 4 ) o}

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <migmigration>

namespace: openshift-migration
spec:

rollback: true

migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration
EOF

ﬂ 174 ® MigPlan CR¢] o] & x4 g o}

2. MTC 8] & A wpo] o] dd Z2AE 2] o27t o S22 2H A Al A= A=A 21y
=8

3. mpol ol dE ZRAE gairt 2k FHEE AL fE Aol do] A8 FUAA FAFY

=8
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12.5.3. nho] 28| o] A % E )

ek

stage Pod % A1l 3 32 o E2) A o] 41 9] A4 & sl Al she] A3 3 vho] T o] ML FEOE BN 5 9

4t

Pl A o) g vpo] g o] A 9] 2l Anv) AHE o= AbAl P Y

ol
ol

FU e vho] o] A A H S HTH O U
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® Rsync CR (&2 Z8&H)

. RE 2 2ol 4 stage PodS 2HA| g o

$ oc delete $(oc get pods -I migration.openshift.io/is-stage-pod -n <namespace>) ﬂ

Q MigPlan CRol| 24 ® ] ¢ 23] o] 2 Yt}

2. BAEE AP mlolagold e ' ggsto] 2k Fe|LE A fZe Aol AAE A FY
=
I $ oc scale deployment <deployment> --replicas=<premigration_replicas>

Deployment CR¢] migration.openshift.io/preQuiesceReplicas 5] o] = 4] 2 2] A} 7] w}o)
ol d 7F A E Y TR

apiVersion: extensions/vibetal
kind: Deployment
metadata:
annotations:
deployment.kubernetes.io/revision: "1"
migration.openshift.io/preQuiesceReplicas: "1"

3. o Z@] A o) M pod7t 22 Fej 2E ol A A8 F917] el g
I $ oc get pod -n <namespace>

Frt e s

o ] FE2 AHE-3te] 28 2 ol 4] Operator 2HA|

122


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/operators/#olm-deleting-operators-from-a-cluster-using-web-console_olm-deleting-operators-from-cluster

1278 &4 4

123



	차례
	1장. OPENSHIFT CONTAINER PLATFORM 3에서 4로 마이그레이션
	1.1. OPENSHIFT CONTAINER PLATFORM 3과 4의 차이점
	1.2. 네트워크 계획 고려 사항
	1.3. MTC 설치
	1.4. MTC 업그레이드
	1.5. 마이그레이션 전 체크리스트 검토
	1.6. 애플리케이션 마이그레이션
	1.7. 고급 마이그레이션 옵션
	1.8. 마이그레이션 문제 해결
	1.9. 마이그레이션 롤백
	1.10. MTC 설치 제거 및 리소스 삭제

	2장. OPENSHIFT CONTAINER PLATFORM 3에서 4로 마이그레이션하는 방법
	3장. OPENSHIFT CONTAINER PLATFORM 3과 4의 차이점
	3.1. 아키텍처
	불변의 인프라
	Operator

	3.2. 설치 및 업그레이드
	설치 프로세스
	인프라 옵션
	클러스터 업그레이드

	3.3. 마이그레이션 고려 사항
	3.3.1. 스토리지 고려 사항
	로컬 볼륨 영구저장장치
	FlexVolume 영구저장장치
	CSI(Container Storage Interface) 영구저장장치
	Red Hat OpenShift Data Foundation
	영구저장장치 옵션 지원 중단
	CSI 드라이버로 인트리 볼륨 마이그레이션

	3.3.2. 네트워킹 고려 사항
	네트워크 격리 모드

	3.3.3. 로깅 고려 사항
	OpenShift Logging 배포
	집계된 로깅 데이터
	지원되지 않는 로깅 구성

	3.3.4. 보안 고려 사항
	검색 끝점에 인증되지 않은 액세스
	ID 공급자
	OAuth 토큰 스토리지 형식
	기본 보안 컨텍스트 제약 조건

	3.3.5. 모니터링 고려 사항
	인프라 가용성 모니터링을 위한 경고



	4장. 네트워크 고려 사항
	4.1. DNS 고려 사항
	4.1.1. 클라이언트에서 대상 클러스터의 DNS 도메인 격리
	4.1.2. 소스 DNS 도메인을 허용하도록 대상 클러스터 설정

	4.2. 네트워크 트래픽 리디렉션 전략

	5장. MIGRATION TOOLKIT FOR CONTAINERS 정보
	5.1. 용어
	5.2. MTC 워크플로
	5.3. 데이터 복사 방법 정보
	5.3.1. 파일 시스템 복사 방법
	5.3.2. 스냅샷 복사 방법

	5.4. 직접 볼륨 마이그레이션 및 직접 이미지 마이그레이션

	6장. MTC 설치
	6.1. 호환성 지침
	6.2. OPENSHIFT CONTAINER PLATFORM 3에 레거시 MIGRATION TOOLKIT FOR CONTAINERS OPERATOR 설치
	6.3. OPENSHIFT CONTAINER PLATFORM 4.11에 MIGRATION TOOLKIT FOR CONTAINERS OPERATOR 설치
	6.4. 프록시 설정
	6.4.1. 직접 볼륨 마이그레이션
	6.4.1.1. DVM용 TCP 프록시 설정
	6.4.1.2. HTTP/HTTPS 프록시 대신 TCP 프록시를 사용하는 이유는 무엇입니까?
	6.4.1.3. 알려진 문제

	6.4.2. 마이그레이션을 위한 네트워크 정책 튜닝
	6.4.2.1. NetworkPolicy 구성
	6.4.2.2. EgressNetworkPolicy 구성
	6.4.2.3. 데이터 전송을 위한 대체 끝점 선택
	6.4.2.4. Rsync Pod에 대한 추가 그룹 구성

	6.4.3. 프록시 구성

	6.5. 복제 리포지토리 구성
	6.5.1. 사전 요구 사항
	6.5.2. 멀티 클라우드 오브젝트 게이트웨이 인증 정보 검색
	6.5.3. Amazon Web Services 구성
	6.5.4. GCP(Google Cloud Platform) 구성
	6.5.5. Microsoft Azure 구성
	6.5.6. 추가 리소스

	6.6. MTC 설치 제거 및 리소스 삭제

	7장. 제한된 네트워크 환경에서 MTC 설치
	7.1. 호환성 지침
	7.2. OPENSHIFT CONTAINER PLATFORM 4.11에 MIGRATION TOOLKIT FOR CONTAINERS OPERATOR 설치
	7.3. OPENSHIFT CONTAINER PLATFORM 3에 레거시 MIGRATION TOOLKIT FOR CONTAINERS OPERATOR 설치
	7.4. 프록시 설정
	7.4.1. 직접 볼륨 마이그레이션
	7.4.1.1. DVM용 TCP 프록시 설정
	7.4.1.2. HTTP/HTTPS 프록시 대신 TCP 프록시를 사용하는 이유는 무엇입니까?
	7.4.1.3. 알려진 문제

	7.4.2. 마이그레이션을 위한 네트워크 정책 튜닝
	7.4.2.1. NetworkPolicy 구성
	7.4.2.2. EgressNetworkPolicy 구성
	7.4.2.3. 데이터 전송을 위한 대체 끝점 선택
	7.4.2.4. Rsync Pod에 대한 추가 그룹 구성

	7.4.3. 프록시 구성

	7.5. 복제 리포지토리 구성
	7.5.1. 사전 요구 사항
	7.5.2. 멀티 클라우드 오브젝트 게이트웨이 인증 정보 검색
	7.5.3. 추가 리소스

	7.6. MTC 설치 제거 및 리소스 삭제

	8장. MIGRATION TOOLKIT FOR CONTAINERS 업그레이드
	8.1. OPENSHIFT CONTAINER PLATFORM 4.11에서 MTC 업그레이드
	8.2. OPENSHIFT CONTAINER PLATFORM 3 클러스터에서 MTC 업그레이드
	8.3. MTC 1.3을 1.8로 업그레이드

	9장. 마이그레이션 전 체크리스트
	9.1. 리소스
	9.2. 소스 클러스터
	9.3. 대상 클러스터
	9.4. 성능

	10장. 애플리케이션 마이그레이션
	10.1. 마이그레이션 사전 요구 사항
	마이그레이션 사전 요구 사항 관련 추가 리소스

	10.2. MTC 웹 콘솔을 사용하여 애플리케이션 마이그레이션
	10.2.1. MTC 웹 콘솔 시작
	10.2.2. MTC 웹 콘솔에 클러스터 추가
	10.2.3. MTC 웹 콘솔에 복제 리포지토리 추가
	10.2.4. MTC 웹 콘솔에서 마이그레이션 계획 생성
	추가 리소스

	10.2.5. MTC 웹 콘솔에서 마이그레이션 계획 실행


	11장. 고급 마이그레이션 옵션
	11.1. 용어
	11.2. 애플리케이션을 온-프레미스에서 클라우드 기반 클러스터로 마이그레이션
	11.3. 명령줄을 사용하여 애플리케이션 마이그레이션
	11.3.1. 마이그레이션 사전 요구 사항
	11.3.2. 직접 이미지 마이그레이션을 위한 레지스트리 경로 생성
	11.3.3. 프록시 설정
	11.3.3.1. 직접 볼륨 마이그레이션
	11.3.3.2. 마이그레이션을 위한 네트워크 정책 튜닝
	11.3.3.3. 프록시 구성

	11.3.4. MTC API를 사용하여 애플리케이션 마이그레이션
	11.3.5. 상태 마이그레이션
	추가 리소스


	11.4. 마이그레이션 후크
	11.4.1. 마이그레이션 후크의 Ansible 플레이북 작성
	11.4.1.1. Ansible 모듈
	11.4.1.2. 환경 변수


	11.5. 마이그레이션 계획 옵션
	11.5.1. 리소스 제외
	11.5.2. 네임스페이스 매핑
	11.5.3. 영구 볼륨 클레임 제외
	11.5.4. 영구 볼륨 클레임 매핑
	11.5.5. 영구 볼륨 속성 편집
	추가 리소스

	11.5.6. MTC API를 사용하여 Kubernetes 오브젝트의 상태 마이그레이션 수행

	11.6. 마이그레이션 컨트롤러 옵션
	11.6.1. 대규모 마이그레이션에 대한 제한 증가
	11.6.2. 직접 볼륨 마이그레이션의 영구 볼륨 크기 조정 활성화
	11.6.3. 캐시된 Kubernetes 클라이언트 활성화


	12장. 문제 해결
	12.1. MTC 워크플로
	MTC 사용자 정의 리소스 정보

	12.2. MTC 사용자 정의 리소스 매니페스트
	12.2.1. DirectImageMigration
	12.2.2. DirectImageStreamMigration
	12.2.3. DirectVolumeMigration
	12.2.4. DirectVolumeMigrationProgress
	12.2.5. MigAnalytic
	12.2.6. MigCluster
	12.2.7. MigHook
	12.2.8. MigMigration
	12.2.9. MigPlan
	12.2.10. MigStorage

	12.3. 로그 및 디버깅 툴
	12.3.1. 마이그레이션 계획 리소스 보기
	12.3.2. 마이그레이션 계획 로그 보기
	12.3.3. 마이그레이션 로그 리더 사용
	12.3.4. 성능 지표 액세스
	12.3.4.1. 제공된 지표

	12.3.5. must-gather 툴 사용
	12.3.6. Velero CLI 툴을 사용하여 Velero 리소스 디버깅
	구문
	도움말 옵션
	Describe 명령
	Logs 명령

	12.3.7. 부분적인 마이그레이션 실패 디버깅
	12.3.8. 문제 해결을 위해 MTC 사용자 정의 리소스 사용

	12.4. 일반적인 문제 및 우려 사항
	12.4.1. 더 이상 사용되지 않는 내부 이미지 업데이트
	12.4.2. 직접 볼륨 마이그레이션이 완료되지 않음
	12.4.3. 오류 메시지 및 해결 방법
	12.4.3.1. MTC 콘솔에 처음 액세스할 때 표시되는 CA 인증서 오류
	12.4.3.2. MTC 콘솔의 OAuth 시간제한 오류
	12.4.3.3. 알 수 없는 권한 오류로 서명된 인증서
	12.4.3.4. Velero pod 로그의 백업 스토리지 위치 오류
	12.4.3.5. Velero Pod 로그의 Pod 볼륨 백업 시간 초과 오류
	12.4.3.6. MigMigration 사용자 지정 리소스의 제한적 유효성 검사 오류
	12.4.3.7. root_squash가 활성화된 NFS 스토리지에서 마이그레이션할 때 Restic 권한 오류

	12.4.4. 확인된 문제

	12.5. 마이그레이션 롤백
	12.5.1. MTC 웹 콘솔을 사용하여 마이그레이션 롤백
	12.5.2. 명령줄 인터페이스를 사용하여 마이그레이션 롤백
	12.5.3. 마이그레이션 수동 롤백
	추가 리소스




