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(BZ#2076593)

2.18. MIGRATION TOOLKIT FOR CONTAINERS 1.7 €8] &2 = E

2181 M2 S 715 2 /A AL
o] | 2o = the g e A2 & 7% 9 A Absle] 9l T

e MTC(Migration Toolkit for Containers) Operator= ©] A OADP(OpenShift API for Data
Protection) Operatorel] wte} &2k vt} MTC OperatorE A %] 5} OLM(Operator Lifecycle
Manager) o] 5 3+ U] ¢ 223 o] 2~ o] OADP OperatorE A5 2 2 A X 4t}

e crane tunnel-api 83 S AFg3lo] F F 2 o YEYI HIS A%
= s FHEHA S8 7]%1—41 Z e 2H & nlo]lagol e 5 )

o MTCH &0l 2EeA M B UG Fe] 28 oA rhol e ol M stel PV(I T B

F)o 2Eg A F
2.18.2. ol ¥ EA4
o] 2o & th2 3 e A4y A EA| 7 d5U T
=l

e MigPlan A}-&%} 4 9]
&Yt} (BZ#1963927

220l AWS gp2 PVColl AFg- 7 @k 3 3bo] flom 7 a7k A H 4] ¢

o U ~E| A7} AWS Elastic File System(EFS)ell Al 52 o2 =2 u| 3 JH PVl 79 213 4
7+ dlol g A o] ZF kA gl o] &= AWS EFS Container Storage Interface(CSI) =2}
H o] A gk o & 2 2] U T} (BZ#2085097)

e IBMCloude] 2% 224 FU% 7144 ol Qojol Futh 714 Zefolyl Feh5 =2
A

93 22 ~ A= IBMFAQE #=Z314 1&
2.19. MIGRATION TOOLKIT FOR CONTAINERS 1.6 28| A2 - E

2191 22 75 2 HA AL
ol deE] o= v T2 AMEE 75 2 WA Aol dF YTk

o guh viol e oM 54 PVC(Y T 2F 299

=
-
A 58T 5 AHUh

s
S

el she] Wk 715 A4 E] 11§ vhol e o]
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https://bugzilla.redhat.com/show_bug.cgi?id=2079549
https://bugzilla.redhat.com/show_bug.cgi?id=2076599
https://bugzilla.redhat.com/show_bug.cgi?id=2076593
https://bugzilla.redhat.com/show_bug.cgi?id=1963927
https://bugzilla.redhat.com/show_bug.cgi?id=2085097
https://cloud.ibm.com/docs/vpc?topic=vpc-block-storage-vpc-faq
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o "xJ =& Operator 4 AR 715" &9 MTC §] &£ 9] 22 2 ¥ 7 o] X o] = A Migration
Toolkit for Containers Operator& At-8-3 = A& wf & o] ZAFYt}

219.2. 4 o] A AL & H A &= V)5
O o] A E A 9 Ve v 2y

® MTCH A 14= 1 o] F A A=A EFUh

ol d]xofl& v 22 e EA7F AF U

® OpenShift Container Platform 3.109 4] MigrationController Pod S t}A] A] 2Hsl= d] A 7ko] Y
F 28 294y} Bugzilla iAo = 3l 2 Wy o] L 3HE o] Q)G U ) (BZ#1986796)

e |BM Cloud®] 715 OpenShift Container Platform &2~ Z 8 2E oA 21 EF vlo]2d o)A &
of @A Pod7} AU th IBM 85 2E g A H8 2202 5YUs ==29] o 2] Poddl 543t &
FLuleESE RS 5854 &5t 434 2 2 Rsync Pod ¥ off Z 2] A o] A4 Poddl] PVCE
Ao nh £ E G 5 gl th of B4 s Aste W uhe] g0l 4 Aol of Felv o] A PodE %
2] §] t}. (BZ#1887526)

* MigPlan AH§ 7} 4 ©] 2] 42=0] AWS gp2 PVCol| AL§ 7158k F7ko] 1o A7k EA =4 9
%4t} (BZ#1963927)

o IBMCloude] 8% 2 g2t $A& 7184 9o gojof Frich /b Zefoul Zehg=2
A3 EE 228X = IBMFAQE ZZ3HA L.

2.20. MIGRATION TOOLKIT FOR CONTAINERS 15 €| &2 = E

2201 N2 & 7] 5 9 /f A AFS)

o] Wl 2ol the 7 e AR & 7% 9 A Abe] Sl T,

-
H
Z
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2
T
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J

o <] Z& o ulo]zg o]l Al A B 3 o] x] o] mlo] 1Y o] A B A2 E
9 O S 938 F71 8] &2, Kubernetes o] Wl E 2 2 A] 7F AL A 1

o | EEL YA vhol 2ol M AY S AAT + AFUTh

Foj ol vigd F AdFU ol

Ul §) 225 o] 223 mho] e o] A A B o] ThE th g U] <)
% ol w4 = QLT

Ay 23o] 27k F A o Fo] T Ul Y
o gEl YuIt Yt F2 WAL vhol 2ol A Foll 9 E&o] AP
o A 2§ vhol 20| A Feoll Rsync AN E A= 3157} 9 ol EAF Tk

o AF =F violadloldo dal Y+ E2F(PV) 271 24 S @A stste] g S8 &Hol 2=

2
F7rol REHA HES & 5 UdFUTh

o PV AL ERAGE AARES FAY F ASUT ol ol P AT AL o] 97%F 23}
sk PV 27] 24 o] WA g% o,

e Velero7l W 16202 uo]Ex o] b 4 AHF B /i AHdE Al dy

e 71419 Kubernetes Zetol AEE B4 B ste] H5L FAAZD F AFUTh
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https://bugzilla.redhat.com/show_bug.cgi?id=1986796
https://bugzilla.redhat.com/show_bug.cgi?id=1887526
https://bugzilla.redhat.com/show_bug.cgi?id=1963927
https://cloud.ibm.com/docs/vpc?topic=vpc-block-storage-vpc-faq
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220.2.9 o] F A& HA = 7S
g o4 AHgHA e 75 e the s g gy
o MTCHH12%13& 1 o4 A A= gk

e occonvert & o] O o] A AR E A ko B g AR R k= APIE QU0 EstE Axt= A

o) 24 32 A AANA A A QAU T

oEL

o) W) 2ol T e e EA 7} U

= 79 Microsoft Azure 2EZ A & A48 = gl&
The request is being throttled as the limit has
7Y EA YUt (BZ#1977226)

® 40074 o] e mpe] e o] Al 8 & A sh=
Ut} MigStorage AF-8-2 |4 €] & /\oﬂ =
been reached for operation type = A| %]

e wpojz o] dol A vho] e o] A ﬁ]ﬁ‘ﬂlﬁ quiesced Podel] o &+ A}-&-2} 4 9] pv(oﬂ; B
) dA ol FAHA FFUh “]'O]lf'ﬂ o)L ST o7 Bl nlo] 1@ o) Al E L AA 5
PV AAR O 2 A upo]l 2 o)A A H S A A&l oF Tt (BZ#1784899)

e pv_resizing_threshold 7} 42% o] 41 73 9-7} o} Y™ PV 2.7] 24 & AWS gp2 2~ E 2] #] o tj 3]
o ATh = A= 5hA) X o). (BZ#1973148)

o U}3 Alu}bE] 2. 9] OpenShift Container Platform 3.7 @ 3.9 &2~ S| 2E oA PV Z7] 24 o] 2}
EokA FEyTh

o MTCE AXA|3 F of Aol do] HAHAFYTH

o MTCEZ A X3 5 o Z&] A o] A pod7} ThE == ThA] of &k & &Y o).
OpenShift Container Platform 3.7 ¥ 3.9+= Velero”} Restic Podol] 2152 2 PVE nl 2 EE
4= 9l =2 3}= Mount Propagation 7] 5-& %] 9 3}#] ¢4 t}. MigAnalytic CR(A}-& =} 4 <]
2] 2 22)& Restic Podo| A PV Bl o] B] & 3 814 £33l gl A 2E 097 X gt}
MigPlan CRell = th& 3 A el 71 EA g U o

29 o

status:
conditions:
- category: Warn
lastTransitionTime: 2021-07-15T04:11:44Z
message: Failed gathering extended PV usage information for PVs [nginx-logs nginx-
html], please see MigAnalytic openshift-migration/ocp-24706-basicvolmig-migplan-
1626319591-szwd6 for details
reason: FailedRunningDf
status: "True"
type: ExtendedPVAnalysisFailed

PV 7] 274 & 248512 W £ 28 2B o A Restic U2 A28 5522 tha) A 25}
At oh Ee) A o] 43t 5§ =) A Restic Pod & thA] A1 4@ 2 9% uw%m%ﬂw
A ESA oW PV 7] 24 glol 43 BF vhol adol M AT F AF Uk
(BZ#1982729)


https://bugzilla.redhat.com/show_bug.cgi?id=1977226
https://bugzilla.redhat.com/show_bug.cgi?id=1784899
https://bugzilla.redhat.com/show_bug.cgi?id=1973148
https://bugzilla.redhat.com/show_bug.cgi?id=1982729
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7]<& Migration Toolkit for Containers Operator ¥ %1 1.5.1-2 OpenShift Container Platform w =
3794 452 5oz AAg Yt

Migration Toolkit for Containers Operator ¥} A 1.5.12 Operator Lifecycle ManagerE A}-& 35} <]
OpenShift Container Platform ¥ 4.6 o] A}ol] A %] g o},
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3%. MTC A %]
OpenShift Container Platform 4] MTC(Migration Toolkit for Containers)E A %] & <= 1 &1t}
ZFa1

OpenShift Container Platform 3¢l MTCE 4 %] 3} H OpenShift Container Platform 3]
@ 71 A] Migration Toolkit for Containers Operator d X] & FZ3}4 Al Q.

718 25 o 7 MTC ] < 2 Migration Controller Pod+= thAt 28 2~E oA A g Ut A7 =2~
ol 4 MTC ¢ &< 2 Migration Controller PodE 4 3} 5} == Migration Controller A}-&=} 4 o] 2] 4~
U R ZEE S F AFYTH

MTCE A3 Foll& EA| el A EZ AE T QEAE 2B A S A oF FUth

MTCE A A A AstE ™ MTC A =] el Al 2 2] 22 2HA] & FZ3H4 A 2.

31584 A

OpenShift Container Platform v 71 7} & 3} %] = MTC(Migration Toolkit for Containers) OperatorE A %]
afj oF g ot

39
7EERE

OpenShift Container Platform 4.5 2 o] & v &,
HAN EHE

OpenShift Container Platform 4.6 o]/
7]<& Operator

g A EAES 8 A AIE MTC Operatoryd Y ot
Z Al Operator

2 ZYPES 913l A2 7€ MTC Operatord Y th.
Ze2H Ao

MTC ZEE" W GUIE A3 3t= S 2H YU h
97 22 2H

VeleroE Adst= vlo] 1y o] At
T3l ¥4 & 2EH o FAlsle] vlo] g o] A

u

OpenShift Container Platform &2 2~ 8] & vlo] 2@ o] A 3}= v 235 &= MTC ¥ d & ALg-af oF g o}
o]z ol/d o]l &k FHAEH G Y FHAYH B AFetEd L e MTCE AR&-afl oF g4
=

MTC 1.7 OpenShift Container Platform 3.110] 4] 4.8 & n}o] 23] o] A& %] g T},

MTC 1.8-2 OpenShift Container Platform 4.9 o] A4} ¢] ujo] 23 o] A 5+ 2] & gk o}

X 31LMTC 34 A AA = A SHAFANA] vlo] g o] d
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-uninstalling-mtc-clean-up_installing-mtc
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AR AR OpenShift OpenShift OpenShift OpenShift
Container Container Container Container
Platform 3.11 Platform 4.0 A} Platform 4.69l A4 Platform 4.9 o] &
452 48=%
b # ¢l MTC ¥ MTC v.1.7.z MTC v.1.7.z MTC v.1.7.z MTC v.1.8.z
A
A X H AA MTCv.1.7.z OLMz} & A A, OLMz} & A A,

operator:
operator.yml 5}

gy Ad

release-v1.7

gy Ad

release-v1.8

AL A g5} 55
o2 ARt

[critical] o] 8]

B = Alo] F 2 F
7HE sy

Au) Zej 27} vpo] 2alo] Mol BAH T ZeEd AR LehwS s ol X Alel 7 AL T
o 2 So] &3 n 29 OpenShift Container Platform 3.1 2 2] 2 F o] A Z8}9-= 9] 4l OpenShift
Container Platform &2 28 & vlo]| g o] A g w F 41 2] 2~¥] 7} OpenShift Container Platform 3.11
S 2H A4 F EFUTh

MTCv.17z & A8t U EQ A A2 Qs A4 S8 AE F o/t HEE S LHSG §AE
¢l 7 $- crane tunnel-api 3 % S 2189 o

AP AAMTIC 2o A= FF HA S 2HE Alo] eS8 Z A3l of shA Rk o] 54 29 ¥ A
AN FHAHE A FHAHZ AL PAREE 94 FYLEHE FATS F dS5UT

3.2. OPENSHIFT CONTAINER PLATFORM 4.29]| 4] 452 | A A|
MIGRATION TOOLKIT FOR CONTAINERS OPERATOR 4 %]

OpenShift Container Platform ¥ 21 4.2¢| 4 452 | 4 A] Migration Toolkit for Containers Operator&
TELEHAAT F AdFHTH

AR 8 7 AL
e = Fg| 2 o)A cluster-admin H3ko] & AFEALE 22913 o}
e registry.redhat.io] tf 3k Al 2 @ 3lo] glojof Yt}
e podmanc] d ] & o] glofof gt
Azt
1. Red Hat Customer Portal 2} 2 &7 & A}-85}¢] registry.redhat.iool] = 221351t}

I $ podman login registry.redhat.io

2. & 9% S Y9 sto] operator.yml 3 S the2 =9
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podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

. O B E S Y8 3te] controller.yml 7t & o} &2 =3t}

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/controller.yml ./

. OpenShift Container Platform 22~ S e] 28 o 2 22913 th

. 2 2~¥ 7} registry.redhat.io = 213 = =% &<l o}

I $ oc run test --image registry.redhat.io/ubi8 --command sleep infinity

. Migration Toolkit for Containers Operator 2 B4 & Y A:

$ oc create -f operator.yml

2 o

o

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

Error from server (AlreadyExists) = A| X & A & 4 915 T} o] = Migration Toolkit
for Containers Operator7} o] & & 2] 2~ of 4| A| ¥ % = OpenShift Container Platform 4 o]
HAe gt 2] aiE A7) w ol A e ok

7. MigrationController ¢ 2 4 E = vt51]t},

I $ oc create -f controller.ymi

8. MTCpod7} A& S0 #] eyt

I $ oc get pods -n openshift-migration

3.3. OPENSHIFT CONTAINER PLATFORM 4.11¢]] MIGRATION TOOLKIT
FOR CONTAINERS OPERATOR A A

Operator Lifecycle Manager& A}-&3}o] OpenShift Container Platform 4.11¢f] Migration Toolkit for
Containers Operator& 41 %] g t}.
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[ ]
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oy

B o A] cluster-admin A sto] 9= A& A2 2 1913 T

1. OpenShift Container Platform <] &< of 4] Operator —» OperatorHub& & &t}
2. 7199== 2g¥ 2 = A}18-3lo] Migration Toolkit for Containers Operators %41t}
3. Migration Toolkit for Containers Operators A &3l Ax 2 Z8 g}
4. AR & Y h
A 2] ¥ Operators 7] o] #] o] 4] Migration Toolkit for Containers Operator= openshift-
migration 2Z 2 4] E o] Succeeded & 2 YElFU T}

5. Migration Toolkit for Containers Operators 2 g4t}

6. AZH APl o}l ol A mho] aalold AESe] B 23 AXHA FH S 2

%
k3
o

8. 422 E - Pod= 23] MTC pod7t A& 5114 &1yt

34. == A 2 A

OpenShift Container Platform 4.1 & o] v} 7 2] 74 9- o] 2 3t & Fe]2E AA TE2EA QEAEE
A 1 8}A] 7] wj & <] Migration Toolkit for Containers OperatorZ 4 %] 3+ 5 MigrationController
CR(AFE A} A ] 8] &) v Y 3| 2 E o 4 proxy =S -4 &l oF g+ T

OpenShift Container Platform 4.2 A4 4117} %] MTC(Migration Toolkit for Containers) &= &2 2~ € A A
ZEA DA S AETUT 282 A 254 - S A e H ZEA wjlHTEE WA D 9

Ut

341 44 EF violze ol

MTC1.4.2014 23 &5 vieo] 2 o] A(DVM) o] =9 [ 95U th. DVM2 shito] Z A gk 2| d g v}
N S 2EH 7 Z=A] Holl e A 2l Y SHE WA FYSE ] AR AA S F glsyth

=5 Ro]q 22 2 24 DVME S st W A4 AF oA 455 TCP 254 & 74514
ol

ZA SSL 1ZA 2 35 E &) S5k A3 8tskA|
Stunnel ZEA] &= o] 83 ZEA] 9] of U Th

3.411. DVME TCP = 5] A A

>

TCP ZE2A 2 E&)| A9 A F82F 7hol] FH AZA s T2 = A8 3= = MigrationController
O~
A=]

2]
CR9l| 4] stunnel_tcp_proxy HFE 148 4 9l

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:

name: migration-controller

namespace: openshift-migration
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spec:

[..]

stunnel_tcp_proxy: http://username:password@ip:port

43 25 vho] 12 o] M(DVM)E Z = Al o] ] & 7]
A B8 5 Qs ZEA) HoA
Ty 71 2E A AA T2

1=}

Al AR Z o E=H o2 MTCE] Uit =
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3.412.HTTP/HTTPS = &-A] 041 TC
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ZAQUA?

OpenShift 4 2 & §38l 2229}t/ F 2 28 71 Rsyncs A3 8t DVME 24351 5 lsUth B
¥ & TCP ZE A<l Stunnel S AHg-3te] ¢FE st Ut 22 Fe| 2H oA A8 5 & Stunnel & that
Stunnel & AFE-3HTLS A2 S Al #etal dsstd A S 53 volHE A5k

OpenShifte] Ze] 28 AA HTTP/HTTPS Z 2 A= Uubd o 2 23] TLS Al A& < 8 M nj o} §7d38le
70 meg AP YT 22 o] 2L Stunnelo A & #5814 @44 Tt Stunnel &

TLS A S 22 A @sfop stn2 7|24 o2 245 3 TCP Ad& 2o = st
42 2545 Ao G th wekA TCP 2515 ARS8 oF S Th

&
&
L
—

rr [
A S
ol
ol

3.413. ¢4H A &4

npo] 2@ o] A Al &7 Yadol= 2% B

E]l7} ZEA] E=SPDY T2 EZ S X Y54 &= ey Fof 9= AL ulo] 1ol AEZH /U A
W] 8 28 etx] BTt . F WA X dadlole & i 3 npo] 2y o) o] At & 4uy:
SPDY Z2 EZ S A Ydle ZEAE AL ]

SPDY =2 B2 A9l 96| = = 2] £ w5 H 2 Upgrade HTTP 3 t] & API A 1] o] A ks of § o).
ZolAEE o] 3 2 A}-&-51o] APl A 1] £} 2] websocket A2 S FUth dadol= dH 7 224 &
= s ol o) xpdE A9 mlo] 1 o] H e 2 F HAIA Padel= 23 P o 3 Ao FY) 3
AWy 22 4] 7} Upgrade 3|5 & A28l == o

3.4.2 vto] o]l S AU EHN A A 7

OpenShifte F 8] 2 oA AL&slE U EY I Z2] 2218 7|90 2 NetworkPolicy =+ EgressFirewall
£ A&t PodZ Edf & A o dFUth rlol g o] A3 HAE L v gl d| o] &7} o] 21 & v
AUESE A G UM EY A ER Y S L= A| ket 75 Al gho] npo] 23 o] 4 Foll Rsync pod = 9]
ERI S ATE FAL F AFYH

a8l g Fe2EM = v A3 5= rsync Pod= OpenShift J 25 53l A2 A4 5 ofof gt}

71 NetworkPolicy %=+ EgressNetworkPolicy 9 B A € = o] 2] 3+ E 2 I #)| 3ol A Rsync PodE 252
ZAYSEE FAAE F AFUTH

3.4.2.1. NetworkPolicy 143

3.4.2.1.1. Rsync Pod 9] 441 Eg¥

A= B g Ul o 229 o] 2= 2] NetworkPolicy -7 o] o 8 3t 3 o] E & }dsh= 7% Rsync
Pode] 313t ol &5 Abg-ste] £ EefZo] s Edf oM AP =558 5 9
A Ao ) ¢) 7 o] 9] Rsync Podol| Al RE £ Edf TS 3] &3t

at

I apiVersion: networking.k8s.io/v1
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kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policyTypes:
- Egress

3.4.2.1.2. Rsync podZ 2] 41 E¥

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

3.4.2.2. EgressNetworkPolicy 4]

EgressNetworkPolicy ¢ 2 4 € = Egress Firewalls = 28] 2H E U7te 4 Eg 2
A A A OpenShift x4t}

16
o

AR S

=

NetworkPolicy ¢ 2 4] E ¢} 2] Egress Firewall-2 Lﬂo 2ol 2 RE O HLHEE TZ2AHAE S
Zo| A 253 o} wpEkA] Rsync Pode] a1 & o] B2 A &t A}alol] A Rsync Pod gt A €] 514 OV*L]I:}
YU F ESHEH L A A4S A8 ami S EE U Fe2EH o CIDRYE S E 4 3 9
54 2 o) F7+e & dHFUth

Egress Firewallo] 9= F 8 2HE 7|0t 2 b & F8]2FH 9 CIDR W9 & F7Fste] & Ato] 9] &4l E
& 888 5 AdFynh

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

3.4.2.3. 1018 W42 913 A 24 A
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7182 0 2 DVML OpenShift Container Platform A 2 & 3 2 2 Al-&3te] PV Yol H & th F8 &
HEZ AEdUth S8 2H EEEZA 7St 4 e Y A== -0 49T = AdFU T

ol i3l MigrationController CR| = & 3 dj & & 21 2~ ¥ °l A rsync_endpoint_type ¥ S
e 7T F UAFU

my @

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

3.4.2.4.Rsync Podol Ul & F7} 1§ 4

s} 7§ Podol A @14 228 885171 $13) Rsync Pod g 8]0 57} 1%

PVCO 4] 4 2524 & AHg
o g ol 228 P T 5 ATk

= F7hske slE 222 A

3 3.2.RsyncPode] v % &

w4 2 v

src_supplemental_g  string AP EA F5 422> Rsync Podel of &
roups FrtE FRE 372
z=
target_supplemental  string A=A & th 7 Rsync Podel| o &
_groups Fulg TRE F71 a8
z=
A4 e

MigrationController CRS QHl o] E3}o] o] 2]t 7} 2o g S A AT = Ad5Uth

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

3.43. ZEA] 4

A 27 Abg

e W E Z# ~E A cluster-admin @ 3to] 9= AL 22 22918}

Az
1. MigrationController CR v U 3| ~E & 7} 4 -1 t}.

I $ oc get migrationcontroller <migration_controller> -n openshift-migration
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2. =2 WSS Qo] B

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ A E5 vlo]z# o] AL 93 Stunnel Z=A] URLY Yt}
@ =ZSA=ANT YN =R olF, wHe IPF4 EE /B UESACIDRY 4R 78
g =229Urh

W LA & £91, .y.com2 x.y.com} I x| 5} %]

% y.come AR 51 HerIeh 1B AL sho] 1 el ol sl 28 A & vho] s 23y ok
networking.machineNetwork[]. C|dr Heo o8] HolB UEY I £3HH o] YA & FF A}
2 X FAANA FAEHE A4 FAE LA sH7] Yol o] B2 sl g G AE S8l oF Ty
DP.
httpProxy 5=+ httpsProxy Z =7} A4 5 %] ¢t & 7 o] == APt}

3. ul Y3 2 E = migration-controller.yaml= =] % gt t}.

4. Aol E” U 2EZS 283t}

I $ oc replace -f migration-controller.yaml -n openshift-migration

2hA R W 82 F 8 2F A Al 2= A & FREA A L.

3.4.4. Rsync= root &=+ non-root= 2! )

=8

o] 414 g #&eo] obd OpenShift APIZ 2H¢] sk 7 §-of 1 & &g Y o),
OpenShift 373 o= 7] &5 o 2 PodSecurityAdmission AEEH 7 4315 o] AdH5Uth o]l AEEY
E AbEstelH S8 A At vl 2ol & glol £5 Sall Pod B S A &aloF YT S8

Ele] R E 9] =2 = = Privileged Baseline &= = Restrlcted 9] Pod B9t £+ 4+ 5 shyE A d sl of
Uk 2= 2 Ei*Ei N AHA 7B AN AN E 7} 9] o}

RE AN oy A4S A3 oz 538 3517] 98] MTC(Migration Toolkit for Containers)

gl

LECDHE| A = 7] -2 ©. & Rsync Pod& FE 7} old A1&212 A8 sl= & Rsync Podoll |7 Ala&
EdEFUTh olgA st o =& ddo] QA & YARE E HolH HFo] 7hHs Ut ol g
AL MR ML e FE AT JAREE AP skE Aol 7 H 1 oy o}

3.4.4.1. g o] g] trannsfero]] t) g 7] & non-root 2 % Y o] 22 7]
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) 7-52] 79 Rsync PodE £E7} obd ALE A2 A % 22 S04 9 AR ES root AHEAL2 2 3
@Wﬂﬂﬁﬁ%ﬂ”ﬂ@?ﬁsqﬂmﬂazﬂﬂ1@%%%ﬂeéﬂﬂﬂﬂ%&ﬁé*£2i
A 5 T A S A B T

* vpo] e o] ol thall th/d Z 2 =E oA Rsync L =S root= AP st 2 E vho] g o

T4

nE
o
Gy

o ulo]lag ol thAt F 8] AE oA Rsync L =E root® A8 Yt

T 73§ 25 vlo] 1 o] A &}7] xM] Dato] o gzt 2 sl Yo A o] 2o Ax o TS
glol &S A oF itk =, AL 9 warng 283t

Pod Security Admission and setting values for labels®]] o gk 2} 4| gk Y] -8 Pod Kot 521 & 7|3} Alo] =
Tz L

3.4.4.2. 2 & vlo] 18 o] A o] o3l MigrationController CRE root =+ non-root= 4

71 B2 © & RsyncEroot7} o}d Ae 2 A8 g Y o)

o) 28 2~ E] o A RsyncE root® 2l 8) 5} == MigrationController CRS -4 & 4= 3l o}

Azt
e t}& 3} 7+o] MigrationController CRS -4 g T}

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

migration_rsync_privileged: true
o] #4& FF ZE vlo] @0l Mo H &Pt

3.4.4.3. MigMigration CR& vlo] 28 o] A9 root &=+ H|root= 4

g el EHANA et 22 FEVF obd §4 5 AF8-38Fe] RsyncE root B+ non-root® 4 3 5} &= =
MigMigration CRS 74 & 5= 95Ut

e =X 1182} ID(UID)

e =34 12 ID(GID)

1. RsyncE root= 48 3¢ ™ th o o w2} MigMigration CRS- ++/4 &4 t}.

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:

name: migration-controller

namespace: openshift-migration
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/authentication_and_authorization/#security-context-constraints-psa-opting_understanding-and-managing-pod-security-admission

3% . MTC A x|

spec:

[.]

runAsRoot: true

2. RsyncE &4 UID(User ID) == £ 18 ID(GID) = 4 8 5l A o< o o whe} MigMigration
CRE A3t}

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[...]
runAsUser: 10010001
runAsGroup: 3

35. 84 gl A BT 44

A P EZA BT R AEE QA E 2B A E A & oF &Yt MTC(Migration Toolkit for
Containers)= &2 8] 2EH A B4 g 2A B Z H o] H & HA o 84 g 2X B oA g F
Y 2HE HolHE FAG YT

o A Ul e 2B 2t o] B & nje] g o] A }] 913 ke A 2w

MTCE= &2 S8 2H S i R=1) ) ol A~
WS A E Yt @40 Al 2B A FE A7 A Yete S A9 ok

o] A}
MTCe th= 3 22 2EZA AlFA4E Ad gy
® Multicloud Object Gateway
® Amazon Web Services S3
® Google Cloud Platform
® Microsoft Azure Blob

e AN S3 QHAE ~E 2] |(d: Minio B2+ Ceph S3)

351 AR o A

o = S aHoe EAl Y xAEY e Tyl U EN A A= dgho] glojok gyt

o VN B2y BA A EARYS P LA AW E AGIIE 4G LB A 7L BA] 2] LA R o
oA 2% 5 QA Fels)of Tt
3.52. 9¥ S E QHAE Ao Ed o] 5 A H A4

MCGZE MTC(Migration Toolkit for Containers) 2] &4 &) £ x| E 2] & 34 &8 W MCG(Multicloud
Object Gateway) <15 8 1 9 S3 &3S A& oF ¢ th. OADP(Hl o] E] X )-8 OpenShift APIo|| tf g
Secret CR(A}-&-2F A ¢ 8] A22)S A4 88 ¥ MCG(Multicloud Object Gateway) ¢1% A BE 7 Al 5 o}
Gk

MCG+= OpenShift Data Foundation®] -4 2 4]t}
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-configuring-mcg_installing-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-configuring-aws-s3_installing-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-configuring-gcp_installing-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-configuring-azure_installing-mtc
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A 27 Ab

e 2143l OpenShift Data Foundation v 22 7} o] = = A}-8 35} o] OpenShift Data Foundation & v 3

s oF gt

1. NooBaa A&7} 4 ] 8] 4220 4] describe ™8 & S 283t S3 &4,
AWS_SECRET_ACCESS_KEY = 714 &t}
o] A F HARE ALE3d MCGE HA4| gl 2 A B 2 F7Hg Y o}
3.5.3. Amazon Web Services +4]

AWS(Amazon Web Services) S3 <
ZAEL2 P

A 27 Abg

o AWS CLI7} A% = o} glofof g1t

°
l->

29 4 F 8 2H oA AWS S3 2 E 2] A Wl o] A 28 = glofof gt

>{

o N EAb Y AR SHE S

o EC2EBS(Elastic Block Storage)el] o Al & 4= 9l o] o} gt T}
o Axuldiy FYAHE FLTF A G dofof FyTh
o APy FeaHe 5YdT 2EYA FH S afl of g ot

B
1. BUCKET ¥ 5=2 44 gt
I $ BUCKET=<your_bucket>
2. REGION Fi+& 2 gy}
I $ REGION=<your_region>
3. AWSS3 HZI& A YTt

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-12 LocationConstraint=S %] ¥ 3} #] &<t} 2] d o] us-east-121
bucket-configuration LocationConstraint=$REGION & A 51| t}.

4. 1AM AR S 48 o

34

AWS_ACCESS KEY ¥

A E 2~ E 2] X & MTC(Migration Toolkit for Containers) 2] &4 #]

- --create-


https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html/managing_hybrid_and_multicloud_resources/accessing-the-multicloud-object-gateway-with-your-applications_rhodf#accessing-the-Multicloud-object-gateway-from-the-terminal_rhodf
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

I $ aws iam create-user --user-name velero ﬂ

3% . MTC A x|

Velero® A1-g-51e] ole] S3 1 7lo] Q= of ] Sl 26 & Wl stelw 2 2] 26 el 1
F3 AR ol BS AT T

5. velero-policy.json 3} 2 A A 34 o}

$ cat > velero-policy.json <<EOF

{

"Version": "2012-10-17",
"Statement”: |

]

}
EOF

{

}

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",

"Action™: |
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",

"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"

1,

"Resource”: [
"arn:aws:s3::${BUCKET}"

]

6. 2 A7 5] velero AL-§ <ol Al B AT H & AL Tl

I $ aws iam put-user-policy \
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--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. velero AR-g-#}el] i g A 2= 715 B FY Tk
I $ aws iam create-access-key --user-name velero
=49

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

AWS_SECRET_ACCESS_KEY 2 AWS ACCESS KEY IDE 7|E3 Ytk el= AR
o] AWSE B4 8| X E7 2 F7}3Yth

3.5.4. GCP(Google Cloud Platform) 4

GCP(Google Cloud Platform) 2~ & 2] X] ¥ 7l-& MTC(Migration Toolkit for Containers)2] &
g 82+ gy

A 27 Av

e gcloud 2 gsutil CLI So] 415 o} glejof T ek A4 & &2 Google Ze} = 41

Z3H A 2.

o 9y e aE ol GCP 2 g A WZlol] ol 28 4 glofof gt

FEESHE TLd T A dojok

FEHLHE TL 8 2EYA SYLE Bl o Iy

1. GCPol| 21913t}
I $ gcloud auth login
2. BUCKET W45 44 gth

I $ BUCKET=<bucket> )

36

i1
Y
-
o
ol
-

Y EAE

HA g %


https://cloud.google.com/sdk/docs/

2EZA WIS Ay

I $ gsutil mb gs://$BUCKET/

PROJECT_ID Hi4& & z2dE=2 AA 3o

I $ PROJECT_ID=$(gcloud config get-value project)

Mul = AR S Ay

I $ gcloud iam service-accounts create velero \
--display-name "Velero service account"

MU= AR & Y dy

I $ gcloud iam service-accounts list

email 7}3} < x5l == SERVICE_ACCOUNT_EMAIL ¥+& A4 Yok

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

A& A7 sto] velero A Aol Al Z a8 H 4 A

ot
o
z
£
L)
L
kY

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
iam.serviceAccounts.signBlob

velero.server A}-8- 2} A o] &S YA

L

Y,

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

. Ze A Eo IAM A A npolg S Z71e o)

33 . MTC A X
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$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

. 1AM A8 2 AR L Ay o) Ed T
I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}
12. 1AM Au1 2 A8 7] 5 d A t] 9 E 2] 9] credentials-velero o+ o] = 7 gt o}

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

credentials-velero 7} & & A} 8-3lo] GCPE B4 g X EY & F71g Y o}

3.5.5. Microsoft Azure +4]

Microsoft Azure Blob 2~ X 2] #] 7 g] o] 1§ 2 MTC(Migration Toolkit for Containers)¢] &) 2] x| E & &
T4 gyt

REEEPL
o Azure CLI 7} A% 5] o] glojo} STt

o AzureBlob 2= A RE|oV & 42 R v Fel 2ol A 23 5 Qojok Tt

o Axw

1. Azureol 21213t}
I $ az login
2. AZURE_RESOURCE_GROUP H 45 A gt}
I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. Azure gl A2 2F LS AT
I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS ﬂ

@ 99=Ax3I

4. AZURE_STORAGE_ACCOUNT_ID ¥ 45 47

ot

U,

38


https://docs.microsoft.com/en-us/cli/azure/install-azure-cli
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I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d - -f5 | tr [A-Z]' [a-z])"

5. Azure 2E8 A AR LS A h

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. BLOB_CONTAINER H+&5 A

o
o

IpRR=3
I $ BLOB_CONTAINER=velero
7. Azure Blob 2E 2] #] A" o] H = A A gt}

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. velerool] o g A H] = 4] 851 A4 S5 B F YT

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id"' -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \

AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \

--query '[0].appld’ -0 tsv’

9. credentials-velero 3} oj] A v 2~ FA) 274 =1 & A A3 o}

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud

EOF

credentials-velero ¥} & A} &35} AzureE B4 g X EQ & =71t}
356.F718 42
e MTCYa==
o TolE AL WH FH

o MTC §] &9 54 2| 2A & F7}
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-mtc-workflow_about-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-adding-replication-repository-to-cam_migrating-applications-with-mtc
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3.6.MTC A %] #| A & 2] A2 2HA)

MTC(Migration Toolkit for Containers)S A x| Al 7 &} 3L 8] & 2] 222 AHA|3lo] S8 22 Ay

AHF Y
Z3
velero CRDE 2HA| s} 2] 2~ ¥ 9| 4] Velero7} A A € Y t}.

A 27 Avg

e cluster-admin @ 3lo] 9l = A& 22 2 1218 oF g}

1. =& F8 2 H o4 MigrationController CR(AF-&#} 7 2] 2] A& 22)& 2HA| & o)
I $ oc delete migrationcontroller <migration_controller>

2. Operator Lifecycle Manager& A}-&3}Fo] OpenShift Container Platform 49} 4] Migration Toolkit
for Containers OperatorS A x| A A g4t}

3 te BEES At RE SHULEHAAM FHLEH MY g E g

e migration CRD(AF&#} g 2] 2] 42 A 9]):
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD:
I $ oc delete $(oc get crds -0 name | grep 'velero')
® migration 22| ¥ o &
I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io')
e migration-operator =& =¥ < &
I $ oc delete clusterrole migration-operator
e Velero & 2E o9&
I $ oc delete $(oc get clusterroles -o name | grep 'velero')
e migration & =¥ & vl d:
I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator & ¥ & & vl d:

I $ oc delete clusterrolebindings migration-operator
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3%3.MTC 2%

e Velero S8 2F 9 & neld:

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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47, A U E Y 2 317 o] 4] MTC A

o2 A5 Y ste] Al shE JE S A 37 ol 4] OpenShift Container Platform 44l MTC(Migration
Toolkit for Containers)Z 4 2] sk 4= 9l 54 T}

1. 7l 2] = H Operator 7122 25 A A Ut}
o] 3 % A 2:0] 4 = registry.redhat.io o] v <] o} vl ] @) ] 2= 2] o] v x| 7+e] vj B L& EFEH
mapping.txt 3 <& A A gt} mapping.txt 3} & OpenShift Container Platform 4.2 4 4.5
2 ZFe)2H ol g7/ 4] Migration Toolkit for Containers OperatorZ A x| s} © € 2 34t}

2. Operator Lifecycle Manager& A}-&-3}Fo] OpenShift Container Platform 4.11 th A} & 2] 22F o]
Migration Toolkit for Containers Operator& 4 %] gFu t}.
7182 o & MTC ¢ &< 4 Migration Controller Pod= th 4 8] 2B oA A3 gyt 44
=& 2~ oA MTC 9§ &< 2 Migration Controller Pod= %! 3 5} == Migration Controller A}
2B Paz U 2ESE TS T dFH T

3. A2 F2 2 H o Migration Toolkit for Containers OperatorZ 4 %] g4 t}.

® OpenShift Container Platform 4.6 ©] 4} Operator Lifecycle ManagerE A}-8 &} Migration
Toolkit for Containers Operator= A %] g4 t}.

® OpenShift Container Platform 4.2 to 4.5: & & 2 ¢l €] =] o] 20| 4] #] 7] 4] Migration Toolkit
for Containers OperatorZ A X g} t}.

4, B Y EIANEYE AR T QEAE ~EYXE FA T}
23

OpenShift Container Platform 3¢l MTCE A %] 3} H OpenShift Container Platform 3]
@ 7] A] Migration Toolkit for Containers Operator A X] & FZ3}4] Al Q.

MTCE A A A At MTC A 2] A A 2 2] 22 24 & F 234 A L.

4.1. 5.8k A 3

OpensShift Container Platform v 71 7} % 3} %] = MTC(Migration Toolkit for Containers) OperatorE A %]
afj oF g ot

39
7EEHRE

OpenShift Container Platform 4.5 2 o] & v &,
HN EHE

OpenShift Container Platform 4.6 o]/
7]<& Operator

g A EAES 8 A Al "| MTC Operatoryd Y ot
# Al Operator

HA ZHES 98] 2 A" MTC Operatory Y th.
Ze2H Ao

MTC AEE2 9 GUIE Adsl= S =EH YU

A7 F 29
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/operators/#olm-mirror-catalog_olm-restricted-networks
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-restricted-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-uninstalling-mtc-clean-up_installing-mtc-restricted

47 A FE U EY = 7o) 4 MTC A 3]

VeleroZ 23] 3= mfo] 2@ o] A 9] A2 = A} 8] 28 Y Y th Control Cluster:= Velero APIS
T3l 94 ZH2H o FAlste] vfo] 1y o] & FE

OpenShift Container Platform &2 2~ 8] & vlo] 2@ o] A 3}= v 235 &= MTC ¥ d & AL-gafoF o}
mpo] g o] d o] Ak Sl AE o A FH AH B AFete ¥ FU g Mo MTCE ARS8l oF §Y
o

MTC 1.7 OpenShift Container Platform 3.110] 4] 4.8 & m}o] 23] o] A& %] gt}

MTC 1.8-2 OpenShift Container Platform 4.9 o] A4} ¢] ujo] g o] A 2+ 2] 2 gk o}

E 41 MTCISSA: GAA == HA Z A XA vlo]1g o] A

AREAR OpenShift OpenShift OpenShift OpenShift
Container Container Container Container
Platform 3.11 Platform 4.0 A} Platform 4.69l A4 Platform 4.9 o] &
452 48=%
oFA 2 ¢l MTC ] MTC v.1.7.z MTC v.1.7.z MTC v.1.7.z MTC v.1.8.z
A
A =) H AA MTC v.1.7.2 OLM} &7 A =], OLM} &7 A =],
operator: g2 Qg g2 Qg
operator.yml =} release-v1.7 release-vi.8

A2 2§} 55

o w AAFYT

[critical] o] 8]
Bl Alo] 28 ~H
7t = glsyTh

Ad] Sl &E 7 rtol ol del HddE thE Sl AF o AAsHA Bt e S ob= ol Al A 7F s Tk
o 2 So] &9 n) 29 OpenShift Container Platform 3.1 2 2] 2 F o A Z8}-9-= 9] 4l OpenShift
Container Platform &2 28 & vlo]| 2| o] A g w F 41 2] 2~¥] 7} OpenShift Container Platform 3.11
2 A4 F JFUTh

MTCv17z & A&t M EA AT R 5] €94 S8l2H T U/ HEE S8 2} A
¢l 7 $- crane tunnel-api 3 % S 2183 o

oFY 2 o]l MTC Y| 2o & a4} H 2 S 2 E Ao] F8AE 2 A Qs ok 1A 5 o] 24 4% & A
A EH2EE A FHAHZ AYIN L YAZEE 94 FYHAHE FAD F AU

4.2. OPENSHIFT CONTAINER PLATFORM 4.11¢] MIGRATION TOOLKIT
FOR CONTAINERS OPERATOR A %

Operator Lifecycle Manager& A}-&-5}o] OpenShift Container Platform 4.11¢}] Migration Toolkit for
Containers OperatorZ& A1 %] g t}.

AR 8 7 AL
o 1= Z 7 ~E A cluster-admin @ 3to] ol = ALE AR 220 Y o

o =7 YA EZ v o] XA Operator 7t =2 15 A J 3l oF gt
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2}

OpenShift Container Platform € < 9l A Operator -» OperatorHubE &3 34t}

. 719 =EE ¥ 2 =& AHE-5he] Migration Toolkit for Containers Operators 24 t}.

Migration Toolkit for Containers Operators A€l sl A X & &8 3o}

AA = Iy

A %] ¥ Operators 3| ©] ] | 4] Migration Toolkit for Containers Operatori= openshift-
migration 22 2 4] E o] Succeeded 3 & 2 YElFU T}

Migration Toolkit for Containers Operators 22 34t}

AFA APl ol o A wpo] ol AEE B 2l AE s 2

o_>r,
o
ll
1w
%
T
o

ARSIy

AARE > Pods 28t MTC pod7F 48 F 1A el gyt

4.3. OPENSHIFT CONTAINER PLATFORM 4.20]| 4 452 ¥ A A]
MIGRATION TOOLKIT FOR CONTAINERS OPERATOR 4 %]

OpenShift Container Platform ¥ 21 4.20| 4 4 5= & A A] Migration Toolkit for Containers Operator&
FORAXE F AFYTH

=
T

A 27 Ab

44

B & 828 A cluster-admin A gto] 3l= AR 220 g o}
registry.redhat.ioc] th g+ 9 4] 2 @ 3lo] glojoF gt}
podmanc] A x] 5 o] 3lojof gt}

registry.redhat.ioc] A} 34 & Tt 2=ale] W U E Y = A A 2= Adko] 9l Linux 9 =22 o]
Aol glofof gyt

Operator 7}& 2 1.9] 1] 2] o] v 2] = A A &) oF gt}

OpenShift Container Platform 4.112] u] 2] & H Operator 7} & & Z1.9] 4] Migration Toolkit for
Containers OperatorE A %] &l oF g4 t}.

Red Hat Customer Portal 242 &7 S A}-&-5}¢] registry.redhat.iool] = 221351t}

I $ podman login registry.redhat.io

= %< YEsto] operatoryml 3 & th &2 =t

o}

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

o}

& ¥ %< 9 g3le] controller.yml 2 & T} &2 =3yt
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podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/controller.yml ./

4. Y& S A8t Operator o] v A] vl 4 & 714 34 o}

I $ grep openshift-migration-legacy-rhel8-operator ./mapping.txt | grep rhmtc

Operator 7} 2 15 v 21 g & =] mapping.ixt 7t o] A= AFUTH =52
registry.redhat.io o] v %] ¢} v & A ~E L] o] 2] 7+e] v F & HJF YT

%9

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-

operator@sha256:468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8

a=<registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-operator

5. operator.yml 3} 2 o] A ansible % operator 71 H] o] 2] image %+ REGISTRY 3}S U0 E
Py .

containers:
- name: ansible
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> ﬂ

- name: operator
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> g

env:
- name: REGISTRY
value: <registry.apps.example.com> e

wul 2] g 2~ E 2 9} Operator ] 1| %] ¢] sha256 7+< %] 4 g o).
© v aAzES AT

6. OpenShift Container Platform 42~ 28] 2~ F o] 2221 th

7. Migration Toolkit for Containers Operator & B4 E A AJ:

I $ oc create -f operator.yml
29 o

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
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rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists ﬂ
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

Error from server (AlreadyEXxists) v A] x| & F-A] & 4= ) 5 Yt} o] = Migration Toolkit
for Containers Operator7} o] & & 2] 29| A A| ¥ = = OpenShift Container Platform 4 o]
o theh 2] s A 8] ol Fof] EA g o

8. MigrationController ¢ B4 E £ w51t}
I $ oc create -f controller.yml
9. MTC pod7} A3 F<A A &AY o

I $ oc get pods -n openshift-migration

4.4. T2 HA

OpenShift Container Platform 4.1 & o] v] 7 2] 749 o] 23t 1] H & F2]2E AA Z2EA QEAEE
A A 3HA] k7] wj &9l Migration Toolkit for Containers OperatorE 4 %] g < MigrationController
CR(AH&AF A 9] 2] &) vy o 2 E oA proxyS 4 &l oF gy th

OpenShift Contalner Platform 4.2 A 4117} %] MTC(Migration Toolkit for Contamers) Z 2 2~E AA
22 A4S ASFUT FA2E QA ZSA AF L AR SR Z2A v ARNSE AAE 5 3
F4Yth

4.4.1. 2% £F vlo] 28 o] 4

MTC14.201 4 4 5 ool 2o (DVM)°] &) 5|51 EF. DVME: sffe) 32 2t 2 g o
WA Fe2Est 28 el Qi A A2 FHSHE O FH2E] 2ol A 2T S gl

T2 Ho A 22 ZH 2E A DVMS 3 sled A% A=
AA SSLISAM Z A3 & dll &5otaL A G EshshA] a3l % SSL A4 & FH A dEa)of §Y ).
Stunnel ZF A= o] # gt ZFA] 9] of Y}

>
£
of
ol
o
rr
—
@)
v
[kl
Ju
>,
il
By
o,
ol
o
=

4.4.1.0.DVME TCP ZE5A] 4 F

TCP ZE2NE B3] 229 A F 8 2H 7Ho) J 4 dZAsa ZEA E A3 = = MigrationController
CR9l| 4] stunnel_tcp_proxy 52 1A 5 AdS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port
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A5 BF o] 28 o] d(DVM) & Z = o th & 7] 2 A5 A AP ch EFDVMS TCP A4 & &+
A B9 (S dE ZEA Hol A v s Ut FhAF A HTTP/HTTPS Z 2 A 7} 25 81X
1 ALYtk AxH 0 2 DVMe] =&

4.41.2. HTTP/HTTPS ZEX] Al TCP ZE X & A}8-5l= o] f-= FAY Y72

OpenShift 4 2 & &3l 229}t/ F 2 28 1ol Rsyncs A3 8t DVME 24351 5 sy th B
¥ & TCP ZE ¢l Stunnel S AH&-3te] ¢FE st Ut &2 Fe| 2H oA A8 5 & Stunnel& tht
Stunnel & AFE-3HTLS A2 S Al #6tal dsstd A S 53 volHE A5tk

OpenShifte] Z 2128 AA HTTP/HTTPS T2 & Lk o7 244 TLS Al A2 9] 1 A u) o} Al

S nEg AP YT 28y o] 242 Stunnelol A & ZE kA 245Ut Stunnel & ZEA] o] A
TLSAIA S = ASsofsln= 724078 TZAE Fal TCPAZA S a2 ddste 583 H

gz 222 dAs)oF gyt wreb TCP 2 A £ Alg-3f ofF gy o}

4.413. 47 #A

npo] 2@ o] A Al &7 Yadol= 2% B

vpo] #o] 4 A EEH & SPDY LR EZ S AHgstel 94 Pod ol M B e A guch 94 222
E]7} 2 A = SPDY T2 ESS 2 951A] &= wrald Flof 9= A9 ulolagold AEZEH 7 97
Wl daeta £ th 25 WAA ol 83 34 7 vo] walo) do] AU ok sl A W:
SPDY Z2 EZ S A Ydle ZEAE AL ).

SPDY Z2 B2 A9 9o = T2 A = w3 2 Upgrade HTTP 3o £ API A ¥ o] A 23] of 3 o).
Z ool AE = of 8T AH-5he] API A Bl she] websocket 9178 LTk Q] L@l o] = T 7} T2 A B
= sl o o s AkE A4S vhol 2elol AL 7 W AKX dadlol= 23 B of sl AP
Zv: =24 7} Upgrade 301 & 4@ 542 = g o

4.4.2. vk 2ol AL S F U EAD A T

OpenShifte F 8] 2 oA A&l U EY I Z2] 2218 7|9t o 2 NetworkPolicy =+ EgressFirewall

£ AH&sted Pod= ERf & A 4= dFU ok vlol g o] A3 HAE L v gl d| o] &7} o] 21 v

AUESE A Gt M EY A Ef Y & L= A| et 75 Al gho] npo] 23 o] 41 Foll Rsync pod = 9]
S ATRE AL T AFYTH

|m
1<)
o
>

a2 d gy FE A A & v 28 5= rsync Pod= OpenShift 4 2 & &8l A= A4 = o of gt
71 NetworkPolicy %=+ EgressNetworkPolicy 9 B A E = o] 2] 3+ E 2 I #)| 3ol A Rsync PodE 252
Z AT AT F AFY T

4.4.2.1. NetworkPolicy +4

4.4.2.1.1. Rsync Pod2°] 41 Eg|

A= B g Ul o 229 o] 2= 2] NetworkPolicy -7 o] o] 8 3t {3 o Efj & & A
Pode] 223k gllel&-& AH-ste] 4 EZjgo] sjg Eef o ddH == 358
A A 2 9] 27 o] 2 9] Rsync Podol| A RE $41 Eg 9 S 3] &3 Th

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:

47



OpenShift Container Platform 4.11 Migration Toolkit for Containers

matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policyTypes:
- Egress

4.4.2.1.2. Rsync pod2 9] =41 E& g

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

4.4.2.2. EgressNetworkPolicy 14

EgressNetworkPolicy ¢ 2 4] E == Egress Firewalls & 28 2H & U7l 52 EY I S ATds ==

2 7 | OpenShift =z Ut}

NetworkPolicy ¢ 2 4] € o} =] Egress Firewall-& Lﬂ 229 9]
Zo| A 253t} upebA] Rsync Pode] a1 g o] -2 A 3t A}
a8y T =
&1 & 2 F71E 5 dFY Tk

a=

Egress Firewallo] & F 8 2EHE 7|¥lo 2 t} 2
&5 T AFYTH

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

4.423.H08 A%< 98 A 27 A4

7182 0 & DVML OpenShift Container Platform 73

2584
B2 A3yt Fe 28 EE2A7EE st A5 e 39 Ads = 24

48

B 2E Zho] A A AAS AT S ¢ o1z_e_ A=

22269 CDRY Y S

sgyem

AEE _]_coﬂ ;(JQ_QUE_ _LE_Z'“E e
Foll

o]l A Rsync Podwt A 9] 8} %] <51 t}.
o3 E 21269 CIDR ¥ 91 & 4 4 9

Z7}ele] & Atol o] 41 B

= AHg-5e] PV Hlo] e & 4 2]

O~
=2 “| —
AeE g 5y
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T4 AdFyh

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

4.4.2.4. Rsync Pod9l o] & 371 1§ +4

PVCO| A B4 2E8 X2 AL8-3tE= 29 Podo| A A4 22 8] 43517 $]3) Rsync Pod 4 &) o] 7} 28
& Zotele] g 2E Ao U AN AE FAE S AFUT

3 4.2.RsyncPod9] B % 1 F

W 3 18 4%

src_supplemental_g  string AP EA F5 422> Rsync Podel o &

roups FrtE FEE 372
==

target_supplemental  string AP HA & th 7 Rsync Podell o &

_groups Fulg TRE F71 8
z=

PERY

MigrationController CRS QHl o] E3}o] o] 2]t 7} 2o )k S A AT = Ad5Uh

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

4.43. T2 T4

A 27 Ab

e 1= =g ~E A cluster-admin @A sto] Q= A& A2 22 1918 U}
Az
1. MigrationController CR v U 3| ~E & 7} 4 -1 t}.
I $ oc get migrationcontroller <migration_controller> -n openshift-migration
2. ZEA /AT E o] EF T

I apiVersion: migration.openshift.io/vialphai

Bl ] tisll MigrationController CRe] 24 gt o4 =2 ¥ o A rsync_endpoint_type H+E
Iz O
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kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

@ 1 2F relaso1 a2 919 Stunnel 54 URLY Y k.

@ =ZSA=ANT Y =R olF, wHe, IPF4 EE /B UESACIDRY 4R 78
o

W LA & £, .y.com2 x.y.com} & x| 5} %]
o] RE U)ol s = A& vho] s 2o,
= o

Tk y.com 2 X]3}% 0”‘1/]1;} *= A} ?‘5]_
networking.machineNetwork[]. C|dr | o3 A o)® Y E I E3hE o] 9] ke =]}

EAA FAANA FsteH A4 Al E WA 7] f8) o] B5ol sl 2 HAE F 7l oF E Y
E}.
httpProxy === httpsProxy Z =7} A4 57 52 79 o] Y == ZA P}

3. mj 4y ¥ £~ E = migration-controller.yaml = # =3t t}.

4. JUolEH mfiyH EE A&

I $ oc replace -f migration-controller.yaml -n openshift-migration

AA R N Fo)2E A Z2A) 14 & BRI L
4.5.RSYNCE ROOT E+= NON-ROOT= 41 )

T8

o 41 4& 4] & o] ohdd OpenShift APIZ 2] 3= 73 $-o 2 4 &5 1 ok

OpenShift 373 o = 7] 2% © 2 PodSecurityAdmission 71 EE &7} &4 3l = o] JFU T o] AEEH
S AHgstE ™ & ’“Ei A7 Ul D = o] 2 Fl o] E-& F3l Pod Bt S A §sllof gyt S8 &
E1 o] & )3 2=+ Privileged Baseline *= = Restricted ] Pod H ¢t X5 =5 5 sl = AP s of
Stk R E Fel e ol A /)2 AW A A

{0

[¢]

RE SAA dolH A4S A3 oz 538 3517] 98] MTC(Migration Toolkit for Containers)

LECDHE®| A= 7] &2 © & Rsync PodE FE 7} o} d AF&-x12 43 5l= 5 Rsync Podoll 7 AFgt2
S EFUTh olEA o B =2 dge] B8R 2 AR E b 0113 Aol 7Hs gyt ol g
SFHAL 73 7 G e o e g Yare g A sts Aol 7 H 7 vl Ed Ytk

4.5.1. d) o] g trannsfero] tj 3t 7] & non-root 2% & H o] 27|

2] 3¢ Rsync Pod& £ E7Fobd A8 22 A1 b S 4] 9| A2 EF root AHSAL 2 A Y
& u) vlole) Aigol AP 4 Qg o MTCE B8l % %% g8 FETL oI 712 AU S FEOR
Aok F b B AT
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy

47 Alstd Y EY 3 A oA MTC A X

nlo] g o] A o] thal th At &2 ¥ ol 4] Rsync ZEE rootE APl EE B E nfo] 19 o]
T4 gt

o ulo]ag o] thAt F 8 AE oA Rsync L =E root® A8 FYth

F A4S R upo] g o] A sly] Mo d3te] & AAREE APt Y o] 20 £ = S
dol &S Ao Yt =, A Y warnS A &3 o

Pod Security Admission and setting values for labelsell o &+ 2}A] g1 W] &-& Pod H.oF 591 5 7] 3} A o] =
Frxe Al 2.

T—

4.5.2. & & vlo]1g o] A o th &l MigrationController CRE root &=+ non-root= 4
71 E2 © & RsyncEroot7} o}bd Ae 2 A s Y o)

A+ = 2] 2E] o A] RsyncE root® 4l 3) 51 = = MigrationController CRS 44 & 4= gl Ut}

Az

e t}& 3} 7+o] MigrationController CRS -4 g T}

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

migration_rsync_privileged: true

o] TA & W WE o] e o] Ao & &8 T,

4.5.3. MigMigration CRS&- vlo] 1d o] A9 root == Hlroot= 4

N 2 2H A a3 F2 FEVF obd 43S AFE-5ke] RsyncE root = non-root& A st ==
MigMigration CRS 4 & = lF U Th

e =X 182} ID(UID)

e =3 12 ID(GID)

1. RsyncE& root= 48 3™ th o o w2} MigMigration CRS- -+ &4 t}.

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

runAsRoot: true
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/authentication_and_authorization/#security-context-constraints-psa-opting_understanding-and-managing-pod-security-admission
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2. RsyncZ =4 UID(User ID) 2= 54 718 ID(GID)= 418 5} A th-2 o o] uhe} MigMigration
CRES +4 gt

l

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
runAsUser: 10010001
runAsGroup: 3

4.6. A gl XX EY 4
Multicloud Object Gateway= A 3+ Y E Y I sH7 o] A A== FA3 AP Yt

MTCE &2 2~
01—

4 28 2E 2 b olH S vlo] 2do] A a7 9% v A 2H]
ol HA} 3173 ”

JPAPS )
of A getn 22 A FFATFALSE P AN Y 5
4.6.1. 214 27 AHE
o REZYLEolE B PEARL ) tF FHglE W= A2 A gl ojof Tk,
g EAEY S 7 LEA AW E MG E A LA 7L BA D EAEY o
@ 5 QA sHelsof guivk
4.62.2¥ FH9E= 0 HAE Aol Ed o] AF Pu AN

OADP(dl o] ¥ X %)-8& OpenShift APle] tf ¢+ Secret CR(AH&-#} A o] 2] &2)S A st
MCG(Multicloud Object Gateway) 21 A B Z 7 4 af o} g1 T}

il

MCG+= OpenShift Data Foundatione] +4 2 A4t}

A 27 A

e 2143l OpenShift Data Foundation v 3£ 7} o] = = A}-835}o] OpenShift Data Foundation & v 3
sl o g k.

1. NooBaa Al-&#} A 2] 2] &2l A describe ™ & 2 A3)3lo] S3 &%, AWS_ACCESS _KEY 2!

AWS_SECRET_ACCESS_KEY & 714 -4t}

4.63. 378l &

® Red Hat OpenShift Data Foundation A A o] A2 o] #71 g7 91t}

5t

e MTCH=aZZE=R
o ol HAMYY AR

e MTC Sl %0 A4 g TR ET F7}
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html/managing_hybrid_and_multicloud_resources/accessing-the-multicloud-object-gateway-with-your-applications_rhodf#accessing-the-Multicloud-object-gateway-from-the-terminal_rhodf
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.9/html/planning_your_deployment/disconnected-environment_rhodf
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-mtc-workflow_about-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-adding-replication-repository-to-cam_migrating-applications-with-mtc
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4.7.MTC A X A A L ] &2 21HA|

MTC(Migration Toolkit for Containers)& A x| A A s} s & 2] &
AFH

ru{ru
1z
2
P‘L
£
g
v
[>
a
i
ox
AL
et
¥

3
velero CRDE 2HA| s} 2] 2~ ¥ 9| 4] Velero7} A A € Y t}.

A 27 Avg

e cluster-admin @ 3lo] 9l = A& 22 2 1218 oF g}

1. =& Z8 2 H o4 MigrationController CR(AF-&#} 7 2] 2] A&~ 22)& 2HA & o)
I $ oc delete migrationcontroller <migration_controller>

2. Operator Lifecycle Manager& A}-&3}Fo] OpenShift Container Platform 49} 4] Migration Toolkit
for Containers OperatorS A x| A A gt}

3 te BEES At RE SHULEHAAM FHLEH MY g E g

e migration CRD(A}&%}F A 9] 2] &2 7 9):
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD:
I $ oc delete $(oc get crds -0 name | grep 'velero')
® migration 22| ¥ o &
I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io')
® migration-operator =& =¥ < &
I $ oc delete clusterrole migration-operator
e Velero & 2E o9&
I $ oc delete $(oc get clusterroles -0 name | grep 'velero')
e migration Z & =¥ o & npeld:
I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator & ¥ o & njeld:

I $ oc delete clusterrolebindings migration-operator
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e Velero S 2F o9& vl d:

I $ oc delete $(oc get clusterrolebindings -0 name | grep 'velero')
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5. MIGRATION TOOLKIT FOR CONTAINERS ¢ 18| o] =

Operator Lifecycle Manager& A}-£-5}o] OpenShift Container Platform 4.11¢ 4] MTC(Migration Toolkit
for Containers)& ¢ 1@l o] =3 4= ) HF Yt

gl 71 A] Migration Toolkit for Containers OperatorE t}A] 4 X] 3} OpenShift Container Platform 4.5 2
o] M oA MTCE 2ol =& 4 AFU T
T8

MTC ¥l 13614 9 2@l o] =i 735 MigPlan 187} 7 o] 2] £2:(CR)E v o] 252
W 271 828 S el ok g o

5.1. OPENSHIFT CONTAINER PLATFORM 4.119| Al MTC 4 1d| o] =
Operator Lifecycle Manager& A}-&-8}o] OpenShift Container Platform 4.11¢| 4] MTC(Migration Toolkit
for Containers)E g 280l = 4= &5 o

=8

Operator Lifecycle ManagerZ A1g3to] MTCE g 29 o] =8 uf X Q& = nlo] 2y o] A
AEZE AHEf o gt

nho] o] A

® OpenShift Container Platform 3| 4] OpenShift Container Platform 4= n}o] 18] o] A 3l ™ €]
Al MTC Operator 2! MTC 1.7 x7} 2 2§ t}.

e MTC17x9 A MTC 1.8.x2 vlo] 1@ o] st AL A DA k1)

® MTC17.xE AF&3lo] OpenShift Container Platform 4.9 0] &1 ¢] A2 R E &S nlo] 1 o]
sl oF gt
0 MTC17xE 22 9 A} T F ol A AFL-3) oF 1]t}

® MTC1.8.x= OpenShift Container Platform 4.10 ©]%}¢]| 4| OpenShift Container Platform 4.10 ©]
Ao 2 o] uo] g o] Ak X Ptk S 2 vl A 410 o) A3} BE F vlo] g o] A A%

17X EE18XxF U2 A48 F d&5Uth 28u 22 2 i RE A 5YU 3 MTC B 7 o]

ofof gt}

0 &2MTC17xoA t2d MTC 1.8x& 9] mfo] 1@ o] 4 & 2 % A] ek th.
0 A2 MTC18x0A thad MTC 1.7x2 2] njo] 18] o] A& A Y= A er5Yth
0 A MTC17x91A4 thA MTC 1.7.x2 ¢ mlo] 2@ o] A o] X Y5 UTh

0 A2 MTC1.8x9 A tAF MTC 1.8.xZ2 2] ulo] 2@ o] o] X H )

AR @ AHgE
e cluster-admin @ 3lo] 9l = A& 22 2 1218 oF g}
A=k

1. OpenShift Container Platform &< <] A Operators > A X] & Operators= ©| & gt}
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B < dad ol =7} 9l Operatorol] 4a#l o] = AHE 7Hs el 71 ZA g Y o
2. Migration Toolkit for Containers Operators &g g1t}

3 MBAagH 9IS 2YH T 5

o]l Ha 3t
g 1A Zaert HAE s

o2

adol=x dadol= e Hol EAH YT

4.1

ol

AdBWes e e AR AL ZaARE 2P
5. dagol=e AHE T FolE Hiis W

6. Operator = A x] ¥ Operator #| o] x| £ o] F3le] g o= 13 A4S RYUHHFYTL &5
HH AT 2 HA o= A YT

7. IARE > PodE 28] MTC pod7F 48 F 1A el gyt

5.2. MIGRATION TOOLKIT FOR CONTAINERS £ 1.8.00. 2 1ol =

Migration Toolkit for Containers= 1.8.02. & ¢j 2 d| o] =3l W t}S ¢HA = 53t}

L G5 W T stuE Abgsto] el =S MEAAH A ol 53 dA AdS 2A

e BYe st ABAaYA o) BF AL S B g T

o}
I $ oc -n openshift-migration get sub

29 o
NAME PACKAGE SOURCE
CHANNEL
mtc-operator mtc-operator mtc-operator-

catalog release-vi.7
redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace redhat-
oadp-operator mtc-operator-catalog stable-1.0

o T=r}

&S 23 5le] JSONO A A B2z A o] 23} )9S wkslhghy o)

o

$ oc -n openshift-migration get sub -o json | jq -r ".items[] | { name: .metadata.name,
package: .spec.name, channel: .spec.channel }'

)

a])

=

{

"name": "mtc-operator",
"package": "mtc-operator”,
"channel": "release-v1.7"

}

{

"name": "redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace”,
"package": "redhat-oadp-operator",
"channel": "stable-1.0"

}
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5. MIGRATION TOOLKIT FOR CONTAINERS ¢ 1d o] =
2. Zr B 22AHAMA el oL W S As)sted MTC1.7 2l dol A MTC1.8 Al d & o] F3l= ) X
AUt

$ oc -n openshift-migration patch subscription mtc-operator --type merge --patch '{"spec":
{"channel": "release-v1.8"}}'

2 o

o

I subscription.operators.coreos.com/mtc-operator patched

5.2.1. OADP 1.0& 1.2 for Containers 1.8.0°. 2 ¢ 1d o] =

OADP 1.0$- Migration Toolkit for Containers 1.8.0¢] 122 ¢ 2 ¢ o] =3l W T} BA = 2534 A L.

Azt
o ZhAHE AT YA tsf thS HH S A8 ste] OADP 1.0 4] OADP 1.22 OADP OperatorZ 9
2 g ot

$ oc -n openshift-migration patch subscription redhat-oadp-operator-stable-1.0-mtc-operator-

catalog-openshift-marketplace --type merge --patch '{"spec": {"channel":"stable-1.2"}}'
ZFa1

| MTC 9l OADP A A] ol A}-8-%] = AF8-2HE whghel NAME 7k vrebl = A3 9 Y
=3
29 o

subscription.operators.coreos.com/redhat-oadp-operator-stable-1.0-mtc-operator-catalog-

openshift-marketplace patched
=

| Hksl g 78 o] of A o] A A& 5 &= redhat-oadp-operator-stable-1.0-mtc-
operator-catalog-openshift-marketplace <} #4131 t}.
o installPlanApproval v 7| =7} 25 o 2 A7 H 79 OLM(Operator Lifecycle Manager)
o Jrelol = =2 A 2E A gt
o
installPlanApproval v 7l 147} Manual 2 23 H 73-$- OLM| A Q28 o] =& A F}
3}7] Aol zt installPlan & %<l3j o} g }.
a5

)
_] (
rO
L
L
)

the W32 A8 5to] OLMeA] OADP 2 MTC Q20| =S ha sl
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o

o

$ oc -n openshift-migration get subscriptions.operators.coreos.com mtc-operator -o
json | jq '.status | (."state"=="AtLatestKnown")'

Zol true ol The W= 2 Aaste] 2 B aY M| AHEHE AL S AT

$ oc -n openshift-migration get sub -o json | jq -r ".items[] | {name: .metadata.name,
channel: .spec.channel }'

2 o

{

"name": "mtc-operator”,
"channel": "release-v1.8"
}
{

"name": "redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-
marketplace",
"channel": "stable-1.2"

}

Confirm that the "'mtc-operator.v1.8.0° and "oadp-operator.vi.2.x packages are
installed by running the following command:

$ oc -n openshift-migration get csv

2 o

NAME DISPLAY VERSION REPLACES

PHASE

mtc-operator.v1.8.0  Migration Toolkit for Containers Operator 1.8.0 mtc-
operator.v1.7.13 Succeeded

oadp-operator.vi.2.2 OADP Operator 1.2.2 oadp-operator.v1.0.13
Succeeded

5.3. OPENSHIFT CONTAINER PLATFORM ¥ & 4.29] 4] 4.5= MIGRATION TOOLKIT FOR
CONTAINERS g ol=
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5%. MIGRATION TOOLKIT FOR CONTAINERS g 28 o] =

# 71 A] MTC(Migration Toolkit for Containers Operator)E %2 2 4 x| 5}« OpenShift
Container Platform v} A 4.2¢]) 1 MTC(Migration Toolkit for Containers)= ¢ 2 d o] =& 4 Jd<54 o).

A 27 A

[}

cluster-admin @ 3o] Q= A& A= = 1213 oF It}
[}

registry.redhat.iocll oj 3 A 4] = @A gko] glojof g}
[}

podmanc] A =o] glojo}F gt

A3
1.
S 9342 9235t Red Hat Customer Portal 2173 5 & A}8-3} registry.redhat.io
o a3yt
I $ podman login registry.redhat.io
2.
o W% S 4835t operator.yml 3Y S T2 =3 o
$ podman cp $(podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.8):/operator.yml
J
3.
& ¥ 32 ¢ 3le] Migration Toolkit for Containers OperatorS 23| g t}.
I $ oc replace --force -f operator.yml
4.
3 B9 S o935t migration-operator v £ & 0 & & g sto] W £ & FAF o).
I $ oc scale -n openshift-migration --replicas=0 deployment/migration-operator
5.
migration-operator M| £ & 1 2 333 W) £2 A 2a3 b 9 A ste] WA AL
< A4

I $ oc scale -n openshift-migration --replicas=1 deployment/migration-operator
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6.
oS 932 ¢ 2 3le] migration-operator 7} 2@ o] =H Y =A el g
$ oc -0 yaml -n openshift-migration get deployment/migration-operator | grep image: |
awk -F ":" '{ print $NF }'

7.
t}S 932 g3tk controller.yml 392 vtz =3,
$ podman cp $(podman create \

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-

operator:v1.8):/controller.yml ./

8.
o2 3 #H S ¢ = sle] migration-controller 9 B A E S XA 3},

I $ oc create -f controller.yml
o.

o 3% < Y23kl MTC Pod7t A& %214 Sl g
I $ oc get pods -n openshift-migration
5.4.MTC 1.33 1.82 g1 ol=

MTC(Migration Toolkit for Contamers) H A 1.3.x5 1.8& 1 ol=3t= A ¢

MigrationController Pod7} A3 5?1 &2 2|4 MigPlan A1-8-#} 4 €] 2] 4 2(CR) wj 4] 2

ol o] £ of gt

EE4

indirectimageMigration 2 indirectVolumeMigration wj 7] ¥ == MTC 1.3l EA 5} A] & 7] w] &

w2 1.49] 71 £5LE falseol™ 24 o] v]A] nfo] Tao]H @ % B wlo] L@ o] Ho] 3

259U 4

A violzd ol A &7 Aol F5HA &7] W2l ]2 & v /A Fho] true= M HXA| F& & viol

g ol d Al g4 Ready ol =2 + sy

60



5%. MIGRATION TOOLKIT FOR CONTAINERS ¢ 28 o] =

OpenShift Container Platform 3] 4] OpenShift Container Platform 4=
ulo] 1 o] A stz & A A MTC Operator 2 MTC 1.7.x7} 2 @ gt}

MTC 1.7.x2 1.8.x2 Jad ol=35laH 1.7.x9 4 1.8.xZ Jadol== A ¥
Ao 2 923tz OADP 2L stable-1.0 o] 4] stable-1.2 2 %92 2 ¢y o]
EsgjoF .

A 27 A

[
cluster-admin @ &o] 9= A& A= = 1913 oF ).

MigrationController PodE A3 3t= 2l 2Hd 2203

MigPlan CR vl U] ~E 2 714 &1t}

I $ oc get migplan <migplan> -0 yaml -n openshift-migration

oS w32 gl o] E S 51 S migplan.yaml= A Z3 o).

spec:
indirectimageMigration: true
indirectVolumeMigration: true

MigPlan CR v Us| ~E & wA| ate] W7 ALg}

tllo

4¢3
I $ oc replace -f migplan.yaml -n openshift-migration
Helo]Ed MigPlan CR iU ~E S 7}A oF W73 AHG-S S0y

I $ oc get migplan <migplan> -0 yaml -n openshift-migration
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64 mfol 2ol A A A Ae ~E

MTC(Migration Toolkit for Containers)= A-8-3fo] o Z2]Al o] d AR =5 wlo] 2 o] d317] A
o A EE FEFHA L.

6.1. 8124 Zd A2 2E

AE D AX (el vilo] vl )l N HA st=do] & A 5

il

28 =H 4

ok

e
1

EMTCAHA 2.7 Abge] $E g th

O 2 & =9 = a3 OpenShift Container Platform ] B2~ 3 M o] 95Ut}

f

dpdk == 4E 2 FAWS T

01D 2247 2% 29U

QO vpol 2ol A UMIEY 2] HA A 2] F2 10Gbpsy Y th.

O S 2go vlo] g o] ol B3 FET g7 AFUH.

A AR =0 A mlo]ad o] S APt S| 2Hol F7} W 2e,
CPU % 2EZ A7t Ao th AA| &L 87 AHES & vio]ago]d A F
o A wlo] 2 o] A =] = Kubernetes 2] &2 o] mhet U 2|42 @ F A}
F& FAskeA v 2294 @A A vio] 2y o] A& HIAES] of Iyt

Ofio= S212H 9 eted H 22 A 53 st o AHEHAJFUH

6.2. 22 FH2H A IY2E
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/installing/#minimum-resource-requirements_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-prerequisites_migrating-applications-with-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/support/#verifying-node-health
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/authentication_and_authorization/#supported-identity-providers
https://access.redhat.com/solutions/4885641

6. uto] 2 ol A A A LE

O3 93-S AYPsto A3 T = 45 099 42 Pods 5.
I $ oc get pods --all-namespaces | egrep -v 'Running | Completed’
0o 982 ddsta AN F 2571 22 Pod2 A A1

$ oc get pods --all-namespaces --field-selector=status.phase=Running \
-0 json | jq ".items[]|select(any( .status.containerStatusesi]; \
.restartCount > 3))|.metadata.name’

Pod7} 43 & el A-Fol= AA & w7 §od 7] 24 #4171 2 5 syt

O Zel2H AFA € vlelzdo]d T2 A2 7|17 F<t fFragydh

O3 23S A6t B7 FA AT AE 23] JeA AAPFY T
I $ oc get csr -A | grep pending -i

dpdk o] AIA2ET = A4 2E24 532 AL

¥2

O AAZEL ol A& ¢l & 5 JFUTH

Oeted 221 2H= B4dUd.

22 Fe|2H 9 it APILA B §H A1 712 50ms vkl Y ).

6.3. dd S8 2H A3 E

OS2l SutE Y EAZ 743 o7 Au] (o "ol gulo] &, &2

WYL Adstel T2 F oA PN AP PY(IT 2F) A=A 3
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/scalability_and_performance/#recommended-configurable-storage-technology_persistent-storage
https://access.redhat.com/articles/3093761
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/post-installation_configuration/#create-a-kubeletconfig-crd-to-edit-kubelet-parameters_post-install-node-tasks
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Holy n & A 2Ee, ClICD E)oll A= 5 = Aol dFHo

O 2 2HoA Agats A AE ALEaE 93 o) Za)A o) A3} Au] 2o Zaj 2o
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73 U E = 318 A}
73 U EL A 2 AL

o] agold ¥ S Al A M EAZ EQ IS P dst= AHS A EFU T

7.1. DNS 318 A}&+

¢ 22269 DNS £l 9l e &2 Fe] 289 S oiuth 712502 JFe A0 4L vpol
adlol A F o4 F# 28 o FADNS 74 g ok

wol 2ol A E o ZelA o] o] 42 DNS vl S HESHT olzfo] AW E F 4 F s A
@ g .

7.1.1. 2ol AE A A 2 ~E ¢ DNS =12l 27

ol 8 Yol g Fel2E§ Fehol A wE 5

2n el Ef o] DNS vf 2l 0.2 214
EYd 5 YES AT F A

X 971 t)ak 2] ~E o] DNS w|lo] =g

1 g

Az}
1.
SolAES Ui S8 2H bl o EE Aol 2E MAA T QU T2 A9 2 7]
BUEYA 74 84S XY
2.
DNS A1 o] 42 Fej2H A o E2] o] FADNS fUlolEste 7MY U E A 74 &
29 IP F4 5 ks
3.
A2 el ofEE Aol disl] FAE 23S dd S 2 2l 2= WA
BUYEEYEYA 1 245 AU
4.
A2 ZH2HY 2 WAA 9 IP F4Z 718 7] = *.apps.source.example.com X 219j|
g 2fd =7t= DNS g2 =5 @5y o
5.

g S8y g BIAA Y EYT A 849 IPFAE 717l = Z ol Z2 Aol Al o
3 DNS g Z =2 95Ut 54 DNS g Z == A=l JZent A =97t sovn g
o Z2]Alo] A FQDNo| &2l 5 W F&o] Bl 5] ¢kt

65



OpenShift Container Platform 4.11 Migration Toolkit for Containers

66

Az MEND 74 24E RE LA TLS A2 2 S0k g A0
ug ZesH 2 MAA FX 2 AW o4 o Sel7 o] 4 o] FQDNo] 2
olAEd =EH 3 AFA 0 F7H AT,

AEACI AL Uy Fe 2 £ula e Fetol Ao Fast YT U
dAE @ BUT. 22X om o Ze Aol A AR A2 2=HAY A5
A e %+ d&dh

B]29E HTTP o) 4] 2 2 10k HTTPS oAl 2 5ol 4 o 9AS S duth

&2 Ze2HoA S Aol 4] FADNO 2 7271 A4 232 Fdes 248 o)
4 2exEe) ZaAed Arg A4,

$ oc expose svc <app1-svc> --hosthname <app1.apps.source.example.com> \
-h <app1-namespace>

ol A A= E A8 5A A 3% FODNo ol 2 23S Setalz g | S A4
podz My}, 3 o) T2 A o] AL nfo Lol M ahe th 4 2 2E mullo] E e A=
7t AAEUT 2e olel @ BAE o|F F shhE Abgste] nlo] T o] A o F2) 7 o] Aol
AA gk,

a2 ZH2H qEAlAe] FQDNS 71275 b Fe2He] 7|2 2= WX 9] IP
F22 7}2]7]= DNS 23 A2 A125to] DNS dlZ=2 AAFUTL 288 A2 ZE2HojA
o3 S 2HE Edgo] g agyr.

o Zel 7o A9] FQDNE tl 4 Ze ~H o] 2= WA 2 Shelguich 7] 2 Ingress AE=S
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e EUEEE LY

AR Z2A X Fo| A 7] 2 Ingress AEZ 2 2] x509 AFSAE AL A A A QIFA =2
ks RigRh= 3

subjectAltName Z =0 2~ 2@ A S 29 94U =71= DNS =121 X33 L= o]
ASAE FAEAFU

A Q%A1+ DNS =921 S A18-3ta] BHE 2 1wkl §aT .

72.MEQZ EdY AgAaa A
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EECERLEER LR

flo

[}

e e gL Zue = gy

[}
o= A ol pod= &= S| 2H o U S 2HAA 25 AP
[}
Zy of Eg Aol Aol = 22 S A S2E o|Fo] ¥3H A=E7F AHFU
[}
22 ZHEEH S 2E o]F0o] e ARd= CARISA 7 £+ JdFHT
[}
HTTPS?] 7 ¢ did 298 CAIFA = &2 F812H 9 94U =71= DNS g2 =9 g gt
FA] g A] o] (Subject Alternative Name)o] 3t o] A5t}
O AgS agste] 518 53 A5S A9y
[}

RE o) ZF Ao Mol T RE YEYZ =TS T ZTAA

Ug 2l 2B el /b IP F2(VIP)E /el 7|58 22 F¥ 26 % esbs DNS g8
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8. | ZelA o] A who] g o] 4

MTC(Migration Toolkit for Containers) ¢ Z& T+ 43 = 2 A12519] o =] Al0] AL ulo] 17 9]
AT 5 AFU

ool Fe2E W9l it obx MTCOA A2 54 @aUth o Ee 7ol del Zel 28 ¥slel
W22t B A B FH2HANA $FO2 G228 AYSoF F F FUTh

28 0] x| who] 1l o] M3 A 9 1] vho] Telo] A AHg Sl Fe] 28 ghol o Fe Aol AL vho] 1el o]
Ag 5 daUnh

[}
2Eo]A] vto] 2@ o]l A& Fel AN FAGA B3 22 FH2HAA Y S 2H=
dol 82 BAFU T 28 o] X who] Tdo] AL o] W Mt TG vlo] T ol A /17+S F
A 4 Agveh
[}

2oy wlo]ag ol AL £ FELHIAA ERAHH S FTAGAL 2|28 U SHE
ol Fy .

el vo] 2 o] A2 Abg-she] ol Fel Aol A FEl S who] 1ol A T 5 AU T

e vho] 2ol A e Ad g PVC(Q T 2§ 2d9)E BA o

e who] o] A g AL she] FAT Fel 28 Wol A U]l Zdo] 28 w2 o MY 5
2141t

ulo] 13 o] A Z o] MTC(Migration Toolkit for Containers)= t}& 4| g 2=# o] 2~ F42& GX g}

[}

openshift.io/sa.scc.mcs
[}

openshift.io/sa.scc.supplemental-groups
[}

openshift.io/sa.scc.uid-range
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[o]

6443 (API A 1))
[o]

443 (Z$-E)
[o]

53 (DNS)

TLSE AMg-she A% 54 el A B oA X E 443% &4 staloF gyt
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87%. o E&] A o] A wlo] 1 o]
B 2}-9- 7] o X MTC(Migration Toolkit for Containers) §§ &S A &3 4+ A&t

AR @ 7 AH

[}

MTC ¢ &< <)== OpenShift Container Platform ¢
Ao of g

SR RN EOER PP

HAslo]
[ ]
MTC §§ 2%l OAuth 15 A ujol] dig Y EL A QA2 Aol lojof gt
A
1.
MTC= 4 %] & OpenShift Container Platform 22 2~ 2 291gt}.
2.

e B3 S 9laste] MTC 9 22 URLS
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S ‘3-< 2 28 2HdA & o 43 5+ rsync Pod= OpenShift 322 53] A2 A4 5 olof ¢
Yt} 71& tworkPoIlcy &= EgressNetworkPolicy 2 B A E = o] 2] gt E& T A 3to] x4 Rsync Pod
EAFOE ALSIEE AT F+ AFU

9.2.3.2.1. NetworkPolicy +4

9.2.3.2.1.1. Rsync Pod<9] £41 E& g

a2 EEUdudE 01*«1 NetworkPolicy 77 o] o] & 2 EQ & AAdst= 3¢
Rsync Pod?] 3 dlo] &S AHE-ste] S E o] aF EEHJ‘OIW AGHEF 5§
o oS A2 v g o] —/:4 Rsync Podol A 2& $4 Ed L 5 &4

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policyTypes:
- Egress

9.2.3.2.1.2. Rsync pod= 9] 44l E Y

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
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¢

ingress:

-{}
policyTypes:
- Ingress

9.2.3.2.2. EgressNetworkPolicy 74

EgressNetworkPolicy ¢ YA € = Egress Firewalls = 28 2=HE& Yr7l= $4 Eg|I S A4
3= = A A9 OpenShift +x¢ ).

NetworkPolicy ¢ B4 € ¢} 2] Egress Firewall& 1] °V\rv=l] O] RE XEJ AEHBpRE X7
A E FZo| A ZFEg o). kA Rsync Pode] 22§ & o] 22 A3k A13}o] A Rsync Pod gt A €] 51|
ozt 28U T ZHAH 7H A4 AAL HAAE 5 ,Ju:% A2 EE=d/d Z22H<e CIDR ¥4
£ A3 & 4F F71E F dFU

Egress Firewallo] 3= 28| 2HE& 7w 2 g& S 2H 9| CIDR Y9 & F7135t & Aol 9] %
AEHH S 58S F AFHT

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <hamespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

9.2.3.2.3. Hlol8 A4S 913 A B A

7187 o & DVM-2 OpenShift Container Platform A2 E ZRA 0 Z A5t PV HlolHE Eﬂ’z} =1
HEHZ AFPUT S8 2H EZZA LS8l A5 UdE 73 AdH= 23S 498 = UH
Yt}

7z} 2] 2g ol 3] MigrationController CR2] H A3t tj A &2 2~H 94 rsync_endpoint_type ¥
TE X 580]-0:] '%LI_L}E]?—:-_ =5 )}\}\]’]]:]‘

apiVersion: migration.openshift.io/vialpha1
kind: MigrationController
metadata:

name: migration-controller

namespace: openshift-migration

o
r
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spec:

[...]
rsync_endpoint_type: [NodePort|ClusterlP|Route]

9.2.3.2.4. Rsync Pod9l tj& 7} 2§ 4

PVColA ¥ 2E8 A5 Al&3l= 3% Podoll A YA 2~E 5]-8317] $13] Rsync Pod A 2] o] 37}
IFS F7Hete sld 2E2 A g AN 25 74T F AHFU

3 9.2. Rsync Pode] v x o1&

w4 #3 4

src_supplemental_g  string AP EA B5 422> Rsync Podel o &
roups FrtE FEE 37 2E
==
target_supplemental  string A 2] ke )¢ Rsync Podel o &
_groups R =t
==
AHE 4

MigrationController CRS fElo|Est] o] q F7F 27l 3 S 442 5 sy

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

9.2.3.3. TEA] 1A
A 27 A

B E Z e 2 A cluster-admin @3lo] Y= A1&2= 2 2}

MigrationController CR v U] £~ E & 7}4 31}

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

ZEA w7 S FHlolEdy .
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9%. 3L+ vlol 2 0] %

apiVersion: migration.openshift.io/vialpha1
kind: MigrationController
metadata:

name: <migration_controller>

namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<usernames:<password>@<ip>:<port> ﬂ
noProxy: example.com

N

A BF vlo]2g o] AL 93 Stunnel Z=A] URLY Y ).

2]

Z2AE A2l g =ul2 olF, £vlQl, IP 4 & 7]g W E9 2 CIDRS) 4%
= 7RE 259U

St =l LA™ =9l el 2 A FH YT A & 501, .y.com2 x.y.com3}
ZstA gk y.com2 A X 5HA] FF UG *E ALE-ste] R E didol disl] ZF A E vlo] s 23}
networking.machineNetwork[].cidr %‘EOI] & FojA Y EY A E3H o] UA F &AYA}
E AA FANA 38t A4 FAE WA 7] 938 o] HFe sl AYAE FUHsl oF §Y
t}.

httpProxy ==+ httpsProxy 2 =7} A 5] x| ¢k& 79 o] I == FAH Y.
] U ] 2~ E & migration-controller.yaml= =] g o}

JulolEH ujUs| 2ES X8
I $ oc replace -f migration-controller.yaml -n openshift-migration
9.2.4. MTC APIE A1&5}o] o =g A o] A vlo] 2 o] A

MTC(Migration Toolkit for Containers) APIS A}-8-5lo] & Z o)A ol Z2]Al0] A& wlo] 18 o] A
g+ dFUoh

A7
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S2E Zg2¢od )3 MigCluster CR vj 3| 2~ E = A A}

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialpha1
kind: MigCluster
metadata:
name: <host_cluster>
namespace: openshift-migration
spec:
isHostCluster: true
EOF

7 97 2228 o) )@ Secret 9 BAE v AES A4 gk

$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: <cluster_secret>
namespace: openshift-config
type: Opaque
data:
saToken: <sa_token> ﬂ
EOF

A7 Z72¥ 9 base64= <139 migration-controller x| u] = A A (SA) EZ &
AQddUT b5 48 S 2P st ESS 7HAE 5 AsUH

I $ oc sa get-token migration-controller -n openshift-migration | base64 -w 0
7t 94 Z e 2o i3] MigCluster CR vj U 2~ E S A A3t}

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialpha1
kind: MigCluster
metadata:
name: <remote_cluster> ﬂ
namespace: openshift-migration
spec:
exposedRegistryPath: <exposed_registry route> 9
insecure: false 6
isHostCluster: false
serviceAccountSecretRef:
name: <remote_cluster_secret> ﬂ
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©
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©

namespace: openshift-config
url: <remote_cluster_url>
EOF

A7 22 2H 9| Cluster CRS A3 gt}

Rel Apak: A7 olulA mlel 2ol AL 9l9) =EH AN e A2E A FU T

falseQl 7-¢- SSL &t¢lo] @439 Ut} CA ASA 7 D 2 3HA] ¢
A=A FFUH

L4 Z2] 2 Secret LA EE Q3.

212 27 2¥ | URLE A4 k.

B2 E Z92H7 Ready e o A=A AF Y
$ oc describe cluster <cluster>
B A 2| ZA E2 2] Secret QLA E v U AEES A .

$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
namespace: openshift-config
name: <migstorage_creds>
type: Opaque
data:
aws-access-key-id: <key_id_base64> ﬂ
aws-secret-access-key: <secret_key base64> 9
EOF

A trueel 74
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base64 § 2 o 2 7] IDE A A F}.
base64 d 2 o 7 A|=38 7|2 ATt

AWS Q1= AR E 7|2 A 0 2 basebd= AAZY AUt 0= 28R ZFA9 A9 7} 7]
203 BEE S AR5 AF FARE A& o d .

I $ echo -n "<key>" | base64 -w 0 ﬂ

71 ID T A =2 712 AF P F 7] 25 base64= ¢l 29 5o of gt}

87 g A =29 3 MigStorage CR v 3| ~EE A A gt}

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialpha1
kind: MigStorage
metadata:
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageConfig:
awsBucketName: <bucket> ﬂ
credsSecretRef:
name: <storage_secret> g
namespace: openshift-config
backupStorageProvider: <storage_provider> 6
volumeSnapshotConfig:
credsSecretRef:
name: <storage_secret> ﬂ
namespace: openshift-config
volumeSnapshotProvider: <storage_provider> 9
EOF

7l o] 54 AR A

oBAE ~Eg XA 9 Secrets CRS x| A3t} ¢ BAE ~ &7 % ¢ Secrets CRo|
AAE o1= AR 7 Lul==] 8ol of g}
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2EHA TFAE AR T

Re] Apah: 29 AES Abgste] HlolH & ¥AlsHe A G

CR<S A3t} ¢ BAE A&7 X ¢ Secrets CRol| A&
3 oF .

A A 29 S A}

op

MigStorage CRe] Ready €] o] J+=A] 32l gt}

I $ oc describe migstorage <migstorage>

MigPlan CR w1 3] 2 E 2 &4 3]}

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialpha1
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration

spec:

destMigClusterRef:

name: <host_cluster>

namespace: openshift-migration
indirectimageMigration: true
indirectVolumeMigration: true 9
migStorageRef:

name: <migstorage> 6

namespace: openshift-migration
namespaces:

- <source_namespace_1> ﬂ

- <source_namespace_2>

- <source_nhamespace_3>:<destination_namespace> 9
srcMigClusterRef:

name: <remote_cluster> G

namespace: openshift-migration

EOF

o=
<

&l

o%.

3w vpo] 2 o]

2

o
r

E 2~ E ¥ A 2] Secrets

AR7L EnEA <

3to] Ho|H = BAlel= AS AERRA 2

FA4E A4
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falseql 4% &7 olml| wpo] zaol o] EA4sHFUTh

2]

false<l 7% A4 2§ vlol 2@l o] M| B4R
MigStorage CR <1 =€l 2~ 9] o] & XA g t}.

St o] o] &2 Yo 28 NAF UL 7|2 A o' g vl 2o 29 o] &

g3 Ul g & o] &7 A2 Y Aol 29k b E ¢ U3 vl Y & o] 25 AR FY
t}.

6]

A2 Z2 2 MigCluster Q1281 22] o] & XA g}

MigPlan 91 =€l =7} Ready 3] 21%] &21gh}.
I $ oc describe migplan <migplan> -n openshift-migration

MigPlan 21 ~€& 29 A o] H nlo] 18 o] A& A] Z5l == MigMigration CR rj U= 2~ EE A

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialpha1
kind: MigMigration
metadata:
name: <migmigration>
namespace: openshift-migration
spec:
migPlanRef:
nhame: <migplan> ﬂ
namespace: openshift-migration

quiescePods: true
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stage: false G
rollback: false ﬂ
EOF

MigPlan CR o] && XA 3.

2]

o)
4

ulo] 1 o)A Aol 22 FE2EH ¥

(r

7t SAHU .

trueg

p

©

o Z A0l AL FA A &I YL E2] Hlo|EH & HALS= ©A vlo] 1@ o] A 9]
truedl A% gy

L4

trueql 739 ¢=5 ¢ vlo] 1@ o] do] Sl gl

1.
MigMigration CRe] X3} 4 3-& l3sto] mpo] g o] H& Sl

I $ oc watch migmigration <migmigration> -n openshift-migration

g3 fAEI oL

flo

=9

2 o

o

Name: c8b034c0-6567-11eb-9a4f-0bc004db0fbc

Namespace: openshift-migration

Labels: migration.openshift.io/migplan-name=django

Annotations: openshift.io/touch: e99f9083-6567-11eb-8420-0a580a81020c
API Version: migration.openshift.io/vialpha1

Kind: MigMigration
Spec:
Mig Plan Ref:

Name: migplan
Namespace: openshift-migration
Stage: false
Status:
Conditions:
Category: Advisory
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Last Transition Time: 2021-02-02T15:04:09Z

Message: Step: 19/47
Reason: InitialBackupCreated
Status: True
Type: Running
Category: Required
Last Transition Time: 2021-02-02T15:03:19Z
Message: The migration is ready.
Status: True
Type: Ready
Category: Required
Durable: true
Last Transition Time: 2021-02-02T15:04:05Z
Message: The migration registries are healthy.
Status: True
Type: RegistriesHealthy

ltinerary: Final

Observed Digest:
7fae9d21f15979¢71ddc7dd075cb97061895caac5b936d92fae967019ab616d5

Phase: InitialBackupCreated
Pipeline:

Completed: 2021-02-02T15:04:072

Message: Completed

Name: Prepare

Started: 2021-02-02T715:03:18Z

Message: Waiting for initial Velero backup to complete.

Name: Backup
Phase: InitialBackupCreated
Progress:

Backup openshift-migration/c8b034c0-6567-11eb-9a4f-0bc004db0fbc-wpc44: 0 out
of estimated total of 0 objects backed up (5s)
Started: 2021-02-02T15:04:07Z

Message: Not started

Name: StageBackup

Message: Not started

Name: StageRestore

Message: Not started

Name: Directimage

Message: Not started

Name: DirectVolume

Message: Not started

Name: Restore

Message: Not started

Name: Cleanup

Start Timestamp: 2021-02-02T15:03:18Z
Events:

Type Reason Age From Message

Normal Running 57s migmigration_controller Step: 2/47
Normal Running 57s migmigration_controller Step: 3/47
Normal Running 57s (x3 over 57s) migmigration_controller Step: 4/47
Normal Running 54s migmigration_controller Step: 5/47
Normal Running 54s migmigration_controller Step: 6/47

Normal Running 52s (x2 over 53s) migmigration_controller Step: 7/47
Normal Running 51s (x2 over 51s) migmigration_controller Step: 8/47
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Normal Ready 50s (x12 over 57s) migmigration_controller The migration is ready.
Normal Running 50s migmigration_controller Step: 9/47
Normal Running 50s migmigration_controller Step: 10/47

9.2.5. 48] vlo] 1y o] A

MTC(Migration Toolkit for Containers)S A}-& 3o o] Z g7 o] A el S FAs= PVC(I T+ 2F
2 Y)E vholad ol Aty whE 7Hs @ ZH A& violadoldE 3 & AU vlo] g ol A
Al gl A T2 PVCE Al 95t A Q& PVCE vlol2g o] A gyt PVCE widsto] 22 9 O PVC
7t 713 E A=A #AA e = JdFUTH 7 EF(PV) HiolEH = dId 828 EAU YL PV Fx+=
ol FHXA gom FAlolH X == A2 FEAHAA A& Ad P

¥ who] 12 o] & OpenShift Gitopssh 22 9% CD vl AU % 71 ALg e % 593 4 5
Azt MTCE A1-g-51o] 48l & vlo] 2a] o] Al 5t GItOpsE A& ale] o] |70l 4 v 2=
£ wpo] 20| MY 5 AFUTH

CICD sto] Eekelo] Qe 79 th g Fe 2 Elol wlE5kol Ju) v]4F 74 245 vho] e o] 4 @
% YgUth 18 the MTCE A-g-5le] 48l 413 74 248 vlol 2ol 8T 5 A5Hth

ZY2H 7ol i $AF Ze2E Yol A Y vrol 2ol AL FAT & AFU

el o] o] A L o Fe A0 B E FASRE T4 22w vhol T o] A3

t}h. AA U] Y23 o] 2E wlo] 1 o] A3 A 2 H o] X|(stage) F=+= A 2 v|(cutover) u}o]
g ol A-S AHS- At

A 27 A

[ ]
A2 ZH2AH =g AolH A= PersistentVolumeClaim s € 3] Z 28| A Jd =
PersistentVolume <l §-Ag4t}.

AZ Aol Ae) MUs2EE 220 g ZE2EAN BF QA2 5 e 59 2 ¥A
w0l A A3 5 AFTh
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22X g S LHE T EF HolHE viol o] ddy .

ol dA= a3 wF o ¥ P L F AFUT. 22 o EL Aol Aol AL PP

2.
a2 o EeA AL A Gt
a2 FeagA A4 A2RE Bane] BARL 002 A4 5kA GitHubol A vl
2E2 gulol =33 Argo CD o Ze Aol 42 thAl E718kete] o] & AT 4 AgUth
3.
g 2l 2gol o Ee Aol 4wl s 2E S BA] k.
Argo CDE A}g-8to] o Z2| 70| A iUl 2E S ol 2o 28 o] 2R84 AxyTh.
4,
Urix] 2§ o8 S 2olx Ul 2ol 28 = vho] o] A gk,
A% vlol8 v 28 o] AL S sto] el mpo] T o] A ZA 2 Fol o ZelA o] o] A
@ Al ¥lo|8 2 vho] o] AL Th,
5.
BA9 o) Fel7 ol o] B A Au A AAHA FgUth
6.

DNS 8 2=2 o4 28282 A8a ALEA =S vlo] 2g o] A H S Aol Ao
= Ay a8y,

51

MTC 1.6 38l wlo] 2 o] S AT v Aso = AEA AL 42T 5 s
o}k PV dlo]E gk wlo] 2 o] A e 5= QFUTh mahA o ZelAlol A AR = AAE 9
s CD Ml AUZS Abg-slof gk,

MTC 1.7& WA & A 9 Cutover 52 &7t 2H o] F 2 A5l H Q9
w2t 7] do]jg AES oY A P 5 AUH d g3 &2 g Zg Aol Aol &
To 2 %7135 & cutoverE £33 = AHU

i
3
u
ko
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9% 315 ulo| g o] A {4

= Hel st W vpo] 1@ o] Mo A PVC A 2] 2 235144 9.

A1) vlo]l 2@ o)A e 4$ PVCE A

[ ]
A Ze2H o 24| AJE PVCE 422 PV Hlo]E| & ulo] 18 0] A3}7] 918 PVC uj

g RN L.

°H gl Al o] A A & 4 5= Kubernetes ¢ H A E £ wlo] 18 o] A 5t#] ™ Kubernetes

A E nlo] 17| o] 4L F23AAA Q.
.vulo] 1ol d T3

Al A 7t F27 A2 el vpo] 2o A A S o] Ao 47) 9] nlo] L] o]
)] 9 Hlo]

npo] @ o] A o) ThE
R 538 3748 5 AaUth vlol adol 4 $aE ol SelAold A ALEA Bel, A9
B 482 $50ox nfo]ad o] A % npo] a0 A F o A o] A Qulo| =9} e #el e AP h.

o] 2 g o] A 2= v vhel2d ol @A F st &2 e Ui S 2EHAA 439U

PreBackup: 222 Z 2] 2EolA g &22 W37 A

PostBackup: &2 S 2HA A28

PreRestore: Uj 4 S 8] ~H A 4271 B4 A

LR

PostRestore: ] Z 2| 2HoA 427} H

71 Ansible o] v 2] == AH8-2F F o] 3 AHolv 2 23 5= Ansible Zd 0] 53 A5t F3

= Agk]tﬂ— /J\/\L’l];].

Ansible =g o] &

Ansible Z@o] %2 F21 Arol o] 74 Weo nfe=HUh $2 A8 o1& MigPlan A1-8 2 3
o] g hzo] AAE Fa2E, AHI2 AR D L2028 AHgat] Aeloz APHL T 4L 7|
2 6ol AN E Bedl S AY ATAoR dud urA A% APH o= 7] E=7} A7

9AY F28 A9olE A%HUh
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71 % Ansible 91} o]u] %] = registry.redhat.io/rhmtc/openshift-migration-hook-runner-rhel7:1.8
ol1]t}. o] o]n]x] = Ansible Runner ©] 0] x| & 7]ut o 2 3} Ansible Kubernetes #] 429 4] 3]
python-openshift @ ¢Jdlo] E¥ oculo| &S 3}

XA Ao T2 Ad o

714 Ansible o] vl 4 T4 AHgA o] F3 Aol S AL T & AgUTh

9.3.1. vlo] 1 o] $ 9] Ansible Zd o] & 24

mhol 1o)X FA2 A1 Ansible S0l 8-S H T 5 AFUTh MTC 9 242 A&7y
MigPlan A1z} 4 o] &) £ 2+(CR) v U5 2~ E o ] spec.hooks ] 7] ¥ 59 3L 2] A 3t $ A7} npo] 1
# o)A A 8ol F7hRu

Ansible Zd o] 52 33 Ad oy A Yo = vlERH Y. $3 #AH o] = MigPlan CRel #]
FE FY2E, A2 AR D UG 20 28 ALgstel o2 4Pk T2 Aol FH 2
Bold Aq =] Aol Aol A5l Bastd FES AFA A2 AR £22 AU

9.3.1.1. Ansible 2 &

Ansible shell 2 52 A} 83} oc 3 &

23

tllo

1]
4
32
o)y
kJ
k)

shell & 4

- hosts: localhost
gather_facts: false
tasks:
- name: get pod nhame
shell: oc get po --all-namespaces

k8s_info ¢} 72 kubernetes.core 252 Al-&3}o] Kubernetes &l 429} A5 83 4 A5

k8s_facts 2 & d
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W

fﬁ

- hosts: localhost
gather_facts: false
tasks:
- name: Get pod
k8s_info:
kind: pods
api: vi
namespace: openshift-migration
name: "{{ lookup( 'env’, 'HOSTNAME") }}"
register: pods

- name: Print pod name
debug:
msg: "{{ pods.resources[0].metadata.name }}"

ES AHESH] 00] ofd T8 AH7t BA o2 AYHA G= A5 29
3;:,10 G+ AFUG FIE Ao HAYHn FA) AT = A H= F
& 7|1vte 2 3.

- hosts: localhost
gather_facts: false
tasks:

- name: Set a boolean
set_fact:
do_fail: true

- name: "fail"
fail:

msg: "Cause a failure"
when: do_fail

1.2. 37 A4

MigPlan CR o] £3} vjo] 1@ o] A Y| Y 2d|o]| 2x 87 W52 53 A oo
= lookup =819 2 A}-&3te] AN 28 5= g

73 s

3w vpo] 2 o]

rx
o

Aggud. ol @

10

r

5



OpenShift Container Platform 4.11 Migration Toolkit for Containers

- hosts: localhost
gather_facts: false
tasks:
- set_fact:
namespaces: "{{ (lookup( 'env’, 'MIGRATION_NAMESPACES")).split(’,) }}"
- debug:
msg: "{{ item }}"
with_items: "{{ namespaces }}"

- debug:
msg: "{{ lookup( 'env’, 'MIGRATION_PLAN_NAME') }}"

9.4. mfo] 2 o] A A8 {4

MigPlan CR(A}84 o] 2l £2)dl4 74 248 A9, A 2 B 5 AFUrh

9.4.1. Z &2 A9

uto] 2 o] dst7] fla Blak 2EE EolAY & =75 AHSSte] o]u]A] & PVE vio| 1 o]
Ast7] 98l MTC(Migration Toolkit for Containers) vlo] g o] A A oA &4 __(01]: olulx] ~2EHY,
47 2FPV) T AB2IPN)E A 5 AHUTh

718402 MTC= Av| & 71E =1 2] 42 9 OLM(Operator Lifecycle Manager) 2] &5 vlo] 1
Fol Aol A A2l gnt. o2 @ Bl a2k A vpo] 2@ o] Ao A YA gk Aul = hgz 1 APl 25
2 OLM API Z1.59] 93¢},

Azt
MigrationController A}-8-2} X3 sl Y ~EE A Y}

I $ oc edit migrationcontroller <migration_controller> -n openshift-migration

54 g 425 A9 ste viNHTE F71ste] spec A S Hl o] EF o} AR A 9] vl i
W7 Qe BlA22] 79 additional_excluded_resources w7 45 F713 o).

I apiVersion: migration.openshift.io/vialpha1
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kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
disable_image_migration: true ﬂ
disable_pv_migration: true
additional_excluded_resources: 6
- resourcel
- resource2

ulo] 1 o] Ao A o]n|x] ~E HS A 2| 3le]H disable_image_migration: trues 3
71g-4 o). MigrationController Pod”} t}A] A] 25 @ imagestreams 7| main.yml 2]
excluded_resources &= 718 4t}.

ulo] 1@ o] A A oA PVE A 9] 3le]H disable_pv_migration: trues 3715t}
MigrationController Pod”} t}A] A] 2= persistentvolumes 2
persistentvolumeclaims 7} main.yml 2] excluded_resources &= =724 t}. PV u}
ol g o] A H|&A stshd wo] g o] A S AT W PV AN L v sgy .

additional_excluded_resources &5 ol A £] 5l2] = OpenShift Container Platform
HazE F71E 7 AsH

W73 AHgo] A8 ¥ == MigrationController =7} tA] A1 22 wj71%] 28 A= 7|dHY
t}.

2227} A HAQEA SFAF .

$ oc get deployment -n openshift-migration migration-controller -o yaml | grep
EXCLUDED_RESOURCES -Af1

Edgd = AR a7 2P

2 o

o

I name: EXCLUDED_RESOURCES
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value:
resourcel,resource2,imagetags,templateinstances,clusterserviceversions,packagema
nifests,subscriptions,servicebrokers,servicebindings,serviceclasses,serviceinstances,
serviceplans,imagestreams,persistentvolumes,persistentvolumeclaims

9.4.2. Y| 9] 25| o] 2= uj) 3

MigPlan CR(X1-8 7} 4 o] ] & 2)o) 4] vl gl 2 o] 28 vl B b A5 vho] 2ao] A Foll vl 2= o]
29| UID 2 GID W97} BA R B2 A2 E g4 S 24 vl 2 o] 27t B A9 A golof F)
o}

F AL 22 vz o] 27t FA G dd vl 25 o] 29 wll g

spec:
namespaces:
- namespace_2
- namespace_1:namespace_2

B>
=
ot
mlo

Z Y EFo| A8 FLE o5 vld & o] 29 v st AdE ezt syt 7]
@,

A0 22y g 2w o] 20k i Wl 23l 0] 9] o] F L F

Yt

spec:
namespaces:
- namespace_1:namespace_1

2utE vg 2ol 2 F2

108



9%, 31 wlo] 1 o] 4
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spec:
namespaces:
- hamespace_1

9.43. 97 % 24 A9

ulo] 28 o] A PVCE A 9] 6taL A48 vlo]zg o] A il PVC(F+ &8 Sd¢¥)E A9
PV(3 T 25)71 7249 % MigPlan A& 2} A 9] 7] 4 2+(CR)9]
spec.persistentVolumes.pvc.selection.action = 7| =2 A A 3l PVCE A9 5 YHFU ).

A 27 A

[}
MigPlan CRo] Ready 3] ¢ 4 t}.

spec.persistentVolumes.pvc.selection.action vl 7]l H == MigPlan CRol| F7}35} 32
skipo. 2 A4 3.

apiVersion: migration.openshift.io/vialpha1
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:
- capacity: 10Gi
hame: <pv_hame>
pvc:
selection:
action: skip

9.44.9¢ 25 49 w3

PVCE v 3to] &2 Ze]|2E oA PV(J T 2§ 28 ¢)) vlo|€ S MigPlan CRe] o3 22 2
ojm] ZEZH|A YT PVC(FT EF ZdY)Z vlolad ol T = dF Ut o] wd & AH&-3HA wlo] 1|
o] A ¥ of ZAlo| A9 4 PVC7} &2 PVCe} 57139 Yt

PV7I 22 H & MigPlan CR(AI&-#F A 9] 8] 4 2)d| A spec.persistentVolumes.pvc.name vl 7] ¥ 3=
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£ ¢dlo]E3ste] PVCE w3 gyt

A 27 A

[ ]
MigPlan CRo] Ready €] ¢ 4 t}.

MigPlan CR9l 4] spec.persistentVolumes.pvc.name w7 HG5E ¢ o] Eg o}

apiVersion: migration.openshift.io/vialpha1
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:

- capacity: 10Gi
hame: <pv_hame>
pvc:

name: <source_pvc>:<destination_pvc> ﬂ

2 Zel2E|ol 4 PVCs} U4 2] ~E] o)A PVCE A4 §uth. vl 4 PVC7} gl
W 4R o] 1WE ALg-ato] wlo] 2@ o] A Fol PVC ol 5¢ WA & YxUTh

=

945 97T EF

b
o

3 a3

MigPlan CR(A}-& A+ A 9] 2] &2)S A A 3 5 MigrationController CRS PV(3 7 25)2 243
t}. spec.persistentVolumes 2= 2 status.destStorageClasses &5 ¢] MigPlan CRel| =784 t}.

spec.persistentVolumes.selection B o] A 712 HZd S 5 JdHU
spec.persistentVolumes.selection 55 9|} 9] 712 W73 5l+= 739 MigPlan CRo]

MigrationController CRel| 9]3l] =42 o 3tS ol
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9% 313 vlo] 1 o]

rx
o

a1

spec.persistentVolumes.selection.storageClass vl 7| ' 4=2] 7] 232 o3 =g 9]
ue} 24 P

22~ Z 2] 2~¥ PV7} Gluster === NFS2l 7 ¢ 71272 accessMode:
ReadWriteMany ==+ cephrbd 2] 73-$- accessMode: ReadWriteOnce ¢] 7 ¢
cephfs ¢j 1t}

PV7} Glusters} NFS7} ofi] 71} cephfs == cephrbd= A18-3 5= gl= 7
T 71832 sY 2 A 2EZA FPYPU

FUF Z2H A 2ELA] FHEEAETE F Rle B 7122 A

Zel2H9 7|12 2E8 R FH2YYth

storageClass 7t MigPlan CR<] status.destStorageClasses &9l 4] name ujj 7]
FRHOZWHAL F IdFUY

2

storageClass kol vlo] 9Jo ™ nlo] 1 o] F PVol| 2E g X F 271 QH5Ud
o2 So] i ZH2E S NFS EF o= PVE o]5atalE A$ o] §40 AFF .

A 27 A

MigPlan CRo] Ready € ¢J 4 t}.

MigPlan CR9l| 4] spec.persistentVolumes.selection 33 | o).

apiVersion: migration.openshift.io/vialpha1
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi
name: pvc-095a6559-b27f-11eb-b27f-021bddcaf6e4
proposedCapacity: 10Gi
pvc:

1

r
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accessModes:

- ReadWriteMany

hasReference: true

name: mysql

namespace: mysql-persistent
selection:

action: <copy> ﬂ

copyMethod: <filesystem> 9

verify: true

storageClass: <gp2> ﬂ

accessMode: <ReadWriteMany> 9
storageClass: cephfs

3-8 = 32 move,copy, skip Ut} s}l At XA HE A 7123 ALY
He A9t o2 ZAdol AdHE 35 71232 copy 4yt

2]

585 &= 32 snapshot 2 filesystem¢l Ut} 71 2312 filesystem ¢t}

©

MTC ¢ iow 9 Al 2 BALo)] O 32l 3-4-S A= s verify v 7 57}
EAIF Y. false 2 24T 4 JdHFU.

MigPlan CR2] status.destStorageClasses E=9| 4 name w7l 4= gto = 7123k
S WA F s S AR SA @od vlo]ag o] § PVol] 2E 2R S 271 9l
Ut

5] g5 -2 ReadWriteOnce @ ReadWriteMany ¢ U t}. o] g8 x4 81« ekow
JlBzre 2~ 22 2AH PVCe| A~ m=9th MigPlan CRo|A 4~ me=xk Ay e
F AS5UT MTC g &2 A5 A7 S 5 iS5

9.4.6. MTC ] &0 2EA S

Y3 S 2H Yo A vlo] 1 o] A3l PV(F T EF)e 2EA SH2E Had
o] &7 32 H MTC(Migration Toolkit for Containers) ¢ <ol A vjo]lz g o]X A &S A
sl oF ¥ t}.

A 27 A
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MTC7} 23 =21 =& 2H ) cluster-admin d3lo] Q= AL&A = = 193 oF g}

MTC ) 220 226 g F71slok gyt

OpenShift Container Platform <] 2& 2] 1% g4 Folq Z2AEZS =Py}

ZAE ESoq ZeAES 2.

ZAE A AR o7 AU Th

DeploymentConfig o] 2 23 3Utt. 23 59 £=9] o] 2 7| =3 FUl.

ZAEe] YAML 912 4uth PVE ol 83 PVC(Q T 2§ 2d99)9 ol 52 S

MTC 9} 2& 04 spol 2 o) d Al S 2o

nfol 2ol A A8 F715 2P

ulo] 2l o] A A & o] Sl = 3~637 9] AEA J52Ha-z, 0-9)7t 35 o] of aln] Fulolr}

()& A= ¢ FYh

o] 2 o]l @ vlirollAd 2EEA S HES A9y

a2 ZLH FRAM 2EYA SRS S
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14

Ul 25 o] 2 s o] A 7} At

1.

12.
tee Yy
FT 2§ o7t Pk so| A o] |2 Yoz Med xaA 9 PVt EA P
13.
Z} PVol dj&] Y3t= Ui 28 A S5 A9 4.
14,
4eg 2.
vy ALo| A Al wlo] 1 o] A Al 8 S AF AL FH 7 S H U S TAFY
15.
2718 8934
A) 78 o] vto] el o] A A 8 o] o vhebgt.
16.
WS A ZstEd Al AFe A vwE ZE g
Migrations ol A &+ 7}X] |41, Stage 2 Cutover 7} ZA ).
31
of Fe]A ol PVC x5 ZAU A L.
@7 vho] 2@ o] A2 oj el Aol A e] PVC =S QulolEdA ekruth
17.



A9 3 g4 e} Stage vlo] 28 o] A == Cutover nlo] 13| o] &g o] LA Pt}

18.
mpo] 2ol A2 2 g,
A5k -4 o) u}g} Stage started ==+ Cutover started v A] x] 7} LA H ).
19.
A wlo] 1@ o] A AH S B A Migrations g olx WS Z3).
vpo] e o] A o] <] 7} Atk
20.
@A) vpo] x o] Aol T g A g W3 A Fae mUE Y5t Type (+3) Dol A
nfo] 1@ o] S Ae ).
ulo] 2 o] A Al A K o] %] 7} A AUt} DirectVolume @7 2 wlo] 18 o] A o] 313 5
3L A1 9] “3E 7k Running Rsync Pod7} H o] 47 25 tl°|§ & vio] a0l s A& Z 1
B7]1E EEY5ta BAIE AR AR E IS = JdFUH.
21.
ol%F A= EA =4 Stage == Cutover E 2833 R E @A 71 52 w714 7109
Yt
22.
OpenShift Container Platform ¢J =< 2] PersistentVolumeClaims 5§ & g4 t}.
g 28R FHLE AHESH= Al PVC= x27] PVCY] o] 5o 2 A HA| g A PVCE £
9 4 gy
23.
A% e Foq = & Fe Ut T2 ] ¥ert oA A= 3 QA A

move 2 copy Zd ol g AA g & MTC 92 Z= 5 FxsH A L.

skip =<1 ol t 3 A4l 3 Ul-§-& vlo] 2z o] Aol 4 PVC Al 9] & B2 81414 2.

) 29 AE B} by o Tl @ A Ulg-2 wlo]E BAL o A1 s FEsalAl

ﬂ
e
_>':
Iy
o
e
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o
i ]

9.4.7. MTC APIE A}1-£35}19] Kubernetes 9 H 4] E o] AE] wlo] 1 o] 53

2E PV o] €] & wlo] g o] A g & MTC(Migration Toolkit for Contalners) APIZ A}83}o] o] =
g A o] 4L 74 35t= Kubernetes © B A E o] A3 4 A vfo]l2d o] AL F38 4 d&F

MigPlan X182 4 ] ] & 2(CR) B =& 43l Kubernetes 2] &2 552 37} 24 A9 7] 9} 3
A AFte] ol @ 2428 F7t% BE =Y o3 MigMigration CRE A4 3te] mho] 2e o] 41 & 53
3teo] 43 g th. MigPlan &) 223 wlo] 20| A ¥ et

Fx

ulo] 2 g o] A F MigPlan CR2] closed vl 7]l ' =7} true = A A g 4 t}. o] MigPlan
CRo9l| tj3l] o= MigMigration CRS A A 3t 4= ¢l& 1o

a1
Kubernetes 2] A2 A8 5= 22 APl A& 7] 59Ut MigPlan CRE gdlo]l&
' 3}aL CLIE A1&3519 Mlnggratlon CR& AAsfoF gl MTC 9 &4 & Kubernetes
QHBAE o]y o]dE A AsHA] &HFU T

S &4 F 3U4E A18-35e] MigPlan CRl| Kubernetes © B Al E & 713 ).

Kubernetes ¢ 2.4 E £ includedResources A A o] F7}3 o). MigPlan CFM] >3
Resources 2 =7} A A = A 7 8 o] 4] group-kind 222 ¢Jg o = A3t} B2 Q)
A2gk ulo] 1 o] o 3.

il
T
T

e

A9 A labelSelector v 7/ A 5=2 371314 MigPlan o] 239 Resources & g & 3},
o] =& XA stA gt g 7)o} A sl= g AaLREnfo] 1 o] Ao £FHUT. ol & &
app: frontend glo]l &S HH & Al8-35to] Secret 2 ConfigMap g]l4&2 528 JEHHT 4 2
4t

Kubernetes g A2 &

5} igPlan CR& ¢Jdlo]|E35}a, A& 5 o 2 |abelSelector
WANHGFE F7tete] £FHE A LS

B g,

e =
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Kubernetes @] A~ 22 ¥3}3 == MigPlan CRE ¢ dl o] E3lH

apiVersion: migration.openshift.io/vialpha1
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: ""
- kind: <kind>
group: ""

Kubernetes ¢ H A E £ XA gt} (o : Secret =

X A1 labelSelector wl /| ¥ 45 F7}5to] 34 2

S e gk,

2]

apiVersion: migration.openshift.io/vialpha1
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: ""
- kind: <kind>
group: ""

labelSelector:
matchLabels:

<label> @)

Kubernetes ¢ B A E £ XA gt} (o : Secret =

o] 2ol A a9 Hol &S AZ U (dll:

+= ConfigMap ).

+= ConfigMap ).

: app: frontend ).

)
v
o
ftlo
+
O:o‘:,l

v
o
ftlo
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A9 3t Kubernetes 2] &2F vlo] 28 o] A 5t7] 913 MigMigration CRS A4 3 o
migPlanRef:ol] 4] &u}2 MigPlan o] == U =A AP

apiVersion: migration.openshift.io/vialpha1
kind: MigMigration
metadata:
generateName: <migplan>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan>
namespace: openshift-migration
stage: false

9.5. ufo] 1 g o] A AEE F4

ool 1 o] A A& A TS AAYSA L, 5 vlo]2d ol @ A% FALS 94
MigrationController CR(A}-& 2} A o] ] & 2)o| A] 7| A] A Kubernetes Z&}o|AES S 3}3t3, I+
2§ 327 23S 248 F Axvh

9.5.1. t 7t wlo] e o Mol Tl & A & =7}

o]+ 5 vlo] 2@ o] A& 95l MTC(Migration Toolkit for Containers)= vjo]zgo]X QH A E WU A
HolY g &2 g vlo] 28 o]d AEEH A TS 52 F AFUH-

Z2 e A 8704 vlo| 2ol 8L Fast7] Aol o2l WA AFate vl s of g

MigrationController A}-8-2} X134 (CR) viysl 255 AP .
I $ oc edit migrationcontroller -n openshift-migration

9o w7l W4 E Aol =g,

mig_controller_limits_cpu: "1" €}
mig_controller_limits_memory: "10Gi" 9

18



mig_controller_requests_cpu: "100m"
mig_controller_requests_memory: "350Mi" ﬂ

mig_pv_limit: 100 9
mig_pod_limit: 100 @
mig_namespace_limit: 10 ﬂ

MigrationController CRo| 4| A}-8-& 4= 9= CPU & A A 4o

MigrationController CRol| A A}8-3 &= 9= vl 2 2] 42 A

MigrationController CR £ 3 o] A}2& 4= = CPU &9 2 A A T} 100m

0.1 CPU ©+](100 * 1e-3)2 ebd o}

MigrationController CR 2 o] A}8-3 & A= v ¢S AF I

uto] g ol Ad & A= I EF FEALIHUL

spolz@lol A e 4 9l E= 48 AA T

uto] g o] A F A= U g Lol 5 AP At

Aulo| =8 vi7) M5 E ALgste] W7 AFHS Slsh upo] a0l A A8 S A4 T,

ulo] 1| o] A Al 3 o] MigrationController CR #| 3-8 % 335l+= 749 MTC &2 vjo] 13

ojd ARE AFE W A WAAE AT

9.5.2. 48 2§ ufo]ag ol I3 BF 7] 2 FA3t
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W FE 2ol A T2 Frhol RESA RES A BF vho] adlo| A PV(IT BF) A7 =
e YT + A5

PV<] E]Z_‘__-?L AL o] A E FFd] =23shA MigrationController CR(AH&-#F A o] 2] &)
PVC(F+ 2§ 2d )9 39 £2&88A &3S AA ==0A3dd &334 vz, 248 b3 o
aaﬂaqﬁsﬁkaﬂ°ﬁ&ﬂﬂﬂ-

pv_resizing_threshold vj7/] W14-= PV =7] A& 2123 A17]12 ARZ AU} 7182 AAIZL 3%
AUt = PV g3 AG-#o] 97%E 23 shd PV 27|17 249Ut PV 27] 24 ol 423 AHS:
Fol F2 FFEAA TASIES o] ARE =€ F dFHH

PVC &2 vt 715l w2t Aldg Y

PVCe 2 39 ~E & % & F(spec.resources.requests.storage)o] 2] ZZH|xJH &
Z(status.capacity.storage)= 7+x] 2o ] 2 zto] AL}

PV7} PVCE 53l =265 3 1450 PV 2 PVC 3] o o4 A x84 R=S W7
B 4% 0 2 3ol AsHU.

A 27 A

MigrationController CRo| A W& S A3 4= JJ=F PVCE 23 592l 311} o] 42] poda
A3 of .
Azt
1.
S2E FE g 2034
2.

MigrationController CR9] 3| x| & 2] &3l PV 7] 23 & IA 33 ).

$ oc patch migrationcontroller migration-controller -p '{"spec":
{"enable_dvm_pv_resizing":true}}' \0
--type="'merge’' -n openshift-migration

PV 27] =4 & v|&As}steld 312 falsez A4 Jot.
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9% 313 vlo] 1 o]

rx
o
[

A9 A1g: pv_resizing_threshold w7l =2 JHlo] Edlo] YAIZS EHYT

$ oc patch migrationcontroller migration-controller -p '{"spec":
{"pv_resizing_threshold":41}}' \0
--type="'merge’' -n openshift-migration

AA S Z3shd MigPlan CR e ol o5 38l A K v A 2] 7} A g Yo

status:
conditions:

- category Warn
durable: true

lastTransitionTime: "2021-06-17T08:57:01Z"

message: 'Capacity of the following volumes will be automatically adjusted to avoid
disk capacity issues in the target cluster: [pvc-b800eb7b-cf3b-11eb-a3f7-
Oeae3e0555f3]'

reason: Done

status: "False"

type: PvCapacityAdjustmentRequired

2
AWS gp2 ~E A 9] 79 gp2dll 4] EF AHE-FH A7 & Addste A o
ol pv_resizing_threshold7} 42% o]73<21 73 -9- o] WA A 7} EA] = A] k5.
- (BZ#1973148)

9.5.3. 7l A1 A Kubernetes Zg}o| A E A 3}

ulo] 1@ o] A Foll A5 o] FAH == MigrationController CR (X182} 4 2] 2] &2)ol| A F|A] &
Kubernetes o]l =2 B4 5h8 4 9141tk A2 the Aol A& 2ol 28 gho] vpo] o] 43
AG Y EY I A A|7ho] 2 AL 71 2 A5 o]Ao] AL

M
R

011% =°| AH &F whol 2 ol Aol ik Rsync M <] o]} Velero "¢} 3 &1} 3+
2= A998 AN = AN E STl FES] Aol FFHAA FFUH
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https://bugzilla.redhat.com/show_bug.cgi?id=1973148
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MigrationController CRol| 4] MigCluster CR3} 43 z-& 3l o] 223 R E APl g A2 E FA 6
22 AANE EolQEdE FrE 7t 2oy, dutdos APIAYZ AFH= 232 A A
A2 ol 5@ th AA = Yol EE 93] APl AW & RUEH I

AN A SEo|AEES S35 & OOMKilled 2 771 A 51'A MigrationController CR2] vl 2. 2] A
4

4
1.
0g B9e Agsta AN E Sl AES BT
$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json
--patch \
'I{ "op": "replace", "path": "/spec/mig_controller_enable_cache", "value": true}]’
2.
Ae A& o8 9% S 23 3to] MigrationController CR vl 2.2] A &% S
$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json
--patch \
'I{ "op": "replace", "path": "/spec/mig_controller_limits_memory", "value": <10Gi>}]'
3.
A AL o2 W E S 43 5la] MigrationController CR vl 2.2] 2 H & 3.

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json
--patch \

T{ "op: "
<350Mi>}]’

replace”, "path": "/spec/mig_controller_requests_memory",

value':
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10.1. MTC g3 &=

MTC(Migration Toolkit for Containers) §] && % += Kubernetes API& A}-8-3l4 Kubernetes 2] 4~
2,97 25 dolg 2@ Y} Ad o]y o]u X = OpenShift Container Platform 4.11= ulo] 2g|o] A g
% d#Uth

(MTC)= o3 gl A28 vlo]ag oAt

ulo] 2 o] d Al el A H vl Y23 o] =d Yt

g &do] A7 (A E g4 MTCIF vl 25| o] 25 mlo] 2 o] ASHA AU A s ¥ =
o} 4o FF vl =uo| 29t AZH RE QBAE} g| 42t nlo] 1 o] Ag Yt T Y| Q)
3 o] 20 EASA T FE2H FF e A2 FH2H FEd EAlEE Az n
2 g# A= A9 MTC7E 5 A9 gl &2 5 & vlo] 1@ o] A3}

o & E0] SCC(R e ALY XE AoF 7)== F2H FFol EA5E gl&h2o]n], Au| =
AR (SA)L Y Y 2 o] X 4] EA 5t B 422U th MTC7} vlo] 28 o] AstE U Y 23 o]
20 SA7} Y= A MTCE= SA9 A48 R E SCCE Ao =7 231 33 SCCE nlo] 2 o] A
U ud7A 2 MTCE vl 2lo) 29 G BF ZE Yol 928 9+ BEF S vlo] 2 o]
Ao

gz met ZE A B HLEEE FFoE uto]lagolAdsfof 5
FUth

CR(*H§ 7 3 9] #42) % CRD(AHE A B 9] 2] 22 4 o]): MTCE: vl 9] 23 0] 2= ol 4
CR 4 CRDE A-52 & wlo] 1g o] A3l
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MTC 91 222 A1-§-3te] o Fel7l o] A< vho] aa o] Aot vl the WA EFHA UL

2= &8 2Ho Migration Toolkit for Containers OperatorZE A X g o}.

QJE R AA 27} Al gks] A} §le A e 37 ol A Migration Toolkit for Containers
Operators A X & 4 AFUth &2 D O S 2He 435 AA2 AT D vy R 2EL
o tj gt U EL A AA 2 Agho] lojof ),

MTC7} Hlo] & & slo] aalo] Aot o] ALgahe 7 QBAE 2gelx el ¥A] 2 LA £
2 74P

228 o 2 2HE vlo] 280l A Fo) BA 2 EA R o] thek U= oA = Agho]
glolob itk ZHA] AW E ALehE A4 BA) 2 A Eelo 2 2H 2] YEYDL o)
2 S8R Y A E Ao} G

3.
MTC ¢ &9 &2 ZH2HE F71g44 .
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MyApplication
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Internal images
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Kubernetes I Velero
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i Velero | Kubernetes

________________________

PV1 PV 2

OpenShift PV1 PV 2

Container Platform

Migration API

Internal images Internal images

Source cluster Target cluster

MTC AH8-2} B 9] 2|4 F 1

MTC(Migration Toolkit for Containers)= th33 22 AF8-A} A 9] 8|4 2(CR)E A Y.
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https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migplan_types.go
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BackupStorageLocation (743, MTC &2] 2 H]): Velero ¥ ¢] 2 HA E 9] 9] %]

VolumeSnapshotLocation (74, MTC &2] 2 H)): Velero 2§ Y Ak2] 9%

MigMigration (24, MTC 28 2H): gl o|H & FH] 5t} vlo] 1 o] A & vt} wjo] 1 o] M 9]
A"t} z+ MigMigration CR2 MigPlan CR3} A4 5 o] 914U t}.

el (B, &2 el £H): vlo] g o]l A A 3L A3 u MigMigration CR& Z} &2 & 2 H |
T 71 €] Velero ¥ ¢ CRS A A3

Kubernetes ¢ B A E o] il &] CR #1

PV Hlo]H-& ®<¢] CR #2

22 (B, A3 Z8l2H): vlo] g o] A Al 32 A3 o MigMigration CR& tjd 2 2Hol| F
7N €] Velero -9 CRS A4 Ut

PV dlolg ) th3 CR#1 2 (<] CR#2 A1)

Kubernetes ¢ B A Eoj o3t CR#2 24 (M <4 CR#1 Al%)

10.2. MTC A&} R 9] 8] A2 wjU s ~E

MTC(Migration Toolkit for Containers):= t}3 A1-8-#F A 9] 2] &£2(CR) iU 2~EE A1&351o] A=
g A o] S vio] 2 o] A g o

10.2.1. DirectimageMigration
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https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/backupstoragelocation_types.go
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DirectimageMigration CR2 4= S| 2H oA U S| 2HE oA & A3 HAR

apiVersion: migration.openshift.io/vialpha1
kind: DirectimageMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_migration>
spec:
srcMigClusterRef:
hame: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
namespaces:
- <source_namespace_1>

- <source_namespace_2>:<destination_namespace_3> 9

wpo] 2| o) A T o] u] A 2 E3HE shLt o Ae] vl AT o] APt /| RA 0 = At Y|~
Ho]2e] o] g& 22 Y2 o] 29} EAFT,

TE o522 i vl Y &9 0] 29 Ak v 29 o] 29 w53 g

10.2.2. DirectimageStreamMigration

DirectimageStreamMigration CR& A2 Z & 2golA A S 2HE A oju|x] 2EH I
HARU oL

¥
N
BN
i

apiVersion: migration.openshift.io/vialpha1
kind: DirectimageStreamMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_stream_migration>
spec:
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
imageStreamRef:
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name: <image_stream>
namespace: <source_image_stream_namespace>
destNamespace: <destination_image_stream_namespace>

10.2.3. DirectVolumeMigration

DirectVolumeMigration CR2 A2 S AHA g4 Ze)2H = JF PV(I T+ 25)2 EAY
}.

apiVersion: migration.openshift.io/vialpha1
kind: DirectVolumeMigration
metadata:
name: <direct_volume_migration>
namespace: openshift-migration
spec:
createDestinationNamespaces: false ﬂ
deleteProgressReportingCRs: false 9
destMigClusterRef:
name: <host_cluster> 6
namespace: openshift-migration
persistentVolumeClaims:
- name: <pvc> ﬂ
hamespace: <pvc_hamespace>
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration

o7 28 2=H 9 PV Ul Y &Fo] A8 vHE8 4 truez A J o

2]

nlo] 28| o] A ¥ DirectVolumeMigrationProgress CRS 214 312 W true= A A o). F4)
3] 2% ¢13l DirectVolumeMigrationProgress CRe] 5% = 7] $]3 7] 23t false@d o).

W FH2Est E2E FH2E ol A9 2 2E o] 52 Julol =T

uto] 2 o] A& s} o] F 2] PVCE A A AU

10.2.4. DirectVolumeMigrationProgress
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DirectVolumeMigrationProgress CR-2 DirectVolumeMigration CR2] 3l 43S H o F 1.

apiVersion: migration.openshift.io/vialpha1
kind: DirectVolumeMigrationProgress
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_volume_migration_progress>
spec:
clusterRef:
nhame: <source_cluster>
namespace: openshift-migration
podRef:
nhame: <rsync_pod>
namespace: openshift-migration

10.2.5. MigAnalytic

MigAnalytic CR2 o] ] %] 4=, Kubernetes 2] 22 @ #& MigPlan CRo| A 4+ 2§ (PV) £ &2
SRS

e HolHE 4S5 A&,

apiVersion: migration.openshift.io/vialpha1
kind: MigAnalytic
metadata:
annotations:
migplan: <migplan>
name: <miganalytic>
namespace: openshift-migration
labels:
migplan: <migplan>
spec:
analyzelmageCount: true ﬂ
analyzeK8SResources: true 9
analyzePVCapacity: true 6
listimages: false
listimagesLimit: 50 9
migPlanRef:
name: <migplan>
namespace: openshift-migration

A Apg ol vl A 58 wrakgh o

2]

131



OpenShift Container Platform 4.11 Migration Toolkit for Containers

©

2
)
>
o
o
<
ofo
o
o
-3
et
o
L
Iy

olulA ol & 552 wAF ) 7| RS falseo| mz Z o] A 2A &,
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10.2.6. MigCluster

MigCluster CRS 52, 24 == 917 Zg2HE Fo g},

apiVersion: migration.openshift.io/vialpha1
kind: MigCluster
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <host_cluster> ﬂ
namespace: openshift-migration
spec:
isHostCluster: true 9
# The 'azureResourceGroup’ parameter is relevant only for Microsoft Azure.
azureResourceGroup: <azure_resource_group> 6
caBundle: <ca_bundle_base64>
insecure: false 6
refresh: false G
# The 'restartRestic’ parameter is relevant for a source cluster.
restartRestic: true ﬂ
# The following parameters are relevant for a remote cluster.
exposedRegistryPath: <registry_route> 6
url: <destination_cluster_url> Q
serviceAccountSecretRef:
hame: <source_secret> @
namespace: openshift-config

migration-controller pod7} o] S 2| 2HA| AP A G= 3F FHLH 0|52 QUOlES

Ut

2]
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10.2.7. MigHook

MigHook CRL njo] g o] A 9] XA H Ao A ALgA A o] A =& APl ulo] 1@ o] T35
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134

F 9] o] 1@ o] A ©A L Y Y 25 o] 2= MigPlan CRol| -4 gt}

apiVersion: migration.openshift.io/vialpha1
kind: MigHook
metadata:
generateName: <hook_name_prefix> ﬂ
name: <mighook> 9
namespace: openshift-migration
spec:
activeDeadlineSeconds: 1800 6
custom: false ﬂ
image: <hook_image> 9
playbook: <ansible_playbook_base64> G
targetCluster: source

A ALg: 7} vho] 2@ o] A FArkth LH& ol ol LS o] wiAMS] ghol TLH A7}
Z78Yh name s/ ¥ o] e AT Fast QAHU T

generateName vjj 7| 5= 313 |G 54| &2 vpo]ag o] d ¥4 o]F& AAQ AU
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AR A A o] 0] X E X A T oo : quay.io/konveyor/hook-runner:latest). custom~}
truel A% 24 FEYU.

base64= <179 H Ansible =d] o] &<t} custom7} false<l 3¢ H 4 =y},
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10.2.8. MigMigration

MigMigration CR2 MigPlan CRS 43 34 t}.

Al Be 8 vto] 2y o)A S APsHAY A3 F2l wholad o] A S LAY S5 E who] 1 o
Z 1 5l = Migmigration CRS A4 & 4= &Yt

tlo ‘

il

apiVersion: migration.openshift.io/vialpha1
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
spec:
canceled: false ﬂ
rollback: false 9
stage: false 6
quiescePods: true ﬂ
keepAnnotations: true 9
verify: false G
migPlanRef:
name: <migplan>
namespace: openshift-migration

A3 A vpol 2 ol dS A4t A true= A4 ).

¢59 vpo] 2ol A S EM s true= 43U

A A vlo] 1 o] AL AP A trueZ AZFUch tlolE 7t FEA O BALHS A F
2] 2€] 9] pod7t FA A 2Hyt.

nlo] 1 o] A F ol o ZE] Al o] A& F A1 truez 2 A ). backup GA Fo] A2 F
#2¥ 9| podi 002 24t
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6]

g S8l =g A vlo] 1 o] A€ pode] el E #2133 Running *3E] 71 o}d pod<] o] &
2 utEsa A true= A A o).

10.2.9. MigPlan

MigPlan CR2 wlo] 2 o] d A g 9] /U A 2] g}

g dld 2ol =, 32 @A, A £ 744 vlolzd oA S 74 + dFUL
i A

Z12H o % g °'*ﬂl 0] 2:9] o] F& A2 Y|P 2FH ol 29 FAFP UL & Ui
vl 2o =5 A s A ¢ vol 29 °] Sl UID 2 GID Y 917} HAlH 22 &2 5
£ W3 S EHAA v Y& o] 27t BA A S5 3 oF gt

apiVersion: migration.openshift.io/vialpha1
kind: MigPlan
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migplan>
namespace: openshift-migration
spec:
closed: false ﬂ
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
hooks: g
- executionNamespace: <namespace> 6
phase: <migration_phase>
reference:
name: <hook> 6
namespace: <hook_namespace> G
serviceAccount: <service_account>
indirectimageMigration: true
indirectVolumeMigration: false g
migStorageRef:
name: <migstorage>
namespace: openshift-migration
namespaces:
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- <source_namespace_1> @
- <source_nhamespace_2>
- <source_namespace_3>:<destination_namespace_4> m

refresh: false @

truegl 79 mlo] 1 o] A o] ¢+ = Q<5 th. o] MigPlan CRell o3 tt-2 MigMigration CR<
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A9 A3}k MigHook CR2] o] &< A& gt}

Al a}a}: MigHook CRe] ] ) 23] o] 22 2] A 3] o}

o

A9l AL} cluster-admin @ gto] = A H| = AP S A A YU
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11

- Ul g & o] 27 22 g Lol 29 b & ¢ A gy
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MigPlan CRo] true<l ¢ A3g4Yd.

10.2.10. MigStorage

MigStorage CR2 5.A] 2l 2 X E2]9] L HAE 2EXE 493

Amazon Web Services(AWS), Microsoft Azure, Google Cloud Storage, Multi-Cloud Object
Gateway 9! 49 S3 53 Sa9-= 2EAE AL o

AWS 0 235 8} ol = Sk vl W57t g,

apiVersion: migration.openshift.io/vialpha1
kind: MigStorage
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageProvider: <backup_storage_provider> ﬂ
volumeSnapshotProvider: <snapshot_storage_provider> 9
backupStorageConfig:
awsBucketName: <bucket> 6
awsRegion: <region> ﬂ
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
awsKmsKeyld: <key_id> G
awsPublicUrl: <public_url> ﬂ
awsSignatureVersion: <signature_version> 6
volumeSnapshotConfig:
awsRegion: <region>
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
refresh: false m
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1.
mig-log-reader X = 7143}

I $ oc -n openshift-migration get pods | grep log
@ vpolagold 25 HASHE v WS 49 F U
I $ oc -n openshift-migration logs -f <mig-log-reader-pod> -c color ﬂ
-c plain 332 A4 glol 225 AAIF YT

10.3.4. A% A X oA 2
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MigrationController CR(A}-&-# A 9] g]l&2)& A RE 7|S3513 F2H R 2 YHY 2ERA =
7}4 &4 t}. PromQL(Prometheus Query Language)2 A}Jlo}al nlo] 1 o] A5 A& st
AEE AT F Y&t Migration Controller Pod7} thA] A| Z5d 2 E v E o] A AA Pt}

OpenShift Container Platform ¢ &4 2 A} 83l A5 X Hol] A 2353 A E AP 4 Ad5Y

OpenShift Container Platform ¢ E&0A ZUHY - W EY S FYF.

PromQL 2] & 92 5k51 XA S A2 32 493 the Run Queries(Al el 4 )& 2

Ut

9 B} 9 Ko RE Awyt EAHA] oW Prometheus 242 A& th

10.3.4.1. Al 34 A%

MigrationController CR(A}-& %} A 9] ] 4-2-)-& MigMigration CR 4= 2 3|3 APl 2 4o |3t x| %
2 AZFch

10.3.4.1.1. cam_app_workload_migrations

o] W28 & A|7F 7 3o k& MigMigration CR 4= Y th. vlo] 1@ o] A 3] W7 3 7] APl &%
AR E F337] 913 mtc_client_request_count @ mtc_client_request_elapsed x| % 3¢l 35l+= ©)
23t} o] A EE Telemetryol] 35 o] A&}t

3 10.1. cam_app_workload_migrations metric

A 7t 2 ol & 2l A= Hols A4

status running, idle, failed, MigMigration CR2] AH&j
completed

type oA, HE MigMigration CR2] 3

10.3.4.1.2. mic_client_request_count

o] A 3L+ MigrationController 7} 2 33t Kubernetes APl 83 o] 773 44Ut} Telemetryol] =
0] 94 e
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3£ 10.2. mtc_client_request_count W £

A= 7hs & 2 ol 2l A= gol& 4+
cluster https://migcluster-url:443 Qo] uhglE Ze] AF
component MigPlan, MigCluster QA& WFal sl AEZE AP
function (*ReconcileMigPlan).Reconci &3 o] 23 % 7%

le
kind SecretList, Deployment 2 3 o] W @ Kubernetes £ &

10.3.4.1.3. mtc_client_request_elapsed

o] A % &= MigrationController7} 23} 3 Kubernetes APl & 3 ¢] =2 o) 7] A 7H(2 2] =)Y Ut}
Telemetryol = X35 o] UA] LFH o

3 10.3. mtc_client_request_elapsed v E 2]

A= 7hs g 2 ol 2 A= gol& 4+
cluster https://cluster-url.com:443 Qo] kgl = Ze] AF
component migplan, migcluster QA& WFal sl AEZ AP
function (*ReconcileMigPlan).Reconci g% o] wtai = 75

le
kind SecretList, Deployment 23 o] Wl @ Kubernetes 2] &2

10.3.4.1.4. 83 A=

ofo
o

Hol 2ol 4% HUePol AT 5 U R /A #-88 Azt g so] A&

mtc_client_request_count dFEAPI o 7 8% FEEE FHE

sum(mtc_client_request_count) e E = AP 2 5
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mtc_client_request_elapsed APl 2 7l A7 o = A E
sum(mtc_client_request_elapsed) APl @ 3o th3t & th 7] Al 7+
sum(mtc_client_request_elapsed) / H API 8.5 o) 7] A1 7F

sum(mtc_client_request_count)

mtc_client_request_elapsed / oA FIEZ AL AP 2 o Hg o) 7] A7k
mtc_client_request_count

cam_app_workload_migrations{status="runn 2%
ing"} * 100 g o]

10.3.5. must-gather & A}-&

must-gather &3 AH-§-5t] MTC AL8-AF F o] gz gt 2, WEY 9 AR
yrt.

i
<
o
]
4
¥2
o)y

must-gather t] o] Bl = 2 E 317 A} o] F R 5 o]of ).

1417} = 24470 5t o o] B & 47 3+ 7 Prometheus £4 & AH4-5to] tlo] €] & 2 % gl&uth

A 27 A

[ ]
cluster-admin ¢ & 9] A}-8 2} = OpenShift Container Platform 22| €] 21913}k ¢
Y.
[ ]
OpenShift CLI(oc)7} A 3] 5 o] lo]o} .
Azt
1.
must-gather d] o] 6 = A &3le = td g & o] 5}
2.
S dHolH +£3 &4 Z 3} g5 oc adm must-gather 2 2 A8 o).
[ ]

A A FLHIHE Y daS T L.
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$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-
gather-rhel8:v1.8

d] o] | = must-gather/must-gather.tar.gz 2 # 7 t}. Red Hat 517] € o A] 3
T AL At o] LS JE=F F dFUTH

At 24 A7t FHOIHE S Y daS T L.

$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-
gather-rhel8:v1.8 \
-- /ust/bin/gather_metrics_dump

o] ZAdell= d: A 7ko] A8 & JdFUH. Hlo]H = must-
gather/metrics/prom_data.tar.gz = A 3Fgt}.

10.3.6. Velero CLI && A}£3}4] Velero 2] 42 t]u| 7]

Backup 2 Restore CR(A}-&# A o] €] 42)S t]u]15}3 Velero CLI 5& A1 83l 225 AT
4 A&y

Velero CLI -2 OpenShift CLI Ex.t} A4 3 A B E A ZF ).

o

_?_

oc exec 832 A}-2-3lo] Velero CLI 932 A3 gt}

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

o A

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8ql

k1
o
i
%o
r
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https://access.redhat.com/

velero --help ¢4 <& A}-8-3te] = E Velero CLI 33 & v} 3.

I $ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
--help

Describe 4

=
L

velero describe 3 & A}-2 3} Backup ==+ Restore CR¥} A& ¥ A3 2 o F QoS AA

o}

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

o A

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8ql

Logs ®¥ &

velero logs ¥ % & A}-23}o] Backup =+ Restore CR9] =18 A3t}

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

ol Al

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
restore logs ccc7c¢2d0-6017-11eb-afab-85d0007f5a19-x41bf

10.3.7. 224 9l o] 27 o] 4 A3l T2

Velero CLIZ A} 5te] Restore CR(AH8-4+ A 9] g]42) 218 ZAAFste] R A2 npo] o] 4 4
9 A AR E DA 5 A5
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REAQ © FE Veleror} vlo] 1g o] Ao] Aallstx] ete FAI7F At HAFUh S S
CRD(AH8-# B o] @ &2 B ol)7t reted Ay 42 9 Ul 22 2E oA CRD ¥ bl A7t e
75 vlol 2@ o] o] grEE A v CRE ) ZE 28 A A HA 25U

Velero £ F#&#2Q @ 7= 7|53 th5 Backup CRAlA ymz] e HAEZ Ay

MigMigration CR2] ] & 213

$ oc get migmigration <migmigration> -o yaml

2 o

o

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: "2021-01-26T20:48:40Z"
message: 'Final Restore openshift-migration/ccc7¢c2d0-6017-11eb-afab-
85d0007f5a19-x4lbf: partially failed on destination cluster’
status: "True"
type: VeleroFinalRestorePartiallyFailed
- category: Advisory
durable: true
lastTransitionTime: "2021-01-26T720:48:42Z"
message: The migration has completed with warnings, please look at "Warn’
conditions.
reason: Completed
status: "True"
type: SucceededWithWarnings

Velero describe ™ & 2 A}-2 3} Restore CR2] Ae] & 3ol 3},

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore describe <restore>

2 o

o
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Phase: PartiallyFailed (run 'velero restore logs ccc7¢c2d0-6017-11eb-afab-
85d0007f5a19-x4lbf' for more information)

Errors:
Velero: <none>
Cluster: <none>
Namespaces:
migration-example: error restoring example.com/migration-example/migration-
example: the server could not find the requested resource

Velero logs 3 %2 A1-4-3}o] Restore CR 2 25 32l 3 ).

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore logs <restore>

2 o

o

time="2021-01-26T20:48:37Z" level=info msg="Attempting to restore migration-
example: migration-example"” logSource="pkg/restore/restore.go:1107"
restore=openshift-migration/ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-x41bf
time="2021-01-26T20:48:37Z" level=info msg="error restoring migration-example: the
server could not find the requested resource™”
logSource="pkg/restore/restore.go:1170" restore=openshift-migration/ccc7c2d0-6017-
11eb-afab-85d0007f5a19-x4Ibf

Restore CR =1 2 7 | A] X 2l the server could not find the requested resource 2 {1 &
Aoz Mg vpo] 2ol M) 1L e th,

10.3.8. ¥4l 31 22 913 MTC A}-&A A 9] 242 ALE

S MTC(Migration Toolkit for Containers) A}-8 2 A ¢] & 4~ 2(CR)Z 3¢l 3} ulo] 1y o] A
) FAE AT 5 dFU
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[}
MigCluster
[}
MigStorage
[}
MigPlan
[}
BackupStorageLocation
BackupStorageLocation CRol|:= CR& A A3t MTC 21 =€ A5 AdH 3=
migrationcontroller @l o] Bo] £t 5 o] A&FU.
labels:
migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93
[}
VolumeSnapshotLocation
VolumeSnapshotLocation CRol| = CR& A A3t MTC 2l ~€l A5 2dH 3=
migrationcontroller @ o] Bo] £33t 5 o] A&FU
labels:
migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93
[}
MigMigration
[}
Backup
MTC+= Ul 28 2=HodlA PV(d+ E5F)= Retaino 2 vlo] 2| o] A3 PV(H T+ EF)9 3
T A& M7 gy . Backup CRell= 9 35 A A& Jehd = openshift.io/orig-reclaim-
policy F4| o] 35 o] QlFUTh vlto]a o] dd PV 3|5 AA & o= 54T F AFY
t}.
[}
Restore
EZAX
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openshift-migration ] ¢ 23] o] ~¢]] MigMigration CRS 1 <3 0.

$ oc get migmigration -n openshift-migration

%9 o
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

MigMigration CRS A AU o).

$ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshifi-
migration

2o 0g ol Ao FARI

MigMigration o] ] =2

name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10
namespace: openshift-migration

labels: <nhone>

annotations: touch: 3b48b543-b53e-4€44-9d34-33563f0f8147
apiVersion: migration.openshift.io/vialpha1

kind: MigMigration
metadata:
creationTimestamp: 2019-08-29T01:01:29Z
generation: 20
resourceVersion: 88179
selfLink: /apis/migration.openshift.io/vialphal/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10
uid: 8886de4c-c918-11e9-95ad-0205fe66cbb6
spec:
migPlanRef:
hame: socks-shop-mig-plan

namespace: openshift-migration
quiescePods: true
stage: false
status:
conditions:
category: Advisory
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durable: True
lastTransitionTime: 2019-08-29T01:03:40Z
message: The migration has completed successfully.
reason: Completed
status: True
type: Succeeded

phase: Completed

startTimestamp: 2019-08-29T01:01:29Z

events: <hone>

PV tlo]E = 4% 3l Velero " ¢] CR #2 oA =2

152

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-
95ad-0205fe66cbb6
openshift.io/orig-reclaim-policy: delete
creationTimestamp: "2019-08-29T01:03:152"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/vi/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-
85e6-5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
excludedNamespaces: []
excludedResources: []
hooks:
resources: []
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
- persistentvolumes
- persistentvolumeclaims
- hamespaces
- imagestreams



- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:
migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storageLocation: myrepo-vpzq9
ttl: 720h0mO0s
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Kubernetes 8| &2 2 A9 3}l= Velero 29 CR#2 oA =3

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z2"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252¢9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/vi/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-
9555-d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11€9-9555-d129df7f3b96-s224f
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excludedNamespaces: null
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true

status:
errors: 0
failureReason:
phase: Completed
validationErrors: null
warnings: 15

10.4.1. 4 2§ vlo]ag ol o] 4uHA 2

AH EF vlolagolAo] k2 H XA gow g FE2=H &2 F82H 9 53 node-selector
F40] 912 4 AFUh

MTC(Migration Toolkit for Containers)= Bt ZIE 2 E A oF =7 @ 2AEH &7 AHES {A 8
71 918l B & FA o] A vl 2d o2 vpolag olAdUn A EF violzg ol Fo] MTC= &
2 F 2HolA vto] 2y o] dE vl o] 2] g} F2HA Rsync A4 x=5 At o
A ZE g & ol2d A2 FH2H Udad ol 29 FUg F4o] gle B Rsync A% X =5
o ¢k8t 4= ¢l5 Ytk Rsync £ =+ Pending el = g g4 t}.

MigMigration CR2] Ae] & &213 .

I $ oc describe migmigration <pod> -n openshift-migration
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290l g8 Al WA 7 EFHU

29 o

I Some or all transfer pods are not running for more than 10 mins on destination cluster

22 | EH A vio] 2y o] dE vl & o] =9 AR FRE 7HAJFU T

I $ oc get namespace <namespace> -0 yami ﬂ

wfo] e o] A8 vl 9l 2 o] 2 A4 g

g S8 2HolA vio] 2 o] dE Y 2ol A5 AP AU
I $ oc edit namespace <namespace>

t}2- o 9} Z+o] ulo] g o] A A v Y 25 o] 2] +H openshift.io/node-selector 4] &
F7hd .

apiVersion: v1
kind: Namespace
metadata:
annotations:
openshift.io/node-selector: "region=east"

EREEERE EER-RRSE LSS

10.4.2. &7 WAIA 2 2 Wy

o] Al { o) Al &= MTC(Migration Toolkit for Containers)o] A& 4= 9= AutAQl 9 F WA X 9} &
229 d e A= WE S AgIdyd.
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ERE
F shtolA A

10.4.2.1. MTC 2& 9l 25 AN =3 o
3}#] 32 & w] CA certificate error v A] ] 7} A 5w S8 2H

MTC ££&9) A
U

AHE CAQAZAE ALT 715 Aol =
1542 F7H8 o

o] A E & AsleElH 27 A A9 EA]H oauth-authorization-server URLZ o] 53l QAZFA &
FrHoR S AstH A ¢ Bal-A 9 A= A FAd <l

o] A&
F4 7 olE35lo] § HolAE N2 13

SerguTh

%2138 5 Unauthorized v A %] 7} ZEA]=H MTC

=
‘IT

4

A A2 TG

OAuth 4w o] th & |2

A TR AU AA S )

OpenShift Container Platform 2<£ o)l th 3 Y| = = A A
st L.

2 Adsle =5
T Fx

oauth-authorization-server URL<]| o] 3F 9 4] 2~
OAuth A 7HA)| 3 @ &= <l&] M 23 5 Q= MTC

tilo

-] il

Hel¢A § AA71E AHS-ste] MTC 2< §) slolA & &

Migration Ul pod 219 2 771 QA=A APl

AFA

XL R L
A% A o

10.4.23. & 5 gl= AT
ZA A8 A Q1FA = AL-§3te] MTC(Migration Toolkit for ContainersH 2 E= EH
Certificate signed by unknown authority @ & A %] ¢} g4 ¢

o
AEFHE BIE= A9

Q
L
—
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https://access.redhat.com/solutions/5514491

i
)
et
&
32
o)y
kJ
I

71w MTC €}

H

AHEAL B9l CAQISA HE LS AAsa S8 2H e EAl | XA B S
Z&d d2=F F A5y

Z2A 2

97 2N CAAZANE ezt CANE sl 2 Ak

$ echo -n | openssl s_client -connect <host_FQDN>:<port> \ﬂ
| sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > <ca_bundle.cert> 9

239 22 FQDN ¥ ¥ EE XA g (4] : api.my-cluster.example.com:6443).

CA WS el o] 52 A4 g,

10.4.2.4. Velero pod = 19] Wi¢] ~2E & A 9X] & F

Velero Backup A&} A 9] 2] 220 £A]31A] &= M 2E2 A 9X(BSL)o| tj3+ F=x71 £34
7d%- Velero Pod 219 &3 742 Q {7 WA X7} A€ S AH5U Y.

$ oc logs <Velero_Pod> -n openshift-migration

2 o

o

level=error msg="Error checking repository for stale locks" error="error getting backup
storage location: BackupStorageLocation.velero.io \"ts-dpa-1\" not found" error.file="/remote-
source/src/github.com/vmware-tanzu/velero/pkg/restic/repository_manager.go:259"

olea o7 WMAIAE ZAHE Fuich FetE BSLE <la) vpo] do]Alo] AmshA = ekguith.
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10.4.2.5. Velero Pod 22°] Pod 2§ W A| 7 23 2 &

Restic A 7FA| 3t o 2 2l 5| vlo] 1y o] o] A 3s}H Velero pod =19 t}2 /71 A E Y.

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting
for all PodVolumeBackups to complete”
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165™"
error.function="github.com/heptio/velero/pkg/restic.(*backupper).BackupPodVolumes"
group=v1

restic_timeout®] 7] 2312 1 A1 ZkdU T gho] S5 o7 WAA] whgto] (Ad = Ao= HE @
Foll £ diat & vpo] 2 o] A9l A ol wiZ] W E 5 5 sy

EZA A

1.
OpenShift Container Platform ¢ &<l 4] Operator — 4 ] & Operator= °]-5 g},

2.
Migration Toolkit for Containers OperatorS =2 gt}

3.
MigrationController €} o /] migration-controllers &2 gt}

4,

YAML ol 4] ok vl A W4 ghe delol e g,

spec:
restic_timeout: 1h ﬂ

A3 D9= h(A7h), m(E2) ® s(x)A Y tH(A: 3h30m15s).

10.4.2.6. MigMigration A} &2 XA 2 A9 A3F F24 AA o7

9 A| 2 ol HAF MY S ALE5te] 7 B F L vlo]ad o] AE o Hlo]g el AfsA
MigMigration CRell 02 2 771 TA Y.
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e
i)
2

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: 2020-04-16T20:35:16Z
message: There were verify errors found in 1 Restic volume restores. See restore
‘<registry-example-migration-rvwems’
for details
status: "True"
type: ResticVerifyErrors 9

2 7 "IA1 A = Restore CR o] &2 4 ¥ gt}

_,d

Kl
e
rid
e
r
)
r o
to
4
o)
K
Jo
ofl
o
W
iy

ResticVerifyErrors= 321 @ 77

Restore CRE 3elata] o] el @ 7o) 4 e AW e 4 YHvidh.

Z2A 2

1.
o3 Ze gl 22A3Yd.

Restore CR& 1 7]:

I $ oc describe <registry-example-migration-rvwems -n openshift-migration
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=322 PodVolumeRestore & 571 9= 97 BEF5L A3,

e
i)
L

status:

phase: Completed

podVolumeRestoreErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

podVolumeRestoreResticErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

PodVolumeRestore CR X 7]:
I $ oc describe <migration-example-rvwcm-98t49>

2 ¢ {FE 7] 3 Restic podE 28 g}

flo

o

e
i)
2

completionTimestamp: 2020-05-01T20:49:12Z
errors: 1
resticErrors: 1

resticPod: <restic-nr2v5>

Resticpod 2715 B3 2 {7 E 5.

I $ oc logs -f <restic-nr2v5>
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10.4.2.7. root_squash7} &4 3}¥ NFS 2~ E 2] X o] 4] ulo] 13 o] A uj] Restic A3 27

NFS 2E 2R o Aq] d| o] E] & wlo] 1 o] A F<| L root_squash7} &4 s}€ 739 Resticol
nfsnobodyol vl 3 =] 31 wfo] 1@ o] & P T 4= )= A3o] Yl ) Restic Pod =19 O3 2 7
7} EA .

29 o

backup=openshift-migration/<backup_id> controller=pod-volume-backup error="fork/exec
/usr/bin/restic: permission denied" error.file="/go/src/github.com/vmware-
tanzu/velero/pkg/controller/pod_volume_backup_controller.go:280"
error.function="github.com/vmware-tanzu/velero/pkg/controller.
(*podVolumeBackupController).processBackup”
logSource="pkg/controller/pod_volume_backup_controller.go:280" name=<backup_id>
namespace=openshift-migration

Restic?] 7} 152 A A 532 MigrationController CR nj U3 2~ E 9] 15F IDE F715to] o] A
E84% 5 dH5UY.

A3}

NFS 2~ E 2] A o] A Resticol g B 1752 A FU

2% 2870 A4 HE% NFS 9 2o setgid M ES 4431

A2 9 g4 222 9] MigrationController CR njj U] 5| ~E o]
restic_supplemental_groups wi7| ¥ +& F71g4 o

spec:
restic_supplemental_groups: <group_id> ﬂ

Bz 2% DS AZ T
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4,
W7 Ate A8

= "1

4 == Restic Pod7} ttA] A1 &2 W 71%] 7] Y o).
10.5. vlo] 1| o] A =

MTC § £& T CLIE AHg-5to] vpol 2do| 42 ST = A5uth

e

vlol ado| A e FEOE B9

Fe dFU
10.5.1. MTC ] & & A14-3l9] vlo] 2 o] =W
MTC(Migration Toolkit for Containers) ] &2 Al-8-31¢] vlo] 1@ o]AE EMT 5 JFYT).

3

g 2ozt Avg 49 2§ vpo] 22 o] 4(DVM) o] F Hul 3-& A3l uho] 2 o]
MR U &5 o] 2ol ol YHU T,

[}

T4 9 (22 g Z22H)
[}

Secret S HAE (&2 9 A} S8 2H)
[}

Rsync CR (&2 &8 2 H)

Ul $43 vpo]ad ol d AP S Ao w APt A3l o] 2 o] 9
A2t AF o2 ARl gy

wpo] g o] A As| = 18] o Zel Aol Mol FAH A A7 BF| dloE] 242 WA H W vlo]
280122 Sws)of k.

L fZeA ol Aol 2= FHEHAA AL A FolBR vio|ag o]l Fol dfEg Aol Aol FTA
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A e A Ewo] FQ A &S
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uto]l 2y o)A A& Ho] A v
]
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& ZE st vl 2ol AolA S e g
3.
2w sz Suo] 29 w71x 7Pt
ulo] g o] A A 8 A3 Aol A 29 A Fo] EAHU L
4.
2= 28 2= 2] OpenShift Container Platform ¢§ £&0]A S o] AFIA A Ay
.
a.
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$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialpha1
kind: MigMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
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spec:
rollback: true

migPlanRef:

nhame: <migplan> ﬂ
namespace: openshift-migration
EOF
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I $ oc delete $(oc get pods -I migration.openshift.io/is-stage-pod -n <namespace>) ﬂ
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I

I $ oc scale deployment <deployments --replicas=<premigration_replicas>

Deployment CR2] migration.openshift.io/preQuiesceReplicas 34} ol = H-A) 2 o] A}A
ulo] 2@ o] d S 7} A H Y.

apiVersion: extensions/vibeta1
kind: Deployment
metadata:
annotations:
deployment.kubernetes.io/revision: "1"
migration.openshift.io/preQuiesceReplicas: "1"
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$ oc get pod -n <namespace>
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