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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#managing-metrics
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® Prometheus Operatoro] 4] Probe CRD(AI-& A A 2] gl 42 A 9])E Al&-35la] 4 7]vk = UH
g8 243
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MY, /1% 35 B A5 A0 e oA WARe] B34 ngHA gk

ir

2.2.2. Operator =Y E & ol tf gk x| & 2

Operator 2 U B & & OpenShift Container Platform R U E & 2| A7 A A W gl A2EH g 2 ZH5 sl
=] &Fel gt ). Operatore] CVO(Cluster Version Operator) #] o] 7} 2] 4 ¢] =] Operator7} A4 ¥ 7 o)
SHIA AU, S 2H QEAES A& 2 AY QU0 EE AR TH

¥ 7 Foll &= Operatorol] 3k CVO Al o] A F &7} 8 5= AA T o] = A D H A o /fE 4
229 74 R =S Fe oy BTt AH o ® FA A FUTh

Cluster Version Operator A A 2]

spec.overrides vl 7| H =5 CVO 9| F#/dof] F7}ste] | A 7F 748 g 4of th g CVO & 2ol tf &+ A1 4
o] 29 AT F UHYh A 84 O3l spec.overrides[].unmanaged 1l 7/ 5= true= A4
st S AE ol =7 2 E 5L CVO 2 A o7 2 E 5 de Aol Al A ALy o

Disabling ownership via cluster version overrides prevents upgrades. Please remove overrides before
continuing.

L
CVO A A ol & A st A S8 2H7FALHA &= Fei7t H 32 ZYUEHY 2H

o] o= el ot 24 HA &= dyth o] = Operatorol] =9 A=A 75l
o m ) JuolEVF LAER FeUth A DS ALsEw Qo2 A A% 5
B E BA S A @ ok g o

Sy,
-

23. BUEY 28 74 ]

lut
st

shel MU EY 2o

)

Y,

PN
T3

i

74

EYEE 74 HS AAdsta gl

231 828 2UEYH A W AA

= 2 OpenShift Container Platform = U H ¥ 74 2 45 -4 512 W openshift-monitoring Z = 4 &
o] A cluster-monitoring-config ConfigMap ¢ = 4] E = A A 5fj o} gt t}.

Z3
cluster-monitoring-config ConfigMap ¢ 2.4 E o tf 3+ 7] A}at2 A 354

openshift-monitoring Z 2 2| E o] 1 = 2 & Pod7F A vl £€ 4= d5Uth o] 8
4 a7t A xS = Aol b A E sy

AHA @ ALY
o cluster-admin =& ~F o] AHEA R Sl Ao A 2T = dFHTH

® OpenShift CLI(oc)7F A X] & o] )5t}
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Z2A 2

1. cluster-monitoring-config ConfigMap ¢ 24 €7} 9l =X] &<l gt}
I $ oc -n openshift-monitoring get configmap cluster-monitoring-config

2. ConfigMap ¢ B4 E7} gl= 79

a. th& YAML vy s = E 2 A gt ] o 4l o A = 5+ 2 cluster-monitoring-
config.yamlo] 2} 37 gy o).

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |

b. ConfigMap ¢ B4 E S A7) 9a] 745 A&Frh

I $ oc apply -f cluster-monitoring-config.yaml

232482 A Yaze R UEE A W A4

ALEAL Aol 22 A EE RUHYSIE A 45 4 58 | openshift -user-workload-
monitoring<l| 4| user-workload-monitoring-config ConfigMap < 2 4 & & A A 5} o} g1t}

4

user-workload-monitoring-config ConfigMap ¢ 2.4 E of t] 3 ¥ 7] A} 3
openshift-user-workload-monitoring ZZ A € o] J 1 == 7 &= Pod”
FUTh ol H g 4 8 A7 A EE = Al 7ke] thA A E A FUTh

o] ZRAE g RUHH S A7) Al 44 WS AL S T AFUTH
PodZ A v L 3}A] == 3}

AR 8 7 AL
e cluster-admin S| 2€] 9 &9 AL A2 Fe] AFHo| AA AT 5 QS5
® OpenShift CLI(oc)7} A =] 5] o] 9l T}
Z2A 2
1. user-workload-monitoring-config ConfigMap ¢ 22 & 7} 9l =%] &<l gt}
I $ oc -n openshift-user-workload-monitoring get configmap user-workload-monitoring-config

2. user-workload-monitoring-config ConfigMap ¢ 24 E 7} §l= 729

a. 2 YAML ti Uy s 2EE A A gt} o] o Ao A= 3} Y 2 user-workload-monitoring-
config.yamlo] 2} 31 gy o)

I apiVersion: v1
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kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

b. ConfigMap ¢ 2 A= A 35L7] Y 74 &3

I $ oc apply -f user-workload-monitoring-config.yaml

3

S AE BRI AR A A o] ZRAE 3 RUH P S 4 stetA] e
. 3t user-workload-monitoring-config ConfigMap ¢ =24 &
A o] &4 stul o] A FFY T

OpenShift Container Platform 4.119] 4] = cluster-monitoring-config == user-workload-monitoring-
config ConfigMap ¢ B4 E 2 A} &3] RUEHH 28S 24T 5= 5y th 7+4 WS CCMO(Cluster
Monitoring Operator) S 4 8k t}& g o] 4 9 A2 Ao
REE
e 314l OpenShift Container Platform U EH & 14 @ 492 7%
o cluster-admin & =¥ & ato] A} &2} 2 Za] 2F ol A 28 5 gl
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
o AgA QY TRAES RUHYSE TH 228 THHE S

o cluster-admin &2 ¥ o &9 A8} 2 = openshift-user-workload-monitoring =~ =
A € o] 4 user-workload-monitoring-config-edit & s+2] A} &2} 2 2] g o A AT 5=

Ay
o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

® OpenShift CLI(oc)7} A =] 5] o] 9l T}

ZZ A2
1. ConfigMap © 24 E 2 ¥ 3t}
e 314 OpenShift Container Platform R UE 4 2 45 FASHHTS T 3

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
= d8gdyoh

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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b. data/config.yaml o}2jj o] -4 & 7]-%k 2+ % <component_names:
<component_configuration>°. = 37}34 o}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
<configuration_for_the_component>

o] ol w}2} <component> % <configuration_for_the_component> = v} 1t}

t}L- o] 4] ConfigMap 2 2 4] E = Prometheus?] PVC(4 4+ & & ZFdd)= +A Y}
o] = & 4] OpenShift Container Platform -4 2. 4-%F 21 E 3 3}+= Prometheus 21 &~ H
28t -] AF YT

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: fast
volumeMode: Filesystem
resources:
requests:
storage: 40Gi

@ rometheus 74 25 Aol 34 YL D TS AT

o AR Qe ZRAES RUHY e 74 2k

i

FA RG-S YT
E of

a. openshift-user-workload-monitoring = = 4
config ConfigMap ¢ 24 E & #3] gH o}.

| 4] user-workload-monitoring-

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}2jj o] -4 & 7]-%L 2+ % <component_names:
<component_configuration>°. = 37}3t4 o}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
<component>:
<configuration_for_the_component>

o] ol w}2} <component> % <configuration_for_the_component> = v} 1t}

t}2- o 7] ConfigMap @ 2.4 E = Prometheusdl] t) 3+ v o] g B = 7]7F & 2 4 AE o]
Y g az 238 FATUD ol AFE A A o Z2AE v U E ¥ s Prometheus
A2z Aol sy

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h g
resources:
requests:

cpu: 200m 6
memory: 2Gi ﬂ

Prometheus 7/ 8 4 & A o]slH $& P2 3T +AS HFth
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Prometheus 7A€ol o] t)3F 200U ] ol o] H A A2 &3S Ao )

o0 09

Prometheus ZAE| o] 1] ol th 3+ v 2] 2GiB2] % 4 Pod 8] 22 23S A o] 3}

3

Prometheus 7+ W 4 2 4+ cluster-monitoring-config ConfigMap
9 B A E of A] prometheusK8sz} 12 5l user-workload-monitoring-
config ConfigMap < 2 4 E o] A prometheusz} 17 g1t}

2. 3192 4g3}e] ConfigMap B4 ol o W7 AHS 2 & Th Al 249 G 0t
Pod7} A+ © 2 ThAl A 2L o,

Fa
S 2E FYHATAME A F o ZRAEC HF RUE P S & 5EA
Eo] A8

[e]
user-workload-monitoring-config ConfigMap < 2 4| E of % &
d8tE o] AA BEFU-
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-
X,
o
it ot
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.
EYEE 74 fol WA Atdel A EE 3d =24 E 2] Pod B 7| €
= . : =

27} AWM EE 5
2% T A 5 2y

25 74 7 EYUEY 74 82

ol X FAY F d= RYUHH FA 24 ¢ cluster-monitoring-config 2 user-workload-
monitoring-config ConfigMap @ B A EoA A QA5 G slE Ul AFESH= 7] & o5yt

2174 M@ nUEY 74 a%

cluster-monitoring-config 74 user-workload-monitoring-
" 7] config 74 W 7]
Prometheus Operator prometheusOperator prometheusOperator
Prometheus prometheusK8s prometheus
Alertmanager alertmanagerMain alertmanager
kube-state-metrics kubeStateMetrics
openshift-state-metrics openshiftStateMetrics
Telemeter Client telemeterClient
Prometheus Adapter k8sPrometheusAdapter
Thanos Querier thanosQuerier
Thanos Ruler thanosRuler
ZHa1

Prometheus 7]+ cluster-monitoring-config ConfigMap < 2 4] & of 4]
prometheusK8sz} 1l 5} user- workload-monitoring-config ConfigMap < = 4] & oj
4] prometheusz} 17 gt}
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T

BB P 229 02 2w EE A o] 5ol A 24
27 AV EE QAo e} AREE B

Au)
et
-+
%o |
) d
L
£ b

2.6.1. == A7) 7 2 A ¢k 2 ANA FEst= b
== A7) At 2L At BUE Y 74 84S ol FstE 49 Fel2E o] gdPod o ok A
ol T A oF 2710l 2AT = AFUT

® PodHjz] & Ao]st7] Al EE=A] Fuf AloF 2310] A 84E F AFHTH

® Prometheus, Thanos Querier, Alertmanager ¥ 71 e} R UE 3 74 Q40 3 st= F-A4
A gt F o] A& Eo] ol gt 4 949 of 2] Pod7} 3 ThE o EufE B R 3 7184 o]
sobgth

EE o PodE o ¢a u) Pod 2AZ=8 = Pod M X & AA S v 7] A<k =4
Pod 2A|Z & 7l oW =T o v X2 PodE AR T v 2 E A2k x710] &3

wEh] == A7) Aok 2 AL FASFAD EAGF ZALE BT FES 5 e A Pod 2AZEHE
wE A 207 YA 5 1o =] v X & Pod e o oba}A] sk Th
REUEHHE FA4 240 i3t edEA 3 178 L A5 HH 82 =22 AL 4 =% et
T 84golEsly] Y8 = A7 At 2AE TAL o RE A 2AA AH A FAFUG
F7tEas

o oA ghil S o] Est= WY o] 3

o GA W FAA A 22 Ag-ste] THE Podell 4t} 4 21 Pod i |
o Pod EZ 27 3u] 4|k 2712 AF&-ske] Pod 1) 2] 4] o]

o =t 7)o o3 Kubernetes 4 ¥ A

28 T Q0 AEAYT SHLHY] =S AW 22 dE S A st e s 74 249
ConfigMap < H A € o] 5] nodeSelector xﬂ ok x21E I

=77

o oFH 7]E Podoll = A8 7] Al F 215 AH F71e + glsyth
AR 8 7 AL

e 314 OpenShift Container Platform R U EH& 4 @ 492 7%

o cluster-admin 22 ~g] & 5to] AL 22 Fa] 2F o] AA AT F A5 o
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o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 514 &Lt

o AHgA AL ZrAES RUHYFE T 248 TAFE DS
o cluster-admin &2 ¥ o &9 A8} 2 = openshift-user-workload-monitoring =~ =
A € o] 4 user-workload-monitoring-config-edit & s+2] A} 8212 F2] 2~E o A AT 5=
UHFHTH

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&t}

® OpenShift CLI(oc)7} A =] 5] o] 9l

EZZA X

Loobd SaslA e 49 mUHY 74 ax

i

AP m=of g F71gYTh
I $ oc label nodes <node-name> <node-label>

2. ConfigMap ¢ 24l E 2 AR gt}

e 34 OpenShift Container Platform Z2 A EE 2 UHHsl= 4 24 E o] Fsle| At
< I

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
gAY

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. data/config.yaml ol 4] =4 @ 4 ¢] nodeSelector A| ¢ 71 9] == F o] &S A T

=8

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node-label-1>
<node-label-2>
<...>
&lt ;component& gt; & A3t T UEE 28] A 84 o] 5O 2 v Yt
& It;node-label-1 >& = =9f F7}3F g o] B & v} o}

& F7hehl g AT Rt bl & AP s T4 249 Podi A4
ehulo] 98 1 s o 7 o opg ) o,

909
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e
nodeSelector #| ¢F =S +/43 % & RYUEH 4 247} Pending
Bl Q1 74 % H| 2 E(Taints) ¥ “‘ E g o] A (Tolerations)s} THHE 2 Fo tf
@ Pod oMl 2 S+ g o,

o AgA A ZRAES RUHYSHE T4 22T o FateHhS S Sy P

a. openshift-user-workload-monitoring 3= = 4] € o] ] user-workload-monitoring-
config ConfigMap ¢ 24 E & #3] gH o}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

T
filo
X
o
L)
v

b. data/config.yaml ¢ A -4 2 4-°] nodeSelector #| ¢F =74 2] == | 9]
c}.

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node-label-1>
<node-label-2>
<...>

&lt ;component& gt; & 4 A3t RUEH 28 A4 @4 o] F O 2 ngY Th

& It;node-label-1 >& = =9f 7131 g o] B & vl o}

-

AEl Abgk St ehll 2 A G T 7k S e AR S 74 2.4 Pod A4
RS e R

nodeSelector Ao 2 A F+A 3 = R UHH 74 247} Pending %
el Q1 74 % H| 2 E(Taints) ¥ “‘ E g o] A (Tolerations)s} FHHE 2 Fof tf
& Pod oWl £ g T,

L

Ae A gstel WG AS AU A o) AP T4 2274 =ER AE o5
=8
. .

Fe2E BRI AME A A ZRAE R ZUHY S &
user-workload-monitoring-config ConfigMap < = =] EOH 2
dstE o] A FHFY T

a4 e @
5

= o] B

=
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~
g A Wol WA AL S A FslE T2 A E Q] Pod ¥ 7| EF #] &7}
= FUth 33 3 E
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AMEd F AU T Z2HAEqAM 3 T EYHP Z2A L% o
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AR 8 7 AL
e 314 OpenShift Container Platform U EH& 14 @ 492 7%
o cluster-admin Z 2] 2~ 9 &9 AL AR S| AF o] AA| AT = IS5t
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
* AgAR A ZrAES RUHP = 7 245 A= 2T
o cluster-admin 22 =¥ 9 g9 A2} E &= openshift-user-workload-monitoring = &
A € o] A] user-workload-monitoring-config-edit ] &) Al &2 & F 2] 2 E o] HA 2T 5=
Ay

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&t}

® OpenShift CLI(oc)7} A =] 5] o] Q)5 T}

EL-D P
1. ConfigMap © 24 E 2 ¥t}

o 3A] OpenShlft Container Platform Z2 A E & R UHH 3= 74 840 5§ A& T
st th52 Sy FYTh

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
gAY

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. 74 & 4¢) ) 3 tolerations S % 4 g1 o}
apiVersion: vi

kind: ConfigMap
metadata:
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name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

o] o] u}2} <component> % <toleration_specification>2- v} 1t}

o] 2 o] oc adm taint nodes node1 key1=value1:NoSchedule 2 key1<¢] 7] ¢+
value12] zto] 9l nodeld] HIJIEE F713Uth o] 24 sl sl T HIJIE] 3] & 2
Z}7F A3 H A = dtnodeld] RUEE F/4d QA7 EE R Ut o oA =
o A "ol EZ 3] -8 3 == alertmanagerMain -4 2 4= 74 g}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"
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o ANgA AR TEAES R ETH
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i
e

74 el 88 0%
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Fatelwhe
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Y

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ B4 E & #3] gH o}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 74 220l o) & tolerations= % 4 3 o}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

o] o] u}2} <component> % <toleration_specification>2- v} 1t}

o] 2 o] oc adm taint nodes node1 key1=value1:NoSchedule 2 key1<¢] 7] ¢}
valuel9] 7ol 9= nodelol HICIEE Z713MUt) o2 A 51d 3| HCIEo| 5] & &
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2p7F A = A = gk nodeld] RUHE 74 2 &7 2 A U T T o Al =
ol A €] 2 EE 5] &35l == thanosRuler -4 % T d Y o

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

2. Qe At W ABE AEFUT AR e Y 24w THo] 4FO R gPL Tk

M
R

S 2 #YAT ARG A A o] ZRAE g RUH A S S35k A] = 7
user-workload-monitoring-config ConfigMap ¢ 2 4] E o] 2] 8 5] &= 4] o]
g ste o] A FHFH T

mi?ir

a2t AMED 5 A&
2% OA A A ST

' 2]
A RUE Y 74 ol WA Abgol AZE W #A 22 E o) Pod 4 7)€ )
3 /é]{g 3T

o RUEH A ¥ AHsE D= RUEE 29 4 FHE FREAHA
o g2 Ao TRAE FUEH &4 3}

e H| 2l E(Taints) ¥ &2 & o] A (Tolerations)ol o 3+ OpenShift Container Platform &4 & %
344141 2

e |31 E(Taints) ¥ =28 o] M (Tolerations)ol| tf & Kubernetes 4] 2 #2814 A1 &

28. W EE o tjst BEE 7] A A

T

NeHog ~ayd W ED t)del A vhed ol Ee] FEH4) e BE A7]6) t g Al o] sy

oh 233 ﬂa o) vherel HlolEl 7l £ S9S vk ea 1) Prometheus7t Sz g vl 2] A8 o=

FRE A }% M Ego] HES BE 37 A8 448 5 dsyth B9 BE 7] 4182 448
o)

Prometheus ¥ S8 2~H AA| o o+ tdo] A& F A= 9SS =< F JdFYh
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24. 5UHY 28 74

enforcedBodySizeLimit ] 75 A4 st 7A€ gtk s ] 432] Prometheus 2~28) thh S 7S
shi} o] A A1-8-31H PrometheusScrapeBodySizeLimitHit 7 52 PrometheusScrapeBodySizeLimitHito]
Ay

o A HEY tolHo #AE AR GFEA 2 B
$ 2= o] Ad gyt 23 v PrometheusE ©] thito] downo & 7FF% 31 2] 3 gk
< A7 5 TargetDown 7 117} E2] /1€ 4= A HF Ut

A 27 A

[ ]
cluster-admin 22| 2 939 AR 2 F&| 2 AT 5 AL
[ ]
OpenShift CLI(oc)7} A2 x| = o] AUt
IR

openshift-monitoring ] ¢ 2=3] o] 20| A cluster-monitoring-config ConfigMap ¢ 24 &
& APk

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

A 239l 2 5183 5 I BE 37| 2 A 353 A enforcedBodySizeLimit k2
data/config.yaml/prometheusK8s ol 5713 t}.

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |-
prometheusK8s:
enforcedBodySizeLimit: 40MB @)

2379 AE QA Y & 32712 A Pt} o] enforcedBodySizeLimit o] )
ANE A 2P T 4EHHAA 2& 2718 40MBE AJFFUGY. 5T A #¢e
Prometheus tl o] g =7] ¥ 2|5 AH§-3tU . B(ulo] E), KB(KB), MB(MB), GB(7] 711} 9]
E), TB(terabytes), PB(petabytes), WebAssembly(exabytes)3 U t}. 71 2.zk2 0 oo A
gho] gla-S AR AU S22y &3 wet A5 = A S AL ES S
automatic 22 43 = AFYh

25



OpenShift Container Platform 4.11 2 Y & &

512 A g ste] WA e ABO = A
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cluster-monitoring-config A 9ol dj 3t H 7 A}3tS A A5
openshift-monitoring =2 A € o] Pod 2 7€} &l A&7 A £E = AH
Uth g 22 A Eo A A3 2 RUHY Z2 A 2% OA] A2 = 9

#4t.

Prometheus scrape ++4 ¥4

2.9. A& Au 2 2UE 74

A8 A2 2BYUHE AHESHY] &2 A3 go] =zl gl X £ & 47 31 =5 OpenShift
Container Platform Zo] S Z 2 UHY LS AL = &5

24 55hH 24 Aul 2 mU o)A kubelet 204 F 7o) F7t M EY S w252
honorTimestamps = 712 true= A A .

A8 AMu|2= 2YHE &4 3}31H oc adm top pod ¥ == Horizontal Pod Autoscalere] 4] A}-8-3}
+ Prometheus Adapter 7] vt CPU A8 A o] dAA S MAT 5 5.

29.1. A8 Aul2~ wUE A3}

openshift-monitoring 4] ¢ 25 o] 2~ 9] cluster-monitoring-config ConfigMap ¢ B 4] E o] A
dedicatedServiceMonitors 7] 2 7435t A& AU RUHE AL E Fo] ZTHEZ RUEHS
A& 4= 9}

A 27 A

OpenShift CLI(oc)7+ 4 X1 5] o] 911 th.
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ey
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[}
cluster-admin 2| 2H Q39| A& E Ze|2H QA2 F JFHT
[}
cluster-monitoring-config ConfigMap ¢ EA EE WA 514 5.
ZEAX

openshift-monitoring ] ¢ 2=3] o] 2 0] A cluster-monitoring-config ConfigMap ¢ 24 &
£ AP

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
S M Z o) X AE U= enabled: true key-value 22 3713 t}.

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
k8sPrometheusAdapter:
dedicatedServiceMonitors:
enabled: true ﬂ

e

kubelet /metrics/resource & & =3l AL Av|2~ U EHE v 339

enabled Z =9] 7S true = AA 3}

f

cluster-monitoring-config A 9ol dj 3t "7 A}3t-S A A5l
openshift-monitoring ZZ 2 A € o] Pod ¥ 7€} g A 27 A £2 = A HF
Uth G T2 A EoA] A3 F2 R UHE ZZA AL TA] A2 5= 9
Ut
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2.10. 9+ =28 A 74

P+ 2EIAZ 8 2H RUEHAP S AP stH v Eg o] PV(F T+ EF)o AZ=H Pods thA] A1 &
A AAAAT 5 AFUh dojH &4 A HES == A ﬂ]OIEV} 293 7S oA Y. =
2UM A A JF AEFAE LASE Ao v ¢ =S UL =2 |0 7 E 2| 28 2AEFAS

AHg-sHE Zlol ol Aol Fth.

2.10.1. 97 2Ed A ALA 8 A}
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=9 9))lA PV(%‘?‘ EF)E ZUY T =17 Hol

Z} BA 2o A& st PV(F T &
T BAEo] oz HAA RUH

=X 3 ?lf,;h/]l:} Prometheus % Alertmanager°l]
%1 289 2 A5+ d 471 2] PV7E = 2 34} Local Storage Operatorol] /] PVE A&
3315 73 9ol = AHEE s T

At gHoz 22H|AYH ~2EIA S &

[ ]
T EFES 742 7 Filesystem 3 volumeMode vi7) i 2] 2& 2|2 & 3ho =2 ALS

o

_,_.
g'ldt
Flr
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g7 2EFR ] 2H 5L AL - LocalVolume £ B4 E o] 4
volumeMode: Block o] A3 ¥ 4] —‘;-% % AH8-sHA] uh Al L.

Prometheus= 914 £5 252 A8 & slsU o

=1 =8 =

Prometheus:= POSIX & 3to] o}d 31 A|AEH S X AR &) o &

S0l U NFS 5191 X129 782 POSIXS} 591514 @31tk 252214 & 919
NFS st<l A] 292 Abg 5tel® 57 QAlo] NFS 7@ o] 9-d 3] POSIXS} 5.8
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sl 41 OpenShift Container Platform " U E & 74 @ 492 ¢
o
cluster-admin 22 2 Q3] A1 &A= Fe]2Ho] A2 F Y&
o
cluster-monitoring-config ConfigMap ¢ E A EE A A 514 51U
[}
A Qe ZeAes RUHYtE 74 848 TS A9
o
cluster-admin & 2H 9 &9] Al &2} = T+= openshift-user-workload-monitoring
= 72 A € o A user-workload-monitoring-config-edit & &9] Al 8212 & 2Hol| AA X
o 4 AdFyoh
o
user-workload-monitoring-config ConfigMap ¢ B A € 7} A A 5] o] A1)
[}
OpenShift CLI(oc)7} 2 ] 5 o] A4t}
EIZA
1.
ConfigMap ¢ B A E & AR 3]t}
[}

sl 41 OpenShift Container Platform T2 A& U HAY = 74 2492 PVCE
AstedE e FAFU

openshift-monitoring 3 = A € o] 4| cluster-monitoring-config ConfigMap £
BAEZ AT

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
data/config.yaml o}&] o] +A Q@ 4o d|gt PVC A4S F71g .

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
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namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

volumeClaimTemplate g #] A 3}= Wy ol g W82
PersistentVolumeClaimse<l] tj] 3 Kubernetes &

et
i
3
BN
o
il
>
to

o} o A= 34 OpenShift Container Platform 74 2 48 R UEHH 5=
Prometheus 2128129 24 3 ~ €A E 9 H 5= PVCE LAY

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

21 9] o o] 4] Local Storage Operatore] 9|35 A A ~2E2 A FY 2L local-
storagez} 2 ).

o5 oAl = Alertmanagerd] i3t 22 7 ZEg A& 8 Hsl= PVCE 74

U,

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
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spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

AHgR R o] z2AEZ RUHY = 74 249 PVCE 7A45EE 38 4%
Y.

openshift-user-workload-monitoring 3 2 A & o] 4] user-workload-
monitoring-config ConfigMap ¢ B Al E 2 # 3 3]},

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

data/config.yaml o}&] o] +A Q@ 4o dgt PVC +A S F71g4 .

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

volumeClaimTemplate S XA 3= Wi dig &2
PersistentVolumeClaims<l] t 3 Kubernetes &4 & X34 A 2.

o d A= AHEAL A o] Z2A EE 2 5= Prometheus Q128629 24
g7 ~EfAE 2 Q5 PVCE 7A T

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

31


https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims
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prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

9l 9] ool 4] Local Storage Operatorel] 25| A H ~E 2] X ZI 2 E local-
storagez} 2 gt}

th5 Aol A = Thanos Rulere] 224 o+ 2E2 A& 23 s= PVCE A8 E

Ut

shel

LR |
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apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi
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o} 7 s+ H o] AR AZ Fol wt gAY
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OpenShift Container Platform-2 7] & StorageClass 2] 4271 4+ 8§ 7] =S APst= 4%
o = StatefulSet 2] & 2:0)| A ALg-31= 71E QT 2EA BF A7) =H L AYFA °““141:} wh2hA
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+ Alertmanagere} 2+-& 9_1,]15131 7X @20 PVe] A71E 24T 74 227 A" A-d 7
A We Qe Ed 4 94Ut 23 o PVCH # X2 A 8313 podS 248t Beld . x=2
A o}tﬂ StatefulSet @] 227} =A] tA] AAE 3 A PVC A& 0 & Podol nfLEH BEFo =272 3}
Z o2 gy o|EFUt} o] FAo|A A8 A Ztho] B A ek

A 27 A

OpenShift CLI(oc)7} A =] 5 o] Y&t}
sl 41 OpenShift Container Platform = U E & 74 @ 492 7
cluster-admin 221 28 Q2] ALEARE ZE2H| QAT 5 JFUT
cluster-monitoring-config ConfigMap ¢ B4 E & A A4 5.
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cluster-admin & 2H o &9] Al &2} & T+ openshift-user-workload-monitoring
x 2 4 E 9| A] user-workload-monitoring-config-edit & &9] A8 22 S 2FH o HA 2
o 4 Ay

user-workload-monitoring-config ConfigMap ¢ B A € 7} A A 5] o] 5.

AgA Aol ZrAES RUHY s T4
U,

L

220 d3j sk} o]3e] PVCE A8+

[

ConfigMap ¢ B EZ AZ

oo

.

3l 4] OpenShift Container Platform =z A EE v UHH = A 249 PVCe =
7€ A5 4E gaoS F3gU .

openshift-monitoring 3= 2 2] E o] 4] cluster-monitoring-config ConfigMap <
BAEZ AT

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

data/config.yaml o} ] 24 @ 4] T gk PVC A9 tigt Al 2EE A 27| &
F7Hd o

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class> 9
resources:
requests:

storage: <amount_of_storage> 6
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apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 100Gi

t}& o Ao A& Alertmanagere] 22 o7 2 Eg A = 40GB= 24 3= PVC
g A g

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi
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AgA el ZRAES BUHP S T4 820 PVCY 2718 =AW e
gt
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I

AFE A Aol =2 A EE w1 s Thanos Ruler 2 Prometheus
Q2820 BF9 A7|&5 23T F dFH

openshift-user-workload-monitoring 3 2 A € o] 4] user-workload-
monitoring-config ConfigMap ¢ B Al E 2 # 3 3]},

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

data/config.yaml ol 5] 2 UE = 4 Q40 g3 PVC AL Jdo]EF .

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<components:
volumeClaimTemplate:
spec:
storageClassName: <storage_class> 9
resources:
requests:

storage: <amount_of_storage> 6
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& A= A8 A Ao Z2AEE 21 E ¥ 5= Prometheus <1 28 9]

PVC =71 & 100GB= +A ¥4l

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 100Gi

t}& ol A o] A = Thanos Rulere] PVC =712 20GB= 44 o).

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

thanosRuler:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 20Gi
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thanosRuler 14 2 49 2E& A Q7 A2 F7tH &=
s} 7k ¢ o] A sHe AF ol mat ek
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“;L 9]
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AUulolE" 2EE X o7 B E PVCE 522 A XY -3 o A= openshift-
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monitoring ] ¥ 23] o] 2 2] Prometheus 14 Q. 4 2EZ XA A71Z 100G Al

$ for p in $(oc -n openshift-monitoring get pvc -l app.kubernetes.io/name=prometheus
-0 jsonpath='{range .items[*]}{.metadata.name} {end}'); do \

oc -n openshift-monitoring patch pvc/${p} --patch '{"spec”: {"resources":
{"requests": {""storage”:"100Gi"}}}}'; \

done

--cascade=orphan v 7| ¥l =& A}-§-3lo] 7] StatefulSet-2 214 g .
I $ oc delete statefulset -1 app.kubernetes.io/name=prometheus --cascade=orphan

2.10.4. Prometheus W] E ¥ dlo|g 9 BE A7+ 2 37 4

7122 o 2 Prometheus= A X Ho]|HE 15¢ 5¢ AFo 2 FAFUTL HE A= RE D
oAl A7t 35 AR sto] vlolE 7t AHAl H = A1 13;73%‘ T Silu Yt} retentionSize 2 =0 27] &

TS 7T 7= dFUH v o8t o] A7] A g

o] =233 Prometheus:= A4 t2== %7P0] Agdrno A 2 7] 7¢ @A HolE & WA

AR F o
olel g vlolE BE AR 0] T F2to] f-2] 34 2.

A7) 719 RE AN S ‘%‘—TL B2 WAL(Write-ahead log) ©l o] €], m-mapped ¥ 2 & £ 335}
o] /prometheus tjg £2] 2] 2 E o] &= v gd F&gr}.

/wal 2 /head_chunks t] &€ 2] 9] g0l &= BE 37] A gl vt =] X vt Prometheus+=
A7) = AZF 710 BE R Ao m} 33 o A E oA ﬂl°ll‘:l% AAA FHFUG webA
/wal 2 /head_chunks t]al E&]o] tjal] 2AH Hd] 2710 L BHE 77 XI] IS A=
7% Iprometheus Hl o] tdE 2] oy E5S& A 5A & °‘Ei A" FAAFHH
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+ retentionSize o] g 31 FAH 0= H A GO HE A7 7]

[ ]
retention =
o2 1592 % 10511 BEIZ=AARZHA LU
[ ]
retention 2 retentionSize ol & 2 25 Ao 7 —‘,:— Zro]l 25 A2} diolH
B=2o| HoH RE A TE FoH A7 AFS 3@—3}% - Prometheus<= <] 2 & dlo|H
EES AAIY
[ ]
retentionSize S F 25l HES Ho|31A] oW retention Size 77 J-&F U
[ ]
retention Size 7}3 F ol 51A] &3 W= v A= A RE W FHEE YUY
AHA 8 AHSE
[ ]
sl 41 OpenShift Container Platform " U E & 74 @ 492 ¢
g 5 sy
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cluster-admin 2 &) 2¢ Q&9 AL&A = Fa]2E o] A2

o
cluster-monitoring-config ConfigMap ¢ EA EE A A 514 5.

AgA Aol ZRAEE RUHYSE 7Y 845 PARE 4

o
Zel2g A7t AR Ao LA U@ RUHYL @

[e]
cluster-admin &2 2¢ g &9] Al&2 2 openshift-user-workload-monitoring
> 2 A E o] /] user-workload-monitoring-config-edit & 3t 2] Al 8212 2 2o YA 2
& 5 dEuch

o
user-workload-monitoring-config ConfigMap ¢ B A € 7} A A 5] o] 5.
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OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

%91

RUEY T4 Wol et WA AHge AgSE mUHY T2A2F oA A%
33 9 Z2A o)A Pod 2 /et 9228 AMES 5+ AFUh T 3
X AW FA BUEY T2A 2% Al A 5 9

ConfigMap ¢ B A E = A

m°l'

.

3 4] OpenShift Container Platform = 22 € £ w1] € 3] 5l+= Prometheus ¢12H *
o RE A A7E FAEE 5SS

openshift-monitoring 3= 2 2] € o] 4] cluster-monitoring-config ConfigMap <
BAEg AYFUt

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
data/config.yaml o} 2ol B = A7 2 3 7] AL F7154 o

apiVersion: v1
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusKs8s:
retention: <time_specification> ﬂ

retentionSize: <size_specification> g

BEAZEms (22 E), s (%), m (), h (A7),d (), w (F) ==y (d)
7t 44 2= 494Ut =35 1h30m15s ¢} 72 EA A7k A| 7+ %ke a3
FE dFU.
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B E 37]: B (vlo] E), KB (KB), MB( MB ), GB(GB), GB( GB ), GB(GB),
PB (8] ulo] E), PAB(exabytes)7} vl = H o] 2= £ th

t}& o Ao 4] = 3 4] OpenShift Container Platform -4 942 R UE 5=
Prometheus Q1 2H 2 9] B E A|7HS 24X 7H HE 7] S 10GB= A A ).

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
retention: 24h
retentionSize: 10GB

AHeA J o] =2 A EZ 21 E H 5= Prometheus Q1 2Bl 20 9= X713 A7 S
AstEd b3S F33Uo

openshift-user-workload-monitoring 3 2 A & o] 4] user-workload-
monitoring-config ConfigMap ¢ B Al E 2 #H 3 3]t}

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

data/config.yaml o} 2] oll RE A| 7+ 2 7] AL F7Hg .

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: <time_specification> ﬂ

retentionSize: <size_specification> 9

HEAZEms (R x),s (%), m (&), h (A7), d (&), w(F) ==y (D)
7 AE g2 £AYYUth =3 1h30m15s 9 42 E4 A 7ho)] A7+ 3kS A% o
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TE JAFH
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S AN E AL A Ao Z2AES Y s= Prometheus 01 <€l 9]
REX7HS 2447 RE 7] 2 10GB= A .

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h
retentionSize: 10GB
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33 #A T2 A Eo)A Pod U /et 2] 228 A ES 5 itk AT
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openshift-user-workload-monitoring > = 2] € o] 4] user-workload-monitoring-config
ConfigMap ¢ B A E & ARt}

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

data/config.yaml o}2j ol BE A7k A& F71EU o

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

thanosRuler:
retention: <time_specification> ﬂ

BEAZHS ms (L R),s (), m (&), h (A71),d (2), w (F) Exy (Q)= vt )
2 ARtk T8 1h30m15s o 2 54 Alzkel] A e 2% @ 7= dFUh 718
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apiVersion: v1
kind: ConfigMap
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metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
retention: 10d
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sl+= 71-$ openshift-user-workload-monitoring v ¢ 23 o] 29| 4] user-workload-
monitoring-config A W3 F-AsHAl AR @Y o). Prometheus 4 ¥ 74 84+
cluster-monitoring-config ConfigMap ¢ B4 E o] ¢l © = & user-workload-
monitoring-config ConfigMap ¢ B A E o] 4] prometheus &} ).

openshift-monitoring 3 = 3] E o 4| cluster-monitoring-config ConfigMap ¢ ¥ A& #H
A

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

data/config.yaml/prometheusK8s<l| remoteWrite: 2] & 37} o).

o] Ao A=3x<2E URL
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fu)

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com™ ﬂ

<endpoint_authentication_credentials> 9
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apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com™
<endpoint_authentication_credentials>
<write_relabel_configs> ﬂ

<write_relabel_configs>+ 97 <l

A

05 AELS my_metricolgl= 9d W EY S AGs= WHS RgFUH.

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com™
writeRelabelConfigs:
- sourceLabels: [ _name__]
regex: 'my_metric'
action: keep

27] Al ol 8 FA &4 U3 A 1B = Prometheus relabel_config 284 & Fx2314] Al
o -

51212 A %3lo] ConfigMap @ B4 =o] o & W7 AFaHe A8k Al 749 JFe w
= Pod7} A5 2.2 BA ARy,
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OAuth 2.0 oauth2
TLS E&Fe|dE tisConfig

211.1.1. 2% 449 74 W A

e
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apiVersion: v1
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
remoteWrite:

- url: "https://remote-write-endpoint.example.com” ﬂ

<endpoint_authentication_details> g
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Fx

AHeA Ao =z A EE 2 E Y 3= Prometheus Q1 281 20 gIst 94 ®71E ¢
A 3l+= 7 % openshift-user-workload-monitoring U] ¢ 23] o] 2~ oj A] user-workload-
monitoring-config A W2 H 3 3 t}. Prometheus +4 § 74 2 4+ cluster-
monitoring-config ConfigMap ¢ H A E o] ¢l © = 2 user-workload-monitoring-config
ConfigMap ¢ H A E oA prometheus &} rt}.

2.11.1.2. 9248 27] 21Z AA 4

AWS Signature Version 4 215S 9] sk A= YAML

22 openshift-monitoring Y] ¢ 23 o] 2~ 9] sigv4-credentials 2} = sigv4 A| =231 2] A S H o
Fudh

apiVersion: v1
kind: Secret
metadata:
name: sigv4-credentials
namespace: openshift-monitoring
stringData:
accessKey: <AWS_access_key> ﬂ
secretKey: <AWS_secret_key>
type: Opaque

AWS API o 4] = 7] 9]t}

2]

AWS API x| 22 7]t}

t}-&-2 openshift-monitoring 1] ¢ 2] o] 24 4| sigv4-credentials #}= Secret ¢ B A E £ x}-8-3}
WS Signature Version 4 917 2£7] Q15 AA S BoFU).

fr
2
e
>

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config

50



namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://authorization.example.com/api/write"
sigv4:
region: <AWS_region> ﬂ
accessKey:
name: sigv4-credentials 9
key: accessKey
secretKey:
name: sigv4-credentials ﬂ
key: secretKey
profile: <AWS_profile_name> G
roleArn: <AWS_role_arn>

AWS Z]d 94yt

AWS APl A 2 ¢1Z AR 71 £3+4 Secret Q. B A E 9] o] £9 Ut}

2] A A Secret 9 BA Eo] AWS APl A A 2 7] 7} £84 719Ut}
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o 3o 33¥ Amazon Resource Name(ARN)¢] 32§ 218 21 ¢] U o}

t}-&-2 openshift-monitoring Y] ¢} 23 o] 29| A] rw-basic-auth 2= Secret £ B A E o) 0 3 7] &
5 AARS HolFU

I apiVersion: v1
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kind: Secret
metadata:
name: rw-basic-auth
namespace: openshift-monitoring
stringData:
user: <basic_username> ﬂ
password: <basic_password> 9
type: Opaque

AL ol .

t}S M =2 openshift-monitoring 1] 9 25 o] 2] 4] rw-basic-auth 2}= Secret 9 H A E & A&

sl basicAuth 97 27] #4 & BoFUTh - dig A5 A4 T89S olv AF3 A0 7 gy
o}

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |
prometheusK8s:
remoteWrite:

- url: "https://basicauth.example.com/api/write"
basicAuth:

username:
name: rw-basic-auth ﬂ

key: user 9

password:
name: rw-basic-auth 6
key: password ﬂ

o
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Secret S HA E S Al§-5lo] AGA} EES AHE S 1S5S 9l YAML A=

22 openshift-monitoring Y] ¢ 23 o] 2~ 9] rw-bearer-auth 2}+= Secret ¢ H A E o] g3t AL}
EZAAS BnoFY.

apiVersion: v1
kind: Secret
metadata:
name: rw-bearer-auth
namespace: openshift-monitoring
stringData:
token: <authentication_token> ﬂ
type: Opaque

t}2-2 openshift-monitoring v] & 2] o] 2] 4] rw-bearer-auth 2}+= Secret 2 B A E = Al&-351=
AEASA EZ 74 W HYS BAFYTL

u

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true
prometheusK8s:
remoteWrite:
- url: "https://authorization.example.com/api/write"
authorization:
type: Bearer ﬂ
credentials:
name: rw-bearer-auth 9

key: token 6
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274 € Secret S HAEo| Q1F EFo] ¥3d 7]yt

OAuth 2.0 155 913 A= YAML

-2 openshift-monitoring ] ¢} 23] o] 2~o] A oauth2-credentials 2}+= Secret ¢ B4 E o O] 3
A= OAuth 2.0 44 & Kol EU .

apiVersion: v1
kind: Secret
metadata:

name: oauth2-credentials

namespace: openshift-monitoring
stringData:

id: <oauth2_id> ﬂ

secret: <oauth2_secret> 9

token: <oauth2_authentication_token> 6
type: Opaque

Oauth 2.0 IDY Y t}.

2]

OAuth 2.0 A 22 g t}.

©

OAuth 2.0 EZ¢ 4.

22 openshift-monitoring 4] ¢ 23] o] 2o A] oauth2-credentials 2} = Secret 2 B A E = A&
st oauth2 917 7] 5 AAE 74E RoFU

apiVersion: v1
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
remoteWrite:
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- url: "https://test.example.com/api/write"
oauth2:
clientld:
secret:
name: oauth2-credentials ﬂ
key: id g
clientSecret:
name: oauth2-credentials 6
key: secret ﬂ
tokenUrl: https://example.com/oauth2/token 9
scopes:
- <scope_1>
- <scope_2>
endpointParams: ﬂ
param1: <parameter_1>
param2: <parameter_2>

3| 3 Secret © B A E o] o] 29 Yt} clientSecret & Secret © B A E = %3] o} 3} 7t
Clientld = ConfigMap S H A EZ Fx3 5 dHFU T

00

2] A A Secret ¢ B4 Eo] OAuth 2.0 A2 =9 o] 3t 7|4}
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2] A 4 clientld 2 clientSecret 2 A} 23l E2 L 714 9= ¥ AF25 = URLY Y.
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-2 openshift-monitoring Y] ¢} 23] o] 2o m tls -bundle o] Z}+= tls Secret & B A E o o] 3t Al
= TLS S0l E 44 & HoFUh

apiVersion: v1
kind: Secret
metadata:
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name: mtls-bundile
namespace: openshift-monitoring
data:
ca.crt: <ca_cert> ﬂ
client.crt: <client_cert> g
client.key: <client_key> e
type: tis

A Q1Z A S 7AZ 3 Prometheus ZIE| o] 9] CA ¢1Z 4 YUt}

2]

©

& A= 2 mtls-bundle o] 2}= TLS Secret ¢ B Al E £ x}-83}+= tiIsConfig 94 2~7]
RoFY

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com™
tisConfig:
ca:
secret:
name: mtls-bundle ﬂ
key: ca.crt 9
cert:
secret:
name: mtls-bundle 6
key: client.crt ﬂ
keySecret:
name: mtis-bundle 9

key: client.key G
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7] 2E 8 X 9 o3t write_relabel 23 o] X% o] Z22¢ ID 2} & F71g4 o).

A2 a2 = R UEH 9 79 openshift-user-workload-monitoring d] ¢ 23] o] 2= ] user-
workload-monitoring-config -4 <] A2 A}
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e ZAE RUEY 74 248 FAFE BS
o
cluster-admin &) ¢ 9 a9 Al &A= S| 2gd] AT = &5
o
cluster-monitoring-config ConfigMap ¢ E A EE A A 514 5.
[}
NgA Aol Z2Hes RUHYtE 74 248 TG A4
o
cluster-admin & 2=H 9 &9] Al &2} = = openshift-user-workload-monitoring
> 2 A E o] /] user-workload-monitoring-config-edit & 3t 2] Al 8212 2 2o YA 2
o %= lruh
o
user-workload-monitoring-config ConfigMap ¢ B A € 7} A A 5] o] 5.
ZZA
1.
openshift-monitoring 3 = 3] € o] 4| cluster-monitoring-config ConfigMap ¢ ¥ A& #H
g

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

e Aol =2 A EE 21 E Y 3= Prometheus 91 28 24 fst S8~
E ID glo] 8-S 743l 7 ¢ openshift-user-workload-monitoring v] ¢! 23] o]
2~ o A user-workload-monitoring-config 74 2 H 3 ). Prometheus
TA Q4 E o] 74 WA prometheus 3L 5} prometheusKBS 7} ojd
cluster-monitoring-config 74 ol Al &5+ o] YUt}

data/config.yaml/prometheusK8s/remoteWrite ©] writeRelabelConfigs: A d o x| 2 2]
28 ID 9o &S oA A 74 e FHEU

apiVersion: v1

kind: ConfigMap

metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
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data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com™
<endpoint_authentication_credentials>
writeRelabelConfigs: ﬂ

- <relabel_config> g

A7 BHoZ ndl Aol g 7] do| ¢ 74 BSS FrHEh

e

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com™
writeRelabelConfigs:
- sourcelLabels:
- __tmp_openshift_cluster_id__ ﬂ
targetLabel: cluster_id
action: replace

2 &= A 2"l o] _ tmp_openshift_cluster_id___ = QA S22 ID &2 d o]
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I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

At Qo) TRAEA Y 2P H8HE AT S5 AdsA
enforcedSampleLimit -4 & data/config.yamlol] 713}

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
enforcedSampleLimit: 50000 ﬂ

o] w7/l 7} A A £ Zrol B 2 3t} o] enforcedSampleLimit o Al ol A = A}
$A B ZRAEQ EH"J/\ i’é‘“aﬂi 583 4 = AE 45 50,0007 = Al o).

enforcedLabelLimit,enforcedLabelNameLengthLimit, enforcedLabelNameLengthLimit
T4& data/config.yaml o] 713t 239 2hd 4=, 2} o] 2 Zo], Al g2 o] TeAE
o] g4l gk Aol & AP

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
enforcedLabelLimit: 500 )
enforcedLabelNameLengthLimit: 50 9
enforcedLabelValueLengthLimit: 600 6

239 Hdl 2p2 FE AF FU T 71 2302 0 ol Aol 52 AZFY T

2]

glo] & o] 59 Hul ZolE AZ I 71232 0 o7 Ado] glaS AFF UG-
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23 A do] A5 o2 48P

Fx
S 2 A AT AL AL Ao ZRAEJ g RUE Y S SA3I5HA] &
+ g user-workload- monltorlng config ConfigMap ¢ B4 E o] & & 5= 74

o] #4350 YA 1.

“;k 9]

user-workload-monitoring-config ConfigMap © B A E o] ¥ 7] x}3}
o] A # =™ openshift-user-workload-monitoring 3= 2 2] € o] Pod 2 7]
B g A2t A EE F JFUL T Z2AEA A3 F2A RUHTY
ZZAEE g A ZE = dFHH

NS 23PJT F AG AL 717 XA S F s

23 P AE QA =2stAY 717 A AR E FE g3 2FsAFU

A 27 A

cluster-admin 2] 2¢ o & 9] A& 22 T = openshift-user-workload-monitoring 22 =
A € o] /] user-workload-monitoring-config-edit & & o] Al &2} 2 8] 2ol A28 5= 9l
Futh
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AHE AR Qo] ZRAEJ g3 RYHP S A4} AFU
[}

user-workload-monitoring-config ConfigMap ¢ B A € 7} A A 5] o] A1)
[}

enforcedSampleLimit& Al &35l Al 82 o] T2 A EQA F 23z 58 5+
= AE FEATIAFUL.

[ ]
OpenShift CLI(oc)7t 2] = o] 911 th.
Z2A 2
1.
o] TEHE B D AP AE Ao 223t 2442 e FE= Z e 37 YAML
9212 A A F ). o] oA 9] 722 monitoring-stack-alerts.yamlo] 2} 51 gt}

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
labels:
prometheus: k8s
role: alert-rules
name: monitoring-stack-alerts ﬂ
namespace: nsi
spec:
groups:
- hame: general.rules
rules:
- alert: TargetDown e
annotations:
message: '{{ printf "%.4g" $value }}% of the {{ $labels.job }}/{{ $labels.service
}} targets in {{ $labels.namespace }} namespace are down.’
expr: 100 * (count(up == 0) BY (job, namespace, service) / count(up) BY (job,
namespace, service)) > 10
for: 10m
labels:
severity: warning G
- alert: ApproachingEnforcedSamplesLimit a
annotations:
message: '{{ $labels.container }} container of the {{ $labels.pod }} pod in the {{
$labels.namespace }} namespace consumes {{ $value | humanizePercentage }} of the
samples limit budget.’
expr: scrape_samples_scraped/50000 > 0.8 Q
for: 10m @
labels:
severity: warning m
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2]

o),
K
=l
N
lo
o
all
o
o
lo
o
L
v

e 23R T F QAL 712 B4 AL 5 91 A S TargetDown 7 27k 29

Huo.
TargetDown 73171 A3 5= 3¢ 292 WAA YU
74317} A3 5 7] Aol TargetDown 73 31 o] Z 7 o] o] 7] 7} trues] oF ).
TargetDown 73 29| A ztx 2 A o3t}

AolE 233 A= AR 2gaAY 712 5 AR A FEol g 23}
ApproachingEnforcedSamplesLimit 73 327} 233 g}

ApproachingEnforcedSamplesLimit 24 27} 232 o] 8 5= WA YUt

ApproachingEnforcedSamplesLimit 7 322] QAIzkd Ut} o] ool A thAd 239G
AME 471 50000 7 5 80%5 = std 7357 Ao =g H vt A3 7] Ao 7]
7+e 573l oF ot 319 24 scrape_samples_scraped/<numbers > <threshold><l <)
+ <number>:= user-workload-monitoring-config ConfigMap ¢ B 4| Edj & o] H
enforcedSampleLimit k= & A 3fj of g ).

74317} A3 5] 7] Aol ApproachingEnforcedSamplesLimit 73 32.2] 7 o] o] 7] 7}
trueo] of g}
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ApproachingEnforcedSamplesLimit 7 32¢] 4zt & 2 A o] g o}

AHgA o) A B 74S A&

I $ oc apply -f monitoring-stack-alerts.yaml

[}

AFgRL Aol Yaze R UEHY A W A4
[}

AR Aol ZzAE nUEE 8435}
[}
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OpensShift Container Platform 2 U & ¥ 28 o] = Prometheus?®] 31 & g3l= =4
Alertmanager <1 2€ 27} X35ty o] 9141 t}. openshift-monitoring = 24 € = user-workload-
monitoring-config 3 2 2] E o] 4] cluster-monitoring-config A W3 4 3l <]} Alertmanager
QAAEAE Z7}3 5 Q&)

ol F2Ho| dls] Y3 23 Alertmanager 742 57135151 7zt 8 2Eo| dls] 22 A2=d
£ H|84 355 9 9|3 Alertmanager Q1 ~H A2 ALg-5te] o] Z2Ho| Y3 A B$HS
El%‘ + JHFU

i >

A 27 A

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

openshift-monitoring 3 = 2 E o] 4| 34l OpenShift Container Platform 2 U EI 14 Q
2E 7%= A4

cluster-admin 222 g o] AlgA = S 2Ho AA 2= 5 d5U

cluster-monitoring-config +A # & AAIHFU .

g Qe ZeAes vUHYdE 74 248 FASE A9

cluster-admin & =g 9 &9] Al &2} & = openshift-user-workload-monitoring
= 2 A € o A user-workload-monitoring-config-edit & &9] A} 8212 & 2Hol AA X
& 5 dEUrh

user-workload-monitoring-config 4 W2 A A&

ConfigMap ¢ B A E =S A

m°l'
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sl 41 OpenShift Container Platform ZZ 2 A o] 219§ 7 39| O
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37%. 9] # ALERTMANAGER ¢12¥1 2~

Alertmanagers 74321 d 32 FIF -

—

openshift-monitoring 3 = A € o] 4| cluster-monitoring-config +4 W& A Y

U,

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

data/config.yaml/prometheusK8s o} o] additionalAlertmanagerConfigs: 4
As F7HR4.

o] Ao A 37} Alertmanagers®] 24 A5 A v E F71g ).

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
additional AlertmanagerConfigs:
- <alertmanager_specification>

<alertmanager_specification>¢] 739 37} Alertmanager ¢l 2€1 2] Q13 4 7]
B 73 AR A RE gAY A ALHE A5 HH 2 o] 2] EZ (bearerToken)
2D Seho]AE TLS (tisConfig)A U th b A E 74 WL So|AE TLS 50| A
Lt Hlolg] EZ L ALE35le] 371 AlertmanagerS 74 3ol

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
additional AlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tisConfig:
key:

>4
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name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanageri-remote2.com

A&} Aol 2 A E oA 291 7 5o oj g 371 Alertmanager Q1 2H 2 E 74 sl
H o35S F3dU

openshift-user-workload-monitoring 3 2 A € o] /] user-workload-monitoring-
config 74 ®& AR

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

data/config.yaml/o] <component>/additionalAlertmanagerConfigs: A A& 3
7Hd

o] A A oA F7} Alertmanagerse] A4 A5 F R E 71 o

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
additional AlertmanagerConfigs:
- <alertmanager_specification>

<component>2] ¢ XA == £ Alertmanager 74 2 42l prometheus T
£ thanosRuler % 3= vlEy o

<alertmanager_specification>2] 71-9- =7} Alertmanager 21 =&l 29| Q1& 2 7]
B 74 AR AR E dAFU Y. A L= AS HH-2 wo]j8] £ (bearerToken)
2 Zo|AE TLS (tisConfig)d Ut o5 A S 74 W2 vloje] EE 9 SEo|dE
TLS ¢1% © 2 Thanos Ruler A}-&3}o] 37} AlertmanagerS 4 3 th.
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apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
additionalAlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tisConfig:
key:
name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanager1-remote2.com

S 2F #ATL A AL J o] ZRAE Ui RUEPY S &4
o &5 = 7ol E43H0] A dFHH.

599 443 ConfigMap 9 B Eo] tjgt W7 AHFe ALFUTh =29 74 24 v
A 740l 5oz AEH .
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A 27 A

3}51A] ¢k+= 3t user-workload-monitoring-config ConfigMap ¢ H A &
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[}
sl 41 OpenShift Container Platform " UE & 74 @ 492 ¢
o
cluster-admin S 2| 2H Q39| A& E Ze|2EH QAT F JFHT
o
cluster-monitoring-config ConfigMap ¢ EA EE A A 514 51U
[}
AR g zrAES RUEYSE 74 248 TS A4
o
cluster-admin Z & 2H 9 &9] Al &2} & T += openshift-user-workload-monitoring
x 24 E 9| Aq] user-workload-monitoring-config-edit & 2] Al 822 S 2FH o HA 2
o %= lruh
o
user-workload-monitoring-config ConfigMap ¢ B A € 7} A A 5] o] A1)
[}
OpenShift CLI(oc)7} 2 ] 5 o] 54Ut}
EZAX
1.
ConfigMap 2 B A EE A3},

F9 OpenShlft Container Platform Z2 A E 2 R g P sl= Prometheus QA AEl A
E ol de REANAE 2 Ao A8 Ao e S ddskEd gdaS 33U

openshift-monitoring 3= 2 2] E o] 4] cluster-monitoring-config ConfigMap <
BAEZ AT

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

39|

ool

Hid.

tilo

data/config.yaml o} 2] 2 = vl E&] o) 7} 2l o)

apiVersion: v1

kind: ConfigMap

metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
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data:
config.yaml: |
prometheusKs8s:
externallLabels:
<key>: <value> ﬂ

<key>: <value>= <key>7} A 2o 3143 o] o]0 <value>7} 3¢l 7)-

e Wow uFULg.

prometheus == prometheus_replicaZE 7] o] 52 = A&
34 upA Al 9. o ofE] o] 1o Hol& o Fo] 7] W EY .

S AAIE & Aol 2 A 9 @A o A vl et o] B & F7steE

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusKs8s:
externalLabels:
region: eu
environment: prod

AR A 9] =
Azdsteld thg-e FYFuh

fu
2
[t
i
ta
v
a
ot
P,L
rr
o
o
3
D
5
D
c
(/)]
ro
>
il
>
i
ko
i
>
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e
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2

openshift-user-workload-monitoring 3 2 A € o] 4] user-workload-
monitoring-config ConfigMap ¢ B Al E 2 # 3 3]},

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

73



OpenShift Container Platform 4.11 2 Y & &

zd
L
)

o

data/config.yaml o} 2] 2 & W E o] F715 2l 91 S A 9]

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
externalLabels:
<key>: <value> ﬂ

<key>: <value>= <key>7} A 2o 3143 o] o] <value>7} 3¢l 7]-
e Mo s wFYULg.

'@ F2l
prometheus == prometheus_replicaZ 7] o] 52 = A&

3t vHAIA] 2. ol s o] gom Yol al o] /] WE L.

openshift-user-workload-monitoring = 2 3] € oj A
Prometheus+ v E2] L %] 2] 5132 Thanos Ruler= 43 2 #3249 3
2 A 2] ¥4 o). user-workload-monitoring-config ConfigMap 2 B4 &
o A prometheuse] U] externalLabelsS 2 A 3 3ol = & L5 %
%3 W Eg ) t g o epidl vk A U

[t
Lo
i
p

it
ko
i
>
=
ne
i)
o
R
=2
Ac)
=
i)
o
o,
2

o & Eol, L34 H o] L=
i veh o] B 5 F/kstel @ vhe-g Abe- T,

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
prometheus:
externalLabels:
region: eu
environment: prod

(<

shel g A Aate] W7 AbFS A& 3hUth Al 7A o) A5 o= 4 gHuTh

10

=31

S 2Y A AT ALEA F o] ZRAEJ g RUE P S SR =
3t user-workload-monitoring-config ConfigMap @ B A E o] 2] & 5] &= 7 4] o]
A3t o] JA FHFUT

“ik 9

RUEE 74 go] W7 Aol AFHW Ad e ee] Pod 2 7|g
fazzt AMED 5 AUt G s A3 F BUHY =
2AEE A A= 5 AaUh

ApgAt Qo) A E B E Y

il
oX
o

2. mUEY 7 Qo] g 2 57 A

=

oX,

Alertmanager, Prometheus Operator, Prometheus, Thanos Querier, Thanos Rulere] 271 &
T 4 A

o5 &1 552 cluster-monitoring-config 2 user-workload-monitoring-config ConfigMap ¢ 2.
AEQ #A 74 220 448 5 AFU
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debug. T¥lZ, A1, A2 2 o7 WAAE 7=

info. 38, A3 9 O F WARE 7| F .

warn. 23 2@ @ F v A X gt 7| =g}

error. @ & WA A 7] 5}

7123 20 2 infod Yt

A 27 A
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openshift-monitoring 3 = 2 E o] 4] Alertmanager, Prometheus Operator, Prometheus

I+ Thanos Querier?] =21 +F& AA 3= A9

cluster-admin 28 2 939 A1 = S AH A2 5= g&5U).

cluster-monitoring-config ConfigMap ¢ B Al E £ A A 545 t).

openshift-user-workload-monitoring 3 2 A & o] X Prometheus Operator, Prometheus

= Thanos Ruler9] 21 $£% & AA 3= 49

cluster-admin &8 2H 9 &9] Al &2} = T = openshift-user-workload-monitoring
x 2 4 E 9| A] user-workload-monitoring-config-edit & 2] Al 8 22 S 2H HA 2
g AFUH

user-workload-monitoring-config ConfigMap ¢ B A € 7} A A 5] o] A1)
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ConfigMap S B A EE ¥

rh.
)
uic]
L
i

openshift-monitoring T2 A E oA A Q490 2 F£F& AAsEd o2
I

tlo

T3

openshift-monitoring 3= 2 2] € o] 4] cluster-monitoring-config ConfigMap <
BAEZ AT

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

data/config.yaml o} 2] +4 @ 4] logLevel: <log_level>& F7}5 o).

apiVersion: v1
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> 9

23458 A4 2UH 29 74 2494 712 SQE 2UE
o) A4 A e T 2% e
prometheusK8s,alertmanagerMain,prometheusOperator, thanosQuerier ¢} 1]

o}

2]

74 g0 A4 23 $EAYUT A 7He @ e 97,74 Ljinfo,
debug ¢y} 7] 2742 info ¢t}

openshift-user-workload-monitoring ZIRAENA A @40 2O FFS HAA5
g s F3gU S

openshift-user-workload-monitoring 3 2 A & o] 4] user-workload-
monitoring-config ConfigMap ¢ B A E 2 # 3 3]},
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$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

data/config.yaml o}g] o] 74 2 2o logLevel: <log_level>2 3713t}

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> g

22 4E¢ A4 2UH 29 74 249D AR A Yazs v
e A A AL 7153 A4 8.4 32 prometheus,prometheusOperator,
thanosRuler ¢4 t}.

2]

T4 820 AT 27 FEJUTH AL /H5E e 27,74 3 info,

debug Ut} 7] 2742 info ¢t}
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shel g Aol M7 AFS Feth 2 5 W 74 849] Pod7t 2

Fo2 gA AZHYY.
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Fx

S8 2H # A7 AFEA B o] Z2AEO Y3 RUE Y S EA4355HA &=
3t user-workload-monitoring-config ConfigMap ¢ B A E o] & &5 = A o]
g4 st o] A FFUT
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oX

E9°] Pod % 7]&}

ZAE
ZAE
WA Fel wyE g =

A ZZAE WX = Pod 74 S AES Y 2 FFo] AEHA=A AT o
2 9 Al = openshift-user-workload-monitoring 3= 2 =] € °] prometheus-operator vl 3£ o A
23 FEE %YL

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level”

2 o

o

I - --log-level=debug

T4 229 Pod7} 23 F21%] el b3 oA+ openshift-user-workload-
monitoring Z 2 3 E o] Pod 4 H & U}<E 3.

I $ oc -n openshift-user-workload-monitoring get pods

2124] & 4= gl+= Prometheus Operator loglevel 3t e] ConfigMape<l g+
A% Pod 74 Q47 AFAHCE OA A AHA &S T dFUTH

3.3. PROMETHEUS¢] A2 21 3 &4 s}

AAA AP v E A S 2 Ao A== PrometheusE AT 5 dFUTh 7|2 =
F2UHE g2 AR A B9 AARE RYUEY dis) ol & 3T 5 AFUTh
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2 By statel /1% B4 SHFU
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A 27 A

[}
OpenShift CLI(oc)7} 2 x| 5 o] 54Ut}
[}
openshift-monitoring X = 2] E o] 4] Prometheus?] F g 21 3 7| & &A3}st= 7
<-:
o
cluster-admin 22 2 939 A2 = FE2Ho| A2 5 J&HUTh
o
cluster-monitoring-config ConfigMap ¢ EA EE A A 514 5.
[}
openshift-user-workload-monitoring 32 2 2] E 9| X] Prometheus?] 2] 21 7Y 7| 5%
B4 sats 734
o
cluster-admin Z & 2=H 9 &9] Al &2} & T+= openshift-user-workload-monitoring
> 2 A E o] /] user-workload-monitoring-config-edit & 3t 2] Al 8212 2 2o YA 2
g dEFUY
o
user-workload-monitoring-config ConfigMap ¢ B A € 7} A A 5] o] A1)
=E!
[}
openshift-monitoring 32 2 ] E o 4] Prometheus?] & =21 A S AAHsEH 43S
S

openshift-monitoring 3= 2 2] € o] 4] cluster-monitoring-config ConfigMap ¢ B4 E
£ Ax g

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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data/config.yaml ¢}&] ol prometheusK8s ¢] queryLogFile: <path >& 37} .

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusKs8s:

queryLogFile: <path> ﬂ

S ERHEEEDEEE FETISES

2UEHF 74 Wl o

TU RUEHY Z2AEE TA] A

74 @2 TE7}AY FAA Sk hS
=24 €] Pod 48l 2 AT,

I $ oc -n openshift-monitoring get pods

A8 22 2 <HFYrh.Read the query log:

7 Are A
Pod ! 71} gl 227 AW £ 4+ Y5

37%. 9] # ALERTMANAGER ¢12¥1 2~

k)

A Z g7 & openshift-monitoring

I $ oc -n openshift-monitoring exec prometheus-k8s-0 -- cat <path>
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ArE 5 74 wolx] 442 AEFuh
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o
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i

openshift-user-workload-monitoring >z 2 4] E 9| X] Prometheus?] 2] 21 94 S 4H
dEE 0ee FAFUTL

openshift-user-workload-monitoring 3 2 A € o] /] user-workload-monitoring-

config ConfigMap ¢ B A EE A},

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

data/config.yaml o}z 2] prometheus °l] queryLogFile: <path >& 57} .

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
queryLogFile: <path> ﬂ

S 2H A AT AR o] Ze A EJ Y3 RYUEHY S SA 356
A ¢+ 3 user-workload-monitoring-config ConfigMap ¢ B A E o] 2] &
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EYUHY 74 Pl g a7 AdE AFska
Pod 2 7|8} gl &7 w22 = AsUH T =
T2 RUEHY Z2AAE A ]74 g

TFA 840 Te71 AT F2X el the oA 43 -2 openshift-user-
workload-monitoring 3= 2 3] € o] Pod A &] & Y <€)

I $ oc -n openshift-user-workload-monitoring get pods
A8 22 2 <HFYrh.Read the query log:

$ oc -n openshift-user-workload-monitoring exec prometheus-user-workload-0 --
cat <path>
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A8A Ao mUEE S B stel BAE A8 A g ZeAsd td RUHY $45E
FEFAAN 2.

3.4. THANOS QUERIER?] dj g F] =27 &4 3}

openshift-monitoring Z 2 A E oA 7] & Z A Z 21 ] 7Z-$ Cluster Monitoring Operator7}
Thanos Querierd] A A8 sl= R E FAHY S 22T F U
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ofy
ko

27 ¢8e AAHN gone FAE sl st ASolw o] 715 YA Ro=
3 s}t h. ¥4 9l 2 vl ¥ ConfigMap @ BA o] W7 A1 HlselA Azl =
g W@ sstel /52 BA I,

oN. ot

A 27 A

[ ]
OpenShift CLI(oc)7} A X 5 o] 54t}
[ ]
cluster-admin 222 9 o] AlgA = FE2Ho| AA2=T 5 d5U
[ ]
cluster-monitoring-config ConfigMap ¢ EA EE A A 514 51U
4

openshift-monitoring = = A E o] x| Thanos Querierd] tj g A2 =4S S35 F AFH L

openshift-monitoring 3 = 3] & o] A cluster-monitoring-config ConfigMap ¢ ¥ A& #H

g
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
data/config.yaml o}2] o]l thanosQuerier A A& 37}3}31 o3 o 9} 74o] 32 715 o).

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
thanosQuerier:
enableRequestLogging: <value> ﬂ

logLevel: <value>

27L& &3ststE ™ S true = AR5t =4S &/ stste false & A4 .
71332 falseyd Ut
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37%. 9] # ALERTMANAGER ¢12¥1 2~

2]

74

7S debug,info,warn, error 2 A A 34t} loglevel o] #to] Yl A ¢ 22 52

7NBHo7 QF dYth

g
e
filo
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o
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o
o
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o
d
L
v

2P 74 ol e W7 AHe Agsha % T2 AE 9 Pod
et g2t AMED 5 A5k AT T2AEA A T 2uE
Y ZEA2E G4 A4S+ AUt

Thanos Querier Pod7} A3 F21A] gelgh}. th& A= 43 2 openshift-monitoring =

=4 E 9| Pod 4 S YAt
I $ oc -n openshift-monitoring get pods

e A

il
of

B wa 2 Algslel B2 A2l 2 AP T

$ token="oc create token prometheus-k8s -n openshift-monitoring’

$ oc -n openshift-monitoring exec -¢ prometheus prometheus-k8s-0 -- curl -k -H
"Authorization: Bearer $token" 'https://thanos-querier.openshift-
monitoring.svc:9091/api/vi/query?query=cluster_version'

e B e dastel A2 22 g5

I $ oc -n openshift-monitoring logs <thanos_querier_pod_name> -c thanos-query

3

thanos-querier Pod+= 327184 (HA) Podo] 2 2 311} 2] Podol A9t 2 15

2 5 gt
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7129 e AR E AALS T 74 WA enableRequestLogging 712 false = w7 3}
A 2R3 & v &5 .

[ ]
RUHY 74 B¢ A4 9t mUHY 28 74 FuE FEHAA L.
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4%. PROMETHEUS ADAPTER®] gt ZHA} =

47. PROMETHEUS ADAPTER©<] dj gt 7HAt =21 5 AA

718 A E 2YUHA A = Prometheus o] JE o] AL 21 58 74T F dFYL

=

A 27 A

OpenShift CLI(oc)7} A x| = o] FYh.
cluster-admin 222 g o] AlgA = FE g AA2=T 5 d5U

cluster-monitoring-config ConfigMap ¢ EA EE A A 514 51U ).
A

71 ¥ openshift-monitoring 3 = 3] E o 4] Prometheus o]} 9] A} 20 FF2 AA T 4 Id&HY

=8

openshift-monitoring 3= 2 2] E o] 4] cluster-monitoring-config ConfigMap ¢ B4 E S #H
A

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

data/config.yaml ¢] k8sPrometheusAdapter/audit 2 A o] profile: & F7}g ).

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |
k8sPrometheusAdapter:
audit:

profile: <audit_log_level> ﬂ

Prometheus o] 9§ EHl A& A 21 YY)
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3.
profile: vl 7l ¥ 5ol T3 3k F shE AHEsl AL 22 58 AR FU
[ ]
None: o|Wl EE 7] £ 3}A] vl4] Al Q.
[ ]
metadata: AH8-7, €} =R F 3 242 @ o i g vl etdlolE vt 7| ST 8. 3
H2E9 $H H2EEZ 7| E35K v Al Q. v EH ol H = 7| AL 2 FEYY
[ ]
request : Wletel o] B ¢} @ F A 2ERE 7| F5pA| vt FH HAEE 7| 5514 Sy
o] FAL FAixvtold 8= A &HA AFUT
[ ]
RequestResponse: =1 oWl E vgld|o]H, B 2E 23 9 $H HAEQUT. o] &
AL gzt obd @ H o= AEHA A5
4.

e Adstel WA A A &3tk W7 AHES 28 @ vl Prometheus Adaptere]
Pod7} 2H5 0 % thAl Al 2 o,

‘£ik 9

= P
27t A EE F JdFULL ST Z2AEA] A3 T2 RUHFY =
ZAAE OA] Al &e 5 95Ut

o
ol\

T4 W o] k8sPrometheusAdapter/audit/profile 9|4 =1 4-F2 Request = A A3} 3}
A A

Prometheus Adapter2] Pod7} 23 Z<1#] 32l g}, th3 o A o A = openshift-

monitoring = = A € o] Pod A& & 1}Q g}

I $ oc -n openshift-monitoring get pods
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47. PROMETHEUS ADAPTER®] O] gt ZAL 21 =5 A A

AAF 23 5E D @A 27 9 2ot kel A EAEA Ay

$ oc -n openshift-monitoring get deploy prometheus-adapter -o yaml

2 o

- --audit-policy-file=/etc/audit/request-profile.yaml
- --audit-log-path=/var/log/adapter/audit.log

openshift-monitoring = = 2] € o] prometheus-adapter vl 3z o] &u}2 21 Fo] F & 5
=A AU

$ oc -n openshift-monitoring exec deploy/prometheus-adapter -c prometheus-adapter
-- cat /etc/audit/request-profile.yaml

2 o

"apiVersion: "audit.k8s.io/v1"
"kind": "Policy"
"metadata":
"name": "Request"
"omitStages™:
- "RequestReceived”
"rules":
- "level": "Request"

Fx

ConfigMap ¢ B Al E o] 5] Prometheus Adapterd] 3] <1213 = Qe =2
I 32 Y835 Prometheus o] g ol dj gt W7 ALgto] gl o Cluster
Monitoring Operatoro] A 2 7F71 7|=82 4.

89



OpenShift Container Platform 4.11 2 Y & &

Prometheus Adaptere] 7 AL 2 18 313

$ oc -n openshift-monitoring exec -c <prometheus_adapter_pod _names -- cat
/var/log/adapter/audit.log

74 FHlE FEFAA L.

9'15
fr
o
N
fr
]
i
)
ol
[»
)

2YHY 74 §S A4

4.1. =24 ALERTMANAGER H] &4 3}

OpenShift Container Platform 21 g3 24 o] openshift-monitoring = 2 A € o] X Prometheus
QQAEH 204 AIAE 23-dslE =2 Alertmanageryt 71 22 o 2 @435} o] JHU T

=2 Alertmanager’} 2 g 31#] &2 79 openshift-monitoring 3 = A E o] 4] cluster-monitoring-
config 74 ML FA o] v|FA 3T 5 d&FU T

A 27 A

[}
cluster-admin &) 2¥¢| 9 o] Al &A= S| 2gd] AT = &5
[}
cluster-monitoring-config +A # & AAIHFU
[}
OpenShift CLI(oc)7} 2 ] 5 o] 54Ut}
Azt
1.
openshift-monitoring 3 2 A E o] 4| cluster-monitoring-config 4 § & HF .
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
2.

data/config.yaml o}2] 2] alertmanagerMain -4 Q 4~ t] 3] enabled: falseE 37134
t}.

apiVersion: v1
kind: ConfigMap
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metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

alertmanagerMain:
enabled: false

g Agstel WA AFS A4S
A5 oz vlgshgy o

i

Prometheus Alertmanager 5 4]

73 &3
4.2. 05 A
[}
AHeA Aol ZeAE R UEHE 2435
[}
1 7] 4] Bro] dia] Lol I

4%. PROMETHEUS ADAPTER®] dlgt AL =21 5

Urth. 917 A13HS A 8-31A Alertmanager Q1 28 27}

o1
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5. 182 Ao A E vy B4 35}

l

OpenShift Container Platform 4.119 4 = 712 ER & ZUEH Qo= ALgA Ao Z2 A Ed Ojgt
RUHHS A3 5 JdF5U Y F7FE 2YUHE £F 4 glo] = OpenShift Container Platformol A =z}
A zzAEs RUHYE F AFUth o /152 et A4 FUE 74 24 P A Fe) xR

AEd g 2UHH S T RAS3d .

3

OLM(Operator Lifecycle Manager)23 A}-&3}o] A X3 Prometheus Operator v] A&
AR Aol R UHH 3 335 R g4 o). u)2lA] OLM Prometheus Operatorof| A 3%
2] 5l+= Prometheus A1-&-# 4 9] 2] 2~ 2(CR)Z A 39 AL2-A A 2] Prometheus ¢12€
2= OpenShift Container Platformol A 2] 9 5] %] k51 t}.

5.1.AH8-A B o] =24 E RUEHY 43}

8 2H #E A= FY2H 2YHH ConfigMap 2 2.4 E 9|4 enableUserWorkload: true Z ==
AR ste] AL Fo ZRAEN A RYUEHAP S S43S T AFU T

OpenShift Container Platform 4.119] A4 & A1-82 F o] T2 A Eo) g3 R UEHP S
ZA 3}s17] Aol = E A18A 4 9] Prometheus Q1 2E1 2~ E )| 7] s oF Frit}.

Fx

OpenShift Container Platformol| x] A} 82} A o] T2 A Eo] g3t RUEH L A3}
33 A cluster-admin 28 2 g 9 9] A} &A= ZE 2Hod| AA| 28 5 glo]of ).
g S22 AT AGH o w AR Qo] Z2AES RYUHP S 7 248
T2 3t7] 9l AL Al A AeS Hod = AFU

A 27 A

[ ]
cluster-admin 28 2 939 A1 = S AH A2 5= g&5U).

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

92



54 2182 Fo] A E wUEY 43

cluster-monitoring-config ConfigMap ¢ B Al E £ A A 5145 t).

openshift-user-workload-monitoring > = 3] € o] 4] user-workload-monitoring-config
ConfigMap o B A ES dejfoz 44 9 74AEU AHEA Jo] T2AES v Y3}
= 74 820 g@ 74 242 o ConfigMap ¢ B4 =6 718 4 9151t

user-workload-monitoring-config ConfigMap 2 B4 E o] tj g 74 W7
2 # % w vl openshift-user-workload-monitoring = = A € o] Pod 7} ) vl
TPk oy g A QAT A 25 = © A Zke] A AE = dHFUT WA
ALEAL A o] T2 A EO g3t RUHHY S &4 35)sl7] o ConfigMap ¢ B A E
E A8t A 35te] PodE A A X814 =5 & F dFUH-

Z2A 2

oo

cluster-monitoring-config ConfigMap ¢ B A E = HAZ gt}

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
data/config.yamlol] enableUserWorkload: true& 37134 t}.

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true ﬂ

true= A A 3l+= 79 enableUserWorkload vl 7§ S AL2-31H S 8] 2E oA AL
AR z2AES RYUHAY T F JFUL
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%9]

cluster-monitoring-config ConfigMap ¢ B A E o] ¥ 7 X} glo] A &=
M openshift-monitoring Z 2 2] E o] Pod 2 7]€} 2|47} Alv]j £ € —’F b
FUt g Z2AEqA 3 F2 BUHY T2 AAE A Az
AFU

prometheus-operator, prometheus-user-workload 2 thanos-ruler-user-workload Pod
7} openshift-user-workload-monitoring > 2 A E 0| 4] A 3] F<21A] <2l }. PodE A] 3}
E ol Alzke] 28 5 AFUth

I $ oc -n openshift-user-workload-monitoring get pod

o

2 o

NAME READY STATUS RESTARTS AGE
prometheus-operator-6f7b748d5b-t7nbg 2/2 Running 0 3h
prometheus-user-workload-0 4/4 Running 1 3h
prometheus-user-workload-1 4/4 Running 1 3h
thanos-ruler-user-workload-0 3/3 Running 0 3h
thanos-ruler-user-workload-1 3/3 Running 0 3h

[ ]

Ze28 wUHY 74 W 44
[ ]

wUEY 28 74y
[ ]
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monitoring-rules-view Z& = gre x 2 A E o] PrometheusRule AF&-#F A 9] gl &2~
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o that €171 oA 2 A2 A FFU k.

monitoring-rules-edit 2 2] =¥ 22 A1-g-7}oll 7] 24 E o] PrometheusRule A-8-# 3
o] glA228 AA, 74, AT F A= AFE FoFh
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ATt £ ALBAE AUl i Podo] U@ M= g 229 S 4T S G o
9 &9 A1-231H ServiceMonitor 2 PodMonitor 2] 4222 AA, 54, 2AA1T = J&Uth.

EF AR o] AES vUHY s 74 245 FAT 5 At AR AR A T 5
= Ut

openshift-user-workload-monitoring 3 2 3] € o] 4] user-workload-monitoring-config-
edit 9§ &2 %3 user-workload-monitoring-config ConfigMap ¢ BAEE A 5+ &Y
t}. o] &g AH8-351A ConfigMap @ HA E S AR 5te] 182 A ] a2 = EHEI ER R
Prometheus, Prometheus Operator @ Thanos RulerZ 74 & 4 A 5.

AeA A A U AR AR e AT F Y ABL AER A Fol @ Fx AFU T
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A 27 A

[
cluster-admin S 2| 2H Q39| A& E Ze|2H QAT F JFHT
[
oln] EAt= o FF T2 AHEA AR YU
EZAX

OpenShift Container Platform ¢} Z<£& 9] A2z A A AHEA A - 9T vpelg -
HiRlg A o7 o] F3drt.

2.

g £ 3 A "W 2ol 2 A& uhel g §3 AdFvh
3.

olF BEo] A upeg e o5 YT
4.

U g Lol FEo A AL AR Fojstd = AHEA Ao =4S A9y,

|

2UHY o ge U oo~ Ao A g st A s nhg g,
o] LAl 28 ALg- sl ALgAol7l Yol g Aske el g A Eolnt 4 &

Y.

5.

o & o] § H-=-9 4] monitoring-rules-view, monitoring-rules-edit 5=+= monitoring-

edits A=

6.

FA A AA AHEAE A9 gy
7.

FA ol Aol AHgA ol B2 JF T
8.
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5.2.2. CLIZ A1-&-3lo] AL8-AolA] A ol

OpenShift CLI(oc)E AH&-3ate] A4A Z2AES RUHP T 5 Yt A3
Ut

2 Abg Aol ol & 5

oE

T

A 27 A
[}

cluster-admin 222 9 o] AlgA = FE g AA 2T 5 d5FU

olm] EA| 3 o gol FF FA A4 AR AUk

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut

Tz e AgAtolA BUEY e

o ge @

I $ oc policy add-role-to-user <role> <user> -n <namespace> ﬂ

<role>2 monitoring-rules-view, monitoring-rules-edit === monitoring-edit = 1}
FUth

2

Rujiu}

&
2
e

o] £lolE Ze)2H R 54 ZeAEd s vl
oF 3]

o] & 59 <role>2 monitoring-edit= v}4 31, <user>= johnsmith = v} 4231,

<namespace>Z ns12. 2 vF Ut o] 2 53 v E Z2d AL A5t ns1 v Y23 o] 20
A Az AL AP £ Y= AHLA johnsmith D3] g ).
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A 27 A

[ ]
cluster-admin 22| 28 939 AR 2 F&| 2 AT 5 A&
[ ]
olu] £Al3kE Qe FF 52 AHgA AR YU
[ ]
OpenShift CLI(oc)7} A2 x| 5 o] AUt
ZREAX
[ ]

user-workload-monitoring-config-edit & 3-8 openshift-user-workload-monitoring == 2
A EJ &= AHEAAA P

$ oc -n openshift-user-workload-monitoring adm policy add-role-to-user \
user-workload-monitoring-config-edit <users \
--role-namespace openshift-user-workload-monitoring

5.4. 4874 A4 N EA AL sl Fel2H 9 Ko| A v =g o] a2

ZHA| v 25 RYUHP S o i Zo]A Prometheus 54| & 2l 3t= Wi S ¢olE-Yt. thanos-
querier 325 A8-3to] S22 279 RUHF dlolg o A =T 5 gy

A 27 A

AFER g o] Z2AE wi]E Y FYsjl net AA Au| =S w2 FUo

Prometheusol] 928 €28 =&

$ SECRET="oc get secret -n openshift-user-workload-monitoring | grep prometheus-
user-workload-token | head -n 1 | awk '{print $1 }"

$ TOKEN="echo $(oc get secret $SECRET -n openshift-user-workload-monitoring -o
json | jq -r ".data.token’) | base64 -d’
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54. A8 Qo] T2AE wHY 243}

$ THANOS_QUERIER_HOST="oc get route thanos-querier -n openshift-monitoring -o
json | jq -r ".spec.host”
R ENA AA Au| 29 W ELS AAF U d & S0l v ZFU -

I $ NAMESPACE=ns1

$ curl -X GET -kG "https://$THANOS_QUERIER_HOST/api/v1/query?" --data-urlencode
"query=up{namespace="$NAMESPACE'}" -H "Authorization: Bearer $STOKEN"

Z9 0 A=Al A pod7t 7 717kl EAEUY.

2 o

o

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"up","endpoint":"web","instance":"10.129.0.46:8080","job":"prometheus
-example-app","'namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},"value":[1591881154.748,"1"]}1}}

5.5. RUEH YA AHEA Qo] Z2AE A 9]

AW AER ge) TAEE G4 AR S RUEPoNA AL S A ol A seld ol

false¢l 3 = A E 4] 9] A3 o] 20| openshift.io/user-monitoring @] o] &2 F7}3tA P}
A%}
ZRAE & o] Lo ghd-S S o
I $ oc label namespace my-project 'openshift.io/user-monitoring=false’
RUHP S oA 2436t v & o] 2ol A 2hE S A A g o

I $ oc label namespace my-project 'openshift.io/user-monitoring-'
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51

ZeAE g &4 RUHH t ol A= A4 doles Tt
Prometheus7} 23S FX| 3= o] 2 Hol 49 5 JHYh

5.6. AH&-A B o] =2AE RUEF v 243}

ALgA Aol Z2AEJ U3 RYUHY S A 318 F F82H ZYHF ConfigMap 2 B4 Eoj 4
enableUserWorkload: false=S A3 slo] oA v &A1 318 4= A5t

FEAEA Ao ZT2AEJ U3 RYUHH L v A 31513 A enableUserWorkload:
trueE AAT 5= AHFYh

ZREAX
cluster-monitoring-config ConfigMap ¢ B A & HZ 3.

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

a.
data/config.yamlol 4] enableUserWorkload:E false= 43 g},

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:

config.yaml: |
enableUserWorkload: false

G e Agatel WA AFFe A4 29 Be AHe A Ao ZeAEd dg ZUHY
ol Aoz uB4sEY .

prometheus-operator, prometheus-user-workload 2 thanos-ruler-user-workload Pod
7} openshift-user-workload- monltorlng Z2AENA AAHAEA SAAFUL o] AP S F
3l ul thae] Alzke] A F AFYth

I $ oc -n openshift-user-workload-monitoring get pod
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o
i)
2

I No resources found in openshift-user-workload-monitoring project.

3

AHE-A A 9] 2 A E o] R E o] H]|&A] 5}+H openshift-user-workload-
monitoring 3 2 A € 9] user-workload-monitoring-config ConfigMap 2 B A E = A5
© 2 AA E A Ut o] & ConfigMap @ A EoA AT RE AL} AA FAHS

#2317 1@ AUk

5.7. 05 @A

[}
W =2 el
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& 7A8E F dFUY. o2 g &2 7] &2 Alertmanager Q1 2=H 20| 4] 21§ 7
A=A Alertmanager Q1 2€l 20| A 29-d ¢
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2w B 22T glo] AHER Ao ZeAEd o)
A B sl AR Ao AT AR BED % gy
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AR A ol Lz A o] ul§ A3 e
Ut

71 ZQ ¥ Alertmanager 3128 2= & AL§-3}+= 79 openshift-monitoring 1] ¢ 25 o] 2

9] alertmanager-main Pod = o] 53}

[ ]
2182 A o] =2 A Ed g3 Alertmanagere] ¥ k9] Q1 2~H€ A2 34 3513 79 openshift-
user-workload-monitoring 4] ¢ 23 o] 2 9] alertmanager-user-workload Pod= o] -5 g ).
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o o

s AbgA ol mzA ol ule A d o A AU

AR Ao AT FH ) A AR A e Ph
slo] 22 W97 AR U o & So] ¢l o] = ns

Ul &3 o] 271 AFg-AL A o] U E GOl A A9 W o] Y 25 0] 29
AlertmanagerConfig 2] &~27} Alertmanager +4 9] 417} =X &5Ut.

6.2. A8 A A o] 73 29 Y § =N F ALERTMANAGER <1 28l = 84 5

o

A&7} Alertmanager®] 712 ZRE A2A S AHE ot AHE A H o] B 249 78S

241tk

i

=
T

A 27 A
[}

cluster-admin S8 2H &9 A& A2 F|2Hol AN 2T 5= JdHFU

=

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

e

cluster-monitoring-config ConfigMap ¢ B A E = #HZ gt}

hia

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

data/config.yaml o}2] 2] alertmanagerMain 2] A o] enableUserAlertmanagerConfig:
true & F7134 o

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
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config.yaml: |
alertmanagerMain:
enableUserAlertmanagerConfig: true ﬂ

A&7} AIertmanager,] 7|8 ZPE AAEHAE ALFE AL A A AW EeH
TS WA T F+ A== enableUserAlertmanagerConfig zt2 true = 43 tfh/] o}.
3.
B4 S A Fste] WA AHLS A&

6.3. A2 A o] A g9-dof i3l M=o ALERTMANAGER 129 = &3}

A ZE2HI A E 7| 2 ZHE Alertmanager Q1 A€l 20| RS Fo|3 7| B ZHE 7 19} AHS
A Qo] ARE ¥ F Feld 5 Qe AL A F o] TA Eo g Alertmanager Q1 2H 22 W8 5
AEUH. o] 49 =2 Q9 uj} Alertmanagere] H o] A AH XA E SA] 3] 5lo] AL R Ao =2 A E o
gk Aagk 2l = AFYh

A 27 A

°
cluster-admin 222 9 o] AlgA 7 S 2Ho| AA 2T 5 d5U

openshift-monitoring ] ¢ 23] o] 2 2] cluster-monitoring-config =4 oA A8=} A 2]
ZzAed dg 2UH YL BT

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

user-workload-monitoring-config ConfigMap ¢ ¥ A € & HF 3]t}

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

data/config.yaml o}2] 2] alertmanager A 4 o]l enabled: true 2
enableAlertmanagerConfig: true & 7134t}

I apiVersion: v1
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kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:
enabled: true

enableAlertmanagerConfig: true 9

S ZEoNA AHEAF B o] L2 Eo tf3] Alertmanagere] -8 J~d X8 243}
3}2] 9 enabled 72 true = A3t} 72 false 2 AA S AU AL A Ao x2AE
o oj g Alertmanagers ¥ &4 32l 715 <A 5] A=y o] 3S false = % 7§ s}
Av 717 B=kd B AH8A A o] A7 71 2 Alertmanager 12 A% 2h¢-

SIS

% s

ol

9]

tlo

A&7} AlertmanagerConfig S B A E 7 A A3 299
enableAlertmanagerConfig ;S true = 23 g}

3.
A S At WA AHES A8 FU T AHEA B o] 22 A E o O 3k Alertmanager?] A
| JAN2G 27 AF o 7 A AU
a5
[}
user-workload Alertmanager 21 28l 27} A1 25 Q=4 &1

I # oc -n openshift-user-workload-monitoring get alertmanager

%9 o
NAME VERSION REPLICAS AGE
user-workload 0.24.0 2 100s

rf
_9,

ATEEE

o
ey
oX
e
B
¥°
rlr
"

6.4. AL A Go) TzA TN Y@ F 2 249
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e

AHeA A A U AL ASH L AT F A ABL AERA Hol @ 5 AFUTh

A 27 A

[}
cluster-admin 22| 2H Q39| A& E Ze|2H QAT F JFHH.
[}
olu] EA| stz g ol 9 2 AHEA AR YU T
[}
OpenShift CLI(oc)7t 2 X 5 o] Q&1 th.
[}
AHERL J o] =2 A EJ g RUHP S A F -
Azt
[}
AH8-AL A o] = g2 A E o] AR} A alert-routing-edit 22| 28 932 I3}

I $ oc -n <namespace> adm policy add-role-to-user alert-routing-edit <user> ﬂ

& It;namespace >©] 7 ]9 251 0] 22 nst 7} 22 AH47} H o] L2 E 9] ]9
230l 2 AT & Ituser > o] 25 TS TGS AR AL A ol F-S AT

[}
AR Qo) T2AE nUEHY G435}
[}
Mg Qe ZRAE g A3 29Y A4
6.5. o} Al
[}
731 e
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7.1. Y EE o]

OpenShlft Container Platform 4.110] X = v 2= 3
T4 828 FUHI I AHEAL A o] =2 A E O] gt

A=Al ol A G5l A Prometheus S o] A E lolHe 2] & ALE3te] AA a0 dis) A3
S EHS AT + AFUTh

OpenShift Container Platformol] 4] /metrics X3 o] & OHH o] HTTP Au] 2= £33 & Sl vlEg o]

=Yt} http:/<endpoint>/metricsol] i3l curl F &= 3l A H] 20 /\}a‘l 7V
% Uy 3 g&uU o = Sof prometheus-example-app A Au] 2o g BE=E
2 APste] AHE 7Hsd REWMEY S ST F dFUH

$ curl http://<example_app_endpoint>/metrics

2 o

o

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404" method="get"} 2

# HELP version Version information about this binary
# TYPE version gauge

version{version="v0.1.0"} 1

Prometheus 2ol E o] B &g 24

72 A8 A Ao ZRAE gt v|E AAMA HA
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SHWmemnﬂ**E%Hﬂﬂﬂﬁﬂ%A:GQHLLW%*HHWHWEﬂgﬁﬂ%a*JI

Ut} ol Z 8] Al o] AL Prometheus Z 80| A E glo]lH e ] & AHE-3lo] W E 8 & /metrics XF o] &
q =&l 714 3“4 t}.

o) AR A= A8 4 o

Ao S AH 22 WX F A8 22U By
ServiceMonitor 2| A2~ E 7l =

E
ol s 4% ok

o

3]

o
e

=)
A E
ks

7.21. A E Au) 2w £
AHEAL Qo] Z2AEJqA AHlE RYUHY S HEES] A&l AE AvEE g 5 sy

Z2A 2

1.
8] 2 A o] gl g YAML 3128 A A ). o] o o] 4] = prometheus-example-
app.yamlo] 23 g}

shlol The WlE W AH 2 T AN RS FA .

apiVersion: v1
kind: Namespace
metadata:
name: nsi
apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:
labels:
app: prometheus-example-app
spec:
containers:
- image: ghcr.io/rhobs/prometheus-example-app:0.4.2
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: v1
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kind: Service
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterIP

o] +A L& AL8-A A 9] ns1 ZZ A E prometheus-example-appOI gt= Au| =& u XY
Urtt. o] Au] A& AHg-AL A ] version W E €S =ZF ).

T asne wae Aswn
I $ oc apply -f prometheus-example-app.yami
AU 25 W] 3= © A 7ke] th4 Agy
4.

Pod7l Aa 5914 Q18 4 ATt

I $ oc -n ns1 get pod

%9 o
NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq 1/1 Running 0 81m

7.2.2. qu)| A 2 E Y Wy A

Au| 20| A =3 D]LEJ’:‘. 2 A18-3512 1 /metrics 73 0]] A W E8)S 239355 = OpenShift
Container Platform ¥ &= 2 743 oF gk, A28 ZuEPaof st WS A 6=
ServiceMonitor(CRD) == Pod Z 72U g3 of 5= th 2 XA 3l+= PodMonitor CRDZ A}-£-3}¢]
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o] 2912 +AF + A&tk Aol = Service o AT} BaFHAT Tl BadHA o]

Prometheus”} Podol A =&3l= W EE E-HAA HEH S FH 23l 4 A5y

S T2 A 2 A = AR R} A 9] Z 2 A E o 4] A1) 29 T 3 ServiceMonitor 2] 222 YA 3= ot
HE BoFyh

A 27 A

[ ]
cluster-admin 22| 2H 9 & =+ monitoring-edit Z 2] 2H 9] A& 272 2| 2H
MA 23 5 dFY T
[ ]
AL8A Ao 2 A Eq gt RUHH S s FY -
[ ]

o] o] A o] /] = prometheus-example-app A = A U] A= ns1 T2 A Eo ] L HF ).

prometheus-example-app 41 & 48] 2=+ TLS 135S A A3HA XFU .

ServiceMonitor @] 22 A o t g YAML 52 -S A A g ). o] dl Aol A] 1Yo
example-app-service-monitor.yamlo] 2} 32 g},

S ServiceMonitor @] 22 74 AR AW E F713 )

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
k8s-app: prometheus-example-monitor
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
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selector:
matchLabels:
app: prometheus-example-app

o] = v A W E g o] ¥3H prometheus-example-app = A ]| 2o A =&3E= W E

213 8}= ServiceMonitor 2] A2 A o] 3o},

A& AL A o] ¥ Y 23 o] 2 ¢] ServiceMonitor ] A2 = T3 Y| Y2
N

oA Au] gt AAs 4= L]t} = ServiceMonitor 2] 4~ 2= 9]
namespaceSelector 2 == &4 FAH Ut}

2289 74 448
I $ oc apply -f example-app-service-monitor.yaml

ServiceMonitor 2] 22 & H] £ 5}= d] A|7bo] T4 AP}

ServiceMonitor 2] &= 27} A3 F21X] &els 4 &5}

$ oc -n ns1 get servicemonitor

%9 o
NAME AGE
prometheus-example-monitor 81m
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
https://access.redhat.com/articles/6675491
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3.
AAX ol EA7] AH)S Addlste] AP Aol d A £ A
4,
AHEAE A o] A& AAsiE A E1d 24 =] PromQL(Prometheus Query Language) 7
78 F7Hh.
31
PromQL X342 123t =Fohe 250 A% 94 2ol AP
ol gk At = =, W EY, hll, A7k EFo] FUTL I RE SR E AHS
ko] o] Z @ At FE F S AE @ oS Enters w2 Ao FEL F1%
= 9444 h.You can use the keyboard arrows to select one of these
suggested items and then press Enter to add the item to your expression.
=3 A HE F2o) vhgx EAEE ol ot AP F=Zol O ek AEe B
TE AsUh
5.
el A g FretE A8 12 A9,
6.
71 A e Al A ol Y
]
L
L]
2493 gS A9 5 2 A9
7.
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]
L
L]
2 A9 o0 72 A A8,
8.
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L
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o.

A AE AstAn A2 49 ¢ ARFUch A =L E2o) Azagych
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#querying-metrics-for-all-projects-as-an-administrator_querying-metrics
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#managing-metrics-targets
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apiVersion: monitoring.openshift.io/vialphai
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metadata:
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I $ oc apply -f example-modified-alerting-rule.yaml
10.6.2. A A3 737 AA

MEYS Ao Al A FHe AR Y
= E
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uko g A&z} A 9] AlertingRule @] A 22 WA= A9
LA AALE &7 5 FEshe FLE BA B=F FHG.

A 27 A

[ ]
cluster-admin E2 2§ o] Y= AHEAZ S 2Hol| AA =T = dFUT

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

A& ZAR 52 B on Se2He] BE =E7} FHHo] AUt

openshift-monitoring ] ¢ 23] o] 2~ o] example-alerting-rule.yaml o] 2}= A] YAML -4
stel e whEY

AlertingRule 2] 225 YAML st o] =713 th. oh5 ol Al A = 7] ¥ watchdog 7 37.9¢
FAFsHl example o] 2t= A 5L 3 S A PO

apiVersion: monitoring.openshift.io/vialphail
kind: AlertingRule
metadata:
name: example
namespace: openshift-monitoring
spec:
groups:
- name: example-rules
rules:
- alert: ExampleAlert ﬂ

expr: vector(1) g

Al 52 4 9| 5+ PromQL 72 44U,
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I $ oc apply -f example-alerting-rule.yaml

OpenShift Container Platform 4.11 = U g & o}7| &l x| o] sk z}A| gk &2 2 HH 7]

a8 FxduA L.

[ ]
73 FF ol A3 A B Alertmanager 2 H A4 2 Fx235140 A 2.
[ ]
glo] &S tAl A sh= Wi ol t g 4J B= Prometheus #lo] & A A 4 & F=xs6H4
AlL.
[ ]

A3 H A3} g F71 X1 L Prometheus A3 B4 2 32344 L.

10.7. 9| 7 A 2"lo] &4y AF

OpenShift Container Platform 4.119] 4= 23 Ulol A 243 A3 & 2 = JdFUt. ¢ e 7|25 o
2 REIGH AR AFHA dFUY ds FAA I o2 EH S AFsl == OpenShift
Container Platform2 4 & 4= <54yl

[

PagerDuty
[

Webhook
[

ol 2l
[

Slack
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https://prometheus.io/docs/alerting/alertmanager/
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config
https://prometheus.io/docs/practices/alerting/
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Yt} Alertmanager= 749 ¢4 IFANA AAS B dF S MRHoR nyfUt. dyzow ¥
A= A S AE FASHA &S o AAA Sl =S FAFUS. o]l WIAYUES AH8-shd
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A 27 A

°
cluster-admin 22| 2 939 AR 2 F&| 2 AT 5 A&
4
1.
FE A AF A A - Zel=H AR - 4 - Alertmanager £ o] 53t}
=31
Ee dd BE 38 FL I AR o] 5 A5t OpenShift
Container Platform ¢ £ 9] 9 £Z Ado|x S5 ofo]Z L Hdl sl
AlertmanagerReceiverNotConfigured 73510 4] 48 A9 3.
2.
o] oA o] FAA AN $AA 57 AH TS
3.
SR ST A AR o) FL FrHe A BSo) A AR #3L AdT
4,

PagerDuty 441 #}2] 73 -9-:
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104
S 78S A9 st PagerDuty &% 71E 714 ok
b.
PagerDuty A %] ¢] URL& F71§4t}.
C.
ZolAES A2 A AR AR == Azt AMGS HASHE 23 A4 &
AE Aa g
[
Webhook 421 z}¢] A 9-:
a.
HTTP POST 8 o] A%+ #4848 F7HJ o
b.
49 ARE FAANA Bl = 7|2 FAS AW 17 AA IAE AY
I
ol Q) A7) B¢
a.
UdH S S oY FAE F7HEUY
b.
IS A Fo, oA A%
Aule] EXE o], A%

oy - =2 7

= SARNA BUIA RES /B FAS AYSAL oMY BY 7
3 EAE AU

Slack 217}12] A $-:

Slack Webhook<¢] URLS- 7134t}
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92 A 57k ool 2 B AL
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%@aaazaga442@@§w¢mgq344ﬂﬂq%gﬂ
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|

5.

NeHow wE Ad §53 AR st A2 AHgste] 4E SR BT 4
Az A% 7] Aol A Aol et Sl g2 B33 AN AW b A L.
a.

F2o) 299 2hi Ao 2 eha o B3 &g S HU
b.
AL g A 7a e Ad g
C.
sl 3712 Adste] 371 299 SHe FgI
6.

10.7.2. A8 4 o) T2A o] Ulg A3 299 AA

alert-routing-edit 2] g o 3o] XA A FA A7} obd AFE A2 A9 ALE 2 A o] =z A E 4
@ A7 A9 AQSAY AR = AU

A 27 A

[ ]
S 2H # A7 A A B o] ZRAEO g RYE Y S 43 EFH
[ ]
S EH AAT AL A B A E A B2 28-S s FFUH.
[ ]
A3 G99 S A5 = =24 Eo Ul gt alert-routing-edit 22 2 ¥ & o] U= AR
2 2ag3FY
[ ]

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}
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+3S A YAML 3 & whE UG o] E219] o A <l A = example-app-alert-

73—_17—- T o=
routing.yaml o] 2}= 219 -& A& ).

AlertmanagerConfig YAML 4 2] & s} ol 71Ut} ol & E°f b3 25Ut

apiVersion: monitoring.coreos.com/vibeta1
kind: AlertmanagerConfig
metadata:
name: example-routing
namespace: nsi
spec:
route:
receiver: default
groupBy: [job]
receivers:
- hame: default
webhookConfigs:
- url: https://example.org/post

3

AHSAL B ol AL A H ] A9 AR A | 2’ glAalT ZoE vd &
o]z W7t AAPU. ol E Eo] Ul 23 o] 2 nst 9]
AlertmanagerConfig Q H A E o) Aol g9 FAL2 FUT g2 o] 29
PrometheusRules 2] 224 g+ & 2 g1},

2e 2o G428 A4
I $ oc apply -f example-app-alert-routing.yaml

T4 2 Alertmanager Podol #5202 &gt}

10.8. A8 2} A ] ALERTMANAGER 44 A&

Alertmanager?] =2 & <128 9] 0] 3 openshift-monitoring Y] ¢ 23] o] 20| A alertmanager-
main A 222 #A g 3sle] 71 & Alertmanager 23 2 YolZ 5 JHUth
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°
cluster-admin 222 9 9] AlgA = S 2Ho AA 2T 5 d5U

Z2A 2

CLIo| A Alertmanager 2 A& W AsHH o2 3 Fd).

ot

A &A3lH Alertmanager 742 7Y alertmanager.yaml= &2 gt}

$ oc -n openshift-monitoring get secret alertmanager-main --template="{{ index .data
"alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml

alertmanager.yamlo] A A4S HZP F ol

global:
resolve_timeout: 5m
route:

group_wait: 30s ﬂ
group_interval: 5m 9
repeat_interval: 12h 6
receiver: default
routes:
- matchers:
- "alertname=Watchdog"
repeat_interval: 2m
receiver: watchdog
- matchers:
- "service=<your_service>"
routes:
- matchers:
- <your_matching_rules> 9
receiver: <receiver>
receivers:
- hame: default
- hame: watchdog
- hame: <receiver>
# <receiver_configuration>

Iertmanager 7] 717+

group_wait 3t 73 25 digk 7] €S Hul7] Ao
g =27 A3E =

S AR UG. o] 2 LHES BY7] Aol LS 25 o
AIertmanager7} ) 7] 8= Al 7HS Aol P o).
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r.l

©

repeat_interval 312 7 31 ¢S vHE5L7] Aol A3 of st= H 4 A 7HS AR FY
t}. 7zt 2§ 74 vt 4H S vkE 512 A repeat_interval 32 group_interval kRt A &
A3 qg. a8y a2 =4 Alertmanager Pod7} A A 2 5] A THA] o oF 5]
= 459 2ol A& A4 =

L4

©

& It;your_matching_rules& gt; 32 diA 232 & AA U .

S22 e Aol AL FARE ARG T

AX 7} 7] o] 5L AHg o] =9} U]
=g vehyuch o ol ¥ AL A 2 @

T+ match_re 7] o] & A831A np4A Q.

ol

=2 A7t 2= ok ot 49X F
g 20 A A A2 ol 4 2 match

o} -10[1

E3F A T3S A 9] sk 747 target_matchers 7] ©] §& AR8-sho] i3
YA =3} source_matchers 7] ol & XA st 42 X FES YEMEY G
target_match , target_match _re,source_match =+ source_match_re 7] 9]
F2 AHEAA wIA 9. 0] o] F& d o] AL HA X FF D)2 A A A
2 43 gy

}-5 Alertmanager 27 o Aol A= PagerDuty S A3 AR 2 74

oo

Yt

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- matchers:
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- "alertname=Watchdog"
repeat_interval: 2m
receiver: watchdog
- matchers:
- "servicezexample-app"
routes:
- matchers:
- "severity=critical"
receiver: team-frontend-page*
receivers:
- hame: default
- hame: watchdog
- hame: team-frontend-page
pagerduty_configs:
- service_key: " _your-key "

o] A7 & A-8-31'H example-app A]H] 20| A A 3] =] = critical 4]z} 7 517} team-
frontend-page 521415 A5t AEHUTh dibA o 2 ol g 39 A A B F
Adgdoz sEgPrh

ol Al 442 A gk

$ oc -n openshift-monitoring create secret generic alertmanager-main --from-
file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-monitoring replace
secret --filename=-

S

s

I e U,

ol
tlo

OpenShift Container Platform $J £<£ ol 4] Alertmanager 24 & WM 7]

) 2£9 A7 - S99 43 - 4 - Alertmanager ~ YAML 3] o] %] £ o] 53t}

YAML 274 51912 4434t

10.9. A} &2+ A o] A3 91 o) t] st ALERTMANAGER©O] A182} Jo] 44 AL

AHe A A o] A5 29’ A8 Alertmanagere] ¥ 9] Q1 ~El A E 84 313 79 openshift-user-
workload-monitoring ] ¢} 23] o] 2] ] alertmanager-user-workload ¥ ¢+2 # 3 3l Alertmanager
Az i +42 Qol& & sy

A 27 A
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cluster-admin 222 9 o] AlgA = S 2Ho AA2=T 5 d5U

AR &4 319 Alertmanager 44 2 32 alertmanager.yaml £ =2 3},

$ oc -n openshift-user-workload-monitoring get secret alertmanager-user-workload --
template="{{ index .data "alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml|

alertmanager.yamlo]| A 23S AR 3o

route:
receiver: Default
group_by:
- name: Default
routes:
- matchers:
- "service = prometheus-example-monitor" ﬂ
receiver: <receivers
receivers:
- name: Default
- hame: <receiver>
# <receiver_configuration>

stol Al 442 ATk

$ oc -n openshift-user-workload-monitoring create secret generic alertmanager-user-
workload --from-file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-
user-workload-monitoring replace secret --filename=-
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[}
PagerDutyol o 3 4] & U] 22 PagerDuty 24] Ao EE =314 A 2.
[}
service_key 7 A HIH S ol W 2 PagerDuty Prometheus 53} 7lol= & %
o
[}
O A3 FAAS T AL 7442 Alertmanager 2748 & xS Al Q.
[}

Abe A} Ao ToAE] A 2198 BAF oA AL A A aeE AL
Alertmanager ¢1 ~€ A2 &4 3lsl= E L FX4HA L.

10.10. o5 A

[ ]
EUHY WA REHE
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https://www.pagerduty.com/
https://www.pagerduty.com/docs/guides/prometheus-integration-guide/
https://prometheus.io/docs/alerting/configuration/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#enabling-alert-routing-for-user-defined-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#reviewing-monitoring-dashboards
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3to] 314 OpenShift Container Platform -4 Q 4 9] QA R =of] A M| 232 H T
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[
Kubernetes 49 # 42
[
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Prometheus
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a8 1.1, A A o A RE 4

Time Range Refresh Interval
Dashboards Last 30 minutes = 30seconds w
Dashboard Job Instance
Prometheus / Overview = prometheus-kBs = 101282119091 -
v Prometheus Stats
Prometheus Stats Inspect
Instance T Job Version Uptime
101282119091 prometheus-k8s 2260 BSk
1-10f1 = 1 of 1
v Discovery
Target Sync Inspect Targets Inspect
14k
12k
Tk
800
600
400
\ e : - o
330PM 3:35PM 3:40 PM 3:45PM 3:50 PM 355PM 330PM 3:35PM 3:40PM 345 PM 350 PM 355PM
WserviceMonitoropenshitt-apiserver-operatoropenshift-apiserver-operatar 0 W serviceMonitoropenshitt- W Targets
serviceMonitorfapenshil -apiserverapenshift-apiserver-operator-check-endpoints/o W serviceMonitorfopenshift-
WservieeManitar/openshift-apiserverapenshift-apiserver/0 servieeMonitor/apenshift-

M shA-2 Abgste] Helgt A o) sl the | FelAol4 A XS AT 5= Kubernetes 7
F9 2a2 oA s oA 23,

[ ]

CPU AH-3
[ ]

EER TR
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EEEE N
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29 11.2. 712A A3 o] A RE 4

= g;::;:ift a3 O @ kube:admin v
You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
<> Developer
Project: openshift-monitoring v
+Add
Observe
Topology
Dashboard ~ Metrics ~ Alerts ~ Events
Observe
Search Dashboard Type Time Range Refresh Interval
Kubernetes / Compute Resources / Namespace (Workloads) + daemonset v Last 30 minutes  ~ 30seconds ~
Builds
Pipelines v CPU Usage
Helm
CPU Usage Inspect
Project
0.04
ConfigMaps
0.03
Secrets .
.02
0.01
4:20 PM 4:25PM 4:30 PM 4:35PM 4:40 PM 4:45 PM
M node-exporter - daemonset
quota - requests
B quota - limits
v CPU Quota
CPU Quota Inspect
Workload T Workload ... Running P... CPU Usage CPU Requ... CPU Requ... CPU Limits CPU Li..

AR A A ol shte] Z2AE AT A RES B F JdFHT-

11.1. 292 YA FUHG A BRE HAE

i
ke
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=

F A Ao A 4] OpenShift Container Platform S 2 28 4 Q49 #dd giA | R =
dHEY

A 27 A

cluster-admin 28 2¢ 9 &9 A} 822 S| 2Hoo] AA AT = 95U T).

Az

OpenShift Container Platform ¢} Z£& 9] A2z} stANA RUEHEY - A REZ o] 53
Yt
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QAR E B4 giA|REE et etcd 2 Prometheus Ul A R =9} 72 A B O] A]
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REE= Adshd F71 69 W7 AP U
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Al ALeE: A7 Q] EE2oA gz A7 HYE Adadh).
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11.2. /1322 2UHP dAIRE A E

WA} 38 S AHE-ste] A gk Z 2 A E o] Kubernetes 7378 2l4&2 A RES HU T

A 27 A
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M == AP AR FE2H AA AT S AH5

JAIREE vy g T2AEJ gg 17| dgto] 54Ut
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OpenShift Container Platform ¢ £& 9] 7l 2%} #-3 oA Observe — Dashboard 2 o] 5
.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/building_applications/#monitoring-project-and-application-metrics-using-developer-perspective

OpenShift Container Platform 4.11 2 U € &

BHA} U1 APlo] o) ] 2
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#accessing-third-party-monitoring-apis

127. NVIDIA GPU &2 thA| .=
127. NVIDIA GPU #3] A=
12.1. &7

OpenShift Console NVIDIA GPU =& 1212 OCP(OpenShift Container Platform) & ol A
NVIDIA GPU A}-§ A1 7135 913 A8 2] AR =Yt 2] dA R =9 A ztst= GPU7E 53517
U =8 AL H = A5 2ol 28 2HA GPU gl&2E HA 36 o g AR S AT
Yt

OpenShift Console NVIDIA GPU £ 1212 OCP 249 94 &2 Z5 Ut S 1202 43
s2l OCP E&0] 23 Folojof gt

12.2. NVIDIA GPU 2] giA n= A X]

OCP(OpenShift Container Platform) £ < o] 4] HelmE- A}8-3}lo] GPU 7] 52 3715}« NVIDIA GPU
S90S AA P

OpensShift Console NVIDIA GPU =2]1¢1-2 OCP £<£ 9] 97 &= &% g4t} OpenShift
Console NVIDIA GPU &2 291 & A3)35t2d OCP &% Q29 27} A3) Fo]ojof ],

A 27 A

[}
Red Hat OpenShift 4.11+

NVIDIA GPU Operator

Helm
Az}

o2 2=}l w2} OpenShift Console NVIDIA GPU =] 2218 4 X g}
Helm 2] ¥4 €] & %715 o

$ helm repo add rh-ecosystem-edge https://rh-ecosystem-edge.github.io/console-
plugin-nvidia-gpu

161


https://helm.sh/docs/intro/install/
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I $ helm repo update
7]¥ NVIDIA GPU Operator 4] ¢} 25 o] 2-o] Helm JE & A X g}

$ helm install -n nvidia-gpu-operator console-plugin-nvidia-gpu rh-ecosystem-
edge/console-plugin-nvidia-gpu

2 o

o

NAME: console-plugin-nvidia-gpu

LAST DEPLOYED: Tue Aug 23 15:37:35 2022

NAMESPACE: nvidia-gpu-operator

STATUS: deployed

REVISION: 1

NOTES:

View the Console Plugin NVIDIA GPU deployed resources by running the following
command:

$ oc -n {{ .Release.Namespace }} get all -l app.kubernetes.io/name=console-plugin-
nvidia-gpu

Enable the plugin by running the following command:

# Check if a plugins field is specified
$ oc get consoles.operator.openshift.io cluster --output=jsonpath="{.spec.plugins}"

# if not, then run the following command to enable the plugin
$ oc patch consoles.operator.openshift.io cluster --patch '{ "spec": { "plugins™:
["console-plugin-nvidia-gpu'] } }' --type=merge

# if yes, then run the following command to enable the plugin
$ oc patch consoles.operator.openshift.io cluster --patch '[{"op": "add", "path":
"/spec/plugins/-", "value": "console-plugin-nvidia-gpu" }]' --type=json

# add the required DCGM Exporter metrics ConfigMap to the existing NVIDIA operator
ClusterPolicy CR:

oc patch clusterpolicies.nvidia.com gpu-cluster-policy --patch '{ "spec": {
"dcgmExporter": { "config": { "name™: "console-plugin-nvidia-gpu" } } } }' --type=merge

) A] . == NVIDIA DCGM Exporterd 4] == 3}+= Prometheus x| o] F =2 A}-83}A| 9t 7]
ExZdEEZO =R AF A RET F Q3 A X E AP st ol Tw5HA LFU o) upaha
DGCM U R U]7] = b3 2ol ALgA A A W EEY MES =535 43Ut

I apiVersion: v1
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data:
dcgm-metrics.csv: |
DCGM_FI_PROF_GR_ENGINE_ACTIVE, gauge, gpu utilization.
DCGM_FI_DEV_MEM_COPY_UTIL, gauge, mem utilization.
DCGM_FI_DEV_ENC_UTIL, gauge, enc utilization.
DCGM_FI_DEV_DEC_UTIL, gauge, dec utilization.
DCGM_FI_DEV_POWER_USAGE, gauge, power usage.
DCGM_FI_DEV_POWER_MGMT_LIMIT_MAX, gauge, power mgmt limit.
DCGM_FI_DEV_GPU_TEMP, gauge, gpu temp.
DCGM_FI_DEV_SM_CLOCK, gauge, sm clock.
DCGM_FI_DEV_MAX_SM_CLOCK, gauge, max sm clock.
DCGM_FI_DEV_MEM_CLOCK, gauge, mem clock.
DCGM_FI_DEV_MAX_MEM_CLOCK, gauge, max mem clock.
kind: ConfigMap
metadata:
annotations:
meta.helm.sh/release-name: console-plugin-nvidia-gpu
meta.helm.sh/release-namespace: nvidia-gpu-operator
creationTimestamp: "2022-10-26T19:46:41Z"
labels:
app.kubernetes.io/component: console-plugin-nvidia-gpu
app.kubernetes.io/instance: console-plugin-nvidia-gpu
app.kubernetes.io/managed-by: Helm
app.kubernetes.io/name: console-plugin-nvidia-gpu
app.kubernetes.io/part-of: console-plugin-nvidia-gpu
app.kubernetes.io/version: latest
helm.sh/chart: console-plugin-nvidia-gpu-0.2.3
name: console-plugin-nvidia-gpu
namespace: nvidia-gpu-operator
resourceVersion: "19096623"
uid: 96cdf700-dd27-437b-897d-5cbb1¢c255068

ConfigMap-2 4 %] 5} 22 NVIDIA Operator ClusterPolicy CR2 H 3 5}« DCGM ] B 7]
T4 ol ConfigMap-& 37134 t}. ConfigMap 4 X] = A] v] A 2] Console Plugin NVIDIA GPU
Helm X} E 9| A] 4=3) 5} %] 9t ClusterPolicy CR H 3 & A& 27} =3 g o).

|

i

L FAS PSS

-I {
rO
)
L
)

$ oc -n nvidia-gpu-operator get all -1 app.kubernetes.io/name=console-plugin-nvidia-
gpu

2 o

o

NAME READY STATUS RESTARTS AGE
pod/console-plugin-nvidia-gpu-7dc9cfb5df-ztksx 1/1 Running 0 2m6s

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE

service/console-plugin-nvidia-gpu ClusterlP 172.30.240.138 <none> 9443/TCP
2m6s
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NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/console-plugin-nvidia-gpu 1/1 1 1 2m6s
NAME DESIRED CURRENT READY AGE

replicaset.apps/console-plugin-nvidia-gpu-7dc9cfb5df 1 1 1 2m6s

12.3. NVIDIA GPU 32| QA B = ALg

OpenShift Console NVIDIA GPU Z 21918 wl 23 & 2121 215 AR & AH§-51e] OpenShift
Container Platform §] &9l 21215 &2 X} shH o] AA 23U},

W7 Aha

fllo

By F£2 A2 323 Compute ot ol GPU 92 &<l 3 oF gt

12.3.1. 2812 GPU 7| & B7]

& A QA A as Aol A Aol oA Ze2E GPUS] FHE 2 5 AFUTh

Mg ol ol A the-2 Eeste] 228 GPUY tld AR E AT

GPU g0l v & A% g

GPU 3¢

GPU? S8 £H AL&-&

12.3.2. GPU A/ B = B 7]
OpenShift Z£& 2] Compute A H ol 4] GPUE A=l 5le] NVIDIA GPU &2 giAIR=EE 8 F AFY

t}.

GPU A B= 9] }E= op&3t 24U
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127. NVIDIA GPU #&] diA| R =

_,L

GPU 18 &: 229 o] $43548 A7e] 1] &< EA &
DCGM_FI_PROF_GR_ENGINE_ACTIVE Y| Eg] & 7|yt 7 3t}

W 2 2] A18&: GPU A Al&3l+= v 28] &= % A]35132 DCGM_FI_DEV_MEM_COPY_UTIL
Wede 7lve 2 gt

=9 A8 §& %4154 DCGM_FI_DEV_ENC_UTIL W =22 7]

mlru
ki
>
2&
R

[
O30 A4:92Y AFEE: AHE © Bl 2 T Iy &5
DCGM_FI_DEV_DEC_UTIL W< 7]uto = Fht.

A AL FS HA ST
Egg sluo s Pk

— 1=

°
A8 &) 9tEOA GPUS| B+
DCGM_FI_DEV_POWER_USAGE v

GPU £ %: @4 GPU 7] &< ¥ A]53 DCGM_FI_ DEV_GPU_TEMP W82 7julo 2 &
17 A7 W EEY S Sl 535X 27 djifo 483 visd110o= 435

Uo. Hdigre 4
Ut
[
GPU 22 £x:GPUYA ALg3tE A7 28 $E2 XA 32
=g 7l 7 g,

DCGM_FI_DEV_SM_CLOCK W E2l 2

[
Wze) 22 S e A8 e BE 29 £ Jeh
DCGM_FI_DEV_MEM_CLOCK 9yl E2g]& 7|uto g 3},

l‘l

12.3.3. GPU #] = B.7]

7 GPU sherol 4] Wl =2l g Aelste] A X o4 E 2 & AUt
AL oA A e FAT 5 AFU T
[}
AR FI
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[

A= F71 23, v A3} 2 2HA] Add, run, disable, and delete queries
[

WE 4]
[

g)/E4 17 AEA
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137, ERAF R U EE) APl A 2
137 E}AF U EE APlo] oAl 2

OpenShift Container Platform 4.119] 4 = CLI("8 3 & <l g sl o] 2)o A i XA} RUHTE 7+4 94
©] 1 A2 APl A A 23 5= dF .

13.1. BRAF Y EF §) A ]2 APl A~

Prometheus, Alertmanager, Thanos Ruler @ Thanos Querier?] o3 U E Y 28 14 g 4o
el W E Zol A BhAL 91 Al APIol A A28 5 AHYh

o3 <Al ¥ =2 Alertmanagerd]] t] gt A B] 2 APl 41215 F 2] 8t HH S HoF Ut o oA
A= JE AR AR S openshift-monitoring Y] ¢} 2 7] o] 2 o] monitoring-alertmanager-edit & &)
vl g s of stn] AR A=2E E F Jde Ago] dojof gttt o] AA A= AF S AR AGA ES
Tk A A

I $ oc login -u <username> -p <password>
I $ host=$(oc -n openshift-monitoring get route alertmanager-main -ojsonpath={.spec.host})
I $ token=$(oc whoami -t)

I $ curl -H "Authorization: Bearer $token" -k "https://$host/api/v2/receivers”
3

Thanos Ruler 2 Thanos Querier ] 1] 2 APIlo]| A 23} A Q A sl= AR ol
cluster-monitoring-view 22| 2F 9 &2 Ho3lo] Y| 2 o] 2 g4 2o U3t get A
gko] glojof gt

13.2. PROMETHEUS®] st 2l o] 8 £4 & A8 5t =2 72

el d £33 S AHEste] S8l R UELA XA ZAE L ALEA Ao W EE S &
AP/ = dF5Yh o] 2 A 512 H OpenShift Container Platform 23 22 %3] S8 2H 9]
Prometheus /federate &4 o] 94 A 23},
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@ 7ol
dlole o) Aol AW Aol 8L A ul BT ol &
o] FFe A 5 gk

A =
jde 2a9a e Joe U ehdetelol] JFL

=3 Aol d A=EAEE ALg-ato] v 2
% AUt ol

E—]_/] /\-l‘—_,,} EI-Z]—}HO] 1{3].

Aol d A=LAES ALg sl
o AL HlolHE AMFE AS F 2~
H@ BA1S BARE W b A AFS HA Q.

Aol A=FAEE Fol AX HlolHE B AA3tA vhy A2,
A FA Hole AES AAsteE 4ol W AT A So] 2
2.4 tial 1,000/ vl wte] AES Ast e ALra Y 5

241tk

1E2 5
£ AM sl
I AR A5

sicdlold AE EAEES AF A2l 5hA vk A L. A2l & 30z vt} A
ol 170 = A g o,

ol volE§ S g 9y 2 Adeslok she A4 0l 94
2] 2EZA 74 ARG FEANA L.

< g4 &

o Al 2 Ul &

A 27 A

[ ]
OpenShift CLI(oc)7} 2 ] 5 o] 54Ut}
[ ]
OpenShift Container Platform 29 2~ URLE 7[A g&5U

cluster-monitoring-view =& 2§ 39| A} 822 Z& 2 o| NA| 2351 A L} o] QY 25 o] 2
< 7 s

# 220l Ui get AL AHgatol AYA EZL /A
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I $ token="oc whoami -t

federate 7 2ol A A XS A= Ttk b AN E M= 2 A gk

$ curl -G -s -k -H "Authorization: Bearer $token" \
'https:/<federation_host>/federate’ \ ﬂ
--data-urlencode 'match[]=up’

<federation_host>%= F| @ o] A =9 $2E URLE A}

o
i)
2

# TYPE up untyped

up{apiserver="kube-
apiserver",endpoint="https",instance="10.0.143.148:6443",job="apiserver",namespace
="default",service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035322214
up{apiserver="kube-
apiserver",endpoint="https",instance="10.0.148.166:6443",job="apiserver",namespace
="default",service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035338597
up{apiserver="kube-
apiserver",endpoint="https",instance="10.0.173.16:6443",job="apiserver",namespace=
"default",service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035343834

13.3. F71 &2

9l

A7 7] 2EZA +4
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/monitoring/#managing-alerts
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>

141 487 B o] M= S AT = Qi ol f 3

ServiceMonitor 2] 2225 AHE-sHA AFE AL A o] Z2 A E A AqH| 2 o3 =EHE=MEHS A
= S 39T + dFU o ServiceMonitor 2] 225 A AR T W EL] Ul A s M EE S E
T e AF ol ZEAX APE GAE T L.

A 27 A

[}
cluster-admin 22 2 Q2] ALEARE ZE2H| AA =T 5 JFUT

OpenShift CLI(oc)7} A x| 5 o] 54t}
AHgAE Z o AR = g RYHY S A5 D FASHAL Qlojof g
user-workload-monitoring-config ConfigMap ¢ B A € 7} A A 5] o] A1)

ServiceMonitor 2] 227} A & o] A5

418 2 & ServiceMonitor 2] 42 Al 4] 3T b o] U X t=A] AP

Au] 2o B o9 gl S 714 &Yt T2 ¢ A o] A = ns1 Z = A E o] prometheus-
example-app A/ H| =5 F 2 gyt

I $ oc -n ns1 get service prometheus-example-app -o yaml

2 o

o

labels:
app: prometheus-example-app
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ofr
rr

ServiceMonitor 2] &2 ¢] matchLabels app 2} o] o] A T7| o] 2}al &3 U x|
A g3y

]_

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

2 o

o

apiVersion: v1

kind: Service

#...

spec:
endpoints:

- interval: 30s
port: web
scheme: http

selector:
matchLabels:

app: prometheus-example-app
#...

=31
Z2AE 17| 3ol & /NEA=ZA A 6|2 A ServiceMonitor €] 2~
2 2 e A 5 dFUh
2.
openshift-user-workload-monitoring 3= 2 3] E o] X] Prometheus Operatore] 2 1 & A A}
.

openshift-user-workload-monitoring = 24 € ¢] PodE 1} g4t}.

$ oc -n openshift-user-workload-monitoring get pods

2 o

o
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BN
>

NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2 Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

prometheus-operator pode] prometheus-operator Z g o] oA 22 & 7}A Y
t}. o3 4o A Pod: prometheus-operator-776fcbbd56-2nbfm ¢} U o}

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-
776fcbbd56-2nbfm -c prometheus-operator

v 2 U £A7E i A9 230 Bed #4118 e F7F £3E + Ay

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it
accesses file system via bearer token file which Prometheus specification
prohibits" servicemonitor=eagle/eagle nhamespace=openshift-user-workload-
monitoring prometheus=user-workload

OpenShift Container Platform §] &< Ul¢] Metrics thd sllo] X oA EA o] A& Fe| =
1o

OpenShift Container Platform ) <0 2 1213} 5 A2 = A4 o4 Observe -
o ol Fgrh.

HEo|A A% d=F¥QAQEE 231 Status LollA dlde] e AEF U

Status 7} Down o' £ 9] URLS 22 3}o] 3l W =2 o 4] Target Details 3l o]
Ao M T QRS s,

openshift-user-workload-monitoring 3= 2 #] € o] 4] Prometheus Operatore] v =z 4=
24< AT

openshift-user-workload-monitoring 3 2 A € o] /] user-workload-monitoring-
config ConfigMap ¢ B A EE A},
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$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

prometheusOperator2] logLevel:debug=- data / config.yaml o}&jj o] F=7}sle] =21
%+%2 debug= 443}

apiVersion: v1

kind: ConfigMap

metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring

data:
config.yaml: |
prometheusOperator:
logLevel: debug
#..
o
st & Akl WA AL A4 BT

openshift-user-workload-monitoring 3= 2 #] & o] prometheus-
operator= 21 FF U S A 8§35 A5 22 A Al ZH U

openshift-user-workload-monitoring 3= = 4] € ¢] prometheus-operator vl 3 ]|
debug 21 Fo] A EHAYEA FAFUL.

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o
yaml | grep "log-level”

2 o

o

I - --log-level=debug

Ou 1 5 =72 Prometheus Operator7} =33t = & &S AT
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: prometheus-operator Pod7} A3 = 3 Q=X &2l
I $ oc -n openshift-user-workload-monitoring get pods
2
T4 WMol el & 4= §l= Prometheus Operator loglevel zto] g+
749 prometheus-operator Pod7} A A] 2= %] &S 4= 54U
f.

Ou 2 222 7 &34 Prometheus Operatorol] 4] ServiceMonitor 2] &2 E A}l-8&-3}

A AU 718 B o Fol e 225 ST

AL Aol Yaze R UEHY A W A4

ServiceMonitor == PodMonitor 2] A5 wt=+= "y o] ) 3k AA 3 ] &2 A H] 2~ By

B A8 oA BESHAA ©.

el z B oA V= ol M S FERYA L.

oll
2o
J i
o

Fe ol

14.2. PROMETHEUS7} ¥& t 23 F7HS 4]

MRz 2Pl S WA Ste] 7]-3k B2 o2 vEY H£AL Ao 5 AUt FAFQ J) %k
B = §A AL 7Hs e we] Frell Al EU T FA k] FAA QL ghol d= EAA S vIFHA &
2 &Aool o ol & E9], customer_id &2 FA| g 715 g 3ol 7] W7ol vl g H A 9%—3—
£A444Y.

qdFE BE 7]-3k ol LT A ALl AEUTh Bl A= vRIGHA G2 B A48 AHE3
H AP HE AAG 71 71874 o2 71 5 s5U . o= Prometheus 459 435 v & &
deoem ge gaa F7e 2 5 dFUn

e
N
%0
N
L
k)

Prometheus7} & AT E AL 5= A9 8 X E AL
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°
T FTU 2AJAE FE FUFUG
°

1% we AAD S A4 she ehilel )@ 244 @ ] 8- Prometheus HTTP APIS 185}
o] A1719 dlo| el o] 2(TSDB) 4l & Sl gith. o] Aol selw Zej 28 #elx Ado] Bo

I
[ ]
Mg Qo e g ugdHA e £49] £2 FUo=H AYHE 1jY A
AL & F42gUg
31
AHE 7Fe @ gkl AR Al vigHe $4L A8 s 7 - R

4 2%e) $7k ZolFUh

[ ]

AEA Aol ZrAENA 23RS 5 Y AE FE AU A7l Fe2H e
A Aol Wa g

A 27 A

[ ]
cluster-admin 28 2 939 A= S AH A2 5= gL}
[ ]
OpenShift CLI(oc)7t 2 X 5 o] Q&1 th.
A=}t
1.
#2 A} A A4 Observe — Metrics = o] 53},
2.
Expression 2 =] 4] t}-& Prometheus Query Language (PromQL) 2 & A 3},
olgA st 23] AE 71 713 B2 1071 9] v E o] wighg 1},
I topk(10,count by (job)({__name__=~".+"}))
3.

g 22 AE 5wk gL =] §PE uAgHA e bl ghe] 58 A L
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>

HEo] AHgAL Fo] z2AE FHE A AAREd @A v EL ] 73 B
gy ol o Z2 Aol A FollA Prometheus F}o]AE glo|B 22 & 53] +d
Huoh 2pRo A FxHe v PHA 2 £49 & AFsHAH A L.

] €8] o] OpenShift Container Platforme] =9 =2 A E 9ol #AHH 739 Red Hat
Customer Portalo] A] Red Hat X g Alo]2=& WA 314 A &.

Z8 28 AAE S ¥ H S 23 5l Prometheus HTTP APIS A5l TSDB e &

$ oc login -u <username> -p <password>

$ host=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath=
{.spec.host})

$ token=$(oc whoami -t)

$ curl -H "Authorization: Bearer $token" -k "https://$host/api/vi/status/tsdb”

2 o

o

I "status': "success",

[}
239 AEAGS ARSI BA AT AR AASHE P OIS AM S &L A
go| meAEe] 23 AE AT RS FEYA L.
[}

A A Aol = A=
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15%. CLUSTER MONITORING OPERATOR®?]| dlgt 4 9 F=x=

15.1. CLUSTER MONITORING OPERATOR 4 &=

OpenShift Container Platform 2] 25 R UEH d &= AT 4+ Jd5Ud. API= kst 44
ol FoJH wiHFE AR 3] AT 5 AFUH

2UHY 7FA 245 FA st openshift-monitoring U] ¢} 27 o] 29| 4] cluster-
monitoring-config 2} = ConfigMap 2 B A E E AY I} o] )5 2L
ClusterMonitoringConfiguration ol 2]3j] & o] g ).

A Aol mzAEE »UEHPE RUHY 74 24 S A 5] A openshift-user-
workload-monitoring ] ¢ 25| o] ]| 4] user-workload-monitoring-config 2}+= ConfigMap
2B AES AY T} o] # g A& UserWorkload Configurationol A A €] 3t}

74 st e 4 74 9 wlo|E <] config.yaml 7)o A ¢l 5] A&UTh.

Ze2g vUHE 4 A9 Ay,

T4 0] QA o] 2= A4 71kl A HY T

TA o] fFa35HA &2 YAML "l o] €2l 73-$ Cluster Monitoring Operatori=
g a2 QA 3S S A 513 Operatore] e Z7Ao]A Degraded=True & ¥ 1§}
Yt

15.2. ADDITIONALALERTMANAGERCONFIG

15.2.1. 49

ks

e

additional AlertmanagerConfig @] &2+= A4 2 47} =71 Alertmanager <1 =€ 29} F41 5}
ol gt 43S Helgn
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15%. CLUSTER MONITORING OPERATOR®I o g +A W =

15.2.2. 24 g5

[}
apiVersion

PrometheusK8sConfig,PrometheusRestrictedConfig,ThanosRulerConfig

=4 3 A

apiVersion string Alertmanager2] API A 8- 7 9]
Fuch b s 2 vl E=v2 §)
Ytk 71232 v2 Yt

bearerToken *v1.SecretKeySelector Alertmanagerel Q15 & uj AF&-
At Eo] 23hd Bt 7] =
S Aoyt

pathPrefix string WEW7 84 A= g 718 A
2 JFALE Beldynt

27| u} string Alertmanager ¢1 =&l 2~ 9} E21&
) A}8-3F URL 2=7]v}2 A 2] 3
o} 715 3 3ke http == https ¢
Ytk 7125k http 3y ok

staticConfigs [Istring <hosts>:<port> 2] o = A &
©° 2 FA ¥ Alertmanager &
4 %59k

timeout *string 74aE Bl u) AFSE = Al 2
e Aoyt

tlsConfig TLSConfig Alertmanager 14 o] A}-8& TLS

A& A

15.3. ALERTMANAGERMAINCONFIG

15.3.1. A9
AlertmanagerMainConfig 2] 2~ 2=+= openshift-monitoring v] & 25| o] ~ ]| 4] Alertmanager 4]

2o te AL Pel gt

ClusterMonitoringConfigurationoj] X A]
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s
s T3 A

enabled

enableUserAlertmanagerConfig

logLevel

nodeSelector

resources

volumeClaimTemplate

*bool

bool

string

map[string]string

*v1.ResourceRequirements

[Jv1.Toleration

*monvl.EmbeddedPersistentVolu
meClaim

15.4. ALERTMANAGERUSERWORKLOADCONFIG

15.41. 49

openshift-monitoring 4 ¢ 2=
o] 2o A 7] B Alertmanager ¢12~
HAE &4 sthet A v &4 5} st
= F2 g adyn 712k

trued Yot

AlertmanagerConfig =3 oj
3 AFEA A o] i 2=F o] =25 A
gAY H A sl el= & =
Yt} o] A& Alertmanager
S AFEA AR E RUHH A
HAA7F 23t E] 2] 92 7 9ol vh
&gy 71 2312 falsey Y
}.

Alertmanagerol tj st 21 =& A

A& AT e e
]

error,warn,info,debug <} 4t}
712308 info J Yyt
EE7EdEH =5 Ao ok

Alertmanager ZA g o] of] th & 2]
a8 HATS B

Podol th g 51§ @2t
.

s

el

oot

U

Alertmanagerdl] tj g+ 4 7 =& g
A& B oyt o] A8 & AHE-at
o 2EYA =, EF A7, °
TS XSt T B2F 2UYE S

T

AlertmanagerUserWorkloadConfig ] &2~ A&2} A o] X g A E o] Al-& 5= Alertmanager <12~

B0 A4 & Ao,

UserWorkload Configurationof] 3L A]
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enabled

enableAlertmanagerConfig

logLevel

resources

nodeSelector

volumeClaimTemplate

15%. CLUSTER MONITORING OPERATOR®I o g +A W =

o
oftl

bool

bool

string

*v1.ResourceRequirements

map[string]string

[Jv1.Toleration

*monvl.EmbeddedPersistentVolu
meClaim

15.5. CLUSTERMONITORINGCONFIGURATION

15.5.1. 49

A

openshift-user-workload-
monitoring v ¢ 2= o] 2ol A A}
|2 A ] 7 ael sl

&
]
jines
i
=
N
yus
=
flo
)
»
1]
jine
i

.

AlertmanagerConfig = 3] oj
e AbEAF A o] vl Lo A8 &
Astet A B2 stete Hg &
Yk 7| 23k falsel Y
=2

AHEAL 1R E RYE P o ¢
Alertmanagerol tj st 21 =& A
AP Ut 7tsd e
.73 3Linfo, debug 9} Ut} 71 &
#einfo 9yt

Alertmanager ZA gl o] of] th & 2]
a2 oA g ATE AdUTh

Tt oE s v =S H o FY
1=
Podel tj & 31§ 225 4 < 3y

.

Alertmanagerdl] tj 3+ 4 7 =& 2]
A5 AUt o] A4S A8t
of 2EHA L, EF 27 Y
olgS Xl I £F Fd ¢

< T4

ClusterMonitoringConfiguration ] 4~ 2-+= openshift-monitoring 1] ¢ 25 o] 2~ 9] cluster-
monitoring-config 74 W< 53 712 SAE mUHY 292 AHEA AR e 4-S AR
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alertmanagerMain

enableUserWorkload

k8sPrometheusAdapter

kubeStateMetrics

prometheusk8s

prometheusOperator

openshiftStateMetrics

telemeterClient

thanosQuerier

3

*AlertmanagerMainConfig

*bool

*K8sPrometheusAdapter

*KubeStateMetricsConfig

*PrometheusK8sConfig

*PrometheusOperatorConfig

*OpenShiftStateMetricsConfig

*TelemeterClientConfig

*ThanosQuerierConfig

15.6. DEDICATEDSERVICEMONITORS

15.6.1. 49

DedicatedServiceMonitors 2] &2 Z A}-8&35}<] Prometheus Adapterd] tj g A& Au| X 2 U H

T4 5 AUt

182

A

AlertmanagerMainConfig =
openshift-monitoring 1 ¢ 2=
o] 2~of| A Alertmanager 74 &4
o g 24 S Aot

UserWorkloadEnabled = A} &
2o 2 A Ed U s U E
S A5l B Y adyth

K8sPrometheusAdapter &
Prometheus Adapter -4 2 2~9j
gk d8S A dn

KubeStateMetricsConfig =
kube-state-metrics ol o] 4 E o)
gkt d8S A Fn

PrometheusK8sConfig
Prometheus =4 2 4of tj
s g

p
pu—.
o

yud

b

PrometheusOperatorConfig
+= Prometheus Operator 74 &
2o gAY S Foldynh

OpenShiftMetricsConfig =
openshift-state-metrics < ]
AE gt 2 S Foldynh

TelemeterClientConfig =
Telemeter Client 74 2 4~ tf 3
AR S Z gy

ThanosQuerierConfig =
Thanos Querier -4 £ 40 tj 8¢
AR Z gy
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3 A]: KBsPrometheusAdapter

/\-]%]

=

enabled bool enabled 7} true = 23 g
CMO(Cluster Monitoring
Operator)+= kubelet
/metrics/resource 23 <& ==
gt A& AMHl S RUE S w29
Yt o] AH| A BUE =
honorTimestamps: true = 2
73 3} 31 Prometheus Adapter2]
Pod 2]~ F 2o} A | A &k
A gy o}, T3 Prometheus
Adapter= o] 83t A& HEY S
AbEStEE A AdFU T A
Wx o 2 o] 7] %5 oc adm top
pod ™ & == Horizontal Pod
Autoscalere} 7o) AL-& 5 =
Prometheus Adapter 71 ¥k CPU A}
SFSH dAE S FHAY

.

15.7. KBSPROMETHEUSADAPTER

15.7.1. 49

K8sPrometheusAdapter & 4~ 2= Prometheus Adapter 724 & 4] gt A AL A o]}

ClusterMonitoringConfigurationoj] X A]

A= O =
4 2 A

audit *71A} Prometheus Adapter 91 2~8 2 ¢j|
A AVEshE A A S F oY
Bolse Zed ke
metadata, 2 3,23 39 2 ¢l
234t} 71 272 metadata <)

=

nodeSelector map[string]string FE7 A gEE =2 Ao
c}.

8 oz} [Iv1.Toleration Podel b} & 31 & 225 4 2 3y
t}.
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o
%4 e ]

dedicatedServiceMonitors *DedicatedServiceMonitors AL A2 ZRUEHE Aoyt

15.8. KUBESTATEMETRICSCONFIG

15.8.1. 49

KubeStateMetricsConfig #] 22 kube-state-metrics ol o] A E o] ] g A A S A 9| gt}

ClusterMonitoringConfigurationol] 3 A]

&4 %3 A

nodeSelector map[string]string ¥l e 225 Gy
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B 9 go] AHg A Ei vl 2so] 2o U@ ] Aol U LS
F Ut

cluster-admin &2 =
Az Ze) e A=

Yl g 2o] 2, v 3 9 Au]| 2] gl g o5 A Al F Z B 7 3 prometheus-coo-
example-app.yaml o] 2}= YAML 212 -S A A gt}

apiVersion: v1
kind: Namespace
metadata:
name: ns1-coo
apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-coo-example-app
name: prometheus-coo-example-app
namespace: ns1-coo
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-coo-example-app
template:
metadata:

labels:
app: prometheus-coo-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.4.2
imagePullPolicy: IfNotPresent
name: prometheus-coo-example-app

apiVersion: v1
kind: Service
metadata:
labels:
app: prometheus-coo-example-app
name: prometheus-coo-example-app
namespace: ns1-coo
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-coo-example-app
type: ClusterIP
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I $ oc apply -f prometheus-coo-example-app.yami
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=7t g9 A4 FAFU
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2ate] 3
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$ oc -n -ns1-coo get pod

2 o

o

NAME READY STATUS RESTARTS AGE
prometheus-coo-example-app-0927545cb7-anskj 1/1 Running 0 81m

16.4.2. Cluster Observability Operatorol 4| A 8] 22 U g st= vhy A A

"Cluster Observability Operatore] A= A u] 2 v " A Ao A A AZ 14 H| 20| A === 1)
E2 2 A5 W metrics 2HolA WEL S 2aPdeS mUHY 74 228 FASk T

A8 A 22U E ¥ 9 -8 2] A 5= ServiceMonitor $ HAE == PodE 2 U E H S B8 (A 5=
PodMonitor @ H A E E A} 83} o] AL WA 4= &t} ServiceMonitor 2 1:17:1] E o] &= Service
S B A E7L Q3 PodMonitor € H 4 E = MonitoringStack ¢ B 4] E 7} Podo| A =&3l= W E
g 2-oA AH WMEY S 2APT F A=F 1A LHFU

2 A A}oll A= ns1-coo Y] Y 23] o] 2] A prometheus-coo-example-app ©] 2= A = A H] 20|
o] gt ServiceMonitor $ B A EE M A= v S R o E )

A 27 A

°
cluster-admin S 2] ¥ & &9] ALSALE = v d v o] 20 B 2] Ajte] 3= AHS
AR FE 2 QAT 5 AFUH.
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Cluster Observability Operator7} A X = o] 9l&U ).

prometheus-coo-example-app A= A H¥] 2 & ns1-coo | Y 23 o] 29 v £ F 1 o).

t}3 ServiceMonitor S HAE 74 A % J KW 7} E£3H¥ example-coo-app-service-
monitor.yaml o] 2}= YAML %S A A gt}

apiVersion: monitoring.rhobs/vialphai
kind: ServiceMonitor
metadata:
labels:
k8s-app: prometheus-coo-example-monitor
name: prometheus-coo-example-monitor
namespace: ns1-coo
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-coo-example-app

o] 348 MonitoringStack ¢ B 4] € 7} prometheus-coo-example-app 4 = A H] 2-0j] A
=Z3= v EY dolgE £2aAE7] sl F=x5= ServiceMonitor 2 A E 2 A o] s},

o0& 99 Agste 2e2Ed 74 44T
I $ oc apply -f example-app-service-monitor.yaml

te YL 49

oli

132 =2 & A F51o] ServiceMonitor 2] 2271 A 5 9 =X] 3ol g},

I $ oc -n ns1-coo get servicemonitor
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NAME AGE
prometheus-coo-example-monitor 81m

16.4.3. Cluster Observability Operatorel| o 3+ MonitoringStack ¢ B A & A A

) 4} prometheus-coo-example-app A H] 20 4] =53l= W EY Ho]HE 2= 3= "Cluster
Observability Operatorel] ti3l] A v] 2 RUE P Y A4" A dox A/ 3 ServiceMonitor ¢ H A E
£ %31+ MonitoringStack 2 B A E £ A A gt} 28] o] MonitoringStack 2 B A E o] 4] A H]
25 ANGA =5E AL ol E 2aPyd = IFHh

A 27 A
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Cluster Observability Operator7} A X] = o] 9l&U ).
prometheus-coo-example-app A= A 8] 2 & ns1-coo U Y 23 o] 29 v £ F 1 o}

ns1-coo 4] J 23 o] 2] prometheus-coo-example-monitor 2= ServiceMonitor & H 3]

EEAZAsUH.

Az

MonitoringStack @ B A E Ao o3 YAML 31 -2 A A o). o] o A o] Al = example-
coo-monitoring-stack.yaml 3} < 2] o] &2 XA ).

1S MonitoringStack S HAE A A1 AW E F713 o).

MonitoringStack $ B A E 9] o
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apiVersion: monitoring.rhobs/vialphai
kind: MonitoringStack
metadata:

name: example-coo-monitoring-stack

namespace: ns1-coo
spec:

logLevel: debug

retention: 1d

resourceSelector:

matchLabels:
k8s-app: prometheus-coo-example-monitor

S 42 23 3te] MonitoringStack ¢ B A E £ # .83t}

I $ oc apply -f example-coo-monitoring-stack.yaml

o
J {

o= 88 S 235 =23 7 Aste] MonitoringStack @ B A E S AL 5= YA

Hc.

oo

$ oc -n ns1-coo get monitoringstack

%9 o
NAME AGE
example-coo-monitoring-stack 81m
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