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1.1. NETWORK OBSERVABILITY OPERATOR 1.4.2

11.1. CVE

® 2023-39325

o 2023-44487

1.2. NETWORK OBSERVABILITY OPERATOR 1.4.1

1.2.1. CVE

o 2023-44487
® 2023-39325
® 2023-29406
® 2023-29409
e 2023-39322
e 2023-39318
® 2023-39319

® 2023-39321

1.2.2. W1 +4
e (NETOBSERV-926)

e (NETOBSERV-1344)

1.3. NETWORK OBSERVABILITY OPERATOR 1.4.0

® RHSA-2023:5379 Network Observability Operator 1.4.0
1.3.1.
1.3.2. 12 & 715 % 7l A AFSE

1.3.2.1. F 8 /N A A&


https://access.redhat.com/security/cve/CVE-2023-39325
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/security/cve/cve-2023-44487
https://access.redhat.com/security/cve/cve-2023-39325
https://access.redhat.com/security/cve/cve-2023-29406
https://access.redhat.com/security/cve/CVE-2023-29409
https://access.redhat.com/security/cve/cve-2023-39322
https://access.redhat.com/security/cve/cve-2023-39318
https://access.redhat.com/security/cve/cve-2023-39319
https://access.redhat.com/security/cve/cve-2023-39321
https://issues.redhat.com/browse/NETOBSERV-926
https://issues.redhat.com/browse/NETOBSERV-1344
https://access.redhat.com/errata/RHSA-2023:5379

1.3.2.2.
1.3.2.3.
1.3.2.4.
1.3.2.5.
1.3.2.6.

1.3.3. 5 4
e (NETOBSERV-1131)
e (NETOBSERV-1283)
e (NETOBSERV-1224)
e (NETOBSERV-975)

e (NETOBSERV-1087)

1.3.4. 32l d & A
e (NETOBSERV-980)
e (NETOBSERV-1304)
e (NETOBSERV-1245)
e (NETOBSERV-926)

e (NETOBSERV-1293

1.4. NETWORK OBSERVABILITY OPERATOR 1.3.0

® RHSA-2023:3905 Network Observability Operator 1.3.0

1.4.1.


https://issues.redhat.com/browse/NETOBSERV-1131
https://issues.redhat.com/browse/NETOBSERV-1283
https://issues.redhat.com/browse/NETOBSERV-1224
https://issues.redhat.com/browse/NETOBSERV-975
https://issues.redhat.com/browse/NETOBSERV-1087
https://issues.redhat.com/browse/NETOBSERV-980
https://issues.redhat.com/browse/NETOBSERV-1304
https://issues.redhat.com/browse/NETOBSERV-1245
https://issues.redhat.com/browse/NETOBSERV-926
https://issues.redhat.com/browse/NETOBSERV-1293)
https://access.redhat.com/errata/RHSA-2023:3905
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1.4.2. N 2<% 7] = 4 7| A A}3)

1.4.2.1.

1.4.2.2.

1.4.2.3.

1.4.2.4.

1.4.3. 9 o)A A& H R &= 75
1.4.3.1.

1.4.4. ¥ 1 4
e (NETOBSERV-1003)
e (NETOBSERV-976)
e (NETOBSERV-972)
e (NETOBSERV-971)
® (NETOBSERV-765)
e (NETOBSERV-1070)
e (NETOBSERV-773)

e (NETOBSERV-934)

1.4.5. gl € A

i)
rlo

e (NETOBSERV-1087)

1.5. NETWORK OBSERVABILITY OPERATOR1.2.0

® RHSA-2023:1817 Network Observability Operator 1.2.0

1.5.1.


https://issues.redhat.com/browse/NETOBSERV-1003
https://issues.redhat.com/browse/NETOBSERV-976
https://issues.redhat.com/browse/NETOBSERV-972
https://issues.redhat.com/browse/NETOBSERV-971
https://issues.redhat.com/browse/NETOBSERV-765
https://issues.redhat.com/browse/NETOBSERV-1070
https://issues.redhat.com/browse/NETOBSERV-773
https://issues.redhat.com/browse/NETOBSERV-934
https://issues.redhat.com/browse/NETOBSERV-1087
https://access.redhat.com/errata/RHSA-2023:1817

1.5.2. A28 7|5 9 /A AL

1.5.2.1.

1.5.2.2.

1.5.2.3.

1.5.3. 51 &4
e (NETOBSERV-774)
e (NETOBSERV-772)
e (NETOBSERV-755)
e (NETOBSERV-696)

e (NETOBSERV-617)

1.5.4. &8z A

e (NETOBSERV-980)

1.5.5. F 8 7<= WA AF3)

e (NETOBSERV-907)(NETOBSERV-956)

1.6. NETWORK OBSERVABILITY OPERATOR1.1.0

1.6.1.

o (BZ#2169468)


https://issues.redhat.com/browse/NETOBSERV-774
https://issues.redhat.com/browse/NETOBSERV-772
https://issues.redhat.com/browse/NETOBSERV-755
https://issues.redhat.com/browse/NETOBSERV-696
https://issues.redhat.com/browse/NETOBSERV-617
https://issues.redhat.com/browse/NETOBSERV-980
https://issues.redhat.com/browse/NETOBSERV-907
https://https//issues.redhat.com/browse/NETOBSERV-956
https://bugzilla.redhat.com/show_bug.cgi?id=2169468
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3.2.1

2. apiVersion: v1
kind: Secret
metadata:
name: loki-s3
namespace: netobserv ﬂ
stringData:
access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK

access_key_secret:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

bucketnames: s3-bucket-name

endpoint: https://s3.eu-central-1.amazonaws.com

region: eu-central-1

iy
ol

o SE= YU API Hx
o FE SN AT DL
[ ]

3.2.2.

BN za

BRI P
1

2.

4. apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: loki
namespace: netobserv ﬂ
spec:
size: 1x.small
storage:
schemas:
- version: vi2

10


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/network_observability/#network-observability-flowcollector-api-specifications_network_observability
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/network_observability/#network-observability-flowcollector-view_network_observability

secret:
name: loki-s3
type: s3

tenants:

effectiveDate: '2022-06-01'

storageClassName: gp3 9

mode: openshift-network

1x.small

g
o

150Gi

3.23.

spec:
limits:
global:
ingestion:
ingestionBurstSize: 40
ingestionRate: 20

maxGlobalStreamsPerTenant: 25000

queries:

maxChunksPerQuery: 2000000
maxEntriesLimitPerQuery: 10000

maxQuerySeries: 3000

63Gi

300Gi

139Gi

450Gi

1
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1.

2.

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: netobserv-reader ﬂ
rules:
- apiGroups:
- 'loki.grafana.com’
resources:
- network
resourceNames:
- logs
verbs:
- 'get’

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: netobserv-writer
rules:
- apiGroups:

- 'loki.grafana.com’

resources:

- network

resourceNames:

- logs

verbs:

- 'create’

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: netobserv-writer-flp
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: netobserv-writer
subjects:
- kind: ServiceAccount
name: flowlogs-pipeline 0
namespace: netobserv
- kind: ServiceAccount
name: flowlogs-pipeline-transformer
namespace: netobserv
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1. I $ oc adm policy add-cluster-role-to-user netobserv-reader user1
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/network_observability/#network-observability-flowcollector-api-specifications_network_observability
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/network_observability/#network-observability-flowcollector-view_network_observability
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/network_observability/#network-observability-resources-table_network_observability
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/network_observability/#controller-manager-pod-runs-out-of-memory_network-observability-troubleshooting
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3.6. NETWORK OBSERVABILITY OPERATOR 4 %] A 7

OpenShift Container Platform $] &< Operator HubE A}-8 5} o] Network Observability Operator=
A 2| A 713} 3L Operator = 4 %] © Operator & & ol A 2+ g+ 4= A5t}

Z A

1. FlowCollector A} &2} A& @] 222 A 73t}

rr
ot
afl
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N
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il
1
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a. Al &% API & o] 4] Network Observability Operator % <f| 3}

b. Z& 2 o &4 vl 2 29 &}3 FlowCollector 2H4| 2 2 & ghu th.
2. Network Observability OperatorE A %] #] 7 & t}.

a. Operator = 4 %] ¥ Operator J & ° & =o}7tYth

b. Network Observability Operator %ol $l&= 34 |+ £ Z ¢ 35}al Operator A x| #) #
E e g

c. & -»x2x =24 E 4 openshift-netobserv-operatord =
d Yo g olFsle] TEAE 214 S A gt}
3. FlowCollector CRD(A}-& 2} 4 2] 2] &2~ A ))& #| A o

a. #e] »SYH Hai YR ole Iy

b. FlowCollector & %11 LA FE FYFYh

c. Delete CustomResourceDefinition 2 A & g} t}.

Loki Operator % Kafka= A X € 7% 2= FA =™ HE=Z A A sf oF ¢
‘3} EZE Q BAE A Aol Fol = vl olE & Al Al of af= F T+ EF ol I
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OpenShift Container Platform 4. 1M E9] =

4~7F. OPENSHIFT CONTAINER PLATFORM¢] NETWORK
OBSERVABILITY OPERATOR

Network Observability:= U] E €] = Observability eBPF o o] A Eo| A A st= W EYZ EfI 5 &
SR8 B7Fsh7] 9e] U e E gho] kel S ul) E 3= OpenShift Operator$] U th.

4.1. e B7]

Network Observability Operator+= Flow Collector API= #A| & Uth 35 =3 7] gl &7 A EH
Z] %3} 3 OpenShift Container

Pod @ Mu] ~E v Z5}o] Loki 22 A A Ao JEYIT 222 A L
Platform ¢ &< oA YA EE, W EY W 528 ¥ AT

2
1. U %2 &3 ste] FlowCollector o] Fef £ 21 g ot
I $ oc get flowcollector/cluster
=49 9
NAME AGENT SAMPLING (EBPF) DEPLOYMENT MODEL STATUS
cluster EBPF 50 DIRECT Ready
2. o+ ™S Y stke] netobserv U] ¢ 23 o] 2o A A3 2l Podo] FEl & A FY T
I $ oc get pods -n netobserv
=49 9
NAME READY STATUS RESTARTS AGE
flowlogs-pipeline-56hbp 1/1 Running 0 147m
flowlogs-pipeline-9plvv 1/1 Running 0 147m
flowlogs-pipeline-h5gkb 1/1 Running 0 147m
flowlogs-pipeline-hh6kf 1/1 Running 0 147m
flowlogs-pipeline-w7vv5 1/1 Running 0 147m

netobserv-plugin-cdd7dc6éc-j8ggp 1/1  Running 0 147m

FlowLogs-pipeline == 524 $338 12 89 555 7433 1S Loki 2EHA 2 TS B d YT
NetObserv-plugin Pod+= OpenShift Container Platform &£ 2] A z}3} 28] 2202 A X .

L o2 9E S 85t vl Y 23 o] 2 netobserv-privileged ol 4 23 F21 Pode] e & 3213y

o}

I $ oc get pods -n netobserv-privileged

=49 9
NAME READY STATUS RESTARTS AGE
netobserv-ebpf-agent-4lpp6 1/1  Running 0 151m
netobserv-ebpf-agent-6gbrk 1/1  Running 0 151m

16
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netobserv-ebpf-agent-kipl9 1/1  Running 0 151m
netobserv-ebpf-agent-vrenf 1/1 Running 0 151m
netobserv-ebpf-agent-xf5jh  1/1  Running 0 151m
NetObserv-ebpf-agent Pod= == 9] Y EQ F ¢l H o] A2 XU E Yl 3228 71% 2 Iflowlogs-

pipeline pod = X 1]t}

1. Loki Operator& A}-&
o4 43 %3] Pode] 4

I $ oc get pods -n openshift-operators-redhat

<1 & 3} o] openshift-operators-redhat v] 3 25 o] =~

=49 9
NAME READY STATUS RESTARTS AGE
loki-operator-controller-manager-5f6¢ff4f9d-jg25h 2/2  Running 0 18h
lokistack-compactor-0 1/1 Running 0 18h
lokistack-distributor-654f87c5bc-ghkhv 1/1 Running 0 18h
lokistack-distributor-654f87c5bc-skxgm 1/1 Running 0 18h
lokistack-gateway-796dc6ff7-c54gz 2/2  Running 0 18h
lokistack-index-gateway-0 1/1 Running 0 18h
lokistack-index-gateway-1 1/1 Running 0 18h
lokistack-ingester-0 1/1 Running 0 18h
lokistack-ingester-1 1/1 Running 0 18h
lokistack-ingester-2 1/1 Running 0 18h
lokistack-querier-66747dc666-6vh5x 1/1 Running 0 18h
lokistack-querier-66747dc666-cjr45 1/1 Running 0 18h
lokistack-querier-66747dc666-xh8rq 1/1 Running 0 18h
lokistack-query-frontend-85c6db4fbd-b2xfb 1/1 Running 0 18h
lokistack-query-frontend-85c6db4fbd-jm94f 1/1 Running 0 18h

4.2. NETWORK OBSERVABLITY OPERATOR ©}7] €] 4

Network Observability Operator= 4 %] A] 91 &
netobserv-plugin 4 9425 A3 =5 74 H

FlowCollector v+ %] 1 5 1 t}.

- E

231 5] 31 eBPF ¢ o] 1 E, flowlogs-pipeline 2
FlowCollector APIE #| T3 o} F 8 2H Y 59

AR Aol ¢

eBPF o] dE = EYaA 535S 71T+ 3 A=
flowlogs-pipeline & U E ¢ = 5 & Hlo]|H & 4413} 3L Kubernetes
Uth LokiE Al 83l= 4% roongs pipeline & # 7 4 o1d 4] &
t}. &% OpenShift Container Platform ¢ &4 Z-2] 2212l netobserv-plugln
913 32 ¢ o]HE 7S Y th cluster-admins= ¢ 240 A W o] E T AE

EET}\)\H

e 2H == A A gy
H2LE ALE-3he] HlolH & BT
S 93 52 21 9 o]E = Lokiz H¥
LokiE # & 3t U E
[Sh=%

Z_I
Al
-
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Network Kubernetes
Observability Operator objects’
(FlowCollector) metadata
eBPF agent Raw ) Flowlogs- Enriched - netobserv-
(privileged) flow data pipeline flow data > ,, «— plugin
Loki storage
Enriched Kafka
flow data (optional)
Network : .
o Packet listening at i
interfaces / Traffic Control ingress/egress Enriched IPFIX
flow data (optional)
Nodes
Derived
(Daemenset) Derived ()
Prometheus storage

Kafka &4 & A1&-3t=

pipeline &

3% eBPF o] HE= U ES A 55 HoHE
oS tlolo]r @ o] A E ) 2 LokiZ R U] 7] Aol Kafka Ao A &

Kafka= A% 3}3 flowlogs-
Fyth

Network Kubernetes
Observability Operator objects’
(FlowCollector) metadata
eBPF agent ) ) Flowlogs- Enriched N netobserv-
(privileged) Kafka pipeline — flowdata . «— plugin
Loki storage
Enriched Kafka
flow data (optional)
Packet listening at
Network / Traffic Control ingress/egress
interfaces Enriched IPFIX
flow data (optional)
Nodes
Derived
(Daemenset) Derived ()
Prometheus storage

4.3. NETWORK OBSERVABILITY OPERATOR €] & 4 17|

oc describe ™

18
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7 A+t 2 FlowCollector o] Al & g 1 2 &2 = gl o)
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T2 A2

1. o2 H# 2 43 5lo] Network Observability Operatore] 48] & 418 3kl gt}

I $ oc describe flowcollector/cluster

19
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olf

5%. NETWORK OBSERVABILITY OPERATOR -4

Flow Collector API 2] &2 & ¢ ¥ o] E 5} o] Network Observability Operator & a| & #2] 4 24 E
T4& 5 AFUTH A A Foll Flow Collector7l WA 2] & 2 A FUth o] 2lates S8 2 A oA

- =

253171 w9 @< FlowCollector 7+ & € = ™ cluster 2}+= ] &2 #| A 3l oF &},

5.. FLOWCOLLECTOR 2] &2~ R 7]

OpenShift Container Platform ] && A 213 YAMLS B3 A& 5 A FY

ZRA 2
1. §1 £<& oA Operator = 4 %] ¥l Operator Z ©| 5% th
2. NetObserv Operator & Al 3 APl A Zo A & =5 7] S Ay}

3. FH2HE A9 o3 YAML 51 8 A9 gy o). o 7] o 4] FlowCollector 2] &~ 5 47 5}
Network Observability OperatorE +4 & 4= &4t}

t}< o A o] A = OpenShift Container Platform Network Observability Operatore] 4 =
FlowCollector & 4~ 2~ &5 H o514t}

A1 Z FlowCollector 2] &2~

apiVersion: flows.netobserv.io/vibeta1
kind: FlowCollector
metadata:
name: cluster
spec:
namespace: netobserv
deploymentModel: DIRECT

agent:
type: EBPF (1]

ebpf:
sampling: 50 9

logLevel: info
privileged: false
resources:
requests:
memory: 50Mi
cpu: 100m
limits:
memory: 800Mi
processor:
logLevel: info
resources:
requests:
memory: 100Mi
cpu: 100m
limits:
memory: 800Mi
conversationEndTimeout: 10s
logTypes: FLOWS e
conversationHeartbeatinterval: 30s
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loki: (4]
url: 'https:/loki-gateway-http.netobserv.svc:8080/api/logs/vi/network’
statusUrl: 'https://loki-query-frontend-http.netobserv.svc:3100/
authToken: FORWARD
tls:
enable: true
caCert:
type: configmap
name: loki-gateway-ca-bundle
certFile: service-ca.crt
namespace: loki-namespace # 9
consolePlugin:
register: true
logLevel: info
portNaming:
enable: true
portNames:
"3100": loki

quickFilters: G
- name: Applications
filter:
src_namespace!: 'openshift-,netobserv’
dst_namespace!: 'openshift-,netobserv’
default: true
- name: Infrastructure
filter:
src_namespace: 'openshift-,netobserv’
dst_namespace: 'openshift-,netobserv’
- name: Pods network
filter:
src_kind: 'Pod’
dst_kind: 'Pod'
default: true
- name: Services network
filter:
dst_kind: 'Service'

o o] d E A}<¥<l spec.agent.type 2 CryostatPF of o} 9t t}. eBPF = %] 9 ¥] = < & OpenShift
Container Platform 34 J Y t}.
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953t 4 23U o gto] 100017 1007 vk shite] 580l 415 H U oF. g

_4

of o] & ©

RE sgo AHHU T o] 252 e 58] Z7h Y ng =2 o] 4 st sh Goby it 7]
Ao 7 eBPF A £2 & 3500 % A4 ¥ 22 500t} hite] g0l AEYHYThY B AL 5
2 H B2 2EgArtdasite AS or gy ZEV\HEJ*E] a4 s d8seA
Jeztez Aden Ad Ao pA el Aol FaUch

9 X181 4 spec.processor.logTypes,spec.processor.conversationHeartbeatinterval 2!
spec.processor.conversationEndTimeout S 4 slo] 3} =4 & 4431 5= 5y &4 3
st ) FEo A st oM EE F 2 e 5 A5 o} spec.processor.logTypes o 32 th= 3 <5
Ut} FLOWS CONVERSATIONS,ENDED_CONVERSATIONS, ALL. ~ &2 %] 2 7 A3 ENDED

_ CONVERSATIONS ¢] 7 9 best ¥ lowest$] 1 t}.

o
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Loki A}2F2l spec.loki = Loki Z2lo] A E S x| 4 gty t} 7] 238 Loki Operator A %] A A of] oA
8 Loki 417 7 2.5} 2] 9] o). Lokiol the A7) W & A58 45 A0 448 Seholle 41

G 212 9124 = Network Observability o1 228 2 v 9] 23] o] 20l EALE] 31 Q¥ o] EZ 3ol gt
A FE A Fe= A U Y2m o] 20 7] E7S "spec.namespace” ¢} H U U T THE Y] ¢ 25| o] &~
o LokiE 4 x| 3t == A& 3 7 - spec.loki.tls.caCert.namespace Z =9oj %] 7 &j o} g4 t}. v} zk7}
2] 2 spec.exporters.kafka.tls.caCert.namespace Z == t} 2 U] ¥ o] 2~ 0] A X] H Kafkaol] A}
&2+ AFYTh

@ spec.quickFilters A2 <) Z&0] A H = DHE ZgUthol Z2 Aol I
7],src_namespace % dst_namespace = negated (!)o] = 2 o Z 2] Al o] A ZF H = openshift- &-=
netobserv v ¢) 2= 7] o] 2= 9] tj3}o] o} HRE Ee) F & HA Gtk A4 & &2 ofel ] w2 D
TG F2EAA L

Z3H A 2.

05 31 ol o & AA & )5 1)

filo
o

5.2. KAFKAE A}-8-3lo] FLOW COLLECTOR 2] &2 44

A el gFo] FaL 7] Al Zke] & dl ol B ¥ =of KafkaE 4183t == FlowCollector 2] &~ ~5 74 & &= 9l
& U th Kafka ¢l ~® 22 4 g 5)) o} 5} # OpenShift Container Platform Network Observability 1 &
Kafka 4 & 8l 3 2 =8l 2ol A A A &l oF U o} A4 & U] -&-& AMQ Streams £ 483 Kafka £ 41 =
FxsHH A Q.

AR 8T A

e Kafka”} A %= o] 9l ook 3t} Red Hat> AMQ Streams OperatorE A4 31o Kafkas 2 ¢
Futh

4P ES
1. §] <ol A Operator = A %] ¥l Operator & ©] &3 th
2. Network Observability Operator¢] Al 3-8 API Al Z-ol A 35 =3 7] & A9 ).
3. FY&HE A o5 YAML 9 & Sy o

4. T} A Z YAML3} 7Fo] OpenShift Container Platform Network Observability Operator<]
FlowCollector ] &2~ & 54 5} Kafkas A}-&31 o).

FlowCollector 2] &~ 2] Kafka +4 A=

apiVersion: flows.netobserv.io/vibeta1
kind: FlowCollector
metadata:
name: cluster
spec:
deploymentModel: KAFKA (1]
kafka:
address: "kafka-cluster-kafka-bootstrap.netobserv" g
topic: network-flows
tls:
enable: false ﬂ
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Kafka v &2 =9 8- &4 5} 512 1 spec.deploymentModel S DIRECT tf 41 KAFKA = 47 g4t}

spec.kafka.address = Kafka F E~E W A ¥ 3422 JepgUch Z a8 7
= AHE-51H7] ¢ 8l kafka-cluster-kafka-bootstrap.netobserv:9093 3} 7+o]

o},

X E 90939f4 TLS

-
EAAL T UEY

)
T
E

spec.kafka.topic > Kafkaol| x| A4 & 54| ¢] o] &= A 2] 3l ofF g o}

o0 09

spec.kafka.tls = TLS == mTLSE A}-& 3o Kafkaole] =& A4S ¢taslele o AR S 5 U5
Yt} &4 3ste 7 ¢ Kafka CA 2154 = ConfigMap =+ Secret o & A3 4= Ql oo gHu T},
flowlogs-pipeline == 2 M| Al 4 8 47} vl 32 5] = U] 27 o] (7] £ 3k:netobserv) 2} eBPF of o]
HAE7 ) £ 5= 91X (7] £ 7k netobserv-privileged). spec.kafka.tls.caCert = A}-8 3} o] 3z 3 oF
AU TH mTLSE AFS-ste 4 9 ol gt v d 27| o] 2ol Al S 8o AE A AR S AR dojoF &
Y th(ell: AMQ Streams User Operator & AH-8-5to] A & = 9l 5) spec.kafka.tls.userCert ol A 3+
=

53. LG E VYESA S E dlole HEW7

Kafka, IPFIX =& & t}o] A0 U EY 2 585 B 3 <54} Splunk, Elasticsearch &=+ Fluentd
¢} 7+o] Kafka == IPFIX Y H S A Y3l RE Z2A B 2EZA = HsE Y EY A 5 E HolEHE
AHE3 S A F YT

AH 8 AR

e Kafka == IPFIX =3 7] 3 & Network Observability flowlogs-pipeline Podoj| 4] A}-&3F 4=
AFY T

SR A
1. % £ o) 4] Operator = 4 %] ¥ Operator = o] 534 ch

2. NetObserv Operator 2] A g APIA| Z-d A 55 3] 7] & A

R

2]
e

ot

Sh=
3. 8 2HE A9 s v YAML 51 & A9y o).
4. t}&-3} 7+o] FlowCollector £ # 3] 5} o] spec.exporters = -4 g1 t}.

apiVersion: flows.netobserv.io/vialpha1
kind: FlowCollector
metadata:
name: cluster
spec:
exporters:
- type: KAFKA (1]
kafka:
address: "kafka-cluster-kafka-bootstrap.netobserv™
topic: netobserv-flows-export

tls:
enable: false 6
- type: IPFIX (4]
ipfix:
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targetHost: "ipfix-collector.ipfix.svc.cluster.local"
targetPort: 4739
transport: tcp or udp 9

9 Network Observability Operator= =& & 52 +/ ¥ Kafka =4 2 W2y}

g SSL/TLS == mTLSE Al4-31o] Kafka 7+ol] RE E218 95388 4= 95U th &4 35134
Kafka CA <154 & ConfigMap H=+= Secret o 2 A}-&3F 5= ¢l o] of g+ t}. flowlogs-
pipeline Z 2 A4 4 Q A7} v E ¥ = U] Y 23] o] (7] -k netobserv).
spec.exporters.tis.caCert = A} &3l FF=x3oF U th. mTLSE AFE-3FE= 72 -5 ©1 2 3
A2 o] oA FEfo]AE A AE & AHE S 4= 2l o] oF FTh(el: AMQ Streams User
OperatorE Al-g31o] A A T 4= 2l 2) spec.exporters.tls.userCert ol A - =3} of gt}

OO =< Kafkaz W wh 7} Wl 7] 9 @4 IPFIXE 8 5 95 o

©

AR sk FAd el s 71232 tep o] A ttudp = A1 F & = A5 T

)
oy
il

. T FUENS 55 HolHE JSON F 22 AHg 7Hs gt 28 o2 A5 5 AFUrh AA &
W8 YEHZ &5 §4 F=EFxsM4A 2.

F7rE s

S5 S ALt Y S AAMF HE S VM EAD 55 4 FxEFxsA 2

OpenShift Container Platform ¢ &< A YAMLS ¥ 3 3}+= tj 4l flowcollector CR(AF&-#F A 2] 2] 4
2)< A ste] eBPF &R 3 22 AMSS A4S+ dFY

BRI P

1. o2 H =2 43 she] flowcollector CRE )| X] 5} 32 spec.agent.ebpf.sampling 713 ¢l o] EFF

Yk,

$ oc patch flowcollector cluster --type=json -p "[{"op": "replace”, "path":
"/spec/agent/ebpf/sampling”, "value": <new value>}] -n netobserv"

55.m& ¥ 74

FlowCollector 2] &=20| 4 DB & A S = dFUth A &3 A = #holl ol & double-quotes & A8
T AFYLHL 182 o B X7 E AE gl AUt 7] Eof v X € bang(!) A= #E S ¢
u] sty ok YAML =74 of] o 3l 2} A 31 U] 8 & 4 = FlowCollector 2] A2=E 2 Z 314 A &

23
A WE 582 "allof Ei= "any of "= g A7} A ] FA0lA FH T F e UIA
ARU T o] 2kt o] Paz 249 AR obd LT,
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B src_n  dstn ESFuydavolxe AdE E TS FE I H

29 ames ames

o] & pace pace

name src n dstn EApod MH|A2EE -=(ZAEYEYI EI 499 2o AAH =
ame ame gz o5y HHE E S e[ H L

kind src_k dst k AFH a2 R4 ddd B e dEI U glax FRAEIZ g4
ind ind 2~(Pod, q¥] 22 B = E) L= A F2) 2] 222 (Deployment & StatefuISet)7} >

YT

owner src_o dsto AADH2EZ2HFALSPIAR=ETE Pod xﬂEsﬂr#E&_% Efg e g3y

_name  wher wner t}. o & S0 v & o] &, StatefulSet o] & = 905yt
_nham _nam
e e

resour Src_r dstr IfHEH HESE XF o2 IAHE EA Lo AdEd EgY S I

ce esou esou 2 g}y t}. canonical notation& U] Y 23 o] 227} A A H E 79
rce rce kind.namespace.name 5= == ¢ node.name ¢ U t}. o:

Deployment.my-namespace.my-web-server.

addre src_a dsta IPFAo3ds By YT IPv4 L IPv6o] R dE Yt CIDR ¥ <]
ss ddre ddre = ALY

ss ss
mac src_ dst_ MAC F4¢t e d EggS D" gt

mac mac

port src_p dstp SA xEdAdHE EHIYS IHYIFYTH
ort ort

hosta src_h dst h Podr7tas £ s2EIPF4oddd ExYS e YL
ddres ost a ost a

s ddre ddre

SS SS
z2 Slh=s Slh=s TCPEE=UDPe e 22 g3 Add EdY S e H P
L= Sress BrEss

tj &l Universal keys filter for any of source or destination ¢ 2 o], name: '
Hile Ae nE BT 2 E Edf Y 2my-pod ¥ my-pod 2 9] R E E I

5.6.SR-IOV ¢l Ho| 2~ Ed ) gt R UEE +A4

SR-I0V(Single Root I/O Virtualization) & %] 7} 2l & 2 2 H oA E ¥ & 4% 52 = FlowCollector
spec.agent.ebpf.privileged Z == true = A& s oF Uttt 2 t} 2 eBPF do] dEE= 7| EH o7 1
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YE R EE 528 W 292 g2 o) 2 o T v E 9 2 ]9 25 0] 28 WU B Y FU k. VR
F 71%) QeI 0] 227k 9l Pod 7k A4 51 Al Wl E9) 22 v §) 23] ©] 27} 4) 43 F ] o} SRIOVNetwork %
3 IPAM 724 & %) 4 51 VF QIE 0] 227} 5226 v £.9] 2 1] Q) 227 o] 220 4] Pod W] E.9] 2 v ) 225 9]
222 who] 2 o] 4 F Y T,
AFA 8. A

® SR-IOV %% & A}4-3}] OpenShift Container Platform =2 =¥ o] A 23 5= 9l &Y o

® SRIOVNetwork CR(AH-8-# 74 €] ] &-2=) spec.ipam -7 & 1Bl 7 o] =0 A pd sh it b &

g aelA tdste o) IP Fa2 A4 ok Fych

Z2A 2

1. %) £ o) 4] Operator = 4 %] ¥ Operator = o] 534 ch

2. NetObserv Operator 2] A & H API Al S0 A &5 3 7] & A g

L

Yk,
3. 2Y2HE A48 08 YAML 92 Ay,
4. FlowCollector A}-& 7} 24 2] 222 74 S th A1 E 74 oh& 7 25y

SR-IOV =Y E & & ¢ 3} FlowCollector 4]

apiVersion: flows.netobserv.io/vialpha1
kind: FlowCollector
metadata:
name: cluster
spec:
namespace: netobserv
deploymentModel: DIRECT
agent:
type: EBPF
ebpf:
privileged: true 0

SR-I0V = U B & & &4 5} 51 2] W spec.agent.ebpf.privileged 2 = z}-S-true = 4 4 3)f oF
Fyh

F7rE s

SriovNetwork A& 2} A o] 2] 42~ A A o] o &b 2FA)| 8F | & -&CNI VRF =2 2218 A}-8-3o] 527} SR-IOV
HEYZ A4 YA S A=x

57. 8] 8 2 4% 3
Network Observabilityol] 2 2 3F 2] 22~ kS S8 2E 2 279 B FA vl olH = &1 A Ases 8
- 4

“/‘]\—‘"401_.
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Sampling A} %<1 spec.agent.ebpf.sampling & 24 3slo] gl A5 #2)& FASFUTL O 22 A=

P WS HAaE, Ry H 2EYA HLEEAST F AFHTH A ER Y& 7S A A 5o

o] & ¢3te 4= AFUth 7ke] 100 ©]H 1007 vie} &}t o] 5ol HEFHUTh gol0 =1 0lH =

E ZE°l WAHYT 3ol oW wste 5 50| FUtetal S W EE 9 H G 7F S o 7] 7 A

S 2 eBPF A E® 2 715008 A 5 B2 500t} shute] 350 Al & | OEeHMEsES

O B2 2EgArtdesite AS ot S 28738 F A= A8 S 4487 93 712
I

Ghe Al stm A7) 4 o 2A Sheke o] E4UTh

spec.agent.ebpf.interfaces 2 spec.agent.ebpf.excludelnterfaces 73 24 slo] A A2 Eg 3
S =YYtk 7122 o 7 o o] 4 E = excludelnterfaces 2 lo (27 21 Ej 3 o] )0 L& H Q1B ¥ o] 2~
= A 93t Al 2H o] B E QlE o] A E 7FA |- U T 2l B H o] & o] 5-& AL-8-H CNI(Container
Network Interface)ol u}g} o} & 4 5T

T A4 & A& 3to] 7] &<t Network Observability 7} 23 | % 55 vlAl 24 E = dFYh
2]

s QT AR Y A

spec.agent.ebpf.resources 2 spec.processor.resources A} %42 A
2 gy R Abg ol gl @AM B A TS 2 I ok g i
800MB?] 7] & A gto] T = A F U Th

WAl A 5 Al 7 23
eBPF o} o] A E ¢] spec.agent.ebpf.cacheMaxFlows %! spec.agent.ebpf.cacheActiveTimeout A}
‘%’ /\}"g‘—a‘]‘oq oﬂ O]ﬁioﬂ /ﬂ _‘i:ﬂ_é‘}‘—:f- ‘ﬂ_‘}_% Zﬂ O] i‘]—],] q_. %}1\—0] %—Z’:% oﬂ o] %1571_ E‘] ;(__‘] o EEH%'—:,J O] Ag }‘é
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e B AU 28 HAFUTL A A fans
@59l JlFe e 2 WA 2.

AFR(254 =) 02 (1207] =
=)[2]

A A == vCPU 471 ¢] vCPU| 16GiB 1671 €] vCPU| 1671 €] vCPU| 1671 2] vCPU|
2 v 2 g mem [ 64GiB mem [ 64GiB mem [ 64GiB Mem [1
LokiStack =.7] 1x.extra-small 1x.small 1x.small 1x.medium
EY= 400Mi(71 231) 400Mi(7] E-35) 400Mi(7] £35) 800Mi
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e W= Al

eBPF =9 &% 50(7]

e
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e
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AR (257 =x) o] 572 (1207] =
=)[2]

eBPF vl 2 2] A 3 800Mi (7] 33} 800Mi (7] 331 2000Mi 800Mi (7] £3})
CryostatP w2 2] 800Mi (7] %3} 800Mi (7] 231 800Mi (7] %23} 800Mi (7] E-71)
A 3

CryostatP Kafka T gl 48 48 48

el A

Kafka &1] =} E-A] N = 24 24 24

=

Kafka B.27] S = 3(71&3) 3(71Ew) 3(71E)

1. AWS M6i 91 <8l ~ = 8] 2~ E 5] %1 th.

2. o] AAA e} AEZY Qo= 37]9] ¢l=Z2 ==(=7] M6i.12xlarge) W1 A E = ==(
M6i.8xlarge=71)= H ~E Y 5 ).
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67¢. NETWORK POLICY

admin & o] 9= Al-8- 2 =netobserv U] 5 o] 2o S EY A F A S AH T = AdHYTh

6.1. Y| E ¢ = OBSERVABILITY ]| that Y E ¢ = A = 44

netobserv v ¢} 23 o] 2o 3 4 EFfH S BEstd A EYI IS QA F S F A5 ¢
TEAN FA BIS ARE St M EA I A LS = AsUh

EZZ A2
1. Y E LA - NetworkPolicies = o] & 3T},

2. TRAE = Zr}-e v o A netobserv = 24 E 2 M &gt

a. A WA Ingress 7+ 2 o] 3] th AFFS v U T

i. Add allowed source =& t}-$ 1 Foll A =g | Y AH o] 2o A Pod & &S A&

o},
b. = ¥4 Ingress 7+ 2 o]l th3l] o} AFSFES WHE U T
i. Add allowed source =5 t}-¢ 1l 7o A 2 22 E W 3o 4 Pod 3] &S A& gt}
i. +Uldadols de ] 2715 8 F
ii. kubernetes.io/metadata.name d o] £ 3} A & 7] openshift-console < 37134 t}.
c. Al HAY Ingress & o] i3l Th AHFS THEU T
i. Add allowed source =5 t}-¢ vl 7ol A &2 22 E W 3o A Pod 3] &S A& gt}
i Ul Lol der] 215 SHdY T

iii. kubernetes.io/metadata.name d o] £ 3} A € 7] openshift-monitoring = 37134 t}.

AF
L EUHY U EI EY o7 o] 5 Th
2. EHY 55 B S B dHolE vt BAEH=A FAF YT
3. BUEE s A B E 2 o] 531}l NetObserv/Health A&l o] A & Eo] =3 551 3 WA L)
Zof] A HE LokiZ A5 =% gl
6.2. U EL = A ¢ 4
<2 netobserv 4] ¢] 27 o] 2~ 9] ¢] A NetworkPolicy © 2 A E o] 418 g},

EECERE RIE:
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2]
©

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-ingress
namespace: netobserv
spec:
podSelector: {} ﬂ
ingress:

- from:

- podSelector: {} g
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-console
- podSelector: {}
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-monitoring

policyTypes:

- Ingress

status: {}

A A o] 2 &5 PodE At e 719 Uth A2 ¢ B A E = NetworkPolicy ¢ 24 E = 4 o] 5}
=EEXTIZAE Oﬂ 4] Podwt % E-." 5} fr— A LUt} o] £4] A = netobserv serv i 2 4 E ¢] Network

o

A S HAETL 74 EY S 5] §5t= Podeol d X st= A8 7| d Ut 71 2352 A9 7] 7}
NetworkPolicy ¢} 53 1| Y ) 23 o] 2~ 9] Pode} U X 3ttt= A J Ytk

namespaceSelector S %] 3} A€ 7] 7} 217 # v Y =9 o] 29| Pod e} U %] 34 T}

F7rE s

CLIZ AHg-ste] V=912 4 2 A4
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Namespace ¢ U t}.
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Pl M ETA A2 F syt €5 destEd dd e s E9dyth

7.1.2.2. DNS + %

M B A Y EL = 5E 2 DNS(Domain Name System) %8 28 o2 ¥ A 5 J&5Y ot
eBPF(Extended Berkeley Packet Filter) 5% 3 =9} $}7] DNS 52 & A}-8-31H T3 £ =2 A
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o A 72:DNS B9l BAE F A3 th7] AR F Ay FEE 742 48 5he] DNS %
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9. FLOWCOLLECTOR 4] w7l 5

£ X '?Fao /}—:]_.%]
type string NEREES RN

configmap = secret

9.1.37. .spec.loki.tls

a4
Loki URL<] tj gt TLS E&olAE +4
3
object
%4 R Avd
caCert object cacert= 2= 7|9 Q1 & A
ZE AUt
enable boolean TLS €4 3}
insecureSkipVerify boolean insecureSkipVerify = A}&3}
H A H RIFA ] FEho|dE 5 g
&9 E F dFUTh trues A
A5t caCert 2 =71 £ A g4t
userCert object UserCert = 2182} Q154 =

£ 4 o) 843 mTLSe| AHg-H Ut}
(SPTFTLS AFg Al RAE 5 9

)

9.1.38. .spec.loki.tls.caCert

A7
cacertt= <13 7] %o Q154 22 Ao Gk
9

object
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=4 3 A
certFile string certfiles 74 W == A =8 Y
o] JIFA 01%«1 HEE R
Gyt
certKey string certKey = 74 9 == Al =8 W)
o JIFA iRl 7] A o] 5o AR
E AUt 717 2 o &kA] &
735 A=yt
name string ASAM7FETE Fd P EE=A A
g9 o] &
Ul &3 o] 2 string ol= M7} £atE A W E= A=
e vl &u ol =Y vk A = st
W 7] 278 Network
Observability 7} #] £ ¥ & 8t U
A2 o] 25 AR stE A YU Th
ydzso] 272 F Qo uf
gt ES FARE A YW EE
Al Al o] EAFEH U T
type string AZA Fzo W F@:

configmap =+ secret

9.1.39. .spec.loki.tls.userCert

A4
UserCert = A&7} 2154 225 4 ©) 613 mTLSol| AH&- Ui gk TLS AHg A 718 &
21%)
#+3
object
=4 3 A
certFile string certfilee 4 W == A=8 Y
o] A v 01%«1 HBEE R
k=
certKey string certKey = 74 9l == Al =8 W)
o AFA A 7] T o] F] AR
ERAgFUT 717 2 e kA e

3% kgt
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name string

v Q] 25 o] 2 string o= A7} EaE TA W Ll A
2l o] v A5 o] 2Pt A ket

W 7] 7k2 Networ
Observability 7} #] 2 ¥ & 8k U]
A= o] 25 AHE e A Y
Ul &sol a7t v=d d o
B LES FAEE A Y e
Al 2Ll o] BAFH YT
type string NEREES RN
configmap T+ secret

9.1.40. .spec.processor

v

ZREAA = oo HE A 55 FAletaL, BAFsta, vl EY S A4 31, Loki A&7 AT 9/
TEALE 7S YR 72 APdsls A Q40 AL A odhy ).

..
9

object

A= O &
%4 e ]

clusterName string cluster name& 3 & dlo] g &
Ald S8 AE 9 o] F YU T ol =
T ZFY2H Ag2EdqA §§
g t}. OpenShift Container
Platform & A}-&3h= ¢ A5 2
2 AAHES 1Y FYTH

conversationEndTimeout string conversationEndTimeout &
et S8 H AL 767 9
A UEAI ZEFS FAT F 7]
St AU T o] 212 FIN 7
Z1o] TCP &5l thafl =52 wf &
Al Y (AL
conversationTerminatingTim
eout =)

conversationHeartbeatinterv string conversationHeartbeatinterv
al al & tjste] "g" ojul E Ato]of O
718k Ay ok
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72

conversationTerminatingTim

eout

debug

dropUnusedFields

enableKubeProbes

healthPort

imagePullPolicy

kafkaConsumerAutoscaler

kafkaConsumerBatchSize

3

string

object

boolean

boolean

integer

string

object

integer

/\-]l%]

=

conversationTerminatingTim
eout & tist& F 537 918
A€ FIN S 2ol A 7] 8k = A
ZHdU k. TCP s 5o vk #& o] 9}
syt

debug £ /183l &
SR P IR SHS AR
2G

S gt o A

4
A% APUTh ke AP FE
A A9 9ol o] & S8 gy

.

dropUnusedFields = A}& &7
true = A% &} OVSo| A A& 3}
A geRer gyl d=Es =
st 2EE A FHE Ao

Ut

enableKubeProbes =
Kubernetes &4 2 4] e ==&
BE @4gstet A v &4 shsthe
SHadY ek

healthPort = &) 7 APIE =
Z5t= Pode] 37 HTTP 2E4)

Ut

imagePullPolicy = 9] & <] ¥
oln] Z] 9] Kubernetes 7}4 9. 7] A

Ao,

kafkaConsumerAutoscaler =
Kafka W] A| #] & A}-&-5F=
flowlogs-pipeline-
transformer o tjs) A4 sl= 4
% Pod 75 271 d 2] o] AbgdY
t}. o] A A & Kafkar} H] &4 3} =
A A Y o
HorizontalPodAutoscaler 4]
(autoscaling/v2)E 23 Al L.

kafkaConsumerBatchSize =
BaAGA LM 27 L5 F
g v x| Z7](vFol E)E YEFE Y

o} Kafkag AM&31A] &S o= F
A" Ut} 7] 271 10MB.
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&4 3 A
kafkaConsumerQueueCapaci integer kafkaConsumerQueueCapac
ty ity = Kafka 212} F2o] A E

"1 A E e B WA A T &%
< A o3t} Kafka 2 AL-&-3}H3]
2s ws FAFHYUT

kafkaConsumerReplicas integer kafkaConsumerReplicas =
Kafka ¥l A1 A & A}-&-8l=
flowlogs-pipeline-
transformer & © = A] #}sk B3
H(pod) =& Aol dUth o] A
< Kafka7zh vl &4 st =™ FA1H Y

t}.
logLevel string IZI2AAM HEY e B 5
logTypes string logTypes = 443 Ast= 4=
= RIS AUk ks e
o ZEynh

-FLOWS (7123 4Rt E9 =
EESWRE R AS

- A2 hshol th & ol E S A
A&17] 918l CONVERSATIONS
(N #E 3l 2 F7)4 <l "tick" g
gol&

- ENDED_CONVERSATIONS
to generate only ended
conversation events

- ALL to generate both network
flows and all conversation events

HEY object HEY e veEYs AdH T2
e

port integer A
(]

t}. 1024 8.t} =31 4500, 4789 2
60813} grefof gyt

profilePort integer profilePort = 218314 o] T E
= F2138}= Go pprof Z 2 1} g

AR AUk

i m

resources object AT o] Ad o]yl a3
FE e YUth ZAA T 82
https://kubernetes.io/docs/conc
epts/configuration/manage-
resources-containers/
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9.1.41. .spec.processor.debug

A7)

debug £ 4183t EF Z2AA Y YR A AR SHS AHT F AFUTh o] AldS
GOGC 4 GOMAXPROCS env varse} 722 o7 g Al Z35td A5 HASE s AdYth s
Aot AFEAE Al ] Y f o o] & S gy .
3
object
= ik a4
env LEAE(EAY) env = A}&-3t Abg-A A4 8

g 27
HEE 72 74 sl dagd
A%t GoGC B
GOMAXPROCS 9} 72 wjj 9~ A
A A% Y $Ae dgsle b
FEFYUTh ol ol X B2
A A LA Rt fgtz
FlowCollector o] d 2= F
MBS T =Z3AE= o G

9.1.42. .spec.processor.kafkaConsumerAutoscaler

A+

kafkaConsumerAutoscaler = Kafka = 2] 7] & A}-§-5}+= flowlogs-pipeline-transformer <j ]
8 A4 st= 7% Pod 245 2L 2] o] Abkduth o] A4 -2 Kafkazt v &4 3t =W FA g Yt
HorizontalPodAutoscaler & A (autoscaling/v2)E 3% 3514 A Q.

..
9

object

9.1.43. .spec.processor.metrics

A7)

WEY o WEYs dEE TN 242 P Fh

object
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s
S T3 A

disableAlerts Hj A (£ 214) disableAlerts &= »] &4 3} 3] of
st A HE5Y Y. e ahe
o3 ZE U
NetObservNoFlows ¢ A = &
A 717 Ft s Rl HEFHA &GS
o E] Ag )
NetObservLokiError: Loki &
2R3 T EES AT W ER|AY
Eh=3

ignoreTags v A(EAYE) ignoreTags & YA HEZY S
A= L HEEYULh Zt W E
g2 82 553 A4 g ZA
gk 82
https://github.com/netobserv/ne
twork-observability-
operator/tree/main/controllers/fl
owlogspipeline/metrics_definition
s.AME 7HestEl 1=
egress,ingress flows bytes pa
cket,namespaces,nodes work
loads,nhodes-
flows,namespaces-
flows workloads-flows ¢} 1] t}.
ool mEyg L 93
Zo gddd o]~ E o
A TR gonm=a Ay =
StUE FAI8h= o] EFUT(E

HE AR T A F).

server object Prometheus 2~ =8 ol tjj &+ o] E g
A - A

9.1.44. .spec.processor.metrics.server

4
Prometheus =150l i3t vl E2] Mu] 24 4
3
object
&4 3 A
port integer prometheus HTTP X E
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3 A

Jo

tis object TLS A4 4 Ytk

9.1.45. .spec.processor.metrics.server.tls

A
TLS +d 4y th.
3
object
%4 3 A4
insecureSkipVerify boolean insecureSkipVerify = 1}-& 3}
WAl FE JASA ] FEYOIAE =
e e F AF YL trueZ
A7 51 providedCaFile 2 =
7F A E Y o
A 54 object 3 o] PROVIDED = 44 = 4
S TLS A g
providedCaFile object type o) PROVIDED = 23 ¥ 7
T CA gt of g gt FEYt
type string TLS 74 #%
Oﬂ FEOlE sl TLSE 4 3}
A ¢2= = DISABLED (71 £3H)=

ST - 2154 35 %
& FEoR AT
PROVIDED. - AUTO = #}&-3}
o] 2418 AL&31o] OpenShift
Container Platform =} A A <15

A& ALgFU T

9.1.46. .spec.processor.metrics.server.tls.provided

A

%3 o] PROVIDED = 44 % 7% TLS 7+

oX
iR
i
vl

o
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object

A

certFile string certfilee 4 W == A =8 Y
o] A wd 01%«1 AZE A9
e

certKey string certKey = 74 9 == 112

il
o] A 7hL 7] whd
St 717t 2 askA &2
A A=y
name string A7

o]

E3hE 74 9 EE A2

m

al(] 3

P
1o, ol\

Ul &3 o] 2 string olZ M7} £aE A W = A=
2o vl o] 29
W 7] B 7S Network
Observability 7} v £ ¥ & 8t U]
01/\3] ]/\_E_ /\},Q_g].‘— 7 ?ﬂ
SRR BERE ]
a.u].oeal-* olciq_

A28 o] EApE U T,

O_A.,
2
3]

fr

type string olz= A Bz ot &3
configmap = secret

9.1.47. .spec.processor.metrics.server.tls.providedCaFile

a7
type ©] PROVIDED = 4% 7% CA 5t tj g Fx9 1 h
R
object
&4 R A
file string T4 W EE A2 Yo 3 o] &
name string gtdo] E3tE A W e Al AE
o o] &
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type

A= B3 %

o
oftl

string

string

9.1.48. .spec.processor.resources

a7
g aie o] A ool
3
object
&4
limits
requests
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i
ol

o] & A W == A =8l
ol vl ol A dyth A ket

7] 2-7k-& Network Observability 7}
v ZE T Ut v Y 2 o] 25 AL

St A guth uld v o] =7t

g=2H d Qo uat v ES £ 9)
EE5 A Y e AlAEe] BALY
Yot

st 3ol g3l "configmap” &=
= "secret"2 J#g )

Fod AHE dasdunh A S gL
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
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integer-or-string
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https://kubernetes.io/docs/conc
epts/configuration/manage-
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2] o] AP Yt
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ol= W+ 4l Katka®z 52 HEE ) AHEH= VM ENA 55 9
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il
)
Ac)
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o Al e Kafka ) 2 7] 7] %ol o &
we Bajs]of gTh.

Lokis} &€ +

10.1.1. 2}
SrcK8S_Namespace

[}
+18] 2 SrcK8S_Namespace:string

2 ] @) 225 0] 2=

DstK8S_Namespace

[ ]
41 8] %) DstK8S_Namespace:string

oj & v & =7 o] =

SrcK8S_OwnerName
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41 8] = SrcK8S_OwnerName:string

Deployment, StatefulSet 57 7+:& 52 2~%-%L.

DstK8S OwnerName

[ ]
41 8] = DstK8S_OwnerName:string

vj %, StatefulSet 537} 722 0jj 3 2~5<L

FlowDirection
[ ]
FlowDirection:FlowDirection (T} 4 &%, Enumeration: FlowDirection)
= PEAHY) 5F WY
_RecordType

[}
e AL5F_RecordType:RecordType

= 53 Il 55 =229 F-2 'flowLog' &=+ 'allConnections’, ‘newConnection', 'heartbeat’,
'endConnection’, tjj 3} =%/ 2 ¢/ 3} ‘'endConnection’

10.1.2. Z =
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SrcAddr

[ ]
srcAddr:string

£ IP Z2(ipvd = ipv6)

DstAddr

[ ]
DstAddr: string

j 3 IP =2 (ipv4 = ipv6)

SrcMac

[ ]
srcMac:string

DstMac

[ ]
DstMac: string

o4 MAC -

10 JEYazZEF

Al
Al

=

B
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SrcK8S _Name

[ ]
41 8] =) SrcK8S_Name:string

Pod o] Z, #]H] = o] Z 57} 7S Kubernetes ¢ H A E 9] ¢ 3] 3}i= £29] o] 291},

DstK8S Name

[}
1] 35} DstK8S_Name:string

Pod o] Z, 4] 5] 2 o] & 57 7+ Kubernetes ¢ H ] E 9] ¢ 3] 3]= ] 3] o] Z 9 1]}

SrcK8S_Type

[}
1) =) SrcK8S_Type:string

Pod, #] 7] = &3 24 Kubernetes ¢ H 2] E 9] 2] X]3}+= S 29] 7 ¢ L]

DstK8S_Type

[}
e =) DstK8S_Type:string
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SrcPort

E
[
My
[m

DstPort

Sy
o,
My
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21 €] % SrcPort: ¥ &

41 8] 2] DstPort: ¥ &

SrcK8S_OwnerType

Deployment, StatefulSet 57 72 5=~ Kubernetes ==-%-<}</

418l 2 SrcK8S_OwnerType:string

DstK8S_OwnerType

Optional DstK8S_OwnerType: string
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Deployment, StatefulSet &7 7 0j]-§ Kubernetes ==-7%}°] &7 ¢/ 1/}

SrcK8S_HostIP

[ ]
41 8] %) SrcK8S_HostIP:string

N
I

b
"
3

DstK8S HostIP

[ ]
41 8] =) DstK8S_HostIP:string

SrcK8S_HostName

[ ]
41 8] ) SrcK8S_HostName:string

B
[
b
In
9
Ty

DstK8S HostName

[ ]
41 8] A} 3} DstK8S_HostName:string
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proto
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¢/ E] 7] o] =

[}
A e o] 2R

Y ER = Q1B ] o] =

IfDirection

[
41 8] =] IfDirection:InterfaceDirection (T} 4) 1 &%, Enumeration:
InterfaceDirection)

T ERE PR R
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A Fof 2:0 5
TCP =) =
R E
[
83 )50 %
3 T
Packets_AB

[ ]
41 e = Packets AB:number

52 #5104 A~ B ) o3l 535 oS

Packets_BA

[ ]
41 e = Packets BA:number

o3} 75 o4 Bi= tf3}s 7 5] TF2E 2
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B

H}o] E

X1/ =] Cryostat: # &

Hpo) = 7

Bytes_AB

[ ]
e = Cryostat_AB:% &

52 750 4] A~Brjo] E 7} £ = T35

Bytes_BA

[ ]
&) =] Cryostat BA: % &

o3} 75 e 4] BojA] BZ v 3] vl o] E F}2E

IlempType

[ ]
18 % lempType:number

ICMP %3
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IcmpCode
[}
1 = lempCode:number
ICMP = =
PktDropLatestState

[}
Optional PktDropLatestState: string

=& t}:29 PKT TCP %t

PktDropLatestDropCause

[ ]
Optional PktDropLatestDropCause: string

= § 029 PKT £1¢]

PktDropLatestFlags

[ ]
18] %] PktDropLatestFlags:number
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B

=5 .29 PKT TCP Zz) =

PktDropPackets

[}
%1 €/ = PktDropPackets:number

Aol <& A H AHZ 7

PktDropPackets_AB

[}
Optional PktDropPackets_AB: number

b5} # 5o 4 A~ B A Z0] t) 35 ALE & 44 ] o

PktDropPackets_BA

[}
Optional PktDropPackets_BA: number

o5t #5 o4 AZ 2 B G ALEE FEdl

Ty

1o

PktDropBytes

[ ]
%1 &/ %] PktDropBytes: &
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Hdof o5 2} H vjo]E 5

PktDropBytes_AB

[}
Optional PktDropBytes_AB: number

b5} 754 A B upo] B2 )55 7} 2E & 44 51 .

PktDropBytes_BA

[}
Optional PktDropBytes_BA: number

52 #5104 B~ A npo] £}t 55 T EHE 44 g o

Dnslid

e = Dnsld: # &

DNS 3= ID

DnsFlags

[}
%1€/ = DnsFlags: % &
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DnsFlagsResponseCode

[ ]
<18/ % DnsFlagsResponseCode:string

4 #4  DNS 37 RCODEs ©] &

DnsLatencyMs

[}
41 €/ = DnsLatencyMs:number

SHI 2 AFo] ] AREE AN E 2] %)

TimeFlowStartMs

[ ]
TimeFlowStartMs: 7 &

TimeFlowEndMs

[ ]
TimeFlowEndMs: number

10 JEYazZEF

Al
Al
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TimeReceived

[ ]
TimeReceived: ¥ &

TimeFlowRttNs

[ ]
%1 &/ %] TimeFlowRttNs: %/ &

flow Round Trip Time (RTT) in nanoseconds

_Hashid

[ ]
e ALgF_Hashld:string

o5t 5o )3 4 A

_IsFirst

[ ]
18] A} _IsFirst: 7+ <} &
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A
alt
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X
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T
X
[o
Ty
o
B
g,
\O‘E
e
s
L
N

numFlowLogs

[ ]
%1 &/ %] numFlowLogs: % &

o3} 75 o)A, o3} &5 229 T} E

10.1.3. enumeration: FlowDirection

Ingress

[ ]
Ingress = "'0"

= B A F A Fol0 s BT

Egress

egress="1"

wE BE A A s

L’Z/__,H_ = "2"
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11%. 1) 29 = OBSERVABILITY 2] 5] 2

1] £ %] = Observability =7 3] 4< = ¢/ 3}7] 9]e) &7 &4 )l d S T+ dst

11.1. MUST-GATHER & A}-§-

! Pod =z, FlowCollector,

must-gather =2 <}-§ 3} o] Network Observability Operator 2]
) v o

Webhook 2% 7} 2+& &) 2E AA] g]220)] el FJHE 55

o
o

ol

Ty Mg

=
A<
=

2Z ZAJ A

1.
must-gather tj o] E] & x] 3}3l&] = r] & E] 2] 2 o] F g1}

e By

o

g g 5}o] F2]~E A% must-gather 2]+ =7 gf1] .

$ oc adm must-gather
--image-stream=openshift/must-gather |
--image=quay.io/netobserv/must-gather

11.2. OPENSHIFT CONTAINER PLATFORM = &9 4] Y| E9] = Egj ¥ b gH& 74

OpenShift Container Platform 2= <] Observe 7o Y| E¢) = Ezf T nj i §F&o] 1} FE =] gre
7 -2 OpenShift Container Platform Z £ o4 Y/ EY = EZ T o7 eFES =50 2 7249 L]

A 87 AP

[}
OpenShift Container Platform 1v] = 4.10 o] 3Fo] & X ¥ o] glo]o} gFi]rl.

ZZ A~

1.
o}2 5 &2 &4 5 of spec.consolePlugin.register Z =7} true 2 &g ¥ o] $l=x] g3}
L ok

I $ oc -n netobserv get flowcollector cluster -o yaml|

24 o
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apiVersion: flows.netobserv.io/vialphat
kind: FlowCollector
metadata:
name: cluster
spec:
consolePlugin:
register: false

1€ A} 3}: Console Operator -3/ -5 =& 2 = # § 5} o] netobserv-plugin =2/ 298 &7}

g,

I $ oc edit console.operator.openshift.io cluster

24 o

spec:
plugins:
- netobserv-plugin

(

8 AL3): ofS 5 3 S 23 51 of spec.consolePlugin.register Z == true = &g g}t/

Q!

I $ oc -n netobserv edit flowcollector cluster -o yaml

24 o

apiVersion: flows.netobserv.io/vialphat
kind: FlowCollector
metadata:
name: cluster
spec:
consolePlugin:
register: true
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g §HE Ay il & Pode] ¥E 7} Y 917 9l 5.

I $ oc get pods -n openshift-console -l app=console
8 §5e dYste] Z& Podg 4] A5 g o,
I $ oc delete pods -n openshift-console -| app=console

B A B )2 g

o} 5 &2 & 3 5}« Network Observability ==/ 2 <] Pod¢] 3] & S}

I $ oc get pods -n netobserv -1 app=netobserv-plugin

24 o

NAME READY STATUS RESTARTS AGE
netobserv-plugin-68c7bbb9bb-b69g6 1/1  Running 0 21s

=

T.Ilo

I $ oc logs -n netobserv -1 app=netobserv-plugin

2 o

5% S &3 5Fo] Network Observability = 2/z¢] Pode] = =2Z 3}

)
<
=

o1 g1 o,

time="2022-12-13T12:06:49Z" level=info msg="Starting netobserv-console-plugin
[build version: , build date: 2022-10-21 15:15] at log level info"” module=main
time="2022-12-13T12:06:49Z" level=info msg="listening on https://:9001"

module=server
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11.3. FLOWLOGS-PIPELINE & KAFKA E & %] ¢} & 1| E EES AFE A S oh

deploymentModel: KAFKA = A}§ 3} &5

2 7] 2 vl x] v £ 3 o} 2 KafkaZE v Z 51 3 -9 55
T 7] 7} Kafkaol] & nl2 7 914 E/X/ %’% b b=y E} Flowlogs-pipeline o] Kafka<] ) E ¢ = &<
Al$-31x] k= flow-pipeline Pod & =& 2 2 r]A] A &} g}1] ],

ZZ R

1.

the 532 295 flow-pipeline =& 44 56] ThA] Al 5811 -

I $ oc delete pods -n netobserv -I app=flowlogs-pipeline-transformer

11.4. BR-INT % BR-EX <] E] 7 o] = EFoJJA] | E9 =

br-ex’ & br-int ;= OSI 7] & 20 4] &)= 7}4F H el =] 4% ¢ 1]} eBPF o o] 4 E=IP ¥ TCP +
= e 3 B 49 4] z}z} A& ol eBPF djo] HE= Y| EY = Egj¥o] 2] X] §2E F= 7}y pod
O] 7] o] 29} ke t]E QI E] F] o] o] 4] X 2] & nff br-ex ¥ br-int 5 &7} 5} v E 9] = EE’/VJ’ = WA
& 7 251/t eBPF o o] { E v E =7 O] E] 7] o] == br-ex X br-int o] ¥} ¢1Z 5} %= 5 A 13} H 1] E
Tlﬂ EF0] FAH A Yo

OB 0] 28] P2 G 7

2 A A A} Y EFZ ¢ E 5] o] 2=Z br-int % br-ex = A $F5}=
Interfaces = )] 2] 3} 1] c}.

ZZ R

1.
ol gl 7] o] 2 & A: ['br-int’, 'br-ex' ] ¥ =. o] &

&3 Jo] HE= & OiEfif/O/*Oi/ ] JHE
Tt & = 5ol &= Layer-3 ¢/ E/ o] ~ & x//y 5} = gls=i]ri(f: eth0 ). T2 B3 2 &
F e o

=

I $ oc edit -n netobserv flowcollector.yaml -o yaml|

24 o

apiVersion: flows.netobserv.io/vialphat
kind: FlowCollector

metadata:
name: cluster
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spec:
agent:
type: EBPF

ebpf:
interfaces: [ ‘br-int’, 'br-ex' | a

VL ERIE DECEF T VT

H_ =
T =

11.5. NETWORK OBSERVABILITY 7 E &z2] # 2] % POD7} v = 2]

Subscription © H 2] & o] X] spec. config resources limits.memory A} %+-5 7] 5} o] Network

Observability Operator2] w2 2] |31 =2 5= 5L o

ZZ R
1.
] #Z & o 4] Operator — ¢ %] E Operator= o] & g}/ L}
2.
WESZ BE I5E YT e NEAZHH & Jd g o,
3.
9] - drol A A E2Z g H HEe 2 g ok
a.
HE= CLIE #1835} o}% 5 &5 &3l 5}o] Subscription © E 2] o] tjjst YAML %
= g 7 e
I $ oc edit subscription netobserv-operator -n openshift-netobserv-operator
4,
Subscription ¢ 2 7 £ £ 7 7 5} o] config.resources.limits.memory A} FS 7}5F 7 B 2
WS Y FU ok 2] 320 AR Ol oF pA o ] &2 FIF g

2] 77 ALY E 32851

2 #2544 L.

apiVersion: operators.coreos.com/vialphat

kind: Subscription

metadata:
name: netobserv-operator
namespace: openshift-netobserv-operator
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spec:
channel: stable
config:
resources:
limits:
memory: 800Mi a
requests:
cpu: 100m
memory: 100Mi
installPlanApproval: Automatic
name: netobserv-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: <network_observability _operator_latest _version> 9

o] & Sof mze] 452 800Mi = =€ 7 gt

)

of g HF A= ¢F 5] 7} Operatore] 2] & 2] =0 ujef #1781 .

11.6. LOKI RESOURCEEXHAUSTED ¢ 7 =4 5§ 2

4] E £] = Observability o] <] 2 | E ¢ = & F t]o]E]l 7} 4 E o o] A <] ﬂ7/_§}-_43}§ Loki
~} ResourceExhausted ¢ 7 Z 7313 + 9|5 1] ). Red Hat Loki OperatorZ A}-§ 3= 7 - o] Foj
w) A| =] = 7]+= 100MiB = —*-§ H 1] o}

ZZ A2~

1.
Operator —~ 1 3] ¥ Operator = o] 53l ZZAE =F .2 njroi] RE ZZAEZ 3}

ol gt ok
2.
A &# APl £ = o] x] Network Observability OperatorZ 1 &) g}/ c}.
3.

BE 757 & g3 o YAML 27) §& Zg g0,
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1174 v =] = OBSERVABILITY %) 312

Loki Operator= A}-§- 51+ 7 - spec.loki.batchSize 7 <] 98MiBE = 7} 5} %] &F=X]
gFol gy o

Grafana Loki <} 72 Red Hat Loki Operator<} t}-Z Loki & %] 3% S A}-§5l= 3 -5
grpc_server_max_recv_msg_size Loki ~] 1 & o] FlowCollector =] 4~
spec.loki.batchSize 7} 1 o} s=2%] g9l g}Ljr). 22 %] @S F-2

grpc_server_max_recv_msg_size 715 =2/ AL} A st H O} ;'/JE = spec.loki.batchSize 7!

2 Fofof g

FlowCollector & #H 7 s} 7 -2 %] 32 ZF& 1)}

11.7. 2l 22 27 &) 2

11.8. LOKISTACK == A3l 27

Loki 8] Y E o] njx] & <& &) 5+ A
et gYe = gl o] 75 ¥

21o] E7} 2] 2 o] "NetObserv tjj #] & = o tj] 5 Loki

o I

& A ¢l = Z(limit:xMB/sec)E & 3}+= & ¢F t] o] 5] ¥ 429
7] fle] 42 & 4g ) Aol Fgi]rh A4l e &S o 4]
= 25 o AL BRI A] L

J}). 1)

2 #z}of] EA]H O Z perStreamRateLimit % perStreamRateLimitBurst A} &2 A}-§ 5}<F
Loletack CRDZ 9jtjo] E g == ¢l<=1] T}

2 F A

1.
Operator — & =] # Operator = o] 53}o] ZEZAE Fr} 2ot RE ZZAEE 39]g)
Lok

Loki Operator & =37 LokiStack /-5 7€) gf1] ]

YAML % 7] Z #}-§ 3lof 7] = LokiStack ¢/ =&l ~F Y4 5} A v} H g 1o
perStreamRateLimit % perStreamRateLimitBurst A} 2FS =7} ¢ 1] L.

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: loki
namespace: netobserv
spec:
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limits:
global:
ingestion:
perStreamRateLimit: 6 a
perStreamRateLimitBurst: 30 9
tenants:
mode: openshift-network
managementState: Managed

perStreamRateLimit 2] 7] = 712 3 ¢/ 1]}

©

perStreamRateLimitBurst <] 7] 2 7> 15 ¢/ 1] ],

<

perStreamRateLimit %/ perStreamRateLimitBurst A} 2FS ¢ 5] o] E 5} 1 2] ~E YA 3] pod 7}
429 rate-limit © 77} 1] o] ¥ B 31x] Feri] o)
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