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1.1. RED HAT BUILD OF OPENTELEMETRY 7l &

Red Hat build of OpenTelemetry= 9 & 42 OpenTelemetry Z 24 E 2 7|00 2 &1 o] = F&9- &
Yol H Az Ed oo 53, 53 2 Wiy 5 Telemetry gl o] S-S A Fsl=s RS 512
34 t}. Red Hat build of OpenTelemetry #| 32 OpenTelemetry =3 7] vl &2 & #E| o} YAz = 24
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® OpenShift distributed tracing data collection Operator = OpenTelemetry Operatore] Red
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https://opentelemetry.io/
https://opentelemetry.io/docs/collector/
https://opentelemetry.io/
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® Red Hat build of OpenTelemetry Operator= Prometheus W B W} 7] 7} &4 3t & 72 %
Prometheus ServiceMonitor A} 82} 4 o] 2] &~2E AT o)

® Operatores Y 2=E Y OpenTelemetry 25 29 o] H 8 2] & 49 & 4 9l += Instrumentation

AR A o] BlanE B sty T
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® Red Hat build of OpenTelemetry 3.0 A4 = Jaeger WR W 7| 7F A A= Ut W2 4 E X
A& 2.9 gho] Z Ao Z F 8 Al T Al F-H Ut Jaeger =5 7] ol Hlo|H & A &3t7] 91
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1. Operator U] ¢l 23] o] 20 T} ¥ o] &5 57} T} oc label namespace openshift-
opentelemetry-operator opensh|ft.|o/cluster-mon|tor|ng_true

2. AH 2 B, 98, 98 u9e 44 g o

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: opentelemetry-operator-controller-manager-metrics-service
namespace: openshift-opentelemetry-operator
spec:
endpoints:
- bearerTokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token
path: /metrics
port: https
scheme: https
tisConfig:
insecureSkipVerify: true
selector:
matchLabels:
app.kubernetes.io/name: opentelemetry-operator
control-plane: controller-manager
apiVersion: rbac.authorization.k8s.io/v1
kind: Role


https://issues.redhat.com/browse/TRACING-3761
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metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
rules:
- apiGroups:
resources:
- services
- endpoints
- pods
verbs:
- get
- list
- watch
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: otel-operator-prometheus
subjects:
- kind: ServiceAccount
name: prometheus-k8s
namespace: openshift-monitoring
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http://access.redhat.com
https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
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https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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c. A% 5 Operator = o] x| ¢] A3 1 = o] A ClusterServiceVersion Al 3 Q1 o A A 2] 4
B} 7} Succeeded?l %] &<l o}

2. FH EZRAE 5> T2 AE QYA O =7 o] Fale] thg TA oA A d T OpenTelemetry =3 7] <1
2B 2of gl A s 22 A ES A P

3. OpenTelemetry =3 7] ¢l 281 22 YA g o),
a. Operator —» A %] & Operator Z ©] &3t}

b. OpenTelemetry Collector » OpenTelemetry 53 7] - YAML B.7] & A & g}



OpenShift Container Platform 4.11 Red Hat build of OpenTelemetry

c. YAML ®.7]9)| A OTLP, Jaeger, Zipkin 4171 2 t] 8] 2 W H Y 7] S AF-&-35}o]
OpenTelemetryCollector CR(AM-&-A} 4 9] 2] &22)S AF&AF XA Ty o

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
zipkin:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug:
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]
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1. Project: =5t} B2 A1-835}o] OpenTelemetry 38 7] 21 2¥

2. Operator » A X € Operator® o] 53lo] OpenTelemetry 3 7] ¢l €l 2~ o] A€l 7}
Condition: Ready ¢1#] &<l t}.

3. 9322 = > Pod % 9| 53}o] OpenTelemetry 3 7] Q220 & A4 Q4 Pod7t A8 &
1A gkl g o
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e cluster-admin & 3 o] 28 2~ ¥ 22| #}7} &4 OpenShift CLI( oc) A4 Y Y o}

SR L

o OpenShift CLI(oc) ¥z o] 21 ¥ 1= g<lstal OpenShift Container Platform ¥ 2 2t &
A ek gl gy o

o oclogin & 233t

I $ oc login --username=<your_username>

Z2A 2
1. OpenTelemetry Operator®] Red Hat § =& A x| gt}

a. o2 42 A3 35le] Red Hat build of OpenTelemetry Operator Z 2 A € £ A A §F4 T}

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
labels:
kubernetes.io/metadata.name: openshift-opentelemetry-operator
openshift.io/cluster-monitoring: "true"
name: openshift-opentelemetry-operator
EOF

b. t}& ¥ =S 43 ste] Operator groupg A A gt

o}
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-opentelemetry-operator
namespace: openshift-opentelemetry-operator
spec:
upgradeStrategy: Default
EOF

c. T B Aaste] ABAARAL AT

o}
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: opentelemetry-product
namespace: openshift-opentelemetry-operator
spec:
channel: stable
installPlanApproval: Automatic
name: opentelemetry-product
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF
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I $ oc get csv -n openshift-opentelemetry-operator
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2. & A7 oA A OpenTelemetry =5 7] €1 228 220

o ulettlolE glo] ZRAES A oS HH S PPk
I $ oc new-project <project_of_opentelemetry_collector_instance>
o HEtolHE Z2AES AYsteH b5 B8 S AFFUh

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
name: <project_of_opentelemetry_collector_instance>
EOF

3. AFEA 7 A A S 2 2 A E o 4] OpenTelemetry 23 7] 91 2EH 25 A A ghy o)

Hro] g2 AEoA o2 OpenTelemetry -3 7] Q1 2B A5

a. OTLP, Jaeger ¥ Zipkin =417] & t] 8] 2 Y B U] 7] & A}-&-3lo] OpenTelemetry 3 7]
CR( &7 A o] 2] &22)& AHE-AF A1 gy o}

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
zipkin:
processors:
batch:
memory_limiter:
check_interval: 1s
limit_percentage: 50

10
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spike_limit_percentage: 30
exporters:
debug:
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

b. T WHL A sle] A} &2 x4 ® CRS 2 &3}

<OpenTelemetryCollector_custom_resource>

ok
$ oc apply -f - << EOF
EOF

o
ol

2 W H S 2383t OpenTelemetry =3 7] Pod¢] status.phase ©] Running ©] 37
condltlons 7} type: Ready <1%] 2134t}

$ oc get pod - app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_namex -o yaml

$ oc get service -l app.kubernetes.io/managed-by=opentelemetry-

2. th& W& A A3k OpenTelemetry =3 7] Al 25 7b4 31 oh,
I operator,app.kubernetes.io/instance=<namespace>.<instance_name>

® OperatorHub.io

o 3 F&of A2

o ] F<& 8 AHE-ste] OperatorHubol| A A X]
e dX] ¥ Operatoro| A o Z2] A o] A A

® OpenShift CLI A] 2}5}7]

1


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/post-installation_configuration/#creating-cluster-admin_post-install-preparing-for-users
https://operatorhub.io/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/web_console/#web-console
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/operators/#olm-installing-from-operatorhub-using-web-console_olm-adding-operators-to-a-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/operators/#olm-creating-apps-from-installed-operators
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/cli_tools/#getting-started-cli
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ARG A o] Bl YAML st ol A 278 @ano] o2 ISR A Ao 5 3
YAML 3¢ o] spec.config.service A A o] A o] H wlo]zglel & F&) o]8] 3t 4 QA4S A 3lsfoF &
Ut a3 724 84w 843 stE Ao =54t

OpenTelemetry Collector AF8-2} A 2] 2] A2 31 9] 9

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: cluster-collector
namespace: tracing-system
spec:
mode: deployment
observability:
metrics:
enableMetrics: true
config: |
receivers:

12
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otlp:
protocols:
grpc:
http:
processors:
exporters:
otlp:
endpoint: jaeger-production-collector-headless.tracing-system.svc:4317
tls:
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"
prometheus:
endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped
service: ﬂ
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [jaeger]
metrics:
receivers: [otlp]
processors: []
exporters: [prometheus]

© oot TRAUA Y service Aol ol H A e A T 227t BAEA FEYTh

3L 3.1. Operatorol 4] OpenTelemetry CollectorE A 2] 5}+= H] A}-&-5t= v 7/l H S
wjl 7] ¥ = A z* Default

FA A= H ol B 7 3 otlp jaeger promethe g
I receivers: 712 Eol o= UY us,zipkin kafka,openc

o7 BAH o2 FAlA= ensus

A = o] JA FU Tk

TFdel S Aoz 7k

FHBH sk} o] ] A

&£ 7He g AL A7) 9l o]

of It o}, o] 2zl o

F7HE W A A S

shgy o

ZZ2AA 7} A1 E A batch memory_limite aqe
I processors: B w71# Hol8HE %  rresourcedetectiona

s APFH U 7| EA o ttributes,span k8sattr

2 IZRANME ALY ibutes filter routing

U TH
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ol 7 5

I exporters:

I connectors:

I extensions:

service:
pipelines:

service:
pipelines:
traces:
receivers:

service:
pipelines:
traces:
processors:
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exporters® A8}
o8 & Al 2 A AL 2 W
Bl = gfo]z el A&
Agretm, 489 dlolE
£ Q°of B4 e ge-g

S o A 5 AEY)
o

Telemetry gl o] 8 & #] 2]
314 ek A o) A A
T4 2aguth

T ek
services.pipeline ¢
vfo] gl ol F7}afe]
2 sty

service.pipelines.tra
ces o4 F%& 93l
AAE st

service.pipelines.tra
ces oA F%& 93l =
2AIME S sty ok

&

otlp,otiphttp,debug.p
rometheus kafka

spanmetrics

bearertokenauth,oau
th2client jaegerremot
esamplin pprof healt

h_check memory_ba
llast.zpages

Default
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ujl 7l H 5= A Fd3 Default

service.pipelines.tra Sre=y
service: ces oM F4 2 el
pipelines: 271 & &4 sy
traces:
exporters:
service.pipelines.me Sre=y
service: trics o] =75l W E
pipelines: o] FAAE &4 3y
metrics: =
receivers:
service.pipelines.me Sre=y
service: trics | &7}t
pipelines: metircs] Z2 A A = &
metrics: 83 AY o
processors:
service.pipelines.me Sre=y
service: trics ol A mlEg o) W1
pipelines: W71E &4 sk
metrics:
exporters:

3.1.1. OpenTelemetry =3 7] +4 &4

w

211 5407

Bl

SR A 71716 Hlo B & 714 U T

3.1.1.1.1. OTLP $=417]
OTLP 4212} OTLP(OpenTelemetry Z 2 E )2 Al-&31o] 2 A W EY S =T

A 35l9 OTLP 41271 9= OpenTelemetry =3 7] A2 A 9] g A~

config: |
receivers:
otlp:
protocols:
grpc:
endpoint: 0.0.0.0:4317 @)
tls:
ca_file: ca.pem

15
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cert_file: cert.pem
key_file: key.pem
client_ca_file: client.pem
reload_interval: 1h
http:
endpoint: 0.0.0.0:4318 @
tls:

service:
pipelines:
traces:
receivers: [otlp]
metrics:
receivers: [otlp]

OTLP gRPC £4 YUt A =3t

)

7125 0.0.0.0:4317 ©] AF&-g 1t}
MH S TLS #AAUTHTLS IS5 o =& Ao gy vk A kst TLS7F vl & shg U
AH7E Sl AE RISA & S st= TLS Q15 o B2t o] ¢4 517 TLSConfig o A

ClientCA ¥ ClientAuth ¢] 7}o] RequireAndVerifyClientCert = 414 ¥ Ut} 24| g ] &-&
Golang TLS 31 7] #] ¢] Config= 3= 314 A &

O 000

ASME A 2= A A S A FUTE S A oA Fod JASA 7 A 2 =57 &
41U tt reload_interval & ns,us (== Cryostats ), ms,smh ¢} 7+ &
AL 58T

©

OTLP HTTP 3 gJYtt. 71252 0.0.0.0:4318 J Y ot

6]

AW = TLS FAYUT A &2 grpec TR ET 14 AHAL Fxa4A Q.

3.1.1.1.2. Jaeger 21}

Jaeger 4121 Jaeger 2] o 2 F37

filo

=

ol

Ut

g4 319 Jaeger 214171 9= OpenTelemetry 53 7] A18-2} A o] A~

config: |
receivers:
jaeger:
protocols:
grpc:
endpoint: 0.0.0.0:14250 )

16
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thrift_http:

endpoint: 0.0.0.0:14268 @)
thrift_compact:

endpoint: 0.0.0.0:6831 €)
thrift_binary:

endpoint: 0.0.0.0:6832 {)
tls: 9

service:
pipelines:
traces:
receivers: [jaeger]

Jaeger gRPC ZA ¢ t}. A ekasld 7] 27k 0.0.0.0:14250 o] A& }.

Jaeger Thrift HTTP 23 Ut} A ksA 7122k 0.0.0.0:14268 o] AFggY ).

Jaeger Thrift Cryostat 2 J Ut AFsld 7] 23k 0.0.0.0:6831 o] AF-&-g ).

Jaeger Thrift Binary €8 Ut A=kstd 7123 0.0.0.0:6832 7} A& o).

Mu| 2 TLS 4 th AA -2 OTLP 417] 74 A4S F=

3.1.1.1.3. Prometheus 521 #}

Prometheus +41#}= A Al 7= 8| | 7|5 A& 9.

Prometheus +=31x= A 1S 23 WY d.

24 3l% Prometheus =21 2}71 91+ OpenTelemetry =3 7] AF&A} A 9] 2] 22

344 2.

A

oL

b

Z
K
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config: |
receivers:
prometheus:
config:
scrape_configs: ﬂ
- job_name: 'my-app’ 9
scrape_interval: 5s
static_configs:
- targets: ['my-app.example.svc.cluster.local:8888'] ﬂ
service:
pipelines:
metrics:
receivers: [prometheus]

Prometheus 3 2] & Al &35lo] AL ~aPF}.

Prometheus #¢] o] Y44yt

HEE dolHE 2393 = Interval Yok A1 2 @9 & 518U 71282 Imd Yo

HEZo] &5 = ddYgu o dAloA = ¢lA] =24 E 9] my-app ol =] A o] Aol A] ul
EgS 2aPdo.

3.1.1.1.4. Zipkin 4=217]

Zipkin 4241 7] = Zipkin v1 2 v2 32 o] 33

tllo

53

L

Yt
34 319 Zipkin 224717} 91+ OpenTelemetry =38 7] AF&AF A 9] 2] &2

config: |
receivers:

18
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zipkin:
endpoint: 0.0.0.0:9411 ﬂ
tls: g
service:
pipelines:
traces:
receivers: [zipkin]

Zipkin HTTP 28 Ut} Aekstd 71231 0.0.0.0:9411 o] AL &g}

AW 5 TLS A YU AA S U &2 OTLP 7417] 4 Ad S FxsHA L.

3.1.1.1.5. Kafka 421 2}

Kafka =4 2= @A 7<=

[k

25 71

off

Ag Ptk

Kafka =21%}+= OTLP 2] o 2 KafkaolA] 3, vE8 U 21

i

54

L

Yt

24 319 Kafka 542171 91 OpenTelemetry =3 7] A2+ 4 9] 2] &2

config: |
receivers:
kafka:
brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0
topic: otlp_spans 6
auth:
plain_text: ﬂ
username: example
password: example
tls: 6
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false G
server_name_override: kafka.example.corp a

19
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service:
pipelines:
traces:
receivers: [kafka]

Kafka B 27 2= 9t} 7] 232 localhost:9092 ¢ 1 o}

Kafka T2 EZ A YUth o E 51 2.0.0 JUth o] B == PS5 FEUt}.

¢S Kafka 4 9] o] &Yt} 712312 otlp_spans 4 o}

Q)
=

=

9rE 9% PAYUTH Aeksn du drE 3ol wEYstA

ZaoldE % TLS FAAUTL TLS A5 A o] A= S Ao firh. Aekaidl TLS Q50| u]g
kg,

Myl o] AFA AN T2E o] 52 HASA HUh 71 Eghe falsed i th

7

ServerName & 714 3298 Agat7] 918 ZTolAEoA 2@ Aue] o] 5L vehy]
.

3.1.1.1.6. OpenCensus 541 =}

OpenCensus 54171 = A H Z M| o] A& B g7 vlo] 18 o] AT 4= J =5 OpenCensus =
Z A E 9} oA v Ao T34 S ATt gRPC == HTTP ¥ Jsong 53 OpenCensus & 2] ¢
HEY 9 335 FA%Y T

g4 311 OpenCensus $=412}71 21+ OpenTelemetry =3 7] AF&-2 B 9] 2] &2
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config: |
receivers:
opencensus:
endpoint: 0.0.0.0:9411 ﬂ
tls: g
cors_allowed_origins: 6
- hitps://*.<example>.com
service:
pipelines:
traces:
receivers: [opencensus]

OpenCensus A =¥AEYct. s 7] #2142 0.0.0.0:55678 o).

AW 5 TLS A YU AA S W &2 OTLP F217] 4 Ad S FxsHA L.

HTTP JSON 23 & A8-3t] A el A o2 o] B4 3|8 5= CORS 555 X33t &4
3l5+= CORSE AT % AFUL * 71 & 9L =7l=+ cors_allowed_origins <l A 385
Uth 2 & 23 X8 g g

3.1.1.2. T2 A4
ZZAAZFFAHI U RE 714 dolHE F& gy

3.1.1.2.1. v] x| Z & A A

Batch Z2 A= 34 9 M| E8 S X 5lo] Telemetry 3R E AFst= ol 23 AN A4 5

U4

Batch = 2 A A & A1-&& o] OpenTelemetry =3 7] A1-&2} A 9] g4 29] 4

21
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config: |
processor:
batch:
timeout: 5s
send_batch_max_size: 10000
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]

X 3.2. Batch = 2 A A o] A A}&-3}+= v 7| H S
uf] 7} \H 4= A Default

vl X A7)0 BAglel 54 7170 % 200ms
I timeout o Wi & 2yl

AAE FIHY EE=EEY Fo 8192
I send_batch_size LA FA4 dolH o Wi A & By
o}

v =] o] H o) 5§ A7 YUt 0
I send_batch_max_size send_batch_size 1.t} 274}
Zotof g,

24 31519 client.Metadataci [
I metadata_keys A= 2 ALf ek gk F el sl ul A
227 A Y

metadata_keys 7} a9 1= o] 1000
I metadata_cardinality_limit T ZRA 27 Fe A E
&k wlEtEl ol B 7]-3k 292
£ Al g

al
-
T

3.1.1.2.2. v =& A3 Z 2 A A

e A ZRANE A0z £719 vme] LS FS FAST 2EE v me] A do] £F
o dolg el g A FAGU o] TRANE 5, MED L 232 AAFUT Aoz 5
AR o)A T4 245 FAF dolEH AEL thAl AEdok st Sol ot dolHol Mg AT 5
A5Uth M2 AL @] Sh= A S ZFad vl e A S LAl A7} AR 3L A A
.

vl 2 2] Ak T2 A A E AL u] OpenTelemetry =3 7] AL-&2 A o] 2] 429 4

22



config: |
processor:
memory_limiter:
check_interval: 1s
limit_mib: 4000
spike_limit_mib: 800
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]

32 3.3. W22 Al Z2 A A o A ALE-3F= Wi S

37%. OPENTELEMETRY RED HAT® =

o 7] 5

I check interval

I limit_mib

I spike_limit_mib

I limit_percentage

A Default

fole] A1zkel  Os

check_interval & Z=o] A}
spike_limit_mib = =2 &

v 2] Abg el Ao 35 (MiB)Y  limit_mib<] 20%
Yok 24 <] 32 limit_mib <] of

20% YUt 2T E A 3H-S A Lba)

2 limit_mib ol A

spike_limit_mib = # gty

limit_mib ¢ %Y a4 7+ A& 7} 0

sET R MEsE AH

Yot limit_mib 24 o] o] A4 w
Ay

A
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ujl 7 H 5= A Default

spike_limit_mib ¢} = s} x) 7t 0
I spike_limit_percentage ALE b T e o] Mg R

EA "y limit_percentage

A A ALE st =S A EH

syt

3.1.1.2.3. F &2 FA] ZZ A A

iz gx LeAAE AR /1% 2} 7% A8 YU

A2 8 ZTRAAXE=E OpenTeIemetry4 A2 ou HA EEH A i] —3}% S2E g2 AR
AR E A X H AR E ALE-3te] 97 24 doJHalA Bix F7H AV A& 5 ¢
FUth o] Z2AA = F4, W EY S X Y3} Docket vl Eld o] ©#]7] =
OTEL_RESOURCE_ATTRIBUTES 37 < €% 7] ¢} 742 o] &x]7] ¢} UW]] AFRSF 4= 9d &)

# A2 g Z Z A A9 2 3 OpenShift Container Platform 3+

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: ["config.openshift.io"]
resources: ["infrastructures”, "infrastructures/status™]
verbs: ["get", "watch", "list"]

2 A2 GA L2 A A& AHE-g OpenTelemetry <=3 7]

config: |
processor:
resourcedetection:
detectors: [openshift]
override: true
service:
pipelines:
traces:

24
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processors: [resourcedetection]
metrics:
processors: [resourcedetection]

373 A5 G179 3 g A2 gR T2 A XS AL § OpenTelemetry 53 7]

config: |
processors:
resourcedetection/env:
detectors: [env] ﬂ
timeout: 2s
override: false

A "R 715 AAQ FU T °] dldlM = 74 FA 717 AFHU

3.1.1.2.4. 54 T2 A A

At
o

Z2AME A 71E Z2H 75 A4 duh

4 Z2ANE Y, 2T EEvEde] 42 F48 5 dSUth 9 dolHE HYsa I
AAES o] ZRANES FARL 54 2ol e o2l tlo|H S LAY AT 5 Y&

Z2AAE 4 S2olA A5ay A0 A4 £Ad AU ALHE FQLe e 2
Ut

AQA 717F = 2+ 948 volga A SA4S AddUo
HrlolE

717} olv] EAlstE A 949 volg o £42 ol Edy .
Upsert

25
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Al 2 gulel= A A A7k ok 9t A5 Al SHS AAFUTh AT olm] Y= A &
e gulol =gt

delete

A dolgaoA S AAR U
hash

71E 54 34 SHA1Z A g
extract

A 7164 FF el Fold i 712 ZH #H S ALk e —’F%?}HE} /g 7171 ol 7]
ZA 5= AL 71E B L 222 A1E3te] Span Z 2 A A 9] to_attributes A& 3} §-AL3HAl Al A <
Ay

convert

7]

iy
1

3

filo
)
o
s
ofl
)]

© 7 #3lsh]}.Converts an existing attribute to a specified type.

EA ZTZAAE AHR-3 OpenTelemetry =3 7]

config: |
processors:
attributes/example:
actions:

- key: db.table
action: delete

- key: redacted_span
value: true
action: upsert

- key: copy_key
from_attribute: key_original
action: update

- key: account_id
value: 2245
action: insert

- key: account_password
action: delete

- key: account_email
action: hash

- key: http.status_code
action: convert
converted_type: int
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3.1.1.25. g A2 T2 A A

daxzeAAE A4 /& Ze i 75 A8 AU,

iz TeAE fis S0 WG 4GS AEFUT o] ZRANE F4,MED 2 218 ]

gk,

2l A2 'R Z2 A A E ALE-3F OpenTelemetry =3 7]

config: |
processor:

attributes:

- key: cloud.availability_zone
value: "zone-1"
action: upsert

- key: k8s.cluster.name
from_attribute: k8s-cluster
action: insert

- key: redundant-attribute
action: delete

3.1.1.2.6. W 9 Z 2 A A

Span A E A4 /1% Zal i 715 A8 Y.

Span 2 AN E 4ol weh 19l o5& FASAL M ol FolM W 4L F2FULh
BUE WAL FE AFUTL EAE TFAAY AL FE AUth o] ZRANE
.

W 9] o] 22 W73t from_attributes 74 & A1&31o A o] S0 AL XA oF F).

27


https://access.redhat.com/support/offerings/techpreview
https://access.redhat.com/support/offerings/techpreview

OpenShift Container Platform 4.11 Red Hat build of OpenTelemetry

U9l ol5S W7 st7] 913 Span Z 2 A4 & AHE-gF OpenTelemetry 53] 7]

config: |
processor:
span:
name:
from_attributes: [<key1>, <key2>, ...] ﬂ
separator: <value>

A A olegS 8 71E Ay,

2
i)
X
By
i
N,
fol
s
L
fu)

Z2ANE Aol WS ol BN 54 F2T & daUh

H 9 olEolA 548 553171 913 Span Z 2 A A & AH8-5l= OpenTelemetry 53 7]

config: |
processor:
span/to_attributes:
name:
to_attributes:
rules:
- AVapiVviVdocument\/(?P<documentld>.*)Vupdate$ ﬂ

ol #2& F&L dAsh= PR AT ol & 5ol AitAo] olFFH A= A
documentID attibute 1732 & A 2] & 4= AF U o] dlo]A Y4 WL o] 9]
/api/vi/document/12345678/update <] = /api/vi/document/{documentid}/update =32 H ] o]
Eo] XA H I A Z-$ "documentld"="12345678" 4] o] ¥ 9 o] F7}gt}.

28
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W9l el 54

e

+ 9 uth

oX
L
‘E
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L
rek

+ Span Processor& Al-g-g OpenTelemetry Collector

config: |
processor:
span/set_status:
status:
code: Error
description: "<error_description>"

3.1.1.2.7. Kubernetes &4 3= 2 A 4|

Kubernetes 54 T2 A= A 7|& 28 H 75 48 dUo.

Kubernetes &4 Z 2 A A & A}-23}1H Kubernetes W ElH| o] | & A1&3lo] M9, W ES 2 27 7
22X EAAS AFOE AT F AU o] ZEAAEFH, WESY U 235 XA o] ZZ A
A= Kubernetes 2] & 25 A5 0 2 A elaL, 3| F gl &2 4 vgdo|HE &3, o] &9 v &
dolHE A& ¥, X D =14 gA2 A0 =2 £33} Kubernetes APIE A1&-31o] S22
oA ZE 3= 2E Pods 2235 IP 54, Pod UID 2 718 #& Wgtdlo]H 9] B =& (A A
Figah=

Kubernetes 44 2 A A o] F Q 3 F 4 OpenShift Container Platform A3t

kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: ["]
resources: ['pods’, 'namespaces']
verbs: ['get’, 'watch’, 'list']

Kubernetes 44 X 2 4| & A-4-g OpenTelemetry <=3 7]
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config: |
processors:
k8sattributes:
filter:
node_from_env_var: KUBE_NODE_NAME

3.1.1.3. 2 Z 2 A A

2y T AN E A /1% i /15 A8 9y

g = Z A4 = OpenTelemetry Cryostat LanguageS &85} Telemetry dl o] g 4] 7| =& A
AUt o] g 7 o] F= =4 Telemetry vl o E] 7} 2HAl AUt} 271 -& =] OR A4MAE AHE-5of
A% + A5t o] ZEAANE FEA,MEY W 235 A4

g4 3t9 OTLP U 2 uj 7] 7} @4 59 OpenTelemetry 3 7] AH&AF A ] & A~

config: |
processors:
filter/ottl:
error_mode: ignore ﬂ
traces:
span:

- "attributes["container.name"] == "app_container_1"" g
- 'resource.attributes['host.name"] == "localhost™

©F m=E Ao gt ignore = AR skM 2 A WA L FE FAFUT A3} S
AR stolxefele] @ FE WA L F 2 Asl 53 /1014 ol =7} AR H U

container.name == app_container_1 %4 o] 9= W9 = Y}

©

host.name == localhost 2] 22 4 o] 9= W= AE YT},

47
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3.1.1.4. 2199 Z2A|A

248 Z2AAN = A 71E 2R 7

off
=y
ofo
o
L
v

Furh o] ZEANE SoloE

2gY Z2AANE 2, WEY = FF S EZ U R 7 S99 Y
3]l ]2 g5 read #toll o2 =4 A

HTTP 2 3(gRPC = Qv HTTP) A Ul & 27} o) 2 S48
2 2 Wru= B 5 Y&y

4319 OTLP U 2 uj 7] 7} @4 59 OpenTelemetry =3 7] AH&A A ] & A2

config: |
processors:
routing:
from_attribute: X-Tenant ﬂ
default_exporters: g
- jaeger
table: €)
- value: acme
exporters: [jaeger/acme]
exporters:
jaeger:
endpoint: localhost:14250
jaeger/acme:
endpoint: localhost:24250

A28 592 v lookup ol th & HTTP st o] &juth.
54 ghol T A9 Eol Qe A5 718 W/l gy

R 2 Bhee e ge R o) sk ol iyt

A A o 2 from_attribute ol 4] &2 23 9 X & A 9] 31+= attribute_source configuratiionS A

e 5 AFUh A ST E G HTTP AU & Xt A 2E B g4 542 AN das

f"?‘i

31


https://access.redhat.com/support/offerings/techpreview

OpenShift Container Platform 4.11 Red Hat build of OpenTelemetry

£ AMsE AdAEdUY.
3.1.1.5. w7

W R 71 Hlol B E s ol o] Wal= Ei= ulabe] By,

3.1.1.5.1. OTLP U 2.1} 7]

OTLP gRPC U121 7] = OTLP(OpenTelemetry 2 E Z)E A}83lo] 33 2 yEE L YR Y]
o}

4319 OTLP U 2 uj 7] 7} &4 59 OpenTelemetry 3 7] AH&2 A o] & A2

config: |
exporters:
otlp:

endpoint: tempo-ingester:4317 ﬂ

tls: g
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false 6
insecure_skip_verify: false #@
reload_interval: 1h 6
server_name_override: <name> G

headers: ﬂ

X-Scope-OrgID: "dev"
service:
pipelines:
traces:
exporters: [otlp]
metrics:
exporters: [otlp]

OTLP gRPC EA AUt hitps:// 270} AHE-5l= B$ Fold
! tls9] insecure 23 & Yo}

[t
)
of
T
r o
2
m {
o
1)
i)
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ool dE 3 TLS FAYY L. TLS A% A 9 A28 Fel.

©

truez 238 35 SoldE AF B v sgyn. 71232 7124 o 2 false 9 Y
t}.

L4

truez A48 49 AZA FAL AUHAUT. /| 23k falseq .

©

JASAE A 2E=38t= A7 M4 & X]%!“‘LIE} FsAASA dow ‘L% A7 A 2EE
A ¢4t reload_interval & ns,us (== Cryostats ), ms,s,m,h ¢} 22 f a3 A| 7t G E £
Fohe EALL 3 &L

&%«l A s Feo 2 A 7P T2E o525 AR AU HIEE o] 32 A}

ARE A4 Foll FAHE= BRE Ao i3] slg st Ao

3.1.1.5.2. OTLP HTTP W} 2} 7]

OTLP HTTP 1] 21} 7] = OTLP(OpenTelemetry Z = & 2)E A} 83l 52 2 W8S Y Ry
o}

4319 OTLP W 2 uj 7] 7} @4 59 OpenTelemetry 3 7] AL&2 A 9] & A2

config: |
exporters:
otiphttp:
endpoint: http://tempo-ingester:4318 ﬂ

tls: 9

X-Scope-OrgID: "dev"
disable_keep_alives: false ﬂ

service:
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pipelines:
traces:
exporters: [otlphttp]
metrics:
exporters: [otlphttp]

OTLP HTTP @?:Mv} https:// 27| vt2 ALg-3H= 4 ¢ Zetold
3l tls<] insecure 24 & Yol

[t
)
of
T
r o
2
m il
o
1)
)

2]

Zatol e 2 TLS T TLS AZA 9l A28 Qe gt

©

= 2 HTTP 83 o AFEg Y.

L4

true?l 79 HTTP keep-aliveE v &4 313Ut} & HTTP 2. o dis|A gt A ujo] of s A
4S5 AH-dU o

3.1.1.5.3. g2 Yy 1] 7]

=

oz yrysle 34 2 Wegy

il
ke
N
e
i)
2
M
i)
L

Y.

4319 gy 2 YR 77 9= OpenTelemetry 53 7] ALgA A o] g A2

config: |
exporters:
debug:
verbosity: detailed ﬂ
service:
pipelines:
traces:
exporters: [logging]
metrics:
exporters: [logging]
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3.1.1.5.4. Prometheus ] B 1]} 7]

Prometheus Y 2 U] 7] = dA 7|+ Z2|H 75 A& 49U

Prometheus U] 2 U] 7] = Prometheus == OpenMetrics § 2] 2= AL E YR Y}

g4 3519 Prometheus U 1] 7] 71 £3+¥ OpenTelemetry 53 7] A4 A o] & A~

ports:
- hame: promexporter ﬂ
port: 8889
protocol: TCP
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889 @)
tls: e
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
namespace: prefix
const_labels:
label1: value1
enable_open_metrics: true G
resource_to_telemetry_conversion: ﬂ
enabled: true
metric_expiration: 180m 6
add_metric_suffixes: false Q
service:
pipelines:
metrics:
exporters: [prometheus]
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473171 Pod ¥ A 4] 29 4] Prometheus £ E £ +=3h]t}. ServiceMonitor &=
PodMonitor A} 82} A o] g]lA22] ZE o] Z2 A-&35la] Prometheusol A W E 2] ./:_EL’%‘—% 4
a8 5 dHuh

WELol =R vEYT E2AAYTh

A = TLS A YU TLS Q154 9] A= S & o)

449 A5 A R ol M= e Wy 7125kl flxu .
W 2E viEde] 485 /-5 4 dlol 2y th 71 Egte] Syt

true <1 79 OpenMetrics & 2] & A8 3}¢] ﬂﬂE%‘.% U 1y} o] A] = OpenMetrics & 2]
OS2 U RYAY S|I2ETY 9 dxF A Wl EE (o: counter ol tF AR 5= JdFU T 7] E
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enabled”7} true o] R E @A A o] 7|BAF O F XX Fo|BFZ HIAH UL 7| 2F o7
H| g o] JHFUT.

Aol E Qlo] W Eg o] =5 & 7172 Folduth 71232 5m Yt

AE 43 2 99l uALE F7H o Jaeger £49) mUE Hlo] B45tE 79 v B
sloF gt 71 B gke truegl .

3.1.1.5.5. Kafka W] B 7]

Kafka IR 7] = @A 7= =2/ 7]

off
=
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Kafka | uul 7] & 22, =g @ 522 Kafkaz Ul o of Wl 7]olA & WA= & Aes}
TR A e 571 AXAE AL FUT A2 7 Bgeo] FoldW A A D o)7Ll Y&
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g4 319 Kafka vl R U 717} £3H€ OpenTelemetry =3 7] AF&-AF A 9] gl &2

config: |
exporters:
kafka:
brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0
topic: otlp_spans 6
auth:
plain_text: ﬂ
username: example
password: example
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false G
server_name_override: kafka.example.corp a
service:
pipelines:
traces:
exporters: [kafka]

Kafka B 27 2= 9]t} 7] 232 localhost:9092 ¢ 1 o}

2]

Kafka T2 £ Z v]AYYrt}. o

i

59200 Uth o] =+ B4 FE YU

©

812 Kafka A 9] o] F4 Ut} t52 53 9| 7 ¢ otlp_spans o] x| x2] 734
otlp_metrics, 12| 73-$- otlp_logs ¢ t}.
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3.1.1.6.1. Spanmetrics 79

Spanmetrics A= A4 7= =z 7] &Y

Spanmetrics A= W9 dHiolHAA 23, o7 2 7]17H(R.E.D) OpenTelemetry vl £ S F Al
.

g4 319 spanmetrics A9 E 7} 9= OpenTelemetry 53 7] AL&A A o] g A2

config: |
connectors:
spanmetrics:
metrics_flush_interval: 15s 0
service:
pipelines:
traces:
exporters: [spanmetrics]
metrics:
receivers: [spanmetrics]
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3.1.1.7.1. BearerTokenAuth &3

BearerTokenAuth 332 &A)| 7|4

[k

243 /1% A gduth

BearerTokenAuth 332 HTTP 2 gRPC Z2 E2 & 7|uto 7 3= A 9 Yy 7] 9 5%}
A4t} OpenTelemetry Collector A1-&-2} A o] ] A2 5 ALE5la] A2 D Y] B 7] &} S| A
BearerTokenAuth 739 ti gt S2}0|AE AF 2 A8 AFS AT F dFUH o] R A= F
A, Med @ 228 AP,

BearerTokenAuth &3] i3l 7+ H Selo]dE U An] 2AFo] Z£3H OpenTelemetry +3 7] A&
A Ao gax

config: |
extensions:
bearertokenauth:
scheme: "Bearer" ﬂ
token: "<token>"
filename: "<token_file>"

receivers:
otlp:
protocols:
http:
auth:
authenticator: bearertokenauth ﬂ
exporters:
otlp:
auth:
authenticator: bearertokenauth 6

service:
extensions: [bearertokenauth]
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pipelines:
traces:
receivers: [otip]
exporters: [otlp]

BearerTokenAuth 338 A 3le] AL&A A 27|} & ¥ 5 YU 71235
Bearer ¢J 1 t}.

flo

BearerTokenAuth 33 £2 -3 vlgtd o] § = F7}ste] WAAE &S = JdFHH-

wE A% A AS5HE V@ Pl E2o] x3HH A9 A=Yt

A5 A FA4L OTLP YR 7|0 &

of
]
4
s
o)y
L
fu)

3.1.1.7.2. OAuth2Client &%

OAuth2Client 32 axA) 7|

(&l

2% /1% A g

OAuth2Client 373 HTTP 2 gRPC Z2 £ 2 2 7|80 2 3= U nu] 7] 9] A=At
OAuth2Client 3730l t) 3 Zalo] A E %2 OpenTelemetry -8 7] AF&-F B 9] 2] &0 W 9] 4
Ao Aol AFUth o] FFoM = 3, vMEY D 215 AP

OAuth2Client 83-& 93l +Ad ZolAE Q1F59] I+= OpenTelemetry =3 7] A1-&2 A o] g4~

config: |

extensions:
oauth2client:
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client_id: <client_id> ﬂ
client_secret: <client_secret> 9
endpoint_params:
audience: <audience>
token_url: https://example.com/oauth2/default/vi/token ﬂ
scopes: ["api.metrics"] 6
# tls settings for the token client
tls: G
insecure: true ﬂ
ca_file: /var/lib/mycert.pem 6
cert_file: <cert_file> Q
key_file: <key_file> ()
timeout: 2s

receivers:
otlp:
protocols:
http:

exporters:
otlp:
auth:
authenticator: oauth2client @

service:
extensions: [oauth2client]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

ID 3347k A g Fekol AE AEAY U o,

ID 3374l Tl & Fetol A= AFsHE ol AR E /19 71 gy,

A% Fol AHHE 713k & B¢l 7 vehdlolHAY T A S So] A = B2

S Uil oA~ m2e) o el ga-e A8 g .
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true = A SHE NNt i AZ A e TLS AL AR o] TAH B2 BUS 523
=% £/ 748U

TLS A=Alol 2 5 A M o] AZA S el sl o AHEHE CARIE 717) o] Az ok

2.8 79 Zetol A E7 OAuth2 A ulo] 4L AF st ul AHgalof sh ZetolAE <l

AFol W@ 7§ FetolAE A9} § ALg &= Fetold el el 7] o) A=Y

22 ZejoldE 2o U@ Belol2 e 44T

A% 742 OTLP Ul 7o) 22 & A&

3.1.1.7.3. Jaeger 974 A =7 s

Jaeger 917 A& F2 A 7= o 7ls A&AUT

Jaeger 914 A&7 oM = Jaegere] 914 MEHY APl F S A2 A2 5+ sy
Jaeger =5 717} vjo] 2}l th& = 2 vt A 2=Hl 9] A JSON v 3 242 wig] 944 A& A

vl 84 ¢ L= AFES o] e T 4 AFUTh
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config: |
extensions:
jaegerremotesampling:
source:
reload_interval: 30s ﬂ
remote:
endpoint: jaeger-collector:14250 9

file: /etc/otelcol/sampling_strategies.json 6

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [jaegerremotesampling]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

AEHY 740l dHlolEH

fr
>
i
N
)
e
v
i)

Jaeger 974 M= Ak FFA 223517 93 EHA YU

JSON @4 e] A=) e 74| Xoa =2 wde) A= Purh

{

"service_strategies™: [
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"service'": "foo",
"type": "probabilistic”,
"param": 0.8,
"operation_strategies™: [
{
"operation": "op1",
"type": "probabilistic”,
"param™: 0.2
}!
{
"operation": "op2",
"type": "probabilistic”,
"param’: 0.4

"service": "bar",
"type": "ratelimiting”,
"param": 5
}
I
"default_strategy": {
"type": "probabilistic”,
"param": 0.5,
"operation_strategies™: [
{
"operation": "/health”,
"type": "probabilistic”,
"param™: 0.0
b
{
"operation": "/metrics",
"type": "probabilistic”,
"param™: 0.0
}
]
}
}

3.1.1.7.4. A 5 Cryostat &3

[<]

Performance Cryostat 332 3] 7|<=

[kl
A
4z
N
ofr
=
<
v

Performance Cryostat 32 A}£31H Go net/http/pprof AEFAEE AL T F 2

How At A% TR Fashy AU B BAE £k o AHSHE .
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config: |
extensions:
pprof:
endpoint: localhost:1777
block_profile_fraction: 0
mutex_profile_fraction: 0 e
save_to_file: test.pprof ﬂ

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [pprof]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

o] So] 41 Tl 718t 249Ut localhost: £ AHg-3to] XE Y =92 Q1 E 3 0] 0] A
AL 5 RS 278 T O AL 5 A& T 7| 23 localhost:1777 QU o

oWl Eo] X237 S 93] Xt oWl E] AdRE At} Z= 3}
o] S 0= S5 AF=E AAFAF YUY runtime 3H7le°l] gt AEA & Fx3

(RISEER

A ZHd oMES] AR S T2 APt s A AT 23S v Eg3ststE W o
#E 0 Es o A2 43P runtime J| 71X o] g & A A & FEsHIA L. 71282 04

Ut

CPU =82 A3¢ a9 ol gguth Z2stdde 549717k Aot w Azgych 2=
s e 31717t $29 v el 4 g
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3.1.1.7.5. 4= &

)
X
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e A7 34|24 = OpenTelemetry =3 71 9] A8 & 3HQ13}7] 93k HTTP URLE A 23} o]
3% 71°5S OpenShiftol 4] &4 Je] 2 £ Je =282 A28 5 JdFYh

T4 9 Health Check &o] 39 OpenTelemetry 3 7] A1&82 A 9] 2] A~

config: |
extensions:
health_check:

endpoint: "0.0.0.0:13133" ﬂ

tls: g
ca_file: "/path/to/ca.crt"
cert_file: "/path/to/cert.crt”
key_file: "/path/to/key.key"

path: "/health/status”

check_collector_pipeline: ﬂ
enabled: true 9
interval: "5m"
exporter_failure_threshold: 5 ﬂ

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [health_check]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
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3.1.1.7.6. v = 2] Ballast &%

(Kl

Memory Ballast 332 & Al 71& =z 7]

ofr

Agguh

fllo

AHE-stE of S Aol A A Z2 AL g v e EES 74

e

Memory Ballast 373

Ut

=9

)

T4 ¥ Memory Ballast 3732 Al8-3}o] OpenTelemetry =3 7] A2 A 9] 2|4~

config: |
extensions:
memory_ballast:
size_mib: 64 ﬂ
size_in_percentage: 20 9

receivers:

otlp:
protocols:
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http:

exporters:
otlp:

service:
extensions: [memory_ballast]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

Hrg BE 3718 MiB2 443Ut & g AR A 7§ size_in_percentage Bt} -4 49|
£ AAZFY -

Fulmael Mre Bes M gs 443 1-100. AdolisiH 2 228 5AE 87

3.1.1.7.7. zPages &%

zPages 732 AR 71+ 27 75 A&J -

zPages 8742 zPagesS Al 3 3t= &S A1 HTTP 31 & Al A= 33
2 29 74 845 AW A5 g golB HiolHE AT UL BRE Fo] YrU 7] 2 FA= I
1L zPages A2 Al ¥

o
L
v}

zPagest= F4 T =L AAbet/] el WS o EehA SR LAl s ) Avke] 83

Yt
T/ € zPages 37¢o] 34 OpenTelemetry 3 7] AL-8-2} 9 2|42
config: |
extensions:

zpages:
endpoint: "localhost:55679" ﬂ
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receivers:
otlp:
protocols:
http:
exporters:
otlp:

service:
extensions: [zpages]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

zPages= Al 3-5l= HTTP 32 XA ). localhost: & A18-35lo] & U EQ 3 QA HH
qﬁqﬁgijwkgniiﬁiﬂﬂ”"eAH“P*ACiUHﬁ}ﬂiﬁ°
localhost:55679 ¢ 1] t}.

3.2. OPENTELEMETRY 531712 Al8-5lo] ole] 2 2e oA 22 7% dlolg 53

O Fe 28 749 4$ 97 28 2H 2zt hte] OpenTelemetry 37 A28 22 A4 @
& 2 & Telemetry gl o]H & 3112] OpenTelemetry 3 7] Q1€ 2= AGd = Q5.

A 87 A

[}
Red Hat build of OpenTelemetry Operator7} A X = o] 95U}

Tempo Operator7} A X = o] 9J&U ).

TempoStack Q1 2€ 2= 8 2ol vl g Yt}
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OpenTelemetry =31 7] Q12 20 b3 JAFSA S vpESHAL o|v] vl LEH IFAE Y

2.

cert-manager Operator for Red Hat OpenShiftS A}-&3l QA5 A= A A 5= w3
ZJ Yo

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:

name: selfsigned-issuer
spec:

selfSigned: {}

A7 AHE AZA AU

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: ca
spec:
isCA: true
commonName: ca
subject:
organizations:
- Organization # <your_organization_name>
organizationalUnits:
- Widgets
secretName: ca-secret
privateKey:
algorithm: ECDSA
size: 256
issuerRef:
name: selfsigned-issuer
kind: Issuer
group: cert-managetr.io

CA 23l =},

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: test-ca-issuer
spec:
ca:
secretName: ca-secret
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apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: server
spec:
secretName: server-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" ﬂ
issuerRef:
name: ca-issuer
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: client
spec:
secretName: client-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" g
issuerRef:
name: ca-issuer

OpenTelemetry 571 7] 912812 9] ]| uj53 2 3 53 DNS o] & E= .

H

=

i

Zo] A E OpenTelemetry <=3 7] Q1€ 2o A &l w32 3 33 DNS o

OpenTelemetry 53] 7] Q12" 20 O] gt A 8] 2 AR S A FU

Au| 2 AR 9] 4

I apiVersion: v1
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kind: ServiceAccount
metadata:
name: otel-collector-deployment

Au) = AR g FE2E o

i
o
o
oX,
i)
L
k)

228 g o

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: ["", "config.openshift.io"]
resources: ['pods”, "namespaces”, "infrastructures”, "infrastructures/status™]
verbs: ["get”, "watch", "list"]

k8sattributesprocessor ol = Pod ¥ 4| ¢ 25 o] 2= 2] 420 T g Adto] = Q3
t}.

2]

resourcedetectionprocessorol] = <1 =z} 2 Ad o] g3 d3to] A Q.

[>

28 2H 932 Aqu| 2 AR v g .

S 2 9 updd o

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding
metadata:
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name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-<example>
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

YAML 3518 A Al 5l 9l x| &2 2 H oA OpenTelemetryCollector CR(AI&-#} A 2] 2] 4
2)e g o

A =] =2 2H ol tg OpenTelemetryCollector A1-&2} & o] & &29] 4

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: otel-collector-<example>
spec:
mode: daemonset
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshifi]
exporters:
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otiphttp:
endpoint: https://observability-cluster.com:443 ﬂ
tls:
insecure: false
cert_file: /certs/server.crt
key_file: /certs/server.key
ca_file: /certs/ca.crt
service:
pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
volumeMounts:
- name: otel-certs
mountPath: /certs

FR7l R Y 7]= OTLP HTTPE R =5 FA ST T4 S 2HA
OpenTelemetry =3 71 & 71E]xi U 4.

YAML 3¢S A A sl F94 22 2E oA OpenTelemetryCollector CR(AH&-2 A 9] & &
2)S Ao g

%9 22 2 ¥ g OpenTelemetryCollector X182} A ¢] #] &9 o

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otlp-receiver
namespace: observability
spec:
mode: "deployment”
ingress:
type: route
route:
termination: "passthrough”
config: |
receivers:
otlp:
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protocols:
http:
tls: ﬂ
cert_file: /certs/server.crt
key_file: /certs/server.key
client_ca_file: /certs/ca.crt
exporters:
logging:
otlp:
endpoint: "tempo-<simplest>-distributor:4317" g
tls:
insecure: true
service:
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [otlp]
volumes:
- nhame: otel-certs
secret:
name: otel-certs
volumeMounts:
- hame: otel-certs
mountPath: /certs

537 FAAE R WA Bl haE AE A7 2 e g

TRZ7l AR Y 7= OTLPE R =S 74 5o Jon Tempo Wl =2 23S 71
AUt o] oA o A= "tempo-simplest-distributor:4317" o] o] u] WA = F ).

33. 2UHY 2] W= A5} 918 74

OpenTelemetry Collector CR(A}-8-#} A 9] 2] 4&2)S FA St 73719 ol =l A% 9 &4 3}
¥l Prometheus Y B U] 7] & 239 3}+= Prometheus ServiceMonitor CRE A& 4= A5t}

Prometheus W] ¥ U] 71 = A}1-83F OpenTelemetry -3 7] AL&2F A 9] @ 4 29] 4]

I spec:

=
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mode: deployment
observability:
metrics:
enableMetrics: true ﬂ
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:

enabled: true # by default resource attributes are dropped
service:

telemetry:
metrics:
address: ":8888"
pipelines:
metrics:
receivers: [otlp]
exporters: [prometheus]

FR719 YR A E 274 9 Prometheus Y1 U] 7] M| EE] 248 233 5== Prometheus

ServiceMonitor CR2 A A 3} == OperatorZS -4 gt} X L= OpenShift R UEHH 2= o] A
ZEyr.

2 A A3 Prometheus PodMonitor = Prometheus =33 Zd] 719 23 4 A
oA gk A o] & A F T 5 JdFUT.

SR/ MEDS 2aYHES BUHY 292 745+ PodMonitor AL 4 g o] 2 2:2:9] of

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:
name: otel-collector
spec:
selector:
matchLabels:
app-kubernetes.io/name: “<cr_name>-collector’ ﬂ
podMetricsEndpoints:
- port: metrics 9
- port: promexporter 6
relabelings:
- action: labeldrop
regex: pod
- action: labeldrop
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regex: container
- action: labeldrop
regex: endpoint
metricRelabelings:
- action: labeldrop
regex: instance
- action: labeldrop
regex: job

OpenTelemetry =51 7] A8-#} g 9] g]&29] o] FdH T

2]

afil

OpenTelemetry 431 71¢] % W E8 ¥ E9| o] Ut} o] LE o] 5L 34 metrics 91T},

©

OpenTelemetry 53 7] ¢] Prometheus U] 2. U] 7] Z E 9] o] &9t}

3.4. OPENTELEMETRY RED HAT ¥ =oj O = UEHH 4 H

Red Hat build of OpenTelemetry Operator+= 7z} OpenTelemtry =3 7] Q1 2EH 29| R UHY U

3L E A Y3t Operator Ao Uit 1 ol= 2 &G W EEY S =3

o

Pl

3.4.1. OpenTelemetry =3 7] | E2] 4

OpenTelemetry 53 7] Q12829 | EE 2 A3 S 4353 4 A& Uh

A 27 A

S EHAA AHEA F o] Z2AEJ A3 RYE P o] BAsg Y

OpenTelemetry =3 7] Q1268 29 v EQ S A3} sl
spec.observability.metrics.enableMetrics 2 = £ true & A3 g }.
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apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:

name: <name>
spec:

observability:

metrics:
enableMetrics: true

o
ol

A 229 BRI E AHgete] Pl AZAEA FAT F AdFUTh

3
=T

Observe — Targets = ©]53}o] Source: User = ¥ H I 3t t}-2 opentelemetry-
collector-<instance_name > & 2] 2] ServiceMonitor ©l] Up e 7} Q=4 213}
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47%. OPENTELEMETRY 715 4] +4 9w

OpenTelemetryﬁlié} 2 71E ZH 75 A4dUd. l%:ﬁﬂ%ﬂ‘a Red
Hat =541 A1) 2 52 A SHSLA) A A 2517 o 7] °iﬂﬂﬂﬂ%§¢
4t Hebal Z2 A Bl ALgSHE RS AAA SEUTh ol @ 5L A
S5 GF AF 15 27100 018 5 21o] AW HAIA 2A0] 5% Hl 2ot
vj=me 7323 5 YgS5Ur).

Red Hat 714 22l 7159 A1¢l W 9lo] tla AA & N 8-2 /1% Zal i 7% A9 ¥
98 FxA L.

Red Hat build of OpenTelemetry Operator= A5 +4 -2 A ¢ sl= CRD(AI&-# A 9] 2 &2 A 9])
_4_0] o }\]._9_6]—],]];]_

4.1. OPENTELEMETRY =4 +4 34

Red Hat build of OpenTelemetry+= OpenTelemetry z}-5 &5 2lo] B2 & YAz =9 498t
T4 F AFUT A o] 24 E = Go, Java, Node.js, Python, .NET 2 Apache HTTP
Server(httpd)e] 71= ol B 28] 4L ALt

0mmummw4ﬂ£ﬂ e ZH QYA 55 L= WAl S AN AL AFO R FaAsHE
& eI T ol & B8l A Ak} Bl ahe 1 2 Sujo] 2o gt A& qe] welst WA A
Eﬂﬂ Aol e B2 5 dxUn

Red Hat build of OpenTelemetry Operator= 7|3 2ol B g g 9] 4 ¢ vlAY ST A
AA T A gpol Bl e Y2EH oA = A HsHA FsUth 242 AA A
ol A& WESAY ZAFUE oA E AHEE F dFUT

411 A= &

>
I
o

A& OpenTelemetryCollector A} x| 4 ] A2 AP}

A Z OpenTelemetryCollector A&} A o] 2] 42 9
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apiVersion: opentelemetry.io/vialpha1
kind: Instrumentation
metadata:
name: java-instrumentation
spec:
env:
- name: OTEL_EXPORTER_OTLP_TIMEOUT
value: "20"
exporter:
endpoint: http://production-collector.observability.svc.cluster.local:4317
propagators:
-w3c
sampler:
type: parentbased_traceidratio
argument: "0.25"
java:
env:
- name: OTEL_JAVAAGENT_DEBUG
value: "true"

3L 4.1. Operatorol 4] Instrumentationg- & 2] 5l+= d] Al&5l= w7/l H

w7 5 k43
REASEAYde T4 W
I env FUeYTh
WEW7 4.
I exporter
Auats Z2 A2~ 7k A8 2~ 7 tracecontext,b3,b3multi,jaeg
I propagators D R R = er,ottrace,none
Yas &£y 74
I resource
A& 74
I sampler
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Apache HTTP Server =7 +43.
I apacheHttpd

NET Al Zofl gt 74 4ok
I dotnet

Go A% A% +AUI

| =

Java Al S& A FAH AU
I java

Node.js A= T4,
I nodejs

Python Al &2 93 4 Yt}
I python

4.1.2. Service Meshol 4] A= CR A} &

Red Hat OpenShift Service Meshe} 3t7] =4 A& A o] 2] 4 2(CR)E A&+ 725 b3multi A
%715 A}gsloF g

4.1.2.1. Apache HTTP Server A5 5+ 74

3 4.2. .spec.apacheHttpd 2 = °] Prameters

ol & A Default

Apache HTTP Servere} & H
I attrs RIS

1

Apache HTTP Server 744 2] 9] ] /usr/local/apache2/conf
I configPath Pk

Apache HTTP Servere} ## # 3t
I env 7 W

Apache SDK @ =} E- 27} £ 3}
I image € AElely ol A YTk
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= A Default
AFY das a7 AUt

I resourceRequirements
Apache HTTP Server H . 24

I version

A& 8435t PodSpec 4]

I instrumentation.opentelemetry.io/inject-apache-httpd: "true"

4.1.2.2. NET A5 24 A4

°l&

[ o
NETSDK & #H5 877} £ g5 A H o]y o] u 2] Ay
I image o

I resourceRequirements

NET A% 299 A9 YrU 779 BH0]4317 2 AAH Ao
OTEL_EXPORTER_OTLP_ENDPOINT 37 4% A A s oF g4 o}. .NET autoinstrumentationoi] A
£ 7127 o 2 http/proto S A}-83}3L Telemetry tlo|EH £ 4318 L E = A A 3| of It}

AH91S 341315 += PodSpec F4]

instrumentation.opentelemetry.io/inject-dotnet: "true"
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o1&
| o
I image

I resourceRequirements

491 24 3heh= PodSpec 54

47%. OPENTELEMETRY 7= 419l 74 2 uj

M
kel

GoSDK 9 A5 B327F £3Hd Avlo]d o] n A Yy
t}.

I instrumentation.opentelemetry.io/inject-go: "true"

OpenShift 22 2E 9] Go A5 5o 223

apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
metadata:

name: otel-go-instrumentation-scc
allowHostDirVolumePlugin: true
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
allowedCapabilities:
- "SYS_PTRACE"
fsGroup:

type: RunAsAny
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
seccompProfiles:
supplementalGroups:

type: RunAsAny

F7t @
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OpenShift 2 ~Ej 4] Go A% 270 tjgt AAL 483} e 2EUnh

i
flo

CLI 35+

I $ oc adm policy add-scc-to-user otel-go-instrumentation-scc -z <service_account>

4.1.2.4. Java A5 24 A

°l&

| o

I image o

Java SDK 2 2% B-27} 239 A e o] o] m R Y]

I resourceRequirements

Arel-e @43t PodSpec F-4]

I instrumentation.opentelemetry.io/inject-java: "true

4.1.2.5. Node.js A5 29 1A

olg ]

[ o
Node.js SDK & z}5 29 o] 3td AdH ol o] u A ¢

I image Yok

AFY g4 2T A YT
I resourceRequirements

441 24 3hal= PodSpec 54
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instrumentation.opentelemetry.io/inject-nodejs: "true"
instrumentation.opentelemetry.io/otel-go-auto-target-exe: "/path/to/container/executable"

instrumentation.opentelemetry.io/otel-go-auto-target-exe 34 3 Q 3
OTEL_GO_AUTO_TARGET_EXE 373 9] 72 AA4 3.

4.1.2.6. Python A5 29 74

°l&

Pythons} &l 317 W4
| e

Python SDK @ 235 237} £3Hd A g o]y o] v A ¢
I image yh

178 Bz o A Yyt

I resourceRequirements

Python Z-5 5-919] Z-¢- U1l 7] AH8-=he] 4] 4317 = A4 98 74
OTEL_EXPORTER_OTLP_ENDPOINT 373 45 A A3 oF gy ). Python A5 &<
http/proto & A1-4-3} Telemetry vl €] & 4318 LE 2 AA 3| of P}

flo
N,
e
X
lo
fu

A<le B4 3}5H= PodSpec 34

I instrumentation.opentelemetry.io/inject-python: "true"

4.1.2.7. OpenTelemetry SDK ¥4 7 A

Pod?] OpenTelemetry SDK ¥+ o5 4 & AH&-8td #A4 S + AFU
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I instrumentation.opentelemetry.io/inject-sdk: "true"

REEFYS OSB8I 8dUH
true
Y] ¢ 23 o] 2] 4] Instrumentation 2] 222 4 gt}
false

BAE AYsA FFU -
instrumentation-name

AA v s o] 2o A AT A S gl i29] o] 5YU
other-namespace/instrumentation-name

gE v d ol oA AT AS g A9 olgYY T
4.1.2.8. |7 d | Pod

%742 Pod Abool wheh /| 2A 0 2 ALg b5 e 3 WAl Aol A A Fuich Aol uhet 4
42 98l g AU E A8 F= d&Uch

Pod 4]

I instrumentation.opentelemetry.io/container-names: "<container_1>,<container_2>"

Go A% H9e 13 Aoy A5 7 491 S A5 L& th
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5%. RED HAT BUILD OF OPENTELEMETRY A}-&

OpenTeIemetry4 Red Hat 2 == 4 A 5} 31 A}8-3}o] OpenTelemetry =% 7] =+ TempoStackol
FAE R F AFUH

5.1. OPENTELEMETRY 4% 7] & A} 23}l TEMPOSTACKC . = 7 A G

TempoStacke. 2 A 28 74 3lz{H OpenTelemetry =371 & vl £33 7T 5= JHFULh A
AE Z2AA, TR D HBY 7] & AHS-5lo] W) £ 2 =04 OpenTelemetry =371 & HH g AdF
Ut & R == £} g/220] A4 9 OpenTelemetry 3 7] A8 A & FxsH4] A1 2.

a1

A 27 A

[}
Red Hat build of OpenTelemetry Operator7} A X = o] 95Ut}

Tempo Operator7} A X = o] 9J&U ).

TempoStack2 Z&|2Hol vl g}
OpenTelemetry 53 71¢] Au]2 AR < A4 g oh

Aqul 2 AR 9 o
apiVersion: v1
kind: ServiceAccount

metadata:
name: otel-collector-deployment

1

et

tllo
o
oX,
o
L
v

Au) = AR g FE2E o
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: ["", "config.openshift.io"]
resources: ['pods”, "namespaces”, "infrastructures”, "infrastructures/status™]
verbs: ["get"”, "watch", "list"]

k8sattributesprocessoro] = Pod ¥ Y] g 23 o] X 2] 42~0] O] g A3to] & Q ).

2]

resourcedetectionprocessorol] = <1 =z} 2 g o] gl 3 d3to] A Q g}

[>

S 92 Au| = ARl vl dY o

S 2 9 updd o

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-example
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io
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YAML 51dd-& A A)5la] OpenTelemetryCollector CR(AF&-#F A 9] €] 4 2)S Aol g}

OpenTelemetry =3 7] <l

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otel
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:

endpoint: "tempo-simplest-distributor:4317" ﬂ

tls:
insecure: true
service:
pipelines:
traces:

receivers: [jaeger, opencensus, otlp, zipkin] g
processors: [memory_limiter, k8sattributes, resourcedetection, batch]

exporters: [otlp]
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2]

FA7NE= Jaeger A2 93t 21712 A4 51 OpenCensus+= OpenCensus ==
EZS 58 F32, Zipkin T2 EZ2 53} Zipkin 3 2 GRPC Z2EZ2 %3] OTLP
A& A BT

tracegen S H|ZE & u| £ 5 JHFU

apiVersion: batch/v1
kind: Job
metadata:
name: tracegen
spec:
template:
spec:
containers:
- name: tracegen
image: ghcr.io/open-telemetry/opentelemetry-collector-contrib/tracegen:latest
command:
- "./tracegen"
args:
- -otlp-endpoint=otel-collector:4317
- -otlp-insecure
- -duration=30s
- -workers=1
restartPolicy: Never
backoffLimit: 4

OpenTelemetry =% 7] 4]
GitHub2] ujj 3 <

5.2. OPENTELEMETRY 3 7]o] 4 4 W ET AF

Ao E7E A AL SHAL AL S 3 52 3} v =2 ¢ OpenTelemetry 59 712 1l 5 9%
Ut

=]

5.2.1. AbO| =7} A QS AFESle] 34 2 )

lu

2] & OpenTelemetry 3712 A%

)
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Atol =71 41 S AHE-3le] OpenTelemetry =3 7] 21 2~€1 22 Telemetry Hlo]HE A4 5 AFY
t}.

Red Hat build of OpenTelemetry OperatorE A}-8-31H A7) 9] HHE Qaz e 9 2% LA Alol=
7} 41 & 53l Telemetry ©] o] E] = OpenTelemetry =3 719 B $ A&t

A 27 A

[}
Red Hat OpenShift distributed tracing platform(Tempo)e] 4 X] =] 32 TempoStack <12
27 gy
[}
9 &< T = OpenShift CLI(oc)S 3 28 2Ho] AA2=T 5 AF
o
cluster-admin 9 sto] S22 AR R ¢ & 2a250] AFUh
o
cluster-admin o] go] 22 2¥ #2271 24 OpenShift CLI(oc) 414 91 ot
o
Red Hat OpenShift Dedicated <] 7 ¢ dedicated-admin & & 9] A& o] 9JojoF ]
t}.
EZA X
1.
OpenTelemetry =3 7] Q126 2o O Z2 A ES YA P .
apiVersion: project.openshift.io/v1
kind: Project
metadata:
name: observability
2.

Aqu 2 AR L AR,

apiVersion: v1
kind: ServiceAccount
metadata:
name: otel-collector-sidecar
namespace: observability
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k8sattributes 2! resourcedetection ZZ Z A A o] O] 3+ A 8] A A A ] AL B g}

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: ["", "config.openshift.io"]
resources: ['pods”, "namespaces", "infrastructures”, "infrastructures/status"]
verbs: ["get"”, "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: otel-collector

subjects:

- kind: ServiceAccount
name: otel-collector-sidecar
namespace: observability

roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

OpenTelemetry CollectorE Alo]| =7} 2 v 3.

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
serviceAccount: otel-collector-sidecar
mode: sidecar
config: |
serviceAccount: otel-collector-sidecar
receivers:
otlp:
protocols:
grpc:
http:
processors:
batch:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
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endpoint: "tempo-<example>-gateway:8090" ﬂ

tls:
insecure: true

service:
pipelines:

traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

o]= Tempo OperatorE Al-&-35}o] <example> vl £ H TempoStack 21 ¥l 2 9] 7| o]
Edol & 713y

otel-collector-sidecar A H] 2 A A& A&l vl TE WA}

Deployment ¢ H A € o] sidecar.opentelemetry.io/inject: "true” 2 & 713t} o] &
Al 3t'A Y A= =4 OpenTelemetry 3 7] JIZ2H A= HolHE Ruyl=d 283 & 37
w7k gy

5.2.2. 2to] =71 419 9l¢] OpenTelemetry 53 7]9] 32 @ wl e8] A

o

2 AR o 8l Aol =71 4] 9lo] OpenTelemetry =3 7] Q12822 9

A 87 A

[}
Red Hat OpenShift distributed tracing platform(Tempo)e] 4 X] =] 32 TempoStack <12
Z7bd gy

$# &% T+ OpenShift CLI(oc)E &3l SelZ=H A2 = AFH T
cluster-admin & °] Z 2] =g #AARE §) & 2aA =] JFUh
cluster-admin <} 9] Z & ~€ #&] A7} @4 OpenShift CLI(oc) Al 4 ¢ Y o}

Red Hat OpenShift Dedicated<] 7 ¢ dedicated-admin & & 9] A& o] 9JojoF ]

t}.
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EZZAX

OpenTelemetry 3 7] Q12620 |3 Z2 A EZS A A

w9
kJ
k)

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

A= AR AR

apiVersion: v1

kind: ServiceAccount

metadata:
name: otel-collector-deployment
namespace: observability

k8sattributes 2! resourcedetection ZZ Z A A o] O] 3+ A 8] A A A ] ATFL B g ).

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: ["", "config.openshift.io"]
resources: ['pods", "namespaces", "infrastructures”, "infrastructures/status"]
verbs: ["get", "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: otel-collector

subjects:

- kind: ServiceAccount
name: otel-collector
namespace: observability

roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

OpenTelemetryCollector A-8-#} A o] 8] &~ 2= E Al-&35}o OpenTelemetry % 7] 2129
~2 W EF.
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apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:

57. RED HAT BUILD OF OPENTELEMETRY A}-&

endpoint: "tempo-<example>-distributor:4317" ﬂ

tls:
insecure: true
service:
pipelines:
traces:

receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]

exporters: [otlp]

o] = Tempo Operator= A}-8-3}o] <example> 8] =¥ TempoStack <1 28 2 9] # o]

=902 7t .

Z23 9 A=A A S AHS-ste] AH oY o] &7 WS AA

!

Ut

=
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76

olg ]

service.name #] &~ &4 7k
I OTEL_SERVICE_NAME S A4 g4tk

HeHog AHH EE W5}
OTEL_EXPORTER OTL Sl& RE 45§39 7|2 &
P_ENDPOINT 2 URLYI U o}

OTEL_EXPORTER_OTL
P_CERTIFICATE Pyt

OTEL_TRACES_SAMPL
ER

OTLP W R U7 & 918 A% =
OTEL_EXPORTER OTL ===yt

P_PROTOCOL

OTLP Y2 W 7] 7} zF vl x] W) &
W7lell el th 7] &b H o Al 7
24 QY.

OTEL_EXPORTER_OTL
P_TIMEOUT

gRPC 2ol th 3 S 2ol E
A Berg v &g st
HTTPS 2=7]m}= o] & Gl
t}.

OTEL_EXPORTER_OTL
P_INSECURE

https://localhost:4317

https://localhost:4317

parentbased_always_on

grpc

10s
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OpenTelemetry 3171 4t & 2412 tlolE 47 2418 ZASE o2 B2 AT,

6.1. OPENTELEMETRY 4% 7] 21 71 2.7]

&3 7+e] OpenTelemetry =3 719 2185 7H4& + dHFHH-

Z2A 2

1.
OpenTelemetryCollector A1 2 A 9] ] &~ 2(CR)o|A #AH 21 5L AAFU

config: |
service:
telemetry:
logs:
level: debug ﬂ

F3719 2o FFJ Ut XY 5= #hol = info,warn,error =+ debug 7} &4t
71 27+ info g Ut}

oclogs 9% = | &S AH8ste] 28 AA I

6.2.MEZ =%

OpenTelemetry =3 71= 22| € Hlolg EFol e A XS ZAFUD. o3 WEYL 712801
THHES g 23 A5 df fAE HEZ o] =EH U

otelcol_receiver_accepted_spans

sho] selelo] A A 0= FA]

a)
N
N
B
s
v
v

otelcol_receiver_refused_spans

shol Zajelol FAE 4 e 717 FUU

otelcol_exporter_sent_spans
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ool Aoz A%E 717 FAU T
otelcol_exporter_enqueue_failed_spans
AE 7144 B E F7HeHA 25U

Operator= W] E2] 238 2333}= bl AHE-E + = < cr_name>-collector-monitoring 97
A Aul =5 AP o

Z2A 2

1.

OpenTelemetryCollector A}&2 A 2] gl 420 T3 3 F7135te] Telemetry A v 22 &
A shgh o

config: |

service:
telemetry:
metrics:

address: ":8888" @)

W3 537 A7} 2B HE FAAUD 71232 8888 AU

port-forwarding Collector PodS Al-8-3l= th B8 S A3 3t A2 & AU
I $ oc port-forward <collector_pod>

http://localhost:8888/metrics ¢] W E2] -] A 23}

6.3. TIH = W) 1)) 7]
FHE oS XF 2902 WHUES dua Yyl E A4S = dsUh
Z2A 2

1.
t}2-7 7+o] OpenTelemetryCollector AF8-%} A 9] |45 FAT U

78



config: |
exporters:
debug:
verbosity: detailed
service:
pipelines:
traces:
exporters: [debug]
metrics:
exporters: [debug]
logs:
exporters: [debug]

oclogs @™ == 9 2&

i
kK
AN
1
AR
lo
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773 22 =7 Z P Z(JAEGER)9] 4] OPENTELEMETRY <] RED HAT 2! = & wlo] 1 g o] A

of] Z ] Al o] A o] Red Hat OpenShift distributed tracing Platform(Jaeger)S o] v] A}-&3}3 Q&= 7
< OpenTelemetry @ & 422 T2 A EE 7|00 7 51+ OpenTelemetry2] Red Hat ¥ = 2 wvlo] 18] o]
A F dsHH-

Red Hat build of OpenTelemetry+= &4t A| 2"l o A] #Z 7] 5L 80|37 5= API, gto] B g g, o
o] HE 2 A =S AFF ). OpenTelemetry2] Red Hat 32! = ¢] OpenTelemetry 43 7]1= Jaeger =
EEZS TP F Jon® EAlelA e SDKE W7 d a7t sy

B2 37 =2 E(Jaeger)ol 4] OpenTelemetry -3 7] 2 Red Hat ) = & vlo] 1 o] A3l
OpenTelemetry =31 7] & o Z2|A o] A o] 4 & A& BAS=F FA3)oF YT Afo]| =7} &
Atol =71 Qle WX & vlo] 28 o] AT & dFH T

7.1. 25 34 ZRE(JAEGER)9| A Alo] =715 AL-g-35le] OPENTELEMETRY<] RED HAT ®l = =2 njo]
ol

Red Hat build of OpenTelemetry Operator= vl £ ¢ Z = o] Alo] =7} A4S X Ysle=z i 5
Z ZEZ(Jaeger) Aol =719l A Red Hat 2! = 2] OpenTelemetry Alo] =712 nlo] 2 g o] T 4= &5
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[ ]
Red Hat OpenShift =4 3% &3 & (Jaeger)2 S 2 2FH A AL&F Y.

Red Hat build of OpenTelemetry7} A x| & o] Q51 ).

OpenTelemetry 3 71 & Aol =712 A FU O

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:

name: otel

namespace: <otel-collector-namespace>
spec:

mode: sidecar

config: |

receivers:
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jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
processors:
batch:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

o] 73 & Tempo OperatorE A}-£3}<o] v £ TempoStack 21 2=El 2 9] 7| o] E ¢ o]
£ <example> 7123 Y.

AEAND AFS AT A= AR S BT

apiVersion: v1
kind: ServiceAccount
metadata:

name: otel-collector-sidecar

AR T2 A A Do A Ui Fe2H o

e

= A4

zd

Ut

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector-sidecar
rules:
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- apiGroups: ["config.openshift.io"]
resources: ["infrastructures”, "infrastructures/status™]
verbs: ["get"”, "watch", "list"]

resourcedetectionprocessorol = 1=z} @ 1=/ g e o g Aol F a3t

ClusterRoleBinding & A Al 3lo] A u] 2 Al A0 g AL A ).

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: otel-collector-sidecar
subjects:
- kind: ServiceAccount

name: otel-collector-deployment

namespace: otel-collector-example
roleRef:

kind: ClusterRole

name: otel-collector

apiGroup: rbac.authorization.k8s.io

OpenTelemetry Collectors Alo] =712 wl 3 o).

Deployment ¢ H A € o] A] "sidecar.jaegertracing.io/inject”: "true"” 24 2 A 7 5lo] o =
gl A o] Aol A A< A Jaeger dlo] A EE A AT}

Deployment ¢ H A € o] .spec.template.metadata.annotations = =9
sidecar.opentelemetry.io/inject: "true" 4] & F7}3la] OpenTelemetry A}o] =7} A5 4
< A s .
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Red Hat OpenShift &4 32 Z 1 Z (Jaeger)S Z & 2HA Agg Ut}

Red Hat build of OpenTelemetry7} A x| =] o] Q51 ).
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apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

3.
OpenTelemetry =3 7] JIZH 25 AP st7] 918 A v ARF S A AU
apiVersion: v1
kind: ServiceAccount
metadata:
name: otel-collector-deployment
namespace: observability
4,

ZRAA 2o AFS AA

o
e

Ze2H @2 4TI

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: ["", "config.openshift.io"]

resources: ['pods"”, "namespaces", "infrastructures”, "infrastructures/status"]
verbs: ["get"”, "watch", "list"]

k8sattributesprocessorol = Pod @ namespaces ] 2~ |3t @3to] A Q ).
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2]

resourcedetectionprocessorol] = infrastructures 2 infrastructures/statusei doj gt
Hgo] o9

ClusterRoleBinding S A/ 3to] Au] = Al Ao o g AgS AR .

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

el

OpenTelemetry 3 7] Q122 E QA

Hic

hia

o] 3 7] 7 <& TempoStack <1~
OperatorE A}1-8-3}a] TempoStack <1 2H€
ul) x) & of et

2 Y2 Y . Red Hat Tempo

x
2 AAsaL A7)0 SntE BH S

g
2 — ET=

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
processors:
batch:
k8sattributes:
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memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-example-gateway:8090"
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

2% 7 & OpenTelemetry OperatorZ 712334 }.

=g A o)A A AH F2L Jaeger= W R U= 29 API 73S Jaeger &7 oA
I
=

J
OpenTelemetry =3 7] 8 o2 W7t}

Golangel| 4] jaegerexporter = A}-8&3to] 2 YR 7] 9

I exp, err := jaeger.New(jaeger.WithCollectorEndpoint(jaeger.WithEndpoint(url))) ﬂ

URL2 OpenTelemetry =3 7] APl 24 < 711Ut}
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Collector Q1|1 2& 7 A}8}5L Operatore] A ¥l el sl gshs Ao g ol =g .

Operator Lifecycle Manager 7@ 9 &2

A %] ¥l Operator ¢ Hjo] E
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OpenShift CLI(oc) #] A o] Al vz 21 x] 2<135}52 OpenShift Container Platform #]
A3 A=A g

oc login & 233},
I $ oc login --username=<your_username>
ZEA X

S 42 A3 3te OpenTelemetry 573 7] Q1 2E 2 9] o] &2 714 &Yt}
I $ oc get deployments -n <project_of_opentelemetry_instance>
t}g 932 A3 3sto] OpenTelemetry =3 7] A=A 2 E A At}

$ oc delete opentelemetrycollectors <opentelemetry_instance_names -n
<project_of _opentelemetry_instance>

X gl X}k OpenTelemetry Operatore] Red Hat ¥ =& A / g o

o
ol\

OpenTelemetry 531 7] J1=€l 27} 34 0 2 A 7 QLA B2l H oc get
deploymentE thA] 23 ).

I $ oc get deployments -n <project_of_opentelemetry_instance>
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