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OpenShift Container Platform 22 ¥ ¢ 3= RHCOS ™ 41 9] Ignition Z 2 A 29 = T3 @A 7} 23
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e uvjlo]lgnition +4 A S MPAFUTL AEE EE ¢ HAS REX Al o) A Ignition 7
A dE 7t o AP MAle HEE Zd 9l Aol A Ignition -4 39 & 74 s T
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® [gnition& W 2lo) t] 23 FE|M, gd A" YU e W HIE G
A3A 9 LVM B2 F &

e Ignition-e initramfs <] /sysroot T &l €] g o] & 7 9} A| ~®) o] R EZ nf L E S & Y
/sysroot U] & ] 2] o] A] 252 A] 23U T}

® lIgnition2 o] d BE vt A ~EE A SkaL A e Al S vt ER =S A g T
® Ignition systemd ¢ A 5+ & A ste] /var T E o] Do HdS AFYh

® Ignition Ignition 774 ¥} & A 3kef AHE AL, systemd 3] 9+ 8l e A A& AA T

Yt
® |[gnitiono| Al = initramfsel] R} LEE G F A 2Hle] BE 74 8 AF vp-EE S| A F o

o Ignitione Al M 219] init T2A 2 A Zele] A28 BEl Fo] AgEe wadA g BE A
m2E A2

o] R A 27F B Al 2dlo] Zef e ol Fol @ FH|7L Ho] ARY T Bart sy
8.2. IGNITION 4 3} B 7]

REXEY WS ) Zohe v AH4H Ignition 4 LS R W o B E S Ay S
I $ openshift-install create ignition-configs --dir $HOME/testconfig

2 712 A Fo ) g3} bootstrap.ign, master.ign 2 worker.ign 7t o] & 3 v E g o] TAHY

o

g o

>

et 2y

flo

1

SBESEP]

ofr

bootstrap.ign v o] W &-& B9 jq e & T3 st L.
o

$ cat SHOME/testconfig/bootstrap.ign | jq
{

"ignition": {
"version": "3.2.0"

b

"passwd": {
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"users”: [
{
"name": "core",
"sshAuthorizedKeys": [
"ssh-rsa AAAAB3NzaC1yc...."

]
}
]
b
"storage": {
"files": [
{
"overwrite": false,
"path": "/etc/motd",
"user": {
"name": "root"
b
"append": |
{

"source": "data:text/plain;charset=utf-
8;base64,VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU71GI0IHdpbGwgYmUgZGVzdHJveWVkIHdo
ZW4gdGhllG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemlitYXJ5IHNIcnZpY2VzIGFyZSByZWxIY XNIL
WItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGi1 YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXI
gc3RhdHVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2Vydm
ljiZSAtdSBib290a3ViZS5zZXJ2aWNICg==

1
],
"mode": 420

b

bootstrap.ign s}lof 1}l €l shel o] 1§ & e 2 shef Wl o 2 sl o] g8 Lbehl iz base6d <12
ol EAE S basebd -d HH O 7 AEEAA Q. TS 9o ZHo|A REAEM u Ao 2719
/etc/motd 401 ol &8 AL = o gy

$ echo
VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWVkIHdoZW4gdG
hllIG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemItYXJ5IHNIcnZpY2VzIGFyZSByZWxIYXNILWItYWd|
LnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXigc3Rhd
HVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2VydmljZSAtd
SBib290a3ViZS5zZXJ2aWNICg== | base64 --decode

%9 o
This is the bootstrap node; it will be destroyed when the master is fully up.

The primary services are release-image.service followed by bootkube.service. To watch their status,
run e.g.

journalctl -b -f -u release-image.service -u bootkube.service

master.ign @ worker.ign 3} o] A s & W &H & vl sho] 7}
glel a4 A 2. worker.ignol Th& 7 &
W S 2 g oF gyt

H A & of] th & Ignition 74 3L o] A&
ExE ] WAl A Ignition 74 & 7}xﬂ£

ot
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I "source": "https://api.myign.develcluster.example.com:22623/config/worker",
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o ALg7ssh 717k AHE A A @ of corestis ol B9 AL AL A U Th e W S ALE:
Aol g3t AFM R FY e 22F 5 Ayt

o rEeA:2EYA AANANE 2 HAld FbE A S AEFUTh FET R b G =

/root/.docker/config.json(Z & 2~E] 7} AH o] o] u| x| P X 2E g A 7}A g}of sl e FA
A Fe 28 = 74 6= u] AH8-= = /opt/openshift/manifests ¢ @2 mj U # 2 E 31 o]
E3E Y

® systemd: systemd 4] A4 of| = systemd %] 3} 2 2HA 5F= d] AFEE = U o] AdFY T o]
WA e Y A MO 28 A ZE A T A 2" o)A s A 2 F #e)shE U] AR E Y

2

z

o ImE H:gnition e e B E HET F e o8] 5o 2 HEE =& gy

8.3. 4 %] & IGNITION *+4 7

Mal A B s Fe s A HA AL 2P A P FeaEe] P AR} E
stEU T 48R R E WA A 25 UEeidEH g2 FaEAA L
I $ oc get machineconfigpools
%9 o
NAME CONFIG UPDATED UPDATING DEGRADED
master master-1638c1aea398413bb918e76632f20799 False False False
worker worker-2feef4f8288936489a5a832ca8efe953 False False False

M TS LS e S A S

td
i

$ oc get machineconfig

)

a)

] HHN‘

NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
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OSIMAGEURL

00-master 4.0.0-0.150.0.0-dirty  3.2.0 16m

00-master-ssh 4.0.0-0.150.0.0-dirty 16m

00-worker 4.0.0-0.150.0.0-dirty 3.2.0 16m

00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 3.2.0 16m
worker-2feef4f{8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 3.2.0 16m

Machine Config Operator+= o] 2] 3+ | Al 14 8 2] &3k uff Ignition3} 2F7F 2 A 253U o) Al 24
= =AW E HFYTH00*ol A 99*74A]). w4l 77 141 o] go]&E& AbEste] 7t == F Y (vhAH Ee
Zhd 7S AU T Fd g o] of 2] w4l A o] A A gt o] ¢ AF YT & £
o], 99* vt of] LA ¥ = v o] 00* ol A ¥ = L7 9L S v Al it} o 3 MachineConfig
o BAEV"AEH " MachineConfig L HAEZ F315H, o] = &I A7 o2 AFE-3FaL Al
4 Fo EAEE gdY

=
i 120

TR A B F2 7Y S B E3 MachineConfig ¢ B 4 E U] o] 4] "Path:"E& 20 A A] & 4]
A o5 ZEy T

$ oc describe machineconfigs 01-worker-container-runtime | grep Path:

%9 o
Path: /etc/containers/registries.conf
Path: /etc/containers/storage.conf
Path: /etc/crio/crio.conf
H A A g o] U 91 ] o] 82 A A 8F 4 Al 9 (4]: 10-worker-container-runtime). 7+ 914 €] ] g2

( 2
A WA P F e e ol A G FHA A .

%
URL 2} Hlol B 2 H o] glguth 29l o

U[o
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e LimitRanger

e ServiceAccount

o PodNodeSelector
® Priority
o PodTolerationRestriction
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OwnerReferencesPermissionEnforcement
PersistentVolumeClaimResize

RuntimeClass

CertificateApproval

CertificateSigning

CertificateSubjectRestriction
autoscaling.openshift.io/ManagementCPUsOverride
authorization.openshift.io/RestrictSubjectBindings
scheduling.openshift.io/OriginPodNodeEnvironment
network.openshift.io/ExternallPRanger
network.openshift.io/RestrictedEndpointsAdmission
image.openshift.io/lmagePolicy
security.openshift.io/SecurityContextConstraint
security.openshift.io/SCCExecRestrictions
route.openshift.io/lngressAdmission
config.openshift.io/Validate APIServer
config.openshift.io/ValidateAuthentication
config.openshift.io/ValidateFeatureGate
config.openshift.io/ValidateConsole
operator.openshift.io/ValidateDNS
config.openshift.io/Validatelmage
config.openshift.io/ValidateOAuth
config.openshift.io/ValidateProject
config.openshift.io/DenyDeleteClusterConfiguration
config.openshift.io/ValidateScheduler
quota.openshift.io/ValidateClusterResourceQuota
security.openshift.io/ValidateSecurityContextConstraints
authorization.openshift.io/ValidateRoleBindingRestriction

config.openshift.io/ValidateNetwork

o3
ofy
o

il
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d 9.2.

operator.openshift.io/ValidateKubeControllerManager
ValidatingAdmissionWebhook
resourceQuota

quota.openshift.io/ClusterResourceQuota

w73

ol

Q=Yg

NamespaceLifecycle

LimitRanger

ServiceAccount

NodeRestriction

TaintNodesByCondition

PodNodeSelector

Priority

DefaultTolerationSeconds

PodTolerationRestriction

DefaultStorageClass

StorageObjectinUseProtection

RuntimeClass

DefaultingressClass
autoscaling.openshift.io/ManagementCPUsOverride
scheduling.openshift.io/OriginPodNodeEnvironment
image.openshift.io/lmagePolicy

security.openshift.io/SecurityContextConstraint

security.openshift.io/DefaultSecurityContextConstraints

MutatingAdmissionWebhook

9.3. WEBHOOK %91 Z 2] 19l

OpenShift Container Platform 7] %<1 Z 2 19¢] ¢o|& Y SAAHE 5=
A& Tl 2 5eS TSt FAAJY Vs S g FUdFHUH Y &

Eo A HTTPE E3] 32 g th
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o SRIOVUIESZ A Sefaolel A wel st AHg A P IES S 2 22 AT
o HIES Fa) mEoX 2AZY ol T EES FHAT 5 e 88 23

sk

Zej 2 B AT APLAH 59 A0S WA $9 Felagl BE GF 5 T e
ME 53T 5 e

9.41. 17 %3 F219l

M7 50l EH 291 59 TaA 20 WY GANN EEHBE a2 Bz
FalgUth Mg 50 TS B £3F 5 e Y T FAE Y Ldol e FHL
o 2hul 41871 % 23 Pod Ao F7}sHe Pod == A7) 71594 o

AE WA 5 S 74

apiVersion: admissionregistration.k8s.io/vibetai
kind: MutatingWebhookConfiguration ﬂ
metadata:
name: <webhook name> g
webhooks:
- name: <webhook _name> 6
clientConfig: ﬂ
service:
namespace: default 6
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> 6

rules: g

- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:
- <resource>

failurePolicy: <policy> ()
sideEffects: None

QO =

MutatingWebhookConfiguration ¢ 2 4] € o] o] & ¢ Ut} <webhook_name>2& = %
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apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration ﬂ
metadata:
name: <webhook name> g
webhooks:
- name: <webhook_name> 6
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> 6

rules: Q
- operations: @
- <operation>

&
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apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> ()
sideEffects: Unknown
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I $ oc new-project my-webhook-namespace ﬂ
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4. rbac.yamlo]Z}= w1 o A A ® API 48] 2~ 2] RBAC 7+2 < 4 <] 3t o}

apiVersion: vi
kind: List
items:

- apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRoleBinding
metadata:
name: auth-delegator-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:auth-delegator
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRole
metadata:
annotations:
name: system:openshift:online:my-webhook-server
rules:
- apiGroups:
- online.openshift.io
resources:
- namespacereservations 6
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRole
metadata:
name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:
- admission.online.openshift.io
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resources:

- namespacereservations 6
verbs:

- create

- apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:
name: my-webhook-server-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: RoleBinding
metadata:
namespace: kube-system
name: extension-server-authentication-reader-my-webhook-namespace
roleRef:
kind: Role
apiGroup: rbac.authorization.k8s.io
name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 6
kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1
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kind: ClusterRoleBinding

metadata:
name: my-cluster-role

roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

e
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daemonset.yamlo] 2} = YAML =

$ oc auth reconcile -f rbac.yaml

apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true"
spec:
selector:
matchLabels:
server: "true"
template:
metadata:
name: server
labels:
server: "true"
Spec:
serviceAccountName: server
containers:
- name: my-webhook-container ﬂ
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image: <image_registry_username>/<image_path>:<tag> g
imagePullPolicy: IfNotPresent
command:
- <container_commands> 6
ports:
- containerPort: 8443 ﬂ
volumeMounts:
- mountPath: /var/serving-cert
name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 @
scheme: HTTPS
volumes:
- hame: serving-cert
secret:
defaultMode: 420
secretName: server-serving-cert
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<image_registry_usernames/<image_path>:<tag>< % 43} 3t © & vl o)
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I $ oc apply -f webhook-daemonset.yaml
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8. webhook-secret.yamlo] 2} = YAML 3} Wjof| A A B] 2= Al g A5 A A 2] Al A& Ao Y
Ytk

apiVersion: vi

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls

data:
tls.crt: <server_certificate> ﬂ

tls.key: <server_key> g

Q AEE Y 53 Ay EAE FZFU ) <server_certificate> = base64 3 2] o] 2 A st
ATAE v T

© HEE R T2 718 F2F T <server_key>S base64 4 9] W3 /) = i
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I $ oc apply -f webhook-secret.yaml

10. webhook-service.yamlo]| 2= YAML 3} ol A A u] 2= Al 2 HH| 22 A o] g o).
apiVersion: vi
kind: List
items:

- apiVersion: v1
kind: ServiceAccount
metadata:
namespace: my-webhook-namespace
name: server

- apiVersion: v1
kind: Service
metadata:
namespace: my-webhook-namespace
name: server
annotations:
service.beta.openshift.io/serving-cert-secret-name: server-serving-cert
spec:
selector:
server: "true"
ports:

- port: 443 ﬂ

targetPort: 8443 g

Q@ v A LES P o dlolM =443 ZE S AL FU T

il

© Muztaze AYstE TE e Y TES PO FLh o] o) 8443 LEE A}

N ZH28 Yo 9 TaAHE ==Yt}
I $ oc apply -f webhook-service.yaml
12. webhook-crd.yamlo] 2}:= pd o] A §] §-2 A H o] Abg-AF A o] 2l o E Aotk

apiVersion: apiextensions.k8s.io/vibetat
kind: CustomResourceDefinition
metadata:

name: namespacereservations.online.openshift.io ﬂ
spec:
group: online.openshift.io g
version: vialphai e
scope: Cluster ﬂ
names:
plural: namespacereservations 6
singular: namespacereservation G
kind: NamespaceReservation ﬂ

67



OpenShift Container Platform 4.12 o} 7] €l 4]

68

/] = namespacereservations #] 225 AL-&-3Y T

REST API L& ©] &

REST API | A o] &

URL 28tE 54 o]

B
i
o

Y
Y

oc o TAH=EA

iR

o}
.
gz U 2Eof of g =Y

GDGD¢D¢$<9>@D
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I $ oc apply -f webhook-crd.yaml

14. webhook-api-service.yamlo|g}= 3 oA ] T3 A&

apiVersion: apiregistration.k8s.io/vibetai
kind: APIService
metadata:
name: vibetal.admission.online.openshift.io
spec:
caBundle: <ca_signing_certificate> ﬂ
group: admission.online.openshift.io
groupPriorityMinimum: 1000
versionPriority: 15
service:
name: server
namespace: my-webhook-namespace
version: vibetal

5] &5 &= 3> Namespaced =+ Cluster$] vt}

CustomResourceDefinition spec 3t2 W 5132 <plural>.<group> &

COBERER

A API MW = -4 ot
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<ca_signing_certificate>2= base64 & 2] ¢] 2 A 3l 915 A & npH L Th
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I $ oc apply -f webhook-api-service.yaml

16. webhook-config.yaml o] 2} = 71 ol 9] =2 %
AE 5 FH 1A S AHEFY T

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration
metadata:

name: namespacereservations.admission.online.openshift.io ﬂ

webhooks:

- name: namespacereservations.admission.online.openshift.io g

clientConfig:
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service: 6

namespace: default
name: kubernetes
path: /apis/admission.online.openshift.io/vibetal/namespacereservations ﬂ
caBundle: <ca_signing_certificate> 6
rules:
- operations:
- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests
- operations:
- CREATE
apiGroups:

apiVersions:
nkn
resources:
- namespaces
failurePolicy: Fail

ValidatingWebhookConfiguration 7] #] 2] o] &< U t}. o] oo A =
namespacereservations ¢] &~ ~E AL&3 U T
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$ oc apply -f webhook-config.yaml
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