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ol

al

f

2 &4 OpenShift Container Platforms} ¥ = 9] & g] 2~ 7|9} &4 A %] 7153
242 A FH Yt} Red Hat OpenShift Container Platform 2} o] 32 Alo] & & &
<

FEA
g e o8l 7hetks] A o

Eal

}l.'.

ral

stable A|d-& A4 27 D] 2o o Qo] Ext Al Ttk o] d D 2ol e )
OEE A& woyH ABAIYM AL stable-x.y = A oF FUTh o714 xy =
AR 27 8l vpoly WA S el YTt o & 1 stable-5.7 Yt}

1.1.1. Logging 5.8.5
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2024:1474
https://issues.redhat.com/browse/LOG-5250
https://issues.redhat.com/browse/LOG-5201
https://issues.redhat.com/browse/LOG-5171
https://issues.redhat.com/browse/LOG-5044
https://issues.redhat.com/browse/LOG-5272
https://issues.redhat.com/browse/LOG-5274
https://issues.redhat.com/browse/LOG-5270
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11.1.2. CVE
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https://issues.redhat.com/browse/LOG-5240
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-6135
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/security/cve/CVE-2024-28849
https://access.redhat.com/errata/RHBA-2024:1065
https://issues.redhat.com/browse/LOG-4905
https://issues.redhat.com/browse/LOG-4987
https://issues.redhat.com/browse/LOG-5009
https://issues.redhat.com/browse/LOG-5021
https://issues.redhat.com/browse/LOG-5043

11.2.2. CVE
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https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-24963
https://access.redhat.com/security/cve/CVE-2022-36402
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-2166
https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-3777
https://access.redhat.com/security/cve/CVE-2023-3812
https://access.redhat.com/security/cve/CVE-2023-4015
https://access.redhat.com/security/cve/CVE-2023-4622
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-5178
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5388
https://access.redhat.com/security/cve/CVE-2023-5633
https://access.redhat.com/security/cve/CVE-2023-6679
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-38409
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-42753
https://access.redhat.com/security/cve/CVE-2023-43804
https://access.redhat.com/security/cve/CVE-2023-45803
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2024-20918
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CVE-2024-20919

CVE-2024-20921

CVE-2024-20926

CVE-2024-20945

CVE-2024-20952

1.1.3. Logging 5.8.3

ol dEjxolE 27 W2 £4 583 % 27 Bl 474 5.8.30] 23] lFHth
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e o Ho]E oAl = AL A F o S3AF 7| HS A =F A4 H 75 Loki Operatore=
ConfigMap ¢] & == ZH 27t WA E A F48& A5 o2 JulolEdtA U th o]
°] E& %3l Loki Operatorel 4] ConfigMapell o gt ¥ 7 Alt& AL A H 4 & A5 2
= ol =gy (LOG-4969)

o ol Yo E o]l = F &3 URL glo] Loki =9 o] A4 5o 425 7] Pod7} & FHtt o]
H AuolES 3l ol URL 5ol A& 5o A5 sl A2F Yt (LOG-4822)

° O]‘ﬂ A Hl o] E o] A o] &= Cluster Logging Operator7} A H] 2= Al A A&z} EZS A& A| 28]
S AR HA G A He 37 A ZES A TUT o HUlolEE Fa&l =l <l
ol astA ol wAlE sl A (LOG-4962)

o o|H o] E o] A= = 9 tls.insecureSkipVerify 2 =7} 1 o+ A o3} =] &L true 7ko
2 ARG HA FFUTE ol QU EE T3l o] fhS AAst= vl o o] % A Aslo] 2 5HA]
or &1t} (LOG-4963)

o ol HJulolE o]Holl= &¢ F/dollA v HE (HTTP) URLA TLS /159 =38 sl & A FH ot
oJH QU EE Sl TLSAFS 1ol +A4 | = ol BFHTTPS) URLe] & 8 gt} (LOG-
4893)

11.3.2. CVE

e CVE-2021-35937

e (CVE-2021-35938

e (CVE-2021-35939

e CVE-2023-7104

e (CVE-2023-27043

e (CVE-2023-48795

e (CVE-2023-51385

e (CVE-2024-0553

1.1.4. Logging 5.8.2


https://access.redhat.com/security/cve/CVE-2024-20919
https://access.redhat.com/security/cve/CVE-2024-20921
https://access.redhat.com/security/cve/CVE-2024-20926
https://access.redhat.com/security/cve/CVE-2024-20945
https://access.redhat.com/security/cve/CVE-2024-20952
https://access.redhat.com/errata/RHBA-2024:0693
https://access.redhat.com/errata/RHSA-2024:0728
https://issues.redhat.com/browse/LOG-4969
https://issues.redhat.com/browse/LOG-4822
https://issues.redhat.com/browse/LOG-4962
https://issues.redhat.com/browse/LOG-4963
https://issues.redhat.com/browse/LOG-4893
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
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11.4.1. 91 4

e o] Ay o] E o] Aol = LokiStack 737 2] Podol| A 2} Pod 410 A& 5= HTTP URL./]
IPv6 Pod IPE E " 5} A 2o} Prometheus &8 APIE £33 113 9 A1 E AT = A S5Y
t}. o] ¢l El o] ES E3) LokiStack 22 Pod= IPV6 = P2 )25 & 714 5}5te] 42 3
AgY ) (LOG-4890)

o oj¥ ulolE o] Mol = A & 2 A U d2T o] 2E L sHA] ol S8 2H A
Al 22 AA 2 Ao gl ARE Aol Al A= AR AT EFUTH ol HHlo]EE F3l Ud =

o] 2 E3to] A H o] FA & AUt (LOG-4947)

e o] Jd o] E o] Aol = OpenShift Container Platform ] £<& 9] 27 B7] Z8] 1 of| A A&
2] == v 9 3-8 QxHE & &5k FUFUTE o] H Hul| o] EE F 3l OpenShift
Container Platform §] 2& 9] 27 B7] E8 200 AFEA F 9] == v x] ¥ 5] 8§ 227} F7}
HAFUHT (LOG-4912)

1.1.4.2. CVE

e (CVE-2022-44638

® (CVE-2023-1192

e (CVE-2023-5345

e (CVE-2023-20569

® (CVE-2023-26159

e (CVE-2023-39615

e (CVE-2023-45871

1.1.5. Logging 5.8.1

o] &g 29 & OpenShift Logging Bl 2 =% @ 2] 2 5.8.1 @ OpenShift Logging W2 =% & 2] 2~ 5.8.1
Kibana 7} 23t 5 o] &Yt}

11.5.1. 715 7/ A

150228294

ol¥ 0] %3l Vectorg #3712 +4 3= & < Red Hat OpenShift Logging Operator
o =8 & 7]—0}01 AU A AR A48 ES A A T8 AAE EZL AL S 9%
t}. (LOG-4780)

o] ¢ d|o] EE £ BoltDB shipper Lokit A .= 9] o] £0o] Index A K== WA = A5
t}. (LOG-4828)

11.5.2. 82 A

oH x7o] =5 % ko 7 ¢ = ClusterLogForwarder j| A
JSON Z19] 7 4 S A stst T/l 1Yl =8 A A FHT ol ¥ ol o] EE &3l write-
index 7} ¥l o] 91 uwj ClusterLogForwarder o] 4 & ¢ ¥ E 7t} (LOG-4452)


https://access.redhat.com/errata/RHSA-2024:0271
https://issues.redhat.com/browse/LOG-4890
https://issues.redhat.com/browse/LOG-4947
https://issues.redhat.com/browse/LOG-4912
https://access.redhat.com/security/cve/CVE-2022-44638
https://access.redhat.com/security/cve/CVE-2023-1192
https://access.redhat.com/security/cve/CVE-2023-5345
https://access.redhat.com/security/cve/CVE-2023-20569
https://access.redhat.com/security/cve/CVE-2023-26159
https://access.redhat.com/security/cve/CVE-2023-39615
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/errata/RHSA-2023:7720
https://access.redhat.com/errata/RHBA-2023:7717
https://issues.redhat.com/browse/LOG-4780
https://issues.redhat.com/browse/LOG-4828
https://issues.redhat.com/browse/LOG-4452
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ol fHlo|E o]l = WH 7 7R 20 FES AR AGAFUT o H JHlolEE T =
7T HAE fI8) At = regexp o P 7T E st HukE 2 pEe]
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ol HulolE o] dol=dd 2 S A= Z2M A Foll 24 22 &5 9| 7] Qg 2of A
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AFg-3Fe] Qe 2~ EHE% S AT F L AFHU T o] ¢l o] Eol A = OpenShift Elasticsearch
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ol¥ ¢l u| o] E o] Hof = IPv6 2] 2~ F 9| 4] Prometheus A1 1] 7} v}¢1 ©J =] o] Fluentd 4% 7] Pod
7} CrashLoopBackOff A} e o] 215U th o] U o] EE Eal -5 7] = IPv6 2 2] 2~F o] A
At = 2= o (LOG-4706)

o] o] E o] A of &= ClusterLogForwarder 7} ¥ 7 2 ujj v} t} Red Hat OpenShift Logging
Operator7} t} k3 24 & 3 5 Yt} o] Pl o] EE %3 Red Hat OpenShift Logging
Operatore 24 2 E¥ 74 SR U2 M ES] A HA L FATUT (LOG-4741)

ol ¥ ¢l H| o] E o] #of & {ibm-power-title} ¥ Al ¢] Vector &2 4% 7] Pod7}
CrashLoopBackOff J el & T = 55U th o] e o] EE 53l Vector 21 4~3 7] Pod7}
{ibm-power-title} o} 7] 8] 2] A] =8l ol A A 32 O 2 A 74%]1/] t}. (LOG-4768)
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7] PodE AF&-3te] SSL IGA /77 B FUTH ol Julo]EE Sall 22 73 7] A1)
2ARL N EA o2 AAE EST ca.crt E AL 31 Q= AUt (LOG-4791)

o]l Qg o] E o] A o] = ] 2 LokiStackdl] o) 3F @ A A] A= AF&3e] A Pald Vector =7
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e (CVE-2023-32573
e CVE-2023-32611
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e (CVE-2023-33203
e (CVE-2023-33285
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https://access.redhat.com/security/cve/CVE-2023-6356
https://access.redhat.com/security/cve/CVE-2023-6535
https://access.redhat.com/security/cve/CVE-2023-6536
https://access.redhat.com/security/cve/CVE-2023-6606
https://access.redhat.com/security/cve/CVE-2023-6610
https://access.redhat.com/security/cve/CVE-2023-6817
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0646
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/errata/RHSA-2024:0694
https://issues.redhat.com/browse/LOG-4968
https://access.redhat.com/security/cve/CVE-2023-39326
https://access.redhat.com/errata/RHSA-2024:0268
https://issues.redhat.com/browse/LOG-4891
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https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
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https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
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https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-38037
https://access.redhat.com/security/cve/CVE-2024-0443
https://access.redhat.com/errata/RHBA-2023:7718
https://issues.redhat.com/browse/LOG-4281
https://issues.redhat.com/browse/LOG-4589
https://issues.redhat.com/browse/LOG-4806
https://issues.redhat.com/browse/LOG-4837
https://issues.redhat.com/browse/LOG-4842
https://issues.redhat.com/browse/LOG-4536
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https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
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e (CVE-2023-26545
e (CVE-2023-28328
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e (CVE-2023-31486
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https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
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https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHBA-2023:6730
https://issues.redhat.com/browse/LOG-4383
https://issues.redhat.com/browse/LOG-4441
https://issues.redhat.com/browse/LOG-4580
https://issues.redhat.com/browse/LOG-4684
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5530
https://issues.redhat.com/browse/LOG-4178
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https://issues.redhat.com/browse/LOG-4555
https://issues.redhat.com/browse/LOG-4569
https://issues.redhat.com/browse/LOG-4575
https://issues.redhat.com/browse/LOG-4686
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
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LokiStack lokistack.loki.grafana.com/v1 5504 x| 1=
RulerConfig rulerconfig.loki.grafana/v1 5794 A1 ¥
AlertingRule alertingrule.loki.grafana/v1 5794 A1 ¥
RecordingRule recordingrule.loki.grafana/v1 5794 A1 ¥

22. A QHA e 27 74

02 74 24 E 424312 Red Hat OpenShift Logging OperatorS Unmanaged el 2 A A 3| of
gy

[ ]
Elasticsearch CR(A}- &4} A 2] gl 4 2)
[ ]
Kibana vl &
[ ]
fluent.conf 2}
[ ]

Fluentd 9| & Al E

Elasticsearch v & 2} & 4=4 s}2]'H OpenShift Elasticsearch OperatorES Unmanaged €] = A
A3l oF gt

71



OpenShift Container Platform 4.12 2 7

FRY I AX A 22 577 29 D9 A/ RFow
/var/log/fluentd/fluentd.log Y c}.

A 23 5. 23 59704 228 9 S22 228 5 dadh

27 571004 218 Bstets Bl 74 /18 272 4758 $48 5 g

2.3. A8 A ¢ OPERATOR| tjat x| ¢ A A

Operatore| # 2] ¢ &= Operator7t A A o] ol we} S| 2H o ST 774 240 g gl a2E 4
SH o= Astal A oS FEFY . Unmanaged ‘38| = 27 | Operator= 74 W7l &9

A 23 JElolEFAE euTh

MEZeuy ZeaE £E Tw 7 FolE of 7150 §-83 4 21X %, Unmanaged 4 ©] Operator
EAAA) Fom AW 74 Q50 74 D Yol =S Zel2E A st A o2 A B
o}

oS3 7S ¥y © 2 OperatorE Unmanaged A = A4 5 Jd5Y

718 Operator +4]

718 Operator= -4 ol managementState vl 7l ' 57} 9l <1 t}. Operatorol] w2} o} 3t
W2 o2 o] w7 H o] AA 2T = A5 ol & o], Red HAt OpenShift Logging
Operator= &2 o2l AH&-A A 2] 8 4&2(CR)E A3l o] & F3sl= WA Cluster
Samples Operator= S8 =8 AA 9] 74 g 4L2E AHEFU

managementState vl 7] 1 5~ Unmanaged = ¥ 7] 31 Operator’} 2| A2E AF2 o0 =2

72



27 A

#F A gdon JFet= 78 949 AHH A= FYA FHFUT. S 2HI S EHL
TFEET7HE28B 7HsAol Jer® o] A ZFHlE A Y9sHA &+ Operator= 54 th.

%91

718 Operator=S Unmanaged A el = WAsH 54 724 24 9 7%
o] AAHA AFUG. A LS AlEstEd BarE 45 Managed “3H o)
A A @sloF Pt

Cluster Version Operator(CVO) =] 4 2]

spec.overrides v 7] 4E CVO A o] 3=715te] #e] A7 A 2 4o) Ulg CVO 52}
gt AF e BEES AT F AFUh 4 2490 U3l spec.overrides[].unmanaged vl 7] ¥
& true= A3 3tA S22 Yadol=r ahdE 2 CVO A AF o7 AR E § A ANA 7
AR L=

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

%91

CVO AR el & dAstm AA 22287k A=A 2 o7k AU
AR A% AP E AAR F uwg BAS AQsN ok It

2.4.RED HAT A 9& 918 =7 dlol8 43

A9 Aol 22 A o] Ze 2o )3 Yl A1 E Red Hat X 90l A1 Z3h= Aol TxU

must-gather 5 & AL§-3lo] ZRAE 57 )42, Ze 2 5
AR ARE FHT 5 Axvdh
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AAL.

3

hack/logging-dump.sh 23 Y E = A}231K] vl4A] Q. 0] 2IPEE ¢ 0|4 X AH
A gom HolHE F£75A S5

2.4.1. must-gather & A &

oc adm must-gather CLI 33 2 A= tu A sl=d 223 71540l =2 Ze|2HIA AR

g

27 ] 3% must-gather = 15 AR S =33

[ ]
=2 E e Pod, 74 W, AU AR, o, @ vlelg, oM ES ¥oe TeAE
A EN
[ ]
Zel2H £E9 =5, 9%, J ¥ g e TP FH2H £F as
[ ]

2587, 20 ARZA, 2 AzH3 22 a3 o] Ad S £33l openshift-logging 2
openshift-operators-redhat 1] ¢ 23 o] 2= 2] OpenShift Logging & 42

oc adm must-gather 23 5}wl 2 2] 2E ol Al Pod7} 44 F1ith. 19 Podel o @ ul o] &l 7} 53
5 o] must-gather.local A 25t Al e H 2ol A2H Ut o] dAHzE A4 2] 52 d A2
o A4 =o] Qe

24.2. 27 d°old F3
oc adm must-gather CLI 3% & A1-8-5to] 240 A AR E w3 F + AaUh
ZRA 2

must-gather 2 27 AR & FFsE4d S 33U
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must-gather 3 B £ A &3le] = dd g =2 o] 5}

27 o]u] Ao Y3l oc adm must-gather 332 AP},

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath="'{.spec.template.spec.containers[?(@.name == "cluster-
logging-operator")].image}’)

must-gather 9| A & A ¢ & g 2] W ol must-gather.local= A] 23t= A tJaAHE S 75
1y }. o : must-gather.local.4157245944708210408.

W A /4 3 must-gather El A oA 4= AL S HEUH o & E0] Linux &9 AA &
AHgshe AASrH A vt 98 S A3 F o

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

Red Hat Customer Portalo| A a3 A 9 Al o] 4= 922 AR,
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3F. =24 A A
3.1. 27 4y »n7)

Red Hat OpenShift Logging Operator 2 7]e} 27 74 249 JH = & 5 JdHFU.

3.1.1. Red Hat OpenShift Logging Operatore] /3] 17|

Red Hat OpenShift Logging Operatore] A8 S & 4 J&Ut).

A 27 A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AUt

t}2 43S 4135l openshift-logging Z=4 = WA,
I $ oc project openshift-logging
& 432 A3 3] ClusterLogging Q1 2€H 2 e S 714Ut

$ oc get clusterlogging instance -o yaml

2 o

o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
status: @)
collection:
logs:
fluentdStatus:
daemonSet: fluentd g
nodes:
collector-2rhqp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-612ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal

76



3. 27 A

o
i)

collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- collector-2rhqp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all

cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0

clusterName: elasticsearch

nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization:
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1
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Hox S8 2 Fd =71 3d 2dR] Yehdy

o

Fluentd Podol tj gt A w.

Elasticsearch 2228 A7, HA, & == w78 7351351 Elasticsearch Pod
o dig AR YUt}

Kibana Podol tj st A 1.,

3.1.1.1. 2= WA R] ¢

t}&2 ClusterLogging <1 €l 2 9] Status.Nodes A H o] Q= AR =7 v AR 9 oY}

e §A1E A AR E 227 FAR X AEEAE 2390 o] = shard7} B
A o2 vEry .

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}
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e AR A WAAE 2=t FAE S QEvaE 23300 shard7} BE == Al
AR ey,

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

o237 fAHSE 3] Wl A A = CRe] Elasticsearch :== A9 7|71 S 8] 2H 9| =9 XA &5
< veEd Y.

29 o

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
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Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

ohe 3 FAM A AR = 233 PVC7E PVel uil 98 5 18-S e U oh

29 o

Node Conditions:

elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)

Reason: Unschedulable

Status: True

Type: Unschedulable

&7 §A18 A MAR £ x= A7t mEe} 2254 97] W&o Fluentd Pod o oFat

Q-2 e .

e
i)
2
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Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

3.1.2. 27 74 24°] e 17

oA 274 74 229 Fu

i

2 5 gt

A 27 A

Red Hat OpenShift Logging Operator @ OpenShift Elasticsearch Operator7} A ] = o]
AU

EZZAX
openshift-logging T2 A E & W7 3]},
I $ oc project openshift-logging
27 A2 g B

$ oc describe deployment cluster-logging-operator

29 o
Name: cluster-logging-operator
Conditions:
Type Status Reason

o
i)
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Available True MinimumReplicasAvailable

Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set
cluster-logging-operator-574b8987df to 1----

EAE A ES o] 55 7t F Y

29 o

I $ oc get replicaset

o
i)
2

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

BAE A E9 FeE & 7HA 3

I $ oc describe replicaset cluster-logging-operator-574b8987df
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29 o
Name: cluster-logging-operator-574b8987df
Replicas: 1 current / 1 desired

Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-
logging-operator-574b8987df-gjhqv----

3.2 249 #A A2
3.2.1. Fluentd Pod A vl 3£

ClusterLogForwarder CR(A1-&-#} A 9] 2] 4 2)S A4S v Red Hat OpenShift Logging Operator
7} Fluentd PodE A} 592 2 A Z 31K oW Fluentd PodE AHA) 3t A= Qw28 4 &Y.

A 27 A

[ ]
ClusterLogForwarder CR(A1-&-#} A 9] 2|4 2) e BHAE | AAHo] AdH5U .

2 9% S 23354 Fluentd PodE 214 5to] 734l 2 A wl) 234 o}
I $ oc delete pod --selector logging-infra=collector
3.2.2. Loki &= A3k o 7 A 3|2

22 AG2A APl A £ 5 AL 275 U5 WA R E=28 Lokiz2 AE3sHH Lokis £ % A g
(429) 2 7 & AU
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e e FE A 45 Fol WAY 5 AFUTH A S So] o] AR 27} Y= F2E o
248 e W 2ol E 21 GBS BT ~AGE 5O AR AL 0 AT+ S °l
AS A 2337 S5 E SE ARRT oW 7% bolEzt A% £ H T ALEA A slol =

%1% A @77} A% B s ¢ LokiStack CR(AMSAL B 9] 2] 22)8 45l £AE sl A2

LokiStack CR ° Grafana 29 Lokiol A A& & 4 fl& U th o] &= Grafana
Loki A vjol= & 85X g5y

l-o[n
>
ol

=7

84

o
0
I

Log Forwarder API= 212 LokiZ Ag3l:== A o] IdFUrh.

A 2E A 2MBE T} 2 WA X] B2 2 Lokiz R YUt o & =53 23} 25U

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\" \"version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\""2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJKZjltNjYOMCOOYWU4LWIWMTEtNGNmMmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}

oc logs -n openshift-logging -| component=collector = ¢} & sl'd Se|2Ho 37 &
a9 5 27/ WIAA F shurt 34 o] TAH YO

I 429 Too Many Requests Ingestion rate limit exceeded

Vector 2 & " A #] 9] o

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.



Z2ZA

3.2 A2

error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true

Fluentd 2 & " A| A 9] ¢

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

ol &%

o

e

FA EAE ZAF U} o 2 o] LokiStack ingester Podoll A t}3-2 43

Loki ingester @ & w| x| x] 9] 9]

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =2 ¢ d o] E3 .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
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limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize 2 == vl ¥ 2 EA 2 F Hd =22 S A% AE 715 MB=
Aoyt o] 2 = AFYUTE o] S GY FA 8 dEHE Hd 21 A=
A A3t} ingestionBurstSize tHth 2 9 @ J o &5 A LHUTh

ingestionRate 2=+ 29 34 A& A FMB)d digk A= E A AU =
2 H]&o] AIgE 2Fste A FE AT /77 BAA T TRV E E2E A A EFH

Urth & Fol AR god ;}%XP AY ol A=" S B8t /7 ZE Y.

3.3.1. Elasticsearch =2 2~ ¥ 4} 71 w714

St} ol el 718 shardst a9 %A #o] o] FFER FHUTH The Ro) whef o] A FAE
sl gk,
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e AR

o] 9] o %2 $ES_POD_NAME 4 #5-5 A1§-3to] Elasticsearch Pods 3= % ‘4‘3} o]
A A AH “3 % B ALsle] Bojd W o] 4=Z Elasticsearch 28 2~Ho| a3 gt o A3l
of gy},

g HH S Agste] AL 7153t Elasticsearch Pod2 1 a & 4 9 &Yt

I $ oc -n openshift-logging get pods - component=elasticsearch

ol

el ¥ Pod 5 shte A9st e o3 B9 2P sto] $ES_POD_NAME W42 413 g o,
I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A %ol $ES_POD_NAME 5 AH&& 5 sy

Z2A 2

1.
Elasticsearch S22 ZH & 3213513 3 WH S A3 st F8|2H e 7 w721
] 3213},

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
02 B3 S AYsto] Fe2EHA FA =8 AP

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v

o3 9% S 235l Elasticsearch PodE U d35lal o] d @Alo] B3 &89 =9 v
.

I $ oc -n openshift-logging get pods - component=elasticsearch

ol 1 Elasticsearch == 71 S 8] ~Hd] F 1A L2 AL }S A E 53

3

Ut

U 9% 435t 23S AEsto] Elasticsearchol] A9 3t vi2g =271 Q1A
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

2 A5t AEst vl g c9] Pod 228 AET .

ftlo
rd

mlo
r;
9‘&
K
M

o0& 99
I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

Ao AFsla] FAH| Fex Fe w9 2IE 39l

v
u[o
mlo
Z
kd
o
tllo

I $ oc logs <elasticsearch_node_names> -c elasticsearch -n openshift-logging

2ste] Ze|2H7} B

oli
ttlo
r g

RE xSt Ze2Eo Fold A9 T B AAsn £
O~

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

W7 o] Qi AS BT LA 2T RF FA AQolN AdHAY FuE 5 A5

e 9Ee st 29 BFste] B A Aol YA FAFUh

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of _pending_tasks

nE 5 A0l YE A A S vUHAFI G At WA R ZH2E S} B 5
o JehllE A4 A% dARU G By A0 2H 289 279 78 226 B oy
29 gom uE 3 Ao st WARA g A Bt FAHYLS S JEdY .

23
=

Bt FE AAY Bolw gy wa A zaoh
cluster.routing.allocation.enable 7] none &2

mm
J&,OLP.‘-'

8o
g5o] A FAgyh

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty

cluster.routing.allocation.enable 7to] none 2.2 AAH 7 ¢ 02 WAL A3sla] all =
AR .
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}’

o

ts W8S APstar =9

tilo
r J)

2ste] <l

i}

227} mzal Q1A shel g o
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

1.
Qe 27} mbaol v g WA S shel Aguith

e HE e daste] AAE AU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

e HEe dastel Ju) B AN E 52 YU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

e 9H e Adste] 232 FBL BT A

3

Ut

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

e HEe dastel A7 27E SAU.

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12.
ol WA oA WAl Qe ag N 9A oW AuAS AUA o AT
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

e HEe A3

mlo

o] W7 Qe 2

— 1

of
i

2]

9

Ut

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13.

= 11—

WA QY27 QIS S 2 A7 B o)A H ol H kEdA X &HH o A 2ET}
A

o3 W E 2 433l Elasticsearch JVM 3 AHg-Fo] =X 13}

RS

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

l

g &394 node_name.jvm.mem.heap_used_percent Z =E A E35}a] JVM 3

CPU AHg-Eo] H 24 8l g1ich. CPU &g & 24l & Ul-&-2 OpenShift
Container Platform "2 & Al R = AE" AYAE Fx3HA L.

ne
o)
1
t
fr
b
2
1
iy
v
[»
)
¢
=
¥
N

3.3.2. Elasticsearch Z 2] 2¢ AZAH| 7} =& 9

3t o] o] 718 sharde] EA)| £ shard= == &35 A 5yt ClusterLogging AH-8-#F 3 €]
2] 22(CR)°l 4] nodeCount #t& 24 3to] == 2 5H Y}
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3F. 2 EA A
3.3.3. Elasticsearch == tj A3 & QEna &g

Elasticsearch= & Qg nl=d] =235+ == shard=S I331# 5yt

e gn

o] Fxo] dX wa o SES POD NAME 4 ¥4-= A}-&35}o] Elasticsearch PodZS #Fx g t}. o]
FA M A4 9H S BApste] 2o Pe W o M4 Elasticsearch 2] 260 §a 8 oz 444
of Pt

oS ¥ S Agste] A 7153 Elasticsearch Pod2 g & 4 9J&Uth.
I $ oc -n openshift-logging get pods - component=elasticsearch

1249 Pod 5 s}

i

Adsla o MA-e A ste] $ES_POD_NAME ¥4 A4 gt

oft

I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A 7ol $ES_POD_NAME 5 AH&& = A5

Z2A 2

1.
o3 W 2 433l Elasticsearch7l v & ==& 23

I $ oc -n openshift-logging get po -0 wide
o WS Adste] @A 22 shardzt QEA FAF .

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

et

bl A @2 shard7h 90 A% the BH S Adstel 7 o)A t23 F3He G

Ut

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done
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oE.
N{N'
é
X
c
7
D
ue
il
-] il
o
Q'L
£
2
off

ol ALEH T2 B e Sl

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmein1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

ALSE O 23 M B8 o] 85%S 2H5t= A =27 U2 HuaE 273514 ¢ o] 9]
o shardE 333 5 g5y
& Al redundancyPolicy & 3215t & W S A3 P}

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

Z 2 2~H A ClusterLogging #] &2 Z A}-&3}

rlr

3% vhe 99

mlo
i
%
L
u)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

Z 2 2~¥ redundancyPolicy z}°] SingleRedundancy z}1. t} =1 SingleRedundancy 3t
AR5l o] M7 AFaFS A A3 o)

ol @A oA #A7} S AAA o of

=
ro
i}
¥
i
&
2
i)
L
i)

th 88 S 2335t Elasticsearche] 2& Q19| 2 0] Fel & 1l
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3Z.EA EANE
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

AR 5 Qe o4 AU 2T AT

ohe BH e dastel A2 AP

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4. =2 9 Hulza 9 =23 Elasticsearch == t]j A=

Elasticsearch= Q€3 A AIG AIFHS 273517 o AT AL Fo] e v =3 =20 QFunl3a
o] =23 =94 shard= Aull x| 512 2 gt}

E4 xcd shard= 3384 dlFd = 2718
e 3¢ f5]"\‘*‘:1011 A o8 =8 F7lsAY F 282 5 A4S YU

[
2
X
ne
i

g
)

[o
i)
o
3_&
2
)
L
e
v
(>
I
of
)
ftlo
(ills
e
+

Ao An

o] #A¢9] & o2 $ES POD_NAME € 4= X}-8&3}o Elasticsearch Pod= =gt} o]
A oA A “é‘ % EALste] o2 o] W& Elasticsearch 22| 2¢ )
°F ¥yt

kol
e
2l
lo
f
2
oX
2

08 "8 L 23 3le AL 7153 Elasticsearch Pod= U9 & 4= 945Ut}
I $ oc -n openshift-logging get pods - component=elasticsearch

g9 Pod Z 31 }E A sta oS H#H S A3)sle] $ES POD_NAME W55 A4 3.
I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] ¥ ol $ES_POD_NAME ¥ +5 A& = A5U T

Z2A 2
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o8 3438 2335l Elasticsearch7} v ¥ € ==& 213},
I $ oc -n openshift-logging get po -o wide

7k

L

7} o) gz

o
o
i)

SRR

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

Ze2H7t Az FAA FAFU .

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

3% £ ol shard AW 7t EAHW B Aeuiast 2AEAGUT B2 A8 v 7]
£ 90%¢} k.

=2 T fle 2 S ZH A Hlo]

# A redundancyPolicy & <132 o3 B d S A g

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

22 2 g A ClusterLogging & &2 A}-&-3}

rlr

g e 9

mlo
i
s
L
u)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

£ 2-H redundancyPolicy %to] SingleRedundancy 3t 3.t} = SingleRedundancy %t
AR5 o] M7 AFFS A A3 o).

ol WA A FAI7t A AN gow oA A 2% Aba] G,
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& 882 23 sl Elasticsearcho] =& Q19 29| e & Sl
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

AT 5 Qe ol A A8 S gk

ohe WY e dastel A2 AP

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. Elasticsearch =& 0] 23 Z &= ¢ g vlad =235}

Elasticsearcht o|8 & F 21 & 2% F55t ZE Qd 20 ¢}7] A8 Q92 255 A8y
o.
[ ]
3} o] 49 shard7l == g3}
[ ]

sl o] e f2Ayt e = GAE 23

o A zpel w2} o] A3 #AE A g
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e AR

o] 9] o %2 $ES_POD_NAME 4 #5-5 AL§-3to] Elasticsearch Pods 3= % ‘4‘3} o]
A A AH “3 % B A5l BojdEH o] == Elasticsearch Z 2 2Hol| §383 32 A3l
of ¥y},

oS ¥ S Agste] ALE 7153 Elasticsearch Pod2 g & 4 9J&Uth.

I $ oc -n openshift-logging get pods - component=elasticsearch

o

U429 Pod ¥ shtE Au st g W22 e she] $ES_POD_NAME W52 44 th.

I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A 7ol $ES_POD_NAME 5 AH&& 5 syt

Z2A 2

1.
Elasticsearch = =29] t] 23 F 72 714 34t}

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

33 o)A Avail €& 9l

ol
o

to] 33 ==X ALS: 7he 3t 23 g7 gy o

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmein1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent
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3. 27 A

o
i)

U 59l A4S Ze 2 Al do]

& A redundancyPolicy = 3<lsl&d oS HH S A3}

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

22 2g o)A ClusterLogging & 222 A}-&-3}

[¢

rlr

3% vk 99

mlo
i
d
L
v}

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

£ 8 2 ¥ redundancyPolicy 7}°| SingleRedundancy 7t ¥ t} = SingleRedundancy 3:
o 7 AA 33 o] A AFGL A ASH ).

ol @A oA #A7} S A AR spom oA qE 2

o3 4% S 233l Elasticsearche] 2 & Q19 x o] JH S g

e HEe daste] Qu 2 A g

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

A3 th AL E T 23 F 7o) 90% W] whe 2 Hol R
02 932 APslo] o] =0 7] AL AT
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM 3] A}& o] =2

AH8-¥ Elasticsearch == JVM(Java 7} ¥ 4l) §] vl 28 &= 75% ol A JUtt 3 2712 S = A
o] FFUt.

3.3.7. 3419 =27 A 2¥ CPU7} =&

rx9] A28 CPU AHE-Fo] EF UL Z212H =29 CPUS 93Ut o 92 CPU &2
= #gst= Rl FHFU

3.3.8. Elasticsearch == 4]~ CPU7} =&

== 9] Elasticsearch = = 4| &~ CPU A& &o] =1t} 28 AH =9 CPUZ St} o 2
2 CPU A28 o @33t= Aol EFYT

3.3.9. Elasticsearch t] 23 F7to] =3 o).

Elasticsearchi= @A t] =3 AF§-Foll w2} FF 6417 ool Y23 ko] 532 Aoz A3
HUth o5 @Al w2} o] Ao EAIE A d

ZEAX
1.
Elasticsearch = =29] t] 23 F 7+ 714 34}
$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \
do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done
2.
W% £20A Avail 2 Faa dF ==X ALE e T2 F7He AT
29 o

I elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8
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3.2 A2

Filesystem Size Used Avail Use% Mounted on
/dev/invmeiln1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

U 5 9l A4S Ze 2 Al do]

& A redundancyPolicy & 3215t H & HH S A3 P}

I $ oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

mlo
oSL'
s

U,

rlr

Z 2 ~H A ClusterLogging ] 222 A8l A9 o2 B

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

22 2-H redundancyPolicy 3] SingleRedundancy g1t} =1 SingleRedundancy gt
2 AA 33 o] M7 ASFLS A A3 o)

ol A A oA EA|7} A AHA oW o)A o AE AR T}

& %8S 2335t Elasticsearche] =& Q1929 Fe & S
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.10. Elasticsearch FileDescriptor A8 o] =3

A AHE FAE 7IFo 2 =29 o 3y A A 71 T2 35HA &5t Elasticsearch File
Descriptors ¥4l A4 9 o] 2 7} == 2] max_file_descriptors 2 <l

3.4. ELASTICSEARCH =1 A 749] e 17|

OpenShift Elasticsearch Operator 2 o] 2| Elasticsearch 74 24 9] 4HE 2 4 J5Uth.

3.4.1. Elasticsearch =1 A 4 9] AH 17|

Elasticsearch =1 A& 22 485 & 4 dFYUrh

A 27 A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AU th

S W32 233t openshift-logging == A & = W7 3]}
I $ oc project openshift-logging

FHE el b52 53

o

Ut

& W3S 233l Elasticsearch =1 & Z 4 A2E 2 9] o] §2 714 &t}

I $ oc get Elasticsearch
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3. 27 A

o
i)

%9 o
NAME AGE
elasticsearch 5h9m

o %8S 23 sto] Elasticsearch =1 A 4 JHl & 7HA 34U
I $ oc get Elasticsearch <Elasticsearch-instance> -o yaml

o2

e

W o3 o
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

2o ge3 #4118 Aust 2gaU.

status: @)
cluster: 9

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: "

conditions: [] 6

nodes:

- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}

pods:
client:

101



OpenShift Container Platform 4.12 2 7

102

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt

shardAllocationEnabled: all

220l 228 A B} A8 2z Yehdy .

Elasticsearch 21 & &4 o] AH¢):

g4 712 shard = Yt}.

g shard =Yt}

%713} 52 shard =Yt}

Elasticsearch 1 A &4 dlo]lH =9 =¢Yt}.

% Elasticsearch 21 A &4 »= AUt}



3. 27 A

o
i)

Elasticsearch =1 % 74~ AH]: green,red,yellow.

F A=A ZAEEY olf5 JEdULL & 273 AAE BE o|WEVL A Y
Yt
[ ]
A o] = Elasticsearch 21 A &2 @ 2] Ag oY= 25 )78
Yt
[ ]
A" o] = Elasticsearch 2 2 A4 @ =2 4] Ag o] 5o 3] &
EHAsUH.

Pod <l oF B 7} FEgt o 8] 71A] #A ol gt =7 o] TAFYHEZ v A]
A o F=x).

L4

upgradeStatus 7} 9= &2 £2H 9| Elasticsearch =21 A F4 ==

©

215 3 ,notReady 5 += ready “dHl o U ¥ Z 2 9| Elasticsearch 21 A
Fa ZEtolAE, dolH 2 nl2E Pod

3.4.1.1. 2] WA A o

=< Elasticsearch Q1 =€1 0] e A Ao Q= dF 27 wlA1A] 9] o Yy}

g A MAAE 2T A E e AHAE 2700w of :Eol shard7t FFHA B
Uebd .
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status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

e AH MAAE =7 7AE 2L AEn2E 234300 shardsl e == AW A EL 4
By o

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

B>
b
[
2
i)
N
N
il
1.}
>
)
Lo

S A WA A = CR(AHE-AF A 9] 2] & 2)9] Elasticsearch =1 &%
=9 YA A FaS vErd YT

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.’
reason: Unschedulable
status: "True"
type: Unschedulable

2 2}y W) A A = Elasticsearch 22 A 34 CRo A PVC(3 T+ 2§ ZEY)7t EA8HA &2
ebd Y

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z
message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)
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o
i)

reason: Unschedulable
status: True
type: Unschedulable

S A} v A A = Elasticsearch 21 A& A S8 2Ho| 28 AL A Yd}7|o] B3I} =7}

S YeEkd Yo,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

ol Fel WA A= S LHI AEE FH¢ ==7HHF 253 YEiY o

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

o3 AHl vl A A] = Elasticsearch ~E 2| X7} 7] Y-S A YoHA] &S e YL

dg W ged 2aun
status:
clusterHealth: green
conditions:

- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 9 type 2 == A YHA A=W FF S AZFUG.
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StorageClassNameChangelgnored

22 A S o5 T AAEHA &= A3 AHRYEUT
StorageSizeChangelgnored

22 A A7) A AAHA &= WA AU
StorageStructureChangelgnored

PA 2EA Fx9 FTAZZA £ Dol ALHA &= 84 AU

A Z2E A A G+ ZEZAZ Ags == ClusterLogging CRS 4 3t
2] 22 3}'A OpenShift Elasticsearch Operatori= PVC( 7 25§ Zd )= A A A
o PV(4 T+ 2F)E A SHA &4t StorageStructureChangelgnored 8] & ]
<2 # 9 ClusterLogging CR= W7 A2 43132 PVCE AtA)| 5] of gt}

3.4.2. 21 AAAL LA Q49 AH B
el 22 ARE 74 2kl AHE B 5 AxUn.
Elasticsearch <19~
Elasticsearch <19l ~ 2] A S & 4 JdHFU ).
Elasticsearch Pod?] o] &2 7[14 &4t}

I $ oc get pods --selector component=elasticsearch -0 name

2 o

o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7
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I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

2 o

o

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n
openshift-logging' to see all of the containers in this pod.

green open infra-000002

S4QANNnf1QP6NgCegfnrnbQ 3 1 119926 0 157 78

green open audit-000001

8_EQx77iQCSTzFOXtxRqFw 3 1 0 0 0 0

green open .security iDjscH7aSUGhIdqOLheLBQ
11 5 0 0 0

green open .kibana_-377444158_ kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001

z6Dpe__ ORgiopEpW6YI44A 3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VivsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIq6iQW6wg
11 0 0 0 0

green open .kibana_-1595131456_user1 dglYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

21 A &4 Pod

2 4428 5295 Pode] AHE 2 5 AFUTH

Pod o] £ 714 g th.

$ oc get pods --selector component=elasticsearch -o name

2 o

o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7
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108

o

Pod el & 7FA Ut

I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

o= v AW ARV 2dgy

i)
£

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started: Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled True



Events: <hone>

21 252X Pod vl £ 74

272 Ag2WE 7Y JEUE 2 5 A&

W 74 9] ol 52 7A UL,

$ oc get deployment --selector component=elasticsearch -o name

2 o

o

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

W) E A e S 7HA g o
I $ oc describe deployment elasticsearch-cdm-1gon-1

o= v AW AR7 2dgy

e
i)
2

Containers:
elasticsearch:

Image: registry.redhat.io/openshift-logging/elasticsearch6-rhel8

3. 27 A

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s

timeout=30s period=5s #success=1 #failure=3

:Ol_é
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Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available True MinimumReplicasAvailable

Events: <honhe>

232 AL BALAE
23 AL BAL AEY FUE 2 5 AgFUTh
B2 A ES o 5L 7HA ST

$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

BA R A E] el S 7HA ST
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-618495

o= v W ARV 2dgy

e
i)
2

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7
b1c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3
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Events: <honhe>

3.4.3. Elasticsearch = 2¥ AtH]

OpenShift Container Platform ] &< ¢] Observe A Ao 9= tjA] B =9 = Elasticsearch 2] =
o] 7} A g Y.

OpenShift Elasticsearch 22 2~H 2] € & 714 2 & W <cluster
_url>/monitoring/dashboards/grafana-dashboard-cluster-logging°l %)+ OpenShift Container
Platform ] < 9] Observe A A A AR E = FZ34 A L.

Elasticsearch Al 2 =

eo_elasticsearch_cr_cluster_management_state

Elasticsearch 22 287} #] 41X B 22 9x g Feld Y=AS EATIG. d 2
su gew paud.

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

AZA AA 2, 2 AAZ & o okh A A &S 93 Elasticsearch :==7} thA] A| 24 3145
£ EAdUY. d 5 54 53 25U

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total

Elasticsearch Q19 = v &3 o] 29| F 5 TAIGUT A& &4 bt 25U

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count

m
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ZE g &dol 2o i 2= 7 EAFEY T S S g2 Zsy

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch 2 =7} 259 71} vl o] 9" W] A] R

Elasticsearchel admin-cert,admin-key,logging-es.crt =% logging-es.key 2 o] Q1= 79 U] A]
BEoE o2 o9 FAH e vl Al X 7F A E Y.

message': "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-
key, logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

12



4. 27 AR

Z 2] 2¥ &g A= OpenShift Container Platform 2 2] 2Hd| 27 & v £35}3L o] & A}&5lo] ==
A) 28l 7FA} 21, qEZg Aol Aol 2P =g 28 SR JAT F A5 UL &
2¥,Red Hat #2] 21 2EZAE X sl Adad 21 ZH 22E A9 F+ AFHH. Hﬂiﬂ =
I 2E 8 A &34 ul2} OpenShift Container Platform ¢ &4 =+ Kibana 9§ &4 21 d]o]
HE AN Zs8d 5 dFU

Fx

Kibana §§ &2 &5 27 del=dA ¢ o AHEHA SsU

OpenShift Container Platform 2] 2 H #&] A} Operator=S Al-&sle] 2402 w23 4= AFU
A Y& 27 AA & FxA L.

Operator= =7 Wl ¥, 280l = 9 A RFE F3 ). Operatorrt 4 x| =¥ ClusterLogging
AH8-2F A o] gl42(CR)S At 27 Pod & 27 & A Hdt= Eﬂ Qa3 7E F A5 AT A
% Ut} ClusterLogForwarder CRS A A 3te] == 22, A3 iy, A2 = AAEANAF S —’FE
AFU o

X OpenShift Container Platform Elasticsearch 21 A &4 A 22 & $J3H
Bol 2B X2 A F31A 7] W Fol A 22F 7] 27 o 2 Y|} Elasticsearch <12~
H2o] A AR g&U o E So] KibanadlA A 225 Bed A28 7|8
UL Elasticsearch 27 A Z 42 BUlg]d 2 A F 40 A 22 Ago] A9 g =
2 A APIE AHg-soF §Hu .

4.1. 27 o}71€9A

279 79 74 Q4% U7 pEUTH

471

T3 71= "2 Al E & 7} OpenShift Container Platform == o] PodZ v 3t} 7z} == o] A
2 g olgHE A3 Holg E HEsl v AE 8o 2 Adshl) Vector 3 7] == 41 A
Al Fluentd 3712 A28 3= 95U}

13
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Fluentdi= o o] ¢ AH§ 51 <] o m] FF el 24 AAL A4 Avith Red
Hate @A) @2 ehol TafolZ Fat o] 71%5ol the W1 53 X A AL AF3HA 0
ol 71552 o o4 /M AL WA ekt Fluentd ti4 Vectors AH8-& 5 A%

Ut

23 AFA

EIAZLEE BAE 98 22 dolgE A At 2 AEAe 7| YU 71 &
LokiStack =1 A &4, & AA] Elasticsearch 217 AZA2E Al23A Y 218 F71 93 21 AR
A2 A9 + dFy.

27 5.9 Y 2= dd o] E= OpenShift Elasticsearch Operator v} d o] 3}
o] 94X 25t AA Logging 5.87 37 2] 29 OpenShift Elasticsearch
4 OperatorZ A}&-3t= 7% 27 5.82] EOL7A] 2794 A4 25 o} OpenShift
Elasticsearch Operator= A}8-3lo 7|12 23 2 E 2 A= A2 35l= Al Loki
OperatorE A8 F JFUT 24 gho| ZAto]| & G4t tf g A g &2
: Platform Agnostic Operators & Iz 34 A 2.

N 7}5}

U 7748 845 AH8ste 2 dlolEH A2 138 S & F AFUG. U= AZdE 235 34,
A 2 & 5 A= 299 g o] 2 & AlF 3 . OpenShift Container Platform ¢ & Ul=
OpenShift Container Platform & Z2] 1918 &4 3}5HA Al g-g .

™

Kibana §} &2 &5 27 del=dA ¢ o AHEHA S5y

27 Aoy 21 % == 238 £ ok e e fPow BRAUL

AEANA =

Az} Aol | Ze Aol AL AslatL ZH2E A As) FA AL A o) T2 o] o o]
A48 Ad oy =1,

Sl =t}
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4. 2R AR

ol =2} v ¢ 2 o] 20| A H A o] Z1: openshift*, kube* ==+ default 2 =x= 9]
journald v A] A 1Y o}

A=

/var/log/audit/audit.log @} o] x| F &= == 7FA} A| 2E)Ql auditdo| A AR =29}
auditd,kube-apiserver,openshift-apiserver 48] 2= 9 &4 3lH 739 ovn T2 A E o] 2 191t}

42. 27 W|E AR

2] A= OpensShift Container Platform 9] &< %=+ OpenShift CLI(oc)S A}-&3}lo] &7 Operator
E AR5l A S 2T 4= A HFUh Operator= 27 9] vl £, a2 ol= E FARSFE @33

B Aot o S Aol A /NEAR = Y] Ao e Z2AES] 28 B F JdFUH

4.21. A48 Ao A2 27

7} Operatore] 4 7@t CR(AHE A A 9] 2] 42) YAML 42 & AHg-sto] 27 MES 74 + 9
#urth

Red Hat OpenShift Logging Operator:

ClusterLogging (CL) - Operator7} 4 X] ® % ClusterLogging A1-&#} A 9] 2] £ 2(CR)&
AAste] 27 Pod 2 27 A Yol Q3 7e} ] 22 o k3 ). ClusterLogging CRS 4
A7l R AGA S W AU A 7 oA A HE=EUE AER & o 73 FE YT Red
Hat OpenShift Logging Operator= ClusterLogging CRE 7|53 29 w2t 27 vl £ E X
A

ClusterLogForwarder (CLF) - A} 82 ¥ 2 2 32 AGS=F 317 +4 S AT
t}.

ScanSetting Operator:
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MellanoxStack - CloudEvent &2 ~H & 21 A Z 4 2 A o] 532 OpenShift Container
Platform <13 532 53l 9 ZHA 2 Aojste] e HUA S 2 g3t

OpenShift Elasticsearch Operator:

Fx

o] 8] 3 CR& OpenShift Elasticsearch Operatorol 4] A A 5}52 2] gt}
Operatorol| 4] Qoj2:%] 2t31 $% WAL £33 4= gl5Uh

Elasticsearch - Elasticsearch Q1 ~EH A2 7|2 2 7 A A A2 FA 3 v T3 ).

ro
>
o
>
it
4
ox
9'L
K
=z

‘
)
k3
o

Kibana - 215 A4, A2 € & & I =5 Kibana ¢

4.2.2. JSON OpenShift Container Platform =7 A &

JSON Z 7] & A}8-3lo] JSON FAE S +x31d QBAER L7 B X35 Log Forwarding API
_)li

E 74T S IdsUY. OS2 AP S 3T
JSON 21 7+ &% 2 A
Elasticsearch¢] JSON = 1 dlo]g +A

Elasticsearch 21 A& 42 JSON 21 A S

4.2.3. Kubernetes o|HlE =3 A A ZF A W

OpenShift Container Platform o] ¥l & }-9-H = Kubernetes o|Wl EE 7FA] 5132 OpenShift
Container Platform =7 2] 3 & 98 | o|HMEE 7] 25t= Podd Ut} oMl E g 9EHE 5o =
v EZ & oF gt}

ZLA g U 82 Kubernetes o]l E =3 2 A2 FZ34HA Q.
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4.2.4. OpenShift Container Platform 27 ¥ sl4 AW

0o A e FaAstel 27 BAE A4S 5 AFUT

27 38 1)

B2 AL g 1]

ku
oy
o
R
o
i)

Red Hat | 945 913 =27 dlolg 53

A 7re

o
K

A 32

425 2= Yruyr] 3w

EAAZA YRY 7| 2edUth Bl I == 27 g FZ =9 9o Elasticsearch @ Kibanaol|
_%\_

AAGHES HEY 7] 2= ARE Fx4A Q.

4.26. 0¥ E 98 A

oM E g9 HE 2L 58 3T + J == OpenShift Container Platform oMl E £ 7} X 3} =
PodgUth. o|HIE 2$HE RE :’:i’s‘] Ed A oW EE 47 3le] STDOUTA %54 t}. Fluentd: o] 2
3} o] Wl EE 4=7 3lo] OpenShift Container Platform Elasticsearch Q12822 Ag3gh]t}.
Elasticsearch= oWl E S ¢l Z g} ¢ld] 24 ¢ld A ).

olWE B EHE $Eo = w)EaoF Tt

ZA g Y] -8-2 Kubernetes oWl E =3 9 A4S FXsH A L.
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5. 27 A

Red Hat OpenShift Logging OperatorE A x| sl 272 v] & 4= 9l 51 ). Red Hat OpenShift
Logging Operator= =7 29l o] A Q@ A5 WA sa APt

Z7)-& 94 OpenShift Container Platforms} = 9] d2]| X F7] 9} 37 A A 7153
2

TA 247 Ao Red Hat OpenShift Container Platform 2}o] 3= Alo] & A ) &
A A 33A 9 g 7hds] 2P .
T8

Al A x]2] 49 Vector 2@ LokiStack2 A& 3t t}. Elasticsearch 2 Fluentd= ¢ o]
A AHEEA erom FF Ll 2oA AAE YUk

5.1. ¢ £<&2 A18-31<] RED HAT OPENSHIFT LOGGING OPERATOR 4 %]

OpenShift Container Platform ¢ =42 A}8-3}<] Red Hat OpenShift Logging Operators A x| &
4 AFYh

A 27 A

[
&2 2 Aol AFY
[
OpenShift Container Platform ¢ £< o] AA 23 4 A&}
EZA 2
1.
OpenShift Container Platform ¢ =< o] 4] Operator — OperatorHubZ &2 ).
2.
719l == 9 H ¥ A OpenShift Logging 2 ¢ 534t
3.
214 715§ Operator 2= 9] 4 Red Hat OpenShift Logginge A3 o2 AX & 29
Yt
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Az REoA FE2H Y 54 UdLdol L 7 e Ho| Q=R FAdY .

A2 H v ¢ 23 o] ]| A Operator A7 d] 25 o] 27} openshift-logging <1 A] 82134

o

i )

o] Y] ¢ &3 o] 20| A Operator 87 S| 2F RUHY AHES A gt}

o] &4 Namespace @ H A E o] A openshift.io/cluster-monitoring: "true" 2} 2 4%

. 2228 2UE o] openshift-logging WY 25 o] 22 23 W2 2w o] {4
< Aes)of gtk

stable-5.y £ H o E a2 A&},

Fx

stable '3 & A2 =4 Aol @ Qeol = AFThch oA el
o A QUCI=E A% ol AuLaYH AL stablexy 2 WA oF
FUth o714 xy & AR g 27 9@ voly WAL depiuth ol g 59
stable-5.7 ¢4 ).

A5 A S AH8-31A Operator A v] A o] &=H] = w] OLM(Operator Lifecycle
Manager)°] x}%gi OperatorE JHlo|Ed 4= A HFUY.

ao
filo
>
oo
Q'L
)
2
X
)
o
X

2 57+ 7k AL8-A17t Operator i H[ 0| EE 52
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Operator — A x| = Operator 3 o] X] = # g5} Red Hat OpenShift Logging Operator
7F AA H A=A Iy

e €A InstallSucceeded 7} 2 3Hd =2 31l T A9 ] G5 D AE 7L A HEA
Ay

InstallSucceeded W A] X] ¢} 7] ¢k5 =M o] X & Aﬂi —,;gq];}

Operator7} A X9 A0 2 EAHA Zow L &4

%

4 &

o
oiN
P,L
v
i
2
i)
o
L
i)

Operator — A %] | Operator 3| o] x| 2 o] F35}o] e Ao 7
=

rlr

A7 Q=4 AAE

darx= - Pod ¥ o] X & o] % 3}o] openshift-logging = 24 E o A] £A| = ¥ 13}+= Pod
o] 225 AP

5.2. ] &£ 2 A18-31o] CLUSTERLOGGING 2 B4 E A

27 Operators A3 § Se|2Ho =21 2&A, A1Zst 2 20 F3 715 745t
ClusterLogging A}8-#} A 9] gl A 25 A A& oF .

A 27 A

[}
Red Hat OpenShift Logging Operator7} A x] = o] <51 ).

OpenShift Container Platform 9| && 2]z} sl o] AAM 2 5= dFUh

Custom Resource Definitions 3] 0] X] & o] =3} t}.
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A2 A o] 2] 42 A 9] Fl o] A o] A] ClusterLoggingS 223 th.

(T
>
f
N
i
2
)
d
L
v

AHEAL A 9] A o] Al B R H o)A o] A vl ol A A

ClusterLoggings 3 o] | o] A] ClusterLogging A4 < =3 3t}.

AAR RN £871 T8 A9

Fluentd= o o] A9 A o &5 A 2o A AL FJdYUt).
Red Hate 34| Y22 2to] Ato] 2 59k o] 7150l g ]2 4 2 A YL A
Z35tA| gt o] 7152 1 o)A /A AFEFE x| ¢k t). Fluentd th 4l VectorS
A 5 AU

o

27 5.9 g 20+ dd o] E” OpenShift Elasticsearch Operator 1] 4 o]
3t o] JA FFY T A Logging 5.8 37 & 2] =¥ OpenShift
Elasticsearch Operator= A3l 749 27 5.82] EOL7IA] 2 Aol A A4 &
&3 . OpenShift Elasticsearch OperatorE Al8-35la] 7|8 21 2 EZAE
2] 31= Al Loki OperatorE A48 4+ U &t 27 glo] ZAlo]|F dngo
o) g A @ &2 Platform Agnostic Operators 2 #Fz 34 4] £.

5.3. CLIE= A}-83l4 RED HAT OPENSHIFT LOGGING OPERATOR 4 %]

OpenShift CLI(oc)E A1-8-3t>] Red Hat OpenShift Logging OperatorE 2 X & &+ J54 .

A 27 A
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OpenShift Container Platform 4.12 2 7

[
2% Ado] AFUh.
[
OpenShift CLI(oc)7+ 4 X1 5] o] 911 th.
ZZA 2

Namespace 2 B4 EE YAML 5t = QA .

Namespace @ E 4| E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: <hame> ﬂ
annotations:

openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

o

J ¢l 25 o] £ o] 2 0 2 openshift-logging & ] A 3l ok

=
$ RE 52 AT F AFUTH

L

FUch 27 5.8 o] WA

L

=7 WA 5.7 9 o]d wAo
%

s 9 %8S 23 sto] Namespace @ BAE S 2§t
I $ oc apply -f <filename>.yaml

OperatorGroup 2 A EE YAML o = A Pl

OperatorGroup ¢ B A E 9] 9]

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
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metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
targetNamespaces:
- openshift-logging 9

7 ]’Swll,_ openshift-logging 4] ¢} 23| o] 22 X Ao} Yt} =7 5.8
EvldEHol &8 A E & dFU T

L
02
=
)
Lo
o
-{o ()

fiu)
o
of
ot

< 23] 3}o] OperatorGroup ¢ B A E S 223},
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operatord]] Y] ¢ =35 o] 2 & x| B 23 YA 3}+= Subscription
LBAES AP

Subscription 7l A <]

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

273 WA 5.7 l’z}°ll = openshift-logging U] ¢} =5 o] 2= =G s]oF gt} =7 5.8
ol u A AL RE VYo AE AHET 5 AHFU
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2]

stable == stable-x.y = @2 XA}

©

redhat-operators = %] & g t}. OpenShift Container Platform 22 2€ 7} A| 3+&
HEY I (AZo] #7 F82H)o| AXH 719 OLM(Operator Lifecycle Manager)S +
g v Ad ¥ CatalogSource 2 B A E o] o] 55 X4 ).

6.
e HE L Aol Ju2aPAL H e
I $ oc apply -f <filename>.yaml
Red Hat OpenShift Logging Operator:= openshift-logging 4] ¢} 23] o] o] A x] P},
a5
1.
o 98 s A3
I $ oc get csv -n <namespace>
2.
=92 AF3 3 v Y2 o] 2] Red Hat OpenShift Logging Operator7} 21 =%] &<21gH
t}.
29 d

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0

OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4. CLIE A}-83l9 CLUSTERLOGGING 2 B A E A4
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gore 842 AQFUT. FAS 5 Ae 54 AP O guE 74 2

B>
:1rn

A 27 A
[}

Red Hat OpenShift Logging Operator7} A x| =] o] <1 ).

2 A F 49 g3 OpenShift Elasticsearch Operators A x| 3 54Ut}

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

ClusterLogging 2 2 A EE YAML < 2 A A3

ClusterLogging ¢ B A E 9] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi
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proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi

redundancyPolicy: SingleRedundancy
visualization:

type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

o] &2 instanceo] o] o} gt}

2]

OpenShift Logging 332 38l Yt} 799 2} OpenShift Logging 7] 233 W7

e 79 o] 2 Unmanaged 2 A3 oF gyt 28 FE9A el EE OBenShEt
Logglngol thA] Managed Jel = € Wj71x] Qe EE A gsU

Elasticsearch 42 913 2 JYth. CRS A1-23l] shard B4 AF D J3 2 E
A E FAAE F AFUH

Elasticsearch7} 7t 21 222 §A 3o} 3t= A|7+HS P& U A 2 A AA
21 = 3 oH(F(w), A ZHhH), 2(m) 2 2(s)). o & So] 782 7dY Y . maxAgex o}
29 2ae AARYUY. 4 20 A0 DI BE

Ry Xl’ﬁ?‘ﬂl"lﬁ . 2gA o
W 3] g 220] i3] Elasticsearch <19 27} A A ek ).

o
=

Elasticsearch == == XA g t}. o] =2 =

Elasticsearch ~E g% 9] 7]& 2~ E g X ELEH’* olgS YU G S ¢
A 85 2EdXE Bt 28R FY=
s}A] ¢k o OpenShift Logging2-

ERE gqu} rEA 2U2E AH
AN ~EDA S ALS T
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7

g g o uje} Elasticsearchol] ti g CPU 3 vl 22] @ 3 AAQ AU o] 2 v¥ F
™ OpenShift Elasticsearch Operator7} tj i-529] wl X o] Z& 3 7|82zt =2 AA 3.
71232 v 23 A 16Gio]L CPU 23 A 194t

= 9 o] o)} Elasticsearch 2529 g CPU 2 v 22] @ H S AAF ) o] S
H] ¢] = OpenShift Elasticsearch Operator7} tj -2 9] v £ o] 23 7| Bzlo = MA
U 71232 W2 23 A 256Mio] 52 CPU 27 A] 100m<) Y th.

Kibana 742 13 47 YU th. CRS AHg-3te] 542 93] KibanaS 1351
Kibana >==9] CPU 2 Wl 22]2 74 & J&Uth A4S Wge 27 A28 22

TR FEFAA L.

Fluentd 742 $1& 44 U th. CR AL&-3te] Fluentd CPU 2 vl w.2] A ¢ 74
& AU ZAA G W82 " Fluentd 74"2 F=3s4 Al L.
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Elasticsearch Z7EE Z ¢ =z Y =3¢ Yth.3x &

nodeCount= %] 4 31'd OpenShift Container Platform& v}~ g, Zo|dE &
dolg 932 717 upAH A 4 =29l Elasticsearch == 3712 A A YU} 3
7} Elasticsearch ;=== Z&}0|AdE 9 dojH o &2 Alg-3lo] HolH A& =

=2 AAEYUY. AEE S99 =& AdQd X2 ZA == 24, shard &3 9

=N | =X T
A w2 S 2 AA Y-S F3FUL oy ==+ shardE ¥ 3
3 CRUD, A 91 A9} 242 dlolg #d S S dioly #d 24
2110, Wiz 2 CPU kA YUt @A =0 37t Aed o]t i
2 2UHPSE g B2 HolH =2 F7lst= Aol F oY

o 2 Eo0] nodeCount =49 4% o8 ==71 AAH YT}

I $ oc get deployment

%9 o
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 171 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb54s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3 1/1 1 1 6md4s
Qg

2~ "l = 3g] o] 71X shard 4+ Elasticsearch d|o]g =& 49} 7+&1 )

openshift-logging Z 2 2] E o] PodS U g3l A5 33203 4= A5

8 93 A3t Pods Ja .
I $ oc get pods -n openshift-logging

e BE3 fAI 24 74 229 Podg #ag
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NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 11 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-q6bhp 2/2 Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2 Running 0 2mds

collector-587vb 11 Running 0 2m26s
collector-7mpb9 11 Running 0 2m30s
collector-flm6;j 11 Running 0 2m33s
collector-gn4rn 11 Running O 2m26s
collector-nlgh6 11  Running 0 2m30s
collector-snpkt 11 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2 Running 0 2m39s

5.5. 43 ¥ %9

Red Hat OpenShift Logging OperatorE 4 %] s+ ¥ ClusterLogging A}-&#} 4 9] €] 42 (CR)E A A
33 FAste] MES FAS 5 dFUh

e g

Elasticsearch 21 A Z A& AF8-31A] & += 739 ClusterLogging AH&-#F A 9] 2] &2 (CR)lA] U]
Elasticsearch logStore 2 Kibana visualization +4 45 A AT 4 A5 o] g3 A4 94
A At AL Ael Aol A vt g 222 Aoks 4= Q5 Uth Elasticsearch 21 A F 42 AL251A4] &
£ AS ASEA S 74 8% AAE BEAA 0.

551.Z82H 24 A1eA Ao L2 AR
27 372 WA sl A ClusterLogging A8 2 A 9] 8] 42 (CR)S AA st =3}
ClusterLogging A& 2 A o] 2142 (CR) 1=
apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ
namespace: openshift-logging 9
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spec:
managementState: Managed 6
#...

CR o] &2 instanced] o} g t}.

2]

CR-£ openshift-logging ] g 23] o] 2] A x] 3] oF T }.

©

Red Hat OpenShift Logging Operator 2] 48l Ut} A8 7} Unmanaged 2 A A 7%
Operator= A A=A G+= el o Juo]ETL AlFHA FFUh

5.5.2. 21 2E# XA 7A

ClusterLogging A1-§ 4 4 9] & £2+(CR)E 7 sl 2R eIA AHgshe 271 2684 #3274
@ % dguth

A 27 A

[}
Bl A gl YU

OpenShift CLI(oc)7} 2 X 5] o] &1 t}.

Red Hat OpenShift Logging Operator<} LokiStack 5=+ Elasticsearch<l Wi 21 %3
25 AAJAFY

ClusterLogging CRS A A 54Ut}
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Fx

27 5.9 )29 = Hd o] EH OpenShift Elasticsearch Operator v & o] 35 o]
A ¥4 th A A Logging 5.8 37 2w 29 OpenShift Elasticsearch Operator=
AHEsh= 739 27 5.89] EOL7IA] 27 oA A4 53y o). OpenShift Elasticsearch
Operator= AHL sto] 718 2 2 &2 A& #2 5l= U4l Loki OperatorE A8 5= 9l
Ut 27 ol ZAlolZ YA ol o 3 AHAl 3 U] &2 Platform Agnostic Operators &
x5 A L.

Z2A 2

ClusterLogging CR logStore A}42& A 3}

ClusterLogging CR <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

23 A2 9L XA T lokistack &=+ elasticsearch ¥ 4 954Ut}

Elasticsearch 21 A &4 O3 A&l 3 74 FAYYh
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L4

LokiStackel] st A&l & A4 24t}

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

oh& 9% & A3 s} ClusterLogging CRE 483t
I $ oc apply -f <filename>.yaml
553. 21 37 +4

ClusterLogging A&7 4 9] 2] £ 2(CR)E 543t 24004 AHgahe 22 97 432 74
4 AUt

3

Fluentd= 1 o]3 AF8-H %] o 3§ ] 2ol A 7€ 473 4t} Red Hat2
A de| & gfo] ZALo|Z <k o] 7wl 3 ¥l 53 S A DS AT AT o] 752
o ol M AFE A Yt Fluentd gl Vectors AH- 2 o= Sls 4y

A 27 A

[}
B4 Ago] YU Th
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[ ]
OpenShift CLI(oc)7} A x| 5 o] A54 T}
[ ]
Red Hat OpenShift Logging Operator7} A x] =] o] )1t}
[ ]
ClusterLogging CRS A A A 54Ut}
ZREAX

ClusterLogging CR 2214 A% 3 gt

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

2R3 AHE 22 7] 29U W £+ fluentd € 5 AsU

2 3% S 233l ClusterLogging CRS & &3t}
I $ oc apply -f <filename>.yaml
5.5.4. 21 A|z}s} T2 A4
ClusterLogging A}-8-# 4 ] 2] & 2(CR)E 4 st 24 A ALgst= 22 A z4st 2239 §9
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et

F g&uth

2 74

A 8T A

[}
A4 Aol AHUh
[}
OpenShift CLI(oc)7} A X 5 o] 54t}
[}
Red Hat OpenShift Logging Operator7} A x] ] o] 1t}
[}

ClusterLogging CRS A A 54t}

A z}3}e)] OpenShift Container Platform ) &2 A1g3l8ld =27 &
gAsslof Ut " ZES AMSS 22 A1 Zs o) di gk AP A & Fxs)

by

17
2 e

ALy
L

ClusterLogging CR A 73t Ab4-2 4 @ dh.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
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logsLimit: {}
timeout: {}
#...

27 A+ N ztst =2 a9 53 Yyt kibana == ocp-console ¢ 4= 9 FY
t}. Kibana 242 Elasticsearch 2 1 ~E g X & A}8-35}= v Z 919+ 5 315 1] OpenShift
Container Platform Z<& 2 LokiStack vl Z 9} 3t S 3g 1},

2]

Kibana Z& 2] A9 & A4}

©

OpenShift Container Platform ¢} £< 2] A&l & 49Ut}

U 9% S 23 ste] ClusterLogging CRS 48§34 d-.
I $ oc apply -f <filename>.yaml

555 . EQIa ¥/l A v 22 E 71 E

=

= 5

%

ZYZ2H U EY A T2 A U EY T &

£ A8+ dFYdh o] ¢ OpenShift Logging
o x| vl 3} operator’} ¥3H ZZAE 7HYEY T EFH L

A5 sl&sloF .

=

HELA B tE Z2AE 2= pod £ AU = 7o MEA EF IS AEd Ut 272
openshift-operators-redhat 3 = 2] & o] OpenShift Elasticsearch Operator £ /2 X] 3} 2L openshift-
logging > = A E o] Red Hat OpenShift Logging Operator & 2 X3 Ut}. m}2tA] o] = A E 71 E
# %2 3 g 3 of Fich

OpenShift Container Platform2 v 9] = Z & 1212l OpenShift SDN 2 OVN-Kubernetesol tl 5
AdEE F 7 FAS AT o]l F IF A= dFFUEAT Z2 A S AU

OpenShift SDNol| = o} Al 714 =71 54Ut

EEEERE
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oI A1E@ REAUT. AN GAAA W AS LE ZANE A SHUT 20l A

QA8 Golaht A AvA oz wE SN AA%a 0E o 92 Frhale] AR o Z2A

/\0“}41- ge _LialEo]]/q A =o] OHEE]ﬂ]f’]k]% TEZ F AFUG. g2t A s 27 A-d
w2 yAHoz AL AT

s HYE

ol mEG A UEND 227t AU T Ao 27 #d ZzA o) Folste] Ed% 2 3
gl oF Fuivh.

RER

4 SEuh,

OVN-Kubernetes= &4 | E9 3 A A2 AFL-3HU o). u}2kA OpenShift SDN3} vp X714 2 s1u9]
27 A T2AEN U T2AER EfFo] $42 F Y= FIL Aok U

0% B9 E Z o)A OpenShift SONS A 3h= 244 F T2 A Eo] Felghth dg =

TEYEYT AA = 2 OVN-Kubernetes2] OpenShift SDN2] 73-¢- o}

3¢ T A4S 3
Ay
a.
openshift-operators-redhat 1] ¢ 23| o] 20| A o] B AU} o= 54 ¢}
% ZF4dh

I $ oc label namespace openshift-operators-redhat project=openshift-operators-
redhat

openshift-operators-redhat,openshift-monitoring 2 openshift-ingress 3 = 2] € |
4] openshift-logging Z2 A € g X8 4 = openshift-logging v g 23] o] 2] Y| E
A3 ZA QBAEZS PP UL A E 4 b3 25U

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring-ingress-operators-redhat
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spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

[ ]

EERER LB
[ ]

OpenShift SDN 7| 2 CNIV| EQ3 I FA A B
[ ]

OVN-Kubernetes 7] CNI(Container Network Interface) V EY|=Z ¥ 3 A X
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6. 27 ddlol=

=27 Qoo nlo Dol = Julo|E(5y.2) @ F 8 Da] 2 Qo E(5y)e] F 7HA f& ol A
Ut

6.1. vlol Pl = o=

A5 G olE 52 4 A8-35le] =7 OperatorS A x| st 7 ¢ Operatordl] vlo]] B A ool E
AL ATPUY. 5 dUulolE @A E ¢#5F a7t slaUH

T HUlolE 52 F48 AHE-sle] 27 Operators A X gt 2 ¢ vlo] WA Qulo]EE 522
A8 o gy
ZA 3 Y82 17 F2<l Operator YUl ol E +5 59 2 FXHA L.

6.2. 52 A= Julo|E

Fo uA QulolEe] F¢ AR 55 BAE Aws ok ik

F9 A2 v A 334 2 XY A KRE OpenShift Operator 2}o] = Alo] Z & JFZ A L.

6.3. 2 E Ul g & o] 25 XA} =5 RED HAT OPENSHIFT LOGGING OPERATOR ¢ 180l =

27 5.7 o] A v A J 4 = Red Hat OpenShift Logging Operatori= openshift-logging u] ¢ 2 o] 2~
‘ﬁ 7Z+A1 g4 }. Red Hat OpenShift Logging Operatorol /| 22 2E 9] R E Y| Y A F o] A2 % A}5}18

W OperatorE A 230 FuUoh. 27 74 845 2HAIS1A &3 Operators A vl 2312 A th3 At
E45g 5 IdFUY

A 27 A

[
OpenShift CLI(oc)7+ 4 X1 5] o] 911 th.
[
el A Aol YEUTh
ZZA 2
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o

ol\

6. 27 fdHolE
O 98 S AP std JEAaFA S AAIF U
I $ oc -n openshift-logging delete subscription <subscription>
& W32 A3 sle] Operator groupS AHA] g o).
I $ oc -n openshift-logging delete operatorgroup <operator_group_name>
T W8S AP ste] CSV(E &H Au| = v d)E A gyt
I $ oc delete clusterserviceversion cluster-logging.<version>

"2 7 A" A4 u}z} Red Hat OpenShift Logging OperatorS A vl &g o}

OperatorGroup 2] 2= 2-2] targetNamespaces Z =7} QLA U ¥l B g2 A H o] A=A
gl g},

—

13 228 A,

tlo

ol
o

olgAl st 5 WP S AY

I $ oc get operatorgroup <operator_group_name> -0 yaml

2 o

o

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...
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6.4. RED HAT OPENSHIFT LOGGING OPERATOR g H o] E

Red Hat OpenShift Logging OperatorE A 2 2|2 v|@A o 2 dlo] E51&H Operator A B
AHA ] ol E A2dSE F3sloF FU ).

A 27 A

[}
Red Hat OpenShift Logging Operator7} A x] =] o] <1 ).

27 Ago] A&

OpenShift Container Platform ] & A 2351 &2 =} AL B3 JHU

Z2A 2
1.
Operators —~ A 3] ¥l Operator= o] 5 g1t}
2.
openshift-logging Z2 A EE A= ).
3.
Red Hat OpenShift Logging OperatorE =] g t}.
4,

Huzagd &

g FYUUTh ARLAHA AN A0 ARAA A QeolE a8 29
Uth o] g3 giE

2
A ol E 22 ulz} stable =+ stable-5.y & 4 A& ).

==
=

L

L.

MBI HA dulo|E A M7 FelA HA F2 v ol E A, stable-5.y & A H]
st A &2 223U cluster-logging.v5.y.z W 4 & el gt}

oY
ol

2 x A% 7|2 F Operator -~ A X ¥ OperatorE =32 g t}. Red Hat OpenShift
Logging Operator v] A o] HAl cluster-logging.v5.y.z ¥ A 3} A x| 5} =4 &<l .

Operator — A %] & Operator 3| ©] x| o] 4] Status =71 g o= ZAI2 w71x] 7Y
.
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64. 27 gJulo|E

6.5. LOKI OPERATOR g dlol &

Loki OperatorE Al =9 |2 wHd o2 ¢e o] E3sle]d Operator A HATHH 9] o] E adS
A8l oF gy

A 27 A

[}
Loki OperatorE 4 x| 3 &1t}

A2 7 Aol AxU .

OpenShift Container Platform < Z& ] A A 231531 &2 =} AL B3 JHU

Z2A 2

1.
Operators — A X ¥ Operator= o] 53 t}.

2.
openshift-operators-redhat = = A E £ X &3]t}

3.
Loki Operator = 2 gt}

4,

Huzagd 2

g T ALEZR A AR N8N A Qo) o
Utk o] g3 HiE

e ag
A Yol E 22 utz} stable =+ stable-5.y & 4 A&t}

=
=

L

L.

MB2aYA Julol =AY W7 oA A F2 v Julo|E A, stable-5.y & A
sl AZS F8 . loki-operator.v5.y.z | A2 &2l 3],

o
ol

2 % A= 7|t 5 Operator -~ A x| ¥ OperatorS = 2] 34 t}. Loki Operator v A o] &
Al loki-operator.v5.y.z ] A 7} & X]5}+=%] &<l gyt}.

Operator —~ A X € Operator 3| o] ] 9| 4] Status B =71 AF o= A2 dj71A] 7|+EY
.

141



OpenShift Container Platform 4.12 2 7

6.6. OPENSHIFT ELASTICSEARCH OPERATOR ¢ dlo| &

o
)

S0

&L

o

OpenShift Elasticsearch OperatorS & x| vl d o 2 QU o|EslEH B A3 HA

3

27 5.9 g2 dd o] EE OpenShift Elasticsearch Operator v] A o] Z 35 o]
AA] 25 dA) Logging 5.8 37 €229 OpenShift Elasticsearch Operators
AFE-Sl= 749 27 5.89] EOL7EA] = A oA A4 2534 o OpenShift Elasticsearch
OperatorE A}-8-3to] 7] 21 2E 2 X & & 3t+= dl4l Loki OperatorE A3 5 9
Uttt 27 gto] Z Ao F @A o gt zA| g U] 82 Platform Agnostic Operators &

FESAIA 2.

A 27 A

[}
ElasticsearchE 712 21 A &4 2 A1E-35132 Ul KibanaE A18-3l+= 7 -$ Red Hat
OpenShift Logging OperatorS ¢ ] o] E5}7] Al OpenShift Elasticsearch OperatorS ¢

ol =gt

Kibana 2182 4 ] 2]42(CR)7F A = A &Yt o] £A& 3l 2352 Red
Hat OpenShift Logging Operator PodE 214 34 t}. Red Hat OpenShift
Logging Operator Pod~} A vl ¥ 1 Kibana CR& A A 313 Kibanas t}A] A}

42 5 A "Hud.

Operators 229 &4 2 ¢ o] E3A Kibanazl JUHlo|EXA] etw

[ ]
=7 e 7t 34U
o
2 E Pod2] 4H 7} ready 94 t}.
o
Elasticsearch 8] 25+ A 44U .
[ ]
Elasticsearch ¥ Kibana d) o] €] 7} ¥ & g t}.
[ ]

27 Aol A&
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)

ol\

64. 27 gJulo|E

3ol GHAE 913 OpenShift CLI(oc)E A X A&t

OpenShift Container Platform $J £ <& o 4] Operator — A X] ¥ Operators &2 ).

openshift-operators-redhat Z= 4 € £ A= gt}

OpenShift Elasticsearch Operator & Z 2 g t}.

NBzIPA - Ade 293

AB23HA ol E A'd W7 oA stable-5.y  Adsty AZS Y.
elasticsearch-operator.v5.y.z v] 7 & 313},

2 x A= 7|2 F Operator -~ A X ¥ OperatorE &2 g t}. OpenShift Elasticsearch
Operator 1] # o] 2 Xl elasticsearch-operator.v5.y.z B A 3} A x| 5} =4] &<l }.

Operator — 4 X] ¥ Operator 3] o] x| o]l A Status Z =7} Az o2 TAE w7}x] 7]thHdY
o}

v
o
ol
ot
tilo
o
)
Q'L
K
Y
)
il
r g

#Z3lo] 2 = Elasticsearch Pode] 4] 7} Ready 214] 32l

)
k3
I

$ oc get pod -n openshift-logging --selector component=elasticsearch

=
=]

2

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m
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2.
te Wl e dEsn 282 R@skel Elasticsearch 228 e} 34 <14 shelgh
o}

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

2 o

o

{

"cluster_name" : "elasticsearch",
"status" : "green",

}

03 992 983513 &8 2 #F351o Elasticsearch cron 2] o] A H A=A A3

I $ oc project openshift-logging

I $ oc get cronjob

29 o
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <hone> 56s

4,

03 49dHL U5 89S AF5le 2 A F47 2uE v FA o2 o] EH I Q1Y

7} =4 Q1A 1P}

I $ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices
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=

29 o] app-00000x,infra-00000x,audit-00000x,.security 219 27} £ 35 o] A=A g
Yt}

64. 27 gJulo|E

o 6.1. Qe A7} =20 AEQ AEZ =

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBVUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 31 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_ 7

1SJdCqlZTPWIIAaOUd78yg 11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa60Vw 3 1 248368 0 317 158
green open infra-000009

YN9EsULWSNaxWeeNvOsORA 31 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 31 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuRTKZMjg_bbUc1g 11 5 0 0 0

green open .kibana-377444158 kubeadmin wvMhDwJkR-
mRZQO084KoguQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 11 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLtStWSF1GopaRyCg 31 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KR9mMFUpQl-
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jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0 0
5

Hot2 222 Aol 21 A2 Lz agPe] 2uE WASE Yulol s

I $ oc get kibana kibana -o json

"type": "
b
}
1

{
2

%99 ready A H) 7} 2= Kibana pod7t 35 o] Q=] &1t}
"lastTransitionTime": "2020-06-30T14:11:072",
"reason": "ContainerCreating”,
"deployment": "kibana",
"podsH: {

d] 6.2. Kibana Pod7} v A= =9
[
{
"clusterCondition™: {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime'": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating”,

"status™: "True",

"status™: "True",

"type": wwe

"failed": [],

"notReady": []

"ready": []

b

"replicaSets": [

"kibana-5fdd766ffd"

I

"replicas": 1

}

1
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74. 272 A5}

7%. 2 AN 7st

71. 22 A28 AR

W X9 23 28X £F4 9] o2} OpenShift Container Platform ¢} £< T+ Kibana ¢ &<
A 2 g olgE A Z3t e 4= Jd5Yr) Kibana 242 ElasticSearch 21 A 429} §H7 A8 5 2
© 1§ OpenShift Container Platform ¢ 42 ElasticSearch =1 A &4 T+ LokiStack=} 4] A&
g AFHG.

X0 aw

) s

% Kibana 9] £4& $¥ 24 922004 © o4 A9 g5
L ~

741. 23 XN z}3} =2 a8 A

ClusterLogging AH8 7 4 o 2 2:22(CR)E 54 3te] Z QoI A ALgate 21 A28 22 43
e A 5 Az

A 27 A

[}
A Aol AHUh
[}
OpenShift CLI(oc)7} A ] 5 o] 54t}
[}
Red Hat OpenShift Logging Operator7} A x] =] o] )1t}
[}

ClusterLogging CRS A A 54Ut

A z}3}e)] OpenShift Container Platform ) 242 A1g3l8ld =27 &
A s sl o Ut " ZES AMSSE 22 A1 Zbs ) digk AP A & Fxs)

b
>

ALy
L3

17

A7)
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ClusterLogging CR A 73t Ab4-2 4 @ dh.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

27 A+ N ztst =2 a9 §-3 Yy kibana == ocp-console ¢ = 9FY
t}. Kibana 24 2 Elasticsearch £ 1 2~ E 2| X & A}-&-3}+= v £ 917+ 3151 OpenShift
Container Platform <2 LokiStack uj) & ¢}t 53t}

2]

Kibana &9 A9 3 A4

©

OpenShift Container Platform ¢} £< 2] A9l & 4t}

t}g W3S 23 3lo ClusterLogging CR2 2 &3t}

I $ oc apply -f <filename>.yaml
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7% 21 A7} 3}
7.1.2. Y220 21 87

ez 2ae AT 2 17 7152 AFste ¢4t} OpenShift CLi(oc) 2 9 2&<
AH&-ste] W=, v ¥ 9l Pod9} 242 et gl 208 B F JdFUH

AN D BRI QS AAGEE 23S AAFUT 22 == A|EH A 23, o S A o]
A Ad oy 21 2 Qlxgl 219} 7+2 OpenShift Container Platform 8 2~He nE 225 A&
2 AFALZ JAF YUY 28 gL Kibana 4 =+ OpenShift Container Platform ¢ 242 53
2o dolHE Ael, 2 2 A28 5 AFUth a2 22k 27 22 AL A EGA FH
Y.

71.21. 822 27 1B

OpenShift CLI(oc) 2 ] E&olA g3t gl 208 B S UdFSUY. 2 29 Qo] =&
oA ¥k

A 27 A

[ ]
OpenShift CLI(oc)l 4 A 23}

B9 EX(T]))

1.
OpensShift Container Platform £&90]4 a2 - Pod& o] 53 AU XA € 4
22 %53 Podz o] 534t}

el e AR fizde A3 AT Pod7E glsytt. o2 g d2H &
A gl Aazo AR FR Fo|RoA 21 YAE FE F AFHH.

cgue ol T2 Es A,

ZA+8 Pod o] 52 28t
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fu
N
i
iy
1
e

U,

3 2 4] 2(CLI)

[ ]
54 Pod?] =25 AP}

I $ oc logs -f <pod_name> -¢ <container_name>

ge3 24yt

Ae Atg: S84 230 7|SEHE WES =S AF Y.
<pod_name>
pod °] &2 AFFU
<container_name>
A9 ALt AE o] 9] o] & XA F o Poddll o] AEIo|| 7} = 2 AHl o]

U ol &2 Aga)oF Ak

a2

i

W e 2

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby
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I $ oc logs <object_type>/<resource_name> ﬂ
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$ oc get consoles.operator.openshift.io cluster -o yaml |grep logging-view-plugin \
|| oc patch consoles.operator.openshift.io cluster --type=merge \
--patch '{ "spec": { "plugins": ["'logging-view-plugin"]}}'

o “5 45 23 sl ClusterLogging CRoll

.metadata.annotations.logging.openshift.io/ocp-console-migration-target: lokistack-dev

Fae 2R,

$ oc patch clusterlogging instance --type=merge --patch \

'{ "metadata’: { "annotations": { "logging.openshift.io/ocp-console-migration-target’:

"lokistack-dev" }}}'\
-n openshift-logging

2 o

o

I clusterlogging.logging.openshift.io/instance patched

a5
[}
O 3L APty 9L ARl FA o TP o7 F/HEYEA FAFUG

$ oc get clusterlogging instance \
-o=jsonpath='{.metadata.annotations.logging\.openshift\.io/ocp-console-migration-
target}'\
-n openshift-logging

%9 o

I "lokistack-dev"
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d] 7.1. Kibana¢] M= ¢l =g 21 =

{

"_index": "infra-000001",
"_typeVl: l'_doch,
"_id": "YmJmYTBINDKZTRmMLTIIMGQtM]E3NmFiOGUyOWM3",

version": 1,
score™: null,
source": {
"docker": {
"container_id":

"f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32c1”

12

"kubernetes": {
"container_name": "registry-server",
"namespace_name": "openshift-marketplace”,
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-

index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-al1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
]
13
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}
12
"@timestamp™: "2020-09-23T720:47:03.422465+00:00",
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"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname™: "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd”,
"name": "fluentd",
"viaq_msg_id": "YmJmYTBINDktMDMGQtMjE3NmFiOGUyOWM3",
"openshift": {

"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
"labels": {
"logging": "infra"
}
}
12
"fields™: {
"@timestamp": [
""2020-09-23T20:47:03.422Z"
1,
"pipeline_metadata.collector.received_at": [
""2020-09-23T20:47:15.007Z"
]
2
"sort": [
1600894023422

]
}

7.4.3. Kibana +4

ClusterLogging A1-8 &} A 9] 8] 2 2(CR)E 44 3l Kibana &2 A1&3te] AT 4 A&t

7.4.3.1. CPU 2 v 2 2] A3t A

27 74 248 A83W CPU 2 W2 A 8L 2 24

]
4
32
o)
L
)

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF .
I $ oc -n openshift-logging edit ClusterLogging instance
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

7%4. =2 A7)
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00

deo wet 23 A1 zkst 22 a0 i3k CPU R W2 AT H 23 A F

L4

Zdod mat 27 5370 g3k CPU R w2 e] AL @S AF A

7432. 2O ANZ3 =203 9] 3 A S5
FuAe) el 22 A7sl 22 IR S 28 Pods 338 4 dgUth

Z2A 2

1.
openshift-logging 3 = 2] & o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E AT .

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

Kibana ==9] 2 XA g}
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8%4. 27 M E 74

8%. =24 wx 74

8.1. 27 74 g4 dig CPU 2 v g A3 +4

ool utel 2t 274 74 2240 @ CPU L W= AFL ¥ 74

e
=
¥o
|y
L
v

8.1.1. CPU 2 vy 2 ] A3 74

27 74 248 4889 CPU R vlxe] A8 5 28% 5 A&t

openshift-logging 3 = 2] & o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF .

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
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cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

oo wat 27 A AL g CPU L vz A 2 2FS AAF U
Elasticsearche] 739 93 23} A3 7S =5 A& oF gy .

00

ded wet 23 A1zt 2 a3 g3k CPU % vl =] A 2 233 AFd

o

oo wet 27 537 o3k CPU R Wire Ad 2 S AFF

8.2. SYSTEMD-JOURNALD %2 FLUENTD 4

Fluentd= Aol A 2131 A'Q 712 AA o] u] & vty] w) Foj] DL A| 26l Mu| 29 27 £EE &
A Fglove g o] &A= 5 A&

Zdo] 322 &£2351% &%= RateLimitintervalSec=30s 2 RateLimitBurst = 10000(=+= 2 @ 3
A% d =8)s A3 Aol =HFU

8.2.1. OpenShift Logging2 ¢ 3t systemd-journald 4]

=

ZzAEE 4P u /8 2 $4¢ =g8 ok

]
&
h
32
o)y
kJ
T
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8Z. 2R Wl ¥ 74

& Sol, 27t rE A Ao d@ v & AdS SHoFE  Asynh OpenShlft Logglng
o] 21F AHA| 61X &Fal A3 B AAE ALK &= E XA 7|71 7]. =ol B QS WA|R] = A
T dFy

2O GEH AR, I RE Y, I A Y FEAF AR 2 /e 4L FAT S YHUh

2 ¢ 3 A A 7} 37 /etc/systemd/journald.conf 712 & ¥ 331 Butane 4 31+ 40-
worker-custom-journald.bus 51t}

Butaneol O] #}A| & U]-§-2 “Butane & ALg-3te] vl 74 AAF7 S F=x
A 2.

variant: openshift
version: 4.12.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ
overwrite: true
contents:
inline: |
Compress=yes 9
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 6
RateLimitintervalSec=30s
Storage=persistent G
SynclntervalSec=1s ﬂ
SystemMaxUse=8G 6
SystemKeepFree=20% Q
SystemMaxFileSize=10M ()

journald.conf <ol tha A 4TI 0644 AL A 3HE Rol FHULH
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2E 9 A 2wle] 227] Aol %A 2 AP FUT MAA S g w
yesE x]zo 33 FEatA o nos A It 712 yesd U

2 WAAE ALTA AR E TAFh 2zl il 71 E S noguth the g
A4 gk,

A 2" 2244 215 Adsle]d ForwardToConsoleg A4 gt}
238 714 2 W & A3t d ForwardToKMsg £ =4 v o}
syslog o]l o 2 A 23l# A ForwardToSyslog=S A 4 gy t}.

2I0% 2E AR A E(wall) M A X = d A X & A s}
ForwardToWall2 A A .

)

0

(l

o}

A9 FEe AFT Ao A0S AP 22 AFdAW £4E 9
EERE

1‘__: "year" "monthlV |lweek" "day|l Vlh‘l‘xi_. "m".’l%‘ @_—‘% ‘ﬂ__‘ﬂ% E@@_q q‘- ‘|
A9 02 P 7125 Tmonth I o,

g &
sl

%% A 32 74 ). RateLimitintervalSecol A A o] gt A 7+ 7+7] <t
RateLimitBurstoll (A @ ZAxnv o B 235 FA5 = A5 740 2 w714 7+4
o] B E 371 v A| R = kA g U o}, 7] 2321 RateLimitintervalSec=30s 2
RateLimitBurst=100003 A A 5}+= Z o] EFUth.

23 A% $HS AP U 71252 persistent i U o

/run/log/journal/ ¢] Wl 2 g]o] = 1& %33} volatile YUt} ol g3 =2 1=
ARG 5 =49

/var/log/journal/2] t] 2~ =] 212 A 3}7] 93t persistentq] U t}. systemd
s HaErt gl A5 dadEZE ALY
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o] a & 2 71 £A) 8= 29 /var/log/journal/o] =18 ] 33}7] 93 autod U
t}. EA181A] &= A9 systemd:= /run/systemd/journalol] =15 QA A A ).

235 AF3A &g+= none ). systemd= R E 21

i

)

L

Ut

o

ERR, WARNING, NOTICE, INFO 2 DEBUG =19 tal A9 522 tj234] 57|
83171 Aol A g A17+S 24§ o). CRIT, ALERT == EMERG 218 421314
systemd7}t %4 57189 Utk 7] 2gte 1sgUth

Aol A8 T 4 Y Al 2715 AAFU T 71 B3HL 8G QT
N 2Rol A Abg 7hs @ T 23 3702 AR T /12 5Ee 20% v o

Ivar/log/journaldl] A& o2 X 7Fd /18 A2 9L A 2715 AZFY T 712
2 10MY Y.

S ARL AASE A4 ol P ABAAD WA E A2 2 ) A
28 27) €204 CPU AHE-Eo] F7Ha 4 A&y th

NES B R Re R R RO
https://www.freedesktop.org/software/systemd/man/journald.conf.html& JZ3}4] A|
2. 83 Hol Ao YA H 712 HA S OpenShift Container Platformol] % & 5 %] ¢ 4=
A1

Butane2 A}1835to] =2 AGd A o] £3E MachineConfig 7 Al 3} 40-worker-
custom-journald.yaml-g & A g o}

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
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A 74 A4PUh A2 59 03 ey
I $ oc apply -f 40-worker-custom-journald.yaml

EEZY+= M =Z-¢ MachineConfigE 7HA] 5132 A -2 rendered-worker-<hash> v A &
o

oo (N

73

7 remo] Az AP E P Bokg 4UE RUEI I,

I $ oc describe machineconfigpool/worker

2 o

o

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

API Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool
Conditions:
Message:
Reason: All nodes are updating to rendered-worker-

913514517bcea7c93bd446f4830bc64e
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9%. 21 5y 9 Ag

91 =zaF5 A2 g

Red Hat OpenShift Logging Operator:= ClusterLogForwarder 2] &2 A} <ol o2} =71 & vl &
g t. o] Operatoroll A A A3t= 5] 7] 3732 @7 Al Fluentd 55719} Wl g 3719 F 7FA9Y
t}.

Fx

Fluentd:= o o] ’d A1-8-5 A o™ &5 2ol A7 € 473 dt}. Red Hat2
A d| & gfo] ZALolZ <k o] 7wl M3 vl 53 S A2 AT AT o] 752
o ol /M AFE A Yt Fluentd djdl VectorS AH8- 2 = Slsy

91.1. 2172494

2 371 7} OpenShift Container Platform ;== PodE v| £3lo] AH oY @ = 2315
TR 8t= "HE Al EY Yt

£ A A, Ad ol AELY 2L OpenShift Container Platforme] journald =1 v A] %] o] 2]
s e Alad R Qlze 2ady

B E ZH o]y £ 19 4 g /var/log/containers/*.log

A 232 FP8EE 2 #3712 A 8= 3¢ /var/log/audit/audit.log ol A sl3 225 3
3.

23 5407%E ol @ £20H 228 S5t 24 T g Ul EE 9w Ag.

9.11.1. 22 587 8

e = 272 9138 Fluentdo] digte 2 A g == 22 #7719 Y o
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https://vector.dev/docs/about/what-is-vector/
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ClusterLogging A1-§ 4 4 9] #£2+(CR) A8 A AL}S 54 ste] Zel el A ALg ot 27 +4]
N fde 7S F dsdh

Vectors 43 7] 2 74 sl ClusterLogging CR2] il

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

9.1.1.2. 21 AAd A gk AL}

ZEloly AEYS 2 WAA 2] £2(Z 22 E, Pod o5 2 AEo] ID)E A¥ar] A3 A4
o] ARE AFHUL o] FRIZE 20 22F I3 Ao ST 22 S 2
A2l g A 2s7] Aol AR E o] 53 T2 AETL 9 PodS A5 o] & % 5413 -2 APl A b

o] uE AET 5 QA FUh 22 WAAE M5 ol Pod P T2 AES} R Uy FE 2
o] AXE

_%_
< o guch

Aol fl& F AsUUT. ol AFL 2 53 R At H Y =go = 5

715 fluentd vector
QU Adoy =2 v v
4 ehe-g / /
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715 fluentd vector
W9l 2o 228 P8 o9 e v v
dzet Adely 22 v v
olzal AY =1 v v
kube API ZHAF 21 v/ v/
OpenShift APl ZHA} 21 v v
OVN(Open Virtual Network) 7+A} v v
=1
#9293 Hog HAF

715 fluentd vector
Elasticsearch <1 4] v/ v/
Elasticsearch A} &2} 0] & / 4 & v v/
NetNamespace 7| v v
<>STS v v
Kafka ¢1=4] v/ v/
Kafka Ab&-2} o] &/ & v v
kafka SASL v v

Loki bearer & v v

I 9.3. Normalizations ¥ transformationss

715 fluentd vector
Viag glo] g =4 - 1 v v
Viaq tjo]g] 24 - 9l =&} v/ v/
Viaq tl o8] 24 - 1= &}(journal) v v
Viaq dlo] €] 24 - Linux A} v v
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715 fluentd vector
Viaq gl o] €] 24l - kube-apiserver v/ v/
audit

Viaq gl o] ] 24 - OpenShift API v/ v/
Ak

Viag Bl o] g =4 - OVN v v
loglevel Normalization v v
JSON % &4 v v
Fx3hE Q1Y 2~ v v
0E = 08 71 % %
multicontainer / split 914 2~ v v
flatten 2} v/ v/
CLF B4 #lol& v v

i 9.4. tuning

715 fluentd vector
fluentd readlinelimit v
fluentd v] 3 v
- chunklimitsize v
- E A% 27 v
- overflowaction v
- flushthreadcount v
- flushmode v
- flushinterval v
- retrywait 4
- retrytype v
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71

- retrymaxinterval

- retrytimeout

3 9.5. 7IA A

fluentd

fluentd

fluentd

vector

vector

vector

ARM =] €1

IBM Power 2] ¢

IBM Z =] €1

IPv6 2]

2O olWlE W H

dZol #7 8 2H

9.1.1.4. 37 =9

ge 248 290 AAHY .

297 X4 &9
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715 fluentd vector

Elasticsearch v6-v8 v v

fluent forward v

Syslog RFC3164 v ECDHE (logging 5.7 ©1/d)
Syslog RFC5424 v ECDHE (logging 5.7 ©1/d)
kafka v v

A=Y v v

<>STS 4 4

Loki v v

HTTP v ECDHE (logging 5.7 ] )
Google F&¢-= 274 v v

Splunk Cryostat (logging 5.6 ©]2})

91.2. 21 AF%

AeAE SAHE 27, W8 w,
o % J&uh

&)
n

H+= YA & AAsI= ClusterLogForwarder 2] 4~2=5 A A

ClusterLogForwarder €] &~2= ZAH oY, Q=g @ ZAL 225 FHIAH UE = 9o 54 &
o 7 AGst= ° AHE S 4 &Yt TLS(Transport Layer Security)7 A/ 9522 35 A SHA|
$HES 20 A4E TS+ dEUh

Ae)AE ow §ao] zoo] M2 WG 4 Y A2 AR D A4S 4 951 RBAC A
AL R+ gk

9.1.21. 21 A9 &

QAN FEFA OG5 22 A2 7lsolEte F /A 22 A2 78S A E = sy
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ClusterLogForwarder 2] 42 instance o] o} 3} openshift-logging Ul ¢ 23 o] 26| A A3 3] of g}
Y}, ClusterLogForwarder &) 4~2-9l| = openshift-logging u] ¢ 2= o] 2] instance &}+= |3
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E DA 24927 FA A5 F 5

0% 21 A9 A @A & ClusterLogForwarder 2] 22| 0§ 3| F ClusterLogging 2] &= 22
AT et stk b3 o9& A9 sta RE UIY 2T o] 2o A BE o] 55 A3l o7
ClusterLogForwarder 2] 4225 AT 5 dFUo

Fluentd =371 & Al&-3l= I AA AZ2Z 95 A Ldle 22 AGAE 9130 o ¢ks of
g) o v 7 openshift-logging v ¢} 23] o] 2] instance #}+= ClusterLogForwarder 2] &2 2 A
A F sy

TR7] 802 d ke o] 2l o m 7 openshift-logging v ¢ 23 o] 20| A collector 2}=
ClusterLogForwarder 2] 222 A S 5 gl

9.1.22. Z82H9 5 21 WA 75 &3
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U 22 A2 715S AHS sk Y SlF A2 Al o digk Aul 2 Al 2 Fe2E o nelg
2 QA& oF gt} 18 S ClusterLogForwarder 2] 220 A A 8] 2 AL Fx o] AA 2 AF
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openshift-logging Y] ¢} 23| o] 2 0] 9] 9] F7} YA A FH ol XA ThF 21 AGLS X
A3 E 2 E Y 2 o] &8 F A== Red Hat OpenShift Logging Operators ¢}
o] E5f of g ). o] 7] 52 Al Z-¢ Red Hat OpenShift Logging Operator v # 5.8 A
Aol A 712 o2 AP h

9.1.2.2.1. 21 A& A RBAC A& 52l

2 7] 5.8 o] 494 Red Hat OpenShift Logging Operator+= collect-audit-logs,collect-
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$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_nhame>:<service_account_name>

[}

RBACE AHg-3te] Ad 4o 2 28
[}

N Al Aol A A2 A ALE
[}

RBAC 3 .o Kubernetes &4 A8

£ 20 AR 228 AFsE= dAdS F 2 F . ClusterLogForwarder CR(AH&-#} A <
gaz)ol o8 39 YL 7S g2 T2 EZ S A= A2 208 1Y F dFYh

H 2E o] AL§

Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector
Elasticsearch v7 HTTP 1.1 732.2,717.7,7.10.1 5.6+ Fluentd, Vector
Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ fluentd 1, w1 g
fluent Forward Fluentd z1 & vl Fluentd 1.14.6, 54+ fluentd
Logstash 7.10.1,
Fluentd 1.14.5
Google E2$¢-= HTTPSE &3 latest 5.7+ vector

27

REST
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/authentication_and_authorization/#using-rbac
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/authentication_and_authorization/#using-service-accounts-in-applications
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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B 2E o] AHS

HTTP HTTP 1.1 Fluentd 1.14.6, ¥ & 57+ Fluentd, Vector
0.21
kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
331
Loki HTTP 2 HTTPS= 2.3.0,25.0,27, 5.4+ Fluentd, Vector
5 3FREST 2.2.1
Splunk HEC 8.2.9,9.0.0 5.7+ vector
syslog RFC3164, Rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon HTTPSE &3 latest 5.4+ Fluentd, Vector
CloudWatch REST

Fluentd= =7 v] 4 5.6.20] 4] Elasticsearch 82 X d3}x] &5 t).
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ol 2% WA Aty g8l e e 7258 JSON 21 g2 o] glrkz 7Hg e
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T%3}¥ JSON 21 g o

I {"level":"info","name":"fred","home":"bedrock"}

JSON 215 77 24
SEERE S At

1

I I EF o3 o ¢} 7ol parse: json 2 ClusterLogForwarder CR2] 3}

parse: jsonS HoF= 3= X7} 9

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

A
o

parse: json & A}-8-3lo] JSSON 215 &
JSON *x3t49 21 &5 EAgY .

et

] CR& t}& ¢f 9} 7+o] structured & =9

i

T%3}%H JSON =1 3= o] 3+ structured =3 4

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

2 3} 2o §383 +%3H JSONo] E£3t5 o] 9d %] ¢k o i structured 2 =7} 5
Yt

9.3.2. Elasticsearch¢] JSON =1 djo|g F+A
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JSON 227} 7 7 o]}e] £27)ntg @2+ 75 9 Au 2o A3351d {3 35 2 7idd=y &
A7} AT = JHUT o] 2 WA 52l ClusterLogForwarder AH-8-2t 3 ] 2] &2(CR)S 74 3}
Zt 27)vkE @Y £ F o2 aFsElor Ut o] ZA sk z A7) vpr e Qld Az Adgyr.

ofy
fo

OpenShift Loggingol 4] # 2] s} 7] ¥ Elasticsearch 2Q12=€ 27 JSON 218 A
PH Aol w2t Al JI9 A7 AZFYU T HUFE B2 Q928 RSt A4 B3HA A5
Ag A SER FF 2702 BESEe s @ 271 £5 fA5E ol T

ofr

gt

.
3

-+
BN

ClusterLogForwarder CRo| A t}g +X 3 & AH8-3l4 Elasticsearch =1 % 7 4~9] Qld X o]
Fe TS AFU

flo
rO
i)
>
o
all
tllo
ey
oX,
ol

structuredTypeKey = W A| ] D=9 o]t} alF =9 3t
= o AHg-g Y.

kubernetes.labels.<key >+= <18l x o] & F A3+ H A8 5= Kubernetes Pod
ol &Pt

openshift.labels.<key>+= ClusterLogForwarder CR<] pipeline.label.<key> & 4-0]
o] ez o] g2 FA5hE ©l AHEE = ghol AFTh

o

Ut

kubernetes.container_name-& ZAH| o] o] &2 A}&-3}e] Qld X~ o] F& 74

structuredTypeName: structuredTypeKey ¥ =7} A A = X] g7} 7171 glow
structured 53 2 2 structuredTypeName 7}o] A1-8-H 4t} structuredTypeKey 2 =<}
structuredTypeName = =% 3§ A}-8-3}A structuredTypeKey 2 = 9] 7] 7} JSON 21 ] o]
Elol A *+2t4 7 ¢ structuredTypeName 3t i A] Q19 2 o] &8 AT F .

Fx

T
»
W

structuredTypeKey 72 "Log Record Fields(Z2 1 |37 = H=)" &0 TA|H &

. EYUCSE M35 IAW P R8@ REsh 2] P 43 S50 EAFY

8\2)%
X

",
- w
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A structuredTypeKey: kubernetes.labels.<key> example

o

tlo
e

stel g o,

Z 2] 2H 4] "apache" 2 "google"?] F 7}A] 2 o2 JSON 215 A st= NEA
o]4 Pods 33}t Iy

218 A= logFormat=apache 2 logFormat=googleZ A}-& 35l o] 2] g o =] A o] 4 pod
o gol&S AR F U

ClusterLogForwarder CR YAML st oA 043 I = Z78 A3 .

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
outputRefs:
- default

parse: json 9

Kubernetes logFormat dlo] &2 A H 7]-7k 82| 72 A8y .

L
)
o
v
o
:._l,
i
flo
-

%3t9 2 g 3=} app-apache-write 219 2 2 o] 3}

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}
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&3 e %359 21 g I =+ app-google-write ¢lEl A& o] 53t}

—_—

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> example

ClusterLogForwarder CR YAML 5o A b3 I = Z7}2 AFgsga 713

i)
L
v

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

OpensShift myLabel #lo] = #4449 7]-3t 29| 73S AH&-3 .

2]

myLabel @ 4+ 7%3t9 21 g F =] FALE 3t myValueS AUt}

o A9 the 2

flo

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

F7t 3# A

T-Z3td 2 g Z =7} app-myValue-write Q19 A~ 2 o] 53t}

F%3}19 # A =o) O3 Elasticsearch ¢/9/ A= 7x319 §3 ol "app-"& F7}8ta -
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write"& F7}sto] A g

58 Ju 2z A5 AN FEUh AEeAC Y, Axe} =

[ ]
TZX3HA FS Y=
= A Qe 2ol A dutF oz QA gy
[ ]
Hlo] A e Fx3tE FF o] R A% structured 2 =gl o] unstructured G T == A

ESisiss
Elasticsearcho]] Y& @2 1922 5871 BASHA] = Aol TofYTh 7 QS A ol B

g aso] 2o Bl 7231 {3 W AMS-st=Z0] ofyz Biee] 21 FH v ALY A&

=o°] tl#-&<] Apache ol &2] 7| °] 42 LogApache<} 242 EU 3 JSON 21 F 43 72319 89S

AHg-FH .

9.3.3. Elasticsearch 217 A A 42 JSON =21 A Y

Elasticsearch 21 A/ F 4 9] ¢ JSON 21 §Eo] O} E A7/nfE i} == 73$
ClusterLogForwarder A2z} A 2] €]42(CR)E 7435l z} JSON 2=7|vlE dd &3 Ao 7 aF
At o] Z A 34 Elasticsearch= 7z} 27| vfo] djal M x| Q1€ 25 AHg- g

=8
3tH 73 = 2 7328 EA7 AT 5
9 o] +AE Fydof .

T QYU 2R gE A7vtE AG
g o v 7 Elasticsearch A 4= dl o]

Az

o}2 %7} ClusterLogForwarder CR YAML 3¢ o] =713 o

outputDefaults:

elasticsearch:
structuredTypeKey: <log record field>

structuredTypeName: <name>
pipelines:
- inputRefs:

- application

outputRefs: default

parse: json
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i)
NE,
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e

structuredTypeName 2 == A& 31 o] 22 XA gt}

JSON 2 1 & 77 #4324 structuredTypeKey 2
structuredTypeName 2 =& 25 A A 3 of g t}.

4.
inputRefs 2] 7 -¢- application, infrastructure, === audit 5 3|3 3 o] Z &}l -& Al-8-351 4
Agslol st 22§82 AP
5.
parse: json 2 4-F o] Zglo] F713h ).
6.

CR e HAEZ QA3
I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator= 43 7] Pod= A vl £ o} 281} el £ X
2o +37] PodE 2HA| 5t Al = Alu) £t}

I $ oc delete pod --selector logging-infra=collector
9.3.4. 5243 Pode] ZAH oA JSON Z1E AG3lo] QI AE By

FY3 Pod Yo g2 53_511011401]*1 geEdxg Fx3E 25 AGd F dFUY ol 715 S
AHg-steE ™ v AElolY A Y& AHg-8he] sho] kgl S 74 3HaL Podoll 4 &
A5 A7 app- ¢ Q19 X 7—‘.“*%14\:}. Elasticsearch= 0|5 82 F =S5 HYo = —T“‘* o}— 7 °l

Ut

JSON 29| 21 fEef Ao Aol whet hgUth U T Be A9 22 YA5hA 4

Sl I WA ol o] 715 Agele] S8 Y JSON G20 = el
$ AR 5 Aech ALl ALgole] A2 TE 2ol 2 EE 585 JSON
o] el Aol AL Fel ek
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A 27 A

[}
Red Hat OpenShift& = 7:5.5

ClusterLogForwarder CR @ HA E £ A o] 3t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

Kubernetes logFormat djo] &2 A4 7]-7k 249 2 A3 .

% Aoy 282 4.

Pod CR 9 M A= 2 g ojst YAML 5+ S A4 57 Ah Fv ok

apiVersion: v1
kind: Pod
metadata:
annotations:
containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:
containers:
- hame: heavy 9
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image: heavyimage

- name: low
image: lowimage

Format: containerType.logging.openshift.io/<container-name>: <index>
F4 olg-& ziEl oY ol &3t A s oF F .

@ Tl
ol #482 F¥ =¥ shard & A =€ & AvH-

F7tEdas
[}
Kubernetes 52
F7tEdas
[}
R2aAF AR
94. 21 AG A
Bz o 7 ClusterLogging A-&-# & 2] 2] 4 2~(CR)l &

27 W Eo) A Adloly @ Axa} 2 7]
JRE YR 2 AFLE ASHY

AR B 2B A E A FSHA| &) W+
st Alado] 23 9 Y 3L F43510

A 2as AY
o},
o] 7|1 A o] & F At&S FZ38E= 7 ¢ ClusterLogForwarder CRS 743 g 27} glsUth.
BAE 712 E80] X349 vol =S B oA = d 2o R

ClusterLogForwarder CRo] 3l
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2aAREE A9HA FHU

9.41. EAL A 2Hlo 2 27 AG AR

OpenShift Container Platform S 2 25 Y3 2 9 o] EX ZA-d =212 B &H
ClusterLogForwarder CR(A}-8-2 B 9] gl 420l x| 4 4 o] zz}ol 235 Xl%?‘“/l‘:} S At
gste] 54 Z2AEG AAH o EAolA 225 B AGT FE dsUH. AF S
Kubernetes Secret @ H A E oj| A A &g c}.

pipeline

@ 27 FFolA st ol g 29 B A5 2R 29 G9Pe AFUth 23 &
e g F shbguth

O

application. 212} ZH o] o Z2]A o1 DS A 2] 5oL S ZH A A3 T AHE:
2t o ZE| Aol Aol ol A=A AE el =ady

infrastructure. openshift*, kube* =+ default = Z 2 Eo]| A A3 &= Pode] A H] o]
Y 239 x5 9 AZ" 4 72 Ad 2294

audit. :== 7ZHA} A] 2" auditd, Kubernetes API A 1], OpenShift APl 48] 2 OVN
EEDEL R E TR ST IR 1o

sho] 2hel o4 key:value & AL8-3to] o ik = 21 vl Ao Aol & F7HE 5 ]
. dl & So] G2 Holg Agz AgHE WA dol 2 Fra A §FUZ =0 Ho| 2L
AR F AEUTh oA L] /e Fol 2w =1 A A % 3 ARH T

input

I

%

(&l

ZAES} FAE o) Fe Aol 21g sto|Zeploz ALt

vto] = 22l o 4| outputRef vl 7§ =5 A}-8-3le] 225 A2 st= 91X ¢ inputRef v 7| ¥ +&
AH&st] Agdtes 22 /32 Zodd

Secret

AR AA S8 3 32 712 v ol & X st key:value | Yo
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NE,
M
ue

fu)
o
tijo
J (
rO
zd
W
fu)

22 53 g ol ZRl S FostA] Fod AoHA &L {39 v AAE U
o] 2 So] application 2 audit 53 o] ) § 3}o] 2}el & x4 5} 3L infrastructure 53 o] o &
slo] Za}el S = A5k oW infrastructure =27} A gt}

ClusterLogForwarder 187 4 o] 2 £2(CR)OIAN o2 432 29& A8l e ==
E22 APt Aule] 228 B 5 dgyth

g d A= A 228 9Hd 3 9] L Elasticsearch Q12|22 9=zl 2 72 ¢HdsHA] ¢k 9
Elasticsearch Q1 ~EH 22 o Z g Alo]A £ 15 Kafka H27] 2, o] =g Alo] A £1E my-apps-logs

x 2 A E | A] U)X Elasticsearch 21 281 A2 AG3 ).

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: elasticsearch-secure ﬂ
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- hame: elasticsearch-insecure 9
type: "elasticsearch”
url: http://elasticsearch.insecure.com:9200
- name: kafka-app
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs G
inputRefs:
- audit
outputRefs:
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- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- hame: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

AAA FANA CR el 5L A2- 2 ofof Futh. hF 27 AGA FAAAE BE o] 5L
e 5 sy

2]

G A A F& A CR U ¢ 23 o] 2= openshift-logging ¢l o] of Ut} b5 =0 Agx 3
Ax e ZREULEFH 25 AT F dFUTh

©

A2 AR 9] o]SY U th A H 2 AR L 21 A=A 7} openshift-logging ] 9 23] o] 2]
W] 25 7] ok Aeogt g 22 Agdx 7o e

L4

HF A 2R3} 1<t URLS A18-3te] Kt Elasticsearch &8 74

i)
k3
k)

e
JH
o
i
ol
p‘L
rr
o
uli
o
i
v
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[ ]
=9 83 elasticsearch.
[ ]
HAFAIE £ 335l g&3 A URLSI Elasticsearch Q1281 2¢] 3¢t URL Y £ E
AU
[ ]

TLS 54& 918 - olA 873t= Al 23 YY) openshift-logging Z = 2 E o o]
AlA8lo] Qlojof gyt

SrA 314 &2 Elasticsearch =3 9] g +A:

[ ]

Y S Ay olg¢Un
[ ]

%9 83 elasticsearch.
[ ]

AFAE £33l f &3 Ad URLS Elasticsearch 21 28 2 o] obd 3}#] ¢o
URL 2 ¥ EgUrt}.

B URLS 5& ool A E 1% TLS $412 A4 Kafka 28 74

[ ]

=88 AYst= ol2dUg
[ ]

=9 739 : kafka
[ ]

AFAIS £ ¢5to] Kafka B27]2] URL 2 X EEZ 383 Zd URLE AAZFY}.

my-project U] ¢} 23| o] 20 A o] ZgAlo] A 212 HE Y37 AT 4 FAYYUL
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[}
o]l ZEtQl& A slh= ol g YU Th
[}
inputRefs= =1 3 o] 1 o] oA = audit o}
[}
outputRefs= A8 % 9] o] &9 t}.o] oA elasticsearch-secure:= B gt
Elasticsearch Q1 =€ 2= FA g3} 31 default> Ul i Elasticsearch J12H =2 A3
[}

AeALg}: 230 F71 dlol &Yy

9]

Aol Abeh BAL. 270) 748 stk o o] dol B YU th "true"st 2 A§ e W2 gk
o] o} B grow A4 Ptk

my-project = 2 4] E o] A U] XL Elasticsearch Q1 =€l 22 235 AF3}7] 3 go] g}l
ddyh
[}
sto] Zejel & et ol &Yyt
[}
inputRefs= 573 ¢ &2l my-app-logs¥ Y t}.
[}
outputRefs:= defaulty o}
[}

A A BAG. 270 F748 st o] ge] ol 2tk

12

sto] Ze}el o] & glo] Katka Bz7 o] 218 Agat sholZatel 74:
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inputRefs+= o] <] ] applicationol] A =2 §3 4}

outputRefs= A1 88 =8 9] o] &Yt}

A A BAG. Z70) F748 stk o] ge] dol 2tk

AR 21 HAAZE AHEE 5 jl= 7 ¢ Fluentd =1 #

AR 27 JANEAET FRoH 20 FAS g;% 3% Fluentd:= 714 218 3 8to] )
ol AZgUT. 22 JA7IE AHE 5 51“4 HePEd 238 ¥dste] 21 % %Ol DUt
v 3 7} €A 3] QYA A Fluentd= 22 8-S AT k. OpenShift Container Platform& =215
S| A A A 2HA Y o} Fluentd 6] & Al E 1= podell B3 2715 A AU PVC(I T+ EF FHY)E
F71e 4 AFYrh

mlm

AQHE AG 2o 7]

5 7] 0] o}71o) AFAULL AR 28 49 299 74 =] A9 F7} 5572 A9
o 2E ne e 49 A}q}o‘qu} 7 712 A4 ste] skt Wk /152 BA ST A % Al

ol

] g}\_“i:_%_ ]--1'_’-/“] KX Ag/“]

S8, AUl A, BE Q7] B A9 LA 77 2ol 93 el L8
ol QA8 Al el kA

33 g A 1S3 Ao ,,1*»]1:} Open Shift Logging2 A3 o =3
Sy

rUS m
olt

TLS(Transport Layer Security)

A== glo] TLS URL(http://... == ssli//...) & A18-351H 7] 2 TLS A v = 2 Fo] EA431H Y
o AZRE EFet g A9 A DES MY ste] F71TLS 7152 B4 ST

passphrase: (Ex8)z 21379 " TLS 7l9l 712 d 39 gt} tis.key 7} 2 2 3
t}.

ca-bundle.crt: (£x8) A8 AZL 93 24 C

>
lo
i)
e
o
all
e
L
fu)

AFgAL ol E R G4E

[ ]
AL ol (R AD) A% AHEA o]

all
s
L
i
1
fol
N
)
ko
o
L
v

password: (F2+4) 1% ¢+ YUt AL2A} o] Eo] F Q).
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Simple Authentication Security Layer (SASL)

[ ]
SASL.enable (boolean)& SASLS A3t == v|&A4 YL w2 A 0=
sasl. 717} 24 =@ SASLo| A5 o2 FA3gt}.

SASL.mechanisms: 5] & ¥ SASL W|AUF o] 59 E5. 7 AY v]o] A= A%
Al €l 71 B gro] AHEE Yt

SASL.allow-insecure: (boolean) dul B A E ¢35 E Y= WAYUZLS 3L
7123k falsed Y o}

9.4.1.1. ¥t A

e B S Abgste] AFA R 7] vl A Tl RIS AT 5 AFUTH

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_usernames \
--from-literal=password=<your_password>

GO AFHE 98 Qv = B35 Beo]l AP Y

942 71 AZA WA

23 1925 AP A AU = AN TR F A= 22 98 /IS AR
ClusterLogForwarder CRS AAso Ut 222 A2 = J= 2P S AR L Fx dFUd. o
ZF 21 AGA 7152 AHe3= 3 S ClusterLogForwarder CR2] A H]| 2 AR & FAx3)of o).

S ZHAA b5 22 A2A 7155 AHEShE AT o152 AHE S B E Ul Y& o] 29 A4
ClusterLogForwarder A}-8-2 4 €] 2]42(CR)E B4 T + Ut AAA 7S AHE-she 3+
ClusterLogForwarder CR2] o] &2 instance <] o} 5}l openshift-logging vl ¢ 2=3] o] 20| A] A A5
oF gyt
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NE,
M
ue

ClusterLogForwarder CR2 A A sl vl 25 o] 2=0] O 3 &2z} A gko] H Q F

ClusterLogForwarder 2] &2

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
pipelines:
- inputRefs:
- <log_type> ﬂ
outputRefs:
- <output_name> 9
outputs:
- name: <output_name> G
type: <output_type> @)
url: <log_output_url>
#...

974 F@oNA CR o5& 262 ofof gtk hE 21 DA TN E RE o5
e 5 AEUT

o

2]

G AA F3 A CR U ¢ 23 o] 2= openshift-logging ¢l o] of Ut} b5 =0 Agx 3
Ax e ZEULEFHEE AT F dFUTh

©

AH| 2 AR 9] o] YU th A H 2 AR L 21 A=A 7} openshift-logging ] g 23 o] 2]
W XX ¢t Aot T 22 AR T3 Q.

L4
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TFRHEE 232 YU ol 2= 2 AL 2, A ELA A 229 A EEA 1A, A=
2t 208§ Q=2 e AEAol Al da&l FolH o]Fo] AP A dFo A AL = AdsH -

2agdgd 23 fYU4Uh o deof e e
7k ,loki,kafka,elasticsearch,fluentdForward,syslog ==+ cloudwatch & 4 AUt}

712 &8 2 mutli 22 A2z 7 A ALHA FFHH

fu
M
i
=
g
et
e
)
1o
o
uli
s
L
v

9.4.3. 1% =l ol o] &@X 243}

Aeold 20 i3 A & 7 FAAE S stg

m il

%sq

27 7% BA/ NN E B 95t FAS o 99 WEo] P A% AEFUch o 2 Ad F7
27 g%l AYATL 4 Fuol td

java o 9] o
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java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

272 Mgt OF Z oS AAe 9L 20 FRoT AT F A=S W
CIusterLogForwarder AF&A} A 2] 2] A& 2~(CR)<l Fkol true <1 detectMuItllmeErrors eyt ¥
e o] A=A o

ClusterLogForwarder CR2] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true

9.43.1. Al F AZ xR

RO WA A7 A Q] 28 FA S Gt AEAREE IAHE @Y SR 2o d3=R 2989
o A WA 22 AR FH=E FA e RE VAR e 42 Fd2E ZAPYH.

£9.9. 73713 ALHE= Aol:

2l o] fluentd vector
Java v v
JS v v
Ruby v v
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o] fluentd vector
Python v v
Golang v v
PHP 4 d
Dart v v/

9.4.3.2. A 2

A3t A 57 7] 74 type: detect_exceptions7} Q1= A AH o] £3Hg o}

e 74 A o

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config A A 9] 4

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force line_breaks true
multiline_flush_interval .2
</match>
</label>
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9.4.4. GCP(Google Cloud Platform)o] =1 A&

U & 71 OpenShift Container Platform =1 %] & 49 37}l th4l Google Cloud Logging
o 2a&Agd + JdFUTh

Fx

Fluentdol A o] 7] AH&-3st= A2 A AHA F5U

A 27 A

[}
Red Hat OpenShift Logging Operator 5.5.1 o] 4

Azt
1.
Google A= 714 715 AH&-3te] A AR AT
$ oc -n openshift-logging create secret generic gcp-secret --from-file google-
application-credentials.json=<your_service_account_key _file.json>
2.

olg] €l Z 31 & Al-835}] ClusterLogForwarder A1-82} A o] 2] 42 YAMLS AA 3.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp" 9
pipelines:
- name: test-app
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inputRefs: G
- application
outputRefs:
- gcp-1

W74 FHelA CR oI EL A2E X ojof Fhth. 0 21 A9 7NN E BE
g A8 F AxUTh

G A A F@)A CR Y| Y23 o] 2+ openshift-logging °lojoF gyt b5 =1 A
9z} T E R E Y A2 o] A2 ALL S 4 dS5Ut

Au) 2 AA 9] o] 5 YUt Au| 2 AA L 21 A DA} openshift-logging vl ¢ 2=
o|2o Wi XA &L At vF 22 gz 7 e

GCP 2] 222 A Zo 215 A F 521 A2 o wek
projectld,folderld,organizationld &=+ billingAccountld ¥ = 2 &3 7S AT

Log Entry ©] logName Z =of 718 3t& A4 3o

vio] =2l Qe B AL gol 2l Agste] Agd =1 {92 AF T

Google Z&¢-= A ¥4

Google Cloud Logging ¥ &] <1o] #4]

9.4.5. Splunkdl] 21 AZ

3 718 OpenShlft Container Platform =1 % &40 F7}5} 7Y 4l Splunk HTTP o]dl & 43
71(HEC) o] 212 A28 5 9 &1t}
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https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy
https://cloud.google.com/logging/docs/reference/v2/rest/v2/LogEntry
https://cloud.google.com/billing/docs/concepts
https://cloud.google.com/logging/docs/view/logging-query-language
https://docs.splunk.com/Documentation/Splunk/9.0.0/Data/UsetheHTTPEventCollector

Fx

Fluentdsl 4] o] 71552 AHg-ah 2 AAHA L&t

A 27 A

[}
Red Hat OpenShift Logging Operator 5.6 o] 4
[}
vl g] 71 =3 712 XA @ ClusterLogging 21 2H 2
[}
base64= 21379 ¥ Splunk HEC &
A3}

Base64= <1394 Splunk HEC E& & Al§-38lo] Al 23S A Y.

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal
hecToken=<HEC_Token>

otz =325 2183t ClusterLogForwarder A1-8-2 4 9] 2] &2(CR)E AAstAY B3
duoh

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: splunk-receiver ﬂ
secret:
name: vector-splunk-secret 9
type: splunk G
url: <http://your.splunk.hec.url:8088> ﬂ
pipelines: 6
- inputRefs:
- application
- infrastructure

207



OpenShift Container Platform 4.12 2 7

name: 9

outputRefs:
- splunk-receiver @
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# AR F& A CR ¢ 25 o] 2= openshift-logging o]ojoF Ut tbh&x =1 A
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Aqu) 2 AA 9] o] 5 YUt AH| 2 AR L 21 AD A7} openshift-logging vl ¢ 2=
o|2o Wi XA &L At vF 22 gz 7 e

29 o852 AR Tk
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9.4.6. HTTPE B3l =1 A<

HTTPS 53 21 4922 Fluentd @ Vector 21 3 7] 2504 A9yt 243554
ClusterLogForwarder CR(A}- &2} A o] glA2)o A http = &8 3= AT Y.

=E
olg] €l Z 31 & A&} ClusterLogForwarder CRS A A 517 v AR U

ClusterLogForwarder CR2] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
outputs:
- name: httpout-app
type: http
url:

tls:
insecureSkipVerify: ﬂ
pipelines:
- hame:
inputRefs:
- application
outputRefs:

-0
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2]

# AA F& A CR Y ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A
92 7NN = RE UYEFH 28 AHEE F dFU T

Au) 2 AA 9] o] 5 YUt Au| 2 AR L 21 AD A7} openshift-logging vl ¢ 2=
o|Zo) Ml £ H A &2 Aot vF 22 gz 7H g
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off
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[}
AQE T2 eg TE 4L ALad 274 dolHE s =S +48 27 A7t o]
oF ghch.

ClusterLogForwarder CRS & ] 5l+= YAML 51 & A A 314 AR

ClusterLogForwarder CR<] <j

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tIs://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp:/fluentdserver.home.example.com:24224’
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q

inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:

project: "my-project” @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"
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ClusterLogForwarder CR9] o] &2 instances of g},
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ClusterLogForwarder CR2] v ¢ 23| o

2= openshift-logging ] o] oF 3 t}.
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=9 elasticsearch,fluentdForward,syslog ==+ kafka.

2% dd URLS 9% = 5719l URL 2 ¥ E{iYt}. CIDR 4 & AH8-8l=
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stolsetel 74 & ool AFH U

o] 215 olgol AP E Yo
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fluentd-server-insecure Bt= 8o g2 21 4

S EER
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A Abe: default 22 A g skl 228 72 20 QL2 deg

A A ARG, Z70) F748 stk o] gl dol 2 Yuith
o] FHL AL T W LE gl 2so] 29] f FEel Aol A =17k £

g 432 233t ClusterLogForwarder CRS 28 3 o).
I $ oc apply -f <filename>.yaml
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228 A2 A= Kubernetes Pod #l o] &2 A1-8-3t] 54 PodollA 21 Ho|HE 35t 21
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213



OpenShift Container Platform 4.12 2 7

e Wl s o] 29 ThHE podst 371 AW 5= podz 74 E ol SelAel Aol Aok 7 FY k.
ol2] & pode] o 2| o] A S AW et dlolZe] A AL 2 HlHE 54 21 5/ % FHT
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5 g

=
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Pod 214 x4 51219 a1} o 4e] matchLabels 7]-zk 42 A18- 3t ol 2] 7]-3k &2 AR e
7% Pod2 w% A9 g 4 gojok Uk

Az

ClusterLogForwarder CR 2 B4 E £ A o] 5}:= YAML 3¢ & WA A AZR P . 3
Ao A] 3 ¢l 9} 7o) inputs[].name.application.selector.matchLabelsol| A 7td3E 5U A 7]
Y A e 7] & AHS-5te] Pod #lol &£ A g

ClusterLogForwarder CR YAML 3¢ 9] of

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- <output_name>

W74 FEelA CR oI EL AXE X ojof Fhth. 0 21 A9} 7NN E BE
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o] o 2] A 0] ] Pod #l o] &3 U A5t == selectorsE o] EFH
Al inputs[].name %2 inputRefso] F713 ) o S 59 oS3 245Ut
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
CR e HAEZ QA
I $ oc create -f <file-name>.yaml

Kubernetes ] matchLabelsol] o] gF x4 31 | &-& Al E 7|ul @ - ALsES x| Y3+ d 4

g FESAA L.
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: my-pipeline
inputRefs: audit
filterRefs: my-policy e
outputRefs: default
filters:
- hame: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.

omitStages:
- "RequestReceived”

rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: """
resources: ["pods"]
# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata
resources:
- group: """
resources: ["pods/log", "pods/status"]

# Don't log requests to a configmap called ""controller-leader”
- level: None
resources:
- group: """
resources: ["configmaps™]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None

users: ["system:kube-proxy"]

verbs: ["watch™]

resources:

- group: """ # core API group

resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "lapi*" # Wildcard matching.

- "/version”
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# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: """ # core API group
resources: ["configmaps']
# This rule only applies to resources in the "kube-system' namespace.
# The empty string """ can be used to select non-namespaced resources.
namespaces: ["'kube-system"]

e

M
ue

o

# Log configmap and secret changes in all other namespaces at the Metadata level.

- level: Metadata
resources:
- group: """ # core API group

resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: """ # core API group

- group: "extensions™ # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/networking/#logging-network-policy
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HTTPS(®.9t HTTP) 942 A8 4 &Y.

A 27 A

[ ]
CRe] url 2 =2 x4 5} URLoI A Loki 27 Al 2% Aa s ok g,

A=}
ClusterLogForwarder CR 2 B4l E & A 9] 3= YAML ¥ & A A A Y AP FY o).

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
outputs:
- nhame: loki-insecure ﬂ
type: "loki" 9
url: http://loki.insecure.com:3100 G
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure ﬂ
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret 6
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
inputRefs:
- application
- audit
outputRefs: @
- loki-secure

dAA 73X CROIEF2 AL E oof Pt tg 20 AR A BE
o5& AHEE # U h

220



2]

©

L4

0

6]

9]

o =21 43

NE,
M
ue

# AR F& A CR ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A
22 TN = RE UYL o| 28 AHEE 5 AHF U

Au) 2 AR 9] o] 5 YUt Au| 2 AR L =1 A2} openshift-logging vl ¢ 2=
oo Ml 2 H A &2 Aot vF 22 gz 7H e gy

g ol 5 AP

o

£8-2 "loki"Z A F it

Loki A]2=®le] URL 2 ¥ EE §&3 A0 URLE A3t} hitp(w 2.¢H ==
https(2.¢t HTTP) 22 EE35 AH8-& 5 Ut} CIDR F4 & ALg-st= S22 2H A A
=27 @488 49 292 IP 3471 obd Au] o] § E= FQDNo]oof gt 27] 9]
HTTP(S) 5414 7] ZE = 31008 Y o}

Bt AZA 9] 739 secretS AP sto] F5h= hitps === hitp URLS AR S =+ A5

Ut

https 4 FA12] 29 TLS 549 d=FQEd P Q3 Wl o] S AAFJ U A=
o= Jehll = Q1ZA & 7128 7] = ca-bundle.crt 7171 X35 o] of I} 18 #] ko™
http 2 https H FALS] A AL8-A o] 53 457 23E A AR S AT 5 AU @
AA Tl X = openshift-logging Z 24| E o] A]=8l o] glojof . A U &2 o
= "AHE A ol 5 2 5t 23E A AR AR C"E FREA AL,

A€ A3 metadata 7] 2 =2 x4 5lo] Loki¢] TenantlD 2 = kS AU o
£ E9] tenantKey: kubernetes.namespace_name-S 44 511 Kubernetes ] g 23] o]
9] o]Fo] Loki®] HIAE ID o2 ALEHUh AT = e e 22 gi=d=s
Hejd o5 "SIt Aaa" A "Ea g3E JE" YA E FEHA L.

221



OpenShift Container Platform 4.12 2 7

11

Re| AL so] Zejl o] o] B2 A4 FUTh

12
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I $ oc apply -f <filename>.yaml
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ClusterLogForwarder CR<] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
outputs:
- hame: elasticsearch-example ﬂ
type: elasticsearch
elasticsearch:
version: 8 G
url: http://elasticsearch.example.com:9200 ﬂ
secret:
name: es-secret G
pipelines:
- name: application-logs Q
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example m
- default @
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labels:
myLabel: "myValue" @
#..
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A el A3} default =32 =] 4 sfo] W & Elasticsearch ¢12€ 22 232 Byt
A9 Argh FAL. 230 F71E s o3 9] dlolEdy

ClusterLogForwarder CRS &3]t}

I $ oc apply -f <filename>.yaml
ol A4} ol §3 It A A AR AH

AHAL o)l 23 ¢S 7 A A 28NS AHR-5lo] 9] Elasticsearch Q1 2~E 29 o 3 1. ¢t
A5 T dFUTH

2

2

tilo

d] 2 Eo] E}A}7} Elasticsearch Q1 281 A& 2% 3}17] w) Eo] A4S TLS(mTLS) 712 A}e e 2= Q=
< HTTP T HTTPSS AL8-33L AL8 4t o 53 57 238 A0S 438 5 J&Uh

o2 o 9} f-AHSH Secret YAML 121 S A A g o} username 2 password 2 =0
base64= QI QJH 73S AL} 7] 23 o 7 secret 73 -2 opaque) Yt}

apiVersion: v1
kind: Secret
metadata:
name: openshift-test-secret
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data:
username: <usernames
password: <password>
#...

Al 281S Ay o
I $ oc create secret -n openshift-logging openshift-test-secret.yaml
ClusterLogForwarder CRo| A4 A| 38 o] 52 A AFt].

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

url 2= 9] gro A HF A= hitp =+ https7 2 5

N
i
k)

CRoHAEZ A gJYr.
I $ oc apply -f <filename>.yaml
9.4.12. Fluentd 3 T2 £ & ALgsle] 21 A

Fluentd A9 =2 €= 2 A} 83} 7] & Elasticsearch =1 A &4 )4l == 7] & Elasticsearch =
AAZE L Z2EFS FHIES FAD AN 2 JAVIE 2 ARES B dFUH
OpenShift Container Platformol| 4] 2 15 FAS =5 9 20 J A7l & +A3380oF Ut

AG Z2EZ 3 A8 2 A2S FASE Y sl S8 S AH8-Sh= Fluentd 48] 2 sto] Zg}gl
9 o g o] 3}} o] 4 9= ClusterLogForwarder A-&2 A 2] 2] 22~(CR)= A A 5j| oF gt}
Fluentd =32 TCP(¥] 1.9t =+ TLS(:2.¢F TCP) 922 A48 4 IdFYth

rd nt
K
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o
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o
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ey
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fu
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) A1) 7} 9lo]

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tIs://fluentdserver.security.example.com:24224' 6

secret: G

name: fluentd-secret

- name: fluentd-server-insecure

type: fluentdForward

url: 'tcp://fluentdserver.home.example.com:24224’
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: G

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default @

labels:
clusterld: "C1234" m

name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances o} g},

2]

227



OpenShift Container Platform 4.12 2 7

228

©

EREESE LA

o

fluentdForward 53 2 A4 .

2 Al URLZ 9% Fluentd J12=d 29| URL 2 X E5 A& Fth. tep(] &
?h & tis(B.¢t TCP) 2223 AH8-F & gl5Yth CIDR 543 Al8-8t= F2|2H A
A Z2A7 BAsE A 282 IP F47) obd AH] o] & T+ FQDNo] o] of g t}.

tls 4 FAHE AHg-3Hs 39 TLS 542 98] B0l 223 A28 o 52 A Qa0
Ty A 232 openshift-logging Z =4 E o) glojof st Yehll = ASA E 717+
ca-bundle.crt 7] 7} 235 o o} I}

A e AL} gho] 2}l o] o] & N P

vlo] g}l & Alg-5la] A2e 21 73 (application, infrastructure, =+ audit)2-

Ad gy

~

o] ol majlow 21 A v AL 29 o5 A A

A e A1g: default =32 2] 4 3l Ul Elasticsearch Q12622 235 A4
=8

e A 2L, 236 F71 sk o] 9] dlel &dy T

Aeaa: AYEE 30 e R 2 JAd 228 AIFEE oy 89S 7

Chiisler



[ ]
sto] Zahel e A st o] BYYTH
[ ]
inputRefs+= pipeline: application, infrastructure === audits A}-8-3lq A&
& 23 fIPuch
[ ]
outputRefs= A1 88 =8 9] o] &Yt}
[ ]

A AL EAL. 20) 74 sht ol el dol2gith

I $ oc create -f <file-name>.yaml
9.4.12.1. Logstash7} fluentdol] A dlo]HE =3 & 4 =35 nanosecond precision A}-&

fluentdoll 4] 21 o€ = =3 3l= A Logstash -4 312 o] 4] nanosecond precisiong &4 3} 3]
of gt}

A=}
Logstash 213 119 o 4] nanosecond_ precision & true = A3 3t}

Logstash -4 512 o

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

9.4.13. syslog Z2 EF & AlE35ld 21 AHAG
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syslog RFC3164 == RFC5424 ~ 2 £ & A}l-&3}¢o] 7] & Elasticsearch 21 | &4 djAl =+ 7]
B Elasticsearch 21 A Z 40 galo] d|F T2 EZS T2 TAH R 23 JA| 719 =21 A}
22 w5 g4t OpenShift Container Platformol| 4] 2 15 4415l = syslog A v] ¢} 7242 91
23 57715 FAsoF g o

syslog T2 E 25 A1835t] 2 A2S FA s llF =23 AHE- 5= syslog A v 9 so] =2}
Qo o 3 & o] 3} o] 4 2= ClusterLogForwarder A}-£-2} A o] 2] A2 (CR)E A A 3o 3}
syslog 2> UDP, TCP == TLS 122 A8 & & AUt

A 27 A

°
ARE L2EF B A4S AHSSt 24 diolgE sAst=S 748 =

of gt

o

) A 7} 9lo]

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> 0

namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 9
syslog: G
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' ﬂ
secret:
name: syslog-secret
- hame: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
prociD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
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9:(]— = /‘7(] I:v] Ag

- name: syslog-east 9
inputRefs: @
- audit
- application
outputRefs: m
- rsyslog-east
- default @
labels:
secure: "true"
syslog: "east"
name: syslog-west @
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

@714 F#EAA CR o] & A2ex ofof k. T 22 AaA TN E 2E
52 AT 5 AFUTh

G A A F@oA CR | Y23 o] 2+ openshift-logging olojoF . b5 =21 A
g9z} LA E R E Y9 A o] A2 AL 4= Q15

Aqu) 2 AR 9] o] 5 YUt AH| 2 AR L 21 AD A7} openshift-logging vl ¢ 2=
o|2o Wi £ 5 A &L At vF 22 gz 7+ e

29 052 AR Uk

syslog 3¢ A4 3.

6]

Ag) Apg}: ol o] U< H syslog w7/l A S X g

7

9] 4 syslog Q12629 URL 9@ X EE XAt udp(d] 2.¢1), tep(v] 2.9 =
tis(2¢t TCP) Z2 E 25 A8 = F U CIDR F4 & AH8-sl= S8 2H AA =5
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232

©

e o

N7t B EA A5 FAL P F27t obd An o] Ei= FQDNo]ojof g},

tls  FALE AH8-38t= A ¢ TLS §41 & 3_ 3 E-oNA a73te A2 ol AA
sl of Pt Al A8l o= L}E}ﬂl = 254 & 718l 7]1+= ca-bundle.crt 7] 7} £ 35 o] oF 3
t}. 9 AA] & o)A = openshift-logging ii*—‘]?ﬁﬂ A= 8lo] Qlojof .

djo] g}l & Alg3le] AEs £ #3F (application, infrastructure, ==+ audit)S
AZ g

ol ylojzQlo g 25 AEd W ALE T =9 o] 53 A I

A& A3} default 222 x4 3to] WL Elasticsearch Q128122 2 75 AG3

{‘j]:j—'] /\]-?_SJ-: —‘?_-Z]'Caﬂ_ i:[oﬂ —%—7]—@' ’E,‘]—],} OIAJ—_Q] a] o]%o]qq "true"Sl]- 7 % o] _g_ %1_%
2.2 zho] o B4 oz A4 P

HeAAg: AAAE 439 e 9% 27 gAo] 212 ALAES ole 22 7

inputRefs+= pipeline: application, infrastructure === auditE A}&-3slo] A2
& 23 4IPuUch

outputRefs= A8 & &2 9] o]

Ay

afil



9%, 21 53

NE,
M
ue

M Ak EAL. 20) 74 sht ol el dol2gith

I $ oc create -f <filename>.yaml
9.4.13.1. WA|A] o] 21 A2 R F7}

ClusterLogForwarder A}-8-2} A 2] 2] 4 2(CR)<l] AddLogSource Z =E F7}3}< namespace
_hame,pod_name 2 4E g F=29] message =9 F71 5 JdHFUH.

spec:
outputs:
- hame: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

Fx

o] 742 RFC3164 2! RFC5424¢9} = % s g},

AddLogSource”} {1= syslog ¥l A1 A] &9 ¢

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message
Contents”, "timestamp'=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}
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AddLogSource?] syslog "W A| A &3 o

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746¢c49-qxm7l,container_name=Ilog-generator,message=
{"msgcontent":"My life is my message", "timestamp':"2020-11-16 10:49:36",
"tag_key'":"rec_tag", "index":76}

9.4.13.2. Syslog vl 7l H =

syslog =gl 3] b2 78T F+ dHFU . AA g U &2 syslog RFC3164 3== RFC5424
RFCE F=x34 Al L.

[}
A A: syslog facility. 2t-2 1034 J4¢ == U AEAE 75 A F=719=d 5+ UHF
o}.
o
712 WA A 9] 7390 == kern
o
A2 A} S AR 9] A9 1 EE user, 7| 27U
o
2 == mail A|28)& WY
o
Al 2" gl 29| 79 3 =+ daemon
o
WHRAZF WA A 9] 7§ 4 == auth
o
syslogdell o3 Y5-& oz QA H A= ] 7¢- 5 Ei= syslog
o

el =

lH

HE 5t Al =" B9 6 E= Ipr
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HELA 72 AB A2

UUCP 319 A] ~ele] A< 8

AlA dl#9] 739 9 == cron

Wk QF wAA o] Ag 10 =

FTP el &2 A9 11 £ fip

NTP al9l A|=dle] 4 12 =

syslog A 2190 A9 13 &
——‘—7‘—1:1-/] o‘T‘ 14

syslog 7

2AE d29

A¢15EE

2o A= A RS

payloadKey vl 7] 1
FUth

rfc: syslogs Al8-3td 218 HUl=

l

|

16-23 ==

&g 74

o] 497 E& news

T+ uucp

authpriv

ntp

Fl

= security

= console

solaris-cron

local0 — local7

J3td oh= w7/ W57} syslog= A5 A &

o] AH&-& RFCI Y th. 71 2312 RFC5424%) Y o).
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=25 = syslog g Z =0 A8 syslog A zZt=gUth g2 1035 A5 £ o
TEoHA F= 719 =Y sy

>

|29 A8 8 4 9182 ehllE WAIX 9] % 0 = Emergency

ZAE ZA H3oF FL e = A R 9] A1 = Alert

|

913 A S Je = WA R 2] A$ 2 == Critical

Q0 & AHE JeEl = vA R 2] A9 3 == Error

|

A3 278 YeplE WA 9] 2% 4 = Warning

l

A Aol A vt = Q3 2 AL YR E vA] x] 2] A$ 5 == Notice

ARA AR E YR = vl AR 2] 3% 6 =& Informational

Oy 2 5 vl A R & YeRd = vl A R 2] 7% 7 =+ Debug, 7127k

B 2: 8l 2= syslog WA Ao A Bl 22 A1 A2 = F=2 AP P

trimPrefix: €] 2] 4 X4 ¥ AFALS A AT o

9.4.13.3. =7} RFC5424 syslog vl 7} *H 5=

RFC54240] = & w57} 4 8 gt

appName: APP-NAME & 215 R o] Z Ao AL A3 += A
th. RFC54249)) o3l 214 3l of §uch.

)
4
N
ue
o
i

msgID: MSGID= WA Al §3& ¥ st= Af H2E £ 9 YUt RFC54249) dj3j #]
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A allof gt

procID: PROCID:= A @ 2E F2E Ut 3ol W7 =¥ syslog B 17 FHEH A S
ey Yok RFC54240) dj & A3 oF g th.

9.4.14.Kafka 272 21 AG

718 23 AR A F71etAY A 93 Katka HEA =2 2312 4938 5+ &Y

*

9] % Kafka Q12" 2o 3t 27 AFS A5 Y a|F A= 20 g 283 84S AHst=
o] sZ#}el o] 9= ClusterLogForwarder AH-8-21 4 9] 2] 2 2(CR)E A A s o Ut =84 5F
Kafka A & £33 AY 71 235 AH- S o 5 U o Kafka &2 -2 TCP(H] 2.t &=+ TLS(2. ¢t TCP)
AAE A = dFHH

A=}
ClusterLogForwarder CR 2 B4 E & A 9] 3= YAML 3 & A A A Y AP FY o).

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: app-logs ﬂ
type: kafka 9
url: tls://kafka.example.deviab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic 6
- name: audit-logs
type: kafka
url: tis://kafka.qelab.example.com:9093/audit-topic
secret:
name: kafka-secret-qe
pipelines:
- hame: app-topic Q
inputRefs:
- application
outputRefs: m
- app-logs
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labels:
logType: "application” @
- name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
- name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"

@714 78AA CR o5& A28 = ofo} k. 5 22 424 FAAAE RE
olge g 4 Axynh

G A A F@A CR | Y23 o] 2+ openshift-logging olojoF . b5 =21 A
g9z} YA E R E Y A2 o] A2 ALL S 4 IdS5Uth

Au) 2 AR 9] o] YUt AH| A AR S 2 A DA7) openshift-logging d] 9 25
ol 2o W] EH A ke ALt thF 21 AR A ).

e
JH
o
all

2 AR T
kafka 32 A4 U th.

Kafka 27 9] URLZ} T ES 83 A4 URLE A A NG Ro 7 EA A=
AH8- U T tep(M] B.Qh) i tis(1.Q TCP) Z2 22 AH8 8 4 %Y th CIDR 42
AHgshE S22 H AA ZEA171 243tE B¢ %‘—ﬂn‘i IP F27F obd AW o] & =&
FQDNo] o] o} g} r}.
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o]
10

11

A A v ek $2.8 wulelw URL 9ol 91 top 1 FAE AHS R T ©) &9
o 4] secret 7] ¢} sl 3 name& A =g ).

vlo] Zg}el S ALgsle] A2d = {3 (application, infrastructure, =+ audit)2
Ay

~

o] ylojZgolog 25 AGI

W ALEE £ o] 52 AR T

A ALg: 2R Y, 270 3718 ) o] Abe] Flol Bt

Aaxtg: AdE s f3o e IR 22 JAd 228 AdatEs o

o
v
tllo
e

[ ]
sto] matel & A et ol S YU
[ ]
inputRefs+= pipeline: application, infrastructure ==+ auditE A}&-3slo] A2
g2 439uch
[ ]
outputRefs= A1 88 =8 9] o] &Yt}
[ ]
A ALg): B2, 210 F718 s o] 4o Flel 2
A AL @ 232 ol g Kafka 272 A9l ™ b3 o 9 o] Katka B27] wj g
AR FI
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spec:
outputs:
- hame: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic G
#...

brokers 2 topic 7] 7} 9= kafka 7] & A3 g t}.

2]

brokers 7] £ AH-§-35lo] st o] e] 27 wjdS AF I

©

topic 71 & AH&-3te] 225 FA 8t A FAE AQ AU o

S 432 233t ClusterLogForwarder CRS # &3 o).
I $ oc apply -f <filename>.yaml
9.4.15. Amazon CloudView=® 21 A9

AWS(Amazon Web Services)dl A 328 3l= RYUEHH 9 21 2 & X Ad] 22l Amazon
CloudMonitorel]l 225 A2 4 AFUT 7| & 232 AF 49 F71stA 0 ti4l logsE
NetNamespace=z A& 4= 51U

CloudMonitorol] )3+ 27 A2 74312 CloudMonitore] =2 o] 9= ClusterLogForwarder
2182 3 9] 2] 42(CR)9F &S AHS-sh= dtol Z el & A sl oF ot

Az

aws_access_key id 2 aws_secret_access_key T =E A8}l base64= A7 JH
AWS 2% A v 2 A 43l Secret YAML %22 wt5U . o 2 54 o33 25U
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2]

apiVersion: v1
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:

aws_access_key_id: QUtJQUIPUOZPRE50NOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

Nz AR FUT oS 59 g3 24U

$ oc apply -f cw-secret.yaml

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: cw
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2

secret:
name: cw-secret g
pipelines:
- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

-ow (D

@714 7HAA CR o5& A28~ ofof k. 5 22 424 FAAAE RE
olge g 4 Ay
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o o

2 ol g2 AA A

o

cloudwatch 3 & XA},

A Agh: 228 aFstste ES AR U

[}
logType 2 7t 27 3 g =21 35S A
[}
namespaceName2 7zt o Zg]Alo] A Y ¢ AFol2o Y3 21 2F S WA
Uth gt 2 X235 98l e 20 a5 A4
[}

namespaceUUID:= 7t o) 2] 7] o] 4 v] ) &5 o] 2 UUIDS] & A 21 152
ARG, A= 9 A 228 g8 BEe] 21 a8 E A4AU

Ael A} e 2 17 o] 80 2 7] & infrastructureName 3 FALS vl eld 2449
< AR

AWS 2142 A4 gt

>
=
w
r o
ol
oX,
o
)

<
=
it
>
I
)
1o
o
all
o
X
o
d
i
v

Re| A} sl Zejl o] o] B2 A4 FuTh
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i)
L
i)

ol o]z ERlo g 25 HGT o AL

I $ oc create -f <file-name>.yaml

o] : Amazon Cloud Watchel 4] ClusterLogForwarder A&

o] 7] o] ClusterLogForwarder A&z} A o] 2] 4~2(CR)<¢] < ¢} Amazon CloudMonitorz &3 ¥+

=2 dog 7k AR,

KX
T

myclusterz}l+= OpenShift Container Platform S 2|28 & A3 o /I g, g3 393
U3 aws 33 S 74 3= o A8 Z 2 2H 9] infrastructureName S vHstgh o},

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

o] el Aol Tl g =71 dlo] e S A4 5w app ol#h= ¥l 23] o] 20 4] busybox PodE A& §Y]

t}. busybox Pod+= 3% vt} stdoute] v A| X & 35Ut}

$ oc run busybox --image=busybox -- sh -c 'while true; do echo "My life is my message";
sleep 3; done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox Pod7} A3 =] = ¢} vl =5 o] 29| UUIDE =33 5 dFH

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder A2} A 2] 2] 42 (CR)l 4] infrastructure, audit, application =1 3 &

all-logs sto] Zz}Qld] it g o= 74 rh E3F o] o] Ze}l-E cw & o A5t us-east-2
2] A 2] CloudMonitor Q128122 2 32 A},
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-cw

|

CloudMonitore] z} gl A o= Al 7HA] 59 LB A EV} 35 o] JdFY

2338

ZIaoWE

ClusterLogForwarding CR2] groupBy: logType 2 A}-835}+= 73-%- inputRefs 2] A 714 =21 §3
£ Amazon Cloudwatchdl] 3719 21 282 A}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure"

|

zt 23 afFole 21 2EHo| ¥3¢H 0] dF U

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application |
jq -logStreams|[].logStreamName
"kubernetes.var.log.containers.busybox_app_busybox-
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I da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams][].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log™

$ aws --output json logs describe-log-streams --log-group-name mycluster-
7977k.infrastructure | jq .logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
69f9fd9b58-zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989c905bf5ac5ca211b7cbb5c3d7b.log"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
797774f7¢c5-Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.10og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
79777417¢c5-Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252dada6472c9fff48623baee761911a9ef.log"

7z} 2 2EQ0| &= 2 o]l EV} £33+ o] Y5t} busybox PodollA] 21 o]l EE W
application 21 2 FA 22 2EH S AFJUH.

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [

{
"timestamp": 1629422704178,

"message": "{\"docker\":

{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6ad4facf09cal95ad76\"}

,\"kubernetes\":
{\"container_name\":\"busybox\",\"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"co
ntainer_image\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/
busybox@sha256:0f354ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524c8b60\
"\"pod_id\":\"870be234-90a3-4258-b73f-4f4d6e2777c7\",\"host\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e
1e1a-b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\",\"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-

write\" \"viaq_msg_id\":\"NWRjZmUyMWQtZjgzNCOOMjI4LTk3MjMt{NTk3NmY3ZjU4NDk1\",\"log
_type\":\"application\",\"time\":\""2021-08-20T01:25:04+00:00\"}",

o}
=
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"ingestionTime™: 1629422744016
12

ol: 21 a5 o] 8ol FAAHE A A4

211 1F ol = 71+ infrastructureName 3 A1 mycluster-7977kE demo-group-
prefixe} 742 Qlojo] FAE 2 nlE & AdHth o] 7S F3P 321 ¥ ClusterLogForwarding CRel| 4]
groupPrefix 2 =& ¢dlo] Eg ).

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix k-2 7] 2 infrastructureName 3§ FA1S di A @ o}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure"

o:ofZg Al A v Lol o] F FHol 21 IF o5 AR

S 289 7t A E Aol vl P L o] o tial A E Al P EFol L o] 55 7|We =
21 15FS CloudWatchol A A& 4= A5

]_

o
rr

| =g Alo] A Yo AF o] A QHAEE AA| 3} o] 2 0] Z+L A =2 A A 5HE CloudMonitor:=
olAz FAT 2 AF L AL AHEFYLL

M2 FAF o Bo] i A%A o) Z A A WY 2d ol 2 e BAES T sh A5 o] oA
A9E 42 WA A FUT B A% 23 27 S A2 TR0 ke A5 A T "ol Ze A o]

A g 2so] 2= UUID digt 21 25 A" AHS FxsH4A L.

AZeA o] A v g 20| 2] o] 2 7|uto 2 o] Fo] <l fSeA N 21 1FL AW
ClusterLogForwarder CRol| 4] groupBy Z = 9] 712 namespaceName2 2 A& g},

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupByE namespaceName 2. 2 A3 3tA o Z&]Alo]l A 22 2 F AT FFS v Yt audit 9
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oF. 21 53

NE,
M
ue

infrastructure 21 1§ o]+ 93FL v XA L5}

Amazon Cloudwatcholl A z} 21 2§ o] & Eol Ul Y 23o] 2 o]Fo] ZA Pt 9 o =] A o]
A g d 2H o] 22l "app"o] oz 3 =2 A =mycluster-7977k.application tj 21 Aj
mycluster-7977k.app =1 15 °] IA g4}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure"

SEEEET PN R ESE PR DES PES L R EREE P R DB PPN IS
A o7 sle] 21 2F o]l AR

groupBy Z =+ o Aol A 22 2FT 9FS v Yo audit % infrastructure 21 159

E FFS XA G5

of: o Z ] Al o] A Yl Y 20| 2 UUID ¥ 21 1§ o] & AA

e 2H 9 Z} e ZE Al o] A vl g 23 o] 29 g3 o ] A o] vl Y2 o]~ UUIDE 7|vte = 3
= 21 2% 2 CloudWatchdl 4] A& 4+ J&FU .

NE 2 A o] A U] gl 23 0] 2 0 M A =S AL
2§ AT

132 A @ B A EE AASHA CloudMonitorol A A 21

ofr

g = A o] A v Y2 o] UUID Fo] =21 179 o] 52 XA 512 ClusterLogForwarder CRol|
A] groupBy = = ¢] 712 namespaceUUID= A4 3t}

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatcholl A z} 21 2§ o] & £l vl Y 23lo]2 UUID7F ZAIE UL @Y o =24
o] A Y] Yd 2H o] 22l "app"o] Ao v 02 &A= mycluster-7977k.application Al A =&
mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf =1 17 o] XA g}
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$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b915-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"”

"mycluster-7977k.infrastructure”

groupBy Z == o ZE]Alo] A 22 2 FAT FFS VP Ut audit & infrastructure =1 15|
€ 9% "AA FFU

9.4.15.1. 7] & AWS &4 &2 A}-8-31 AWSIdentityProvidere] A| =22 A4

AWS] 3t 7] & 9 o] 9= 7% oc create secret --from-literal = = & A}&3}o] STS= AWS9)
AFRE BT F dFUL

A}
CLIo A T3-S & ata] AWS] Al =82 A ).

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Bl 49

apiVersion: v1
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

9.4.16. STS @4 3}H Z82HA Amazon STSZ 21 AY

AWS STS(Security Token Service)7} &4 s}¢
592 g ccoctl S A& 35le] AWS Hu] = AAL 4
S1=N

H 2] 739 CCO(Cloud Credential Operator)

=g
FoZ AAFAYANF AN 2 (S AT = AH

A 27 A
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/authentication_and_authorization/#about-the-cloud-credential-operator

Red Hat OpenShiftol] t 3 27 : 5.5 o] 4

ol &l =812 A}-83}o] CredentialsRequest A8} 4 9] 2

ECDHE Q15 81w o3 2&3

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_name>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

ccoctl ¥ 2 A}-&3}<] CredentialsRequest CRS Al-&-35}4

1 }. CredentialsRequest 2 B4 E & A1-&-35}'H o] ccoctl HH &
29 A= 43 3 NetNamespace 2] 220 g 2] S AT = A= A3 S Hojst= AT
AL Ag5te] IAM 2 AP o] BEL /<
path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_name>-

credentials.yaml o] YAML +4 34 = A A gt} o] A| =28 5o &= AWS IAM ID 5 #2]
Q1% Fol A1-&5+= role_arn 71/3ko] £35 o] dHFU T

$ ccoctl aws create-iam-roles \
--name=<name> \

22 YAMLS A4 3o

AWS ti g 932 A
A A ¥ OIDC ID FF Aol A
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--region=<aws_region> \

--credentials-requests-dir=

<path_to_directory_with_list_of credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-
oidc.s3.<aws_region>.amazonaws.com ﬂ

<name>2 IF2H4-E &0 gl st 1 AH-H = o5l STS S8 2 A &

o A& H = ol 23 LAl ok Ttk

o
o
i
fz

o
filo

EES N

—

I $ oc apply -f output/manifests/openshift-logging-<your_role_names-credentials.yaml
ClusterLogForwarder A}-£2} B o] 8] 4222 AA A Y AFZ ).

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: clf-collector 6
outputs:
- name: cw
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: <your_secret_name> 9
pipelines:
- hame: to-cloudwatch @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

-ow (D
(1)

W74 F@elA CR oI 5L AXE X ojof Fhth. 05 21 A9} 7NN E BE
g A8 F AFUTh
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9%, 21 57 o

NE,
M
ue

2]

# AR F& A CR ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A
g2 FagNA = RE VY EFHo|2E AT F AFU T

©

clf-collector A ] 2= A A L XA U} v 2= AR L 21 A2 A7) openshift-
logging ¥ ¢ sl o] 2o Ml 2 HA] 32 B9t g3 22 d2x 7 ey

L4

g ol 5 AP

o

0

cloudwatch #3 2 A A gt}

AE Ab: 208 aFstske e AZ g

[}
logType 2 7zt 21 F&ol g 21 255 A4 g
[}
namespaceName & z} o] Zg]Alo] A Y| Y 2djo] 2o Y3 22 2FS YAT
Utk axe 2 At 20 93-S w4 o logType o2 1539t
[}

namespaceUUID:= 7} o =& Alo] A Yl 2 o] 2 UUIDI i3t | 21 25L&
AAFUG. =z A X 2aE fal He 20 a5 A4 g

7

A8 A g 21 18 o] 290 2 7] infrastructureName & FAHS vl 8] d £x9
S AR FYUL.

©

AWS 21 dS A gy

>
=
w
r o
ol
oX,
o
)
kel
e
it
>
l
)
Lo
o
all
o
N,
o
d
i
v
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@

A Aa: sho] majel o) o] B8 A4 Fhd.

11

vjo] Zg}2l & AL8-3le] A2 2 59 (application, infrastructure, =+ audit)-2-
A g

~

ol yojzQlo g 25 AT W ALE T =9 o] 53 A I

AWS STS API Reference

9.5. 27 371 +4

Red Hat OpenShifte] 272 S8 2HoA &Y D o EAlo]ld 2 1& 43 3L Kubernetes Pod
9 2 A E W gty o] g 2 °] o] g & 7313 ). ClusterLogging AH8-#F A 9] 7] 4~ 2(CR)9]
spec.collection 261z 53] 22 £ 7)o U} A YHE ZE FR L 34 5 A5

9.5.1. 21 87 +4

ClusterLogging AH8-4 4 9] 2l £2(CR)E $43te] =4olX AHgat 21 597 82 748
9 uth

3

Fluentd:= ¢ ©]’d A8 5 A don FF Lo A172 "ﬂ’ﬁ Y4t} Red Hat2
AA D& Fpo|ZAol F ¢ °l 715l g w2 4 2 ADS AFSHA T o] 752
4 o] i Ad-S A 54t Fluentd o2l Vectors }iw‘ T AFUH

A 27 A

B4 Aol AU h
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

[}

OpenShift CLI(oc)7} A x| 5 o] A54 T
[}

Red Hat OpenShift Logging Operator7} A x] =] o] 1t}
[}

ClusterLogging CRS A A 54Ut}

ClusterLogging CR 2 &4 At 4 fvoh.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

#...

spec:

#...

collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

270 A e 272 537 QU ch M Ei= fluentd Q

thS 43S A3 3to ClusterLogging CRS 283t}
I $ oc apply -f <filename>.yaml

9.5.2. LogFileMetricExporter 2] &2 4

27 v A 5.8 o] 4 vl A | 4] = LogFileMetricExporter= 7] 23 o 2 3 7]9} 37| t o] A v £ 5

] 4 9gyth
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A LUt A o|U S A3 sta] AAHHE Za0A vl E8-S A A sl A LogFileMetricExporter CR(A}
‘A A Hax)E FFoE Ao A

LogFileMetricExporter CRS A A 311 ¢© ™ OpenShift Container Platform ¢ &£ tjA]| B =9
Produced Logs ¢] No datapoints found # A x| 7} A2 5= A&}

A 27 A

[}

)& Aol AFUh.
[}

Red Hat OpenShift Logging Operator7} A x] =] o] )£t}
[}

OpenShift CLI(oc)7} A X 5 o] A54 Tt}
Azt
LogFileMetricExporter CRS YAML 5 2 A A3}

LogFileMetricExporter CR <

apiVersion: logging.openshift.io/vialpha1
kind: LogFileMetricExporter
metadata:
name: instance
namespace: openshift-logging
spec:
nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] 6
#...
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A&l X138k nodeSelector el 1= Pod7} ¢ 2kH == 2 Ao gh ).

2]

resources =&l 2= LogFileMetricExporter CRol| tj g 2] &2 @ 7 A19H-S A o §
Yt

©

A9 A}g}: tolerations =€l z}+= Podol| A 5] &-31+= 31§ 235 F Pl

o2 942 43 35}o] LogFileMetricExporter CRE 2 &3t}

I $ oc apply -f <filename>.yaml

o
ol

logfilesmetricexporter Pod= 7t ;=04 =3 7] PodS AH&-3lo] FA o 23Ut}

S 9H e 2351 =2 #Z3lo LogFileMetricExporter CRS A A 3t v] 23 o] 2
ol A Iogfllesmetrlcexporter Pod7} 23 531 Q=X elgh ).

I $ oc get pods -l app.kubernetes.io/component=logfilesmetricexporter -n openshift-

logging

29 o
NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9qbjj 1/1  Running 0 2md6s
logfilesmetricexporter-cbc4v 1/1  Running 0 2md6s

9.5.3. 21 43 7] CPU ¥ v =] A3 +A

et

27 57715 CPU R Wue AFS BT 238 & d5Uh
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A=}t
openshift-logging 3 = 3] = o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HA T d.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

doo uet CPU R vime] A 2 23S AU A E Frol 7283 A Y-

Red Hat OpenShift Logging Operator= 4 2 7} 9} & X1z} o) of 3k A H]| 2= ] £ 3}o] o]
E7t AdE0 & § =S FUh o] A¥ 2 dF S04 AFE FES =S AU A2 ol &

e geg slvo s A4

[}

t}%& 21 A 2A} ClusterLogForwarder CR v Z 9] 79 ]~ o] 22 <
ClusterLogForwarder CR_name>-<input_name > 2] © 2 4] o] ,JK‘L]E} o] : example-
http-receiver.

[}

& A A] ClusterLogForwarder CR ul] 3£ 2] 7 ¢- o] &¢] instance ©] 3L openshift-logging dl
9l 2 o] 2 0] = A H] 2 o] &2 collector-<input_name> & 2] 2 2 o] AFH ). 9:
collector-http-receiver.

9.5.4.1. A} 222 HTTP A ¥ 2 FAS == 3 7] A

[}

ClusterLogForwarder A}-8-2 A 2] 2] 4 2(CR)9 A http & 21} 2o 2 X A3l HTTP 924 &
TS A 225 HTTP AW 2 A EE 20 17|18 A4S F Stl%‘/l t}. o] & 53l OpenShift

l
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Container Platform 22 25 Y} 9 QR oA £ A A 210 5 21 A FZ 4L

U,

i
>
o

o
+
xo
N

A 27 A

[}
F A dgto] JdFU
[}
OpenShift CLI(oc)7} A X 5 o] 54t}
[}
Red Hat OpenShift Logging Operator7} A x| =] o] 51t}
[}

ClusterLogForwarder CRS A4 35U}

A7)

apiVersion: logging.openshift.io/vibetal
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service_account_name>
inputs:
- hame: http-receiver ﬂ
receiver:
type: http 9
http:
format: kube APIAudit e

port: 8443 ﬂ
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver
#...
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o] o] 52 A4 k.

o
i)
4
;

9 #2533 http = AZF

A= http 42 2219 o] kube-apiserver ¢ = 2w R A g}

Ae Apa: 49 247} 54 g71shs EES A4 o 1024 ~65535 Afo] o] 7k

0

A Sl o g shol Zajel e 7T T

G A A v £ AHE31= 3¢ ClusterLogForwarder CR2]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- hame: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPlAudit 6

port: 8443 ﬂ
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...
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9%. 2157 9 A%

A £ FF2 hitp 2 AZFU .

o o

Ae) Akt 918 SR A U715 LEE X4 §1th 1024 ~65535 Ape] ] gt
olojok Ttk ol grel AAHA BE 4§ /1 BRke 8443 Y],

A A Aol @ stol Zehel & 74 g o

o3 %32 233} ClusterLogForwarder CRol|l 1173 A1&-& & &3t}

I $ oc apply -f <filename>.yaml

APl A1 29 7 &

9.5.5. Fluentd =2 A&=x}

i
£}
o
kd
zl
4
o,

51

Fluentds= o o] 4 ALg51 4] 905 F5 Y] 20| A7 H o] 51} Red Hate:
AR el 2 o] Zato]Z Ft o] 7o) tle W2 FH R AYDL AFIATD o] 75
o o4 |4 AFgHS WA ehzvich Fluentd oA Vectors AHe & 4 9141t

27 = Fluentd 21 Ag2e] 53 =435t ol AHEE 4 = <2 Fluentd w7l A 571 234
Yt o2 g Wi /| A5 AHE-5He] o Fluentd A4S UAE F dFU

22 Z=2 0¥ A7)
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EE R R

Fluentd= ¥ =Zz}= @< blobol A 22 dlo]HE 3 Ut Fluentd7} 332 AT v A3 =
go]xol Y= Ao 7kFH o] FAstdolg 2 AYA YUtk A=t 75 A Fluentdd= 3328 72
olF UL 71X A= FHAIH7] Aol BASAY didel 7|5 g Ut Fluentd= M EQ 2 4] &=
Ul 83 FAI9 22 A 7HA] o] 2 FAE FYASA X F dFUL. HAE ZHASE F

£ 73-% Fluentd= 74 € d| & Z2A1E oA Al =gy

71¥.2 6 2 OpenShift Container Platformo]| 4] Fluentd= </ @ ¢ = vhH & X185l Z A& o}
Al A=Y o] 714 Fluentd= S8 A AA X 7HA 9] d)7] A7+ 7ol 2 Sy, dido digt 94 8
32 Zol dl E¢o FUth A5 Woxg vaystst Al £7F AN E B AHE st A"
HHo 2 HAa ZYAE AANE & F dsUHh

ol @ v/ T 7] A A2 F e #PS AFs= vl =80l 2 3

o)y

Ut

[ ]

A2l %ol tisl Fluentds AR sslelw o]t wl M52 AL stel § 2 vl 2 75 7
ez, E A2 ADSL, AN E 342 d A7 A stel MEAD AR 52 2D 5 A&
oS 7t 255 w5 % A2d J Be g1kl Baghch

[ ]

ge 7] A7ke AR a7 glal AW EE ALgsto] HlolE & A e ®e] A%t v
A A e PASL, A MAS B B BEL, EGA L ANEES O AT AT F A&

o

ClusterLogging A8 % 4 9] #] 22(CR)eI A th& WA S S ALg-5te] 321 9 BN 542 74
& % 9&Uth 229 Fluentdol A A8 5 Y=% w7 M%7} Fluentd 74 %ol 4502 F7baY)
o}
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A% 5 ALY 249 7154 SHele 9L WA GEUh

3 9.10. 327 Fluentd A4 vl 7| S

o 7 5 a4 712

chunkLimitSize Zt R = Ao =7 YT 8m
Fluentdi= o] Z7]¢ =gsld H =
o tlely 2271 & FA gtk 29
o} Fluentde= =25 F2 2
I HIE QY

totalLimitSize 2E| o] X 9} Fo] & A7]9] B H < REZSH B8 w = f2az9
Hol 2714tk 5] 2717 o] gk FI5%Y Y T
L =73 Fluentds =229
oy F715 TR 5L L F79 &
7 A gy H 3o gle e
olHE £4AfH YT

flushinterval B3 Ze A 49Ut s(R), 1s
A

g5 Agvh
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ol 70 5

flushMode

flushThreadCount

overflowAction

retryMaxinterval
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o)A g )

i

W

e lazy:timekey vj 7} 5=
S /vler A5 =
A &Yt} timekey v 7

3
H
P o= =1 = <
Hees A4S S 8ls

e interval: flushinterval
I ESE e g A
aE YA FYh

e immediate: ) o] 5] 7} 3
2o 718 A E HAE

Z Ao,

F7H7hE e W H 2 B

e throw_exception: =2
of A o 9] & YA

2y}

e block: A v = &) 7}
S 2d w714 gl ol ¥ A
aE SATYY

e drop_oldest_chunk:
NME EeEHAS S
gstr] 98] 7 e E
FAE AU 28
HAA=NESHAE
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exponential_backoff z) A = 1
Wl Hh AIZHE) P o

i
)

fie
Y

300s
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o 7 5 a4 712

retryType Z A A A A A= Y exponential_backoff

e exponential_backoff:
ZeAl A A= Abe] o] A
7+ 494t Fluentd=
retry_max_interval j
MG =g d w71
o A A E=7HA] o 7] st
= ALE FHE =Y

=2
° periodic: retryWait »j
NHFE 7Ivto 2 7]
Aoz Ea/\] A =
3“4 t}.
retryTimeOut 2= AA 7] Aol A= 60m
o A1 A Y ok
retryWait o F 3 FeA A AN E)Y 1s
Yt

Fluentd 3 = 5= F7]0] o) & AA| & U] §-2 Fluentd A1 9] w3 Z2]120& FRAIA L.
A%}
openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF T d.
I $ oc edit ClusterLogging instance
= WMARSFE FI s AY =8 dY o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s g
flushMode: interval e

flushThreadCount: 3 ﬂ
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overflowAction: throw_exception 9
retryMaxInterval: "300s"

retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m @)

EYAIE S8l ol F7HH7] Aol 2k F=29] Aol 2712 AF U

A3 EFA A4S AU

lazy, interval == immediate 5 J 3 S2jA & T3 WY S ARZFUL

B3 A A S 2= 5 A FY

throw_exception, block =+ drop_oldest_chunk 5 771 715 &2 w2 F3 5%
< AARAIUG.

© O

A3 Z8A] A9 Al AA = 73S exponential_backoff === periodico. = X3 g

Ut

e B2 TeA A AZHE)S AR T,

cEREPEELEVERE LIS

Fluentd Pod7} Ajv] 25 Q=X &<}
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i)
Y2
)
ue

I $ oc get pods -| component=collector -n openshift-logging
Al zkol fluentd 7748 Hell A=A At}

I $ oc extract configmap/collector-config --confirm

d]: fluentd.conf

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread_count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT'] || '32"}"
total_limit_size "#{ENV['TOTAL_LIMIT_SIZE_PER_BUFFER’] || '8589934592'}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

9.6. FHUE| X o|HE +3 9l A7

OpenShift Container Platform o] ¥l € 2}-9-H = Kubernetes o|HIEE ZHA|5l2 2] S 53 3 &
3l 215 71535t= Podd Ut oI E gt HE 5o = v x| of Fut}.

oWl E ZH e BE ZRAEJ A o|WIEE 3 ste] STDOUTY Ut 2 E}—% F371= ol¥
3} o]ull E £ ClusterLogForwarder CR(AH-8-2 A o] gl & 2)o] Aojd AZ4L =2 AGgt].

e

oWl E 29-El:= Fluentdo] 37} 2=8 kst A 2]
oA FFE A F YFUch

S e gE 2T AR 5
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9.6.1. o|WI E 2}-¢-H Wl 3 74

logging Z = A E o v 235t S22 A A o|HES z,:;gf-,ﬂop ).

Fx

oldl E 2}-9-¢ o]u] %] = Red Hat OpenShift Logging Operatore] & 17} ol &
=2 ggzEdok g

A 27 A

*1Hl* AR & A Ze2E AP nRIE S delolEstH W A A3 Aol AP}
ol & cluster-admin o] gl= AMSALRE thi AEH S A3 5 Avyoh

Red Hat OpenShift Logging Operator7} A x| x| o] ) o] of g},

o]

iz

£ g9 $ BES 44T

apiVersion: template.openshift.io/v1
kind: Template
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
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rules:
- apiGroups: [
resources: ["events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}

data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment 6
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter"
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
hame: eventrouter
spec:
serviceAccount: eventrouter
containers:

- hame: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
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cpu: ${CPU}
memory: ${MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"
- hame: CPU
displayName: CPU
value: "100m"
- name: MEMORY ©)
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace
value: "openshift-logging" Q

openshift-logging = 2 A E o] 4] o]l E 2}-¢-E-& A 8] 2 AR S AA T

2]

Z e 2¥ 9| o]l EE 2 E Y ClusterRoleS A AT}

©

ClusterRole& A 1] 2 7| A o] u}<l g s}= ClusterRoleBinding S A A g t}.

L4

openshift-logging ZZ 2 A E 0| A] 4] 98 AW A3t & Q3 config.json Y-S A
A

0

openshift-logging =z =] W2 44 ste] o|W= 219 Pods A4 5L 7
A3,
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V0.4 9} 78 Bl 12 AW EE oju] X = A4 Fi o

oWl E 24§ Podoll 23 H4 CPU ¢S AR Y. 71242 100mAd Yo

[e]

| E 29§ Podel &3 3

P>
=

R FE AFFUG. 71232 128Mii v o

o BE g AHSSte] MIE S A sk 4P
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
g 59 g3 2

I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

2 o

o

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

openshift-logging Z 2 A E 9 o]l E 2}9¢-H 7 A X H Y =A] &1
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270

o

o

Kibana$ AH8-&

A o]l E 2}-4-F Pod H7]:

$ oc get pods --selector component=eventrouter -o name -n openshift-logging

2 o

I pod/cluster-logging-eventrouter-d649f97c8-qvv8r

oM E S EoA FRF o WE B:

I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

od=

e

W 0w gay.

$ oc logs cluster-logging-eventrouter-d649f97c8-qvv8r -n openshift-logging

2 o

{"verb":"ADDED","event":{"metadata":{"'name":"openshift-service-catalog-
controller-manager-remover.1632d931e88fcd8f","namespace:"openshift-service-
catalog-removed","selfLink":"/api/vi/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":""2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-
catalog-removed”,"name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Co
mpleted","message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp':""2020-09-08T15:40:262","lastTimestamp'':"2020-09-
08T15:40:26Z2","count":1,"type":"Normal'}}

Elasticsearch 21 =&} 219 A~ 5 Al 25l = Y A A e S AAS|o] o|HIES HE =
<
=]

i o
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10%8. 21 2E4d X
101. 212 28X AR

232 A7) Y&l S 2E A W3R Loki =+ Elasticsearch 21 A &4 2 A& A
ClusterLogForwarder A1z} &4 o] 2] 42 2(CR) & Al&3lo] 212 9B AA4LZ AGT = &Y.

1011. 22 288X 53

Loki= %o = 33 7153
Elasticsearche] dj¢te = Al Zg Yt}

¢
K
N
o
o
v
ofN
)
'
m
U
M
o,
X
>
>
o
[o
g
t
oy
tllo
40
)
fu
M
X

Y
B>
fu

Elasticsearch= 0] 9= 22 I Z =5 3 T &A35] AdAF UG Loki= =7 T 2 714
AFE HolEgt sy 228 AR T o B9 & B4 S PP F Loki= 22E ¢
m=A =838 4 JdHFUd.

10.1.1.1. Elasticsearch 212 A A A AR

2 7) Elasticsearch Q1281 2= 2k 79 ol tiy] 2@ x| Lo 2 HA3 2 g2EHJSULY. 21
£ A717F f A5 E "ol H & EA 2B A A| 2" o 7 o]l F55t= Aol EH5UYLL

Elasticsearch= Fluentd¢] =1 dlo|E & Hlo|E A A4 £ ogd 2z LA L zH AU A&
shardsz}3l o= 27t 2] 712 9] 23ty 28| 3 o] 2715 Elasticsearch 22 2~F 9|
Elasticsearch == A Eo] &4 v X1}, F A Zolgt= o] 59 shard A} S A st ==
ElasticsearchE 74 & 4 <4t} Elasticsearch= ©] ¢ A] Elasticsearch == ol &4} vl X] g o}
ClusterLogging A}-8-7 A 9] 2] 4~2(CR)E AH&-31'H shard9] EA| W2 & XA st Holg FEAA3 3
oo tf 3t 3] = e AL AF T F+ Y&t ClusterLogging CRe] BE A S AHg-5lo] thkst 21
TR REIS AT 7= U

g 2 'l £ o] 7] ¥ shard 4=+ Elasticsearch H| o] E] == 429} 75Ut

Red Hat OpenShift Logging Operator 2! —19]] ‘54 = = OpenShift Elasticsearch Operator:= 7}
Elasticsearch ==7} A}A] 2 E 2 A EFo] Q= I {3 H|ZE A1L35 v THEE It D Qo] o}
2} ClusterLogging AF&-# A 9] 8] 4 2(CR)E Al&3}4 Elasticsearch == &% =2 F Ida5Ud. &
E8 A 74 AA A 18] AL Elasticsearch A4 A 2 F x4 9.
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317184 Elasticsearch $t7 o= zt 2t A= & I 2E 9 Y+ H4 3719
Elasticsearch :==7} 2 g 3.

Elasticsearch ¢19] 2o 288 RBAC(% & 7]ut Al X A o])E AHE-stH N E Aol th gt =2 A A
E Aol = YU FHAE RE Z a0 AN 2T F dow fudRE ZZAE ] Z 707k A A
& JdFUh

Eal
Eal

101.2. 272 AZ A A7

LogQL =2 2] 0] & Al-8-5e] Lokis A2 & 4 A&

10.1.3. 71 &2

[ ]
Loki 74 4 24

Loki S HAlE A~ &g x] A

10.2. 21 2E 2R A X

OpenShift CLI(oc) 5=+ OpenShift Container Platform ¢ &4 & A}-83}a] OpenShift Container
Platform S8 2Ho] 22 AZAE W XS 5 AHFYUT.

51

27 5.9 )29 = Hdlo] EH OpenShift Elasticsearch Operator v 7 o] Z glx] o]
A g5Ut. A A Logging 5.83 7] €] 2 ¥ OpenShift Elasticsearch OperatorE
AH&3tE A9 =7 5.89] EOL7HA] 2 A ol A A4 &5 3 th. OpenShift Elasticsearch
OperatorZ A}g-3to] 7| 2 21 2 EF X Z &2 5+= A Loki OperatorE A& 5= QL
Ut 27 go] ZAto]|F B o g AHA| g &2 Platform Agnostic Operators =
x5 A L.

10.2.1. Loki 22 A Z A vl &

Loki OperatorE A}-&3}l<] OpenShift Container Platform &2 2ol W& Loki 21 A FA4E v E
g 4 AUt Loki Operators A x| gt & B S A 3te] Loki 2 BAE 2 &2 A& 74353l
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LokiStack CR(XH4-# 4 o] ] 22)& A4 sl ok gk,

10.2.1.1. Loki W] £ =27] =A

Loki®] =71 A& 1x.<size> F2 L g F Ut o714 Ix k& A 2H A F0]3l < size >= A5 7]
& AR,

W E 2710 sl 54 1x B WA 5 s,

3 10.1. Loki =27] =4

1x.demo 1x.extra-small x.small Ix.medium
glolg A% o 29k AL 100GB/« 500GB/day 2TB/day
%3 A2 (QPS) G E 9k AFE 200msol| A 1-25 25-50 QPS 25-75 QPS

QPS (200ms) (200ms)

2A 221 A= 2 2 2
ZCPUSHA e 1471 ¢] vCPU 34 vCPU 54 vCPU
rulerg A}&-3t= e 167 ¢] vCPU 42 vCPU 7071 ¢ vCPU
AL Z=CPULH
Zvrdg oF 7 e 31Gi 67Gi 139Gi
EeEA g =4 /e 35Gi 83Gi 171Gi
S 4 LR
Uz eA 40Gi 430Gi 430Gi 590Gi
rulerg AH8-3t= 80Gi 750Gi 750Gi 910Gi
B¢ FUzae
A

10.2.1.2. OpenShift Container Platform ¢ <42 A}8-3}o] Loki Operator A %]

OpenShift Container Platform 22 =8 ] 272 42353 4 3l& W 7} Operators A 3]sl of
St o] &L 4 £< 9 Operator Hubol A 3 & 4= &Y th.
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OpenShift Container Platform Operator= CR(AI-& 2} & 9] 2] &£ 2)& A1831o] o S Aol 2 5
FTA 84S AT =2 FF9 74 © AP L2 CRU A AHE-A7T Al 3@ o} Operator= 32
3 A A|i#S Operator =2] o] 238 2 AH & 7|2 2 319 & g2 = "o CRD(AH-#
Ao f 42 Z )= CRE A 9stal Operator A& A7 AHEE & e BE FAS YEd UG
Operators 4 X513 CRD7} A4 5= CRS A A st dl AH8-H4Y .

A 27 A

[ ]
A A= 2B A E A4 (AWS S3, Google Cloud Storage, Azure, Swift, Minio,
OpenShift Data Foundation)ol] o8 x| 2~ & 4= A&t}

224 Aol Yy

OpenShift Container Platform §§ & A4 28 = JdFU o

OpenShift Container Platform ¢ &< &2 A} 3} o) X] Operator —~ OperatorHub = o]
FdUH

7199== 9¥ ¥ P =) Loki Operators ¢} 2 gt} A8 715 g Operator 5-=-of A]
Loki Operator & 283 03 AX & I

Community Loki Operator= Red Hatol| A A 13}x] &)

H o] E |2 2 stable ==+ stable-x.y = A& g},

stable 2|92 H4 27 L] 2 dig oo EQt Al F @} o] A &
o dig gulo|EE A& wro g AH A7 A'd-S stable-x.y = W3] of
FUT 714 xy = AX 27 & vlo]| A YeEpY Y o & EW
stable-5.7 ¢}
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Loki Operator= = = Operator 15 4] ¢ 25 o] 2 openshift-operators-redhat ol vl 3
sHojof stz 43 mE gl AAE U gLdo]L 7t oln] e H o] glFyt. o] Ul 2so] 27t
old Q1 A o2 sl AU

o] ] ¢} 25| o] 29| 4| operator-recommended 22 2E RUEH ALES A9}

o] §-412 Namespace £ X A E o] 5] openshift.io/cluster-monitoring: "true" z}# & 43
. &8 2 ¥ 24 EH o] openshift-operators-redhat ] ¢ 23| o] 25 A3 == 5}
A o] FH-E A3 oF ).

)
i

dulol= 59 o A A & A T AR E 2

i

o

Q1 ko] A5 o2 AAHE 35 A g A d 4 A Operator ¥ A& A}
X2 ol|E T2 A A7} A ZH Yt} 52l Ago] Manual = 439 7% E%
2 dEolES —’.‘—%2 <23l oF o

a5
1.
Operator — A X] & Operator = o] 53 }.
2.
openshift-logging Z2 A E 7} A e 5 o] Q)E=X] <l g}
3.
FH dolA InstallSucceeded 7} £3Hd 4 3191 A A ¢ HU @4 Gl 2E 7} A 5 =4
gy
/

Operatori= A x| 7} ¢k5 5 7] Aol A Jel & ZAI S § AdH5Y o Operator A 2] 7}
InstallSucceeded v A X] ¢} 37 k5 5 H Ho|X = A= _’é!‘/lﬁ}

10.2.1.3. 1 &2 A}18519] Loki S HAE A€ X2 Bl AA

Loki ¢ BAE ~ €S FA3e]A B A A & oF 3t} OpenShift Container Platform <)
ZES AME St A S AT F AU

A 27 A
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B4 Aol AL

OpenShift Container Platform ) <& A 2= 5= A5t

Loki OperatorE 4 x| 3 &4t}

Az
1.
OpenShift Container Platform ¢ Z& 9] #]a A4 oA ARE ~ A I 22 o) F
Fych.
2.
3.
access_key_id 3! access_key_secret Z=& AHS 0}01 A= AR W W o]2, 24, A A
S A oo A 1A NS 4o A e AT AWSE e of A
A A8,

Secret ¢ H A E 9] 4

apiVersion: v1

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wdalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

Loki 2 B A E ~E 7]
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10.2.1.4. 9} &8 A3 LokiStack AF8-#F H 9] &2 A

OpenShift Container Platform ¢J Z& & A}8-3l4 LokiStack CR(A1-&A A o] g|4&2)S A S 5
AU

A 27 A

°
@2 7 Agte] syt
°
OpenShift Container Platform §} &0l A 28 5= 5.
°
Loki OperatorE 4 x| 3 &1 t}.
Azt
1.
Operator — A X € Operator sl o] A £ o] 5@t RE J2H = Y& F=h
2.
Create new =§t}-& 2204 LokiStack < A9 g}
3.

YANL 27]E Ael3 08 & 95292 A83ke] LokiStack CRS 414§ .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small g
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01'
secret:
name: logging-loki-s3 e
type: s3 ﬂ
storageClassName: <storage_class_name> 9
tenants:
mode: openshift-logging G
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2]

WX 715 AAZAFYUT =7 5.8 o] A o A Lokie] Z28 M Q2H 2o X5
= 37] &L 1x.extra- #159 ,1x. windows =+ 1x.medium ¢} 4 t}.

v F7]0) A&l & 1x & MRS 5 slsy

212 2B A d AEHE 2R AZ T

A9 224 432 A4 FUch

QA A 2EdA 22 ol AATUG Ao A5 AL 28
2E#A S FFet= 2EHA FH =5 AA I oc get storageclasses WO ALe
3] 2 2Ho AL 7158 2B A FY2E JadEd 5 g5

LokiStack2 7|28 o = T} HUE Ruoi] AP £33 = QU 2t =
1 %3 ( audit, infrastructure, application logs)el disl| 3u2] €A E 7L A3 H Ut o]
2 53 A AR D A48 A 25l 3 QA= Ao e 21 2EH A8 5 3
Suo.

oX
oX
filo
gt
i
3y
L
k)

10.2.1.5. CLIZ A}-&3}<] Loki Operator A %]

OpenShift Container Platform Z 2] 2Hl| 7 & A X513 4 32 F7} OperatorE A %] 3] of
3t} o] #Z<¢]-2 OpenShift Container Platform CLIo| A =3 & 4= &Y}

OpenShift Container Platform Operatori= CR(A}1-&-#} A 2] 2] A 2)2 A8-31o] o] ZE]Alo]H U 5
T 7 84S AP =2 w5 %““ 2 A2 CR Y oA AH8-A7} Al g @Y o Operator= 51
F A Al +& Operator =29 £¢H 2 Al & 7|vto 2 319 &+ Ao = M3 . CRD(AHE- A+
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A9 f 42 Z )= CRE A 9stal Operator AHE-AL7E AHEE & e BE FAS U
Operators 4 X513 CRD7} A4 5= CRS A A st dl AH8-gu .

e

U,

A 27 A

[ ]
&2z Agto] AFY

[ ]
OpenShift CLI(oc)E A X g4

[ ]
A== QBAE G40 A 2T = AFHH ol & 0] AWS S3, Google Cloud

Storage, Azure, Swift, Minio == OpenShift Data Foundation¢] 1 t}.
Az}

Subscription 2 VA E = A A3l

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

channel: stable 9

name: loki-operator

source: redhat-operators G

sourceNamespace: openshift-marketplace

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

2]

stable == stable -5.<y&gt; = A2 = A A F}.

©

redhat-operators = %] 4 g t}. OpenShift Container Platform & & 2 € 7} A 3¢
Y ELI(AAo] £7 &8 2H)ol X9 75 OLM(Operator Lifecycle Manager)2 +
g v Q¥ CatalogSource 2 B A E o] o] 55 X4 ).
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Subscription $ HA EE 2 23]t}
I $ oc apply -f <filename>.yaml
10.2.1.6. CLIZ A} &3] Loki 2 BAE ~E g X 2] Wl AA

_Loki 9. 1AE 22014 & 7435kl 1k 4450k T . OpenShift CLI(0C) s A1 skl ]
Fa 4+ dxyh

A 27 A

[}
24 Agol Yxuih
[}
Loki OperatorE 4 x| 3 &4 t}.
[}
OpenShift CLI(oc)E A X3 .
4
[}

U5 9% S Aot ASA H 7] Hdo] xdd gEF o BetkS A4 d.

$ oc create secret generic -n openshift-logging <your_secret_names \
--from-file=tls.key=<your_key file>

--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

Fx

ol A= 98l vt == FFET RS ARSI Al Q.

==
As

0o WS daste] neto] A4 HAEA FAF T,

I $ oc get secrets
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Loki ¢ B A E ~E2]x]

10.2.1.7. CLIZ 2183} LokiStack A}-82 A €] 2|42 AA

OpenShift CLI(oc)E Al8-35l<o] LokiStack CR(AI&#} A 9] 2| 4&2)S A

A 27 A

[ ]
Hej A Aol AFY
[ ]
Loki OperatorE 4 x| 3 &4 t}.
[ ]
OpenShift CLI(oc)E A X g4
A3

LokiStack CR< A A4 g o}

LokiStack CR<]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small ﬂ
storage:
schemas:
- version: v12
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3 9
type: s3 G
storageClassName: <storage class_name> ﬂ
tenants:

mode: openshift-logging 9
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Wi ¥ 2718 A JUT. 24 5.8 o] uwo]m Lokio] =29 M QA€ 2] 2
= 37] &AL 1x.extra- #159 ,1x. windows =+ 1x.medium ¢} 4 t}.

W Z27)0) el 524 1x B WA 5 gayh

23 A2 AR o] 5 AR T
B2 AFZ LAY I L AA T

YAl 2EZGA 9] 28R AL olFS AR FUT H B e e EF
Z2EZAE EFste 2EA FHLE AP FH . oc get storageclasses FF 2 AL
ste] ZE2Hol AME 75 2B R FHY2E a9 5 S

LokiStack2 7| 2x 0 2 thF HUE REox AP +34 % syt 7t =
3 (audit, infrastructure, application logs)dl ti3ll al1}<] Bl E 7} A Z@ Yt} o]
“H MNE AR D AR A} 2Fo i3 QA= Ao E o E 2 "E‘“""ﬂ AHEE 5 A
"‘4‘3}-

2 932 233l LokiStack CRS & &3t}

I $ oc apply -f <filename>.yaml

A3 st &322 #3235l openshift-logging 3 2 4] E 9] PodS ¥ 3le] A
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I $ oc get pods -n openshift-logging

02 E53 FAHA 274 74 249 g o8 Pod7l A H =4 8213 .

%9 o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mnli82 11 Running 0 14m
collector-6¢cglq 2/2 Running 0 45s
collector-8r664 2/2 Running 0 45s
collector-8z7px 2/2 Running 0 45s
collector-pdxI9 2/2 Running 0 45s
collector-tc9dx 2/2 Running 0 45s
collector-xkd76 2/2 Running 0 45s

logging-loki-compactor-0 11 Running 0 8ma2s

logging-loki-distributor-b85b7d9fd-25j9g 11 Running 0 8ma2s
logging-loki-distributor-b85b7d9fd-xwjs6 11 Running 0 8m2s
logging-loki-gateway-7bb86fd855-hjhi4 2/2 Running 0 8ma2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2  Running 0 8ma2s

logging-loki-index-gateway-0 11 Running 0 8ma2s
logging-loki-index-gateway-1 11 Running 0 7m29s
logging-loki-ingester-0 11 Running 0 8ma2s
logging-loki-ingester-1 11  Running 0 6md46s
logging-loki-querier-f5cf9cb87-9fdjd 11 Running 0 8ma2s
logging-loki-querier-f5cf9cb87-fp9v5 11 Running 0 8ma2s

logging-loki-query-frontend-58¢c579fcb7-lIfvbc 1/1 Running 0 8ma2s
logging-loki-query-frontend-58¢c579fcb7-tjf9k 1/1 Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 11 Running 0 46s

10.2.2. Loki S B A E ~ &g X

Loki Operatori= AWS S3 2 Minio 2 OpenShift Data Foundation 7} 722 7]€} S3 53 o B A E
A A4S ALY} Azure,GCS 2 Swift = X 4g ).

Loki 2~2E 2] X o] 4735 += nomenclature:= logging-loki- <your_storage providers ¢/ 1]t}.

v
o
kK

£ 7 2524 FiiAl o ¢ LokiStack CR(AHEAF 4 9] 2 42) el 8 %2 melFUh
AT WG 2Ee A TR AR A L.
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https://aws.amazon.com/
https://min.io/
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://azure.microsoft.com
https://cloud.google.com/
https://docs.openstack.org/swift/latest/

10%. 21 2E 38X

2E2A 52 B FI A
AWS s3

Azure azure
Google Cloud gcs

Minio s3
OpensShift Data Foundation s3

Swift swift

10.2.2.1. AWS 2 E 2 %]

A 27 A

[}
Loki OperatorE 4 x| 3 &4 t}.
[}
OpenShift CLI(oc)E A X g4
[}
AWS B 7l & A AFU
[}
AWS IAM B & 9 |JAM A} A2 AA A5
AR}
[}

t& W@ 2 495l o F logging-loki-aws & AHg-3le] QHAE 2EelA) AR L A

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<aws_bucket_endpoint>"\
--from-literal=zaccess_key id="<aws_access_key id>"\
--from-literal=zaccess_key secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.2.2. Azure =& 2] A]
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
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A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)E A X3 .
[}
Azured] v|7l & A AFU
A}
[}

5 4% 2 233519 name logging-loki-azure & A}-83l @ BAE A EZA] A| A S

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>"\ ﬂ
--from-literal=zaccount_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

A A== 37 7k-e AzureGlobal,AzureChinaCloud,AzureGermanCloud =+
AzureUSGovernment ¢J 4t}

10.2.2.3. Google Cloud Platform =& 2] %]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)E A X3 .
[}
GCP(Google Cloud Platform)d] == 24 E = A ALt}
[}

FLE Z2AEq 7 S YIS
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https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blobs-introduction
https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/storage/docs/creating-buckets

10%. 21 258 A

[}
GCP 2 Z S 93] 5 Z2AEo) Ao~ AH S AA3HFU
Azt
1.
GCPI A A& AH| = Al A <% F KB E key.json o] 2= 3 o BARgh o).
2.

& W2 Aaske] o] & logging-loki-ges & AH8-ste] @ BAE ~E2)x A22S A4

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

10.2.2.4. Minio 2~ %2 %]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)E A X ¥4
[}
Minio 7} 221 =8 vl £ o] FU T}
[}
Minio<ll B 7S AP AFU o
A=}
[}
S 9 #H S A3 sle] name logging-loki-minio S A183le] S HAE ~EA A|TAL
A i

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<minio_bucket_endpoint>"\
--from-literalzaccess_key_id="<minio_access_key id>"\
--from-literalzaccess_key_secret="<minio_access_key_secret>"

10.2.2.5. OpenShift Data Foundation 2% 2] %]
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https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account
https://operator.min.io/
https://docs.min.io/docs/minio-client-complete-guide.html
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A 27 A

288

Loki OperatorE 4 x| 3 &1 t}.

OpenShift CLI(oc)E A X3 .

OpenShift Data Foundation & v 3 51 o}

oBvAE ~& X = 935 OpenShift Data Foundation &2 2HE #4354t

openshift-logging Ul ¢} 23] o] 2] ObjectBucketClaim A}-8-7 g 9] 2| 222 AT

apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:
name: loki-bucket-odf
namespace: openshift-logging
spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io

oS 43S 2433t AH ConfigMap £ B A Eo A v]7 £A4S 714U th.

mlo

BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOSTY}')
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_NAMEY}’)
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

R ER L EREEPELE REUP R B ER S EREIEE

mlo

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath='{.data.AWS_ACCESS_KEY_ID} | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath='{.data.AWS_SECRET_ACCESS_KEY}' | base64 -d)


https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.14/html/managing_and_allocating_storage_resources/adding-file-and-object-storage-to-an-existing-external-ocs-cluster

10%. 21 258 A

oS W8S 233t logging-loki-odf 2t = 0|80 2 9HAE ~EFA A AL A

U,

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

10.2.2.6. Swift 2 E 1] %]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.

[}
OpenShift CLI(oc)S A X3 .

[}
Swiftel] ¥ 7l & A AEU

Azt

[}

oS WS A3 sko] o] & logging-loki-swift £ A&l S HAE 2B A AL A
AU
$ oc create secret generic logging-loki-swift \

--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=zuser_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift domain_name>"\
--from-literal=container_name="<swift_container_name>"

[}

HeRoz thg 9P e Adstel Z2AEM dod, A T =}

il
2
o
@
4
32
oy
L

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
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https://docs.openstack.org/newton/user-guide/cli-swift-create-containers.html
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--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>" \
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project name>"\
--from-literal=project_domain_id="<swift_project_domain_id>" \
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

10.2.3. Elasticsearch =1 A &4 nl| £

OpenShift Elasticsearch OperatorZ A}-8-3}<] OpenShift Container Platform Z2] 2 gl L
Elasticsearch 2 17 A Z A4S W] X & 4 Y&}

OperatorE Al-&-ste] 7] 21 2E A& ] sh= 4l Loki Operators AHS-3 = 2L
Ut 27 go] ZAlo] Z dxd] o 3t zHA| 3 ] -&-2 Platform Agnostic Operators &
FxsA L.

71
27 5.9 g 24 = ¢ d o] E=A OpenShift Elasticsearch Operator v] o] Z3}5 o]
. AR ek&Uth A A Logging 5.87 g7 2 2] 2~ H OpenShift Elasticsearch Operators
AL8-5HE 729 27 5.89 EOL7LA] 2 A oA A4 253 ok OpenShift Elasticsearch
b

10.2.3.1. Elasticsearche] ~E 2| x] 118 A&

7} Elasticsearch v £ A ol = 94 EF <] Z 23} OpenShift Container Platformel A =
PVC(Y T 2§ 2d)S AHgdhc

A8 % Qg

' 271
' I3 2EFA o 22 BFL A}L3E= 7S LocalVolume 7 A 9} A volumeMode:
blockell 2 H A &5 EFS AHE-31A w4l Al ©. Elasticsearch= 94 £5 5§ &

OpenShift Elasticsearch Operator+= Elasticsearch 2] &2 o] §& Al-83}o] PVC9] o] 52 AAF
Yt

Fluentd= systemd # g 2 /var/log/containers/*.log ¢] = & 21 & Elasticsearchd|| #| 33 o.
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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Elasticsearcholl = dl++ 2 B AU S 5A351H7] & S vz 7 oo vz 7t &35t
A grom SG31A] ULt o] A& WA W dlZE Aol 21 dolH &S ALSIAL AL 75
St 2 A 859 k2 & I

718 A o7 ~Eg A &Fo| 85%¢ ¢ Elasticsearche A Hlo|H S =0 dFslE= AL FAFH
Y} 90%0l A Elastlcsearchh 7153 A% 71Z shard= §|F =04 02 =2 Au| gt 2
U} AHE 7155 8 o] 85% v T ] =T o] o § AE R 7] ¢l 7S Elasticsearch= A 91
Bt o R 7‘]—r°]'_7 RED~7} g4 t}.

o] X2 et 37 =2 YEup= ke A A A 2ol A Elasticsearch 71231
ok o83 7| 23S 88 = AU T A7t 4 71285 AHSsHRIRE A 5ol
olE ¥ S WAL T lFHT

10.2.3.2. § &£ 2 A}18-31<] OpenShift Elasticsearch Operator A |

OpenShift Elasticsearch Operatori= OpenShift Loggingell A}-& = = Elasticsearch 2 2~HE
Adsta #e .

A 27 A

[ ]
Elasticsearch= 1] 2. 2] 2 ©o] A3+ o =2 A o] A YUt} ClusterLogging A& 4 A
9] BlazdA 2] AP stA] &= ¢ 7} Elasticsearch :==o= vl 2] 23 31 A 25 F
2~ 16GB2] " = 2] 7} & @ 3]}

%7] OpenShift Container Platform == A E = Elasticsearch 22| ~H & A 31719 &
3] A &S F s AF v =2 o] Fol A 7} Elasticsearch == 3] o 64GB7}
A A3 3sla]™d OpenShift Container Platform 22 2 ¥l o] ==& F7}3] oF g t}.

lH

r (
)
2
fr
)
o
Kin)

Elasticsearch === ] Y& v|jng Aoz A2t 4= 9| ut s

2 Uk

=94

Elasticsearchol] 2 23t 7 ~2E & X7} Y9 +=X] <21}, Z} Elasticsearch == 9] =
AA 2E A BFol Bag .
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A=}
1.
OpenShift Container Platform $J &< 9| 4] Operator —~ OperatorHub= =32 g t}.
2.
A& 7153 Operator 2= o] 4] OpenShift Elasticsearch Operator S 833 X2 &
g3
3.
AR REoA Ze]2HY BE Yol X 7 A o] =R Sl
4,
A 29 Y] Y 25 o] 20| 4] openshift-operators-redhato] A& 5o} =] &<l }).
openshift-operators-redhat v ¢ 23] o] 2= X] A 5]l o} g t}. openshift-operators ] ¢
27 o] 20 A& 4 ¢l Community Operator7} £3+2 4= 2121, o] 2 213 OpenShift
Container Platform ] 3.9} 5d 3t o] 52 XL E AA T F Jov g FEo] AT
5.
o] Y 29 o] Zoj| A] Operator A7 S 2| 2F RUHF ALE-S A3,
o] &2 Namespace $© X 3] E o] ] openshift.io/cluster-monitoring: "true" 2} 3 44
sy &8 2 ¥ 24 HH o] openshift-operators-redhat ] ¢ 23| o] 25 23 5= = 5}
A o] FAE A9 of .
6.
stable-5.x 2 Qo E 2= A}
7.

s A2 A8 Operator A B 7d o] =12 m OLM(Operator Lifecycle
Manager)o] 252 2 OperatorZ ¢ d| o] E& & &t

T& A ALE S AA A4 TP S 7HR] AR A7E Operator |0 ES 591
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8.
4xg 29U
a5
1.
Operator — A X] = Operator 3 o] x| 2 % 35}« OpenShift Elasticsearch Operator7} 4
AHQeA Ao
2.

e 7 A9l B E Z 2 A E o] OpenShift Elasticsearch Operator7} Y& 5 o] JJ+=4 &

10.2.3.3. CLIZ A}-&-3}« OpenShift Elasticsearch Operator A X

OpenShift CLI(oc)= A1-8-31<] OpenShift Elasticsearch OperatorS 2 3] & 4= &4t

A 27 A

[ ]
Elasticsearchol] 2 93t 97 ~2E & X7} Q=X 3213}, z} Elasticsearch ===
A 2B A EFol o3

g 2B Ao 28 BFES A123H= A< LocalVolume 7)) 3 o A
volumeMode: blockel] 2 H A &5 BF5 S A8351A] v Al Q.
Elasticsearch= 94 £5 253 A8 4 g5yt

Elasticsearch= 1] 2. 2] 2 Zo] A} 231 o Z@ A o] A YY), 7] 27 o 2 OpenShift
Container Platform2 v 2 2] 23 2 A 3sto] 16GB<l 3 7l 2] Elasticsearch ==& 4 X3 t}.
o] 7] 3719 OpenShift Container Platform == Al E o] = &8 2 H o] A] Elasticsearch=
A3 s7] o T3 ﬂiuﬂl 7} 12 5 AF Y. Elasticsearche} #H € v 2 2] 4|7} EA 5l=
AS71E =9 MR E 5= tﬁﬂ £ 2H 9 Elasticsearch ==& t©] F71g ).

A3 Ago] A&

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}
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A%
Namespace 2 B4 E = YAML 9 2 A A st}

apiVersion: v1
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "
labels:
openshift.io/cluster-monitoring: "true"

openshift-operators-redhat vl ¢ 23| o] 25 A A3 of Ft}. R L 9}o] FES W
S bl openshift-operators Y] ¢} 23 o] 27} 0}‘4 opensh|ft-operators-redhat 2|
Hlo]| 2o A A EE 2333 =E Prometheus 2] 2€ RUEH 2912 A3
openshlft-operators | S1EaY | °l—/:°l] A 5 gle ARFYE Operator7} 32 5= o
H A X9 TS o] 59 A XE AXSHH F=o] TAF U

229, 282 2y E] 2] o] openshift-operators-redhat ] ¢} 23| o]~ & »~ =38 3}
=% slg||d ZA 9 o] Hol&S AR oF F

o %2 23 st Namespace @ BAE S 2 §9t
I $ oc apply -f <filename>.yaml
OperatorGroup 2 2 A EE YAML 3 & A AT .

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

openshift-operators-redhat W] g 23| o] 22 XA 3j| oF g}
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g 93-S 23] 3o OperatorGroup S H A E

it
X
oo
e
L
v

I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operatord]] 1] 9 235 o] 2 & x] B A 32 4 3 Subscription £ 12
AES AU

PEEELRER

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ
spec:
channel: stable-x.y 9
installPlanApproval: Automatic 6
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

stable === stable-x.y = 9 =2 AAFUL. o3 F 2 A4S FZH4HA Q.

KR

¥2

S u] OLM(Operator Lifecycle Manager)©]
FUh 5 AN 248 A% RS M ALS
Yt

Asoz A WAL AL F
OperatorE A50 2 o] ET 4=
27} Operator v o] EZ 45913} oF

32

(e

redhat-operators = %] 4 g t}. OpenShift Container Platform &2 2€ 7} A 3+&
Y EYI(AZA £7 S8 2H)o A X A5 OLM(Operator Lifecycle Manager)2 +
& v A’d 9 CatalogSource 2 B A E 9] o] 535 X g}
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O By e daste] An sz

I $ oc apply -f <filename>.yaml

stableS A std A A HA el A vdo] APt
installPlanApproval: "Automatic” 3 $7] stable & A}-8-3}'" Operator7} <4
Q1 HA Wo]A] & vio]q A A% AF Yadel=gUrh.

stable-x.y £ A4 shA 54 F2 D29 A vio] vido] AXFU}.
installPlanApproval: "Automatic" =} 7] stable-x.y & A}-£8-3}H Operator7}
Fo = oA A HA wloly Hel2g AF Jadel =gy

OpenShift Elasticsearch Operatori= openshift-operators-redhat v ¢ 23] o] 2~ 0] A X
53 ZelAH 9 7 TEAE o BALg U

e Eye A

filo
=

I $ oc get csv -n --all-namespaces

o

g
=3
=

Ut

o
i)
2

NAMESPACE

Ut

VERSION REPLACES

default

Elasticsearch Operator
kube-node-lease
Elasticsearch Operator
kube-public
Elasticsearch Operator
kube-system
Elasticsearch Operator
non-destructive-test
Elasticsearch Operator

5.8.1

5.8.1

5.8.1

5.8.1

5.8.1

2 & #2331 OpenShift Elasticsearch Operatore] Pod7} z} u] ¢ 23] o] 2 0] Y E=X]

NAME DISPLAY
PHASE
elasticsearch-operator.v5.8.1 OpenShift

elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded

elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded



openshift-apiserver-operator
Elasticsearch Operator 5.8.1
openshift-apiserver

Elasticsearch Operator 5.8.1

10.2.4. 21 2 E& A 74

ClusterLogging A1-8-#} A 9] 2] & 2(CR)E

@ 5 Az

A 27 A

10%. 21 258 A

elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded

A5 2400 Ag et 21 2edA 43 7A

[ ]

% Ado] AsUh.
[ ]

OpenShift CLI(oc)7t 2] = o] 911 th.
[ ]

Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l Wi 21 %%

&8 AAPETh

ClusterLogging CRS A A 54t}

3

AEsA 9.

27 5.9 |20+ dd o] E” OpenShift Elasticsearch Operator v] o] 35 o]
A &5Ut. AA Logging 5.83 7] €] 2 ¥ OpenShift Elasticsearch OperatorE
AL8-3t= 73§ =74 5.89] EOL7HA] 27 oA A4 253 o} OpenShift Elasticsearch
OperatorE A}-8-3to] 7] 21 2E 2 X & A2 3l+= dl4l Loki OperatorE AH8-3 F 9
Ut 27 go] ZAto]|F Eao] o g AHA| g ] -8-2 Platform Agnostic Operators =

ClusterLogging CR logStore A4S A 3.

ClusterLogging CR <]
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

23 A2 3L XA T lokistack &=+ elasticsearch ¥ 4+ 954Ut}

2]

Elasticsearch 21 |4 i3t A& 3 74 JAA Y.

©

TH RIS ALFU. o]
ZeroRedundancy,SingleRedundancy,MultipleRedundancy %=+= FullRedundancy ¢ 4
Ayt

L4

LokiStackel] st A& & A4 24t}

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance
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namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

oS 43S A3 3to ClusterLogging CRS 283t}
I $ oc apply -f <filename>.yaml

10.3. LOKISTACK =21 A 74 4

27 A A4 LokiStack -2 OpenShift Container Platform 215 533 A18-314 Loki o «;;] =
Aol 27 A9 =32 YJebY Y. LokiStacke] == A]= OpenShift Container Platform <152 A&
HE HAANE A LG Loki = /18 74 84 = R AF AR 23 AF4E YeErdyoh.

cluster-admin A}-8-212 of ] v 25 o] 2o UG o] S A o] 215 APt
o714 28 2He RE vYdaol2 A= 512000 2 e F YUt 48 2717t R
70 (XXXX > 5120) @ 771 A A5t LokiStacke] 219 3 AA A S B} & 73]
© 2 Ao]sl# A cluster-admin Ag-2& cluster-admin g0 Wulg M;g o).
cluster-admin 2E80] Q= A S d9d 252 WA Y= A LAE F71334 .

& ol wet cluster-admin A gel 9 AHEAE 918 A 2H2 AT

ohe 3R e gFstel A 1F S AT

I $ oc adm groups new cluster-admin
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2 = R R A& AE cluster-admin 259 71t}

]_

e

ol

Fol 91

ol

I $ oc adm groups add-users cluster-admin <username>
e B8+ 95k cluster-admin AH8-AF &5 25 F7H O
I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin
10.3.2. Z 2 2H & oAl A1 &35 52 LokiStack 52

27 v A 5.8 o] 4} v A4 = OpenShift Container Platform Z 2] 2€ & t}A] A 23 o LokiStack
TR 9 A A2 =2 AHS 75 CPU 9 w238 gl &2 oA A& 25U o, &, OpenShift
Container Platform = 2] 2 ¢ ¢ d o] E 9| LokiStackel] o] g t}-& g o] &ttt o] =72
PodDisruptionBudget 2] &2 E A& 3}o] 4=3) U t}. Loki Operator= 53 7oA A7 24
2 BA57] g8 A L 4AEE ALE 7153 4 Pod = 2 A 5= Lokie] PodDisruptionBudget =]
A2E T2 AP Y.

Pod =4 o) 2 Kubernetes 4]

10.3.3. == FN & 3] &35l =F Loki +A

2

“

27) 5.8 o] v]d ol A Loki Operatori= Pod A WA 13 A& A Aste] 4 748 949
Pod7} 221289 & ALS 7 @ =0 dH =5 2 gyt

FAHYS ook == 2 Ao} sk Pods] £4 U th A WA= Pod7l == oA o ksl A] o
= 5= Pode] &4

s
L
v

OpenShift Container Platformoll A Pod 5-A}% 2 Pod 3-A1% ¥x]E A& ot 2 Pode] 7] 3
gia o] w2} PodE ¢l oFS = = =25 AdE F 2

Operatori= compactor,distributor,gateway,indexGateway,ingester,querier,queryFrontend %
ruler 7+ 945 ¥33t= 2 E Loki 4 849 di3l] 7] &£ 71 podAntiAffinity 2 S A3 ).

requiredDuringSchedulinglgnoredDuringExecution 2 =04 & ¢ 3t 44 S 7 A sl Loki 4
Q. 49] 712 podAntiAffinity 23 & Qo]& 5= JdFUt.
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ingester £4 Q 2ol O3 A& 2} A A

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki

namespace: openshift-logging
spec:
#...

template:

ingester:

podAntiAffinity:

#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:

matchLabels: 9

app.kubernetes.io/component: ingester

topologyKey: kubernetes.io/hosthame

FHe A gy AR alof sk 71-3 Aol 2)I .

[ ]

podAntiAffinity vi o] Kubernetes ¥4
[ ]

o) Pod &3 Kubernetes A = 4]
[ ]

FAH 2 AP WA 732 Abg-shel the Podell 4t 2 <l Pod WX

10.3.4. 9 14 vlo]E 27

10%. 21 258 A
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.24/#podantiaffinity-v1-core
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#inter-pod-affinity-and-anti-affinity
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-pod-affinity
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27) 5.8 o] A v Ao A Loki Operator= Pod EZ 2 x| ] A2} AL T8 49 212 dlo]g HA)
E AL o] 715 & AHSHA 9 d Ao 2T S 22 S i FAAI BHS F A
7} 4yt v £ =271 & 1x.extra. tekton ,1x. tekton === 1x.medium & 2 A 3=
replication.factor 2 =7} A45 0 2 282 At}

-

¢

ofr

BAE AL BA 2ol A F v ol el 784 Felo] glojof FiTh HAl 4w
Gl e o ol RAT St AW Fo] ZojSW 0 HE ANY 5 AxUth 2 Fde A
A< g8l FA 5o A2 s ok .

9 BA7t 84319 LokiStack CRe] o]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
replicationFactor: 2 ﬂ
replication:

factor: 2

zones:

- maxSkew: 1 e

topologyKey: topology.kubernetes.io/zone ﬂ

O] o] A4 A8 H A = A== dHH 3L replication.factor = Qo] %1t}
o] e v X A7|7F A A Al RFor AP
T EZEA =9Q 7+ Hd] Pod & 2ol YUt} 71232 10]9 31 02 X AF T F gy

X FolBo s Fsl= EZEX ] FHE IS A
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10.3.4.1. 293 9 oA Loki Pod &

OpenShift Container Platformo]l A 53 7184 99 g]li20] A2 5= QA dd 99 2771
GAFUT 718 992 ZE89-E A9 dHol" Al U 9] A | dYgoln FEAAH ‘41@6“5‘ <
7381 7] $1s A 9J Ut OpenShift Container Platform =& 2€| 7} o] & X B3l & LAHA 2
© oo Fol 7} WA A H] A E= dHo|E &Ao] WAd = JFU T

Loki ¥ =+ StatefulSet 2] ¥} o] StorageClass 2 EEIEOI]H ZZH|AJFPVC(I T+ EF F
g ¢1)et 7 AlFd Ut Z} Loki Pod 2 33 PVC= ¢ g 99 AFUTH S8 2HA 949 27
7} w-A) 51 StatefulSet 71 EE A A H| 3 & oA %tg]:g W Pod= AFE 0 T H7atE T
=8

%91

o A&}l A= Aol g F 2] PVCe} 1 Qtol] X3HE 2 & HolH & AHAI Y
o} 94 S dolg £42 ¥R 32 H LokiStack CRe] 24 @ 4 A== 3411
& #e = dA sk Lokl7} EA = =5 3o Pt

A 27 A

[ ]
27 v]x 5.8 o]

LokiStack CRell 130} 2 2.4 Q1571 A=A sl gud.

b

AEZ S UNA ZAF G Foloh Aol F 2 === 5= IFA THLE

AU,

StatefulSet A= 2 & 451 & Folol A Pod 24 WAL A%502 AEihich A28 PVCE 4
@ golo] 917] Mol e g oz A5 AQ 2H ol A5 F&Uth Al FololA el 474 Loki
Pods} =z u e PVCE thAl A4 Y 4 QxS Asld JololA PVCE 5502 Aalslof guth.

A3}

& @S A atel Pending 48l o] Pods vhel gt
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https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/

OpenShift Container Platform 4.12 2 7

I oc get pods --field-selector status.phase==Pending -n openshift-logging

oc get pods =37 9

NAME READY STATUS RESTARTS AGEG
logging-loki-index-gateway-1 0/1 Pending 0 17m
logging-loki-ingester-1 0/1 Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0 16m

a3 PVC7E A3 3k g el 917] el ©]2] % Pod= Pending 38l ¢ 1ot

the W% 2 A4 sko] Pending el o] PVCE Uttt
I oc get pvc -o=json -n openshift-logging | jq .items[] | select(.status.phase ==

"Pending") | .metadata.name’ -r

oc get pvc =3 q

storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1

the %2 43 3te] Pode] PVCE AH4l g th.
I oc delete pvc __<pvc_name>__ -n openshift-logging

29 Bg Be 99 L A sl Pods AHAIFI T,
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I oc delete pod __<pod_name>__ -n openshift-logging
oleld e HAES JFHOE AR N A 75 A AF 0= A o sl of Tk

10.3.4.1.1. 5 Ad 9 PVC &4 sl 24
PVC v g}l o] H % 5 %7} kubernetes.io/pv-protection o2 A& d ¢ PVC= 24 glo] 5 A
Hz F9d2 + dFUT TEAE A ASHE PVCr7E A 38 o2 2412 = U

olel W& Ay ste] 2 PVCS| F2AE AAS the A1 S bl =gt

I oc patch pvc __<pvc_name>__ -p '{"metadata":{"finalizers":null}}' -n openshift-
logging

EZ 2z 2] A ¢k =4 Kubernetes F4]
Kubernetes Z~E 2] x| A9 A,

Pod EZ =X &l A|oF 271 AH8-35l] Pod vl X] Ao
10.3.5. Loki = 29| tf gk Al -3} A =
27 5.8 o] 49| 4] Red Hat OpenShift Logging Operator= 7] 22 0 2 = A& R0l A 210 T
3 AA = FS Ho5hA] FFUTh #E| A= Operatorl 2 o] =5 o] d 74 o] H§HA &+

@ ALE A A 28 TA ok g Th 74 R Foo] me} th AFgste] 2ol tlg mlAl oA AE
TS 5 AHU

2¢ 2 AA 44
SRS BEEEE

AR Ao Bel R 1E A4
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/#spread-constraint-definition
https://kubernetes.io/docs/setup/best-practices/multiple-zones/#storage-access-for-zones
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-pod-topology-spread-constraints-configuring

OpenShift Container Platform 4.12 2 7

At W E] AT A uiIY R Fel 2y sl oF F1Ith. Red Hat
o

OpenShift Logging Operator= t}&-3 72+

[}
cluster-logging-application-view = o| Zg]Al o] 215 ¢} S F A= 3L 93
o}
[}
cluster-logging-infrastructure-view = Q12 2 72 92 F+ J+= A4S Rt}
[}

cluster-logging-audit-view = 714} 222 9] 2 F+ J&= AL Rt}

olA v A A JaFol=3 A F71 F82H 9T logging-application-logs-reader 2 33 =&
2H 9 uleld logging-all-authenticated-application-logs-reader = o] A v] A 7} 2] S 3A L A&
3to] g 2F o] 2o A FH BE AR ¢ 7] AAZE 3 &F .

3

W gl aso] 2 o4 = Aol Y AR AE SN 228 A ) vP=
o] 2% A sl oF gk,

10.3.5.1. 22 2¥ AA A2

Ze2g 9 ulelg @2

rr

2oz o

1
o
o
Y
)
K
f
i)
[>
)
)
N
)
o
filo
2
o
o
L
i)

S 2 9 updd o

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-application-view ﬂ
subjects:
- kind: Group

name: system:authenticated

apiGroup: rbac.authorization.k8s.io
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Z7} ClusterRoles += cluster-logging-infrastructure-view 2 cluster-logging-audit-view ¢

Ut

2]

ol AA7 A gH = ALSA Ex 25H2 AR FUTH

10.3.5.2. Y| 25| 0] 27} A H A 2

RoleBinding ] 22 ClusterRole . B A E o} 37 A} 23] Al &2} == 1 §0] 210 A2T
F A= vidadol s AT F dHFUG

RoleBinding2] <

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: allow-read-logs
namespace: log-test-0 ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

o] RoleBinding ©] 3 &5 & v 23o] 2= XA t}.

10.3.5.3. A1 &#} F o] A A} 28 ANA X

F S Aol BT ASA/F S R Wl 7k Y= 35 adminGroup B =S AHg-3to] ALE

@
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2+ AR 27S AT 5 JdHFUh LokiStack CR2] adminGroups 2 =0 X F € 1§ 2] Wu| <l AL&
A= #HAR 75 %]L]l:} admin A} =1+ cluster-logging-application-view 93 = 333l 49 &=
ol 29 B E o Aol A 2o AA 2T = JdFH T

LokiStack CR<] o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging ﬂ
openshift:
adminGroups: 9
- cluster-admin
- custom-admin-group 6

AgA AR Be] 2FE o] mEo| AT AL S LT
o Mol Wl 25 [ 342 s AR 2Fo] B sH .

718 a5 Qo] 7] (system:cluster-admins,cluster-admin,dedicated-admin)

RBACE AHg-3te] Ad 4o 2 28

10.3.6. CloudEventE A}-£3le 2E Y 7|ut R & A5}

L

6 o zEge ge nE AL P 5 AdsUch ol @ FHL
WEMZ £t 50 A9802 498 & dgUth & o 74 229 733 olde] HIE 73|

308


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/authentication_and_authorization/#using-rbac-to-define-and-apply-permissions
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2EY 7|4t R ES B3}l A LokiStack CR(AHE A A 9] 2]42)S AT Y.

Ao 2EY 7w RE o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

FERZIOZEH YT REAZHAS AAF UG ool = QHAE A &R
A AFHE 210 RE 7| 7H = FFS v A A gHh

2]
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o] &£5o] CRel #7712 o] S8 2HlA BEo] 4sgd Y.

21 2EYS J ke ol AH$HE LogQL A @ & £t

HUED 2E3 7]ul BE o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants: @)
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' 9
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging
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HUEE REAAS AP Fad HIE FF2 AEA A, AA R A=

23 2EYL J 5= dl AHEHE LogQl 22 33U

LokiStack CR& # &3} t}.

I $ oc apply -f <filename>.yaml

Fx

ol ARHE 2] BES A2 5H] AF Aol ohdU . A5 = A 30 5t
ARE 200 I2Y HE VL CHAE 2 E FAHYUY

10.3.7. Loki &5 A3t 2 7 &4 sl 4

273 ASR APIIA £ A &S 23ste iz WA 252 Lokiz d2ad Lokt % A&
(429) 0 75 AA T .

ol d 2 FE AFAA AF Fol AL F AFUTL A E So] ojn] ¥ 27t Y& ZH2H
RAL FNEH 2R /E R FEL BT FAFE TS EE AT LFH2AL F dFUh ol
A A 22 F7 S5t F SE ARG Zow 7|5 dolHr A% £RE AHA A flolx
= A o FHIL A2

t

%% A @77} A% B = 74 LokiStack CR(AMS AL H o] 2] 22)8 45l £AE sl A2

LokiStack CR-& Grafana &2 ¥ LokiolA] A& 4 gl& U th o] = Grafana &2
Loki AW el &89 5uth

=7
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312

Log Forwarder APlI:= 212 Lokig AZ3l == 74 5ol

¥2

Ut

N z|el A 2MBRTH 2 W AlX] 252 Lokiz Byt o & 59 b2t 2&ch

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\"\""version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\"2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJkZjltNjYOMCOOYWU4LWIWMTEtNGNmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}

oc logs -n openshift-logging -| component=collector & & slA g 2Ho 37 =
a0 g5 27/ WIAA F shvrt 34 o] TAH YO

I 429 Too Many Requests Ingestion rate limit exceeded

Vector 2 & AR 9] o

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.
error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true

Fluentd 2 & WA #] 9] ¢

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"
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FA -4 x AP Y. o 2 Eo] LokiStack ingester Podoll A o122 43}

e

ol 9%

o

Loki ingester © & w] X x] 9] 9

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

A7)

LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =& ¢ d o] E3 .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize Z == v ¥2 EA 2T A 22 S = A% AE 2715 MBE
Aoyt o] g st= AFAUT o] 7S G FA e o AFHE Hd 22 A7 =
A7 ot ingestionBurstSize it 2 &Y 2 F 2 3 & HA FFYH-

3T

ingestionRate 2 == 23 3= A9 FHd F(MB)d dist AZE A APUth. =
9] go] AFS 2H8= A S A% Q{7 TASA T SRV = 22E UA AR
Utk F J o] AR zrod A8z /Y flo] Al2]S B438ta Q77 sl Ag Y
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OpenShift 2 & 2E oA A2 A= vt o2 A IPUEY T WS AHSHUT. AA4H o=
LokiStack 1] &5 742 7|22 02 /| IP U E9 AW AHgstu 2 A g o

2] A= memberlist -4 o] EH Pod J EQ 3 & A9 g 4= 95Ut} hashRing A}l 4] podIP
= X85 == LokiStack CRS g = A&} LokiStack CRE Al steld o8 B & AFE3h
t}.

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"'spec™:
{"hashRing":{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'

podIP= ¥ 3}5l+= LokiStacke] <

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...

10.3.9. 71 gl &~

[ ]

Loki 74 9.4 E4
[ ]

Loki # 2] <1oj(LogQL) 4]
[ ]

Grafana A 2. & F4]
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https://grafana.com/docs/loki/latest/logql/
https://loki-operator.dev/docs/howto_connect_grafana.md/
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Loki o B A E ~ &g FA4

Loki Operator IngestionLimitSpec ¥4

Loki Z2E & X 2=7]v} A4

10.4. ELASTICSEARCH =1 A 3F 4 +4

Elasticsearch 62 A18-3to] =71 dlol6 & A48tz 7T 4 A& ch

Elasticsearch =& 2 g 2] 2E & X

AR BANA B2 9e7A 269 dold == 7k shard 54

Elasticsearch d o] g o] O] 3 9] 5L o 4]~

10.4.1. 21 2E8 A 74

ClusterLogging A1-§ 4 4 9| & £2+(CR)E g ste] 2R eIA At 21 2684 #3274
¥ % gy

A 27 A

[}
B4 Aol YU Th

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator<} LokiStack 5=+ Elasticsearch<l W& 21 %3

A5 AAAFY
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https://loki-operator.dev/docs/object_storage.md/
https://loki-operator.dev/docs/api.md/#loki-grafana-com-v1-IngestionLimitSpec
https://grafana.com/docs/loki/latest/operations/storage/schema/#changing-the-schema
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ClusterLogging CRS A A 54Ut}

Fx

AL 3= A$ 77 5.89 EOL7FA] 229 A] Al

AEFA 9.

ClusterLogging CR logStore A4S A 3.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)
name: {}
#...

21 A& 598 XA I} lokistack &=

316

& &F

27 5.9 |20 &= dd o] E” OpenShift Elasticsearch Operator v] o] Z 35 o]
AR ek&Uth A A Logging 5.87 g7 2 2] 2~ OpenShift Elasticsearch Operators
2] t}. OpenShift Elasticsearch
Operator= A}ﬁﬂq 718 21 2 A S #2st= U4l Loki Operators A8 4= 9

Ut 27 glo] ZAto]|F B o g AHA| g U] -&-2 Platform Agnostic Operators =

+ elasticsearch & 4= A5}


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

10%. 21 258 A

o o

LokiStackol that 494 74 &4t

LokiStackS =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

-5 4932 43519 ClusterLogging CRS 2 &34t}
I $ oc apply -f <filename>.yaml
104.2. A 208 2 AZLEZ AG

27 vz A Adojd @ Q= 2 7]E & o 7 ClusterLogging A1-&#} A 2] 2] 4-2(CR)°l| &
qE YR 2o AFLEE AGgyh

A EaE RO 2EDAE AFHA 7] WFel ARHoR WY 21 AFAER ADHA 5
AL 208 At A2do] 24 W AN FHS F5etw Lulesl REHES @ Aol Y]

o}

o] 7] A o] & F AL FZ35l= 7-$ ClusterLogForwarder CRS 7A & 271 QlsU .
ClusterLogForwarder CRe] 9l 3¢ 712 &3 o] ¥ 38 vo]Zg2 S AR =3 2= Y7
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N

%4t

2 ARZAZ AT

A7)

T3

tlo

Log Forward APIE A1-8-3to] A 2185 U & Elasticsearch Q1 2€1 22 Adsla|H o
Fuh.

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o

B E 21 38 S J & Elasticsearch Q12822 w|:= CRS AU . b3 <A

g WQsA g3 U= AT 5 A5

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines: ﬂ
- hame: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

o]zl 2 (A H EH S AEstd A2 21 FI S AU 712 &
g o 2 12 Y Elasticsearch Q12822 A

o]l oA o ZE]A o] A, Azt E ALY Al 7HA] {3 2 E
B2 Ao FUL. 22 IS AASA ko G 27 AFHA &
3 =AY,

7]1Z ClusterLogForwarder CRo] 9= A9 A} 219] 718 &2 o] glo] Z gl e F

Iyt 712 285 402 et syt d s 4 v 25U
I apiVersion: "logging.openshift.io/v1"
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kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputs:

- name: elasticsearch-insecure

type: "elasticsearch”

10%. 21 258 A

url: http://elasticsearch-insecure.messaging.svc.cluster.local

insecure: true
- name: elasticsearch-secure
type: "elasticsearch”

url: https://elasticsearch-secure.messaging.svc.cluster.local

secret:
name: es-audit

- name: secureforward-offcluster

type: "fluentdForward"

url: https://secureforward.offcluster.com:24224

secret:
name: secureforward

pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default ﬂ

o] mjo]xZg}el-& 9] ol AEl A9} 37 Ui Elasticsearch AV 2~EH A2 ZHAL 2

a5 3y

10.4.3. 21 HE A7 A

712 ElasticZd A 21 A FA A7) Q=8 =71,

KR
©

&

[k

FaOP 2oL IR A 7 22 4R 7}
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Zho] o @ AW 25 0B}

e

e AR s HEFHS FHS F dFUh

RE A FAsle]d ClusterLogging AH&-AF A 9] 7] A2 (CR)A] 2} &1 A2 tjs] maxAge
o] 7l == A A ]} CRE Elasticsearch 2 ¢ 1] /\711501] o] 8 3k 72 %8351+ Elasticsearch7}
EoW A JAIA2E AHA| 8= A1 71 & 2R P o

7t b =7 5 st ¢ x5 Elasticsearch= @A Q19 A& o] 5313l A Q19 A& A A3
[e]

¢ld) ~ 7} Elasticsearchh CR¢] rollover.maxAge ztx.t} ¢ 2] 5 QA& th.
oldl ~ 37]7} 40GB x 7] shard 1.t} ).
oldl A~ x| 427} 40960KB x 7] & shard 1.t} F ).

Elasticsearch:= 743 R= A Ao oja} S ou]d oul A2 AUt 21 220 )3 BE A
AL AWASA gow 7|BAR o7 7Y Fo| 27} AHAI P Y.

A 27 A

Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A %] 5 o]
o] o g,

A7

23 RE NS FFAE e FRFUTH

retentionPolicy vl 7] =& F7}351 7 v 44 3te] 9 ClusterLogging CRS 3 3o

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
retentionPolicy: ﬂ
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application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

Elasticsearch7} zt 21 4285 {AS)oF 5t A2 AZFUTH Ao R A1 AA
< AFFYTHE(W), Al ZHNWH), 2(m) 3 %(s)). & S°] 192 1dY Y. maxAgeH v}
o9 2o AAPUL. 7| EF o 2 7Y 5S¢ AE U

Elasticsearch A}-&-2} 4 ] 2] &2(CR) A AA S 3T + A5

o] Red Hat OpenShift Logging Operator7} 84| 7+ujtc} 1z} = 19] &4 Qld X~
= = AA o] x3H BE A ANS FA 57 938 th2 Elasticsearch CRE ¢l EF)
3, Z2QHE Y A 91 $ 7Yo] X ud 2HA g Yt} OpenShift Container Platform-2
15& v QA 25 E QW3] of st=A 21 .

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:

minAge: 7d 9
hot:
actions:
rollover:

maxAge: 8h
pollinterval: 15m

HEARYL 7t 2 20 Q3] 3T &0 22F5 AHA|51aL 22T A7 & vE
Wyt

2]
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©

oldl ~ & 2 owd o w13 oF & OpenShift Container Platforme] <1 > 41 9]
Urt}. o] z+& ClusterLogging CRol| A A4 3 maxAgedilA A4 gt}

L4

OpenShift Container Platformel| 4] Q19 2~ & £ @ w3l of 3}=A] &<Qlst= F§ o]
AR L 7123kl WA + glFyh

Elasticsearch CR A2 Q5% &t = A A g3t nE WAL
ClusterLogging CRell 4] =3} 3] oF g .

OpenShift Elasticsearch Operatori= Cron 242 | 3£ 3} 3 pollinterval = < 23t & o] &
QAo wet 7} wl g o] Qe A5 AU o

$ oc get cronjob

2 o

o

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <hone> 4s
elasticsearch-im-infra */15**** False 0 <nhone> 4s

10.4.4. 27 A F 40| g CPU Y v 2a @3 1A

7y A QA AL & ~I] CPU 2 vz g 9 A& A 4 2J&4oh OpenShift Elasticsearch
Operator7} 39 371 o) 4o 71 AL R o]} gL FFoz AT Q= gyt
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3

U+ 5 28 2Hod A Elasticsearch ZZA] Z g o] 9] 7|2 w2 g Aoz =83}
A ke F glomz x =X A o]zt OOMKilled= T th. o] 2|7} 2HAl 5h@
Elasticsearch ZZ Ao tjsl v 2 2] @ 4 2 A|3FS =HY).

7} Elasticsearch ===t Y2 g2z AA o F ZEd S XUt T2 w| T o= AAHA &
Ut 2294 859 A% 7t Podd 7] & 16Gi o] A}o] &35 o] Qojof ). 7132 PodZ HU
64GiE & 33lof .

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} 3 t}.

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#F A 9] €]4&2(CR)E AT d.

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:ﬂ
resources:
limits: g
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

9 g o] u}z} Elasticsearchol t)d CPU 2 w23 832 XAt} o] 3L v ¢
S OpenShift Elasticsearch Operator7} t] {12 9] ujj ¥ o] 53 7|2 zlo 2 AA 3
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o} 7123 vxe 834 A 16Gio]32 CPU &3 Al 1994}

2]

Podoll 4| AH&-& 5= 91t 3

2
)
B
¥
o2
s
L
i}

©

Pods ol otal o) Mo g

e

A EAll EaPat AR R =

4

9 @ o wtz} Elasticsearch 5] o] B¢ CPU % W 22] 2 F & AUt o] 3¢S
H] 9] =1 OpenShift Elasticsearch Operator7} tj {13 9] uj Z o] 83 7127k S A4 g
Uk 71238 vzg] 23 A 256Mic]a2 CPU 273 A 100mY Yo}

Elasticsearch vl 28] ¥& =4 u] 234 2 A3 2 5o FAI S ALEdlof .

9=

et

W oot 24y

resources:
limits:
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

FHUH A iAo g v & P45 F5517 Elasticsearch7l X3 @ A gH-S AH8-31 =5 5] 8514
% Uth requests 2 limitsoll tjall Y g 3t A5 ==0) AHS 73 vl 2 2] 7} Qlohar 713 5t
3 Elasticsearch7} 93t= vl 28] 2 A2 4= A5Uth

10.4.5. 22 A g 20 g 2A A2 74
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Elasticsearch shard7} & 28 9] Hlo]g =Ed] A 5= vbH L Hojs 5 &5

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-& 2 A 9] €]4&2(CR)E HA .

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

shardol] v g 53 3 3]
.

tllo

A7

g

Utk WA AL

tllo

Astm W Alge] 489y

FullRedundancy. Elasticsearch+= 7z} Q149 * 9] 7] X shardE = & H|o|H ==
ol $hA3] BA G o] Wi kAol 7 AT o t) 23 o] Mg BT
ol 7hg R

MultipleRedundancy. Elasticsearch= 7} Q149 2 9] 7] shard& H|o|H ==
ol Awto g obA3] BAlIFU o] 2 kA A5 Alol o] # 3o U

SingleRedundancy. Elasticsearch= 2z} <19 2 o] dj3l] 7] & shard<] A} 3
U= U F 7l ol 39 oy ==vt EASE @ 3G ZEAEAET F I E
T3 4 JdHUth 57 o] e ==& A183t= 79 MultipleRedundancy .t} A o]
45 Ut} 92 Elasticsearch == v Z o= o] A2 243 4 gluUth
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ZeroRedundancy. Elasticsearch= 7] 2 shard?] A} 2-& ws l SsUth =
=7t geHAY Adste A 225 AT F AU 27t 42 F AU ¢
AHY d5ol o F28AY AA Y 2=3/PVC W ¢/EA A=k —T“ﬂ?& 35 =
£ AHg-3y o

gl 2 'l £37) o] 7] ¥ shard 4=+ Elasticsearch H| o] E == 429} ZF5U T

10.4.6. Elasticsearch Pod =4~

Z ¥ ¥ o)A Elasticsearch Pod 45 Z°]¥ dlo]g <42 Xt Elasticsearch A5 A 37} 24
+ Aguh

S Ay
B>
9'1'4
e
o}'u

- PodE 3t ¥l sh A SF481aL S el 2F oA shardel BA| 2o #+33 oA =3
T dojof Y 1:} Elasticsearch 3 €] 7} green®. 2 =o}7}H ot £ Podoll A 48 4= A HFU

51

Elasticsearch 2] ¥ 7} ZeroRedundancy = 244 # 71-¢ Elasticsearch PodE =
&alAE e AUt

10.4.7. 2 A A 4o s J 3+ 2E2]| X 74

Elasticsearcholl = 4+ &2 A7} B e 3ttt 2 E 2 A7} w545 Elasticsearch 4 5] ®et3]
Yo

Alhk 9

Lucene& NFS7} #| Z31A &+ 9 A|2H F 223 A18-3l2 2 Elasticsearch
2EZ A NA=NFS 2EZ A& BF = I+ &5 (E= Glustere} -2 NASE
)= AT = gl "ol &4 9 7[g A7 2A TS = AdH5U .

A 27 A
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Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} ).

A}

ClusterLogging CRE 3 3te] Z2j2H 9| ZHdlolH =271 47 2§ 2@ Yol viAI =
== AQ

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

o] do M= Z&2H2| 7} glo| g =7} AWS General Purpose SSD(gp2) ~E2]#] "200G"E &
Bt I E2F U Y vRIYH =S AR

AeE 5 Agh

' =71
' I 2EFfA o 22 BFL A}L3E= 7S LocalVolume 7 A 9} A volumeMode:
blockol] A= 5 YA B2 2§58 A183}4] vl A 2. Elasticsearchs 9A] 22 252

10.4.8. emptyDir 2 E 2] A o] | g 21 A F4 74

emptyDirg =71 4429} 371 AL§-5He Q4] Wi E7H A H 2 A A% A] Pode] BLE w7t £4
futh

2
emptyDirS AHS- & v 23 2E X7 A Al A 7 Ae| 25E dlo| g7 =44
' Yo

A 27 A
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Red Hat OpenShift Logging 2! Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

emptyDir2S x4 3}2] ¥ ClusterLogging CRS # 3 gt}

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

10.4.9. Elasticsearch 23 Z & 2¥ A A Z 3

elasticsearch 74 W == elasticsearch-* v & A& WHAS v E7 AA|ZL =3}

=3l Elasticsearch Pod7} A3 5= =&

it
2
4z
ot
_.°—l".
S
9#,
rr
o,
o
o
k1
i
o
2
>
o)
o
)
o)
it
i
v

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J of o} g t}.

openshift-loggin Z 2 A E 2 ¥ 73 3

#

I $ oc project openshift-logging
Elasticsearch pod?] o] &2 7IA 34t}
I $ oc get pods -I component=elasticsearch

Elasticsearch= A 21 A4S X522 =3 7] PodE =43t}
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$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

OpenShift Container Platform es_util 5& A}-83}<] shard 5713} Z2JA = 35l &
g317] Aol =39 7] d17] T2 FYdeol A=A A L.

$ oc exec <any_es_pod_in_the_clusters -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

A% 59 et 2E

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

2 o

o

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

OpenShift Container Platform es_util =& A}83lq o= o 7 =5 FTUT o
shard B84 & @A g o

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

A& =9 v sy

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

2 o

o

{"acknowledged:true,"persistent":{"cluster”":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

329
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330

o] ¢ W ES 2226 9| 2w dal T FAFY L

71827 o 2 OpenShift Container Platform Elasticsearch Z 8| 2~H+ =9 3t =
oF2-S AT YT o3 WH S AL8-3te] EolXS 583513 Pod7 W73 A S A9 st=

= Foh
I $ oc rollout resume deployment/<deployment-name>

o2

e

W ohe 3 g

I $ oc rollout resume deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 resumed

Al Pod7} vl £ 5 U th Podol]l Ad oy 7 FHIHH b3 vl £ 2 o] 53 + AFY
o}

I $ oc get pods -I component=elasticsearch-

2 o

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpw6k 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2 Running 0 22h
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W E7} R Bob2 2 5314 G=F Pod

i

A

i
o
i)
v
i)

I $ oc rollout pause deployment/<deployment-name>

o2

e

W thest 2o

$ oc rollout pause deployment/elasticsearch-cdm-0-1

2 o

o

deployment.extensions/elasticsearch-cdm-0-1 paused

Elasticsearch &2 €] 7} green == yellow 7Je] Q11| 313514 A 2.

RS

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

a1

o]l W& oA A}-8-3k Elasticsearch Podoll A Eo} 22 a3 A 1

p i

Pod:= ¢ ©]’¢ EAI5HA] 421 o] 7] Al Pod o] &°] B a3t

o=

e

W e gay.

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
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"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

A38t7] Aol o] w74 gLl green = yellow 1 x| S5t A 2.

7.
Elasticsearch ConfigMap-2 ¥ 7 st 73 ¢ 7} Elasticsearch Podol i3] o] ©A & wH&-3
t}.
8.
8 2He RE w7t o125 W shard WA S O A 431U
$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l
g 5w g3 2
$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l
%9 o
{

"acknowledged" : true,
"persistent” : { },
"transient" : {

"cluster" : {
"routing” : {
"allocation” : {
"enable" : "all"”
}
}
}
}

332



10%. 21 258 A

Al 2 1E Elasticsearch= RU| =2 43 7] PodE &3]t}

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.4.10. 21 A AL AU 22 ARE =&

NeAow 2% A MED 2 AFaE 27 FU2H A RA A2 & dolH
of A 25t BT 2T A gk Au| 2o Ul AR AR 2 el AYTe Faw A2E BT
4 dguth

2]y A= A L33} 7 2, OpenShift Container Platform EZ 9 HXE 21 A5 CAQAZAE
st 2 AL AT F AFUY 28 F 053 IFs=cURL 2 F o7 2 A4 A
H| A2 3 2AHGE =T A 2%

Authorization: Bearer ${token}

Elasticsearch A ¢+ 3} 7 & 9 Elasticsearch APl 23

ol

e 98 4 2le 27 A% 228 IPS ALgstel 27 A2 A

tlo
mlm

WA E T B F
ool A A 28 5 9141 T

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

2 o

o

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

2 o

o
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NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

e fAbE 9 E

tlo

Abgatel 2o 2H IP T

u
J

sl g 4 AU th

$ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -n openshift-logging -- curl -tlsv1.2 -
-insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

2 o

o

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 0 --i--i== ==i==i== ==i=-1-- 108

A 27 A

[ J
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] lojo} ).

[ J
20| A 25 H Z2A Eo] AT 5= glo]of ).

A3
22 AZ2E 9o =25 2L FIFUTD

1.

openshift-loggin == A € 2 W73}
I $ oc project openshift-logging
2.

22 A G Ao A CA AZANE 323131 admin-ca 5+ o] &1t}
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I $ oc extract secret/elasticsearch --to=. --keys=admin-ca

29 o
I admin-ca
23 A2 A 29 AZE YAML st 2 A4 I o
a.
a3 AHgske] YAML 9t S A8 gy o
apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ
23 AFA CAASAE 77 g AN B8 L A8 98 A
A 33} 7 2o F Q3 spec.tls.key, spec.tls.certificate = spec.tls.caCertificate ol 7]
HFEEAZT I8+ lFUH
b.
O3 WS A5t old dAlA AP AR YAMLY| 22 A4 CARISA &=
F7Hdo

$ cat ./admin-ca | sed -e "s/A/ /" >> <file-name>.yaml

A=E AR,

I $ oc create -f <file-name>.yaml
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336

29 o

I route.route.openshift.io/elasticsearch created

Elasticsearch A v 27} =& o] A=A AP}

230 AT o] AH| X AR EES 7HA S

I $ token=$(oc whoami -t)

e

U,

A A g elasticsearch =22 317 iz 44
I $ routeES="oc get route elasticsearch -o jsonpath={.spec.host}

BE7F AT HoE AYHANEA fASFAR =5 @ 3235 53] Elasticsearche] <
Az the BE e dd gy

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
SHe g3 A YebE o

29 o

{

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch",
"cluster_uuid"” : "0eY-tJzcR3KOdpgeMdJo-MQ",
"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",
"build_snapshot" : true,
"lucene_version" : "7.7.0",



10%. 21 258 A

"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility _version" : "5.0.0"

b

"<tagline>" : "<for search>"

}

10.4.11. 7] 2 Elasticsearch 21 A F A E A}23}1X &

rlr

A AHEHA e T4 24 A

FHYAEAN 2AE AL 2O AZAE A2 7]!1 Elasticsearch 27 A 34 S A}231A &+ 4
T 274 S8 ZHAA AR SHA &= o8 48 A2 AAS F dsUH-

=, 7] ¥ Elasticsearch 21 A F A& A2-351A] &+ 7 ClusterLogging AF& A A 2] 2] 4 2(CR)
o)A UL Elasticsearch logStore, Kibana visualization +4 242 A AT = AdFUth o] 83 74
S AE AAS = A2 A9 ALgo| A gt gl A2E H e = JdFY L

A 27 A

[
23 AGA7 21 do]HE 7] & U} Elasticsearch 28 2H = A 43514 &= 3%
yd. 2 AGS A 5= o A3 ClusterLogForwarder CR YAML 319 & Z A o
default2 x4 3} := outputRefs 2 471 g/=< APt} oS 54 &3 25Ut

outputRefs:
- default

?—9]

ClusterLogForwarder CR2 =1 g]o]H & ] i Elasticsearch &g Z:E—]E %l
2313 ClusterLogging CRoll 4] logStore +4 Q4 E A AUt o] A =1 d
olE] 2 A &3 U} Elasticsearch 22 27 EAH A g5yt o] A4S q] o] g

£4o] B4 F A5

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E HF T .

I $ oc edit ClusterLogging instance
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2.
ClusterLogging CRol A logStore, visualization 2~&l 2} & A| 7] 3} 4] A] £..
3.
ClusterLogging CR<] collection 281 2= §-A 3t} A 3= o2 o 9} f-Asl oF gt
apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}
4.

4317] Pod7} AWM £H A=A Aok

T H

I $ oc get pods -| component=collector -n openshift-logging
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o)

1%, 27

o
Kl

117|224 A2

27 7 32+ Red Hat OpenShift Logging Operator 2 x]¢] A3 g APUch. Axe 22578 2
2 2EgZ A WAoo A Y Bl v E o oz} @28 Yl Red Hat OpenShift Logging Operator=
AR o o] Y23 o] 20 A Operator A7 Se]2E RUEHP S A5t 34 S A3 A5 o
g3 vl o] @43} gyt 27 Operator A X0l tj & 2tM & W &2 3] ZES ALgste] =24 AA S

Ax5A 9.

=7 Alertmanager 1 2=H 25 | &4 3515HA] -2 79 71# 27 7 3= openshift-monitoring ] ¢}
23] o] 2= 2] OpenShift Container Platform =1 €& 2d Alertmanager= A%t}

11.1.1. F2jz 2 /g A Aol A A 52 Ulel] A A=

73 31 UI= OpenShift Container Platform ) 24&9] A2 2 A3 2 /22 310 S S5 A4 2 5
s

#ela Aol HUHY - A3 2 ol F g th o] BN A3 U] Al 744 F2 sl o]
A A, aA % A3 72 el A v

N2z} A o] 4] Observe — < project_name> - 751 & o] 53 t}. o] AP 3L,
& R AN AHLE 25 ZA oA A AUt AL HolR o] TAIE A= A
ZZAE EHAAY.

Fx

Mz AA A= A E: <project_name> ZZ o) x| A 23 5= 9= FHof
OpenShift Container Platform @ X}z Qo] T2 A EJA AT 5+ JH5Uh 22}
cluster-admin @ 3ko] gl+= A-¢ 34 OpenShift Container Platform Z 2 A E o} Ad w
A3, F4aA, 735 qtF o] A HA EFU

11.1.2. 99 $37] 43

27 5.7 o] v Ao A= WY 3 7]oA th2 73271 A A FH Yt OpenShift Container Platform
) & ol A2E 2 5 AFUTh

X119 =377 A
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33 LR R

CollectorHighErrorRate g FZE 9 <value>=

vector <instance>°l| 2] 3j

9 R B AFUH

CollectorNodeDown

g sy
CollectorVeryHighError g =9] <value>+=
Rate vector <instance><l| 2] 3]
LF7FHAIAF Y

FluentdQueuelLengthinc  v}x] = 1hoj A fluentd

reasing

IFUL A F2
<value>¢J 4y t}.

11.1.3. Fluentd =3 7] 431

g A 3= d A A Fluentd 22 =3 7] 9] o]3] A A5 Ut} OpenShift Container Platform ) &&

oA old @ s 2+ g

3 11.2. Fluentd =38 7] 4
73 | A =]
FluentDHighErrorRate
LF7EHAIAF YT

FluentdNodeDown Prometheus+ fluentd

<instance>& 10% o] 4

2a9% 5 A&

FluentdQueuelLengthinc  v}x] = 1hej A fluentd

reasing

Aruch AA g
<value>¢] 1 t}.

FluentDVeryHighErrorR

QR W RS

11.1.4. Elasticsearch 73 31 3

340

A4 A7

Prometheus= 10m o] 4+
vl g <instance>Z 2=

<instance> v 3| 3 Z o]
E1ug A&How 27}

A A7

fluentd <instance><j| 9]
3 F 2 =9] <value>d A

<instance> v 3| 3 Z o]
=19 R &EFHo 2 F7}

fluentd <instance><j| 9]
ate 3 @A Z=9] <value>ol| A

= a-
WE &Y o/ FEEHe A
2 o] 158 T 107) o]

Ut}

¥l ] & Prometheus7} 54 ) 7}
Vector Q1 281 A5 A~ &

Sl = U ReTACI g = =

HE T 84 /Y FE 2] 7}
7122 07 o] H 15+ &<t 25

NE 23Ut

Fluentd= 7 =7) 7} =7} s} A

3 kAl Bargky ol

=

FluentD 28 ¢ F9ol FE % 4
ow 7] A O o] A ISR F
RF107 o]t

Fluentd= Prometheus”} & Azt
2 Fluentd Q1 2B A5 23
W} ok a5y

Fluentd+ 5 =7] 7} &7} 38} A3
3 QThal ®BArgy ok
FluentD &8 279 =+ 7] A 7}

22 o= o] 158 52570

o] g0 W% Egych
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¥ 11.3. 43 43

733t a4 A7t=
ElasticsearchClusterNotH = =21 =] 4}e) 7} 28 o] A w7k o] H Ut Sl 2B 7L 27 & ) 7}
ealthy 51-8-5kA] @71 shard7} 2t 5] QL 71 vh 8 i =7 op 4] Al

HA F%e T AFH

ElasticsearchClusterNotH =228 4 H7} 4208 S =t dolgdH Yttt U shard 2 A
ealthy Al o] &= A & SkFUTH

ElasticsearchDiskSpaceR =& ~E] & a5 647k Ulof ] 2~= F7ko] 28 7 0 2 o 4§ ) 7}
unningLow |BR=T

ElasticsearchHighFileDes Z#2B & oS A7 Yol 9 A8 A7 S Ao = gAagyr. A
criptorUsage
ElasticsearchdVMHeapUs A& ® ==29] JVM § A& o] =& 7ol
eHigh
ElasticsearchNodeDiskW O 23 o f F7to] B2t (A H w7t e Y E np9 A H
atermarkReached Ut g o] 4 shardE o] == 833 4= Q1Y th =9

g ks Frkete A8 arE e oF ok
ElasticsearchNodeDiskW 0]~z of § 3 7to] =538l (A E =7} & Y E vl = 7daL
atermarkReached YFUrh g sharde 7Hs 3 A5 ot =0 oA 295 Y E}

e YA g2 H Frtst AU o] R ddE e Y

25 AHA A A
ElasticsearchNodeDiskW U223 of Z7ko] 28] AR HE 2=/ ZH= YEufadg = A7)
atermarkReached 235Ut o] == &9H shard7l Qe R E g 2= 9] 7]

Ag EFo] AL&HUTH A A Fol =2 YErta ol = E

AW QYA E5S FF O R A8 oF Gt
ElasticsearchdVMHeapUs A4 ® =29 JVM § A& 3o] Y F ZHUTh 7ol
eHigh
ElasticsearchWriteReque Elasticsearche] A ¥ == of| A 227] AR 7} Z718ta 5tk 7ol
stsRejectiondJumps ol mEEREUAY Hxg wtrhA £ 5 dsuTh
AggregatedLoggingSyste AR H = o] Al 2" o A A}g-5l= CPUZF Y F =54t 733
mCPUHigh
ElasticsearchProcessCPU  #3 ® = =9 A Elasticsearch7} A}-&3l= CPU7F U F- =54t 7ol
High
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11.1.5. 327} 5] &2~

AV

Fol FAEF A 4

342


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/monitoring/#modifying-core-platform-alerting-rules_managing-alerts

121. 35 A WAUF

232 5AT 5 A AR MEA AYAE A Y02 ASHE 23 BFS S Ao
Nolele - et 2H 02 AFHE 20 BF2 d s AT+ Ron 2ast£44
1GUTH A28 39 8 27 w57k AR Alo] glo] TR Ado] Bed W 11 BT A7kt =

7] A Zke] TRAE = AFUG.

o 4 &

A= 2R A &5 Ao vMIAUETS 7S] 23 S AT F dFUH

121.1. 58 Ao] MAUZ] o4

[ J
2§ 2L urp gotal 38 5 dFUh

)-8 gl
°
Noisy ZHl o] & & He ol & THste ulPHA 42 21 E IS AT + lF
Yy
°
R R EIE FASHE 24 =2t 227 SolFUTh
°
ESHE2IE S SEATS IS RS Y 2aEG = A5yt

12.1.2. £ A3 74

FREE FYAUG Z, Al 22 57 S5

EE A

A,

23t 7 wse] B ALPelA FHAHEE $7E 2 Fe 2 s WEPUTh o2 Sol,
£/ 29 A SE Ado] Yt 3ws FeHolAE Al 21 47 SEE 29 309U

71A] Wb © 7 ClusterLogForwarder CR(A8-%} A o] 8]l A 2)d A &

Ut
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1213. 22 AGA &8 45 A 4

ClusterLogForwarder A1-&2} A 2] 2] 4~ 2(CR)E FA3lo] ol gnl e 2 £ -2 X AP o7
A = AFY T

A 27 A

[ J
Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

Bl A gl YU

A A" =9 9] ClusterLogForwarder CRol] maxRecordsPerSecond A 3t 2t-&
.

7Hid

3

& o A ol A = kafka-example o] 2+= Kaftka B2 7 &84 i3] £37] &9 £ % A4S
TS WH S HoFU

ClusterLogForwarder CR<] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...

outputs:

- name: kafka-example 0

type: kafka g

344



limit:
maxRecordsPerSecond: 1000000 6
#...

i
JH
o
il
s
L
v

iy
)
e
ofll
o
L
v

2229 £x ABQUD. o] e 2 Katka L2712 0 5 Q= Ao =219]
Olzke 2 o] gL Aoz AFHA FHUdh 712 54 HMe] Aoy =
2 AR FAL 5 Qe A4S A= AAFU T o] ghol 00]W 227t AgE R o
Ut

ClusterLogForwarder CRS &3]t}

g%

I $ oc apply -f <filename>.yaml

12.1.4. 27 Agx 98 &% A& LA

ClusterLogForwarder CR(A}-8-2+ A o] 2]4&2)& FA3le] FAHE S0l 219 £ 5 AT
F AFUTh AHlolU G Er Ugasolade 4 AFL AP T F YU
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A 27 A

Red Hat OpenShift Logging Operator7} A x] ] o] 1t}

B4 Ago] AU Th

A A =29 79 maxRecordsPerSecond #| g 312 ClusterLogForwarder CRol] 37}
U

g clA A E Thpa Alukel ool U@ 9 S Al

(o
filo

T PHe BAFU

54 2pa & AHg-std AE ol ol tf g HEH o] qF A 35 A A st= ClusterLogForwarder CR
9] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> 0
application:
selector:
matchLabels: { example: label }9
containerLimit:
maxRecordsPerSecond: 0 6

e
JH
o
all
s
L
fu)

2]

gol & =3¢y} o] g 2hil o] Podol| &5+ 2 3 U x| 3hA
maxRecordsPerSecond Z =9 XA € A= o]HE A 3to] 3| F A= o]l &-E&F ).
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£ 5% A3 1A P} maxRecordsPerSecond 2 =& 0 o= AAsHH AH oY
o] g 217t A H A %4t maxRecordsPerSecond 2 =& T2 gto 2 AR &4
23 Ao g2 F71 Adelde S EY

A8 gk v g 23 o] 2o A ZAH o] O3k ZH| o] F A e+-S A A 3}= ClusterLogForwarder
CR] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> 0
application:
namespaces: [ example-ns-1, example-ns-2 ] 9
containerLimit:
maxRecordsPerSecond: 10 6
- hame: <input_name>
application:
namespaces: [ test ]
containerLimit:
maxRecordsPerSecond: 1000

s
JH
o
all
1S
L
v

Y] A3 o] 2~ £ 9] t}. maxRecordsPerSecond = =) XA ¥ AE o] A3
o] g v 2so] 29 »E AH o] A&t

&5 A3 4 ot maxRecordsPerSecond 2 == 10 o2 A A s1A vpd=d
v g =so] 29 7 Aol dis] =3 Hd 107]9] Al Z =71 =3 Y}
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ClusterLogForwarder CRS &3]t}

9%

I $ oc apply -f <filename>.yaml
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137, 2l &2 o o}
137, gl &2 o<k
13.1. == AE 7|2 A} L35l] 27 g 422 ol%

= e 0] 4§74 o] 2hil 8l Podol X148 Ael 7S AL stel Aol @ 7l/g Ao E 74
A 92 ATk

294 Pods 23 steid ==9] el 3 U3 71/3k == A9 77} Podol] 2lofofF Fuot.

1311 == A7 F W

Pode] ;= HAe 7|9} :e = 9] 2l S ALE-5lo] Pod7l o ks = A& AT F+ dFUT == A9
71E A1-£-3}1H OpenShift Container Platform°l]1~1 A =] 3l+= o] T Eoﬂ PodZ o oFst ).

= HAIE 483 B w=dl 5 PodE WAHD, EALY $F = HANE A8 B

A& E0] FXLH A= AEA A NLTATE A 8= 2E Podoll == A9 71 E 35}
A Aoz 7 77 =Eott PodE Wi 23 + A= =S5 AT =+ IJ\"HE} o] A Al A Z¥
2HE F A4 Eajd de]lgAlY 57 2 A F Ut v] oA = =29 24 -S us-east, us-central
= us-west= A FUt}. ofX o} Bl H G Ao (APAC)OIIH = x| 4l S apac-east =+ apac-
westZ 2| A gt A2 2= AA 3 Podoll == A7) &5 F718lo] sl == Pod7} o e == &
T dFy

Pod @ HAEo| x-= Ael7]7} E3so] YA A st Filo] Yt =27 gl 45 Pode o o
ahA ek th
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$U3 Pod 749 == ey % e = fAYLS AL U A9 BE FHAN =2
o i & Pod X & Alo] g th.

nodeSelector ¢} nodeAffinityE & o} 44 sl= 4§ PodE $H =9 4
k5] el A= F el E 25 F58oF .

nodeAffinity 3 3 14 ¥ nodeSelectorTerms= ol & 7] XA 3= A
nodeSelectorTerms = sl E =311 Pod=E =9 o 9Fst 4= 45Ut}

nodeSelectorTerms ¢} <14 ¥ matchExpressions= o] 2] 7] A A 3= A%
2 & matchExpressionsE 5= w ¢t PodE ==0f o 43 5 JFU

= 497 9 e AHgstel 54 Podzt bR == Aol@ & Y&
== Ads]o} GH e ALgselW B4 Pods Aol £AHA RES o] i AP @ o
& = A7) 2 Podol #7H3th

> :;5: dofe 7]E€ Podoll == AE 71 & AH F712 = s Wl £ 7743 3 32o]
,.i’>< Pods Aol QB A Eo) gl S x4 3 of ).
AN o
o] 2 Eo] t}& Node 9 B2 E o) = region: east 2} o] Q141 th.

Zh o] 9l:= Node @ H A E A1

il

kind: Node

apiVersion: vi

metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/vi/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11e9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
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labels:
kubernetes.io/os: linux
failure-domain.beta.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
failure-domain.beta.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
beta.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
beta.kubernetes.io/arch: amd64
region: east ﬂ
type: user-node

Pod == A¥ 7] 9 A A3 oF st= A AU G-

Podel = type: user-node,region: east ;== A= 7] 7} 95Ut}

X Ael7])71 = Pod L HAE A=

apiVersion: v1
kind: Pod
metadata:
name: s1
#...
spec:
nodeSelector: ﬂ
region: east
type: user-node
#...

= Fu g AR a0k s = AW g e 7 e Aot go] Lol

glojof guich.
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712 282

352

o)Al Pod AHeF2 Abg-3he] PodE 44 5H4 ol Al :=Eol o k& & Y&y th

e A9 7

s

-}

N

718 ZE2H $F == A97] 5 AHS-5E &3 Z22HolA Pods A4 g 1 OpenShift
Container Platformol 4] 7|1 & ;== A8l 7] E Poddl 71513 A X 51= A S A3l == o A]
Pod& o 23Ut}

27| Z & Operator A}-2%} A 9] 2] 22-9] o

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

A F 8] 2H 2 === type=user-node,region=east 2} o] A 51t}

&L

Node ¢ H A E 9] 4

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...
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L Ad 771 9= Pod 2 HA E 9] o

apiVersion: vi

kind: Pod

metadata:
name: si

#...

spec:
nodeSelector:

region: east
#...

[>

H E =AY

o)A Fe) 2l A o)A Pod AHFS AL§-3te] PodE 44 514l Podst 2l
715t @7 4 e] ehol AP wmEol o FHL k.

Pod7} 2hlo] X P H == = Pod E=9] o

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <nhone>

Pods A48 e s LedE e A7} s A5 89 49717 2
28 4% = Az uc $48 Podo] Z2AE == HEs]7} glow Pod
7t A A AL el okl A @i

[k

REAE -t Ad7]
EZZAE = A7 E ALL51H o] ZZ A E oA Pods A4 T o] OpenShift Container

Platformel| 4] Pod]l == M€ 7] & F=71stx gl o] A A sk =20 PodE o oFut}. S22
TEZIE == A7 A Ay ZRAE 2= A9 717 AR Y

353



OpenShift Container Platform 4.12 2 7

oq =

it
|«

o] t}& = 24 E o &= region=east ;== A= 7] 7} A5}

Namespace @ E 4| E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

& == 9= type=user-node,region=east z}'# o] Y&t}

Node $ B A E 9] ¢

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

o] o] LA Eo]A oA Pod AHe+S AHg-sto] Pods 414 5wl Pod7} =4
st 7l A o] o] X H w=o] o kL Th.

Pod 9 B A E 9| o

apiVersion: v1
kind: Pod
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metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

Pod7} g#llo] A H =0 9+ Pod B=9] 9

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <none>

Podell Th& == Aul7|7} 23d A T2 =9 Pod7t A4 | AL o oFe A U Th o &
So] thg PodE ol Al A =ol ul £5lW Pod7t A4 54 45U th

w= A7t $554 22 Pod 2 BAES] o

apiVersion: v1
kind: Pod
metadata:
name: west-region
#...
spec:
nodeSelector:
region: west
#...

13.1.2. Loki Pod #l X]

Pode] 3] & 2x} &= == AH 7] E AH$-31] Loki Pod7l 23 5 & =5 A5l g Yaze
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7 AY == g Ag A RAES

et

F A&uth

LokiStack CR(AH&-#+ 7 o] 2] &2)S AHg-3te] 22 A 44 Poddl] 31§ 2 A= 24%

o] YL o taintE AL F PS5 UL == HAQEL HAEE 5 L3X F=1w
5 ko A A 5= 7] %k”gfm"]‘:}- O£ Poddl gl= 54 71:3 B2 AH&std &l
A4 Podyt A3 g 5= 5y

== A= 7] 7} 9= LokiStacke] ¢

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: """ g
distributor:
nodeSelector:
node-role.kubernetes.io/infra: """
gateway:
nodeSelector:
node-role.kubernetes.io/infra: """
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: """
ingester:
nodeSelector:
node-role.kubernetes.io/infra: """
querier:
nodeSelector:
node-role.kubernetes.io/infra: """
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: """
ruler:
nodeSelector:
node-role.kubernetes.io/infra: """
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137 gl 42 o ¢}

o]l A Jd A F+A A == Loki Pod:= node-role.kubernetes.io/infra: """ @}#lo] £3tHl == =2 o] %
Figah=

a

Ael 7] 2 58 2271 A= LokiStack CR9] <o

piVersion: loki.grafana.com/v1

kind: LokiStack
metadata:

S

name: logging-loki
namespace: openshift-logging
pec:

#...

template:
compactor:

nodeSelector:
node-role.kubernetes.io/infra:

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

distributor:

nodeSelector:
node-role.kubernetes.io/infra:

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

nodeSelector:
node-role.kubernetes.io/infra:

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
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indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
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value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

LokiStack(CR)<] nodeSelector 2 5] & 93} I =5 A3} oc explain ¥ & & A}83le] E3
iz g Ay 2 =8 B 5 AdFY-

I $ oc explain lokistack.spec.template

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

AAF NG 54 D=2 F7t

st
S
32
|y
kJ
)

$ oc explain lokistack.spec.template.compactor

2 o

o

I KIND: LokiStack
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VERSION: loki.grafana.com/v1
RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

13.1.3. 27 A7 @ 2= 74 2 2ASH

AP A= L U Y &3 o] 29 )31 X Y5 = ClusterLogForwarder CR3} 5 3t o] 5 0]
ClusterLogging A1 A A 9] 8] &2 2(CR)E A3t 3719 g2 &= 2AEY L 3T
Yt

¥ yo
%o rr
o)y

W] oA o8 21 A2AE A4S 1 ClusterLogging CRol| 3 &5 += 20 =
managementState 2 collection ¢JUt}. 02 2 & 2dx = FAH Y.

A 27 A

[ J
B4 Ago] &L

Red Hat OpenShift Logging Operator ] A 5.8 o] o] A X5 o] &5}

ClusterLogForwarder CRS A3l &5y}

Az

7]<& ClusterLogForwarder CRS- %] 9 3}+= ClusterLogging CRS A4 ¢ o}

ClusterLogging CR YAML2] <]

360



apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: <name> 0

namespace: <namespace> g
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

o] & & ClusterLogForwarder CR=} <! 3j oF g1 t}.

Y] ¢ 23 o] 2= ClusterLogForwarder CR3} &< 3l oF 3}

th& @S 29 3te] ClusterLogging CRS =g 3y th.

I $ oc apply -f <filename>.yaml
13.1.4. 27 53 7] Pod ®.7]

=74 577 Pod 2 49 59 a9 ==

i
e
o

A7)

x2

o)y

137 gl 42 o ¢}
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ZzAEd A g BH S daste] 27 5717 Pod % AN FRE gtk

$ oc get pods --selector component=collector -o wide -n <project_name>

2 o

o

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
<hone> <hone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <nhone>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <nhone>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 workeri.example.com
<hone> <hone>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <nhone>

13.1.5. 7t gl &~

== HE7]E AHgste] 57 =0 Pod vl %]

13.2. BRI E P 5§ 942 A}g-3te] 27 POD ulA] 7] o]

938 02 E AL S w4 o okalof sh (i ol okl A o Hi) PodE Alojd 4

13.2.1. H| Q1 E(Taints) ¥ & 2] d| <] (Tolerations)<2] o]3j

/9IS AL 51 Podel A 3= 58 237t 9l A% =EolA Pod 6l kS ARE 5 95U th

A}ok(PodSpec)g_ &3l Podel 31§ &

Node A} (NodeSpec)2 53l
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apiVersion: v1
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: valuei

#...

Pod AFoe] 51§ 9.3 o

apiVersion: v1

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1”
effect: "NoExecute"
tolerationSeconds: 3600

#...

HAJE

v}
i

2 g o] 42 key, value % effect= 74 = o] JFH T

X131 HJAE 8 S8 old 74 84

ol 7 5= v
key key: ) 253 o] 2ALYU T 7] B4 B SR A g3 of shn] #4, 5
A, ol &, 4, WEL THT & daUth
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o 7] 5= A
value value:= H o) 63 Ao EAA YU Th g2 A e A= Al 28l of 8 24},
AL tol Z, 4, WES 2 = AU
effect e WE F s AdFh
1
NoSchedule o Q=] A 3A e Al podi o P
o] o ofE A ek,
o =29 7/|ZpodE 2 E FAF Yt
PreferNoSchedule o H9lEsl A A i Al podi oG
r=o of S AR 2AEFH = 2
@78 ey
o =9 7|EpodE 2R FAHYT
NoExecute o Q=] A 3A 2 Al pods o P
o o o & YlEUTh
o AX3t= E o]l gl =] 7]
= pode Al A Y TH
operator
P Equal key/value/effect v 71 1 =71 & X 5 oF 3
ol 7l 2 d Y th
Exists key/effect vj 71l ¥1 57} 4 x5l oF g o). A %] 3}

o)
=
= value Wi/ 42 @7 Fojokdhth

ZAEE Z g9l == NoSchedule HI21EE F7}5l= A$ =] 7|2F 0 7 Z7}F
node-role.kubernetes.io/master=:NoSchedule H] 2l E 7} ¢] o]o} g},

e

A% 59 e 2aUTh

apiVersion: v1
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-
master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdc1ab7da414629332cc4c3926e6e59c
name: my-node
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#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master

i
1)
&
o
r
flo
Kl
ro
m
o
e
)
L
v

t}-g H| 2l E= OpenShift Container Platformol] 2 =1},

node.kubernetes.io/not-ready: :==7} S=1] Ad o] AA| ¢kHFL ). o]

Ready=False<] 3 331}.

node.kubernetes.io/unreachable: = =7} == AE

= %7 Ready=Unknownol 3] 335 t}.

i

137 gl 42 o ¢}

node.kubernetes.io/memory-pressure: :==oj v 2 2] 1= A7} AdFUL ol == X

71 MemoryPressure=Trueol| 3] 331 t}.
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node.kubernetes.io/disk-pressure: :==9] tj23 B= FA7F JFUH ols == 4
DiskPressure=Truel sl 331 t}.

node.kubernetes.io/network-unavailable: == JJE 3 & A} &3 4 Q&4 o).

node.kubernetes.io/unschedulable: == 2 o] ok 5= ¢l Z=1] ).

node.cloudprovider. kubernetes io/uninitialized: == AEE& 7} 9 =849 = 233}
2 AZEA o] HQE ko) AL B2 2 Z A Yt cloud-controller-manager?] A E
Eg7t o] ==E x7]3}sA kubelet°l o] HIRIEE A AFY .

node.kubernetes.io/pid-pressure: ==9]| pid pressure’} JHFU T ol == A
PIDPressure=True °l sl 331 t}.

OpenShift Container Platform& 7] & pid.available evictionHard = 23
A ey

13.2.2. Loki Pod ll %]

LokiStack CR(AH8- % 4 9] 2] 4:22)& ALg-3he] 271 4 g2 Podol 5§ 938 A §3t3 = AR}
o] Y= ol taintE AL 4 AUtk =0 B EE HAES 5] 8314 e ¥ Pods 74
% wso] A sk 7]:5k AU th o2 Podel 91t 54 7115t 4L A5 slY mEolA 2 A4
%2 Podwt A8 4 51

> A9 717} 9+ LokiStacke] <

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
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#...
template:

compactor:
nodeSelector:
node-role.kubernetes.io/infra:
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:

"0

137 gl 42 o ¢}

o] A J A FA A == Loki Pod= node-role.kubernetes.io/infra: """ @}#lo] 3t == =2 o]|%
Iyt

A=

A8 7] 4 38 2327} = LokiStack CR<] <

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
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name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
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node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

LokiStack(CR)<] nodeSelector 2 3] & 9z} I =5 A 352 A oc explain ¥ & & A}8314
iz gt Ay 2 =8 B 5 AdFU-

1

%

I $ oc explain lokistack.spec.template

2 o

o
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KIND: LokiStack
VERSION: loki.grafana.com/v1
RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

AAE N e 59 RES Fobe 5 A

$ oc explain lokistack.spec.template.compactor

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

13.2.3. 3] & 2= At&3l 21 3 7] Pod ] x| A o]

Nes o 27 577 Podol & T3t 22 318 o& 74l A&yt
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apiVersion: v1
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists
#...

A 27 A

[ J
Red Hat OpenShift Logging Operator 2 OpenShift CLI(oc)E A x| 35Ut}

B3 AYstel 273 5771 Podol 4 27 577] PodE oo == HAES F

o
7Hd

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

B el

I $ oc adm taint nodes node1 collector=node:NoExecute
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o] o o] 4] = 7] collector, Zr node 2 taint &3 NoExecute= node19] taintE wj x| 3] t}.
NoExecute taint & 7= A}-&3l oF §H1] t}h. NoExecute= taint¢} € x] 3= Podqt 2A| =% 551
2 2] 1A] k= 7]F Pode= A A G

ClusterLogging A}-&2 A ] 2] 22(CR)¢] collection 2l A2 AR slo] 27 47 7] Pod
ol U3 518 o Ae TR

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:
- key: collector ﬂ
operator: Exists 9
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

weo 3718 718 AR g

key/value/effect v 7l M =71 A X & A& 8 7351 = = Exists Operators #3 go}.

NoExecute & 35 A A ).

Al A o = tolerationSeconds " /N H4E XA 51o] Pod7} Al A = 7] A71A] ==

HIg H = A1 S 2834
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o] 3] & 2%+ oc adm taint H 3 o = A A H tainte} Y X Fut). o] 5§ 2271 9+ Pod= nodet
o ol efat = AE Ut

13.24. 274 #3716 g g ax 74 9 2AEY

BelAE B @ Y250l 20 97 A 5= ClusterLogForwarder CRz} 5 3 ol o] Y
ClusterLogging AH84 4 9] 2|4 2(CR)E A stel #3719 Pax B 2AEYS F43 F A&
Ut

9 rf

" Zo| A o 21 AZAE ALL-E v ClusterLogging CRell 3 &5 = 26z =
managementState 2 collection ¢ Ut} b2 2 & 2diz= FA g

A 27 A

Bl A gl YU

Red Hat OpenShift Logging Operator ] A 5.8 o] o] A x| 5o &5

ClusterLogForwarder CRS A4 35U ).

715 ClusterLogForwarder CR2 ]9 5}+= ClusterLogging CRS A A 3 .

ClusterLogging CR YAML9] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <hame> ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
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effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

o] & & ClusterLogForwarder CR=} 5 <! 3j oF g1 t}.
Y] 9} 27 o] 2 &= ClusterLogForwarder CR=} 5 < 3j oF g }.

oS 43S 233t ClusterLogging CRS 2 &gt}
I $ oc apply -f <filename>.yaml
13.2.5. 27 53 7] Pod ®.7]

27 57171 Pod 2 43 9 P ==

i
iz
=
52
i)Y
L
u}

A3}

ZzAEd A g BH L Jaste] 27 5717 Pod 2 AN FRE sghth

$ oc get pods --selector component=collector -o wide -n <project_name>

2 o

o

NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
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<hone> <nhone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <nhone>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <none>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 worker1i.example.com
<hone> <hone>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <hone>

13.2.6. 7} gl &2

=X HIEES A1g3ke] Pod WA A o]
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OpenShift Container Platform ) £& 9] 2]z} shH o] AN 23 4 dFUh
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1.
Administration - Custom Resource Definitions 3] o] X] 2 o]-F 3}<] ClusterLogging <
293y
2.
AFEAL A o] glAax Aol AlE AR FHo| Ao A 1A 2E FE .
3.
JN2="AX2 Fo J= JFA vl
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£ Z 493} ClusterLogging 214 £ Z 13},
4.
Administration — Custom Resource Definitions ¥ o] ] 2 o] &3]},
5.

ClusterLogging &l 9= ¥4 ¥l
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ClusterLogging CR< M]3l = PVC(J 7 2§ Z#d)7H AAHA &
sy U A PVC, PV(F 7 &F) 2 &4 tlolHE AHAlstE™d F71 &4
< s sioF FUth PVCE sl Al st 7t AbA bl PV7} Akal € 31 vl o] g &
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ClusterLogForwarder CRS A A1 g 73 - ClusterLogForwarder €9 9+ 34 vl

2289 0 A8 A Pas g Al 2 28 g

Operator —~ A x| ¥ Operator = o] A = o] & ] t}.

Red Hat OpenShift Logging Operator &9 = &4 wl ¥

£ £33 1S Operator A3 A AS 23t

A9 x}3}: openshift-logging = 2 2 € 2 AbA) ] o}

af

openshift-logging T= A E £ AtA|51A PVC(F T+ 2F SdY) =2 ¥
ot G vl =o)X B E F&o] AAlgU. 24 HlolH & A8t
2] openshift-logging Z 2 3 E £ 214 31 K] u}l4 A] Q.

=2AE Ho|x 2 o Tt

openshift-logging Z 24 E doj 9= 34 vl
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Red Hat OpenShift Logging Operator & A& 2] A A E o} F A ASHA] &L 7

o
W ‘o T

ClusterLogging A&z} A ] ] &2 A LokiStackol] o 3+ == A A A&}

Az}
1.
Administration -~ Custom Resource Definitions 3 o] X] # ©o]% 3} o] LokiStack & 2
Yt
2.
ALE2E A 9] Bl AA Ao AlE AR Fo]A oA JA2A A5 FE ).
3.
JNZ" X do A= 34 vl
]
]
]
£ &8¢ v LokiStack 2HA) & S8t
4.
Administration -~ Custom Resource Definitions 3 o] X] & o] g},
5.
LokiStack ol 9= 34 vl
]
]
]
2 29353 A2 A A9 Fax o A4 2 A9y
6.
QuAE 2EA AL AA P
7.
Operator —~ A x] ¥ Operator = o] A = o] & ] t}.
8.
Loki Operator &9l 2= &4 Wl
]
]
]
& 293 o5 Operator X A/ AE S8
9.

A9 x}3}: openshift-operators-redhat = 2 4] E £ 214 g o},
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o] Y| 2 o] 24 = Z =1 Operator’} A X € 79 openshift-
operators-redhat Z 2 4| € £ 24| 3% v}y A] €.

F - ZeAE oA % o Tt

b.
openshift-operators-redhat ZZ 4| & doj = 34 vl
]
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& 293 b5 Z2AE A £ 293
C.
) 3} A A9l openshift-operators-redhat 2 ¢} 2 3t AHA)| S <13 th-S 2HA)
.

14.4. ELASTICSEARCH A 2] A A
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A7 Aol A&

OpensShift Container Platform §] &&¢] 2]z} sfd o] AM 28 5= AU

Red Hat OpenShift Logging Operator @ #& 2] A2 E o} F A| A SHA & A¢-
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Administration -~ Custom Resource Definitions 3] 0] x| 2 o] &3] t}.

Elasticsearch &9 J+= &4 v %

2 295 AR A9 Fax o AkA 2 A9y

oHAE 2EdR 2L AT

Operator ~ A x| 9 Operator 3| o] A] & o] 5 g}

OpenShift Elasticsearch Operator 29l = 34 Wl

£ &8¢ v Operator A x| A AE Z8 ¢}

X1 x}g}: openshift-operators-redhat 3 2 4 € £ 2}A)] o).

o] Y| 2# o] 20 T} ZF = Operator7} A X ¥@ 79 openshift-
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g stel AAS el @ b AHAl & 29

o

i s} A}l openshift-operators-redhat
Fuoh

14.5. CLIE A18-3l9 &3 2FlA OPERATOR 2}

Z 8 2¥ #E A= CLIE ALE-3te] A s | 25 o] 20 A A X9 Operators 2HA4| 3 4= 9l &1 th

A 27 A

[ J
cluster-admin @ 3to] 9= AR S A}12-31<] OpenShift Container Platform Z 2] 2€ o]

A2g 5 A5

oc g o] YA zH ol H A H| JdFUT

Az

T=9 Operatore] HA v A (o : A ¥ 2] 2~-operator)o] currentCSV I =0 x| 218 5] =X]
I

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-
serverless -0 yaml | grep currentCSV

2 o

o

I currentCSV: serverless-operator.v1.28.0

A B 233438 A4A gh oh(el : 4 Wl 2] 2-operator).

$ oc delete subscription.operators.coreos.com serverless-operator -n openshift-
serverless

2 o

o
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I subscription.operators.coreos.com "serverless-operator"” deleted

o] 7 9] currentCSV k2 A8t o4 v 9 25 o] 20| 4] Operatore] CSVE 2hA|
Yo

$ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless

2 o

o

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted
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+ J&Uh

o

R EAST B\

f

449 sz P w

MESSAGE

AR 77 32 a2~E UTF-8= <1 ZYGFH Yt} Hlo] YA &2 structured =7} A= A o] =7}
AU o] A& = AFY T structured t g A A & U182 A S FxFH4]A Q.

tolg #¢ text
of| Al 7k HAPPY
STRUCTURED

F%3t9 oHAES AX 27 FEQUr} o] D= Forwarder7} %319 JSON 2 18 78 24
Stes 7R A EAT F AU 98 23 F5o] fad 7+x3td 23 B F ol ZEd=
5L JSON 727t 2 Ut 28X 2™ o] A== Hlo] A} §lor] message B =0l = U
2 WA A 7F 23E Y structured 2 =0 = 22 WA R o] 234 519 =71 AES F Jom o7)

ol Aol H Aol YTk

Holg &9 group

o Al gk map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618

worker:0]

@TIMESTAMP
Z2aHOZET AAAHAY A NS G F e AFE2H0ZE A FFE W IAHE
UTC Ut "@" H7Ale 53 =2 doa d=5 g iU gt 29 =771 7| £33 o=

Elasticsearch& A& 3}o] “@timestamp” & 25Ut}

goly 3 date
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=

BF.Z2adga=gdc

of| Al 7k 2015-01-24 14:06:05.071000000 Z

foi

rEolE

o] 1 WA X 7} Al ZE S 2 E 9] o] ¢ U ). Kubernetes =2 2H o 4] o]= kubernetes.host$} &
A3}

dolE 3 keyword

IPADDR4

a2 Am o) IPva F 2t o] B 4 Ayt

tolE 3 ip

IPADDR6
AHE 7Hs @ A 2 A8 9] IPv6 FadUnh. wido] € 5 sy
tolE 3 ip

LEVEL

S H XA TG

e
[
1o
b
oY,
2
N
ins
i
v

rsyslog(severitytext property) Python 27 =&

o

t}2 ghesyslog.holl A 7kA ¢ 3 1 gkl s sl =447 U th.

°
0= emerg, Al 2912 AHg & 5 gluoh
°
1 = alert, A X & FHslof Y}
°
2 = crit, 4 23t e Aok
°

3=err, 27 FH AU
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[ ]
4 = warn, 73 32 g gt}
[ ]
5 = notice, A Fol At T2 3 FeE J Ut
[ ]
6 = info, A 1. E AT}
[ ]

7 = debug, O 2 5F W AA YT

o2 F 72 syslog.he] A B7} ol A vt ] A&}

8 = trace, trace-level W] A X] = debug W A ] .o} o A}A| g o).

9 = unknown, 27 X| =l A Q14 35HA] &= TS &

e

A4,

O 2R A2 20 FF e A 99 & oA 559 71 71712 ¢4 A FE9 v ). o &
Eo] python 2 7 9] 4] = CRITICALS- crit= ERROR:= err 53 A X A2 4+ I 54U

Holg &3 keyword
ol Al gk info
PID

AHE 7158 A9 o]= =7 JlE e A A IDYY T

Holg &3 keyword

SERVICE

AHE 7He @ A% 274 AEE g AAE AuH| 29| o] FY Ut o & £ sysloge] APP-NAME %!
rsysloge] programname &4 -2 A 8|2 H=of wjF g},

Holg &3 keyword

386


https://docs.python.org/2.7/library/logging.html#logging-levels

16%. TAGS
1673. TAGS

A A 5377 Ei= Aits710) olal 7 = 10] v] A 9 Operator o] €] B=2 A 2§ o
olzEx guoz 7Y B4 E2o] Yt BAL| AL EAY E2] JSON B 5 gl

tolg #¢ text
FILE

TRNA o] 2O F5S e 22 Y AU, ditF o g JY 1Y =9 /var/log 3 A
g9 = A=dUd.

dlolE f3 text
OFFSET
LEN ZAUT &Y 21 3 o] AYXEA gho] dASA GXFA S7HstE T LA 22

ehele] A A7hA o] vho] B 40 Ei 1 719 B 271 2kl WE(0 £ 1718)E Uehd 5 dadh
Al WA e 23 (3 A) el e ZuEE 5 et

tolg #¢ long

387



OpenShift Container Platform 4.12 2 7

17%. KUBERNETES

Fuu e 2 2 vl b o ¥l o] v Q) 23 o] 2¢] 1 o

Holg &9 group

17.1. KUBERNETES.POD_NAME

Pode] o] 21t

gl o] E 63 keyword

17.2. KUBERNETES.POD_ID

Pod<] Kubernetes ID 1] t}.

tleolE #3 keyword

17.3. KUBERNETES.NAMESPACE_NAME

Kubernetes?] v 23 o] 2 o] Y Y}

gl o] ¥ 63 keyword

17.4. KUBERNETES.NAMESPACE_ID

Kubernetes2] Y| 29| o] 2~ IDY Y t}.

tlolE #3 keyword

17.5. KUBERNETES.HOST

Kubernetes == o] 5944t}
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gl o] ¥ 63 keyword

17.6. KUBERNETES.CONTAINER_NAME

Kubernetes®] 718 o] o] Y4t}

oy 3 keyword

17.7. KUBERNETES.ANNOTATIONS

Kubernetes 2 B A E o} AAH F4 Y}

tely #39 group

17.8. KUBERNETES.LABELS

22 Kubernetes Poddl 9= @ o] &Yt}

Holg &9 group

17.9. KUBERNETES.EVENT

17%. KUBERNETES

Kubernetes v}~ €| APlo] 4] -2 Kubernetes o|Hl EQ]1U]t}. o] o]l E A= & Event vl 3o] 9] &

3 oMES 3 BEL

t o] B

do
oft

group

17.9.1. kubernetes.event.verb

olyl € -3, ADDED,MODIFIED %=+ DELETED

oy 3 keyword

Al %k ADDED
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#event-v1-core
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17.9.2. kubernetes.event.metadata

ojHE A AX R A AHE AR A

dlol 8 £33 group

17.9.2.1. kubernetes.event.metadata.name

oJHE AYZ EL AT QBAES o]FUYH.

dolg 3 keyword

o Al 7k java-mainclass-1.14d888a4cfc24890

17.9.2.2. kubernetes.event.metadata.namespace

oWl E7} A& w3 ] ¢ 23 o] 2 9] o] &9l t}. eventrouter o] =] A o] A o] ul] £ ¥ U] Y 23 o]
291 kubernetes.namespace_name3} o} 54t}

g o] E 63 keyword
o Al Zk default

17.9.2.3. kubernetes.event.metadata.selfLink

oWl =] o) g B2t

dolE 3 keyword

o Al 7k /api/vl/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

17.9.2.4. kubernetes.event.metadata.uid

olMEe] g IDYY .

dole 3 keyword
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17%. KUBERNETES

AT %k d828ac69-7b58-11e7-9¢cf5-5254002f560c

17.9.2.5. kubernetes.event.metadata.resourceVersion

o] W mAe oM ES 24 s
R EERHERE L PNE LN

AL YU Feol|AEE o] #AAL AFg ] QBAE

e
A

WolE 48 integer

Al %k 311987

17.9.3. kubernetes.event.involvedObject

oW Ee] ¢ 1A ES .

Holg &9 group

17.9.3.1. kubernetes.event.involvedObject.kind

eBAE §3YUch

dlolg 3 keyword

o Al 7k ReplicationController

17.9.3.2. kubernetes.event.involvedObject.namespace

HE LBAE Yo X o] 5 Y 141:} eventrouter ol Z] Al o] A o] vl A U] Y 23 o] =
kubernetes.namespace_namez} o} & 4 A5

dole 3 keyword

o Al Zh default

17.9.3.3. kubernetes.event.involvedObject.name
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oy 3 keyword

o Al 7k java-mainclass-1
17.9.3.4. kubernetes.event.involvedObject.uid

oHAE 35 IDYY T}

tlolE 73 keyword

o Al 3k e6bff941-76a8-11e7-8193-5254002f560c
17.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes v}2-H API2] ¥ H ]}

gl o] E 63 keyword

Al 2k vi

17.9.3.6. kubernetes.event.involvedObject.resourceVersion

JMIES B AT Aue] Y 0 de Adshs EAAYUT 2o AEE o] EAAL AE
onAEswMA" 7S 24+ A&

gl o] E] 63 keyword

Al %k 308882

17.9.4. kubernetes.event.reason

o] olMES YA ol 8 AT L WA s FAAYY T

gl o] E 63 keyword
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17%. KUBERNETES

o Al gk SuccessfulCreate

17.9.5. kubernetes.event.source_component

o] ol EE B 13 74 24t}

gl o] E] 63 keyword

o A] 7k replication-controller

17.9.6. kubernetes.event.firstTimestamp

olWE7t A& 7158 AT,

goly 3 date

of| Al 7k 2017-08-07 10:11:57.000000000 Z

17.9.7. kubernetes.event.count

o] oWl E7} WA S S5k,

WolE 48  integer

Al 2k 1

17.9.8. kubernetes.event.type

ol E {9, Normal == Warninggd Ut Al §F3& Uz F71% 5+ dF4 .

dolg 3 keyword

o Al Zk Normal
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187. OPENSHIFT

openshift-logging 57 vl eld o] € 9] W] ¢ 25 o] X~

Holg &9 group

18.1. OPENSHIFT.LABELS

Cluster Log Forwarder 743 ol 3-719 o] &

t o] B

do
of

group
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19%. APl Z=
19%. APl =
19.1.5.6 =7 APl &=

19.1.1. 27 5.6 APl &=

19.1.1.1. ClusterLogForwarder

ClusterLogForwarder= 21 A2-2 74 35t= APIY Ut}

olg A4H 42 WA olgol AT 5 MER ADst Ho] Zejel BSS AHste] AL
FA U

2% 23 Auazol ud /2 AT 4 ol 5ol Yom AeR AQ §Y 2 olstel 77+ B
PPAS G iy

71 openshift 21 A F A0 = 7|2 Al g E9 °ol5°] YAV URLYE 7|t 942 BR=E AA &9
S A5t A YR E= R dEAF L EE ZEAAXNE 25 HASE F dFsHH-

ZHA S ) 8-S APl Z =9 O3t A A E FXE4 A L.

a4

spec object ClusterLogForwarder?] 935t& &
2} AL
status object ClusterLogForwarder®] 4 €j

19.1.1.1.1. .spec

19.1.1.1.1.1. 49

ClusterLogForwarderSpec2 =15 974 o= Agst= i S F I

19.1.1.1.1.1.1. 73

[ J
object
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E~s] 3 A
o4 array (A A g2 2amAAE

ded ) dEE AP gyt

outputDefaults object (A€ A}1¢}) DEPRECATED
OutputDefaults= 7] & & & 2o
BAIA R Agat A4S ARG

Yt
=9 array (A9 AL} 2ol 22 WA A
o th gk ool el 5ol A th
Pipeline array spol bl 4 ol A A=
AR E EE MERE AG g
=8
19.1.1.1.2. .spec.inputs|]
19.1.1.1.21. 429
InputSpec2 =1 Wl X x| o] A& 7] & Ao},
19.1.1.1.21.1. 538
°
array
54 %3 ek
ol Z2)A o] A object (A9 A o ZE] Al o] A o] U=
735 olgol A A A=A ol A
2O HNEE FAH}FYL
name string violZEtQl o] A H S Fxoh=

19.1.1.1.3. .spec.inputs[].application

19.1.1.1.3.1. 49

= Aol 2 He7]. Hel7] o] R E 2712 £Z (logical AND)3t] =12 A9 s of ).

19.1.1.1.3.1.1. 738
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19%. APl F=x

object

/\-]llo]

=

Y| Q) 2= o] 2 array (A A o Al 2 E

i ER EES L ESIREC

A7) object (Ag AL A x5k 2 o] =
Pode] =z Mg 7] J Y}

19.1.1.1.4. .spec.inputs[].application.namespacesl]

19.1.1.1.4.1. 49

19.1.1.1.4.1.1. 738

[ J
array

19.1.1.1.5. .spec.inputs[].application.selector

19.1.1.1.5.1. 49

gdol& Ae7]= g a2 AP g dlol & A=Y

19.1.1.1.5.1.1. /3

°
object

St 3 A3

matchLabels object (A= A}gF) matchlLabels=

{key,value} 2] W ]t}
matchLabels¢] T+ {key,value}

19.1.1.1.6. .spec.inputs[].application.selector.matchLabels

19.1.1.1.6.1. 49

19.1.1.1.6.1.1. 73
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object

19.1.1.1.71. 49

19.1.1.1.71.1. §3

°
object

=4 3 A

elasticsearch object (A= A}&}) Elasticsearch

OutputSpec 7] -3k

19.1.1.1.8.1. 49

ElasticsearchStructuredSpec2 elasticsearch Q1A 2~ E ZAA 57| Y] +F3d 22 WA &
a9 Agdy o

19.1.1.1.8.1.1. /3

°
object

&4 +3 A

enableStructuredContainerLogs bool (A= A
EnableStructuredContainerLogs
£ AHgstH o dH oY 23
HE2a2598T F AdFsHh

structuredTypeKey string (A& ALE}) elasticsearch Q1] 2~ 2]
ol 5o 2 A-g S W et ol 7 &
A gk

structuredTypeName string (A9 A3

loadbalancingdTypeName-&
elasticsearch 27]1}¢] o] &8 %]

gk
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19%. APl F=x

19.1.1.1.9.1. 49

EEEEEE REEE TR LY

19.1.1.1.9.1.1. 538
°
array

=4 3 A

syslog object (A9 A

fluentdForward object (A= A

elasticsearch object A9 A

kafka object A9 e

cloudwatch object (A= A1)

loki object A9 A1)

googleCloudLogging object (A9 A

splunk object (A9 A1)

name string vlo]xzgelo] &L A X5=
g AHE-H = ol g9yt

secret object (A AL el =S 93 A TR Y
Yt}

tls object TLSO = TLS E2}o] A E o4 9
ek FAE Aofete o] 23
o] AFY T

type string 9 29l 3Pk

url string AE A 22 gaeEs v
URL Yt}

19.1.1.1.10. .spec.outputs[].secret
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19.1.1.1.10.1. 29

OutputSecretSpec& vl g 2=H o] 27} QL o] 29 ¥3H3E= Bt Fx YY)

19.1.1.1.10.1.1. 53

°
object

22X 53 A

name string 2 AGz Beke ta)] A3 E

g 225 0] 9] B3t o] BT,

19.1.1.1.11. _spec.outputs[].tls

19.1.1.1.11.1. 49

OutputTLSSpecol = &3 33 FAJ TLS 92 F40o] £ AdHUh

19.1.1.1.11.11. 53

[ J
object

/\-]1%]

=

insecureSkipVerify bool InsecureSkipVerifyo] true<l 739
QISA e O F/FE FAISI=SE TLS

ool A=} 74 HU T

19.1.1.1.12. .spec.pipelines[]

19.1.1.1.121. 49

i
)
o))
x
[t
2
e
k)
o
L
i)

PipelinesSpec 2 3 AlE

19.1.1.1.121.1. 53

[ J
array
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19%. APl F=x

=4 3 A

detectMultilineErrors bool (A= A1) DetectMultilineErrors
£ AHE st HH oY a5 o9
= 0F AAE F AFU

inputRefs array inputRefs= o] u}o] Zg}elof o &+
A3 o] E(input.name)S A 3
Yt

labels object (A& A1) o] gfo] kel S F 3}
St 2 gz AgHs g
YUk

name string (A= AL © %% e Apakol A
v sho] e}l & = o)A 345 of
Gyt

outputRefs array outputRefsi= o] lo]zglol o] &
g o] £(output.name) & 1< g
Yt

T B string (A9 AH}) Parse & Alg-3tH 22

FEg FxotE 22 FE B4
& AFHh

19.1.1.1.13. .spec.pipelines[].inputRefs[]
19.1.1.1.13.1. 4%

19.1.1.1.13.1.1. 53

[ J
array

19.1.1.1.14. .spec.pipelines[].labels
19.1.1.1.141. 49

19.1.1.1.1411. 53

[ J
object

19.1.1.1.15. .spec.pipelines[].outputRefs[]

19.1.1.1.15.1. 249
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19.1.1.1.15.1.1. 53

[ J
array

19.1.1.1.16. .status

19.1.1.1.16.1. 29

ClusterLogForwarderStatus+= ClusterLogForwarder2] 32 e & A 2] 3.

19.1.1.1.16.1.1. 53

°

object
=5 3
conditions object
ok =l
X el
Pipeline il

19.1.1.1.17. .status.conditions

19.1.1.1.171. 49

19.1.1.1.1711. 53

[ J
object

19.1.1.1.18. .status.inputs

19.1.1.1.18.1. 49

19.1.1.1.18.1.1. 53

402
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N
B

19.1.1.1.19. .status.outputs

19.1.1.1.19.1. 49

19.1.1.1.19.1.1. 53

=7

19.1.1.1.20. .status.pipelines

19.1.1.1.20.1. A9

19.1.1.1.20.1.1. 53

19%. APl F=x

conditions== ClusterLogging A Red Hat OpenShift Logging 91 2H¥ *,
ClusterLogging-2 clusterloggings API2] 2 7]v}{] Yt}

}\-]%]

=

spec

status

19.1.1.1.21. .spec

19.1.1.1.21.1. 49

object

object

ClusterLogging?] € 3}+= &2 A
oo]:

status®= ClusterLogging®] 3%
A E Ao

ClusterLoggingSpec& 91 3}+= ClusterLogging el = A 2] 3t}

19.1.1.1.21.1.1. 53

[ J
object

294

object

iy
iv)
[
a
o,
iy
1%
r
-
o,
fo
B>
>
oS
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&4 3 A
el object (DEPRECATED) (A€ A}3}) ¢ o]

A ATEE R FHUTH FH2H 9
Curation 74 9.4 A}k

forwarder object (DEPRECATED) (A= A}3h) ¢ 9]
2 ALEE A gF UL S8 2FH
AgdA} 74 24 AL

logStore object A& A FHREHY 2O 2 E
2R 74 2 Ak

managementState string (A= AL 2] A7) @ Zel] €]
a 'R e e A

£'AA tEgy T

Al 2k} object (A9 Arah) Ze) 22E o)) Ul 8k A 7}
3} 74 2] AFYE

19.1.1.1.22. .spec.collection

19.1.1.1.221. 49

o] Log % oWl E AN 3 F 1

i

K|
2]
o
fr
ey
BN
o
i
v

19.1.1.1.22.1.1. 53

°
object

%4 #3 A7

resources object (A A =R 7] gAhs o
Ay

nodeSelector object (A= AL Pod7t o ol =2
A o g .

58 2.4} array (A=) AL) Podell A 18- 51 &
o2& Gl gy

fluentd object (A& AL} Fluentd = fluentd

Qo AuA 742 dergy o
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19%. APl F=x

&4 #¥ au

logs object (DEPRECATED) (A= A}3H) ¢ 9]
FAHEEA FEUT FH 2E Y
2498 A

type string A AH TS 2 AU M9

19.1.1.1.23. .spec.collection.fluentd

19.1.1.1.23.1. 49

FluentdForwarderSpec2 fluentd -3 2] A Ex = 93t 4 & JeEbd Y.

19.1.1.1.23.1.1. 53

[ J
object

#3

H 7 object

inFile object
19.1.1.1.24. .spec.collection.fluentd.buffer
19.1.1.1.241. 49

FluentdBufferSpec2 = & fluentd &2 o djall ¥ 7+ & {33t fluentd ¥ 3 vl 7] s 5=2] A
AES Uetduch v 9 7 327 24, 24 A 2 S84 S2AE A S vi/lE s A H A

=R
=2 4984tk

2 vl3 ¢l vl 7 H 4=+ https://docs.fluentd.org/configuration/buffer-section#buffering-
parametersol A ZFZ 314 A L.

Z A vj7lH4=2] 739 https:/docs.fluentd.org/configuration/buffer-section#flushing-
parametersZ I X34 A Q.
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A A = ufj 7] ¥ == https:/docs.fluentd.org/configuration/buffer-section#retries-parameters &
FzAA 2.

19.1.1.1.24.1.1. 53

[ J
object

s
S T3 A

chunkLimitSize string (A= A}g}) ChunkLimitSize= 7}
A=A Ho 271 & YEPY Y T 9]

HE o3

flushinterval string (A& A3 Flushinterval-& 5 7
o] A& Z A Abol ol A ti 7] st=
A ZF 7175 YERE Y T

flushMode string (A9 A3} FlushMode:= 3 a2
2 Z A 2= REE U

EF¥H Yt} mode

flushThreadCount int (A= A}&H) FlushThreadCount
reprents the number of threads
used by the fluentd buffer

overflowAction string (A= A}}H) OverflowAction-&
fluentd ¥ 3 Z& z¢lol] thak 2+
< eI,

retryMaxInterval string (A= A}g}H) RetryMaxInterval-& %]
S o sl Hu) A7 1A & et
Yo,

retryTimeout string (A= A}3H) RetryTimeout-2- ¥ 7]
3l7) Aol A =S AES F UE

Hoj A7 A& vEE Y o

retryType string (A9 ALE)) Retry Type2 &2 A
49 AN L derg o &

EREES

retryWait string (A= ALg) RetryWait 2 Z 2 Al &
A8 W AN E Afol o] A7 717

< eI,
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19%. APl F=x

A X 3 A4
totalLimitSize string (A= AL} TotalLimitSize+=

fluentdgd 3] &8 == 7+ A A

ke e o,

19.1.1.1.25. .spec.collection.fluentd.inFile

19.1.1.1.25.1. 49

FluentdinFileSpec-& fluentd in-tail Z2] 221 w7/l S=2] A B A EE A}8-3l 2 & fluentd in-
tail 4o g +4S =4 doh

A utA 9l wlj 7] H 4=+ https://docs.fluentd.org/input/tail#parametersoll A =314 A 2.

19.1.1.1.25.1.1. 53

[ J
object
&4 3 Avd
readLinesLimit int (A& A1¢) ReadLinesLimit= 2+
I/O g el A ¢S & 5 Ve
Yt
19.1.1.1.26. .spec.collection.logs
19.1.1.1.26.1. 2%
19.1.1.1.26.1.1. 53
[ J
object
&4 2 Aard
fluentd object Fluentd 22 43 #+4 949 A}
oo]:
type string FAT o ALY FPYU
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19.1.1.1.27. .spec.collection.logs.fluentd

19.1.1.1.271. 49

CollectorSpec2 31719 =A% 2 @425 & 2|3l specy ot

19.1.1.1.271.1. 53

°
object

=A 3 A

nodeSelector object (A= AL Pod7t o ol =&
4 o g o,

resources object (A A =R 712 gAhs o
ArE I .

&g o3 array (A9 AHR}) Podell A 5] 8 & 51§

©akE 4o ik,

19.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

19.1.1.1.28.1. 49

19.1.1.1.28.1.1. 53

[ J
object

19.1.1.1.29. .spec.collection.logs.fluentd.resources

19.1.1.1.29.1. 49

19.1.1.1.29.1.1. 53

°
object
=54 3 A
limits object (A9 Ak A
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19%. APl F=x

=4 3 A
requests object (A9 x}3}) Requests= & Q.31
2 HFE S FS AAEFYT

19.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

19.1.1.1.30.1. &9

19.1.1.1.30.1.1. 53

[ J
object

19.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

19.1.1.1.31.1. 49

19.1.1.1.31.1.1. 53

[ J
object

19.1.1.1.32. .spec.collection.logs.fluentd.tolerations]]

19.1.1.1.32.1. 49

19.1.1.1.32.1.1. 53

°
array

&4 53 -

effect string (A E A} a}) Effect= o %] 3} = ]
QE 532 gL Me wE
B ol E & 3ol o X3S o u) ey
t}.

key string (/}js_]_! A"_—,_?;J,) KeyT‘:— s1a 027 A
SHEHJE U Nl B E
H O E 7] 9} d x&L on g )

operator string (A& A+a}H) Operatore 7kt 7] 9]

HAE YR Y o
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=4 3 A

tolerationSeconds int (A= A} TolerationSeconds+=
518 2xk (A9 A E YEREY
=2

value string (A= AL 3Ee S oMol d
A sh= HIQIE Ytk

19.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds

19.1.1.1.33.1. 49

19.1.1.1.33.1.1. 53

[ ]
int

19.1.1.1.34. .spec.curation

19.1.1.1.34.1. 29

ol= 21 Ff# o] A (Curator)d Uit AR E ¥3sl= +2YU .

19.1.1.1.34.1.1. 53

°
object

%4 #3 CL:

Curator object A8 7 o] A o] ALk

type string A8 Ao Mo 2B

19.1.1.1.35. .spec.curation.curator

19.1.1.1.35.1. 49

19.1.1.1.35.1.1. 53
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19%. APl F=x

L J
object
&4 2 Avd
nodeSelector object Pod7} o ¢F 9 =2 A o] gk ).
resources object (A& ALg}) Curatore] ]2
Aregiy e
XA = string Curator #+¢j o] A3 ¥ = cron &=
APk 71232 "303**"Y
Ut
&g ot array
19.1.1.1.36. .spec.curation.curator.nodeSelector
19.1.1.1.36.1. 494
19.1.1.1.36.1.1. 9
[ ]
object
19.1.1.1.37. .spec.curation.curator.resources
19.1.11.371. 49
19.1.1.1.371.1. 3
[ ]
object
54 2 Avd
limits object (A8 AL Al gk & &= = FH
AT s FSAEIUH
requests object (A9 A3} Requests= 2 2 3 &
2 AFE s FS 29Iy

19.1.1.1.38. .spec.curation.curator.resources.limits

19.1.1.1.38.1. 49
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19.1.1.1.38.1.1. 53

[ J
object

19.1.1.1.39. .spec.curation.curator.resources.requests

19.1.1.1.39.1. 49

19.1.1.1.39.1.1. 53

[ J
object

19.1.1.1.40. .spec.curation.curator.tolerationsl]

19.1.1.1.40.1. 29

19.1.1.1.40.1.1. 53

°
array

%3 3
effect string
key string
operator string
tolerationSeconds int
value string

19.1.1.1.41. .spec.curation.curator.tolerationsf].tolerationSeconds

19.1.1.1.41.1. 49
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19.1.1.1.41.11. 53

[ ]
int
19.1.1.1.42. .spec.forwarder

19.1.1.1.421. 49

ForwarderSpecoll= 54 A2z 738 & 9d 228 79 i/iHSF7E £33 st o] 3=
S gud oz A S Z Havtglon 7|2 AGR 7[Ed &5 A AT DS FES s &Y AA
] : fluentd.

N

19.1.1.1.42.1.1. 53

°
object

4 3 A

fluentd object

19.1.1.1.43. .spec.forwarder.fluentd

19.1.1.1.43.1. 29

FluentdForwarderSpec2 fluentd -3 2] A Ex = 9t +A4 S e U .

19.1.1.1.43.1.1. 53

°
object

%4 3 L

H 7 object

inFile object

19.1.1.1.44. .spec.forwarder.fluentd.buffer

19.1.1.1.441. 29
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FluentdBufferSpec2 = & fluentd &2 o) di3l] W3] 74 733t fluentd W3 v 7l 5=2] A
HAES Yepddnh. v 9 7 327] 24, T9A &9 9 A FHAIE FASHE wiAF A B A
ES ALY

Az 9l ul] 7)) ¥4 4=+ https://docs.fluentd.org/configuration/buffer-section#buffering-
parametersol 4] F=34 Al Q.

Z A vj7l ¥ S=2] 739 hitps://docs.fluentd.org/configuration/buffer-section#flushing-
parametersZ FZ 34 A Q.

A A = uff 7] ¥ == https:/docs.fluentd.org/configuration/buffer-section#retries-parameters &
FraA L.

19.1.1.1.4411. 53

[ J
object

/\—]n(:,]

=3

chunkLimitSize string (A= A}gF) ChunkLimitSize= 7}
Fae] Aol 2715 YeErd Yt o

HE o7F

=

flushinterval string (A= A} Flushinterval-& 5 7)]
A

flushMode string (A= A1) FlushMode= H 3 &
24T FHA Y e REE U

EF¥H Yt} mode

flushThreadCount int (A= A} FlushThreadCount
reprents the number of threads
used by the fluentd buffer

overflowAction string (A= A}}H) OverflowAction-&
fluentd W3 Z&] 2ol ot 2+
< eI,

retryMaxInterval string (A= A}gF) RetryMaxInterval-2 *]
T W Qo] Hy Al ZF 7HA & e
Yo,
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19%. APl F=x

A

o:
o
oftl

retryTimeout string (A= AF}) RetryTimeout-2 32 7]
7] Aol AN =E A= F e

FHoh A ZE A2 vk Y o

retryType string (A= A}gH) Retry Type& Z 2 A
A QA= FF S YErEU T &
44 44 7b5

retryWait string (A= ALg}) RetryWait e Z 2 Al &
A3 T H A= ALl &) A1 7F 7] 7F
< vy ok

totalLimitSize string (A8 A1) TotalLimitSize=

fluentdgd 3] &8 == 27+ A4

e vEr U

19.1.1.1.45. .spec.forwarder.fluentd.inFile

19.1.1.1.45.1. 29

FluentdinFileSpec-& fluentd in-tail Z2] 221 w7/l S=2] A B A E S A}8-3lo] 2 & fluentd in-
tail 4o g +4S =4 doh

23 ¢l vl 7)) H 4= https:/docs.fluentd.org/input/tail#fparameterso] A F =34 A 2.

19.1.1.1.45.1.1. 53

°
object
A4 3 A
readLinesLimit int (A& AL3}) ReadLinesLimit= zt
I/O Z Aol A ¢l 3 +5 Ve
Ut

19.1.1.1.46. .spec.logStore

19.1.1.1.46.1. 29
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LogStoreSpecol= 22 A Wyl g F R 7} 3 o] AdHFU.

19.1.1.1.46.1.1. 53

°
object

=4 3 A3

elasticsearch object Elasticsearch & 7 A &4 74 &
220 AV

lokistack object CloudEventStackel = Type©]
LogStoreTypelokiStacko & A%
4745 23 2EdAd A8
ScanSettingStackol] ) 3+ 4 B 7}
ZgE o dFYUTH

retentionPolicy object (A A BEFH L QU A
AtA|sf oF sk 19l =] Hof 7] 7F
S A9yt

type string TAE 2O 2EYA FI AU

Operatori= & 7] ElasticSearch&
AHgstel A9

19.1.1.1.47. .spec.logStore.elasticsearch

19.1.1.1.471. 49

19.1.1.1.4711. 53

[ J
object

/\—]%’l

=

nodeCount int Elasticsearchol W] 2 =& =

nodeSelector object Pod7} o &8l ==& A o] 3]t}

proxy object Elasticsearch ZEA] 74 @ 4~ 9]
Abok

redundancyPolicy string (A9 A3
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&4 3 A

resources object (A& A14}) Elasticsearche] 2] 4
2 T AR Y YT

storage object (A= A}}) Elasticsearch ©] o] H
o] AEX] ARF

&8 22} array

19.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

19.1.1.1.48.1. 49

19.1.1.1.48.1.1. 53

[ J
object

19.1.1.1.49. .spec.logStore.elasticsearch.proxy

19.1.1.1.49.1. 49

19.1.1.1.49.1.1. 53

°
object

%4 #3 A%

resources object

19.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

19.1.1.1.50.1. A9

19.1.1.1.50.1.1. 53

[ J
object
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&4 3
limits object
requests object

19.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

19.1.1.1.51.1. 49

19.1.1.1.51.1.1. 53

[ J
object

19.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

19.1.1.1.52.1. 44

19.1.1.1.52.1.1. 53

[ J
object

19.1.1.1.53. .spec.logStore.elasticsearch.resources

19.1.1.1.53.1. 49

19.1.1.1.53.1.1. 53

°
object

=4 3

limits object

requests object

19.1.1.1.54. .spec.logStore.elasticsearch.resources.limits
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19.1.1.1.54.1. 49

19.1.1.1.54.1.1. 53

[ J
object

19.1.1.1.55. .spec.logStore.elasticsearch.resources.requests

19.1.1.1.55.1. 49

19.1.1.1.55.1.1. 53

[ J
object

19.1.1.1.56. .spec.logStore.elasticsearch.storage

19.1.1.1.56.1. 49

19.1.1.1.56.1.1. 53

°
object

=4 “+3 A4

A7) object ZEAAYT =] A 2EF
A gAY

storageClassName string (A A3} == 9] PVCE A3 A 5}
= U AT 2B A FY 29 o]
94U

19.1.1.1.57. .spec.logStore.elasticsearch.storage.size

19.1.1.1.571. 49

19.1.1.1.57.1.1. 53

[ J
object
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B
%

oftl
1>

19.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

19.1.1.1.58.1. 49

19.1.1.1.58.1.1. 53

[ J
object

o
oftl

string

object

int

string

oo et A WA
Canonicalizeol] tf 3 ZHE

S Al 2

m[m

2z

di= d.Dec l=nilQl inf.Dec & 2] 2]

FIvic

i=int64 2=A L 32 9] oFo|H,
d.Dec ==nil

SEAALE AR Ao ) 5

o] A E Hdv o

19.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

19.1.1.1.59.1. 49

19.1.1.1.59.1.1. 53

[ J
object

scale

Unscaled
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19.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled

19.1.1.1.60.1. A9

19.1.1.1.60.1.1. 53

[ J
object

ABS Word X1

neg bool

19.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

19.1.1.1.61.1. 49

19.1.1.1.61.1.1. 53

[ ]
Word

19.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i

19.1.1.1.62.1. 44

19.1.1.1.62.1.1. 53

°
int

%4 3 A

scale int

value int

19.1.1.1.63. .spec.logStore.elasticsearch.tolerations[]

19.1.1.1.63.1. 49

19.1.1.1.63.1.1. 53
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array

effect string Al A4} Effects o %] 51 H)|
QAE EHE Ve NS RE
HQE g 7ot A o|m gy
c}.

key string (A8 L) Key: 3 & ©57H 2

SHEHJE YU Nl B E
H O E 7] 9} o &L o)n) g )

operator string (A9 X3} Operatore #3371 ¢

A2 ey

tolerationSeconds int (A= A} TolerationSeconds+=
&8 QA (A9 AF) E Ve Y
=3

value string (A= AL 3Ee S oMol d
28k HIIE Ytk

19.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds

19.1.1.1.64.1. 24

19.1.1.1.64.1.1. 53

[ ]
int

19.1.1.1.65. .spec.logStore.lokistack

19.1.1.1.65.1. 49

CloudEventStackStoreSpec2 = 7] 2~ E 2| X Zstack2 A8 3l == cluster-logging3 2 A sl=
ol A EU T LI U Y 2 o] 2o A 7] EstackS 7HF Y

19.1.1.1.65.1.1. 53

[ J
object
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&4 3 Aavd
name string ScanSettingStack 2] & 29 o] &
Yk
19.1.1.1.66. .spec.logStore.retentionPolicy
19.1.1.1.66.1. 2%
19.1.1.1.66.1.1. 53
°
object
24 LR a4
off Z&] Al o] A object
audit object
infra object
19.1.1.1.67. .spec.logStore.retentionPolicy.application
19.1.1.1.67.1. 2%
19.1.1.1.67.1.1. 3
°
object
%4 %3 4%
diskThresholdPercent int (A& AFF) ES t] 223 ALg- 2]
Agkel =Y o 4 918 28 4}
Al &l oF Y Th(ell: 75).
maxAge string (A= AL
namespaceSpec array (AE AH A H A Sy Eg
QU E BHE AAD P2 o]
2 AbF U
pruneNamespacesinterval string (A AR A B vl g &uo] &~

A4 e s N
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19.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec|]

19.1.1.1.68.1. 49

19.1.1.1.68.1.1. 53

[ J
array

=

}\-]%]

minAge string (A= A1) o] MinAge (o 1d) 2.
ot @2 E vl ol & o] 28k A 2] 5}
< dZ=E gy

namespace string MinAge®r o} L&l & 225 214 5}
< W vl &d o] & (712 3k 7d)

19.1.1.1.69. .spec.logStore.retentionPolicy.audit

19.1.1.1.69.1. 49

19.1.1.1.69.1.1. 53

°
object

22 3 A

diskThresholdPercent int (A& A ES t] 23 AFE o 9
Akl =gstH o] A Qe A5 A
A&l oF Y (el 75).

maxAge string (A9 xH3H)

namespaceSpec array (A A AYH Ha FH R
SHE FAE AT U U= o]
2= AFF Y U T

pruneNamespacesinterval string (A AR A B vl g &uo] &~

A4 s v

19.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec|]

19.1.1.1.70.1. A9
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19.1.1.1.70.1.1. 53

°
array
&4 3 A
minAge string (A= A1) o] MinAge (4 1d) =2
ot @2 E vl ] &3 o] 29k A A] 5}
= HZEE A A Y Th
namespace string MinAge® o} L&l E 225 214 5}

= WA vl d o] & (7] 23k 7d)

19.1.1.1.71. .spec.logStore.retentionPolicy.infra

19.1.1.1.71.1. 49

19.1.1.1.71.11. 53

°
object

2R 3 A

diskThresholdPercent int (A& A ES t] 23 AFE o] 9
Azkell =2t o] ld 25 At
Al sl oF g vH(el: 75).

maxAge string (A9 A3

namespaceSpec array (A A (A B F A& YR
LR E FAE AA D U & o]
2 AP U T

pruneNamespacesinterval string (A AR A B vl g &uo] &~

A9 AYse NE

19.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec[]

19.1.1.1.721. 29

19.1.1.1.721.1. 53

[ J
array

425



OpenShift Container Platform 4.12 2 7

4 3 A

minAge string (A= A})) o] MinAge (<]: 1d) &
ot 22 E vl @l &3 o] 26k A 2] 5}
cdZEE A AT

namespace string MinAgeXr o} L&l & 225 214 5}

= WA il o] & (7] 23k 7d)

19.1.1.1.73. .spec.visualization

19.1.1.1.73.1. 49

o] = Log visualization(Kibana)ol gt J B & 2 3sl= F+2YUh

19.1.1.1.73.1.1. 53

[ ]
object
%4 3 27
kibana object Kibana A] 2t 8} 74 @ 2 A}k
type string T A AE FE Y Th

19.1.1.1.74. .spec.visualization.kibana

19.1.1.1.741. 29

19.1.1.1.7411. 53

[ J
object

/\—]n(:,]

=

nodeSelector object Pod7} o ¢F9d =2 A o] gk ).
proxy object Kibana 2] T4 @ A A}k
replicas int Kibana vl 2z o] v 228t Q1 226 2= 4=
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resources object
3-8 Q= array

19.1.1.1.75. .spec.visualization.kibana.nodeSelector

19.1.1.1.75.1. 49

19.1.1.1.75.1.1. 53

object

19.1.1.1.76. .spec.visualization.kibana.proxy

19.1.1.1.76.1. 29

19.1.1.1.76.1.1. 53

[ J
object

19%. APl F=x

(A9 AH}) Kibanae] 2] &2 8+
At Ay o

resources object

19.1.1.1.77. .spec.visualization.kibana.proxy.resources

19.1.1.1.771. 29

19.1.1.1.7711. 53

°

object
A=) %?‘53
limits object
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%4 #3
requests object

19.1.1.1.78. .spec.visualization.kibana.proxy.resources.limits

19.1.1.1.78.1. 49

19.1.1.1.78.1.1. 53

[ J
object

19.1.1.1.79. .spec.visualization.kibana.proxy.resources.requests

19.1.1.1.79.1. 49

19.1.1.1.79.1.1. 53

[ J
object

19.1.1.1.80. .spec.visualization.kibana.replicas

19.1.1.1.80.1. A9

19.1.1.1.80.1.1. 53

int

19.1.1.1.81. .spec.visualization.kibana.resources

19.1.1.1.81.1. 49

19.1.1.1.81.1.1. 53

°
object

&4 3

limits object
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19%. APl F=x

=75 “+3 A
requests object (A= AL RequestsE F 2.3 3
LAY A S A8 IS

19.1.1.1.82. .spec.visualization.kibana.resources.limits

19.1.1.1.82.1. 44

19.1.1.1.82.1.1. 53

[ J
object

19.1.1.1.83. .spec.visualization.kibana.resources.requests

19.1.1.1.83.1. 44

19.1.1.1.83.1.1. 53

[ J
object

19.1.1.1.84. .spec.visualization.kibana.tolerations[]

19.1.1.1.84.1. 49

19.1.1.1.84.1.1. 53

[
array

24 3 e

effect string (A9 AbaH) Effect= & %) 31 )
QI H2E ey T e B E
BllE & obol A A g ol v gy
o},

key string (A9 A+ KeyE 38 22171 4

SHEHIE /YU NS BE
H S E 7] 9} o x&-2 on) g )
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%4 #3
operator string
tolerationSeconds int

value string

1\-]%]

=

(A= A}3}H) Operatore %kt 71 2]
HAE ey o

(A= A} TolerationSeconds+=

88 22 (A" AL E vEhd Y
).

(A= AL 32 EelElolde] o
A8k EIJE FA Y ok

19.1.1.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds

19.1.1.1.85.1. 49

19.1.1.1.85.1.1. 53

[ ]
int

19.1.1.1.86. .status

19.1.1.1.86.1. &9

ClusterLoggingStatus+ ClusterLogging¢] #Z € & A 2.

19.1.1.1.86.1.1. 53

°
object

K #3

AA A object
conditions object
Falold object
logStore object
A] 2+ 3} object
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19.1.1.1.87. .status.collection

19.1.1.1.87.1. 49

19.1.1.1.87.1.1. 53

[ J
object

logs object (Gl 7))

19.1.1.1.88. .status.collection.logs

19.1.1.1.88.1. 49

19.1.1.1.88.1.1. 53

°
object
25 49 ZE
fluentdStatus object A9 A
19.1.1.1.89. .status.collection.logs.fluentdStatus
19.1.1.1.89.1. 4%
19.1.1.1.89.1.1. 53
°
object
&4 3 a4
clusterCondition object (A= A1)
daemonSet string (A= A
A= object A9 A
pods string (A= A1)
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19.1.1.1.90. .status.collection.logs.fluentdStatus.clusterCondition

19.1.1.1.90.1. A9

Operator-sdk generate crds ol A map-of-sliceE 3] §35lA] o= o]Fo] AAFH F3 & AL&3
o ¥y}

19.1.1.1.90.1.1. 53

[ J
object

19.1.1.1.91. _status.collection.logs.fluentdStatus.nodes

19.1.1.1.91.1. 49

19.1.1.1.91.1.1. 53

[ J
object

19.1.1.1.92. .status.conditions

19.1.1.1.92.1. 49

19.1.1.1.92.1.1. 53

[ J
object

19.1.1.1.93. .status.curation

19.1.1.1.93.1. 49

19.1.1.1.93.1.1. 53

°
object

274 3 A%

curatorStatus array (A9 A3

19.1.1.1.94. .status.curation.curatorStatus[]
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19.1.1.1.94.1. 49

19.1.1.1.94.1.1. 53

[ J
array

3

clusterCondition object (A9 A3
cronjobs string (A9 A
2=AZ= string (A9 A
U T bool (A9 AHeh)

19.1.1.1.95. .status.curation.curatorStatus[].clusterCondition

19.1.1.1.95.1. 44
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