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1.1. LOGGING 5.8
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1.1.1. Logging 5.8.5

o] g 2o &= OpenShift Logging ¥l =2 <=4 2 2] 2~ 5.85 7} £3t5 o 5t}

1L H 2 =4

e o] JH o] E o] A= Loki Operatore] ServiceMonitor -4 o] o] 2] Kubernetes A H] 2=} A
A ske] Loki Operatore] Wl E2jo] o8] ¥ & 5= A5 U o1¥ ]| ES &3l
ServiceMonitor ¢] 4] & o] A A& W EY Au]2obwt A X gy} (LOG-5250)

o oWl gulo]E o] Ao = Red Hat " = sho] el of A Loki W E 9] 713 W= A% 3 n.s}
revision, 71, W A% 2-& Y HE A BE A§ 54 29ELI T ol ¥l o E& 3 Red Hat
B E sho] kel A Loki W = o] e 3 A 5 4 M8 F715te] £ & 84 v vk (LOG-5201)

e o]¥ ¢uo] E o] A o & Loki Operatorol 4] LokiStack o] #41] 5 l&==] &<l &t7] 9]8] Pod7} 4l
& F91A FAgHFUth ol¥ ulo] ES %3l LokiStack ¢] F=4] A 71 8 G A 24 9] AE
£ WGt =5 Pod7t FH H A=A = g1 (LOG-5171)
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o o]yl YH o] E o] x el = Loki ¥ Elasticsearch ¥ £ 2% ¥ maxOpenShiftVersion o] 3] ¢
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5272)

o oul o] E o] Mol W= sho] melelo] W= Bl U@ 7 Fe) 27t LE o] AR kol
Loki ¥l = buildDate 2! goVersion ] ¥l &g o] ZAH U FUTH o] LU 0| EE S
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(LOG-5270)
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ServiceMonitor ol 4] ¢1=9] A Z E &3} CA YIS AF8-35Fo] ServiceMonitor -4 ¢] User


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2024:1474
https://issues.redhat.com/browse/LOG-5250
https://issues.redhat.com/browse/LOG-5201
https://issues.redhat.com/browse/LOG-5171
https://issues.redhat.com/browse/LOG-5044
https://issues.redhat.com/browse/LOG-5272
https://issues.redhat.com/browse/LOG-5274
https://issues.redhat.com/browse/LOG-5270
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Workload Monitoring AF% 2] Prometheus Operatorol] @ 771 25Ut o|H JH O EE &
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(LOG-5240)

11.1.2. CVE

CVE-2023-5363
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CVE-2023-48795

CVE-2023-51385

CVE-2024-0553

CVE-2024-0567

CVE-2024-24786

CVE-2024-28849

1.1.2. Logging 5.8.4
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https://issues.redhat.com/browse/LOG-5240
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-6135
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/security/cve/CVE-2024-28849
https://access.redhat.com/errata/RHBA-2024:1065
https://issues.redhat.com/browse/LOG-4905
https://issues.redhat.com/browse/LOG-4987
https://issues.redhat.com/browse/LOG-5009
https://issues.redhat.com/browse/LOG-5021

o]¥ ¢l dl o] E o] H ol = log_forwarder_input_info ol o Z2]A| o] A 1= 2} 9 ZAL 9 1
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11.2.2. CVE

CVE-2021-35937
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CVE-2022-3545

CVE-2022-24963

CVE-2022-36402
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CVE-2023-2166

CVE-2023-2176

CVE-2023-3777

CVE-2023-3812

CVE-2023-4015

CVE-2023-4622

CVE-2023-4623

CVE-2023-5178

CVE-2023-5363

CVE-2023-5388

CVE-2023-5633

CVE-2023-6679

CVE-2023-7104

CVE-2023-27043

CVE-2023-38409

CVE-2023-40283

CVE-2023-42753

CVE-2023-43804

CVE-2023-45803


https://issues.redhat.com/browse/LOG-5043
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-24963
https://access.redhat.com/security/cve/CVE-2022-36402
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-2166
https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-3777
https://access.redhat.com/security/cve/CVE-2023-3812
https://access.redhat.com/security/cve/CVE-2023-4015
https://access.redhat.com/security/cve/CVE-2023-4622
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-5178
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5388
https://access.redhat.com/security/cve/CVE-2023-5633
https://access.redhat.com/security/cve/CVE-2023-6679
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-38409
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-42753
https://access.redhat.com/security/cve/CVE-2023-43804
https://access.redhat.com/security/cve/CVE-2023-45803
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CVE-2023-46813

CVE-2024-20918

CVE-2024-20919

CVE-2024-20921

CVE-2024-20926

CVE-2024-20945

CVE-2024-20952

1.1.3. Logging 5.8.3

ol dElXol= 27 W1 54 583 € 27 Bt 44 5830 23 Ho] JdFYTh

1131 W2 4

ol Elo] = o] el AHE A B S3 AT /1 HE HES FHE A
ConfigMap ¢] & ®& Zel=7} AR A$ A4S

o] EZ %3 Loki Operatore] A} ConfigMapol| th g 7 A}e}
= ?M o] EgYt}. (LOG-4969)

4-%- Loki Operator=
|EsHA] 5 U Th o ]
ZAMSFAL G E FE S AT

o ol Yo E o]l &= F &3 URL glo] Loki =9 o] 4 5o 423 7] Pod7} & FHtt o]
H o] ES & 2ol URL AFo] &5 o] #4128 4Ty th (LOG-4822)

o O]‘ﬂ A Hl o] E o] A o] &= Cluster Logging Operator7} A H] 2= Al A A&z} EZS A& A| 28]
S AARSA Fe EY e =7 A4 ZES AU olH AU EE B3l Yol <
<ol B3R ol A& sl A Yt (LOG-4962)

o o] o] E oA =7 9 tls.insecureSkipVerify 2 =7} B oS A 9] 511 ¢kl true 3LS
2 AR LA FFUTE ol JUlo]EE B3l o] 32 A5k d o o] Al A=l o] B astA
or&Uth (LOG-4963)

o ol JHO|E o]Hell= EY FA A ] Ht (HTTP) URLH TLS 9159 298 31 &5yt
ol JHlo]EE B3l TLS AT 9 +4 ¥ E8 o BHHTTPS) URLe] & 8 3t} (LOG-
4893)

1.1.3.2. CVE

e CVE-2021-35937

e CVE-2021-35938

e CVE-2021-35939

e CVE-2023-7104

e CVE-2023-27043

e CVE-2023-48795

e CVE-2023-51385


https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2024-20918
https://access.redhat.com/security/cve/CVE-2024-20919
https://access.redhat.com/security/cve/CVE-2024-20921
https://access.redhat.com/security/cve/CVE-2024-20926
https://access.redhat.com/security/cve/CVE-2024-20945
https://access.redhat.com/security/cve/CVE-2024-20952
https://access.redhat.com/errata/RHBA-2024:0693
https://access.redhat.com/errata/RHSA-2024:0728
https://issues.redhat.com/browse/LOG-4969
https://issues.redhat.com/browse/LOG-4822
https://issues.redhat.com/browse/LOG-4962
https://issues.redhat.com/browse/LOG-4963
https://issues.redhat.com/browse/LOG-4893
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385

CVE-2024-0553

1.1.4. Logging 5.8.2

o] ¥ g 2¢j = OpenShift Logging W2 4 22|~ 582 7} 35 o] 9l& YT}

11.4.1. ¥ 1 7

e o] ¢l o] E o] Aol & LokiStack 7+ 2 2] Podoll 4 w2} Pod £4l0] A5 & HTTP URL <]
IPv6 Pod IPZ Z i 5}%] ¢ko} Prometheus &3 APIS 53 173 9 A2 ) o el
th o] ¥ Hu o] EE £l LokiStack £ Pode IPv6 L= IPE 235 2 A &3}ate] 42 5
A3t (LOG-4890)

o ol Yo E o]l MIA FE 2o A vl LT o] A5 ALEsHA] ol FH AH A
Al 22 A A 2= ARo] gle AR ARl Al A2l AR EAAAF U ol Aol EE S8l Ud &

#Hol 2 x3o] FA o] A S A Y ok (LOG-4947)

e o] o] E o] Aol = OpenShift Container Platform ] £& 2] 27 ®7] Ze] 22l o| A A&
2ol == vl A gl 5§ QAE 5 &5kA FUFUTh olH fHlOJEE §3 HOpenShift
Container Platform ) <9 27 B 7] Z & 290 A} &2 Ao == v X ¢ & & 9 x}7} 57}
595Utk (LOG-4912)

1.1.4.2. CVE

e CVE-2022-44638

e CVE-2023-1192

e CVE-2023-5345

e (CVE-2023-20569

e CVE-2023-26159

e (CVE-2023-39615

e CVE-2023-45871

1.1.5. Logging 5.8.1

o] &g 29 & OpenShift Logging Bl 2 =% @ 2] 2 5.8.1 @ OpenShift Logging ¥ =% & 2] 2~ 5.8.]1
Kibana 7} g% o] <5 th

11.5.1. 71 5 7N A

1151122494

ol JH o] EE T3l Vectorg 37| 2 +4 3t= & <F Red Hat OpenShift Logging Operator
of =8| & F7tsto] MU= ARG A4 E EF A A Aol AFH EES AHET F AFY
t}. (LOG-4780)

ol ¥ ¢t o] E = % 3)] BoltDB shipper Lokith A] .= 9] o] 20| Index A B =& H 7 = Q51
t}. (LOG-4828)


https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/errata/RHSA-2024:0271
https://issues.redhat.com/browse/LOG-4890
https://issues.redhat.com/browse/LOG-4947
https://issues.redhat.com/browse/LOG-4912
https://access.redhat.com/security/cve/CVE-2022-44638
https://access.redhat.com/security/cve/CVE-2023-1192
https://access.redhat.com/security/cve/CVE-2023-5345
https://access.redhat.com/security/cve/CVE-2023-20569
https://access.redhat.com/security/cve/CVE-2023-26159
https://access.redhat.com/security/cve/CVE-2023-39615
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/errata/RHSA-2023:7720
https://access.redhat.com/errata/RHBA-2023:7717
https://issues.redhat.com/browse/LOG-4780
https://issues.redhat.com/browse/LOG-4828
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11.5.2. W1 4
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o] JHo]E o] Hell= EH F710] FFEA &2 74 9o = ClusterLogForwarder of| 4
JSON 2 19] & B4 S @A st R A9 25 A IAF UL o|¥ JH o] EE 53] write-
index 7} H] o] 9J & uj ClusterLogForwarder o /] £ oW E AY g} (LOG-4452)

ol ol E ol HE 7R 20 FES AR A A YTh o HUCIES I 2
T HAE fs) BatA E=regexp o FFE Ve E NS SvtE 2 o] A4 EY
k. (LOG-4480)

ol JuolE o] =Y 2 HH S A= Z2A| 2 Tl 7 2 EE o] 27 Qg 244
718 ¥ H o] &y d5Yth 433 o 7 Kibana AF& A= OpenShift Elasticsearch OperatorE
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Operatorel 28 A o] F71x o] A & 3 4 &Y t}. Kibana A& 2= {app.infra,audit}-
000001 ¢19) ~ 5 ¥otalE Ad 2 el S YA D 5 AFYh (LOG-4683)

o] Jd|o]E o] A= IPv6 =8| 2~E] o A Prometheus A ¥ 7} v} ¢l 9 5] o] Fluentd 4% 7] Pod
7} CrashLoopBackOff A e o] 21 &U T o]H Juo] EE Ea) $% 7] = IPv6 2] 2~E] o) A]
Az 2E 3 o} (LOG-4706)

o] o] E o] A of &= ClusterLogForwarder 7} ¥ 7 2 ujj n}t} Red Hat OpenShift Logging
Operator7} t4 3 24 & 3 5 Yt} o] gl o] EE F3l Red Hat OpenShift Logging
Operator= 24 & EZAS 3 7] & Al E9] e W73 S FA g o} (LOG-4747)

o] P o] E o] A of &= {ibm-power-title} ™ Al o] Vector 21 =5 7] Pod7}
CrashLoopBackOff e 2 S E G5 Ut o] HJH o] EE %3l Vector 21 5] 7] Pod7}
{ibm-power-title} o} 71 ) ] Al 2"l o) A A F A o 2 A 2P Y} (LOG-4768)

o]H d o] E o] of = W LokiStackel o g+ # AA] G AE AbE-3te] [ EaH Fluentd &
7] PodE AF&-3te] SSL 1G4 /77 B A FUTH ol Julo]EE all 22 73 7] A1)
2ARE 7| BA o7 AAY EZ 3 cacrt 2 ALE3Sle] 2F o) ALggH YT (LOG-4797)
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https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0646
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/errata/RHSA-2024:0694
https://issues.redhat.com/browse/LOG-4968
https://access.redhat.com/security/cve/CVE-2023-39326
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https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
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https://access.redhat.com/security/cve/CVE-2023-23455
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https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-38037
https://access.redhat.com/security/cve/CVE-2024-0443
https://access.redhat.com/errata/RHBA-2023:7718
https://issues.redhat.com/browse/LOG-4281
https://issues.redhat.com/browse/LOG-4589
https://issues.redhat.com/browse/LOG-4806

1.2.4.2.

g
o Mo
o, |

Fuch #32 Pode QEAE 2B XA a5 TSR E8te] A5 Ee Ay
7+e = 5y th (LOG-4837)

 do
N

H Aol o] E o] Aol = A7 9] = A=t 42 Ao E AFE-3te] LogQL A& & W7 stH
F2 28 ¥ o] & matcher Operator7l 7 H A5 UTE o] H QU0 EE Ea) A2 gulolE
wj 7 5+ 2] Operator7} M7 = #] ¢&-2 el 2 {4 H Yt} (LOG-4842)

1o ol O

oWl ¢ o] = o] dl el = Vector 574 7] W £ 7} 718 A Al = 2 w3 e 5 pel o £ Th A%
How 2 7hgAol BART A4S AL vhol Zekelo] BE W AAE ADsE 2 MG
o). ol QElo| EE E3) Vector 541 7] M ZE AAGHE 23@ F Wl A4 AAE 2D AR WA
2] 42 A &g (LOG-4536)

CVE

CVE-2007-4559
CVE-2021-43975
CVE-2022-3594
CVE-2022-3640
CVE-2022-4744
CVE-2022-28388
CVE-2022-38457
CVE-2022-40133
CVE-2022-40982
CVE-2022-41862
CVE-2022-42895
CVE-2022-45869
CVE-2022-45887
CVE-2022-48337
CVE-2022-48339
CVE-2023-0458
CVE-2023-0590
CVE-2023-0597
CVE-2023-1073
CVE-2023-1074
CVE-2023-1075

CVE-2023-1079

21


https://issues.redhat.com/browse/LOG-4837
https://issues.redhat.com/browse/LOG-4842
https://issues.redhat.com/browse/LOG-4536
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
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https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
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https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
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https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
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https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
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CVE-2022-39253

CVE-2022-39260

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394

CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-23454
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CVE

CVE-2022-4304
CVE-2022-4450
CVE-2023-0215

CVE-2023-0286

CVE-2023-0361


https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
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1.4.9. Logging 5.5.9
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ol HJHo]E o] Hof = Fluentd =3 7] 2] &4 = <13&) /var/log/auth-server/audit.log ol A &=

OAuth 2121 oWl E7} A = A FgkF U th o] 2 <&l OAuth A H] 2o A 2221 oWl EV} &
SAs|HFUtTh ol H Jul o] EE F3) Fluentd =3 71 &= o] A ol 4t 2 /var/log/auth-
server/audit.log o A H &L EZ3F5to] OAuth A H] oA E 219 oW EE 7Y X 5}
o] A& &l 4 &Y t}hhttps://issues.redhat.com/browse/LOG-3730

ol JHlolE o] A= FZ3}E T Aol @A EHIT WAIR 78] Uz dAgEE 4
EALE A e dF U ol 2 Q&) Fx2stE HAIX & 23ete] FAE 22 F ARV AL EHA
At oE 205 287 GkFU T o)W JUlo]EE F3ll JSON i 4] Hof] 24 A4 o]
A EAWAAR FAHJFULE AFH o2 o o2 HdEs = Aol 728 BE
2o Fz39 A X 7t 28 Y o (LOG-3767).

rlo

1.4.9.2. CVE

1.4.10.

CVE-2022-4304
CVE-2022-4450
CVE-2022-41717
CVE-2023-0215

CVE-2023-0286
CVE-2023-0767

CVE-2023-23916

Logging 5.5.8

o] & g] 2ol &= OpenShift Logging ¥ =2 44 2]~ 55.8 o] L3 = o] YH1ch

1.4.10.1. ¥ 1 4

ol JH o) E o] ol = 77 FE T EE AA sk Wyl L7 71 A7) wEel systemd =
2o A priority 2 =71 FEE A F YT o] H U0 EE T o] T=v EulE A A o
242 &) 2 FY . (LOG-3630)

1.4.10.2. CVE

CVE-2020-10735

CVE-2021-28861

CVE-2022-2873

CVE-2022-4415
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https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:1310
https://issues.redhat.com/browse/LOG-3730
https://issues.redhat.com/browse/LOG-3767
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
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CVE-2022-24999

CVE-2022-40897

CVE-2022-41222

CVE-2022-41717

CVE-2022-43945

CVE-2022-45061

CVE-2022-48303
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14112 4

o] o] E o] dof = LokiStack Gateway Labels Enforcero| A 22 32 3 A5 2pa
HE A o frash LOgQLﬂﬂ"ﬂ et 2 £ LR AP EFUTH ol HUlo ] EE F
3l LokiStack LogQL & oA &= F-& Hd 2 o] = 2t Y E A Yetal A4 & s 4 F ot
(LOG-3534)

o] H o] E o] Mol = CIusterLogForwarder CR(AF&AF A 2] 8] A 22)o) A syslog =8 2] TLS
91Z A 1 = Fluentddl] A& 517 ¢ko} A4 2o Q&7 ALY o] LU0 EE E3) <)
S A R 7} Fluentdol] SvlE2A AE = o] &4 a2 g (LOG-3533)

1.4.11.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42898CVE-2022-43680
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podSecurityLabelSync = true = F7}3l 5 Ut} o] 2 Q18] x| H Bet go]ES Yojx 43
2 © 2 Collector Pod7} Al 25 X 2 9k5U T} o] W dl o] EE 53l podSecurityLabelSync =
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ol gl o] E o] el = Operator7t 22 =¥ Oﬂ*i sl G2 Aol FE R EH L
A& AR PHFY o] Z 3l Operator7t FEIAFUTE o] JU O EE T3l FH2EH AF
o —i’—% H717F A shE o] A o™ Operator7} ARA o g AEdta Z4& KIS AR 6HA
o<1t} (LOG-3407)

o]¥ P o] E o] Aol = Elasticsearch vl 3 A E] & vl o] E 561 #] &+ 7 -5 Red Hat
Elasticsearch Operator 7| v 3 5 %] ¢t2 73 9- Operator7} FE35l= 3] AE X Y3sH7] ¢ 3+ A
A FR AU o)W QU ES B8l 3l 54 ALgo] 2915 o] Operator7} 9hg 2 o] 2| vk 1.3
B el ot B E oA B4l 7k thA] =90 = QU o (LOG-3428)


https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
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EAE S v 2 F U o] Yo
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o] H o] E o] Holl= o & 2t 7)o Lt HFAeF A 717} 8 79 Elasticsearchel]
A E PR AP SEYTE ol AU o] EE B WEo] glolE 79 HE wA sl EAES
2 Yo (LOG-3341)

ol Qo] E o] He= 27 B Z8 229 A WA OpenShift Container Platformol tf
3 38R &E 750l £ E o] JAFULE o) YU EES B T 2¢le) LutE
ZEd o] #AE s 2 FYth (Z1-3467)

o] ¥ ¢l d] o] E o] A of = ClusterLogForwarder A}-& 2 A €] g] A2 9] %A o] s} o] 4] T}o)
Rl o] s Aot FHE & Balste] 3 7] Pod7t 8-10% wit} thA] Al 2 U T} o] H U]
o] EZ %3] ClusterLogForwarder A} &2} 4 o] 2] 422 Z2ZA A8 SHL 2 24 sl BA 2
2 &Yt (LOG-3469)

o) % W75
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] o CIusterLogForwarder A8 A o] 2] A2 2] outputDefaults 2 = o o 3 A}
A BE

%ol £ Elasticsearch 28 F3 0 44 & A &gt ol AR sl A o] 7| & &
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(LOG-3342)

ol ¥ ¢l u| o] E o] Aol &= OpenShift CLI(oc)ol 7HAI S W =38 5= gl= 247] AFto] Q= 67t 2
Q2 3l= 2 OpenShift CLI(oc) must-gather == E 7} QFEQ A &FUTLEH o] LUl EE &
3] OpenShift CLI(oc)el] ZH ol t] g+ 227] Hgto] 9l ™ must-gather 2 HEVI T H o=
g2 Y (LOG-3472)

ol gl o] E o] e = Loki Operator ] = A ¥4 TLS &/ 7F A A FY T o] H gl o]
E Z E3) Loki Operator webhook PKI= Operator Lifecycle Manager?] 52 ¢ 33 2] o A]
o] #A & a4 g4t} (LOG-3511)

1.4.12.2. CVE

CVE-2021-46848

CVE-2022-2056

CVE-2022-2057

CVE-2022-2058

CVE-2022-2519

CVE-2022-2520

CVE-2022-2521

CVE-2022-2867

CVE-2022-2868

CVE-2022-2869

CVE-2022-2953

CVE-2022-2964
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https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
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CVE-2022-4139
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CVE-2022-42010
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CVE-2022-42012
CVE-2022-42898

CVE-2022-43680
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1.4.13.2. CVE

e CVE-2016-3709

e (CVE-2020-35525

e (CVE-2020-35527

e (CVE-2020-36516
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https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
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CVE-2022-0562

CVE-2022-0617
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CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355

CVE-2022-1586

CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509
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https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509

OpenShift Container Platform 4.12 2 7]

® CVE-2022-2586

e CVE-2022-2639

e CVE-2022-2938

e (CVE-2022-3515

® (CVE-2022-20368
e (CVE-2022-21499
e CVE-2022-21618

e CVE-2022-21619

e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
o CVE-2022-22628
e CVE-2022-22629
o CVE-2022-22662
o C(CVE-2022-22844
® (CVE-2022-23960
o CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717
® CVE-2022-26719
o CVE-2022-27404
e CVE-2022-27405

® (CVE-2022-27406
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https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
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https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
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1.4.15.

CVE-2022-1353
CVE-2022-2509
CVE-2022-2588
CVE-2022-3515
CVE-2022-21618
CVE-2022-21619
CVE-2022-21624
CVE-2022-21626
CVE-2022-21628
CVE-2022-23816
CVE-2022-23825
CVE-2022-29900
CVE-2022-29901
CVE-2022-32149
CVE-2022-37434

CVE-2022-40674
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1.4.15.2. CVE

°
CVE-2015-20107

CVE-2022-0391
CVE-2022-2526
CVE-2022-21123

CVE-2022-21125
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°
CVE-2022-21166
°
CVE-2022-29154
°
CVE-2022-32206
°
CVE-2022-32208

°
CVE-2022-34903
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1.4.16.2. CVE

°
CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903
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1.4.17.3. CVE

CVE-2022-1705

CVE-2022-2526

CVE-2022-29154

CVE-2022-30631

CVE-2022-32148
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CVE-2022-32206

CVE-2022-32208
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1.4.18.3. CVE

CVE-2021-38561

CVE-2022-1012

CVE-2022-1292

CVE-2022-1586

CVE-2022-1785
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CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2097

CVE-2022-21698

CVE-2022-30631

CVE-2022-32250
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LokiStack 7l o] A3 AUt @A AR APK= A 954 g1t

3 2.1. Loki API A1 1 Z3Hl

CRD(CustomResourceDefinition  ApiVersion A A 3

)

LokiStack lokistack.loki.grafana.com/v1 5.50 4 x| 1%
RulerConfig rulerconfig.loki.grafana/v1 5794 =¥
AlertingRule alertingrule.loki.grafana/v1 5794 =¥
RecordingRule recordingrule.loki.grafana/v1 5794 =¥

22 A AHA = =27 74

o2 74 24 E 424312 Red Hat OpenShift Logging OperatorS Unmanaged e 2 A A sl of
gy

[ ]
Elasticsearch CR(A}- &4} A 2] 8] 4 2)
[ ]
Kibana vl &
[ ]
fluent.conf 2}
[ ]

Fluentd 9| & Al E
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Elasticsearch vl & 5} -S 4=3 3}2] ' OpenShift Elasticsearch Operator=S Unmanaged 8] = A
A3l oF gt

FR9 22 94 74. 22 £97 £9 H2o) 9=
/var/log/fluentd/fluentd.log Y c}.

rr
N,
e
X
[o
fu

A 23 5. 23 597004 228 9 S22 228 5 dadh

27 2704 228 Fstehe By 74,18 27 4758 #48 F e

4

2.3. A8 A &= OPERATOR®| tja x| ¢ A A

Operator4 # 2] ¢ef= Operator7l 27| oo e} S8 2H 9| T 74 840 3 Jats
Ao 7 A sla YA o1 il Unmanaged # el 2 23 A Operator= 74 W7
o}Xl B3 QU EHA = FFH

MZzYA Zel2E £E O ot o] 7l%el §88 5 914 %, Unmanaged 4l 2| Operator
=AY gom AE T a0l 74 D Pade =S Fe Y BA Ao A5 AU

*

&3 722 vy o 2 OperatorS Unmanaged el 2 A3 3 4+ J &t

718 Operator 4]

71 Operator= 14 ] managementState vl 7 =7} 9l &4 o). Operatorol] wa} o} 43t
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w202 o] wiyfE g AMAT 5 dFU T ol & Eo], Red HAt OpenShift Logging
Operator= ] t/3<1 AH8-A A 9] 2] 4&2(CR)E 34 3t o] & 43 3= wHaA Cluster
Samples Operator= 22 ~H AA 9 74 425 AH-FU O

managementState v 7] 11 4= Unmanaged = 1 7] 311 Operator7} gl &2 FF 2oz
A2 sA o F et A 249 AHHEH A X YA AHULh FEZHIEEHA
TEETHEoT 750l o B R o] A AHl & A A &= Operator: 54 o

“ik 9]

718 Operator=S Unmanaged el = WAsH 54 714 24 94 7%
o] A=A AFUG. A A S AEsEd BarE 45 Managed “3H o]
A A @sloF Pt

Cluster Version Operator(CVO) =] 4 <]

spec.overrides v 7] 4=E CVO A o] 3=715te] #e] A7t A 2 4o Ulg CVO 52}
st AQe BEES AT F AFUnh 4 8400 U3l spec.overrides[].unmanaged vl 7| ¥

42 truez AR A ZE2H Yol =7t AT T CVO AR o)7L A4 E F Ael Aol Al 7
23

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

“ik 9

CVO A ol & A4 st AA S8 2H7F A LHA &= FE7F gyt
ADS ASstEA AF A E AAY F Bud FAE AD3oF o

2.4.RED HAT A 9& 918 =7 dlol8 434
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A Aol25 A o E22H g Hu 7 4 S Red Hat A1 A A Fst= Aol F5UH

must-gather & & A}8-5lo] T2 A E £=F |42 FEH2H F
AFAZARE 3 5 dFh

>

dargl zt 27 74 a4 A

N

Z7F YL w2 4= 9) == OpenShift Container Platform @ 27 & tho) g3t I AR
A L.

i

A

of
Q'L

hack/logging-dump.sh 23 Y EE A}2351x] v} A Q. o] 2T HYEE 1 o] AU
A gom HolHE F£75A S5

2.4.1. must-gather & A &

o
e
o)
(1)
fo
et
N
N
ofr
o
2
rlo

oc adm must-gather CLI g3 & A & tiW 7] ZH2HAN AR

e

27 2] 29 must-gather = t}& A1

i

S e

[ ]
Z2AE 579 Pod, 74 W, AH 2 A, 4, A whelg, ol MES FP@ TzAE
FF a2
[ ]
Ze2H 579 =2, 94, 4T MAYS TFF Ze2H £F Pax
[ ]

237, 23 AR A, 2 N zs =2 a9 A S ¥3Hslo] openshift-logging 2
openshift-operators-redhat 1] ¢ 25 o] 2 2] OpenShift Logging ] 42

oc adm must-gather=S 23} s51H Z2] 2 H | A Pod7l A4 gt} sl Podoll tj 3t dlo]g 7} +F
& o] must-gather.local = }\]7_(}0} Al gaE el AZAY o]l daEE = A &4 F2 ddHE
o Aol AFU
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oc adm must-gather CLI J & & A} &3

EZZAX

must-gather 2 27 AR & FFsE4d S 33U
must-gather 3 B £ 2] Z3slel = td g2 o] 53}

27 o]u] Ao B3l oc adm must-gather 332 APt}

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath="'{.spec.template.spec.containers[?(@.name == "cluster-

logging-operator")].image}’)

must-gather £ 4 @A) ] d € 2] U o] must-gather.local= A &3l= A Tl g E W5
1y }. o : must-gather.local.4157245944708210408.

W2 414 9 must-gather Tl A 2] o A 1% 9L BEU T o] £ So] Linux ¢ A4S

AbgshE AFEOIA e 3 ATk
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3F. 27 A A
3F. 24 A A
3.1. 27 A B

Red Hat OpenShift Logging Operator 2 7]e} 27 74 249 JH = & 5 JdH5U.

3.1.1. Red Hat OpenShift Logging Operatore] /3] 17|

Red Hat OpenShift Logging Operatore] A8 S & 4 J&Ut).

A 27 A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AUt

12 93-S 435l openshift-logging Z=4 = WA,
I $ oc project openshift-logging
o5 4 %2 A3 3] ClusterLogging Q12€H 2 e S 714 Ut

$ oc get clusterlogging instance -o yaml

o

2 o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
status: @)
collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
collector-2rhqp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
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collector-612ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- collector-2rhqp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all

cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0

clusterName: elasticsearch

nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization:
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
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replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

Zeo|A 228 A B2t A 2uAto] Yebdy .

Fluentd Podol tj gt A 1.

Elasticsearch 2228 A7, A, & == w78 735131 Elasticsearch Pod
o dig R YUt}

Kibana Podol tj st A 1.,

3.1.1.1. b WA R] 9

t}&-2 ClusterLogging ¢1 € 2 ¢] Status.Nodes A Ao &= AR =7 W AR <] o YUt}

e FAFR A MAAE eEst PAE e AHuAE 2350 o ko shard7t 39
A g2 verdyh

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
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type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

et fARE AH WAL 27 A ES ErEE 2330 0n shard7} BhE == R
Ag2 vergy

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

o3 A 3 H WA A= CR9] Elasticsearch == A9 7] 71 22128 9] ;=9 A X613 F&
S ey

z9 o

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown

Unassigned Shards: 0
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Cluster Name: elasticsearch
Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2

Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

ohe 3 FAM A AR = 23 PVC7E PVel Bil 98 5 9182 e U oh

e
i)
2

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)

Reason: Unschedulable

Status: True

Type: Unschedulable
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e fAbe AH MAA L s

Q< Yepg Yo

e
i)
2

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

3.1.2. 27 74 24°] e 17|

oA 274 74 229 FH

i
i
4

A 27 A

32
gy
i
k)

7] 71 = =9}

]

=

314 271 W<l Fluentd PodE ol

[e)

=

E

=

s}

2=
T

Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A X] = o]

241tk

Z2A 2

openshift-logging T2 A E & W7 3]},

I $ oc project openshift-logging

27 &7 gH 17):

I $ oc describe deployment cluster-logging-operator
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Name: cluster-logging-operator
Conditions:
Type Status Reason

Available True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

3=

1

oY

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set

cluster-logging-operator-574b8987df to 1----

BAE A E9 o] 5L /AU

o
i)
2

I $ oc get replicaset

£9 9
NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m

A

o
(b
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elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd554487 1 1 1 157m

BAE AE FHE 7HAS YU

$ oc describe replicaset cluster-logging-operator-574b8987df

2 o

o

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-
logging-operator-574b8987df-gjhqv----

3.2. 20 49 A &2

3.2.1. Fluentd Pod A vl 3£

ClusterLogForwarder CR(A}-&-#} A 9] 2] 4 2)& A4S v Red Hat OpenShift Logging Operator
7} Fluentd PodE A} 592 2 A Z 31K oW Fluentd PodE AHA) 31 A= A28 4= &Y

A 27 A

[ ]
ClusterLogForwarder CR(A1-&-#} A 9] 2|4 2) e BHAE | AAHo] AdHH .

84



Z2A 2
o= 885 235 Fluentd PodE 2HAl st Al = A wl) £ o}
I $ oc delete pod --selector logging-infra=collector
3.2.2. Loki &= A3 o 7 A 3|2

27 A9 APIO|A $E A @2 27sHe tFE MAA 222 Lokiz ddshdl Lokit & A1 ¢
(429) @ 72 YT

el @ 0 R B AF Fol AT F AFUTh A E So o]n] AR 277} A& FH2H
2AE FG W 20] 1E 23 FRL BT FASE B S AT LFI AT 5 A5 of
A4 A 233 EEE S5 ASET How /1% g8t A% £ AR AY folx &
EAT L

&% AP Q7L A% WA= 25 LokiStack CR(AHA J o] 2122)¢ +45to EAE A2
% J&Uh

LokiStack CR-& Grafana 528 LokidlA] A28 4= gl& Yt} o] = Grafana &2
Loki A Hjoll= 4854 54

=7

Log Forwarder APlI:= 2 12 Lokiz Ag3sl=2 7Aoo 5 Yrh.

N 2do A 2MBH O 2 WAl 4] 222 Lokiz BylUth ol & S that 24Utk

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\""version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\""2021-08-
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86

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\" \"viaq_msg_id\":\"MzFjYjJkZjltNjYOMCOOYWU4LWIWMTEtNGNmMmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}

oc logs -n openshift-logging -1 component=collector & ¢} & 3lH S 2E 9 377 =
a9 b5 25/ WAA F shhrt £3E Po] ZAIF Y

I 429 Too Many Requests Ingestion rate limit exceeded

Vector & & WA R] 9] o

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.
error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true

Fluentd 2 & v X A €] ¢

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

| & 7€ 54 B x TAPY. 9 £ Eof LokiStack ingester Podoll A o5& 43

Loki ingester 2 7 WA X] 9] o

I level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
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duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

EZ A
LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =2 ¢ d o] E3 .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize 2 == vl ¥ 2 EA 2 F Hd =22 S A% AE 715 MB=
Aot o] 2 st= AFP YT o] S DA FA| e H o g FHE HU 21 A=
A A3} ingestionBurstSize Rt £ ¢ @ J 2 385 A 5T

ingestionRate 2=+ 23 34 A& A FMB)d digt A= E AAYUth. =
2 H]&o] AIgE 2Fste A FE AT /77 AT TRV = E2E A A=
A °

Ut & g gol Agnc o

:_

3.3. 27 A3 2A 32

o4& ARE ALg S FU2HY 273 33 EAES
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3.3.1. Elasticsearch =2 2~ ¥ 4}€] 71 w714
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A2dU.
e ZR

o] Ao AKX HH o $ES POD_NAME 4 ¥ 5== A}-&3}a] Elasticsearch PodS Zx g t}. o]
A OA A B S HAFst] o9 e o] £ Elasticsearch S 2] 2=H o=z AAs
oF gyt

g H# S Agste] ALE 7153 Elasticsearch Pod2 g & 4 9J&Uth.

I $ oc -n openshift-logging get pods - component=elasticsearch

o

U434 Pod = 31}

u

Ae s o3 932 235 $ES_POD_NAME -5 A ).
I $ export ES_POD_NAME=<elasticsearch_pod_name>
o] A ¥ ol $ES_POD_NAME ¥ += A& = A5U T

Z2A 2

Elasticsearch 22| 2] A€ & &2lsla o2 H&H L A3 ste] S| 2¢ Ag 7} w7k 9l
A el g,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
o B3 APt FH2EH F @ == AT,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v

o2 B3-S 24331 Elasticsearch PodE U g3l o] d @A|9] BE &89 ==9 v
t}.

a8

I $ oc -n openshift-logging get pods - component=elasticsearch
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A B Elasticsearch ==71 S8 2Hd FA31A] &e A9 t3 DA S F3FY.

Z3}o] Elasticsearchdl] A€l 3 npAg =
A

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

e B3

mlo
i
9‘&
K
o

=
=

tllo
r g

2slo] A9 g mp2E =9 Pod 21
I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

e o S

Zste] 2] 2E o] FolalA]
R

mlo
o;
PJL
K
M
tllo

uic]

e weo 2

i
_] (

pil

I $ oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

o

=7t FY 2 FlW A e 3PS A5 2
2 Z914 Ak

ttlo
r

BAate] Ze|2H7} B

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

o] gl A BT Z2A L7 HF F

Aol A A AY Fud + A5

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of pending_tasks

BH F Agol e A FHE RUEIRU T Fest AR N3 2 2Hs) By 5
& YEhle 49 A% d 1t B3 A2e Fe 2 ) 2719 76 a6 ue tEy
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cluster.routing.allocation.enable zt¢] none 2.2 A4 5o ¢J=A] &2l

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty

cluster.routing.allocation.enable zto] none 22 A4 d A$ g3 4H S
A4

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}’

tilo
r g

b 2

olt

L4

R 25te] 9l

i)

27} wkAl el 4] gl ot
-- es_util --query=_cat/indices?v

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

1.
Qe 27} mbaol v Thg WA S shel Aguith

T 9% S AP st A E AU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

Oe HEe Agste] Ao FF AN E A5 YU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

e BEe daste] A7 27E S
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3=

oy,

] FA

o
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12.

o)A WA WA Qe 2F A 9H] QoW A 2F WA 0= AA Pk
te WS A ste] WA e 2 o] 52 AT

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

e 9P A sto] WA Qe 2

b B S-Sy |

i

)

L

Yt
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE
13.

w2l Qe 27k 9l el 2 A7t Mo w HlolE kEo A A&How A R}

T2 W# 2 A3 sl Elasticsearch JVM 3 A1-8 #o] ¥4 gl g

- H

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

CPU AL-g-Eo°] ¥2A g th. CPU &g t) 3 1A 3 U]-§-2 OpenShift
Container Platform "2 & tiA| R AE" AW A E F X344 Q.

EYUHY WA REHE

e
N,
2
ke
fe

= e 2H el 5

o1


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/monitoring/#reviewing-monitoring-dashboards
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
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3.3.2. Elasticsearch =] 2 AH]| 7} =22 <]

st} o] 2] 71 & shard9] E-A] & shardi= == @35 X k5. ClusterLogging A8 4 <]
2] 22 (CR)9| 4] nodeCount S A sl x= 2 =Yt}

e
N,
2
ke
fe

= e 2H el 5

3.3.3. Elasticsearch == t] A3 @2 QgHula &g

Elasticsearch= & Qg ul=d)] =23l == shard= d331# 5Ut.

o] #A¢9] & o2 $ES POD_NAME € ¥4-= X}-83}o Elasticsearch Pod= =g}, o]
A oA AH “3 % H L5l Bojda o] == Elasticsearch 2 2ol 4323 gro g AA 5|
of gt}

oS HH S Agste] A 7153 Elasticsearch Pod2 g & 4 9J&Uth.
I $ oc -n openshift-logging get pods - component=elasticsearch

2 MEsty gg W2 A ste] $ES_POD_NAME ¥4-2 44 3.

ol
mlru

o

)

Pod &
I $ export ES_POD_NAME=<elasticsearch_pod_name>
o] A ¥ ol $ES_POD_NAME ¥ 55 A& = A5U T
ZZA 2
)-8 432 23] 5}e] Elasticsearch7l vl ¥ 8 == 2 2] ¥ 3.

I $ oc -n openshift-logging get po -o wide
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3. 27 ¥4 &4

0L WP S A5t G| 22 shards A=A e

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

et

bl A @S shardzt 91 49 the BH S Adstel 7 oA T3 FHe g
Uk,

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

g3 £ Use & 393

_,d
£
ER

A9 S0l A AHER T2m MR e ST,

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmein1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

AHgE Y23 A {80 85%E £AstE A4 =271 32 AEHvAE 238t § o] 9]
ko shardE 23 4+ JFU

& A redundancyPolicy = g<¢lslz]d th& Hd

mlo
ki
e
L
iu)

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'
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fu)

22 2¥ o)A ClusterLogging & 222 A}-&-3}

$ oc -n openshift-logging get ¢l \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

22125 redundancyPolicy ko] SingleRedundancy gttt =1 SingleRedundancy gk
A A5 o] M7 AFHS A A3 ).

6.
ol A QAN A7} A EHA] G oA AP AE AAI P
a.
o 882 235l Elasticsearcho] =& Q19 29| e & Sl
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices
b.
AR S 5 A= o)A QY9 AE IR .
C.
o BE e A ste] dE 2 AT .
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE
3.3.4. =2 Qg nj3 9] =23 Elasticsearch == t] 23

Elasticsearchi= 91|}t A1 G AR 274514 242 T2 AHgFo] e e=2 2o SEna
o =23 == A shard= Alwl =] sta] 2 FU}.

57 wcof shardg @gateld g ol AR F22 Suslof Utk 02 e =Y 5
D= A3 FeAZElo] A HolEl =8 St & Zel2E F4 A4S ZAUT
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3.2 A 4

o] Exleo] QX Wy o $ES POD NAME 4 W 4-= X183} Elasticsearch Pod= 3% % ‘413} o]
A OA A PR S BAbste] 2o e o] £ Elasticsearch S 2| 2H #83 3o 33l
oF gyt

g ¥ S Agste] A 7153 Elasticsearch Pod2 g & 4 9J&Uth.

I $ oc -n openshift-logging get pods - component=elasticsearch

[0

U434 Pod = 31}

i

g3l o3 4 E S A8 ste] $ES_POD_NAME ¥i+& A4 .
I $ export ES_POD_NAME=<elasticsearch_pod_name>
o] ¥ ol $ES_POD_NAME ¥ +5 A& = A5U T
ZZA 2
o2 W3S 23 3lo Elasticsearch7l (| £8 == 2 23}

I $ oc -n openshift-logging get po -o wide

2.
7} mEo] faz F7He FAF
$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \
do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done
3.

22 AZA FAA FAF .

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

3% 2ol shard AW A 7F EA W e Aertazt 235 A5Uch L A8 7]
EZHe 90%¢) U Tk
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29 5 Qe A5 Ze2Ee Al vl

& Al redundancyPolicy & 3215t & WS A3 P}

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

22 2 g A ClusterLogging & &2 A}-&-3}

e

B35 e 9

mlo
i
%
L
u)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

22125 redundancyPolicy ko] SingleRedundancy gttt =1 SingleRedundancy gk
2 AA 33 o] M7 AL A A3 o)

o] A TA oA B 7} AR kow o)A olul A2 A4 ).

o3 4 d 2 433l Elasticsearche] =& Q19 29| FH & AP}

the WY e dastel A2 AP

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE
3.3.5. Elasticsearch =& 0] 23 Z8 = ¢ g vlad =235}

Elasticsearcht 0|83t + 2 A2 5 =3}

o}

rr

5
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3.2 A 4

3} o] 2] shard7} ==9] &g}
sl o] e f A7t Zej= 9 S 23Ut

ohe Aatol mat o] W EAE S AT

o] Ao dB my o ES POD_NAME 4 ¥4-= Al-& 35} Elasticsearch Pod= %3} o]
XA A BE % H L5l Eojda o] == Elasticsearch 2 2ol 4323 gro = AA 5|
of gt}

g ¥ S Agste] AE 7153 Elasticsearch Pod2 g & 4 9J&Yth.

I $ oc -n openshift-logging get pods - component=elasticsearch

ofr

y g Pod Z 3h

i

Hasta g 93 S 23 ste] $ES_POD_NAME W52 A ).
I $ export ES_POD_NAME=<elasticsearch_pod_name>
o] A ¥ ol $ES_POD_NAME ¥ 55 A& = A5U T
Z2A 2
Elasticsearch ==29] fj2=3 F7+& 7143 U

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

ofr
o

W 2 olA Avail 2& Shelste] Al msolA ALg b5 e T2 0 SAF T

o
i)
L
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elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmeiln1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

=2 T fle A-F S ZHA A Hlo]

& Al redundancyPolicy & 3215t H & HH S AP}

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

Z 2] 2~ A ClusterLogging #] &2 A}-&3}

e

3% vhe 99

mlo
i
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L
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$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

£ 2-¢ redundancyPolicy 7}°] SingleRedundancy g} }.t} =1 SingleRedundancy 7t
o7 AA T o] M7 AFSS A AT}

ol GAlA EA 7T A HA] F o o] A S AAF .

3 4 d 2 433l Elasticsearche] =& Q19 2 9] FH & AP}

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

6.
H223 208 A% ek U P AL E22 gako) 0% vl ake 2 Wol
W ohe W E L daste] o] mEol 2£7] A9 A FUTH

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM 3] A}& o] =2

2149 Elasticsearch ;== JVM(Java 7}/ 9 A) g Wl 22l = 75% o] YUttt 3 2712 Se= A
o] EFUYrth.

3.3.7. 3419 =27 A 2H CPU7l =&

o] A9 CPU AL Fo] St 2228 kx| CPUS galghich. o B& CPU 2228
rro d93t= Aol 5T

3.3.8. Elasticsearch = =2 4]~ CPU7} =&

k=9 Elasticsearch =242 CPU Aol =5Uth S8|2H =29 CPUE SIdYt. 9 &
2 CPU &5 2 95t Aol EFUH-

3.3.9. Elasticsearch t] =3 F7to] =3 o).

Elasticsearchi= @A t] =3 AF§-Foll w2} FF 6412 oo 23 ko] 532 Aoz A
HUth o5 @Al we} o] Ao EAIE A d

Z2A 2
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Elasticsearch = =29] t] 23 F 7+ 714 34t}

$ for pod in “oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

H3 Z2 oA Avail €& 39135ld FF oA AL 7153 g A3 27

tilo
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o

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmein1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

Y 59l A4S Ze 2 Al do]

& Al redundancyPolicy & 3215l & HH S AP}
I $ oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

Z 2 2~ A ClusterLogging #] &2 A}-&3}

e

3% vhe 99

tllo

AgqUd.

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

Z 2] 2] redundancyPolicy 7}to] SingleRedundancy 7 ®.t} =21 SingleRedundancy 3t
o7 AA3 I o] A AFFL A &S}
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

ne
N,
1
H
fr
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2]
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=
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34.

3.3.10. Elasticsearch FileDescriptor A& o] =3

AA AFE FA S 71Fo 2 w9 A A Ay} =71 FE5HA k<Y ). Elasticsearch File
Descriptors Ao A4 ¥ o 2 7z} == o] max_file_descriptors 72 <13 o).

3.4. ELASTICSEARCH =1 A 749 e 17|

OpenShift Elasticsearch Operator 2 ] 2| Elasticsearch 74 24 9] 4H & 2 4 J5Uth.

3.4.1. Elasticsearch =1 A 4 9] AH 17|

Elasticsearch =1 A& 22 485 & 4 dFYUrh

A 27 A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
A&yt
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o2 W42 43 3}o] openshift-logging Z=2A 7

I $ oc project openshift-logging

t}& =& 8 23lste] Elasticsearch 21 A A4

$ oc get Elasticsearch

%9 o
NAME AGE
elasticsearch 5h9m

WA g

AxE 2ol o] FE 7HA LU T,

o W% S 4383t Elasticsearch 21 A 34 JH & 7HA 3.

I $ oc get Elasticsearch <Elasticsearch-instance> -o yaml

oz

e

W o 2

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

Feolt et HARE 27t EFAUH

e
i)
2
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status: @)
cluster: 9

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignhedShards: 0
clusterHealth: "

conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods: 9
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

Z 2o 228 A B} e 2z Yehdy .

3=
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Elasticsearch 21 & &4 2] AHe)]:

g7d 71 & shard =4 t}.

g shard =4t}

%713} &9l shard ¢4 t}.

Elasticsearch 27 A& 4 dlo]g =29 =4t}

l‘l
+>

% Elasticsearch 2 1 A& & Ao

Elasticsearch =1 %74~ AH]: green,red,yellow.

g3 A -2 shard

ZA) 5l AS 2 E AH =7. Elasticsearch 27 A &A 4 el = PodE v x| &
T4y ’\711331«] & JeEtdU T b3 2703 3 E B E oWl EV ZAH

Yo
[}
A" o]y = Elasticsearch 27 A 34 @ T 2] AHo|UE 25 71§
Yt}
[}
7" o] = Elasticsearch 22 A Z4 @ x 24] ZAg o] BFo i3] £
EHAFUH.
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Pod <l oF E-7} 53 o 8] 71| EA o g =7 o] TAIFUtHEZA v A]
A o F=x).

L4

upgradeStatus 7} 9= &2 £H 9| Elasticsearch =1 A F4 ==

©

215 3 ,notReady 5 += ready AJHl o] U ¥ Z& 2 9| Elasticsearch 21 A
Fa ZEtolAE, dolH 2 ni2E Pod

3.4.1.1. 2] WA A o

2 ¢ Elasticsearch ¢1 2829 X%

o

ol A o] gl AR =7 WAIR 9 o Juch,

& AH MAAE =27 T E e AEvaE 23F o of kS shard7t @FHA FSL

e o,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

o5 BH vMAA = =27 A E =2 AEvAE 233 e shard7 b E === AujAES
Eriy .

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.

reason: Disk Watermark High
status: "True"
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type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

B>
I
[rt
X

S A WA A = CR(AHE-AF A 9] 2] &~ 2)9] Elasticsearch =1 %
=9 dAFA FaS vErd YT

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn't match node selector.’
reason: Unschedulable
status: "True"
type: Unschedulable

t}2 Ae) WA A = Elasticsearch 21 2 &4 CRo|A PVC(A T+ 2§ Zd )7l EAsIA &S
Uebd Yy

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z
message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)
reason: Unschedulable
status: True
type: Unschedulable

t}2 AHe] W A] A = Elasticsearch 21 A g4 Z 8 AH| 2 A AL A A3s}7)d] 283 =7}

S YeEkd Y.

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

ol Fel WA A= ELH AEE FH¢ ==7HH T 253 YEiY o

status:
clusterHealth: green
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conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'

message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles

reason: Invalid Settings

status: 'True'

type: InvalidMasters

0

2 e WX A = Elasticsearch 2 &2 71 7 &4 S A4

[

1A a2 by o

d= &4 g3 25Ut
status:
clusterHealth: green
conditions:

- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 9 type 2 == A YHA =W FF S AZFUG.

StorageClassNameChangelgnored

Z2EZA S o5 i ALHA = HA AU

StorageSizeChangelgnored

ZEZA A7)0 3 A LHA F= AW AHFAY .

StorageStructureChangelgnored

PA 2EA 729 FTAZZA £ o= ALHA &= 1A AU

dg

AA 2E A A JF 2E A 2 A3l == ClusterLogging CRE 74 3t
2] 22 3}'A OpenShift Elasticsearch Operatori= PVC(3 7 2§ Zd )= A A A
o PV(4 T+ 2F)E WA SHA &4t StorageStructureChangelgnored 8] £ ]
<21 ClusterLogging CR= W17 A}&S F 4332 PVCE 2HA| 8] oF gt}
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3.4.2. 22 AF A A 940 A 17

o] 21 QA T4 99 JUE B F dFUh

Elasticsearch <19~

Elasticsearch 919 9] Je| 2 & 5= Ql5Uth.

Elasticsearch Pod?] °] &2 7FA 34t}

$ oc get pods --selector component=elasticsearch -o name

2 o

o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

Qle) 29| Abe) 2 714 1Tt

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

2 o

o

Defaulting container name to elasticsearch.

Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n

openshift-logging' to see all of the containers in this pod.

green open infra-000002

S4QANNf1QP6NgCegfnrnbQ 3 1 119926 0 157

green open audit-000001

8 EQx77iQCSTzFOXtxRgqFw 3 1 0 0 0 0

green open .security iDjscH7aSUGhIdqOLheLBQ
11 5 0 0 0

green open .kibana_-377444158_ kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001
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z6Dpe__ ORgiopEpW6YI44A 3 1 871000 0 874 436

green open app-000001 hlrazQCeSISewG3c2VivsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIq6iQW6wg
11 0 0 0 0

green open .kibana_-1595131456_user1 dglYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

21 A &4 Pod
23 A4S 5295 Podd) HHIE 2 5 duUh
Pod o] 2 714 & th.

I $ oc get pods --selector component=elasticsearch -0 name

2 o

o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

Pod 38l & 7FA Ut}

I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

o= v W AR 2dgy

e
i)
2

Status: Running
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Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started: Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled True

Events: <hone>

21 252X Pod vl £ 74

EIAAFZEME 7] FHE B 5 dFsUT

WE 749 ol 5 A U T

$ oc get deployment --selector component=elasticsearch -o name

2 o

o
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deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

W) E A e S 7HA g o
I $ oc describe deployment elasticsearch-cdm-1gon-1

Yol gs dH B 2dE YUY

e
i)
2

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-rhel8
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available True MinimumReplicasAvailable

Events: <hone>

FEIAAFAEBALEAE

23 4gE BAL ALY JHE 2 5 dgU
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$ oc get replicaSet --selector component=elasticsearch -o name

replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495
replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2R B AES] FeE 7HA g
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495

o= v W ARy 2dgy

o
i)
2

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-

rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7
b1c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

Events: <hone>

3.4.3. Elasticsearch =& 2¥ AtH]

OpenShift Container Platform ] &< <] Observe A Ao 9= tjA] B =9 = Elasticsearch 2] 2~
B 9] Ze 7t A g

OpenShift Elasticsearch 22 2~H 2] 48 & 714 2 & W <cluster
_url>/monitoring/dashboards/grafana-dashboard-cluster-logging<l %)+ OpenShift Container
Platform ¢ < 9] Observe A A A A R E = FZ3H4 A L.
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Elasticsearcn “gH ¥ =

eo_elasticsearch_cr_cluster_management_state

Elasticsearch S8 257} #2] FJHIA = A HA &= FH o A=A E ZA YUY d &
Ed o33 25U

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

olZ A AA Z, B8 AAF EE o okd A A =S 93] Elasticsearch ;== 7} thA] A| 24 3154
& IAgY T & S8 a3 25U

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total

kel

Elasticsearch 19 = 4| Q] ~H o] 29] F &

AT o2

et

W ge 2ayTh

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count

ZE g ol 2o i 2= 7 EAFEY T S S8 23 ZEy

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch 2 =7} 25 2 A} v o] J&" ¥ A #]

Elasticsearchel] admin-cert,admin-key,logging-es.crt ==+ logging-es.key 3 o] Q1= 7 tjA]
HEo= vt o o frAE A El WA A 7t A g

message': "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-
key, logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

13
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4. 27 AR

8] 2 #2 A= OpenShift Container Platform Z & ~Hol] 27 & ] 35} o] E Al &35l ==
A28 AL 2, of FE] Aol HHlol 2 9 Rxeg 28 S JAY + 5. &-F
2¥,RedHat #2] 21 2EIAE X3l AAd 21 ) 225 AT F s vixd =
I 258 A £F A4 utg}t OpenShift Container Platform ) &< =+ Kibana ) &4 21 d| o]
HE AN Zs8d 5 dFU

Kibana §§ &2 &5 27 del=dA ¢ o] AHEHA SsU

OpenShift Container Platform 2] g #&] A+ OperatorES Al-&5le] 2402 w3 4= A FU .
ARG NG =7 AAE FEA L.

Operator= =7 v ¥, ] 28 o|= @ A RFTE F3 o). Operatorr} A x| = A ClusterLogging
A& Aol 2l A&2(CR)E AAste] 27 Pod 9 27 & A Ast=dl 283 7[e S| 425 AT F+ A
Ut} ClusterLogForwarder CRS A5l = 22, WS Y, AGHE AANE AR Y T+
AFU T

X OpenShift Container Platform Elasticsearch 21 A &4 A 22 & $3H
Hol ~2EF X E A LA &7] w29 A 2= 7|24 o 2 UK Elasticsearch 21~
20 A AHA & o 2 Eo] Kibanadl A A 222 R A 232 718
UL Elasticsearch 27 A #ZA 42 Rl8|H 23 A F 40 A 22 Ao A E O =
21 A APIE AFg-s ok §Hu o

4.1. 27 o}7| €A

279 79 74 24% B3 pEU

371

47 7]= "= A E=Z 7z} OpenShift Container Platform == o] PodZ v] £t} 7} == ofA]
Za dHlo]HE w8t HolHE WHEs b3 7 AE &8 o= dEg ot Vector 3 7] == A
A] Fluentd 53718 2123 4 954t

14



Fluentd:= T o]/ AHE-H A gon &5 |24 A AL «F YUt Red
Hate @A del X glo]ZAto]E F¢t o] 759 digk vz 4 L A A5 AlFaA
o] 7152 o o)A MA AL wkA] ¢k t). Fluentd t) Al VectorE A183 5= I &

Ut

23O AFA

EIAZLEE BAE 98 22 dolgE A At 2 AGAe] 7| YU 71 &
LokiStack =1 A &4, & AA] Elasticsearch 217 AZA2E AlLsA Y 218 F71 93 21 AR
A2 AGg F+ dFsUy.

27 5.9 g 2= dd o] E= OpenShift Elasticsearch Operator v d o] 3}
Ho] A &5t dAl Logging 5.83 37 2 & 2% OpenShift Elasticsearch
OperatorE A1835l= 29 =7 5.8 EOL7A] 27 oA A% &% 3 ). OpenShift
Elasticsearch Operator= A}8-3lo 7|12 23 2 E 2 A= A2 35l= Al Loki
Operators A8 = A FUTH 27 gho] Z Aol Z Eatol] o 3 A & ] 82
Platform Agnostic Operators S ZZ3 4 A 2.

N 7}5}

Ul 74 245 AH8ste] 22 dlolH o A4 R3S & = dsUth. Ule A3d 205 34,
A 2 & 5 A= 299 g o] 2 & AlF 3 . OpenShift Container Platform ] <& Ul=
OpenShift Container Platform £& Z2 1218 @43}t Al Fgyd.

Kibana §} &2 &5 27 del=dA ¢ ol AHEHA sy

T =

27e Adeld 219 =2 238 FPFUT ol e 2 fPo BRI

AEAA =

Az} Aol | Ze Aol AL AslatL ZH2E A As) F AL A o) T2 o] Ao o]
A48 Ad oy =2,
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Sl =t}

ol =g} v ¢ 2 o] 20| AAH A o] Z1: openshift*, kube* ==& default 2 :==¢
journald v A] =] Y} o}

ZALZ

/var/log/audit/audit.log @} o] A F == == A} A 28 ¢l auditdo| A AR =19}
auditd,kube-apiserver,openshift-apiserver A 8] 2= 9 &4 3lH 739 ovn T2 A E o] 2 791t}

42. 27 W|E AR

2] A= OpensShift Container Platform 9§ &< %=+ OpenShift CLI(oc)S A}-&3}lo] 27 Operator
E AR5l A S 2T 4= A HFUh Operator= 27 9 vl £, 1 ol= E FARSFE @33 UL

B Aot o Zej Aol A /NEA = 1Y) Ao e Z2AES] 28 B F JdFUH

4.21. A8 Ao a2z 27

7} Operatorol | 7@ sHe CR(AHE 4 9] 21 2:2) YAML 5121 & Abg-5te] 27 W 2E 74 5 9
#uth

Red Hat OpenShift Logging Operator:

ClusterLogging (CL) - Operator7} 4 x] ® % ClusterLogging A1-&#} A ] 2] £ 2(CR)E
Aol 27 Pod 2 27 X Q4] 23 7]gl g A2E o kg ). ClusterLogging CRS =
HA71 2 AR M EFULT A 2 =X dPH=dZ AER & o 79 YH Red
Hat OpenShift Logging Operator= ClusterLogging CRE 7|53 9 w2t 27 vl £ E X
3o

ClusterLogForwarder (CLF) - A} 82} 7 A¥ 2 235 AG3 =S 37 +42 AATY
t}.

16



ScanSetting Operator:

MellanoxStack - CloudEvent Z& 2H & 21 A &ZA 42 A o] 532 OpenShift Container
Platform <13 532 53l 9 TZA 2 Alojste] el HUA S 2 &3 ch

OpenShift Elasticsearch Operator:

o] 2] 3 CR& OpenShift Elasticsearch Operatorol 4] A A s}52 2] gt}
Operatorol| | Po]#x] ¢k3 5% WAL 583 5 Q5.

Elasticsearch - Elasticsearch <1 2€ 2~

mlru

712 23 ARAa2 7S vl gyt

JSON 27 & A}-8-3}o] JSON ##9
E AT S YgSUL gL YL =394

m°\' o
4
BN
)
i

=% Log Forwarding API

JSON =21 7 3# B4

X
Elasticsearch2] JSON 21 dlo]g +A

Elasticsearch 21 A& 42 JSON 21 A G

4.2.3. Kubernetes o|HlE =3 A A ZF A W

¥l E 2 7} A] 5122 OpenShift

OpenShift Container Platform o] ¥l & 2}-¢-E] = Kubernetes ©]
AL 93 sl o|MEE 7123 PodYUth oWl E &L HE S50 8

Container Platform 27 o] 4=

17
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u 8 of o

ZHA & W82 Kubernetes oWl E 3] 91 2] 42 FxsH4] A L.

4.2.4. OpenShift Container Platform 27 ¥ a4 AW

4o Qe sastel 27 BAS A2 4 s

[
27 4 17
[
23 AGLe) A 17
[
27 A3 ol
[
Red Hat X 912 913 =4 dlolE 43
[
Azte A3 A 62

425 2= Yuyr] Zw

EAAZAG YRY 7 2edUth Bl d == 27 g FZ =9 9o Elasticsearch @ Kibanaol|
Al A 5 QJHFY T

AA G YL YEy 7] 2= FRE F2e4A Q.

4.2.6. 0¥ E 98 A

oM E g9 HE 2L 58 38 + J == OpenShift Container Platform oMl E £ 7 X 3} =
PodiUth oMl E 2}¢-H = B E Z2 A EJ A o|IEE 43 5l STDOUTe %4 t}. Fluentd:= o] &
3} o] Wl EE 47 3lo] OpenShift Container Platform Elasticsearch Q128122 Ag3gh]t}.
Elasticsearch= o]l E £ ¢l Z g} 2ldl 20 21dl Al g}

18



olWE 2 $HE FFo = Wl of g

ZLA g U 82 Kubernetes o]l E =3 2 A 342 FZ34HA Q.
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52. 27 24X

Red Hat OpenShift Logging OperatorE A x| 35l &7 2 v] & 4= 9l 51 t}. Red Hat OpenShift
Logging Operator= =7 29l o] A Q@ A5 QA s A FUh.

272 34 OpenShift Container Platformz} ¥ = o] 2 g] 2 F7]9} g7 A x| 7153
T4 942 AZF4Y}t. Red Hat OpenShift Container Platform 2} o] X Alo]Z A F &
g2 sl disll 2has] A9 gy

r&%

Al A x]2] 349 Vector 2@ LokiStacke A& 3t t}. Elasticsearch 2 Fluentd= ¢ o]
A AHEEA ekom FF Ll 2oA AAE YUt

5.1. ¢ £<&2 A18-31<] RED HAT OPENSHIFT LOGGING OPERATOR 4 %]

OpenShift Container Platform ¢ =42 A}8-35}o] Red Hat OpenShift Logging OperatorE A %

'] g

F d&Uth

A 27 A

120

Bl A A gl YU

OpenShift Container Platform <] <& A 23 = A5}

OpenShift Container Platform §] &< o] 4] Operator — OperatorHub= &3] }.

7199 == ¥ = A=A OpenShift Logging & ¢ &3},

l

AAE 29

o
ot

A} 7} Operator 2 =] | Red Hat OpenShift Logging2 A& & o}


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

U,
A mEo) A ZH 2 54 g 2ol 2 sk Ad o] QA Slghth

A X € d] Q) =5 o] 2] 4] Operator ¥ d] Q] 25 o] 27} openshift-logging$1 A &<213514

AL,

o] Y| ¢ 2+ o] 20| A Operator 83 S22 ZYUHH AL A9}

o] &412 Namespace 2 H A E o] Aq] openshift.io/cluster-monitoring: "true" 2} 2 2 4%
$h o} 22 28 2UH o] openshift-logging vl g 28 o] 22 233 = sla]d o] &4
< Mdsol gk

stable-5.y £ QHlolE Ad= A&},

stable 2|42 H4 =27 L] 2 Oig Yoo EQt Al F @Y} o] A &
o dig Jullo]EE A& woHA A HAAHM A2 S stable-x.y = W7 3] of
U 714 xy & AX g 27 D vpojy] A S YeE| YT g & &9
stable-5.7 ¢ }.

25 AL A1-&31A Operator A v A o] Z=8]2 1 OLM(Operator Lifecycle
Manager)°] A5 © 2 Operators Qelo]Ed 4= dFth

°
T& A AL S A A4 TIPS 7HR] AL A7 Operator |0 EE 591
sl oF g ot
0.
ZE FY a0l dsll 43 == v FAds S Ay
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10.
AAE YAy
a5
1.
Operator — 4 X] & Operator 3] o] X] & #3135} Red Hat OpenShift Logging Operator
7 AAHAEA AP
2.

AHe] 9o A] InstallSucceeded 7} E5HE =M 3lo] T A9} A B & D AE V] TAHEH
A3

Operatori= A X7} k5 5 7] Aol A Jel & EA S F AdH5Y o). Operator A 2] 7}
InstallSucceeded v A] x| ¢} $H7] gk A oA = N2 2 YU

Operator7} X € Z1 02 AA|HA] oW o5 A4 sl 2 34 F shvE AdF ok
[}
Operator — A X] ¥ Operator | 0] x| 2 o] F3la] Fe] Lo Q7 T+ A7} YA AA
Yt

ar= — Pod ¥ o] X & o] % 3}o] openshift-logging = 24 E oA £A]|= ¥ 13}+= Pod
o] 2aE& I

5.2. ] &£ 2 A18-31o] CLUSTERLOGGING 2 B4 E A

27 Operators 223 § Se|2Ho =21 2&2A, A1Zst 2 20 F3 75 +4stH4A
ClusterLogging AF-8-#} A 9] gl 425 A& oF ).

A 27 A

[}
Red Hat OpenShift Logging Operator7} A x] = o] <1}
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OpenShift Container Platform 9} && 72|z} sl o] AAM 23 5= JFUh

Custom Resource Definitions 3] 0] X] 2 o] =3} t}.

AHEAE A 9] 8] &2 A 9] #Ho] x| | A ClusterLogging2 3 3.

(T
>
f
N
i
2
v}
d
L
v}

AHE A A 9 Bl a2 A2 3A B R H oA o] FY wlarellA A
ClusterLoggings 3 o] ] o] A] ClusterLogging A4 < =3 t}.

A9A RN £87 FEL A

Fluentd= o o]} AI&-5A] tom &5 D] oA A AL AP
Red Hat2 3] €] glo] Z Aol F F2t o] 75 Ul w2 4 2 XS A
T 5HA| Tk o] 7152 ¢ o]/F /A AHS x| ¢<5-U ). Fluentd dl 4l Vectors
A8 = AFY T

logStore A A oA 43S AgFc}.

27 5.9 g 20+ dd o] E” OpenShift Elasticsearch Operator v] 4 o]
E3r5 o] AR &Yt AA Logging 5.87 37 &g 2~ ¥ OpenShift
Elasticsearch OperatorE Al8-3l= 7 =7 5.82] EOL7IA] 27 oA A4 2+
&34 o} OpenShift Elasticsearch OperatorE Al8-35la] 7|8 21 2 EZAE
#Ae]sl= A Loki OperatorE AH8-3 &= A &Yt 7 o] ZALo] ZF It
o & z}A] 3 ] 82 Platform Agnostic Operators S %314 A 2.
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7.

73

tlo

=
=9

e

U,

5.3. CLIE A}-83l4 RED HAT OPENSHIFT LOGGING OPERATOR 4 %]

OpenShift CLI(oc)= A1-8-31<] Red Hat OpenShift Logging OperatorZS A x| g 4= Q&)

A 27 A

[
B3 Ago] AUt
[
OpenShift CLI(oc)7+ 4 X 5] o] 911 th.
Z2A 2

Namespace 2 B2 A EE YAML < 2 A A3

Namespace @ E 4| E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: <hame> ﬂ
annotations:

openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

27 vd 5.7 2 o] d wH o] v Y25 o] 2 o] 52 2 openshift-logging & A7 3] of
b‘]—],]]‘jl_ §7]58°])}]’H-]7<‘]9] o__'__‘_‘_ o]eo /K]- 52_}'5}51;\]4];]_
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o W% S A3 35te] Namespace 2 HA E S & &3t}
I $ oc apply -f <filename>.yaml

OperatorGroup 2 A EE YAML o = A P}

OperatorGroup £ B4 E 9] 9]

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

27 WA 5.7 o] 4ol = openshift-logging vl ¢ 225 o] 25 XA sl o} ). =27 5.8
ol v B¢ RE UYL LE AT F AF Y

& 432 A3 3te] OperatorGroup S HA E S 2 &3 t},

H

I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operatord]] U] ¢ =35 o] 25 x| B 23 YA 3}+= Subscription
LBAES AP

Subscription 7] A <]
apiVersion: operators.coreos.com/vialphai

kind: Subscription
metadata:
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name: cluster-logging

namespace: openshift-logging ﬂ
spec:

channel: stable 9

name: cluster-logging

source: redhat-operators
sourceNamespace: openshift-marketplace

27 v A 5.7 o]l = openshift-logging vl g 23 o] 2 & XA FoF Ft}. 27 5.8
o Ao Ag REYYLH o2& AT & dFU L

2]

stable == stable-x.y = @2 XA},

©

redhat-operatorsE %] A g1 t}. OpenShift Container Platform 2 & 2¥€ 7} A 3tH
HE (Aol 7 S 2H)ol AXH A% OLM(Operator Lifecycle Manager)2 +
A3t o] A9 CatalogSource ¢ B A E o] o] & A Fgr}.

e WY AYstel HR2aPAS A4
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator:= openshift-logging 4] &} 23] o] 2] A x| F 1},

oY
ol\

_4

& BE S AT

I $ oc get csv -n <namespace>

=92 AF3 3 Y Y2 o] 29 Red Hat OpenShift Logging Operator7} 21=X] &<21gH
o}.
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=9 4
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0

OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4. CLIE A}-83l9 CLUSTERLOGGING 2 B4 E A4

ol 712 27 FAHL BFF HAS AAFUh FF 5 At 7Y AP T ABE TY 24 F
Q8 P FAE P EHAA

A 27 A

[ ]
Red Hat OpenShift Logging Operator7} A %] =] o] Q154 ).
[ ]
2 A F 49 g3 OpenShift Elasticsearch Operators A X3 &t}
[ ]
OpenShift CLI(oc)7} A 3] = o] A&t
EZ A

ClusterLogging 2 2 A EE YAML < 2 A A3

ClusterLogging ¢ B A E 9] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging
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spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:

nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

o] &2 instanceo] o] o} gt}

OpenShift Logging #z] 8l 9 Yt} 7 ¢ w2} OpenShift Logging 71 23t2 47
3= 7% ©1 & Unmanaged= A3 o k. 28y & =R ¢k= vl = OpenShift
Logging°] ©+A] Managed ‘3] 2 2 wj71A] ¢Jdlo]EE wA] g5
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Elasticsearch7} zt 2 1 22 & §A &) of 3= A1 7HS AU AF D A7 XA
< AFFYUHF(W), A ZHh/H), E(m) 2 %(s)). ol & E0] 7¢-2 7dY o). maxAgeH o}
eddE 2as AAEUT 4 20 &2 g BE AR S AAQSoF gt 284 4o
9 3| F A2 djs) Elasticsearch <149 27} B A == k&)

r\l

Nlﬂ

Elasticsearch == & A gt} o] E5 Foll 4o &= F3 AFS FxstyA L.

Elasticsearch ~E2]x| 9] 7]& 2 €2 Z# = o] YT A3 452 4
HAAME BE 2EFRE TG5= 2EFGA FIHYLE X]%?}QE]— ~EA ZHY22 AR
3l#] ¢t o™ OpenShift Logging2 A 2E 222 AHL-§ ).

g g o u}e} Elasticsearchel] i3k CPU 2 vl 22| @ -3 AAQ gt o] 42 vl F
™ OpenShift Elasticsearch Operator7} tj i 529] wl o] Z 83 7|82 zto =2 AA 3.
718z v g 23 A] 16Giola2 CPU 8.3 Al 194}

9 g o] w2} Elasticsearch Z=E-A] o] djgt CPU 2 w2 2] 8 F S AAF U o] &
H] 9] = OpenShift Elasticsearch Operator7} d] -2 9] wj X o] FE 3 7|2 gto = AF
U 7|2 v e 23 A] 256Mio] 32 CPU 23 A] 100m¢ Ut}

Kibana 742 )8 21 t}. CRS AL & 3te] 2R L H*ﬂ KibanaZ 3143}

Kibana ;== CPU 2 W 22 & 74 S 4 A&Uth AM S 8- =1 |78} =23
TR e FxeAA L.

Fluentd 742 98 44 ¢Jt}. CRE A1£3}9] Fluentd CPU 2 v 2a] A3+ 74
@ dFUTh ZAA @ W82 " Fluentd 7+4"2 Fxst4 Al L.
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Elasticsearch 7EE Z ¢ =z Y £ 3¢ Yth.3x &
nodeCountZ XA 511 OpenShift Container Platform& vj 2 g, F&o|dE &
do]g 9L 714 vp2H A A x-x 9l Elasticsearch === 371 = A A g ).
7} Elasticsearch :==+= Zo|A E 4 Hlo|H T2 A5l Ho]H A& =

=2 AL AES Sl et ole 2 34 E AbA), shard % 2 F
A wEo) e 2o 2y A4 F9L FPFUT BlolH == shards 843

4= =

3 CRUD, 7141 2 31719} 2+& w08 #d A2 ST dolE #a 2]

£ 10, vl =7 2 CPU g ob<] gl ch. Al o ¥ at7h AW o] el & 2l 22
g wUEYse o e dolE ke g Frbshe el Fa

o & o] nodeCount =42 A% t}& =71 AAAFH Y

I $ oc get deployment

29 o
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 171 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb54s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3 1/1 1 1 6md4s
A4 2 "l £R 9] 7]1& shard 4~= Elasticsearch dl o] ¥ == 49} 25Ut}

oY
ol

openshift-logging Z 2 2] E o] Pod& U g3l A5 323 5= A5y

e 93 A3t Pods Y.

I $ oc get pods -n openshift-logging
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& 223 fAsA 27 74 24e Pod

i

rd
Y
L
L
I

e
i)
2

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1  Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-q6bhp 2/2 Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2 Running 0 2mds

collector-587vb 11 Running 0 2m26s
collector-7mpb9 11 Running 0 2m30s
collector-flm6;j 11 Running 0 2m33s
collector-gn4rn 11 Running O 2m26s
collector-nlgh6 11 Running 0 2m30s
collector-snpkt 11 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2 Running 0 2m39s

5.5. 47 F &<

Red Hat OpenShift Logging OperatorZ 4 %] ¢t ¥ ClusterLogging A}-&-#} 4 9] €] 42 (CR)E A A
33 A M xS FAT 5 AFUTh

e gn

Elasticsearch =1 A 4 & A18-351A] &+ 7% ClusterLogging AF&-#F A 2] 2] &2(CR)A] W&
Elasticsearch logStore ¥ Kibana visualization 4 45 A AT = AFU. o]t 74 245
A A= AL A9 Atgtol A vt gl 225 A% 4 AF Y. Elasticsearch =71 A F 45 AH8-5HA] &
B4 ALEA g 74 22 AAE FRANA L.

551.Z82H 24 AR A L2 AR

27 g7 & M7 st A ClusterLogging AH8-2 4 ] 2] 4 ~(CR)E A4 3taL 4 Fud.

ClusterLogging A} &2 A o] 2]4-2 (CR) 1=
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

managementState: Managed 6
#..

CR o] &2 instanced] o} 3},

2]

CR-£ openshift-logging ] ¢ 23] o] 2] A X] 3] oF T }.

©

Red Hat OpenShift Logging Operator 2] 48l Ut} A8 7} Unmanaged 2 AA A 739
Operator= A A=A &= el 1o o] EVL Al FHA &FUo

5.5.2. 21 2E# A 7A

ClusterLogging AH8-4 4 9 2] 22(CR)E S 3te] 2ol A Abg ot =2 2Ed4 #3274
@ % gt

A 27 A

B4 Ago] YL Th

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearchel W& 21 %3
25 AAJAFU
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ClusterLogging CRS A A 54t}

L

Fx5A 9.

ClusterLogging CR logStore A4S A 3.

ClusterLogging CR <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

23 AALE 73S XA FY L. lokistack =+ elasticsearch ¥ 4 954t}

27 5.9 g 2d &= dd o] E” OpenShift Elasticsearch Operator v] o] Z 35 o]
A &5Ut. dA Logging 5.83 7] &2 2 ¥ OpenShift Elasticsearch OperatorE
AH&-8t= -9 27 5.89 EOL7HA] A ol A A& &5 ¢t OpenShift Elasticsearch
OperatorE A3t 7|2 21 ~2E2|X & =] 3t+= dl4l Loki Operators AH-83 4 9
FUH 24 gho] ZAto] & E Ao o g &4 g -8 Platform Agnostic Operators &
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©

FE RIS ARTUD. o gL
ZeroRedundancy,SingleRedundancy,MultipleRedundancy %=+= FullRedundancy ¢ 4
AUt

L4

LokiStackel o) g A

i)
X
ey
oX
go
r
e
i
v

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

5 9% S 235t ClusterLogging CRS 2§34
I $ oc apply -f <filename>.yaml
553. 21 37 +4

ClusterLogging AF&# 4 9] 2] £ 2(CR)E 543t 2404 AHgahe 22 187 43< 74
4 Azud.
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Fluentd= 1 o|3 AH8-H A 2o 3§ |20l A|7E 473 4t} Red Hat2
A d| & gpo] ZALolZ ko] 7wl M3 vl 8 S AL AT AT o] 752
o ol A AFS A Ut Fluentd dj Al VectorS A8 = Sl

A 27 A

[ ]
#e)4 Agol AHyh
[ ]
OpenShift CLI(oc)7} A X 5 o] A5x4t}
[ ]
Red Hat OpenShift Logging Operator7} A x] ] o] £t}
[ ]
ClusterLogging CRS A A 354t}
ZEAX

ClusterLogging CR 2 &4 At¥g 4 foh.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

#...

spec:

#...

collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

135



OpenShift Container Platform 4.12 2 7

& ¥y 2 A3 3sle ClusterLogging CRS A8 3t}
I $ oc apply -f <filename>.yaml

5.5.4- =71 }\] Z]'i]. EEJE‘!’] _?_}g]

o
o
ofll

ClusterLogging A1-8# 4 9] 2]&2(CR)E 43t ZANA AHg3st= 22 A1 ztst =2
;,‘Lk] 3k 2= )J\/\],’l 1;].

A 27 A

724 A o] g

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator7} A x] ] o] 21t}

ClusterLogging CRS A A 54Ut}

A Z}3}o] OpenShift Container Platform ¢} 242 A183t89A 27 4 =89S
2 stalof Ut ") FES AHS T 2 A s g A E FEsA A L.

ClusterLogging CR A 73t Ab4-2 4 @ th.

ClusterLogging CR i
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

27 A+ N ztst =2 a9 53 YUt kibana == ocp-console & = 9FY
t}. Kibana 242 Elasticsearch 21 ~E g X & A}8-5}= v Z 919+ 5315 1] OpenShift
Container Platform 2& -2 LokiStack v} X ¢} 9+ 5 351 ).

2]

Kibana Z& 9] A9 & A4

©

OpenShift Container Platform ¢} 2< 2] A&l & 4t}

t}g W3S A3 3lo ClusterLogging CR2 2 &3t}

I $ oc apply -f <filename>.yaml

lu
=

= 3]

op

555. | EQm B/ EAsE v 2 E 71

43 4 JdFYt o] ¢ OpenShift Logging

Ze i YEND Te oA YEND $oE 48
=292 3 g3oF gtk

=
ol A wl] £ 3l operator7} ¥3d T2 A E 7Y EQ T
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YELA Fge g Z2AE = pod = A H| = ZH] Y EQ A EI S APt 272
openshift-operators-redhat 3= = 2] & o] OpenShift Elasticsearch Operator £ /2 X] 3} 2L openshift-

logging > =2 E o] Red Hat OpenShift Logging Operator & A XUttt ulgtA] o] F Z2AE 7t E
#22 3 g3loF g

OpenShift Container Platform2 v E 9] = Z 2 1212l OpenShift SDN 2 OVN-Kubernetesol tl 5
ALHE F /K AL ATFUD o] F FIAAE GFD UES D 2ol FF S FAFIL

OpenShift SDNol| = o} Al 714 =71 54U
HESLA AFY

ol 71 REYUTL BA S AosA 22 A e EAY S 5 8&Y
A S Aoste A5 gz o A &3}, o] = A

dubH o2 nE EYYS AR g5 o9 s o]
ZoX = & Z2AEqA AP T o FA IS J&UTh wehA st 27 A3
%

=
ZzAEd gE Zedes sdwo] $48 5 %

OgF HdYE

ol REQAE MEND 2 AL UL F Ao 27 3d ZaAsd Fojst £ 3
gallof gtk

RER

344 g4

OVN-Kubernetes= & W] E9] = A 3 A}&-3H o). whebA] OpenShift SDN npzH7kA] 2 3hite)
27 #d TAEA e Z2dER Edge] $08 F Y= FAS TNk Fuith

EZZA X

t}5 B|UE 2 o4 OpenShift SDNS A83t= A9 F 224 Eo Ul oS =
filR= S e AR = o

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging
TEVESI AA = 2 OVN-Kubernetes2] OpenShift SDN2] 73 ¢

3% ohe AALe 5
Fuch.

138



openshift-operators-redhat U] ¢} 23 o] 0] A o] EL At} o =
4 ZF4dh

et

W ohe

I $ oc label namespace openshift-operators-redhat project=openshift-operators-
redhat

openshift-operators-redhat,openshift-monitoring 2 openshift-ingress 3 = 2] € |
*] openshift-logging Z2 A E 2 $413 4= 9)= openshift-logging vl ¢ 23 o] o] Y E
A2 43 QHAES AT ol 2 50 g3} U

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring™"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

[}

EECERE D
[}

OpenShift SDN 7| 2 CNIV| EQ3 I FA A B
[}

OVN-Kubernetes 7] CNI(Container Network Interface) VI EY| = ¥ 3 A X
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63. 27 dHolE

27 Qo] Ed= ulo] de]X YHlo]E(5.y.2) @ F8 X YUl E(S.y)9] F 7HA] 3ol dF
Yo

6.1. mhol ] ]2 qeo=

Z-E QU ol E 52 548 AHS-3te] =7 OperatorE 4 x| g 7 -9- Operatord]] mlo]] B o] E
7t Ao 2 AFHUT 55 QUolE dAE 4= dav EFUTh

% ‘Eﬂl O|E 59l S48 AE-5la] 27 OperatorE A X3 749 vjo] v{A JH|O|EE FFOoZ

Z4A| 3 ) &2 1 F F9<1 Operator YU ol E % 59 S FZXAHA L.

6.2. 9 A2 JHolE

Fo uA Qulolee] Z¢ AR 535 WAE A=k Tk

F9 )2 vAd 534 9 29 A BE OpenShift Operator 2}o] == Alo]| = & I X314 A Q.

6.3. 2 E Ul g & o] 25 XA}sI =5 RED HAT OPENSHIFT LOGGING OPERATOR ¢ 18 o] =

27 5.7 o] A v A J 4 = Red Hat OpenShift Logging Operatori= openshift-logging u] ¢ 2 o] 2~
9 7+ A1 g o}, Red Hat OpenShift Logging Operatorol /| 22 2E 9] R E Y| Y A F o] 22 X A}5}E
™ OperatorZ Ajuj E3of FUtt. 27 74 Q4= 24| 514 ¢ 31 OperatorS A vl 312 A o} A=}
E45g 5 IdFUY

A 27 A

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

d & Aol sy
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6%. 27 gHolE
Z2A2
& 98 S A st B3 FA S AAIF Y
I $ oc -n openshift-logging delete subscription <subscription>
o3 9% S 23 35lo] Operator groupS- 214 3 o}
I $ oc -n openshift-logging delete operatorgroup <operator_group_name>
T W8S A3 ste] CSV(E 3 &H Au| = v d)E A gyt

I $ oc delete clusterserviceversion cluster-logging.<version>

4.
"2 7 A" A A oz} Red Hat OpenShift Logging Operator= A vl 334 o}
AaAs
[ ]
OperatorGroup 2] &2 9] targetNamespaces Z =7} Q1 71} ¥l Exd = A o] &R
A1

~

A

AAY T,

tlo

ol
O]

olgAl st 5 WH S AY

$ oc get operatorgroup <operator_group_name> -0 yaml

o

2 o

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...
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6.4. RED HAT OPENSHIFT LOGGING OPERATOR g H o] E

Red Hat OpenShift Logging OperatorE Al 9 g2 vz o 2 ¢ o] Esl# ™ Operator A B~
YA JulolE AQL FA s ok Tt

A 27 A

[}
Red Hat OpenShift Logging Operator7} A x] =] o] <1t}
[}
FE A Aol AHFY T
[}
OpenShift Container Platform < & A A 2315 #2]#} AL B3 JHFY
EIZA
1.
Operators — A X] ¥ Operator= o] 53 t}.
2.
openshift-logging Z2 A EE A= ).
3.
Red Hat OpenShift Logging OperatorE =] g t}.
4,

MRsagy g e

& FAT G ALLILH AR AR AHAA A G0l = G2
Uth o] g3 g2 AR ¢

d o] & A2 ulz} stable ==+ stable-5.y ¢ 4 A5

AB 2394 dyolE Y WA Fo| A HA —7—_9_ H1 Yol E A|'d, stable-5.y & A9
sl AL 8. cluster-logging.v5.y.z vj A ol g o).

o
ol
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6. 27 dulolE
2 * A% 7|td ¥ Operator — A X] & OperatorE £ 32 g4 t}. Red Hat OpenShift
Logging Operator B} Z o] Al cluster-logging.v5.y.z ¥] @ 3} A x| 3}=%] &2l t}.
2.

o,

Operator — 2 %] @ Operator = o] x| o 4| Status Z =7} JF oz T A€ w714 7|th4Y

6.5. LOKI OPERATOR g d|o|E
4A 3l ok .

Loki OperatorE A 2 ]2 vjd o 2 o] E3# A Operator A H 23X 9] Quo]lE A&
AR &7 AHRr

Loki OperatorE 4 x| 3 &1t}

A Ado] AFU T

OpenShift Container Platform <] Z&oj A 2-3}51 &2 =} 3hA

S B3 AHFYY.
1.

Operators — 41 X 9 Operator= o] 53t}

openshift-operators-redhat Z2 A EE A9

S}

ot

Loki Operator & =g

.

Ut AE23 84 Al AR AAA A'd JulolE J=A
] Yol E X)'dd ulz} stable ==+ stable-5.y

=
=
A % dsuch
2 29

AB23HA JulolE A WA FolA FA
st A%

Fo HAd
Ae 3

= 1

g ). loki-operator.v5.y.z 1

Aol E A'd, stable-5.y
MAanh=

£ A

f
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Z

ol

2 % A 7|t 5 Operator — A X] & Operator= = 2] g t}. Loki Operator v A o] &
Al loki-operator.v5.y.z v A 7} A X 5}=A] 213 .

Operator — 4 %] @ Operator =] o] x| o 4| Status Z=7} 43z T A€ w714 7|th4Y
t}.

6.6. OPENSHIFT ELASTICSEARCH OPERATOR ¢ dlo| &

OpenShift Elasticsearch OperatorE A A vj7d o 2 JHo|EsIEH B A3 HHAS A3 oF T
t}.

27 5.9 g2+ o] E” OpenShift Elasticsearch Operator v] A o] Z 3} 5] o]
AR ek&Uth A A Logging 5.87 g7 & 2] 2~ 3H OpenShift Elasticsearch Operators
ALE5= 749 27 5.82] EOL7IA] 274 9l A A& 53 . OpenShift Elasticsearch
OperatorE A}-8-3to] 7|2 21 2 &2 X & &) 31= dl4l Loki OperatorE A8 4= ¢
HFUth 27 gto] Z Aol Z @A) o gt zA| g U] 82 Platform Agnostic Operators &

CEL RRES

A 27 A

[}
ElasticsearchE 712 211 A &4 2 A14-35132 Ul KibanaE A18-3l+= 7 -$ Red Hat
OpenShift Logging OperatorS ¢ ] o] E35}7] A9l OpenShift Elasticsearch OperatorS ¢

ol =gt

Operators 224 A2 Yo EsH Kibanazl o] E=X] et
Kibana A}-8-2 4 9 2] 4-2(CR)7} Q= A &5t o] ZAE 3l 2324 Red
Hat OpenShift Logging Operator PodZ 214 1] t}. Red Hat OpenShift

Logging Operator Pod~} A vl & =] Kibana CR& A 4 5} 22 KibanaZ t}A] A}

42 5 A dud.

27 A7 34
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2 & Pod2] “3e) 7} ready ¥t}

Elasticsearch 8] 25+ A 4dUd.

Elasticsearch 2 Kibana d] o] € 7} ® ¢} g 1] t}.

Bl A gl YU

3ol A= ]3] OpenShift CLI(oc)E

AU

6%. 27 ol E

OpenShift Container Platform ¢ &l 4] Operator — A ] & Operators =2 o).

£ Aug

openshift-operators-redhat == 2 A &

OpenShift Elasticsearch Operator &

MBzagy - Ade 293

AB23EA ool E A'd WA Fo)A stable-5.y =

elasticsearch-operator.v5.y.z v] 7 & 313 t}.

xA=7I08 %

Operator — A X] = Operator 3] o] X o]| 4] Status =7} HF o

t}.

293,

Operator — A X] H OperatorE &
Operator B 7 o] 34l elasticsearch-operator.v5.y.z v 3 3} ¢

A9 sta 23S FE33.

2] 31 t}. OpenShift Elasticsearch
Q) %]

=

AsheA A g

2 32 714 7193y
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ge

ol\

v
o
of
o
tlo
o
J
o
K
e
JE
tlo

Z3slo] 7 = Elasticsearch Pod2] €] 7} Ready 21%] &<l

rd

]
k3
I

$ oc get pod -n openshift-logging --selector component=elasticsearch

%9 o
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

2.

O3 B9 S 485t 298 #F35to Elasticsearch 221 2 e 71 54 21#] g3y
o}.

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

2 o

o

{

"cluster_name" : "elasticsearch",
"status" : "green",

}

O3 BES 9485t 298 #F3sto Elasticsearch cron 2] o] A H A=A AT

I $ oc project openshift-logging

I $ oc get cronjob
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o

I $ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices

U,

g o
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <hone> 56s

=
7t =24 Q1A =

.Iﬂ. mlo

AU th.

A5 22 BFste] 21 AFa7t Lupe wd

6%. 27 ol E

O % ol EHI Qe

}\

%9 o] app-00000x,infra-00000x,audit-00000x,.security <14 =7} E3}t=]o] =% &1t

o 6.1. Q| A7} =2 AgQ AE =

Tue Jun 30 14:30:54 UTC 2020

health status index

docs.count docs.deleted store.size pri.store.size
green open infra-000008
bnBvUFEXTWi92z3zWAzieQ 31 222195
green open infra-000004
rtDSzoqsSl6saisSK7Au1Q 31 226717 0
green open infra-000012
RSf_kUwDSR2xEuKRZMPgZQ 31 227623
green open .kibana_ 7
1SJdCqlZTPWIIAaOUd78yg 1 1 4 0
green open infra-000010
iXwL3bnqTuGEABbUDa60Vw 3 1 248368
green open infra-000009
YN9EsULWSNaxWeeNvOsORA 31 258799
green open infra-000014
YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788
green open infra-000015
JRBbABEmMSMqK5X40df9HbQ 3 1 224371
green open .orphaned.2020.06.30
n_xQC2dWQzConkvQqei3YA 31 9 0
green open infra-000007
IIkkAVSzSOmosWTSAJM_hg 31 228584
green open infra-000005
d9BoGQdiQASsS3BBFm2iRA 3 1 227987
green open infra-000003

uuid
0 289
297
0 295
0
0 317
0 337
0 292
0 291
0
0 296
0 297

1-

pri rep

144
148

147

158

168

146

145

148

148
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148

5.

goREK1QUKIQPAIVKWVaQ 31 226719
green open .security

zeT65uOuURTKZMjg_bbUc1g 11 5
green open .kibana-377444158 kubeadmin
mRZQO0O84KoguQ 31 1 0 0

green open infra-000006
KBSXGQKiO7hdapDE23g 31 226676
green open infra-000001

bSxSWR5xYZB6IVg 3 1 341800 0
green open .kibana-6
RVp7TemSSemGJcsSUmuf3A 11 4

green open infra-000011
J7XWBauWSTe0jnzX02fU6A 3 1 226100
green open app-000001
axSAFfONQDmKwatkjPXdtw 3 1 103186
green open infra-000016
m9c1iRLtStWSF1GopaRyCg 31 13685
green open infra-000002

ewmbYg 31 228994 0 296
green open infra-000013

jraYtanylGw 31 228166 0 298
green open audit-000001
eERqLALMQOIQDFES1LBATQ 31 0

I $ oc get kibana kibana -o json

0 295 147
0 0 0
wvMhDwJkR-
0
5H-
0 295 147
eH53BQ-
443 220
0 0 0
0 293 146
0 126 57
0 19 9
Hz6WVINtTvKcQzw-
148
KR9IMmMFUpQI-
148
0 0 0

%9 o) ready 4 H 7} 91+= Kibana pod7 235 o] Q&3]

d] 6.2. Kibana Pod7} =v]|d A= =9

[
{

"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [

{

"lastTransitionTime": "2020-06-30T14:11:072",

"reason": "ContainerCreating”,
"status': "True",

"type": wne

b

{

"lastTransitionTime": "2020-06-30T14:11:072",

"reason": "ContainerCreating”,
"status': "True",

"type": wn

}

]

Haa 2L AFs] 2 A 75 T2 o] SulE BHO R YU o EH



6%. 27 fddlolE

2

"deployment": "kibana",
"pods": {

"failed™: [],
"notReady": []
"ready": []

b

"replicaSets": [
"kibana-5fdd766ffd"
]!

"replicas": 1

}

]
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774, 21 A7t s}
7122 A Z3s AW

W ¥9 23 28X £F4 9 o2} OpenShift Container Platform ¢} £< T+ Kibana ¢ &<
A 21 "lolg & A ztst e = A&t} Kibana 248 ElasticSearch =1 A &4 ¢} 3HA A& 4= 9
© 1§ OpenShift Container Platform ¢ 42 ElasticSearch =1 A &4 T+ LokiStack=} a4 A&
g 5 syt

%%%% Kibana §) #&¢ 3 27 dz|20lA o o4 AH894 gt

741. 23 XN z}3} 22 a8 A

ClusterLogging A8 A 3 9] 8] 22(CR)E 3 35to] 2 NA ALt 2a A3l =229 43
& FAE 5 Axh

A 27 A

Bl A gl YU

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

ClusterLogging CRS A A 54Ut}

Al Z}3}ol OpenShift Container Platform ¢} 242 Al435l8dH 27 € Z 89S
g slel|of Gt " EES AT 21 A Zhs ol dig AHAE FSHA A L.




77%. 23 A 7 3}

ClusterLogging CR A 73t Abd-2 4 @ th.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

27 A+ N ztst =2 a9 53 Yyt kibana == ocp-console ¢ 4= 9FY
t}. Kibana 242 Elasticsearch 21 ~E g X & A}8-5}= v 3 919+ 5315 1] OpenShift
Container Platform Z& 2 LokiStack vl Z 9} 3t S 3kg 1},

2]

Kibana &9 A9 4 74 .
OpenShift Container Platform §§ 2< 2] A&l & 4 dYrt}.

th& @S 43 3te] ClusterLogging CRS 21§y th.
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I $ oc apply -f <filename>.yaml

7.1.2. Y220 21 87

Ir

a2 2aE AT 22 1Y) 715 S AT

z 718 71% <Yt} OpenShift CLI(oc) 2 g} 2&&
ALgsle] W= w) ¥ 9 Podg} 722 theksh glaxe

s
238 &5 JdFyth

o

22349 By 343 S MAsEH 2R S AP 22 22 A EE A 2, o F8 A o]
A Adoly 2 9 <l 219} 242 OpenShift Container Platform S8 2H9 " E 232 A&
2 AFLZ FATUY. 29 03 Kibana &4 T+ OpenShift Container Platform ¢} &2 55
Z2adolHE A, AN L A3 F dFUT. A2 28 27 2 A F L0 AA25A] A5
Yt}

71.21. 822 27 B

OpenShift CLI(oc) 2 ] & oA g3t glAa20 208 B S UdFSUY. 2 29 Qo] =&
oA Ak

A 27 A

[ ]
OpenShift CLI(oc)ol 4 A =3t}

EL-P EX(T]))

1.
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Az A = Eo)S v 7oA AA S <9~ el (app, audit == infra)2 A= 3 o).

Za o8 Y227t e A2 TAIEY S
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JSON =12 22 3lo] alg FA o) 3 21 FES 1A
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k3
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d] 7.1. Kibana¢] M= ¢l =g 21 =

"_index": "infra-000001",
"_typeVl: l'_doch,
"_id": "YmJmYTBINDKZTRmMLTIIMGQtM]E3NmFiOGUyOWM3",

———

_version": 1,
_score": null,
_source": {
"docker": {
"container_id":
"f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
13
"kubernetes": {
"container_name": "registry-server",
"namespace_name": "openshift-marketplace”,
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-al1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
]

1
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",

"level": "unknown",

"hostname™: "ip-10-0-182-28.internal",

"pipeline_metadata": {

"collector": {

"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd”,
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"

}

12
"@timestamp™: "2020-09-23T720:47:03.422465+00:00",

"viaq_msg_id": "YmJmYTBINDktMDMGQtMjE3NmFiOGUyOWM3",
"openshift": {
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"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": [
""2020-09-23T20:47:03.422Z"
1
"pipeline_metadata.collector.received_at": [
}

""2020-09-23T20:47:15.007Z"
]
b
"sort": [
1600894023422
]

7.4.3. Kibana 7+ 4

ClusterLogging A1-8 &} A 9] 8] 2 2(CR)E 44 3l9] Kibana &2 A1&3te AT 4 A&t

7.4.3.1. CPU 2 v 2 2] A3t A

27 74 245 A5 CPU 2 vl =2 A&

tilo
[l
n
B
o
1)
+
32
)
L
i)

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E HF T d.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
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7%4. =2 A7)

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources:
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

oo nat 27 AF 4o g CPU 2 W 2a] Alg 2 aFLS AT
Elasticsearche] Z-¢- 23 33 Al ¢ g2 =5 A3l oF Pt

00

deod wet 23 A1zt 2o i3k CPU R W2 AT 2 23 AFF

4

Zdod mat 27 5370 g3k CPU R W 2e] AL 2S5 AF AU
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7432. 2 ANZs 2209 =9 3Z] FH

FuAe) el 22 A7sl =29 S 28 Pods 338 4 &Uth

EZ A
openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&#F A 9] €]4&2(CR)E HF T d.

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

Kibana ==9] 2 X & g}
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8.1. 27 74 40 dig CPU 2 v g A3 +4

Dol ueh 2t 274 74 240 e CPU R el AR BT 74

8.1.1. CPU 2 v 2 &) A3 74

27 74 248 183 CPU 2 w2 Ade 25 24
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openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E HF T d.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
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requests:
cpu: 500m
memory: 1Gi
proxy:
resources:
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

oo wat 27 A AL g3 CPU L vz A 2 2FS (AT
Elasticsearche] 739 23 73} A3 7S =5 A& oF gy ).

00

dod wet 23 A1zt 2 a3 g3k CPU 9 vl =] A 2 233 AFdU

L4

doo met 27 537 g3k CPU R Wire Ad 2 S AFF

8.2. SYSTEMD-JOURNALD %2 FLUENTD +*4

Fluentd= A gl A ¢l A 718 A A o] v $ vt7] wj Fol] Q2 A|28 Mu|29] 27 £ 5 §
A Fglove g o] &AE 5 A&

Zdo] =2 &£2351% &%= RateLimitintervalSec=30s 2 RateLimitBurst = 10000(=+= 2 @ 3
A4 =3)S AAsk= Aol EF5UL

8.2.1. OpenShift Logging2 ¢] 3t systemd-journald 4]
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fu
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e
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e
fu
o
o
oM.
filo
BN
o
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o
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b
fass
o)y
v
iu)

d& 59, 27t vtd A5 Ade dig v & A 580 & 4 JFY . OpenShift Logging
o] 25 AMAISHA] BAL AET HALLE AMES A AEF AR H 717 X BR T AR FE AT

F g uth

27 4% AN, 21 0E 7L 2 AR Y EE AF Y L 8 492 A dgh

= o 3t A A 3 g7 /etc/systemd/journald.conf 3} Y & ¥ $+51= Butane 74 314 40-
worker-custom-journald.buZ w51},

Butaneol] o3 A& W) -&-2 “Butane & ALg-3lo] vjdl 74 AL F=x
A L.

variant: openshift
version: 4.12.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ
overwrite: true
contents:
inline: |
Compress=yes 9
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month ﬂ
RateLimitBurst=10000 6
RateLimitintervalSec=30s
Storage=persistent G
SynclntervalSec=1s
SystemMaxUse=8G G
SystemKeepFree=20% Q
SystemMaxFileSize=10M )
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journald.conf 3o tj 3 A S AP Pt} 0644 A2 DA st= Aol TFU-

2]

235 3L A& 227] Aol FFTA 55 AZ UG WA A S G=FekY
yesE A A3 4534 o8 nos A FYTH 71232 yesd U

©

2 WAAE ALTA AR E TAFh 2zl il 71 E S noguth the
AR gk

A2l F40] 215 FAD35# A ForwardToConsoleS A A ).

[ ]

238 79 21 WF =2 AI3t2]d ForwardToKMsg & A 3 g o}
[ ]

syslog H & 2 A g3}z ForwardToSyslogS A4 gt}
[ ]

230 2 E AL A Al (wall) WA A 2 WA A S dgstea
ForwardToWall2 x] A g t}.

B
1—‘__:_ llyear , month", |'weekll, "day|', "h"_";l:_—:f "m||——' Z_:]‘—‘% ‘ﬂ__‘ﬂ
A 02 4y 71232 1monthj Yt}

-

%5 A 3L 743 o). RateLimitintervalSecol 4] A ol 3 A| 7+ 744 59
RateLimitBurstoll (A A ZAxnv o B 2315 FA5 = 4SS 7140 2 w714 7+4
o] B E F71 WA A = 2kAI g Ut} 7] 2 3k¢1 RateLimitintervalSec=30s @
RateLimitBurst=100002 A A 5= R o] =&t}

¢

23 A% $HS AP Y 71252 persistent i U ok
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/run/log/journal/ €] Wl 2 g]o] = 1& %33} volatile YUt} ol g3 =2 1=
ALY 3 =449

Ivar/log/journal/®] t) =9 225 *73st7] 913 persistentd] 1 o}. systemd
cHaE7t e A HdEE AT

g e 7} EA 3= 739 /var/log/journal/o] 215 A 73}7] 9] auto¥ Y
o}. A 31A] &+ ¢ systemd:= /run/systemd/journalol] 215 JA] AZ T}

232 AAA &= nonedUth. systemd= R E 22 E A g o)

ERR, WARNING, NOTICE, INFO 2 DEBUG =19 tal A2 5}22 tj234] 57|
83171 Aol A g A17+S 23 g ). CRIT, ALERT = EMERG 218 421314
systemd7} %4 57189tk 71 2gte 1sguth

0

Aol A8 F Y Al 2718 AF T 71 232 8G YUtk

9]

A 2R A A b5 E T 23 $2He A U oh 71 B gk 20% U ok,

@

ivar/log/journalel %2 0 2 238 AW A shele] Hof 2712 AF T A2
e 10M U o

%5 A DL AASE 24 ol Aol AFHAYA WAAE A2l o) A]
%) 27 @l CPU A}a o] Z7He % 941 th

ESREE Re R R RO
https://www.freedesktop.org/software/systemd/man/journald.conf.html-& JZ3}4] A|
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2. 383F HolAd YA H 71 E A A2 OpenShift Container Platformo]] 2 & =] %] g2 4
AFH

Butane2 A}1&35to] =2 AGd A o] £3d MachineConfig 7 Al 3} 40-worker-
custom-journald.yaml-& & A g o}

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
M 74 A4PUh d g 59 0e3 ey
I $ oc apply -f 40-worker-custom-journald.yaml

&= A 2 ¢ MachineConfigE 74 532 Al -2 rendered-worker-<hash> v A &

7 remo] Az AP E P Bokg OIS BUEY I,

I $ oc describe machineconfigpool/worker

2 o

o

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

API Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool
Conditions:
Message:
Reason: All nodes are updating to rendered-worker-

913514517bcea7c93bd446f4830bc64e
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Red Hat OpenShift Logging Operator:= ClusterLogForwarder 2] &2 Aol o2} =71 & vl &
i t. o] Operatoroll A A A3t 5] 7] 322 @7 Al Fluentd 53719} Wl g 3719 F 7R 94 Y
o}

Fluentd= o o3 AH-8-H A o™ 5 |20l A7 € 478 4t Red Hat2
A de| & gpo] ZALolZ <t o] 71wl M3 v 3 S A DS AT AT o] 752
o o8 M AbS A w4t Fluentd djdl Vectors AH8- 2 o= Sls4y

911. 212494

2 43 7]= 7} OpenShift Container Platform ;== PodZ v £3lo] AH oY @ &= 2315
FHste " A EY Y

£ A A, Ad o] AELY 2 OpenShift Container Platform] journald =1 W] X x] o] <]
A A2 D =g 2ayrh

B E ZH ey & 19 4 gt /var/log/containers/*.log

A 2325 FR}EE 2 FR71E FA = A4S /var/log/audit/audit.log o4 Sl 215 3

Ik

23 577E ol @ £20d 228 S5t 24 T o Ul EE 9w Agn.

9.11.1. 22 587 8
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e = 272 9130 Fluentd?] di¢te 2 A g s = 21 17144 h

ClusterLogging A& & 4 9] 2] 4 2(CR) 24 AH}< 5431 e ~g oA ALgahe 24 57
N wde TS 5 Axu.

Vectors =3 712 4 3l+= ClusterLogging CR2] 4]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

9.1.1.2. 21 A A A A s A}sH

ZH oY HEY L 2 AR ] AX(ZZAE, Pod o] & 2 ZH oY ID)E 2¥3sl7] 935 A4
AREAFTHUT ol AREE 23 £2F If3H A7 FE5dUT 22 F77]dA 22
A2 5 A &37] Aol (A A o] 53 T2 A EV} 9= PodE 2HA151A ol 8 2 F4 3 722 APl Ay
O ARE AT F A FUh. 2 AR E v T o5 Pod 9 Z2AES tHI WY = 2
a9 A5 FAT WY S F AFUth ol A 20 £ D AUt FHHo xgo =

< o guch
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https://vector.dev/docs/about/what-is-vector/

9%. 2153 2 A2

715 fluentd vector
d Aeleld 22 v v

94 2o g v /
Q) 25 o] 2 1 2o v v
dxzetAdely 22 v v
gAY = v v
kube API ZHA =1 v/ v
OpenShift APl ZFAF 21 v v
OVN(Open Virtual Network) 7+A} v v
=1

#9293 HoqgHAF

715 fluentd vector
Elasticsearch <1 4] v v/
Elasticsearch A} &2} 0] & / 4 & v v/
NetNamespace 7| v v
<>STS v v
Kafka ¢1=4] v/ v/
Kafka AF-8-%} o] & / & v v
kafka SASL v v/

Loki bearer & v v

I 9.3. Normalizations ¥ transformationss

71’ fluentd vector
Viag dl o] 5 =g - g v v
Viaq tjo]g] 24 - 9l =&} v/ v/
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715 fluentd vector
Viaq tl o8] 24 - 1 =&} (journal) v v
Viaq dlo] €] 24 - Linux A} v v
Viaq gl o] €] 24l - kube-apiserver v/ v/
audit

Viaq gl o] ] 24 - OpenShift API v v
A}

Viaq ] o] €] =2 - OVN v v
loglevel Normalization v v
JSON & &4 v v
Fx3shE Q1Y 2~ v v
tE = &/ AA v v
multicontainer / split 914 2~ v v
flatten 2} v v
CLF B4 #lol& v v

i 9.4. tuning

715 fluentd vector
fluentd readlinelimit v
fluentd v] 3 v
- chunklimitsize v
-ZF A% A7) 4
- overflowaction v
- flushthreadcount v
- flushmode v
- flushinterval v
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- retrywait

- retrytype

- retrymaxinterval

- retrytimeout

3 9.5. 7IAA

A E =

ol
=

fluentd

fluentd

fluentd

vector

vector

vector

ARM =] &

IBM Power #] ¢

IBM Z X1

IPve =

EER R

dZol #7 8 2H

9.1.1.4. 577 =9
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715 fluentd vector

Elasticsearch v6-v8 v v

fluent forward v

Syslog RFC3164 v ECDHE (logging 5.7 ©1/d)
Syslog RFC5424 4 ECDHE (logging 5.7 ©173)
kafka v v

A=Y v v

<>STS v 4

Loki v v

HTTP v ECDHE (logging 5.7 ©]4})
Google F&8}9-= 27 v v

Splunk Cryostat (logging 5.6 ©]2)

91.2. 21 A%

A A FAHE 2, S iy, A28 = 9 X S A A sl ClusterLogForwarder 2] A2 A
g Ak

ClusterLogForwarder 2] 22 ZAd|o|, ¢1Za} @ A} 212 ZE| 2 YL TE 9o 54 &
Ho g Agst= o A8 & JFU o TLS(Transport Layer Security)7F A =28 235 FH 1A
Foles 2o dgAE #4842 F AFUH

2e) s o] | §3 ) 2o AN 2atw AR 5 Qe A= AR D ALA4E 495k RBAC
Fe Raje £ dsUn

91.21. 21 AY I3

el
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OF 22 422 7153 A AHE S 4 J =5 Vector =3 7|2 A A9 o
Fluentd =371 @l AAl @A T AHES = A5

9.1.21.1.7|& 74

71E FRAA = S8 =HA hte] 22 AGATN AT F dFHH. o] RE9
ClusterLogForwarder #] 4= 2= instance o] o} 3}7 openshift-logging u ¢! 23] o] 20| 4] A3 3fl of 3
Y}, ClusterLogForwarder &) 4-2-9l| = openshift-logging u] ¢ 2= o] 2] instance &}+= 33
ClusterLogging 2] A2x & g g t}.

9.1.2.1.2. 0% 21 AGA 7|5

[}
BeAE 2T AAAS 3T F Qe AL FAT 5 = Z2E AT 5 AFY
o}
[}
Bag Ado] Y= ASAE F7 22 294 7L AR 5 AxUT
[}

t o]’ AH8-5 A ©+= Fluentd =51 719 A Vector =3 7] 2 mlo] 18| o] A 3= A A=
A 22 AGAE 7S B2 2T 5 U YA 2 =71 vlo] 2 g o] A == &< 7]
E YA 22 AGAT FA A5 5 dFUL

AR Dart U tha o9 & Al 9stal RE Y Y 2F o] 204 BE o] 52 ALE 5] o
ClusterLogForwarder 2] &5 AT 5 dHFUT

o 23 Ag2x 73 A = ClusterLogForwarder 2] 4~29] ) & 3| 3 ClusterLogging 2] &~ 2=

Fluentd =371 & Al&-3l= B AA AZAE=FE A Ldt= 22 AGAE 98l o oF=H o]
2o = 2 openshift-logging ] ¢ 23 o] 2~ 9] instance #}+= ClusterLogForwarder 2] 222 A
A F sy
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F3 71807 d2kso] glom = openshift-logging vl ¢ 23] o] 24| 4] collector &=
ClusterLogForwarder 2] 222 A T 5 gl

9.1.2.2. Z82H 9 tx 2 AG A 7|5 43}

% 22 A2 7152 AHEsHEE sl G A= Al o digk Au| = Al 2 Fej2H 9 nldg
< A oF Ut 28 thg ClusterLogForwarder 2] A& 20 A AH] XA A S Fxdto] AA 2 AT
£ Ao F dFU

openshift-logging Y] ¢} 23 o] 2 0] 9] 9] F7} YA A FH o] XA ThF 21 AGLS X
A3 E 2 E Y & o] &8 Z A== Red Hat OpenShift Logging OperatorE ¢}
g o] Egf| o} g t}. o] 7] 52 Al £ ¢ Red Hat OpenShift Logging Operator v A 5.8 2
AellA 712 A o2 gy

9.1.2.2.1. 21 A4 RBAC A3 59l

2 7] 5.8 o] 49 A Red Hat OpenShift Logging Operator+= collect-audit-logs,collect-
application-logs, collect-infrastructure-logs 22 26 9 &S A g3t 37171 AL 21, ) S A
old 2ot a5 A7 1T + AFUH

23 SYLH TS AU AP uidgste] 2 20 i@ RBAC A @2 o 5 3l

T

o)y

Y

A 27 A

[}
Red Hat OpenShift Logging Operator:= openshift-logging 4] ¢} 23] o] o] A x| F 1},

227 Aol A&

53719 Au = AR L ARFUD AZ S 8 EZo] B d 2eAd 218 445
Hw A 2 AR E2S T3 oF gt
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$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<hamespace_hame>:<service_account_name>

[}

RBACS A}85to] Ad 4o 2 48
[}

ojZe) Aol Aol A AH] 2 AR ALE
[}

RBAC A3 o] Kubernetes ¥4 A&

£ 20 AR 222 AFsE dAdS F 2 FU . ClusterLogForwarder CR(AH-&-#} A <
gaz)ol g8 §39 YL A U2 Z2EZ S NI A2 205 1Y F dFYh

H ZE o] AL-§-

Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector

Elasticsearch v7 HTTP 1.1 732.2,717.7,7.10.1 5.6+ Fluentd, Vector
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B 2E o] AHS

Elasticsearch v8 HTTP 1.1 843,861 5.6+ fluentd [ W) g}

fluent Forward Fluentd z1 & vl Fluentd 1.14.6, 54+ fluentd
Logstash 7.10.1,
Fluentd 1.14.5

Google F&}$-= HTTPSE &3 latest 5.7+ vector
=27 REST
HTTP HTTP 1.1 Fluentd 1.14.6, ¥ & 57+ Fluentd, Vector
0.21
kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
331
Loki HTTP 2 HTTPS= 2.3.0,25.0,27, 5.4+ Fluentd, Vector
5 3FREST 2.2.1
Splunk HEC 8.2.9,9.0.0 5.7+ vector
syslog RFC3164, Rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon HTTPSE &3 latest 5.4+ Fluentd, Vector
CloudWatch REST

Fluentd= 27 8] 4 5.6.29] 4] Elasticsearch 82 x| ¥ 3}#] %1},
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9 e 27 ¥ A 5.7 o] 4l 4] SyslogE A @t
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Kafka 2.2 7. kafka =22 TCP =

elasticsearch

9] Elasticsearch <1 281 4~ <11t} elasticsearch =82 TLS 948 A183 4= 9 &Yt}

fluentdForward

Fluentd& A 93t= 9 =22 JA £FH4 YUY o] F4H2 Fluentd 42 22 EZS A8y
t}. fluentForward &3 -& TCP 2= TLS A2 & A1-8& 4= 9l o A AR o shared_key 2 =& A3
3t Z 7] Q1S LU 27 7] Q1S5S TLSE X33 ALY £3s1A] &3 A8 = d&5Y

t}.

fluentdForward =22 Fluentd 53 7] & A1&3slE 4 $o 9 X199t}
Vector 371 & A&-sl= A -dl= A LHA &5t Vector =371 & ALg-3t= 7
< http =3 2 A}8-3lo] 22Z Fluentd= A2 5= dFUd.

syslog

syslog RFC3164 == RFC5424 2 E & X A3t 93 =21 JA £F4A YUt syslog &
22 UDP, TCP == TLS A2 < A3 4 gth

cloudwatch

AWS(Amazon Web Services)ol A "3l RUEHH U 27 AEZ A A H] 22l Amazon
CloudWatch¢j 4 t}.

9.3.JSON =1 A g A3}
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JSON #AE S X319 ¥ A ER 77 B4 355 Log Forwarding APIE 74

m
&
32
o)y
kJ
T

HE

93.1.JSON =1 #+& &

i

ClusterLogForwarder ¢ B A E =2 A} g3lo] JSON 215 %39 QHAER LTE BN ¢
He &gz Aa2d F AdFUth

o] ZF A& Ast7] fal tha 2 Fx3d JSON 21 &) Jlvpx 7P gyt

T%3}¥ JSON 21 & 4

I {"level":"info","name":"fred","home":"bedrock"}

JSON 23 & & B4 4+ A== 0L o9} 79| parse: json 2 ClusterLogForwarder CR9] 3}
o] e}elo] b3 oh.

parse: json2 HoF= A= X7} 4

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

A
A

parse: json & A}-8-3lo] JSSON 215 +&
JSON *+x3t49 21 &5 EAg .

e

o] CR& t}-& o 9} 7+o] structured & =9

4z

%3}5l JSON 21 8% o] E 3t structured =7 4
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29

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields...""}

21 320 §83 Fx359 JSONo| 235 o] ¢9JA] ¢ o structured 2 =71 Y5
[Sh=

9.3.2. Elasticsearch¢] JSON =1 djo|g F+A

JSON 227} 7 7)) o]/¢e] &7|vtE M= A @Y A9 X #3sa 13 % 272y &
A7} AT 4= JdHF U} o] & WX 51 H ClusterLogForwarder 282} A 9] 2] &2 (CR)E 14314
7t 27|ntE g £ Aol & aFstaoF U o] 2 A s 7z 27| vrt E g] ol A~z AggE ).

OpenShift Loggingol Al &) sl+= 7] ¥ Elasticsearch 2Q12=€ 2% JSON 228 A
Sl 3ol whet Al Q1E 27k AU U R Be AU 2s uiste A% AR A
241 & WA A TF 27 vtz BEstste] M5 e 27 vk 8 A5 Aol £

t}.
TEH
CIusterLogForwarder CRoA T8 X% F39 L2 A8} Elasticsearch 21 #] &4~ 2] Qldl 2~ o]
£ 74T 5 AHvh

structuredTypeKey = WA 2] =9] o] Ut i3 =9 32 AY = o] 52 743}
= o ALgH T

kubernetes.labels.<key > <19 > o] & A3+ o] A& 5+ Kubernetes Pod
ol &Pt

openshift.labels.<key>+= ClusterLogForwarder CR<] pipeline.label.<key> & 4-0]
o ez o5& P ke d AR H E kol AFU

e
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kubernetes.container_name-2 ZAH| o] o] && A}&35l] QU X o] 28 LA

o

Ut

structuredTypeName: structuredTypeKey Z =7} A 2] g7} 7171 gl o
structured 53 © = structuredTypeName 7}o] AI-8-H Ut} structuredTypeKey 2 =<}
structuredTypeName "= = 3 Ag34H structuredTypeKey = 9] 717} JSON =1 g o]
HolA 29 7 ¢ structuredTypeName 42 ti A 219 2 o] 22 A F T4l

structuredTypeKey 7t2 "Log Record Fields(Z2 g|Z = Z=)" g 5o XA|H &
92 44 5 AT/ $8 A=) el 72 £ E=o) BAHY

A structuredTypeKey: kubernetes.labels.<key> example

e

tlo
e

kel g oh.

Z e £¥ A "apache” % "google"e] 7 7}A] 2] o2 JSON 215 WA 3= N E A
o4 Pode A st Azt

218 A= logFormat=apache 2 logFormat=googleZ A}-8 35l o] 2] g o =] A o] 4 pod
o gol&S AR I

ClusterLogForwarder CR YAML st oA o3 I = Z7}8 A3 .

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...

outputDefaults:

elasticsearch:

structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
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outputRefs:
- default

parse: json 9

Kubernetes logFormat dlo] &2 A H 7]-7k 82| 72 A8y .

JSON 21 & %

i
X
]
=
i
|y
v
i)

L
o,
o
v
o
:._l,
i
flo
ey

%319 21 g =7} app-apache-write Q19 ~ 2 o] 53]t}

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

o33 e %319 £ g I =+ app-google-write Q19 A2 o] F g}

—_

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> example

ClusterLogForwarder CR YAML st oA b3 I = Z7}2 AFE-3sgal 714

29
L
k)

outputDefaults:
elasticsearch:

structuredTypeKey: openshift.labels.myLabel ﬂ

structuredTypeName: nologformat
pipelines:
- name: application-logs

inputRefs:

- application

- audit

outputRefs:

- elasticsearch-secure

- default

parse: json

labels:

myLabel: myValue 9
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OpenShift myLabel o] &2 749 7]-3t 4] 32 A&
TZ38 2 d 2= 224 3 myValueS Al 2o

mylabel 8 4+

F%39 21 g =7} app-myValue-write <19 A2 o] 53}

flo

ol % vhe3t 2

{
"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

F7F e A
Stell "app-"& F7}skaL -

[ ]
T%31H Y Z =9 o g Elasticsearch ¢/d/ 2= %319 9
write"E F7}ste] FAF YL
[ ]
%235 e gAcs 1239 dd Az AL E R ¢SUth o =g A o)A, Ql=Za &
% 4wﬂﬁmHMHa oz e gHyh,
[ ]
H)o] )] ¢re x3lE §3 o] Q= 79 structured = =gl o] unstructured Y Z =5 A
=g n)=
Elasticsearchol] U 22 oldl 27 M 37 B3R &= Aol Q) 7zt o ZE Ao A ==
Ul 2l o] 2ol M P23 FIFT ARG ER 0] okt Mg 20 FH T ALE T o &
=o°] tl-&2] Apache ol &2] 7| °] 42 LogApache<} 242 EU 3 JSON 21 F 43 72319 89S
A3
9.3.3. Elasticsearch 21 A/ 442 JSON 21 A<
Elasticsearch =22 A A4 9] 719 JSON 21 3} E2o| O} E A7|nfE == 739
©ol 29 Yoz agst
Ut

ClusterLogForwarder A8 2 A o] & &2 2(CR)E 4 3to] 7z} JSON 27| n}=
3}, o] 2 A a1 Elasticsearch= 7t 27| vld]] s M o] QAQdl A2 A18-3
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9
YA JNY2E g2 27|vE AGSE 73 F= 2 722 E A7 2T 4
glo v 2 Elasticsearch A g 4= ﬂl ol & A Esl7] Ao o] +AE Ao ).

t}2 %7}2 ClusterLogForwarder CR YAML 3 of] =713 o}

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

structuredTypeKey Z == A3l 2 g Z= D= F 2 (A JY

structuredTypeName & == A3} o] 22 XA gt}

JSON =21 & —TL—E& H A5l H structuredTypeKey 2
structuredTypeName 2 =& =5 A A 3 of gt}.

inputRefs 2] 7 -¢- application, infrastructure, === audit 5 3|3 3} o] Z &}l -& Al-8-351 4
Agsof she 21 432 AT

parse: json 2 A& o] Za}elo] 713t
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CR2EAEZ A1)
I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator+= 4% 7] Pod & A v 323Ut} 28]} Al £ = #]
SO 517 Pods AHA|sto] A 2 Avl 2 o}

I $ oc delete pod --selector logging-infra=collector

9.3.4. ¥ 3 Pode] ZH o] o4 JSON 215 g sl Qe X &

mlru
i

5Y9% Pod W9 b Z*_EJIOIHOIW g dsg px3d 238 A9 = dH5Uh o] 7s
AHg-SHE Y O AH oY R A& ALS-3he] mho] 1S 74 3lal Podoll —’F’f‘%% Gofof Ft. il—
HAF A7} app- Q1 ¢4 2o 24 g1} Elasticsearche= 0] 2 83 = g S d3ow FAsE Ao
FFUoh

JSON g4 0] 2t o) Z2 Ao Aol me} chgLith U Be Qe 2 A4 s 4
Sol JaL WA 7] Wl o] /152 AL she] THHA ek JSON o] =7 ele]
= AT 5 olgUch Al S AHSste] A2 T vl 28 o] 2 B 585 JSON &
o] o Fej7 o] 4 & ¥l gt

A 27 A

[}
Red Hat OpenShift& = 7:5.5

A=}
ClusterLogForwarder CR 2 B A E & A 9] 3= YAML ¥ & A A Y AR F o).

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputDefaults:

elasticsearch:

structuredTypeKey: kubernetes.labels.logFormat ﬂ
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structuredTypeName: nologformat
enableStructuredContainerLogs: true 9
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

Kubernetes logFormat dlo] &2 A9 7]-7k 82| 72 A8y .

b3 AEely &8-S F4sgyd.

Pod CR 2 HAEE Aol YAML 32 & WA AU AAQ .

apiVersion: v1
kind: Pod
metadata:
annotations:
containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:
containers:
- hame: heavy 9
image: heavyimage
- name: low
image: lowimage

Format: containerType.logging.openshift.io/<container-name>: <index>

F4 olg2 AvolY o &3 A3 oF Tk
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@ 9
ol #4842 F¥ =¥l shard 5 A =€ + AvU-

F7tH A
[ ]
Kubernetes 4
F7tH A=
[ ]
EadFAR
94. 21 AG LA
Bz o 7 ClusterLogging A-&-# & 2] 2] 4 2(CR)l &

=7 W Eo) A Adlo] B Axe} 2 7]
JRE YR 2 AFaE ASHY

Pl 20 8ot 2EdAS AFSHA 47 iEe) 1 RHo2 WY 20 A4AE AYAA G5
th At 208 Agets ALdo] 25 2 ZY 32 %—?3}3’_ e nEHES & Aol A%

t}.
o] 718 F4 o] & F A13HS FZ3lE= A ¢ ClusterLogForwarder CRS 43 2 ¢ 7} &4 th
$- 718 Zo] ¥3d ozl S FoaA = Fd 2a= R

ClusterLogForwarder CRo] Q= 7%
23 ARAR AgHA] gHUh

941. EX Ao g 20 AT A

OpenShift Container Platform S 2] 2g i @ 9] o] EX Z -] 225 Byad
ClusterLogForwarder CR(A}-8-2} A o] 2]l4&2)ol A &8 D #fo]zalo] 23S X]’ﬁ““/lﬁ} o EHS At
5l 54 Z2AEQ AAHE o ZE AN 2285 EHOZ2 AGT - JFULL ASTS

_9_:‘

o =

Kubernetes Secret ¢ B A E oA AZFth
pipeline
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https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/

oA sht ol ge] 29 Ex AP 2o pud H9Pe A gUch 21§
Fel o,

I :|o

[}

application. 1=z} g o] o Z&]A o] A& A&l stal S =HoA A3 52 AHS
Zt o ZZ Al o] el o] AP A Ae ol 2P

infrastructure. openshift*, kube* ==+ default = Z 2 Eo]| A A3 &= Pode] #AH] o]
U239 x5 9 AZ" 4 72 Ad 2 a4

audit. .= = 7ZHA} A] 2" auditd, Kubernetes API A 1], OpenShift APl A18] 2 OVN

— H

WE I AR 2R 22k

& 2= ovn,]

glo] 22l o A key:value %38 A1-§-3}o] o} 2ul&= 21 WA X o] Fo]ES F71E
th o & 5o & dolH AHE dgE = vA A dolES FrlstAY F3EE 24 dols
AR 5 QLU QA E 271E g o] i:L“ﬂ’\]X]ﬂ?}”ﬂ Aggdyd.

input

A Z2AES AAY o ZaA oA Z1E so|Zal oz AP},

I
[k

vto] = 2Rl o A outputRef Wi/l & AL§-8le] 225 AL st= 9 X9} inputRef vl 7| M =&
Argate] Agsts 2 43S B FU.

Secret

AHEA AR S A 22 712 vl ol E E sl key:value | Yt}

fu)
o
tijo
J (0
rO
o
AW
fu)

[}
Foll i3 go] Z2RIS A ostA] Fow HoHA & {FF o 227 2AHAF Y
dE appllcatlon 2 audit §3 ol ] 3 v}o] =}2l-& XA 3} infrastructure 3 ol o] 3+
3} o] :51"1]-?1 2 XA 3R o infrastructure =27} 2kA g U o).
[}

ClusterLogForwarder 187 % o] 2 £2(CR)OIAN o2 432 29& A8l e ==
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EZS AAste Al 225 1l = AFY

o3 d A= AAF 215 HA 3 9] 4L Elasticsearch Q12~® 22 =al 2 15 QHAS A ¢k 9
Elasticsearch Q1 ~EH 22 o Z & Alo]A 215 Kafka HE27] 2, o] =g Alo] A = 1E my-apps-logs
x 2 A E | A] )& Elasticsearch 21 28 A2 AG3 ).

AE 22 AS 29 2 so] =gl

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: elasticsearch-secure ﬂ
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- hame: elasticsearch-insecure 9
type: "elasticsearch”
url: http://elasticsearch.insecure.com:9200
- name: kafka-app G
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs 9
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east”
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
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datacenter: "west"

- hame: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: @
- application
outputRefs:
- kafka-app
labels:

datacenter: "south”

1711«1%64011A1CR01%-3—1 a2 ool g g 22 AgA FAAAE RE o F

o

AAA F@AA CR U] ¢) 25 o] 2= openshift-logging °lofok gith ot =2 A2 74
AN E RE HP2sol 22 A48T 5 AFUh

AHl = AR 9 o] YU T AHl = AP S 2 A2 A7) openshift-logging Yl ¢ 23] o] 29
| E R ke Feogt gF 22 Adx 7Aoo 2.

Bl Al A8l ¥ ol URLL ALl 1<l Elasticsearch

W
mlo
ey
oX
i)
L
v

Y S AYsi=olg¢Un
[ ]
%9 83 elasticsearch.

AEFAE £3t5lo] §5 3 Ad URLSI Elasticsearch Q128129 neltURL 2 £ E
At
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TLS 5412 98] A A 2 F38t= Al =281 ¢t} openshift-logging 3 = A E 9] o]
AlA8lo] glojof Pt

StA 5l#] ¢k Elasticsearch 3o tj 3k 74 :

[ ]

Y S Ay olg¥¢Un
[ ]

%9 83 elasticsearch.
[ ]

HAFAE £33l 523 A0 URL<QI Elasticsearch <1 28 9] ¢LA31#] ek-&
URL 2 FEQUYT}.

B2l URLE 53 SEo|AE 2A3F TLS 41 A1-8-¢ Kafka &8 +4:

[ ]

8L AYs= oledUdy
[ ]

=9 #3: kafka
[ ]

AFAE x3slo Kafka B2 72 URL Y XEE §3% Zd URLZ A QP

my-project U] ¢} 25 o] 20| A] o Zg]Alo| A =21E HEH 37 9o Y

e
EO
)

T4

A 212 oHA 3 9] B Elasticsearch Q1 2EH A2 AE317] 98 vo] = el LA
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[}
inputRefs= 21 f-3 0|1 o] oo A = audite] Y o}
[}
outputRefs+= A}-& ??:_ % 9] o] ¢ }.o] o o) A elasticsearch-secure= 1 gt
Elasticsearch Q129 2 gl 2 defaulte W 1 Elasticsearch Q1 ~El =7 A3t}
[}

A Atg: =20 F71 geoledud.

Al Aba}: B, 2 10) 2718 3 o)Akl Flo] 2 AU "true"s) 7o oL ZHe e 7t
o] opd FALE o= AP

Az} 235 PSR 52 2 Elasticsearch Q12022 A 3= vho] Z}l 747!

my-project 3= 2 A E o] 4] ] i Elasticsearch Q1 2EH 22 235 A$3517] 93k vlo] =g}l
Ayt

[}
o]zl & A st olady
[}
inputRefs= 573 ¢ &2l my-app-logs¥ Y t}.
[}
outputRefs:= defaulty o}
[}

A A BAG. 270) F718 stk o] ge] ol 2Ptk

sto]3etel o] & glo] Kafka B2 7o) 228 Aat vholZabel 74

inputRefs+= o] <] A] applicationo] A =22 34}
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outputRefs= A1 88 =8 9] o] &Yt}

A A BAD. 270) F748 skt ol ge] dlo] 2t

A8 23 JAA7E AT 5 gl 39 Fluentd =1 X 2

AR 27 AA/NE AHS T S Yom 218 58 = 9 4$ Fluentd: 714 218 380 o)
ol AFFUh 22 AAZIS AL S 5 A HE vH YD 228 £33te] 22 Ao AP
v ¥ 7} ¢+A 3] 2] YA Fluentd= 22 88 $X g4}l OpenShift Container Platform2 =215
31X A 2HA ot Fluentd Hl & Al E E3= podell W3 2715 =4 stA Y PVC(F+ EF 2dd)E
F71e & Axyth

A Q= A7 ol 7]

2F 7 #3800 o710l AFAUT. A% 29 43 22 74 Yeo] 498 F/1 55712 A9
FUT 2E 0k E A AU, $d 712 A4t At 1t /5L BASFG. A 2 A
a5, AU =AY, e 47] B A 254 7% R

o] 9% tlgol WL T & Y= F7F 7L AA
st §A 142 A¢le] 11 h Open Shift Logginge 3 o] 3ol AX o< A slakA]

Easlhe

TLS(Transport Layer Security)
Al=3 Qlo] TLS URL(http:/l... =& ssl:/l...) & AF&31H 7] 2 TLS A v] = 21 Fo] A 3HY

o AFRE EFet g A9 A DES ARl F71TLS 715 B4 ST,

passphrase: (£x9)= <1329 ¥ TLS 7)<l 712 g2 g ). tis.key 7} 2 2 g
o}.

>
o
N
o

i
r
2
@
N
>
oo
N
an
o
L
i)
1
fol
)
i)
ko
o
L
fn)

password: (£x49) 1% ¢35 JUth AHEA ol o] Fa ok

Simple Authentication Security Layer (SASL)
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SASL.enable (boolean)2 SASLE A3} == v A1, 8 A g2
sasl. 7] 7} AA =H SASLo| A5 o = A3 ).

SASL.mechanisms: 518 € SASL M| AU F 0|59 55. 7= A} vlo] = 35
Al 2" 7123kl AHg-HYd

[+]

SASL.allow-insecure: (boolean) 2 vl Bl 2 E 915 2 B = vAYSE 5 &3}
71232 falsed Y o}

9.4.1.1. ¥t A

ge WHe ALt AFA D 7] Helo] ¥ gaAg o] nte AT F sy

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_usernames \
--from-literal=password=<your_password>

GO AFHE 98 Qv = 5 Beo]l AP Y

9.4.2. 21 AGA AA

22 YRS AgstE R Au = AN £ F JE 2 9§32 AR eE
ClusterLogForwarder CRS A Ao Ut 212 4938 F JE= 2892 AT 5 A5 o
Z 20 AGR 71 52 AHE51= 79 ClusterLogForwarder CR2] Ao X AlA &= x5 oF T .

e 2HoA g5 21 1D A 7152 AFESte AT ol 52 AFESHe] BE Ul Y 2d o] 204
ClusterLogForwarder A}-82 A 9] 2] 4&2(CR)E AR T F dFUh A AA] +8 S AL83t= A%
ClusterLogForwarder CR2] o] & instance < o} 3}l openshift-logging 1] I 2=3] o] 20| 4] A Al &)
of g},
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ClusterLogForwarder CR2 A A sl vl g Z=# o] 2=0] O 3t &2 2} A dho] H Q

ClusterLogForwarder 2] 22

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
pipelines:
- inputRefs:
- <log_type> ﬂ
outputRefs:

- <output_name> @
outputs:

- name: <output_name> G
type: <output_type> @)
url: <log_output_url>

#...

WA 7@l CR oL ALY ojof Gtk 0hF 27 Adx 7RI E RE 0|52
e 5 AFUTh

2]

G AA] & A CR U] Y23 o] 2+ openshift-logging olojof Ut b5 21 A2 74
Ax = REULEFA N EE AT 5 JdFUH-

©

A2 AR 9] o] YU th A H 2 AR L 21 ADFA7} openshift-logging ] ¢ 23] o] 2]
v £ 5 7] o} Aeogt g 22 AR Fdo e

4
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91]— = Az} u] xﬂlﬂ

232 A9 29 43YUth ol =9 ge 7R
7k ,loki,kafka,elasticsearch,fluentdForward,syslog ==+ cloudwatch & 4 A<t}

=71
718 &8 32 mutli 22 A2 @A X LHA LU
EREE T DR R[]

9.4.3. 1% =l ol o] &@x 243}

m il
o
i:)
d
kJ
T

Aoy 20 @ el & 07 BAE

%9]

27 B W) A9 FAD ASl) Weol B2 AR AW, ol A )
27320 A4H T F49 Auol U BedstAY ¥4 1ol 2 gy

java < 9] of
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java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>"is null

at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

2A2 SR GF Z oS AAF T U 23 FROoR AXFT F YES st
ClusterLogForwarder A8} A 2] ] 4 2(CR)9l zko] true <1 detectMultilineErrors ¥ =7} ¥

o] YA AP,

ClusterLogForwarder CR2] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true

9.43.1. Al An

22 AR} o9 28 FA S A A& AL EAHE B 5
o R WA 22 WAAe] FhxE £A0) Y RE WAR BEe] A4 Fex
¥ 0.9. 5371 ALAHE Aol

Q<] fluentd vector
Java v v
JS v v
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. rasg g dg

o] fluentd vector
Ruby v v
Python v v/
Golang v v
PHP 4 d
Dart v v

9.4.3.2. ¥A 32

gA3t5A 57 7] 74 type: detect_exceptions7} Q1= A A H o] £3HP ).

e 74 A4 o

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config A A 9] 4

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force line_breaks true
multiline_flush_interval .2
</match>
</label>
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9.4.4. GCP(Google Cloud Platform)o] =1 A&

U 5 71 OpenShift Container Platform =1 %] & 49 37}l th4l Google Cloud Logging
o a5 A2 + JdFUTH

Fluentdol A o] 71%2 AH8-ah 2 A AR FHh.

A 27 A

[}
Red Hat OpenShift Logging Operator 5.5.1 o] 4

A3
1.
Google A= 714 715 AH&-3te) AR AT
$ oc -n openshift-logging create secret generic gcp-secret --from-file google-
application-credentials.json=<your_service_account_key _file.json>
2.

ol |l Z3 & X183l ClusterLogForwarder A8z} 4 9] 2] &2 YAMLS A4 @l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp" 9
pipelines:
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- name: test-app

inputRefs: G
- application
outputRefs:
- gcp-1

dAA T@NA CR o BL A2R 2 ofof FUth T 22 AgA TR E BE
olge e 5 A&

# AR F& A CR ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A
G2 TN = RE UYEFHo|2E AT F AFU T

Au) 2 AA 9] o] 5 YUt Au| 2 AL =1 AD A7) openshift-logging vl ¢ 2=
o|Zo) Ml 2 H A &2 Aot vF 22 Gz 7H g

GCP g &= AT 225 AR ste = A wet
projectld,folderld,organizationld &=+ billingAccountld 2 = 2 &3 7S 4 A

oo

Yt

Log Entry ©] logName Z =of 718 3t& A4 3o

stol e}l Q1tel i A} shol e}l 2 Abgste] AV Y 271 43 AR T

Google Z&¢-= A ¥4

Google Cloud Logging ¥ 2] 21o] 4]
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Ui 7] ¥ OpenShift Container Platform 21 x40l 3713171 tl 4] Splunk HTTP o¥l E 4=
7I(HEC) dl 22 & A9 + AFHG.

Fluentdoll 4] o] 7352 Abg-3h 2 e A=A &yt

A 27 A

[}
Red Hat OpenShift Logging Operator 5.6 o] 4

wlg] 71 =3 712 XA @ ClusterLogging 21 2=€H 2

base64= 21379 Splunk HEC =&

Base64= <139 Splunk HEC E& & Al§-38lo] A A3 S A Y.

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal
hecToken=<HEC_Token>

otell | =3 & AH8-3ko] ClusterLogForwarder A-8-2t 4 €] 2] 42(CR)E B8 stA W B3

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: splunk-receiver ﬂ
secret:
name: vector-splunk-secret 9
type: splunk G
url: <http://your.splunk.hec.url:8088> ﬂ
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pipelines: 6
- inputRefs:
- application
- infrastructure

name: 9

outputRefs:
- splunk-receiver @
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9.4.6. HTTPE &8l =21 A<

HTTPE F3% =1 A2-2 Fluentd 2 Vector 21 =3 7] 2504 A dg ). @438 A
ClusterLogForwarder CR(A}-&#} A o] g A 2)d 4] http £ &8 §F o= AAF}.

olg] €l Z 3 & Al-&35} ClusterLogForwarder CRS A A5y AR Y.

ClusterLogForwarder CR2] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: httpout-app
type: http
url:
http:
headers: 9
h1: vi
h2: v2
method: POST
secret:

name: G

tis:
insecureSkipVerify: ﬂ
pipelines:
- hame:
inputRefs:
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- application
outputRefs:

-0
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ClusterLogForwarder CRS A 9] sl= YAML 5} & A A Y HAFYU .

ClusterLogForwarder CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tIs://fluentdserver.security.example.com:24224' 9
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project G
pipelines:
- name: forward-to-fluentd-insecure Q
inputRefs: @
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- my-app-logs
outputRefs: m

- fluentd-server-insecure
labels:

project: "my-project” @
name: forward-to-fluentd-secure @
inputRefs:
- application @
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR2] J] ¢ 23 o] == openshift-logging o] o] o} g t}.

= ERSERE
=3 #9: elasticsearch,fluentdForward,syslog &=+ kafka.

&% g URLY 9% 23 53719 URL 2 =Y th CIDR F4& AHg8He
B A ZZA7E $48E 2$ ZHL P F47} obd A8 o] E= FQDNe| o] of

tls HFALS AHS-sh= A9 TLS A4S 98l B4 oA 873= A3 o5 AR
3l oF g t}. Al =812 openshift-logging = 24 E o] Qlo]o} 311 z}z}o] AFA =S 7} 7]
£ tls.cr, tis.key, ¥ ca-bundle.crt 7] 7} 21 o] o} g ).
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o] TS A w RE Y& o] 29 o ZEA ol a7t =P YT

S 42 233t ClusterLogForwarder CRS 283 o).
I $ oc apply -f <filename>.yaml
9.4.8. 54 podoll A sl Z&Alo]d 21 AG

8 28 #2] A= Kubernetes Pod &l o] &2 A18-35to] 54 PodollA 21 Ho|HE 35t 21
FRNZ2 AL F AdFU

TheFer U] 9l 25 o] 29] ThE podst 71 A4 H = podz A H o) Zel Aol Mol Arka 7 Futh.
& podol] ol T A o] AL At Pol o] Y A¢ 21 dolHE 54 21 FA/Z 5757

2
B ®
rd

Pod e} 2 x4 sl sl o] o] matchLabels 7]-z; 42 AL&- @ th o] 71-3k A4S AR st
7% Podg =% Ada 4 glojof Tk

ClusterLogForwarder CR ¢ B4 E £ A o] 5}:= YAML 3¢ & WA A AZR P . 3
Ao A T} o 9} 7+o] inputs[].name.application.selector.matchLabelsol| A 7+a3 FU A 7]
g A9 7] & AHS-5t] Pod #lol &S A4

ClusterLogForwarder CR YAML 3¢ 9] of

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> 0

namespace: <log_forwarder_namespace> 9
spec:
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220

pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:

matchLabels: G
environment: production
app: nginx

namespaces:
- app1
- app2
outputs: €)
- <output_name>
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C.
Al inputs[].name %2 inputRefsol] F713 ) o S 59 oS3 245Ut
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4,

CR e HAEZ A4}
I $ oc create -f <file-name>.yaml

Kubernetes2] matchLabelsol] tf 3 Z}A| 3k W &-& A E 7]ulF @ F A3}L X Y3l= g4

22 XS4 L.
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: my-pipeline
inputRefs: audit ﬂ
filterRefs: my-policy 9
outputRefs: default
filters:
- name: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived”

rules:
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# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: """
resources: ["pods"]

# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata
resources:
- group: """
resources: ["'pods/log", "pods/status']

# Don't log requests to a configmap called "controller-leader”
- level: None
resources:
- group: """
resources: ["configmaps™]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]
verbs: ["watch™]
resources:
- group: """ # core API group
resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "lapi*" # Wildcard matching.

- "/version”

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: """ # core API group
resources: ["configmaps']
# This rule only applies to resources in the "kube-system' namespace.
# The empty string """ can be used to select non-namespaced resources.
namespaces: ["'kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata

resources:

- group: """ # core API group

resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: """ # core API group

- group: "extensions™ # Version of group should NOT be included.
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# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata
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ClusterLogForwarder A8z} A 2] 2] 4 2(CR)Z A A3l oF & t}. Lokie] &3-& HTTP(H] e ==
HTTPS(®.Qt HTTP) 944 & 2183 &+ AFY .

A 27 A

[ ]
CRe| url 3 == x4 3= URLoIA] Loki 27 A 2818 A3 s)of gt

ClusterLogForwarder CR @ HA E & A o] 3t= YAML 3 & A stAY AJF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
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name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: loki-insecure ﬂ
type: "loki" 9
url: http://loki.insecure.com:3100 G
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure ﬂ
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret 6
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
inputRefs:
- application
- audit
outputRefs: @
- loki-secure
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ClusterLogForwarder CRS 3 ¢] 3t+= YAML 34 & A A sHA Y Ao

ClusterLogForwarder CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: elasticsearch-example ﬂ
type: elasticsearch
elasticsearch:

version: 8 G

url: http://elasticsearch.example.com:9200 ﬂ
secret:
name: es-secret 6
pipelines:
- hame: application-logs Q
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example m
- default @
labels:

myLabel: "myValue" @
#..
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Au) 2 AA 9] o] F YUt Au| 2 AR L =1 AD A7} openshift-logging vl ¢ 2=
ool Ml £ A &2 Aot vF 22 gz 7H g

i
JH

olF& AR A
elasticsearch 32 XA .
Elasticsearch B] A& X A3} 6,7 == 8 A 4= A&

9] 3L Elasticsearch 91281 ~9] URL¥} X EE § &3 24 URLE (AU}
http(¥] ®.¢}) ==& https(2.¢HHTTP) T2 E 22 A& f:%_ AF4Hth CIDR 54 & AH&-st
= Z82H AA =37 EASE B 82 IP F471 old A4 o] F E= FQDNoJ o]
of gt}

https A FALS] 79 TLS §419] =¥ Ed) B3 Bk o] 22 AR FUT A2
A= Jel &= Q1Z A £ 78] 7] = ca-bundle.crt 7] 7 £ 3 HojoF ). 18R] o
http 2 https FFAe] A ALeAL ol &3 4o 71 £8H Al 23S AAZ T = A5
7 A @A = openshift-logging 22 Eo] A3l 0] Aojof Fuich. AA G gL o

& AR ol B W B/ EFE AR A A" FEFAA L.



Re| AL so] Zejel o] o] B2 A4 FuTh

djo] g}l & Alg3le] AEs £ 73 (application, infrastructure, ==+ audit)S
A A gy .

o] ol majlow 21E Aad u AL 29 o5 AR I,

A&l A3} default 22 x4 3lo] W& Elasticsearch Q128122 2 72 Ry},

A A BAG. 270) F748 stk o] g dol 2Ptk

ClusterLogForwarder CRS 2 &3]t}

I $ oc apply -f <filename>.yaml
ol: AHg A o &3 FEIE EFHE A AR A

AHeA o) B3 ¢FS 7 3E A A2 AHE-3lo] 9] 1 Elasticsearch Q1281 20 O3 B A AL
A5 F dFUh

o] & Eo] E}A}7) Elasticsearch Q1 28 A2 25 317] ] 29 45 TLS(MTLS) 71 & A1L3 = A=
73+ HTTP == HTTPSE AH&8taL AHE A} ol 53 437 £3Hd A28 S A3 T 5 dsU

o} o ¢} A1 Secret YAML 3118 A A gy o). username 2 password I =9
base64= Q179 H 3L AL} 7] 23 o = secret §3 -2 opaqued Ut}

apiVersion: v1
kind: Secret
metadata:
name: openshift-test-secret
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data:

username: <username>

password: <password>
# ...

A2 S AU

I $ oc create secret -n openshift-logging openshift-test-secret.yaml

ClusterLogForwarder CRo| A A| 38 o] 52 A A F].

kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputs:

- name: elasticsearch
type: "elasticsearch”

url: https://elasticsearch.secure.com:9200
secret:

name: openshift-test-secret

url L] kol A A FAFE hitp E https7h 2 4 Az

CRoMAES Hg3 ).

I $ oc apply -f <filename>.yaml

9.4.12. Fluentd # 1}k

[

2EFS A 21 A9

Fluentd A9 Z 2 £EZ 2 X} 835}lo] 7] Elasticsearch 21 A &4 tJAl == 7] X Elasticsearch =
I AZA Qo 22 E

2L 7S FAE AR 22 JAVIZ 2 AMHES B F JdFY
OpenShift Container Platformol 4] 2 15 FAS =5 9 20 JA71& F+A3380oF .

AL Z2EIZ S AHESt] 22 AES A Y g 35 AHS-5h= Fluentd A 8] 2 sto] 219l
o] A& =9 o] s} o] 4 & ClusterLogForwarder X182+ 3 9] 2] & 2(CR)Z A A sl oF U}

(I
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9%. 2154 2 Ag

Fluentd 22 & TCP(¥] ®.9}) =i TLS(R.¢t TCP) 42 2 AH§-& 5 AU th

A 27 A

AYE Z2EF TE Y4 gt 27 dolHE FAFES TR 27 Au 7} 9ol

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AJF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tIs://fluentdserver.security.example.com:24224' 9

secret: G
name: fluentd-secret

- name: fluentd-server-insecure

type: fluentdForward

url: 'tcp://fluentdserver.home.example.com:24224’
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 9

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default @

labels:
clusterld: "C1234" m
name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g},
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234

2]

©

ClusterLogForwarder CR2] d] ¢ 23 o] 2= openshift-logging o] o] o} g},

N
JH

olF< AZ I

fluentdForward 53 2 A4 g4t}

f &% dd URLZ 9% Fluentd 91 28129] URL 2 £ EZ XA gt} tep(¥] &
o E= tis(H < TCP) T2 & F8 AHE-3 4= A5 Uth CIDR F4 & ALg-3l= SFej2H A
A Z2A71 BAsE B9 252 IP F27) opd A8 o] & =+ FQDNoJ o] of gt}

tls 4 FAHE AHg-3He 39 TLS 542 98] B0l 223 A28 o5 A Qa0
gy} Al 22 & openshift-logging =24 Eof] 9lojof 3t Vel = AFA S 717l
ca-bundle.crt 7] 7} 25 o o} .

A AL} gho] Zejel o] o] & A AF P

vlo] 2}l & ALg-3le] AGs 21 {3 (application, infrastructure, == audit) 2
A Ayt

~

of ol eielow =g AR W AT E ol F2 AFFUh

A&l A3} default 22 X4 8lo] U & Elasticsearch Q126122 27

Nlﬂl
2
g
ol
k3

o}



Al Abg: B, 270) F748 st o] o] o] euth

Aere: A YEE G g2 i 2 AAN 228 ADSESE oY &8 S 7
dy.
[}
o]l Z el g A st ol 5 YUt
[}

inputRefs = pipeline: application, infrastructure =+ auditS A}-&3l A2
st 21 33U

outputRefs= A8 &2 9] o]

Tt

A,

M Ak EAD. 20) 74 sht ol el dol 2 gith

CR ¢ B A EE QA T},
I $ oc create -f <file-name>.yaml
9.4.12.1. Logstash7} fluentdol] A dlo]HE =3 & 4 =5 nanosecond precision A}-&

fluentdol| /] =1 d)o]|H S 43 5l2] A Logstash -4 714 o) 4] nanosecond precisiong &4 5}
of gy},

Logstash 43 3} o)A nanosecond_ precision & true = 44 3t}

Logstash 74 51 o

I input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
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I output { stdout { codec => rubydebug } }

9.4.13.syslog Z2 EF S AlE5ld 21 AG

syslog RFC3164 == RFC5424 2 &£ & A}-8-5}9] 7] & Elasticsearch =1 A 34 O 4l =+ 7]
X Elasticsearch 21 A& 40 tdlo] d|F T2 EZ L £ 2 AR 9} 2 FA 7] 22 A
22 w5 &Yt OpenShift Container Platformol| 4] 2 15 44151 2 syslog A]v] ¢} 7242 9|1
23 57715 FAsoF g

syslog Z2 EZZ AHg-sto] 22 AGE A5t 3l'F =S AH8-5= syslog A v 3l sfo] =t
Qo] o 3 & o] 3} o] 4 2= ClusterLogForwarder A}-£-2} A o] 2] A& 2(CR)E A A 3o 3}
syslog =32 UDP, TCP =& TLS 924 & A3 4+ &Yt

A 27 A

[}
ARE Z2EE Bt FAL AHgete] 27 dolHE FAGES 7Y =

of gt

o“

) A1) 7} 9)o]

ClusterLogForwarder CR 2 HA E £ 4 o] 5t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 9
syslog: G
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tIs://rsyslogserver.east.example.com:514' ﬂ
secret:
name: syslog-secret

236


https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

F.2asglAdAd

- hame: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
prociD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- hame: syslog-east Q
inputRefs: @
- audit
- application
outputRefs: m
- rsyslog-east

secure: "true"
syslog: "east"
name: syslog-west @
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

W74 F@elA CR oL AXE X ojof Itk O 21 A9} 7NN E BE
olge g 5 Azxynh

G A A F@o)A CR Y| Y23 o] 2+ openshift-logging olojof . b5 =1 A
g9z} TN E R E Y A2 o] A2 ALL S 4 IdS5Uth

Au) 2= AA 9] o] 5 AUt Au| 2 AA L 21 AD A7) openshift-logging vl ¢ 2=
oo Ml xH A &2 Aot vE 22 dEz 7H gy

i
JH

olF< AZIUH.
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238

6]

A9 A3} o o] 11D © syslog vl /| FE X g}

9]} syslog 21 ~€ 2] URL @ X EE XA} udp(¥] H.¢H), tep(H] B9t ==
tis(2. ¢t TCP) Z2 &3 /\} < AFU CIDR F4 & AH8-sl= S8l2H AA =5
A7t 4stE 39 &8 2 IP F471 obd AW o] F &&= FQDNoJojof gt}

tls AFEALE AL SHE 29 TLS 5412 95 B4 2 7= A28 o] 5L AR
slok g th A 2Rl YEhl)E A5 A2 712l 7] ca-bundle.crt 7] 71 E3 5 o] ok g
t}. 8l A A 8o A= openshift-logging == 2] E o] x| =2 o] glojof T},

M)A sho] majel o] o] B2 A4 Fhd

vlo] el & Alg-5la] A2d 21 73 (application, infrastructure, =+ audit)2-
AU

~

ol ol xeflow 218 A wl AT 22 o] 5L AP

A el A3} default =38 XA 5lo] W4 Elasticsearch Q1268122 =7

1
N
g
9
K

}1\-1‘::]—'] /\]-?_SJ-: —EZ}%_ i:_loﬂ —%—7]—@' 6‘]—],]— 0]}\3—_(;] a] o]_l_aﬂ_o]qq "true"Q]' % o] _g_ %}\_%
5 zto] old A ko 2 Q1A Ut}



inputRefs = pipeline: application, infrastructure =+ auditS A}-&3l A2
d2a4d94d

outputRefs= A8 & 9] o]

it

A

A A AL, Z70) 748 stk o] 4] dol 2 Yuith

CR e HAEZ YA}
I $ oc create -f <filename>.yaml
9.413.1. WA A 8o 21 A2 R F7}

ClusterLogForwarder A}-8-2 A 2] 2] 4 2(CR)<l] AddLogSource Z =E F7}35}< namespace
_hame,pod_name 2 4-E g F=29] message Z =9 F71F 5 JdHFU T

spec:
outputs:
- hame: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout
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a1

o] 7442 RFC3164 @ RFC5424¢} =% S &gt}

AddLogSource”} §l+= syslog v A|A] &9 ¢

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message
Contents”, "timestamp'=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSource?] syslog W A| x| &3 4

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746¢c49-qxm7l,container_name=Ilog-generator,message=
{"msgcontent":"My life is my message", "timestamp':"2020-11-16 10:49:36",
"tag_key":"rec_tag", "index":76}

9.4.13.2. Syslog vl 7l H =

syslog Z8 ) dia] 22 AT F+ J&5UTH A S Y82 syslog RFC3164 == RFC5424
RFCE #xal4A .

[ ]
A A: syslog facility. 2t-2 1035 ¢ £ 2 FAE FEGRA] 2= 719=2 = A5Y
.
o
A2 vl A A 9] ¢ 0 == kern
o

AR} 52 v A A 9] AS$- 1 T user, 7] 23U}
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25 = mail Al29 8 v d

syslogdell o]&] Wi Aoz AAH vlA A 9] B9 5 EE syslog

2] 24 H 59 Al =" 9 A5 6 == lpr

WES S 72 A8 A28 0] 497 EE news

UUCP 35}¢] A]2="12] 739 8 =+ uucp

AlAl El 2] 7% 9 =& cron

R AF WA A 9] 7 10 E authpriv

FTP gl &) 3% 11 =& fip

NTP 319 Al 2="19] A9 12 == ntp

syslog ZHA} 219] 913

1A
rr

security

syslog 74 31 219] 719 14 =+ console
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2AZEY v 2] A-$ 15 &=+ solaris-cron

Z2AA AR EHE=E A9 A9 16 -23 == local0 — local7

[ ]

A9 A1g}: payloadKey: syslog WjA] A 9] Flo]2 =2 A8 P IZ= d=YU .

y =31
payloadKey vl 7] 55 4 3tA o2 v/l M7} syslog= AE =R &
Ut

[ ]

rfc: syslogE Al8-3te] 218 Bl &= dl A4S RFCY Yt 71 232 RFC5424¢] Ut}
[ ]

Azbe: A = = syslog #| =0 233 syslog A zZt=AdUth 22 1035 AF £ 4
2EAE FEIA LEJHNEL F AU

o
NzRe A8 4 9lee el WAIR o] 79 0 Ei= Emergency
o
ZAE A Aol L YEplE WA ] A9 1 EE Alert
o
913 A S Je = WA R 2] A 2 == Critical
o
QF AHE Je = vA R 9] A9 3 £ Error
o
A2 Ui & WA A 9 79 4 £E Warning
o

AAol A uk =0 3 2 AL VR = v AR 9] A %+ Notice
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AR A AR E JeERl & vl AR 9] 3% 6 =+ Informational

OH 2 5% WA A 2 Yehl = WA A o] 797 = Debug, 7123

B 2: 8l 2= syslog WA Ao A Bl 22 A1 dlZ= F=2 AP P

trimPrefix: Bl 294 A F 9 HFAHE Al A G

9.4.13.3. 37} RFC5424 syslog vl 7/l 1 5~

RFC54249) = t}-& wj /M%7t 4¢84t

appName: APP-NAME & 215 R o] Z Ao AL 3= A
t}h. RFC54240] tj3l A A 5l ok g ch.

)
4
2
ue
s
i

msgID: MSGID:= vl A %82 28 ah A4 B2 ¥29 91 th. RFC54249] 8] 4]
sl oF e,

prociD: PROCID:= A €| 2E E2E 4 U th gto] A 54 syslog R 27t SEHASTS
el U o). RFC54240] ojsl 213 8 oF gt

9.4.14.Katka 272 21 AG

712 23 A2 F7eAY Al 94 Katka B27]2 2385 A2 F AsU

5 Kafka Q1€ 2o O3t 22 AG-S FAS A G Q=20 g3 23 &9 & AHS-3t=
s}o] 3z g ¢lo] 9= ClusterLogForwarder A8z A ¢] #] 4 2(C )a "‘E"*’ﬂ"lE duo. 94 54
Kafka 418 £33l AU 71 232 A4S 4= Ad U Kafka =32 TCP(¥] 1.¢F) 3=+ TLS(2.¢t TCP)
A4S AHEE = AFY T
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ClusterLogForwarder CR @ HA E £ A o] 5t= YAML 3 & A stAY AJF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> 0

namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: app-logs ﬂ
type: kafka 9
url: tis://kafka.example.devlab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic 6
- name: audit-logs
type: kafka
url: tis://kafka.qelab.example.com:9093/audit-topic
secret:
name: kafka-secret-qe
pipelines:
- hame: app-topic Q
inputRefs:
- application
outputRefs: m
- app-logs
labels:
logType: "application” @
name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"”

W74 F@elA CR oL AXE X ojof Fhth. b 27 A9} 7NN E BE
g A8 & AxUTh
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A A oA CR Y Yo

2= openshift-logging olojeok Ut b5 =21 A

g9z} T E R E Y A2 o] A2 ALL S 4 IdS5Uth

Au| 2 A A 9 o] EJYth Aul 2 AR L = A D A7} openshift-logging v ¢ 23

o] o] wj EH A 2

o

re 7 golw o 21 Agx Fad 2aghi.

2 o5 A FUTh

kafka %< 14 3ok

Kafka E=27¢ URL3} TEE §83 A URLE X Aslx AR oz EA
3 L tis(RHTCP) Z2 &
EA7I SAAstE A &85 P+

AF2-3HU o). tep(¥] B.eH) =

gt 2dAH A4 =
FQDNe] of of gt

tls | FAHE Abg- st

FUth ARl del= A5A

1. - O

AN TR E

Al &
2 AH8¢ 4 % th CIDR 541
F 27} obd Au] o] § E=

o
=

o‘T‘ TLS %)ﬂ_% —?—]‘8‘“

2Ao 2o @ A2 o5 AQslel
= 7HE

ca-bundle.crt 7] 7} 235 o] of I}, g

openshift-logging = £ 4] E o]] A] =8l o] glojo} g},

A Apah: vl ek 222 wuel ¥ URL 2ol 91 top A TAME A g o

ol 4 secret 7] ¢} 3l F name

A A o] Zajel o of

ol 29
< A=,

£ A4 P

shol Zehel & Abgatel ALF 21 £3

A gy

3 (application, infrastructure, ==+ audit)2
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11

o] ylojZgolog 25 AGI

,.
2
>
o
1o
o
i\
L
all
ftlo
)
o2
L
L
fu)

12

A A BAD. 270 F748 skt ol ge] dlo] 2t

HAAG: AAAE 439 e 9% 27 PAo] 212 ALAES ole 22 7

gy

[ ]
inputRefs+= pipeline: application, infrastructure === audits A}-8-3lq A&
F 22 FIYUh
[ ]
outputRefs= A1 88 =8 9] o] &Yt}
[ ]

M Ak EAD. 270) 74 sht ol el dol2guith

A Abgh B 82 o] ¢ Kafka 272 Adselw ohg ol 9 o] Katka 227 wjd
2 A th,

#...
spec:
outputs:
- hame: app-logs
type: kafka
secret:
name: kafka-secret-dev

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6
#...
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brokers 715 AF-&-3l s} o] Fo] Be7 wld S A F U
topic 71 & A3t 21 & FA 8= did FA & AR P

o2 ¥4 2 43 35}o] ClusterLogForwarder CRS & g3}

I $ oc apply -f <filename>.yaml
9.4.15. Amazon CloudView=z 21 Ag

AWS(Amazon Web Services)dlAX] 328 35l= RYUHA 9 21 2 & X Ad] 22l Amazon
CloudMonitorel]l 225 A2 4 AFUT 7| & 232 AF 40 F71stA di4 logsE
NetNamespace=z A& 4= 51U

CloudMonitorol] t1 3+ 271 A2 74312 CloudMonitore] =3 o] 9]+ ClusterLogForwarder
AHE-AL A o] 2] 42(CR)9F &S A8t dtol Z el & A sl oF ot

Az

aws_access_key id 2 aws_secret_access key = = AlL-35le] base64= 217G H

apiVersion: v1
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUtJQUIPUOZPRE50NOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

NaRe AFIG. A8 59 e gaUh
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I $ oc apply -f cw-secret.yaml

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
outputs:

- hame: cw ﬂ
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2

secret:
name: cw-secret Q
pipelines:
- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

W74 FHelA CR oL AXE XL ojof Fhth. 0 21 A9 7NN E BE
)]

# AA F& A CR ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A
G2 FaNA = RE Y EFHo|2E AT F AFU T

Au) 2= AR 9] o] 5 YUt AH| 2 AR L 21 AD A7} openshift-logging vl ¢ 2=
oo Ml £ H A &2 Aot vF 22 Gz 7H g
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o
i\
L
all
filo

A4 g

cloudwatch #3 2 A A gt}

Ad Atgh 235 aFsete S AR Yo

logType & 7} 21 {30l digd =22 25 S A4 FU

namespaceName & 7z} o] Z 2] Al o] A Y| Y 2vjo] 2o Y3 21 2FS YAF
UohQlzgt 2 A 238 98l Hxe 210 a5 A FY .

namespaceUUID:= 7} of Z 2] 7 o] A W] ¢) 23 o] 2= UUID] o & A) 27 2152
AR Axe} w2} 238 e W] 23 2% E A4 U

Ael A3 21 1F o] &0 2 7] & infrastructureName 3 FALS vl eld #2449

< AQ U

>
=
w
r o
ol
oX,
o
)

<l
%
it
>
l
)
Lo
o
uli
o
Y
o
o
i
v

Re|xLa: so] Zejl o] o] B2 A4 FuTh

vlo] el & Alg-3la] A2d 21 {3 (application, infrastructure, =+ audit)2-

A4 gk,
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12

o] o]z ERlo g 25 HGT o AL

]
M
JH

olF< AZ I

CRoH¥AEZ AP
I $ oc create -f <file-name>.yaml
o] : Amazon Cloud Watchol 4] ClusterLogForwarder A}-¢-

o] 719 ClusterLogForwarder A&z} A 9] 2] 42 (CR)<] o] 2} Amazon CloudMonitor= =32 5
Za do]g 7t A

e

myclusterz}= OpenShlft Container Platform 28 2H & A3 353 Aot 7P g o3 93
2 1}Eo] aws BEH S FAFE d A28 Z 8 2H 9 infrastructureName 2 vt&-g o},

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

o] oAl Uit 21 dlo]HE A A3t app | 2h= vl Y 2 H] o] 2| 4] busybox PodE 43 g4
t}. busybox Pod+ 3xvlr} stdoutol] WA %] & &1}

$ oc run busybox --image=busybox -- sh -c 'while true; do echo "My life is my message";
sleep 3; done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox Pod7} 243 == q§ vl 2 o] 29 UUIDE =3 F dFY .

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder A8} A 2] 2] 42 (CR)9l 4] infrastructure, audit, application =1 3 &
all-logs slo] Zelo] et g o2 T h £ o] Ho] e}l & cw %2 A4 3} us-east-2
2] A 9] CloudMonitor Q128 A= 23 E A,
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-cw

CloudMonitore] z} 2] A o= Al| 7HA] 4=

)
lo
to
(z
2
[t
)

<
]
fu}
2
X0
ir)2
L
u)

2338

ClusterLogForwarding CR2] groupBy: logType 2 A}-835}+= 73-%- inputRefs 2] A 714 =21 #3
£ Amazon Cloudwatchdl] 3719 21 282 A}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"”

"mycluster-7977k.infrastructure”

zt 23 afFole 21 2EHo| x5 0] dFTh
I $ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application |
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jq -logStreams][].logStreamName
"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams][].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log™

$ aws --output json logs describe-log-streams --log-group-name mycluster-
7977k.infrastructure | jq .logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
69f9fd9b58-zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989c905bf5ac5ca211b7cbb5c3d7b.log"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
797774f7¢c5-1ftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.10g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
79777417¢c5-Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252dad4a6472c9fff48623baee761911a9ef.log"

7} 2 2EQA| & 2 o]l EV} £3H5 o] <5t busybox PodollA] 21 o]l EE w A

application 21 2 FA 22 2EH S AFAFUH.

252

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal195ad76.log

{

"events'": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6ad4facf09cal95ad76\"}
,\"kubernetes\":
{\"container_name\":\"busybox\",\"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"co
ntainer_image\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/
busybox@sha256:0f354ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524c8b60\
"\"pod_id\":\"870be234-90a3-4258-b73f-4f4d6e2777c7\" \"host\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e
1e1a-b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\",\"name\":\"fluentd\",\"received_at\":\""2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-
write\",\"viaq_msg_id\":\"NWRjZmUyMWQtZjgzNCOOMjI4LTk3MjMt{NTk3NmY3ZjU4NDk1\",\"log
_type\":\"application\",\"time\":\"2021-08-20T01:25:04+00:00\"}",
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"ingestionTime": 1629422744016
2

ol: 1 a5 o]l HFAAHE A A A

211 1§ ol = 71+ infrastructureName 3 A1 mycluster-7977kE demo-group-
prefixe} 748 Q1 o] o] FAE 2 viE = JFUH o] A& S35 ¥ ClusterLogForwarding CRoJ 4]
groupPrefix 2 =& ¢dlo]Eg ).

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix k-2 7] 2 infrastructureName 3§ FA1S di A g o}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure"

o:ofZg Al A v Lol o] F FHol 22 a7 o5 AR

o
rr

S 289 7t A E Al vl P L o] 2o diaf A E Al P EFol L o] 55 7|We =
21 15FS CloudWatcholl A A& 4 A5

].

ol Z2|Alo] A Yl P2 o] 2= 2 B A EZ AA| 3L o] Fo] 22 Al 52 A4 5 CloudMonitor=
olAz FAF 21 AF L AL AHEFYL

Mz 5 ol g0l Yk A%A | SHA oA U Ao = o uAES T she 4 o sl Aol
MR g2 3L ASPUT B A% 20 252 A2 PRk S A9t S ") Se)A o]

A vlgdEsol2 UUIDA tid 2 a5 A" A4S FxsAA L.

of FE] Aol A vl Y 2F o] 9] o] & 7IHtO 2 o] F o] Ql o F&] Aol 21 21 FS A5t H
ClusterLogForwarder CRol| 4] groupBy Z = 9] 712 namespaceName2 2 A4 g},

cloudwatch:
groupBy: namespaceName
region: us-east-2
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groupByS namespaceName o 2 A A 3tH o Z2]Alo]d 21 1509k ¥ &S v|FHY) audit 2
infrastructure 21 1 F o= 9FS XA gy

Amazon Cloudwatcholl A z} 21 15 o] 5 €l vld &Hlo] 2 o] Fo] ZAIFE YUY, &Y ol =] Al o]
A dld2F o] 22l "app"o] RoEB = T3 &7 oA =mycluster-7977k.application 4l Al
mycluster-7977k.app =1 15 °] IA g4}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

SEEPEZECERERFESERREREE BESE L SR ERE S Rt DR B PN ]
U ol Ale] 22 20 EARY

groupBy Z == o ZE]Alo] A 22 2 FAT FFS VP Ut audit & infrastructure =1 15l

= 9% mAA g

of: o Z ] Al o] A Y|P 20| 2 UUID § 21 1§ o] & AA

2o Z} o FE A o] v Y 23 o] o) T3] o FE]A o] Y =3 o] 2~ UUIDE 71¥te 2 3}
= 21 3%2 CloudWatchdl 4] A& 4+ J&FUth.

132 A @ BAEE AASHA CloudMonitoroll A A 21

[0

AEel A A g 23l o] 2 B AES A
2§ AU

FAG 5L 7H A% S A WP Lo 2 AAE N E T2 A0 FFE A4S ol
ool A st A WAL AFS Al . EE o] e] "o Ea Aol H ul gl 2 o] = o] ol U E 2
2% olE Q" AR S FrAl L.

g = A o] A v Y 2= o] UUID Fo =21 179 o] 52 XA 512 ClusterLogForwarder CRol|
A] groupBy = = ¢] 712 namespaceUUID= A4 3t}

cloudwatch:
groupBy: namespaceUUID
region: us-east-2
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Amazon Cloudwatchol| 4] z} 21 18 o] & 2o U 25 o]2 UUID7 AUt T o =g A
o] A Y] YJ 2H o] 22l "app"o] Ao v 0} &A= mycluster-7977k.application Al Al =&
mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf =1 17 o] XA g}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b915-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"”

"mycluster-7977k.infrastructure"

groupBy Z == o Z Aol A 21 a2 F 7 JFS v F Y} audit 2 infrastructure 21 159

= 9 mAA g

9.4.15.1. 7] AWS & &3 A3} AWSIdentityProvider2] A =31 A A

AWS) t 3t 7] & 9 o] 9= 79 oc create secret --from-literal = = & A}83}o] STS= AWS9)
AFRE BT F dFUL

CLIo A T3-S & ate] AWS] Al =82 A ).

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Bl 49

apiVersion: v1
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

9.4.16. STS @4 3d ZF82HoA Amazon STS=Z 21 A
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AWS STS(Security Token Service)7l &4 3ld 8 2H 9 ¢ CCO(Cloud Credential Operator)
g ccoctl S ALg-5te] AWS AH| 2 AL 502 YAAL AF5 AR 23S A 5 I
qw

A 27 A

[ ]
Red Hat OpenShiftol] t g £ 7: 5.5 o] 4

ol7] 'l &3l & A}-8-3}o] CredentialsRequest A}-8-2} A 9] 2] 42 YAMLE A4 ).

ECDHE 213 415 84 93

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_name>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

ccoctl H & 2 A}-£3}o] CredentialsRequest CR2 A}-&35te] AWS] tj3t &2 AAT
U t}. CredentialsRequest ¢ H A E £ x}1-2-3}A o] ccoctl 332 ] Z ¥ OIDC ID ZF A4 A
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/authentication_and_authorization/#about-the-cloud-credential-operator

27 213 44 3 NetNamespace 2] 2o t & 22 3L 5 A
AL Ag5to] 1AM 22 AP o] BEL /<
path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_name>-
credentials.yaml o] YAML 4 #td = A3 t. o] A]28 7= AWS IAM ID 3329
AF Sl AH&-= = role_arn 7]/3to] 35 o] JFUth.

e

A Rofate AR

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=

<path_to_directory_with_list_of credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-

oidc.s3.<aws_region>.amazonaws.com ﬂ

<name>2 SEH-¢-E 2| &2d] 8l 235= ] AHE-H = ol FolH STS S2&2H A F

o AH&H = ol B3 LAl ok Ttk

Ada Bet

tilo

F¢3h.
I $ oc apply -f output/manifests/openshift-logging-<your_role_names-credentials.yaml
ClusterLogForwarder A&7} A ] 8] 222 WA AL AY Y}

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> 0

namespace: <log_forwarder_namespace> 9
spec:

serviceAccountName: clf-collector 6

outputs:

- hame: cw ﬂ
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2

secret:
name: <your_secret_name> Q
pipelines:
- hame: to-cloudwatch @
inputRefs: m
- infrastructure
- audit
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- application
outputRefs:

-ow (B
(1)

@714 7HAA CR o5& A28 = ofof k. 5 22 424 FAAAE RE
g A8 F AxUTh

G A A F@oA CR Y| Y23 o] 2+ openshift-logging °lojoF . b5 =21 A
g9z} TN E B E Y A2 o] A2 ALL S 4 IdS5Uth

clf-collector A ¥] = AP & XA Aot v = A2 21 A2=7} openshift-
logging vl ¢} 25 o] 20 w] £ H A ¢ A f-elv b5 22 Az 7o e

g o] AR Pk

o

cloudwatch 43 & A A g}

Al bk 228 2Fshehs W2 A% gt

logType & 7zt 21 3o g =22 2F S AT

namespaceName2 7t o ZE]Al o] vl Y o] 2o @ 20 253 AT
Uk zet 2 At 2= 4FS BA 4o logType 2= 53ttt

namespaceUUID:= 7+ sf E2] Al o] A vl Y 25 o] 2 UUID di & Al =21 25S
AU d=zgt R A 2aE 3 0 20 aF = AAAEUH-
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Ael A3 2 17 o] &0 2 7] & infrastructureName 3 FALS vl eld 249
S AR

AWS 21 dS A gy

>
=
w
rO
ol
oX,
tz
)

<l
i
it
>
I
)
1o
o
all
o
N
o
29
i
v

A AL} sho] 2}l o] o] & XA Y}

vlo] el & Alg-5la] A2d 21 73 (application, infrastructure, =+ audit)2-
AU

o) ol Zeflow 218 AL wl AT 22 0|52 AP

AWS STS API Reference

9.5. 27 371 +74

Red Hat OpenShifte] 272 Sl 2EA Z¢Y 2 Q= Aol 22E 73313 Kubernetes Pod
2 = 24 E W eld o] €] 2 dlo] & 7313 ). ClusterLogging AH8-#F & 9] & & 2(CR)9]
spec.collection ~29Izt 5 3] 27 37| dA AAH = 2 FHS 732 + s

9.5.1. 21 7] +A4

ClusterLogging A5 4 9] #]4:2(CR)E +g 5to] 2QoIM AHgstE 21 537 732 74
% dsrith
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3

Fluentd= 1 o|3 AH8-H A 2o 3§ |20l A|7E 473 4t} Red Hat2
A d| & gpo] ZALolZ ko] 7wl M3 vl 8 S AL AT AT o] 752
o ol A AF S A Ut Fluentd dj Al VectorS A8 = Q54

A 27 A

[ ]
de A Aol AFY
[ ]
OpenShift CLI(oc)7} A X 5 o] A5x4t}
[ ]
Red Hat OpenShift Logging Operator7} A x] =] o] 1t}
[ ]
ClusterLogging CRS A A 354t}
AR}

ClusterLogging CR 2 &4 At¥g 4 foh.

ClusterLogging CR <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}

tolerations: {}
#...
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2 W32 4335} ClusterLogging CRS &3t
I $ oc apply -f <filename>.yaml
9.5.2. LogFileMetricExporter 2] &2 A A

27 vl A 5.8 o]+ H]X-l 01]A1 = LogFileMetricExporter= 7|22 o 2 37|} 3] ¢ o] v £ 5]
2] ¥zt Ag oy 3ta] A E 204 W EZYS WA A LogFileMetricExporter CR(AL
&2 Ao gar)s —’F%"i A 733l oF .

LogFileMetricExporter CRS A A 51#] &¥ow OpenShift Container Platform ] &<& djA] R =9
Produced Logs ¢] No datapoints found # A x| 7} A2 5= A&}

A 27 A

7 Aol AFU .
Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

OpenShift CLI(oc)7} 2 X 5] o] 91Ut}

LogFileMetricExporter CRS YAML 3¢ 2 A4 3t}

LogFileMetricExporter CR <

apiVersion: logging.openshift.io/vialpha1
kind: LogFileMetricExporter
metadata:
name: instance
namespace: openshift-logging
spec:
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nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] 6
#...

A&l X}k nodeSelector el 1= Pod7} ¢ 2k ==& Ao g},

2]

resources =&l 2= LogFileMetricExporter CRol| o & 2] 42 @ - A4S A ol g
Yt

©

o2 WS A3 sle] LogFileMetricExporter CR

filo
)
o
d
v
i)

I $ oc apply -f <filename>.yaml

oY
ol\

logfilesmetricexporter Pod= 7t ;=04 =3 7] PodS AH&-3lo] FA] o 23 gt}

o2 93 e 4335l 32 #235)o] LogFileMetricExporter CRE A A g J] J 25 o] 2
o] A logfilesmetricexporter Pod7} A8 5] 31 =X 13},

$ oc get pods -l app.kubernetes.io/component=logfilesmetricexporter -n openshift-
logging

2 o

o
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NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9gbjj 1/1  Running 0 2md6s
logfilesmetricexporter-cbc4v 1/1  Running 0 2md6s

9.5.3. 21 5= 7] CPU 2 | 2 ] A3 A

27 57715 CPU R Wue RS BT 238 & A5

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-& 2 A 9] €]4&2(CR)E AT d.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

doo uzt CPU R vimz] A 2 233 AU A E Frol 71283 A Y-

9.5.4. 918 £% 74

Red Hat OpenShift Logging Operator= 4 2 z} 48 41 Aol O]k A v 25 vl X3} S2o]Ad
EZ AAE £ F AES T o] AUzt 48 AR AP E FES =T Au| 2 o8
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o tee ue s AP,

t}5 2 A2z} ClusterLogForwarder CR vl £ 2] 73-¢- AH] 2 o] 2 <

ClusterLogForwarder CR_name>-<input_name > @2} 2 2 ¥ o] gJ& Ut} o : example-
http-receiver.

& A A] ClusterLogForwarder CR ul] 3£ 2] 7 ¢- o] &¢] instance ©] 3L openshift-logging dl
9l 2 o] 2 0] = A H] 2 o] &2 collector-<input_name> &) 2 2 o] AFH ). 9:
collector-http-receiver.

9.5.4.1. ZA1 21 & HTTP A8 = 41

9‘1

=% 597 74

ClusterLogForwarder A1-8-#} 4 ] 2] 42:(CR)llA] http & =212 o2 A ste] HTTP 44 &
TSI A 23S HTTP AN 2 A8 S 23 $3718 7482 5 A5y th °1 & 53l OpenShift
Container Platform S| 2§ Ul 2 ej oA 58 AL 20 35 22 AZLE S 7 As

U,

A 27 A

[}
Bl Ago] YHUTh

OpenShift CLI(oc)7+ A X 5 o] 9141t}

Red Hat OpenShift Logging Operator7} A x| =] o] 51t}

ClusterLogForwarder CRS A4 35U ).
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apiVersion: logging.openshift.io/vibeta1l
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service_account_name>
inputs:
- hame: http-receiver ﬂ
receiver:
type: http 9
http:
format: kube APIAudit 6

port: 8443 ﬂ
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver
#...

o
)
4
r

Aol o] 52 A4 k.

9 #7253 http = AZFU

A= http 42 2219 o] kube-apiserver ¢ = 2w R A g}

Qe A3 48 $47471 52 U718 FEE 44§t 1024 ~65535 Alo] 9] 7k
olojof gLt} o] zkol AP HA ke A5 71 E5e 8443 YUtk

A48 SAAko] U@ sho] kel & 74 G .

Al AA] vl £ E A8-31= 79 ClusterLogForwarder CR2] <
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- hame: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit 6

port: 8443 ﬂ
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...

o
)
4
r

Aol o] 52 A4 k.

A7 32 hitp =2 Ao

o
)
4

A= http 42 2219 o] kube-apiserver ¢ = 2w R A g}

Ael Abg: 918 $AA7} 52 U7 she EES A4 §u Th 1024 ~65535 Ako] o] 3k
olojo} Fith. o] zkol AR EA ke A$ 7113k 8443 Yt

0

A Sl g ol Zahel e 7T

o2 5 &S A3 3lo ClusterLogForwarder CRol| 17 A3} A 83t}
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I $ oc apply -f <filenames.yaml

API Z1A} B H 2

9.5.5. Fluentd 22 A 2= ¢J3 25 A4

Fluentd:= o o]’3 AH8-5#] € om &5 P2 2oM A A€ 74 44t Red Hat>
A d| & gfo] ZAfolZ <t o] 7wl M vl 53 S A2 AFHAT o] 752
o ol M AFE A Yt Fluentd djdl VectorS AH8- 2 o= Sls 4yt

270l Fluentd =71 Ag4] Y% £33 ol AHS & 5 90 ol ¢ Fluentd vl 571 £
Utk ol el ¢ w7l 85§ AL§ 5ol the Fluentd 522 M4 & 4 215U th

[ ]

cEEE EREET
[ ]

cEESRE=
[ ]

Fluentd= F=Ze}= & blobolA] 21 dolHE A It} Fluentd7} =32 AT v A3 £
glo]RJo| J= RS R 7ol FArt dolH=E APF U F =271 715 24A Fluentd= F 25 #=
o]sdUT o471 A= EHAIH 7] Aol B A gl 7153 Yt Fluentd= Y EQ 2 FA4] =
= U39 §3F EA9 22 A8 7HA] o] FE HAE FHAEA X F IdFUY. FAE SHAE F

= 75 Fluentd= +A4 2 g & E2A & tA A1 =8U G

71¥.2 o 2 OpenShift Container Platformo]| 4] Fluentd= /5= @ ¢ = vhH & X185l Z A& o}
Al A=Yt 4714 Fluentde Z2A] AIX = 744 9] 7] A 7HES FulE S8, tido digdt 94 8
AL Fol=dl =R Ut A W e xE H|@Astsla didl £/ AA = Y S A3t AR H
YRS R HAA FHYANE AANE & F+ dFsU .

267



OpenShift Container Platform 4.12 2 7

olg g v/ T 7] AZH A2 F e #F S AP s ul =80] 2 F dFUH

A2 %ol vls) FluentdS AR salelwl o2l @ AW FE ALgslel B 2 W9l 2 78 7
A}, BN E ADSaL, AN E AL H A AR ste] MEAZ AR £2 2D 5 A4
o7t 245 w9 A2 o Be Frrel aghth

R

@e o7l A2 AAsal7] el MANFE A8t dolE S Ful we) At
FAS AR, FovNE A B VEL TN L ANEES A AF AT 5 A

ClusterLogging AH84 A 9] 2l 22(CR)oI A the wi/H A5 Abgato] 321 90 FelA] S22 74
& % 914U th 229 Fluentdol A A8 & 5 =% vi/i W47} Fluentd 74 9ol AH5.0.2 F7bgY]

ol g vl M4 g2 24Ut

[ ]
2o ARgAbeE Aol glaUt 712 A2 T2 At A S AFslok
Fuo.
[ ]
Fluentd 773 2 3ol th 3 AAIZE X4 o] Sl 1w AR A AR & T
Yok
[ ]

oX
ofr
S
ol
>
oo
o
i
2
t
oy
lo
N
ofr
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Jg2 A gk

3 9.10. 27 Fluentd ++A4 v 7§ e
ujl 7 H 5= A 71

chunkLimitSize Zt A=) Ao =7 YT 8m
Fluentd= o] 271 =&3lH H =
o tlely 2271 & FA gtk 29
2 Fluentde 2= F2 24
A HALE Y
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totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

A

X BEER EEERRRE P

A 214Uk ¥ =277} o] gk

< %3734 FluentdE H A2 9]
o8 F71E FA 8L 7o &
A AU H A gle BE
olH = &Ag Y-

A ZA AQY TR s(x),
m(E), h(A7h) ==d(d)E A4
a‘]— &= O]A]/]q.

AN E

A FANE A 2H =
AUk 2= 5 =ed 8
Al Fo] FRE v E

A zkel AR

S el she

lazy:timekey v 7] i 5=
E7INe B A5 &
A &Yt} timekey v 7
%fl\‘—t‘ /‘\zqsl-_r H}\]:I]’]
=3

interval: flushinterval
S ke 2 A

A5 YA FY -

immediate: g o] 7} 3

o) F7tE AT HAE
YA Y

PN
T

=2 7]

F7H S B W B2 A

throw_exception: = =2
of TAE o 9] & YA
Ayt

block: 2 =] w3 &A 7}
sl AE w712 ¢ o] e
g TAIYrh

e drop_oldest_chunk:

M2 EeE=HAE F
gtstr] flsl 7 e g =
A S R A
HHIA=ANZEHIAR
o 7HA 7 sy

exponential_backoff z] A =
Hel Hf A (E) YTk

1s

N
N

e
Jhu

300s

. rasg g dg
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o 7 W 5 g 72

retryType Z A A A A = B exponential_backoff

e exponential_backoff:
ZeA A A= Abe] o] A
7+ =9 Yth Fluentd=
retry_max_interval j
MG =g d w71

= AA Z=7HA] o 7] &
= AE TR =9 Y

o}.

e periodic: retryWait wj
MNAFE 7IREe &2 F7]
How ZHAIE AN E

gy,

retryTimeOut 2= A 7] Aol A= 60m
Ho) A7 A G o

retryWait g2 A3 YA A A ZHER)Y 1s
Yt}

Fluentd 8 = 4=7 7]l Al g A g W -§-2 Fluentd 4] 9] v] 3 Ze2] 2208 FE4HA L.

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E AT

I $ oc edit ClusterLogging instance

g wAEFE SR AY S I

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:

chunkLimitSize: 8m @)
flushinterval: 5s g
flushMode: interval e
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9%, 21 57 o

NE,
M
ue

flushThreadCount: 3 ﬂ
overflowAction: throw_exception 9
retryMaxInterval: "300s™

retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m @)

SYAIE S8l Foll F7HH7] Aol 2k F=29] Aol 2718 AFFUH-

B2 S9N AL AR P

lazy, interval == immediate 5 J 3 S2jAE 3L WY S AZFU

B3 A A 2= 5 A FY

throw_exception, block &=+ drop_oldest_chunk 5 771 715 &2 w2 F3 5%
< AARAIUG.

exponential_backoff 3= =& A v o] Ho 7-4(2)S XA

L

Y.

A3 Z8A] A3 Al AA] = 73S exponential_backoff ==+ periodico. = X3 g
Yt

s 32 94 A AIHER)S AZ U
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cEREPELEVERE LIS

Fluentd Pod7} A v 25 Q=X &2}

I $ oc get pods -| component=collector -n openshift-logging
A gro] fluentd 74 ol A=A &2A 3.

I $ oc extract configmap/collector-config --confirm

d]: fluentd.conf

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread_count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT'] || '32'}"
total_limit_size "#{ENV['TOTAL_LIMIT_SIZE_PER_BUFFER’] || '8589934592'}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

9.6. FHUE| X oWl E +3 9l A7

OpenShift Container Platform o] ¥l & 2}-9-H = Kubernetes o|WIEE ZHA|5l2 2] & 53 3 &
98l 212 7158 PoddUtt. oI E 9B 2 5o 2 vl s oF gt

oM E 9 HE= BE ZE2AE A o|WIEE 33t STDOUT Ut 18 b5 3 7]= ol ¥
3t oWl E Z ClusterLogForwarder CR(A}-&-2} A o] g &2)d Aold AA4A=Z A
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o]l E 2}9-H = Fluentdol] 371 R =& F71813L A2 F J&= & 22 WAA F
o &< v & & AFYh

9.6.1. o] M E 2}-$E v ¥ @ A

S GAIE AHE o] oW E 29 HE Z32Hd vl ¢t 4 o]Wl E 21-$-E] £ openshift-
logging 24| £ vl £3to] 2] 2E AA A o|MEES 573 oF Fh

NS
G Py oldl E 2}-9-¢ o]u] %] = Red Hat OpenShift Logging Operatore] & 17} ol &
%%g% w2 ez =slo gy

OS5 HES QHAE= oWl E g-9-Ho Q3 Au| 2 A, Sej2y 938 9 Sy 43 veld
S ARG A 5312 £33 o]HlE g-9-H PodE +A3a vl 2t A E2 & WA &I AHS
SIAY RAERS AYsto v e HAE CPUE R 8 FS HAT F+ dFUY

A 27 A

[ ]
AU = AR S AP S8 2H AT ud P S Aol EsE A3 3ol g
d & =9 cluster-admin & &o] Y= A1&A= T2 HZ81 S AP

Red Hat OpenShift Logging Operator7} A x| ] o] ) oo} g},

A7)

=

olWlE ehoE g BES AT

apiVersion: template.openshift.io/v1
kind: Template
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
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tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: [
resources: ["events"]
verbs: ["get"”, "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment 6
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
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logging-infra: "eventrouter
provider: "openshift"
hame: eventrouter
spec:
serviceAccount: eventrouter
containers:
- hame: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:
requests:
cpu: ${CPU}
memory: ${MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"
- name: CPU a
displayName: CPU
value: "100m"
- name: MEMORY €@
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" g

openshift-logging Z 2 A E | x| oWl E }9-E§ A v 2 A S AT

2]

Z e 2¥ 9 o|MEE RUEH T ClusterRoleS A3t}

©
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276

ClusterRole2 48] 2= A4 o] u}91g 3}+= ClusterRoleBinding2 A A 34 .

L4

openshift-logging Z= A Ed|x] 74 WS A A 3te] & Q 3 config.json UL A
A

©

openshift-logging == =0 A u £ & A3t o= 2-9F PodS A4 7
A3,

6]

v0.4 o} 22 Bz AEEE o|u A E ARG

o|Wl E Z}-9-¢] Podol] @33

B>

CPU %< X3 g th. 7125ke 100ms)u th.

[¢]

| E 29§ Podel &3 3

B>
i)

28 FE AFFUD. 71232 128Mii v o

2 B A EE AX 3 openshift-logging Z 24 €= =3 g}

EREES A

ol

e WE e ALg el AEY

tilo

2
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
dg 59 03 2Hynh

I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

2 o

o



serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

openshift-logging ZZ A E o] oWl E 2}3-E 71 A X H QA=A A g

Al oWl E 2}-9-F Pod H.7]:

$ oc get pods --selector component=eventrouter -o name -n openshift-logging

2 o

o

I pod/cluster-logging-eventrouter-d649f97c8-qvv8r

oM E BLEo X FR G o ME 1|
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

o=

e

W 0w 2ay.

$ oc logs cluster-logging-eventrouter-d649f97c8-qvv8r -n openshift-logging

2 o

o

{"verb":"ADDED","event":{"metadata":{"'name":"openshift-service-catalog-
controller-manager-remover.1632d931e88fcd8f","namespace:"openshift-service-
catalog-removed","selfLink":"/api/vi/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
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278

Kibana& A& 4

420db4ae62c0","resourceVersion:"21399","creationTimestamp":""2020-09-
08T15:40:26Z2"},"involvedObject":{"kind":"Job","namespace":"openshift-service-
catalog-removed”,"name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Co
mpleted","message":"Job completed","source”:{"component":"job-
controller"},"firstTimestamp':"2020-09-08T15:40:262","lastTimestamp':"2020-09-
08T15:40:26Z2","count":1,"type":"Normal'"}}

Elasticsearch ¢13Z g} Q1 el A5 A}83l= Qlul A FE1 L A Slo] oI EE REER
<
A=)

i o
&



10%. =21 253 A
10%. 21 2Ed X
101. 22 28X AR

232 A A3s7] 98 Sl 2H oA Wi Loki == Elasticsearch =1 A Z A& A3 AY
ClusterLogForwarder A1-22} & o] 2] 42 2(CR) & Al&3lo] 215 9B AA4LZ AGd = A&FU].

10.1.1. 22 2EgA §3

Loki= 3o =2 3% 7153 27184 dF HVE 21 JA A 2Ho s 2728 93 21 A ZF4AZ
Elasticsearch¢] tj¢te 2 A ZF Ut}

Elasticsearch= 0] o= 22 dIZ =5 3 T €435 AdAAF Y. Loki= =8 T 2 714
AFE FolEgt sy 218 AR T o B9 & B4 S PP S Loki= 22E ¢
m=A =838 4 JdFUd.

10.1.1.1. Elasticsearch 21 A &A A AR

2 7) Elasticsearch Q1281 A= ok 72 Zol ty] ~EF R Lo 2 HAZ 2 g 2EHYS UL =1
£ 2717 FASH A HolHE BA ZERA] A AR o] F3dh= Aol FHUTh

Elasticsearch:= Fluentd¢] 21 dHlo]H = Hlo|g A ZA 4 T o/dA2 A3 L 7zt a2~ =
shardsz} 3l 5= 27t 2] 7l 2 9] AlEstgd o 18| 3L o] 2715 Elasticsearch 22 2~F 9|
Elasticsearch == A Eo] &4 v X1 o}, F A Zolgt= o] 59 shard A} S A st ==
Elasticsearch2 74 & 4= 9J &4 t}. Elasticsearch= o] 9 A] Elasticsearch ‘== o] 2 u]] X] g t}.
ClusterLogging A1-8-#} A 9] 2] &2(CR)E Al-8-31d sharde] HA| W28 A A5t do|f THAAH
oo 3 38 eH S AT 5 Y5t ClusterLogging CRe] B & A A S A}g-5lo] e 2
T REVIHE ARY = AFHUY

g 2 'l £ o] 7] ¥ shard 4=+ Elasticsearch H| o] E == 429} ZH5Ut.

Red Hat OpenShift Logging Operator 2! —19]] ‘54t % = OpenShift Elasticsearch Operator:= 7}
Elasticsearch :==7} A 2EZ A EF°] = LR/ | EE AHE5to] Wi 25 =5 3yt o o
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2} ClusterLogging A& & A 9] 2] &2 (CR)E Al&3l4] Elasticsearch == 45 59 4 iUt &
EgA A7 AA89 18 AH3HL Elasticsearch 284 2 Fx3H4 A Q.

317184 Elasticsearch $t7 o= zt 2t A= & I 2E 9 Y+ H4 3719
Elasticsearch :==7} 2 g 3 ]}.

Elasticsearch 919 =] 8- RBAC(S & 7Iut A A| 2= A o) & AHE-3HA 7 At o & 21 Al
Z Ao]F F JFUTH FAYUAE RE 234 ANAT 5 Jon MERE TZAE ] 0|7k A
g+ AUt

Eal
Eal

10.1.2. 27 A2 A

LogQL =2 2] 0] & Al-8-5fe] Lokis A2 & 4 A& T

10.1.3. 71 g &2

[ ]
Loki 74 4 24

Loki 2 B A E ~ &g X F4

10.2. 21 2 €A AX

OpenShift CLI(oc) 5=+ OpenShift Container Platform ¢ &4 & A}-83}a] OpenShift Container
Platform S8 2Ho] =22 AZALAE W EZT = AHFYUT.

27 5.9 g 24 = ¢dd o] EHA OpenShift Elasticsearch Operator v A o] Z 35 o]
AR ek&Uth A A Logging 5.87 g7 & 2] 2~ 3H OpenShift Elasticsearch Operators
AH83tE A4S 27 5.89 EOL7HA] 2 A oA A4 &5 3 th. OpenShift Elasticsearch
Operatorg Al-§-3te] 7|2 2 2 &2 A& & 3= 4] Loki Operators AH8-3 =
Ut 27 gto] ZAto]|F B o g A4 g &2 Platform Agnostic Operators =

AxsA 9.



https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html
https://grafana.com/docs/loki/latest/logql/
https://grafana.com/docs/loki/latest/get-started/components/
https://loki-operator.dev/docs/object_storage.md/
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

10%. =21 253 A

10.2.1. Loki 22 A FZ A vl &

Loki OperatorE A}-&3}<] OpenShift Container Platform &2 2ol W& Loki 21 A ZA4E v
& 4 JFU . Loki Operators A X gt & HtS A 3te] Loki QHAE 22X & 74313
LokiStack CR(A}-8-# A 9] 8]4-2)S A3l oF g o).

10.2.1.1. Loki v} = =27] %A

Loki®] 7] =4 & 1x.<size> F2] & WFHTH 7] A4 Ix g2 JEA X 0] < size >= A5 7]
& AR YU

vl 7] sl £ 1x & WA S 5 glsy o

3 10.1. Loki =27] =4

1x.demo 1x.extra-small x.small Ix.medium
dglolg A% G &9k ARE- 100GB/ Y 500GB/day 2TB/day
%3 A2 (QPS) G E 9k AFE 200msol| A 1-25 25-50 QPS 25-75 QPS

QPS (200ms) (200ms)

EA 221 A= 2 2 2
ZCPUSHA =3 1471 ¢] vCPU 34 vCPU 54 vCPU
rulerg A}&-3t= g 167 ¢] vCPU 42 vCPU 7071 2] vCPU
AL Z=CPULH
ZHra oA = 31Gi 67Gi 139Gi
S g =4 /e 35Gi 83Gi 171Gi
S Evrag oA
Tz eA 40Gi 430Gi 430Gi 590Gi
rulerg A8-3h= 80Gi 750Gi 750Gi 910Gi
AS-F U=z e
=

10.2.1.2. OpenShift Container Platform ] &2 A}-8-3}o Loki Operator A %]

281



OpenShift Container Platform 4.12 2 7

OpenShift Container Platform 22 ~E ] 272 42353 4 3l& W 7} Operators A 3]sl of
gyt o] Z¢le ) <& 2] Operator Hubdl A =3 & 4= J5Utt.

OpenShift Container Platform Operatori= CR(AI-&-2} A 9] 2] 422)& A&l o Z2] A o)A 2 3
T 7 84E AT =2 759 74 2 432 CRUCIA AHE-A7T Al F 3y o Operator= 32
# A A E& Operator =] o] £3Hd =¥ Al & 7|wke 2 519] 5 AP o2 ¥t CRD(AH&-#
A 9] gl &2 A o])= CRS A o 5la Operator AL A7 AL & 4= Y= RE AL YA3
Operators 4 %513 CRD7} A4 5= CRS A A st+= dl AH8-EuY .

A 27 A

AP = BAE 74 (AWS S3, Google Cloud Storage, Azure, Swift, Minio,
OpenShift Data Foundation)dl] o} A ~3& 4= 9141 t}.

Bl Ago] YU

OpenShift Container Platform §§ & A4 28 = JdFU o

A=}t
1.
OpenShift Container Platform ¢ < &2 &} 3} o) X] Operator — OperatorHub = o]
T
2.
7199==2 F¥ 7 D=9 Loki Operators ¢ g g1 t}. A& 7}°5 ¢ Operator 559l 4]
Loki Operator & =¥ gt 1:} o MXE =3
8
Community Loki Operatori= Red Hatol| ] x| 93}#] et&1 ).
3.

¢ dl o] E 2|2 & stable &=+ stable-x.y = A= g}
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o
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10%. 21 27X

stable 22 4 =27 20 dig Gulo|ETt Al Fd T o] d L=
o g Juo|EE A& wo A A BATHAM 2L stable-x.y = ¥ 73] o}
AU 714 xy = AX g 24 D vloly A S UYL A& &9
stable-5.7 ¢4 Y }.

Loki Operator= = =3 Operator 15 4] ¢ 25 o] 2 openshift-operators-redhat ol »l 3=
sHojof st A3 mE g AAA U gLdolL 7t oln] e H o] glF . o] Ul =do] 27t
obd gl A4 o1 938l A4F Uk

o] U] ¢l 23| o] 29| 4| operator-recommended 22 2~E RUEH ALES A9}

o] §-412 Namespace £ H A E o] ] openshift.io/cluster-monitoring: "true" zp# & 43
3t Z 828 21U H o] openshift-operators-redhat U] 25| o] 2 & A3 P == 3l
A o] FA& A9 dof .

ANB2APA 52l Ago] A5z HAH 3¢ A9 S A'dolA] Al Operator B 1 & A}
5 = A dulolE Z2A 2T AP YT, ¢ Aol Manual 2 439 B¢ R i

Q
o
o JuolES S50 s ok gt

Operator — A X] & Operator = o] 53 t}.
openshift-logging Z 2 7} A&l g o] 9l =4 &2l .

FH] dolA InstallSucceeded 7} £3Hd 4 3191 H A ¢ HU @4 Gl 2E 7} A 5 =4
I .
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Fx

Operator= A X7} ¢+ 7] A A3 Fel & ZAE 4 5ot Operator A x| 7}
InstallSucceeded W A] %] ¢} 7] 2k 5 5] H Ho] X E A= 2Pt}

10.2.1.3. ! &8 AHE-519] Loki R B A E A& X 9] B3l AA

Loki R B A E 2~ € X & A5 RS AA 3 oF @ . OpenShift Container Platform )
ZES AESIA A ARS AT F AFY

A 27 A

[}
222 Aol A&

OpenShift Container Platform 9 <o A 2= 5= A5t}

Loki OperatorE 4 x| 3 &1 t}.

Azt
1.
OpensShift Container Platform §} & 9] #2]a A oA HARE - A A8 0 F o]F
duo.
2.
WA EFTe 2204 YAML o] A A= o).
3.

access_key_id 2 access_key_secret @ == Al-g31o] 215 AR WA v|F o] F,EH, A Y
& ARSI QHAE 2R A E o= A RS AT AWSE th3 o A9
A AH&EU o

Secret 9 H A E 9] ¢

apiVersion: v1

kind: Secret
metadata:
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name: logging-loki-s3
namespace: openshift-logging
stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wdalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

Loki S HAE »~Ea7]x]

10.2.1.4. §§ £&3 AH8-sho] LokiStack AH-8-#F 4 o] 4= A4

OpenShift Container Platform ¢ &2 A1-8-31] LokiStack CR(A-8-A A 9] 2]4&2)S AT
AU

A 8T A

[ ]
HE A Aol AU

OpenShift Container Platform 9 <& A 2 5= A5t

Loki OperatorE 4 x| 3 &4t}

Operator — 4 X &l Operator 3] o] X 2 o] ¥} R E A2 2 g o

Create new =§t}-¢ 5= A LokiStack & A€},

YANL 275 A6l 3 the & 9522 A83ke] LokiStack CRS 414§ .
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apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01'
secret:
name: logging-loki-s3 e
type: s3 ﬂ
storageClassName: <storage_class_name> 9
tenants:

mode: openshift-logging G

logging-loki 2= o] 22 AHg- gk

2]

Wl ¥ 2712 ATt 27 5.8 o] WA A Lokio] T2 A A A 20 A
= 37] 842 1x.extra- #159 ,1x. windows == 1x.medium ¢ t}.

Wl 2710 el £A 1x & WA 5 fah

23 2edAd ASHE A2AL AF T

H

A9 224 432 A4 FUch

YAl 2EA ] 2EA 22 o5 AU AR 52 Qe 25

2EZAE dYst= 2EF A FH2E A A FU . oc get storageclasses HH 2 AL
sto] S8 2Ho AHE 7 2B A FH2E UJET S JdHFUL.

== T
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LokiStacke 7|22 o2 g F HUE REoA AJPHA AT = HUd. 4 =
1 %3 (audit, infrastructure, application logs)ol tjall 3}1}¢] HIA E 7} Al &gt} o]

2 Bal A8 AL A R AR Fol Ule AA 2 Ao] & e 21 2EY A 5 9
#uth

4,
44 e 223

10.2.1.5. CLIZ A}-£3}<] Loki Operator A %]

OpenShift Container Platform 2 & 2 €] 272 A X33 743l W 5-7} OperatorE A x| 3] o}
gt} o] 2¢)-2 OpenShift Container Platform CLIo| A =3J 3 4= )&t}

OpenShift Container Platform Operatori= CR(A}-& 4} A 2] 2] A 2)2 AL-&35lo o] Z2]Alo] A L 5
T 7 84S AU =2 5] 74 2 AF 2 CRUIAA AHSA7E Al 5 Y o Operator= 32
w AAZ< Operator =] o] 3 =i AH & 7|wte = 819 5 ZY oz Hagy . CRD(AHEA
Ao glax A ol)= CRE A 9] 3al Operator AL&-A17F AHE-& & = RE FAS YEgdU .

Operators 4 X513 CRD7} A4 5= CRS A A st dl AH8-Hu .

A 27 A

7 Aol AFU .
OpenShift CLI(oc)ES A X3 .

ALE = LUAE AL AT 5 A HFUT. o & Eo] AWS S3, Google Cloud
Storage, Azure, Swift, Minio == OpenShift Data Foundation¢] 1 t}.

Az

Subscription 2 B A € & A A 3]

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator
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namespace: openshift-operators-redhat ﬂ
spec:

channel: stable 9

name: loki-operator

source: redhat-operators 6
sourceNamespace: openshift-marketplace

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

2]

stable == stable -5.<y&gt; = 3= A A F}.

©

redhat-operators= %] A g1 t}. OpenShift Container Platform 22 2 g 7} A 3t€
HELI(AA] #71 F82H)ol Ax= 79 OLM(Operator Lifecycle Manager)2-
d3h w A9 CatalogSource 2 H A E 9] o] 52 XA}
Subscription S VA EZ A 23]t}
I $ oc apply -f <filename>.yaml

10.2.1.6. CLIZ A} 2 3}<] Loki S B A E ~ &7 X9 ROl AA

Loki @ MAE ~Ee)xg 743t 1ok A3k Fith OpenShift CL(0c)E AHg-3te] o] 2
2 598 5 duych

A 27 A

[}

a2 Agko] YAy
[}

Loki OperatorE 4 x| 3 &4 t}.
[}

OpenShift CLI(oc)E A X ¥4
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e WE e Agste] AFA L 7] o] XhE tidE ol B AH T

$ oc create secret generic -n openshift-logging <your_secret_names \
--from-file=tls.key=<your_key file>

--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

Fx

ol A= 98l dut = 2FET RS ARSI Al Q.

==
As

T E e Aalsto] mete] AR HAYER ST,

I $ oc get secrets

Loki ¢ B A E ~E2]x]

10.2.1.7. CLIZ A}-8-3}] LokiStack A}-82 A €] 2|42 AA

OpenShift CLI(oc)E A1-8-351<] LokiStack CR(A}-&-A A 9] gl4&2)S AT 5 Jds5U.

A 27 A

[}

A4 Agol Yxuih
[}

Loki OperatorE 4 x| 3 &4 t}.
[}

OpenShift CLI(oc)ES A X3 .
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A%
LokiStack CR< A A4 g o}

LokiStack CR<] o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small ﬂ
storage:
schemas:
- version: v12
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3 9
type: s3 G
storageClassName: <storage _class_name> ﬂ
tenants:

mode: openshift-logging 9

¥ 2712 AQ U 27 5.8 o4 1A A] Lokie] =2 o~

T

= A7) 4L 1x.extra- #159 ,1x. windows == 1x.medium ¢} U t}.

W Z27]0] sl 4 1x 2 WA 5 g

23 QA AzE 9 ol 5e AA T
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)

ol\

10%. =21 253 A
2 AFZ A2 ANAZE I L AA T
AN 2EA ] 2E A FeU2 ol ES AT A H5L QM S

2EZAE dFste 258 A FYP2E AP FU. oc get storageclasses FH 2 A&
ste] ZE2Hol AME 758 2B R FHY2E a5 S

LokiStacke 7|2 Ao 2 0% HYE ReoA AdHm 388 & gsUch 2 =

3 ( audit, infrastructure, application logs)ol| tj &l 3}1}2] €A E 7} Al 2g Ut} o]
5 53l NE AHE A 2 AR A 27l gk A2 Ao]E T2 21 2EYH AT 5 Q)
4t

o2 942 43 35}o LokiStack CRS & &3 .
I $ oc apply -f <filename>.yaml
A3 slal 8L AF3lo openshift-logging Z 2 4 E o] PodS 1} slo] A

I $ oc get pods -n openshift-logging

0 223 §ASA 27 74 240 tg o2 Pod7 XA HER seld o

%9 o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mnli82 11 Running 0 14m
collector-6¢cglq 2/2 Running 0 45s
collector-8r664 2/2 Running 0 45s
collector-8z7px 2/2 Running 0 45s
collector-pdxI9 2/2 Running 0 45s
collector-tc9dx 2/2 Running 0 45s
collector-xkd76 2/2 Running 0 45s
logging-loki-compactor-0 11 Running 0 8ma2s

logging-loki-distributor-b85b7d9fd-25j9g 11  Running 0 8ma2s
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logging-loki-distributor-b85b7d9fd-xwjs6 11 Running 0 8m2s
logging-loki-gateway-7bb86fd855-hjhi4 2/2 Running 0 8ma2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2 Running 0 8ma2s

logging-loki-index-gateway-0 11  Running 0 8ma2s
logging-loki-index-gateway-1 11 Running 0 7m29s
logging-loki-ingester-0 11 Running 0 8ma2s
logging-loki-ingester-1 11  Running 0 6md46s
logging-loki-querier-f5cf9cb87-9fdjd 11 Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 11 Running 0 8m2s

logging-loki-query-frontend-58c579fcb7-lfvbc 1/1 Running 0 8m2s
logging-loki-query-frontend-58¢c579fcb7-tjf9k 1/1 Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 11 Running 0 46s

10.2.2. Loki S B A E A~ &g X

Loki Operatori= AWS S3 2 Minio 2 OpenShift Data Foundation 7} 722 7]€} S3 33 o B A E
A A4S A AU Azure,GCS 2 Swift = X 4g ).

Loki 2~2E 2] X o] ¥ = += nomenclature:= logging-loki- <your_storage providers ¢/ 1]t}.

v
o
kK

= 7zt 2E2 A FaAl 3 LokiStack CR(AHS-AF A 9] gla2) U9 /8 3 HosUt
A @ W82 2B A FEAS] AAS FEHA L.

AWS s3
Azure azure
Google Cloud gcs
Minio s3
OpenShift Data Foundation s3
Swift swift

10.2.2.1. AWS 2 E 2] %]

292


https://aws.amazon.com/
https://min.io/
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://azure.microsoft.com
https://cloud.google.com/
https://docs.openstack.org/swift/latest/

10%. 22 28 A

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)E A X 4o
[}
AWSe] 1171 2 B4 P&t
[}
AWS IAM A 2 2 |JAM AF2-212 A A5 o
A3
[}
o B & A3 sl o] F logging-loki-aws & A8l e BAE 2EA A AN A
AU

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<aws_bucket_endpoint>"\
--from-literal=zaccess_key id="<aws_access_key id>"\
--from-literal=zaccess_key secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.2.2. Azure =& 2] #]

A 8T A

[ ]
Loki OperatorE 4 x| 3 &4 o}
[ ]
OpenShift CLI(oc)E A X ¥4
[ ]
Azureo] 7 & AR ALY
A%}
[ ]
3 W d 2 433l name logging-loki-azure & Al-8-3lo] R HAE A€ X A| A S
BRI
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blobs-introduction
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$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\

--from-literal=environment="<azure_environment>" \ ﬂ
--from-literal=zaccount_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

A A== 37 788 AzureGlobal,AzureChinaCloud,AzureGermanCloud =+
AzureUSGovernment ¢j 4},

10.2.2.3. Google Cloud Platform =& 2] %]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)ES A X3 .
[}
GCP(Google Cloud Platform)d] == 24 E = A A LUt}
[}
FUd ZRAE BZl S AAAFUS
[}
GCP 1%< 913l U A A= A4S A&
A3
1.
GCPo A A1 A B 2 Al A Q15 A HE key.json o|2t= 2 o] HAU T
2.
the 32 A3kl o] & logging-loki-ges & A&-3te] @A E ~EeA) AR A
.

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"
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https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/storage/docs/creating-buckets
https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account

10%. 22 28 A

10.2.2.4. Minio 2~ %2 %]

A 27 A

[ ]
Loki OperatorE 4 x| 3 &4 o}
[ ]
OpenShift CLI(oc)E A X .
[ ]
Minio 7} Z2] =8 vl £ o] FU}.
[ ]
Miniool ¥ 71 A4 A& ot
Azt
[ ]

o2 9 #H S A3 3sle] name logging-loki-minio & A183le] S HAE ~EA A|TAL

A4

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=zendpoint="<minio_bucket_endpoint>"\
--from-literalzaccess_key_id="<minio_access_key id>"\
--from-literal=zaccess_key_ secret="<minio_access_key_ secret>"

10.2.2.5. OpenShift Data Foundation =% 2] %]

A 8T A

[}

Loki OperatorE 4 x| 3 &4t}
[}

OpenShift CLI(oc)S A X3 .
[}

OpenShift Data Foundation & v 3 51t}
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https://operator.min.io/
https://docs.min.io/docs/minio-client-complete-guide.html
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/
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[}
Q1vAE ~EZ A= 93] OpenShift Data Foundation 8| 2~HE 7+A A HF .
A =}
1.
openshift-logging ] ¢ 2=3] o] 20| ObjectBucketClaim A} &2} A 9] 2] A 25 WA T
t}.
apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:

name: loki-bucket-odf

namespace: openshift-logging
spec:

generateBucketName: loki-bucket-odf

storageClassName: openshift-storage.noobaa.io

2.

oo WL A3l ste] B ConfigMap 9 BA Eo) Al HZ &4 2 714 &1t
BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOSTY}')

BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_NAMEY}’)
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORT}')

3.

o Y2 Aaste] B AN M GH 2 7S 7S o
ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath='{.data.AWS_ACCESS_KEY_ID} | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath='{.data.AWS_SECRET_ACCESS_KEY}' | base64 -d)

4,

oS W82 233t logging-loki-odf 2t= 0|80 2 9HAE ~EFA] A AL WA
h=

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

10.2.2.6. Swift ~&E 2] #]
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https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.14/html/managing_and_allocating_storage_resources/adding-file-and-object-storage-to-an-existing-external-ocs-cluster

10%. 22 28 A

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.

[}
OpenShift CLI(oc)ES A X3 .

[}
Swiftel] ¥ 7l & A AE Y.

=

[}

o W3 Aty o] F logging-loki-swift & 183t @ BAE ~E R A 2L A
A
$ oc create secret generic logging-loki-swift \

--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=zuser_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_ domain_name>"\
--from-literal=container_name="<swift_container_name>"

[}

r>~
i)
)
lo
fu
v
o
of
o

2 Agste] Z2AEY dold, A9 Ex = t}

il
N
o
1
S
%0
o)y
L

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=zuser_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>" \
--from-literal=domain_name="<swift_ domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project name>"\
--from-literal=project_domain_id="<swift_project_domain_id>" \
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"
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https://docs.openstack.org/newton/user-guide/cli-swift-create-containers.html
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10.2.3. Elasticsearch 21 X &4~ v &

OpenShift Elasticsearch OperatorZ A}-8-35}<] OpenShift Container Platform Z2] 2 gl Wy}
Elasticsearch 2 17 A Z A S W] £ & 4 Y&}

27 5.9 ¥ 2= Hd o] E= OpenShift Elasticsearch Operator v & o] 335 o]
YA X5FUt A Logging 5.83 37 €] 2¥ OpenShift Elasticsearch Operators
AHg3tE A9 27 5.89] EOL7LA] 2494 A4 A5 o OpenShift Elasticsearch
OperatorE A}-8-3to] 7] 21 2E 2 X & A 3l+= dl4l Loki OperatorE A3 5 9
Ut 27 gto] ZAto]|F Eao o g AHA] g ] -8-2 Platform Agnostic Operators =

AxsA 9.

10.2.3.1. Elasticsearche] ~E 2| x] 118 A&

7} Elasticsearch v] ¥ 34 ol = 47 &F ol ¥ 23t} OpenShift Container Platformol 4 =
PVC(3+ &% 2d9)E AH&3U T

G 2EFRA ) 22 BFL A1_3= A S LocalVolume 7 Al o) A volumeMode:
blockol] A A AA] E5 EFS AL8-31A vl Al 2. Elasticsearch= 94 £52 55 &

e 5 s

OpenShift Elasticsearch Operator+= Elasticsearch 2] &2 o] §& Al-83}o] PVC9] o] 52 AT
Yrt.

Fluentd= systemd #d 2 /var/log/containers/*.log ¢] = & 21 & Elasticsearchd|| #| 33 .

Elasticsearcholl = t+t =2 3 22 A7) 93 S22 vz 7t 223Ut W27t F&3
A o SHEA FFUTH o] EAE TA s fELA o)A 22 vlolE FE AFSAL AL THs
28R &3] o 20 E FFEUS

71BR o7 ~Eg A &%Fo] 85%< 7¢ Elasticsearch= Al Hlo|H & =9 adFst= AL FAF
Urt}. 90%°l 4] Elasticsearch= 7153 49 71& shardE d|G =S oA T2 =2 AuxFUtc} 1
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

10%. =21 253 A

Hu AL 753 §30] 85% v vk o] =9 o § 2E 2R F7ho| §l= 7§ Elasticsearch= Al 21
1= NS PSRN 7]—‘,3—0}37_ RED7} g4t}

[

o] yreo QEntA 33 =& YEuA g A D] 24 A Elasticsearch 71 23]
Ug. o]a]s} 718ge £33 5 dHFUTh A7t FUT 7] B3hS AR uF 7 510 A
ol g e WAT F s

10.2.3.2. §§ &£ 2 A}18-31¢] OpenShift Elasticsearch Operator A |

OpenShift Elasticsearch Operator= OpenShift Logging®ll A}-& = = Elasticsearch Z2~HE
AR s e g o

A 27 A

[ ]
Elasticsearch= vl 2 2] £ #o] AH§-5l= o &2l 7 °1 2 Y tt. ClusterLogging A}-8-# 4
o] a2 e AAYsA = T 7zt Elasticsearch ==o= v 2 2% 2 A3 250 F
4 16GB9] vl 227} I et}

%7] OpenShift Container Platform == 4] E= Elasticsearch 23 28 & A 93}7]9 5
B3] 3R ¢S F 45Ut @4 w27 o] Aol A 7z} Elasticsearch :==9) & J o 64GB7}
A A3 sla]™d OpenShift Container Platform 2 2] 2 ¥ o] ==& F7}3] oF g }.

[kl
bu
in)
r
r (
oM
=2
fr
)
o
)

Elasticsearch === ] Y& v|jng A o2 =3t 4= x| gt

A e4uth

Elasticsearchol] 2 93 3 ~E 2R 7} Y=X| 3<l3h]r}. z} Elasticsearch == =
A ~2EZA BFol 2

BT 2EA 24 BEFS AMES= A
volumeMode: blockell A H AA] £E5 BF
Elasticsearch= 9] 22 252 A3 5 Q&5

Az
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OpenShift Container Platform §§ <ol 4] Operator — OperatorHub= 2 g},

2.
AHg 7153 Operator 2 =0 4] OpenShift Elasticsearch Operator S 833 AX =2 &
g4y
3.
AA REJA S 2HO BE Y Yol 7t A o] A=A g1
4,

A X9 Y)Y 25 o] 29 4 openshift-operators-redhato] A&l 5 o] ¢9J=%] 321t}

openshift-operators-redhat v ¢ 23] o] 2= ] A 5]l o} g t}. openshift-operators ] ¢
2# o] 20 A& 4 9l Community Operator7} £3+2 4= 91 o1, o] 2 213 OpenShift
Container Platform x| 319} 523 o] F 2] L E AA T = Jorzg FEo] drAgg}.

o] Y] ¢ &3 o] 20| A Operator ¥7 2] 2F RUHY AHES A gyt

o] &2 Namespace £ H 3] E o] ] openshift.io/cluster-monitoring: "true" 2} 2 44

3} =8 28 2UEH o] openshift-operators-redhat U] ¢} 25 0] 22 A3 P == 3l
W o] FHE Ag g of gt

stable-5.x = JUlolE A2 = A&}

25 AL A1-&3tA Operator A ¥ A o] Z=n]2 1 OLM(Operator Lifecycle
Manager)o] 252 % OperatorZ ¢ do|E& & &t

% A2 AR 8 44 $92 74 AL A7} Operator Y u| o] E& %)

il
I
iy
1
d
L
kv
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10%. =21 253 A

oY
ol

Operator — A X] = Operator 3] o] X] 2 % 35}« OpenShift Elasticsearch Operator7} 4
AHYQeA Ao

e 7 A 321 = E 2 A E o] OpenShift Elasticsearch Operator7l U< o] =4 &

10.2.3.3. CLIZ A}&-3}«] OpenShift Elasticsearch Operator A X

OpenShift CLI(oc)E AI-8-5lo] OpenShift Elasticsearch OperatorE 2 X 4= &Y.

A 27 A

Elasticsearchol] 2 2 3t 97 2E & X7} A=A g}, 2+ Elasticsearch == =
AA 2E 2 A BFeo] 2.

< LocalVolume 7] A] o] A
S AFE-3HA] vHA A L.

Elasticsearch= vl 28] & 2 o] Al&-3l= A ZZ Aol JU) 7124 2 F OpenShift
Container Platform2 v 22] 23 9 A slo] 16GB<21 3 7l 2] Elasticsearch ==& A x| t}.
o] %7] 371 2] OpenShift Container Platform == A E o] = Z 2] 2 ¥] U o] 4] Elasticsearch=
AP st7]o FE MR 7 )12  AF Y. Elasticsearchel A H H v 2 2] 4|7} A 5l+=
AS 71E == v R E S8 g4 2 2€ o Elasticsearch ==& ¢ F713 ).

Bl A gl YU

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}
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Namespace 2 2 A EE YAML < 2 A A3

apiVersion: v1
kind: Namespace
metadata:

name: openshift-operators-redhat ﬂ
annotations:

openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

openshift-operators-redhat vl ¢ 23 o] 25 X A3 of Ft}. R L9} FES W
A sl2 A openshift-operators vl g 23 o] 27} o} d opensh|ft-operators-redhat | 1 Ea
slo]| 2o A A XS A3 =E Prometheus 28] 2€ RUEH 2918 14 ?:ME}
openshift-operators U] ¢ 23| 0]./:011 A& 4= gle A FYE Operator7t T2 5= 9o
o] R E o} FA o] 5o AXE AN G F=o] TAF Y.

Zg. ZE2H 2y E] ¥ o] openshift-operators-redhat v] g =3 o] 25 A3 Y35}
L5 5t ZAE o] Hol &S AQ s oF Gt
o5 %2 23 sto] Namespace @ HAE S 2§t

I $ oc apply -f <filename>.yaml

OperatorGroup 2 A EE YAML o = A P}

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ
spec: {}

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}
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oS 93 S A3 3te] OperatorGroup Q H A E

i
X
ofo
d
L
v

$ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operatorol] Y] ¢ 23 o] 22 X B 237 A g Subscription 2 B

AES AT

PEEELRER

2]

©

4

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ
spec:
channel: stable-x.y g
installPlanApproval: Automatic 6
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

openshift-operators-redhat v g 23| o] 22 XA 3j| oF g}
stable =+ stable-x.y S M2 = AFAFUt} S FL AEHS FX4HA 2.

g 4= 9)-& u] OLM(Operator Lifecycle Manager)©]
g+ AFUY 5 A= HEAAF A RE 71 AHS
o5

of g},

AEsoz A HAS ALE
OperatorE A5 0 & ¢ o|E
Z}7} Operator YUl ol ES 5

redhat-operators= %] & g1 t}. OpenShift Container Platform 22 2 g 7} A 3tH
Y EYI(AZA £7 S8 2H)o A Xd A5 OLM(Operator Lifecycle Manager)2 +
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)& W A4 A CatalogSource 2 HA E 9| o] 2 XA}

stableS A std ¢+ A A HA el A vdo] APyt
installPlanApproval: "Automatic” 3} §7] stable & A}-8-3}'A Operator7} <4
Hel A4 vjolA & wpolu] Ael 22 A% Jrdol=FHuch

stable-x.y £ A4 shA 54 F2 D29 A vio] vido] AXFY}.
installPlanApproval: "Automatic" =} 7] stable-x.y & A}-8-3}H Operator7}
Fo gel2 yolA P9 Al A vl A 22 A% dadol=gyh

O 9E e AYstel AR2aPAL HET T
I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operator+= openshift-operators-redhat u] ¢ 23] o] 2~ 0] A %]
95 22| 7 TzA e AU

oY
ol

o Ee A
I $ oc get csv -n --all-namespaces

2-& #2313 OpenShift Elasticsearch Operatore] Pod7} Z} 1] 9 23 o] 2~0]] 91 E=X]
h=

o

g
A7
s

%9 o
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-node-lease elasticsearch-operator.v5.8.1 OpenShift
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Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-public elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
Kube-system elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
non-destructive-test elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

10.24. 213 2E3 X 34

ClusterLogging AH&#t 4 9] 2] 2:2(CR)E F4sle] 240N A8t 27 2EaA §32 74
% 4 &y

A 8T A

[ ]

B3 Aol AU
[ ]

OpenShift CLI(oc)7t 2] 5 o] 911 th.
[ ]

Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l Wi 21 %3

28 AAIAFUH.

ClusterLogging CRS A A4 A 54Ut}

27 5.9 g 24 = ¢ d o] E=A OpenShift Elasticsearch Operator ¥] o] Z3}5] o]
A g5Ut. dA Logging 5.85 7] &2 2¥ OpenShift Elasticsearch OperatorE
2185t 79 27 5.89 EOL7A] 27 o4 A4 &% 3 o} OpenShift Elasticsearch
OperatorE Ag-3le] 7|2 21 2 &2 X & #2]3l= dj4l Loki Operators A8 4= 9l
FUth 27 go] ZAto] = d Ao g g A 3 U &2 Platform Agnostic Operators &

AxsA 9.
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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A3
ClusterLogging CR logStore A}42S A 3.

ClusterLogging CR <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}

redundancyPolicy: <redundancy_type> 6

lokistack: @)
name: {}
#...

23 AR 9L XA T lokistack &=+ elasticsearch ¥ 4 954Ut}

2]

Elasticsearch 21 |74 st A& 3 74 A Y.

©

TH IS AR o] @2
ZeroRedundancy,SingleRedundancy,MultipleRedundancy %-+= FullRedundancy ¢ 4
AU th

L4

LokiStackel o) g A

i)
X
ey
oX,
go
r
s
i
v
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LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

s 9% S 235t ClusterLogging CRS 28§34 o.
I $ oc apply -f <filename>.yaml

10.3. LOKISTACK 21 A 74 4

1
A =23 Yeld U . LokiStacke] 5 A= OpenShift Container Platform 2158 A&
S3Uth Loki = /N8 74 242 & R AF4E 21 AZAEE Yebd Uyt

i

4 XN
'

>

i
X

cluster-admin ALz = o 2] v =3 o] 2o 3t o ZE]Al o] 225 F At
o714 FH2H e REYIY2ols A= 512000 Z 2 /7 dUth 948 27|17t iR
71 (XXXX > 5120) 2. 57} @A &1 o). LokiStacke] =19 tj gt AN 2 S B} 77
© 2 A o]ste] ¥ cluster-admin A2 41 = cluster-admin 75 9] Wu] 2 44 g}
cluster-admin 15| gl= A5 319 252 A 5taL ddt= AHEAE F7H U o

S Az}l e} cluster-admin Aol A= AHLAE 93 Al 2FS AFF
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A7)

I $ oc adm groups new cluster-admin

ol

EER L e

018 5l Yl AHEALE cluster-admin 259 3713 o}

I $ oc adm groups add-users cluster-admin <username>

o5 %8S 9 sto] cluster-admin AH8-2F 9 &5 a5 7Y o
I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin
10.3.2. 2] 2€ & A A &3H= 5 <t LokiStack 52

27 A 5.8 o] 4} v A4 = OpenShift Container Platform Z 2] 2€ & t}A] Az o LokiStack
T3 2 A A2 = =29 AHE 7Hs s CPU 2 vl 2] 2l42 YA A& 253 o). =, OpenShift
Container Platform &2 2 ¥ ¢ d| o] E F9] LokiStackel o] 3l t}-& g} o] IG5 Ut} o] 5FL
PodDisruptionBudget 2] &2 E Al 3}e] $=3) U t}. Loki Operator= 53 7oA A3l 24
2 BA57] g8 A L 4AEZ ALE 7153 4 Pod = A A 5= Loki2] PodDisruptionBudget 2]
A2E Z2H|AY .

Pod =4 o) 2 Kubernetes 4]

10.3.3. ;== Fol| & 3| 831 = 5% Loki 74

o

27} 5.8 o] v " o) 4] Loki Operator= Pod fAHd =] 13 4A L& =
Pod7} 221289 4& AHS 7 @ =0 dH =5 2 Fdy

IEEEDEER RPN

r{

FAHYS ook == 8 Alof sk Podl £4 U th A WA= Pod7l == 4] o ksl A o

ok
1=
= 3} Pode] 44

s
L
v

OpensShift Container Platformol| X Pod $-A}4 2 Pod %A} ¥x] Z AH&-3s1A th & Pod9] 7] #t
ghdlo] u}2} PodE o ¢Ft + = == AT = d5U
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https://kubernetes.io/docs/concepts/workloads/pods/disruptions/#pod-disruption-budgets
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Operatori= compactor,distributor,gateway,indexGateway,ingester,querier,queryFrontend %
ruler 4 945 ¥33t= 2 E Loki 4 849 di3l] 7] &£ 71 podAntiAffinity % S A3 ).

requiredDuringSchedulinglgnoredDuringExecution 2 =04 & g 3t 44 S FA sl Loki 4
2 49] 712 podAntiAffinity 23 & Qo]& 5 dFUt.

ingester -4 Q 2ol O3 A2} A A

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: g
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hosthame

)
4
=
N
o
oX,
o
pl
fr
>
[P
2
o
L
v
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[ ]
podAntiAffinity vi o] Kubernetes ¥4
[ ]
o) Pod &3 Kubernetes A = 4]
[ ]
FAMS 9 FAM BA] 1-F 2 ALE-5He o2 Podell 3dl 2 21 Pod ujj %]
10.3.4. ¥ <12 dlo|g HA)]

2 59 99 A4 doly BA)

27 5.8 o] A vl A o4 Loki Operator= Pod EZ =] &uj) A2k =4 =]
A2 & dd B 1S FH

E ALY o] 7|52 AHEEE @Y 99 Zelj A E A
7} s Yok vl £ =2 7] E 1x.extra. tekton ,1x. tekton === 1x.medium 2.2 3 A3}
replication.factor 2 =71 150 2 22 ARGt}

ofr

AN E BA 20004 AR W ol ge] 7184 G ol glofof Itk BAl 8eu
d ol i 5E YA Goo] FolEW 07 E AY Y + Y&Uh 4 Joje
3 o) A2E 2T T2g s of g,

9o B3 7} 2439 LokiStack CRe]

apiVersion: loki.grafana.com/v1
kind: LokiStack

metadata:
name: logging-loki
namespace: openshift-logging

spec:
replicationFactor: 2 ﬂ

replication:

factor: 2 g

zones:

- maxSkew: 1 e
topologyKey: topology.kubernetes.io/zone ﬂ

o o] 4 ALL-E x| o 72 replication.factor 2 Qo] .
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.24/#podantiaffinity-v1-core
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#inter-pod-affinity-and-anti-affinity
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-pod-affinity
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o] Zre W ¥ IA7|7F A A AEH

1°)
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v

F EZEA =dd 2+ A Pod 5 zHol AUt 71 2312 1010 3 0& AR + s

= o] 2ol slFete EE2A 7] Fu= F9L A oIFhih

10.3.4.1. A9l 3 G oA Loki Pod £+

OpenShift Container Platformoll A 54 7184 99 g a0 AA 2T = A I 99 2771
YA 7184 992 295 T A9 vHolH AE e Ald f9oln FHRAF NEATAES
73}l 7] ¢t A 9y o}, OpenShift Container Platform 2] 2 7} o] & A 2|3l=F A HA & 7
§ 29 Aol 7t HAA A AH]| X = HolH &Aoo HAT = JdFU .

Loki & =+ StatefulSet ¢] 9 4-o|n StorageClass L H A Eo|x Z2H| Y PVC(F+ 5F =
#<d)e 3 AlF@ Yt ZF Loki Pod 2 33 PVC= Y3 99 5T S8 2HOAA 99 2R/
7} @ sha StatefulSet AEZ2 A Aol FollX dFS = PodE A5o = B35 gy
t}.

%91

& Aol A A5G Gl o] PVCsE 71 gho] £38 2 E dol8E AA Y
o} 9% dlolE =42 WA st LokiStack CRe] 24 24 A=2 a4 10}
2 zko2 AR ste] Lokizh BA =S lof gyt

A 27 A

[ ]
27 v]x 5.8 o]
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https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
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LokiStack CRell 130} 2 ¥4 2157} A=A sl gud.

AEE Ze oA AT Go} goloh Ao @ o] ==t FH9E FIA FROE

NfU.

ke

StatefulSet A= £ 2= U3l & J o4 Pod 24 WAL A5 o2 ALgUth A4 5 PVCE s
@ golol 7] Mol e Jo oz A5 AQ £H ol A5 GHUh Al FololA el 474 Loki
Pods} =21 xd s PVCE tA A4 & =S Avla Gelold PVCE 5502 Abaalof gtk

& %% e A s Pending 48l o] Podg g th,

I oc get pods --field-selector status.phase==Pending -n openshift-logging

oc get pods =37 9

NAME READY STATUS RESTARTS AGEﬂ
logging-loki-index-gateway-1 0/1 Pending 0 17m
logging-loki-ingester-1 0/1 Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0 16m

a3 PVC7E A3 3k g el 917] wjZol ]2 % Pod= Pending 38 94 1ot

the 3¢ A st Pending el <] PVCE 1t o
I oc get pvc -o=json -n openshift-logging | jq .items[] | select(.status.phase ==

"Pending") | .metadata.name’ -r

oc get pvc =9 q
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storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1

03 932 A3 ste] Pode] PVCE Al gt
I oc delete pvc __<pvc_name>__ -n openshift-logging
ad b5 vy ¥ S 23 5ke] PodE AHA gy o
I oc delete pod __<pod_name>__ -n openshift-logging
ol g QHAETL A FA 0T AAIHA AL 7Hs 3 QA A5 2 hA] o of3f of gt

10.3.4.1.1. £ 5 Ad 2 PVC &4 sl 24
PVC v g}ld] o] H % 5 %7} kubernetes.io/pv-protection &2 A& d ¢ PVC= 24 glo] 5 A
Hz F3dE + JdFUT TEAE AASHE PVC7E AT A o2 A2 = dFU

ol#] WH S AgPste] 71 PVC F8AE A AT TS AHA| S ThA] Al =g o).

I oc patch pvc __<pvc_name>__ -p '{"metadata":{"finalizers":null}}' -n openshift-
logging

EZ 2z 2] A ¢k A Kubernetes £4]

Kubernetes Z~E 2] x| A9 A,
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/#spread-constraint-definition
https://kubernetes.io/docs/setup/best-practices/multiple-zones/#storage-access-for-zones
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Pod EZ =X &ull A =75 AH8-5l Pod vl x| A o]

10.3.5. Loki 229 dlgt Al &E3}d A~

27 5.8 o] Ao 4] Red Hat OpenShift Logging Operator= 7] 22 0 2 = A}& R} oA 210 T
Sk AA 2 AHS oA LU A2 A= Operator7t 1@ o] =5 3L o] A A o] A& HA L=
S AR A} AA2E FASOF T 4 2 2 89 wpgt g3-S ALE-Ste] 210 Ui v A AN EE
TAZ + dFHH

[}

SRR E
[}

SRS BEEEE
[}

AgR Ao Bel R 1E A4

FeAe o A vy @ Fe2H
OpenShift Logging Operator= th3-3 22

[}
cluster-logging-application-view = o Z2]A o] 215 ¢} S F A= dIFS 93
o}
[}
cluster-logging-infrastructure-view = ¢1 =2 2 72 92 + J+= A4S RoJ Ut
[}
cluster-logging-audit-view = 714} 2212 912 F+ J&= AL Rt}

ol A v A A P ol=3 B¢ F71 F82H 9T logging-application-logs-reader 2 & =g
2H 9 uleld logging-all-authenticated-application-logs-reader = o] A v A 7} 2] 31X S A&
3t P 2F o] 2o A FH BE AR ¢ 7] AAZE 3 &P
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-pod-topology-spread-constraints-configuring
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kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-application-view ﬂ
subjects:
- kind: Group

name: system:authenticated

apiGroup: rbac.authorization.k8s.io

Z7} ClusterRoles += cluster-logging-infrastructure-view 2 cluster-logging-audit-view ¢

U,

2]

o] A7} B EH e A A = 152 AF P
10.3.5.2. 4] Q) 25 0] 27} XA R A 2
RoleBinding ] 22 ClusterRole . B A E o} 37 A} 23] A} &2} == 21 g0] 210 AA2T

T A vldEdolAE F T F dFUT
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RoleBinding2] <

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: allow-read-logs
namespace: log-test-0 ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

o] RoleBinding ©] & & 5+ Y23 o] 25 X4 .

10.3.5.3. A1 &2} A 9] AR} 2F AN A

B9 Aol o AHEATE B2 d R vl £71 I = 7% adminGroup 2 =& AL&-8lo] AL
A A 252 AT + d5Ut LokiStack CR2] adminGroups Z =9 XA € 252 A8 <l A&
A= FHAZ 7HEE Y ok admin AF8-#+= cluster-logging-application-view 9 3= 333l 49 &
U zso]2o B o Fg Aol d Z o] AT = UAFU T

LokiStack CR<] o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging ﬂ
openshift:
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adminGroups: g
- cluster-admin

- custom-admin-group 6

AgA AR Fe] 2FE o] eS| AT AT S AU Th

ol F=o Wl 22 [ ke AY A

2R 25l Mg SR

rd

71 ¥ a2 F Qo] 7| (system:cluster-admins,cluster-admin,dedicated-admin)

RBACE AHg-3te] Ad 4o 2 28

10.3.6. CloudEventE A} 23} ~2EY 7]ul RE A3}

27 WA 560142 Ag et 21 2E Yo tel nE FALS FHT 5 AFUth olH @ FHL H)

2~EY 7l BES B493h5eH LokiStack CR(AFE A 4 €] & 22)2 44 gt

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/authentication_and_authorization/#using-rbac-to-define-and-apply-permissions
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limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

RERI2EH A BEAFAS A Fai ol =
oA AFHE 210 BE 7|7t FFL v A gH5U.

e

2]

o] £5o°] CRel #7712 o] S8 2HA BEo] 4stgd Y.

231 2EYQS Aoske bl AHS-H = LogQL 72| & Yo

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki
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https://grafana.com/docs/loki/latest/logql/query_examples/#query-examples
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namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants: @)
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' g
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: vi1
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

HUEE RE A AP UT FRETF HIE I 2 ASANA, AR A=

23 2EYL J 5 dl AHEHE LogQL 922 33U

LokiStack CR& # &3} t}.

I $ oc apply -f <filename>.yaml
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ol AgE 219 ES Fe5y] A% Aol ohgUth A= Heh 30 Sl
AgE 20 2 BE /1L eBAE 2EAZ PR

10.3.7. Loki &5 A3t 2 7 &4 sl 4

27 A9 APIO|A SE A 82 2she U AX 252 Lokiz ddshdl Lokit & A1 ¢
(429) @ 72 YT

AT L FE FYAAN AF Fol AL 5 AFUTH A S So] ojv] AX 27} Y& FY2H o]
242 FHE W 240 1E 27 F5L BE FYHE B SE AT L FH BT 5 d&Uh o]
A A 22 FF S F SE AGRY 0W /12 dolEst AR FHAT AEA AY RO E &
= L

&% AE 277k AL RS 25 LokiStack CR(AFE A 49 #]42)g 54 ste] BAIE sl2
g uth

LokiStack CR-S Grafana & ¥ Lokidol]A] A}&3 4 gl& Ut o= Grafana 32 ¥
Loki W o= & & = A &5

=7

320

Log Forwarder APlI:= 212 Lokig AZ3l == 74 5ol

¥2

Ut

N 2Ho] A 2MBH O 2 WA %] 222 Lokiz BYlUth ol & 5@ a3 24yth.

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\""2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJKZjltNjYOMCOOYWU4LWIWMTEtNGNmMmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}
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oc logs -n openshift-logging -1 component=collector & ¢} & 3lH S 29 377 2
a9 b 25/ WAA F shrt £3E Po] ZAIF Y

I 429 Too Many Requests Ingestion rate limit exceeded

Vector & & AR 9] o

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.
error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true

Fluentd 2. 5 vl A] %] 9] o

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

o] 2 7= A EHAE AP Yt o & 9] LokiStack ingester Podoll 4] T}-3-2 53}
gyt

Loki ingester 2 7 WA X 9] <

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream
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LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =& ¢ d o] E3 .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize 2 == v & EA LT Ho] 22 £ = A d AF 2715 MBE
Aoldunt. o] gL st= AFPUTH o] &S dY FA 9o o dHE Hd 22 A7 =
A7 ot ingestionBurstSize gtHth 2 &Y 2 F L 3§ A FHFUTh

ingestionRate 2 == 23 3= A Z9 FHd F(MB)d dist AZE A APt =
9] go] AFS 2H5= A S A% Q{7 TASA T RV = 225 IA AR
A °

oA MY Qlo] Al 2d’e By 9 27 sjAY ).

10.3.8. Wln] 2= QA A9 E 3 L5 == Loki 4

OpenShift 28 2=HooA &A=
o

AuA oz AN IPUEND HAE AS I A5 o=
LokiStack ®¥] %5 742 7125 3l

=
Z A IPYEY AT AL 522 Ay g},

2] A= memberlist -4 o] Ul 3 Pod V| EQ] =& A& 3 4= Q5 U t) hashRing A%l A podIP
£ AH8-3 =% LokiStack CRS £33 4 254 h. LokiStack CRS 43| th5 WE S A 84

o}

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"'spec™:
{"hashRing":{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'
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podIP= ¥ 315+ LokiStacke] 4

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...

10.3.9. 7} gl &2~

°

Loki 74 24 #4
°

Loki ¥ 2] <1o](LogQL) #4]
°

Grafana djA| B = FA]
°

Loki e B A E A& FA]
°

Loki Operator IngestionLimitSpec 4]
°

Loki 28R A7) v} EA4]

10.4. ELASTICSEARCH =1 A 3F 4 +4
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https://grafana.com/docs/loki/latest/get-started/components/
https://grafana.com/docs/loki/latest/logql/
https://loki-operator.dev/docs/howto_connect_grafana.md/
https://loki-operator.dev/docs/object_storage.md/
https://loki-operator.dev/docs/api.md/#loki-grafana-com-v1-IngestionLimitSpec
https://grafana.com/docs/loki/latest/operations/storage/schema/#changing-the-schema
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Elasticsearch 65 AH-8-3t] =1 dlo|E| & A Z3tx 74T + AFUh

Elasticsearch 2 & 2 g 2] 2E & X

AA BAGNA B2 927 Zel e o] o] xE 7 shard B A

Elasticsearch d o] g o] O] 3 9] 5L oA~

10.4.1. 213 2E3 X 34

ClusterLogging AH8#t 4 9] 2] 2:2(CR)E F4 ste] 2 Qo)A gt 21 2E2A §32 74
@ 4 daynh

A 8T A

[}
224 A o] gy

OpenShift CLI(oc)7} 2 X 5] o] 91Ut}

Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l Wi 21 %3+

28 AAIAFUH.

ClusterLogging CRS A A A 54Ut}
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27 5.9 |20 &= dd o] E” OpenShift Elasticsearch Operator v] o] Z 35 o]
A &Yt A A Logging 5.83 7] &2 2¥ OpenShift Elasticsearch OperatorE
AL8-3t= 73§ =7 5.89] EOL7HA] 27 9|4 A4 253 o} OpenShift Elasticsearch
OperatorE AL-&-ste] 7] 21 2E A& ] sh= 4l Loki Operators AHS-& = 2L
Ut 27 gto] ZAto]|F B Ao o g AHA] g U &2 Platform Agnostic Operators =

Ax5A 9.

ClusterLogging CR logStore A} 42 A 3.

ClusterLogging CR <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

23 A2 9L XA T lokistack &=+ elasticsearch ¥ 4+ 954Ut}

Elasticsearch 21 |74 st A& 3 74 AU
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FE 432 AQ UL o] g
ZeroRedundancy,SingleRedundancy,MultipleRedundancy -+ FullRedundancy ¢ 4
AU

L4

LokiStackel j @ A€l 74 §AQ ok

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

o2 932 433t ClusterLogging CRE 283t
I $ oc apply -f <filename>.yaml
1042. ZAl 228 2 AFZ L2 AG

27 x| A Adlolq W Q=g 2 7|2 A S 7 ClusterLogging AF&-#F A 9] €] 42 (CR) A
A YR 2 AF4L=E AGgE Y.

X

e

B9lo] 94

A EaE B 2EDAE AFEHA 7] WFe] RGO WY 2 AFAER A
o Al 208 At A2do] 24 W AN FHL 5ot LulEd REAES @ 2
o}

4
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o] 712 FAo] QT AL 2E5 sterLogForwarder CRS 74 d 27} glsUth
ClusterLogForwarder CRe] 9l 3¢ 712 &3 o] X35 vo]Zg2 S AR =3 2= Y7
2 AFAR AGHA S

N
o
FlF
Y
o
o
c

T
£ i

Az

filo
N
o

Log Forward APIZ A}-& 35l 7ZHAF 2 21 & Y} Elasticsearch Q1 2~H 22 Ad3slH o3
.

ClusterLogForwarder CR 2 BA E £ A o] 5t= YAML 3 ¥ & A stAY AFF o

E 21 §3L& U} Elasticsearch 212822 B]= CRE AA ST oL 9 A
=l 0’5‘}11 L1 ltﬁi AH8-3 = dFY

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines: ﬂ
- hame: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

rf
o

o] ZRI2 XA H &8 S ALt A2 21 IS AP 7]
g2 2 1E J Y Elasticsearch Q1 281 A2 AG3 ).

N
R

vto] Zehl o A of EA A, A=t & AL Al 7HA] /e =aE
2 Ags ol Ut 22 32 AQSHA ol dd 227t AFHA &
3 EAEYT
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71 ClusterLogForwarder CRo] 9= A9 7ZHx} 219] 718 &3] glo] Tl S F
ZHHUo 718 288 Ao a7t syt o & E9 a3 25Ut

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch”
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default ﬂ

o] glo]xz g}l & 9] H ol A~H x9} A Y} Elasticsearch Q1 2EH A= 7HAL 2
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10.4.3. 21 RE A7+ 74

71¥ Elasticd 22 AFZ 47128l 23,38 220 20 D AL 200 Al 7HK] 22 98 7}
Zro] g Y A5 BastE 7| hS A st HE JHS —T“‘a‘% F AU

BE A AN FA3#E A ClusterLogging A8 2 A 2] 2] &2 2(CR)o| A Z+ 21 429 djs] maxAge
o 7| =5 A A3 ). CRE Elasticsearch & @8] 27| =9 o] 2] 3k 32 %] -85} Elasticsearch7}
E2oWd JAIA2E A A 8l= A1 71 & 2R P -

7} & A F sh9) 9 X15HA Elasticsearch= @A) Q1A AE o] 5313 A QA9 AE A5
[e]

Q19 27} Elasticsearchh CR9] rollover.maxAge gt =t} Q2 = A F ).
Q92 37]7} 40GB x 7] shard 1.t} F4 .
oldl ~ B4 427} 40960KB x 7] shard 1.t} F1t}.

Elasticsearch= 743 R= A Ao ujgt S Qo u| ¥ A2 At} 21 420 g3 BEF
A2 AR god 7Z|BH o7 7Y Fo 227} 2HA|FY o)

A 27 A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
o] o g,

A7)

27 0E AL TS a2 ST

retentionPolicy ulj 7| ' =& F7}81A4 U 4 32l A ClusterLogging CRS- A 3 o).

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
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spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

Elasticsearch7} 2t 21 228 {A|8)oF sl A b AR FHTh A R A7 AA
<= BHFUHEF(W), A1ZHh/H), 2(m) R 2(s)). ol & 5] 1¢2 1dY Yt maxAgeH o}
od 2o AAPUL. 7| EF o 2aE 7Y 5S¢ AE YU

Elasticsearch A}-&-2} 3 9] 2] &2(CR) A AA S 3T + A5

o] Red Hat OpenShift Logging Operator7} 8A] 7tujt} Q1= 2 70] &4 QA d A
= = ARl x3E BE ZA S +43517] 913l vh Elasticsearch CRS- i Hl o] E3
3, 2009 QU= o1 F 7YU0o] XA 24 Y t}. OpenShift Container Platform2
158 ult} A 22 2 oua o} a4 AR,

=

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h
pollinterval: 15m
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2]

].

o
o
i
oX,
flo

e

73

ol

OpenShift Container Platformo] ¢ v A Q192 & Ak
ClusterLogging CRol| ] A4 3 maxAge] Yt}

oldl ~ & 2 o wd o w133 of & OpenShift Container Platforme] <1 > 41 9]
Yt} o] -2 ClusterLogging CRoll 4] 44 3t maxAgedil ] 24 g1}

OpenShift Container Platformol 4] <18l 25 £ © v] 3] o} 3}+=4] &<l 3l= 3¢ o]
AR 7123kl WA + glFyh

Elasticsearch CR +3 & A 4= A gtk RE J o gigt RE WAL
ClusterLogging CRell 4] =3} 3] oF g .

OpenShift Elasticsearch Operator:= Cron 242 ] £ 3} pollinterval = <] 23t & o] &
Ao wet 7} w g o] Qe A5 Yo

$ oc get cronjob

2 o

o

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <hone> 4s
elasticsearch-im-infra */15**** False 0 <nhone> 4s

10.44. 21 A &40 s CPU L yx2e 3 74
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ZF 4 94 AMSS T8 CPU 2 vz e] 238 23T 4 95y OpenShift Elasticsearch
Operator7} a3 $H7 o] 4ot 7S A= o] g3 F S FFoE xFd da+= dFUth

g+ 52 28 2o A Elasticsearch Z 2] AH| o] 9] 7|2 W2 g Aoz =83}
2] kS 4 9lomz == A| Al o] 7t OOMKilledz U t}. o] 247} WAl 5ha
Elasticsearch Z=xJo] gjd w22 23 2 A3 SHY}.

7} Elasticsearch ===t Y2 yrg] AA o Z ZEd S gxut T2 w| T o= AAHA &
Uttt 2294 859 4% 7zt Podd 7] & 16Gi o] Ao] &35 o] ojof gt} 7132 PodZ Hd
64GiE & 33lof .

A 27 A

[}
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E AT .

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:ﬂ
resources:
limits: g
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
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memory: 100Mi
requests:
memory: 100Mi

9 g o] u}z} Elasticsearchol t)d CPU 2 w23 232 AUt} o] 3L v ¢
S OpenShift Elasticsearch Operator7} tj &2 9] ujj ¥ o] 53 7| B zlo 2 AA g
ot 71 B2zt w22 83 A] 16Gio]32 CPU &3 A 194}

2]

Podol A A}88 4 Q& A 222 FUd,

©

PodE dotale o o3 H4 A=Y,

L4

= 9 o] o}2} Elasticsearch 2529 gk CPU 2 v 2] @ H S A AT} o] S
H] 9] =™ OpenShift Elasticsearch Operator7} o -2 9] v x| 23 7] 2zkS A AT
Ut 7127k v 22 84 A] 256Mio] 32 CPU 8.3 A] 100m¢ Y t}.

Elasticsearch vl xe] %2 =88 w) £3 2 AF wFo] TAF &2 AHgaloF Fuivh.

d& &4 334 s
resources:
limits: 0
memory: "32Gi"
requests: g
cpu: "8"
memory: "32Gi"

1)
ko
o
i/
B
+
ol
s
L
v
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FHUE s gubd o2 rt A S F5511 Elasticsearch7l XA A A2 ALl =5 5] 8-3HA
& Uth requests 2 limitsol] sl U3
3l Elasticsearch7l 93t= vl 28] & A8 5 d &Y.

.,..
2

o
i
o
P,h
B
b
i
2
>
ofo
S
olf
%
i)
o
o
S
30,
v
R
S
o
P,h

10.4.5. 22 A g 40| g 2a A2 74

Elasticsearch shard”7} 28 2 H 9] g o|H kT EA 5= L Aol

et
4
32
|y
kJ
k)

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-& 2} A 9] €]4&2(CR)E HFTd.

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:

redundancyPolicy: "SingleRedundancy" ﬂ

shardel tl @ 52 A4 & AAFUT. W7 AL Agaw W97 Aol 48584
t}.

FullRedundancy. Elasticsearch= 7z} Q149 * 9] 7] ¥ shardE = & H|o|H ==
o A3 EAFUL. o] & kd o] M =AW Q9 T) 23 o] 7HF WAL
5ol 7 REU T
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MultipleRedundancy. Elasticsearch= 7} Q149 2 9] 7] shard& H|o|H ==
ol Awto g obA3] BAlIFU o] 2 kA A5 Aol o] 3o U

SingleRedundancy. Elasticsearch= 2z} <19 2 o] 3] 7] & shard<] A} 3}
U= U F 7l ol 39 oy k=7t EA S @ 3G ZEAEAETE F I E
T F dFUTh 57 o3 =E=F AH8-3h= 73 MultipleRedundancy 1.t} 4 5-0]
F&HYth. @< Elasticsearch :== v o = o] & A& + flayth

ZeroRedundancy. Elasticsearch= 7] sharde] A}2 2 915X g4t =
=7t geHAY Adste A 225 AR F AY 2t E4E F dFU ¢
AR Aol ¥ F23AY AA 1 2=3/PVC W Y/2A A=S 73} F4
£ AHg-3y o

oldl 2 'l £ o] 7] ¥ shard 4=+ Elasticsearch H| o] ¥ == 429} ZF5U T

10.4.6. Elasticsearch Pod =4~

I

4
X0 g

Ao

N
2

2] 9| 4] Elasticsearch Pod & Zo|H d| o] ¥ <4 T+ Elasticsearch A5 #3}7} @A &

739 PodES & ol shA 23513 Z 2| 2E A shardel BA| 2o 7P S thA] =4 T
o] o} gt t}. Elasticsearch 48] 7} greeno 2 Eo}7pdH o} 2 Podoll A 4 4+ Id5Uth

Elasticsearch 2] ¥ 7| ZeroRedundancy = 23 ¥ 71-$- Elasticsearch PodE =
L84 = <FFY

10.4.7. 2 A A 4o s J 3+ 2E2]| X 74

Elasticsearchol = 9 28 X7} Z 8 o). 2E 2 X 7} W Z5= Elasticsearch A 5-o] w3

U,
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jw

Lucene& NFS7} A 251x] &= 1t A28 =212 A1-435]2 2 Elasticsearch
2EZ A= NFS 2E8 A& BF £t I BF(EE Glusters} 72 NASE
gal)e e AH8e § gyt HolE £4 9 Je £A7F 24 4 iy

A 27 A

[ J
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

ClusterLogging CRE 3 3te] Z2j2H 9| ZHdloldH =27t 47 2§ 2@ dol viAI =
=5 A4

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

o] do = F&2H 2 Z} g o] =7} AWS General Purpose SSD(gp2) ~%2] %] "200G"E &
Fot= I+ 55 FE Y vRIE9HEE (A

A7 2EfA 0 22 BFLS AL3= 29 LocalVolume 71| A o)l A volumeMode:
blockol] 33 YA B2 2§59 A183}4] w4 A L. Elasticsearchs 9A] 22 252
AHEE = lsU Y.

336



10%. =21 253 A

10.4.8. emptyDir 2 E 2] X o] | g 271 A F4 74

emptyDire 21 A 49 §H AFe-3HA YA vl 271 WA= 31 A A2 A] Pode] & HolE 7} &4
Ay

emptyDirS AHS- 2 o] 23 2E X7 A Al A 7 Ae| 254 dlo| g7 =44
Yt

A 27 A

Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

emptyDirg x4 sl2] ¥ ClusterLogging CRS &g gt}

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

10.4.9. Elasticsearch 23 Z & 2¥ A A Z 3

elasticsearch 74 W == elasticsearch-* v & A& WHAS v E7 AA| 2L +=3 ).

i
2
4z
ot
_uo-l":
=)
9#,
rr
oM,
o
o
k1
i
o
2
>
2
o
)
o)
it
i
2

=3l Elasticsearch Pod7} A3 5= =&

A 27 A

[ J
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

Az
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Ze26E 29 AN A G2 S

openshift-loggin == A € 2 W73}
I $ oc project openshift-logging
Elasticsearch pod?] o] &2 7IA 34t}
I $ oc get pods -I component=elasticsearch
Elasticsearch= A 21 A4S X5 = +£37] PodE =43t}

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

OpenShift Container Platform es_util 5& 2183} shard 5713} Ze|A & 35l &
g317] Aol t2Ae 227] U] 7] <A FHel A 44 L.

$ oc exec <any_es_pod_in_the_clusters -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

& 4 va3 A5y

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

2 o

o

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

OpenShift Container Platform es_util =& Al83l o) =8 o7 x5 FTUT o
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https://github.com/openshift/origin-aggregated-logging/tree/master/elasticsearch#es_util

10%. =21 253 A

shard ¥4 S W] g ).

o

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

a2

e

W oew geuh

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

2 o

{"acknowledged:true,"persistent":{"cluster”":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

o] W ES 2228 9| 2w tal T FAFY T

71827 o 2 OpenShift Container Platform Elasticsearch Z 8] 2~H+ =9 3t =
oF2-S AT P YT o3 WH S AL8-3te] EolS 5] 83513 Pod7 W73 A S A9 st=

% Uk
I $ oc rollout resume deployment/<deployment-name>

oz

e

W o 2

I $ oc rollout resume deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 resumed
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A Pod7} vl £ 5] 14U th. Podell Zd|o] U 7k 21 9 the W) £2 o] 5
o}

I $ oc get pods -I component=elasticsearch-

2 o

o

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpw6k 2/2 Running 0
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2 Running 0
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2 Running 0

7t gEE Bobe S 3 gatx FES Pods A4 T

2

o

I $ oc rollout pause deployment/<deployment-name>

o2

il

W the 3 2EU T

$ oc rollout pause deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 paused

Elasticsearch 22 2] 7} green =+ yellow AHE] 1 %] 321514 A] 2.
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

Fx

o]l W& oA A}-8-3F Elasticsearch Podol A Eo} 22 3 A 1
Pod:= o o] EA51A] ¢o 1 7] Al Pod o] 5°] Z 23t}

o2

e

W e geU.

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

Al&3st7] Aol o] w75 Zho] green == yellow 1 A] 221514 A <.

Elasticsearch ConfigMap2- " 7 3 71 ¢~ Z} Elasticsearch Podel &) o] G4 S vHE-3

Zej2E o] RE W7t Soh-2 W shard T2 ThA

m l
ox.
1)
i)
k3
T
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X

A% 59 e 2aUTh

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X

2 o

o

{

"acknowledged" : true,
"persistent” : { },
"transient" : {

"cluster" : {
"routing” : {
"allocation" : {
"enable" : "all"
}
}
}
}

Al 215 Elasticsearchz R U == =3 7] PodE 33

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.4.10. 21 A AL AU 2E ARE =&

NeAow 233 A NEE 27 AgaE 27 F2H 9 PolA A 2T & ggvth dold
o oAl 2ahs Ee] 2 A ga Au| 20 ThF 9| A2 98l LSS FEE J2E BYAG
+ g%uth

2]y A= A L33} 7 2, OpenShift Container Platform 2 2 A X8 21 A F 4 CAQJAFAE
AR 22 A ao A2 F YFUTh 28 F O3S TFSECURL PO 23 AF4 A

342



10%. =21 253 A

Mag sagate wod A AT
[ J

Authorization: Bearer ${token}

Elasticsearch A ¢+ 3} 7 & 9 Elasticsearch APl 23

27 A% a2 2 IPE AL Sl 27 A A A

o
T
fu
e
tlo

+ 9

e

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

2 o

o

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

%9 o
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

i
i)

et fAke B ol g 5 AUtk

tllo

Agatel 2E 28 IP 34

$ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -n openshift-logging -- curl -tlsv1.2 -
-insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

2 o

o
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% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 0 --i-=i== ==i==i-= ==i=-1-= 108

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

2] QA 25t d T2 A E AT 5 9lojof gt

fu
M
Y
o)
B
i
o
4z
-3
b
m{tl'
%
ns)
v
o
tllo
+>
09(—_',
o
AW
fu)

openshift-loggin Z2 A 2 W73},
I $ oc project openshift-logging
23 A4 A CARISAE F%E3aL admin-ca 3 o &Yt}

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca

2 o

o

I admin-ca

23 A& Hqu| 2o A2 S YANML 5 2 A gh o).
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T Abgstel YAML sl & A4 Futh

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt

destinationCACertificate: |

23 AF A& CARIFTAE F7H8AY th QAo A BEH S Ao 44 A
ol 5 3} 74 2o H 23 spec.tis.key, spec.tls.certificate 2 spec.tls.caCertificate |l 7}
HEE AT Ie = YFUh

< A sto] o) AN AT B2 YAML| 21 4734 CAISAE

fu)
o
)
ot

I $ cat ./admin-ca | sed -e "s/A/ /" >> <file-name>.yaml

oY
fu
mlm

A7

g

U

$ oc create -f <file-name>.yaml

o

2 o

I route.route.openshift.io/elasticsearch created

Elasticsearch A 8] 27} ;=5 o] Q=X 213t}
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LA AL o] MU= AA o] EEZES 7HAJF UL
I $ token=$(oc whoami -t)

A A 3t elasticsearch 4= & 317 Wi4-= AR

e

Ut

I $ routeES="oc get route elasticsearch -o jsonpath={.spec.host}

AR Ao R B HU=A A5 =Fd A2 E $3] Elasticsearche] o
Azshi e WYL Ad .

curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

S9e T3 fAFSHA bR

o
i)
L

{
"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch",
"cluster_uuid"” : "0eY-tJzcR3KOdpgeMJo-MQ",
"version" : {
"number" : "6.8.1",
"build_flavor" : "oss",
"build_type" : "zip",
"build_hash" : "Unknown",
"build_date" : "Unknown",
"build_snapshot" : true,
"lucene_version" : "7.7.0",
"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility _version" : "5.0.0"
b

"<tagline>" : "<for search>"

}

10.4.11. 7] 2 Elasticsearch 21 A &ZA A2 A} 23R L= A AL HA Lo 1A 94 AA
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10%. =21 253 A

FAYARAN 208 EA 2 AFAR ADstal 7] 2 Elasticsearch 271 A FZAE AFE-S1A] &= 7
¢ 23 SUZHAA AHSSHA 8= oY 78 828 A F sy

=, 7] Elasticsearch 21 A 45 A83}A] &+ 749 ClusterLogging AF-8-#} 4 9] ] & 2(CR)
OI]H U] i Elasticsearch logStore, Kibana visualization -4 @ 42 A AT 4= AFU ) o] H e A
E AASE A2 A9 Aol f a5 oS = dFH

A 27 A

2 AGA7F 2 dolHE 7] & U Elasticsearch 28 2H 2 A$31A A A
Utk 23 A2 A 5= o A3 ClusterLogForwarder CR YAML 22 & A Ag o}
default2 x4 3}:= outputRefs 2 471 g/=< AAF Ut} o & 54 &3 25Ut

outputRefs:
- default

%91

ClusterLogForwarder CR& = 1 ¥lo| 6 & U] & Elasticsearch 23 ~H = 2
2313 ClusterLogging CRell A logStore 74 222 AARYG. o] Z¢- =22 4

o|E| £ A Z3 U} Elasticsearch 22 ~E 7} XA 5 A &Yt o] 4-$ HolH
E2Ao] BAT 5= 9 L),

=k
1.
openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E HF .
I $ oc edit ClusterLogging instance
2.
ClusterLogging CRol A logStore, visualization 2~&l 2} = A| 7] 3} 4] A] £..
3.

ClusterLogging CR<] collection 2€l 22 §A ). A7E= -2 o 9 §ALsoF o).

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
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metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}

4317] Pod7} Al £ QEA S o

I $ oc get pods -| component=collector -n openshift-logging
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N =24 733

1%, 27

o
R

27 7 31+ Red Hat OpenShift Logging Operator 23] 2] A3 g APUth. A1 22 F78 2
2 2Eg A WA Y Bl v E o oz} @28 Yl Red Hat OpenShift Logging Operator=
A3 wj o] v] g} 23] o] 2=0] 4] Operator A Zel~E RUH YL A sat= AL A @ A4 o]
23t W Eglo] &3 Pt} =7 Operator A x| o] g ZAA g Y &2 ¢ FES AHEste] 27 AAE
FxsA L.

718 27 7 31= openshift-monitoring 1] ¢

27 Alertmanager Q1 2=€1 25 u]| &4 3131 ¢ 3¢
29 Alertmanager= A& gt}

23] o] 2= 2] OpenShift Container Platform 21 E

111, 22l 2 A 2ol A B Ulel oA 2

73 31 Ul= OpenShift Container Platform ¢ Z< 9] A& A #3d 9 /A 3 S 53] A2 5

A&

[ J
Bl Bl A RUEY — A5 2 ol F g th o] #AA A3 U] Al 744 F2 sl o]
Ar A,giA 2 AT 2 el guth
[ J

N2z} A o] 4] Observe — < project_name> — 751 & o] 53}, o] A AFo|A] 3L,
SaA DAY AHLE 25 AE Ho|A A A AUt A AL Ho|R o] TAIE A= AT
ZZAE EAHAAY

Mzt AA- A= T2 A E: <project_names> EZo| A AA 2T = Q= Hof
OpenShift Container Platform @ A} 82} A o] T2 A EoAx] AT 5= AdHFUH. 28
cluster-admin @ gto] gl= 79 314 OpenShift Container Platform Z 2 A E ¢} A& =
A3, 54aA, A3 F o] A HA FHFULL

11.1.2. 99 $37] 43

27 5.7 o] A vl A A = W E +=37]A t+& 7 271 A A P}k OpenShift Container Platform
A ZEAA o]HI AE E F AFUH.
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X119 =377 A

731

CollectorHighErrorRate

CollectorNodeDown

CollectorVeryHighError

Rate

FluentdQueuelLengthinc
reasing

11.1.3. Fluentd =3 7] 431

o2 7 3+= dAA Fluentd 22 =3 7] 9] 2] A A d U }. OpenShift Container Platform ¢ &

v A1 A]

# Z=2] <value>+=
vector <instance>ol ¢]3]
S HF7F A F Y

Prometheus= 10m o] 4+
Wl g <instance>Z 2=

g g lsdyth

# Z=2] <value>=
vector <instance>ol ¢]3]
L HF7F A F Y

v}l x] 2k 1hol] A] fluentd
<instance> B3 57 Z o]
E1Rng A&EFHoZ 7}
IFUL A F
<value>¢] 1 t}.

oA clel @ AnE 2 5 st

3 11.2. Fluentd 38 7] 43

731

FluentDHighErrorRate

FluentdNodeDown

FluentdQueuelLengthinc
reasing
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| A] A

fluentd <instance><j| 9]
3 FZ=9] <value>dl A
L7t 2R AEF

Prometheus+ fluentd
<instance>& 10% o] 4
2390 5 Axvh

ulx] 2k 1hol] A] fluentd
<instance> B3 57 Z o]
=1t x&EFH o Z Z7}
IFUT A F2
<value>¢] 1 t}.

/\-]Ig

=

HE 28 o
2 o]d 15%

Ut

SR =R
& &

°+107

==
°

W ] = Prometheus7} &4
Vector JI2EH 25 A~ P
S gloka B g o

WE T4 24 2R S

71802 o] 158 5425

MNeE =gy

Fluentd+= i =77} = 7}3}
3 Qohar B gy ok

/\-]l%]

=

FluentD 8 279 & =
ow 7] HA O 7 o] A I5E &
RF107 o]t

Fluentd+= Prometheus7} &
A Fluentd Q12| 22 23
P} 4 glohal By

Fluentd+= i =77} =713}
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FluentDVeryHighErrorR
ate

EREN

fluentd <instance><j 9]
3 F 2= 9] <value>d A
° #7h S AFU

11.1.4. Elasticsearch 73 31 3

OpenShift Container Platform <

oY

ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchdVMHeapUs
eHigh

EEE R
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&Yt 45 shard=
2 YA FE Y FIre Y o] mEo &
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2~

< UYrth ¢ o)A shardE o] =&

=L 783
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& A ol B

[e3]
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F7behe
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28 A 5 A 2.

U3 o f 37k
G FuU T
g BFo) 4
o] A ™ oldl A~ B

217

(ko] B3] A
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SgYch
255

e
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EEE

=0 JUM ) AHg o] 1

3

FluentD 9 <2
EHo g o] 155 52257
ooz g =

25 shard7} 9= EE—

& O = oAl sf of &

7ol el

Y.

Mol Uth FHAH /27 E
AA L bR == Tt ob 2]

g 031151 oml

e A =
/\oﬂL— o] ]
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rlo

q

e
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b I

ElasticsearchWriteReque
stsRejectiondumps

AggregatedLoggingSyste
mCPUHigh

ElasticsearchProcessCPU
High

11.1.5. F7t gl &~

K
2
il
)
i
oY
K
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|

Elasticsearche] A @ == oA 227] AR 7} =733 A 5U T

3

o mEL Y =8 Wb 2T 5 A&

Al

2] A @ == o] A Elasticsearch7} A}-8-3l= CPUZF U & =51 Th

I

oX

+

i

i

oX

=) Al z=gl o A AR 3= CPUZF U E5 Yt
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/monitoring/#modifying-core-platform-alerting-rules_managing-alerts
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S F 7IA vy o Z ClusterLogForwarder CR(AF&2F A 2] 2] A 2)dl A £ 5 A S AT =
4t

Y UESI T 28X £37 AAJES olguteE 20 g Add Fgow
AdGUh 22 S AL AL F4F 28 Ao T

Adag Aelojyol td =2 2] AeoyT £

mlm
2
)
ﬂ?ﬂ
)
K9

1213. 22 A2A &9 &5 A3 74

ClusterLogForwarder A}-&2} A 2] 2] 4~ 2(CR)E FA 3] ol gnl e 2 £ -2 XAH o7
AR Y&

A 27 A

[ J
Red Hat OpenShift Logging Operator7} A x] ] o] 21t}

B4 Ago] YU Th

A A" =9 9] ClusterLogForwarder CRol] maxRecordsPerSecond A 3+ 3t-&

¥
S
&
L

}-2 o Al o)) 4] = kafka-example o] #}= Kafka B2 7 &= dj3] 53 7]
Tste HHS Rosy.

N{N'
Jb
1
2
i)
ftlo

ClusterLogForwarder CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

#...

spec:

354



#...
outputs:
- name: kafka-example 0
type: kafka g
limit:
maxRecordsPerSecond: 1000000 6
#...

29 o5 gun
29 39Ut

2328 &5 AFYPUrh. o] e xF Katka B2 A= vl £ d= HAY =219 F
@S A3 o] 2 71EA o7 AAHA GHUth 71— 842 H L] o =
I AGAT FAL F e A dZ=7H 2AHAE YUY o] gro]l 0ol vt AE A &

4t

ClusterLogForwarder CRS 2 &3]t}

ol
ot
2

I $ oc apply -f <filename>.yaml
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https://kubernetes.io/docs/reference/kubernetes-api/common-definitions/quantity/
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ClusterLogForwarder CR(A-8- 2 A 9] 8] A2)8 At FRAHE So]oE= 219 £5E A
F AFULY dH oV F E= vdado]2dE o AdS AF T + AFUT

A 27 A

Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

Bl A A gl YU

A4 929 4% maxRecordsPerSecond #| ¢+ 32 ClusterLogForwarder CRell 37}
Ay

g el A E Thpa Alukel ool U@ 9 S Al

o
ftlo

TR PEe RAFY

54 g S A8t ZAH o] o gk ZH o] {3 A| 32 A A 3= ClusterLogForwarder CR
o] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> 0
application:
selector:
matchLabels: { example: label }9
containerLimit:

maxRecordsPerSecond: 0 6
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J
o
al
s
L
fu)

dol & S5 YUt} o] g ghdl o] Podoll 2 &5 = il 3} U XA
maxRecordsPerSecond 2 =] X4 & A= o] Al 3to] 3T AH o] A-&F ).

475k e ol

£ A S 74 Yo maxRecordsPerSecond 2= 09°0 2
2e=g ge oz 44

o g =27} —’Pg:e]x] ¢r2-1]t}. maxRecordsPerSecond
23 A A3z = 571 Adelyo] = E Y.

A gk v g 23 o] 2| A ZH o]l O gk ZIH o] F A e+-S A4 3F5= ClusterLogForwarder
CR2] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> ﬂ
application:
namespaces: [ example-ns-1, example-ns-2 ] 9
containerLimit:
maxRecordsPerSecond: 10 6
- hame: <input_name>
application:
namespaces: [ test ]
containerLimit:
maxRecordsPerSecond: 1000

s
JH
o
all
s
L
v
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©

&% AL FA 3 ). maxRecordsPerSecond 2 =& 10 ¢ = AAsA vydgd
g g 2=so] 29| 7} Ad el dls] 23 Ad] 107]9] A Z=71 = F U

ClusterLogForwarder CRS 2 &3]t}

)
ot
2

I $ oc apply -f <filename>.yaml
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13%. 2] &2 o o}

134, 2 22 o ok

13.1. == A e 7|2 A} L35l] 27 g 422 ol%

7= o] AHg2 A o] 2l @ Podol] AR A Al 72 ALE5te] Aol d /g ROz A

ox L
d
L
k)

oA Pods A3 st =] 23 L3 7]/3 == A9 7] 71 Podoll 9lofoF gyt

13.1.1. == g7 An

Pode] == A e 7] ¢} == o] gl S AL 5lo] Pod7} ¢ ok5 = 91 = Ao] 3 5=
712 A1-&3A OpenShift Container Platform01]1~1 Q) 3] 3= gHlo] 3 o

A9 1—3— AHE St 54 == ]gig Pod= Wl X|al3, 2| AH 4% =& AW/ = AL 519 Z

PodE uj ilfg 4 A

& 5o Zej2H AAE= AEA A MR B 5= BE Podo == JE 7] & X33}
AP Hog 71 7178 =0 vt PodE W 28 = Q&= A=z S AT ,J’*W:P o] dA oA Z2
ZHE F A € dolgAlH 5712 34Ut v]Fox] = =29 28-S us-east, us-central
T us-westz A A ). ofA] o} gl H & %] o (APAC)o| A = ==2] 2hdl-& apac-east 5=+ apac-
westZ A A3t @A = AA S Podol] ;== A7 S F7138le] 39 ==0] Pod7 o e =2 &
F AHFYTh

Pod 9 HAEd| ;== Ael7]|7} £35 o] YAt A xsl= Filo] Y= =71 Y= A$ Pod= o oF
—5—].;(" 01-1\],]]:]_
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U3 Pod 749 == ey % e = fAYLS AL FU A9 B FHAN =2
ol i & Pod uj X & A o] g th.

nodeSelector ¢} nodeAffinityE = o 44 sl= Z§ PodE $H =9 4
k5] sl A= F el & 25 F58oF .

nodeAffinity 3 2 914 ¥ nodeSelectorTerms= ol & 7] XA 3= A
nodeSelectorTerms = 3} E =351 PodE =T 9| o 2ks 4= 9 &1t}

nodeSelectorTerms ¢} <14 ¥ matchExpressions= o] 2] 7] A A 3= A%
2 & matchExpressionsE 5= 3 w ¢t PodE =0 o 3 5 JFU

W= 4] 5 ehi g Abgste] 54 Pod7t ol oFE =g A o]

e

# A&k

= A9 )¢ S8 AHgsted WA Podo] €40l 2P HA RS k= S AP o
A9 715 Podol 71

¥ &
%ﬁfﬁ ol oFgl 713 Podol == A7 & A F7ke 4 gleich wlE 743 7ol
QR Podg Alojsh enAEe Bl A slok Tyt

o £ Eo] t}2 Node ¢ H A E o = region: east 2} o] Q&1 ).

g} o] 9J:= Node S HA E Al

il

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/vi/nodes/ip-10-0-131-14.ec2.internal
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134 2 &2 oo}

uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74

resourceVersion: '478704'

creationTimestamp: '2019-06-10T14:46:08Z"

labels:
kubernetes.io/os: linux
failure-domain.beta.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
failure-domain.beta.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
beta.kubernetes.io/instance-type: m4.large
kubernetes.io/hosthame: ip-10-0-131-14
beta.kubernetes.io/arch: amd64
region: east ﬂ
type: user-node

Pod == 4175} A3l o} sH= e duith.

Pod<l = type: user-node,region: east ;== A&l 7] 7} A F ).

= A97]71 9= Pod QR AE A=

apiVersion: v1
kind: Pod
metadata:
name: s1
#...
spec:
nodeSelector: ﬂ
region: east
type: user-node
#...

—

L g3 AR Fof sl == A7 gyt 2ol = ZF == A8 7] 9] O] g g o] B0

gleof gith.
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o)Al Pod AHeF2 AHg-3te] PodE 4 5HH ol Al =0l o kg & YU th

rx Mgy

s

7w g2 5

HN

-~}

712 282 & == A9 7] & AHE-5HE sl S22 Ho A PodE A4 ¥ 1 OpenShift
Container Platformol 4] 7| 2 ;== A&l 7] & Podeol F7151al ¥ X3t 2l & A1E-5lo] == oA
Pod& o 23Ut}

Eo] t}3 Scheduler S B A Ed & 7| B Z2|2H

dE = o< region=east 2 type=user-node
== A9 77 &Y

2AZ# Operator ALz} A o] & A9 4

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

-‘OJ_I‘,

3 S 2H 9 === type=user-node,region=east 2} o] Y&}

Node ¢ H A E 9] 4

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...
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137 gl 42 o ¢}

> AE7]7F = Pod @ B A E 9] o

apiVersion: vi

kind: Pod

metadata:
name: si

#...

spec:
nodeSelector:

region: east
#...

oAl 22 2<E|o] A ol A Pod AFES AH&-519] Pods 44 81wl Pod7} 2] <8 4% = A
715t @7 4ol ehol G E wmEol o FHL k.

Pod7} g0l A E =0 9+ Pod &= 9]

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <none>

PodE QA Sl Z2AE Z2AE = He7|71 A= 21T A 7171 &
H2AH $£F 2= A9 7|1t A3 Podol] Z2 A E =t A€ 771 9193 Pod
7F A = A o oF =] A] ek o).

L

[
f
2
m
iy
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o
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EZAE = A7 E ALL51H o] ZZA E A PodEs A4 w] OpenShift Container
Platformol A] Podd]] =& A&l 7] & F7}5al gl o] A X 5t= =t 9 PodE 4 23U}t =8 AH
T2 == A9 717 = A Z2AE & A9 7|7 A8 o

a2

fujr

o] t}g Z 2 A E 9] = region=east ;== A€ 7] 7} U5}

Namespace @ E A E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

2 =) & type=user-node,region=east z}'# o] 51Ut}

Node $ B A E 9] ¢

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

o] oA ZEA E A oA Pod AtgS A5l PodE A4 61 Pod7t Z2AE =& AE 7]
o} g7 A3 H o] plo] A H =0 d gy

Pod 2 B A E 9] o]
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apiVersion: v1
kind: Pod
metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

Pod7} gtlo] A E =0 9+ Pod &= 9] o

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <none>

Podoll bt & == A€ 717} £¢A 2$ Z24 E9] Pod7t A H 7 dokH A U d S
E°] t5 PodE A7l =24 E9) v]£shd Pod7F B4 = A 54

== Hes)7t FESA 2o Pod 91 A Ee] o

apiVersion: v1
kind: Pod
metadata:
name: west-region
#...
spec:
nodeSelector:
region: west
#...
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13.1.2. Loki Pod wll X]

Pode] 5§ ©.% & == Hel7] & Abg-5to] Loki Pod7t A =& ==& Aojsta the gazs
Y =Eg Ag A RAES T 5 A5

LokiStack CR(AH& 7 B 9] 2] 222)& AHg-3lo] 21 444 Podell 318 345 2 §3t3 k= AR
ol Qiz =0l taints: 482 & Qg ;mo] HREE HAEE 5854 S wE Fodg A st
T 5 o A e 713 A YUt b2 Poddll gl 54 71:3 B2 AHg-ehd al g

42 Podt 238 & 5 JFU T

== A9 77} 9+ LokiStacke] o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:

compactor: ﬂ
nodeSelector:
node-role.kubernetes.io/infra: """ 9
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
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nodeSelector:
node-role.kubernetes.io/infra:

== du7le] 489 74 22 Pod 32 A4

o
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o] A Jd A FA A == Loki Pod= node-role.kubernetes.io/infra: """ @}#lo] 3t == =2 o] %
gyt

r= A9y 9 3§ ¢ A7} &= LokiStack CR2] <]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
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key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
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key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

gateway:

nodeSelector:
node-role.kubernetes.io/infra:

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

LokiStack(CR)<] nodeSelector 2 3] & 9z} =& A 352 A oc explain ¥# & A}8314
oz g Ay 2 I8 B 5 AFU-

1

%

I $ oc explain lokistack.spec.template

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.
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AAE R e 54 RES Fobe 5 AxyTh

$ oc explain lokistack.spec.template.compactor

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

13.1.3. 24 38719 Ui g g &2 A 2 2A=H

A= FYL T Y 2H o] 29 3L XY= = ClusterLogForwarder CR3} 5 g o] Fo
ClusterLogging A&z A 9] 2] &2(CR)E AA st £1719 g2 e 2AEE S 78S T+ IF
Lh=

-
e

W oA o] 2 AGAE AR v ClusterLogging CRell 28 5= 28z =
managementState 2 collection ¢JUt}. o} 2 2 & 2dA = FAH Y.

A 27 A

[ J
227 Ago] A&

Red Hat OpenShift Logging Operator v] 4 5.8 o] o] A x| 5 o] &t}
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ClusterLogForwarder CRS A4 35U}

7]<& ClusterLogForwarder CRS- %] 9 3}+= ClusterLogging CRS A4 g}

o H

ClusterLogging CR YAML9] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <hame> ﬂ
namespace: <hamespace> g
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memotry: 1Gi
nodeSelector:
collector: needed
#...

°©] &2 ClusterLogForwarder CR3} &3 of g}

Y] ¢ 23 o] 2= ClusterLogForwarder CR3} &< 3l oF g}
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o2 ¥ S A3 sto ClusterLogging CRS & g3t}
I $ oc apply -f <filename>.yaml
13.1.4. 27 3 7] Pod 1.7]
23 7371 Pod 2 A3 FA 3T ==5 & F dFUH
A=}
ZRAENAN O3 YHS Adstdd 27 +57] Pod 2 AlF- ZRE Qg

$ oc get pods --selector component=collector -o wide -n <project_name>

2 o

o

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
<hone> <nhone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <nhone>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <nhone>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 workeri.example.com
<hone> <nhone>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <nhone>

13.1.5. F71 gl &2

== A97) g A5t 54 == Pod 4]

13.2. B = 9 318 35 A1g-3to] =7 POD ¥l A o]

HAE 2 58 @RS AHgatE s 4] o ook sh (Ei el A& < 5 E) PodE Aol & 4


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-node-selectors
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13.2.1. H| Q1 E(Taints) ¥ & 2] d| <] (Tolerations)2] o]3|

H9IES A1-g351E Podel AX sk 58 247t 1 A% =0l Pod o ok AR S 4 214,

Node A}%(NodeSpec)2 3l ;== HES 24 %6 3l
& ALY =29 HRIEES
kX PodE X & 4 Q&Y

(PodSpec)% %3) Podol 3§
P fle A =AE A “ﬂ"”r

)
oo
)
2
v
o
o
é
_I.:
3
m
i 3
311’
oo >
ﬂlq' o2

== Aboe] HQAE o

apiVersion: v1
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: valuei

#...

Pod AFoe] 51§ 9.3 o

apiVersion: v1

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1"”
effect: "NoExecute"
tolerationSeconds: 3600
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HRJQE 9 E& o] key, value 2 effect= 7+ = o] AFY).

L 131 EHUE 2 EHold +4 a4
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key key:= 2t 253 #4o] ZAE YUt 7] = EAF T AR A &8 of he] 4}, 52
A etel E A, EES 28 S dFY

A A 2shof ko] B4,
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)
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value value:= Htj 63 #19] Z249 1)
.
B

A skol & A, eES X9

effect be ¥y F e 49 g,

ol

NoSchedule [

o HAE] dXstA] &= Al pode &l T
ZEd o ofe A gFyTt

o =29 7/|ZpodE 22 FXF Y

rNoSchedul

PreferNoSchedule o 2=} A5 Sk Al podis 6T
o o ofet £ PR R AAEFHE 2

@A 57 Ut

o =29 7/|ZpodE 22 FXF Yt

NoExecute o EIEe] AASA 2 A podis o P
== o oF g 5 Y5 T
o UdAstE el Yle == 7]
= pod= A1 AH T
operator Equal key/value/effect v 7j #1571 2 41 5} ok g
o ol 71 2 g gy
Exists key/effect v 7§ =7} A H] s of gty o}, U A &}

= yivalue mj7) ¥ 5 @7 Fojokg.

ZAEE Z 72 == NoSchedule HIQIEE F7}5t= A9 =20 7| 2A 0 2 71y
node-role.kubernetes.io/master=:NoSchedule H] 2l E 7} ¢] o]o} g},

e
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apiVersion: v1
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-
master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdc1ab7da414629332cc4c3926e6e59c
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master

i
1)
&
o
r
flo
)
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m
o
e
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L
o

[ ]
operator vj 7| ¥5=7} Equal= 24 € 3¢
o
key i/l s S
o
value M= LIS
o
effect vl 7| = L F o
[ ]

operator v 7| ¥ 4=7} Exists= A A A 7 ¢-:
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t}-& =] 2l E+= OpenShift Container Platformol] 2 =1 t}.

node.kubernetes.io/not-ready: :==7} 1] AHl o] AX GHFU ol == A
Ready=False?] 3| 33 }.

node.kubernetes.io/unreachable: = =7} == AEZF oA 923 3 QS ol= =
= %7 Ready=Unknowno9j 3] 33}

node.kubernetes.io/memory-pressure: ;= =9 W2 2] 1= FA| 7} A5} o]
Z MemoryPressure=Trueo°l 3334t}

rlr
lrl
N

node.kubernetes.io/disk-pressure: = =9 tJ23 B EA|7F Ut ol == =4
DiskPressure=Truel] 3] 331 t}.

node.kubernetes.io/network-unavailable: == Y| E 3 & A1 &3 4 ¢S]

node.kubernetes.io/unschedulable: == 2 o] ok 5= gl Z=1] ).

node.cloudprovider.kubernetes.io/uninitialized: == ZAEZ& 7} 9|} F$= F—':Lx}
2 A& o] HIQE =0 AE B350 7 APt} cloud-controller-managere] A
E87} o] == Z %7]3}31A kubeleto] o] HIIEES A AT,

node.kubernetes.io/pid-pressure: ==9] pid pressure’} JHFU T ol == A
PIDPressure=True °l 3 331 t}.

OpenShift Container Platform& 7] & pid.available evictionHard = 23
3 ek th

13.2.2. Loki Pod ll %]
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Pode] 3] & o3 == & A H
7Hald =E5 AHSSHA] XSl s &

712 A}23t] Loki Pod7l A8 5 =22 Aojsln g2 gaze

% JgUth

LokiStack CR(AFS- 4 A 9] 2] 42)2 AL&-3ke] 21 434 Podol 58 9348 R 837 = AR
o] = =0l taintS 48 F AFUTh == HAEE HAES 3] §81x % 2E Pods 748
£% s A A she 73k AU T B2 Podol §1 54 7115t 42 A5 P msolA 21 A
42 Podut A3 4 A&U

== A= 7] 71 9= LokiStacke] o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor: ﬂ
nodeSelector:
node-role.kubernetes.io/infra: """ 9
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
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o
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Pods x4 @

o] A Jd A FA A == Loki Pod= node-role.kubernetes.io/infra: """ @}#lo] £33t == =2 o]|%
Ut

= Ag7] 94 58 23271 = LokiStack CR<] <

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
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nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

137 gl 42 o ¢}

379



OpenShift Container Platform 4.12 2 7

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

LokiStack(CR)¢] nodeSelector @ 3] & ¢ 2 =& A 3l2]4A oc explain 3§32 A&

dazol e 4Y R A=ES B 5 Yy

$ oc explain lokistack.spec.template

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>

DESCRIPTION:

Template defines the resource/limits/tolerations/nodeselectors per

component
FIELDS:
compactor <Object>
Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

AAE R e 54 RES Fobe 5 eyt

$ oc explain lokistack.spec.template.compactor

2 o

o

I KIND: LokiStack
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VERSION: loki.grafana.com/v1
RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

13.2.3. 3] & 92X = A3l =1 3 7] Pod ] x| A o]

Ned o 21 577 Podol & T3t 22 318 ox 74l A&t

apiVersion: v1
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists
#...
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A 27 A

[ J
Red Hat OpenShift Logging Operator 2 OpenShift CLI(oc)E A x| 3 & Ut}

Az

o
7Hd

332 AYstel 273 5771 Podolq 27 577] PodE oo =0 HAES F

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

9%

I $ oc adm taint nodes node1 collector=node:NoExecute

o] d o) 5] = 7] collector, 3+ node 2 taint € 3} NoExecute= nodel] taintZ s x] g c}.
NoExecute taint & 7%= A}-&3l oF §H1] t}h. NoExecute= taint¢} € x] 3= Pod 4t 2A| =% 551
A 2] 514 &= 71 Pod+= Al A Yo

ClusterLogging A8 2 A ] & & 2(CR)¢] collection 28l A= HAF 3l 27 7 7] Pod
of g 5§ x5 FAFU

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:

- key: collector ﬂ
operator: Exists 9
effect: NoExecute 6

tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
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requests:
cpu: 100m
memory: 1Gi

weo 3718 718 AR g

key/value/effect v 7]l =71 A A& A& @ 31 == Exists Operators =4 gt}

NoExecute § 35 A A ).

Ae A o 2 tolerationSeconds Wi 7} 2 X A 5le] Pod7} A A= 7] A71A] =9
HRIg = A S AR dY .

o] 3-8 23+ oc adm taint ¥ © 2 A H tainte} YA P} o] 5§ 237+ A& PodE nodet
o ol oFe 4= Ytk

13.24. 27 A7 @ 2= 74 2 2ASH

P A FL I U Y2 o] 24 Q3 A 5= ClusterLogForwarder CR3} 52 3 o] S0 Q&
ClusterLogging AH-8-# 3 9] 2]&2(CR)E A sta] 7719 elat e 2AESHS FE2 F UF

Ut

Hj o)A o] 21 AGAE A4 u ClusterLogging CRol| 2§ 5= 2z &=
managementState 2 collection ¢JUt}. 0t} 2 2 & 2dA = FA P Y.

A 27 A

B4 Ago] AU Th
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Red Hat OpenShift Logging Operator ] A 5.8 o] o] A X5 o] &5}

ClusterLogForwarder CRS A3 51U}

7]<& ClusterLogForwarder CRS- <] 9 3}+= ClusterLogging CRS A4 g}

ClusterLogging CR YAML2] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <hame> ﬂ
namespace: <hamespace> g
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

o] & & ClusterLogForwarder CR=} < 3j oF g1 t}.
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o2 W32 43 35}o ClusterLogging CRE &3t
I $ oc apply -f <filename>.yaml
13.2.5. 27 43 7] Pod ®.7]

27 537 Pod 2 28 39 dY == 2 5 g1

ZzAEdA e BH L dAste] 274 5717 Pod 2 A% F s SA .

$ oc get pods --selector component=collector -o wide -n <project_name>

2 o

o

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
<hone> <nhone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <nhone>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <none>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 workeri.example.com
<hone> <hone>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <nhone>

13.2.6. 7} gl &2

X HIEES ALg ko] Pod WA Ao}
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Hox 24 & AAZ F+ dsUHh

14.1. 27 A A A

Red Hat OpenShift Logging Operator 2 ClusterLogging AF&-# A 2] g]42%(CR)E 2HA|sld =1

AAE AL F AFUH.

A 2T A
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A7 Aol AxU .

OpenShift Container Platform ) & 9] #2]#} shH o] AN 23 4 dFUh

s ;‘(]_
1.
Administration — Custom Resource Definitions 5| o] 2] 2 ©]-5 3} ClusterLogging <
283
2.
AR Aol Baz Ao MY AR Ao A A2 1S FYP k.
3.
Azdx goll Y= 34 Wl
]
]
]
£ £39 3} ClusterLogging 214 & 223}
4.
Administration — Custom Resource Definitions =] o] x| 2 o]-& 3 t}.
5.

ClusterLogging &l 9= ¥4 ¥l
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A 2.7 AR

[ J
724 A o] gy

OpensShift Container Platform §] && 9] 2]z} st o] AM 28 5= AFU).

Red Hat OpenShift Logging Operator @ #& 2] A2 E o} F] A| A 1A & A¢-
ClusterLogging A& =} A ¢ @] & 2-0)| A] Elasticsearchol tl 3 3= ) 7|3l o} ).



1473 =2

A7 - A2} A9 7 A2 A o] Ho]A] = o] Eate] Elasticsearch = Z 83t}

AHEAL B 9] A o] AR AR FojR A AL EE S

o

Ut

JAz"ax o A= FA vl
]
]
]
£ =83 L Elasticsearch 214 & Z 213t}

Administration — Custom Resource Definitions ¥] o] X] 2 o] &3},

Elasticsearch € oj 2= 34 v

£ 25w A A A9 P42 go] A4 & He gt

QHAE 28R A ARAL A4 T

Operator — A x| 9 Operator 3| o] A] & o] 5 gt}

OpenShift Elasticsearch Operator &9l 9= 34 vl

£ 233 o3 Operator A X A A& S8}

A€l x}&}: openshift-operators-redhat = 2 2 E & 214 U o).

o] Y| ¢ 23 o] 20 Tt 2 ZF 24 Operator7} A x4 79 openshift-
operators-redhat = £ 2] E £ A} 3} %] v}4] Al Q.

1

N

[
it

v

S

2| A A
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& - Z2AE oA 2 o] 53T

b.
openshift-operators-redhat Z 2 4| E doj = 34 vl
]
L
L]
£ 293 5 Z2AHE A £ S
c.
3} A A}l openshift-operators-redhat & <} 2 3l kA = &<13 -3 2HA] = ¢
gyt

14.5. CLIE A18-3l9 &3 2 FolA OPERATOR 2}

Z 8 2H #E A= CLIE ALE-31e] A st Q25 o] 20 A A x5 Operators 2HA| 3 4= 9l &1 th.

A 27 A

[ J
cluster-admin @3] = A A S Al&31<] OpenShift Container Platform 2 2] 2~ €| 9] o}

Al 2@ % gt

oc g o] YA zH ol AAH| JdFUT.

Az

T=39 Operatore] HA v A (o : A v 2] 2-operator)o] currentCSV Z =0 4] 218 5] =X]
I

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-
serverless -0 yaml | grep currentCSV

2 o

o

I currentCSV: serverless-operator.v1.28.0
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147%. 23 AR A A

MBI YA S 2HA jFY vl : 4] ¥ 2] 2Z~-operator).
$ oc delete subscription.operators.coreos.com serverless-operator -n openshift-
serverless
%9 o
I subscription.operators.coreos.com "serverless-operator"” deleted
o] A Al 9] currentCSV 7S A3l dd U] ¢ 23 o] 29| 4| Operatore] CSVE 24| g
Y.
I $ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless
%9 o
I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted
A
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.12/html-single/storage/#reclaim-manual_understanding-persistent-storage
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157 2ag3z=de

2NA WA 27 A0 the BEJ} 912 F gtk 2 dREE AwE 02 JSON A
2= ZRHAN A dolg RUS e ARl 4T F AFU

Elasticsearch % Kibanaol| 4] olzjst Z =& A seld AN o AR A%
o & S o] Elasticsearch /_search URL=Z Kubernetes Pod ©o]&& o
/_search/q=kubernetes.pod_name:name-of-my-pod= A}-&3}.

e

2= o 52 AL FY T

449 sz P w

R EAST N

o

F 9&Uth

i

MESSAGE

QB 23 J2 g2 UTF-82 Q172G FH Ut v]lo] AR 242 structured Z =71 Y= A$ o] D=7}
AW o] D& 5 AF U structured o 3 A& W) 82 A S FESAIA 2.

tolg #¢ text
Al %k HAPPY
STRUCTURED

F%3t9 oHAES AX 27 FEQUr}. o] D=+ Forwarder7} %319 JSON 215 78 24
SIE S FAE A5 EAZ F JFUTHL A8 2 5o fFad Fxsd 29 A5 ol Bxde
U3 JSON 727t Zebgduh. 23 %] 209 o] A=+ vo] YIAY §low message I =o= A7
2 WA R 7} 23 Y ). structured 2 =0 = 21 WA X o] 23 319 2= IS F Jon oY)
ol 4 eld A go] YFU

dolE 3 group
o Al gk map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
@TIMESTAMP

E2OHOZET AAAHAY ZA A G F e AFE2HZE A FFE W IAHE
UTC Ut "@" H 7 Al 53 =2 doa d=5 ey gt 29 =771 7| £3o=
Elasticsearch& A& 3} “@timestamp” & 25Ut
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=

R Z2adga=gxc

goly 3 date
o Al 7k 2015-01-24 14:06:05.071000000 Z
S2E OB

o] 21 WA A7} Al ZE & A E 9] o] 2 t}. Kubernetes =& ~F 9 A] ©o]= kubernetes.hosts} 5
A

oy 3 keyword

IPADDR4

a2 Al o] IPva 29Ut v o] 2 4 Jsud.

tolE 3 ip

IPADDR6
AHE 7Hs @ A 2 A B 9] IPv6 FadUn. wlde] € 5 sy
tolE 3 ip

LEVEL

rsyslog(severitytext property) Python 27 25 5S v gt &2 27 =YY

t}2 ghesyslog.hol A 7kA ¢ 3 1 gkl sl Fal= S=47F U

[

0 = emerg, A ="2 AHE-T 5= glFy th
[

1 = alert, ZA =X & FAs&loF ).
[

2 = crit, 473 e A
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http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l74
http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l51
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[ ]
3=err, &7 ¥ gt
[ ]
4 = warn, 73 3 A gt}
[ ]
5 = notice, A Fol A7t S 2 3 FeE J Ut
[ ]
6 = info, A R = A FI Ut
[ ]

7 = debug, T ¥ 5% WA A Yo

T& F g syslog.he] ARt oA w Qe AbgH

8 = trace, trace-level ] X] X] = debug | A| A ®.t} ] z}A g}

9 = unknown, 27 A| 2"l A Q14514 &= #S = A+-9Ud.

e 23 A2PY 27 57 B 94 298 o4 559 /b3 ke AR G50 WF P S
Eo] python 2 7 9] 4] = CRITICALS- crit= ERROR<= err 53 A XA|Z 4+ Jd5Ud

dole 3 keyword
o Al 2k info
PID

AL 7158 A9 ol= =7 dEEe Tz IDYL

dole /3 keyword

SERVICE
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https://docs.python.org/2.7/library/logging.html#logging-levels

=

BFZ2agzi=d=
g b5 e A% 27 AEE 9 AR Au| 29 o] 2 th. o] & Sof sysloge] APP-NAME =

rsyslog®| programname <73 2 A H| X A =0 ] g}

golg &3 keyword
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167. TAGS

A Apak: 7] T At s76) o) 7+ =10 w)A | Operator 4 9] Bl 222 2 F . 7
olzEE guloz PRE AL B0 e #ALoAY £AL B2 9] JSON 5 5 st

dlolE f3 text

FILE

TRAA o] 22 FES e 22 Ad AU, ditd oz JY 1Y =9 /var/log 3 A
g9 = A=AUg

dolel §8  text
OFFSET
QA ZAUTH 9 21 o] A Ao A ghol AASA G FA Srtete F HAolN =

ghele] A A7hA o] vho] B 40 Ei 1714 B 27 2kl W50 £ 1718)E Uehd 5 et
A e 20 (3 A tehlE e ZUES 5 dedth

tlolE 3 long
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17%. KUBERNETES

Fu e = e W e ol El o] u] 9 &5 o] 2411 o

dole 3 group

17.1. KUBERNETES.POD_NAME

Pods] o & ¢t

gl o] E 63 keyword

17.2. KUBERNETES.POD_ID

Pod<] Kubernetes ID 1 t}.

o8 3 keyword

17.3. KUBERNETES.NAMESPACE_NAME

Kubernetes?] J] g 23 o] 2 o] Y Y.

dole 3 keyword

17.4. KUBERNETES.NAMESPACE_ID

Kubernetes2] Y| 2=d o] 2~ IDY Y t}.

dole 3 keyword

17.5. KUBERNETES.HOST

17%. KUBERNETES
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Kubernetes == o] 544t}

dole 3 keyword

17.6. KUBERNETES.CONTAINER_NAME

Kubernetes®] 78] o] o] Y4t}

o8 3 keyword

17.7. KUBERNETES.ANNOTATIONS

Kubernetes ¢ B A E ol AAH F4 ).

t o] B

do
of

group

17.8. KUBERNETES.LABELS

27 Kubernetes Podel 21 #d o] &Yt}

HolE &9 group

17.9. KUBERNETES.EVENT

Kubernetes v}~ €| APlo] 4] -2 Kubernetes o|Hl EQ]1UT}. o] o]l E A= & Event vl o] 9] &
g ol EE &35 gyt

Holg &9 group

17.9.1. kubernetes.event.verb

olyl € -3, ADDED,MODIFIED %=+ DELETED
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#event-v1-core

17%. KUBERNETES

gl o] E 63 keyword

o Al Bk ADDED
17.9.2. kubernetes.event.metadata

ol E A 9x 2 A 7FAA F YU}

il 1= )
teld #9 group
17.9.2.1. kubernetes.event.metadata.name
OME AL EAF 2BAES] o] FIL.
o8 3 keyword
of| Al 7k java-mainclass-1.14d888a4cfc24890
17.9.2.2. kubernetes.event.metadata.namespace

oWl E 7} 2] wHA) g Y] ¢ 23] o] 2 9] o] Z U t}. eventrouter o Z 2] A o] A o] v EH U] Y 23 o]
2-9l kubernetes.namespace_name=} t} 51 t}.

g o] ¥ 63 keyword

o Al Zk default

17.9.2.3. kubernetes.event.metadata.selfLink

gl o] E] 63 keyword

o Al 7k /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

17.9.2.4. kubernetes.event.metadata.uid
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dole 3 keyword

Al 2k

d828ac69-7b58-11e7-9¢f5-5254002f560c

17.9.2.5. kubernetes.event.metadata.resourceVersion

Aw ] Y5 v A o] o]l EE 235}

- =

- PERPERE L EIEch

e
e

ALYt ZetolAEE o] EAAL AHES
toly &3 integer
o A 3% 311987

17.9.3. kubernetes.event.involvedObject

H ol &9 group

17.9.3.1. kubernetes.event.involvedObject.kind

onAE §YYurh

dole 3 keyword

o Al 7k ReplicationController

17.9.3.2. kubernetes.event.involvedObject.namespace

FE Q¥ A E o] Y| Q) A o] £ o] E¢J Ut} eventrouter o] Z&] A o] A o] v £H Y] Y A o] AQ]
kubernetes.namespace_namez} t} & 4 A5

tolg #¢

keyword
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o Al Zh default

17.9.3.3. kubernetes.event.involvedObject.name

OMEE EAF QHAES o]FYYt].
tlolE ¢ keyword
of| A 7k java-mainclass-1

17.9.3.4. kubernetes.event.involvedObject.uid
QB AE IF IDYY).

dole 3 keyword

o Al Zk e6bff941-76a8-11e7-8193-5254002f560c

17.9.3.5. kubernetes.event.involvedObject.apiVersion
kubernetes v}2-H API2] ¥ & ¢}
goly 3 keyword
AT %k vi

17.9.3.6. kubernetes.event.involvedObject.resourceVersion

JMES B AT Aue ¥ vAL A sk EAAIY T Zeo|dEE o EAAL AFE-3o]
onAEsMAD A71E 24T 5 AFUh

dolg 3 keyword

Al %k 308882

17.9.4. kubernetes.event.reason
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tlolE 73 keyword

o Al gk SuccessfulCreate

17.9.5. kubernetes.event.source_component

ol olMEES HIF T4 2iduth

tlolE #3 keyword

o Al 7k replication-controller

17.9.6. kubernetes.event.firstTimestamp

olMlEs} Ag 7128 ABAY T

doly #3 date

A %k 2017-08-07 10:11:57.000000000 Z

17.9.7. kubernetes.event.count

o] oM =7} HAF A+ AY T

WolE 48  integer

ol Al 2k 1

17.9.8. kubernetes.event.type

ol E §3, Normal === Warningd Ut A 3

tlolE 3 keyword
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o Al Bk Normal
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187. OPENSHIFT

openshift-logging 53 v eld] o] € 9] Y] Y 23 o] 2

ol E /3 group

18.1. OPENSHIFT.LABELS

Cluster Log Forwarder 74 ol 3-719 o] &

tlolE 3 group
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19%. APl Z=
19%. APl =
19.1.5.6 =7 APl &=

19.1.1. 27 5.6 API F&x
19.1.1.1. ClusterLogForwarder

ClusterLogForwarder= =1 AZ& A 3st= APIYUTH

ol AR E 98 AFoIA ol 5o A4 A 2
=4 gk

=93

==

AEZ AD3sls go] Tl B2 AP slo] AGS

2% 27 Aol U@ /12 AF 9 ol el gom ALgR A4 4
s age s ESRICH

712 openshift 21 | Z 20 & 7] 2 A
= Aostd 23 2=H W

229 els

Eo] AW URL L 7|e} A2 AR 2 AA &
AR GEAZL EE 22

L=
B o=

AXZ 235 A9 F dFY

ZA g U182 APl 2 =0 g ABA & x4 Al L.
%4 #3 EL:
spec object ClusterLogForwarder?] ¥3l= &
2 Abef
status object ClusterLogForwarder2] A}ej
19.1.1.1.1. .spec
1911111, 429
ClusterLogForwarderSpec2 =15 97 oz AGst= S Aoy

19.1.1.1.1.1.1. 738
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object

A= array (A8 Algh) dE e 2o AR E

ded ) dEE g gyt

outputDefaults object (A€ A1¢}) DEPRECATED
OutputDefaults= 7] &2 2 & 2o
BAIA O R At A4S ARG

k=
=9 array (A AR E ol e 22w A A
o gk tj/del ol Fel AP H Y
Pipeline array dolZehele Py Hel A A
FHAAE EY NER AEIY
=2
19.1.1.1.2. .spec.inputs]]
19.1.1.1.21. 49
InputSpec2 =1 Wl X x| o] A& 7] & Ao},
19.1.11.211. 538
[ ]
array
%74 3 i
of &2 A 1A object (A8 AFgH) = A o) Ho] e
735 olEel AR N EE Aol A
2IANEE Z4SFYUL
name string vjo]Zg}ele %‘E—:‘.% AZ3=

19.1.1.1.3. .spec.inputs[].application

19.1.1.1.3.1. 49
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19%. APl Zx

= Aol 2 Ae7]. Ael7]9o] R E 272 £Z (logical AND)3le] =12 He3of ).

19.1.1.1.3.1.1. §38

[ J
object

/\—]l%]

=

5] [S1Eat: o) e array (A A ol Al 22 E
FHE UL 2T ol =AY

A7) object (Ag AL A x5t o] =
Pode] =z Mg 7]y}

19.1.1.1.4. .spec.inputs[].application.namespacesl]

19.1.1.1.4.1. 49

19.1.1.1.4.1.1. 738

[ J
array

19.1.1.1.5. .spec.inputs[].application.selector

19.1.1.1.5.1. 49

gdol& e 7= el Fgel dig deolE Adyd.

19.1.1.1.5.1.1. /38

[ J
object

/\-]l%]

=

matchLabels object (A9 X}8}) matchLabels=
{key,value} 2] W ]t}
matchLabels¢] &< {key,valuet
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19.1.1.1.6. .spec.inputs[].application.selector.matchLabels

19.1.1.1.6.1. 49

19.1.1.1.6.1.1. 73

[ J
object

19.1.1.1.7. .spec.outputDefaults

19.1.1.1.71. 49

19.1.1.1.71.1. §3

°
object

&4 3 A

elasticsearch object (A= A}&}) Elasticsearch

OutputSpec 7] &3}

19.1.1.1.8. .spec.outputDefaults.elasticsearch

19.1.1.1.8.1. 49

ElasticsearchStructuredSpec2 elasticsearch Q1 25 ZAA 57| Y3l +F3d 22 HA A &
a8 AP

19.1.1.1.8.1.1. /3

°
object

%4 4 A

enableStructuredContainerLogs bool (A9 A3H

EnableStructuredContainerLogs
2 A3k thE A ol T8
22383884 dayUh
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structuredTypeKey

structuredTypeName

19.1.1.1.9. .spec.outputs[]

19.1.1.1.9.1. 49

zge 2auAA Y UgL F P

19.1.1.1.9.1.1. /38

[ J
array

syslog

fluentdForward

elasticsearch

kafka

cloudwatch

loki

googleCloudLogging

splunk

name

secret

o
oftl

string

string

w4

object

object

object

object

object

object

object

object

string

object

19%. APl Zx

A

(A A}3}) elasticsearch ¢1 &) 2~ 9]
oo 2 Ag- & v et olE 71 &
AZFU

GCERSD
loadbalancingdTypeName-&
elasticsearch 2=7| v} 2] o] 52 X

gk

4n
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%4 3 A
tls object TLSO = TLS 20| A E 4 9
et S Aofsk= Aol 3t
= o} AdFyth
type string 29 2o a9l PPk
url string AE A 22 gaeEs B
URLJ Yt}
19.1.1.1.10. .spec.outputs[].secret
19.1.1.1.10.1. 29
OutputSecretSpec2 4] ] 23 o] 27} gl o] &9 3= B Fxv .
19.1.1.1.10.1.1. -8
[ J
object
%4 3 A
name string 2GR 1ot o) 4 H

Y o] 2o Bt o] F Yt

19.1.1.1.11. _spec.outputs[].tls

19.1.1.1.11.1. 49

OutputTLSSpecol = &3 33 FAF TLS 92 F40] 3o AdHUn.

19.1.1.1.11.11. 53

object
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19%. APl Zx

Jo
oftl

A

insecureSkipVerify bool InsecureSkipVerifyo] true¢l 739
QA1Z A2 75 F A== TLS

FeholAdEZF T E Ytk

19.1.1.1.12. _spec.pipelines][]

19.1.1.1.121. 49

PipelinesSpec2 915 AN EE &8 A Ed A4

19.1.1.1.121.1. 53

[ J
array

Jo
oftl
117
oF

detectMultilineErrors bool

~
o

AFgH) DetectMultilineErrors
&5t HH oY a5 o
=
=1

ARG 5 Ay

fo ﬁ.@

G

inputRefs array inputRefsi= o] Tho] Za}elof v &
919 o] Z(input.name)< 4 3
Ytk

labels object (A AR} o] Tho] el S
Sl 2 Iz 4= gy
Ayt

name string (A8 AL} o] &2 A9 AFEol x|
T o] 2}l 5o A 13 of
o

outputRefs array outputRefs= o] w}o] el o] =
2 o] & (output.name)< 14 3
Ut

-
Mo
Mo
i

string (A9 A}3}) Parse S ALg-stH 21

19.1.1.1.13. .spec.pipelines[].inputRefs[]
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19.1.1.1.13.1. 249

19.1.1.1.13.1.1. 53

[ J
array

19.1.1.1.14. .spec.pipelines[].labels

19.1.1.1.141. 49

19.1.1.1.1411. 53

[ J
object

19.1.1.1.15. .spec.pipelines[].outputRefs[]

19.1.1.1.15.1. 49

19.1.1.1.15.1.1. 53

[ J
array

19.1.1.1.16. .status

19.1.1.1.16.1. 29

ClusterLogForwarderStatus+= ClusterLogForwarder2] 332 Je] & A 2] g}

19.1.1.1.16.1.1. 53

[ J
object

conditions object
o =7
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19%. APl Zx

p
oX

R Aavd
=9 eyl Y=g oES &Y 2o
Y
Pipeline il vfo] e}l go] el o] &
vfo]Zetele] ol mjF gk
19.1.1.1.17. .status.conditions
19.1.11.171. 49
19.1.1.1.171.1. §39
[ ]
object
19.1.1.1.18. .status.inputs
19.1.1.1.18.1. 49
19.1.1.1.18.1.1.
[ ]
=2
19.1.1.1.19. .status.outputs
19.1.1.1.19.1. 249
19.1.1.1.19.1.1. 53
[ ]
EXl
19.1.1.1.20. .status.pipelines
19.1.1.1.20.1. A9
19.1.1.1.20.1.1. 53
[ ]
conditions== ClusterLogging A Red Hat OpenShift Logging ¢12=¥ 2
ClusterLogging-2 clusterloggings API2] 2 7]v}{l Yt}
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%4 %3 A7

spec object ClusterLogging®] ¥ sl= &= A
00]:

status object status= ClusterLogging¢] ¥z

ge) g A S g o

19.1.1.1.21. .spec

19.1.1.1.21.1. 49

ClusterLoggingSpec2 €13} ClusterLogging 3l & A o] gl

19.1.1.1.21.1.1. 53

°
object

%4 LR A

e object Z 2o A T 840 ALY

e K object (DEPRECATED) (A8 AH3}) t ©]
FAHEEA] EUTH 8 2H 9
Curation 7+4 & 4~ AF<F

forwarder object (DEPRECATED) (A€} A}3h) ¢ 9]
ZAHEE A FEUTH 8 2H 9
A 4 84 AL

logStore object (A AN S8 2B 2O 28
97 4 82 A

managementState string (A& AL} gl a7 @ Aol €
a ‘TR e A
'l A) ey T

Al 2k} object (A9 Arah) Ze) 2E o) Ul 3k A 7}

o} 4 2.9 AL

19.1.1.1.22. .spec.collection

19.1.1.1.22.1. 49
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19%. APl Zx

i

ol Log @ olWlE A Mo )& FuE Tste 72U

19.1.1.1.22.1.1. 53

[ J
object

/\—]%]

=

resources object (A& AN =719 YA T
AU e,

nodeSelector object (A= AL Pod7t o e =2
4 o g,

58 2.4 array (A=) ALg) Podell A 5182 51 &

o348 4o gk,

fluentd object (A= A} Fluentd+= fluentd #
o) g P4 L JeEIU T,

logs object (DEPRECATED) (A€ A}3}) O 9]
4 AL E A ek o ZE 2 E o
23494 A

off

P22 Ag e

it

type string

~

A Akg) 74
FEYUh

19.1.1.1.23. .spec.collection.fluentd

19.1.1.1.23.1. 44

FluentdForwarderSpec2 fluentd -3 2] A Ex = 9t A4S JeEd U .

19.1.1.1.23.1.1. 53

[ J
object
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=4 3 A
H 7 object
inFile object

19.1.1.1.24. .spec.collection.fluentd.buffer

19.1.1.1.241. 249

FluentdBufferSpec2 & & fluentd &2 o djall W3 748 {33t fluentd ¥ 3 wlj 7] 1 5=2] A
AEE Yetdych vy 2 F 27] 23, 234 49 2 S84 SHAE FA s viZlds A E A

B
EE ALY

2 vtk3 ¢l vl 7 H 4= https://docs.fluentd.org/configuration/buffer-section#buffering-
parametersol A ZFZ 314 Al L.

ZZ A vj7l A 4=2] 739 https:/docs.fluentd.org/configuration/buffer-section#flushing-
parametersZ I X34 A Q.

A A = v 7] ¥4 5=+= https://docs.fluentd.org/configuration/buffer-section#retries-parameters &
ZxAA 2.

19.1.1.1.24.1.1. 53

°
object
ERY 53 a7
chunkLimitSize string (A= A}&}) ChunkLimitSize= zt
e Ao 2715 vEbdE Ut o]
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