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driver-toolkit ©] 7] x] = Red Hat Ecosystem Catalog¢] 7 €] o] o] n] =] 4 4 3} OpenShift Container
Platform & 2] 2= ¥ o] = o A A}-&& 4= 9l <5 t}. OpenShift Container Platforme] 221 nfojq &g 2
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2.2.1. registry.redhat.io®l| 4] Driver Toolkit 7 € o] 4 o] u] ] 7}4 2 7]

registry.redhat.io ¢ 4 podman %= OpenShift Container Platform2 A}-&3}of driver-toolkit o] 7] %]
= 714 @& ¥ & Red Hat Ecosystem Catalog ol A 218 4= 9lxyth A mlo] & & 29| driver-
toolkit o] v] X] = registry.redhat.io /openshift4/driver-toolkit-rhel8:v4.12 2] vloj ]2 HHd oz
B 27} 278 U T}

2.2.2. ¥ o] 2 = o A Driver Toolkit ] =] ] URL 73 A

A 2T AV
® Red Hat OpenShift Cluster Managerol| 4] o]0 x| & A| =23 & 714 2EFU T .
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1. ocadm 3§ & AHE-3te] 578 D] 29 s Fat= driver-toolkit ©] o] v 2] URLS &3t

$ oc adm release info quay.io/openshift-release-dev/ocp-release:4.12.z-x86_64 --image-
for=driver-toolkit

o ARMolm|x|] 7% the B3¢ g g ch

$ oc adm release info quay.io/openshift-release-dev/ocp-release:4.12.z-aarch64 --
image-for=driver-toolkit
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https://console.redhat.com/openshift/install/pull-secret
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quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:0fd84aee79606178b6561ac71f8540f404d518ae5deff45f6d6ac8f02636¢714

2. OpenShift Container PlatformS A x| sl= d] 2 83 = A A8 28 F33 & A28 S AL

3lo] o] o] n| X & 7FAH F Ut

$ podman pull --authfile=path/to/pullsecret.json quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:<SHA>
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I $ oc new-project simple-kmod-demo

1. YAML-& simple-kmod =2}o] v A g o] o] v x| = # A5l 7] 9] 3 ImageStream =} A o] &
213 BuildConfig= 4 €] 34 t}. o] YAML S 0000-buildconfig.yaml.template = # 34
T},

apiVersion: image.openshift.io/v1
kind: ImageStream
metadata:
labels:
app: simple-kmod-driver-container
name: simple-kmod-driver-container
namespace: simple-kmod-demo

spec: {}

apiVersion: build.openshift.io/v1
kind: BuildConfig



metadata:
labels:
app: simple-kmod-driver-build
name: simple-kmod-driver-build
namespace: simple-kmod-demo
spec:
nodeSelector:
node-role.kubernetes.io/worker: "
runPolicy: "Serial”
triggers:
- type: "ConfigChange"
- type: "ImageChange”
source:
dockerfile: |
ARG DTK
FROM ${DTK} as builder

ARG KVER

WORKDIR /build/

RUN git clone https://github.com/openshift-psap/simple-kmod.git
WORKDIR /build/simple-kmod

RUN make all install KVER=${KVER}

FROM registry.redhat.io/ubi8/ubi-minimal

ARG KVER

# Required for installing "'modprobe’
RUN microdnf install kmod

COPY --from=builder /lib/modules/${KVER}/simple-kmod.ko /lib/modules/${KVERY}/
COPY --from=builder /lib/modules/${KVER}/simple-procfs-kmod.ko
/lib/modules/${KVER}/
RUN depmod ${KVER}
strategy:
dockerStrategy:
buildArgs:
- name: KMODVER
value: DEMO
# $ oc adm release info quay.io/openshift-release-dev/ocp-release:<cluster version>-
x86_64 --image-for=driver-toolkit
- name: DTK
value: quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:34864ccd2f4b6e385705a730864c04a40908e57acede44457a783d739e377cae
- name: KVER
value: 4.18.0-372.26.1.el8_6.x86_64
output:
to:
kind: ImageStreamTag
name: simple-kmod-driver-container:demo
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I $ OCP_VERSION=$(oc get clusterversion/version -ojsonpath={.status.desired.version})

3. olwA
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I $ oc create -f 0000-buildconfig.yaml

U Pod7l 434 &

a. BARENA AY RELS 2eslEd =ololw Aoy E A
of gt} the YAML Bt o =

apiVersion: vi
kind: ServiceAccount
metadata:

name: simple-kmod-driver-container
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: simple-kmod-driver-container
rules:
- apiGroups:

- security.openshift.io

resources:

- securitycontextconstraints

verbs:

- use

resourceNames:

- privileged
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: simple-kmod-driver-container
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: Role

name: simple-kmod-driver-container
subjects:
- kind: ServiceAccount

name: simple-kmod-driver-container
userNames:

T
sk =

$ DRIVER_TOOLKIT_IMAGE=$(oc adm release info $OCP_VERSION --image-for=driver-
toolkit)

$ sed "s#DRIVER_TOOLKIT_IMAGE#${DRIVER_TOOLKIT_IMAGE}#" 0000-
buildconfig.yaml.template > 0000-buildconfig.yaml

2 g2 5™ =glo]H ZH o] o] u] % S DaemonSeto = vl X 3t}

Hol Ag A~E 2 23] 3]

RBAC 77 7} =a}olu] ZAE|o]1] A< 93
DaemonSete] 35 o] gl %1t o] YAMLS 1000-drivercontainer.yaml= # 4§t .

- system:serviceaccount:simple-kmod-demo:simple-kmod-driver-container



apiVersion: apps/v1
kind: DaemonSet
metadata:
name: simple-kmod-driver-container
spec:
selector:
matchLabels:
app: simple-kmod-driver-container
template:
metadata:
labels:
app: simple-kmod-driver-container
spec:
serviceAccount: simple-kmod-driver-container
serviceAccountName: simple-kmod-driver-container
containers:
- image: image-registry.openshift-image-registry.svc:5000/simple-kmod-
demo/simple-kmod-driver-container:demo
name: simple-kmod-driver-container
imagePullPolicy: Always
command: [sleep, infinity]
lifecycle:
postStart:
exec:
command: ["'modprobe”, "-v", "-a
preStop:
exec:
command: ["'modprobe”, "-r", "-a
securityContext:
privileged: true
nodeSelector:
node-role.kubernetes.io/worker: "

, "simple-kmod", "simple-procfs-kmod"]

, "simple-kmod", "simple-procfs-kmod"]

b. RBAC 73] & dl& N EE A4 g ch
I $ oc create -f 1000-drivercontainer.yaml

5. &2t = =olA pod7t A3 E T Ismodrt 9l 3 2~E A 28 o simple_kmod #'d 2 & ] A
= Z2eHA=A geldyt

a. pod7l A9 1A g}

I $ oc get pod -n simple-kmod-demo

=9 9
NAME READY STATUS RESTARTS AGE
simple-kmod-driver-build-1-build  0/1  Completed 0 6m
simple-kmod-driver-container-b22fd 1/1  Running 0 40s
simple-kmod-driver-container-jzZ9vn 1/1  Running 0 40s
simple-kmod-driver-container-p45cc 1/1  Running 0 40s

b. =2te]H #AH o] Podol A Ismod = & S 4 &) gt}
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I $ oc exec -it pod/simple-kmod-driver-container-p45cc -- Ismod | grep simple
2 o

simple_procfs_kmod 16384 0
simple_kmod 16384 0
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® OpenShift CLI(oc)E A % gyt

e cluster-admin @ 3lo] = AL A= 220 Tt}

1. NFD Operatore] U] ¢} 25 o] 25 A A 3 T},

a. openshift-nfd W] ] 23| o] ~ & & o] 5}+= t} & Namespace CR(AM8-#F A 9] 2] &2~) S A4
5} 322 nfd-namespace.yaml 1} o] YAML & A &34 o

apiVersion: vi
kind: Namespace

metadata:
name: openshift-nfd

b. th& ¥R S st U =eo] s AT
I $ oc create -f nfd-namespace.yami

2. T LEAEE A5t o] dA A A A S ] A 25 o] 220 NFD OperatorE A X g4 t}.

a. 2 OperatorGroup CRS A A 3111 all - YAML 2 nfd-operatorgroup.yaml s} o] = &3+
Ut

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

1
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generateName: openshift-nfd-

name: openshift-nfd

namespace: openshift-nfd
spec:

targetNamespaces:

- openshift-nfd

b. T2 % & 43 35te] OperatorGroup CRES A A 4 o}
I $ oc create -f nfd-operatorgroup.yami

c. Tt} Subscription CRS A4 3131 3l & YAML S nfd-sub.yaml 3} o] #] 7 3H4 o}
AMB2AHA S 4

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: nfd
namespace: openshift-nfd
spec:
channel: "stable"
installPlanApproval: Automatic
name: nfd
source: redhat-operators
sourceNamespace: openshift-marketplace

d UewEe Aasel AT onAE

il

73

ot

Uk

I $ oc create -f nfd-sub.yaml
e. openshift-nfd =z 2] & 2 ¥ 733}

I $ oc project openshift-nfd

o
ol\

® Operator Bl =7} A5 5 A =% Selste A the

o
>
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I $ oc get pods

=9 o
NAME READY STATUS RESTARTS AGE
nfd-controller-manager-7f86ccfb58-vgrdx 2/2  Running 0 10m

ox

&2 ¢l v ol = Running el 7} A g Yt}
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® NFD Operator7} A x] & o] glojof g},

2}
1. NodeFeatureDiscovery CRE A A §Hu t}.

NodeFeatureDiscovery CR| <]

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery
metadata:
name: nfd-instance
namespace: openshift-nfd
spec:
instance: "" # instance is empty by default
topologyupdater: false # False by default
operand:
image: registry.redhat.io/openshift4/ose-node-feature-discovery:v4.12
imagePullPolicy: Always
workerConfig:
configData: |
core:
# labelWhiteList:
# noPublish: false
sleeplnterval: 60s
# sources: [all]
# klog:
addDirHeader: false
alsologtostderr: false
logBackiraceAt:
logtostderr: true
skipHeaders: false
stderrthreshold: 2
v:0
vmodule:
NOTE: the following options are not dynamically run-time configurable
and require a nfd-worker restart to take effect after being changed
logDir:
# logFile:
# logFileMaxSize: 1800
# skipLogHeaders: false
sources:
cpu:
cpuid:
# NOTE: whitelist has priority over blacklist
attributeBlacklist:
-"BMIT"
- "BMI2"
- "CLMuUL"
-"CMOV"
-"CX16"
- "ERMS"
-"F16C"
-"HTT"
- "LZCNT"
- "MMX"

Hh

%#%%%%%%%%%
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- "MMXEXT"
- "NX"
-"POPCNT"
- "RDRAND"
- "RDSEED"
-"RDTSCP"
-"SGX"
- "SSE"
- "SSE2"
- "SSE3"
- "SSE4.1"
- "SSE4.2"
- "SSSE3"
attributeWhitelist:
kernel:
kconfigFile: "/path/to/kconfig"
configOpts:
-"NO_HzZ"
- "X86"
- "DMI"
pci:
deviceClassWhitelist:
-"0200"
-"03"
-"2"
devicelabelFields:
- "class"
customConfig:
configData: |
- name: "more.kernel.features"
matchOn:
- loadedKMod: ["example_kmod3"]

2. oL 42 43 slo] NodeFeatureDiscovery CRS- A4 gy t}.

I $ oc apply -f <filename>

< " H S 4 3sle] NodeFeatureDiscovery CRo| A A = ) =4] &l g o

$ oc get pods

=49 9
NAME READY STATUS RESTARTS AGE
nfd-controller-manager-7f86¢ccfb58-vgrdx 2/2  Running 0 11m
nfd-master-hcn64 1/1 Running 0 60s
nfd-master-Innxx 1/1 Running 0 60s
nfd-master-mp6hr 1/1 Running 0 60s
nfd-worker-vgcz9 1/1 Running 0 60s
nfd-worker-xgbws 1/1 Running 0 60s

2] F-2 <1 ¥ £ o = Running 2} ) 7} A g Ut
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3.2.2. A4 o] #£71 87 o 4] CLIE A}-£ 3} NodeFeatureDiscovery CR A A

Z 2] 28 F2] A= OpenShift CLI(oc)E AF&-51o] NodeFeatureDiscovery CR Q1 ~EH A~ E A A
HUth

ek

PN
S|

AR 8 7 AL
® OpenShift Container Platform &2 28 o] Al =g 5= JHFY o
® OpenShift CLI(oc)E A % &t}
e cluster-admin @ 3slo] Y= AL AE 2293 S5 T
® NFD Operator7t A %] & o] glofof gttt

e Zg

r

olmAI 7} = mH UALE A AH AT 5 A F YT

o skopeoCLI &2 dx3AHFUT

L HA2EL o]uA] 9] oAl AES ATt
E

o
=]

=t
$ skopeo inspect docker://registry.redhat.io/openshift4/ose-node-feature-discovery:
<openshift_version>

8

ol

S

$ skopeo inspect docker://registry.redhat.io/openshift4/ose-node-feature-discovery:v4.12

b. E¥S A Akste] o] A Thol A2 EE A gt

g

e

"Digest™:
"sha256:1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef",

}...

o
=]

& S 213 5lo] skopeo CLI 52 AL&-3}<] registry.redhat.io ¢] o] n| X & v 8] YA 2E
EArety o

fr

I

skopeo copy docker://registry.redhat.io/openshift4/ose-node-feature-
discovery@<image_digest> docker://<mirror_registry>/openshift4/ose-node-feature-
discovery@<image_digest>

op | e—

%3

skopeo copy docker://registry.redhat.io/openshift4/ose-node-feature-
discovery@sha256:1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcd

16
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ef docker://<your-mirror-registry>/openshift4/ose-node-feature-
discovery@sha256:1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcd
ef

3. NodeFeatureDiscovery CRS A A 1 t}.

NodeFeatureDiscovery CR| <]

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery
metadata:
name: nfd-instance
spec:
operand:
image: <mirror_registry>/openshift4/ose-node-feature-discovery@<image_digest>
imagePullPolicy: Always
workerConfig:
configData: |
core:
# labelWhiteList:
# noPublish: false
sleeplnterval: 60s
# sources: [all]
# klog:
addDirHeader: false
alsologtostderr: false
logBackiraceAt:
logtostderr: true
skipHeaders: false
stderrthreshold: 2
v:0
vmodule:
NOTE: the following options are not dynamically run-time configurable
and require a nfd-worker restart to take effect after being changed
logDir:
# logFile:
# logFileMaxSize: 1800
# skipLogHeaders: false
sources:
cpu:
cpuid:
# NOTE: whitelist has priority over blacklist
attributeBlacklist:
-"BMIT"
- "BMI2"
- "CLMuUL"
-"CMOV"
-"CX16"
- "ERMS"
-"F16C"
-"HTT"
- "LZCNT"
- "MMX"
- "MMXEXT"
- "NX"
- "POPCNT"

Hh

%#%%%%%%%%%
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- "RDRAND"
- "RDSEED"
-"RDTSCP"
- "SGX"
- "SSE"
- "SSE2"
- "SSE3"
-"SSE4.1"
- "SSE4.2"
- "SSSE3"
attributeWhitelist:
kernel:
kconfigFile: "/path/to/kconfig"
configOpts:
-"NO_Hz"
- "X86"
- "DMI"
pci:
deviceClassWhitelist:
-"0200"
-"03"
-"2"
devicelLabelFields:
- "class"
customConfig:
configData: |
- name: "more.kernel.features”
matchOn:
- loadedKMod: ["example_kmod3"]

4, oS =2 43 3te] NodeFeatureDiscovery CRS- A A gy t}.
I $ oc apply -f <filename>
a5
1. o2 WS 43 sle] NodeFeatureDiscovery CRe| e & &HQl gt}
I $ oc get nodefeaturediscovery nfd-instance -o yaml
2. oL 42 A3 sle] ImagePullBackOff @ 7 ¢lo] ¥ =71 A8 F21x] gl gt

I $ oc get pods -n <nfd_namespace>

w

2.3. 9 &2 28314 NodeFeatureDiscovery CR A 4]

B &2 2= OpenShift Container Platform ¢ &£ & A}-&-5}<] NodeFeatureDiscovery CRS Al
o

AR & 7 AL
® OpenShift Container Platform &2 28 o] A Al =g 5= JHFY o

e cluster-admin @ 3lo] = A8 A =2 ZaAd P 5

18
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® NFD Operator7} A x] ¥ o] 2] o oF gt}

1. Operator - A X] ¥l Operator 3] o] X] 2 o] &3}
2. Node Feature Discovery 4] A ol 4| A 3-¥ API o 4 Create instance & &3 gt}
3. NodefeatureatureDiscovery CR¢] #t< HF gt}

4. gL 2
3.3. NODE FEATURE DISCOVERY OPERATOR 4

3.3.1. 59
core Al o= 574 7|5 st Aol gle dubAd 74 Ao £ dFU T

core.sleeplinterval

core.sleepinterval> 7| 5 A4 == A A o] A& 53 7HA 3 == ol & AXA 142 AFFU T
Fr7totd #e B AA e E u YT Al QA =AY gl ol Eo] vAl XA H A FFUTh
o] Zr& A A H A9 1 o)A AR H A &= --sleep-interval HH = Z g 22 A H P Yth
AH-E- o
core:
sleepinterval: 60s ﬂ
7] E-zHe 60sY Yt

core.sources

core.sources= &34 7|5 22 EE5 S AAFPYY 55 7 alle e 75 &A2E S8 YT
o] ZHE AN AH AL 1 o] A AR HA] = --sources HEH E= S 12 A JH Y
71 ¥ -3k [all]
ALE o
core:
sources:
- system
- custom

core.labelWhiteList
core. IabeIWhlteLlst‘— golBE o]EL 7uto 2 7| F Elo|EL dHEEH] Y3 A FALE XA

A eHA] e dol &2 AAHA EFUH

)

Yt o
5 BAN e Gl el /vt ol BEQ Y Heol i o Fo Bz APtk do] HFA EE
o) 2230 0] 227} A 2 U ek,

o] %k

flo

A" AL 1 o] A A& 5 A ¢k --label-whitelist 5 & = Z e 22 A4 9 g}
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71E-Z}F null
AR o

core:
labelWhiteList: "*cpu-cpuid'

core.noPublish
core.noPublishZ true= A 4 314 nfd-master¢} o] =& E2lo] &4 sy Ut} o] A
cglo]ld Z) 29 Yt} nfd-worker= A A0 2 7|5 7kx £ A3 st A vk glol B 2

AEEA sy

EEE TS

nfd-master =

KR
T

KeX
T

o] 3+-& A% ¥ 73$ —no-publish B % = Z2) 1= A4 o H ).

core:
noPublish: true 0

71 E2.zk< false] Y t}.

core.klog
e FAS R detded 8oz 24 F e 24 FAS A4 I
EAFASEEE FHIAEAEFA AR S e Ao, ojH3 FHAL A 74 Y FA R -4

Gasich

core.klog.addDirHeader
true £ 4 % 311 core.klog.addDirHeaderol| 4 w2 tjd g ] 2 22 WA A ¢ 3|5 o 7184 o}

7] E.7): false
HEF) A4 7hsyes

core.klog.alsologtostderr
EFE 9F 9 whdel 1Sy

core.klog.logBacktraceAt
Z o] fileN o] =FstHd 28] 354

mlo
i
R
%
T
o

core.klog.logDir
ulo] 917 ke A% o] el o] 21 3 S %A

L

Y.
71 &7k empty

Hdeld 44 7Hsino

20



core.klog.logFile

vlo] 91X e S o] 2 YL A}

o

71 &7k empty
HER] A4 75 no

core.klog.logFileMaxSize

core.klog.logFileMaxSize= =2 5} o] H o) =71 = A oYt &9 = v 7hulo] EY Y} gkol 0

A% FH Idd 27 = FATI Y
7] ¥2%: 1800

|

Held 44 75 no

core.klog.logtostderr
S A £ 0 Rl 715 gt

71 &7}k true
dEetd A4 7hsyes

core.klog.skipHeaders
core.klog.skipHeaders 7} true = 44 ¥ 79~ 2 71 v A] %] ]| A]
7] -3k false

core.klog.skipLogHeaders
core.klog.skipLogHeaders”} true= 24 @ 72 $ 21

%

o

7] E.7k: false

J
=

>

4

o

o

ulss

7t

ofr

- no

core.klog.stderrthreshold
A A Fk o] 2] = 1= stderrd

o) 2=
=]

U,

7}k

7183k 2

detd A4 7hsyes

core.klog.v
core.klog.ve 21 FF AL AW TA] Q] =Xt}

N
rfe
Ea

] 0

o

o

ulss

AR 715 yes

core.klog.vmodule
core.klog.vmodule-& 3}

kM
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T HEALS AL R EA]

Y.

o)

d o S AHE8HA] &

Futh
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332. 482

source A H ol = 75 A2 A A v/l A7 25 o] 9

o))

Y.

sources.cpu.cpuid.attributeBlacklist
o] &4 ¥ ¥ cpuid 71 57+ T/ g ok

o] 7k& sources.cpu.cpuid.attributeWhitelist= o] o] 3l 2174 <] ¢}

7] 22} [BMH, BMI2, CLMUL, CMOV, CX16, ERMS, F16C, HTT, LZCNT, MMX, MMXEXT, NX,
POPCNT, RDRAND, RDSEED, RDTSCP, SGX, SGXLC, SSE, SSE2, SSE3, SSE4.1, SSE4.2, SSSEJ]

ARG ol

sources:
cpu:
cpuid:
attributeBlacklist: [MMX, MMXEXT]

sources.cpu.cpuid.attributeWhitelist
o] ¢-4lol Lhd cpuid 7] A A ok,

sources.cpu.cpuid.attributeWhitelist+= sources.cpu.cpuid.attributeBlacklist =t} -¢-1 3} t}.
71 &7k empty

ARG ol

sources:
cpu:
cpuid:
attributeWhitelist: [AVX512BW, AVX512CD, AVX512DQ, AVX512F, AVX512VL]

sources.kernel.kconfigFile
sources.kernel.kconfigFile> #1'd 4 3d 9] A=Yyt vl 9l
A AL Ao

fr

739 NFDE w5 el £ 915

71 &7k empty
AHg el

sources:
kernel:
kconfigFile: "/path/to/kconfig”

sources.kernel.configOpts
Source.kernel.configOpts = 7] 5 @l o] &2 AlA st= AY +4 34 VeEbY YT

7] -7+ [NO_HZ, NO_HZ_IDLE, NO_HZ_FULL, PREEMPT]

>

F&

sources:
kernel:
configOpts: [NO_HZ, X86, DMI]

22
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sources.pci.deviceClassWhitelist
sources.pci.deviceClassWhitelist = | o] £& A A| 5}= PCl &= 2] 2 ID
(el 03) == HA Fe -k SEl S 23l 0300) o2 AP T F

2713 89S gu Yt g o] & ¥ 2] & deviceLabelFields & A}-§-31o] 7}

7] ‘%%}\_: ["03", l|0b40"’ |V12"]
ARG ol
sources:

pci:
deviceClassWhitelist: ['0200", "03"]

sources.pci.deviceLabelFields
sources.pci.deviceLabelFields = 7] %5 #|o] & ¢] o] & AT uf AL PCIID Z= Jgd Yot
2.3k I = = class vendor device subsystem_vendor % subsystem_device ¢ 1 t}.

71 ¥zt [class, vendor]
AHE- 4]
sources:

pci:
devicelLabelFields: [class, vendor, device]

9 o] 47 o A ol 4] NFD+ feature.node.kubernetes.io/pci-<class-id>_<vendor-id>_<device-
id>.present=trues} 72 & o] &5 A A T th

sources.usb.deviceClassWhitelist
sources.usb.deviceClassWhitelist = 7| 5 djo]| &S A A 3l= USB 4% Zef 2~ ID 22U Yt} goj &
3 2] 2 devicelLabelFields = A} &3l 712 A S 5 9

7] %%}\_: ["Oe", "ef", l‘fe", l'ff"]

AR ol

sources:
usb:
deviceClassWhitelist: ["ef", "ff"]

sources.usb.devicelLabelFields
sources.usb.deviceLabelFields = 7|5 dlo] & ¢] o] 22L& ZAA T USBID 2 =9 HEgJUth fa3t
= = class,vendor, device] 1 t}.

<)

7] ¥-3k: [class, vendor, device]
AH-E- o
sources:

pci:
devicelLabelFields: [class, vendor]

23
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OpenShift Container Platform 4.12 5 4= 3l= ¢ o] ¥ =g}o]n] A3}

9] 2] config o 4] o 4] NFD+= feature.node.kubernetes.io/usb-<class-id>_<vendor-
id>.present=trues} 72 o] &5 A A FY th

sources.custom
sources.custom 2 AH8- 28 gl o] &2 A A 87 fl8l AHE A o] 7T oA AP she i 559

U,
71 &7k empty

AR ol

source:
custom:
- name: "my.custom.feature"
matchOn:
- loadedKMod: ["e1000e"]
- pcild:
class: ['0200"]
vendor: ["8086"]

3.4. NODEFEATURERULE A}-&-%#} 4 9] 2|42 A

HI

NodeFeatureRule $ B A EX= -t 9] 732 7]ut AL 2} 2] A Eﬂ 0]%% Al A
NodeFeatureDiscovery A}-& 2 4 o] 2] A~ Uth o B AL ol
3t7] flsl] st=dlof Wi o] o ZEjA o] A Hol& AR = HHE7}E?J%HEP.

—|—‘
_4

NodeFeatureRule $ B A E = Hﬂtﬁ = Zg Al dE dol & L HJEE A= B S Al Ty
LA AU S S AFESY lolE W k= /|5 S 7Hte Z Sl HJEE AT YL

3.5. NODEFEATURERULE A}&-%} & o] 2] &2~ A&

T3 H el A3 d X she B9 ==l ¥ o] == A4 5t= NodeFeatureRule © B4 E 5 A 4 g ot

=
. TS " ~E 7} %39 nodefeaturerule.yaml o] 2} = A8 A 9] 8] A2 99 S A A o)
apiVersion: nfd.openshift.io/v1
kind: NodeFeatureRule
metadata:
name: example-rule
spec:
rules:
- name: "example rule"
labels:
"example-custom-feature": "true"
# Label is created if all of the rules below match
matchFeatures:
# Match if "veth" kernel module is loaded
- feature: kernel.loadedmodule
matchExpressions:
veth: {op: Exists}
# Match if any PCI device with vendor 8086 exists in the system

24
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- feature: pci.device
matchExpressions:
vendor: {op: In, value: ["8086"]}

2. T& ¥ E S A3 3to] nodefeaturerule.yaml o1 S &2 2E o 483t

$ oc apply -f https://raw.githubusercontent.com/kubernetes-sigs/node-feature-
discovery/v0.13.6/examples/nodefeaturerule.yaml

o] o Ao =veth &0 2= 7 ¥t I = 8086 ¢ 9= REPCIAX7FYE =t 7|5
dolES A&y

e

al

(
AV

o

st #olE

o

EREE

et
o))

U,

PN
S

M

3.6.NFD EZ =X fH o E 2219 ALE

NFD(Node Feature Discovery) Topology Updater= 2 g A} = =0 A Sdd 2] ARE A= U249
Ut o] ==& g9EE A Podell @98 e A28 AHA 81, o 714 QG 9 o] NUMA(Non-
Uniform Memory Access) == 4= 2l &1t} NFD Topology Updater= A ® & nfd-masterol] 2 &5} ¢]
8 2H Y BE FY A == 5 9 3t= NodeResourceTopology CR(AF8-2F A o] 2] &2)S A F Y
TENFD EZ 22 Yulo]E #E]#ke] shte] IR s Z|AF 9] 7F mE oA A gyt

NFDo| A EZ 2] fJdo]E &2 A} 2P A5 &4 31 6l#] | Node Feature Discovery OperatorE Al
3= Al Mo A4 9 o) 2 NodeFeatureDiscovery CRol 4] topologyupdater 5= true = A 4 $h o}

3.6.1. NodeResourceTopology CR

NFD Topology Updater& AF-g 5Fo] 218) 5} 79 NFDE &3 72 e = 2] 42 3= g o] EE 240
gt ALg A A o) Bl as lauas A Y T,

apiVersion: topology.node.k8s.io/vialphat
kind: NodeResourceTopology
metadata:
name: node1
topologyPolicies: ["'SingleNUMANodeContainerLevel"]
zones:
- name: node-0
type: Node
resources:
- name: cpu
capacity: 20
allocatable: 16
available: 10
- name: vendor/nic1
capacity: 3
allocatable: 3
available: 3
- name: node-1
type: Node

TOR
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resources:

- name: cpu
capacity: 30
allocatable: 30
available: 15

- name: vendor/nic2
capacity: 6
allocatable: 6
available: 6

- name: node-2
type: Node
resources:

- name: cpu
capacity: 30
allocatable: 30
available: 15

- name: vendor/nic1
capacity: 3
allocatable: 3
available: 3

3.6.2. NFD Topology Updater % & = & 1
A1 753 HE S 28 22 289 nfd-topology-updater -help & & & A& gU T} o 2 S0
podman zi el o] ol A th& W& A& g ok

I $ podman run gcr.io/k8s-staging-nfd/node-feature-discovery:master nfd-topology-updater -help

-ca-file

-ca-file =& 2= NFD Topology Updatere] 45 TLS 152 Al o] 3l+= -cert-file 2! '-key-file'flagse} &
A A e ZY 2 F s d Yt o] 8 2+ nfd-mastere] 119 o] 72 Folet= U AFRE = TLS £ E
ASAE AF T T

7)1 &7k empty

o

-ca-file =) 2 & -cert-file @ -key-file =2 ¢} 74 =] A &l oF gHut}h.

of| A

$ nfd-topology-updater -ca-file=/opt/nfd/ca.crt -cert-file=/opt/nfd/updater.crt -key-
file=/opt/nfd/updater.key

-cert-file

-cert-file =2} == NFD Topology Updaterol A 2% TLS <15
A A e EFH a2 T st d U o] Sdlae A 2 Y S <
Gt

S Alojste -ca-file 2 -key-file S22 ¢}
Z3t7] 8l Al g HE=TLS ASAE A A

7)1 &7k empty
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=9
cert-file = 2= -ca-file @ -key-file =2 ¢} g7 ] A &l oF gt

of| A

$ nfd-topology-updater -cert-file=/opt/nfd/updater.crt -key-file=/opt/nfd/updater.key -ca-
file=/opt/nfd/ca.crt

-h, -help
AW e e E R

-key-file

-key-file =) Z2+= NFD Topology Updatere] 4+% TLS ¢l
A A N Fel 2 F syt o Tl ae ta Y g
= -cert-file o)) 3 G st= 7)<l 712 A A g o).

=S Alojsl= -ca-file 2 -cert-file =z ¢} g+
A5t vl AHEH = AR E ISA 9 =

2l

7)1 &7k empty

=8
key-file =2} 2+ -ca-file & -cert-file =} 22} 7 %] A 3l oF g}

of| A

$ nfd-topology-updater -key-file=/opt/nfd/updater.key -cert-file=/opt/nfd/updater.crt -ca-
file=/opt/nfd/ca.crt

-kubelet-config-file
-kubelet-config-file & Kubelete] -4 vl o] H 22 A4 ).

712k /host-var/lib/kubelet/config.yaml

o A
I $ nfd-topology-updater -kubelet-config-file=/var/lib/kubelet/config.yaml

-no-publish

-no-publish =] Z1:= nfd-master$} o] = & 5418 8] &4 3} 5l o] nfd-topology-updatere] o gk A| & 2

&) T3 22 A A3} NFD Topology Updater= 2l A2 3l=9o] EZ 22 &R E A AH 0 2 433}
A2k CR 8.3 & nfd-master2 A4 5 #] k54

71 8.7} false

of| A

I $ nfd-topology-updater -no-publish
3.6.2.1. -oneshot

-oneshot Z ¢ 2 & A}&351H gl a2 l=do] EZZX ©X & W 5335 5 NFD Topology Updater
7t E5EHUSH
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7] &7} false
o A
I $ nfd-topology-updater -oneshot -no-publish

-podresources-socket

-podresources-socket =} 2 & kubeleto] gRPC M| 22 Y B & Unix &7 o] 4 22 A4 5o Al&
QI CPU B A& A staL s G &2of] th & vl Bbell o] B & Al 3y o

71 &7k /host-var/liblib/kubelet/pod-resources/kubelet.sock

< A
I $ nfd-topology-updater -podresources-socket=/var/lib/kubelet/pod-resources/kubelet.sock

-server
-server Z 1= AA Y nfd-master 2H 9] FA2E A A

)

Y,

71 2.7k localhost:8080

< A
I $ nfd-topology-updater -server=nfd-master.nfd.svc.cluster.local:443

-server-name-override

-server-name-override =] = nfd-master TLS ¢1Z 4 o)l A 7|t & 4= 2l CN(L 8t o] )& A4 g
thol Fel e R AL B Om Y402 AbgH ok

7)1 &7k empty

of| A

I $ nfd-topology-updater -server-name-override=localhost

-sleep-interval

-sleep-interval ZHasdia =] EZ 2R AAE W AFE A A Q] glAa2 dulo] E Alo] o] 7HA
AR FUT F7Eobd @2 73k A 14 & o ml et AP A o] = H A g T

71 %7} 60s

< A
I $ nfd-topology-updater -sleep-interval=1h

—version
H{ vl E E ?-5]':17— %E‘;}]’] q

-watch-namespace

-watch-namespace Z 2| “2= A 4 © U] Y 29| o] 220l A A8 5] = Podeoll s A 7t 2] &2 St=go] BEZ
2A AALE FRGES I Lo ol s A FU T A Ul Y Lo o] 2o A AP H A = Pode €
22 AR Foll ALE HA ‘8%75143}. ol HIZE E yu A HAd 53] & FUTE* 2 3 A Z=A XA
ol EEvd&do] 29 ®E PodE ate gyt
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718k

of| A

I $ nfd-topology-updater -watch-namespace=rte
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47¢. KERNEL MODULE MANAGEMENT OPERATOR

KMM(#1d =& #2]) Operatore} OpenShift Container Platform 2] 2~ B0 E¢] | 7Ad =& 9 %
A ZH S Eote vl AR S = ol thsl Gobsyth

4.1. KERNEL MODULE MANAGEMENT OPERATOR & X

KMM(#d =& #2]) Operatori= OpenShift Container Platform Z 2] 2~E o Eg] | Ad =& 2
AR EH s A EE, A, i 2d YT

2918 AH = A 2E CRDE F71gUth RE g 4n
2 ALg sl = 7o) o gt ModuleLoader ©] v %] & A 9] 5}a1, &

%E L. =
A AL A e nES D= MY sl
KMME & 79 =& tha 3 i
agol=stal o A o] tLEld S =Y 2
4.2. KERNEL MODULE MANAGEMENT OPERATOR A %]
2+

Ze) 2 F ¥ A= OpenShift CLI EE = §] 242 A}&5to] KMM(AE 28
DRSRICS

2]) OperatorE A x| & 4

KMM Operatori= OpenShift Container Platform 4.12 o] 2ol A 211 g Y th. B A 4.110] KMMS- A 2] 51
54 F7F A7 D askA] syt HAH 410 9 o] B o] KMMS A %] 8= W of] of gk 2hA &

W5
W &2 "ol " v A ¢ OpenShift Container Platformel] Kernel Module Management Operator A x]" 4] A
o =

4.2.1. ¢ ££ 2 A1835}1] Kernel Module Management Operator 4 %

=& 2~¥] #8] AE& OpenShift Container Platform ¢ <44 AF&-3le] KMM(71E & #2]) Operator=
e

1. OpenShift Container Platform §} &< o] & 291 gt}

2. Kernel Module Management OperatorE A4 %] g t}.

a. OpenShift Container Platform )] &< 4] Operator - OperatorHub= 23 g}

L
5

b. A} 7}53F Operator &2 o] A Kernel Module Management Operator = A & g1
P E= =

c. Operator AX] o] x| AX] REZE Fe|2EH 5 U|d2dHo|x 2 deg gt
d. Installed Namespace & £ 9| ] openshift-kmm v)] ¢] 23] o] 2 & A & &)t}
e. AXE ZFYh

a5

KMM Operator7} A X = =] gl st ¥ o3-S T3 st Al 2.

1. Operator —» 2 ] ¥ Operator ¥ o] x| £ o] &It}
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4%. KERNEL MODULE MANAGEMENT OPERATOF

2. Kernel Module Management Operator 7} openshift-kmm 3£ 2 2] € of] InstallSucceeded ) &l

2 ydE A gy

it

1A
= Al

A A 3= &< Operator= A3l FHl & TA1 5 A5UTHE UF
InstallSucceeded W A| #] ¢} 7] A X o] A F3}H o] A WA RS FA|

Ut

g5 a%

A 4
1. Operator A x| #AI & sl A3t H S A FUH.
a. Operator -» 4 2] 9 Operator 3] o] X] & o] 53} 3L Operator ] E AT H A 2 A 2] A & ) 9

Zel el Folv 77 A=A AAY
a2 = 5 Pod H 0| X 2 o] 5 3}o] openshift-kmm Z = A E o] ] Pod 2 15 <13t}

4.2.2. CLIE A}&3}o] Kernel Module Management Operator 4 %]

93 5 A

Z 8 2 #FF A= OpenShift CLIE A1&31o] KMM(AQ =& #a]) OperatorE 4

A 87 A
e A3 Z 9l OpenShift Container Platform &2 2H 7} $) o] oF g4 o).

® OpenShift CLI(oc)E A Xt}
e cluster-admin @ &o] & AH-&A =2 OpenShift CLIo| 2223 &Yt

A3
1. openshift-kmm 4] ¢J 23] o] 2~ 0] KMMS A X gt}

a. T3 Namespace CRES A A 51532 YAML 319 & A 35y o} (<] (kmm-namespace.yaml ).

apiVersion: v1
kind: Namespace

metadata:
name: openshift-kmm

b. t}& OperatorGroup CR2 A Al 3132 YAML 91 & %] &3]

apiVersion: operators.coreos.com/v1
kind: OperatorGroup

metadata:
name: kernel-module-management

namespace: openshift-kmm

c. T3 Subscription CRS A Al 3132 YAML 3} & %] &3 o} (el (kmm-sub.yaml ).

apiVersion: operators.coreos.com/vialphai

kind: Subscription

metadata:
name: kernel-module-management

2y o} (el kkmm-op-group.yaml ).
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OpenShift Container Platform 4.12 &4 sl=4o] & =2}o|n] &4 3}

namespace: openshift-kmm
spec:
channel: release-1.0
installPlanApproval: Automatic
name: kernel-module-management
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: kernel-module-management.v1.0.0

oo

.

d the Y At AN TP oNAES 4

I $ oc create -f kmm-sub.yaml

o
ol\

e Operator | 71 455 Y=A el A oS 2H S AP}

I $ oc get -n openshift-kmm deployments.apps kmm-operator-controller-manager

g

READY UP-TO-DATE AVAILABLE AGE

NAME
1 97s

kmm-operator-controller-manager 1/1 1

| ﬂJ‘lN'

Operatorg AH&-& 4 JHFU .

4.2.3. o] 21 ¥ A 2] OpenShift Container Platformel Kernel Module Management
Operator A %]
2

KMM Operator:= OpenShift Container Platform 4.12 o] Foll A X 4 Ut} B} A 4.10 & o] A v A 9] 7
$ A SecurityContextConstraint $ B #) E 2 A A 5} o] Operator2] ServiceAccount of] u}21 3 3] of
tt. 28 2 A2 A= OpenShift CLIE AH8-ste] KMM(71'2d 2 & #e]) Operators A X3 = U

AP 27 AHE
e 23 Z<l OpenShift Container Platform 2 2 7} 9l o] of ¥t}
® OpenShift CLI(oc)E A Xt}

o cluster-admin ¥ go] 1= A& A2 OpenShift CLIo| 2 2 A5t}

A%
1. openshift-kmm 4] 9} 23] o] 2¢]] KMM< A x| g o},
a. & Namespace CRS A4 5132 YAML 314 S A 3¢y o (¢l kkmm-namespace.yaml ).
apiVersion: v1

kind: Namespace

metadata:
name: openshift-kmm
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4%. KERNEL MODULE MANAGEMENT OPERATOF

b. T} SecurityContextConstraint ¢ 22 E £ A 51372 YAML 319 & A A3 o (o] :kmm-
security-constraint.yaml:).

allowHostDirVolumePlugin: false
allowHostIPC: false
allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: false
allowPrivilegedContainer: false
allowedCapabilities:

- NET_BIND_SERVICE
apiVersion: security.openshift.io/v1
defaultAddCapabilities: null
fsGroup:

type: MustRunAs
groups: []
kind: SecurityContextConstraints
metadata:

name: restricted-v2
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities:

- ALL
runAsUser:

type: MustRunAsRange
seLinuxContext:

type: MustRunAs
seccompProfiles:

- runtime/default
supplementalGroups:

type: RunAsAny
users: []
volumes:

- configMap

- downwardAPI

- emptyDir

- persistentVolumeClaim

- projected

- secret

c. O Y& 4339 SecurityContextConstraint ¢ H 4] E £ Operatore] ServiceAccount
ol whel Y g ok

I $ oc apply -f kmm-security-constraint.yaml

$ oc adm policy add-scc-to-user kmm-security-constraint -z kmm-operator-
controller-manager -n openshift-kmm

d. ©3 OperatorGroup CRS A4 3} YAML 3¢ & A 73 o} (el kmm-op-group.yaml ).

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
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OpenShift Container Platform 4.12 &4 sl=4o] & =2}o|n] &4 3}

name: kernel-module-management
namespace: openshift-kmm

e. T3 Subscription CRS A A 3132 YAML 31 & A &3 o (el kkmm-sub.yaml ).

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management
namespace: openshift-kmm
spec:
channel: release-1.0
installPlanApproval: Automatic
name: kernel-module-management
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: kernel-module-management.v1.0.0

i)

.

f e PR Agdste ABAIHH QHAES QA

I $ oc create -f kmm-sub.yaml

oY
ol\

e Operator ] £71 455 Y =X el A oS FH S AP}

I $ oc get -n openshift-kmm deployments.apps kmm-operator-controller-manager

=9 o
NAME READY UP-TO-DATE AVAILABLE AGE
kmm-operator-controller-manager 1/1 1 1 97s

Zt 5 gazd g8 7Ad =& A (KMM)dl 4] o] 2iDaemonSet 2] &5 AT + dHFH -

o ZHAHIAA AP HE 53 AE A Z 51119 ModuleLoader DaemonSet.

AL 3o A x| =2 221 DaemonSet.

2E 24 g2 M E g £22E ModuleLoader o] v X & A3 sl AL R EL =3t} 2 & 24 o]y|
A+ .ko 312! 7} modprobe 4 sleep vlo] 2] 7} 25 E£3HH OCI o] u] x| J Ut}

25 21t Pod7I A4 = Podi= modprobe £ 235l A JH RS A AYF UG 2d g3 F
22 714 45 A= A3g Ut} o] 49 ExecPreStop $ == modprobe -r 2 A3l AL RES
A==

.spec.devicePlugin 54 o] 2 & g A 20 A 7AH A9 KMME S 2HZA] S22 dEZAES
AQFUG. §F & Al E g

j—t

o 1% g4 29| spec.selector ¢ A X 5= ==Y
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https://kubernetes.io/docs/concepts/extend-kubernetes/compute-storage-net/device-plugins/

47. KERNEL MODULE MANAGEMENT OPERATOR
o AY nEol 2ryd = (RE £ Pod7} Ready €] o] 2-2).

43.1. 25 AHEAF A 9 Bl A 9

CRD( 2 E A& A A 9] gl & e EEZH oA E T FHLHY REEE T
ctFFA=EALEES L}E} HE} Module CR(AH8-# A 9] ] &2)L 335 = 3l ©
aJrLE}ﬂE—l.Ulg AR g

2 E g 429 335 +E v A2 .spec.moduleLoader.container.kernelMappings o}& ol 4@yt 7
! "H-b‘ ZHE v LA o}ﬂbHegeXp ALgste] of 2] FES FAlO AAZE F dFUT

Module 2] &:2-9) 24 Fx = thg GAE APt
1. .spec.selector ¢} A X ol= R E === g3}
2. G =EoA AP FAREALHAAES L=
3. 2t A wAe] 8 g2 Ak
a. .spec.moduleLoader.container.kernelMappings & & 3}3}to] 24 ZAd o] o]u]|A] o] &
2 ZHUth A Pl L= EEAPo] el Ho] Aw Aol olulA 7} o}H Q1 A9 2
Qo mt A= A Y £ = G A3FU
b. o]d @Al A A AH o] o] A £ ALEste] BE 20 HZ A ES A F U

c. .spec.devicePlugin o] 3 ¢] € 7 $-.spec.devicePlugin.container o] 2|4 € 742 A}-§-3}
o 2 Z 1A HEAES AP T

4. The7 zro] ZHulA] 3 & AAFUTh

a. FY2H 9 w4 AA5HA B AL WAL RPO R S /1E UE AE F 2 2P
b. A EH A WE A9,
c. 4EAAAE A4,
432099 A
Za
AQ BES ZESE AL WS VPR FAYI AL BF ZEHW x| REF
7ol A9l e 5P 5 Y RE Ado] AF AU

4.3.2.1. ServiceAccounts % SecurityContextConstraints

KMM(?‘] E’_%J}E])o 1_1:0“7.]L~1 o5 ECO}L‘ {U}Al JELE‘ZE/@/\"%"L]E} —-ﬂt:l-_cla_]ﬂico“
=43¢ 9= SCC(SecurltyContextConstralnt )l AZ=E A2 4 9l =ServiceAccounts 7| 2 @ $

o,
G A== dg A Fof 2dL Module 2] &2 9] U] Y 25 o] 29} & F ALl uh2t 5o

o _spec.moduleLoader.serviceAccountName 5= +=.spec.devicePlugin.serviceAccountName
dEst 448 A 34 AH-EU

o V=S HAAA B AT BSe FAFUL
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OpenShift Container Platform 4.12 &4 sl=4o] & =2}o|n] &4 3}
o Operator?] 4| 23 o] 2 (7] 27 o 2 openshift-kmm )| A & 2| A271 A HE S
KMM2< 71 2 7321 3t ServiceAccounts £ A}-235lo] H| &= A EE A3 3]}

o0 RE A GE Y AATFH o] LA AAHE A9 KMME Y| Y AH o] 2978
ServiceAccount = Hl 2 A ES 2P AUt A3 9= SCCEAHE o= 522 &/ 3}s}
A LDE=FREIALAAEANQEYIaR2 =2 AT 5 gL

Za
OpenShift-kmm = A =] & = Q= vl Y &3 o] =YY
RBAC W §-2 44 & uj openshift-kmm U] g 25 o] 20| A BE 2] AA2 A4 31 A1eA}

== ServiceAccount 7} 9 ¢ KMMo] S8 AH 9 B E =T o)A it&O] JdE=QJare
= A5oz AP

2 £ ServiceAccount 7} A3 & SCCE ALl == 5] &3l 28 20 = FX) 2229 PodE 43}
sl | o3 93 2 AFE o

I $ oc adm policy add-scc-to-user privileged -z "${serviceAccountName}" [ -n "${namespace}" ]

4.3.2.2.Pod Bt % &

OpenShift‘“ AHE S Bt A 2Ed met v Y &9 0] X Pod Bt FES A5 o2 AAsh= 5713
AUZLS AP} ol F Y = A Q514 &Y

F7tEas

e Pod 19t %<1 o]3) 2 )

apiVersion: kmm.sigs.x-k8s.io/vibeta1
kind: Module
metadata:
name: <my_kmod>
spec:
modulelLoader:
container:
modprobe:
moduleName: <my_kmod> ﬂ
dirName: /opt 9
firmwarePath: /firmware e
parameters: ﬂ
- param=1
kernelMappings: 9
- literal: 6.0.15-300.fc37.x86_64
containerlmage: some.registry/org/my-kmod:6.0.15-300.fc37.x86_64
- regexp: 'M.+\fc37\.x86_64%'
containerlmage: "some.other.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
- regexp: 'M.+$'
containerlmage: "some.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/authentication_and_authorization/#understanding-and-managing-pod-security-admission

4%. KERNEL MODULE MANAGEMENT OPERATOF

build:
buildArgs: 6
- name: ARG_NAME
value: <some_value>
secrets:
- name: <some_kubernetes_secret> Q
baselmageRegistryTLS: @
insecure: false
insecureSkipTLSVerify: false m
dockerfileConfigMap: @
name: <my_kmod_dockerfile>
sign:
certSecret:
name: <cert_secret> @
keySecret:
name: <key_secret> @
filesToSign:
- /opt/lib/modules/${KERNEL_FULL_VERSION}/<my_kmod>.ko
registryTLS:
insecure: false @
insecureSkipTLSVerify: false
serviceAccountName: <sa_module_loader> m
devicePlugin: @
container:
image: some.registry/org/device-plugin:latest @
env:
- name: MY_DEVICE_PLUGIN_ENV_VAR
value: SOME_VALUE
volumeMounts: @
- mountPath: /some/mountPath
name: <device_plugin_volume>
volumes:
- name: <device_plugin_volume>
configMap:
name: <some_configmap>
serviceAccountName: <sa_device_plugin> @
imageRepoSecret: @
name: <secret_name>
selector:
node-role.kubernetes.io/worker:

e AR

A&l ALk firmware/* & = 9] /var/lib/firmware/ = B3 o}
e Apg:

=

3t ol el AY @5 o] Baghirh

QD000

At B2 7 AR5 AG L APt 7z =2 KMME ${KERNEL_FULL_VERSION} & A}-&-3}
o] containerimage | A A ¥ o|n| %] = 4 3] 5}:=DaemonSet & A~ 2= 732 vjA o Z A g}
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OpenShift Container Platform 4.12 54 sl=9] o] ¥ =2}o]n] 43}

o2 74 2] 3¢ my-kmod ConfigMap2] DockerfileS Al-&3}e] o]n] x| E 9l =]},
e ALk

A&l 13} some-kubernetes-secret 9] 72 /run/secrets/some-kubernetes-secret ¢ 2! & 317 o]
A 7HAL 5 &

A€ ALg: o] Wl A E ALE-SHA] w4 A £ true 2 AR SHE Aol Ayt HTTPE ALE-351
Dockerfile FROM 3 & o] A] o] u| R & 7} AL F I &Y}

e ALg o] W M5 AHE-S1A] PR A 2. true 2 A 3HA M=o Auk HTTPE A5t
Dockerfile FROM & 3 ol A o] W] X & 7}A] & Wl &2 TLS A ] Q154 7;:‘%% Ay

I FEPY
I 'cert' 7171 Y= 38 secureboot 71 E B {3 A1 A Y]
= 4 7171 'key'?l 7121 secureboot 7] & B {3 Al ZA P

Al Apg o] AWM SE ALE 51 mhAI Al 2. true = A4 5hE KMMo] vk HTTPS 418 5] 2| o]
Y o] u A 7} o] ] EA|SH=A Se 5 5T

A€ A o] WSS AL 514 v A 9. true 2 A4 &8 KMME e o] o] u x| 7} o] v] £
St el w] R ETLS A Q154 ASFS Ay}

e Apg:

=

e Apg:

=

[ R )
Z g
> = o
o o 5
e
v}
N
e
1
r
o
;g
rr
oY
o

r>'
v}
>
oot

r>'
v}
>
oot

REZH

Ne

A E9 729 ou A & 744 2= ¥ ALSHUTh

D999 @ 909009 9 6 @@9

4.4. MODULELOADER o] 1] 2] A&

KMM(?—] RE AL G5 A UEd v E 20 o] X ¢} 3 FEFUh OS2 L Q7 AHEHS
Z 3 of 8} EE OCl o] v x| U o

e Ko 7} -2 /opt/lib/modules/${KERNEL_VERSION} ¢l ¢} oo} gt}
e modprobe ¥ sleep v}o] 2] = $PATH ¥ 59 g o] 3] of g}
4.4.1. depmod 4! 3

w5 24 ol Ao o A mEo] T o] Y3 BE F shish hE mEo] g EsHE 45 WE Z2A
- ol dopmod & A9 4ol F 542 44542 42 & MBS Aol 14 F L,
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4%. KERNEL MODULE MANAGEMENT OPERATOF

al

e

kernel-devel =l 7] A & t} &2 =3}2]H Red Hat Al B2 3] M o] glojof g},

1. 574 712 v A <] i3] modules.dep ¥ .map ¥ -2 A4 5121 A depmod -b /opt
${KERNEL_VERSION} < 413 gt}

4.4.1.1. Dockerfile <

OpenShift Container Platformoi| A o] n] x| & ¥ = 3}+= 73 ¢ Driver Tool Kit (DTK) A}-8-& 318 314 Al
o

.

ZHAI R W &2 A jho] Foj | = ARSS FESHA L.

apiVersion: v1
kind: ConfigMap
metadata:
name: kmm-ci-dockerfile
data:
dockerfile: |
ARG DTK_AUTO
FROM ${DTK_AUTO} as builder
ARG KERNEL_VERSION
WORKDIR /usr/src
RUN ["git", "clone", "https://github.com/rh-ecosystem-edge/kernel-module-
management.git"]
WORKDIR /ust/src/kernel-module-management/ci/kmm-kmod
RUN KERNEL_SRC_DIR=/lib/modules/${KERNEL_VERSION}/build make all
FROM registry.redhat.io/ubi8/ubi-minimal
ARG KERNEL_VERSION
RUN microdnf install kmod
COPY --from=builder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_VERSION}/
COPY --from=builder /usr/src/kernel-module-management/ci’kmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_VERSIONY}/
RUN depmod -b /opt ${KERNEL_VERSION}

F7tEas

o =alojm B

442 F2He A=

KMME S8 2o 2E 20 o|u|x & A =3 4=9)

ofy

Utk ohe AR B2y A 2.

o AH o] o]u] %] 9] Dockerfile -2 dockerfile 7] o} ] ConfigMap ] 2~ 2] ¥-A}5H T}

e ConfigMap o] =& 3 543 g 2so] 2] Y=A SAFUT.

KMM-& containerimage @ =9 ] A H o]u]x] o] Zo] YA gt} o] AL NS AP
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https://cloud.redhat.com/blog/how-to-use-entitled-image-builds-to-build-drivercontainers-with-ubi-on-openshift

OpenShift Container Platform 4.12 4= 3= 4] o] & =a}o|] &4 3}

A o KMMO A Build 8] 222 A A5l o)X E A =3} o]u] x| 7} =9 & KMM
z3¢ AP FU b2 AR S FE A 2.

flo
|
il

#...
- regexp: '"M.+$'
containerlmage: "some.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
build:
buildArgs: ﬂ
- name: ARG_NAME
value: <some_value>
secrets: g
- name: <some_kubernetes_secret> 6
baselmageRegistryTLS:
insecure: false
insecureSkipTLSVerify: false 9
dockerfileConfigMap: G
name: <my_kmod_dockerfile>
registryTLS:
insecure: false
insecureSkipTLSVerify: false G

e AR

Re) Ak

2 /run/secrets/some-kubernetes-secret 2 = 2l © Podo] vl L EH U t}.

A e ALg): o] WM 55 AHE-SHA] v A 2. true 2 A SHA W =7 AR HTTPE AL 3hed
Dockerfile FROM & & o] 4] o] v x| = 7}#] & 4= AFxU

A€ AL} o] v A M =5 AFE-51R] v A] Q. true 2 A A 51 W =0 A AR HTTPE A1-8-351¢
Dockerfile FROM | & o] A o] u] X & 7} L W] ZE TLS A AFA ASS Ay

25 2P

A e ALg): o] Wl /N H 55 AHE-SHA] vhA A 2. true 2 A A 3HA KMMo] A w HTTPS ALg-5ho] 71 H| o]
H o] A7} o] u] EAst=A] A F AFH T

@ 90 ® 006009

R Abg: o] vl M5 S A 5HA THA] 9. true 2 A 3E KMME 7| o] U] o] u] ) 7} o] u] Z3)
St=A] Sl u] RE TLS A Y QA1FEA AZF L AYgE Y

o W A Frx

4.4.3. Driver Toolkit A} &

Driver Toolkit (DTK)2 W= 25 26 o|u| X & W =317 93 HE 3 7] & o]u| X Y} o 7] ol = A A
ZeZHolA 23 ¢ OpenShift vl 2] &3 gtol ¥ 27t £ o] JFUH.

A4

t}ch7) Dockerfile 2] R ©HA] = DTK= A3 o}
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/builds/#build-configuration

4%. KERNEL MODULE MANAGEMENT OPERATOF

A

Y EES W=
2. ko 32 ubi-minimal 3 2-& 2-& A% AL} o] wl Aol B ARG

3. FY2H Y 2 =i DTKE && ’6‘}2%‘11 DTK_AUTO ¥ = Q1+E& AH&-3FY . o] k-2 Build 2] &
25 A3 d o KMM 93] A-go 2 AFgUtt g+ AAE FxsHa A L.

ARG DTK_AUTO

FROM ${DTK_AUTO} as builder

ARG KERNEL_VERSION

WORKDIR /usr/src

RUN ["qgit", "clone"”, "https://github.com/rh-ecosystem-edge/kernel-module-
management.git"]

WORKDIR /usr/src/kernel-module-management/ci/lkmm-kmod

RUN KERNEL_SRC_DIR=/lib/modules/${KERNEL_VERSION}/build make all

FROM registry.redhat.io/ubi8/ubi-minimal

ARG KERNEL_VERSION

RUN microdnf install kmod

COPY --from=builder /ust/src/kernel-module-management/ci/lkmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_VERSION}/

COPY --from=builder /ust/src/kernel-module-management/ci/lkmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_VERSION}/

RUN depmod -b /opt ${KERNEL_VERSION}

4.5.71d 25 & (KMM)ol A M3 AL-&

Secure Boot7} @4 3lH A 2”lol A 2 & #Ad 25 (kmods)& MOK(Machine Owner's Key) gl o] €] H]] o]
2z TE5° FM/AMA 7 ’%’° ZAPaoFduh v £ o] AR Z v £ ¥ =ato]u = o] v v £ ] A 7]
Z AR sIA T Ad RE W EO] - KMME Ad v 33 9] sign A A& AHE-3t] A RE AP S A
g

Secure Boot AF-&-¢f] O] g A g Y] 82 7 2 Q1 7] AR S FxHA Al L.

AR 8 7 AL
e 2ulE (DER) @249 37171 71 Ao
e MOK dlo|gu|o] 20 TFH F/ 7171 & 3} o] 49 Bt Y 75 k=,
o xA Wt =glo]n AH|ol olu X == F#AH U W= HQ 3l 42 3= 9} Dockerfile ¢
Yt
4.6. SECUREBOOT = ¢ 3+ 7] 57}

KMM(KMM) 2 A}-8-5to] A2 o] A steld 549 19 717F 2 a g ol d @ 7] 44 el
R L R e R P P S R

A7) LA A B FE5HE ol I AM T WSS AN AN AL B AP A 214
WA AHg Ste] 2 71 FEFITh
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https://catalog.redhat.com/software/containers/ubi8/ubi-minimal
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_monitoring_and_updating_the_kernel/signing-a-kernel-and-modules-for-secure-boot_managing-monitoring-and-updating-the-kernel#generating-a-public-and-private-key-pair_signing-a-kernel-and-modules-for-secure-boot
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_monitoring_and_updating_the_kernel/signing-a-kernel-and-modules-for-secure-boot_managing-monitoring-and-updating-the-kernel#generating-a-public-and-private-key-pair_signing-a-kernel-and-modules-for-secure-boot
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_monitoring_and_updating_the_kernel/signing-a-kernel-and-modules-for-secure-boot_managing-monitoring-and-updating-the-kernel#signing-kernel-modules-with-the-private-key_signing-a-kernel-and-modules-for-secure-boot

OpenShift Container Platform 4.12 54 sl=9] o] ¥ =2}o]n] 43}
A3
1. A5 A 71 234 sb_cert.cer 5 3} 7121 7] 7} =3 sb_cert.priv 7Y & vhEY
$ openssl req -x509 -new -nodes -utf8 -sha256 -days 36500 -batch -config

configuration_file.config -outform DER -out my_signing_key_pub.der -keyout
my_signing_key.priv

$ oc create secret generic my-signing-key --from-file=key=<my_signing_key.priv>

$ oc create secret generic my-signing-key-pub --from-file=cert=
<my_signing_key_pub.der>

[ ]
)

U2 base64= Y st F71H

I $ cat sb_cert.priv | base64 -w 0 > my_signing_key2.base64

3. Q39 ¥ P 2ES YAML 5t o) 7+ o}

$ cat sb_cert.cer | base64 -w 0 > my_signing_key_pub.base64

apiVersion: v1
kind: Secret
metadata:
name: my-signing-key-pub
namespace: default
type: Opaque
data:
cert: <base64_encoded_secureboot_public_key>

apiVersion: v1
kind: Secret
metadata:
name: my-signhing-key
namespace: default 9
type: Opaque
data:
key: <base64_encoded_secureboot_private key>

wnamespace -default 2 ¢ &3 Y| Y 250 22 Rt}

4. YAML 5el 2 2 g3,

I $ oc apply -f <yaml_filename>

4.6.1. 7] &<l
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https://kubernetes.io/docs/concepts/configuration/secret/
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7% 3718 Fole 717 Lt/ AR HQEA FaofF Ttk

1 370 71 Al=28lo] 2ut=A A HAY=A FAdY o

$ oc get secret -0 yaml <certificate secret name> | awk '/cert/{print $2; exit}' | base64 -d
| openssl x509 -inform der -text

Serial Number, Issuer, Subject 5 2] Q15 4] 7} 3 A] 5 o] of gt}

2. 719 7] meko] Lul=A AAHAEA FAF T

I $ oc get secret -0 yaml <private key secret names | awk '/key/{print $2; exit}' | base64 -
d

----- BEGIN PRIVATE KEY ------ ¥ ————-—- Z0]| 52 7] 7} 3 A] 5] o] o} g}

4.7. 44 W=7 =olu] Ao Ay

=)o} Mirio] ola) Wi EH A} e 91014 WER ofu]x 8} ko] AL W= o] v A7} gl 4

% ol ARE AHEFHUA L.

o3 YAML 51212 E70/70Q1 7] ol 2o @ 7] ol 5 (L 719 71 7], T 719 AFA)ol Y= A=

o7 FAMA 7] AL F71gUn. 28d Z2 gl A unsignedimage ©] u]x] 7hA 9k A1,
filesToSign o] U4d A AQ 25 A 3}a, thA] 3718132, 4 7 o]|u] x| = containerimage = FA| g
Yt

29 g3 A8 E kmodsE A e 7| ¢t X dte BE =20 2= DaemonSet Hl| 8 oF g 1:}.
=etolH e o= MOK dlo]gHlo] 2ol A 717} Y& =9 Bt K- go] &435tHA] ¥ BE
EX A& FAE Ok vk Bt R g o] &4d3tE FH A 2EHA °‘°}°lc a2 2k MOK tll °lElHﬂ
ojzd = a3 717t YUt

A 27 A

[}
keySecret @ certSecret A| =8l o] A = Y51}

<
>
=
-
H
tlo
X
ofo
)
L
v}

apiVersion: kmm.sigs.x-k8s.io/vibeta1
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kind: Module
metadata:
name: example-module
spec:
modulelLoader:
serviceAccountName: default
container:
modprobe: ﬂ
moduleName: '<your module name>'
kernelMappings:
# the kmods will be deployed on all nodes in the cluster with a kernel that
matches the regexp
- regexp: 'A.*\.x86_649%"
# the container to produce containing the signed kmods
containerlmage: <image name e.g. quay.io/myuser/my-driver:<kernelversion>-
signed>
sign:
# the image containing the unsigned kmods (we need this because we are not
building the kmods within the cluster)
unsignedimage: <image name e.g. quay.io/myuser/my-driver:<kernelversion> >
keySecret: # a secret holding the private secureboot key with the key 'key’
name: <private key secret name>
certSecret: # a secret holding the public secureboot key with the key ‘cert’
name: <certificate secret name>
filesToSign: # full path within the unsignedimage container to the kmod(s) to
sign
- /opt/lib/modules/4.18.0-348.2.1.el8_5.x86_64/kmm_ci_a.ko
imageRepoSecret:
# the name of a secret containing credentials to pull unsignedimage and push
containerlmage to the registry
name: repo-pull-secret
selector:
kubernetes.io/arch: amd64

modprobe - 2 =3 kmod2] o] &y}

4.8. MODULELOADER 7 H| o]\ o]u]x] = 9 x|

a2 SE7 Y3 o] u A S WA WESof h A5 o] WS A A L.

S YAML 2 e 2 A B8] 422 AEE ALESle] A] AEolY o]n X 2 Wk A4 R o]
MAE A ooz AR 2E ) A A o] YA o] ¥ A= sign A4 9] vl WSS AFL5o]
ARy

QI A] o]u]R] o] B2 HZF o]u|A| o] &L 7|uto & 311 < containerimage>:<tag>-
<hamespace>_<module name>_kmm_unsigned = 43 gt}.
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A& Sol, 0hg YAML 52l & AHg-3te] 7Y =& 22 (KMM)E A9 514 22 kmods7h E3hel W=
7} 239 example.org/repository/minimal-driver:final-default_example-module_kmm_unsigned
ol x| & W EFA PR 2EZ 2 YWYyt 28 3 A4 = kmods7l 34
example.org/repository/minimal-driver:final o] 2}+= S+ WA o] v x] = A A g t}. DaemonSet 2 H )
EoA 2=313 kmodsE F8]2H ko vl £3= F WA olu]x Jdu}.

AT E Foll= dAZEZANA YA o|rA & A AT F AsUT Zod ¢ gAl 2=y

Ut

A 27 A

[}
keySecret @ certSecret A =8 o] A A U5}

apiVersion: v1
kind: ConfigMap
metadata:
name: example-module-dockerfile
namespace: default
data:
Dockerfile: |
ARG DTK_AUTO
ARG KERNEL_VERSION
FROM ${DTK_AUTO} as builder
WORKODIR /build/
RUN git clone -b main --single-branch https://github.com/rh-ecosystem-edge/kernel-
module-management.git
WORKDIR kernel-module-management/ci/kmm-kmod/
RUN make
FROM registry.access.redhat.com/ubi8/ubi:latest
ARG KERNEL_VERSION
RUN yum -y install kmod && yum clean all
RUN mkdir -p /opt/lib/modules/${KERNEL_VERSION}
COPY --from=builder /build/kernel-module-management/ci/kmm-kmod/*.ko
/opt/lib/modules/${KERNEL_VERSION}/
RUN /usr/sbin/depmod -b /opt
apiVersion: kmm.sigs.x-k8s.io/vibeta1
kind: Module
metadata:
name: example-module
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namespace: default 9
spec:
modulelLoader:
serviceAccountName: default 6
container:
modprobe:

moduleName: simple_kmod

kernelMappings:

- regexp: 'A.*\.x86_649%
containerlmage: < the name of the final driver container to produce>
build:

dockerfileConfigMap:
name: example-module-dockerfile
sign:
keySecret:
name: <private key secret name>
certSecret:
name: <certificate secret name>
filesToSign:
- /opt/lib/modules/4.18.0-348.2.1.el8_5.x86_64/kmm_ci_a.ko
imageRepoSecret:
name: repo-pull-secret
selector: # top-level selector
kubernetes.io/arch: amd64

namespace - default & a3 vl Y 2=d o]~ = vl ).

©

serviceAccountName - 7] £ serviceAccountName o= @ 3dto] 9= 2 ES AJPs=d 2
Q3 Aol lFU T A v A Ao dlgh ZHA g U 82 o] Al 9] "I A" "AH]| A
ARG AAZ"S A4 A L.

L4

imageRepoSecret - DaemonSet ¢ B 4 E o 4] imagePullSecrets = A}-§3l31 M= 9 A 7]
52 7HA oA FAF o

Aul = A Aol 3 A W2 Aul =AY A S FEsHHA L.

4.9.01M7 2 24 312

tetolw] A" o] 9 kmods7} AP EA FIAY AXA 7IE AEE A5 Aol
PostStartHookError === CrashLoopBackOff A el S ¢ & & 4 AU &t} o] A|r}e] Q9 o2 HW AR
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1o

£ X Al3h= ZAH o] oA oc describe W H S A3 sl AT 5= QFU T

I modprobe: ERROR: could not insert '<your_kmod_name>': Required key not available

4.10. KMM 490} X1

AQ 252 3 X 2HA HBY o] UL 2o} 3= 2971 &5t KMME ModuleLoader
ol AN =] el Al d o 2 Aol el HALS A QT

modprobe W& S Aasto] A2 RES AU Ao
.spec. moduIeLoader.container.modprobe.firmwarePath o] el =7} = 9] /var/lib/firmware 73 = |
AU

Pod7} 5 57 modprobe -r 332 23 3l7] Ao & wAd = Wl dAg 7 &l Qx4 Al AH
Yt

P& 2 olulx] 4.

4.101. =X %3] A= A

OpenShift Container Platform := =9l 4] o] 2] 7|2 x3] 73 = Al E ] /var/lib/firmware 73 27}
E3HEA gH5Uh

Az

Machine Config OperatorZ A}-&3}<] /var/lib/firmware 73 271 Zg¥l MachineConfig
CR(AH&-A 4 9] ga2)S A8

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker ﬂ
name: 99-worker-kernel-args-firmware-path
spec:
kernelArguments:
- 'firmware_class.path=/var/lib/firmware’
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Qo w} A S AT 5 A5yt G == OpenShifte] 739 control-pane
T = master 2 B A E E A2}

MachineConfig CRS & 83l =7} A5 o 2 AR g .

Machine Config Operator.

4102. 7§ 24 olmA W=

Ad 2 E AAE WEsHe R A= Uy olvlA o upolul e HelolE It

FROM registry.redhat.io/ubi8/ubi-minimal as builder
# Build the kmod

RUN ["mkdir", "/firmware"]

RUN ["curl”, "-0", "/firmware/firmware.bin",
"https://artifacts.example.com/firmware.bin"]

FROM registry.redhat.io/ubi8/ubi-minimal

# Copy the kmod, install modprobe, run depmod

COPY --from=builder /firmware /firmware

Module CR(A}&- A} A 9] 2] A 2)d)| A
.spec.moduleLoader.container.modprobe.firmwarePath £ 43 g}.

apiVersion: kmm.sigs.x-k8s.io/vibeta1
kind: Module
metadata:
name: my-kmod
spec:
modulelLoader:
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container:
modprobe:
moduleName: my-kmod # Required

firmwarePath: /firmware 0

A&l ALs}: ffirmware/* S =< 9] /var/lib/firmware/ = E-A}g o).

4.11. KMM #A] 3] 2

KMM A5 2412 sl 28 o] 228 2UEP 5o 2471 24 s= GAS a5 dgu. 2d
O sl gAs #AE A dolHE AT,

4.11.1. must-gather & A&

oc adm must-gather 33 & x| HES 33132 Red Hat Yol tu| 7 AR E A Fsl= vl AZ
He widUg. o3 A0 A E g2 AAR AFTE AHEsle] B8 S 25t 5F ARE FJH

Ut

must-gather & 3 1.

4.11.1.1. KMMej 93t dlo|g 3

Az

deve GATHER_IMAGE W42 443t}

$ export MUST_GATHER_IMAGE=$(oc get deployment -n openshift-kmm kmm-
operator-controller-manager -ojsonpath='{.spec.template.spec.containers[?
(@.name=="manager")].env[?
(@.name=="RELATED_IMAGES_MUST_GATHER")].value}’)
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AFEAE A 2] Y] Y 23] o] 0] KMM-E- A 2] 8 7 - -n <namespace> >
AAE AHEsHA P &F o] 25 AF P o

must-gather £& 23 g}
I $ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /ust/bin/gather
Operator 215 Z A g},

I $ oc logs -fn openshift-kmm deployments/kmm-operator-controller-manager

o 4.1. =9 4
10228 09:36:37.352405 1 request.go:682] Waited for 1.001998746s due to client-
side throttling, not priority and fairness, request:
GET:https://172.30.0.1:443/apis/machine.openshift.io/vibetal ?timeout=32s

10228 09:36:40.767060 1 listener.go:44] kmm/controller-runtime/metrics
"msqg"="Metrics server is starting to listen" "addr"="127.0.0.1:8080"

10228 09:36:40.769483 1 main.go:234] kmm/setup "msg"="starting manager"
10228 09:36:40.769907 1 internal.go:366] kmm "msg''="Starting server" "addr"=
{"IP":"127.0.0.1","Port":8080,"Zone":""} "kind"="metrics" "path"="/metrics"

10228 09:36:40.770025 1 internal.go:366] kmm "msg"="Starting server"” "addr"=
{"IP":"::","Port":8081,"Zone":""} "kind"="health probe"

10228 09:36:40.770128 1 leaderelection.go:248] attempting to acquire leader
lease openshift-kmm/kmm.sigs.x-k8s.io...

10228 09:36:40.784396 1 leaderelection.go:258] successfully acquired lease
openshift-kmm/kmm.sigs.x-k8s.io

10228 09:36:40.784876 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup”="kmm.sigs.x-k8s.io"
"controllerKind"="Module" "source"="kind source: *vibetal.Module"

10228 09:36:40.784925 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup”="kmm.sigs.x-k8s.io"
"controllerKind"="Module" "source"="kind source: *v1.DaemonSet"

10228 09:36:40.784968 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup”="kmm.sigs.x-k8s.io"
"controllerKind"="Module" "source"="kind source: *v1.Build"

10228 09:36:40.785001 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup”="kmm.sigs.x-k8s.io"
"controllerKind"="Module" "source"="kind source: *vi1.Job"

10228 09:36:40.785025 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup”="kmm.sigs.x-k8s.io"
"controllerKind"="Module" "source"="kind source: *v1.Node"

10228 09:36:40.785039 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="Module" "controllerGroup”="kmm.sigs.x-k8s.io"
"controllerKind"="Module"

10228 09:36:40.785458 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PodNodeModule" "controllerGroup"="" "controllerKind"="Pod"
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"source"="kind source: *v1.Pod"

10228 09:36:40.786947 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation” "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source:

*vibeta1.PreflightValidation"

10228 09:36:40.787406 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation” "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation” "source"="kind source: *vi.Build"

10228 09:36:40.787474 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation” "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation” "source"="kind source: *vi.Job"

10228 09:36:40.787488 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation” "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *vibetal.Module"

10228 09:36:40.787603 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="NodeKernel" "controllerGroup"="" "controllerKind"="Node"
"source"="kind source: *v1.Node"

10228 09:36:40.787634 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="NodeKernel" "controllerGroup"="" "controllerKind"="Node"

10228 09:36:40.787680 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="PreflightValidation” "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation"

10228 09:36:40.785607 1 controller.go:185] kmm' msg"—"Starting EventSource"

"controller"="imagestream" "controllerGroup"="image.openshift.io"

"controllerKind"="ImageStream" "source"="kind source: *vi.ImageStream"

10228 09:36:40.787822 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="preflightvalidationocp" "controllerGroup"="kmm.sigs.x-k8s.io"

"controllerKind"="PreflightValidationOCP" "source"="kind source:
*vibeta1.PreflightValidationOCP"

10228 09:36:40.787853 1 controller.go:193] kmm ' msg"_"Starting Controller”

"controller"="imagestream" "controllerGroup"="image.openshift.io"

"controllerKind"="ImageStream"

10228 09:36:40.787879 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="preflightvalidationocp™" "controllerGroup"="kmm.sigs.x-k8s.io"

"controllerKind"="PreflightValidationOCP" "source"="kind source:

*vibeta1.PreflightValidation"

10228 09:36:40.787905 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="preflightvalidationocp" "controllerGroup"="kmm.sigs.x-k8s.io"

"controllerKind"="PreflightValidationOCP"

10228 09:36:40.786489 1 controller.go:193] kmm "msg"="Starting Controller"

"controller"="PodNodeModule" "controllerGroup"="" "controllerKind"="Pod"

4.11.1.2. KMM-Hube<l 4 3 gl o] g 3

Az

KMM Operator hub AE Z2] #&] A9 dlo|HE 3 J o

deve GATHER_IMAGE W42 443t}
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52

$ export MUST_GATHER_IMAGE=$(oc get deployment -n openshift-kmm-hub
kmm-operator-hub-controller-manager -
ojsonpath='{.spec.template.spec.containers[?(@.name=="manager")].env[?
(@.name=="RELATED_IMAGES_MUST_GATHER")].value}’)

AFE-2E A o] Y] Y 23] o] 0] KMM-E- A 2] g 7 -$- -n <namespace> >
AAE AHEsHA vl P EF o] 25 A F P

must-gather &2 243 gt}

I $ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather -u

Operator 215 T A gt}

I $ oc logs -fn openshift-kmm-hub deployments/kmm-operator-hub-controller-manager

ol 4.2. 29 I

10417 11:34:08.807472 1 request.go:682] Waited for 1.023403273s due to client-
side throttling, not priority and fairness, request:
GET:https://172.30.0.1:443/apis/tuned.openshift.io/v1 ?timeout=32s

10417 11:34:12.373413 1 listener.go:44] kmm-hub/controller-runtime/metrics
"msqg"="Metrics server is starting to listen" "addr"="127.0.0.1:8080"

10417 11:34:12.376253 1 main.go:150] kmm-hub/setup "msg"="Adding
controller” "name"="ManagedClusterModule"

10417 11:34:12.376621 1 main.go:186] kmm-hub/setup "msg"="starting
manager"

10417 11:34:12.377690 1 leaderelection.go:248] attempting to acquire leader
lease openshift-kmm-hub/kmm-hub.sigs.x-k8s.io...

10417 11:34:12.378078 1 internal.go:366] kmm-hub "msg’="Starting server"
"addr"={"IP":"127.0.0.1","Port":8080,"Zone":""} "kind"="metrics" "path"="/metrics"
10417 11:34:12.378222 1 internal.go:366] kmm-hub "msg"="Starting server"
"addr"={"IP":"::","Port":8081,"Zone":""'} "kind"="health probe"

10417 11:34:12.395703 1 leaderelection.go:258] successfully acquired lease
openshift-kmm-hub/kmm-hub.sigs.x-k8s.io

10417 11:34:12.396334 1 controller.go:185] kmm-hub "msg"="Starting
EventSource" "controller"="ManagedClusterModule"
"controllerGroup"="hub.kmm.sigs.x-k8s.io"
"controllerKind"="ManagedClusterModule" "
*vibetal.ManagedClusterModule"

10417 11:34:12.396403 1 controller.go:185] kmm-hub "msg"="Starting
EventSource" "controller"="ManagedClusterModule"
"controllerGroup"="hub.kmm.sigs.x-k8s.io"
"controllerKind"="ManagedClusterModule" "
*v1.ManifestWork"

source"="kind source:

source"="kind source:
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10417 11:34:12.396430 1 controller.go:185] kmm-hub "msg"="Starting

EventSource" "controller"="ManagedClusterModule"
"controllerGroup"="hub.kmm.sigs.x-k8s.io"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.Build"

10417 11:34:12.396469 1 controller.go:185] kmm-hub "msg"="Starting

EventSource" "controller"="ManagedClusterModule"
"controllerGroup"="hub.kmm.sigs.x-k8s.io"

"controllerKind"="ManagedClusterModule" "source"="kind source: *vi.Job"
10417 11:34:12.396522 1 controller.go:185] kmm-hub "msg"="Starting
EventSource" "controller"="ManagedClusterModule"

"controllerGroup"="hub.kmm.sigs.x-k8s.io"

"controllerKind"="ManagedClusterModule" "source"="kind source:

*vi.ManagedCluster"

10417 11:34:12.396543 1 controller.go:193] kmm-hub "msg"="Starting

Controller"” "controller"="ManagedClusterModule"
"controllerGroup"="hub.kmm.sigs.x-k8s.io"
"controllerKind"="ManagedClusterModule"

10417 11:34:12.397175 1 controller.go:185] kmm-hub "msg"="Starting

EventSource” "controller'="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "source"="kind source: *v1.ImageStream"

10417 11:34:12.397221 1 controller.go:193] kmm-hub "msg"="Starting

Controller"” "controller"="imagestream
"controllerKind"="ImageStream"
10417 11:34:12.498335 1 filter.go:196] kmm-hub "msg"="Listing all

controllerGroup"="image.openshift.io"

ManagedClusterModules" "managedcluster"="local-cluster"

10417 11:34:12.498570 1 filter.go:205] kmm-hub "msg"="Listed
ManagedClusterModules” "count'=0 "managedcluster"="local-cluster"

10417 11:34:12.498629 1 filter.go:238] kmm-hub "msg"="Adding reconciliation
requests” "count"=0 "managedcluster'="local-cluster"

10417 11:34:12.498687 1 filter.go:196] kmm-hub "msg"="Listing all

ManagedClusterModules" "managedcluster'="sno1-0"
10417 11:34:12.498750 1 filter.go:205] kmm-hub "msg"="Listed

ManagedClusterModules” "count"=0 "managedcluster"="sno1-0"

10417 11:34:12.498801 1 filter.go:238] kmm-hub "msg"="Adding reconciliation
requests” "count"=0 "managedcluster"="sno1-0"
10417 11:34:12.501947 1 controller.go:227] kmm-hub ' msg"_"Starting workers"
"controller"="imagestream" " image.openshift.io”
"controllerKind"="ImageStream" "worker count"=1

10417 11:34:12.501948 1 controller.go:227] kmm-hub "msg"="Starting workers"

controllerGroup"=

"controller"="ManagedClusterModule
"controllerKind"="ManagedClusterModule" "worker count"=1

10417 11:34:12.502285 1 imagestream_reconciler.go:50] kmm-hub
"msqg"="registered imagestream info mapping" "ImageStream"={"name":"driver-

controllerGroup”="hub.kmm.sigs.x-k8s.io"

openshift"} "controller"="imagestream"

toolkit","namespace":

"controllerGroup'=

image.openshift.io” "controllerKind"="ImageStream"
"dtkimage"="quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:df42b4785a7a662b30da53bdb0d206120cf4d24b45674227b16051badb7
c3934" "name"="driver-toolkit" "namespace"="openshift"
"oslmageVersion"="412.86.202302211547-0" "reconcilelD"="e709ff0a-5664-4007-

8270-49b5dff8bae9"

4.12. KMM HUB ¥ SPOKE
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4.12.2. KMM-Hub 4 %]

g W F S A2 3te] KMM-HubS A X8 4 &4t
OLM(Operator Lifecycle Manager) A&

KMM 2] &2 A4

KMM Operator 1 =

4.12.2.1. Operator Lifecycle ManagerZ A}-&35lo] KMM-Hub A 2]

OpenShift &£ 2] Operators 443 A& 3] KMM-HubE A X3 o}

4.12.2.2. KMM 2] &2 2 A A 3l KMM-Hub 4 %]
Az

KMM-HubE =z 2e % ooz 4x8e o AHg-3te] W] 9] 23] o]
_]

o
=4
2-,OperatorGroup ¥ Subscription 2] A2 AT 5

apiVersion: v1
kind: Namespace
metadata:
name: openshift-kmm-hub
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management-hub
namespace: openshift-kmm-hub
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management-hub
namespace: openshift-kmm-hub
spec:
channel: stable
installPlanApproval: Automatic
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name: kernel-module-management-hub
source: redhat-operators
sourceNamespace: openshift-marketplace

4.12.3. ManagedClusterModule CRD A}-&

ManagedClusterModule CRD(Custom Resource Definition)E A}1-8&3} o spoke & ~HolA AY
=5 W EE AU o] CRDE 22 U9, s A%e APse ved ge F7t9=8 3

7Hd o

apiVersion: hub.kmm.sigs.x-k8s.io/vibeta1l
kind: ManagedClusterModule
metadata:

name: <my-mcm>

# No namespace, because this resource is cluster-scoped.
spec:

moduleSpec: ﬂ

selector:
node-wants-my-mcm: 'true’

spokeNamespace: <some-namespace> 6

selector: ﬂ

wants-my-mcm: ‘'true’

moduleSpec: =& & & 29} §A}5H7] moduleLoader 2 devicePlugin A A& E 33 o).

ManagedCluster Yol /] == A& g},

253 AASoF st Ul g &dol: E AA AU

ManagedCluster ¢ B A E = Qe 3]t}

.spec.moduleSpec o] Y= == A X Ho] A= A 3l F Pod= Operatore] u] g 2 o] 2 9] 3]

B ZexgeA dd A

.spec.selector7} 3}1} o] 4+¢] ManagedCluster 2] 22 ¢} ¥ 3] 3}= 2 -9- KMM-Hub:= 3 v g 23
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o] 2] ManifestWork 2] 22 A A 3t} ManifestWork ol = A v F o] X H A9 2 E build 2
sign 319 Aol A AR Egtte 2F A7 TH JFUG B2 E e o|v|A] o] Fo] £F
¥ containerimage 2 == $4 3 oA ~EZ wAIFU

4.12.4. spokecil <] KMM 2! 3j

spokedl] KMM2- A X3t o= F71 24l o] & 2 5% ¢4t} 3] H oA ManagedClusterModule
LHBAEZS B35t spoke S 2E o 72 RES WXL

A3

RHACM A 2 ¢ B Al E = %3 spokes &2 2H o] KMME A x| g 5= 951t} Operator 3] H o] A
KMME A 2|5l A3 2¥3 7= HA3P5t= A 2ol = RHACM do] A EA 2 & 425 A 35
= d 223 F7 RBACE #4434t

& RHACM 3 3| & A1-8-5to] di 3t @ S| 2H o KMMS 23344

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: install-kmm
spec:
remediationAction: enforce
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-kmm
spec:
severity: high
object-templates:
- complianceType: mustonlyhave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-kmm
- complianceType: mustonlyhave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kmm
namespace: openshift-kmm
spec:
upgradeStrategy: Default
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- complianceType: mustonlyhave
objectDefinition:
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: kernel-module-management
namespace: openshift-kmm
spec:
channel: stable
config:
env:
- name: KMM_MANAGED
value: "1"
installPlanApproval: Automatic
name: kernel-module-management
source: redhat-operators
sourceNamespace: openshift-marketplace
- complianceType: mustonlyhave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: kmm-module-manager
rules:
- apiGroups: [kmm.sigs.x-k8s.io]
resources: [modules]
verbs: [create, delete, get, list, patch, update, watch]
- complianceType: mustonlyhave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: klusterlet-kmm
subjects:
- kind: ServiceAccount
name: klusterlet-work-sa
namespace: open-cluster-management-agent
roleRef:
kind: ClusterRole
name: kmm-module-manager
apiGroup: rbac.authorization.k8s.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: all-managed-clusters
spec:
clusterSelector: ﬂ
matchExpressions: []
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: install-kmm
placementRef:
apiGroup: apps.open-cluster-management.io

58



4%. KERNEL MODULE MANAGEMENT OPERATOF

kind: PlacementRule
name: all-managed-clusters
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-kmm

fr
»
)
%
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spec.clusterSelector 2 = ot ZFE|2EH g4 o 2 AT =S ALE A XA T
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