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Y

e |gnitione M Ale] T] 2= FE] M, Tt Al 28, t]d B2 2 g 32 A4 3 ok RAID of @ o] &

HIA T LVM EF -2 A A5k ow\qq_

e Ignition< initramfs2] /sysroot T & ] 2] o] & 7 9} A] 28] e] R EZ nl9E 83 &) %
/sysroot U] @ ] 2] o] A] 252 A] 23 T}

® Ignition H o ¥ RE Y A AFS FA AL HERS] A A 3] v EFES A7 gt
® |Ignition systemd 1A 91U S A3 st /var H B2l D3 Y-S 2wy

® Ignition Ignition 4 Y& AP 3te AL-&-A}, systemd G| 9 9 71EF A Hd S HAG Y
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® |[gnitiono| A= initramfsol] mfLEE J A 2H ] R E A Q45 vfLE AT

® Ignition A} M A1 init LR A AE Al Zso] A AE B E Fol A H e wAldA ohE BE A
H] at—3 /\] ;(L?sh,] q_

ol ZE2 A L7F 2y Al AFlo] S AE 0 Fod FH| T Hol AR Y E Favt sy
9.2. IGNITION 4 3} B 7]

REXEY AL ] Zahs v AHSH Ignition 74 A& RelE o B H e YA S
I $ openshift-install create ignition-configs --dir SHOME/testconfig
s

1 71x] 2 Fof ] &3} bootstrap.ign, master.ign 2 worker.ign 3t o] 1 H 3 tjd g glo] TAHEY
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et 24y
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ofr

ZE S Fa dFstA L.

bootstrap.ign std o] H &S ™A jg =
=

$ cat SHOME/testconfig/bootstrap.ign | jq
{
"ignition": {
"version": "3.2.0"
2
"passwd": {
"users”: [
{
"name": "core",
"sshAuthorizedKeys": [
"ssh-rsa AAAAB3NzaC1yc...."

}
]
b
"storage": {
"files": [

{
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"overwrite": false,
"path": "/etc/motd",
"user": {

"name": "root"
b
"append": |

{

"source": "data:text/plain;charset=utf-
8;base64,VGhpcyBpcyB0aGUgYmOvdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWVKIHdo
ZW4gdGhllG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemlitYXJ5IHNIcnZpY2VzIGFyZSByZWxIY XNIL
WItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGi1 YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXI
gc3RhdHVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2Vydm
ljIZSAtdSBib290a3ViZS5zZXJ2aWNICg==

}
1,
"mode": 420

b

bootstrap.ign stelofl 1}l stelel W & v shel @ o2 sl o] & b= base6d <121
dlo] ] #2419 < base6d -d HH o2 AFEH A L.
/etc/motd ﬁ}fﬂ o &S A& o Ut

$ echo
VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWVkIHdoZW4gdG
hlIG1hc3RiciBpcyBmdWxseSB1cC4KCIRoZSBwemItYXJ5IHNIcnZpY2VzIGFyZSByZWxIYXNILWItYWd|
LnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXigc3Rhd
HVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2VydmljZSAtd
SBib290a3ViZS5zZXJ2aWNICg== | base64 --decode

%9 o
This is the bootstrap node; it will be destroyed when the master is fully up.

The primary services are release-image.service followed by bootkube.service. To watch their status,
run e.g.

journalctl -b -f -u release-image.service -u bootkube.service

master.ign 2 worker.ign 3} o] A 3 &
= 3kl 314 A 2. worker.ignol T2 7+
= S Ao gyt

H A & ol t & Ignition 748 3 o] A
ExE ] WAl A Ignition 74 & 714 2

"source": "https://api.myign.develcluster.example.com:22623/config/worker",

bootstrap.ign Zd ol A W& = = E 7HA] A2 o3 ZEF U T

o 2wkl Y22 Ignition 74 A% o] A 9] Hof 915U Th MCOS) A 5o $A3 P4 9]
& AMgshel WA AR P4l Aol W o

%

Q]
=

o Y& REXED wAlo] thE w4l Ignition AL Al FatE 2 upAE] 2 2H¢] 2} w4l Ignition
T4 AERE FEXZEH w2l -4 7§70 bootstrap.ignl ] 75 Ut}
o =719t o] Ao]=1300F o dolH et Fri o el A =7 2dEUTH
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o Tilanition 7§ Al e Aol o WAL )% AAE $HGE Tl o
W8] kel Al 28] = b S E FoHE AU T o & S0l NFSA) ) A v 28 745
= A o] Tz T4l A 28lo] A 2w init =2 A 2o A A 2l NFS 74 59 & 3713y
o},

o AbgAssh 77k ALg Aol 7] GEl o] corest o] B9l g7 A HUTh W Y Abg
A ol 3 Q15 M 2 Fe 2ol 2101 % & gLt

o 2EA:AEYA Ao 7t wile] Fr7tE gd & AHAUTE RS 2 7HA] gl o=
/root/.docker/config.json(Z 2 2=E 7} A H| o] 4 o] u] x| | X 2E 2] | A 714 ok sF= QF A
A Fe 28 = 4 6= u] AHL-= = /opt/openshift/manifests ¢ @2 mj U # 2~E 319 o]
Z3HY T

® systemd: systemd 4] 4 of = systemd 73] 3 & 2 &h= o] AHE = W&ol AdFU T o] 7
g T & B A AMu|2E A sk e F9) Al =" el A Bl A u) 28 el skl AFEE Y

¥

z

e ImE H:gnition et B E HET F e o8] 5o T HERE =& gy

9.3. 4% & IGNITION 4 &

master master-1638c1aea398413bb918e76632f20799 False False False

=
NAME CONFIG UPDATED UPDATING DEGRADED
worker worker-2feef4f8288936489a5a832ca8efe953 False False False

WA TS Hd e Be e Sal el

ko
fn

$ oc get machineconfig

=9 9
NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
OSIMAGEURL
00-master 4.0.0-0.150.0.0-dirty  3.2.0 16m
00-master-ssh 4.0.0-0.150.0.0-dirty 16m
00-worker 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 3.2.0 16m
worker-2feef4f8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 3.2.0 16m
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Machine Config Operator= o] 2] 8k M 21 4S8 28 o Ignitionz} <F7F th=2 A 25U oh W2l 4

S AU 9121 THOO A 4] 99*71A)). 41 4 ) 28] o o] - Abg shol 2} 1= 8 (v 2 E] i
A4S AU LT gdo] oY wAl 74 gd ol A HE vpA e gkl o] 4G Y T A E =
o], 99* F}l o] LA == Tt o] 00* Yo TAHE S 91U L 05§t} ¢ 2 MachineConfig

LB AEZ"AH H A" MachineConfig S BEA E 2 35 H, o= SFA7F OIS E AFE-SFAL WAl

7 &l A= Y Y T

A Ao A e <1 7Y S 1l £% MachineConfig 9 B A E Uj o A] "Path:"& 2+ 0 4 A] 9. 4
EEUOSH 2EYTH

%9 o

Path: /etc/containers/registries.conf

Path: /etc/containers/storage.conf

Path: /etc/crio/crio.conf
WA A g ol U 9k ¢] o] 28 A A 314 A 2. (ell: 10-worker-container-runtime). 7+ 31 o] W] & &
URL 8t dlo] B2 o] U th 28 ohg A W2l 24 < Zel 26 44844 <.
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LimitRanger

ServiceAccount

PodNodeSelector

Priority

PodTolerationRestriction
OwnerReferencesPermissionEnforcement
PersistentVolumeClaimResize

RuntimeClass

CertificateApproval

CertificateSigning

CertificateSubjectRestriction
autoscaling.openshift.io/ManagementCPUsOverride
authorization.openshift.io/RestrictSubjectBindings
scheduling.openshift.io/OriginPodNodeEnvironment
network.openshift.io/ExternallPRanger
network.openshift.io/RestrictedEndpointsAdmission
image.openshift.io/lmagePolicy
security.openshift.io/SecurityContextConstraint
security.openshift.io/SCCExecRestrictions
route.openshift.io/IngressAdmission
config.openshift.io/Validate APIServer
config.openshift.io/ValidateAuthentication
config.openshift.io/ValidateFeatureGate
config.openshift.io/ValidateConsole
operator.openshift.io/ValidateDNS
config.openshift.io/Validatelmage

config.openshift.io/ValidateOAuth

e
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config.openshift.io/ValidateProject
config.openshift.io/DenyDeleteClusterConfiguration
config.openshift.io/ValidateScheduler
quota.openshift.io/ValidateClusterResourceQuota
security.openshift.io/ValidateSecurityContextConstraints
authorization.openshift.io/ValidateRoleBindingRestriction
config.openshift.io/ValidateNetwork
operator.openshift.io/ValidateKubeControllerManager
ValidatingAdmissionWebhook

resourceQuota

quota.openshift.io/ClusterResourceQuota

ol

A=Y

NamespaceLifecycle

LimitRanger

ServiceAccount

NodeRestriction

TaintNodesByCondition

PodNodeSelector

Priority

DefaultTolerationSeconds

PodTolerationRestriction

DefaultStorageClass

StorageObjectinUseProtection

RuntimeClass

DefaultingressClass
autoscaling.openshift.io/ManagementCPUsOverride
scheduling.openshift.io/OriginPodNodeEnvironment
image.openshift.io/lmagePolicy

security.openshift.io/SecurityContextConstraint
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apiVersion: admissionregistration.k8s.io/vibetai
kind: MutatingWebhookConfiguration )
metadata:

name: <webhook name> g
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webhooks:
- name: <webhook _name> 6

clientConfig: ﬂ
service:

namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> 6

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:
nkn
resources:
- <resource>
failurePolicy: <policy> ()
sideEffects: None

&
o

s EY 2 S A FU

MutatingWebhookConfiguration ¢ 2 4 € o] o] &¢] 1 t}. <webhook_name>< 2z A3l zto 7 n}
wU

1—0{1

=3 9] 39 o] Y th <webhook _name><$ 2z A 3k 7k o 2 whigu o},

W T3 o] AAstaL At vlolHE dF et ol vk AR Y YT

ZHAE = Mu 27 A E = v & o] 2d Yt

ZEE = MH] 29 o] YT

291 9 o] AbgH = 9 3 URLS U th <webhook_url>< 24 gk z-o = 3y ).

W T M7 ARE S A ASA ol AW et PEM Q12 | CARISA Aot
<ca_signing_certificate>Z= base64 & 2] ¢] 2 A 3l 215 A & npF U T}

API A 87} o] 8] 32 59) Z2] 290 S A3l oF sk 21712 A ol sk 14 Ui
APIA 7} o] 9] ¥ 59 2191 35S B2/ sk sl ol o) AUtk 7hs a3t
2 create, update, delete =+= connect] 1 t}. <operation> 2 <resource>= % &3t 71O = ulH

U,

A 28 WS 24 gt} <policy>= Ignore (2 o) 3+ 7
£3 AR)E vk Y Ignore & 2188 BLE ﬂa} Gl
A
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apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration )

metadata:

name: <webhook name> g

webhooks:

- name: <webhook _name> 6

clientConfig:
service:

o

namespace: default 6
name: kubernetes
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> G

rules: Q

- operations:

o

- <operation>

apiGroups:

apiVersions:

nkn

resources:

- <resource>

failurePolicy:

<policy> m

sideEffects: Unknown

== = 3T
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229 S AF I

ValidatingWebhookConfiguration ¢ 2 4] € o] o] & ¢l 1 t}. <webhook_name><& 4 &3t gto &
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o g FE A dA 2 Aol 9l OpenShift Container Platform A1 4.
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o ANE Y F2 A AL o oA,

A3}
1S F2 A AE oY o] u] A& WESIRL o] v A @A 2Ee] & AHg-she] & 2E o)A A 7}
B30 P

2. 2ACAY Z AZAE D8 The §] T3 A v 9] QA=A A% 2 H(CSR)d A H 3= ] AHE
o

3.9 F3 gk B A ZRAEES A4 T

I $ oc new-project my-webhook-namespace ﬂ

et
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T AFYh

Q@ = AvdA5H 5L M)

4. rbac.yamle] b= vt o A A | APl 4B 9] RBAC 13 2 A | gyt

apiVersion: vi
kind: List
items:

- apiVersion: rbac.authorization.k8s.io/v1 ﬂ

kind: ClusterRoleBinding
metadata:

name: auth-delegator-my-webhook-namespace
roleRef:

kind: ClusterRole

apiGroup: rbac.authorization.k8s.io

name: system:auth-delegator
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subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRole
metadata:

annotations:

name: system:openshift:online:my-webhook-server
rules:
- apiGroups:

- online.openshift.io

resources:

- namespacereservations 6

verbs:

- get

- list

- watch

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRole
metadata:

name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:

- admission.online.openshift.io

resources:

- namespacereservations 6

verbs:

- create

apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:

name: my-webhook-server-my-webhook-namespace
roleRef:

kind: ClusterRole

apiGroup: rbac.authorization.k8s.io

name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount

namespace: my-webhook-namespace

name: server

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: RoleBinding
metadata:
namespace: kube-system
name: extension-server-authentication-reader-my-webhook-namespace
roleRef:
kind: Role
apiGroup: rbac.authorization.k8s.io
name: extension-apiserver-authentication-reader
subjects:
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- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 9
kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: my-cluster-role

roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

Q1% 8 A FA S Y F2 A AP A T o
W T2 AW FE 2 P azo] A2 5 QA G

A2E 718 Z1 Yt} o] o = namespacereservations 2] A~~~ E 72| ] U ok
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5. 313 RBAC ++ % & S| =¥l 48Tt
I $ oc auth reconcile -f rbac.yaml

6. Uddo]2oA ¢ A5 & M E AW Z ¥ 235l= d A5 = webhook-
daemonset.yamlo] 2} = YAML 3} < 2 A A gy o)

apiVersion: apps/vi
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true"
spec:
selector:
matchLabels:
server: "true"
template:
metadata:

name: server

labels:
server: "true"

Spec:

serviceAccountName: server

containers:

- name: my-webhook-container ﬂ
image: <image_registry_username>/<image_path>:<tag> g
imagePullPolicy: IfNotPresent
command:

- <container_commands> 6
ports:
- containerPort: 8443 ﬂ
volumeMounts:
- mountPath: /var/serving-cert
name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 @
scheme: HTTPS

volumes:

- hame: serving-cert
secret:

defaultMode: 420
secretName: server-serving-cert

U T2 AW B4 AEL o] 8 /Y & A&y

A 2 A Ao o] mA E el T

®9

<image_registry_usernames/<image_path>:<tag>= # &3l ko & npy

) 33 Ad o)y 23 ¥HH S x4 3} <container_commands>E %

U,

o
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I $ oc apply -f webhook-daemonset.yaml
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8. webhook-secret.yamlo| 2} = YAML 3} ol A} A 8] 2 A g Q1 FA] A z}F2] Al =
Yt

apiVersion: vi

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls

data:
tls.crt: <server_certificate> ﬂ

tls.key: <server_key> g

Q A Q) 3 A8 QEAM S Fx3T) <server_certificate> = base64 3 2] o] A4 &t
ATA=Z v T

© 139 T3 A 712 Fx ) <server_key>S base64 F 2] 9] 2 A 7 2 vhFY]
=3

9. AlAE S AT
I $ oc apply -f webhook-secret.yaml
10. webhook-service.yamlo] 2= YAML 3} o A A u] 2= Al 2 HH| 22 A o] g o).

apiVersion: vi
kind: List
items:

- apiVersion: v1
kind: ServiceAccount
metadata:
namespace: my-webhook-namespace
name: server

- apiVersion: v1
kind: Service
metadata:
namespace: my-webhook-namespace
name: server
annotations:
service.beta.openshift.io/serving-cert-secret-name: server-serving-cert
spec:
selector:
server: "true"
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ports:
- port: 443 ﬂ
targetPort: 8443
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I $ oc apply -f webhook-service.yaml

12. webhook-crd.yamlo]gl= st oA §) 3 Auj o] ALg2L o] g]lAx A5 A
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©
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apiVersion: apiextensions.k8s.io/vibetat
kind: CustomResourceDefinition
metadata:

name: namespacereservations.online.openshift.io ﬂ
spec:

group: online.openshift.io g

version: vialphat

scope: Cluster ﬂ
names:

plural: namespacereservations 9
singular: namespacereservation G
kind: NamespaceReservation ﬂ

CustomResourceDefinition spec %13 ¥+ 5137 <plural>.<group> & 2] ¢ U t}. o] o o
/] = namespacereservations #] &~ 25 AL-&-3Y T

REST APl 2.2 o] 2.
REST APl B4 o] 2.
3] &% = zH-S Namespaced == Cluster$] U t}.
URLel 2otd = ol 54Ut
=3

oc EF o ZAH=EHY

O992000® 9O

gas vy AE g FEPuth

13. AR A o] Bl as Ao E A E&FYh
I $ oc apply -f webhook-crd.yaml
14. webhook-api-service.yamlo]| 2} = 3 Yol A §] 33 A & A API A8 2 A Y o)

apiVersion: apiregistration.k8s.io/vibetai
kind: APIService
metadata:
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name: vibetal.admission.online.openshift.io
spec:

caBundle: <ca_signing_certificate> ﬂ
group: admission.online.openshift.io
groupPriorityMinimum: 1000
versionPriority: 15
service:

name: server

namespace: my-webhook-namespace
version: vibetal

W T2 A 7F ARG sk A H IS A ol A st PEM QI H € CARIS YUY T
<ca_signing_certificate>= base64 & 2] ¢] 2 A 3l 915 A & npF U T}

15. JAE API ] A2 vl £ T
I $ oc apply -f webhook-api-service.yaml

16. webhook-config.yaml o] 2}= 5} o] §] 33 9] Zej 22 AL Ao gt o] doaf=
As 52U 820 & AHE AU T

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io ﬂ
webhooks:
- name: namespacereservations.admission.online.openshift.io g
clientConfig:
service: 6
namespace: default
name: kubernetes
path: /apis/admission.online.openshift.io/vibetal/namespacereservations ﬂ
caBundle: <ca_signing_certificate> 9
rules:
- operations:
- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests
- operations:
- CREATE
apiGroups:

apiVersions:

- nkn

resources:

- namespaces
failurePolicy: Fail

ValidatingWebhookConfiguration 7] 2] 2] o] &< U t}. o] oo A =
namespacereservations ¢] A&~ ~E AL&3 U T
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7. ) 335 93

m

Gyt
I $ oc apply -f webhook-config.yaml
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10.6. F7} g &2~
® SR-I0V Network Operator -4

® =t HJIEE A& 3lo] Pod Hi %] Al o]

80
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