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https://issues.redhat.com/browse/OU-188
https://issues.redhat.com/browse/OU-166
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
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CVE-2023-24329

CVE-2023-26115

CVE-2023-26136

CVE-2023-26604

CVE-2023-28466

1.3.6. Logging 5.7.2

o] & g] 29+ OpenShift Logging v =4 28] 2 5.7.2 7} £ 5o J&H5U

1.3.6.1. ¥ 4

ol JH| ol E oMo HBiF 52 FEA 7} 7] ul& ol openshift-logging W] ¢ 23| o] 2
£ AF AT F gAFUD o]H Qo] EE B3l TE5AVEY o] AMEHA gorz v
2d o] 2F A AA T + AdFY (LOG-3316)

o]¥ ¢ d o] E o] A= OpenShift Container Platform 2 ™ A o] u}&} 7 € 7-$- run.sh
2agEdA 229 chunk_limit_size 2 AR ST 22y 37 W4
$BUFFER_SIZE_LIMIT 2 %3) chunk_limit_size 2 44 & w] 23 Y E] 2u}E Zro] LA
AFUTL ol YUl EE F3 oA run.sh I HEA F A} Qo] Eule
chunk_limit_size 3tS 4 a5 A A g} (LOG-3330)

o] ¥ ¢] o] E o] A o] = OpenShift Container Platform ) £<9] 27 1 7] Zg 2294
AHEA ] = WX e 58 QS 3185 A FEFUH ol QUlolEdAE 27 KB
E 2 i3 == v R 2 5§ A5 A 9 st= 7150l F7HERAEF U (LOG-3749)

ol¥ ¢Jd o] E o] A= Fluentd HTTP =2 2912 £3) DataDogoll =15 »Jd oj
Cluster Logging Operator<l] Unsupported Media Type <l €] 7} FA A &Lt} o] JHo|EES
&3l AH8-A= HTTP 3 Content-TypeS 43t 22 A2-S 98 SHl= {3 S dE3HA
3T F dFUT A FA 72 21220 U9 content_type mi 7| H o AAF5 o= FF o] 2
I AFel 43 gt (LOG-3784)
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o]¥ ¢]d o] E o] A )= ClusterLogForwarder CR(AH-&-2} A 9] 2] & 2)0] 4]
detectMultilineErrors 2 =7} true 2 AR A AL PHPOE Z o {71 EEe 21 3 &0 2 7|
Exo] 28 FZ o] ofg WA Ao EZEHUFUT o] HJulo|EE F3l| PHP O o5 =
O 7 BX 7t @45t AA 29 FF o] ©dd 21 WA R o £FFH Y} (LOG-3878)

o] ¢ d|o] E o] A= o] Zol F7to] E3HH ClusterLogForwarder s}o] Zg}el o & <l
Vector 53 7] Pod7l A &A 0 2 ZEdFUh o] HJUlo]EE Fal go]=gQl o] 59 B E
W, A (1) 2 H()ol 2Ee = wA gy} (LOG-3945)

_oJ_r‘

o]¥ ¢l o] E o] A= log_forwarder_output x| o] http vl 7|7 £ A gdHY
th ol o] Eo X = rea v/ ot Ml E o] 37t A5 o (LOG-3997)

ol¥] ¢Ju|o|E oA = FE o= 852 o Fluentdd]#] A1 % = JavaScript Z}o)
AE o9& AH3A ZAFUL. o] JH o] EE F3l Fluentd B3 o] F ¢tol] 20| A5
o] A& 4 F . (LOG-4019)

ol¥l ¢Ju| o] E o] Ho]Z 9] 7|9} Ux|5l= Kafka =8 2o 7|25l=8 21 A
g 7AW LFE Q8 227 AAHAFUT ol dElo]EE 53l Fluentde] w3 o] &
Qo] REo] A H o EAE 34 P (LOG-4027)

ol ¢ Hlo] E o] A= LokiStack 7| o] E g o] o] A A}-&=}2] AA| 2 AFS Z L31A] &
v g 2so] 29| Fol & e vt FUt). oW ¢l o] EE 53 LokiStack Al E 9 o] = 3t
LA glol 8-S XA 3t A sl 4 T (LOG-4049)
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o]l¥ o] E o] Aol tls.insecureSkipVerify 341 9] true 2 A& ¥ 73-$ Cluster
Logging Operator APIo| A] 22 oA Al T AFA 7 D FFUh o]¥l YJH | EE 53|
Cluster Logging Operator APl 4] o] 2] gt 79 A| A8 oA T o] AFAE A ZTT L Q7]
%Yt} Operatore] CRol| o3 +4 o] F71H AFH

tis.verify_certificate = false
tis.verify_hostname = false

(LOG-3445)

o] ¢Jd|o] E o] A= LokiStack 4= FAC 2 23 30% o] A HE= A7 A7 =
FH ALY ojH JHo]EE 53 LokiStack 224 2 HUEH A2 Timeout 2L A=
A 7F 23 AR 4F& v 22 FA S 4 g} (LOG-4052)
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ol ¢ o] E o] A= collection.type 7] 2312 A 7 3} 7] Aol 474 5 o] Operatoro] A|
g o] g fak, == A9, 5§ 2t did ¢ o] 4 AHEHA = AMFE E5HA FRsU -
ol o] EdA = A AR collection.logs A4S &3 A 531 =5 Operator 522 4
AUt o= 712 =9t ¢ o] AHSHA e FEE BT AL sl 85 = ol 58
tt= 2] vk, collection.type ©] A AW 1 o] AHE-H A = 2=+ FAPAYY. (LOG-4185)

ol¥l Ju|o]E o] Ao]i= Zo] HEA URLo] AAHA &2 7% We =1 5770l o
2 Kaftka 272 218 A257] 919 TLS 742 A 5HA ekgterLit ol Qelo|ES 5
3 @2 B2 tlal TLS 74 o] A2aA A4 Rt (LOG-4163)

o]l Yy o] E o]Ad = Katkaz o] 27 A2 93] 432 FAFsl= 4L A
ARAEFUT o] AT AN HARE FJAHORE =5 F o Bt o]
ol o] EE T3l oAl Kafkaz 21 AGS 98] ¢58 A5 F A= 9
94t (LOG-3314)

ol YJH o] E o]H )= Vector 21 =3 7] oA @41 TLS A4 ol o ¢ tisSecurityProfile
AR S F75HA EdFUH o] HulolE F WE = TLS 942 43 & A d5H A=
(LOG-4011)

olW ¢ H|o] E o] A= log_forwarder_output_info M| Eg o] A} 7153 RE =9 73
o] XA AAFUTH o]H YHI | EE 53| W EZ = o] A +=HH Splunk 2 Google
Cloud Logging o1 €] 7} 35 o] Q%1 th. (LOG-4098)

ol¥ ¢Jdo] E o] A= follow_inodes 7} true = AR ¥ 79 Fluentd =3 7171 9 2.A)
A =2 AAFHY. ol A o] EE 53 follow_inodes 27 o] +H 717t =314 ¥+
Ut} (LOG-4151)

o]l gul o] = o] Aol = Fluentd 3171914 alg st o] 2 5= WA o2 wiE 8o}
e e 2% B2 F AAFUT o8l Aol ES S F4 u AW £ H A5 U

(LOG-4149)

ol¥ ¢Ju|o] E o] M= Vector 37|12 =15 A I3}al ClusterLogForwarder Q1 261 2
ZAhZE A ol A = QlZeto A o] 2l o] F& A A st 7] 22X t5 2/
A 4=3 7] Pod7} CrashLoopBackOff €] = %] 354t}

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for
key transforms.audit
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£& audit,application ==+ infrastructure 2 X3 & 4 ) &4y} (LOG-4218)
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o]l JH|o] E o] Aol = Vector =3 7] = A18-3le] 215 syslog 4oz A3t
addLogSource Z 2 2 £ true = 44 & v namespace_hame=, container_name=,
pod_name= o|2}= g v A A o] g5 22 Wl FE7H F7HE AU o|H JHCIEE
3l olelg B =& ol Ad 24 F71HEHA FU T (LOG-4219)

[}

ol ¢JHl o] E o]H o= structuredTypeKey & %2 4 {132 structuredTypeName o] %]
AHA &L A ZAMAIA 7 Fx3E QBAEZ A& FEF FAEHAFUT o HHolE
2 53l 21 7% ®4o] 4= 59 Ptk (LOG-4220)

1.3.6.2. CVE

[}

CVE-2021-26341
[}

CVE-2021-33655
[}

CVE-2021-33656
[}

CVE-2022-1462
[}

CVE-2022-1679
[}

CVE-2022-1789
[}

CVE-2022-2196
[}

CVE-2022-2663
[}

CVE-2022-3028
[}

CVE-2022-3239
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CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141
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CVE-2022-25147

CVE-2022-25265

CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929
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CVE-2023-0394

CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-22490

CVE-2023-23454

CVE-2023-23946

CVE-2023-25652

CVE-2023-25815

CVE-2023-27535

CVE-2023-29007
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1.3.7. Logging 5.7.1
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o]¥ ¢jd o] E o] A o= Cluster Logging Operator Pod = 1] =22 Al 118 -¢ WA A 7}
Aol 22 7HEA 0] FOlEAL F 8T A EH o|WIEE A ¥ st= d o] o] AUFU ol ¢
dlo] E& 53] Cluster Logging Operator Pod 21 U] ol A noisy WA| A & FA EYo=2H &
A7+ sl 2 g (LOG-3482)

ol ol E o] dell= AHE A A o] E A7 b FS AHS- 73 5ol = APl A u] o]l 4]
CollectorSpec.Type Z =2 3 W 2 QAR FU o] HHo|EdA =
CollectorSpec.Type Z = 9] 7| 23S Al A st o] d 522 5A . (LOG-4086)

o]l ¢JH|o|E o] Aol 21 3| 2E1WL 2833l =g 23le] OpenShift Container
Platform ] &0l A A7 9 & A9 5 gIAdFUTh ol JUlo]EE F3ll 29 H =2
E At A S AT H oz A9 5 A5y (LOG-4501)

ol¥ ¢Jd o] E o] A= OpenShift Container Platform ¢} 24 9] |42 %X YaE2 ZF
g3t a3 7 A ZFdFU o JUlolEE T3l "ElAX IA" A9 VTS 543
o 7t 21 FE 9| 42 ZAE ATt A7 2 g Y. (LOG-3218)
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1.3.7.2. CVE
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CVE-2023-21930

CVE-2023-21937

CVE-2023-21938

CVE-2023-21939

CVE-2023-21954

CVE-2023-21967

CVE-2023-21968


https://issues.redhat.com/browse/LOG-3482
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CVE-2023-28617

1.3.8. Logging 5.7.0
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1.3.8.4. CVE

°
CVE-2023-1999

CVE-2023-28617
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oc adm must-gather CLI 38 2 A= Ou A sl=d 223 71540 =2 Ze|2HIA AR

S g

27 ] 3% must-gather = 15 AR S =33

[ ]
=2 e Pod, 74 W, AU AR, o€, @ vlelg, oM ES ¥oe TeAE
A EN
[ ]
Zel2H £E9 =5, 9%, J ¥ g e TP FH2H £F as
[ ]

2587, 20 ARZA, 2 AzH3 22 a3 o] Ad S £33l openshift-logging 2
openshift-operators-redhat 1] ¢ 23 o] 2= 2] OpenShift Logging & 42

oc adm must-gather 23 5}wl Ze] 2F ol Al Pod7} 44 F1th. 19 Podel o @ vl o] &l 7} 53
5o} must-gather.localz A 25t Al e H 2ol A2H Ut o] dAHzE A4 2] 52 D2
o A4 =o] Qe

24.2. 27 d°old F3
oc adm must-gather CLI 3% & A1-8-5to] 240 A AR E w3 F + AaUh
ZRA 2

must-gather 2 27 AR & FFsE4d S 33U
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must-gather 3 B £ A &3le] = dd g =2 o] 5}

27 o]u] Ao Y3l oc adm must-gather 332 AP},

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath="'{.spec.template.spec.containers[?(@.name == "cluster-
logging-operator")].image}’)

must-gather 9| A & A ¢ & g 2] W ol must-gather.local= A] 23t= A tJaAHE S 75
1y }. o : must-gather.local.4157245944708210408.

W A /4 3 must-gather El A oA 45 AL S HEUT o & E0] Linux &9 AA =
AHgshe AASrH A vt 98 S A3 F o

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

Red Hat Customer Portalo| A a3 A 9 Al o] 4= 922 AR,
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3F. =24 A A
3.1. 27 4y »n7)

Red Hat OpenShift Logging Operator 2 7]e} 27 74 249 AH= & 5 JdH5UG.

3.1.1. Red Hat OpenShift Logging Operatore] “Je] 17|

Red Hat OpenShift Logging Operatore] A8 S & 4 J&Ut).

A 27 A

Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AUt

Z2 A2
e =32 A3 3] openshift-logging Z= A E 2 W74}
I $ oc project openshift-logging
2 W3S 23 slo ClusterLogging 128~ AH S 7HA Ut}

$ oc get clusterlogging instance -o yaml

2 o

o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
status: @)
collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
collector-2rhqp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-612ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
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o
i)

collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- collector-2rhqp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all

cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0

clusterName: elasticsearch

nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization:
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1
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Hox S8 2 Fd =71 3d 2dR] Yehdy

o

Fluentd Podol tj gt A w.

Elasticsearch 2228 A7, HA, & == w78 7351351 Elasticsearch Pod
o dig AR YUt}

Kibana Podol tj st A 1.,

3.1.1.1. 2= WA R] ¢

t}&2 ClusterLogging <1 €l 2 9] Status.Nodes A H o] Q= AR =7 v AR 9 oY}

T fARR JEl WA AL =T TAE % dHrEE 2P0 o] o shardst 2
A 92 thehdy

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}
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et FAHE AH MAAE =2 P F e AHAES 239 o v shard7t ohE w2 Al
A2 ey

z9 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

o33 fAHS 3] Wl A A = CRe] Elasticsearch :== A9 7|71 S 8] 2H 9| =9 X314 &5
< JeEd Y.

=9

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
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Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

ohe 3 FAM A AR = 233 PVC7E PVel uil 98 5 18-S e U oh

29 o

Node Conditions:

elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)

Reason: Unschedulable

Status: True

Type: Unschedulable

&7 §A18 A MAR £ x= A7t mEe} 2254 97] W&o Fluentd Pod o oFat

e ey

g
i)
2
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Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

3.1.2. 27 74 24°] e 17|

oA 274 74 229 FH

i

2 5 gt

A 27 A

3. 27 A

o
i)

Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator7} A ] = o]

AU
EZZAX
openshift-logging T2 A E & W7 3]},
I $ oc project openshift-logging
27 A2 g B

$ oc describe deployment cluster-logging-operator

29 o
Name: cluster-logging-operator
Conditions:
Type Status Reason
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Available True MinimumReplicasAvailable

Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set
cluster-logging-operator-574b8987df to 1----

EAE A ES o]5& 7 FY

29 o

I $ oc get replicaset

o
i)
2

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

BAE A E9 FeE & 7HA 3

I $ oc describe replicaset cluster-logging-operator-574b8987df
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29 o
Name: cluster-logging-operator-574b8987df
Replicas: 1 current / 1 desired

Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-
logging-operator-574b8987df-gjhqv----

3.2 249 #A A2
3.2.1. Fluentd Pod A vl 3£

ClusterLogForwarder CR(A1-&-#} A 9] 2] 4 2)& A4S v Red Hat OpenShift Logging Operator
7} Fluentd PodE A} 592 2 A Z 31K oW Fluentd PodE AHA) 3t A= Qw28 4 &Y.

A 27 A

[ ]
ClusterLogForwarder CR(A1-&#} A 9] 2|4 2) e HAE 7 AAHo] AdHU .

o2 9% S 24359 Fluentd PodE 24 5lo] 734l 2 Ajul) 34 o}
I $ oc delete pod --selector logging-infra=collector
3.2.2. Loki &= A3k o 7 A 3|2

22 AG2A APl A £ 5 AL 275 U5 WA R E=28 Lokiz2 AE3sHH Lokis £ % A g
(429) 2 7 & AU

57



OpenShift Container Platform 4.15 27

el e e HE AR A4E Fol AL 5 AFUTH S So] ojn] A¥ 277} Y& Fe2H o
248 e W 2ol E 21 GBS BT ~AGE 5O AR AL 0 AT+ AEh ol
AS A 2337 S5 SE ARRT oW 7% bolEst A% £ R AL8A A slol =

%1% A @77} A% B s ¢ LokiStack CR(AMSAL B 9] 2] 22)8 45l £AE sl A2

LokiStack CR ° Grafana 29 Lokiol A A& & 4 fl& U th o] &= Grafana
Loki A vjol= & 85X g5y

l-o[n
>
ol

=7

58

o
0
I

Log Forwarder API= 212 LokiZ Ag3l:== A o] IdFUrh.

A 2E A 2MBE T} 2 WA X] B2 2 Lokiz R YUt o & =53 23} 25U

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\""version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\""2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJKZjltNjYOMCOOYWU4LWIWMTEtNGNmMmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}

oc logs -n openshift-logging -| component=collector = ¢} & sl'd Se|2Ho 37 &
a0 5 27/ WAA F shvrt 34 o] TAH YO

I 429 Too Many Requests Ingestion rate limit exceeded

Vector 2 & " A #] 9] o

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.



Z2ZA

3.2 A2

error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true

Fluentd 2 & WA A 9] ¢

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

ol 9%

o

e

FA EAE ZAF U} o 2 o] LokiStack ingester Podoll A t}3-2 43

Loki ingester @ & w x| x] 9] 9]

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =2 ¢ d o] E3 .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
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limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize 2 == 2 EA2F HY =22 SE AFAE A7 MB=
AUt o] #e = AUt o] 7S G FA 9 H 4 AH= HY 22 A7]|=2
A4t} ingestionBurstSize gt Rt & 9Y 2 F 2 5| & A &FUT

ingestionRate 2 == Z‘i FRE A= Ho FH(MB)o] g 2ZE AdYPYrt. =
1 8] go] AL 246‘}% T EEAY S /FIFBASA N 7= 225 A A EH

Utk £ J@o] ARt 2ol A2 A MY Qo] A|2"dL Bgty ¢ 27129 Y.

v}
o
L)
_>,4.'.
i
>
oo
P,L
2
il
frs)
[»
lo
fu
oY
oY,
K
S
Y
i
=o_\__r“
v
e
=
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oy
v
i)

3.3.1. Elasticsearch =2 2~ ¥ 4} 71 w714

s} ol 4be] 711 sharde} a9 B o] o] BFHA) &t 0 At whek o] AW BAS
AAFI-
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e AR

o] 9] o %2 $ES_POD_NAME 4 #5-5 A1§-3to] Elasticsearch Pods 3= % ‘4‘3} o]
A A AH “3 % B ALsle] Bojd W o] 4=Z Elasticsearch 28 2~Ho| a3 gt o A3l
of gy},

oS ¥ S Agste] ALE 7153 Elasticsearch Pod2 g & 4 9J&Uth.

I $ oc -n openshift-logging get pods - component=elasticsearch

ol

el ¥ Pod 5 shte A9st e o3 B9 2P sto] $ES_POD_NAME W42 413 g o,
I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A %ol $ES_POD_NAME 5 AH&& 5 sy

Z2A 2

1.
Elasticsearch S22 ZH & 3213513 3 WH S A3 st F8|2H e 7 w721
2] 32l 3.

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
02 B3 S AYsto] Fe2EHA FA =8 AP

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v

o3 9% & 235l Elasticsearch PodE U d35lal o] d @Alo] ¥ &89 =9 v
.

I $ oc -n openshift-logging get pods - component=elasticsearch

Y 3 Elasticsearch :==71 S| ~H| F3A] G2 45 3 GAE 3

3

Ut

U 9% 435t 23S AEsto] Elasticsearchol] A9 3t vi2g =271 Q1A
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

ge wae A Falo] e A =9 Pod 225 AEJT).

mlo

21

o

a =Y

il
rd

I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

fu)
u[o
mlo
Z
kd
o

=l
=]

tllo

A@ste] Fe2El FolaA e wmel 2aF Sl

I $ oc logs <elasticsearch_node_names> -c elasticsearch -n openshift-logging

oli

2ste] Ze|2H7} B

ttlo
r

RE wE7t ZesEo Feld A9 T 9L AAsn £
<~

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

W7 o] Qi AS BT LA 2T RF FA AQolN AdHAY FuE 5 A5

e 9Ee st 29 BFste] B A Aol YA FAFUh

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of _pending_tasks

Aol = A9 AulE mUBG U Fu7t WA R T 2 2H7 BT 59
S A% WAGU T B A7 Fe 26 o] 2719} 716k 2ol et g
BF F9 Ao vzt WAHA e A Bt FAAS S Uiy

lo fe °{N
B

EEE X
< YehlE 7
234 gow

23
7

Bt FE AAY Bolw gy wa A zaoh
cluster.routing.allocation.enable 7t©] none &2

mm
.1&,%9.‘-'

8o
g5o] A A

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty

cluster.routing.allocation.enable 7to] none 2.2 AAH 79 02 HH L A3slo] all =
AR .
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'

ol

ts W8S APsta =9

ttlo
r

2sto] <l

i}

227} WzEA Q1A Bl g o
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

1.
Qe 27} Mbaol v g WA S shel Aguith

e HE e daste] AAE AU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

e HEe dastel Ju) B AN E 52 YU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

Tg HE e Agste] 232 RS BF A

3

Ut

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

e HE e dastel A7 27E S

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12.
ol GAGI A WA Qe 2% R 9] Fow QxS AEA 0w A G
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

oe B3

mlo
ol

A sto] wrray ole]

— 1

i

A

9

Y.

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13.
WZEA QY AT} QI Sl A H 7 WM o|| HlolH =t A EHA 0 R A 2=}
EF2A AP
a.
o 882 23 st Elasticsearch JVM 3] AFg-Fo] =24 gl
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty
g &394 node_name.jvm.mem.heap_used_percent Z == ZA E35}a] JVM 3
A4S sl g
b.

CPU ALg Eo] EoA 3

A3 th. CPU 8-l o 3 21A| 3 1] &2 OpenShift
Container Platform "2 & Al R = AE" AYAE FZ3HA L.

3.3.2. Elasticsearch Z 2] 2¢ AH 7} =&

3t o] 2] 718 sharde] B4 2 sharde =] @952 ¢4t} ClusterLogging AH-&A A 2]
2] 22 (CR)9I A nodeCount 32 A3t == £8 54y

A 2
o}
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/monitoring/#reviewing-monitoring-dashboards
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status

3F. 2 EA A
3.3.3. Elasticsearch == tj2~3 & QEna &g

Elasticsearch= & Qg nl=d)] =235+ == shard= I331# 5Ut.

e gn

o] Fxo] dX wa o SES POD NAME 4 ¥4-= A}-&35}o] Elasticsearch PodZS #Fx g t}. o]
FA M A4 9H S BApste] 2o Pe W o M4 Elasticsearch 2] 260 §a 8 oz 444
of Pt

oS ¥ S Agste] A 7153 Elasticsearch Pod2 g & 4 9J&Uth.
I $ oc -n openshift-logging get pods - component=elasticsearch

1249 Pod 5 s}

i

Adsla o MA-e A ste] $ES_POD_NAME ¥4 A4 gt

oft

I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A 7ol $ES_POD_NAME 5 AH&& = syt

Z2A 2

1.
o3 W 2 433l Elasticsearch7l v & ==& 23

I $ oc -n openshift-logging get po -0 wide
o WS Adste] @A 22 shardzt QEA FAF .

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

et

bl A @S shardzt 91 A% the BE S Adstel 7 o)A T 23 F2he g

Ut

$ for pod in “oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done
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oE.
N{N'
é
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(1)
ue
ftlo
-I {
(12
Q'L
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2
off

EA AHSE 23 MEES AP

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmein1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

ALSE O 23 M B8 o] 85%S 2H5t= A =27 U2 HuaE 273514 ¢ o] 9]
rxo) shardE &3 4 g5y
& A redundancyPolicy & 3215t H & HH S AP}

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

Z 2 2~H A ClusterLogging #] 222 A}-&3}

rlr

3% vhe 99

mlo
i
%
L
iu)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

Z 2 2~¥ redundancyPolicy z}°] SingleRedundancy z}1. t} =1 SingleRedundancy 3t
AR5l o] M7 AFaFS A A3 )

ol @A oA ¥ 7} AR o of

2
o
i)
¥
i
&
2
i)
L
i)

s 885 4335t Elasticsearche] 2 & Q19| 2 0] Fel & <l
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I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

AR 5 Qe ol d AU 22 FAFY T

ohe BY e dastel A2 AP

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4. =2 9 EHu}lza 9 =23 Elasticsearch == t]j A=

Elasticsearch= 9 vla QA AIFS 2751R] RS AT AL o] e v =3 =2 QFul3a
o] =23 =94 shard= Aull x| 5l#] 2 gt}

54 k= shardE 3384 3 oA 98 7S Fusof gyt g2 74+ 58 &
e A5 e 2Hd Al Hiolg ==& F7lstAY F Eel2H F5 348 &Yt
e AW

o] #A¢9] & oo $ES POD_NAME € ¥4-= X}-8 3} Elasticsearch Pod= =g}, o]

2AA AR ﬂg % B Alslo] Bol 22w o] W42 Elasticsearch 22 ~E o] § & & gto.= A4
oF g

o2 HH S A3 sla] AH] 7153 Elasticsearch Pod=S g3 4= &Yt
I $ oc -n openshift-logging get pods - component=elasticsearch

UJ<g4d Pod Z 31 }E A sta oS H#H S A3 sle] $ES POD_NAME W55 A4 3.
I $ export ES_POD_NAME=<elasticsearch_pod_name>

o)A %ol $ES_POD_NAME ¥+ AH4-& = &tk

Z2A 2
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oS 3438 A3 35l Elasticsearch7} v ¥ € == & 213},
I $ oc -n openshift-logging get po -0 wide

7

LB

7} o) gz

o
o
e

SR

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

Zg2g7F Q%A 214 soghr}.

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

3% £ ol shard AW 7t A HW B Aeuast 2AEAGUT 2L A8 7]
£ 90%¢1 .

=2 T e A-F S ZH A Hlo]

& A redundancyPolicy & <132 o3 B9 S A g

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

22 2¥o) A ClusterLogging & &2 A}-&-3}

rlr

3% vhe 99

mlo
i
s
L
)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

£ 2-H redundancyPolicy zt°] SingleRedundancy 3t 3.t} = SingleRedundancy %t
AR5l o] M7 AFaFS A A3 o)

ol @A #A7} S AR Fom o E 28 Abxl g Th
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o= 882 23 sl Elasticsearcho] =& Q19 29| e & Sl
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

AT 5 Qe ol A A8 S gk

te WEe A ste] A8 2g AT

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. Elasticsearch =& 0] 23 Z &= ¢ g vlad =235}

Elasticsearchi= o] 2] & + 271 & BF F55t= RE Qd 20 ¢7] A& Qd = 258 Ag3h
.
[ ]
3} o] 9] shard7l == g3}
[ ]

sl o] o] t 2=yt Zej= GAE 2AFUT

o A zpel w2} o] A3 #AE A g
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e AR

o] 9] o %2 $ES_POD_NAME 4 #5-5 A1§-3to] Elasticsearch Pods 3= % ‘4‘3} o]
A A AH “3 % B ALsle] Bojd W o] 4=Z Elasticsearch 28 2~Ho| a3 gt o A3l
of gy},

oS ¥ S Agste] ALE 7153 Elasticsearch Pod2 g & 4 9J&Uth.

I $ oc -n openshift-logging get pods - component=elasticsearch

ol

U< H Pod & shbE Ad st g W22 Qe she] $ES_POD_NAME ¥52 44 g th.

I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A %ol $ES_POD_NAME 5 AH&& 5 sy

Z2A 2

1.
Elasticsearch = =29] t] 23 F 72 714 34t}

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

33 o)A Avail €& 9l

ol
o

to] 33 ==X ALS: 7he 3t 23 g7 gy o

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmeiln1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent
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3.2 A2

U 5 9le A4S Ze 2 Al do]

& A redundancyPolicy = 3<lsl&d oS 93 S A3 ).

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

22 2¥ o)A ClusterLogging & &2 A}1-&3}

[¢

rlr

3% vhe 99

mlo
i
e
L
)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

Z 2] 2] redundancyPolicy 7}t] SingleRedundancy 7 ®.t} =21 SingleRedundancy 3t
o=

23 37+ A% 3Rsx 2 YEHP T AHS

AR5l o] M7 AFaFS A A3 o)

o2 832 2335l Elasticsearche] 2 & 2ld 29| Je| & Qg

e 9L daste] Ad 22 A g

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=<elasticsearch_index_name> -X DELETE

89 T2 7ol 90% W gko 2 Woix]

02 932 APslo] o] =9 7] AL AT
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM 3] A}& o] =2

AH8-¥ Elasticsearch == JVM(Java 7} ¥ 4l) §] vl 28 &= 75% ol A JUtt 3 2712 S = A
o] FFUt

3.3.7. 3419 =27 A 2H CPU7l =&

9] A28 CPU A8 ZFo] =5 Ut 282 =9 CPUE 23Ut o B2 CPU g 422
ko d3dte= Zol EFUL

3.3.8. Elasticsearch == 4]~ CPU7} =&

== 9] Elasticsearch = = 4| &~ CPU A& &o] =1t} 28 AH =9 CPUZ St} o 2
2 CPU A28 =9 &33t= Aol EFUH.

3.3.9. Elasticsearch t] 23 F7to] =3 o).

Elasticsearchi= dA| t] =3 AF§-Foll w2} FF 6417 oo 23 o] 532 Aoz A3
HUth o5 Al w2} o] A5 EAE A g

EZZA
1.
Elasticsearch = =29] t] 23 F 72 714 34t}
$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \
do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done
2.
HE 25 A Avail & 3213l 3G =04 ALE 7S b A= F7HS el
%9 o

I elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8
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3.2 A2

Filesystem Size Used Avail Use% Mounted on
/dev/invmeiln1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

U 5 9le A4S Ze 2 Al do]

& A redundancyPolicy & 3215t & W& S A3 P}

I $ oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

mlo
oSL'
%

U,

rlr

Z 2 2H A ClusterLogging 2] & 22 A1 83lE A9 03 99

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

22 2-H redundancyPolicy 3] SingleRedundancy g1t} =1 SingleRedundancy gt
2 MR o] ¥ AbeS A A}

ol A A oA EA|7} A AHA oW o)A o AE AR T}

th 88 S 2335t Elasticsearcho] 2& Q19| 2 0] Fel & <l
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.10. Elasticsearch FileDescriptor A}-& o] =3

A AHE FAE 7IFo 2 =29 o 3y A A 71 T2 3HA &5t Elasticsearch File
Descriptors ¥4 A4 9 o] 2 7} == 2] max_file_descriptors 2 <l }.

3.4. ELASTICSEARCH =1 A 74 9] e 17|

OpenShift Elasticsearch Operator 2 o] 2| Elasticsearch 74 24 ¢] HZE 2 4 J5Uth.

3.4.1. Elasticsearch 21 A &4-2] A w7|

Elasticsearch =1 A& 29 Ae & & 4 dFYUrh

A 27 A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AU th

ELD BN
S W3S 23 3o openshift-logging == A E = W7 3]t}

I $ oc project openshift-logging

FHE el b52 53

o

U,

oS W& S 23] 3] Elasticsearch 27 A F 4 A A€ 29 o] 22 714 &}

I $ oc get Elasticsearch
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https://www.elastic.co/guide/en/elasticsearch/reference/6.8/file-descriptors.html

3. 27 A

29 o
NAME AGE
elasticsearch 5h9m

o W H S 4383t Elasticsearch =1 A 34 FHl & 7HA 3.
I $ oc get Elasticsearch <Elasticsearch-instance> -o yaml

q=

e

W o3 2o
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

2ol o3t fA e A Rst TgR Y

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: "

conditions: [] 6

nodes:

- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}

pods:
client:

:Ol_é
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76

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt

shardAllocationEnabled: all

220l 228 A B} A8 2z Yehdy .

Elasticsearch 21 & &4 o] AH¢):

g4 712 shard =g Yt}.

g shard =Yt}

%713} 52 shard =Yt}

Elasticsearch 1 A &4 dlo]lH =9 =Yt}

% Elasticsearch 21 A &4 »= AUt}



3. 27 A

o
i)

Elasticsearch =1 % 74~ AH]: green,red,yellow.

©

ZA = AL nE );,PE]] Z%7. Elasticsearch 21 A A4 A H = PodE v x| &

F e A 2AEFHY o FE UeEiULth g9 2703 349 B E oMEV IAY
Yt
[ ]
A o] = Elasticsearch 21 A &2 @ 2] Ag oY= 25 )78
Yt
[ ]
A" o] = Elasticsearch 2 2 A4 @ =2 4] Ag o] 5o 3] &
EHAsUH.

Pod <l oF B 7} FEot o 8] 71A] #A o gt =7 o] TAFUHEZ v A]
A o F=x).

L4

upgradeStatus 7} 9= &2 £H 9| Elasticsearch =1 A F4 ==

0

215 3, notReady 5 += ready el o] U ¥ Z& 2 9| Elasticsearch 21 A
Fa ZEtolAE, dolH 2 nj2E Pod

3.4.1.1. 2] WA A o

2 Elasticsearch Q121 20] Fe) A Ao = A 270 WA A 9] ddyot.

g A MAAE 2T A E e AHAE 2700w of :Eol shard7t FFHA B
Uebd .
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status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

o5 BH vMAA = =27 A4 E =2 AEvAE 233 e shard7 b2 === AW ES
EPiy .

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

B>
b
[
2
i)
N
N
il
1.}
>
)
Lo

S A WA A= CR(AHE-AF A 9] 2] & 2)9] Elasticsearch =1 &%
=9 dAFA FaS vErd YT

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.’
reason: Unschedulable
status: "True"
type: Unschedulable

2 2} Wl A A = Elasticsearch 22 A 34 CRoA] PVC(3 7+ 2§ ZEY)7t EA5HA &2
Hepd Y

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z
message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)
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3. 27 A

o
i)

reason: Unschedulable
status: True
type: Unschedulable

S el v A A & Elasticsearch =1 A &4 Z22Ho 52 AL A Pslr]d S8 ==7}

S YeEkd Y.

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

ol Fel WA A= S LHI AEZE FH¢ ==7HH T 253 YEiY o

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

L

t}-S A vl A A & Elasticsearch 2 &2 A7} W7 &¢]S

2

A 252 deEbdy o

dg W ged 2aun
status:
clusterHealth: green
conditions:

- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 9 type 2 == A YHA A=W FIF S AZFUG.
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StorageClassNameChangelgnored

22 A S o5 T AAEHA &= A3 AHRYEUT
StorageSizeChangelgnored

22 A A7) A AAHA &= WA AU
StorageStructureChangelgnored

PA 2EA Fx9 FTAZZA £ Dol ALHA &= HA AU

A 2EFANA gF 2EF A2 A3 == ClusterLogging CRE 4 3}
2] 22 3l OpenShift Elasticsearch Operatori= PVC(% 7 25§ Z# )= A A A
o PV(4 T+ 2F)E A SHA &4t StorageStructureChangelgnored 8] & ]
<214 ClusterLogging CR= W7 A}3}<S 3 43513l PVCE 2HA| 8] oF o).

3.4.2. 21 AAAL LA Q49 AH B
el 22 ARE 74 2kl AHE B 5 AxUn.
Elasticsearch <19~
Elasticsearch <ldgl 2~ 2] A E & 4 JdHF ).
Elasticsearch Pod?] o] &2 7[14 &4t}

I $ oc get pods --selector component=elasticsearch -o name

2 o

o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7
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Qe o) el 2 74 g

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

2 o

o

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n
openshift-logging' to see all of the containers in this pod.

green open infra-000002

S4QANNnf1QP6NgCegfnrnbQ 3 1 119926 0 157 78

green open audit-000001

8_EQx77iQCSTzFOXtxRqFw 3 1 0 0 0 0

green open .security iDjscH7aSUGhIdqOLheLBQ
11 5 0 0 0

green open .kibana_-377444158_ kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001

z6Dpe__ ORgiopEpW6YI44A 3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VivsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIq6iQW6wg
11 0 0 0 0

green open .kibana_-1595131456_user1 dglYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

21 A &4 Pod

2 4428 5295 Pode] AHE 2 5 AFUTH

Pod o] £ 714 g th.

$ oc get pods --selector component=elasticsearch -0 name

2 o

o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7
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82

o

Pod 8l & 7FA 54t}

I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

o= v AW AR 2dgy

i)
£

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started: Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled True



Events: <hone>

21 252X Pod vl £ 74

272 AgEME 7Y JUE 2 5 A&

W 74 9] ol 52 7A UL,

$ oc get deployment --selector component=elasticsearch -o name

2 o

o

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

W) E A e S 7HA g o
I $ oc describe deployment elasticsearch-cdm-1gon-1

o= v W ARV 2dgy

e
i)
2

Containers:
elasticsearch:

Image: registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s

timeout=30s period=5s #success=1 #failure=3
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Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available True MinimumReplicasAvailable

Events: <honhe>

232 AL BALAE
23 AL BAL AEY FUE 2 5 AgFUTh
B2 A ES o 5L 7HA ST

$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

EAE A ES] ZHE 7Y
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-618495

o= v AW AR 2dgy

e
i)
2

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7
b1c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

84



Events: <hone>

3.4.3. Elasticsearch =& 2 ¥ AH]

OpenShift Container Platform ] &< ¢] Observe A Ao 9= tjA] B =9 Elasticsearch 2 2 ¥
ZE 7 A Y.

OpensShift Elasticsearch 2 2] 2 H €] /e & 1.2 A OpenShift Container Platform ¢} Z& 9]
Observe A A o] 9= YA B EE < cluster_url>/monitoring/dashboards/grafana-dashboard-
cluster-logging ol A ZZ34 Al L.

Elasticsearch A ] 2 =

eo_elasticsearch_cr_cluster_management_state

Elasticsearch 22 287} #] 41X B 2294 g Felol Y=AS EATIG. d 2
su gew paud.

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

AZA AA 2, E A Z EE o okd A A &S 93 Elasticsearch ==7} thA] A & 314
£ EAdUY. d & 54 g3 25U

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total

Elasticsearch 19l = | =3 0] 29 F & AA UG A& &9 b3 ZFUd

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
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ZE g &Fol 2o i 2= 7 A FEY T S S 23 AEy

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch 2 =7} 25 Q] A1} v] o] I -S" v A] #]

Elasticsearchel admin-cert,admin-key,logging-es.crt == logging-es.key 72 o] Q1= 79 U A]
BEoE o2 o9 FAH e vl Al X 7F A E Y.

message': "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-
key, logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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4. 27 AR

Z 2] 2¥ &g A= OpenShift Container Platform 2 2] 2Hd| 27 & v £35}3L o] & A}&5lo] ==
A 2" AL 23, o E8Alo]l A AHely 2a D =g 235 £ JAE & dFUY. 2-F
2E,Red Hat #2] 21 2B X & Xl Aasdt 21 £ 225 AGT F dFUth.vjxd =
a1 258 A £F 49 otz OpenShift Container Platform ) &< =+ Kibana ) &4 21 d| o]
HE AZstd = AdFU

Fx

Kibana §§ &2 &5 27 del=dA ¢ o] AHEHA SsU -

OpenShift Container Platform 2] 2 H #&] A} Operator=S Al-&sle] 2402 w23 4= AFU
AR RS 27 AAE FxA L.

Operator= =7 v £, ] 18 o= ¥ A RFTE F3 ). Operatorr} A X] = A ClusterLogging
A& A o] gl A&2(CR)E AAste] 27 Pod 2 27 & A Ast=dl 283 7[e S A28 AT+ A
Ut} ClusterLogForwarder CRS A5l = =2, | Y, AGH=E AAE AR T T
AFU T

X OpenShift Container Platform Elasticsearch 21 A &4 A 22 & $J3H
Het 2EF X E A Z8HA ¥7] W Fo A 22 7|8 A o = Y4 Elasticsearch 212~
20 A AR ¢&FUT o 2 Eo] Kibanadl A A 222 Red A 232 718
U} Elasticsearch 22 A& 42 WUja|H 21 A F 4o A 22 Ao A= g =
2 A2 API= ALg3]oF gyt

4.1. 27 o}71€9A

279 79 74 Q4% U7 pEUTH

471

T3 71= "2 Al E & 7} OpenShift Container Platform == o] PodZ v 3t} 7z} == o] A
2 b olHE s HolHE W v 7AAE 8o = Aggyn. Vector =3 7] == €7
A] Fluentd 53718 2123 4 9454t
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Fluentd= o o] A1 85 %] ¢o g5 ] 2o A A2 oF YU} Red
Hat2 & A 22 £ o]z Alo] F F2t o] 759 dig W 4 2 X AS A FsHA 7
o] 7] 5& © o] /A AFeHS wkx] ek5Ut). Fluentd tj 4l Vectors A8 4= A&
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2O AFEE BHS 8 22 bolHE ARst 21 AR 7lE AU 7

LokiStack =1 A &4, & AA] Elasticsearch 217 AZA2E Al23A Y 218 F71 93 21 AR
A2 A9 + dFy.

27 5.9 Y 2= dd o] E= OpenShift Elasticsearch Operator v} A o] 3}
o] 9A 25Ut AA Logging 5.83 37 2] 29 OpenShift Elasticsearch
Operators AMg-3h= 39 27 5.89 EOL7HA| 27 oA A& 25§ o} OpenShift
Elasticsearch OperatorE A}-8-3lo] 7|2 21 ~E 8 A E #2]5+= 4l Loki
Operators A8 = JFUTH 27 gho] Z Aol Z Eatol o 3k A & ] 82
Platform Agnostic Operators & Iz 34 A 2.

N 7}5

U 7748 845 AH8ste 2 dlolEH o A2 138 S E F AFUG. U= AZdE 235 34,
A 9 E 5 = 2 Qg3 o] 2 & A3 o). OpenShift Container Platform 9] && Ul=
OpenShift Container Platform & Z 21918 &4 35A Al F-g .

4 Kibana §§ 2&2 &% 27 Y2 20A o o] 4 A}2 5 A k51 th

27e Adeld 219 == 238 £APUth ol @ F32 the3t 2ol EHAU.

AEANA =

Axe} Avlolu] o Fel Aol AL A9l st Fel2Eol A A FA AgA o el o] Aol o
4D Adely 2agyth

Sl =t}
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4F. 2 AR

ol =2} v ¢ 2 o] 20| A H A o] Z1: openshift*, kube* ==+ default 2 == 9]
journald v A] =] ¢} Y o}

ZALZ

Ivar/log/audit/audit.log 3} o] A F == == ZHA} A| 2" 2] auditdoll A A A =19}
auditd,kube-apiserver,openshift-apiserver A 8] 2= 2 &4 3lH 739 ovn T2 A E o] 2 191t}

42. 27 W|E AR

# 2 A= OpenShift Container Platform ¢ =<4 == OpenShift CLI(oc)= A1-& 3l 27 Operator
2 AR5l 2L W E3 F A& ) Operator= =7 9] v £, 1ol @ S BFE G433

B et cf Zej Aol A /NEAE 1Y) Ao e Z2AES] 28 B F JdFUH

4.21. A48 Ao a2 27

K

7} Operatorol 4 7# 3= CR(AH A 4 9] #14:2) YAML 5+ & Abg-to] 27
Futh

i
-
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i
4
30,

Red Hat OpenShift Logging Operator:

ClusterLogging (CL) - Operator7} 4 X] ® % ClusterLogging A1-&#} A ] 2] £ 2(CR)&
At 27 Pod 2 27 A Yol 223 71e} B) 22 o kg t}. ClusterLogging CRS
471 2 AgAs M EFUL A 24 =SoA AP HE g2 AERZ 5 o FAF Ut Red
Hat OpenShift Logging Operator= ClusterLogging CRE 7|53 29 w2t 27 vl £ E X
A3

ClusterLogForwarder (CLF) - A} 82} 743 225 AG3 =S 37 +4 2 AATY
c}.

Loki Operator:
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ol =
REare)

LokiStack - Loki 2 2~H & 21 A F A =Z A o] sl OpenShift Container Platform
B3HS Abgste] Q) TEAE Ao ste] Wl HUAE F g3k

OpenShift Elasticsearch Operator:

23
o] # & CR-& OpenShift Elasticsearch Operatorol| 4] A4 313 &

Operatoro| 4] Q@o]2x] ¢k31 4% WAL £33 4 g5t}

[ ]
Elasticsearch - Elasticsearch Q1 ~EH A2 7|2 2 7 A A A2 FA 3 v T3 ).

i
ey
o
Q'L
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=
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L
v

Kibana - 2 25 74, 9 9 17| 93] Kibana Q1 ~H 2

4.2.2. JSON OpenShift Container Platform Logging & &

JSON 2 7] & A}8-35}o] JSON &4} BAEZR F ¥A43 =5 Log Forwarding API
E TS F IdsUT. g AHE T

o2 1
ol mlo

JSON 21 7+ &% 2 A
Elasticsearchel g+ JSON =1 dlo|g 4]

o ==

Elasticsearch 21 A A 4= JSON &

4.2.3. Kubernetes o|HlE =3 A A ZF A W

7+ A] 31 2L OpenShift
B9EHE FEO R ¥ Eaof
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[R=Y

OpenShift Container Platform o] ¥l & 2}-9-H = Kubernetes o] 4l
Container Platform Logging?] 32 $138l 71=3}+= Podg Y }.

o
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ZLA g U 82 Kubernetes o]l E =3 2 A2 FZ34HA Q.
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5. 27 A

zsle] 278 vl £ 4 A 51t} Red Hat OpenShift

Red Hat OpenShift Logging Operator= A
A star A gy

Logging Operator= &7 2~d€lo] 14 Q@ A&

s10] OpenShift Container Platform=} ¥ % o] 2 g] X X}lo] 22 A}{-35lo] A3
A 227 AFF Y. Red Hat OpenShift Container Platform &} o] = A}o] &
22 33 dis)] 7hds] A gy

32
s 7
o g
T =

Al A x]2] 49 Vector 2@ LokiStack2 A& 3t t}. Elasticsearch 2 Fluentd= ¢ o]
A AHEEA erom FF Ll 2oA AAE YUk

5.1. ¢ £<&2 A18-31<] RED HAT OPENSHIFT LOGGING OPERATOR 4 %]

a2

OpenShift Container Platform ¢J &Z& & A}-8-3l< Red Hat OpenShift Logging OperatorE

% J&uh

A 27 A

27 Ago] A&

[
OpenShift Container Platform ¢ £< o] AA 23 4 A&}
EZA 2

1.
OpenShift Container Platform ¢ =< o] 4] Operator — OperatorHubZ &2 ).

2.
719l == 9 H ¥ A OpenShift Logging 2 ¢ 534t

3.

AR E Y

214 715§ Operator %= 9] 4 Red Hat OpenShift Logging2 A9 & o}
[Sh=
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stable Aj'22 H4l 27 L 2o g QU o] EQE Al F Pt o] d &
o A QUCI=E A% oLl AuLaYH AL stablexy 2 WA oF
FUh G714 xy £ AR T 27 L vpoly] MAL Yekiyth o2 57
stable-5.7 ¢4 }.

A mEdA ZexEe 54 gasolx s AdHo] YER gt

A2 H v Y 23 o] ]| A Operator A7 u] 25 o] 27} openshift-logging <1 A 821314

A5 AFS A12-31A Operator A v] A o] &=H] = w] OLM(Operator Lifecycle
Manager)o] A5 2 2 OperatorS o] ES 5= A5

2 AHS s AE S A4 TS 7H AHE A7) Operator JH| o] EE <<

Operator — 4 X] ¥ Operator 3] o] X] & 7 3}5}lo] Red Hat OpenShift Logging Operator
7H AR H A=A S d
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A e] 4o A] InstallSucceeded 7} £3HH A ko] T A9 Ao E& dl 2E 7} LA 5 =X
gl o

Operators 427} 955 7] Mo A5 el & EA e 5= 1) Operator 4] 7+
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A7} QA=A FARE

3z - Pod 30| x| 2 o]F3}o] openshift-logging = 24 EoAq A S B 13}l Pod
o] 225 I

5.2. ] &£ 8 A18-31o] CLUSTERLOGGING 2 B4 E A

27 Operators 223 F Se|2Ho =21 2&A, A1Zst 2 20 F3 715 745t
ClusterLogging A}8-#} A 9] gl 425 A A& oF ).

A 27 A

[}
Red Hat OpenShift Logging Operator7} A x] = o] <51t}
[}
OpenShift Container Platform ) £& 2]z} sl o] AN 23 4= JdFU
EZA A
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Custom Resource Definitions = o] x] 2 o] 53 t}.
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AH&AL 7 o] 2] &2 A <] s o] Aol 4] ClusterLoggings 22 3t
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ClusterLoggings 3 o] ] o] 4] ClusterLogging A4 < =3 dt}.

A9 M)A 5317 FAL AT
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Fx

27 5.9 g 20+ dd o] E” OpenShift Elasticsearch Operator 1] 4 o]
X3ty o] 99X ¢k&Udh A A Logging 5.87 §H7] 2 e] 2~ H OpenShift
Elasticsearch OperatorE Al8-3l= 7 =7 5.82] EOL7IA] 270l A A4 2+
&3y o} OpenShift Elasticsearch OperatorE Al8-35la] 7|2 21 ~2EZAE
2] sh= 4l Loki Operators AH8-3 = AFU T 27 glo] ZAlo]E &
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4
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)

OpenShift CLI(oc)E A-8-31<] Red Hat OpenShift Logging OperatorE A |

A 27 A

A7 Ago] A&
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OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Namespace 2 2 A EE YAML < 2 A3

Namespace @ E 4| E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: <hame> ﬂ
annotations:

openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

L

FUch 27 5.8 o] WA

L

Eats | °l’* o] &2 2 openshift-logging &

27 WA 5.7 2 o] A vyl
A4 REBL AL 5 AxU T

o} 9% 2 A3 3slo] Namespace Q HAE

il

SR

I $ oc apply -f <filename>.yaml

OperatorGroup 2 HA| EE YAML 2 = A ).

OperatorGroup £ B A E 9] 9]

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging
namespace: openshift-logging ﬂ

SEEL:



spec:
targetNamespaces:

- openshift-logging 9

27 WA 5.7 o] 4ol = openshift-logging vl ¢} =¥ o] 2 & XA sl o} gt} =27 5.8
ol v B¢ EE UYLH | AE AHEE  AF YT

o3 B9 S 2433t OperatorGroup 2 HA E & A g3t}
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operatord]] Y] ¢} =35 o] 25 x| B 23 YA 3}+= Subscription
LBAES AP

Subscription 7] A <]

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

27 WA 5.7 o] 4ol = openshift-logging vl ¢ =5 o] 25 XA sl o} g t}. =27 5.8
ol v B¢ RE UYLH | AE AT  AF YT
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stable === stable-x.y = @2 XA}

©

redhat-operators = %] 4 g t}. OpenShift Container Platform 2 & 2€ 7} A| 3¢
Y EYI(AZA £7 S8 2H)o| A Xd A% OLM(Operator Lifecycle Manager)2 +
g v d ¥ CatalogSource 2 B A E o] o] 55 X4 ).

6.
0 3R At ARAaPN L At
I $ oc apply -f <filename>.yaml
Red Hat OpenShift Logging Operatori= openshift-logging 4] ¢} 23] o] o] A x] P},
a5
1.
& 98 s A3
I $ oc get csv -n <namespace>
2.
=3 S #3313 ) ¢ 25 o] 2] Red Hat OpenShift Logging Operator7} Q14| 8213
t}.
29 o

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0

OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4. CLIE A}-83l9 CLUSTERLOGGING 2 B4 E A4

ALt 73T F A= FZ A dF B 48 24/

]

o] 71 =7 AL hFe 3

e

tllo

73
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ft
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to

A 27 A
[}

Red Hat OpenShift Logging Operator7} A x] =] o] <1 ).

2 A F 49 g3 OpenShift Elasticsearch Operators A x| 3 54Ut}

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

ClusterLogging 2 2 A EE YAML < 2 A A3}

ClusterLogging ¢ B A E 9] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi

proxy: 6
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resources:
limits:
memory: 256Mi
requests:
memory: 256Mi

redundancyPolicy: SingleRedundancy
visualization:

type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

o] &2 instance©] o] of gt}

2]

OpenShift Logging 2] “d# 91 t}. 73 -¢-°ll w2} OpenShift Loggmg |2zte WA
3H= 79 o] = Unmanaged= A A sl|oF )t 22} 2a] 5 7] 9= #) £= OpenShift
Logging®] t}A] Managed 48] 2 € ] 7}x] Qdo] ES 1kx] 01-)\],"];]__

Elasticsearch -4 & €3t

¢t A3 AU CRE AH8-5te] shard 54 B4 81 g7 =&
AAE T 5 AsUh

Elasticsearch7} zZt 21 A2 2 {A| 3o} 3= A7+ 178““4‘3} AT 2L A AR
< A F AU HF(w), A1ZHh/H), &(m) 2 %(s)). dl & S 7¢2 7dYd Yo} maxAger ot
o8 2o 2AAPUL Z 20 220 U HE A S Xl’ﬁ?‘ﬂl"lﬁ gy 28X o
W 3] 220 ul3) Elasticsearch 919 27} A= R &1},

Elasticsearch ;== 2 XAt} o] B2 &

Elasticsearch 2E 2] %] 9] 7|& 2E g A g2 o]2S ¢
A= BE A

oly
o=
31A] 2

B & AT A3 45 9
EAAE BYee 28X 22 AQPUL. 28R FY2S
¢k o ™ OpenShift Logging2 g A Z2EZAE AET .
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g g o ujz} Elasticsearchol] ti g CPU 3 vl 2] @ F& A QAU o] 2 v¥ F
 OpenShift Elasticsearch Operator7} tj i-29] wl o] Z 83 7|2zt =2 AA 3.
7122 vz 23 A 16Gio]al CPU 2.3 Al 194

9 g o] w2} Elasticsearch Z 5 A] o] 0] gt CPU 9 w2 2] 2 F & XA} o] g
H] ¢] = OpenShift Elasticsearch Operator7} tj -2 9] v £ o] Z 23 7| Bzlo = MR
U 71232 W2 23 A 256Mio] 52 CPU 27 A] 100m<) Y th.

Kibana 742 913 444Utk CRS AL§-5tel 242 913 Kibanas 8735
Kibana =] CPU % w22 & 74 & 5 d&Uth AA W§& = A 7ks =219

TR FEFAA L.

Fluentd 742 913 44 4t CRS A1-8-3}9] Fluentd CPU 2 v 2 2] A3 74
g g dFUTh ZAA @ W82 " Fluentd 74" 2 Fxst4 Al L.
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o

ol\

102

Elasticsearch ZEE Z#Q == o = 39Ut 31 &
nodeCountZ XA 511 OpenShift Container Platform& nf 2~ g, o] E 2
dolg 932 71 npAE A A =9l Elasticsearch == 3712 AAFU T} F
7} Elasticsearch ;==& S&}lo]dE 9 dojg &S ALE35le] Holg AL =

c2 YR AEE ol eri o9 44 Ei A, shard 97 2 F
4 s op g 2o e A 4998 FAFUT o8 = shards 1 A5
5 CRUD, 7141 % 1A% -2 Hlole] #a 41913 a3k Hlolel ¢ 2<]
210, v 2] % CPU A F4 itk @l semol 33tat7k Aelwl o] e e o) 4
2 2UHPSE g B2 HolH =2 F7lst= Aol oY

o 2 Eo0] nodeCount =49 4% o8 ==71 AAH YT}

$ oc get deployment

%9 o
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 171 1 1 18h
elasticsearch-cd-x6kdekli-1 1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3 1/1 1 1 6md4s

g 2 'l £ o] 7] ¥ shard 4=+ Elasticsearch H| o] E == 49} ZH5U T

openshift-logging Z 2 2] E o] PodS U g3l A5 3323 5= A5

8 93 A3t Pods Ja .
I $ oc get pods -n openshift-logging

e BE3 fAI 24 74 229 Podg #ag



e
i)
2

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 11 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-q6bhp 2/2 Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2 Running 0 2mds

collector-587vb 11 Running 0 2m26s
collector-7mpb9 11 Running 0 2m30s
collector-flm6;j 11 Running 0 2m33s
collector-gn4rn 11 Running O 2m26s
collector-nlgh6 11  Running 0 2m30s
collector-snpkt 11 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2 Running 0 2m39s

5.5. 43 ¥ %9

Red Hat OpenShift Logging OperatorE 4 %] s+ ¥ ClusterLogging A}-&#} 4 9] €] 42 (CR)E A A
s At MEE FAS 5 AFUnh

e R

Elasticsearch 21 A A E AI8-31A] &+= 739 ClusterLogging AH8-#F A 9] 2] &2 (CR)A] U]l
Elasticsearch logStore 2 Kibana visualization +4 45 A AT 4 A5 o] g3 A4 94
A At AL Ael Aol A vt g 222 Aoks 4= Q5 Uth Elasticsearch 21 A F 42 AL251A4] &
S A% AgEA e 7 a4 AAT BN,

551.Z82H 24 AR Ao L2 AR

27 372 W7 352 A ClusterLogging A& A A ] 2 422 (CR)E A A3t =4 ).
ClusterLogging A} &2 A o] 2]4-2 (CR) 1=

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

name: instance ﬂ
namespace: openshift-logging 9
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spec:
managementState: Managed 6
#...

CR o] &2 instancea] o} 3},

2]

CR-£ openshift-logging ] ¢ 23] o] 2 0]] A x] 3] oF T t}.

©

Red Hat OpenShift Logging Operator 2] 48l Ut} A8 7} Unmanaged 2 A A 7%
Operator= A A=A &= el 1o o] EVL Al FHA &FUo

5.5.2. 21 2E# XA 7A

ClusterLogging A1-§ 4 4 9] & £2+(CR)E 7 3] 2R oNA At 271 2684 #3274
¥ % g

A 27 A

[}
B4 Aol AU Th

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut

Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l W& 21 %3+
25 AAJAFY

ClusterLogging CRS A A 354t}
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Fx

27 5.9 )29 = Hd o] EH OpenShift Elasticsearch Operator v & o] 35 o]
A ¥4 th A A Logging 5.8 37 2w 29 OpenShift Elasticsearch Operator=
AF2-3= A9 27 5.89] EOL7LA] 27 oA A4 253U . OpenShift Elasticsearch
Operator= AHL sto] 718 2 2 &2 A& #2 5l= U4l Loki OperatorE A8 5= 9l
Ut 27 ol ZAlolZ YA ol o 3 AHAl 3 U] &2 Platform Agnostic Operators &
x5 A L.

ClusterLogging CR logStore A}42& A 3}

ClusterLogging CR <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}
#...

23 A2 9L XA T lokistack &=+ elasticsearch ¥ 4 954Ut}

Elasticsearch 21 A &4 O3 A&l 3 74 FAYYh
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L4

LokiStackel] di gt A& & 4 FHdYU-

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

oh& 9% & A3 s} ClusterLogging CRE 483t
I $ oc apply -f <filename>.yaml
553. 21 37 +4

ClusterLogging L83 4 o] 2] 42:(CR)Z 44 ste] Z4olA AHgats 20 547 #8274 Y
& &t

Fx

Fluentd:= o o]’3 AH8-5 %] o &5 d2|=oM A A€ 44 244t} Red Hat2>
A de| & gfo] ZALo|Z <k o] 7wl 3 ¥l 53 S A DS AT AT o] 752
o ol M AFE A Yt Fluentd gl Vectors AH- 2 o= Sls 4y

A 27 A

[}
B4 Ago] YU Th
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[ ]
OpenShift CLI(oc)7} A ] 5 o] 54t}
[ ]
Red Hat OpenShift Logging Operator7} A x] =] o] )1t}
[ ]
ClusterLogging CRS A A 54t}
ZRAX

ClusterLogging CR 2214 A% 3 gt

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

2R3 AHE 22 7] 29U W £+ fluentd € 5 AsU

2 3% S 233l ClusterLogging CRS & &3t}
I $ oc apply -f <filename>.yaml
5.5.4. 21 A|z}s} T2 A4
ClusterLogging A}-8-# 4 ] 2] & 2(CR)E 4 st 24 A ALgst= 22 A z4st 2239 §9
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e

2 74

F 9 uth

A 27 A

[}
A4 Aol AHUh
[}
OpenShift CLI(oc)7} A x| 5 o] A54 .
[}
Red Hat OpenShift Logging Operator7} A x] ] o] 1t}
[}

ClusterLogging CRS A4 A 54Ut

Az} 310l OpenShift Container Platform ¢ 2& & Algstdd 274 &
gAstslof FUth " SES A 2 A2 @ AP AE Fxs)

b
>

ALy
L3

17

ClusterLogging CR A 73t Abd-& 4 @ th.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
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logsLimit: {}
timeout: {}
#...

2730 AHg-S A zH3) =2 a8 73 QY. kibana =+ ocp-console ¥ 4 U &5Y
t}. Kibana &2

F 42 Elasticsearch 21 2~ E 2 X & A1-8-3}+= v £ 97+ 53H5 | OpenShift
Container Platform 2& 2 LokiStack vl Z 9} 7+ 3351}

2]

Kibana <& 9] A€z 249

dHY

©

OpenShift Container Platform ¢} £< 2] A&l & 49Ut}
2 ¥4 2 43 35}o ClusterLogging CRS &3t
I $ oc apply -f <filename>.yaml

5.55. MEH= Fe7 243tE v Z=4E L E¢ T 5] &

ZY2H U EYA YA U EYA B E AP T 5 2F5Udh o] 49 OpenShift Loggingel
A v £3 operator7} £39 T2 AE U EYA E L 3] gsloF U

HELA B tE Z2AE 2= pod £ AU = 7o MIE A EF IS Gt 272
openshift-operators-redhat 3 = 2] & o] OpenShift Elasticsearch Operator £ /2 X] 3} 2L openshift-
logging > = A E o] Red Hat OpenShift Logging Operator & 2 X3 Ut}. m}2tA] o] = A E 71 E
#3225 g 3 of ik,

OpenShift Container Platform-& Y| E 9] = =& 2219 ]3] OpenShift SDN 2 OVN-Kubernetesdi|
&l ALdE= F 7 FAS AFddth o]l 7 FFHAE dIFF U EN A 8 A S FAFUG

OpenShift SDNol = o} Al 714 =71 54U

EEEERE
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°l“7lH%k+ AU RS AR &2 A% & EAY S LU 28 AFEAH
AA S AFoste 44 P’“°i € EdY Bt o d 9 E F71ske] Al Fgy o o] Z=2 A
2 A= g 4i*—LE°ﬂ/‘1 A3 F< °H¥—Elﬂl°l*4% TG F AdFUL A she] 27 #d
ZZAENA TE ZZAERZ EFIo| $4135 =5 gGAF A S AU

s HYE

ol mEG A UEND 227t AU T Ao 27 #d ZzA o) Folste] Ed% 2 3
gl oF Fuivh.

RER

4 SEuh,

OVN-Kubernetes= &4 | E9 3 A A2 AFL-3HU o). u}2kA OpenShift SDN3} vp X714 2 s1u9]
27 A T2AEN U T2AER EfFo] $42 F Y= FIL Aok U

% HJE R = oA OpenShift SDNE A}8-3l= ¢ F Z2 A Eo Fo gt ol & &

TV EYA AF »= U OVN-Kubernetes2] OpenShift SDN2] 7 ¢ o}

3¢ T AdS 3
Ay
a.
openshift-operators-redhat 1] ¢ 23| o] 20| A o] B AU} o= 54 ¢}
4 ZFYd

I $ oc label namespace openshift-operators-redhat project=openshift-operators-
redhat

openshift-operators-redhat,openshift-monitoring 2 openshift-ingress 3 2 4] E o]
] openshift-logging = = 2] Edj] 4213 4= 9] = openshift-logging u] 2] 23 o] 2o Y| E
A QA oBAEES YAFULH o= EW g3 25U

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring-ingress-operators-redhat
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spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

[}

ELEUERERD
[}

OpenShift SDN 7| 2 CNIV| EQ3 FFA A B
[}

OVN-Kubernetes 7] CNI(Container Network Interface) V EY|=Z ¥ 3 A X

m


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/networking/#about-network-policy-1
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/networking/#about-the-openshift-sdn-network-plugin
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/networking/#about-the-ovn-kubernetes-network-plugin
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6. 274 dHolE

27 gulelEdE vtol 2~ AulolE(By.2) 2 F2 el 2 PulolE(By)e F /A K30l U
U,

6.1. vlo]y X2 Yol

A% GeloE Fo FHL
7 AEoz AZAUh 7% dulolE B g 4= Bast geUch

lo
>
ofo
SL
£
Lt

AL 7 Operators A x| ¢ ¢ vloj WA JUHo]EE 50 =
23l oF gt AA g W82 27 52l Operator Y d| o] E 5 52 & FX3HAA L.

=

6.2. 9 A A JHolE

T8 WA dulo|E9 A ¢ 4K FF dAE dssof g
F9o 2 v A 334 2 XY A B E OpenShift Operator o] 32 Alo] 2 & F X34 A L.

6.3. 2 E Ul g &5 o] 25 XA =5 RED HAT OPENSHIFT LOGGING OPERATOR ¢ 18 o] =

27 5.7 o] A v A J 4 = Red Hat OpenShift Logging Operatori= openshift-logging u] ¢ 2 o] 2~
9 7Z+A1 g o} Red Hat OpenShift Logging Operatorol /| 22 2E 9] R E Y| g A F o] 22 % A}5}E
™ OperatorZ Aul E3]of FUct. 27 74 Q42 24| 511 ¢ 31 OperatorS A v 312 3A o} A=}
E45g 5 IdFUL

A 27 A

[
OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}
[
FA A Aol dFY
ZZA 2

02 M3 S Agste B AIHPAL A4 G

12


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/operators/#olm-approving-pending-upgrade_olm-upgrading-operators
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

6. 27 fdHolE
I $ oc -n openshift-logging delete subscription <subscription>
th& W32 23] ste] Operator groupS AHA] g o).
I $ oc -n openshift-logging delete operatorgroup <operator_group_name>
T W8S A3 ste] CSV(E 8 &H Au| = v d)E A gyt

I $ oc delete clusterserviceversion cluster-logging.<version>

4,
"2 7 A" A4 u}z} Red Hat OpenShift Logging OperatorZ A vl £ o}
A5
[}
OperatorGroup ] 22 2] targetNamespaces 2 =7} g1} ¥l Ex D g2 Qo] YEXA|
gy

ol

olg7l selw thg BH e AAsn £

il
o

Ao

e

$ oc get operatorgroup <operator_group_name> -0 yaml

2 o

o

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...

6.4. RED HAT OPENSHIFT LOGGING OPERATOR g H o] E

13
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OpenShift Container Platform 4.15 & 7]

Red Hat OpenShift Logging Operator= A 2 d &2 4]
AP A9 gdolE AL FA3) oF Fr}.

2 ¢dlo] Esl# ¥ Operator A
AHA 8 AH

Red Hat OpenShift Logging Operator7} A x| = o] Q&Y

27 Age] A&

OpenShift Container Platform ¢ £& ol A

37 AR SRS By AxU

Operators —~ A 3] ¥ Operator= o] 53t}
openshift-logging Z2 A E

2 Aug

ot

Red Hat OpenShift Logging Operators &

gy
4,
AR2ARY & FAshich Qa2 E AR AR A8 A ol G g T
Urth o] 3 &l 2EE= A A Yol E Qo u}} stable ==+ stable-5.y ¢
5.

1:

4 A%,

AB 2394 JHolE g ¥7 Ao JA
s Age 29

223 }. cluster-logging.v5.y.z Bl A

ZF9 Bd Qo] E g, stable-5.y & A=)
A2 sl g,
A5
1.
2 x A% 7|2 F Operator -~ A X ¥ Operator g3t L]l:} Red Hat OpenShift
Logging Operator #] A o] H Al cluster-logging.v5.y.z HixLJr ] x| 5l=X] delgh).
2.
Operator — A x| H Operator 3] o] X o]| 4] Status =7} 3o
t}.

EAE dq7kA] 71938y



64. 27 gJulo|E

6.5. LOKI OPERATOR g dlol &

Loki OperatorE A =2 ]2 vj@A o 7 JH o] EsEH Operator B 2T H ] JHO|E AL &
FA 8l oF .

A 27 A

[}
Loki OperatorE 4 x| 3 &1t}
[}
FZ A Aol dFU
[}
OpenShift Container Platform ] & A 2351 &2 =} AL B3 JHU
Z2A 2
1.
Operators — A X ¥ Operator= o] 53 t}.
2.
openshift-operators-redhat = = A E £ X &3]t}
3.
Loki Operator = 2 gt}
4,

Huzagd &

g FYUULE ARLIHA AN An AN AL Grlol= P28 2
Utk o] g2 82

2
A ol E 22 ulz} stable =+ stable-5.y & 4 A& ).

==
=

L

L.

MBI Julol =AY W7 oA A F2 wd Julo|E MY, stable-5.y & A
sl AZS F8 . loki-operator.v5.y.z B A2 &2l g},

oY
ol

2 % A= 7|t 5 Operator -~ A x| ¥ OperatorS = 2] 34 t}. Loki Operator v A o] &
Al loki-operator.v5.y.z ]| A 7} 2 X]5}+=%] &<2lgy}.

Operator — 4 X] ¥l Operator ] o] x| o]l A Status Z =7} Az o2 A2 w71x] 7]thHd Y
o}
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6.6. OPENSHIFT ELASTICSEARCH OPERATOR ¢ dlo| &

o
)

S0

&L

o

OpenShift Elasticsearch OperatorS & x| vl d o 2 QU o|EslEH B A3 HA

3

27 5.9 g2 dd o] EE OpenShift Elasticsearch Operator v] A o] Z 35 o]
A &Y. A A Logging 5.83 7] &2 2¥ OpenShift Elasticsearch OperatorE
AL 5= 749 27 5.82] EOL7EA] 274 9|4 A4 53 . OpenShift Elasticsearch
OperatorE AL-&-ste] 7] 21 2E A& ] sh= 4l Loki Operators AHS-3 = 2
Uttt 27 gto] Z Ao F @A o gt zA| g U] 82 Platform Agnostic Operators &

FESAA 2.

A 27 A

[}
ElasticsearchE 712 21 A &4 2 A1E-35132 Ul KibanaE A18-3l+= 7 -$ Red Hat
OpenShift Logging OperatorS ¢ ] o] E5}7] Al OpenShift Elasticsearch OperatorS ¢

ol =gt

Kibana 2182 4 ] 2]42(CR)7F A = A &Yt o] £A& 3l 2352 Red
Hat OpenShift Logging Operator PodZ 2}#) g4 t}. Red Hat OpenShift
Logging Operator Pod~} A vl ¥ 1 Kibana CR& A A 313 Kibanas t}A] A}

42 5 A "Hud.

Operators 229 &4 2 ¢ o] E3A Kibanazl JUHlo|EXA] etw

=27 e 34Ut

2 E Pod2] 4H 7} ready 94 t}.

Elasticsearch 8] 25+ A 44U .

Elasticsearch 2 Kibana ©) o] g 7} W1 ¢} g1 t}.

A7 Ago] A&
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html

)

ol\

64. 27 gJulo|E

3ol GHAE 913 OpenShift CLI(oc)E A X A&t

OpenShift Container Platform ¢ <& o4 Operator — A X] ¥ Operators &2 ).

openshift-operators-redhat Z= 4 € £ A= gt}

OpenShift Elasticsearch Operator & Z 2 g t}.

NBEIPA - Ade 293

AB23HA ol E A'd W7 oA stable-5.y  Adsty AZS Y.
elasticsearch-operator.v5.y.z v] 7 & 313},

2 x A= 7|2 F Operator -~ A X ¥ OperatorE &2 g t}. OpenShift Elasticsearch
Operator 1] # o] 2 Xl elasticsearch-operator.v5.y.z B A 3} A x| 5} =4] &<l }.

Operator —~ A X] € Operator 3| o] ] o]l 4] Status =71 AF o= A2 w71 7|t+EY
o}.

v
o
)
ol
il
rl
i)
o
R
e
i)
il

#Z3lo] 2 = Elasticsearch Pode] 4] 7} Ready 214] 32l

rd

]
k3
T

$ oc get pod -n openshift-logging --selector component=elasticsearch

=
=

2

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

17
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2.
te Wl e s 282 B@skel Elasticsearch 2228 e} 34 <1 shelgh
o}

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

2 o

o

{

"cluster_name" : "elasticsearch",
"status" : "green",

}

I $ oc project openshift-logging

I $ oc get cronjob

29 o
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <hone> 56s

4,

g 99e 9 298 3B 22 AR 27 gule Ao Qo EH T A

7t =4 QX gl

I $ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices

18



=

29 o] app-00000x,infra-00000x,audit-00000x,.security 219 27} £ 35 o] A=A g
Ut}

64. 27 gJulo|E

o 6.1. Qe A7} =20 AEQ AEZ =

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBVvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 31 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_ 7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa60Vw 3 1 248368 0 317 158
green open infra-000009

YN9EsULWSNaxWeeNvOsORA 31 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 31 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuRTKZMjg_bbUc1g 11 5 0 0 0

green open .kibana-377444158 kubeadmin wvMhDwJkR-
mRZQO084KoguQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 11 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLtStWSF1GopaRyCg 31 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KR9mMFUpAQl-

19
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jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0 0
5

Hot2 222 Aol 21 A2 Lz agPe] 2uE WASE Yulol s

I $ oc get kibana kibana -o json

"type": "
b
}
1

{
2

=9 ready A8 7} 9= Kibana pod7F 35 o] Q1E=A el
"lastTransitionTime": "2020-06-30T14:11:072",
"reason": "ContainerCreating”,
"deployment": "kibana",
"podsH: {

d] 6.2. Kibana Pod7} v A= =9
[
{
"clusterCondition™: {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime'": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating”,

"status™: "True",

"status™": "True",

"type": wwe

"failed": [],

"notReady": []

"ready": []

b

"replicaSets": [

"kibana-5fdd766ffd"

I

"replicas": 1

}

1
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74. 272 A5}

7% 2 A 7+3t

71. 22 A28 AR

W X9 20 2Eg X £3F 4 o2} OpenShift Container Platform 9} < T+ Kibana g} &<
A 2 g olgE A Z3t e 4= Jd5Yr) Kibana 242 ElasticSearch 21 A 429} §H7 A8 5 2
© 1§ OpenShift Container Platform ¢ 42 ElasticSearch =1 A &4 T+ LokiStack=} 4] A&
g AFHG.

tj"w:- i
4 i
? -
fn%;r Kibana ¢ £&2& &5 27 el 20A ¢ o] ALE-H A g h
KX

741. 23 XN Z}3} =2 a8 A

ClusterLogging AH8 7 4 o 2 2:22(CR)E 54 3te] Z QoI A ALgate 21 A28 22 43
e A 5 Az

A 27 A

[}
A Aol AHUh
[}
OpenShift CLI(oc)7} A ] 5 o] 54t}
[}
Red Hat OpenShift Logging Operator7} A x] =] o] £ o).
[}

ClusterLogging CRS A A 54Ut

A z}3}e)] OpenShift Container Platform ) 242 A1g3l8ld =27 &
A s sl o Ut " ZES AMSSE 22 A1 Zbs ) digk AP A & Fxs)

b
>

ALy
L3

17
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ClusterLogging CR A 73t Ab4-2 4 @ dh.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: G
logsLimit: {}
timeout: {}
#...

27 A+ N ztst =2 a9 §-3 Yy kibana == ocp-console ¢ = 9FY
t}. Kibana 242 Elasticsearch 21 ~E g X & A}8-35}= v Z 919+ 5315 1] OpenShift
Container Platform Z< 2 LokiStack vl Z 9} 3t S 3g ).

2]

Kibana Z& 2] A9 & A4}

©

OpenShift Container Platform ¢} £< 2] A9l & 4t}

t}g W3S 23 3lo ClusterLogging CR2 2 &3t}

I $ oc apply -f <filename>.yaml
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7%. 21 A Z}s)
71.2. 81429 21 1Y)

A2 2a=A%d 2 17] 715 Al

= 3 2l t}. OpenShift CLI(oc) 2 9} &2
A1g3te] A= v @ Pod9} 7+ theke B4

AN D BRI QS AAGEE 23S AAFUT 22 == A|EH A 23, o S A o]
A Adol 21 2 ezl 219} 7+2 OpenShift Container Platform 8 2~He nE 235 A&
2 AFALZ JAF YUY 28 gL Kibana 4 =+ OpenShift Container Platform ¢ 242 53
ZadolgE A, AA 2 A2 & AFUrh Pas 2ot 27 23 AR 2o AA 25 R
Yt

71.21. 8122 2 B

OpenShift CLI(oc) 2 ] E&olA g3t gl 208 B S UdFSUY. 2 29 Qo] =&
oA ¥k

A 27 A

[ ]
OpenShift CLI(oc)ell i Al 23 o}

B9 EX(T]))

1.
OpensShift Container Platform £&90]4 a2 - Pod& o] 53 AU XA € 4
25 &3l Pod= o] &3}

el e AR fizde A3 AT Pod7E glsytt. o2 g d2H &
A g Aazo AR FR FHo|RoA 21 YAE FE F AFHL-

cgoe ol T2 Es A

ZA+8 Pod o] 52 28t
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fu
N
i
iy
1
e

U,

3 2 4] 2(CLI)

[
=4 Pode] 212 23t

I $ oc logs -f <pod_name> -¢ <container_name>

ge3 24yt

A A E8oA 20 7S H = &S =25 Qg
<pod_name>
pod o] &3 AF Ao
<container_name>
A8 ALg: Ad o] 9] o] 2 XA} Podoll o8] AHI oY7L A= 7S AH o]

U ol &2 AgaoF Ak

a2

i

W e 2

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

=2 99 ygol 24

I

A a2

i
J

sl g o

I $ oc logs <object_type>/<resource_name> ﬂ
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77. 21 A 7 3}

S

i

A o3 2y
I $ oc logs deployment/ruby
23 3d o Y §o] =8g Y
72. 90 FES5 A 2 A1 73t

OpenShift Container Platform ] && 3 Al8-3to] 27 & Z8 1AL #ASIY 22 do|HE Al
zrstd ¢ JsH -

27 AX Foll AN TAHE PPol e AT WSS ) TS AHg ] 27 AX

i
o
BN

ojlm] 23 & A st E AL s g AR F st Ay o

7.2.1. Red Hat OpenShift Logging OperatorE 4 x| 3t &

t
o
'
A

- A

it

233}

lﬂl

Red Hat OpenShift Logging Operator A x]¢] dX = =7 Z& Z 2128 A3 F AA W =
2] 221 0] ] A 31A A o] A Red Hat OpenShift Logging OperatorS o|n] A X3k 4 ¢ Z 8] 290%
FA3e 2% g

A 27 A

B4 Aol YU Th

Red Hat OpenShift Logging OperatorE- 4 X] 3} 32 Console Z 2] 221 9] U] 3| Disabled &
Ad Ut

OpenShift Container Platform ) <& A 23 5= A5}

OpenShift Container Platform ¢ & ] A} 3} o] 4] Operator —~ A X] ¥l Operator =
o5yt
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2.
Red Hat OpenShift Logging 2 22! 3§ t}. 12]'d Operator Al % Z 1. 5| o] A 2 o] & FY
o}
3.
AR A1 oA oA Console =229 &4 3l Disabled S 22 ).
4.
& Z 829 &4 3} U3} Aol A Enable & A= 3.
5.
A 29U
6.
Console =229l A9l Enabled 7} XA 5 &%] 3213},
7.

W7 Aol AL HM 9 2&ol 79 Fol EATULL @ 242 g4 2EaTE Pl B
AFUTh 7Y o] EAHW Beke A S A2 i she] WA AFS A8 FU T

by

7.2.2. Elasticsearch =1 A A4 9 LokiStacke] AXH AL =27 2<% =819 +A4

2 7) v] A 5.8 o]A}o A = Elasticsearch =1 A& 47} 7| & =1 A A 40X 9t LokiStack= A %] 3+
ARE AHEst 27 & Y298 A5 S 4= dHFU

A 27 A

[}
Bl A gl YU

Red Hat OpenShift Logging Operator, OpenShift Elasticsearch Operator 2 Loki
OperatorE A XA 5.

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

ClusterLogging A1 2 A 9] ] 4~2(CR)E A A A &Yt}
ZREAX
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77. 21 A 7 3}

U5 98 S Adste 27 F& S ol 2AstH ] J=A FAdY .

$ oc get consoles.operator.openshift.io cluster -o yaml |grep logging-view-plugin \
|| oc patch consoles.operator.openshift.io cluster --type=merge \
--patch '{ "spec": { "plugins": ["'logging-view-plugin"]}}'

o “5 45 23 sl ClusterLogging CRoll

.metadata.annotations.logging.openshift.io/ocp-console-migration-target: lokistack-dev

Fae 2R,

$ oc patch clusterlogging instance --type=merge --patch \

'{ "metadata’: { "annotations": { "logging.openshift.io/ocp-console-migration-target’:

"lokistack-dev" }}}'\
-n openshift-logging

2 o

o

I clusterlogging.logging.openshift.io/instance patched

a5
[}
O 3L APty 2L ARl FA o JFH o R F/HEYEA FAFUTG

$ oc get clusterlogging instance \
-o=jsonpath='{.metadata.annotations.logging\.openshift\.io/ocp-console-migration-
target}'\
-n openshift-logging

%9 o

I "lokistack-dev"

ojA] 27 £& =g 29 =7} vl g Yt} OpenShift Container Platform §] £& = o] 53l &

QeI - 20 AGAE Slete] 24 el el % 4 Ao,
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7.3. 28 2H YA R E R 7|

OpenShift Container Platform ¢ £4¢] = 7]/Elasticsearch == 2 Openshift 27 A R ==
A& o utsla A= ) AFL 3 4= 9= Elasticsearch 91 281~ 9 7)1 Elasticsearch :==o] U
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Zsalelw Qe 2 dE-g A48l of g,

A 27 A

[
Kibanadll 4] ¢1:ze} @ ZHA} QG A5 B W AHE-AL A cluster-admin & o]} cluster-
reader Q3 = F o] BF 9lojof g}, 7] kubeadmin AL-g-A}ol Al = o] 2] gk 19 2
S UL Jde FHES Ao dFUh

default, kube-, openshift- ZZ A E oA Pod¢} 225 & 4= Jrhd o] 3k ¢ld 2o o4
23 F glojof At b3 WH S AHE-Ste] AA| LSRN A AAg Aol A=A AT F
AHH T

I $ oc auth can-i get pods --subresource log -n <project>

2 o

o

I yes
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I $ oc auth can-i get pods --subresource log -n <project>

=9 9

I yes
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Kibana <18 ¥ o] 27} Al 2t Y o}

Kibanaol ] 24 & S .

A& D =502 v arolA A4 19 2 J € (app, audit =+ infra)S A= o

JSON 91 & 233l a|F FA o] 3 =21 FES TA

"f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {
"container_name
namespace nhame

": "registry-server",
w, w

_source": {
openshift-marketplace”,

"docker": {
"container_id":
redhat -marketplace-n64gc",

"pod_name
"container |mage
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-

registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-al1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

"namespace_labels": {
"openshift_io/cluster-monitoring":

true”

b

"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

o] 7.1. Kibanae] A= ¢l=xg} =1 3=

"_index": "infra-000001",

type": "_doc",

" id": "YmJmYTBINDKZTRMLTIIMGQtMjE3NmFiOGUyOWMS3",
" _version": 1,

" _score": null,

b



}
12
"@timestamp™: "2020-09-23T720:47:03.422465+00:00",
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"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname™: "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd”,
"name": "fluentd",
"viaq_msg_id": "YmJmYTBINDktMDMGQtMjE3NmFiOGUyOWM3",
"openshift": {

"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
"labels": {
"logging": "infra"
}
}
12
"fields": {
"@timestamp": [
""2020-09-23T20:47:03.422Z"
1,
"pipeline_metadata.collector.received_at": [
""2020-09-23T20:47:15.007Z"
]
2
"sort": [
1600894023422

]
}

7.4.3. Kibana 7+ 4

ClusterLogging A1-8 &} A 9] 8] 2 2(CR)E 44 3l Kibana &2 A1&3te] AT 4 A&t

7.4.3.1. CPU 2 v 2 2] A3t A

27 74 248 83T CPU 2 W2 A 8L 25 24

]
4
3o
o)
v
k)

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&#F A 9] €]4&2(CR)E HF T d.
I $ oc -n openshift-logging edit ClusterLogging instance
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

7%4. =2 A7)
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00
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FRA0) tel 22 A7tsl ==L 5295 Pods 4 & Axy.

Z2A 2

1.
openshift-logging 3 = 2] & o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E AT .

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

Kibana ==9] 2 X & g}.
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8%. =24 wx 74

8.1. 27 74 24 3 CPU 2 v 2] A A

Qoo we 7t 27 74 220 B3 CPU L v xe] AFL BT 74

1o
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¥o
|y
L
v

8.1.1. CPU 2 | 2 &) A3 74

=7 74 245 889 CPU R vlxe] A8 5 28F 5 A&t

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E AT .

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
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cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

oo wat 27 A AL g3 CPU L vz AT L 2FS AAF U
Elasticsearche] 739 93 23} A3 7S =5 A& oF gy .

00

ded wet 23 A1zt 2 a3 g3k CPU % vl =] A 2 233 AFd

L4

dod wet 23 5379 g3k CPU R Wire Ad 2 S AFF U

8.2. SYSTEMD-JOURNALD %2 FLUENTD +*4

Fluentd= AdollA] 993 AE 7|12 AAo] u] & vt7] g &0 AEL A28 Ay 29 27 £5E &
A Fglove g o] &A= 5 A&

Zdo] 322 &£2351% &%= RateLimitintervalSec=30s 2 RateLimitBurst = 10000(=+= 2 @ 3
A4 =3)S AAsk= Aol EF5UL

8.2.1. OpenShift Logging2 ¢ 3t systemd-journald 4]

=

ZzAEE 4P u /8 2 $4¢ =g8 ok

e
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& Sol, 27t rE A Ao d@ v & AdS SHoFE  Asynh OpenShlft Logglng
o] 21F AHA| 61X &Fal A3 B AAE ALK &= E XA 7|71 7]. =ol B QS WA|R] = A
T dFU

2O GEH AR, I RE Y, I A Y FEAF AR 2 /e 4L FAT S YHUh

2 g 3 A A 7} 37 /etc/systemd/journald.conf 712 2 ¥ 3131 Butane 4 3+ 40-
worker-custom-journald.bus 51t}

Butaneol O] #}A| & U]-§-2 “Butane & ALg-3te] vl 74 AAF7 S F=x
A 2.

variant: openshift
version: 4.15.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ
overwrite: true
contents:
inline: |
Compress=yes 9
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 6
RateLimitintervalSec=30s
Storage=persistent G
SynclntervalSec=1s ﬂ
SystemMaxUse=8G 6
SystemKeepFree=20% Q
SystemMaxFileSize=10M ()

journald.conf <ol tha A 4TI 0644 AL A 3HE Rol FHULH
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2]

mlru

9 A| 2" 227] Ao 4FHTA] ARE AAJ YT WAIAE U=
yesE Xlxo“ll AE3A o HH nos AHA

s e
Ao 71252 yesd o

Lis

©

2 MAAE ASEA ¥ 2 T U 2zl ta) 7] Bgke
A4 ok

nodyoh &<

2" 220 215 AG3te]A ForwardToConsoleS A A 3 ).

238 A9 21 WH=E d232d ForwardToKMsg S A4 3y o

syslog t] & © 2 A 232 ForwardToSyslogS A4 gt}

22U ZE AR Al Y(wall) A A Z WA A S At
ForwardToWall-&- X] Ayt
A FES AZS A A0S ARG AU 25 AR A oA S 483U =
1‘__: llyear" "month" Hweekll "dayH "h"-a:\_. "m"J—]‘ 7]_0 ﬂ_"”'% Eé—[ é‘g_ll’lq_ H]%‘_}éi}s‘]‘
29 02 et 7| 23S Tmonth ot

£ 5 A< FA Pl RateLimitintervalSecol| 4] & 2] g X 7+ 7+4
RateLimitBurstol]l A A AR o G2 235 A= A5 7140 82 W74 7+4
W o] 2 & F71 WA X &= AHA g U o). 7] 27F¢l RateLimitintervalSec=30s ¥
RateLimitBurst=100002 23 3= Ao =

=5

—

23 A e A . 7| 21 persistent] Ut}

/run/log/journal/ o] Wl 2gld] 215
ARG 5

% &3l volatile YUt} ol d 2 1=
< &4g 4.
[
/var/log/journal/®] tj == 21
Edg st e

A 735} 7] 3 persistent] U o} systemd
B¢ axas A4FYU
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o & &2 71 £A) 8= 29 /var/log/journal/o] =18 ] 33}7] 93 autod U
t}. EA181A] &= A9 systemd:= /run/systemd/journalol] =15 QA A A ).

232 AZAA &= nonedUth. systemd= R E 21 E AHA| g o)

ERR, WARNING, NOTICE, INFO 2 DEBUG =14 tj3] A2 592 t] A=) 57|
83171 Aol A g A17+S 23 @ o). CRIT, ALERT == EMERG 218 421314
systemd7t %4 57189tk 71 2gte 1sgUth

Aol A8 T 4 Yt Al 2715 AAFU T 71 B3HL 8G P
N 2Rol A Abg 7hs @ T 23 3702 AR T /12 5Ee 20% v o

Ivar/log/journaldl] A& o2 X 7Fd /18 A2 9L A 2715 AZFY T 712
2 10MY Y.

2 A G AASE A5 ol de) AFAYLA MAAE A2 w) A]
28] 27) W o)Al CPU AHg-Bo] 3718 & I&Uth

B REE Re R R R
https://www.freedesktop.org/software/systemd/man/journald.conf.html-& JZ 514 A|
2. 83 Hol Ao YA H 712 HA S OpenShift Container Platformol] % & 5 %] ¢ 4=
AU

Butane2 A}1835to] =2 AGd A o] £3E MachineConfig 7 Al 3} 40-worker-
custom-journald.yaml-& A A g o}

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
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A 74 A4PUh A2 59 03 ey
I $ oc apply -f 40-worker-custom-journald.yaml

EEZY = M =Z-¢ MachineConfigE 7HA] 5132 A 2 -& rendered-worker-<hash> v A &
.

oo (N

73

7 remo] Az AP E P Bokg 4UE RUEI I,

I $ oc describe machineconfigpool/worker

2 o

o

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

API Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool
Conditions:
Message:
Reason: All nodes are updating to rendered-worker-

913514517bcea7c93bd446f4830bc64e
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NE,
M
ue

94. 2157 2 Ag

91 =zaF5 A2 g

Red Hat OpenShift Logging Operator:= ClusterLogForwarder 2] &2 A} <ol o2} =71 & vl &
gt o] Operatoroll A A Q3= 5] 7] %32 @74l Fluentd 55719} ¥l g 33719 F 7R 9 Y
o}

Fx

Fluentd= o o] ’d AL-8-5 A o™ &5 ] 2ol A 7€ 473 4t Red Hat2
A d| & gfo] ZALo|Z <k o] 7wl M3 ¥l 3 S A DS AT AT o] 752
o ol M AFE A Yt Fluentd djdl Vectors AH8- 2 o= Slsy o

911. 21 3A49A

2 3 71= 7} OpenShift Container Platform ;== PodZ v| £3lo] AH oY @ = 2315
TR 8t= "HE Al EY Yt

£ A A, Aol ALY 2 OpenShift Container Platforme] journald =1 v A] %] o] 2]
s e Alad R Qlze 2ady

B E ZH o]y & 19 4 g /var/log/containers/*.log

A 232 FP8EE 2 #3712 A 8= 3¢ /var/log/audit/audit.log ol A sl3 225 3
3.

2a 7€ o8 £20A 2aE F5 27 A et R = R E Add

9.11.1. 22 537 +38

e = 272 9138 Fluentdo] digte 2 A g == 22 #7719 Y o
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https://vector.dev/docs/about/what-is-vector/
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ClusterLogging A1-§ 4 4 9] #£2+(CR) A8 A AL}S 574 ste] Zel el oA ALgahe 27 4]
N fde 7S F dsyh

Vectors 43 7] 2 74 sl ClusterLogging CR2] il

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

9.1.1.2. 21 AA /A A gk A3}

AvlolY Ak e 2 WAIA Y A2(LZAE, Pod o] & 2 AvlolY ID)E 5] A A
o AREATFUT o] FHEE 2T 228 DS AFshlol REFUG 27 57014 23
A2l & A2tal7] Aol AQH o| B3 Z2AE} i Podg A SR Fo| 2 @ 4 7 -2 APl A ]
o) AR E AEE 5 QA HUTh 22 AN E W5 @ o] 5o Pod R A} 7Y Uy EE =
20 228 FAT WYl 912 5+ AFUT o] AV 27 57 L ATt FH Y =Fo 2 5

_%_
< o guch

9.1.1.3. §818 21 537 7%

Y9121 42

715 Fluentd vector
A oY 21 v v
A 98" v v
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9. 21 7P R AL

715 Fluentd vector
9l 2esf o] 28 1 29 e) v v
=zt Aoy 2 v v
a4y = v v
kube API ZHAF 21 v v/
OpenShift APl ZHA} 21 v v
OVN(Virtual Network) ZrAF 221 v v

271

715 Fluentd vector
Elasticsearch <1 4] v/ v/
Elasticsearch A} &2} 0] & / 4 & v v/
Amazon Cloudwatch 7] v/ v/
Amazon Cloudwatch STS v v
Kafka ¢1=4] v/ v/
Kafka Ab&-2} o] &/ & v v
Kafka SASL v v
Loki &2 E& v v

3 9.3. A4t3} ¥ Cryostat

715 Fluentd vector
viag Hlo| g =gl - g} v v
viag Hlo| g »d - ¢l g} v v
viag gl ¢ 24l - infra(journal) v v
viag gl o] § =9 - Linux ZFA} v v
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71

viag gl o] =9 - kube-apiserver

audit

viag "l o] =4 - OpenShift API

74}

viag gl°o] g =4 - OVN

loglevel Normalization

JSON & 4]

CLF 54 2w

i 9.4. tuning

71

Fluentd readlinelimit

Fluentd ¥

- chunkLimitSize

- totalLimitSize

- overflowaction

- flushthreadcount

- flushmode

- flushinterval

- retryWait

- retrytype
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Fluentd

v

v

Fluentd

vector

vector



71

- retrymaxinterval

- retrytimeout

3 9.5. 7HA A

Fluentd

Fluentd

Fluentd

vector

vector

vector

ARM =] ¢

IBM Power® =]

IBM Z® support

IPv6 2]

2O olWlE W H

dZol #7 EH2H

9.1.1.4. 37 =9

ge 24E 290 A4

297 X4 &9

153



OpenShift Container Platform 4.15 & 7]

715 Fluentd vector

Elasticsearch v6-v8 v v

fluent forward v

Syslog RFC3164 v Cryostat (27 5.7 ©173)
Syslog RFC5424 v Cryostat (27 5.7 ©] %)
Kafka v v

Amazon Cloudwatch v v

Amazon Cloudwatch STS v v

Loki v v

HTTP v Cryostat (27 5.7 o14)
Google Cloud Logging v v

Splunk Cryostat (logging 5.6 ©]2})

91.2. 21 AF%

AeAE SAHE 27, W8 w,
3 % J&uh

&)
n

H+= YA & AAsI= ClusterLogForwarder 2] 4~2=5 A A

ClusterLogForwarder 2] 22 ZH o, el @ 7AA} 225 FH2AH YR £ 9Rol EX &2
o7 ALt ° AHE S 4 &Yt TLS(Transport Layer Security)7 A 9522 35 A SHA|
FoleE 2 AGAE FAYE F dFUTH.

Ae)AE ow §ao] zoo] M2 WG 4 Y A2 AR D A4S 4 951 RBAC A
AL R+ gk

9.1.21. 21 A9 &

QAN FEFA G5 22 D 7lsolZte F /A 22 A2 78S A8 E = sy
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ts 22 423 7153 3 AHEE 4 =5 Vector 3 712 A gy
Fluentd =3 71= A A Al 78X T AHES = AF U

9.1.21.1.7|& 74

71& FRAAA = S HA hte] 22 AGAN AT F dFHH. o] RE9
ClusterLogForwarder ] 2~ 2-1= instance & o} 3}7 openshift-logging vl ¢} =5 o] 20| X] A3l of &
Y}, ClusterLogForwarder @] 4-2-9l| = openshift-logging u] ¢ 2= o] 2~ o] instance &}+= 3|3
ClusterLogging @] &2 2 Q ).

9.1.2.1.2. 0= 21 AGA 7|5

O3 22 497} 7152 27 5.8 o] ol A A& 4 9o o}

o
X
iy
flo
N
ofr
o
2
ofd
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fu)

oA 22 298 4T 5 3

fr
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)
©
&
o
1
oS
s
fr
f
N
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X
)
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s
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I
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32,

EARAE F7 22 98 72 AR T F dedth

t o]’ AH8-5 A] ©4+= Fluentd =5 719 A Vector =3 7] 2 mlo] 2| o] A 3= A A=
AN 22 AGAE 7|1EEd B2 vl xS F A FUT YA Z 7] vlo] 1 o] A H = 52 7]
E 9 A 22 AGA7 FA O 5T 5 A5

% 21 A9x @A & ClusterLogForwarder 2] 22| t § s F ClusterLogging 2] &= 22
AT ot st g3 o9& A9 sta RE WY LT o] 2o A BE o] 55 A3l o7
ClusterLogForwarder 2] 4225 AT 5 JHFUo

Fluentd =871 & Al&3l= dAA 9AZ 2SS A Qs 22 AG2AE 98] o= ol
2o = 2 openshift-logging Y] ¢ 23 o] 2~ 9] instance #}+= ClusterLogForwarder 2] 2-2~= A
A F sy

TH718 0 2 92ty o] 9o =7 openshift-logging vl Y 23] o] 2] 4] collector &=
ClusterLogForwarder 2] 222 A S 5 gl

9.1.2.2. Z82H 9 t=x 2 A2 A 7|5 43}
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0 22 A2 7158 AHS sk sl Al Al o g Au| 2 A 9 ZE2E A9 ngld
2 QA& oF gt} 18 oS ClusterLogForwarder 2] 220l A A u] 2 A QL Fx5to] AA 2 AF
S Aol 5 dFU T

openshift-logging Y] ¢} 23 o] 2 0] 9] 9] F7} YA A FH o] XA T F 21 AGLS X
A3E A 2 E Y Y 2d o]l 2~2 XA = Red Hat OpenShift Logging OperatorS ¢
g o] Egf| o} g t}. o] 7] 52 Al Z-¢ Red Hat OpenShift Logging Operator v & 5.8 2
AelA 712 H o2 gy

9.1.2.21. 21 A4 4 RBAC A3 542l

2 7] 5.8 o] 494 Red Hat OpenShift Logging Operator+= collect-audit-logs,collect-
application-logs, collect-infrastructure-logs 22 2¥ 93-S A g3t 7171 AL 22, AN =2 A
old 2Rt a5 A7 1T + AFUH

23 SY2H TS AU A uidgste] 22 Z2d o) i@ RBAC 32 o 5 3l
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o)y

Y

A 27 A

[}
Red Hat OpenShift Logging Operator:= openshift-logging 4] ¢} 23] o] o] A x] P},

227 Ago] A&

FR719 A= AR S AT AFS 98 ESo]l Bo g 2R 225 AA s
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A3 FE 2 42 A= AR vl E g

oll
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$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_nhame>:<service_account_name>

[ ]

RBACE Al£35lo] A3 Ao w AQ
[ ]

ol Z2] Al o] el A A v A AL
[ ]

RBAC 3 .o Kubernetes &4 A8

9L 2 AGAA 22E AFste S A o gy . ClusterLogForwarder CR(AH-8-# A 9]
g az)oA o8 389 S ARSI gE Z2EZS AY=AZ 228 Y F JdF5Yoh

9.21. XA =21 AG &

H 2~ E o A&

Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector
Elasticsearch v7 HTTP 1.1 72.2,717.7,7.10.1 5.6+ Fluentd, Vector
Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ fluentd [, w1 g
fluent Forward Fluentd forward v1 Fluentd 1.14.6, 54+ Fluentd
Logstash 7.10.1,
Fluentd 1.14.5
Google Cloud HTTPSE &3t latest 5.7+ vector
Logging REST
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/authentication_and_authorization/#using-rbac
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/authentication_and_authorization/#using-service-accounts-in-applications
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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B 2E o] AHS

HTTP HTTP 1.1 Fluentd 1.14.6, ¥ & 57+ Fluentd, Vector
0.21
Kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
331
Loki HTTP 2 HTTPS= 2.3.0,25.0,27, 5.4+ Fluentd, Vector
5 3FREST 2.2.1
Splunk HEC 8.2.9,9.0.0 5.7+ vector
Syslog RFC3164, Rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon HTTPSE &3 latest 5.4+ Fluentd, Vector
CloudWatch REST

Fluentd= =7 v] 4 5.6.20] 4] Elasticsearch 82 X 3}x] &5 t).

9 E = 27 ¥ A 5.7 o] 4l 4] SyslogE A @t

Z2]2H Y] Red Hat #2] 21 AF4dUdh 712

o
i)
filo
-
oX
]
e
fo
rr
5
o)y
L
k)

N

18 =2 o]20o] 28 2¥ on-cluster?l Red Hat #2] 21 AR AE IX3e
E dekso] goruz 7B EHS A= A5 2/ WAIA 7 A HY T

loki

4oz 34 bsd 284 OF BUE 22 37 A2 Lokigd

kafka

158



i)
Y2
)
)

. 2a1F

Kafka 2.2 7]. kafka 3 & TCP == TLS 914

elasticsearch

*

9] Elasticsearch ¢1 281 ~¢l1]t}. elasticsearch 82 TLS 92 & A28 5 95

fluentdForward

FluentdE A ¥3t= 9 2 JA £FA YU o] 42 Fluentd 19 22 £33 A3y
t}. fluentForward =22 TCP == TLS A2 & A183 4 9l o1 A AR o shared_key 2 =& A3

ol 24 71 AE L AQFUT T4 7] AF L TLSE e} ¥ataia RL AL 5 AHY)

t}.

fluentdForward =2 2 Fluentd 3 7] & A} 23t= Aol v X 98t
Vector 371 & A&-3l= Aol ALHA &5t Vector =371 & AMg-3t= 7
< http 23 & A1835t] 21E Fluentd=2 A2 5 J5Ut.

syslog

syslog RFC3164 == RFC5424 2 &£ F & X A3t 93 21 JA £F YUt syslog &

2 UDP, TCP & TLS A2 & 148 4 Ayt

CloudMonitor

AWS(Amazon Web Services)ol A 3 28€3= RYUEHH U 27 AEE A AH] 22l Amazon
CloudWatch¢j 4 t}.

L

9.3.JSON =21 A &4

JSON 242 7239 oHAER T2 24

i

93.1.JSON =1 & &

Aez 77 2AGL A9

ClusterLogForwarder @ H A E = A} 83} JSON 215 %319 oH

HeEgos d9d + JdFUth

171 9180 T} 2 23548 JSON =1 @ %o] gtk 7bg dueh.

o =]
o] 25 WS AHs

159


https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

OpenShift Container Platform 4.15 27

72349 JSON =1 & 4

I {"level":"info","name":"fred","home":"bedrock"}

JSON 215 T8 24
ol el F7Hg o

e

I I E=F o3 o ¢} 7ol parse: json 2 ClusterLogForwarder CR2] 3}

parse: json2 HoF= I X7} 4

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

A
A

parse: json & A}-8-3lo] JSSON 215 &
JSON *x3t49 21 &5 EAgY .

e

] CR& t}& df 9} 7+o] structured & =9

i

TZ319 JSON 21 g 50| Z34 structured =3 o

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

2 3} 2o §383 +%3H JSONo] E£3t5 o] 9d %] ¢k o i structured 2 =7} 5
Yt

9.3.2. Elasticsearch¢] JSON =1 djo|g F+A
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JSON 227} 7 7 o]}e] £27)ntg @2+ 75 9 Au 2o A3351d {3 35 2 7idd=y &
A7} AT = JHUT o] 2 WA 52l ClusterLogForwarder AH-8-2t 3 ] 2] &2(CR)S 74 3}
Zt 27)vkE @Y £ F o2 aFsElor Ut o] ZA sk z A7) vpr e Qld Az Adgyr.

ofy
fo

OpenShift Loggingol 4] # 2] s} 7] ¥ Elasticsearch 2Q12=€ 27 JSON 218 A
PH Aol w2t Al JI9 A7 AZFYU T HUFE B2 Q928 RSt A4 B3HA A5
Ag A SER FF 2702 BESEe s @ 271 £5 fA5E ol T

ofr

gt

.
3

-+
BN

ClusterLogForwarder CRo| A t}g +X 3 & AH8-3l4 Elasticsearch =1 % 7 4~9] Qld X o]
Fe TS AFU

flo
l-fO
i)
>
o
all
o
ey
oX
ol

structuredTypeKey = W A| ] D=9 o]t} sl F =9 3t
< " AH-E Yo

kubernetes.labels.<key >+= <18l x o] & F A3+ H A8 5= Kubernetes Pod
ol &Pt

openshift.labels.<key>+= ClusterLogForwarder CR<] pipeline.label.<key> & 4-0]
o] Qe 2 o] g2 A3k vl AHEEE ghol AFuth,

o

Ut

kubernetes.container_name-& ZAH| o] o] &2 A}&-3}e] Qld X~ o] F& 74

structuredTypeName: structuredTypeKey ¥ =7} A A = X] g7} 7171 glow
structured 53 2 2 structuredTypeName 7}o] A1-8-H 4t} structuredTypeKey 2 =<}
structuredTypeName = =% 3§ A}-8-3}A structuredTypeKey 2 = 9] 7] 7} JSON 21 ] o]
Bl A *+2t49 7 ¢ structuredTypeName 3t i A] Q19 2 o] &8 AFF .

Fx

i
-

N, ~
,
LW,
= e =

structuredTypeKey 7t2 "Log Record Fields(Z2 g|Z = Z=)" g o] IA|H &
S22 A3 F AAN P F &} Z =7 4 Fx {F3 5S4 IAFEU

T,
i
LW,

- W W
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A structuredTypeKey: kubernetes.labels.<key> example

o

filo
o

gl

Z ¥ =¥ollA "apache” % "google"<] T 7}x] P4 0 2 JSON 215 A 5= N =
°]’d Pods A3t AFUt

218 A= logFormat=apache 2 logFormat=googleZ A}-& 35l o] 2] g o =] A o] 4 pod
o gol&S AR F U

ClusterLogForwarder CR YAML st oA 043 I = Z78 A3 .

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
outputRefs:
- default

parse: json 9

Kubernetes logFormat dlo] &2 A H 7]-7k 82| 72 A8y .

L
)
o
v
o
:._l,
i
flo
-

%3t9 21 g 3=} app-apache-write 219 2 2 o] F3r}.

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}
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o33 e %319 £ g F =+ app-google-write Q19 A2 o] F gt}

—_—

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> example

ClusterLogForwarder CR YAML 5o A b3 I = Z7}2 AFgsga 713

i)
L
v

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

OpensShift myLabel #lo] = #4449 7]-3t 29| 73S AH&-3 .

2]

myLabel @ 4+ 7%3t9 21 g F =] FALE 3t myValueS AUt}

o] 49 the 2

flo

T-Z3ld 21 g FZ =7} app-myValue-write Q19 2~ 2 o] 53t}

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

F7t 3# A

Tx3}9 3= g Elasticsearch ¢/ 5 2= x589 §3 %ol "app-"S F713ta -
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write"& F7}sto] A g

Z359 Q922 A5 dEUh S Ael 4, o

[ ]
TZX3HA FS Y=
= A QY 2ol A dutF oz QA gy
[ ]
Hlo] A e Fx3tE FF o] R A% structured 2 =gl o] unstructured G T == A

294U
%= Aol oYL Lo S Al =
q=
Ho

Elasticsearcho]] U 2 Ul =2 337} Al 51 %]
ylol Ao] 2o= o] 12351H G U ALL =R 0] ofE W o] 27 & 2o uk AFL S o}
=°] dj#9] Apache | &2 A °]A2 LogApaches} 212 e JSON 21 J 43 72314 +3

AHg-FH .

9.3.3. Elasticsearch 217 A A 42 JSON 21 A Y
== 738

Elasticsearch 21 X & 49] 3¢ JSON 21 g} & o] o} 2 ~7/nf
ClusterLogForwarder A8} A 2] €] 4 2(CR)E #4353}« z} JSON 2=7]u} & o
At o] Z A 34 Elasticsearch= 7z} 27| vfo] djal M x| Q1€ 25 AHg- g

2
= 9 At delE BAv B e 5
Qslof vk,

a8 55 2
1 Aol o] 74 5

i
N,
g
9#

N

FUI QU EE gE A7|vtE AG
g o v 7 Elasticsearch A 4 =2 dl o]

o}2 %7} ClusterLogForwarder CR YAML 3¢ of] =713 o

outputDefaults:

elasticsearch:
structuredTypeKey: <log record field>

structuredTypeName: <name>
pipelines:
- inputRefs:

- application

outputRefs: default

parse: json
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structuredTypeKey Z == A3l 21 g 3= F= F = AAZJUY
3.
£ ARFTIG
A structuredTypeKey 2
= AR s o P,
4,
inputRefs 2] 7 -¢- application, infrastructure, === audit 5 3l 3 J}o] &}l -& Al-8-3514
Agslol s 21 532 AP T
5.
parse: json 2 4-F o] Zglo] F713h ).
6.

CR e HAEZ QA3
I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator= 4% 7] Pod = A vl 3t} 22y Awl] £ 5 #]
2o +37] PodE 2HA| 5t Al = Alu) £t}

I $ oc delete pod --selector logging-infra=collector

9.3.4. el A= 2e)5l7] 913 E2L 3 Pode] Zeo Lo A JSON =1 gt

Y43 Pod Woll A g2 Aelojy o] #x3ld 28 E QY22 Add F JdHFUh o] 715S
AHg-stE 2E AH oY A Y& AHE 5] sto] =l FAI3HAL Poddll 41 & Golol U ==
app- HFA7E & Q9 2o 2Pt ol & &5k ¥R 2 = ElasticsearchE 74 st= Zlo] ¥

Ut

=19] JSON A4 & o S Aol do] ma} Uk U7 Be Auxs A4ad 4
Lol PakS nAEE 5F A i JSON B o] e 29 Ad 22 AY57] 9Aa
o] 7159 ALg-2 AU 72 B AH8sto] & Aol A EE 53 & JSON
FA o] o) ZelA o Mol 218 FRIU.
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A 27 A

Red Hat OpenShiftg = 7:5.5

ClusterLogForwarder CR @ HA E £ A o] 3t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true 9
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

Kubernetes logFormat dlo] &2 A9 7]-7k &2] 72 A8y .

Pod CR ¢ B4 EZ 4 o3 YAML 5}l 2 443k AL AP ach

apiVersion: v1
kind: Pod
metadata:
annotations:
containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:
containers:
- hame: heavy 9
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image: heavyimage

- name: low
image: lowimage

Format: containerType.logging.openshift.io/<container-name>: <index>
F4 o) g2 Aoy ol g3} YA oF FU

==

@ F9]
o] Ao =2 A3 F2H9 shard 71 274 5712 4 dFY

F7tEdas
[
Kubernetes 4
F7HEax
[
EaAEL AR
9.4. 21 AY 1A
Z3 vz A Adoy 2 Qlxe 2= 718 2F 0 2 ClusterLogging A8 A 2] 2] 422 (CR)el 3
gAY 22 Aga ARy
A 2aE B 2EIAE A FSA &7 wlid 7|2 o7 YR 20 AFAE ADHA 45
th Al 208 AgshE A 2ol 27 9 AR F L F548Y SntEd REHES F o] YFY]

t}.
o] 71 & A o] & F AHaS F53t= 7% ClusterLogForwarder CRS 43 Z 971 gl
ClusterLogForwarder CRo] 9= 73-%- 7182 &8 o] X 3td vo]xZQl& Fo5A] gf= F Z2a= U
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2aAREZ A9EA FHU

9.41. EAL A 2Hlo 2 27 AG AR

OpenShift Container Platform 2] 25 Y 2 ool E EFHo 7 35 Hugd
ClusterLogForwarder A}-8-2} 7 ©] a]**(CR)ollH %7 Fo]zel ol ¢S Xl%%‘bll:} 9/ &5 AHS
3lo] E zzAES AHH o ZTA o]l 228 BHOE AGT F 5 Y& ¢1F2 Kubernetes
Secret @ B.A| E o] A A F 3}

pipeline

dhf o4kl =1 4R a0l el 29 B A4 T 2ol Pud 299 e .
23 43¢0 3 shigdunh

application. 212} ZH o] o Z2]A o1 AS A 2] 5oL S ZH A A3 FQA AHE:
2t o ZE| Aol Aol ol A=A AE el =ady

infrastructure. openshift*, kube* =+ default = Z 2 Eo]| A A3 &= Pode] A H] o]
Y239 x5 9 AZ" 4 72 Ad 294

audit. :== 7ZHA} A] 2" auditd, Kubernetes APl A 1], OpenShift APl A1 8] 2 OVN
EECEL B R ST IR 1o

ol 524210 keyivalue - At oo} £ 21 WA Al L 3748 5 g
o2 So] g2 dolE AHZ AgHE WA dol 2 FraAY #FHz 20 Yol 2
ARE 5 A4Uth ouAEe] 718 g0 x 2 WA A 5 g AgHU

2=
e z2AE AAH o Zg Ao 215 do]ZEgl oz AL ).
vto] = 22l o 4| outputRef vl 7§ =5 A}-8-3le] 225 A2 st= 91X ¢ inputRef v 7| ¥ +&
ALgste] Agdts 22 33 A3
Secret

LR AR S 22 712 dolH 7 X3 key:value W ).
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22 53 g ol ZRl S FostA] God AoHA &L {39 2av AAE Y.
o] 2 So] application 2 audit 53 o] t & 3}o] 2}el - x4 5} 3L infrastructure §3 o] o &
slo] Zg}el S = A sHA] oW infrastructure =27} 2HA| g Ut}

ClusterLogForwarder A1-82} & o] 8] &£ 2(CR)I 4] 2] §3 o 8L A1 gdlo] & =2
EZS A= Ao 222 1 = A5UT

o3 d A= AAF 215 HAT 94 Elasticsearch Q12|22 ol Zal 2 15 QLA A ¢k o
Elasticsearch Q1 ~EH 22 o Z g Alo]A £ 15 Kafka H27] 2, o] =g Alo] A = 1E my-apps-logs
3 2 A E o 4] Y& Elasticsearch ¢1 28l 22 Ag3h]o}.

AR
=

e
[k

2aAg &Y

i)
o

o]

E il

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: elasticsearch-secure ﬂ
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- hame: elasticsearch-insecure 9
type: "elasticsearch”
url: http://elasticsearch.insecure.com:9200
- name: kafka-app
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs 6
inputRefs:
- audit
outputRefs:
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- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- hame: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

WAA 7@l CR oL AL ojof FUth 0hE 27 AR 7RI E BE o] 52
e 5 sy

2]

@l 71 Al &4 CR ] ¢ 23 o] 2% openshift-logging ©lojof . b5 21 A2 x 73
AL RE YA o] A= AL S5 A5

©

A2 AR 9] o] YU th A H 2 AR L 21 ADFA 7} openshift-logging ] 9 23] o] 2]
W] 25 7] ok Aeogt g 22 Agdx 7o e

L4
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[ ]
=9 83 elasticsearch.
[ ]
AEAE 288l §a3 Au URLCI Elasticsearch Q1 281249 Bt URL ¥ T E
AU
[ ]

TLS 542 93] ZAA &73= A =22 YUt} openshift-logging = = A E 9] o]
AlZ " o] AofoF Pt

SHA 314 &2 Elasticsearch =3 9] o3t +A:

[ ]

Y S Ay olg¢Un
[ ]

%9 83 elasticsearch.
[ ]

AFALE £33l Fa3 Ad URLQ Elasticsearch 9126 2 9] ¢HA 51#] o2
URL 2 ¥ EgUrt}.

Bt URLS 53 2o 9% TLS 5412 A8 Kafka 29 74

[ ]

=88 AYst= ol2dUg
[ ]

=9 739 : kafka
[ ]

AFALS X¢35le] Katka B 279 URL L X ES fa% ddl URLZ XA

my-project U] Q] 3| o] 2o A o ZE|Ao] A 215 FEH 3] g 48 +A8 LYY
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[ ]
vto] Ze}el & A st= o5yt
[ ]
inputRefs= =71 §3 o] 1 o] oA = audity Y}
[ ]
outputRefs+= A8 % o] o] &¢It} oA elasticsearch-secure:= B3t
Elasticsearch Q1 =€ 2= FA g3} 31 default> Ul i Elasticsearch J12H =2 A3
[ ]

AeALg}: 230 F71 dlol &Yy

9]

Ad A}eh: B, 274 2718 st o] Abe] #lo] 29Ut "true”s} e 918 e B 7h
o] o} TR groz A A HU T

my-project = 2 4] E o] A U] XL Elasticsearch Q1 =€l 22 235 AF3}7] 3 go] g}l
ddyh
[}
sto] Zeel & At ol &Yyt
[}
inputRefs= 573 ¢ &2l my-app-logs¥ Y t}.
[}
outputRefs:= defaulty o}
[}

A A BAG. 270 F748 st o] ge] ol 2tk

12

gto] Z 2l o] & glo] Kafka B2 7o 225 AFste dolzakel +4:
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outputRefs= A1 88 =8 9] o] &Yt}

A A BAD. 270 F748 skt ol ge] dlo] 2t

QR 23 JAA7IE AT 5 = 75 Fluentd =1 A ]

St =AAAZIS HE Y Falon 228 $AY 4 Uk A9 Fluentds A% 225 £33
sol AU 22 GAZE AHE S 5 QA HW MY A 228 sk 2o Aol AAHEU
v 3 7} €A 3] QYA A Fluentd= 22 8-S AT k. OpenShift Container Platform& =215
3| A A A 24 FU o). Fluentd 6l # Al E == podoll B3 2718 A3 AU PVC(I T+ 2§ ZAY)S
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P At RARGE Aol }1"141:} Open Shift Logging2 A% §-of 2§ 7he] AR o4
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TLS(Transport Layer Security)

Al33 glo] TLS URL(http://... == ssl:/l...) S A}&-314H 7] & TLS AH F QlFo] FAsEY
G AZH S T H e e AR A A sl Fo1 TLS 7152 B4 S,
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SASL(Simple Authentication Security Layer)
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SASL.enable (boolean)& SASLE WA A o 72 EA3}61 A v &A43 Y 53
733 t+& sasl. 7171 A4 =8 SASLo| A5 o % &4 3tg ).

SASL.mechanisms: (array) 5] & ¥ SASL v AU & o] & ES5 YUt F=H 7 v]
o] oA Al 2"l 7] gko] AHS-H U

O

SASL.allow-insecure: (boolean) ¢t B2 E Qs & Bl= WAYUEFS 3 &

71 8-Zr2 falseyd Ut}.

9.4.1.1. ¥t A

e BH L AHgshel AFA 2 7] o] 3 P ol mr2 A

e
=
X%
o)y
L
v

$ oc create secret generic -n <namespace> <secret_names \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_usernames \
--from-literal=password=<your_password>

9.4.2. 21 AGA AA

2 AGAE AAAAE A2 AR ST 5 Q= 22 9 KL A
ClusterLogForwarder CRS A A3l of . =12 %j‘:a_‘ﬂ &89S ARE 7= dFUYL O
Z 20 AGA 71 52 AHE5t= 79 ClusterLogForwarder CFH MU 2 AR = ZP}_—H of g},

Fe2HoA g5 21 1D 7 5S AHE-Ssh= o] 58 AlE-3le] B E Y| Y 2F o] 204
ClusterLogForwarder A}-8-=} A 9] 2] &~2(CR)& *3 /‘é Els ,,1%14 o G AA FEE AHS = A
ClusterLogForwarder CR2] o] &2 instance < o} 3}l openshift-logging 1] I 2=3] o] 20| 4] A Al &)
of gt}

ClusterLogForwarder CR2 A A sl vl 23 o] 2=0] O 3t &2z} A ko] H Q F
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ClusterLogForwarder 2] 22

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
pipelines:
- inputRefs:
- <log_type> ﬂ
outputRefs:
- <output_name> 9
outputs:
- name: <output_name> G
type: <output_type> @)
url: <log_output_url>
#...

AR FENA CRo|EG2 A=HXE oo Juth. b5 22 AR FHAA = BRE oS
A8 = AFY T
@ A A &4 CR Y ¢ 23 o] 2% openshift-logging o] oo Ut} thF =1 A9z 3

AN E BE Ao 28 ALE T 5 A*”ﬂ

©

AH) 2 A 9] o] F YU th Au 2 Al L 2 g7} openshift-logging ¢ 23] o] 2]
W ZH X e Aeogt b3 22 AR o 2 eyt

L4

THEE 22 /FIFYYT. o] 29| g2 AL 2, S A0l 2] A E A, A=
gt 208§ =2 e qEAl A da&l FolH o]Fo] AF A dFo A AL A5

00

238 ALY 5 FIUYh o Y=o gre s
7k ,loki,kafka,elasticsearch,fluentdForward,syslog ==+ cloudwatch & 4 A<t
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943. 22 do|l2= gAY 7Y

27 5.9 o] 4} Bl A o 4| ClusterLogForwarder CR(A}-8-2} A 9] 2] A 2)9] F1d AP 27 e %
E=AEALA S SAANIES W EE A S 22 AT EU -

o2 So F1717H A A8 ] 271 £4 5L Felok AU FA 27 AHS AA5H] 9
al 59718 A Algstel £HE 22 AAL DL A 22 AL SAAFES ES 27
5 YEUth FAT 5 JE AF Al 2700 B F S A Aol Ak FHL A IHE A =0
Ao F +H 08 AYFEZ MES 25T F AFU

o] 71%5& AH&-35t& A Vector =371 & Al83t =5 27 vl £ & 7438 oF P .
Fluentd 5= 71 = A}&-3}l= 79 ClusterLogForwarder CR9] {4 A4S A AH A &5

U,

g dAd A E 2o AgA 29
AU

tlo
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H
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A& 4 91 & ClusterLogForwarder CR 42 1

ClusterLogForwarder CR 54 &4 9] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

176



©

#...
spec:

tuning:
delivery: AtLeastOnce ﬂ
compression: none 9
maxWrite: <integer> 6
minRetryDuration: 1s
maxRetryDuration: 1s 9

22 AL A dS R AR TG
°

AtLeastOnce A 42 21 AG A7 FESIA Y AR FEHHE A A Aol ¢s|A gl
Bol AFHA e 2E 27 A ASPUG. FEFT IR 27 FEE F IdFUHL

At CryostatOnce A4 21 AGA7E 55 Foll 49 22 & 57317] 98 o+
A =88 71 20lA S5F Ayt o] REdX = A Fo] FAHA 2 EHol F
7tg + dFUT

i

A5 TR S AFSH U E/AE F3ll diolHE AF3H7] Ao diolg7t 53U RE &
g f30l FFS AP AL ohn A A 4F fPol YN AYHA R A G LR D
AUt o] Ao 7153 2 4= {13, gzip,shappy,zlib == zstd. 1z4 4= K 2
Abgste A= AL JdFU T AA S W82 "sH9] 2 EE S 98 AdHE 45 3

zo) Ulg B A% 2] Aol o] 2o U3t A TS A Tk

As] F A2 AN L8] Aol A X Abolo] tf 7]k A% 717+ AR FUTH o] g2 EAY
oln] Wz x(ms), X(s) & E(M)C = AF T 5 dFU

A F AGE AAE357] Aol A= Abold T 7] & Hd 7] 7+ A G P ). o] 32 EAE ol
™ A Z(ms), Z(s) E= F(m)oz AAZ T 5 AdHFUd.
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Amazo Elastic LokiSt Apache Syslog Google  Micros
n search ack Kafka Cloud oft

Cloudw 8 Azure
atch Monito
ring

gzip X X X X X
shapp X X X X
y

zlib X X X
zstd X X X
1z4 X

9.4.4. 92| = 9] I 243}

Aoy 229 oJ7] £ 97 BAE
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T

“ik 9

B3 7 BA7I7E RS 499
A8l F7F 22 FEF F418 Kol

o9l el B AR AUSE AL} GET. ol
A AL 243 w17 ey gy

£ oft

il

Java 9 9] o

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>"is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)
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Z2AL F8 A F A E A G 2 g EO R OA FEHA
CIusterLogForwarder A& A 9] 2] 422 (CR)9ll true 3to] 9l += detectMultilineErrors 2 =7}

E3H o] A=A AAFHH

Example ClusterLogForwarder CR

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true

9.441. Al An

2 AR} oS 28 FH2 FH e A
o R WA 22 AR 9] ZelxE A A2
*9.10. 57T AL = dof:

olo] Fluentd
Java v
JS v

Ruby v

Python v

Golang v
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il
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g4 5 2a g3z 289 Y
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dl=

vector

2 ¥AgY .
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o] Fluentd vector
PHP 4 d
Dart v v

9.4.4.2. A 312

g4 ststA 771 4 type: detect_exceptions7t 39 A) A o] 3t}

i =

e 74 A o

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config 2 41 of

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force line_breaks true
multiline_flush_interval .2
</match>
</label>

9.4.5. GCP(Google Cloud Platform)= =7 A&

U 5 71 OpenShift Container Platform =1 %] & 49 37}l th4l Google Cloud Logging
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https://cloud.google.com/logging/docs/basic-concepts

9%. 215492

Fluentd<} g7 o] 7]5& AH&3st= A2 ALHA 54Ut

A 27 A

Red Hat OpenShift Logging Operator 5.5.1 o] 4

Google A ]2 A4 712 A&ah] A ZRL A4 T o

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-
application-credentials.json=<your_service_account_key _file.json>

ol#] 1= 22 A}-g3}o] ClusterLogForwarder A1-& 2+ A o] ] &2 YAMLS A 3.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
outputs:
- hame: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp™”
pipelines:
- name: test-app
inputRefs: G
- application
outputRefs:
- gcp-1

W74 F@elA CR oI EL A=E X ojof Itk 045 21 A9} 7NN E BE
)]
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https://cloud.google.com/iam/docs/creating-managing-service-account-keys
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2]

# AA F& A CR ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A
g9z} T E R E Y A2 o] A2 ALL S 4 IdS5Uth

Au) 2 AA 9] o] 5 YUt Au| 2 AR L 21 AD A7) openshift-logging vl ¢ 2=
o|2o Wi £ 5 A &L At vF 22 A9 7 e

GCP 2] 2= A 5ol 212 Agshel= 912 ol ot
projectld,folderld,organizationld &=+ billingAccountld ¥ = 2 &3 7S AT

Log Entry ©] logName Z =of 718 3t& A4 3.

o] Z g}l & AL-g3le] Agst 2 {3 ( application,infrastructure &=+ audit )&
AZ g

Google Cloud billing 4]

Google Cloud Logging # 2] <1o] &4

9.4.6. Splunk= 21 AG

B 7] 2 OpenShift Container Platform 21 #] & 4] 37}3tA v t A Splunk HTTP Event
Collector(HEC) 2 225 A2 4+ IdH5Y
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https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy
https://cloud.google.com/logging/docs/reference/v2/rest/v2/LogEntry
https://cloud.google.com/billing/docs/concepts
https://cloud.google.com/logging/docs/view/logging-query-language
https://docs.splunk.com/Documentation/Splunk/9.0.0/Data/UsetheHTTPEventCollector

A 27 A

[}
Red Hat OpenShift Logging Operator 5.6 o]
[}
Wy 7} =3 7] 2 XA A ClusterLogging Q1 2~H *
[}
Base64= 2139 ¥ Splunk HEC &
EZ A

Base64= <139 € Splunk HEC E& & Al§-38lo] A 23S A

H

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal
hecToken=<HEC_Token>

otz =25 2183t ClusterLogForwarder A1-8-2 4 9] 2] 4&2(CR)E AAsHAY B3

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: splunk-receiver ﬂ
secret:
name: vector-splunk-secret 9
type: splunk G
url: <http://your.splunk.hec.url:8088> ﬂ
pipelines: 6
- inputRefs:
- application
- infrastructure
name: Q
outputRefs:
- splunk-receiver @

AAA TR CR el 5L A2R 2 ofof Fuith. b 2 AL PN E BE
l5< AH8 T 5 U
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2]

# A A F&oA CR u) <l 23] o] ~= openshift-logging o] o]oF Fuith. t}= =1 A
g7 TRNAE RE U YA o] A2 A}mﬂ Q&Y.

Au) 2= AA 9] o] 5 YUt Au| 2= AR L =1 A2 A}7] openshift-logging vl ¢ 2=
o|2o Wi XA &L At vF 22 A9z 7+ e

g 53 < splunk 2 AU

o

Splunk HEC®] URL(ZE ¥3H)< A4 gt}

glo]xZzg}2l & Alg-5te] A G = {3 (application,infrastructure =+ audit )&
A g

A AL} gho] 2ol o] o] & A P

o] ol Zejelow 2% Had u A18 9 o5 AR T

9.4.7.HTTPES 53] =1 AY

HTTPE 53 =1 d9-L Fluentd 2 Vector i:L %97] FollA APt A ststEd
ClusterLogForwarder A}8-# A 2] 2|4 2(CR)9] =38 32 = hitp & AAF .
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olg] €l Z 31 & A8} ClusterLogForwarder CRS A A sy AR Y.

Example ClusterLogForwarder CR

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
outputs:
- name: httpout-app
type: http
url:

method: POST
secret:

name: G

tls:
insecureSkipVerify: ﬂ
pipelines:
- hame:
inputRefs:
- application
outputRefs:

AAA TR CR el 5L A2 2 ofof Gt b 2 AL PN E BE
l5< AH8 T 5 Ut

2]

# AA &4 CR ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A
g2 T A = RE UYEFHo|2E AT F AFU T

©
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72 true == false ¢4}

2
A
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)
all
(1)
off
e

allok gt

9.4.8. Azure Monitor = 19j A&

27 5.9 o] A= 7182 21 AF L6 F71stA Y WA Azure Monitor Logs 2 218 A9 4
A& Ut} o] 7152 Vector Azure Monitor Logs 4 =2 ol 4] A 23t}

A 27 A

[}
ClusterLogging A2 A ©] 2] 42~(CR) Q1 2=H 25 #2313 YA = IHS & 43 Q)
sy
[}
ClusterLogForwarder CR Q12" 25 #]st st WS & 43 AU
[}
ClusterLogForwarder CR A%< o] 3j| 5laL &1t}
[}

Azure Av) 2] )@ 71221 A4 o] Yrrivh.
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https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-platform-logs
https://vector.dev/docs/reference/configuration/sinks/azure_monitor_logs/
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Azure Portal == Azure CLI x| ~8 o 7 A= Azure AlAQ o] Y5}

Azure Monitor 21 7| 2 == B X H3S 7| S 7HA &5

il
4
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HTTP dHl o] ¥ 43 7] APIE %3] Azure Monitor =29 3t 21 AGL A slslald &
duo.
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fr 718 AH&-st] B¢t

tijo

73

s

Ut

apiVersion: v1
kind: Secret
metadata:
name: my-secret
namespace: openshift-logging
type: Opaque
data:
shared_key: <your_shared_key> ﬂ

Bx 715 £33l gyt

e

232 335t Log Analytics 24 270l i3 7] 2 =

F 712 7H4 2@ Azure CLIOIA th& H & & AL @ & A& th

Get-AzOperationallnsightsWorkspaceSharedKey -ResourceGroupName "<resource_names" -
Name "<workspace_name>”

=7 M3} AR5k SRS AHg-shel ClusterLogForwarder CRS 44 3t 711h B g g th.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:

name: instance
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https://learn.microsoft.com/en-us/azure/azure-monitor/logs/log-analytics-workspace-overview
https://learn.microsoft.com/en-us/rest/api/storageservices/authorize-with-shared-key
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namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id ﬂ
logType: my_log_type 9
secret:
name: my-secret
pipelines:
- hame: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor

ku
M
i
i
2
e
ot
o
lo
K
Jo
1>
123

A Z F2l do]g 9 Azure gl Z= F3

273 % &yt

AEeAA R A=zt 2o A

apiVersion: "logging.openshift.io/v1"

kind: "ClusterLogForwarder"
metadata:

name: instance

namespace: openshift-logging

spec:

outputs:

- hame: azure-monitor-app
type: azureMonitor
azureMonitor:

customerld: my-customer-id

logType: application_log ﬂ
secret:

name: my-secret

- hame: azure-monitor-infra
type: azureMonitor
azureMonitor:

customerld: my-customer-id
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https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-collector-api?tabs=powershell#record-type-and-properties

logType: infra_log #
secret:
name: my-secret
pipelines:
- hame: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor-app
- name: infra-pipeline
inputRefs:
- infrastructure
outputRefs:
- azure-monitor-infra

AZ F2l "Holg 9] Azure g 2= YU}
23 Fy -

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id

logType: my_log_type

azureResourceld: "/subscriptions/111111111" ﬂ

host: "ods.opinsights.azure.com”
secret:
name: my-secret
pipelines:
- hame: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor

9%. 2153 R A

L3 5 Yo 10042
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Z2A 2
ClusterLogForwarder CRS & ] 5l+= YAML 51 & A A 314 AR

ClusterLogForwarder CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:
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outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tIs://fluentdserver.security.example.com:24224' 9

secret: G

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q
inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:
project: "my-project” @
- name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:
clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

9%. 2154 2 Ag

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging o] ] o} g t}.

M
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lo
o
all
s
L
v
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glo] g}l & Alg-5led A G &1 {3 (application, infrastructure, =+=

audit)S A4 g
ol ojZgRlow 25 AET v A1§T &9 o|5S AR AU
X&) A13}: default 3 & XA st 25 718 23 AF42 AGghd.

Ael gk BAY. 20 F748 sh o] 4ke] dlo] eyt
o] TAL AHSE Wl mE WY 2so] 29 ol FBelFlol A 27t £ H YT

S 42 233t ClusterLogForwarder CRS # &3 o).
I $ oc apply -f <filename>.yaml
9.4.10. 57 podoll 4] fZEA oA 22 AL

2 2 ¥ A2 A= Kubernetes Pod &l o] &2 A18-3t] 54 PodollA 21 Ho|HE 35t 21
FRNZ AGE F dHUh

Ehk e W) 2ssol 0] i podsh giaA A5l pods 74 of Fel Aol el Ukt 7k
# @ podell o) Z A AL AFate Heol o] At A% 2 dolHE 54 23 F/E FHska
g 4 JdFuth

o]

wﬂ

=
=

Pod #1012 4 821wl siu} o] 42 matchLabels 71-3k & A8 T th. 12l 713k A& At
7% Pod2 w% A9g 4 gojok Uk

Z2A 2

1.
ClusterLogForwarder CR ¢ B A E & A o] 5}:= YAML 3¢ & A A AY AR P . 3
Ao A T} o] 9} 7+o] inputs[].name.application.selector.matchLabelsol| A 7+a3 FU A 7]
Bk A9 7)1 5 AHg-she] Pod #lo] &2 A A g .
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ClusterLogForwarder CR YAML 3¢ 9] of

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- <output_name>

W74 F@elA CR oL AXE X ojof Fhth 05 27 A9 7NN E BE

oL AT & A&t

2]

# AA] F& A CR Y ¢ 25 o] 2= openshift-logging o]ojoF Ut & =1 A
G2 T A = RE UYL o|AE AT F AFU L

©

inputs[].namecl] A s} o] o] g2 FE A S AAFY.
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outputs[Jol A slu} ol el AE= TR 7

©
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o

A&l 213} S o] o] Y|l 2H o] A2 XA ).

©

22 dolHE A9 £8L st o4 A AU

2.
A ARk 22 dlolE S 5EF vldEd o] A= Algsted 9] dAld TAlE =
inputs[].name.application.namespaces= A}-& 3 t}.
3.
A+ Pod #lo] Eo] & F7t | Zg Aol Aol A FL G o]zl R 2 do]H
£ 1d F JdFUL
a.
Pod o] &9] 23 =¢vi A9 F53 FAH:E 571 inputs[l.name 43S 44
.
b.
o] of Zz] Al 0] 9] Pod # o] &3 U X3l = % selectors= ¢ Hl o] EF ).
C.
Al inputs[].name %2 inputRefso] F713t} o S 59 oS3 245Ut
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4.

Kubernetes2] matchLabelsol] tf 3 z}A| 3k W &-& A E 7]ulF @ F A}3}L X Y3l= g4

g FEsAA L.

195


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#resources-that-support-set-based-requirements

OpenShift Container Platform 4.15 27
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https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/#audit-policy
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A o 4d 2= ESAUth o EZL AP H A = HTTP 3 1= 554
OmitResponseCodes @ =& A}-8-31o] $FolA HTTP 8] L =5 7|yto 2 o] ES 2HA| T 5= 9
FUh 71232 [404, 409, 422, 429] Y th. flol W1 5[] A5 ¥ Z== AHHA &FY
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ClusterLogForwarder CR 7} 3 2 -2 OpenShift Container Platform A} A & 9]o] = 25
t}. ClusterLogForwarder CR 714t 28 = 21 37171 Adst= &S WA st 4L AHA 25,
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: my-pipeline
inputRefs: audit
filterRefs: my-policy g
outputRefs: default
filters:
- hame: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived”

rules:

# Log pod changes at RequestResponse level
- level: RequestResponse
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resources:
- group: """
resources: ["pods"]
# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata
resources:
- group: """
resources: ["pods/log", "pods/status"]

# Don't log requests to a configmap called ""controller-leader”
- level: None
resources:
- group: """
resources: ["configmaps™]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None

users: ["system:kube-proxy"]

verbs: ["watch™]

resources:

- group: """ # core API group

resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "lapi*" # Wildcard matching.

- "/version”

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: """ # core API group
resources: ["configmaps']
# This rule only applies to resources in the "kube-system' namespace.
# The empty string """ can be used to select non-namespaced resources.
namespaces: ['kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata

resources:

- group: """ # core API group

resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: """ # core API group

- group: "extensions™ # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata
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Lokicoll tj 3t =2 Adg5 +4 0}31“4 Lokicll tj 3t =33 &4 & AH8-8l= Jol Zelo] A=
ClusterLogForwarder A8} A 2] 2(CR)E A A sl oF 6‘1/]1:} Lokie] =3-& HTTP(¥] ¥ Q) ==
HTTPS(X. ¢t HTTP) 94 & A1 83 4= Alf\qu}

A 27 A

[ ]
CRe| url 3 == x4 3= URLoIA] Loki 27 A 2818 Aas)of gt

ClusterLogForwarder CR 2 HA E £ A o] 3t= YAML 3 & A A stAY AJF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: loki-insecure ﬂ
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type: "loki" 9
url: http://loki.insecure.com:3100 G
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure ﬂ
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret G
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
inputRefs:
- application
- audit
outputRefs: @
- loki-secure
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2] B Elasticsearch ¢12€ 2o g3 21 AGS FAH A )T QA 2E 20 3 EH 7 =S A
&35t= golZeglo] A= CIusterLogForwarder A&7 A o] 8] 2 2(CR)E Ao U}, o3
Elastlcsearch Z38 2 HTTP(H| B Q) == HTTPS(X 2 HTTP) 924 2 A8 4 A5yt

o SR Elasticsearch A=" X l 235 At 9 F =gz gd 3 8 vo]
224913 default &2 & AHS-sho] U 282 25 dgshe vol =z A gy
2

Ul i Elasticsearch ¢1 €l 24| vt 2 75 A I3sle] A ClusterLogForwarder CRS A
A dart sy

A 27 A

[}
AQH Z2EZ T JA 2 A1E35td 27 HiolHE =S 7AH 27 A7 Qo]

o]; tﬂ—],] ];}

Z2A 2
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o%. 214 W Ag

ClusterLogForwarder CRS & ] 5l+= YAML 512 & A A 314 AR

ClusterLogForwarder CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: elasticsearch-example ﬂ
type: elasticsearch
elasticsearch:
version: 8 G
url: http://elasticsearch.example.com:9200 ﬂ
secret:
name: es-secret G
pipelines:
- hame: application-logs 9
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example m
- default @
labels:
myLabel: "myValue" @
#...

AAA FANA CR el 5L A2R 2 ofof Fuivh. thE 2 AL PN E BE
l5< AH8 T 5 U

G A A F@oA CR Y| Y23 o] 2+ openshift-logging olojoF . b5 =1 A
g9z} T E B E Y A2 o] A2 ALL S 4 JS5Uth
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204

L4

e
JH

olE< AR T
elasticsearch 3 -& XA g}
Elasticsearch B] A2 x| Qg t}. 6,7 == 8 A F Y5

9] ¥l Elasticsearch 21262 9] URL3} T EE {383 dd] URLE XA}
hitp(¥] 1. ¢) 3= https(x.¢t HTTP) Z2 £ 22 A48 2 4 85Utk CIDR 742 A1§-5
= Z8&H x47@“ ZEAZFEAEsIE A9 &2 IP 471 old AW o] F == FQDNoJ o]
o]; 6‘]—],] ];}

https 3 A2 7 o—r TLS 34 A =FRIE a3 Bt o] 58S AAF U Al =2
o= JeEN = Q1ZA £ 718 7] = ca-bundle.crt 7] 7} £33 5 oo ). 28 A oA
http 2! https 4 FAH2] 73% AHEAL ol 53 457 A A A S AR T F J"‘%E} gl
71X 7389 A = openshift-logging Z 24 E o] x|z o] glo]of It} x}/ﬂ]f& &2 o
= " ol R 43U EFA A AR AR A"E FxEAA L.

A& ALg: vo] ZElel 9] o] 52 XA T

djo] g}l & Alg3le] AEs £ 73 (application, infrastructure, ==+ audit)$
A g

o ol maeloz 2aE Ad u AL 29 o5 AA T

A &AL} default 382 XA 5lo] Ul Elasticsearch Q128122 2 72 nyyt).



ClusterLogForwarder CRS &3]t}

I $ oc apply -f <filename>.yaml
ol: AHg A o] &3 Bt EFHE A AR A

3}
=

A&7} o] &3 $E 7L 3

A5 4 Axyrh

H
rm

AR L A3} 2] Elasticsearch ¢1 28 2 0] o3t Bol A4

filo

A& S0 E}A}7} Elasticsearch 1 =€ 22 25 3517] w29 32 TLS(MTLS) 71 & A8 = 1=
73-¢ HTTP == HTTPSE A18-51aL A2t o] 53 fta7 £3d¢d A 38 S A4 & sy

o} o ¢} A1 Secret YAML 318 A A g o). username 2 password I =9
base64= A IFJH FS A2t 7123 o 2 secret -3 2 opaque U t}.

apiVersion: v1
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
# ...

RERERE LR IE
I $ oc create secret -n openshift-logging openshift-test-secret.yaml
ClusterLogForwarder CRo| A A| 38 o] 52 A A F].

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- hame: elasticsearch
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
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secret:
name: openshift-test-secret

url =] kol Al A FARE http E https7h 2 4 st

CRBAEZ A &3]
I $ oc apply -f <filename>.yaml
9.4.14. Fluentd 1 T2 EF S A5l =21 JAG

Fluentd dg =2 €2 A} 83} 7] & Elasticsearch =1 A &4 4l == 7] & Elasticsearch =
A AFAE o] ZREZS SIS A AN 22 FAVIE 2 ARES B gy
OpenShift Container Platformol 4] 2 15 FAS =5 93 20 JA71& +A3380oF Ut

A Z2EFe At 23 49e P a'F 222 A48 Fluentd A u] 2 sto] Zajel
9 o g o] 3}1} o] 9= ClusterLogForwarder A&z A 2] 2] 22~(CR)Z A A )| oF gt}
Fluentd 222 TCP(¥] 2.9}) =& TLS(:.2H TCP) 942 A4 4= &Y th

rd
(K

A 27 A

[ ]
AAY T2 EF == 34

oF g th.

filo
>
op
o
£
f
o
fn)
L
2
i
4
2
o
H
S
=y
o
i
f
o“

) A1) 7} 9lo]

EZ A
ClusterLogForwarder CR @ HA E & A o] 3t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: fluentd-server-secure 6

type: fluentdForward ﬂ

url: 'tls://fluentdserver.security.example.com:24224' 9
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secret: G

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 6

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default @

labels:
clusterld: "C1234" m
name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging o] o] o} g},

e
JH

olF& AR AT
fluentdForward 532 A4 .

23 dd URL=Z 9]} Fluentd 212=€¥1 2] URL 2 ¥ EE XA J o). tep(v] B
9h) Ei= tis(<h TCP) T2 EZ2 AL @ 4 15U th CIDR 742 AHg 8t Zej 28 A
A ZZA 7 S5 A9 58 IP F27k obd Au| o] & E= FQDNo| o] of e

tls 4 FAHE AH4-3HE 39 TLS 542 98] B0l 223 A28 o 52 A g a0}
ok A1 2R openshift-logging Z= A E] glojo} 3t Yehll & AFAE 717 =
ca-bundle.crt 7] 7} 235 of o} g}
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7]
8]

o] 1ol & A ale] A2 =1 73 (application, infrastructure, =+ audit)S

A gy

9]

~

o] ol majlow 21 AR v AL 29 o5 AA AT

A9 ALg}: default &3S x4 3to] WL Elasticsearch Q126128 &

u
2
g
s
L

.
A A BAD. 270) F748 skt ol ge] dlo] 2t
Ak A A 430 e 9% 23 Ao 218 ALFHES ole YL 7
g
[ ]
shol sefel & Ak ol B YU Th
[ ]

inputRefs = pipeline: application, infrastructure =+ auditE A}83l A2
2T /FIYU

outputRefs:= AH8- & =9 9| ol 51
A Apeh: #AE. 210 F7he s o o] dlol &gyt

CR e HAEZS AU

I $ oc create -f <file-name>.yaml
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9.4.14.1. fluentdol A dlo]E = 43 3l ©] Logstashol] V=% A 3= A3

fluentdol 4| =1 ¥lo| 812 433127 Logstash 74 stolA] Yz A stw s 24 shaloF

Logstash -4 312 9 4 nanosecond_retriesE true = A4 gt}

Logstash -4 512! 4

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

9.4.15. syslog Z2 EF S AlE35ld 21 AG

syslog RFC3164 == RFC5424 2 £ & A}l-835}¢o] 7] & Elasticsearch 21 &4 djAl =+ 7]
¥ Elasticsearch 21 A F 4 B3l |G T2 EZ S S35 7AE X 21 FA7]d =21 A}
22 w5 g4t OpenShift Container Platformoll 4] 2 15 44151 2 syslog A]v] ¢} 7242 91
23 73715 #A3s8oF g

syslog Z2EZ S Al8-3te] 21 AL #4352 ' &8-S AL8-5l+= syslog A/ ¥ 4 o]z}
Qo o 3 & o] 3} o] 4 2= ClusterLogForwarder A}-8-2} & o] 2] A 2(CR)E A A 3o g}
syslog =22 UDP, TCP == TLS 942 A8 5 syt

A 27 A

[ ]
AR T2 E
of g}

(]
ko
fr
oflt
1>
tilo
>
ofo
o
£
fu
oy,
__r.(_,’
o
)
il
+
s

13hEs 7AE 27 A7t 9ol

EZAX
ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o
I apiVersion: logging.openshift.io/v1
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kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 6
syslog:
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' ﬂ
secret:
name: syslog-secret
- hame: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msglID: mymsg
prociD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east Q
inputRefs: @
- audit
- application
outputRefs: m
- rsyslog-east
- default @
labels:
secure: "true"
syslog: "east"
name: syslog-west @
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

W74 FHe)A CR oL A=E X ojof Fhth. 5 21 A9 7NN E BE
olge A8 F AxUTh

2]
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Au) 2= AA 9] o] 5 YUt AH| 2= AR L 21 A D A}7] openshift-logging vl ¢ 2=
o|2o Wi XA &L At vF 22 A9 7 e

syslog #3 S XA FU .

A g Apg}: ol o] UL H syslog w7/l A5 X g

2|7 syslog ¢12=€ 2] URL 2 X EE XAt} udp(B] HeH), tep(Rl BQH ==
tis(2.¢t TCP) Z2 E 25 A8 = F Ut CIDR F4 & AH8-sl= S8 2H AA =5
A7t B4 3HE A 222 IP F27) obd AH| o] § E FQDNo| of of g},

tls HFALE A8l A5 TLS B4 S 98 B A 83t A2 o] 52 AA
dlof Utk Al Aol = Yel = ASAE 7}E] 7] ca-bundle.crt 7] 7 £ 3= o] of g
t}. gl A Al +3& A= openshift-logging = 2 2] E o] X] 28] o] ¢loof g},

Re| AL so] Zepel o] o B2 A4 FuTh

vlo] g}l & Alg-5la] A2e 21 {3 (application, infrastructure, =+ audit)2-
AU

ol ylojzQlo g 25 AEd W ALET =9 o] 53 A I

A& A3} default =22 x4 3to] W1 Elasticsearch Q128122 2 75 AG3

=N
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®

Ae AR 4D, 2320 F748 s o 4] del B Yy th. "true”sh 2 18 @
g gho] ofd A grow APyt

flo

Reabgh AQHE §80) O 93 23 A 208 AGSES oje 2L 7

inputRefs = pipeline: application, infrastructure =+ auditS A}-&3l A2
23 /FIYU

outputRefs= A& &2 9] o]

afil

Ay

A AL EAD. 270) 748 sht ol el dol2guith

CR e HAEZ A4
I $ oc create -f <filename>.yaml
9.4.15.1. WA R o] 21 A2 R F7}

ClusterLogForwarder A}-£# A 2] 2] 4-2(CR)<l] AddLogSource Z =& F7}35}4
namespace_name,pod_name, container_name £ 4 & d|F=2] message Z =9 71 5 AHY

o}

spec:
outputs:
- hame: syslogout
syslog:

addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
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type: syslog

url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:

- application

name: test-app

outputRefs:

- syslogout

o] ++4 & RFC3164 ¥ RFC54249} s 3gt}.

AddLogSourcegl ] syslog WA A] &9 ¢

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message
Contents”, "timestamp'=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSource& A}-8-3t syslog vl A X] &8 o

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746c49-qxm7l,container_name=Ilog-generator,message=
{"msgcontent":"My life is my message", "timestamp':"2020-11-16 10:49:36",

"tag_key":"rec_tag", "index":76}

9.4.15.2. Syslog vl 7l ¥H =

syslog 22l i3l the-& 4@ = 951 th 4@ 82 syslog RFC3164 = RFC5424
RFCE 32344 2.

e

o) & F =}

i

TEEA = AA=Y

_.&

A A: syslog facility. g2 10705 A4 = T IdF

t}.

NE,
M
ue

U
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o
79 WAl A ] 790 EE kern
o
A2 A} = WA A 9] A9 1 EE user, 7] 27Ut
o
2 == mail A 298 v
o
Al 2"l g o] 49 3 == daemon
o
WHRAZ WA A 9] 73§ 4 =+= auth
o
syslogdell oJal & oz AAA WA= 2] 795 &
o
ZHel Y 319 A" o] A9 6 £ lpr
o
HEQ A 72 A B A 2H 9] 97 E= news
o
UUCP 3] Al =81 9] 739 8 = uucp
o
AlA "l ¥2] 49 9 == cron
o
B Q15 WA A ] 7% 10 ==& authpriv
o
FTP gl &2°] ¢ 11 == ftp
o
NTP 5} 9] Al =" 9] 739 12 == ntp
o

l

syslog ZHAF 212] 739 13 =+ security
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o
syslog 74 31 219] 719 14 =+ console
o
A= "l £9] 79 15 == solaris-cron
o
2 AHEH = A9 916 - 23 =+ local0 - local7
A8l AL} payloadKey: syslog Wl A ] 9] Hlo]2 =2 A48 = A=Y}
/ 33

payloadKey i /145 A 51d o2 v/l <=7} syslog=z AL = A ¢
FUth.

0

rfc: syslogE AH8-3te] 2218 WUl = d A48 RFCY Y o). 7] 232 RFC54249] Y}

Azbe: A = = syslog # =0 A3 3 syslog Azt =dUth 22 1035 AF £ 4
2EAS FEA GE 9= 5 AHFUL

o
N2 E A8 5 9182 Y& WA 9] 7% 0 = Emergency
o
3% 54 Ao & vehl = AR 9] ¢ 1 EE Alert
o
9138 A S Je = WA A 2] A$ 2 == Critical
o
Q& AHE Jel = vA R 2] A9 3 == Error
o
A3 278 YeplE WA 9] 2% 4 = Warning
o

Aol Aok = 9 & 2AL JERE WA R 9 A %+ Notice
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ARA YA A E JeR) = v A R 2] A$- 6 == Informational

ez 5 vAIA S el = WA A 9] 397 £+ Debug, 7123k

Bl 2: Bl 2% syslog WAl A oA Bl 12 A} S dZE BEE A

trimPrefix: €] 2o A A A HJFALE A A

9.4.15.3. =7} RFC5424 syslog vl 7 ' 4=

RFC54240] = th-& w57 2 &R o

=

ofl

appName: APP-NAME2 2.5 Bl o Z2 o] A& 28
c}. RFC54240] i3l <4 3l oF gt

e g d2E 249U

S

msgID: MSGID= WA A] {8 & 28 3t= A H2E

A8l of gt

A8 Y Y t}. RFC54249) g3l A

gl

prociD: PROCID: A§ gl ~E E2d Ut} 3to] A7 5 W syslog B3 7 FHEH AL S
yebd Y o RFC54249) sl 2] A 3jioF g ot

9.4.16. Katka M 272 21 AG

712 23 A2 F7e AU Al 94 Katka B27]2 238 423 F AsU

9] % Kafka Q12" 2o i3t 27 AGS A Y s A2 g &3 =
slo] iz g}2l o] 9= ClusterLogForwarder A}-&-2} A 9] 2] 4 (CR)E A A 3] of ﬂbh:} % o]
Kafka FA| S £33 A 7] 278 X129 5= A5t} Kafka =32 TCP(H] B¢ == TLS(® ¢t TCP)
QA4S A F AFYT

JE.
mlo
,>:
oo
9'1
rr

EZZAX

1.
ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: app-logs ﬂ
type: kafka 9
url: tis://kafka.example.deviab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic G
- name: audit-logs
type: kafka
url: tis://kafka.qelab.example.com:9093/audit-topic
secret:
name: kafka-secret-qe
pipelines:
- hame: app-topic 9
inputRefs:
- application
outputRefs:
- app-logs
labels:
logType: "application” @
name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"”

#AA T CRo|FE A2E 2 ool FUth thF 21 A2 FHAME BE
O] ES AL T = Y&

2]

G A A F@o)A CR Y| Y23 o] 2 openshift-logging °lojoF . b5 =21 A
g9z} TN E R E Y A2 o] A2 ALL S & JS5Uth
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218

©

Au) 2 AR 9] o] 5 YUt Au| 2= AR L 21 A2 A}7] openshift-logging vl ¢ 2=
o|Zo) Ml EH A &2 Aot vF 22 dez 7H gy

29 olge AR FU.
kafka -3 <14 g,

Kafka 112719 URLs} =5 e 4o URLE A4 sk Hel o 54 248
X183 top(] 8ok E ts(1 9 TCP) T2 &2 8 A12-3 4 &Yt} CIDR F4 &
Abgste Zee A4 T2A L BASHE A 2HL IP 747} obdl Au o] B Ei
FQDNo] oo} g},

tls HFALS AHS-sh= 24 TLS A& 918l €30 223 A AR o] 52 A Qs of
U Al 3= JeER = ﬂ%/ﬂ 7}&] 7]1+= ca-bundle.crt 7] 7} ;L_@EMOIE gy 9
A A &9l A= openshift-logging = £ 4] E o] A]=8 0] glo]of gt}

A ALgk: vl Rk =38 wulld URL 2ol 9+ tep FAE AU o] &9
o A secret 7] ¢} 3llF name2 Ay kg o).

M)A sho] majel o] o] B8 A4 Fh

djo] g}l & Alg3le] AEs £ #F (application, infrastructure, ==+ audit)$
A g

o) ol Zelow 218 AL wl AT 22 oL AP



[ ]
sho] Zehel & M sk o] S Ut
[ ]
inputRefs+= pipeline: application, infrastructure ==+ auditE A}&-3slo] A2
g 21 43Yuch
[ ]
outputRefs= A1 88 =8 9] o] &Yt}
[ ]

Rel Apah: BAL. 2a0] 74 sh ol 4ol dol 2guth

A Ae: g 299 o Kafka 2272 dgsle @ g o 9} 2o] Kafka 227 w]d
& AR

#...
spec:
outputs:
- hame: app-logs
type: kafka
secret:
name: kafka-secret-dev
kafka: @)
brokers: g
- tls://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/
topic: app-topic
#...

brokers 2 topic 7] 7} )= kafka 71 & A A o).

2]

brokers 7] £ AH-§-51] st o] 2] B27 wjdS AF I

©

topic 71 & AH&-3te] 225 FA st A FAE A AU
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S 42 233t ClusterLogForwarder CRS # &3 o).
I $ oc apply -f <filename>.yaml
9.4.17. Amazon CloudView=® 21 A9

AWS(Amazon Web Services)olA 22803 RUHH 2L 2 2E 2] A A4 H] 22 Amazon
CloudMonitordl] 2 18 AGs 5 g&Uth 7|18 21 A& 4 371814 A CloudMonitorel] 21
E 49T F AU

CloudMonitorol] )3+ 27 A2 74312 CloudMonitore] =2 o] 9= ClusterLogForwarder
AH&AE A o] 8] A&2(CR)9F &8-S AHE-sh= FHol 2l S A al oF P

EZZAX

1.
aws_access_key id 2 aws_secret_access_key = E A}-835}l4] base64= A7 JH
AWS ¢1% A B 2 A 43l Secret YAML %22 wt5Uth o 2 54 o33 25U

apiVersion: v1
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:

aws_access_key_id: QUtJQUIPUOZPRE50NOVYQU1QTEUK
aws_secret_access_key:

d0phbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=
AaRE AT ol g 59 Og3 gHUh
I $ oc apply -f cw-secret.yaml

ClusterLogForwarder CR 2 B4 E & A 9]3}:= YAML 3 & A3 AY HA FU ) 3

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G

220



outputs:
- name: cw
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: cw-secret Q
pipelines:
- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

“ow (D

. rasg g dg

@7 FAoNA CRo|B& A2H X oo} Fth. b 22 424 PN E RE

oL A & A&t

# AA F& A CR ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A

94 7@ E BE WY 2ol 28 A 5 AFUTh

Au) 2= AA 9] o] 5 YUt Au| 2 AR L =1 AD A7} openshift-logging vl ¢ 2=

oo Wi XH A &2 BFvt vF 21 AL 7+ 22y

M
JH

olF< AZIUH.

cloudwatch 3 & XA},

Mo Abg: 228 aFshehs e A9

logType & 7} 21 {30 digd =21 25 S A FU
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namespaceName2 7zt o Zg]Alo] A Y| ¢ Adol2o Y3 21 2F S WA
Ut R=zgtd X 235 98| Hx9 21 255 A4 I

namespaceUUID:= 7} o =& Alo] A vl 2 o] 2 UUIDI i3t | 21 15 S
AATUG. =z L X 2aE Qe Hx9 20 a5 AAd g

o

Al A3} 21 2§ o] &2 2 7] & infrastructureName 3 FALS vl iteld £219
S AR FU

©

AWS 2142 A4 gt

9]

>
=
w
rO
ol\
oX,
o
)

<l
%
it
>
l
)
Lo
o
uli
o
Y
o
i)
i
v

10

M)A sho] majel o] o] B8 A4 Fh

®

vlo] g}l & Alg-5la] A2d 21 73 (application, infrastructure, =+ audit)2-

A4 gk,

12

o] sholZakeloz =g Agd o AL

]
e
JH
o
all
o
X
oX,
i)
L
v

CR e BAEZS AU

I $ oc create -f <file-name>.yaml

o] : Amazon Cloud Watchel 4] ClusterLogForwarder A}-¢-

o] 7] 9] ClusterLogForwarder A8 2 A o] & 22 (CR)¢] <]l ¢} Amazon CloudMonitor= & 5=
Za do]g 7t A
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myclusterz}:= OpenShift Container Platform S 2| 2HE A48 33 o 7Hd 3. g3 393
U3 aws 33 S 74 3= o AT Z 2 2H 9] infrastructureName S vHstgh o},

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

o] d Ao 3 =1 Ho]E S AA 3t app o] 2= vl Y 23 o] 2| 4] busybox Pod= 43 g

t}. busybox Podi= 3xv}t} stdoutdll vl A| 2] & 2 o).

$ oc run busybox --image=busybox -- sh -c 'while true; do echo "My life is my message";
sleep 3; done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox Pod7} 23 = &= app U] Q2 o] 29| UUIDE A 4 A&

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder A8z} A 2] 2] 4 2(CR)9l 4] infrastructure, audit, application =1 §3 &

all-logs sto] Zz}Qld] it g o= 74t E3F o] o] Ze}l-E cw & o A A5t us-east-2
@] A 2] CloudMonitor Q12822 2 32 A},

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- cwW
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CloudMonitore] zt 2]l = Al 7HA] 59 LEAET 3] JdFHH

2338

ClusterLogForwarding CR2] groupBy: logType 2 A}l-235}+= 73-$- inputRefs 2] A 714 =21 §3
£ Amazon Cloudwatchol] 3719 21 282 AA T Y.

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"”

"mycluster-7977k.infrastructure”

7t 23 aFole 21 2EHo] £dH o] YFUHh

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application |
jq -logStreams][].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams][].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log™

7977k.infrastructure | jq .logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
69f9fd9b58-zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989c905bf5ac5ca211b7cbb5c3d7b.log"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
797774f7c5-Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
79777417¢c5-Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-

$ aws --output json logs describe-log-streams --log-group-name mycluster-
82a9096b5931b5c3b1d6dc4b66113252dada6472c9fff48623baee761911a9ef.log"
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7t 2 2EYOE 21 o|WE VL £350o] Y&t busybox Podo|A] =1 o]HIEE B &
application 21 I FdA 22 2EH S AF Y.

)

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events'": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6ad4facf09cal95ad76\"}
,\"kubernetes\":
{\"container_name\":\"busybox\",\"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"co
ntainer_image\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/
busybox@sha256:0f354ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524c8b60\
"\"pod_id\":\"870be234-90a3-4258-b73f-4f4d6e2777c7\",\"host\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e
1e1a-b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\",\"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-
write\" \"viaq_msg_id\":\"NWRjZmUyMWQtZjgzNCOOMjI4LTk3MjMt{NTk3NmY3ZjU4NDk1\",\"log
_type\":\"application\",\"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime™: 1629422744016

b

o: 21 I o]l FAAHE A A4

211 1F ols9lA = 71 infrastructureName 3 A1 mycluster-7977kE demo-group-
prefixe} 742 Q] o] o] FAE 2 vlE = JFUG. o] A& 4332 ClusterLogForwarding CRol 4]
groupPrefix 2 =& ¢ do] Eg ).

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix k-2 7] 2 infrastructureName 3§ FA1S di A @ o).

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"demo-group-prefix.application”
"demo-group-prefix.audit”
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I "demo-group-prefix.infrastructure"
o: o EZA A UIg Lol L olF Holl 21 257 °ol& AA
S 28 9| Z} o S Al o] A v g &3 o] 2o & o S| Al o] A vl Y & o] £ o] 5 7|Vt R St

21 15FS CloudWatcholl A A& 4 A5

ol Ee Al vl g 2o = @ HAE S AA|81aL o] Fo] 22 A 352 473314 CloudMonitor=
oA FA} 21 1F S AL AT

N2 FAT ol Fo] Y A%A S Ao Q2o QuAES Tejsti A5 of dA
AuE P2 3N AS U EE A% 20 252 A2 PR s A9t ke "l S A o]

A g 2so] 2= UUID gt 21 25 A" AHS FxsH4A L.

A Ee Al U Y 2slo] 28] o] § & 71ho 2 o] Fo] <l fFe Aol H =1 1F-L YA st
ClusterLogForwarder CRol| 4] groupBy Z = 9] 712 namespaceName2 2 A& g},

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupByS namespaceName© 2 A A 3tH o ZE]Alo]d 21 25709 ¥ &S v|FHY) audit 2
infrastructure 21 1 F o= 9L XA gy

Amazon Cloudwatcholl A z} 21 157 o] £l Ul &3 o] 2 o] Fo] ZAFYth @ o =] A 9]
A g 2F o] 22l "app"e] RoE = T3 &7 oA =mycluster-7977k.application 4l A
mycluster-7977k.app =1 15 °] IA g4}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

SEEEET PN R ESE R DES RES IS R RN P R DB PPN IS
A o g sle] 22 2F ol AR

groupBy 2=+ o Aol A 22 2 FT 9FS v Yo audit ¥ infrastructure 21 159
= FFE VAA d5UH-

o: A Fe)A el A U230l 2 UUID ¥ 21 1§ ol F A3
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NE,
M
ue

Sl 2= Z} o ZE Al o] A vl g 23 o] 29 g3]] o ] A o] vl Y2 o]~ UUIDE 7|vtoe = 3
E 21 2% 2 CloudWatchdl 4] A& 4+ J&FUth.

NEel A A gl 25l o] 2 B AES AA
a5 AU

132 A @ BAEZ AASHA CloudMonitoroll A A 21

ofr

el
all
filo
N
2
2

b

@ 5:2)Q) o Fel Aol A Wl 2lo] 2 AMAE N2 ThE RO HFEFE A of
ool A et A WAL AFS Al . EE o] e] "o Z2 Aol A ]9l A o] = o] ol U E 2
B AR AR L FrAA L.

g = A o] A v Y2 o] 2 UUID Fo] 21 179 o] 52 XA 5tz ClusterLogForwarder CRol|
A] groupBy = = ¢] 712 namespaceUUID= A4 3t}

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatcholl Al z} 21 7157 o] £ol UlY &3 o] 2 UUID7} EA gt 9 o S A
o] A Y] YJ 2H o] 22l "app"o] Ao v = 0} &A= mycluster-7977k.application Al A =&
mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf =1 17 o] A g}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b915-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy Z =+ o Aol A 2 2FT 9FS v Yo audit % infrastructure 21 159
= FFE VAA dFUH-

9.4.18. 7] AWS o &8 A[-8-31o] AWS CloudMonitore] A| =23 A A

AWSe] fj gt 7]E 9 & o] 2= 2% oc create secret --from-literal ¥ & 2 A}-83l STSE Al-8-314
AWS?| A A8 & BT F dFUH

Z2A 2

[}
CLIo|A] t}&-2 912 dle] AWSS] Ala 32 AAF ).
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$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

REA R

apiVersion: v1
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

9.4.19. STS A1 =7 2~H A Amazon CloudMonitor= 21 A<

AWS STS(Security Token Service)7} 24319 Ze]2g 2 39 AWS Au| 2= AL 4
3} A CCO(Cloud Credential Operator) i€ ] €] ccoctl & A}ih Sl el AW 9 HS A
Yt

Fxog A
.
A 49

;_o:
gy ok

A 27 A

[ ]
Red Hat OpenShiftol] tj g 27 : 5.5 o] 4

ol7] €l =318 A}-8-3}o] CredentialsRequest A}-8-2} A 9] 2] &2 YAMLE A4 ).

CloudMonitor 21 AR 94 a1 =y

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_name>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:

228
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- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
hame: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

ccoctl H & 218314 CredentialsRequest CRS A18-35la] AWSo] t gt o s+-S A A
t}. CredentialsRequest @ H A E £ x}2-31H o] ccoctl H -2 x4 = OIDC ID FF Aol |94
€ A= Z A3 CloudMonitor 2] &0 g A S AT + A= AT S Host= AT RS
S AH&-ste] 1AM 9 &5 Aok 3 o] B E S
/<path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_namex>-
credentials.yaml o] YAML 24 512 A A g}, o] A]=38 91U oj= AWSIAMID FFA=
Q1% 3= &<t AH8-= &= role_arn 7]/gko] &= o] dHFUT.

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=

<path_to_directory_with_list_of credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-
oidc.s3.<aws_region>.amazonaws.com ﬂ

<name>& Ze9 T B2~ S dstis Ul AHEE = ol Bol] STS e A8 4
ol A-&H o B AR oF F k.

AdE Bt

fllo

A&y

I $ oc apply -f output/manifests/openshift-logging-<your_role_names-credentials.yaml
ClusterLogForwarder A1-8 2} B 9] 2|4 22 AA AL AZ I U

I apiVersion: logging.openshift.io/vi
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kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: clf-collector 6
outputs:
- name: cw
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: <your_secret_name> Q
pipelines:
- hame: to-cloudwatch @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

-ow (D
(1)

A7A FEelA CR oI L AXE X ojof Fhth. 0 21 A9} 7NN E BE
olge A8 & AFUTh

G AR F& A CR ¢ 25 o] 2= openshift-logging o]ojoF Ut & =1 A
G2 TaANA = RE Y EFHo|2E AT F AFU T

clf-collector Al H] = Al A & APt} A2 AR L 21 ADF27} openshift-
logging vl J 23| o] 20 Wl 25 A] 2 ATt g5 22 AgA a0 Q3.

29 0|52 AR AU

cloudwatch #3 2 A A gt}

230



[}
logType & 7} 21 {30 digd =22 25 S A FU
[}
namespaceName& 7z} o] Zg]Alo] A Y| Y 2vjo] 20 Y3 21 2FS YAF
Uth.=zgt 94 A 235 9FS B4 o logType 2 = 153-d Yt}
[}

namespaceUUID:= 7} o Za] Alo] A vl 2 o] 2 UUID i3t | 21 25 S
AATUG. =z L x2S Qe Hx 20 a5 A

7

Ael A3 2 17 o] 80 2 7] & infrastructureName 3 FALE vl eld 249
< AR

©

AWS 2142 A4 gt

9]

>
=
w
r o
ol
oX,
o
)

<
=
it
>
I
)
1o
o
uli
o
X
o
d
i
v

A AL} sho] ZElel o] o] & XA Y ).
vlo] Zg}2l & A8-3le] A2 2 59 (application, infrastructure, =+ audit)-2-

A4 g,

12

ol ol matlow 2o AYd v AL 29 o) BL AR}

AWS STS APl &=

9.5. 27 371 +74
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Red Hat OpenShifte] 272 Sl 2EA Z¢Y 2 fEZ Aol 22 E 73 31aL Kubernetes Pod
2 x= 24 E W eld o] €] 2 d]o] g & 7313 ). ClusterLogging AH-8-#F & o] & 4~ 2(CR)9]
spec.collection 281z 2 E3 22 37| dF ALAdH = RE FH L SIS = A5

9.5.1. 2 87 74

ClusterLogging A1-§ 4 4 9] 2| £2(CR)E 574 st 2ol AHgahe 27 471 432 748
+ g%uth

3

Fluentd:= o o]’3 AH8-5 %] gow &5 D] 2oM A A€ 74 24t Red Hat>
A d| & gfo] ZALo|Z <k o] 7wl 3 vl 53 S A DS AT AT o] 752
o ol M AbE A Yt Fluentd djdl Vectors AH- 2 o= Sls 4y

A 27 A

[}
B4 Aol AU Th

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator7} A x] ] o] 2 1t}

ClusterLogging CRS A A 54Ut}

ClusterLogging CR 224 A1¥-2 3 gt

ClusterLogging CR <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

metadata:

#...

spec:
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#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

276 88 27 577 $A 9T e E fluentd A 5 AxTh

T 8% S 23 sto] ClusterLogging CRS 2§34 o.
I $ oc apply -f <filename>.yaml

9.5.2. LogFileMetricExporter 2] &2 A4

27 v A 5.8 o] 4 vl A | A4 = LogFileMetricExporter= 7| 23 o 2 3 7]9} 37| t o] A} v £ 5
A k&t Aol E A3Psle] AAH 204 v EE] S AAS# A LogFileMetricExporter CR(A}
|2 B9 fAax)S FFoRE AAsoF g

LogFileMetricExporter CRS A A 51 %] ¢ 2 ™ OpenShift Container Platform § £& tjA| B =9
Produced Logs ¢] No datapoints found # A x| 7} A2 5= A&}

A 27 A

[}
A4 Ago] A&
[}
Red Hat OpenShift Logging Operator7} A x] ] o] 21t}
[}
OpenShift CLI(oc)7} A x| 5 o] 54t}
ZREA X

LogFileMetricExporter CRS YAML 3¢ 2 A4 ).
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LogFileMetricExporter CR <

apiVersion: logging.openshift.io/vialpha1
kind: LogFileMetricExporter
metadata:
name: instance
namespace: openshift-logging
spec:
nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] 6
#...

A&l x}3k: nodeSelector 28l A= Pod7} 4| ¢kd == 2 A 9]

L

Ut

2]

resources 2~€l 2= LogFileMetricExporter CRol] o 3t 2] &2 Q@ - A}3HS A 9| g
Ut}

©

A€} 213} tolerations 2-€l 2}= Podol| A 5] &-3l+= 318 A& AF o Ut}

o2 932 43 35}o] LogFileMetricExporter CRE 283t}

I $ oc apply -f <filename>.yaml

oY
ol\

logfilesmetricexporter Pod= 7t :==0 A =3 7] Pod S AH&-3lo] FA] ol 23Ut}
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o2 93 e 4335t 32 #235)o LogFileMetricExporter CRE A A g J] d 25 o] &~
o] A logfilesmetricexporter Pod7} A8 5] 31 =X 13}

I $ oc get pods -l app.kubernetes.io/component=logfilesmetricexporter -n openshift-
logging

2 o

o

NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9qbjj 1/1  Running 0 2md6s
logfilesmetricexporter-cbc4v 1/1  Running 0 2md6s

9.5.3. 21 5= 7] CPU 2 | x.g] A3 A

23 57871 CPU L v wa] AT BT =4

e

%2
gy
i
k)

=
T

EZZAX

[}
openshift-logging 3 = 3] E o] 4] ClusterLogging A}-& A A 9] €]4&2(CR)E HF .

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

doo uzt CPU R vi=e] A 2 23S AU A E Frol 7283 A Y-
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9.5.4. & #4374

Red Hat OpenShift Logging Operator= 7+ € 7} & 417} ol o g A H| =& u) £ 3o Sgfo|d
EZFZ9Hd & F JEF U o] A2 48 FAR AR E XES =FdU T AH| X o] &

2 g5S7Ive s A4dgUt

t}5 2 A2z} ClusterLogForwarder CR vl £ 2] 3¢ AH] 2 o] 2 <
ClusterLogForwarder CR_name>-<input_name > @2} 2 2 ¥ o] gJ& Ut} o : example-
http-receiver.

& A1 A] ClusterLogForwarder CR ul] 3£ 2] 7 ¢- o] &¢] instance ©] 3L openshift-logging dl
9l 2 o] 2 0] = A H] 2 o] &2 collector-<input_name> & 2] 2 2 =]o] AF ). 9:
collector-http-receiver.

9.5.4.1. Z2At 212 HTTP AW 2 A== 517 74

ClusterLogForwarder A}-8-2} A 2] 2] 42 (CR)9 A http & 21 2o 2 X A3l HTTP 924 &
TS5 AL 225 HTTP A E FASIES 21 718 +A8 8 F dFU . o] & &3l OpenShift
Container Platform S 2| 2 W3 4 9 RoA 1A A 210 g5 2L AZLEAESS F AF

U,

A 27 A

[}
A2 Ago] AFUTh

OpenShift CLI(oc)7t A X 5 o] 9141 o).

Red Hat OpenShift Logging Operator7} A x| & o] 51t}

ClusterLogForwarder CRS A4 35U}
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apiVersion: logging.openshift.io/vibeta1l
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service_account_name>
inputs:
- hame: http-receiver ﬂ
receiver:
type: http 9
http:
format: kube APIAudit 9
port: 8443 ﬂ
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver
#...

A8 FAR FFE http 2 A A}

A A= http 48 FA A diall kube-apiserver 9§ 3= & 2] 9k x| g}

Aol A1 98 $AA7} 54 g7 sk ZES 214§t 1024 ~65535 Ao o] 3k
olojof Fith. o] zkol A EA ke A$ 711k 8443 Yt

SEESEE R LE BEEREE L

A A A vl £ E A}8-31= 7§ ClusterLogForwarder CR2] <
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- hame: http-receiver ﬂ
receiver:
type: http 9
http:
format: kube APIAudit 6
port: 8443 ﬂ
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...

A8 FAR FFE http 2 A A}

A A= http 48 FA A diall kube-apiserver 9§ 3= & 2] 9k x| g}

Ael Apak: Qe AR5 52 g7 ehs EES A Fth 1024 ~65535 Afo] 9] 7k

olojok Ttk ol grel AAHA B 7§ /1 BRke 8443 Y],

0

SEESEE R LE BEEREE L

t}g 832 A3 3lo] ClusterLogForwarder CRoll W17 A3 283t}
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I $ oc apply -f <filename>.yaml

APl Z1A1 29 7 &

9.5.5. Fluentd 22 A 2= ¢33 25 A4

3

Fluentd:= o o]’3 AH8-5 %] &0 &5 d2|=oM A7 € 44 24t} Red Hat>
A d| & gpo] ZALolZ <k o] 7wl 3 ¥l 53 S A DS AT AT o] 752
o ol A AFE A Yt Fluentd djdl Vectors AH8- 2 = Slsy o

% Q& 1@ Fluentd vl 7§ ¥ 5 7+ 34
% J&Uth

[ ]

cEEE EREET
[ ]

cEESRE=
[ ]
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flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

. rasg g dg

4T 712
A3 EA A YU s(2), 1s
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¥ % g

o)A g rashe Py
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N

e lazy:timekey v} 7} 4=
E/IMog HAE E¢
Al 34 o} timekey w7}

o= P =1 2~ 2=
HeEes A4S S 8ls

o}.

e interval: flushinterval
W HFEE ke 7 A
a5 ZHAIYh

e immediate: o] 5] 7} 3

o] F7tE A5 HAE
A gy

F7H S B W B2 A

e
Y

o throw_exception: =2
off TA o 9] & YA

Ayt

o block: A v &) 7}
sl Ad w7bA] d ol g
= A FY G

e drop_oldest_chunk:
Mz EdeeHag F
gst7] 98] 7 e E
s AA G 2
HAIA=NEEHARE
ot 7HX 7 A F U o

exponential_backoff zj A = ¥+ 300s
el Hol A (E)d o
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o 7 5 g 72

retryType Z A A A A A= Y exponential_backoff

e exponential_backoff:
ZeAl A A= Abe] o] A
7+ 494t Fluentd=
retry_max_interval j
MG =g d w71
T A A E=7HA] o 7] st

SREEE L ERY

E}.
° periodic: retryWait oj
MNHFE 7Rt g F7]
Aoz EF,]/\] A =
ﬂ\%t}
retryTimeOut 27t 2 A = 7] Holl A= 60m
o Al A o
retryWait o A3 FeA Ao AT E)Y 1s
Ytk

Fluentd 3= =3 571l @ AAI3 &2 Fluentd FA4 9] v]3] Z2]290S FxHHA Q.

EZ A~

1.
openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF .

I $ oc edit ClusterLogging instance
oo AW FE Fobs A S o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s g
flushMode: interval 9

flushThreadCount: 3 ﬂ
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9%, 21 57 o

NE,
M
ue

overflowAction: throw_exception 9
retryMaxInterval: "300s"

retryType: periodic ﬂ
retryWait: 1s 9
totalLimitSize: 32m @)

SYAIE S8l ol F7H57] Aol zF F=29] Aol 2718 AZFUH-

A3 EFA A4S AU

lazy, interval == immediate 5 J 3 S2jAE 3 WY S AZFU

B3 YA A S 2= 5 A FY

throw_exception, block =+ drop_oldest_chunk 5 771 715 &2 w2 F3 5%
< AARAIUG.

oo

Yt

exponential_backoff 3= =& A v o] Ho 7-4 () XA

A3 Z8A] A9 Al AA] = 73S exponential_backoff === periodico. = X3 g

Ut

e B2 A A A7HE)S AR T,

cEREPEELEVERELISES

243



OpenShift Container Platform 4.15 27

Fluentd Pod7} A vl £ 5] =X &1},

I $ oc get pods -| component=collector -n openshift-logging
A gro] fluentd 74 ol J=A A3}

I $ oc extract configmap/collector-config --confirm

d]: fluentd.conf

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread_count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT'] || '32"}"
total_limit_size "#{ENV['TOTAL_LIMIT_SIZE_PER_BUFFER’] || '8589934592'}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

9.6. FHUE| X o|WlE +3 9l A7

o

OpenShift Container Platform o] ¥l & 2}-9-H = Kubernetes o] EE 7AA 513 27 & 53 +3
3l 215 71535t= Podd Ut oI E gt HE 5o = v x| of Fut}.

l'ﬂE e e RE Z2AE A oWl EE 53 35te] STDOUTO FuUth 238 b +3 71+ 33
o]l E £ ClusterLogForwarder CR(A}&-A} A 9] g A2)d] Fod A ZF4A= AGgr ).
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9.6.1. o|WI E 2}-¢-H Wl 9 74

S BAE AL o WE B9E S Ze gl W ETUT. 34 oW E 292 openshift-
logging = = ] Eo] v} Zalo] 228 AA A o|MES 34 oF Ttk

3

olwl & #}9-H o] X & Red Hat OpenShift Logging Operatore] 2 K7} o} ¥
L2 gLz edof gy

BAEL ol WE SG9Ho e AUz A, Ze2EH 4@ % Fe2H 4@ uay
& AATY G BESe 0 ol ME oo H Pod 74 sh W E T B8
Qe AP sto] WIE oBAECPUL e 32 WAT F d&Uch

A 27 A

MU= A S APsta 22 QS v S JulolEsted A A Aol APt
ol & =] cluster-admin & o] = AHEAR T AISRE 432 + 54Uy

Red Hat OpenShift Logging Operator7} A x| ] o] ) oo} g},

=

Ee9He A AT

apiVersion: template.openshift.io/v1
kind: Template
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: vi
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metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: [
resources: ["'events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}

data:
config.json: |-
{
"sink™": "stdout"
}

- kind: Deployment 6
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
hame: eventrouter
spec:
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serviceAccount: eventrouter
containers:

- hame: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: ${MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- nhame: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel9:v0.4"
- name: CPU ﬂ
displayName: CPU
value: "100m"
- name: MEMORY €@
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace
value: "openshift-logging" g

openshift-logging Z 2 A E | x| oWl E 2} § A ¥ 2 A S AT

Zy2E o o|MEE RUEH T ClusterRoleS A3}

ClusterRole& A 1] 2 7| A o] u}<l g3} ClusterRoleBinding S A A g o).
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248

openshift-logging Z= A Ed|x] 74 WS A A 3te] & Q3 config.json UL A
A

0

openshift-logging Z 2 A E oA v Z & WAl 5la] o]dl E 219 PodE AAASL +
g

6]

v0.4 o} 22 Bl oz AEEE o|uAE ARG

oWl E 29§ Podoll 23 H4 CPU 2 AR Y. 71232 100mAd Yo

2L
=
m
i)
o
2
o)
(=]
o
=2
1
off
1
i
B>

2 FS AZ UG, 71 232 128MiYd Y o
2 B A E = AX 3 openshift-logging Z 24 €= =3 g}

o B3 AHgstel AERE A s 48k
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -

A ¥ g3 2suyth

$ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

2 o

o

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created
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i)
Y2
)
ue

openshift-logging Z2 A E 9] o]Wl E &9-E| 7} AR & A=A g2l

A oWl E 2}-9-F Pod H7]:

I $ oc get pods --selector component=eventrouter -o name -n openshift-logging

2 o

o

I pod/cluster-logging-eventrouter-d649f97c8-qvv8r

ol WE 2H9-Elo A =g o|WE H7:
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

q=

e

W e gay.

$ oc logs cluster-logging-eventrouter-d649f97c8-qvv8r -n openshift-logging

2 o

o

{"verb":"ADDED","event":{"metadata":{"'name’:"openshift-service-catalog-
controller-manager-remover.1632d931e88fcd8f","namespace:"openshift-service-
catalog-removed","selfLink":"/api/vi/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion™:"21399","creationTimestamp":""2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-
catalog-removed”,"name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Co
mpleted","message":"Job completed","source”:{"component":"job-
controller"},"firstTimestamp':"2020-09-08T15:40:262","lastTimestamp':"2020-09-
08T15:40:26Z2","count":1,"type":"Normal'"}}
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232 A As7] 98 S8l g oA Wi Loki == Elasticsearch =1 A Z A& A& AY
ClusterLogForwarder A1-82} & ©] 2] 42 2(CR) & Al&3lo] 215 9B AA4L=Z AGT = A&FU].
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Loki Operator:= 2= Operator & 4] ¢ 23] o] 2 openshift-operators-redhat ol sl =
Hojof slu g AX 2 9@ AXH Yl Y2 o] 71 oju] AeHo] g th o] Y Y 2o 27}
ob gl 75 o= <18l A4 Pk

o] ] 9] 25| o] 2] 4] operator-recommended 2] 2 €] RUE A& A9 ).

o] §-412 Namespace £ H A E o] ] openshift.io/cluster-monitoring: "true" z}'8 2 A3
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Operator - A x| H Operator = o] 53},
2.
openshift-logging Z2 A E 7} A e 5 o] Q)E=X] <l g}
3.
“3e] &lA InstallSucceeded 7} 33+ =4 391 X A9} HY G5 HAE VL T A HE=A
gAY

Operatori= A x| 7} ¢k5 5 7] Aol A Jel & ZAI S § AdH5Y o Operator A 2] 7}
InstallSucceeded v A X] ¢} 37 k5 5 H Ho|X = A= _’é!‘/lﬁ}
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74 Aol AL Th

OpenShift Container Platform ) <& A 2= 5= A5t

Loki OperatorE 4 x| 3 &4t}

EZ A
1.
OpenShift Container Platform ¢} 2£&2] A2z A AA AZE - A A- 02 o] F
o
2.
A =508 5= 4 YAML oA A& gc).
3.
access_key _id 2 access_key secret Z == A& 0}01 o= AW 9 uA o] 5, A4, A9
D E XAt BAE AEFA Y= A= A|aHL Ag}glb‘]—],]];]__ AWSE TH-S of A 9
A A-g-gth

Secret ¢ H A E 9] 4

apiVersion: v1

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wdalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

Loki Q HAE X &%
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27 5.9 9%

OpenShift Container Platform ¢ &< 2 A}£3}<o] Loki OperatorE 4 x| 5}d STS &~
7l A5 o 2 79Ut 932 WA 331 Loki Operatorol] 4] BQHS 3] 9=
CredentialsRequest © B A E £ A A 3}= v D23 HolHE Alastals vlAA 7 EAEY
t}.

OpenShift CLI(oc)S A}-& 3o Loki OperatorS A x5t 79 th-3 o ¢} o] 2E A
HAo] A3 AE2 S AL st A BAIHH QHAES 507 QAo gt o] Q1
A= A E 2EA FFA gialA g A dg .

olN o}

Azure 1= B 23HA

apiVersion: operators.coreos.com/vialphai
kind: Subscription
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metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-5.9"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: CLIENTID
value: <your_client_id>
- nhame: TENANTID
value: <your_tenant_id>
- name: SUBSCRIPTIONID
value: <your_subscription_id>
- name: REGION
value: <your_region>

AWS A1 = A]

[z
>
W
ol
2

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-5.9"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: ROLEARN
value: <role_ARN>

10.2.2.2. 9} =& & AH8-3519] LokiStack AF8-#F H o] &2 A

OpenShift Container Platform ¢ £& 2 A}&83}¢o] LokiStack CR(AI&#} A 2] g4 2)S A
AFU T
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A 27 A

[}
A A Aol dHFUT
[}
OpenShift Container Platform ¢ ££ 9] AA| 238 5= A&}
[}
Loki OperatorE 4 x| 3 &1 o}
EZA A
1.
Operator ~ A X ¥ Operator #| 0] A & o] 5t ZE A2 2 AL FH Pt
2.
Create new =§Ft}-¢ 5= A LokiStack & A€ g},
3.

YAML 7% A6 @ oh o8 92312 AH88to] LokiStack CRS 414§ th.

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- effectiveDate: '2023-10-15'
version: v13
secret:
name: logging-loki-s3 e
type: s3 ﬂ
credentialMode: 9
storageClassName: <storage _class_name> G
tenants:
mode: openshift-logging

logging-loki 2= o] 22 AH4- gk

2]
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©

23 2ugA0) AL HE A2RE Q.
g 2EgA 432 AQ I

Aazx gde, 27 5.9 o] A A== AHEA A #2 b33 ZHFU . static 2
Secreto] A Z 4 AT AHE ALEst] XS = BE QHAE 2ELX 3 AHEE
A= 712 AF 2EYdUTH ST AR A2 4 AAHE 7] EZ gt EZYUYL o] &
Tox A PN = LBAE ~Eg Ao Q3 AF AR EFHO] AR FFUT O
A AH| =& A} A8 o AAHEE O &2 A4 S99 22 o A& Ao
7b7bs@Uth o] IS REE RE QBAE 2R FH A AAHA &5y
token-cco = Loki7} 2] STS R o]A A3 5] 31 STS/WIF =& 2EooA CCOE A&
o 7] 2@y

op
o
£ 1

A 2B 9 2B ZHZ2 )5S AFFUT HP A5S AdME BF
2EZAE dFste 258 A FYP 22 AP FU. oc get storageclasses FH 2 A&
ste] Z 8 2Hol AHE 75 2B R FHY22 a9 5 S

10.2.2.3. CLIZ A}-£3}<] Loki Operator A %]

OpenShift Container Platform 2] 2Hl| 7] & A X513 A4 3l 57} OperatorE A %] 3] of
). o] #Z<¢]-2 OpenShift Container Platform CLIo| A =3 8 4= &5t}

OpenShift Container Platform Operator= CR(AI-& 2} & 9] 2] &£ 2)& A183lo] o S Aol 2 5
FTA 84S AT =2 FF9 74 E A2 CRU A AHE-A7T Al 3 g o Operator= 32
3 A A+ Operator =2] o] 239 2 AH & 7[we 2 319 & g2 "o, CRD(AH-#
Ao f 42 F )= CRE A 9stal Operator AHE-AL7E AHEE F e BE FAS YEd UG
Operators 4 X513 CRD7} A4 5= CRS A A st dl AH8-g4Y .

A 27 A

[}
Bl A gl YU

OpenShift CLI(oc)E A X ¥4
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A Y= LBAE A Fao AA 2T 5= YHFYTh o & o] AWS S3, Google Cloud

Storage, Azure, Swift, Minio == OpenShift Data Foundation¢] 1 t}.

Z2A 2

i

Subscription 2 B A E = A A3l

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

channel: stable 9

name: loki-operator

source: redhat-operators 6

sourceNamespace: openshift-marketplace

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

2]

stable == stable -5.<y&gt; = A2 = A A F}.

©

redhat-operatorsE %] A g1 t}. OpenShift Container Platform 2 & 2 7} #|3tH
Y EYI(AZA £7 S8 2H)o A Xd Z-$ OLM(Operator Lifecycle Manager)2 +

’d€ u| A/ A CatalogSource ¢ HA E 9] o] 52 QY.

Subscription 2 B A E S 2231}

I $ oc apply -f <filename>.yaml

10.2.2.4. CLIZ A}8-31<] Loki L A E A& X 9] Bt AA

Loki R HAE g2 & T4 steld Bt A3l oF St OpenShift CLI(oc)E AH8-sh] <] 2+

2 598 5 dsych

A 27 A
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[}
A4 Agol Yxuih
[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)E A X ¥4
ZREAX
[}
o 9Ee Adsta 154 2 7] o] xgE dHE e Bk AT
$ oc create secret generic -n openshift-logging <your_secret_names \
--from-file=tls.key=<your_key file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>
3
Aol A5 98 Ak T BEPI WS AL 2.
Z R
[}

ohe WEe A ste] mote] AYHAEA SHAFTh

I $ oc get secrets

Loki 2 B A E ~Ea]%|

10.2.2.5. CLIZ A}-8-3}] LokiStack A-82 A €] 2|42 AA

OpenShift CLI(oc)E A1-8-31<] LokiStack CR(AF-&-A A 9] gl 4&2)S AT F JdH5U.

A 27 A
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[ ]
el A Aol Y.
[ ]
Loki OperatorE 4 x| 3 &1 o}
[ ]
OpenShift CLI(oc)E A X ¥4
ZRAX

LokiStack CR< A 4 g o}

LokiStack CR<]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- effectiveDate: '2023-10-15'
version: v13
secret:
name: logging-loki-s3 e
type: s3 ﬂ
credentialMode: 9
storageClassName: <storage class_name> G
tenants:
mode: openshift-logging

logging-loki 2= o] 22 AH4- gk

2]

¥ 22718 A FTh 27 5.8 o] WAl A Lokie] T=E A ol

! —

= A7) §£4L 1x.extra- #159 ,1x. windows =+ 1x.medium Y t}.

10%. 21 28 A

d20) A
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oY
ol

264

©

23 2EYA AR HE A2

M
mlo
oE
i)
L
v

L4

dg 2EdA 43S AR

A el 7 %15, 27 5.9 ol A AH = AHA A @2 v 25U . static &

HRAF5 AHRE AGSt] APH = RE QHAE 28R {3 AHEE F

712 AF REYUTL AF AR 2204 ANE d7] B2 gjgd E2UUh. o] 2

EOM AA FARAd = LEAE 2R o Q3 AF ARy 23] AA GFUG. O
A MH|2E AHgste] A8 Fo AAHEE O &2 A4 593 24 ¢ A& Ao
7F7Fs@Uth o] A F REE= R E QBAE 2 &8 X FoA A=A 5.
token-cco = Lokiz} #&] STS R =9 A s 531 STS/WIF S8 2=F A CCOE A&
o 7] 2@ Ao

YAl 2EZA O] 2EZRA] SHY L olFS AdFAUTL. HF) HsS AdlA= ES
2EZA & 5= 2B A FHU2E AP oc get storageclasses H % 2 A&
slo] 28 2Hol ALE 7Hed 2EE A FYP2=5 dT = dFUh

& 932 233l LokiStack CRS & &3t}

AP slal =88 AF3lo openshift-logging = 24 E o] PodS 1} g3l A

I $ oc get pods -n openshift-logging

S B2 gASH 24 A 946 g of 2] Pod7F A H =X sl

29 o
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mnli82 11 Running 0 14m
collector-6¢cglq 2/2 Running 0 45s
collector-8r664 2/2 Running 0 45s



10%. 21 258 A

collector-8z7px 2/2 Running 0 45s
collector-pdxI9 2/2 Running 0 45s
collector-tc9dx 2/2 Running 0 45s
collector-xkd76 2/2 Running 0 45s
logging-loki-compactor-0 11 Running 0 8ma2s

logging-loki-distributor-b85b7d9fd-25j9g 11 Running 0 8ma2s
logging-loki-distributor-b85b7d9fd-xwjs6 11 Running O 8m2s
logging-loki-gateway-7bb86fd855-hjhi4 2/2 Running 0 8ma2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2 Running 0 8ma2s

logging-loki-index-gateway-0 11 Running 0 8ma2s
logging-loki-index-gateway-1 11  Running 0 7m29s
logging-loki-ingester-0 11  Running 0 8ma2s
logging-loki-ingester-1 11 Running 0 6m46s
logging-loki-querier-f5cf9cb87-9fdjd 11 Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 11 Running 0 8m2s

logging-loki-query-frontend-58¢c579fcb7-lfvbc 1/1 Running 0 8ma2s
logging-loki-query-frontend-58¢c579fcb7-tjf9k 1/1 Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 11  Running 0 46s

10.2.3. Loki S B A E ~ &g X

Loki Operator= AWS S3 2 Minio 2 OpenShift Data Foundation 7} 722 7]€} S3 53l o B A E
AR AE A LFU) Azure,GCS 2 Swift = A1 gg U}

Loki 2~E 2] X o] 4735 += nomenclature:= logging-loki- <your_storage providers ¢/ 1]}

0g ¥ 7t 284 FRA0 0@ LokiStack CRAHE A A 9] 2] 22) 9] 73 22 nolFuUh

A @ W §2 2B A FEAY] AAS FEsHHA L.

3102 A1323 Fd mE F=x

2& A FFA B F3 @
AWS s3

Azure azure
Google Cloud gcs

Minio s3
OpenShift Data Foundation s3
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https://aws.amazon.com/
https://min.io/
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://azure.microsoft.com
https://cloud.google.com/
https://docs.openstack.org/swift/latest/

OpenShift Container Platform 4.15 & 7]

2EA T34 wek9 @

Swift swift

10.2.3.1. AWS 2 E %]

A 27 A

[ ]
Loki OperatorE 4 x| 3 &1 t}.
[ ]
OpenShift CLI(oc)E A X ¥4
[ ]
AWS B 7l & AR s
[ ]
AWS IAM B A 9 |JAM A} A2 A A A5
ZREAX
[ ]

t& W@ 2 495l o & logging-loki-aws & AHg-ste] QHAE 2EelA) AL A

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literalzendpoint="<aws_bucket_endpoint>"\
--from-literal=zaccess_key id="<aws_access_key id>"\
--from-literal=zaccess_key secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.3.1.1. STS7} @A 3ld F8]2H 9 AWS 2E g X

& 93 e dalstel Loki QUAE 2EdA RS FEOo2 AT F IFUTh

$ oc -n openshift-logging create secret generic "logging-loki-aws" \
--from-literal=bucketnames="<s3_bucket_name>"\
--from-literal=region="<bucket_region>"\
--from-literalzaudience="<oidc_audience>"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
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AE A 4, 71232 openshift 3y .

10.2.3.2. Azure =& 2] #]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)S A X3 .
[}
Azure°] v|7l & A AFU
ZEA X
[}

< 93 & 23314 name logging-loki-azure & A}-83l @ BHAE A EZ|A] A| A S

A4 g

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>"\ ﬂ
--from-literalzaccount_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

A A== 37 7k-e AzureGlobal,AzureChinaCloud,AzureGermanCloud =+
AzureUSGovernment ¢ 4},

10.2.3.2.1. STS7} &AstH F82H 9 Azure 2 E A

Z 8 2Ho) STS7| &4 3l 7§ CCO(Cloud Credential Operator):= Azure AD Workload
Identity & 283t @7] Q15 AL

0o 43S A stel Loki QBAE 2E] HS FEOE A4

e

F g&Uth

I $ oc -n openshift-logging create secret generic logging-loki-azure \
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https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blobs-introduction
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--from-literal=environment="<azure_environment>"\
--from-literalzaccount_name="<storage_account_name>"\
--from-literal=container="<container_name>"

10.2.3.3. Google Cloud Platform 2= & 2] %]

A 27 A

[}
Loki OperatorE A x] 3 &1t}
[}
OpenShift CLI(oc)S A x| gt}
[}
GCP(Google Cloud Platform)o]] 24 E = QA A&}
[}
Yt Z2AE B7l & AYAFU
[}
GCP 215& 93l $4 T =2 Ed AMu2= AF S AAFAFU
EL-0 P
1.
GCPI A =218 A2 Al A <& A B E key.json o] gt 51 o] B A o).
2.
o BB S A3t o] 5 logging-loki-gcs & AH8-5le] Q HAE ~ER ] A0S A4
k=

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

10.2.3.4. Minio 2 ¥ 2] 7]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.

OpenShift CLI(oc)E A X3 .
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https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/storage/docs/creating-buckets
https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account
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[ ]
Minio 7} 22 =5 Wl £ = o] 5.
[ ]
Miniooll ¥ Zl-& B4 AFU
ZRA 2
[ ]

2 9 #H S A3 sle] name logging-loki-minio & A1&3le] S HAE ~EA A|TAL

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=zendpoint="<minio_bucket_endpoint>"\
--from-literalzaccess_key_id="<minio_access_key id>"\
--from-literal=zaccess_key_secret="<minio_access_key_ secret>"

10.2.3.5. OpenShift Data Foundation =& 2] %]

A 27 A

[ ]
Loki OperatorE 4 x| 3 &1 o}
[ ]
OpenShift CLI(oc)E A X 4.
[ ]
OpenShift Data Foundation & v 3 1t}
[ ]
oBvAE ~& X = 935 OpenShift Data Foundation &2 2HE #4354t
EZA 2
1.
openshift-logging ] ¢ 23] o] 20| ObjectBucketClaim A} &2} A 9] 2] A 25 AT
t}.

apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:

name: loki-bucket-odf

namespace: openshift-logging
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https://operator.min.io/
https://docs.min.io/docs/minio-client-complete-guide.html
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/
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spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io

oS 43S 2433t AH ConfigMap £ B A Eo A B]7 £A4S 7148t}

mlo

BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOSTY}')
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_NAMEY}')
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

R ER L EREEPELE REUP R P ER S ERSIEE

mlo

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath='{.data.AWS_ACCESS_KEY_ID} | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath='{.data.AWS_SECRET_ACCESS_KEY}' | base64 -d)

g ¥y L A3 sl logging-loki-odf 2}= o]0 2 QHAE ~Eg| X A|=81L WA
Y.

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

10.2.3.6. Swift 2 E1]%]

A 27 A

Loki OperatorE 4 x| 3 &1 t}.

OpenShift CLI(oc)=S A X3 .

Swiftel] ¥ 7l & A AFU

Z2A 2
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https://docs.openstack.org/newton/user-guide/cli-swift-create-containers.html
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t& W& 2 A9 5te] o & logging-loki-swift & AHg-ste] @ HAE 2EeA A= S 4

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>" \
--from-literal=domain_id="<swift_domain_id>" \
--from-literal=domain_name="<swift_ domain_name>"\
--from-literal=container_name="<swift_container_name>"

HaHoz g 9P AYstel T2AEY doje, A Tt F OE AT

e
S
s
o)y
L

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=zuser_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>" \
--from-literal=domain_name="<swift_ domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project name>"\
--from-literal=project_domain_id="<swift_project_domain_id>" \
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

10.2.4. Elasticsearch =1 A &4 nl|

OpenShift Elasticsearch OperatorZ A}-8-35}<] OpenShift Container Platform Z] 2 gl W}
Elasticsearch 2 17 A Z A4S W] X8 4 Y&}

Fx

27 5.9 |20 &= dd o] E” OpenShift Elasticsearch Operator v] o] Z3}t5] o]
AR ek&Uth A A Logging 5.87 g4 2 2] 2~ OpenShift Elasticsearch Operators
ALE 8= 749 27 5.82] EOL7IA] 274 9|4 A& 253 . OpenShift Elasticsearch
OperatorE AL-&-ste] 7] 21 2E A& ] sh= 4l Loki Operators AHS-& 5 2L
Ut 27 go] Z Aol F @A o 3 #}A] g ] -8-2 Platform Agnostic Operators &
FxsA L.
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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10.2.4.1. Elasticsearche] 2~ %2 x| 318 A}3+

7} Elasticsearch v ¥ 74 ol = 97 &F°] 2 2 3] t}. OpenShift Container Platformal A =
PVC(d+ & 2dd)= A8

g 2EFGA 9 28 BFL AL35E= ZA-$ LocalVolume £ B A E o 4]
volumeMode: blockol] AHH gA] = EF % A8 314 vl Al ©. Elasticsearch:= ¢
N B 2FS AT S sy

=1 =87

OpenShift Elasticsearch Operator+= Elasticsearch 2] &2 o] §& Al-8-3}o] PVC9] o] 52 AT

Ut

Fluentd= systemd #d 2 /var/log/containers/*.log ¢] = & 21 & Elasticsearchd|| #| 33 .

Elasticsearchol & th i3 W3 4912 #9437 Alsl 32 viwelst Baghch Wwel st $28
A g ow $HaHA Utk o] EAE WA o) FeAACIA 21 vlolEl FL AN AS THs
F 2EeA 3 oF 200 FFIIH

718A o7 ~Eg A &Fo| 85%¢ ¢ Elasticsearche A Hlo]EH E =0 Gl AL FAFH
Y} 90%0l A Elastlcsearchh 7153 A% 71Z shard= 8|3 =04 02 =2 Au| g 2
1} AL 7155 8 o] 85% v T ] =T o) o § AEF R 7] gl 7S Elasticsearch= A 91
B o R 71—r°}_’ RED~7} g4 t}.

o] re 9 Eula g3 =2 9 ula -2 A A e 204 Elasticsearch 7]1327k]
Ytk o] 7| 23S AT F dFUTh Aot LS 71 23S AFS SR R G aLe A
o ghe WAT F A&yt

10.2.4.2. ] &£ 2 A18-31<] OpenShift Elasticsearch Operator A2 |

OpenShift Elasticsearch Operator:= OpenShift Loggingell A& 5+ Elasticsearch & 2g =
A8k A g

A 27 A
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Elasticsearch= v 2. 2] & @o| Al-8-3l+= o &2 A o] A YU o). ClusterLogging AH-&-2 A
9] g azdA @2 A Q3R = T 7t Elasticsearch ==o = vl 22 23 9 A3 2550 3
4 16GB2] W= 2|7} B Q3.

%7] OpenShift Container Platform ;== 4] E= Elasticsearch 22 2H = X 3}7]o] &
B3] 3Xx &2 4 A5t AF v 2 o] A}o] A z} Elasticsearch :==9] t 3l o] 64GB7}
A A3 32" OpenShift Container Platform 2 2] 2 ¥ o] ==& F7}3] oF g t}.

|

294 $70E A4

r 0

Elasticsearch === ] Y& vjng AR o2 =3t 4= A qt

A gk

Elasticsearchol] 2 2 3t 97 2E & X7} A=A 2 g}, 2z Elasticsearch == =
AA 2E 28 A BFeo]l .

bl
9
kel

Z2A 2

OpenShift Container Platform § <ol 4] Operator —~ OperatorHub= 2 g},

2.
A& 7153 Operator 2= o] 4] OpenShift Elasticsearch Operator S 833 AX =2 &
el
3.
AA] REJA S 2HO BE YYEsolXl 7t A o] =R g1
4,

A X9 Y)Y 25 o] 29 4] openshift-operators-redhato] A&l 5 o] 9J=%] <1t}

openshift-operators-redhat v ¢ 23] o] 2= X] A 3]l o} g t}. openshift-operators v ¢
2# o] 20 A& 4 gl Community Operator7} £3+2 4= 9121, o] 2 213 OpenShift
Container Platform 2] 3.9} 5A 3t o] 52| XL E AA T S Qo g FEo] AT .

o] Y] ¢ &3 o] 20| A Operator 87 E2|2F RUHY AHES A gyt
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o] &2 Namespace $© X 3] E o] ] openshift.io/cluster-monitoring: "true" 2} 2 44

3} =8 28 2UEHE o] openshift-operators-redhat U] ¢} 25 0] A2 23 P == 3}
W o] FHE Ag g of gt

6.
stable-5.x £ ol E A d= Al
7.
AUl E 5<% A Adgynt
[}
A& A2S A5t Operator A ¥ H o] =H]2 w OLM(Operator Lifecycle
Manager)©] A5 © 2 OperatorE QHo]ET F A&t
[}
& A=S AHgsteld A -3 A4 S¢S 7 A AL Operator Ul o] EE 5<
sl of gt
8.
ARE ZY9dUd
a5
1.
Operator — A X] = Operator 3] o] x| 2 7 35}« OpenShift Elasticsearch Operator7} 4
A=HA=A FjAF
2.

e 7 A9l B E Z 2 A E o] OpenShift Elasticsearch Operator7} Y& 5 o] JJ+=4 &

10.2.4.3. CLIZ A}&3}« OpenShift Elasticsearch Operator A X

OpenShift CLI(oc)= A1-8-31<] OpenShift Elasticsearch OperatorS 2 3] & 4= &4t

A 27 A
[}

Elasticsearcho] 2 93t 3 ~E 2R 7} Y=X| <13}, z} Elasticsearch ‘== =
A ~2EZA BFol 23U
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Elasticsearch+= vl 28] & 2o] A1&-3l= A S Aol A AU 7124 2 2 OpenShift
Container Platform2 v 2 2] 23 2 A 3sto] 16GB<2l 3 7l 2] Elasticsearch ==& 4 X3 t}.
o] %7] 371 2] OpenShift Container Platform == A] E o] = &2 2~ o] 4| Elasticsearch=
AdYst7]o FE W R 7 1S F AF Y. Elasticsearchel AH H v 2 2] 4|7} $A 5l+=
AL 71 =9 M r S 58+ g4 e 2¥ o Elasticsearch === t] 3713 o).

74 Aol AL h

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Namespace 2 EA E = YAML 5 2 A A st}

apiVersion: v1
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: """
labels:
openshift.io/cluster-monitoring: "true"

openshift-operators-redhat ] ¢} =35 o] 2 & X A &|of Ft}. A X o}o] =2 v}
A5} H openshift-operators ] o 23] o] 27} o}d openshift-operators-redhat 1] ¢ =
o] 20 A A XS AT Y3 E= Prometheus Z &2 ZUEHE A8 A},
openshift-operators ] ¢} 23 o] 20| 4153 4 gl= 7| 7 E Operator7} £33 5 9o
o 29} FAF o] F 2] A EE AAGE FEo] AT Y.
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U 9% S 2P ske] Namespace L HAES A&t
I $ oc apply -f <filename>.yaml
OperatorGroup ¢ B A E S YAML 5t 2 QAo

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

g W% S A3 ste] OperatorGroup @ HA E S & g3},
I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operatord]] 1] 9 25 o] 2 & x] B A 3 2] 4 3 Subscription £ 12
AES A4 IU

PEEELRER

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ
spec:
channel: stable-x.y 9
installPlanApproval: Automatic 6
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator
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openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

stable === stable-x.y = 92 AAFUL. oS F 2 A4S FZX4HA Q.

A5 2 AHE3HA A B A o] AL 715w OLM(Operator Lifecycle Manager)©]
Operators A5 22 JHO|ET = AFUTHL 5 & At A AA A AF AR
= AH8-#171 Operator Yl ] EE 523l oF 3 ‘3}-

redhat-operators = %] & g t}. OpenShift Container Platform & & 2€ 7} A| 3+&
Y EYI(AZA ] £7 S8 2H)o| A Xd 2% OLM(Operator Lifecycle Manager)2 +
& v A’d 9 CatalogSource 2 B A E 9] o] 55 X gt}

stablee XA 3w A H QA HA Yuj 29 AR wHe] AN PUrh.
installPlanApproval: "Automatic" = 7] stable & A}-£2-3}H Operator7} ¢H4
Hel HA vo]A B wlou] Y|~z A% Yol =Huth

stable-x.y £ x4 st F9 |29 FA) vlo]y Bl A o] At}
installPlanApproval: "Automatlc" 3} 37 stable-x.y  A}-£3}1A Operatorz}t
Z9 A2 YA A Al HA vlo|y 22 AE Jag o=}

g BE e AYstel AR2aPAL A4
I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operatori= openshift-operators-redhat u] ¢ 23] o] 2~ 0] A %]
53 Zel2AH 9 7 TR A E o BALg U

v
o
)
ot
filo
(2
ong‘
E&"
L
v
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10.

I $ oc get csv -n --all-namespaces

2.

2 & #&31 2 OpenShift Elasticsearch Operatore] Pod7} Z} ] ¢ 25 o] 2 0] A +=A]

s-ol gh o}

%9 o
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-node-lease elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-public elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
Kube-system elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
non-destructive-test elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

25. 21 28R F+A

ClusterLogging AH&#+ 4 o] 2] 2:2(CR)E F4 ste] ZQolN A8 st 21 2EaA §32 74

@ 5 d&Uh

A 27 A

278

[ ]

B3 Ago] AUt
[ ]

OpenShift CLI(oc)7t 2 X 5 o] 911 th.
[ ]

Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l W& 21 %3
25 AAJAFY



ClusterLogging CRS A A 54Ut}

Fx

AL 3= A$ 77 5.89 EOL7FA] 229 A] Al

AEFA S

ClusterLogging CR logStore A4S A 3.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)
name: {}
#...

2 A& A §3E XA lokistack =

& &F

10%. 21 258 A

2 Platform Agnostic Operators &

+ elasticsearch & 4= A5}

27 5.9 |20 &= dd o] E” OpenShift Elasticsearch Operator v] o] Z 35 o]
AR ek&Uth A A Logging 5.87 g7 2 2] 2~ OpenShift Elasticsearch Operators
2] t}. OpenShift Elasticsearch
Operator= A}J‘L slo] 712 2 2E A& #2]3l+= dl4l Loki Operators AH&-3 4= 9J
Uttt 24 gto] Z Ao Z EAo] o g zH Al g Ui &
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Elasticsearch 21 |74 st A& 3 74 QY.

©

FE RS AR TG o gL
ZeroRedundancy,SingleRedundancy,MultipleRedundancy -+ FullRedundancy ¢ 4
AU

L4

LokiStackel] st A& & A 24t}

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

o W% S 43835} ClusterLogging CRS 2 834t}
I $ oc apply -f <filename>.yaml
10.3. LOKISTACK =1 A &4 4]

27 A A LokiStack 2 OpenShift Container Platform 215 533 A185}o Loki ¥ ¢ =5
Aol 27 A9 =32 YJebY Y. LokiStacke] == x]+= OpenShift Container Platform <152 A&
sto] Wel BlUAIE 24 4§ Fch Loki £ M 74 84 FE A AFEE 23 AFAE ek
Ut

10.3.1. cluster-admin A} 2z} 9 3to] A 18 WA
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cluster-admin A} 222 o & Y| 2H o] 29 g3 o S Ao A 225 A I}
o171q Ze 28 9 BLE g 2so] 2 FAIE 512000 & e FYuth 4 /17U R
71 (XXXX > 5120) 2 771 A A 51 o). LokiStacke] =19 tj gt AM 25 B} § 33
© 2 o324 cluster-admin A} 2} £ cluster-admin 2§ ¢] Wu| 2 243t}
cluster-admin 2 5°] 1l A ¢ A3 25 AA S 93t A AE F7184H.

Oh& Aol e} cluster-admin Ao i AHEAE A Al 25 AT

o0 9L dgata Al 282 AT
I $ oc adm groups new cluster-admin

EER L e

].

e

A1 AE cluster-admin 2ol F713 o).

ol

Fol 91

ol

I $ oc adm groups add-users cluster-admin <username>
o5 %8S 9 ¥ sto] cluster-admin AH8-2F Q&5 a5 7y o
I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin
10.3.2. 28] 2HE t}A] A &al= F<F LokiStack 527+

27 v A 5.8 o] 4} v A4 = OpenShift Container Platform 2 2] 2€ & t}A] Az o LokiStack
T 2 A A2 = =29 A 7Hs s CPU 2 vl 2.2 2] 42 YA A& 253 o). =, OpenShift
Container Platform &2 2 ¥ ¢ d| o] E F9] LokiStackel o] gl t}-& g} o] IG5t} o] HFL&
PodDisruptionBudget 2] 22 E Al-&3}e] 4=3) g U t}. Loki Operator= 53 7oA AAdZ 2l 4]
2 BA57] g8 A L 4AEE ALE 71553 4 Pod = A A 5l Loki2] PodDisruptionBudget 2]
A2E ZZHA PP

Pod =& o] 2k Kubernetes ¥ 4]
10.3.3. ;== Fol| & 3] &3 =5 Loki 74
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https://kubernetes.io/docs/concepts/workloads/pods/disruptions/#pod-disruption-budgets
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27) 5.8 o] vl ol A Loki Operatori= Pod A WA 3 A& A Aste] 4 74 949
Pod7} 2828 9] O & AHE 7He @ =29 oo = gvgﬂqc}

AP e ol oFF =2 Alo] 3k Pode] 44 Auth FAH WA Pod7t ksl A o ofsl ] g
= 3t Pode] 44

s
L
ﬂ

OpenShift Container Platformoll A Pod 5-4}% 2 Pod %A} 4=/ = AL-&shH o2 Pode] 7] 3
ghdlo] w2} PodE o ¢Fs + J= == AT = d5U

Operator+= compactor, distributor,gateway,indexGateway,ingester,querier,queryFrontend 2
ruler +4 845 ¥ 3st= 2 E Loki 7+ 249 disl] 718 7] 2 podAntiAffinity 12 2 24 o).

requiredDuringSchedulinglgnoredDuringExecution 2 =04 & ¢ 3t 44 S 7 A sl Loki 4
Q29| 7] 2 podAntiAffinity 23 & Qo] 4 AF5Uth

ingester 74 Q 4ol 3 AL&A A3 o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hostname

)
3
=
N
o
oX,
Lo
i‘,ﬂ.
fr
>
P
2
o
L
v
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stelm AR 8l of sh 71-gk (A ol )ik,

=
N
filo
X
oo

podAntiAffinity vi o] Kubernetes ¥4

=0 Pod &3 Kubernetes 43 4

FAH R A A 732 Abg-ste] the Podel 42 <l Pod i X

10.3.4. 9 Q14 vlo] g 27

27) 5.8 o] A} v Ao A Loki Operator= Pod EZ 2 x| ] A2} AL T8 49 212 do]g EA)

EALPUT. o] 7|52 AHE5tH @Y Y9 Folj7 AT A 22 &4 g AT 1S FX
7} Yok vl £ =2 7] = 1x.extra. tekton ,1x. tekton ==+ 1x.medium 2.2 F A 3}H
replication.factor 2 =7} At5 0 = 22 At}

[1

AA% BAE falA= BA QoA A A G vkF o] 2] 7184 G ol dojof Fut. EA 3011
O 71843 99 L 9 2ol E%Q—’Ft DA FGo] ZOlEH LFEALE F ds5UY. 2+ 992 F
Aol AL 93] FYI 2] A=A 2E T2 oF ).
g9 B 71 @439 LokiStack CR2] o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
replicationFactor: 2 ﬂ
replication:

factor: 2

zones:

- maxSkew: 1 e

topologyKey: topology.kubernetes.io/zone ﬂ
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.24/#podantiaffinity-v1-core
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#inter-pod-affinity-and-anti-affinity
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/nodes/#nodes-scheduler-pod-affinity
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t o] AL H A 2= de2 A 312 replication.factor = Qo] %},
ol g2 vl x A7 AR A AgHW Ao s APy
FEZEA =92l 7+ Ao Pod = Aol YUt 7] 232 1011 3L 02 AZ T & U5y

X ol dFets EZEA 7] FHE 9L Ao}

10.3.4.1. A9 3 g oA Loki Pod £+

OpenShift Container Platformoll A 53 7184 99 gl 2o] A2 = QA d3A 99 2 77}
SAUY. /HE A JoAL FAFE FFA HolEl A e Azt Felold FAAA APY &
73}l 7] 913t 2l YU o} OpenShift Container Platform Z2 £H 7} o] 2 A g3l == A H A &
S Qo] Fol7h wAyshw Au) 2 E ol &Ao] B & Agih

Loki ¥ =+ StatefulSet 2] ¥} o]n StorageClass 9_117:1] EoA Z2H| XY PVC(I+ E2F
g 1)t 7 AlFd Y. Z} Loki Pod 2 33 PVC= ¢ g 99 AFUTH S8 2HA 949 27
7} WA 51 StatefulSet 71 EE | A] A H] 3 o & A %ag:g W Pod= AFE O T B7atE T
=8

%sq

oS Aol A= Aok G PVCe 1 ¢tol] X34 2 E dlo]H S 2HA 3y
o} A3 Ho] g &4 WA 512 A LokiStack CR9] 23] ¢4 J=2 A 1n1}
2 #o = AA A Lokizl HA H =5 3 of o

A 27 A

284


https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
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27 v 58014

LokiStack CRell 1¥ 0} & 54 Q1571 J=A S1g o

AEE SAANA ZAT G Foloh Ao e G o] ==

RELES

e

Zes=

of

FA5go=

b

StatefulSet ZEE 2] = A3 A Pod 4 A S AFoZ A=Yt 94249 PVC As

@ golol 917] Mol B g oz A5 AQ £H ol A5 FHUth Al FololA el 474 Loki
Pods} =21 xd ¥ PVCE tA A4 & s 4sl e Gelold PVCE 5502 Abalalof dth.

= T o

EZZA X

1.
& W@e Aaatel Pending 48l o] Pods vhel g o,

I oc get pods --field-selector status.phase==Pending -n openshift-logging

oc get pods =37 9

NAME READY STATUS RESTARTS AGEG
logging-loki-index-gateway-1 0/1 Pending 0 17m
logging-loki-ingester-1 0/1 Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0 16m

a3 PVC7E A3 3k g ell 917] wlZl ©]2] % Pod= Pending /38l i 1ot

the W% 2 A4 sko] Pending el o] PVCE U ghth.
oc get pvc -o=json -n openshift-logging | jq .items[] | select(.status.phase ==

I "Pending") | .metadata.name’ -r

oc get pvc =9 9
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storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1

02 932 A3 3te] Pode] PVCE 2HA| 3 o).

I oc delete pvc __<pvc_name>__ -n openshift-logging
ad b3 v ¥ %S 23 5ke] PodE AHA gy o

I oc delete pod __<pod_name>__ -n openshift-logging

e @ enAEs} JF A0 AN AW AL 75 Gl AF O Tha] o oFsllof Ptk

10.3.4.1.1. =5 /2= 9 PVC &A 32

PVC v €}ld] o] H % 5 #}7} kubernetes.io/pv-protection &2 A& H ¢ PVC= 24 glo] 8 A
B2 F9E 5 AsUch 845 A7 PVC 43 A o2 AAE 4 Asyrh

otz 48 S APt 7} PVCe] FEAE AAT oS 2HAI S oA A =gt

I oc patch pvc __<pvc_name>__ -p '{"metadata":{"finalizers":null}}' -n openshift-
logging

EZ 2 2y A ¢k 27 Kubernetes #4]

Kubernetes Z~E 2] x| A1 A,
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/#spread-constraint-definition
https://kubernetes.io/docs/setup/best-practices/multiple-zones/#storage-access-for-zones

10%. 21 258 A

Pod EZ =X &ull A =75 AH8-5l Pod vl x| A o]

10.3.5. Loki 229 dl gt Al &E3}d A~

27) 5.8 o] Ao A Red Hat OpenShift Logging Operator= 7] 2% 0 2 » = A} g-2}o|A] 229 T
gk A A 2 AS Foq5HA] FFU T P A= Operator7t g 2 o] =5 5L o] d FA4 o] 28 HA =
St ARE R A 25 S oF Ut A © B Qo mE OS-S AFE-Ete] 210 Ui g v A AMAE
T4 T dFUL

[}

=P EEEE
[}

SRS P EEE
[}

AR Ao Bel R 1E A4

e A vl ol A A ullg % 2
OpenShift Logging Operator= th3-3 22

[}
cluster-logging-application-view = o Z2] A o] 215 ¢} S F J= AIFS A
o}
[}
cluster-logging-infrastructure-view = ¢l g 2 75 2] & + J&= AFL R}
[}

cluster-logging-audit-view = 714l 2212 92 F+ J+= AL Rt}

o] vlAd A dadlol =3 F$ F71 F82H 9 logging-application-logs-reader 2 A& 21
2§ 93 el g logging-all-authenticated-application-logs-reader = o] d v A 7 2] 334 S A&
st g2 o] 2o A FH BE AR ¢ 7] AAZE 3.

Fx

W gl aso] 21 o4 = Aol Y ALSAE SN 228 A ) vQ=
o] 2% A sl oF gk,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/nodes/#nodes-scheduler-pod-topology-spread-constraints-configuring
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10.3.5.1. 22 2¥ AA A2

Ze2g 9@ ulelg Bast T2 42 Fry Feay A4 A8 AP

S 2 9 updd o

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-application-view ﬂ
subjects:
- kind: Group

name: system:authenticated

apiGroup: rbac.authorization.k8s.io

Z7} ClusterRoles += cluster-logging-infrastructure-view 2 cluster-logging-audit-view ¢

U,

2]

ol AA 7t AGHE AR EE 215 S AF

9

Ut

tilo

10.3.5.2. U] 2] o] 27} A A A A A 2

RoleBinding ] 22+ ClusterRole ¢ B A E o} 37 A} 83l Al &2} == 1 §0] 210 AT
F A= vidadol 2 AT F dFyT

RoleBinding2] <

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: allow-read-logs
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namespace: log-test-0 ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

o] RoleBinding ©] & & 5+ | Y23 o] 25 X4 ).

10.3.5.3. A1 A} F o] A A} 28 AA X

S 93 A3to] D Q3 ALE AV B R vl 7 Y= 49 adminGroup 2 =S Ag-31o] A}
Z X3 2FS WA T 5 25Ut LokiStack CR2] adminGroups R =) X1 F @ 15 2] @u] <l A}
A= #AH A= 72U admin A1-8-2}+= cluster-logging-application-view & & = a4 79
o] 29 B E o ZE Aol A 2o AT = JFH T

N
Olb OlIO

!
fn

LokiStack CR<] <

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging ﬂ
openshift:
adminGroups: g
- cluster-admin
- custom-admin-group 6

AR AH B 2HS o] meolAu ALg e 4 ik
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SEEC R FE0 R

24 25l Mg SR

rd

71¥ a2 F Qo] 7| (system:cluster-admins,cluster-admin,dedicated-admin)

RBACE AHg-3te] Ad Ao o 28

10.3.6. Loki= A}l-&3l 27 7|ul B = A3}

274 WA 5604L AlgaE 22 2EYL e nE AL TR 4 AFUT oA 73
SHUEG AGHo Bt 5 G AFS F ASUh 5 o 7S 25 AdE F3Ho] 229 73
oroll A g gtk

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/authentication_and_authorization/#using-rbac-to-define-and-apply-permissions

schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

10%. 21 258 A

FERZIOZEH YT REAZHAS AAF UG ool = QHAE A &R

ol A7H 2o HE F|ole FFE MAA FH

2]

o] £5o] CRell F715d S ZHA BEo] F4d gt}

27 2EYe Aot W AL HE LogOL 7)) & T

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants:
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' 9
infrastructure:
retention:
days: 5
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https://grafana.com/docs/loki/latest/logql/query_examples/#query-examples
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streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: vi1
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

HUEE BREAAS AP Fad HIE FF2 AEA A, AA R A=

23 2EHS P st © AHE-HE LogQL A2 & TdAY -

LokiStack CR& # &3} t}.

I $ oc apply -f <filename>.yaml

3
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https://grafana.com/docs/loki/latest/logql/query_examples/#query-examples
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74w 2Ao] 71E 27 FES BT FHAGE BU S5 AT LF/HBAT 5 AFUTh o
2337 57 E SE ARG 00 715 dolest A% FHH D AHA MY Qo= &
2F7h A8

S AR @77 AL B shE 4% LokiStack CR(AHE-#L B 9] 2l&x)e w35t FAE N2 S

LokiStack CR< Grafana 3% Lokiol A A8 & 4 fl& Y th ol Grafana 3219
Loki A uel= 2§94 ekuth

=7

o
0
I

Log Forwarder API= 212 LokiZ Ag3l:== Ao IdFUrh.

N zRel A 2MBRTH 2 W AlK] 252 Lokiz Byt o & 59 the3t g&ch

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\"\""version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\""2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJkZjltNjYOMCOOYWU4LWIWMTEtNGNmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}

oc logs -n openshift-logging - component=collector = & 3ld Z g 2H 77 &
a0 g5 27/ WAA F shvrt 34 o] TAH YO

I 429 Too Many Requests Ingestion rate limit exceeded

Vector 2 5 WA ] 2] 9

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.
error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true
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=2 A

294

Fluentd 2 & WA A 9] ¢

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

| & 7€ 74 EHolx A PU. 9 £ Eof LokiStack ingester Podoll A o3& 43

Loki ingester © & w X x] 9] 9]

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =& ¢ d o] E3 .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki

namespace: openshift-logging
spec:

limits:

global:
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ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize 2 == Wl X2 EA 2 F Hd =22 £ A% AE 715 MB=
Aoyt o] g2 st= AFAUT o] 7S G FA e o AFHE Hd 2 A7 =
A3} ingestionBurstSize it Z 4Y 2 J 2 & HA FHFU.

ingestionRate 2 == Z‘i‘% AE A= A FHMB)o 3 AZE AIFYUth. =
2 H]&o] AIgE 2Fste A FE AT /77 RAA N TRV E E2E A A EFH

Yt F B0l Xllf&li‘:} 2 }%ZP AY RNol A=" S Bst /7 Z2E Y.

10.3.8. Wln] 2= QA AW = 523 == Loki A

OpenShift S| 25l A A= dutd oz A IPUEAZ S AU 2AH o=
LokiStack ®1v] 55 742 7|24 22 JiQ IP U EH A ALgste s At}

A2 A= memberlist 4] ) EH Pod Y E9I = E A9 3 3= Q<451 ). hashRing A}“Ol]/ﬂ podIP
= A83 == LokiStack CRE A g 4= 9 &1 th LokiStack CRE 1A 5g 9 L2 w32 AL
o.

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"'spec™:
{"hashRing":{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'

podIP= ¥ 3}3l+= LokiStacke] <

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...
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10.3.9. 7} gl &2

°
Loki 4 8.4 ¥4

Loki 7 2] ¢1°](LogQL) &4

Grafana A 2. & F4]

Loki e B A E X~ &g A

Loki Operator IngestionLimitSpec 4]

Loki Z2E2]A] 27 v} 4]

10.4. ELASTICSEARCH =1 A 3F 4 +4

Elasticsearch 62 A18-to] 271 dlol6 & A48tz 74T 4 A&ch

Elasticsearch 2 & 2 g 2] 2E & X

AR BRI A BA §&7A el el HolE == 7+ shard 2]

Elasticsearch d o] g o] O] 3 9] 5L oA~

104.1. 21 22X 74
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https://grafana.com/docs/loki/latest/get-started/components/
https://grafana.com/docs/loki/latest/logql/
https://loki-operator.dev/docs/howto_connect_grafana.md/
https://loki-operator.dev/docs/object_storage.md/
https://loki-operator.dev/docs/api.md/#loki-grafana-com-v1-IngestionLimitSpec
https://grafana.com/docs/loki/latest/operations/storage/schema/#changing-the-schema
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ClusterLogging AH&#+ 4 9] 2] 2:2(CR)E F4 ste] ZQolN AHg st 21 2EaA §32 74
@ 4 dzynh

A 27 A

[}
A4 Aol AHUh
[}
OpenShift CLI(oc)7} A X 5 o] 54t}
[}
Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l W& 21 %3
2% AAYFYUT
[}

ClusterLogging CRS A A 354t}

a1

27 5.9 g 24 = ¢ d o] E=A OpenShift Elasticsearch Operator v] o] Z3}5] o]
A 54Ut A Logging 5.83 §H7 2 2] 24 OpenShift Elasticsearch Operators
AH23t= A9 27 5.89] EOL7LA] 2 A oA A4 2% 34 o} OpenShift Elasticsearch
Operatorg Al-g-3le] 712 21 2 &2 X & e s+ U4l Loki Operators A& 4= §
Ut 27 go] ZAto]|F B o g A4 g U] -8-2 Platform Agnostic Operators =
FxaA A L.

ClusterLogging CR logStore A4S A 3}

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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resources: {}
storage: {}
redundancyPolicy: <redundancy_type> G
lokistack: @)
name: {}
#..

23 A2 9L XA T lokistack &=+ elasticsearch ¥ 4+ 954U t).

2]

Elasticsearch 21 |74 dlst A&7 74 FAJ Y.

©

2 432 AR UL o g2
ZeroRedundancy,SingleRedundancy,MultipleRedundancy -+= FullRedundancy ¢ 4
A&yt

L4

LokiStackel i@ A€ 74 §AQ ok

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...
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2 W32 43 35}o ClusterLogging CRE &3t
I $ oc apply -f <filename>.yaml
104.2. A 208 B2 AZLEZ AG

Z 3 v A Adely 9 Qxe 2 1= 71248 0 2 ClusterLogging AH8-#+ A 2] ] 42(CR)dl 3
qE YR 21 AFARE AP

A EaE RO 2EHAE AFHA 7] WFe] RGO WY 2 AFAERE A
o AL 208 At A2do] 24 W AN FHS F5etw LuleAl REHES & Aol Y]

t}.

o] 71 FA ol 87 AFS T3]
ClusterLogForwarder CRo] &= 73
2O ARZALERE AGHA GHFU

}+= 79 ClusterLogForwarder CRS A3 & 2 7} QiU
718 &9o] £ ol xZeRl S H oA = F E2a= R
2 A2

Log Forward APIZ A}-&3lo] ZHAF 2 15 Y} Elasticsearch Q1 2~EH 22 A G35l H o3
k.

tilo
N
)

ClusterLogForwarder CR @ HA E £ A o] 3t= YAML 3 & A stAY AFF o

2 E 27 §9L U} Elasticsearch Q1 2EH 22 W= CRE AA ) oS oA
E WMAsHA] & 1g| 2 A F AFY L

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

299



OpenShift Container Platform 4.15 27

)

2d =231 FIS AU 712 &

g5,

stol Zetel e A A 282 AHgto]
go 2 72 Y} Elasticsearch Q1€ A=

2

stol epel o] A | Fel Aol 4, Qe & ghAke] Al 7HA P9 28
= AR slof Futh 22 KL AFsHA @od g 27t AHA &

3 =AY,

7] ClusterLogForwarder CRo] 9= 79 74X} 219] 7|2 =80 o]z L F
U 718 288 Aod et syt dE E9 U3 25Ut

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch”
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- nhame: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
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outputRefs:
- elasticsearch-secure

- default ﬂ

o] Z}o]Za}el e 9B QlAH A9} 37 Ui Elasticsearch Q1 281 A2 7Hx} =
a5 Ryt

BE QAo A5 A ClusterLogging A8 A A 9] 8] &2 (CR)o|A] 2} =1 A 29] ]3] maxAge
/| HSFE A A3} CRL Elasticsearch £ 9 6] 2A|Z 0] o] 2] g 312 & 83} Elasticsearch7}
E2HH A 25 2 A 5= A1 71 & 2A FU UL

Ad 27t & =7 F 39} U X514 Elasticsearch= @A) Q19 25 o] 535l A Qe 25 A A3}
oY xg gt
[}
<14 27} Elasticsearchh CR<] rollover.maxAge zt 2.t} ¢ & = &1}
[}
Q192 77]71 40GB x 7] shard ~x.t} 4t}
[}

oldl ~ 22| 47} 40960KB x 7] shard 1.t} ZUt}.

Elasticsearch= 1A% BE A Ao uje} Eov|H AU 2E 2 AU 22 L2 Y vEA
A2 AR god 7Z|BF o7 7Y Fo 227} 2HA| o)

AP 27 A

301



OpenShift Container Platform 4.15 27

Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator7} A ] = o]
o] o g,

Z2A 2

=7 BE NS TAdE W g2 SR

retentionPolicy vl 7l 1 =& F7}3t A =% sl21 A ClusterLogging CRS HF ¥y}

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

Elasticsearch7} z} 21 &~ 25 %x];ﬂo]: | P g ]75—; UL AS 2D A7 A
< AHFAUHE(W), AZHN/H), £(m) R 2(s)). <& 5] 1€ 1d°‘bll:}- maxAge .t}
o#Y 2as AL 7| BH o7 20 7Y B9 X laaqu}

o] Red Hat OpenShift Logging Operator7} 8A] 7tujtc} Q1 g} = 19] &4 Qld X~
= EAdAo] X3 nE AL A7) 935 2 Elasticsearch CRS g uo|E 3
3, 2009 QU= o1 F 7YU0o] XA 2HA g Y t}. OpenShift Container Platform2

158 vlo} Q1) 22 & o wa)of st S,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
metadata:
name: "elasticsearch”
spec:
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indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d 9
hot:
actions:
rollover:

maxAge: 8h
pollinterval: 15m

HEAIYL 7t 2 b0 U3 ST 229 228 2HA|613L 22w A 7] & YE
Wyt

OpenShift Container Platformo] ¢ v A Q1925 Ak
ClusterLogging CRol| ] 274 3 maxAge] Y t}.

9&,
fr
oM.
o
o
i
o
flo

QA= E 9w u 123l & OpenShift Container Platforme] <19 2 41 9]
Yt} o] -2 ClusterLogging CRoll Al 44 3t maxAgedil ] 24 g1}

OpenShift Container Platformol 4| Q€| A2 2 0 v 3| o} 3l =X] &elate A4S o]
AL 7187kl WA & JdFU

Elasticsearch CR +38 -2 A=A ZFUth. RE FFo| it RE WAL
ClusterLogging CRell 4] =3} 3] oF g o}

OpenShift Elasticsearch Operatori= Cron #+¢] & vl 35} 22 pollinterval 2 of 3t 4 o]
QA o wpet 7} v P o] e 22 AT

I $ oc get cronjob

2 o

o
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NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <hone> 4s
elasticsearch-im-infra */15**** False 0 <nhone> 4s

10.4.4. 23 A F 40| g CPU Y v 2a @3 1A

7t 74 2% YL B CPUR vime 83 =43

g = 9l &4 o). OpenShift Elasticsearch
Operator7} 8|3 &7 o] QB g HAAJEZ o]H 3 S S50

o7 xRS HQ = UHFYrh
23

U5 28 2 A Elasticsearch ZZA] Zg o] 9] 7|2 w2 g Aoz 83}
2] kS 4 9lomz == A| Al o] 7t OOMKilledz U t}. o] 247} WAl 5ha
Elasticsearch ZZ Ao tjsl v 2 2] @ 3 9 A3FS =H Y.

7} Elasticsearch ===t Y2 g2z AA o Z ZEd S QXU T2 w| T o= AAHA &
Uttt 2294 859 4% 7zt Podd 7] & 16Gi o] A}o] &35 o] ojof gt 7132 PodZ Hd
64GiE 33l of .

A 27 A

[ ]
Red Hat OpenShift Logging 2! Elasticsearch Operator7} A x| =] o] ¢J o] o} g},

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF T d.

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
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logStore:
type: "elasticsearch”
elasticsearch:ﬂ
resources:
limits: g
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

9 g o] u}z} Elasticsearchol t)d CPU 2 w23 832 AUt} o] 3L v ¢
S OpenShift Elasticsearch Operator7} tj -2 9] ujj ¥ o] 53 7| B zlo 2 AA g
ol 71 B zre w22 23 A] 16Gio]32 CPU &3 A 194}

2]

Podoll A AHE-3 4= & Aol 2l 22 Fguich

©

PodE dotsle o o3 F4 A=Y,

L4

2 g o) w2} Elasticsearch £ A o] Uit CPU 2 w22 @ 2 XAZFYUt}. o] g
Z-2 v]9] =4 OpenShift Elasticsearch Operator7} o -3-0] v X o] 223 7| 27k2 A
AU 71272 fz 2] 23 A] 256Mio] 32 CPU 23 A] 100m<¢ Y o}

Elasticsearch vl =.2] 3¢ 4@ w) 243 A& 2ol $A e k2 AHgsloF Fch.

d= &4 534 sy
resources:
limits: 0
memory: "32Gi"
requests: g
cpu: "8"
memory: "32Gi"
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FHUEHEE dutr o7 v & 748 F5511 Elasticsearch7l X3 @ A gH-S AH8-31 =5 58514
% Ut requests 2 limitsoll tjall Y g 7S A5 =0 AHS 73 vl 22] 7} Qlvhar 71 5t
3 Elasticsearch7l 93t= vl 28] 2 A2 4= AUt

10.4.5. 22 A g 40 g 2a A2 74

Elasticsearch shard7} & 28 9] Ho]g 29| A 5= ubH L Hojs = &5

A 27 A

[ ]
Red Hat OpenShift Logging 2! Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

openshift-logging 3= = A E o] 4] ClusterLogging A}-&-#} A o] ] A& 2(CR)E AR Y.

$ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:

redundancyPolicy: "SingleRedundancy" ﬂ

shardol ol 5 44 A FLTh WA AHe Agsha WA Abatel 488U

=8
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FullRedundancy. Elasticsearch= 7} 219 2 9] 7] 2 shardE = € H|9o|H k=
ol A8 BAFUT o] WYe kAol 7Y AN B 23 o /g B
ol 7Hg R

MultipleRedundancy. Elasticsearch= 7z} 19 2 9] 712 shardE dlo|g ==
o] Awto 2 3] BAFU T o] WL kAT A% Alole] #F o] ¢ h

SingleRedundancy. Elasticsearch:= 7z} 219 » ] tj3f] 7] shard<e] A& 3}
U ey F A o3 Holg =71 E XI]%}‘: dFJF IS ANLT F YR B
T 5 d5U 570 o) e] === A12-31+= 73 MultipleRedundancy X t} 4] 50]
F45 4t @ Elasticsearch == v ¥ o= °l S A& F dHUh

ZeroRedundancy. Elasticsearch+= 7] & sharde] A} & qH5 ] &y =
=7 g eAAY Aslsts B¢ 222 AL F QAL 2art 49 5 Ut
AR Aol ¥ FRAY AA t2==2/PVC Wd/59 Ae ??ﬂt& 3
2 AHg o

oldl > €l =3 o] 7] shard 4=+ Elasticsearch t o] g == 49} 72451 o).

10.4.6. Elasticsearch Pod =4~

£ 2] 2 H ol A] Elasticsearch Pod & Z°|4 Hlo]H &4 %+ Elasticsearch /J 5 A 37} 4
AFU -

4

Z248t= 24 PodE g Wl st 45151 F 2 2F oA shardel 5A 22 @S A 24T
= A ojof gl Elasticsearch €] 7} greeno. 2 =o}7hd b & Podol A 43 = AHFUH.

51

Elasticsearch 2] 22¥] 7| ZeroRedundancy = 23 ¥ 71 -$- Elasticsearch PodE =
asl A ek gt

10.4.7. 2 A A 40 g J 3+ 2E2 X 4

Elasticsearchol = 9+ 2E2 A 71 2 3t 2E=2] A7} W54 Elasticsearch 4 5 o] 3
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Ut

%-‘4

Lucene& NFS7} Al 2514 &L= 312 x| 28" =29 x|} 8&35= =2 Elasticsearch
2EZ A= NFS 2E8 A& BF = I EF(EE Glusters} 72 NASE
)02 AHS S 4 gEUth dlolE &4 2 7e EA7L 248 5 AU

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

ClusterLogging CRS AR ato] Ze]~E¢] 7+ tlolE ==/} 47 2§ el Yol npag s
=2 Qo

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

o] dlolq & Z&2H ¢ 7} "lol¥ ==7} AWS General Purpose SSD(gp2) 2= %2 A "200G"E &
Fohe 97 EF U vIdHE =T A

51

JI 2EFR ) 24 BFL AHL3E= 79 LocalVolume 7] A o)l A volumeMode:
blockol] =3 YA B2 259 A183}4] w4 A L. Elasticsearchs 9A] 22 252
AHEE = lsU Y.
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10.4.8. emptyDir Z2E 2| X o] O gt =1 A G4 A4

emptyDirS 21 A F 49} $H ALg-3tA YA] vl 271 A 51 A A Z A] Pode] 2 E Ho]E 7} &4
Ay

Fx

emptyDirg A48 u] 27 2E 2] A7} ohA] A2 At Ae] £ W w0 E 7t &4
U,

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

emptyDirS x4 3}2] ¥ ClusterLogging CRS # 3 gt}

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

10.4.9. Elasticsearch 23 Z & 2¥ A A Z 3

elasticsearch 74 W == elasticsearch-* v & A& WHAS v E7 AA 2L =3}

T3l Elasticsearch Pod7} A3l 5 &= =&

ﬂllﬂl
2
o
of,
_‘O_&
S
gﬂ'
rr
o,
o
o
H
]
o
2
>
_L}l_‘
o
)
o}
ot
L
£

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

EZZAX

29288 23 AN A o2 Y

)
L
T
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openshift-loggin Z2 A E 2 W73},
I $ oc project openshift-logging
Elasticsearch pod?] o] &2 7IA ]t}
I $ oc get pods -I component=elasticsearch
47 7] PodZ #4353} Elasticsearchz A 21 A48 X3t}

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4,
OpenShift Container Platform es_util & Al-83}o shard 5713 S 2A1 & 535l F
23}7] Aol tj2Ie) 7] t)7] F ZAGo] YA FAFIA 2.
$ oc exec <any_es_pod_in_the_clusters -c elasticsearch -- es_util --
query="_flush/synced" -XPOST
q= &9 a3 2FUHh
$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST
%9 o
{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}
5.

OpenShift Container Platform es_util =& Al83lq o|=dq o7 =5 FUT o
shard 24 & YA AU

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'
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10%. 21 258 A

& 9 v sy

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

2 o

o

{"acknowledged:true,"persistent":{"cluster”":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

o] W ES 2226 9| 2w dal T FAFY L

71827 o 2 OpenShift Container Platform Elasticsearch Z 8| 2~H+ =9 g3t =
oF2-S AT P YT o3 WH S AL8-3te] EolS 583513 Pod7 W73 AES A9 st=

= gy,

I $ oc rollout resume deployment/<deployment-name>

e

g 59 o 24U

$ oc rollout resume deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 resumed

Al Pod7} ul 5] 914U th. Podell AElo]Ul 7k Zul =W thg M E = o] 58 5 A&
.
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I $ oc get pods -I component=elasticsearch-

%9 o
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpw6k 2/2 Running 0 22h

elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2 Running 0 22h

W E7} R Boh2 2 5§34 G=F Pod

i
2
i
o
i)
v
i)

I $ oc rollout pause deployment/<deployment-name>

q=

fijt

W e gay.

$ oc rollout pause deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 paused

Elasticsearch 2 2¥] 7} green =+ yellow A8 ¢1 %] g2ls14 Al 2.

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

3

o] W& oA A}-8-3 Elasticsearch Podoll A Eo} 22 3 A 1
Pod:= o o] EAI51A] ¢o 1 7] Al Pod o] 5°] 2 23t}
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q=

fijrt

W thet 2

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

Al&38t7] Ao o] w7l 4= gLl green = yellow 1 x| S5t Al 2.

Elasticsearch ConfigMap2- 1 7 3 71 ¢~ Z} Elasticsearch Podel &) o] G4 S vHE-3

c}.
8 2He BE w27t o125 W shard W34S OA] 43134
$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l
qF &9 g3 2FUh
$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l
%9 o
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{

"acknowledged" : true,
"persistent” : { },
"transient" : {

"cluster" : {
"routing” : {
"allocation" : {
"enable" : "all"
}
}
}

47 7] PodZE 333} Elasticsearchol] A] 212 »wyt}.

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template™:{"'spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.4.10. 21 A AL AU AE ARE ==

Nemoz 23 @ MED 27 A4AE 27 Fe2H 954 A2 5 g Holg
o oA 2ok Ee] 20 A ga Au| 20 ThE 9| A2 98l ALES FEE J2E BYAG
+ g%uth

Q)M = A L33} 7 2, OpenShift Container Platform EZ 9 AXE 27 AF4A CACAZSAE
AAste] 20 Ao AANET = dFUT 20 F o5& EFst=cURL 8 308 2 A4 A
H] 22 _—Q-_/\E] 0]'—.:: T o]] o]l,q]/\?sl—q];}.

Authorization: Bearer ${token}

Elasticsearch A ¢+ % 3} 24 = 9 Elasticsearch APl 2%

tilo
¥
30
rr
ku
M
)
e
il
v}
[»
m
mlm

Fe o PEE CEERE SN

ol

PRI E e B F
ool A 28 5 Y& T
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10%. 21 258 A

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

2 o

o

I 172.30.183.229

$ oc get service elasticsearch -n openshift-logging

29 o
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

s fAe WY

tlo

Agatel 2E2H IP 34

i
J

sl g 4 AU th

$ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -n openshift-logging -- curl -tlsv1.2 -
-insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

2 o

o

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 0 --i-=i== ==i==i-= ==i=-1-= 108

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},
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2] QA 25t d T2 A E AT 5 9lojoF gt

EZZAX

272 AFEE 9

r
N{?'
©
d:)
8
o
filo
4
og(é
2
L
fiu)

openshift-loggin T2 4 € 7 W73}

I $ oc project openshift-logging

22 A G Ao A CA AZANE %3131 admin-ca 5+ o] %41t}

$ oc extract secret/elasticsearch --to=. --keys=admin-ca

2 o

o

I admin-ca

2 AR A A 20 AZE YAML 9 = A ).

02 ALgstel YAML shel & A4 g,

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ
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23 ARZ4A CARISAE F71stAY v @Al A4 BE S AU 45 A
A 33} 73 2o H Q3 spec.tls.key, spec.tls.certificate = spec.tls.caCertificate o} 7]
HEE AT Ie = YJFUh

& WE e Aagste] o)A WA A S A= YAMLO] 271 432 CA A5A
Ageh.

i

#

I $ cat ./admin-ca | sed -e "s/A/ /" >> <file-name>.yaml
BEEAdIUT.

$ oc create -f <file-name>.yaml

o

2 o

I route.route.openshift.io/elasticsearch created

Elasticsearch A H] 27} =& o] =X dlgrt}.

230 AHE T o] AH| X AR EES 7HA S

I $ token=$(oc whoami -t)

e

A A 3t elasticsearch 2 22 317 -2 AU

I $ routeES="oc get route elasticsearch -o jsonpath={.spec.host}

BRIt B3 oR BYHAN A A5t A =5 =S 53l Elasticsearche )
Azake ohe BE e AR

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
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Sge ged fAEA e .

29 o

{

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch",

"cluster_uuid"” : "0eY-tJzcR3KOdpgeMdJo-MQ",
"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash™" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",
"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility _version" : "5.0.0"
b

"<tagline>" : "<for search>"

}

10.4.11. 7] & Elasticsearch 21 A &ZAAZ A} 23R L= A AL HA Lo 1A 94 A A

AYARAN 22E AL EO AF AR ADStaL 7]!1 Elasticsearch =1 A4 & A1 83514 &= 7
T 274 Y ZHAA AHESHA ¥ A8 74 228 AAT F AU

=, 7] ¥ Elasticsearch 21 A F 4 & A2-351A] &+ 7 ClusterLogging AF& A A 2] 2] 4 2(CR)
ol 5] W &L Elasticsearch logStore, Kibana visualization 74 242 A AT 4 A5Y) o] 3 A
Q4&E AAS = AL A9 ALgol A g2 E AT 5 JdFU

A 27 A

[}
2 AGA7F 22 Hlo]HE 7] Y Elasticsearch 2] 2H 2 A431A =R g
Ut 21 A2 74 35E o A2 3§ ClusterLogForwarder CR YAML 21218 7 A} o}

=

default= x4 3}+= outputRefs 2 47} == eI} o = 594 o33 25Ut

outputRefs:
- default
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jw

ClusterLogForwarder CR2 =1 glo]H & W i Elasticsearch Z & ~H = A
235132 ClusterLogging CRoll 4] logStore -4 24 A AT Y. o] A9 21 H
olE] & A Z 3 Ul 4 Elasticsearch 22 =57} ZAHA] &HFUh o] 4% dlolH
EHo] AT = JHFUT

ZZA 2
openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF T d.

I $ oc edit ClusterLogging instance

2.
ClusterLogging CRol A logStore, visualization &l 2} & A| 7] 5} 4] A] £..
3.
ClusterLogging CR<] collection 281 A2 §A gt} A= oS d 9} §AFsoF ).
apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}
4.

3 7] Pod7} Ajul 5 Q=X elgh).

I $ oc get pods -| component=collector -n openshift-logging
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11327

o
kd

117|224 A2

27 7 32+ Red Hat OpenShift Logging Operator 2 x]¢] A3 g APUch. Axe 22578 2
2 2EgZ A WAoo A Y Bl v E o oz} @28 Yl Red Hat OpenShift Logging Operator=
A3t ) o] Y25 o] 20 4| Operator A Ze 28 RUE YL St AL A A ¢ o]
2 g v Eg o] A3} ). 27 Operator A X o] tj gt A g ] &2 ¢ ZE2 AH&ste] =274 AXE
FxAA 2.

27 Alertmanager 1 2=H 25 | &4 351514 -2 79 7]# 27 7 3= openshift-monitoring 4] ¢}
23] o] 2= 2] OpenShift Container Platform =1 €& 2d Alertmanager= A%t}

11.1.1. F2jz 2 /g A Aol A A 52 Ulel] A A=

73 31 UI= OpenShift Container Platform ) 24&9] A2 2 A3 2 /22 310 S S5 A4 2 5
s

Bl Bl A RUEY - A5 2 ol FFth o] ¥AA AL U] Al 744 F2 sl o]
A A, aA % A3 72 el A v

N2z} A o] 4] Observe — < project_name> - 751 & o] 53 t}. o] AP 3L,
& 2 AN AHLE 25 AEH oA A APyt AL HolR o] TAIE A= A
ZZ2AE 5 AT

Fx

Mzt AQo| A= TR A E: <project_names> Z-Z oA AA 2T 5 Y= FHo]
OpenShift Container Platform @ A} 82} A o] T2 A oA AT 5= JdHFUY. 28
8 2H #EARE 22351A] &2 79 4l OpenShift Container Platform =z A €
o AR A5, F4A D AL Gt o] HAIHA eFU T

11.1.2. 99 =871 42

27 5.7 o] v Ao A= WY 3 7]oA th2 73271 A A FH Yt OpenShift Container Platform
) & ol A2E 2 5 AFUTh

X119 =377 A
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733t v A1 A] a4 A=

CollectorHighErrorRate

CollectorNodeDown

CollectorVeryHighError

Rate

FluentdQueuelLengthinc
reasing

11.1.3. Fluentd =3 7] 431

g 7= 9 <value>=

vector <instance>°l| 2] 3j

9 R B AFUH

Prometheus+= 10m o] 4+

Wl g <instance>Z 2=

@ 5 glguth

g FZE 9 <value>=

vector <instance>ol <¢]3j

QR B RS

u}lx] 2t 1hoj| A fluentd
<instance> v ¥ 7 Z 9]
1Rt AR&EF o= =7}
IFUT A g2
<value>¢J 4y t}.

HE Y o/ FEIEHS AX
2 o] 158 T 107) o]

Ut}

¥l ] & Prometheus7} 54 ) 7}
Vector Q1 2E€1 22 2~ g
Sty Ry o

HE T 84 /Y FE 2] 7}
712207 o] 153 F¢F25

Ne z3FY

Fluentd= 7 =7) 7} =7} s} A

3 kAl Bargky ol

o2 74 3+= dAA] Fluentd 22 =3 7] 9] 28] A A d ). OpenShift Container Platform ¢ &
M olF G AT E B 5 YFYh

3 11.2. Fluentd =38 7] 4

7331

FluentDHighErrorRate

FluentdNodeDown

FluentdQueuelLengthinc
reasing

FluentDVeryHighErrorR
ate

11.1.4. Elasticsearch 73 31

EREN

fluentd <instance><j| 9]
3 F 2 =9] <value>d A
L7t 2AAEFU

Prometheus+ fluentd
<instance>& 10% o] 4
23R 5 YaHyh

u}lx] 2t 1hoj| A fluentd
<instance> v ¥ 7 Z 9]
1Rt AR&EF o= =7}
AU A 32
<value>¢] 1 t}.

fluentd <instance><j| 9]
3 ¥ 2 =9] <value>di A
L7t 2R AEFY

=

A A=
FluentD =¥ e /ol F= ¥ 4L
om 7| 2H o7 o] 15% &

F107] o] & d it

Fluentd= Prometheus”} & Azt
2 Fluentd Q1 2B A5 23
W} ok a5y

Fluentd+ 5 =7] 7} &7} 38} A3
3 QThal ®BArgy ok
FluentD &8 279 =+ 7] A 7}

22 o= o] 158 52570

o] g0 W% Egych
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A5 A

ElasticsearchClusterNotH =2~ A7} 28 o)A w7k o) S U th S8 A7 27 &
ealthy 5] 8314 & A shard7t F& 5 A A Y vuf2~E m=7F o4 A E

HA F%e T AFH

ElasticsearchClusterNotH =&~ Ae7} 4 20% 5 =2 o| g5 U th A& shard &
ealthy A o] dFm A ¢

ElasticsearchDiskSpaceR  Z#2~8 = &5 6417 Yol t 223 g7k 5T o= o4y
unningLow Y}

ElasticsearchHighFileDes Z&# 8= o2 A7t dlol] 91 A7t gle A o2 o 4g

criptorUsage

ElasticsearchdVMHeapUs A& ® =229 JVM § A& o] EHUTh
eHigh

ElasticsearchNodeDiskW 1—4 23 oy FZko] BEste] AP E =7 e et &

atermarkReached 12Utk o o] 4 shard= o] == o] &3 5= glaUth =& oﬂ
ﬂiﬂ FE Frreke S s of gy th

ElasticsearchNodeDiskW O 23 o § Z7to] HE2so] A H = Bl &

X
Hir
= rlo

=
atermarkReached &Yt A& shards 7H53st 4 g2 iE‘ﬂ oAl gy EP.
FE Uiz ¥ o Frtst AL o] o] SE Qg H Qld

ElasticsearchNodeDiskW  t] == o § F7bo] HE35lo] (A =7} = YEutad &

atermarkReached gAFU o] =0l &FE shard7 e 2 19 20 = ¢]7]
g EFo) ASgUt. A A8 Fol =2 A=A otz d
AW JNY = EFS FF5E R A oF Fth

ElasticsearchdVMHeapUs A4 ® =29 JVM § A& 3o] Y F ZHUTh
eHigh

ElasticsearchWriteReque  Elasticsearch®] A8 @ =S oA 227] AR 7} Z7}akaL & o)
stsRejectiondJumps ol mEERIEYY EEE tﬂrﬁ‘rﬂﬂ 22+ A5
AggregatedLoggingSyste X3 ® =29 A 2" oA A}&8E= CPUZF U E =54t
mCPUHigh

ElasticsearchProcessCPU  #3 ® = =9 A Elasticsearch7} A}-&3l= CPU7F U F- =54t
High
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2. =4

o)
K

11.1.5. F7t gl &~

AV

Hol EHF AL 73

11.2. 4484 o] 27 33

57014 WAL 238 u) ASAE AHEA A A 2 /1SH W EYS B4 =S LokiStack Wl £
2 74T 5 dEUth AHA AR 4w 2 @59 752 AHg sl LokiStack $2 74 242 24
spal o o,

LokiStack 21 7|9l 31 4 7|59 W EEY -2 8 4 249l LogQL X382 & A g3t ET| AR
Yt} Loki Operatori= 41913t LokiStack =.7] 0l & 3l¥9 =2 S #+2 $4 . 1x.extra- undercloud
,1X. windows ¥+ 1x.medium.

o] 3 LA AL A3l Prometheus 33 7 31 73 o]} Prometheus 33 @39 73 o] ¥3
 RecordingRule CRS ¥ 3}5l= Alerting Rule A}8-2 A 9] & 4~ 2(CR)Z A A 3l oF It}

el N E Al AA B e HdES B 27 /W A EE /1S AXE T 5
Agruth Beld Ado] Y AHFAE AA2Y 5 Ak o SelA ol A e o EeAolH HiEe] U@
220 AD EE /1SR AXS 7HE F dEUth

=7 Alertmanager J1 2025 v 2 3}61R] e N EA A, A =8} FaE 7|2 F e
=2 openshift-monitoring Y] ¢ 2 o] 2~ 2] OpenShift Container Platform = U g3 2= Alertmanager
2 A%"d Y. openshift-user-workload-monitoring v] ¢ 25 o] 20| A A} &2} A o] TZAEE T
193 ol AL 5= Alertmanageryt #43H8 ¢ 71 2R 0 2 o ZelA| oA A 37t o] vl 25 0] 2
o] Alertmanager= A% 1t}.

11.21. &9 74

o
e

LokiStack E2] 74 8471 @43 HU AL8A = 24 A E= 7|52 M EY S EFA
LogQL 234 25 A9 + dFUH

Bl 2= LokiStack CR(AFE 4 €] €] 22)2 54 3te] S8 8488 5 AU th

A 27 A

[}
Red Hat OpenShift Logging Operator 2 Loki OperatorE A x| 3l &t}
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https://grafana.com/docs/loki/latest/alert/
https://grafana.com/docs/loki/latest/query/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://grafana.com/docs/loki/latest/query/
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[ ]
LokiStack CR< A 4 gl 21t}
[ ]
#el4 Agol A5uth
ZZA 2
[ ]

LokiStack CRell o3 AFg 4 o] £ H o] A st £ &43gy.

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: <hame>
namespace: <hamespace>
spec:
#...
rules:
enabled: true ﬂ
selector:
matchLabels:
openshift.io/<label_names: "true"
namespaceSelector:
matchLabels:
openshift.io/<label_names: "true"

Ze) el oA Loki 43 2 &l =19 7

)

A3

Kol
=

m il

27 A3 8 e g2 B s Wl Lvlo] o) F7HE 5 9 AHE R A

274 A% 8 e g2 BA s Wl Lvlo] o) 74 5 A AHE R A

11.2.2. LokiStack ++% RBAC #3 5<1

FAAE TALH AUE 484 ASA HADRS MEA AA 32 A A 7 A2
#2908 5 A5Uh FULEH 4T AG AN B2 RBAC(S @ /1% 94l 2= Alo]) Adko] TH
ClusterRole S HAE R A o] ],
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2 7] 5.8 o]} A &= LokiStackel] 72 2
.

g =

F32 o8

alertingrules.loki.grafana.com-vi-admin

alertingrules.loki.grafana.com-v1i-crdview

alertingrules.loki.grafana.com-v1-edit

alertingrules.loki.grafana.com-v1i-view

recordingrules.loki.grafana.com-vi-admin

recordingrules.loki.grafana.com-v1i-crdview

recordingrules.loki.grafana.com-v1-edit

recordingrules.loki.grafana.com-v1i-view

11.2.2.1. 9

AFgAe) 2o 2 o

SH
=

tilo

ol

FAol g ok 22 AL AT £ Al
A

ol Age) ALg AN AL AN FAL VAL 5 AE B
ﬂ?%ﬂﬂéﬂ%ﬂ%ﬁWﬂl gaE Qe

loki.grafana.com/v1 APl 2 & 1 ol A
AlertingRule 2] ~2=2 A4, 97], Qo E, 244, L}
s FoAgyoh

PN “
F A=

A 9 2ALE
o] o & ¢] A& 2+= loki.grafana.com/v1 AP| &
W ] AlertingRule 2] 222~ ¢} #3 ® CRD(Custom
Resource Definitions) 2] A ¢] & & 4= QI A 7t o] 2] &}
Hais FASAY A S F de dde glsynh

o] o3 &re] Alg- 2= AlertingRule 8] 222 A4,

o= 9 A @ & Qe Berel Ayt

o] o gte] 21-g-#}+= loki.grafana. com/v1 APl &
ol A AlertingRule ] 4~ 2 2] & &= A5 Ut} 7]
T A A e g, gl B ?‘*4% AAE = 3

AR
AT F=glsyeh

o] 9o At A=Y AY FF S AT F U=
T dA L Adgke] dFUTH o] S 9
loki.grafana.com/v1 APl =& 1} 9]

RecordingRule 2] &2~2 44, 917], Gl o E, 2HA],

U g A S ol B ol gtk

Z]

1‘[0 r:i

o] g sto] A&z loki.grafana.com/vl APl =&

W 2] RecordingRule #] 229} #3858 CRD(Custom
Resource Definitions) 2] A 2] & & 4= QI A 7t o] 2] &}
Yh2E FHFAY FE

& e e s Th

o] & 8t¢] A& 2+= RecordingRule 2] &~ A4,
HdulolE 2 2H A & 5= e Aol dFY Tk

AT

o] 9 gto] A-&-2+= loki.grafana.com/vl APl = &
W ol 4 RecordingRule ) &= 22 25 4= I 5yt
71E A ol gk 4, 2hE B A8 HALE F

UA R FF D = glsynh

28 8 54 AHgA ol ol vl sl of Pk,
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2 QT2 AHget= 4 uigld 3o wet Sy Esvdasol 2 HAY & dFUH
RoleBinding 2 B A E 7} A}2-5] &= 79 oc adm policy add-role-to-user 83 2 Al&3l= A ¢ S8 =
H 932 A A Y Y2 o] 2d gt F 25} oc adm policy add-cluster-role-to-user 3 & 2 A&
3 o ClusterRoleBinding S BAE7} A1 25= A4S Z2H 9L Zg2H BE Y YAHo|2d

L S

ke oAl B e Fe2E el 54 ulgl 2ol 29 A Aol dsl ARG AHSA A4, €71, g
ol £ 3 414)(CRUD) 9 &< A FFhih.

=4 U] 2slo] 204 Z 7 72 CRUD gl tla 22 =¥ o

e

uhel g e o] of

$ oc adm policy add-role-to-user alertingrules.loki.grafana.com-vi-admin -n <namespace>
<username>

o %93 g &sol 29 B g F ol thall A AHEA A2 A S H o g,

i

5

flo

ol

#2] A Aol i FH 2 4 nidd BP9

it

I $ oc adm policy add-cluster-role-to-user alertingrules.loki.grafana.com-vi-admin <username>

RBACE AHg-3te] Ad 4o o 28

11.2.3. LokiE AH8-3t] 22 7]ut 51 13 A A

AlertingRule CRoll = © ¢ LokiStack Q128 2o t gt 3 3 25 Adste 489 AHg 4
Webhook A5 A 27} £ o] dFUth £33 ] 33 A5 BodA= #F A5 =0 ALY

AlertingRule CRol| 2% 712 77be] £3H9 4% 228 A3 FH YU
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/authentication_and_authorization/#using-rbac

[ ]

AlertingRule CR ol 7] 7} <t 2314 &2 3o £34d 2 ¢ &Xxd
[ ]

AlertingRule CRel] Z%% LogQL expr 7} 39 ZA$ A2 H A
[ ]

AlertingRule CRS 1@ fradt v =

audit openshift-logging

o1z} openshift-/*, kube-\*, default

A 27 A

[}
Red Hat OpenShift Logging Operator 5.7 o]
[}
OpenShift Container Platform 4.13 o]
ZZA

AlertingRule A}-8-7} 4 2] 2 42(CR)Z 44§t

ol g} AlertingRule CR2] o

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: loki-operator-alerts
namespace: openshift-operators-redhat ﬂ

labels: 9

openshift.io/<label_names>: "true"
spec:

s o] 2
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328

tenantiD: "infrastructure"
groups:
- name: LokiOperatorHighReconciliationError
rules:
- alert: HighPercentageError
expr: |
sum(rate({kubernetes_namespace_name="openshift-operators-redhat”,
kubernetes_pod_name=-~"loki-operator-controller-manager.*"} |= "error" [1m])) by
(job)
/
sum(rate({kubernetes_namespace_name="openshift-operators-redhat”,
kubernetes_pod_name=-~"loki-operator-controller-manager.*"}[1m])) by (job)
> 0.01
for: 10s
labels:
severity: critical 9
annotations:
summary: High Loki Operator Reconciliation Errors G

description: High Loki Operator Reconciliation Errors ﬂ

o] AlertingRule CRo] A A 5] = 4] ¢ 2 5 o] 2~ 9]| = LokiStack
spec.rules.namespaceSelector 3 2] 9} A 3] 5}+= @ o] &-o] Y ojof g}

2]

labels £=2 LokiStack spec.rules.selector A 2] ¢} & x| 5] of g},

©

ol Z g} Hld E o o gt AlertingRule CR-& openshift-*, kube-\* &=+ default 4] ¢ 23]
o] 2o A gk XA g}

L4

kubernetes_namespace_name: ] 72 metadata.namespace 7r3 < =] 3l oF

ol B4 A P2 TR, B FH ooF g
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o Za] A o] A AlertingRule CR¢] <

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: app-user-workload
hamespace: app-ns
labels:
openshift.io/<label_names>: "true"
spec:
tenantiD: "application"
groups:
- name: AppUserWorkloadHighError
rules:
- alert:
expr: | e
sum(rate({kubernetes_namespace_name="app-ns",
kubernetes_pod_name=~"podName.*"} |= "error" [1m])) by (job)
for: 10s
labels:
severity: critical ﬂ
annotations:
summary:

description: G

o] AlertingRule CRo] A A 5] = 4] ¢ 2 3 o] 2~ ]| = LokiStack
spec.rules.namespaceSelector & 2] o} A x| 3} g o] E-o] ojof it}

2]

labels £ 32 LokiStack spec.rules.selector 4 2] ¢} & x| 5] of g},

©

kubernetes_namespace_name: 2] zt-& metadata.namespace 73 & |3 oF g

o}
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ol B4 FrEo| e FR,AT EE M ook T,
ol B4 WEo e FH o vl 2ok
ol B4 Beo) e 7o) va A AP Y.

AlertingRule CRS & &34t}
I $ oc apply -f <filename>.yaml
11.24. F71 g &=

[}
OpenShift Container Platform U E 3 AW
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Ytk
[ ]
do g 208 FASE 27 dZee] 2E7 FolFU
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FELHRIE S SEATLS IS R g I S AsU

12.1.2. &= Ak 74

SEAFS FHA/EE THPULL F, AU 22 59 SEE SEADS FF 5P A2EE 5
guth

278 7 s % A2l FHEEE $H/1E 7 FH2E mso Wz o Sol,
FANG 29 A SE Aol Yt Ixs FHLHAAE A 271 57 SEE 29 304 AU

2 F 71A] ¥y o 2 ClusterLogForwarder CR(A}&-#} A 9] glA )X &5 A 3He AT 5= 9
4t
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1213. 22 AGA &8 45 A 4

ClusterLogForwarder A1-&2} A 2] 2] 4~ 2(CR)E FA3lo] ol gnl e 2 £ -2 X AP o7
A = AFY T

A 27 A

[}
Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

A7 Ago] A&

A A" =9 9] ClusterLogForwarder CRol] maxRecordsPerSecond A 3t 2t-&
.

7Hid

3

& o A ol A = kafka-example o] 2+= Kaftka B2 7 &84 i3] £37] &9 £ % A4S
TS WH S HoFU

ClusterLogForwarder CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...

outputs:

- name: kafka-example 0

type: kafka 9
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limit:
maxRecordsPerSecond: 1000000 6
#...

i
JH
o
il
s
L
v

i
)
Z
ol
o
L
v

2229 £x ABQUD. o] e 2 Katka L2712 0 5 Q= Ao =219]
Olzke 2 o] gL Aoz AFHA FHUdh 712 54 HMe] Aoy =
2 AR FAL 5 Qe A4S A= AAFU T o] ghol 00]W 227t AgE R o
Ut

ClusterLogForwarder CRS &3]t}

9%

I $ oc apply -f <filename>.yaml

12.1.4. 22 Agx} 98 &% A& LA

ClusterLogForwarder CR(*--7 4 9] 2]4:2)% 7430 #AHE SoloE 29 £S5 AT
F gtk Aol EE ug 2ol 2z g1 AR 4P & &
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A 27 A

Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

Bl A gl YU

A A =29 79 maxRecordsPerSecond #| g 312 ClusterLogForwarder CRol] 37}
Figah=

g clA A E Thpa Alukel ool U@ 9 S Al

(o
filo

T PHe BAFU

54 2pa & AHg-st AEl ol ol tf g HEH o] qF A 35 A A st= ClusterLogForwarder CR
9] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> 0
application:
selector:
matchLabels: { example: label }9
containerLimit:
maxRecordsPerSecond: 0 6

s
JH
o
all
e
L
v

2]

gol & E=3lUrt}. o]g g 2hdl o] Podol| &5+ 2 3 U x| 3hA
maxRecordsPerSecond Z =9 XA € A= o]HE A 3to] 3| F A= o]l &-E&F ).
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£ 5% A3 1A P} maxRecordsPerSecond 2 =& 0 o= AAsHH AH oY
o] g 217t A H A %4t maxRecordsPerSecond 2 =& T2 gto 2 AR &4
23 Ao g2 F71 Adelde S EY

A8 gk v g 23 o] 2o A ZAH o] O3k ZH| o] F A e+-S A A 3}= ClusterLogForwarder
CR] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> 0
application:
namespaces: [ example-ns-1, example-ns-2 ] 9
containerLimit:
maxRecordsPerSecond: 10 G
- hame: <input_name>
application:
namespaces: [ test ]
containerLimit:
maxRecordsPerSecond: 1000

s
JH
o
all
1S
L
v

Y] A3 o] 2~ £ 9] t}. maxRecordsPerSecond = =) XA ¥ AE o] A3
o] g v 2so] 29 »E AH o] A&t

&% AL FA 3t maxRecordsPerSecond 2 =5 10 ¢ = AAsA vydgd
v g =so] 29 7 Aol dis] =3 Hd 107]9] Al Z =71 =3 Y}
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ClusterLogForwarder CRS 2 &3]t}

9%

I $ oc apply -f <filename>.yaml
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22 2Edg AasAL ARG 2dx 96s 20 ~EY S Ay ste] A2
3}

A
FH=Z 7|bto g YA =E A A AU

12.2.1. 9814 &= 221 G F=E 2
ERS H7gUT w171 AR

EFIH/ FAHEE 2a a7l A9 Aol 2wt 2 2E
A AT AAFE QA =2 El]:'EE AHA U o
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A 27 A

[ J
Red Hat OpenShift Logging Operator7} A x] ] o] 1t}
[ J
7 Aol AFh
[ J
ClusterLogForwarder CR(A-8-#} A 2] 2] A& 2)2 A AHFU .
ZEAX

ClusterLogForwarder CR2] Z | A}l g AL 7154 ).

2 dANAE AFAS 7ZIwte g 2 P I =5 24| 51 = = ClusterLogForwarder CR
£ A= IH S RoFY

ClusterLogForwarder CR<] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: drop ﬂ
drop:
test:
- field: .kubernetes.labels."foo-bar/baz"
matches: .+ 9
- field: .kubernetes.pod_name
notMatches: "my-pod” G
pipelines:
- hame: <pipeline_name> ﬂ
filterRefs: ["<filter_name>"]
#...
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338

28 432 A9 FUchdrop BHE Be TAF A sk =7 AH=S ARG

=§ RHE 4837 98 74 S AP

23 YIE A o FE FIbskes H AR H = HEEC g 7S A- YL

H2Eo N AH R E Z70o] trueo|d | 2EV} £3 53 21 g Z =7} 2HA 4
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U,

drop 2E 74l ta] <2 BlAEs AAHY HAESL SR g 2=} A
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7t 52 2a g IzoA H =7 et E |3 70| false= H 7}

2
i
i
2
ol
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SIS

2agIeo g A Fdor FEE A= A2 E AF P B =2+ alpha-
numeric T2 9 ¥ =(a-zA-Z20-9 )2 ¥ 3 5 ,\,1’\1/]1:}(01]

.kubernetes.namespace_name ). 4] ZH E o] o] ¥ 9| = HloJ &= FA7} i?: 935 "11
JHEE 43312 FoloF gy }(d: .kubernetes.labels."foo. bar-bar/ba .9 "H =
T2l °4E1 JE AR5 TS F AN HEEV} F343513 drop ZEHE ’5‘}34 o
i true= F7hs ol of Pt}

A4S AZPUG. 22 92 =7t 0120%*‘4 YA t= A5 AF d2Z=71 A
A}, ﬂ% Hc 7 29 3] matches =+ notMatches =7 & AA S = YAWN =
AR = lFU .
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=
T

o

i b

4 i

S W2 233t ClusterLogForwarder CRS # &3 o).

I $ oc apply -f <filename>.yaml

7} <l

ge 7 AN E $A <97} =

FUoh

flo

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- nhame: important
type: drop
drop:
test:
- field: .message
notMatches: "(?i)critical|error”
- field: .level
matches: "info|warning”
#...

o)

rE
Ut
75'00

T

o ¥ 1o

Lo ofy

1 2 4

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- hame: important
type: drop
drop:
test:
- field: .kubernetes.namespace_name
matches: "open"
test:
- field: .log_type
matches: "application”

dol el A= A2 5 ¥Fste A Aell= ==
& delM e B 2E 74| true2 F7HEA A2 =7 AU 28U F AA 2
FE ALFE B trueE 71 25 truesd oF gyt

A A5 E F7H

AE

2 YIZ=T FA =S drop ZHE 7St S B

g 23e
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- field: .kubernetes.pod_name
notMatches: "my-pod”
#...

W= gE 74

[0

1222. 21 A= A=

il

Qe BE7F 7AEE 23 5971 A9 Aol BHo| et 23 2=WL F7hEU T 5771 Pod
FH% 2o e g AEE AASe] 23 dm=g AP

A 27 A

[ J
Red Hat OpenShift Logging Operator7} A x] ] o] )1t}

A Aol AFUH

ClusterLogForwarder CR(A-8-#} A 2] 2] A 2)8 A AHFU.

ClusterLogForwarder CR9] prune A}l 2 4 S F71g4 .

g2 dAdME D A S 7Iwter 21 I =E A5 = ClusterLogForwarder
CRE& 7 43t= S RoFYh

&t A48 A3 94 notin ol me} 231574 92 e, o] A in )
Ak $4FUh notin WAL AHg-ste] AR =E G2t in WAL AL St
g Av.

ClusterLogForwarder CR<] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:

filters:
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- name: <filter_name>
type: prune ﬂ
prune:
in: [.kubernetes.annotations, .kubernetes.namespace_id] G
notin: [.kubernetes,.log_type,.message,."@timestamp"]
pipelines:
- hame: <pipeline_name> 9
filterRefs: ["<filter_name>"]
#...

28§32 AF Ptk prune D= 7Y WES Fol 272 A= PG

t}.

2]

prune Rl & 2-43t7] @ 74 4L AYFUTin L noth A=& 2 #3=
I AR AR o FRA ZE AR MdE AAFU . o3 AR =
alpha-numeric ¥z} @ ¥ =(a-zA-Z0-9_ )< ¥33 5 AFUtH(dl:
.kubernetes.namespace_name ). Al ZHE ]| o] HYE Hoju= FX7F £¢H Z - Al
JHEE w2 E 2 Folof (o : .kubernetes.labels."foo.bar-bar/baz".

Al A1g: ol vjdo A AFH RE F=EE 2O I 0A AAGYL.
Ae) Abg): o] W Aol AR HA & REHEE= 22 A=A AAFU.
prune Z €7} &5+ vpo] 229l A d .

S 432 233t ClusterLogForwarder CRS # &3 o).
I $ oc apply -f <filename>.yaml

12.2.3. F7t g4~
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EALAI2ERlo g 20 A AR

12.3. el ol gl 2 =1 DE Y

ClusterLogForwarder CRol| A 222 e g 3lo] 4 A9 712 A1L5lo] vlgdo]HE 7|ylteo g A
A2 2EZS AAsAY ZAT = U B EE N AE 20 AAAL 36 AL A9

ste] 53719 ul]J_a] 9 CPU %315 &Y + &Y
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42 Ad7]S AHg-ste] vl 2slo] 2 % Aol o] §& JWo R fFe Aol 218 EFFHAL

A 27 A

Red Hat OpenShift Logging Operator7} A x] = o] 1t}

227 Ago] A&

ClusterLogForwarder CR(A-8-#} A 2] 2] A 2)8 A AHFU .

ClusterLogForwarder CRol| Y] ¢ 223 o] 2 @ A o] o] F& X357 Al 95l +4
< F7H .

342



ke Aol A = g 23 o] 2 B Adolu] o] & EgatAL A9l sk

ClusterLogForwarder CRS /4 8= i S HoF .

ClusterLogForwarder CR<] <

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder

#..
spec:
inputs:
- name: mylogs
application:
includes:
- hamespace: "my-project”
container: "my-container"
excludes:
- container: "other-container*" 6
namespace: "other-namespace”
#..

ol g vl PLF o] oAt 225 TS =S A I

ol g Ad oo 222 FHIEE AAF Y.

238 53 W FAS g 2asol 2z AU A4 F T
228 A8 W 2 Aol AES A4 T

o2 ¥4 2 43 35}o] ClusterLogForwarder CRS & g3}

I $ oc apply -f <filename>.yaml

Jfu
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excludes &4 o] $-A s},

A 27 A

[ J
Red Hat OpenShift Logging Operator7} A x] =] o] 2 1t}

B4 Aol YU Th

ClusterLogForwarder CR(A-8-#} A 2] 2] & 2)2 A AHFU .

ClusterLogForwarder CR2] ¢ & Al<¢o] ZE 4

o

F7tgdh

o3 oA A= 2pl R34 = A5k 2 J)/3kel vt 225 EFEES
ClusterLogForwarder CRS /4 8= i & HoF .

ClusterLogForwarder CR<] <j

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs
application:
selector:
matchExpressions:
- key: env ﬂ
operator: In 9
values: [“prod”, “ga”] 6
- key: zone
operator: Notln
values: [“east”, “west”]
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matchLabels: ﬂ
app: one
name: app1

AR A2 FolL 712 AR

2]

Operator= XA ). a3 ghol = in,Notin,Exists @ DoesNotExist 7} 2154
=8

©

F29Y 7o) v 9L A g} operator %ko] Exists === DoesNotExist o] 7} Hj
& o] vlo Qlojof FUt}.

L4

o
J (0
&
)
A
fir

w82 Ay

S W2 233t ClusterLogForwarder CRS # &3t}
I $ oc apply -f <filename>.yaml

12.33. 222 AL 9 ol Zal 2 9] P Y

A48 A7 E AL gl 208 5HY AL R Axe} 22 BRe HoT 5 AFUTh

A 27 A

[ J
Red Hat OpenShift Logging Operator7} A x] =] o] £ ).

Bl A gl YU
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ClusterLogForwarder CR(A-8-#} A 2] 2] A 2)8 A AHFU .

ClusterLogForwarder CRol| A ZFA} 2 Q1= g} 4~

]_

i
ol

9]

rlr
-
oX
il
3
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3
L
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T} o Al o] A = aduit 2 infrastructure 425 A 2] 3} == ClusterLogForwarder CR&
TS WH S HoFU

ClusterLogForwarder CR<] <

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs1
infrastructure:
sources: ﬂ
- hode
- name: mylogs2
audit:
sources: 9
- kubeAPI
- openshiftAPI
-ovn

Node: ==9]A A =1

Aoy Y 2do] 2o vl XH YIaRE=2] 2
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[
kubeAPI: Kubernetes APl Au|¢] =1
[
openshiftAPl: OpenShift APl A n]e] 21
[
auditd: == auditd Aq¥] 22 21
[

OVN: 9 Z 713 Y EQ 3 Au| 2o 2

S 42 233t ClusterLogForwarder CRS # &3 o).

I $ oc apply -f <filename>.yaml
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13%. 2l 22 o ok
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A 92 A4 U

294 Pods 23 steid ==9] el 3 U3 71/3k == A9 77} Podol] 2lofofF Fuot.

1311 == A7 F W

Pode] == Md)7]9} == 9] gl & ALg-5to] Pod7t o ksl & 91X A& 5 AF U
71E A1-&-31H OpenShift Container Platformol| A d 3] 5}+= gl o] £ 3HH =] PodE o 23y

L=
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A
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i

== A7) E ALgste] 54 wEo] 574 PodS WX 53, Fe 2H £F wE M7 E Aol 2
2¥9 54 o] A| PodS WA 83, T2 AE == HEl/] S Algste] 54 wmso] Le A A
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g S0l 2e=H HAE ASeAA A ARA7} A4S RE Podol] == AE) 72 ¥t
AR A2 7 17k ol W Pod S ME e 5= 9l 122k AR E S itk of AN 2o
2HE F Ao 2uH do]gAH 57 2 A YUt} v]Fo A= =9 g 2 ys-east, us-central
= us-west= XAt of Ao} e H Y A A (APAC)OIIH = =x29 282 apac-east =+ apac-
westZ A A3t A= AA S Podol] ;== A7 S F7138le] 39 ==of Pod7} o e =2 &
T AFUH-

Pod @ HAEo| x-= Ael7]7} E3so] YA A st Filo] Yt =27 gl 45 Pode o o
ahA ek th

348



137 gl 42 o ¢}

U3 Pod 749 =5 ey % e = fAYS A U F 9 BE FHAN =2
ol i & Pod ] 1 2 Ao} g th.

nodeSelector ¢} nodeAffinityE & o} 44 sl= 4§ PodE $H =9 4
k5] el A= F el E 25 F58oF .

nodeAffinity 3 3 14 ¥ nodeSelectorTerms= ol & 7] XA 3= A
nodeSelectorTerms = sl E =311 Pod=E =9 o 9Fst 4= 45Ut}

nodeSelectorTerms ¢} <14 ¥ matchExpressions= o] 2] 7] A A 3= A-$
2 & matchExpressions& 5= w2t PodE ==0f o 3 5 JFU

= g7 9@ 2o ALe5le] 54 Podst o ok =2 Aol & 5 &t

= AE )9} B S ALgstE W WA Pode] A4o] 2AHA REE Lo FAS Qe o
2 = A9/ 2 Podd] =7+3 o
2N\ 4o
é 2 X
4 ,i@ doFg 7= Poddl] == AE 7|2 A4 32713 4 QaUch Ml 743 gol
_____ )4 PodE o] 3= 9 BA| o) ghul S 24 & oF Tt}

o £ Eo] t}2 Node ¢ H A E o] = region: east 2} o] Q&1 ).

Zhdl o] 21 = Node S HAE M

e

kind: Node

apiVersion: vi

metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/vi/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11e9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
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e L

350

labels:
kubernetes.io/os: linux
topology.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
topology.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
node.kubernetes.io/instance-type: m4.large
kubernetes.io/hosthame: ip-10-0-131-14
kubernetes.io/arch: amd64
region: east ﬂ
type: user-node

Pod == 41 7] s} A sl o} 3H= ehA A th.

Pod<l = type: user-node,region: east ;== A&l 7] 7} A F ).

A€ 7171 9= Pod 2 HA E A Z

apiVersion: v1
kind: Pod
metadata:

name: s1

#..
spec:

nodeSelector: ﬂ
region: east
type: user-node

#...

== g Aok iz = A YUtk RS 2}

glolof gtk

= 7)ol hg o] 2ol



137 gl 42 o ¢}

o)Al Pod AHeF2 Abg-3he] PodE 44 5H4 ol Al :=Eol o k& & Y&y th

= A9 7

s

-}

7w g2 5

N

712 2892 & == Ad7]1 & AHE-sHE sl S22 E oA PodE A4 1 OpenShift
Container Platformol 4] 7| 2 ;== A&l 7)1 & Podol| F7151al U X3t 2l & A1E-51o] == oA
Pod& o 23Ut}

27| %] Operator A2} A 9] 8] &29] ¢

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

33 F8 2H 9 == type=user-node,region=east @l o] & .

Node ¢ H A E 9] 4

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...
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= A 7|71 = Pod 2 B A E 9] 4o

apiVersion: v1

kind: Pod

metadata:
name: s1

#...

spec:
nodeSelector:

region: east
#...

[>

H E =AY

o)A Fe) 2l A o)A Pod AHFS AL§-3te] PodE 44 514l Podst 2l
715t @7 4 e] ehol AP wmEol o FHL k.

Pod7} 2hlo] X 8 == = Pod E=9] o

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <none>

Pods A48 e s LedE e A7} s A5 89 49717 2
28 4% = Az uc $48 Podo] Z2AE == HEs]7} glow Pod
7t A A AL el okl A @i

[k

ZAE - A4 7]
EZZAE = A7 E ALL51H o] ZZ A E oA Pods A4 T o] OpenShift Container

Platformel| 4] Pod]l == M€ 7] & F=71stx gl o] A A sk =20 PodE o oFut}. S22
TEZIE == A7 A Ay ZRAE 2= A9 717 AR Y
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oq =

it
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o] t}& = 24 E o &= region=east ;== A= 7] 7} A5}

Namespace @ E 4| E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

S ==& type=user-node,region=east z}'# o] 51Ut}

Node $ B A E 9] ¢

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

o] oA ZEA E A oA Pod AtLFS AHE-5to] PodE A4 61 Pod7t Z2AE =& A9 7]
o} &7 A3 H o] pio] A H =0 d gy

Pod ¢ B A E 9] o

apiVersion: v1
kind: Pod
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metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

Pod7} gl o] A H =9 A= Pod 559 9

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <nhone>

Podol Tt & == A8 7|71 39 2A$ T2 A E 9] Pod7l A H A d 2k A 25Ut o 2
Eo] 043 PodE oA Z2 2| Eof v £31A Pod7t A=A 5yt

w= A7t $554 22 Pod 2 BAES] o

apiVersion: v1
kind: Pod
metadata:
name: west-region
#...
spec:
nodeSelector:
region: west
#...

13.1.2. Loki Pod ll %]

Pod9] 3] & 9x == & AEl 7] E AL2319] Loki Pod7 A8 H &= =52 Aojstal b2 gazce
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7t =S ALS A REES T 5 dFU
LokiStack CR(AH&-#} A o] 2] A 2)L AH&-3le] 22 A Z 4 Poddl 318 932 28313 =& AL

o) P ol taints A 8% 5 Y&t w0 =S HAES 5§54 S W E PodE 74
L5 =9 A A 5= 7 %k%“‘b]l:}. U2 Podoll Q1= 54 7]:3 AL AL 351A SlF oA 21 A
2 Podyt A3 e 5 A5 th,

== A= 7] 7} 9= LokiStacke] ¢

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: """ g
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
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dold o] x3E === olFH

fr
v
o
o
i
XN
oX,
29
L
fu)

o|A oA A A =E Loki Pod:= node-role.kubernetes.io/infra: """ 2}#lo] Z3tH =2 o] %
Y.

r= A9y 9 3§ 271 I &= LokiStack CR2] <]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
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indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra

137 gl 42 o ¢}
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value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

LokiStack(CR)2] nodeSelector 2 5] & 93 B =5 A 3512 oc explain H 33 A&
iz g Adg L I2es E 5 UAFUH

I $ oc explain lokistack.spec.template

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

$ oc explain lokistack.spec.template.compactor

2 o

o

I KIND: LokiStack
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VERSION: loki.grafana.com/v1
RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

13.1.3. 274 38719 Ui g g &2 A 2 2AEH

A A= FL T Ul 2 o] 29 i1 X == ClusterLogForwarder CR3} 5 gt o] 50] A=
ClusterLogging A1 A A 9] 8] 2 2(CR)E A3t 3719 g2 = 2AEY L FRAT F AS

U,

W] oA o8 21 A2AE A4S 1 ClusterLogging CRol| 3 &5 += 20 =
managementState 2 collection ¢ Ut} b2 =& 2diz= FA g Y.

A 27 A

[ J
Bl A A gl YU

Red Hat OpenShift Logging Operator ] A 5.8 o] o] A X5 o] &5}

ClusterLogForwarder CRS A3l &5y}

71 ClusterLogForwarder CR2 #] 913} ClusterLogging CRS A A v t}.

ClusterLogging CR YAML9] <]
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: <name> 0

namespace: <namespace> g
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

o] & & ClusterLogForwarder CR=} <! 3j oF g1 t}.
Y] ¢ 2~ 3] o] 2~3= ClusterLogForwarder CR=} 5 3 of g1t}

th& 9% -2 Q3 s} ClusterLogging CRE -8 3t
I $ oc apply -f <filename>.yaml
13.1.4. 27 53 7] Pod ®.7]

27 57171 Pod 2 43 9 Y ==

i
e
o
30,
oy
W
v}

Z2A 2
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ZzAEd A g BH S daste] 27 5717 Pod % AN FRE gtk

$ oc get pods --selector component=collector -o wide -n <project_name>

2 o

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
<hone> <nhone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <nhone>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <hone>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 workeri.example.com
<hone> <nhone>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <nhone>

13.1.5. F71 &2

== HE7]E AHgste] 57 =0 Pod vl %]

13.2. |2 E @ 3§ Q= ALE-3t] 7 POD ujj x| A o]

o
ofo
lo
2
i
S~

79/ 55 AHg-3HE Podell AA e 58 237k QE A% =0l A Pod o %ke AR 5 A5

Node A} (NodeSpec)2 53l
A2 A4 PUT =0 HAES

A}°¥(PodSpec)g_ &3l Podel 3 -&
42 7 e A5 2AEYANA HT

) H‘
o |
1
2
U
o
o
=2
x
k)
rO
{m
i 'U
33 o.

==o] Podg WX 3 4 5.

H-3hd =04 o oksjof st (E Al Fsl A& ¢ F) PodE Ao & 5

=8

.l_
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apiVersion: v1
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: valuei

#...

Pod AHete] 318 @3 e

apiVersion: v1

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1”
effect: "NoExecute"
tolerationSeconds: 3600

#...

HAE

ya
i

2 g o] -2 key, value % effect= 774 = o] JFH T

X131 HJAE 8 S8 old 74 84

o 7 v 5 a4

key keyi= 2t 253 A¢] BT}, 7]

1
p
A, 3ol &, 4, RES EF T F A&tk

Mo
)
5
ir
Hr

AbZ A A3l oF s 4}, 52
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ujl 7 ¥ 5= A
value value= Hj 63 A8 EAE YU 3o B w222 A &haj of sl 4,
AL, sl E, M, EES 28T UdFUT
effect s 8E T et E Ay Iy
NoSchedule "

o HJE UX3lA &= Al pode S
o o e A FF YT

o =29 7/|ZpodE 2 E FAF Yt

PreferNoSchedule o HelEs UK A &e Al podi 6%
Lo o FAA T 2AZFHE
A sk U Th

o »r2o]7]Epode atE FA P

NoEXx
oExecute o El9IEo] QA a4 2 Al podis &S

o ook & gleuith

o AX3t= E o]l gl =] 7]

= pode Al A Y TH

operator
P Equal key/value/effect v 71 1 =71 & X 5 oF 3
t}. o] & 7| Bk yth

Exists key/effect v 7§ ¥ 5=71 & =) sf oF g T} L 2] &}
=l value v 7 952 g7 Fojokaty o)

ZAEE Z g9 =9 NoSchedule HIQIEE F7l5l= A9 o 7| 2R o 7 7l =
node-role.kubernetes.io/master=:NoSchedule H] 2l E 7} ¢] o]o} g},

& 59 va3 sy

apiVersion: v1
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-
master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdc1ab7da414629332cc4c3926e6e59c
name: my-node
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#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master

t}-S H] 21 E+= OpenShift Container Platformel] @ =1},

node.kubernetes.io/not-ready: :==7} 1] AH o] AA GHFU ol == A
Ready=False<] 3 331}.

node.kubernetes.io/unreachable: = =7} == A E
= %7 Ready=Unknownol 3] 33 t}.

node.kubernetes.io/memory-pressure: :==oj u| 2 g] 1= EA| 7} Q54T o]
Z MemoryPressure=True°l 3334},
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node.kubernetes.io/disk-pressure: :==9] tj23 B= FA7F JFUH ols == 4
DiskPressure=Truel sl 331 t}.

node.kubernetes.io/network-unavailable: == J|E Q3 & A} &3 4 Q&5 ).

node.kubernetes.io/unschedulable: == 2 o] ok 5= ¢l Z=1] ).

node.cloudprovider. kubernetes io/uninitialized: == AEE& 7} 9 =849 = 233}
2 AZEA o] HQE ko) AL B2 2 Z A Yt cloud-controller-manager?] A E
Eg7t o] ==E x7]3}sA kubelet°l o] HIRIEE A AFY .

node.kubernetes.io/pid-pressure: ==9]| pid pressure’} JFU T ol == A
PIDPressure=True °l 3] 23 t}.

OpenShift Container Platform2 7] ¥ pid.available evictionHard & 23
34 ey oh

13.2.2. Loki Pod nlj X]

LokiStack CR(AHg 4 4 9] #] 4:22)& ALg-3ke] 21 44 Podol 51§ 9S4 §3t3 == AR}
o] Y& ol taintE AL+ etk =0 HAEE HAES 5] §31A g 2 Pods 7438
£% wSof JA S 713k AU th B Podol 9l 54 71:@ 42 AHgSHE AlY =sol A 271 A
%2 Podyr 4% 4 AFUTh

== A9 77} 9+ LokiStacke] o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
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#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: """ 9
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:

== d7le] 485 74 24 Pod 432 A4 H T
o Fulo] ¥E =R o] 55 & PodE AR T

o] A J A FA A == Loki Pod= node-role.kubernetes.io/infra: """ @}#lo] 3t == =2 o]|%
Iyt

»x Agy] 2 5L 93171 9= LokiStack CRe] o

apiVersion: loki.grafana.com/v1

kind: LokiStack
metadata:
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name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
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node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

LokiStack(CR)¢] nodeSelector @ 3] & ¢ 2 =& A 3l2]4A oc explain 3§32 A&

Paze] @AY L AES 2 5 dFU

I $ oc explain lokistack.spec.template

2 o

o
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KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

AAE N e 59 RES Fobe 5 A

$ oc explain lokistack.spec.template.compactor

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>

NodeSelector defines the labels required by a node to schedule the
component onto it.

13.2.3. 3] & 2= At&3l 21 3 7] Pod ] x| A o]

Ned o 27 577 Podol & Tt e 318 ox 74l dath

137 gl 42 o ¢}
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apiVersion: v1
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists
#...

A 27 A

[ J
Red Hat OpenShift Logging Operator 2 OpenShift CLI(oc)E A x| 35Ut}
ZZA
1.
o0& 99 e AYstel 24 $707) Podol A 27 7] Podg dloket =d HIES F
7Hd

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

9%

I $ oc adm taint nodes node1 collector=node:NoExecute
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o] o o] 4] = 7] collector, Zr node 2 taint &3 NoExecute= node19] taintE wj x| 3] t}.
NoExecute taint & 315 A}-&-3] o} g t}. NoExecute+= tainte} & x| 3l+= Pod 7t 2A| &3 313
A %] 81A] &&= 7]1E Pod:= A AJY L)

ClusterLogging A8 =} A 2] 2] 4~ 2(CR)<] collection =€l x5 HF 5l =7 =% 7] Pod
o & 3-8 eaE FAEY

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:
- key: collector ﬂ
operator: Exists 9
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

w=o F74e 718 AT

key/value/effect vl 7l ¥ 5=7} A X & A& 2 731 = = Exists Operators A7 gt}

NoExecute & 35 A A ).

Aa A o 2 tolerationSeconds vl 7/l 42 2] & 51o] Pod7} Al A 7] A7LA] =0
vl g = = A1 7S AR g
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o] 3] 8 93+ oc adm taint B & o = AA A tainte} U X gt} o] 3L 23171 9= PodE nodet
o o ks 4= A FU T

13.24. 274 #3716 g g ax 74 9 2AEY

BelAE B @ Y250l 20 97 A 5= ClusterLogForwarder CRz} 5 3 ol o] Y
ClusterLogging AH8-# 4 9] 2|4 2(CR)E A stel #3719 Pax B 2AEYS F43 F A&
Ut

9 rf

" Zo| A o 21 AZAE ALL-E v ClusterLogging CRell 3 &5 = 26z =
managementState 2 collection ¢ Ut} b2 2 & 2diz= FA g

A 87 A

Bl A gl YU

Red Hat OpenShift Logging Operator ] A 5.8 o] o] A x| 5o &5

ClusterLogForwarder CRS A4 35U ).

713 ClusterLogForwarder CR2 ]9 5}+= ClusterLogging CRS A A 3 o}

ClusterLogging CR YAML9] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <hame> ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
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effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

o] & & ClusterLogForwarder CR=} 5 <! 3j oF g1 t}.
Y] ¢} 23 o] 2% ClusterLogForwarder CR3} 5 < 3j| of gt t}.

S W3S 233t ClusterLogging CRS & &g t}.
I $ oc apply -f <filename>.yaml
13.2.5. 27 53 7] Pod ®.7]

=74 577 Pod 2 49 59 9 ==

i
e
o
30,
oy
L
i)

ZzAEd A g BH L Jaste] 27 5717 Pod 2 AN FRE sghth

H

$ oc get pods --selector component=collector -0 wide -n <project_name>

2 o

o

NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
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<hone> <nhone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <nhone>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <none>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 workeri.example.com
<hone> <none>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <hone>

13.2.6. 71 gl &~

LEEHRJIEE AL
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sto] Pod vl 2] A o]
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A‘;L Fel

ClusterLogging CRS 243l = PVC(E+ & Q)7 AAHA &
FUd YA PVC, PV(F+ EF) 2 34 diolH & AHAstE A F71 24
S Fd s of . PVCE 3l A| st A Y 2HAI 1A PV7E 2HA] =] 5L gl o] E| &

Aol BT 5 ATk

6.
ClusterLogForwarder CR& A 4 gl 73-¢- ClusterLogForwarder €9l J+= &4 v
]
L]
]
£ 293 g3 AHA R 9 Fax F o A4 & 8Py
7.
Operator —~ 4 x| ¥ Operator = o] x| = o] ] t}.
8.
Red Hat OpenShift Logging Operator &9 = &4 wl ¥
]
L]
]
£ 293 g3 Operator 2] A| A S ZYFdh.
9.

A9 A}3}: openshift-logging = 2 2 € 2 AbA| g o}

“;L 9

openshift-logging T= A E £ AtA|51A PVC(F T+ 2F SdY) =2 ¥
ot G vl =o)X B E F&o] AAlgU. 24 HlolH & A8t
2] openshift-logging Z 2 3 E £ 214 31 K] u}l4 A] Q.

¥ - Z2AE oA = o5k

openshift-logging T2 A E do] J= &4 v
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Red Hat OpenShift Logging Operator & 33 2] A2 E o} F A ASHA] &L 7

[e]
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ClusterLogging A}-8-# A 9] & &2 o] 4] LokiStackel] tj 3+ F =2 A AAE )

EZ A
1.
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Yt
2.
AHEAF A 9] BlAa2 Ao AR AR do]R oA JA2HAE FEH P
3.
A" XA o A= 34 vl
]
]
]
£ &8¢ v LokiStack 2HA) & S8t
4.

Administration -~ Custom Resource Definitions 3 o] X] & o] &3]},

5.
LokiStack &l = &4 v+
]
L
L]
2 29353 A2 A A9 Fax o Ak 2 A9y
6.
RLBAE 2EA A ARSE AA Y
7.
Operator —~ A x] ¥ Operator = o] A = o] & ] t}.
8.
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L
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£ 2493 t+5 Operator 41 Al A& 293Ut
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it
iy
©
&

t}-& Elasticsearch 2HA] & = g}

4.
Administration -~ Custom Resource Definitions 3 o] X] & o] &3]},
5.
Elasticsearch &9 J+= &4 v %
]
]
]
2 2953 A2 A A9 Fax o Ak 2 A9
6.
QLBAE ~EZA A AR S AHA Y.
7.
Operator ~ A x| 9 Operator 3| o] A] & o] 5 g1t}
8.
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]
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& 293 o3 Operator A X A/ AE S
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o] Y| ¢ 23 o] 2] Tt 2 ZF 24 Operator7} A x4 79 openshift-
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P sto] A1 13 the AAl 2 2

i s} A}l openshift-operators-redhat
Fuoh

o

14.5. CLIE A18-3l9 &3 2FlA OPERATOR 2}

Z 82 #2 A= CLIS AHS-3he] A3 v 25 o] 20 A A X | Operators 2HA| & 4= 51 th

A 27 A

[ J
cluster-admin @ 3to] 9= AR S A}12-31<] OpenShift Container Platform Z 2] 2€ o]
A2 = AFH

[ J
OpenShift CLI(oc)7t ¢ A 2Hlo] A o] A X = o] A5
ZZA 2
1.
75 % Operatore] Al v] A (q: A v] 2] 2=-operator)o] currentCSV I =oj| 4] 2] 5] =X]
gl g .

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-
serverless -0 yaml | grep currentCSV

2 o

o

I currentCSV: serverless-operator.v1.28.0

A B 233438 A4A gh oh(el : 4 Wl 2] 2-operator).

$ oc delete subscription.operators.coreos.com serverless-operator -n openshift-
serverless

2 o

o
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I subscription.operators.coreos.com "serverless-operator"” deleted

o] A @A 2] currentCSV 73 AH&-31o] t/d d] 9l 23] o] 24| ] Operatore] CSVE 2HA g
Yrth.

$ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless

2 o

o

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted
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158. 2193

2N WRI 21 gI= g B=r}

92 F gtk 2 dFEE AWE o2 JSON A
EES EEREILEDEREERERERE RS

Elasticsearch 2 Kibanacl| 4] ol2|gt 2 =& AAsteiA AT o AA A = o] AHEFY .
o 2 So] Elasticsearch /_search URLZ Kubernetes Pod o] && 3o 34

/_search/gq=kubernetes.pod_name:name-of-my-pod=E A}-&3}.

I FE G 2E UTF-82 A3 gt} vlo] A &2 structured Z =71 Y= A § o] =7}
S Hlo] & & dF Ut structured o) & A1 W &2 AP S FxsiAl L.

dolg #¢ text
o Al Zk HAPPY
STRUCTURED

T%3E e BAEQ AH 27 3JEQUt}. o] D= Forwarder7l 7+%31H JSON 218 78 B4
SIEE FAE Ao EAT F AFUL. 98 2 FEo] 83 FxIE 29 AL o]l Bud=
Y3 JSON 7x7F =gt 29X ¢f oW o] == Ho] YU} glem message =9 = A
Z 2 WA X 7} £33 U} structured 2 =0 = 21 WA Ao 23 519 B=s YL 5 Jon o)

ol Aol A @] Yk

goly 3 group

ol Al Bk map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618

worker:0]

@TIMESTAMP

EAHONRET AAHAY ZAR A LNS S F = A E2FHNREEM AL FHE o IAH=
UTC AUt "@" HFA e 54 852 dod 2= Uiyt g &9 =771 7|23 o=
Elasticsearch& A& 3} “@timestamp” & 25Ut

doly 3 date
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of| Al 7k 2015-01-24 14:06:05.071000000 Z

HOSTNAME

o] 22 WA A 7} Al &H S AE 9] o] ¢t} Kubernetes 2 2F o 4] o] kubernetes.hosts} =
g

dolE 3 keyword

IPADDR4

a2 9] IPv4 F2YuUth Mol B 5 AFUth

dole 8 ip

IPADDR6

AHg 7bsd A% 2 A9 IPV6 F2YuUth M del B 5 dFUth

dlol 8 f3 ip

LEVEL

olft
o
i)
&
fu)

o
&
¢
1o
t
oY,
2
N
ins
L
v

rsyslog(severitytext property) Python 27 =&

o} gh-esyslog.hol A 7kA . 3 1 9ol sl Fal= S=47F U

[ J
0 = emerg, A| =51 A& 4 iU Th
[ J
1 = alert, A =X & FAs&loF Fo}.
[ J
2 = crit, A 73 Fed Ut
[ J

3=err, 27 FH AU
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http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l51

E]’\:l‘l"

4 = warn, 73 3 A g}

5 = notice, A Fol At T2 3 FeE J Ut

o
1]

5
)
o
f
i
2
ofd
d
i
v

7 = debug, T¥l 2 57 WA A Y1 .

< syslog.he] L7} of A g d 2] AL gy

8 = trace, trace-level ] X X] = debug | A| A ®.t} ] ZA g o}

9 = unknown, 27 A| 2"l Q148X L= ke A

e

A4,

5% 2192

=

g T 33
3 ==

g 2R ANERY 2O FFE B T4 £9E ol 559 7HE 77t 4 A 5 wWiB3dUn A=

o] python =7 9|41 CRITICALS

golg &3 keyword
ol Al gk info
PID

AHE 7158 A9 o]= =7 JlE e A A IDYY T

golg &3 keyword
A H] 2
g 7153 A =4 AEE g 3B Al 20 o] AT o & Sof sysloge] APP-NAME 2

rsysloge] programname 442 A 8|2 H=of w3 g},

tolg #¢

keyword

crit2 ERRORE= err 53 A X A1 4+ A5}
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167. TAGS

He) 4G 57 7] = JFshr1ol o3 2t 220 v A9 Operator <] ¥ 1 222 A gt v
J2EL FWOoT TEH EAY Eo] it EADol A AL £29] JSON H59 5 d&Uth

dlolE f3 text

FILE
TRNA o] 2O F5S e 22 Y AU, ditF o g JY 1Y =9 /var/log 3 A

g9 = A=dUd.

dlolE f3 text

OFFSET

QA AT B 23 o] AU AN A Fto] AATA G2 EA ZheE @ Helol 22
22l o] A H7hR o] uho] = 40 Ei= 1719 B 27 29l W50 EE 171v)E vehd 5 dayth
A el 27 whel(8 ) el &g 2R 5 dadth

e

tely #39 long
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Fuu e 2 2 vl b o ¥l o] v Q) 23 o] 2¢] 1 o

dl o] e /3 group

17.1. KUBERNETES.POD_NAME

Pode] o] 21t

dolE 3 keyword

17.2. KUBERNETES.POD_ID

Pod<] Kubernetes ID 1] t}.

dole 3 keyword

17.3. KUBERNETES.NAMESPACE_NAME

Kubernetes?] v 23 o] 2 o] Y Y}

gl o] ¥ 63 keyword

17.4. KUBERNETES.NAMESPACE_ID

Kubernetes2] Y| 29| o] 2~ IDY Y t}.

o8 3 keyword

17.5. KUBERNETES.HOST

Kubernetes == o] 5944t}

17%. KUBERNETES
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gl o] ¥ 63 keyword

17.6. KUBERNETES.CONTAINER_NAME

Kubernetes®] 718 o] o] Y4t}

dolE 3 keyword

17.7. KUBERNETES.ANNOTATIONS

Kubernetes 2 B A E o} AAH F4 Y}

tely #39 group

17.8. KUBERNETES.LABELS

22 Kubernetes Poddl 9= @ o] &Yt}

H ol &9 group

17.9. KUBERNETES.EVENT

Kubernetes v} 2~ €] APIld| 4] 21-& Kubernetes o] 8l EQIU]t}. o] ojHl E

& Event E U8 o= iUt

t o] B

do
oft

group

17.9.1. kubernetes.event.verb

olyl € -3, ADDED,MODIFIED %=+ DELETED

dolE 3 keyword

Al %k ADDED
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#event-v1-core

17%. KUBERNETES

17.9.2. kubernetes.event.metadata

ojHIE A AX R A AHE R A

dlolE f3 group

17.9.2.1. kubernetes.event.metadata.name

olmE 414

tilo

E AT o nAES o] FYUT

gl o] E] 63 keyword

o Al 7k java-mainclass-1.14d888a4cfc24890

17.9.2.2. kubernetes.event.metadata.namespace

oWl E7} A& w3 ] ¢ 23 o] 2 9] o] &9l t}. eventrouter o] =] A o] A o] ul] £ ¥ U] Y 23 o]
2-9l kubernetes.namespace_name=} t}51t}.

g o] E 63 keyword

o Al Zk default

17.9.2.3. kubernetes.event.metadata.selfLink

SR R EDEIES

Holg &3 keyword

o Al 7k /api/vl/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

17.9.2.4. kubernetes.event.metadata.uid

ollEs] 24 IDYU -

g olE 3 keyword
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AT %k d828ac69-7b58-11e7-9¢cf5-5254002f560c

17.9.2.5. kubernetes.event.metadata.resourceVersion

o] W mAe oM ES 24 s
R EERHERE L PNE LN

e
A

WolE 48 integer

Al %k 311987

17.9.3. kubernetes.event.involvedObject

oW Ee] ¢ 1A ES .

Holg &9 group

17.9.3.1. kubernetes.event.involvedObject.kind

eBAE §3YUch

dlolg 3 keyword

o Al 7k ReplicationController

17.9.3.2. kubernetes.event.involvedObject.namespace

FE Q¥ A E o] Y| Q) A o] £ o] Z¢J Ut} eventrouter o] Z&] A o] A o] v £H Y] Y A 0] AQ]
kubernetes.namespace_namez} o} & 4 A5

dole 3 keyword

o A] Zk default

17.9.3.3. kubernetes.event.involvedObject.name
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17%. KUBERNETES

dlole 3 keyword

o Al 7k java-mainclass-1
17.9.3.4. kubernetes.event.involvedObject.uid

LBAES JF IDYYT.

tlolE 73 keyword

o Al 3k e6bff941-76a8-11e7-8193-5254002f560c
17.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes v}2-H API2] ¥ H ]}

gl o] E 63 keyword

Al 2k vi

17.9.3.6. kubernetes.event.involvedObject.resourceVersion

JMES EalAG e i A e st EAAUT ZeoAEE o] EAAL Aol
onAEsUAY AJE 24T+ dFUTh

gl o] E] 63 keyword

Al %k 308882

17.9.4. kubernetes.event.reason

o] olMES YA ol 8 AT L WA s FAAYY T

gl o] E 63 keyword
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o A] Zk SuccessfulCreate

17.9.5. kubernetes.event.source_component

ol ol EZ B3 74 24U

gl o] E] 63 keyword

o Al 7k replication-controller

17.9.6. kubernetes.event.firstTimestamp

olMlEs} Ag 7128 ABAY T

goly 3 date

A %k 2017-08-07 10:11:57.000000000 Z

17.9.7. kubernetes.event.count

o] ol =7} A F R4 o).

WolE 48  integer

Al 2k 1

17.9.8. kubernetes.event.type

oJWlE #9, Normal === Warningdyth Al 32 Uzl 7712 & sy

gl o] E] 63 keyword

o Al Zk Normal
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187. OPENSHIFT

openshift-logging 53 v eld] o] € 9] Y] ¢ A5 o] 2

dlol 8 £33 group

18.1. OPENSHIFT.LABELS

Cluster Log Forwarder 743 ol 3-719 o] &

t o] B

do
of

group

187%. OPENSHIFT
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1973, APl 2%
19.1.5.6 27 APl &=

19.1.1. 27 5.6 APl &=

19.1.1.1. ClusterLogForwarder

ClusterLogForwarder= A2 £ 12 74 35t= API Ut}

olgol AYH YA AHoIM ol 8ol AYE 22 MER AL = sho] okl 22 A Hste] AL
& FAFI

Aurg 9 21 Aol 712 AT 9 ol 5ol Aom AgA AR 9L A olste] F71 BE

71 openshift 21 A F 4o djd 7] 2 A 3 =2 - URL 2 7€} 92 AR E A48}
o AA Y& Ao ste] FY2H YR Tk 9o 02 A P4 e TFANZ 222 A2 5 AF

U,

AT 8-S APl Z o) g3 AP A S Fxs44A 9.

=4 3 A

spec object ClusterLogForwarder?] 93l& &
A Abok

status object ClusterLogForwarder®] 4 €j

19.1.1.1.1. .spec

19.1.1.1.1.1. 49

ClusterLogForwarderSpec2 =15 974 o= Agst= i S F .

19.1.1.1.1.1.1. 738
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19%. APl F=x

object

9y array Ae Abeh) Mg d 22w A] A 9
Y o5 2HE AAFHY L
outputDefaults object (A€ A1¢}) DEPRECATED

OutputDefaults= 7] & 2 & 2o
s BA Aoz Aga AL A

A
=9 array A A 28 o] 52 22 A
A o] ook
Pipeline array sho]=atel e A& o) oA A
A UANS EE HER AT FH
[2R=3

19.1.1.1.2. .spec.inputs]]

19.1.1.1.21. 49

InputSpec2 =1 Wl X x| o] A& 7|5 Ao},

19.1.1.1.21.1. §3

array

of Z Alo] A object (A9 A o ZE] Al o] A o] A=
5ol NA A | EE Aol A
2SS F Y

name string glo]xZzglel 9] QJH L I x5 +=

19.1.1.1.3.1. 49

NEAl Y 21 Ae/lgUch 228 Adseln Aere] RE 24 F5(=2 4 AND)s o}
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U

19.1.1.1.3.1.1. /38

[ ]
object
£ 3 A
Y Q) 2= o] 2 array (A8 Al o ZE| Aol 25
FHRE U L= ol =g Y
A8 7] object (A8 ALe) A x| st Flo] =

Pode] 22 A& 74yt

19.1.1.1.4.1. 49

19.1.1.1.4.1.1. 738

[ J
array

19.1.1.1.5. .spec.inputs[].application.selector

19.1.1.1.5.1. 49

gdol& Ae7]= g a2 AP g Aol & A= du

19.1.1.1.5.1.1. /3

[ J
object

/\-]%]

=

matchLabels object (A9 xX}8}) matchLabels+=
{key,value} <] B gt}
matchLabels¢] &< {key,valuet

19.1.1.1.6. .spec.inputs[].application.selector.matchLabels
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19.1.1.1.6.1. 49

19.1.1.1.6.1.1. 73

[ J
object

19.1.1.1.7. .spec.outputDefaults

19.1.1.1.71. 49

19.1.1.1.71.1. /3

[ J
object

19.1.1.1.8.1. 49

o
oftl

object

19%. APl F=x

A

(A= A}&}) Elasticsearch
OutputSpec 7] &3}

ElasticsearchStructuredSpec2 elasticsearch QA1 A& ZAA 57| 9] +ZF3d 22 HAA &

A Abrg .

19.1.1.1.8.1.1. /3

[ J
object

enableStructuredContainerLogs

structuredTypeKey

w3

bool

string

A4

CERED
EnableStructuredContainerLogs
g A3 0F Aeoly 72 2
283 EF 5 AFUT

(A9 A3} structuredTypeKey =
elasticsearch ¢1d] 2~ o] 5 0 & A}
S vEtd olH 71 & A AH Y
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structuredTypeName

19.1.1.1.9. .spec.outputs[]

19.1.1.1.9.1. 49

zge 2 WAA e gL Qeld

19.1.1.1.91.1. 48

[ J
array

syslog

fluentdForward

elasticsearch

kafka

CloudMonitor

loki

googleCloudLogging

splunk

name

secret

tls

398

o
oftl

string

#4

object

object

object

object

object

object

object

object

string

object

object

A

(A9 213} structuredTypeName
< elasticsearch 2=7] v} o] §-&

2R3,

]
GERES)

TLSo| = TLS Zo]A E A4
N A Al sk AR o] £

of &t



19%. APl F=x

=4 3 4w

type string 29 Fea9le PPk

ur string GLE R EIEEREE
URLI Yt}

19.1.1.1.10. .spec.outputs[].secret

19.1.1.1.10.1. 29

OutputSecretSpec2 Ul ] =# o] 27} gl ol 8T £ sh= Bt YU oh

19.1.1.1.10.1.1. 53

°
object
2 3 A
name string 2GR Bk 9] A
dzmo] 2o Je= AZZ L] o] F
Yyt

19.1.1.1.11. _spec.outputs[].tls

19.1.1.1.11.1. 49

OutputTLSSpecoll &= =3 433 F33 TLS 94 dg 4o g5 o] dHFYth

19.1.1.1.11.11. 53

°
object
A=A ‘?r?_sé A
insecureSkipVerify bool InsecureSkipVerify 7} true<l 73 $-

AFA7} 2E L/ E RAFES

TLS Eteld E7F A HYth

19.1.1.1.12. _spec.pipelines][]
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19.1.1.1.121. 49

i
Ll
)
o~
d
2
e
v
)
L
i)

PipelinesSpec 2 3 AlE

19.1.1.1.121.1. 53

°
array

%4 43
detectMultilineErrors bool
inputRefs array
labels object
name string
outputRefs array
parse string

19.1.1.1.13. .spec.pipelines[].inputRefs[]

19.1.1.1.13.1. 49

19.1.1.1.13.1.1. 53

[ J
array

19.1.1.1.14. .spec.pipelines[].labels

19.1.1.1.141. 29

400

i

3

(A= A}3}H) DetectMultilineErrors
£ Algae AEoly 228 o

22 AN 5 s

inputRefsi= o] Zto] =<l o o) &
%18 ] o] E(input.name)< 1}

outputRefsi= o] Zfo]zg}el o] &
2 o] 5 (output.name)< 1} ¢
Ut

(A9 A3} Parse & AHg-shd T
SH R0 2198 g TR R

g+ d&dch
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19.1.1.1.1411. 53

[ J
object

19.1.1.1.15. .spec.pipelines[].outputRefs[]

19.1.1.1.15.1. 49

19.1.1.1.15.1.1. 53

[ J
array

19.1.1.1.16. .status

19.1.1.1.16.1. 49

ClusterLogForwarderStatus+= ClusterLogForwarder2] 332 Je] & A 2] 3}

19.1.1.1.16.1.1. 53

[
object

=4 3 A

conditions object 2o A 249y

] il JE2>AdH ol 58 HJy =7 A
Fych

9 il Y22 o5 EE 2w
Fych

Pipeline =2 gpo] Z gl o] Z Rl o] F&

sfo]sefel o] ol u) P gk,

19.1.1.1.17. .status.conditions

19.1.1.1.171. 49

19.1.1.1.17.11. 53
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object

19.1.1.1.18. .status.inputs

19.1.1.1.18.1. 49

19.1.1.1.18.1.1. 53

=7

19.1.1.1.19. .status.outputs

19.1.1.1.19.1. 49

19.1.1.1.19.1.1. 53

=7

19.1.1.1.20. .status.pipelines

19.1.1.1.20.1. 29

19.1.1.1.20.1.1. 53

[ ]
conditions== ClusterLogging - Red Hat OpenShift Logging <1 2=€ =] t}.
ClusterLogging-2 clusterloggings API2] 2 7]v}{]l Yt}

}\-]1%]

=

spec object ClusterLogging®] 9 sl= &= A
oo]:
status object status= ClusterLogging¢] ¥z

FeE Ao gy

19.1.1.1.21. .spec

19.1.1.1.21.1. 49

ClusterLoggingSpec2 ClusterLogging®] 93+ A= A o g}
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19.1.1.1.21.1.1. 53

°
object

4 3 A

A A object S 2Eo Add A 84 AL

el ol object (A9 A} T o] AL A 2
Utk S 289 Feold 4 &
2 AbF
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