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111. 274 6.0.2

o] " a] 220 & RHBA-2024:10051 o] Z g+ o] 9)

o))

Y,

1L H 2 =4

ol Ay olE o] Mo = Lokizt B AL 2ulE A 2 =314 &o} Alibaba Cloud &= IBM
Cloud © B4 = 222 4 8 AHS & 1) 247} 4 A4 th oW Qe ol Zol A & Lokis] 74 =
= ZE7 SR o BAE & AP o) (LOG-5325)

ol JH oI E o]l = FH7|ANA FAAHE dAUS =
olEA 3t Huj &) A7} Y] F7] T H2 ol E
t}. (LOG-5998)

of th gk A 4 dABkel = EY

o]¥ Y o] E o] A of = Cluster Logging Operator7} o] 4 & 2] 2o A &} 7+
ClusterLogForwarder ¢1 28l 29} A A 2] A AE 7HA 8ol 24 61

E o] A &= Operator7} +4 & o] sl & Operator7} 26313 A dle= R E
A3k (LOG-6264)

o] Pulo] E o] Ao &= Google Cloud Loggingl. 2 A4E e & F e A e 52 21 9]
HEZFHE =7 M AAE EASA AA4EE 'DEFAULTE AR o] HH I EE
E3) o)A 21 A7t 43 0] Google Cloud Logging AF%3} I X 8l x & E &8} 5l A 21
o 'INFO' Azt =7} &g Yt} (LOG-6296)

ol HJHl ol E o] ol =l v Y 25 o] 27} of ZE] A o] ol 23 75 log_type ©]
application = 24 H A F Ut o|H JU| o] EE Fall o E2]A o)A o H ol zi_e;;%% o1 |
23 o] 2 2] log_type ©] 12 A4 HU) (LOG-6354)

o] ¢ g o] E o] A e = ClusterLogForwarderol| 4] ZiE] o] o] £ ¢] 2 1 w] A] ] o]
namespace_name,container_name, pod_name ©] =7} # ClusterLogForwarder<]
syslog.enrichment 2 = 3t2- 2] U} o] ddl o] EE 53l syslog.enrichment 7} 427 &
73 % A H o] Z 1| namespace_name,container_name %! pod_name 7} 1] A] %] of] 3} Y
t}. (LOG-6402)

11.1.2. CVE

CVE-2024-6119

CVE-2024-6232

11.2. 27 6.0.1

o] g 2o = OpenShift Logging W2 =7 € 2] 2 6.0.1 o] £ of 3}

o))

Y,

11.21. W2 54

ol PO EZ ol 5579 7] & v 2g] A go] 1024 Mid]| A 2024 Mig Z718l 54U th 28
U ALg A= @4 S8 2F AR 2 @ 7 ARl mhe} 2] a2 A S 2 8 oF g o (LOG-
6180)


https://access.redhat.com/errata/RHBA-2024:10051
https://issues.redhat.com/browse/LOG-5325
https://issues.redhat.com/browse/LOG-5998
https://issues.redhat.com/browse/LOG-6264
https://issues.redhat.com/browse/LOG-6296
https://issues.redhat.com/browse/LOG-6354
https://issues.redhat.com/browse/LOG-6402
https://access.redhat.com/security/cve/CVE-2024-6119
https://access.redhat.com/security/cve/CVE-2024-6232
https://access.redhat.com/errata/RHSA-2024:8315
https://issues.redhat.com/browse/LOG-6180
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e o] JH o] E o] A= Loki Operator”} =& AlertingRule 2] 222~ 7] 2 Y| Ad o] 2 g o] &
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e o] Ay o] E o] Aot LokiStack 28 A &4 By} 2ul= A 273 %] ol ruler -4 &
27bMEAEE S 428 DE R/ B RE U oW GElo] B HE Y 84 B
woZ 278t= o A& 2 F Yt (LOG-6129)

o oy ?gcﬂo]e o] Aol = prune ZE] o] A log_source £ A slo] AAE A ke 2 HolHE
o] = U Th oWl el ol 28 Fa) 7o) 285 7) Aol FEAS AL prune B
E 9 log_source & >~ gsl= Aol ARHYT (LOG-6202)

1.1.2.2. CVE

e CVE-2024-24791

e CVE-2024-34155

e CVE-2024-34156

e CVE-2024-34158

e CVE-2024-6104

e CVE-2024-6119

e CVE-2024-45490

o (CVE-2024-45491

o (CVE-2024-45492
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https://issues.redhat.com/browse/LOG-6151
https://issues.redhat.com/browse/LOG-6129
https://issues.redhat.com/browse/LOG-6202
https://access.redhat.com/security/cve/CVE-2024-24791
https://access.redhat.com/security/cve/CVE-2024-34155
https://access.redhat.com/security/cve/CVE-2024-34156
https://access.redhat.com/security/cve/CVE-2024-34158
https://access.redhat.com/security/cve/CVE-2024-6104
https://access.redhat.com/security/cve/CVE-2024-6119
https://access.redhat.com/security/cve/CVE-2024-45490
https://access.redhat.com/security/cve/CVE-2024-45491
https://access.redhat.com/security/cve/CVE-2024-45492
https://access.redhat.com/errata/RHBA-2024:6693
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

o] &g 2o A= &7 oA ClusterLogging.logging.openshift.io %
ClusterLogForwarder.logging.openshift.io A} &2} 3 2] 2] A5 O o] x| ¥ 8}A] &5t
WA 7] 5ol g ARA g W82 Al F A A E FFREH4 Al L. (LOG-5803)

o] Ly 2o E ZH A 22 ~ET A (4d: Elasticsearch), A] Z}3}(<l: Kibana) 5=+ Fluentd
719 23 715 © o) #e] st AW m £8HA] &5 o (LOG-5368)
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115. 2% 7|5 2 7§ A AL

o] 715 L AFE 3 A Q40 M 2T R, Azte D Ad A 2o ## Operatorz A
$+3to] Red Hat OpenShiftel]l gt 24 & st M2 & o7 E -7 =Y HAFUTE 22 75 2
A& ¢3) ClusterLogForwarder.observability.openshift.io API7} =] & ¢l %4 t}. Red Hat
4] Elastic 2~¥](Elasticsearch % Kibana)3} g7 ClusterLogging.logging.openshift.io 2
ClusterLogForwarder.logging.openshift.io APl t) gl x| o] A A JFUTH AR = =22
2E A & 913l Red Hat LokiStack © = wlo] 18 o] dsl= Zl o] EFUL 7]& #2d
Elasticsearch v £ = A gt¥ 7| 7F S A8 F AFUT 22 o tl g A5 314 vho] 1y
oldo] Al F =R For g ARt o] AR A o] Bl A E WA s 918 Al
ClusterLogForwarder.observability.openshiftio AFF-S A Al 8 oF gy o} #HA] 3F W) 8- F-2] A
FAHEAE FRA A L. (LOG-3493)

ol Pl 2oAl= 27 By S8 29 v £ F ¢ o] Red Hat OpenShift Logging Operatore]] 4]

COO(Cluster Observability Operator) 2 g Uth Al ztst7F B o st A 21 2E 2R A X9
73 9- Cluster Observability Operator ¥ & UIPlugin 2] &2~ vl EZ 3 of gt} 2}A| gk W 8-
Cluster Observability Operator 7]l & A & A M & 234 A] 2. (LOG-5461)

oWl AR 7 %5S B W 51 7] v)E vl we) 9 CPUAME o] thet 7|2 2% 9 A gho] 1)
B #A A3 A} el whet 44 5o (LOG-4745)

ol H 7 E 7oA e d2EH B v0.37.190] BHA] Vectorg A H o] EH o} (LOG-5296)

oM MME VTR 2 FHYNIE =] v A =Hlel Wyt 228 w) B2 A AN 7}
58 3700] 15% o & ALt Al H 9l wigh £ & Yl & A 27t RrhE Aa U o
(LOG-5381)

ol /A E 75 S 53l 35 Kubernetes @lo] &S AE3 =S & 74 249 Ag 7|71 d
o] EX Y F YTt (LOG-5906)

ol A H 715 F3 A1Z 8 4l ConfigMapo 2 Wl £ & =& =3 7] 4] o] M7 & of
ClusterLogForwarder7} Unmanaged 2 A4 @ A9 AFEA7F A4S R A S 5= Q<5
(LOG-5599)

ol 7 E 7] 5ol = 54, debug, info, warn, error, off 5 9] 541 3% 317 ClusterLogForwarder
o] FX & Ab&-3he] Vector 371 21 58 FA 8= 7150 F7HE AF U T (LOG-5372)

ol 7§48 7]% ol = Amazon CloudMonitor %2 o] & 2] AWS o 8- AH8-3H= 740 & 7 2.3}
7] 919 A Eo] FrhEol 2% H 2 g go] BAaA &yt (LOG-5640)

ol A H 7| 5 F3f AL A=A Log Cryostats Collected ¥ Log Cryostats Sent ==
2 Z 71 A AF Y} (LOG-5964)


https://issues.redhat.com/browse/LOG-5803
https://issues.redhat.com/browse/LOG-5368
https://issues.redhat.com/browse/LOG-3493
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/cluster_observability_operator/#cluster-observability-operator-overview
https://issues.redhat.com/browse/LOG-5461
https://issues.redhat.com/browse/LOG-4745
https://issues.redhat.com/browse/LOG-5296
https://issues.redhat.com/browse/LOG-5381
https://issues.redhat.com/browse/LOG-5906
https://issues.redhat.com/browse/LOG-5599
https://issues.redhat.com/browse/LOG-5372
https://issues.redhat.com/browse/LOG-5640
https://issues.redhat.com/browse/LOG-5964
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o o] JJ A H 7]59) A= ClusterLogForwarder.observability.openshift.io 2] &2~ % Red Hat
managed LokiStack®] Vector Bl 2 & £ gslo] 27 6.0 74 2.4 AR o 3k A B9k 74 2] 3} =
= must-gather 7] 52 J el o] EY o} (LOG-5949)

o oW fAE 7 574 oF 2310 M 27] A aLE Al e ske] Azure 2E 2 A] Al AE
24 AALE A = AsU o (LOG-4571)
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11.6. 714 ZE H 7%
* olul Y& 2] A OpenTelemetry & AHg-3te] 22 g 919 7]& el i 7] 50] =Y =3

FUTL AR &8 53¢ OTLPE AFg3H OpenTelemetry o] 8 Bd @ 2] 22 on] 3
S A8 JSONQlEY 22 g2 & B = JHF Y (LOG-4225)

11.7. 992 &4
e o]y g o]E o] A= CollectorHighErrorRate ! CoIIectorVerynghErrorRate A7} Al

FAE A FYH o] o] EE F3l logging 6.0 €] 20| A F HaL7F &5 A A S X vt g5
g 2o A dkslE S= 9l Syt (LOG-3432)

1.1.8. CVE

o (CVE-2024-34397

12. 27 6.0

ClusterLogForwarder CR(AF-&2F A o] g]A2)e 20 53 2 Ao S 4 A -dJdYtt

12199 2 29
dePeAYd 2 228 AYPUT 24 e 2E o) thE i A 228 A s o S o]
Aelaeh % 2t o e /1 S 2 AT TG U9 o] 2 i Pod # o] 1 /1 We % b

2o 2l ASHE BS A PU 2 28 Kl L/ 7Y FHAEN U FH L AF
AL A AT F AHU
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https://issues.redhat.com/browse/LOG-5949
https://issues.redhat.com/browse/LOG-4571
https://issues.redhat.com/browse/LOG-4225
https://issues.redhat.com/browse/LOG-3432
https://access.redhat.com/security/cve/CVE-2024-34397
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qaHo® gl

e Unmanaged = 47 5} Operatoroll A 24 S F3slx| oz 27 4 QA8 F5o2
# g F AFHTH

1.25. 4%

2R =B Ads 2 7123kl £
ClusterLogForwarder @] 2= 24 I & 3 2 =
th 54 dof 7] E3ke] AlFE o] ekl AvtE] 2ol A WA A 4] F oA o] FolF YT

1.2.5.1. w2 A =+

A 27 Abg

o SYLH AA AT

EIZA
1. OperatorHub<ll 4] OpenShift Logging %! Loki OperatorE A X 34 t}.
2. openshift-logging ] J 23] o] 2~ 9] 4] LokiStack CR(A}&#} 4 9] 8] 4&~2)S A ATy}

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
managementState: Managed
size: 1x.extra-small
storage:
schemas:
- effectiveDate: '2022-06-01'
version: v13
secret:
name: logging-loki-s3
type: s3
storageClassName: gp3-csi
tenants:
mode: openshift-logging

3. #3719 ME = AR S AT
I $ oc create sa collector -n openshift-logging
4. Z4=z17]9) tj & ClusterRole < A 4 &) t}.

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: logging-collector-logs-writer
rules:
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- apiGroups:
- loki.grafana.com
resourceNames:
- logs
resources:
- application
- audit
- infrastructure
verbs:
- create

5. ClusterRole & A 8] 2 A & o] v}el g 31 o).

R

I $ oc adm policy add-cluster-role-to-user logging-collector-logs-writer -z collector

6. Cluster Observability OperatorE 4 %] gy t}.
7. UIPlugin & A4 sl mUE Y B9 22 AMd S &4 33t}

apiVersion: observability.openshift.io/vialphai
kind: UIPlugin
metadata:

name: logging
spec:

type: Logging

logging:

lokiStack:
name: logging-loki

8. 537 AHl 2 A gl & g F7Hau T,

$ oc project openshift-logging

$ oc adm policy add-cluster-role-to-user collect-application-logs -z collector

$ oc adm policy add-cluster-role-to-user collect-audit-logs -z collector

$ oc adm policy add-cluster-role-to-user collect-infrastructure-logs -z collector

9. ClusterLogForwarder CRS QA slo] 22 A&-S A4 ot

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: collector
namespace: openshift-logging
spec:
serviceAccount:
name: collector
outputs:
- name: default-lokistack
type: lokiStack
lokiStack:
target:
name: logging-loki
namespace: openshift-logging
authentication:
token:



from: serviceAccount
tls:
ca:
key: service-ca.crt
configMapName: openshift-service-ca.crt
pipelines:
- name: default-logstore
inputRefs:
- application
- infrastructure
outputRefs:
- default-lokistack

10. OpenShift §] &4 2] Observe ¥] 2] Log A A o] 217} T A & =4 &2l gt}

1.3.LOGGING 6.00. & J 1 ol=
2602 oA Bel 2o M Fod dadlol =R, Fel2E 279 olg 4] HES YT Lk
o =7 A 82(N R, 2ENA, A4S Bl sk AG W= 2G4 2.

® FElastic #l| & (d: Elasticsearch, Kibana)& 71vto 2 #8]q 22 2 E 8 A 2 A Z}F3}o] o 3k x| Y
A A

® Fluentd 22 3 7] +d 9] A8 S

e ClusterLogging.logging.openshift.io = ClusterLogForwarder.logging.openshift.io 2] 4~
of o g = Al A

it

al

cluster-logging-operator = #2}-5 Q18| o] = Z 2 A 25 A &34 &F U

257, Ag 9 28R 4 o) 3 thekst 4 o] A 25 o] cluster-logging-operator o A 245 ¢ 2]
o=} A T E A GHU T o] B4 & #E] A7t 715 ClusterLogging.logging. openshlft io
ClusterLogForwarder.logging.openshift.io A} & A} APIZ H 35l = o =8-0] HuUth dukz el ARE-
AL ol off gk npo] 27| o] A4 © ClusterLogForwarder.observability.openshift.io 2] 4~ 2= 2] o 7} 3§} 5] of
AFHT

1.3.1. oc explain ™ & A}-&

oc explain & & -& Ope nShn‘t CLI oc o] AFgA} A o] 2] A22(CR) W o] o th3F &}A| 3 A<
= 2 EY Yt o] §& -2 OpenShift 8] 2H A g Aa2E FASFAY A& ot dEA 4

AR A 05 F- 2 G e

1311 8 &4

ocexplain & 54 o BAES AHHEH RE T of A EZ < A S A F ) o 7] o] &= Pod ¥
Aul 2o e A gl st oby et el A7 Al E Bl Operatorof] A 7“«1?}/‘}3?‘} gol gl
<o B AdEE 7 EdE U

o

ClusterLogForwarder A}-& 2} 4 ¢] 2] &~ ¢] outputs Z =of 3t FA = B d tf&S A& o

I $ oc explain clusterlogforwarders.observability.openshift.io.spec.outputs
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A

clusterlogforwarder t 2l &= 4] & A& 5= 2 FU o

e ok HEE xgste] oY ol ek ApA GBI EAE Y -

$ oc explain lokistacks.loki.grafana.com

$ oc explain lokistacks.loki.grafana.com.spec

$ oc explain lokistacks.loki.grafana.com.spec.storage

$ oc explain lokistacks.loki.grafana.com.spec.storage.schemas
7} 2

=

>

EE

rlo

Aol e FES EA S F2E AU

1313. 3 A=

oc explain & 7zt Z =9 §(d: AY, & = F2)S Ve Y g2 G o7t EulE diolH /3
S ALgEEA g R dE

lokistacks.loki.grafana.com & o Al 2 t}A] AFE-3Hu T}
I $ oc explain lokistacks.spec.template.distributor.replicas
=49 4

GROUP:  loki.grafana.com
KIND: LokiStack
VERSION: v1

FIELD: replicas <integer>

DESCRIPTION:
Replicas defines the number of replica pods of the component.

1.3.2. 21 2E A

10
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o] ] oA AT F U=
Lokistackd Y t}. o] Ao 7]
oA A HA & HHZ

Y3 A s 22 2E8 X £F 42 loki-operator o] 4 #&]sl=
& Elasticsearch @ ¥ & o] JSto 2 A8 7l53t o] &R AL v T2 A X~

elasticsearch-operator | 4| #| 33} 7]<= Red Hat 3 2] Elasticsearch T+ Kibana v 32
Z A& A& etE 53 )¢ 28 o] 2o A ClusterLoggingo] &&= CIusterLogglng =)
a5 A A3sL7] A elasticsearch elasticsearch 2} = Elasticsearch 2] &~ 2= 9}
openshift-logging 1] J 23] o] 2~ 2] kibana 2}+= Kibana 2] &~ 25 A 7 &t}

1. Y A] = ClusterLogging & Unmanaged’J & = 47

$ oc -n openshift-logging patch clusterlogging/instance -p '{"spec":{"managementState":
"Unmanaged"}}' --type=merge

2. Elasticsearch @] 4~2~9]| A ClusterLogging ownerReferences #| 7|
< %2 ClusterLogging ©] 1 o]’ Elasticsearch 2] 225 & {31A] == Y}
ClusterLogging 2] &2~ ¢] logStore Z =< tjj g J tll o] E= 1 o]/J Elasticsearch 2] &20f
Fo vAA FEUTH

$ oc -n openshift-logging patch elasticsearch/elasticsearch -p '{"metadata":
{"ownerReferences": [|}}' --type=merge

3. Kibana 2] &~ 2:¢f| 4 ClusterLogging ownerReferences #] 7|
< & 2 ClusterLogging ©] ©] o] 4 Kibana 8] 222 A f35H4] == F )
ClusterLogging 2] &2=2] AlZ}s} P =of v gk vl o] E= 1 ©] 4 Kibana 2] & 20 932 m] %]
A FEUTH

$ oc -n openshift-logging patch kibana/kibana -p '{"metadata":{"ownerReferences": []}}' --
type=merge

4. ClusterLogging < state Managed = 4 %

$ oc -n openshift-logging patch clusterlogging/instance -p '{"spec":{"managementState": "Managed"}}'
--type=merge
1.3.3. 21 A Z}t 3}

2 A ZF3E 9 3F OpenShift &4 Ul Z 2] 291 o] cluster-logging-operator | 4] cluster-
observability-operator 2 ©] & % 3l &t}

134. 20 FF LAY

o] ] observability.openshift.io APl 25 2] 521 Aj APl olgjjo] 22 &3 2 A 34 o] XA Y
TS A o Al = o] A API 2] 22 9] 2ol AL 4w g o)

e 577 FEYU

1


https://github.com/openshift/cluster-logging-operator/blob/master/docs/reference/operator/api_observability_v1.adoc
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#2] ’FE (oll: Managed, Unmanaged)el tf g+ 44 (¢l: Managed, Unmanaged), 2l &2~ 23 9 #| gt 5] &
e g == e o] o)A Al ClusterLogForwarder APIo] & F-¢j Ut}

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
spec:
managementState: "Managed"
collection:
resources:
limits: {}
requests: {}
nodeSelector: {}
tolerations: {}

A 4A

apiVersion: "observability.openshift.io/v1"
kind: ClusterLogForwarder
spec:
managementState: Managed
collector:
resources:
limits: {}
requests: {}
nodeSelector: {}
tolerations: {}

A g AF2 ClusterLogForwarder ApeFo] A e 2 B2 Ut e 2t= Al &4 o FgAlold =z}
9 ZHAL o AR Ao | fhs AFE A ol B 2R E S S s

1.3.6.1L | Z&A ol 4
Hld&sol =gl Aol g 8l Al 97t add =0 FE A5

5.9 U9 25 o] 2 @ AAH o] U7k A fE Aol H JY B A

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
spec:
inputs:
- name: application-logs
type: application
application:
namespaces:
- foo
- bar
includes:
- namespace: my-important

12



container: main
excludes:
- container: too-verbose

6.0 Sl Zal7l o4 & vl s o) W Ael o] E7 8 A9

apiVersion: "observability.openshift.io/v1"
kind: ClusterLogForwarder
spec:
inputs:
- name: application-logs
type: application
application:
includes:
- namespace: foo
- namespace: bar
- namespace: my-important
container: main
excludes:
- container: too-verbose

23
of Z2 A o] Zeh AL = dofd dol 2, H S Fod ] o] o8 AFE T F jlFY
o}

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
spec:
inputs:
- name: an-http
receiver:
http:
port: 8443
format: kubeAPIAudit
- name: a-syslog
receiver:
type: syslog
syslog:
port: 9442

6.0 912 52214}

I apiVersion: "observability.openshift.io/v1"
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kind: ClusterLogForwarder
spec:
inputs:
- name: an-http
type: receiver
receiver:
type: http
port: 8443
http:
format: kubeAPIAudit
- name: a-syslog
type: receiver
receiver:
type: syslog
port: 9442

—

3.7.28 A%
Z2 Abool B @ e FEo WA Ae e ZEU

o URLAAE 2 2Y /8 AGOR ol P& Th

o TLSRAFS AW R A=/ P Wl the FAH TP

_‘i"P WTLS FAS 72t Yo gk dF D TLS +AH & FRFYh A7 E 72 A A8 & F

] of FUTHTLS ¥ A3 Fof +AE& Jaeeol=stei™ & At
] E"’}o A& ARgtE ™ o] ol /121 H 7] & ol a8l oF Gt vk A 9] o Ao A = 7] = Red
Hat #2] 22 2E8 A £74 0 2 Ag3l == ClusterLogForwarder 4] =818 74 &} W o) o) g
AR ARE A FTFH

1.3.9. Red Hat Managed Elasticsearch

v5.9 Red Hat Managed Elasticsearch= A&

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:

logStore:

type: elasticsearch

v6.0, Red Hat Managed Elasticsearch= &

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:

14



name: instance

namespace: openshift-logging

spec:

outputs:

- name: default-elasticsearch
type: elasticsearch
elasticsearch:

url: https://elasticsearch:9200
version: 6
index: <log_type>-write-{+yyyy.MM.dd}
tls:
ca:
key: ca-bundle.crt
secretName: collector
certificate:
key: tls.crt
secretName: collector
key:
key: tls.key
secretName: collector
pipelines:

- outputRefs:

- default-elasticsearch

- inputRefs:

- application
- infrastructure

e

al

o] do) & o Z &) A o] A =17} app-write th 2] application-write alias/index?l] 7] =¥
Yt

1.3.10. Red Hat Managed LokiStack

v5.9 Red Hat Managed LokiStacko. & A&

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
logStore:
type: lokistack
lokistack:
name: lokistack-dev

v6.0, Red Hat Managed LokiStacke 2 &

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging

15
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spec:

outputs:

- name: default-lokistack
type: lokiStack
lokiStack:

target:
name: lokistack-dev
namespace: openshift-logging
authentication:
token:
from: serviceAccount
tls:
ca:
key: service-ca.crt
configMapName: openshift-service-ca.crt
pipelines:

- outputRefs:

- default-lokistack

- inputRefs:

- application
- infrastructure

1.3.11. 2§ ¢ go]z kel -4

oAl Sho]Zetql Tl R G WHS VR MER PAT e 2 o] e 9 229 B9yt
BeFL T o)1 Y 29 sfolxmelele] BE &4 o] o] Yol o] W MBHAGUTH AN B
SRR E EEEEREERE REES

593 H

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
spec:
pipelines:
- name: application-logs
parse: json
labels:
foo: bar
detectMultilineErrors: true

6.0 Z¢ 244

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
spec:
filters:
- name: detectexception
type: detectMultilineException
- name: parse-json
type: parse
- name: labels
type: openshiftLabels
openshiftLabels:
foo: bar
pipelines:

16



- name: application-logs
filterRefs:
- detectexception
- labels
- parse-json

o] A Blazrt A Ee dHclEX ] Sl A Em S Al o A&g Ut o= oA
delno] dete s, f a4 A AAY T R e das Y E Aol du . AR A5 A
FEEGElEA RS AT e B AN FAS FIEUG

ClusterLogForwarder.observability.openshift.io ¢] 91 & = Operator7} 21 =3 7] & vl £ 5}7]
Aol &3 2 2718 ZZ 3| ofF g th: Authorized, Valid, Ready. o] 2] 8t 27 ¢] o &= th&- 3 245 Y
=

6.0 e =71

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
status:

conditions:

- lastTransitionTime: "2024-09-13T03:28:44Z"
message: 'permitted to collect log types: [application]
reason: ClusterRolesExist
status: "True"
type: observability.openshift.io/Authorized

- lastTransitionTime: "2024-09-13T12:16:45Z"
message: "
reason: ValidationSuccess
status: "True"
type: observability.openshift.io/Valid

- lastTransitionTime: "2024-09-13T12:16:45Z"
message: "
reason: ReconciliationComplete
status: "True"
type: Ready

filterConditions:

- lastTransitionTime: "2024-09-13T13:02:59Z"
message: filter "detectexception” is valid
reason: ValidationSuccess
status: "True"
type: observability.openshift.io/ValidFilter-detectexception

- lastTransitionTime: "2024-09-13T13:02:59Z"
message: filter "parse-json" is valid
reason: ValidationSuccess
status: "True"
type: observability.openshift.io/ValidFilter-parse-json

inputConditions:

- lastTransitionTime: "2024-09-13T12:23:03Z"
message: input "application1" is valid
reason: ValidationSuccess
status: "True"
type: observability.openshift.io/Validlnput-application1

outputConditions:

17
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- lastTransitionTime: "2024-09-13T13:02:59Z"
message: output "default-lokistack-application1" is valid
reason: ValidationSuccess
status: "True"
type: observability.openshift.io/ValidOutput-default-lokistack-application1
pipelineConditions:
- lastTransitionTime: "2024-09-13T03:28:44Z"
message: pipeline "default-before” is valid
reason: ValidationSuccess
status: "True"
type: observability.openshift.io/ValidPipeline-default-before

FE5E A A& 7Hes 2718 "True"e] "FH" ghol lF Y "True" o] 9] 2] e 7 = =

Aeolf Y wAl g Al WAXE AT FY

14. 21 A F+A

ClusterLogForwarder (CLF)Z A5l A&7} et thid oz &2
A =

2 hoo 2 WA AY S, WSS AY BHP T >
zHow Agd S g gaAd WS A 23Tk

AT

ClusterLogForwarder?] 9 7]

* PHL AEFt 2o A A
o EZHLAES R Y er OIS HY
o JEZAE3l 2 WA S DEF, WE L AR

o U, 98 LY AASE 23 AY o] ekl S 9

d
I3
o

14122494 44

o] F#AE 27 da XA = A A7} CIusterLogForwarder AAHE MU= A A 2253 A
S WA o7 | 042‘5]] of gy t}. ClusterLogging ¥ ClusterLogForwarder.logging.openshift.io 2] 4~
2z PR A AN 22 ALkl 9] o)1l Yol 2ol A o] 44lo] B shA] eskgri T

Red Hat OpenShift Logging Operator+= collect-audit-logs,collect-application-logs, collect-
infrastructure-logs =& 28 9 &S A Zale] =717 AA 22, o Ze]Alold 2o W elzgt 2L
7tzt 48 4 AFUnh

<)

2ag Fel2E G A2 AG P s 2 ML 4

o

Relch

1411 Y AA Au] 2= A A

71 A¥] 2= A4 logceollector = 4183512 t}2 ClusterRoleBinding & A4 &4t}
$ oc adm policy add-cluster-role-to-user collect-application-logs system:serviceaccount:openshift-
logging:logcollector

$ oc adm policy add-cluster-role-to-user collect-infrastructure-logs system:serviceaccount:openshift-
logging:logcollector
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r

A} 225 R 6= 49 the ClusterRoleBinding < A A $Hu o}

$ oc adm policy add-cluster-role-to-user collect-audit-logs system:serviceaccount:openshift-
logging:logcollector

1.4.1.2. A8 2= AA WA

A 27 Abg

® Red Hat OpenShift Logging Operator= openshift-logging ] ¢ 23] o] 2~of] A 2] g t}.

o dAYA A AFYH

1 %517]9) A2 A% 2
Au) 2 Aol B 2e % ghalof gk

T

$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_names>:<service_account_name>

14120 A H| 2 Al A 0] Z ) 2~F 98 niely

role_binding.yaml 3} & ClusterLogging Operator2] ClusterRole g 57 ServiceAccountef] v}<l o &} o]
Z 2] 2F AA o)A Kubernetes 8] 222 &8 8 F J&5U T

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: manager-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io 9
kind: ClusterRole 6
name: cluster-logging-operator ﬂ
subjects: 9
- kind: ServiceAccount G
name: cluster-logging-operator ﬂ
namespace: openshift-logging 6

roleRef: B} ¢l @) o] 2 & &) = ClusterRole & =z o}

apiGroup: RBAC API 25 & el ClusterRoleo] Kubernetes RBAC A] 28] o] & K9] & x| §+
U,

kind: Z-zx % o

sk

o] F#]2~E WA oA &=+ ClusterRole) & #14 gt

name: ServiceAccountel] B}¢1 9 & = ClusterRole 2] o] &Y Ut} o] 7] A cluster-logging-operator.

o0 09
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© 1= ClusterRoleo] A Ae< Hof stz AE (A4 = A2 AR)E 4 o Fu ),

—

6 kind: subject”} ServiceAccount$] & #| 7 $Hy t}.

Q name; @ 3o] FoJ H ServiceAccount?] o] &<l Ut}

@ namespace: ServiceAccount”} 1= vl ¢l 3| o] 25 YrEFH Y T

1.4.1.2.2. | = Al o)A 21 AA

write-application-logs-clusterrole.yaml 3} & Loki 27 o Z & Al o] Ao of S A o]H 22 Z AT

& WS Fof sl ClusterRoleS 4 o] 3 ot

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:
name: cluster-logging-write-application-logs
rules:
- apiGroups: 9
- loki.grafana.com 6
resources: g
- application
resourceNames: G

- logs ﬂ

verbs:
- create
Annotations
<1> rules: Specifies the permissions granted by this ClusterRole.

<2> apiGroups: Refers to the API group loki.grafana.com, which relates to the Loki logging system.

<3> loki.grafana.com: The API group for managing Loki-related resources.

<4> resources: The resource type that the ClusterRole grants permission to interact with.
<5> application: Refers to the application resources within the Loki logging system.

<6> resourceNames: Specifies the names of resources that this role can manage.

<7> logs: Refers to the log resources that can be created.
<8> verbs: The actions allowed on the resources.

<9> create: Grants permission to create new logs in the Loki system.

1.4.1.2.3. ZAL 21 A4

write-audit-logs-clusterrole.yam| & & Loki 27 A ~H oA A 225 A A

&l+= ClusterRole2 A o] gt}

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:
name: cluster-logging-write-audit-logs
rules:
- apiGroups: 9
- loki.grafana.com 6

resources: (4]
- audit (5 )

resourceNames: G

20



- logs a
verbs:
- create
wules o] ClusterRoleo| 4] - at= A S B Fyth
waplGroups loki.grafana.com APl &< =& gt}

woki.grafana.com: Loki 27 #1422 g9sl= APl 254 Ytk

@@ csources: o] < o] el sk 2l 42 32 BRI Tl 2% audit),

%audit: ol gto] Loki el Al A 225 ] stes A48 Foh
wesourceNames: Aol A 2T A= 5A g
ﬁ“ﬂwaﬂﬁﬂﬂﬁﬁﬂé Jde2as FxFch
OO 2220 A s g5 A Y

wreate: N AAZ2E AT A= ATES g

141.2.4. Q=2 =1 24

write-infrastructure-logs-clusterrole.yaml 34 & Loki 27 A| &g oA] elxz 2} 2 25 A A

3-8 Hof 5}= ClusterRoleg & o] g+ o}

A& YAML

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:
name: cluster-logging-write-infrastructure-logs
rules:
- apiGroups: 9
- loki.grafana.com 6
resources: (4]
- infrastructure 6
resourceNames: G

- logs a
verbs:

- create
rules: o] ClusterRoled]| ] F-of 3} = A gH-3 A4 gt}
apiGroups: Loki & 2] A2 APl 25 & A 4 34 o
Loki.grafana.com: Loki 27 A] 2"l & #2] 5l= APl 15 Y Y th

resources: ©] o &o] F5 A& F = Hnt FIS AT

@6@@6

1} o] o] gho] Bl st QB Bl 4222 Yehd Yo
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1.4.1.2.5. ClusterLogForwarder g 7] 9 &

clusterlogforwarder-editor-role.yaml 3} -& A}-& 2} 7} OpenShiftol] A ClusterLogForwarderS 2] g 4
21 = ClusterRole g & o] gty t}.

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: clusterlogforwarder-editor-role

rules: ﬂ
- apiGroups: 9
- observability.openshift.io 6

resources:

- clusterlogforwarders

(4
verbs:
- create
- delete
S
®

- get

- list

- patch
- update
- watch

apiGroups: OpenShift & APl 2§ & x5 o

obervability.openshift.io: 27 3} 7+2 3

b
N
ofr
i)
B>
[>
Ll
r
Au)
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resources: ©] ] &o] #E| T F = YL2E AG P H
clusterlogforwarders: OpenShifte] 21 A gl 225 3
verbs: ClusterLogForwardersel &85 = 219 S #7d Y o}.

2 23: A ClusterLogForwarderE A & & & @3S HoJgyr}

0009099029000 0
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@ update: 7] & ClusterLogForwarderE QH | EE F = ATS T FYt

@ watch: ClusterLogForwardere] H 7 Al&+S U E

gk

S 9l AT R P,

14.2. 551710 22 5% 54

FRNNAM 22 325 54 512l W observability.openshift.io/log-level 4] & 33 st=2 44 3}
32,0) ¥ 1 info,warn error, off & A 3 4= 9 &)

2% T4 A

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: collector
annotations:
observability.openshift.io/log-level: debug
#...

1.4.3. Operator # &

ClusterLogForwarder 2] 2~ 2~ 9] = Operator”} a] 25 AFH 0 Z AP s=A = Unmanaged 4 H|
2 EX] o] 12 A o] 3} = managementState I =7} 3l &5t
iR

(71¥%)) Operator= CLF Ate] Hot= el ot A= s 274 gl anE 5
Unmanaged

Operatore 274 74 249 3849 FAd S 3 5HA 5yt
ol F oH 2] 2= managementState & Unmanaged = 243l 27 1G-S A H 02 IA| T

@ 5 9yt

1.4.4. ClusterLogForwardere] %
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Y =2 spec.inputs o v Lol FAF YT A 7HA] 712 AlF 4 FE ol dFU T
off Z2] Al o] A
713, openshift ==+ kube- &=+ openshift - H FAH7} Q& W Y A o] A A 2] 613 R E o Z A
ol d Adol M 225 AH %“4‘3}
1=zt
718 2 openshift U] ¢ ~5o] 2 2 = 2 g0 A E= ezt 24 Q4o S A9y

t}.
audit

auditdell 4] OpenShift APl A v ZFAF & 2, Kubernetes APl A W] ZFAF 22, ovn A 22 H 2=

A2 228 Au g

4

Mg AHE 5 WY sl o] 2ol A 218 AElsh A Pod @ 0] 2 Mg she 3 A SelA A o ALE
439 4y FAF F deUnh
1.4.4.2. =¥
%2 © spec.outputs o} o] WG] AU T 7t Z2H = LFe o] B FF o] Yojof Fth A9
e f8e 0o gayn
azureMonitor
Azure MonitorZ 215 A3y}
CloudMonitor
AWS CloudMonitor2 & 15 A g3t}
elasticsearch
2IE 9 H Elasticsearch Q1 2~®H A2 A& o)

googleCloudLogging

Google Cloud Logging®. 2 2 75 A3
HTTP

ARHTTP EH oz 28 ALY
kafka

Kafka P24 =2 21
Loki

RIOE Lokiz 7 wd==

=5

lokistack

OpenShift Container Platform 915 538 AF8-3l] Loki & §] ZEA]9] 27 X
OpenShift Container Platform €152 A}-8-5}¢]

Ayt LokiStacke] Z 2 A &=
otlp

OpenTelemetry Z2 E 53 Al&-3lo] 225
splunk

Splunk2 225 A3y}

syslog
2IE 2] syslog A8 2 A&

2t EY Fddle 2 A

4
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1.4.4.3. 5}o] Zg}el

y}o] Zg}el & spec.pipelines ¢] wj Lol A FH Ut} zt vfo] Tkl ol & /-3 o] 0] 9l ofof & th2-
o= FAAHY Y

inputRefs

217} o] shol Zeel o = A ofof shiz Y2 <l o] EAUI T
outputRefs

EOEAFTT Y olgYdUth

filterRefs

(A8 A1) 4 &8 B o] BT

fiterRefs =4 7} &4 4 0.2 A g HBE F Utk o)A D& o] F DM A HA L A AS
AT 5 gy o

1.4.4.4. 2D ¥

rud m&:

B = specifilters o2 o] W Fo] FHHUTH FastE BES) e /WOR Sol ot R HAAE
A7) 2 5 AL A S 5 AU T
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e ohe 480 gHE 14T S+ ASULh
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1.4.45. 98 = o ¢ &= &4 3}
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o
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e
AA o] 7S &43tslH 5ol FS H A F Uow FUHHFE HAaS Ee A
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B2 E£FHolHQ

23 7% BA7)7bEEe o elel TYe dgle] MEe] 9 A% At 457 BEU T o % 9l
Zb 20 GE3} F A8 A uo] e Bt RS molb Ry g o

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

o 27L& Argate] o] F ool E AAG T o) E VY R FEOR A2t
ClusterLogForwarder A} 2<(CR)) .spec.filters o} 2] ] detectMultilineErrors
7t 23E o] =4 g

=
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>
o
©
s
P>

o,
)
Id
)

Example ClusterLogForwarder CR

I apiVersion: "observability.openshift.io/v1"
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kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name>

namespace: <log_forwarder_namespace>

spec:
serviceAccount:
name: <service_account_name>
filters:
- name: <name>
type: detectMultilineException
pipelines:
- inputRefs:
- <input-name>
name: <pipeline-name>
filterRefs:
- <filter-name>
outputRefs:
- <output-name>

14451 A% A1

22 A A7} o o] 2 A
A wlAl 2o v A A <] 2
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1.4.46. 43R L= 21 YA E A

EFgEvtHAEEE 2a s A
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® Java

e JS

® Ruby
® Python
® Golang
e PHP

e Dart

R ]

Z2A 2
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1. ClusterLogForwarder CRA ZE Aol IH
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ClusterLogForwarder CR<] <

apiVersion: observability.openshift.io/v1

kind: ClusterLogForwarder
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metadata:
#...
spec:
serviceAccount:
name: <service_account_name>
filters:
- name: <filter_name>
type: drop ﬂ
drop: g
- test:
- field: .kubernetes.labels."foo-bar/baz"
matches: .+ 9
- field: .kubernetes.pod_name
notMatches: "my-pod" G
pipelines:
- name: <pipeline_name> a
filterRefs: ["<filter_name>"]
#...
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e dESoHITI 22 UIEANAN BV FHEE s 210 false2 H 7 Y o
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Q 2aogaze g el HJor FRAE A A2 AT 4 &+ alpha-numeric
21 2 2 =(a-zA-Z0-9 )S Z 33 4 5y o4 kubernetes. namespace nhame ). A
IR E o] Y& Hoju= A7} }_g;}_@% AIHEE & T2 Fojof T oh(d:
.kubernetes.labels."foo.bar-bar/baz". &< L/:E —".Ugl d oz 2= A2 E X3S 3
A u g 2E7} £33l 3 drop 2 E S 243518 W 5 true® 3 7hE o] oF U o).
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42 A G P 23 g 27} o] F it %

d S dllg 2= 2HA g Y o
e I = A 2o s matches &= notMatches =71 & A

/xEXJ@—_/': 9}17(] v = q_/v};(% [sig

© #tHS AU 2 AR} o] Pt A 5hA) LOH 4}
% s

AU T gd Fe
2| tj sl matches =+ notMatches = 7S A4 s = JA vt & o A AT =& 5y
drop ZE] 7} 2 & ¥ & slo] kel & % g gyt

2. thS W3S 438 3le] ClusterLogForwarder CRS g3 T}
I $ oc apply -f <filename>.yaml
F7F
g2 F7t AN E A 97t gL 22 A= RS drop ZHE FASE HH S RAF
=3
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apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccount:
name: <service_account_name>
filters:
- name: important
type: drop
drop:
- test:
- field: .message
notMatches: "(?i)critical|error”
- field: .level
matches: "info|warning"

G HAE A o B AR E X35 A JollE EFEAAR HYEHE F7EHAESE 28 F
= AdFYTh U dol = HIEE FA40] trueE H7HEH #|Z=7F A HU o 28U F WA HAE
T A T BEANGE BT true= sk W B trueo] oF gy th

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccount:
name: <service_account_name>
filters:
- name: important
type: drop
drop:
- test:
- field: .kubernetes.namespace_name
matches: ""open"
- test:
- field: .log_type
matches: "application”
- field: .kubernetes.pod_name
notMatches: "my-pod"
#...

1.4.4.7. APl 7Z2AF 2 7§ &
OpenShift APl A ¥ &= ZF APl & &0 t 3+ ZHAL oI EE A A ste] @ F#ke] 2, SH L IDE AHA| 3] A
o] g gFe] dolE & A FYth APl A B = 12 & AFgste] 471 ofd oWl EE A £] 314l 9]
HE 37 ZF4AE S sste] B A7 folgt A 4 S A APYh 122 SA U E gl = A
HA A X Alof] 8l FAHUY T oWl ES X3 H voH 4 T 2= gt et 2 gyt

o Q2 olHEVAAEASE Yt}

e metadata: 7FAF W ElH o) Bl 7} L3 o] 93 2 2o B2 o] A AP Yt

o XAt vEtElolE o 27 B0l X3 H o] §H EEol AAHY
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1. 27 6.0

® RequestResponse: W ElHo|H, 8 HE SH EE S 7 E
-A Ea

- Ad = AF U ol & =¢] oc get pods -
_La]-g © D}EU_/@/HELL]D]_

ClusterLogForwarder CR(AF&-#F G 9] gl &) 23 & F71 7|58 Al Fste 5 55
Kubernetes 7HA} 4 2] 3 5 3 & 4] & AL 3 o
dd=gt=

AFEAE 25, g o] A g glaso] o]FolE A8 e T8 *H T FAVFAS S AFU T o
£ £ 9] openshift-\* 4] g 25 o] 22 = openshift-apiserver == openshift-authentication =} < %] g+
Ut} 2] &2 \¥/status = Pod/status == Deployment/status ¢} & X] g1t}

e 73

o] 7237 A sA i oW EE

0

&3} ol WEF HY .
g o]l =7+ AbA U o

>

o getlist 2! watch o} 7+ ¢]7] A& A

o MHEAH LS MU= AL F FLdT I ool WA BAsE o EES 7St

/1B e AN SE DET Ak FHOR 72 B2 FRAAL N FH 2 F7HY

) = 22U o MESF A HA e HTTP Ae) =8

3, = Ygste
OmitResponseCodes Z =& A}-&35}o] 3ol 4] HTTP )\PEH FEE 7|0 7 o|HEE 2HA| & 5= )
FU o 7] 2352 [404, 409, 422 429] YUt ol ¥l 55 [[ 9] A9 dHl == AEA FH5H ok

ClusterLogForwarder CR 7+A} & 2 & OpenShift Container Platform ZHAF A 2] 9] of = 25§ T}
ClusterLogForwarder CR 7 A} Q& 22 3717 A3t W8S WAL A AFEAE 25, Y
PEF oA Es gaidE dEAste 7S Algdynh o2 2HE A st FL 3 AL 2EH 9
OE 29SS e A2 Bl FAFUL d S o] AAF 2EHS 22 FY2H ZIAFLE DS
B E AT 2EY S QA A o]ERE BH S 9Lt

T — H1 =

e

al

I 2aE FHsEE F 828 9 collect-audit-logs 7} 9l ofoF Yttt Al & & th&
A A= AL A A A 7hegh A A9 E AR eh7] A Aol A Ee A2 obd Y

AR EEE

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name>
namespace: <log_forwarder_namespace>
spec:
serviceAccount:
name: <service_account_name>
pipelines:
- name: my-pipeline
inputRefs: audit
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filterRefs: my-policy g
filters:
- name: my-policy

type: kubeAPIAudit

kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:

- "RequestReceived"

rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: ™"
resources: ["pods"]

# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata
resources:
- group: ™"
resources: ["pods/log", "pods/status”]

# Don't log requests to a configmap called "controller-leader”
- level: None
resources:
- group: ™"
resources: ["configmaps"]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: " # core API group
resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "/api*" # Wildcard matching.

- "/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.
namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.

- level: Metadata
resources:
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- group: " # core API group
resources: ["secrets"”, "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata

@ FP=Eas¥duT ol d=e e M=o, B A 20 A0, 1= =
o Az mi S Aol el thsl Aeld o] 5ol A E Yol vhat FArd F lEuTh

© A EYYT

14.4.8. dlo]& ¥ e dAst= 2l 7)ok ¢S st Y Al ol EEAleld =2 2 H

718 ALgste] Bhll B4 Bt S 2l )9} Y @ /o R B Aol H w1 g

1. ClusterLogForwarder CR2] 18 Aol 28 42 =713y
O d Al A= 2l A2 e X ste 2 7]/ et 228 23 =S
ClusterLogForwarder CR& 4 3l= WH & H o5t

ClusterLogForwarder CR<] <

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
#...
spec:
serviceAccount:
name: <service_account_name>
inputs:
- name: mylogs
application:
selector:
matchExpressions:
- key: env ﬂ
operator: In
values: ["prod", "qa"] 6
- key: zone
operator: Notln
values: ["east", "west"]
matchLabels:
app: one
name: app1
type: application
#...
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o

@ 2z EeE s NI

g Operator2 x4 g t}. 5 & 3+ 7o) = in,Notln,Exists 2 DoesNotExist 7} ¢ <1 t}.

9 AL 7He] vl € & #7d §Fu t}. operator 3ho] Exists &= = DoesNotExist o] ™ 7} v & o]

u] o] glojok gk
® =

2. oL &g 435t ClusterLogForwarder CRE % &34t}

WS A gy vk

r
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]

rr

I $ oc apply -f <filename>.yaml

i

W= gy 74

14.49. 21 922 Jalate=

Qo] Qe AW 23 507 A o) Bejo] meh 27 229 S FrHgUh £ 7]E Pod F

Map et g deg A 2adI=E Fgych

Z2A 2

1. ClusterLogForwarder CR2] prune A} <ol 28 +4 2 F7Fg4 o}

g2 AN EZE AR2E 7|vte g 20 g I =5 4 ¢ st == ClusterLogForwarder CR&

TS WH S BelFY T

ClusterLogForwarder CR<] <

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccount:
name: <service_account_name>
filters:
- name: <filter_name>
type: prune ﬂ
prune:
in: [.kubernetes.annotations, .kubernetes.namespace_id] 6
notin: [.kubernetes,.log_type,.message,."@timestamp”] ﬂ
pipelines:
- name: <pipeline_name> 9
filterRefs: ["<filter_name>"]
#...

<)
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1. 27 6.0

@

prune ZEE A &3l7] Y3 FA4 AL AZFGUL inL notin == 2083229
EARARA o FREIE FR HH@'EXW%HD}. o] 2] ¢ 74 &l = alpha-
numeric ¥ 2} @ W3 (a-zA-20-9 )< £33 = ALHY (A
.kubernetes.namespace_name). ] ZH E o] o] ] = Hloj}= £ 7} 239 A9 A

IHEE 1231 2 Fofof g ti(4: .kubernetes.labels."foo.bar-bar/baz".

EERL R EE R

i)
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2o H A=A AAG Y
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= 22 Y=o Al AH Y TH

prune ZE| 7} 2 & & = vfo] ZE}Q

ttlo
D)
o
s

RElch
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i3]

I = log_type,.log_source, .message Z == #| 2] 34t}

2. oL &2 435t ClusterLogForwarder CRE % &34t}
I $ oc apply -f <filename>.yaml
45 222 At g Qe 20 9 d B
g 7| EA 85t 228 Y ALYz AR BEE S Yo F dFHTh
A2

. ClusterLogForwarder CRol| 4] ZFAL & Q1 g} A A2 Aol sle= A4S 718y o
o} d A= ZAF L el £~ E o5 == ClusterLogForwarder CRS -4 sl W
S HoF Yt

ClusterLogForwarder CR<] <

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
#...
spec:
serviceAccount:
name: <service_account_name>
inputs:
- name: mylogs1
type: infrastructure
infrastructure:

sources: @)

- node
- name: mylogs2
type: audit
audit:
sources: 9
- kubeAPI
- openshiftAPI
-ovn
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kubeAPI: Kubernetes APl A ¢] &1

openshiftAPl: OpenShift APl A1 2] 21

auditd: = = auditd A ¥ =) =1

e OVN: S Z /A U EY I AU 29 21

2. oS &2 43 st ClusterLogForwarder CRE % &34t}

I $ oc apply -f <filename>.yaml

1.4.6. U J =vo] 2 e AH oY o] 55 £ Al 9] sho] 5 A] of

1. ClusterLogForwarder CRol| 4] =5 o] 2= &l A o] o] 55 x5} A <
7hey ot
o A = vl o] & F HE o]y o] 58 gAY Al st E =
ClusterLogForwarder CRS- -4 3l= WS R o5yt

ClusterLogForwarder CR<] <

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder

#...
spec:
serviceAccount:
name: <service_account_name>
inputs:
- name: mylogs
application:
includes:
- namespace: "my-project”
container: "my-container"
excludes:
- container: "other-container*" 6
namespace: "other-namespace” ﬂ
type: application
#...
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olgl g g o] oMt 25 =S A g

olgl gt HAH o |l MW 225 FH st == A g
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e
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excludes = = = includes = = ¥ t} A3t}

2. o2 42 435t ClusterLogForwarder CRE % &34t}

I $ oc apply -f <filename>.yaml

1.5. LOKISTACK & Al-g-3to] 21 A%
o ZgA o)A, AL F el =z #H 2 2E A 43 == LokiStack CRS 74 & = 25Ut

Lokie=+H o g2 34 7153 17184 tE Hd E 2 A Al 228 © 2 OpenShift Observability Ul &
A 7}8} 8 4= 9l = Red Hat OpenShifte] =7 < 93 GA 21 A &4 2 A 29 Y ). OpenShift Logging
of| A Al Fah= Loki 42 AHE A7 R R E ALE st WE EA A S A F UAEF AAE
@) 22 A ALYt o] 2 93 Lokie] Red Hat OpenShift 724 ol th gt 27 & ©7] 2 E & =] 7} 9o
w FH 2 F el HA st dFU

£

ofy

717k2] 717k Fre] 2EY A e Al A A AE FE2H R e A
Zaskelal Py Th Loki Z7] 242 Hd 30Y &< @)
Huyoh

Ho i o

1.5.1. Abd 2 - A&
o CLIEE S #Z£&8 A3l Loki Operator= A %] gl 54 t}.

e ClusterLogForwarder £ A/ 3}+= 5 < g 4] o 23 o] 229 serviceAccount 7} 3l <1t}

2EZA AT HAE Y X

e serviceAccount | = collect-audit-logs,collect-application-logs, collect-infrastructure-logs

Zejzg o gl gy

15.2. 5o A4 9 74

LokiZ vl E3t7] 918 9 & 719k 94 2= Ao, 712 U EF 2 Pod wl < U k.

1.5.3. LokiStack -+ % RBAC ¥ 3}t <2l
#HYAE FHLEH G S ALEAF o] 5ol AP St ALE A7 AA] A D 2 FE S A &
g &= AdFUh Fe2H 9T AFg Ao Al 2 23 RBAC(Y T 714k A 4] 2 A o]) A dlo] £3HH

ClusterRole 2 B4 E & A o] H 1}

a9 YAy e o g b S8l 2F o &2 LokiStackel] A8 = A F U T
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72 o8 ]

alertingrules.loki.grafana.com-vi-admin o] A &Fo] AL g A} A= AL
2 FF A A ko] JlFUT ©
loki.grafana.com/v1 APl =& oﬂ 1
AlertingRule 2] ~2=2 A4, 917], Qo E, 244, L}
g8l A ol WEs gy

alertingrules.loki.grafana.com-v1-crdview o] 9 gto] A-&-2+= loki.grafana.com/vl APl =&
W ] AlertingRule 2] 2229} #3851 CRD(Custom
Resource Definitions) 2] A ¢] & & 4= QI A 7t o] 2] &}
Hais FAsAY A S F de dde glsynh

alertingrules.loki.grafana.com-v1-edit o] g gto] A1-&x+= AlertingRule @) 4&~2=2 44,

ol = g AR g 4 9l A gel U Th

alertingrules.loki.grafana.com-v1-view o] g gto] A-&-2+= loki.grafana.com/vl APl =&
oA AlertingRule 2] 25 ¢} & & 35Ut 7]
S At F O I A, Tl 9 A2 A 3l
At AT F= FUTH
recordingrules.loki.grafana.com-vi-admin o] g AlE A= Bl Y S A D 5 e Ha
T JA L gl JdFUT o] FeAE 9
loki.grafana.com/v1 APl & W 2]
RecordingRule 2] &~2~2 44, 7], Gl o E, 2HA],
a2 A e dehs Fo gy

o

recordingrules.loki.grafana.com-v1-crdview o] g sto] A-&-2+= loki.grafana.com/vl APl =&
W 2] RecordingRule @] &= 2¢} #8 5 CRD(Custom
Resource Definitions)2] g o] & & 4= A vtk o] 2] 3t
YarE FHIGAY BT 5 = W2 sy Th

recordingrules.loki.grafana.com-v1-edit o] o & 9] 2}-&-21+= RecordingRule 2] &~ 22 4],
dulol & gl 24 & 5= 3l = A o] dFYTh

recordingrules.loki.grafana.com-v1-view o] g gto] A-&-2+= loki.grafana.com/vl APl =&
W ol 4 RecordingRule 2) &~2=2 ¢} & 4= I 5yt
71E A3 ol digk 4, 2hE B A8 AL F

UA R FF D = glsynh
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RoleBinding ¢ 2 4] E 7} A} &% = 7 9- oc adm policy add-role-to-user ™ & = /\}3- o]—“‘ RN A
Bl 92 A E v Y & o] 29 ¥t A &5 1t} oc adm policy add- cluster-role-to -user H #H & AL
g ] ClusterRoleBinding S H A E 7} AL 85 = A9 2] A2H 9L Fe|2E 9 BE U Y ad o]
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$ oc adm policy add-role-to-user alertingrules.loki.grafana.com-v1-admin -n <namespace>
<username>

o —

e HHe LE Yzl 2o A3 o] tsl AR AEA B A AT LG
el 2} Aol g Zel2E o utely W e o

I $ oc adm policy add-cluster-role-to-user alertingrules.loki.grafana.com-v1-admin <username>

1.5.4. LokiE AH&-3to] =1 7)9k 51 5 2 A A

AlertingRule CRel| &= 2 LokiStack ¢l ~8l 2o 3t A3 72 255 At dd o] Apyk 2
Webhook 75 A &7} 3= o] sy th =3 ) S a2 A5 FoolM e 43 A5 20 S A4

e AlertingRule CRol| #5249 7v4 7]7ko] 239 A9 2 5H 75 2 gyt
e AlertingRule CR o] 7]7F &<t f 8 8tA] & &0 X8 A9 23X d A
e AlertingRule CRol| 2% % LogQL expr 7} 39 3% 22" A7 F3YJY

e AlertingRule CRol| 53t o] 59 F 71 2F0] =38 A9 2AEH 43 2 Yo
o oo r AE&HA FOoWH A FH o] FREIAORE IHFH Y

3 1.2. AlertingRule 3 €]

AlertingRule CRS ¢ 3t fra g vl 25 o] 2=

of Z ] Al o] A <your_application_namespace>

audit openshift-logging

oz} openshift-/*, kube-\*, default
EIZAX

1. AlertingRule A}-& =} 4 ] 2] &2 (CR)E A4 gt}

o] 3 2} AlertingRule CR2] <

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: loki-operator-alerts
namespace: openshift-operators-redhat ﬂ
labels: g
openshift.io/<label_name>: "true"
spec:
tenantID: "infrastructure”
groups:
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- name: LokiOperatorHighReconciliationError
rules:
- alert: HighPercentageError
expr: |
sum(rate({kubernetes_namespace_name="openshift-operators-redhat",
kubernetes_pod_name=~"loki-operator-controller-manager.*"} |= "error" [1m])) by (job)
/
sum(rate({kubernetes_namespace_name="openshift-operators-redhat",
kubernetes_pod_name=~"loki-operator-controller-manager.*"}[1m])) by (job)
> 0.01
for: 10s
labels:
severity: critical 6
annotations:
summary: High Loki Operator Reconciliation Errors G
description: High Loki Operator Reconciliation Errors a

o] AlertingRule CRo] A A & &= U] @) 23] o] 2]
spec.rules.namespaceSelector % ] ¢} A %] 5}

+= LokiStack
= ol Eo] ojoF F ).

labels &= & LokiStack spec.rules.selector 7 ] &} A %] &} o} g1 t}.

ol g} gl d Eof tf 3+ AlertingRule CR-& openshift-*, kube-\* === default ] ¢ =3 o] 2~
o A 7 A & Y T}

kubernetes_namespace_name: 2] 32 metadata.namespace 7} & ] & oF g1t}

OS9®0 60 9

oW UES] ge FLAT EE AR olof Gk
o] BEE BHAU T,
o BEE BHAU T,

of Z 2] # o] A AlertingRule CR2] <]

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: app-user-workload
namespace: app-ns
labels: g
openshift.io/<label_name>: "true"

spec:
tenantlID: "application”
groups:
- name: AppUserWorkloadHighError
rules:

- alert:
expr: | e
sum(rate({kubernetes_namespace_name="app-ns",
kubernetes_pod _name=~"podName.*"} |= "error" [1Tm])) by (job)
for: 10s
labels:

severity: critical ﬂ
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annotations:
summary:
description:

o] AlertingRule CRo] A4 & &= 4] ¢ &7 o] 2~ of &= LokiStack
spec.rules.namespaceSelector 7 ¢] ¢} & %] &} 7 o] E-o] 3o oF Yt}

labels &= & LokiStack spec.rules.selector 7 2] o} A ] &} o} g1 t}.
kubernetes_namespace_name: 2] 72 metadata.namespace 7} & ] &f oF g1t}

ol By IES P2 TP e FH ofof Ttk
o

Q60600 9 —

2. AlertingRule CRS- 2 &34t}

I $ oc apply -f <filename>.yaml

1.5.5. W1 22 4 A S 3 L35 E = Loki 74

OpenShift Container Platform & 2] 28 oA} 2]zt et o2 710 IP U ES A H 9 & AHS Y th
A#}H 0 = LokiStack fIH H5 742 7| EH o= N IPUE AT ALEe 2 2 Ao gt

#E] A= memberlist 74 o] B3 Pod M| E] & 48] & 4= 95Utk hashRing A} <<l | podIP 4
& AH&-3= = LokiStack CR(AHE-#F 4 9] 2] 222) & 53 & 5= 2l o} LokiStack CRS 74 &1 ™

e B E e AT

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"spec": {"hashRing":
{"memberlist":{"instanceAddrType":"podIP"},"type":"memberlist"}}}'

podIP = ¥ 3} 3} = LokiStack ] 9

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...
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40
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s3 B 7l = LokiStack AF&2F A 2] ] A~ (CR)o A ¥ BE 7| 7bo] glod 2271 A
ZHA] A3 2EYAE AL F AFHTH
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27\ vk vize] AU}

EZZAX
1. LokiStack CR< A3/ &t}
o T oo 3o] 2ERY N HES MG OoR &5ttt

AWSo|| )3 2 ~EY 7]dl B 9] 9

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v13
secret:
name: logging-loki-s3
type: aws
storageClassName: gp3-csi
tenants:
mode: openshift-logging

RE 2D AEYH) o3 BE G S AT F: 0] BEE 2B AE 2 Ao
AAH 210 BE 7|7Vl &= 9 3FL v XA &)

o] &5 0] CRoll 71 ™ F2| LE oA BEo] &3ty

o

23 ~Ed spec: Al ghE A oot = U] AHE = LogQL 2] & Y oh


https://grafana.com/docs/loki/latest/logql/query_examples/#query-examples

o U} ol golEHlUEER ~EY 7|vt BES 43515

AWSo| 3 E|lUEH ~EZ 7|1Hl BE 9

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants: @)
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' g
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v13
secret:
name: logging-loki-s3
type: aws
storageClassName: gp3-csi
tenants:
mode: openshift-logging
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Ay k.
@ ==deAdsEd A EE LogQl 2 & XY

2. LokiStack CR<& # &3t}

I $ oc apply -f <filename>.yaml
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LokiStack CR(AF& A 4 €] 2] 2:22) & Ab&-8te] 22 A4 & Podoll 31§ ¢35 2 &8}3L = ALoFo] 9]
Ewsof taintE 443 5 dFUth =S HAEE HAES 3§54 2 BEPod2 AYIES
Eo] AA k= 713 AU e Podell gl 574 71:g &2 AMS St el G Bl 2 A4

POdE'_]_’ /\]Egiﬂ— 2= 0]/\1/]1;}_

== A= 7] 7} 9l = LokiStacke] <

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™" g
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ™"
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"

= Hel 7] 938 =17} 9l LokiStack CRe] 4

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
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template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
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value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

LokiStack(CR)<] nodeSelector % 3]-& @z} 2 == 14 5le] ™ oc explain 4§ &S A&
o gt A H A= B F AFHTh

I $ oc explain lokistack.spec.template
=49 9

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>

DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component

FIELDS:

compactor <Object>
Compactor defines the compaction component spec.
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distributor <Object>
Distributor defines the distributor component spec.

A BN B DES F18 5 YHUTh
I $ oc explain lokistack.spec.template.compactor

g

i

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.
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Z2A 2

o the &4 F 1S AHgstel AF2 BB

o OpenShlft Container Platform §] && & AF-8-sto] Loki Operatorg A X s o] &2 E

S AR S S Y 2EH AR 2 2R H Ut o 8-S A A4 513 Loki Operatoro] A} 2.9+

Zﬂ-r‘: CredentialsRequest ¢ B 4 E 2 2] 4 5} = o %ﬁf‘& t o] Bl = A Fstets= W A A 7}
A E Yok

o OpenShift CLI(oc)E A& 3} Loki OperatorE A x| 5t = 7 $- ‘3}% of o} 7Fo] 2EF A F
w2kl A9 | =25 ARE-3ho] Subscription S A E S 50 2 A4 s oF . o]
A A A E 2B A FF Akl thaj Mt A gyt

Azure M= A B 237 A9 o

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat
spec:
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channel: "stable-6.0"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: CLIENTID
value: <your_client_id>
- name: TENANTID
value: <your_tenant_id>
- name: SUBSCRIPTIONID
value: <your_subscription_id>
- name: REGION
value: <your_region>

AWS A Z 2B ~ 32 A o

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-6.0"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: ROLEARN
value: <role_ ARN>

1.5.73. =5 Zf & 3 &

|
-
o
z.
—
o,

A

Loki Operatori Pod f-Ak4 7] 772 & 44 3te] $A & 74 249 Pod7t 221289 12 A4 7}
5@ s d o EE 2 Y 4 A

FAPIE AP =58 Aof sk Pod<] £4 ATk FAM WA Pod7} =S A o oFlx] w5
= Pode] %4 9t

OpenShift Container Platformol| ] Pod %-4}4 & Pod 34} BFX] & AH&-81H T2 Pode] 7] 3k 2 o
el PodE o oFst = e =28 A 5 dH5Yh

Operator+= compactor, distributor,gateway,indexGateway,ingester,querier,queryFrontend 2 ruler
T QA4S X35 ZE Loki 24 40l H&) 7] & 7] 2 podAntiAffinity 1+ 2 & 44 g4 o}

requiredDuringSchedulinglgnoredDuringExecution 2 =oj| x| & @ 3t A4 S 7431 Loki +4 8.4
] 7] & podAntiAffinity 44 S 9 o] & dF YT

ingester 74 2 4ol th & AFEA} A o

apiVersion: loki.grafana.com/v1
kind: LokiStack
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metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: g
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hostname

15.7.4. 22) 22€] & ThA] A] 454 59k LokiStack 5

OpenShift Container Platform 2 2] 2~¥] 7} thA] A 2 & W LokiStack =3 2 # 2] A 27 == AR 7}
S ARE s CPU vl =g gl &2 oA A4 ZHg Yt =, OpenShift Container Platform 2 2]
2B gl ol E Sl LokiStackel tf g o} b ¢l o] gl Ut o] & %2 PodDisruptionBudget & &= &
AFg-3te] 3 g Yt} Loki Operator= 53 7oA B2 29 S B3] 98l +4 8.4 =Z AL
£ 7153 4 Pod = Z A 5= Loki¢] PodDisruptionBudget ¢ 2~ E5 3 2 1] % gt}

1.5.7.5. 315 v &£ 2 &34

M8, 3 W OF A E A% S5 AU,

1.5.7.6. 53 & <12] gl o] H E-A]

Loki Operator= Pod E& 2] 1) AloF 212 Tl G4 4 voly Sl ALddYH o] 7152 At
SotE w4 ol Y A 22 A et AT BE A FFHUC N E 20 E
1x.extra- windows ,1x. ngressController == 1x.medium & 2 4] 5l = 73 9- replication.factor 2 =7}
Aoz 27 AP U

apiVersion: loki.grafana.com/v1
kind: LokiStack

metadata:

name: logging-loki
namespace: openshift-logging
spec:

replicationFactor: 2 ﬂ
replication:
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factor: 2 g

zones:
- maxSkew: 1 e
topologyKey: topology.kubernetes.io/zone ﬂ

O] o] A AFE H ] = I 2 g9 k2 replication.factor £ § o} t}.
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1.5.7.7. A9 3+ & & o A Loki Pod &+

OpenShift Container Platformol| /] &4 7184 49 gl 420 AA 2T 5 QA 9H 99 o {7 A
FUth 71848 99 = TFAY oy AME Ulo Aejd dgoy A4 NATH S 73t
3l 7] 9] 8+ 2 YU t}. OpenShift Container Platform 2 2] 2E] 7} o] & X g3l & FAHH A &S A9 o

o A = Qe AH] 2 = HolE 7 &4 E F AdF U

Loki ¥ =+ StatefulSet ¢] & Ho] ] StorageClass 2 H A Eo| A Z2H A3 PVC(AI T+ EF Fd Y
o &7 Al g Y rth ZF LokiPod ¥ 3l @ PVC= s gt G Aol AsUTh Fel2HolA 99 2771 A
5t StatefulSet IE Eejo A A3t G FF& We PodE Abs o2 B8 2 Py Tk

R

)
AA b2 Aol A Aol @ 9 o) PVCSH 7 gholl TEHE BE vl o] Bl E AHA g e o
4 P

oo P RE =1
A3 gl o] E] 42 W] 3l A LokiStack CRe] B4 @4~ J =2 A 1hth 2 3t
© 2 A5l Loki7} EA ] =2 3§ oF g o).

A 27 Abg

e LokiStack CRoll 12t} & B4 A57F A=A AT

g

StatefulSet AEZ# = A3 oA Pod A HAS Aoz At A4%E PVCE 4l 33t
G A7l Wit e FH o2 AF A A o] FEekA] U Th Al G A el A Loki Pod
o 2R A JH PVCE tA| AT F A =F A g FJollA PVCE 50 2 2HA| 5l oF F th

ZEA X
1 o2 %3S 43 3te] Pending 4 &} ¢ PodE Y4 3ok
I $ oc get pods --field-selector status.phase==Pending -n openshift-logging

oc get pods =& <
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https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/

logging-loki-index-gateway-1 0/1  Pending 0 17m
logging-loki-ingester-1 0/1  Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0 16m

| NAME READY STATUS RESTARTS AGEG
@ = PvCHt 2R Gelo) 917) W&ol o] 2] % Podi= Pending Bl 911 th

2. the %7 & s sto] Pending Al o PVCE 1hed g o)

$ oc get pvc -o=json -n openshift-logging | jq ".items[] | select(.status.phase == "Pending") |
.metadata.name’ -r

oc get pvc =&

storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1

3. T ¥ H S Adste] Pode] PVCE AHA| T
I $ oc delete pvc <pvc_name> -n openshift-logging
4. T3 HH S A3l Pods 2HA U ok
I $ oc delete pod <pod_name> -n openshift-logging
ol H 3t QHAET} Y F A 08 AR HH ALE 7He g o ol A AE SR ThA] o ofsf oF g T

15.7.71. 5= JH ¢ PVC &A 3l 2

PVC d g}t o] §| % & A7} kubernetes.io/pv-protection ©. = 23 ¥ 7 $- PVCE= A4 glo] =2 AH =2
THE FAHFUL FE5AE A ASHH PVCr7E A 38 o2 2419 4= 5yt

o o2 Wae Aastel 2 PVCe FEAS AA T TG A E A A=

I $ oc patch pvc <pvc_name> -p {"metadata":{"finalizers":null}}' -n openshift-logging

1.5.7.8. Loki &= A g © 7 &4 12
22 QYA AP A % Heb ol WA A B5L Lokiz D5 Lokit = A §(429)
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50

o

LokiStack CR-& Grafana &2~ 8 Lokiol| A A} &8 = gl Y th o] = Grafana & 28 Loki
AH o= A 85 A FHFUTh

® |ogForwarder API= 215 LokiZ AE3=s A A HFY )

Al Z2E] oA 2MBR T 2 M A Al E5 S Lokiz iUt o & =¥ t=34 25Ut

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-
31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

oc logs -n openshift-logging -| component=collector = ¢} 2 3} 2] 2~E 9] =3 7] 219
O &/ #WAIA T shurE £3HE o] A Y oh

I 429 Too Many Requests Ingestion rate limit exceeded
Vector & & | A #] 9] 4]

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 2 & ™ A ®] 2]

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

Al BR O E ZAH YUt o 2 Eo] LokiStack ingester Podol| A th2-& 43 gt}

fr
4

o] @ F
Loki ingester @ & ™ A] 2] 2] <

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream



Z2A 2

e | okiStack CRel| 4] ingestionBurstSize ¥ ingestionRate Z == o] EgL )

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

715 MBZ A4 9]

Q ingestionBurstSize 2 == v 2} BB H) 24 &
o 2aaz2 AR

Z 4
Ut o] e = A Yt o] e gy ;irA] o
st o} ingestionBurstSize 7} E T 2 &Y

Em

9 ingestionRate Z == 23 =3 8 A Z 9] o F(MB)ol o 3
go] A g 2 ek 4 }
= o] Aty 7o

1.6. 27 Al Z+s}

I 2]z} 3} & Operator A ] 7} & Q 3} Cluster Observability Operator 9] 27 Ul Z2] 1< < njf

o

Red Hat2 & A 7] <= 22| H (TP)9l 2l = Cluster Observability Operator (COO)<]
GA(General Availability) & 2] 22712 OpenShift Container Platform 4.14 o] J-of 4|
Logging Ul =2 2¢1¢] tj &l Logging 6.0 o] & A1&-3t= a7 o Al )9S A Z 3ot
COOof = o438 TP 7| 5ol A ¥k 27 Ul F2] 2312 GAl| AH&3 &7 & 2 712 59
Al 715 o] £FE o] 7] W&ol o] el g A9 & &= A A YT
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2.1. 27 6.1

211274 6108 A2 = E

o] &g 2= Red Hat OpenShift | 2 =% 28] 2 6.1.08 &7 o]

B
o
il
2
x2
o))
i
)

211428 7% 9 7% A4

210223294

AHl ol 2204 AL H &40 22 iostream o] 715 A5
] o] wh2} stdout &=+ stderr = 44 g Yt} (LOG-5292)

719] 71 & v 28] A gko] 1024 Mid| 4] 2048 MiZ 7+t o AF8-#}
Fokol whet 8] &2 A 3HS 24 &l oF gyt (LOG-6072)

ol Juo]EE F3f| oA CIusterLogForwarder CR9] syslog &8 g == AtLeastOnce
== At CryostatOncei A 4+ JdHFYd. (LOG-6355)

2111.2. 21 2E 8 A

o]H H o] EE E3)] A Z & 1x.pico LokiStack 7= YA 2= ol 3o 7 BH(HU)
50GB/<¥d)el 91 = ZFH2HE ALTY . (LOG-5939)

& Zal i
F8
OTLP(OpenTelemetry Protocol) 8 22 g3 = 7|& 28 H 7|5 AEYUth 7<=
L H 7152 Red Hat Z 254 M) 2 =3 A < (SLA)ANA A QDA o 7]52 o
2 A5k 2L 5 Atk e JEQ. 4 @70l ARgshE e A ey

th ol g gt 715 & AFE S T A F 75 2710 o] 8T 5 o] N g ol A a7 o]
7e& H & Eé}lﬂzﬂ%Z%lJ—ﬂ*°‘*HE}

RedHat 7]& Z 8] B 7159 X1 HY o ot A3t &L 7)< | 7|5 =2
F1E Fx3A A L.

o] o] EE E3 OTel (OpenTelemetry) ] o] 8 =4 S Al-83}o] Red Hat Managed
LokiStack OJZ:E/jzzi OpenTelemetry 225 A& &= G Urtt o] 7| 52 &4 stsia ™
observability.openshift.io/tech-preview-otlp-output: "enabled" 54 &
ClusterLogForwarder -4 ol 718Ut} 71 4 JBE OTLP 1228 =514
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|12

o] Y H o] EE E3| lokiStack =3 A}k dataModel Z =7} 715 ) <54t
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https://access.redhat.com/errata/RHBA-2024:9038
https://issues.redhat.com/browse/LOG-5292
https://issues.redhat.com/browse/LOG-6072
https://issues.redhat.com/browse/LOG-6355
https://issues.redhat.com/browse/LOG-5939
https://access.redhat.com/support/offerings/techpreview/
https://github.com/openshift/cluster-logging-operator/blob/master/docs/features/logforwarding/outputs/opentelemetry-lokistack-forwarding.adoc
https://opentelemetry.io/docs/specs/otlp/

2.11.4.CVE

e CVE-2024-6119

® CVE-2024-6232

22. 27 6.1

context: logging-6x-6.1

ClusterLogForwarder CR(AF-&2F A o] g]A2)e 20 &3 2 Ao S 4 A dJdYt).

dEe ABY 27 228 A PUTh 2L S 20 T2 Rio4 238 Ad s ol S o]
B AR 9 AL o 2 B 9 582 AU Th ol 9 29 o] 2 B Pod o] &2 7o
2AEA A AE e elshel 23 AL r A 23T T deUTh

2o 2l ASHE WS A PUh 2 28 FPE LRT 7Y FHAE U BH L AF
AR SR AR 5 AHUh

o] Lehele del A 2P o 23 5EL AR FUTh ol zeal e sht ol 4 =, 2
9 A9 e R TR D8 S ALEshe] sho] Zepel Yo A 2 WA A & W Fkek A} 4}
SHE SR OR A G B Faste ol DY 8| 2 WA ol F B

Ag = AdFUeh IE
Aol =R &
2.2.4. Operator & 2+

Cluster Logging Operator+= ClusterLogForwarder z] 4~ 2= 2] managementState Z == 7|vto 2 3]
71l w9 S e F o

e Managed (712 %) = A4 5l Operatoro| Al AL o8 FAF dASIESE 27 HasE
HFHo 7 ATt

e Unmanaged = 47 3™ Operatorell A 24 & F5lA] Yom2 27 74 Q48 F5o=
2% 5 s
225 4%
2ReBNAD AF T 723

H 2z
ClusterLogForwarder 2] &~ 2= 2 J &, 2 =
th 54 dof 7] &E3ke] AlgE o] ekl AvtE] 2ol A WA A A4 F oA o] FolF YT

2.2.6. 3 ~EHE
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OpenShift Logging2 th 7 7HA] HlolH 24 & Al Ay ot
® viaq (4wt 7H84)
® OpenTelemetry (7]% Z2]H)

ClusterLogForwarder oi| 4] lokiStack.dataModel 2 == -+ 3}o] @ - A}glo] uje} o] 23t gl o] B &
d F s A9 e = A F Yt viage LokiStacko. 2 2 15 ﬁ%%ﬂl dlolE 2d Yt}

e

al

OpenShift Logging & 2] 2ol A = 7] & "l o] =g o] ViaQol| 4] OpenTelemetry=
Hyth

=Ko
T
73
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e

2.2.6.1.ViaQ= 7] ~EE

712 ViaQ o B Rd & A& st W thg @A E mWEA A Q.

A 27 Abg

o ZojiE BYAAD

Z2A 2

. OperatorHubl| 4] Red Hat OpenShift Logging Operator, Loki Operator % Cluster Observability
Operator(COO)E A X g t}.

2. openshift-logging ] J 23] o] =9l 4] LokiStack CR(A}&#} 4 9] 8] 4&~2)S A ATy}

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
managementState: Managed
size: 1x.extra-small
storage:
schemas:
- effectiveDate: '2024-10-01'
version: v13
secret:
name: logging-loki-s3
type: s3
storageClassName: gp3-csi
tenants:
mode: openshift-logging

e

ol
logging-loki-s3 A ZL 31 o] Abxd el B3 = l=A] AUt o] Hete] &2 At

€ T LEAE 2R o et hFY T AA T W E2 A2 L TLS 74 &
FxHA L
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3. FHI AR A S I
I $ oc create sa collector -n openshift-logging
4. #3712 AMu] 2 A ol A LokiStack CRoll tlo]BH & & & == 5] &gt

I $ oc adm policy add-cluster-role-to-user logging-collector-logs-writer -z collector

i

al

ClusterRole &] 2~ 2~ += Cluster Logging Operator A ] S0l A 5o 2 A A H W 5
FoR AT v glFUTh

a

5 FHNG MU AN 2285 T F A=F S &FUT

I $ oc project openshift-logging
I $ oc adm policy add-cluster-role-to-user collect-application-logs -z collector
I $ oc adm policy add-cluster-role-to-user collect-audit-logs -z collector

I $ oc adm policy add-cluster-role-to-user collect-infrastructure-logs -z collector

23

ol e Al A= FH7IE Al 7HA] G (el Ze]A o4, 1z et Bl ZHAL) BFo vkl
SARE 7| Ao g o FefAold Az mavt FRPYTH A RIS F
Fsle ¥ o] 2 ¥ 335l = 2 ClusterLogForwarder -/ 2 ¢ o] o] E Ut} 317 o
25 22 FFd w 9EE dFFUTh

6. UIPlugin CRS A3t RUEE ¥ °] Log A4S &4 sttt

apiVersion: observability.openshift.io/vialphai
kind: UIPlugin
metadata:

name: logging
spec:

type: Logging

logging:

lokiStack:
name: logging-loki

7. ClusterLogForwarder CRS A 4 6to] 2 1 AaS A4 g Th

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: collector
namespace: openshift-logging
spec:
serviceAccount:
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name: collector

outputs:

- name: default-lokistack
type: lokiStack
lokiStack:

authentication:
token:
from: serviceAccount
target:
name: logging-loki
namespace: openshift-logging
tls:
ca:
key: service-ca.crt
configMapName: openshift-service-ca.crt
pipelines:

- name: default-logstore
inputRefs:

- application

- infrastructure
outputRefs:

- default-lokistack

e

al

dataModel 2 == A& x}3}lo]m] A4 =] =] ko (dataModel: ") 7] £ 2 o &2 &%)
Ut} o] & % 3) Cluster Logging Operator(CLO) 7} gl o8 R4l & A5 o 2 A
g = FUth @A CLO= 27 AR A e A5 712428 ?-—VlaQ w2

2 414 979 5 )20l 4= W7 E ol 4 91 o dataModel: ViaQ & 2] 4
st 718 WA Abate] Sl A9 Aol A% sREY T

o
ol

® OpenShift §] &£ <] Observe §]9] Log Al o] 17} T A H=X] 2213 o)

2.2.6.2. OpenTelemetry = 3 ~glE

8
OTLP(OpenTelemetry Protocol) 8 22 &3 = 7|& 28 H 7|5 AEYUth 7<=
I H 71 5& Red Hat Z 29 M M) 2 =3 A F(SLA)N A A A= x| o 752 S

2 9N B 5 AGUth de ZRYA B0 ALE s E Qe A g

th ol gt 7| 5S AR & FE A E 75 7)o o] & 5 2o i A o A a7 o)
Neg 2T Y=g AT 5 AUk

Red Hat 714 el 7159 A2 §lol] that A3 W &2 /1% 22 B 715 A9 9

OTLP ingestionS 74 &} 3L OpenTelemetry vl o] B 2 d & A3l ® S GA 2 =24 A 2.

AR

e SYLEH AA AT
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Z2A 2

1. OperatorHubel| 4] Red Hat OpenShift Logging Operator, Loki Operator 2 Cluster Observability
Operator(COO)E A A gt}

2. openshift-logging ] J 23] o] 2~ 9] 4] LokiStack CR(A}&#} 4 9] 8] &)L A AT}

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
managementState: Managed
size: 1x.extra-small
storage:
schemas:
- effectiveDate: '2024-10-01'
version: v13
secret:
name: logging-loki-s3
type: s3
storageClassName: gp3-csi
tenants:
mode: openshift-logging

al

e

logging-loki-s3 A] =2 o] AL o] 414 £ = SH1 G o). o] meke] v &£ A}
& 5 LEAE 2EgA| o mef thF Y ok A g |82 A A8 2 TLS

' FxAA A L.

3 TR Au = A S AT

I $ oc create sa collector -n openshift-logging

4
50
I
Ju
a
ofo
)
i
I

4. 73719 M) 2= AlA ol A LokiStack CRell gl o] H & &

I $ oc adm policy add-cluster-role-to-user logging-collector-logs-writer -z collector

al

Pt

ClusterRole &] 2~ 2~ += Cluster Logging Operator A ] S0l 250 2 A A H W 5
TR AT v glF U

a

5 FHRG MU AN 225 £ F A=F S &TUT

I $ oc project openshift-logging
I $ oc adm policy add-cluster-role-to-user collect-application-logs -z collector

I $ oc adm policy add-cluster-role-to-user collect-audit-logs -z collector
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I $ oc adm policy add-cluster-role-to-user collect-infrastructure-logs -z collector

—

e
K

of e Al A= FH-7IE Al 7HA G (el ZelA 4, <l g AL Bl biel
FUTh 7|2 H o R o & EM]"]*&B—!"JEE}EJ”J %HD}.”A}EJ%—’F
% 5}34 A o] & ¥ g5l == ClusterLogForwarder -7 & it o] E gt} 217 ol
FEH =2 FFl E}E‘r qEs FFdyh

pid

|

<)

fo

6. UIPlugin CRS A4 3te] mUEH = °] Log AH S @438t}
apiVersion: observability.openshift.io/vialphai
kind: UIPlugin
metadata:

name: logging
spec:

type: Logging

logging:

lokiStack:
name: logging-loki

7. ClusterLogForwarder CRS A 4 &to] 2 1 AaS A4 U Th

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: collector
namespace: openshift-logging
annotations:
observability.openshift.io/tech-preview-otlp-output: "enabled" ﬂ
spec:
serviceAccount:
name: collector
outputs:
- name: loki-otlp
type: lokiStack g
lokiStack:
target:
name: logging-loki
namespace: openshift-logging
dataModel: Otel
authentication:
token:
from: serviceAccount
tls:
ca:
key: service-ca.crt
configMapName: openshift-service-ca.crt
pipelines:
- name: my-pipeline
inputRefs:
- application
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- infrastructure
outputRefs:
- loki-otlp

FA &AM 7w Z R 7)<l Otel vl o] B »d & &4 519y o).

=2 432 lokiStack ©. =2 4 <] g o},

o099 —

OpenTelemetry Hl o] ¥ 23S 2|7 gt}

e

al

dataModel ©] Otel <1 7 -%- lokiStack.labelKeys = A} &3 &= gl U o).
dataModel o] Otel & w] §A}3t 7152 Jo e "OTLP glol g 43 &
LokiStack 74" =314 A] &

oY
ol\

® OpenShift §] &£ 9 A Observe = OpenShift Logging — LokiStack = Writes & ©| 5 35}
Cryostat - structured Metadata 7} 212 A 25 35=%] gl gt}

23. 21 4G FA

ClusterLogForwarder (CLF)E Al-8-81 % A& A7 G e gl o2 22 49e 1A% 5 ALyt o
2 2220 2 WAAE A s, WS AL LE YT 5 e sto] Tekel S Fa) Bl L, skt o] e
SHoZ AGT F A= FAdHIH S AT H
ClusterLogForwarder?] 9 715

o 42 Agste] = A A

o =S Al R YO E 2OE AY

o FHE AES R WAXE Y, WH 9 A

o U, W Y YL AAsE 20 AP o] Zekel S F Ptk

o

23120 AAM4 o

o] ¥ 24 dE| 2o A= A Aot CIusterLogForwarder ot AAH AR A AR 2253 A
S Al A o 2 H o) of gt} ClusterLogging % ClusterLogForwarder.logging.openshift.io 2] 4
22 FAE HAAN 2 A 2.9 o] He oA = o] Aol HadkA FdkFH

Red Hat OpenShift Logging Operator+= collect-audit-logs,collect-application-logs, collect-
infrastructure-logs =21 28 &5 Al Fete] 7717 AR, o S ACIA 2o YW RIZS] 2aE5
77k £33 5 dFYTh

<)

Pod FeAE Que Au2AgY sl stel 22 A M 4P

pid

2301 #H AA A B2 A

71 A ¥] 2= Al A logcollector = 21832 ™ th2 ClusterRoleBinding 2 A A &4 t}.
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$ oc adm policy add-cluster-role-to-user collect-application-logs system:serviceaccount:openshift-
logging:logcollector

$ oc adm policy add-cluster-role-to-user collect-infrastructure-logs system:serviceaccount:openshift-
logging:logcollector

22

r

A} 225 R 6= 49 the ClusterRoleBinding < A A $Hu o}

$ oc adm policy add-cluster-role-to-user collect-audit-logs system:serviceaccount:openshift-
logging:logcollector

2.3.1.2. A u] 2= Al A3

AHA 8 AHRE
® Red Hat OpenShift Logging Operator= openshift-logging ] ¢ 23] o] 2~of] A 2] g t}.

o Fa Aol Axyih

Z2A 2

L =718 Mu = A S A Q!
Mu = AR ol EZS 3 oF gtk

T

$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_name>:<service_account_name>

23121 48| 2 AR S AH 9 uely

role_binding.yaml 5} < -& ClusterLogging Operator2] ClusterRole& &7 ServiceAccountol] 1}l 5} ]
Z 8] 2~ F AA oA Kubernetes 8l A~ #a] & 4 95Ut

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: manager-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io 9
kind: ClusterRole 6
name: cluster-logging-operator ﬂ
subjects: 9
- kind: ServiceAccount G
name: cluster-logging-operator ﬂ
namespace: openshift-logging G

ﬂ roleRef: v} ¢l 9 o] A 8 % = ClusterRole& =z}

9 apiGroup: RBAC API 25 & e ¥ ClusterRoleo] Kubernetes RBAC A] 2=€] 2] &
U,

4z
ulss
o
A
o
%
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kind: Z-zx % o

sk

o] F#]2E WA oA g == ClusterRole) & =4 o,
name: ServiceAccountel] B}¢1 9 & = ClusterRole 2] o] &Y Ut} o] 7] A cluster-logging-operator.

A & ClusterRoledl| /] A+ o dt= AHE(AHEA e AU 2 AA)E ATy ok

—

kind: subject”} ServiceAccount¥ & XA gt}
name: @ 3to] Kol B ServiceAccounte] o] &¢I Ut}

namespace: ServiceAccount”} )= Ul L 2y o] 2~ &5 e Y T}

Q990000

23122 o Z Aol 21 ZA

write-application-logs-clusterrole.yaml 3} & Loki 27 o Z & Alo] Ao o S A o)]H 22 E AT ¢
9lE WS Fof sl ClusterRoleS 4 ¢ 3 ot

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:
name: cluster-logging-write-application-logs
rules:
- apiGroups: 9
- loki.grafana.com 6
resources: g
- application
resourceNames: G

- logs ﬂ

verbs:

- create
Annotations
<1> rules: Specifies the permissions granted by this ClusterRole.
<2> apiGroups: Refers to the API group loki.grafana.com, which relates to the Loki logging system.
<3> loki.grafana.com: The API group for managing Loki-related resources.
<4> resources: The resource type that the ClusterRole grants permission to interact with.
<5> application: Refers to the application resources within the Loki logging system.
<6> resourceNames: Specifies the names of resources that this role can manage.
<7> logs: Refers to the log resources that can be created.
<8> verbs: The actions allowed on the resources.
<9> create: Grants permission to create new logs in the Loki system.

23123.73A 2 AA

write-audit-logs-clusterrole.yam| & & Loki 27 A ~EH oA A 225 AT 5= 3
3} ClusterRole g A o] 4 t}.

rr
)
o
o
4z
2

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:
name: cluster-logging-write-audit-logs
rules:
- apiGroups: 9
- loki.grafana.com 6
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resources: (4]

- audit
resourceNames:
- logs

®
o ”g

- create

(6]

wules: o] ClusterRoled]| 4] o 3}= A+ A o] gt

wapiGroups: loki.grafana.com APl 2152 #| & &Y t}.

OO okigrafana.com: Loki 274 24228 Hdahs APl 259
OO csources: o] Sl Fo] el sk B F8S YERAYTK

ggaudit: o &o] Loki ol A A} 222 B s == x4 gt

wesourceNames: ggo] AT F =54 7
@QQous ©1 AT BT 5 2l 28 FEHU T

OO 222004 31 g5 & A

wreate: M AAZ2E AR A= ATS g

2.31.24.20=2 21 74

%< 5o 3l ClusterRoleS 4 o] & o}

A& YAML

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:
name: cluster-logging-write-infrastructure-logs
rules:
- apiGroups: 9
- loki.grafana.com 6
resources: ﬂ
- infrastructure 6
resourceNames: G

- logs a
verbs:
- create

rules: o] ClusterRoleof| A H- ol sl &= A 3HS x4 gt}

apiGroups: Loki & 2] A2 9] APl 25 & A4 34 o

0009
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990909

9la}: o] o o] Bl ahe 9wl Bl B AsE vpebd L o

resourceNames: o] & &to] &2 g = Q= 2|29 o] 52 XA Ytk

walmeel HEE 21 g hng PR Ay

BAk o] & el A 3 g5 g YUk,

A7 Loki Al 2|l A lzet 205 A S F = A4S FoAdY

2.3.1.2.5. ClusterLogForwarder A g 7] & &

clusterlogforwarder-editor-role.yaml| 3} & -& A}-8-z} 7} OpenShiftel] 4] ClusterLogForwarderE &2 & 4=

0] ==
AN

90090290000

ClusterRole2 A o] gt}

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: clusterlogforwarder-editor-role

rules: ﬂ

- apiGroups: 9
- observability.openshift.io 6

resources:

- clusterlogforwarders

(4
verbs:
- create
- delete
S
®

- get

- list

- patch
- update
- watch

rules: o] ClusterRoleol| A H- ol sl &= 32 x4 3t}

apiGroups: OpenShift #& APl 25 & x5 o

obervability.openshiftio: 2 7 7 72& A& 7|5 2| A2 A8 3= APl 25 Y Ytk

resources: ©] ] &o] #E T F = YL2E AG P
clusterlogforwarders: OpenShifte] = 1 dg gl A5 FHFY ok
verbs: ClusterLogForwardersel &85 = 219 S #]d Y t}.

2 23: A ClusterLogForwarderE A & & & @3S HoJgy)
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m patch: ClusterLogForwarder2 &40 2 =43 = 9= d3S Lo gy
@ update: 7] <& ClusterLogForwarderg& 4 H | ES 4 Q= A S o)

@ watch: ClusterLogForwarder?] W7 A18-& R UE g 5= Q& d3S Ho gyt

23.2. 77NN 22 = A

I~
2=
FRNNAM 22 325 54 512l W observability.openshift.io/log-level 4] & 33 =2 44 3}
32, ¥] 1 infowarn error, off £ 44 & 4 315Ut}

i

27 5F A9 o

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: collector
annotations:
observability.openshift.io/log-level: debug
#...

2.3.3. Operator # ¢

ClusterLogForwarder #] 2~2=¢j| = Operator7} 2] 225 2=
2 EA] o 1 = A o] 5} = managementState 2 =7} 1 &1t}

o+
(71:23%) Operators= CLF A} o] o= oot A ste s 24 gl &2l E Tyt
Unmanaged

Operatore= 274 74 849 A9 E A9 S £ sA &FU

2.3.4. ClusterLogForwarder] %

CLFolE &3 28 52 74 247} 59 spec 4 o] 2l

e
AeT 23w AAE A G /2 9 43 N Sel Aol ALe} 8l A} = Fel2E o) the
R 218 AT AEA A JE LS FF FE JFU

%

shol se}el
YYAN R & Bol 2Ho2 hA0E 42 218 e g so] Zakelol = 15 ol o] 3
or 9,29 W W o) F BEow TP}

sho] el o A =1 WA x| & 3
ol st v A A & ARl S AU 44 8 & A5 Y Th B E Tho] Zajelo] A4 E &A% 28 H U
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Y =2 spec.inputs o] v Lol FAF YT Al 7HA] 712 AlF dE FE o] dFU

ol Z] Al o] A
718, openshift =& kube- == openshift -  FA17} Q& Y Y 2 o] 25 A &) 6l 3 B E of Z2] 7
ol d A" olH M 225 dH %‘HE}
=z
7]1% 2 openshift U] Y 2so] 2 2 = 2 oM A3 e =z 14 Q4o EaE AUy
o},
audit

auditdoll 4] OpenShift APl A 1] ZFAF & 71, Kubernetes APl A v AL 271, ovn A 22 Wl == 71
AL 220 225 A9y ok

AR 5 ol 4 =18 A8 st AL} Pod # 0] 28 AL 5HE 8 A EA A o 21§
S EOLEES BRIt

o ot
=
°
>
&
k)
¥

2342 =49

=32 spec.outputs o} 2] o] v o] FAP YT 72t o= A F3 o] EH FF o] Aojor FUh XY
He e oA 2Fyoh
azureMonitor

Azure Monitor2 £ 22 A3t}
CloudMonitor

AWS CloudMonitor® =22 A<-gth
elasticsearch

Z1E 9] X Elasticsearch 91 28 A~ 2 A &3}
googleCloudLogging

Google Cloud Logging®. 2 & 15 A3 o)
HTTP

AWM HTTP EH o= 218 Ag )
kafka

Kafka B2AZ 225 A3}
Loki

25 Loki27 Wdl== Addch

lokistack

il

OpenShift Container Platform 915 538 AF8-3le] Loki & §) ZEA| 2 Y 2xFo 2 205
Agshy ) LokiStack ] = 2 A] = OpenShift Container Platform 2158 A& 3o HE| H WA 2 &

otlp
OpenTelemetry Z2 EF& Al&-3lo] 21E5 Gt

il

splunk
Splunkz 225 Ag3yoh
syslog
2IE 25 syslog A

gES
2} Folle 258 74 BT AFU T

:|o

=9
E
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2.3.5.0TLP 8 +4

Z 2] 28 # A= OTLP(OpenTelemetry Protocol) 28 & Al-&51o] 2 25 43 832 OTLP =41 z}o
AGdd F &Ytk OTLP &8 & OpenTelemetry Observability 32 €] €] o] A & ©] 8+ A}F-S ALL-3}
o] JSON Q1 g o 2 HTTPE 53) "io|H & By Ytk

=8

TLP(OpenTelemetry Protocol) &8 22 AgxE= 714 Zal B 75 ALdUth 71<
EE]'Tﬂr 7]——0— Red Hat —LEE}Q /ﬂa]/\ 2z ok(SLA)Oﬂ}\ﬂ 2 °JF4 A grom 7=z o
t}. o] Eﬁf_ 7]%% A}%é}% 3 A 7] }_7] o o]_Q.-Gl— loq 7H“E DA o A] 3.7 o]
N5 HAEST EwS A3 5 MW;}
RedHat 7|& =3B 7|59 A A HYof sk 2AAM s &L 7<= 2B 7|5 2 Y
A& A2

* T3 F4& F7tsto] OTLPE AHg-8te] 2 &4 515l == ClusterLogForwarder CR(*}-&
2 A o] gl a2 WA AU B g o

ClusterLogForwarder CR<] <

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
annotations:
observability.openshift.io/tech-preview-otlp-output: "enabled"” ﬂ
name: clf-otlp
spec:
serviceAccount:
name: <service_account_name>
outputs:
- name: otlp
type: otlp
otlp:
tuning:
compression: gzip
deliveryMode: AtLeastOnce
maxRetryDuration: 20
maxWrite: 10M
minRetryDuration: 5

url: <otlp_url> 9

pipelines:
- inputRefs:

- application

- infrastructure

- audit

name: otlp-logs

outputRefs:

- otlp

N{N'
mlo
gt
ox,
o
]

A1
s

ALg3ke] 714 Z2]H 7] 520 OTLP(OpenTelemetry Protocol)

i

o
Uk,
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2727 6.1

© ol URLS 1T olofol shn 27k A4 OTLP B4 @) Ahe) EA A o

e

al
OTLP 23N = b2 =9 FY oA AF&3l= ViaQ H o] 29 3} t} 2 OpenTelemetry
do]g 2 d-& AL&3Hyth OpenTelemetry Observability 3 & & 9] =)l A & o] 3F
OpenTelemetry Semantic ations& A3t OTLPE &34t

2.3.5.1. o]z g}2l

ylo] xzg}ol & spec.pipelines o] v g o] A H Ut} 7z} gho] Tkl o= /-3 o] Fo] 9l ojof 3t o3
o= FAAEYH

inputRefs

217} o] shol Zeel o = A E ofof shiz Y2 <l o] EAUIT
outputRefs

EOEAFTT Y o)gYdUh
filterRefs

CERE LS R ET IS

filterRefs =417} 244 0 2 A § A B2 F2FUT ol 4 B & ol F Fe|M AelslA FeMAAE
ARG 5 &t

2.3.5.2.2H
ZE & spec.filters o} g o] v o] TAPYT F28H o] & 7Moo R S0 2L AR E
LA A7) 5L A A A S 5= dF U T

A2 e feo BEE TAY F AFUT

.

2.3.5.3. 908 = o 9 &x &4 3}

Aelold 28] 2] & o/ AA & &4

L
et

Y,

(

o

it

| e
A o] 7e & At 5ol dFS VA F o FHAFE a2t e A
] Q GF o
° o= S

T o2
o

2078 BAZb AR o 9o BT o9 o] Mol 8 B AMate A7 eyt ol 2 Qg
7l 20 2 F48 guo U A AY R w2 gy

Java 9 2] 9

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
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I at testjava.Main.main(Main.java:10)

2AE

ClusterLogForwarder A}

g7t

ARg-to] of B Z o

EgEo] A &

o

e

Example ClusterLogForwarder CR

apiVersion: "observability.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name>
namespace: <log_forwarder_namespace>
spec:
serviceAccount:
name: <service_account_name>
filters:
- name: <name>
type: detectMultilineException
pipelines:
- inputRefs:
- <input-name>
name: <pipeline-name>
filterRefs:

- <filter-

name>

outputRefs:
- <output-name>

23531 A% AR

22N A7} o o] 2 24
EE L EER REE T

7=
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1. ClusterLogForwarder CR¢] B E| Aol DE 74 S F71g4Y
o2 dAdM e A4S 7vte 7 20 ¢ I =5 AHA| == ClusterLogForwarder CRS
Aot S RoF YT

ClusterLogForwarder CR<] <

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccount:
name: <service_account_name>
filters:
- name: <filter_name>
type: drop ﬂ
drop: g
- test:
- field: .kubernetes.labels."foo-bar/baz"
matches: .+ 6
- field: .kubernetes.pod_name
notMatches: "my-pod"
pipelines:
- name: <pipeline_name> a
filterRefs: ["<filter_name>"]
#...
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gttt drop ZH = ZH 7 LA ste 2 g I =E AA g Th
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2O Y= A ARE Frtele vl AFR E = HIEE ti g #A S A Y o
o HXAEO AAH RE x7o] trueo]™ HIAEY B35 3 27 g I =7k AbA U o

o drop ZH Aol el A HAETZH AR HH HAEVE 38t dlZ=7F AHA g Y
=8

e =

il

o] 7t T 2ad A=A BEvt FeE W slg o] false= 7Yt

O:

Q 2oy dE AR Hoz pREE I A2 E XA T 4 2 &= alpha-numeric
21 2 ¥ =(a-zA-Z0-9 )2 £33 4 5t kubernetes.namespace_name ). 4|
I E o] Y& Hojyt= £A7F E%% A AZIHE = I F 2 Fojof Fuoh(e:
.kubernetes.labels."foo.bar-bar/baz". &< H2AE Ao o] 2= A2 E £33 5 ¢
A QI ZE 7} -5 #etal drop ZH & A &5t W B trueE 9 7HE o] oF ghu T

0

© s ARTUE 22 AR o % Y
e I = A 2o u s matches &= notMatches = 71
T SsTYT

3% 3% W 2=k A F U e
J

/xEXJ@—_/': 9}17(] v = q_/v};(% [sig

QO s TasARTUL 22 ARES) o) FraH AASA Fow AP B RE 7
Z o) o3l matches &=+= notMatches sz S AT YA E T AT S g

drop B E| 7} 4 &5 sho] mabel & A4 F ).

69



OpenShift Container Platform 4.17 7]

2.t &2 43 st ClusterLogForwarder CRE % &34t}

I $ oc apply -f <filename>.yaml

T+

O FAANME ¢ 47w 22 g IZEN FA S =S drop ZHE sk B S BolE

U,

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccount:
name: <service_account_name>
filters:
- name: important
type: drop
drop:
- test:
- field: .message
notMatches: "(?i)critical|error”
- field: .level
matches: "info|warning"

#
%%Wéé¥élﬂﬂﬂtﬁieiﬂﬂ A oolm EsHAR AeH e F7HEES 23 &
= AFUTh o dl A= El %Hﬂvwiﬂﬂﬂ%ﬂqEﬂ&ﬂ%HWJHQEﬁMHWéE
T3] B F BEASES BT true® HUbsE ™ B trueo] oF gy th

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccount:
name: <service_account_name>
filters:
- name: important
type: drop
drop:
- test:
- field: .kubernetes.namespace_name
matches: ""open"
- test:
- field: .log_type
matches: "application”
- field: .kubernetes.pod_name
notMatches: "my-pod"
#...

2355 .API ZAFZE 7 &

OpenShift APl A H = Z} APl & & ol th & HAF ol ES A ste] @ Y 2ke] 83, 39 9 IDE #AFAl8] A
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nse = AEE 7|4 A
FU T 712302 [404, 409, 422, 429] Yt} ghol Rl 55 [1 Q) A9 FH) ZE= A5 EA Gyt

ClusterLogForwarder CR 7+ A} A -2 OpenShift Container Platform ZHA} 2 )
ClusterLogForwarder CR 7 A 28 = 22 7|7 A Gl W &S HA s
dasol s i Pazie BHY s 7152 ATHUT g8 e E YA 2l
e s e AR B FAFUT d 5 S0 AT 2EH S 2 SHAH B AFLE AE
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1A
I 2aE FHsEE F 828 9 collect-audit-logs 7} 9l ofoF Yot A & & o

Al A AN s e 1A WS AR e 98 olr AgEE 2L obdy]
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EAEEDE

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
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metadata:
name: <log_forwarder_name>
namespace: <log_forwarder_namespace>
spec:
serviceAccount:
name: <service_account_name>
pipelines:
- name: my-pipeline
inputRefs: audit
filterRefs: my-policy g
filters:
- name: my-policy
type: kubeAPIAudit
kubeAPIAudit:

# Don't generate audit events for all requests in RequestReceived stage.

omitStages:
- "RequestReceived"

rules:

# Log pod changes at RequestResponse level

- level: RequestResponse
resources:
- group: ™"
resources: ["pods"]

# Log "pods/log”, "pods/status" at Metadata level

- level: Metadata
resources:
- group: ™"

resources: ["pods/log", "pods/status”]

# Don't log requests to a configmap called "controller-leader”

- level: None
resources:
- group: ™"
resources: ["configmaps"]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services

- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core API group

resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.

- level: None
userGroups: ["system:authenticated"]
nonResourceURLs:

- "/api*" # Wildcard matching.
- "/version"

# Log the request body of configmap changes in kube-system.

- level: Request
resources:
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- group: " # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.

# The empty string "" can be used to select non-namespaced resources.
namespaces: ['kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata

resources:
- group: " # core API group
resources: ["secrets"”, "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata
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ClusterLogForwarder CR<] o]

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
#...
spec:
serviceAccount:
name: <service_account_name>
inputs:
- name: mylogs
application:
selector:
matchExpressions:

- key: env ﬂ

operator: In
values: ["prod", "qa"] 6
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- key: zone
operator: Notln
values: ["east", "west"]
matchLabels:

app: one
name: app1
type: application
#...
@ Az EA8TIn
g Operator2 %4 g t}. 5 & 3+ 7+ = in,Notln,Exists 2 DoesNotExist 7} ¢ <1 t}.
9 249 zhe] v g S %) A &t} operator 7ko| Exists &= = DoesNotExist o] ¥ 7} vl & o]
Hlo] glojof Futh

® s3I ==wuBe AFIY

2. oL =2 435t ClusterLogForwarder CRE % &34t}

I $ oc apply -f <filename>.yaml

2357 209 Z=EAHYsleE Fdl = g 74

dE o wet 22 ~2EY S F7Hoh #37]% Pod F
2 g g o).

A A7 A EYH 22 7= AG A
Mo e A= A A

ﬂllﬂ! m\L

EZZA X

1. ClusterLogForwarder CR2] prune A} <ol 28 +4 2 F7FgY o}
g2 AN EZE AR2E 7|vte g 20 g I =5 4 ¢ st == ClusterLogForwarder CR&
T3 she S walFy

o

= A notln v Ao whe} =71 g2 =™, o] -9 in v d BT}
-A3Yh notin v G & AHg-ate] Bl =E A2 st in vl E S ARE-she] A2 H
Y

ClusterLogForwarder CR<] <

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccount:
name: <service_account_name>
filters:
- name: <filter_name>
type: prune ﬂ
prune:
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in: [.kubernetes.annotations, .kubernetes.namespace_id] 6
notln: [.kubernetes,.log_type,.message,."@timestamp"] ﬂ
pipelines:
- name: <pipeline_name> 6
filterRefs: ["<filter_name>"]
#...

<)

E #9& A4 dYthprune B = 7 H F2EE 3 22 A =E A HdU G-

(1

QQ prune ZEE A §3}7] Y3 4 FAS AZFYULE ind notin I== =27 8 53=9 I
CRARYARN AR FEH I T «lHHOﬂEZW%HD} o] 2] g+ 7 2ol = alpha-
numeric ¥} W ¥ =(a-zA-20-9 )& ¥ 53 < A5y o
.kubernetes.namespace_name). /| 2 Eof o] M= ol Ex7F £8H 2S¢ A
IHEE 1231 2 Fojof g ti(d: .kubernetes.labels."foo.bar-bar/baz".
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prune Z ¥ 7} 2§ ¥ = vo] e}l

M

i3]

2 ¥ & log_type,.log_source, .message Z == | 2| g t}.

2. T+ W #H S 23 ste] ClusterLogForwarder CRS 2] 8-gHu o}
I $ oc apply -f <filename>.yaml
236. 222 A e 20 9g Y
A A7 EAME st 225 T AL QI Zg &2 5585 AT F A5
ZZA 2

1. ClusterLogForwarder CRol| A ZFA} & Q1) AAE g o) sles A4S F71E o
o} d Aol = ZAF L el £~ E o5 == ClusterLogForwarder CRS -4 sl&= W
S HoFUTh

ClusterLogForwarder CR<] <

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
#...
spec:
serviceAccount:
name: <service_account_name>
inputs:
- name: mylogs1
type: infrastructure
infrastructure:

sources: @)
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- node
- name: mylogs2
type: audit
audit:
sources: 9
- kubeAPI
- openshiftAPI
-ovn

o

RS

st
K

3 s m2gAY

o

© -

e Node :=ZoA Ad 21

Ut &

r

EaFal SR = R d =

e A oY Y o]rovjxd ar=9 2

® =

o kubeAPI: Kubernetes APl Al 2] 21

ek

A 2 BES AR FUT FES 2o e ey

e openshiftAPl: OpenShift APl A 2] 21
e auditd: =T auditd A ¥ 29 21

¢ OVN: e Z 7P UESIA A2 21

2. oL 42 435t ClusterLogForwarder CRE % &34t}

I $ oc apply -f <filename>.yaml

237. Udadol = e HH oY o] 55 XA Al ) ste] 4= A ol

1. ClusterLogForwarder CRo|| 1] ¢ 23| o] 2~ 9 # H| o] ] o] &S E 33l 71} 7] 9
7y vk
O A M = vl d o] = B AH oY o] 52 £9F
ClusterLogForwarder CRS /4 3l= W & B o FYth

ClusterLogForwarder CR<] <]

apiVersion: observability.openshift.io/v1
kind: ClusterLogForwarder
#...
spec:
serviceAccount:
name: <service_account_name>
inputs:
- name: mylogs
application:
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includes:
- hamespace: "my-project”
container: "my-container"
excludes:
- container: "other-container*" 6
namespace: "other-namespace” ﬂ
type: application
#...

@ B uRsdel Y mas SRS AT
9 olgst A" ol HA AW 218 FH == A& I )
© == dguEAZUdaTlLAYE AT

@ == wwATAYIY AES AT

e

al

excludes ¥ = = includes ¥ = ¥ t} 9431 o}

2. oL &2 43 st ClusterLogForwarder CRE % &34t}

I $ oc apply -f <filename>.yaml

2.4. LOKISTACK S AMg-3te] 21 A%
oy Z]A o1, ZAF B =gt B 225 A st = LokiStack CRS 74 & = Ut

Lokie =3 o2 &3 7153 27184 b3 HJE 22 A A28 © 2 OpenShift Observability UlZ
A7} 8} 3t 4= 9l = Red Hat OpenShifte] = 7] & 4 3 GA 21 A g A= Al g Y} OpenShift Logging
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47 22 A QU] o] 2 98] Lokie] Red Hat OpenShift Ao thst 2 4 & 7] ~2E 8 R 7} 9l o
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F71742] 717 Fote] 2B A B #HAE 9 A ARl E S AH R = AFAa
2 2883 Utk Loki 27 2L HY 309 5 w7 2EF A AT HAE 9 X
YL

2.4.1. Loki v 32 =.7] %A

Lokie] 7] =74 & 1x.<size> P& w5 h o 7] A Ix k2 AW X SFo] < size>= 5 752
2178 ok

1x.pico 7+ & H g i B A e F g e w G Loki vl 25 A o] st &

W HA(RLZHE ) AL S Al duth o] 742 &d 54 82 =

of Ay
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X
DEERE RE IS PERCE L a - E AR

¥ 21 Loki 271 =4

Ix.pico [6.1+ Ix.extra-small Ix.small Ix.medium
only]
deolg JAF o] &9k AL 50GB/«d 100GB/ ¥ 500GB/ Y 2TB/«d
z3 A4 9 2 ALS- 200msof| A 1- 200msof| A 1- 25-50 QPS 25-75QPS
(QPSs) 25QPS 25QPS (200ms) (200ms)
24 29 8= 2 2 2 2
ZFCPULH = 771 2] vCPU 14711 2] vCPU 34 vCPU 54 vCPU
ruler& A}-&-3s} = 871 ¢] vCPU 16711 2] vCPU 42 vCPU 7071 ¢] vCPU
7% % CPU
23
Fvxrd oA A= 17Gl 31GI 67Gl 139Gi
£ 5 AH8st N 18Gl 35GlI 83Gi 171Gi
=AdF U=
SR
Fdx239% 40Gi 590Gi 430Gi 430Gi 590Gi
ruler& A}-8-3f 80GlI 910Gi 750Gi 750Gi 910Gi
4¢3 u2
aaA

2.4.2. A A Q4 AFS
o CLIEE ] #Z£&8 A3l Loki Operator= A %] gl <54 t}.
e ClusterLogForwarder & 2 /d 3}+= & < 3 Ul o 23] o] 2~ serviceAccount 7} 3] 54t}

e serviceAccount | = collect-audit-logs,collect-application-logs, collect-infrastructure-logs
S 2H o] gy

2.4.3. 7o) AA 9l A

Loki ¥l 2 517] 1@ <&k 7]t o2 2 Alo], 7| 2 w2 B Pod v X LI},

2.4.4. LokiStack -+ %] RBAC # g <1
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?a 5 Utk 22 28 o T Abg Aol A B 2.9 RBAC(S} & 7]t o

ClusterRole ¢ 2 A E & & o] F 1}

FEEEEREEE RS-

72 o8

alertingrules.loki.grafana.com-vi-admin

alertingrules.loki.grafana.com-v1i-crdview

alertingrules.loki.grafana.com-v1-edit

alertingrules.loki.grafana.com-v1i-view

recordingrules.loki.grafana.com-vi-admin

recordingrules.loki.grafana.com-v1i-crdview

recordingrules.loki.grafana.com-v1-edit

recordingrules.loki.grafana.com-vi-view

2.4.4.1. 9

AgAe) Fe2E B Agetein /& Fe2E o

ZH A AT AL = G vy §8o ue S8 A EE YU AH o)AMY .
oc adm policy add-role-to-user & & 2 A1-&-3l= A FH =

RoleBinding @ 24 E 7} Al &5+ 749

Z e 2~ o9 &2 LokiStackol] A& &
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o] &} 2] A}g Aol 7

AR e BT 5
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2] 3 AA = A gho] °‘€HD} o] FY XY 9T
loki.grafana.com/v1 APl & 1} ol A
AlertingRule 2| 225 A4, 7], dd ol E, 214, U
g9 A e dEs FoA gy

o] o & ¢] A& 2+ = loki.grafana.com/v1 AP| &
W ] AlertingRule 2] 2229} #3881 CRD(Custom
Resource Definitions) 2] A ¢] & & 4= 9l A vt o] 2] &}
Yh2E FHIAY BT F A= A2 sy

o] ol gte] A& 2= AlertingRule 2] 222 34, o

o= 9 A @ & Qe Berel Ayt

o] o & 9] A== loki.grafana. com/v1 APl 21 &
ol A AlertingRule 2] 4~ 2 2] & 5= <5 Ut} 7]
< Aa A g 74, 2 g %‘—*4% Arre 2l
ARt A = sy

o] oﬂal—_,] A}g_x}b ,3]]:71:1 'F’FZ] ] erg]vl- 2= oIT‘:_ g]
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RecordingRule 2] &2~2 44, 7], Gl o E, 2HA],
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o

o] o &¢] A& 2+= loki.grafana.com/v1 API &
W 2] RecordingRule @] &= 2¢} #3851 CRD(Custom
Resource Definitions) 2] A ¢] & & 4= QI A 7t o] 2] &}
YaoisE S A #E S F e dde JFy

o] o & o] Al-g 2+ RecordingRule 2] === 44,
dulol & gl 24 & 5= 3l = A o] dFYTh

o] 9 gto] A-&-2+= loki.grafana.com/vl APl =&
ol 4] RecordingRule 2] 222 ¢} & 4 A& YTt
71E A3 Aol digk 4, 2hEl B FA 8 A" F

UA R FF D = glsynh

ek
il
A

3 AF87} o] Bl Wl Qs of g o,

79



OpenShift Container Platform 4.17 7]

B 9 24y 2d o] 29 7k & 85 Yt} oc adm policy add-cluster-role-to-user 4 & 2 A}-&-
st ] ClusterRoleBinding @ HE A E7} Al &%= A9 S8 2H 98 Fe{2HO RE Y oliﬁl o] 29

2 g g

T oAl By e 2 aE e

Ul aulo] 2=0] Aol o thall 2178 ' AHEAF A, ¢l 7], dElolE
gl 24 (CRUD) A gh& Al &y o

EA Ul =m0 oA 5L 52 CRUD Hstol Ul gt S8~ o9&

m°i‘

HRl Y & & o

$ oc adm policy add-role-to-user alertingrules.loki.grafana.com-v1-admin -n <namespace>
<username>

o —

alle

FE 2 EE v dado] o] Aot Hdl el A4 H AR A e A S Fol gy
8

oAt Aol e FHLE D udd FE 9 A

2.4.5.LokiE AFg3te] 22 719k A 3L 413 A A

AlertingRule CRol| = @< LokiStack 2128 2o tjj gt
Webhook 75 4 o7} 23t = o] JlFUTh =3 ] 2
77 7

e AlertingRule CRol] 254 7
o AlertingRule CR 9] 717} 59t 58314 & o] L3te A9 22d A
e AlertingRule CRel| 25 % LogQL expr 7} 238 4-$¢ 229 43 F3Y9Y
e AlertingRule CRol| 53t o] 5¢] 7 ¢] 250l 238 2% 258 A3 FHYUth

o oo AeHA Gow AT FHo] FAT AR P

AlertingRule CRS ¢ 3t fra g vld 25 o] 2=

of Z ] Al o] A <your_application_namespace>
audit openshift-logging
oz} openshift-/*, kube-\*, default

I ZA

1. AlertingRule A}-8 =} 4 ] 2] 22 (CR)E A4 gt}

o] 3z 2} AlertingRule CR2] <

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
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name: loki-operator-alerts
namespace: openshift-operators-redhat ﬂ

labels: g

openshift.io/<label_name>: "true"

spec:
tenantID: "infrastructure”
groups:
- name: LokiOperatorHighReconciliationError
rules:
- alert: HighPercentageError
expr: |

sum(rate({kubernetes_namespace_name="openshift-operators-redhat",
kubernetes_pod name=~"loki-operator-controller-manager.*"} |= "error" [1m])) by (job)
/

sum(rate({kubernetes_namespace_name="openshift-operators-redhat",
kubernetes_pod_name=~"loki-operator-controller-manager.*"}[1m])) by (job)
> 0.01
for: 10s
labels:
severity: critical 9
annotations:
summary: High Loki Operator Reconciliation Errors G
description: High Loki Operator Reconciliation Errors ﬂ

o] AlertingRule CRo] A4 & &= 4] ¢ &7 o] 2~ of &= LokiStack
spec.rules.namespaceSelector 7 ] ¢} & %] &} 7 o] E-o] 3l o oF Yt}

labels &= & LokiStack spec.rules.selector 7 ] o} A ] &} o} g1 t}.

o1z g} "W E 9 tj 3t AlertingRule CR-2 openshift-*, kube-\* &= = default 1] & 2~ o] 2~

o ARk Al A o

kubernetes_namespace_name: 2| 32 metadata.namespace 7} & ] &j oF g1t}

oW WES] ge FLAT EE AR ofoF k.
o BEE BHAU T,
o BEE BHAU T,

of Z 2] # o] A AlertingRule CR<] <]

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: app-user-workload
namespace: app-ns
labels: @)
openshift.io/<label_name>: "true"

spec:
tenantlID: "application”
groups:
- name: AppUserWorkloadHighError
rules:
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- alert:
expr: | e
sum(rate({kubernetes_namespace_name="app-ns",
kubernetes_pod name=~"podName.*"} |= "error" [1m])) by (job)
for: 10s
labels:
severity: critical ﬂ
annotations:
summary:
description:

o] AlertingRule CRo] A A & &= 4] ] 25 o] 0| &= LokiStack
spec.rules.namespaceSelector 7 ¢] ¢} & %] &} 7 o] &-o] 3l o oF Yt}

labels &= & LokiStack spec.rules.selector 7 2] &} A ] &} o} g1 t}.

kubernetes_namespace_name: 2] 32 metadata.namespace 7} & ] & oF g1t}

o] W BWES e F AT EE PR ook Ptk
o] W Wl ghe 2o e aoFe Ut
ol W WES] g FH W AM T AFYUTh

QD000 9

2. AlertingRule CRS- 2 &34t}

I $ oc apply -f <filename>.yaml

2.4.6. 71 22 A4 292 5 &3

H

= Loki +4

OpenShift Container Platform S 2] 28| o A] 2]zt Rt o2 7RI IP U E A H 91 & AH& U T
A3}H 0 2 LokiStack {u] B2 74 7| BH 02 Aol IPulE Y 2 AL&stn 2 29 g

#He) 2H= memberlist 74 o] o] & Pod W] 9] 2.2 A& & % 2141 t). hashRing A}k 4 podIP 5
2 218515 = LokiStack CR(AFE- 7} 4 o 2] 2:22)& 44 & 4 2l Yt} LokiStack CRS 74 o}aa w

s HE S AR g

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"spec": {"hashRing":
{"memberlist":{"instanceAddrType":"podIP"},"type":"memberlist"}}}'

podIP = ¥ 3} 3} = LokiStack ] 9

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki

namespace: openshift-logging
spec:
#...

hashRing:

type: memberlist
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memberlist:
instanceAddrType: podIP
#...

5}
& ok ol el et FH o) ol @ 2 A
ke 3 il

22 2EdS /N0 R REANS LAY F 2 Ao HUE
HE B &5 448 & dsyth & o 7+ 8= HYE qF2 o] 224 +2] oof] 48F Yt}
2
s3 ¥ 7] == LokiStack AF-8-=} % 222(CR)O Fo]E HE 7]7bo] gloew 2171 A

d o] 7]
2 A il s3 2EYAE AL F AdFHY
23

27\ vk vize] AU}

-

Z2A 2
1. LokiStack CR< A A &+ o}
o T3 el o] 2EH VN RES HAH o= A5G o

AWSo] 3t 22 2EF 7|H HEQ o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v13
secret:
name: logging-loki-s3
type: aws

83



OpenShift Container Platform 4.17 7]

storageClassName: gp3-csi
tenants:
mode: openshift-logging

@ cEocEddudREAYS AP FAo] EE QBAE 2R
AE 2o mE 7|7l FL FIAA SFUTh

9 o] E&o| CRo|| 2715 W S 2E oA BEo] A3 H YT

© = 2Edspec ABE Aolshe b AHgHE LogQL 72 & XA

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants:
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' g
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v13
secret:
name: logging-loki-s3
type: aws
storageClassName: gp3-csi
tenants:
mode: openshift-logging
1
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2. LokiStack CRS & &3t}

I $ oc apply -f <filename>.yaml

2.4.8. Loki Pod Hj %]

Pode] & § 2a} = == A8 7] & AF8-31¢] Loki Pod7t A3 5 = ==& A ofslal th 2 Y A2 =71 3
T EES AMSEA RetEs & dFU T

LokiStack CR(AF&- 2} A 9] 2] &) & Al4351e] 21 A A4 Podol] 3] 4 9215 A 43513 =& A}%Fo] 9
o taintE e F IdFUT 2= HOAEE HOAEES 5 8314 &= X EPodE A==
w=o AA ek 7] AP Yk thE Poddll 9l 54 713 A S AMSStA sl G mEd A 2 A A

Podwt A& & 4= gl &Yt}
== Mg 7] 7} 9l LokiStack <] &

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™" g
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ""
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ™"
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
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https://grafana.com/docs/loki/latest/logql/query_examples/#query-examples
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== AEl7] 9 &8 @317} 9l = LokiStack CRe] 4

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
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- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

LokiStack(CR)<] nodeSelector % 3]-& @z} 2 == 14 5le] ™ oc explain 3§ &S A&
o gt A A A= B F AFYTh

I $ oc explain lokistack.spec.template
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KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>

DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component

FIELDS:
compactor <Object>
Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

A WS EA J=E F71E F dFYTh
I $ oc explain lokistack.spec.template.compactor
=49 9

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

o OpenShift Container Platform ] &< S A}-& 3} Loki OperatorE A x| 8lH =3 o] o E
5 AHEshe F82E 7 A o2 A H YT o &5 A4 8FaL Loki Operatorof A ®.QF-S
A -$-+= CredentialsRequest ¢ 24 E = A A 5l = ¢ %{ﬁf‘& g o] 8] & A &5t W A A 7}
A -T’;] Yt
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o OpenShift CLI(oc)E A8 3} Loki OperatorE A x| sl= 749
H A A 43 |l E 28 A8l Subscription L 2 A E S S5
ﬂzﬁﬁﬁiﬂﬂiiﬂﬂ%%ﬂﬂWﬂﬁ%ﬂ%%HW

Azure Al = A B A3 M 9] o

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-6.0"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: CLIENTID
value: <your_client_id>
- name: TENANTID
value: <your_tenant_id>
- name: SUBSCRIPTIONID
value: <your_subscription_id>
- name: REGION
value: <your_region>

AWS A Z 2B ~ 32 A o

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-6.0"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: ROLEARN
value: <role_ ARN>

2.4.83. =& A = 5] &3 == Loki +4
Loki Operator+= Pod

A
TH R qtH s 2 H T

He
Pode]

=8 Aof sk Pode] &4 AUtk FAM WA

Pod7}

o

ZEof A of oFr A] =

ol 9} 7¥o] 2 Ee) A
/\g ] OH o]; sh,] 1;}

229 Pod7} 2 2] 221 9] T2 AL 7}
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OpenShitt Container Plattormel| 4| Pod %A4f¢ % Pod FAFg BFX/ & AFE-3FH T2 Pod2| 7| 4F 2o
w2} Podg o oF e 4 9l =g A ST 5 Auih

Operator+= compactor distributor,gateway indexGateway ingester,querier,queryFrontend % ruler
T QA4S X3t BE Loki A 24 ¢ U3l 712 7] 2 podAntiAffinity 2 2 A A 3 ).

requiredDuringSchedulinglgnoredDuringExecution Z = oA 2 g st 474 & 4 3] Loki 774 8.4
o] 7] 2 podAntiAffinity 44 & o] & 9l &)

ingester 74 @ 4ol t g AFEA} A o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hostname

F5 2 2 g5t ™ AR sl o sk 71-g (A ol )Y U ok,

2.4.8.4. 2 2~E & t}A] A &3t &< LokiStack 5=}

OpenShift Container Platform 2 2] 2~¥] 7} thA] A 25 W LokiStack 3 2 g A 27} == A& 7}
S8 AL e CPU 9 w2 g] 8]l A2 Yol A AlS 2y o) =, OpenShift Container Platform £ 2]
2~E gulo] E Fof LokiStackel t] 3+ t} & B} o] gl ) o] 522 PodDisruptionBudget 2] &~ &
AHg-shel 591 ek Loki Operatori 54 2114 A45<) el wsls] As) 74 ot = A}
2 7153 2 4 Pod =& 47 st Lokie] PodDisruptionBudget 2] 4~~~ Z 2 0] % J 34 o}

Loki Operatori= Pod EZ 2 X] ¥l Al eF 274 S B3] F < <12 "lol8 A& APt o] 752 A
SotH Gd G e 7 BT 9 2 A of ok gk 7‘3 J3 B A7 UG el A7 &
1x.extra- windows ,1x. ngressController == 1x.medium & 2 4] 5= 73 9- replication.factor Z =7}
Ao w282 AAggE Y
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2727 6.1

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
replicationFactor: 2 ﬂ
replication:

factor: 2 g

zones:

- maxSkew: 1 9

topologyKey: topology.kubernetes.io/zone ﬂ

T o] A2 5% 2= Fe 2 9w e replication.factor = Y o} o}

o

| 32X =77 A Al Al s d Abs o2 A g Y

T EZEA =]l 2 H Pod = AFol YUtk 7122 10 g 0& A F & 5 5yt

- -

=EgolEd dFote EEEA 7] U E JdS BT

2.4.8.7. A3l g &G 4 o A Loki Pod &+

OpenShift Container Platformol| 4] &4 7184 49 2] 220 "-‘.JA%]Z\_Q T A HH Y Q77 A
U th 7HEA 9 FHvE FFAY HolH Al He Aed dol R84 HATE S st
3l 7] 918+ 21 ¢ U t}. OpenShift Container Platform 2] 2 E 7} o] & ‘i S Es PR e FF

o A = Qe AH] 2= = HolE 7 &4 E F AdF U

Loki ¥ =+= StatefulSet ¢] < F- o] StorageClass 2 24 & ]/ﬂ X 2 H] A3 PVC( b
oF A Al FH Utk 7} LokiPod ¥ 3l 3 PVCE 543t G o AdFHTH S8 2HolA 99 2771 EA
ol StatefulSet AEZ 2o A Ao 3t FAol N P& W Pods AHg o2 Byt v gt

=0
AA TS Ao A= Ao st o] PVCe 2 Qtof| £38 B E o o] 8 & 214 & o) 9*
= =3

sk go]y =48 x| sle ™ LokiStack CRe] B4 @ A~ =5 A 1HT 2 3

CR-RCECEIS Lokl7} Al ¥ == 3 oF gt

>4
E&JR
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A 27 Abg

e LokiStack CRoll 12t} & B4 A57F A=A AT
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https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
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StatefulSet ZIEE & = 2 7 3+
G ol 7] wEol tHE 4 %ﬂﬂi A
ot ZEH|AYH PVCE thA A

=

2ol 4 PVCE 4% 0.2 bl sl of B
ZEAX
1 o3& B %S 23 ste] Pending 738 ¢ PodE W< gy ot
I $ oc get pods --field-selector status.phase==Pending -n openshift-logging

oc get pods =& <

NAME READY STATUS RESTARTS AGEG
logging-loki-index-gateway-1 0/1  Pending 0 17m
logging-loki-ingester-1 0/1  Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0O 16m

@ = PvCI R Gelo) 217) W&ol o] 2] 7 Podi= Pending el 914 th.

2. O ¥ H S A3 st Pending A H ¢ PVCE Y& Yt

o}
$ oc get pvc -o=json -n openshift-logging | jq ".items[] | select(.status.phase == "Pending") |
.metadata.name’ -r

oc get pvc =&

storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1
3. T ¥ E S A3ste] Pode] PVCE AHA| T
I $ oc delete pvc <pvc_name> -n openshift-logging
4. o B @S A ste] Pods AHA gy o
I $ oc delete pod <pod_name> -n openshift-logging
olgl gt LEAETVL Y F Ao ® AA| H T ALE T e G A oA AHE L Z ThA] o ofal of d
2.4.8.71. %5 73H 2] PVC A4 3|2

PVC d g}t o] §] % & #} 7} kubernetes.io/pv-protection © = 23 ¥ 7 ¢ PVCE= A4 glo] =2 AH =2
THE S AFUY FEAE A ASH PVC/L AT H o2 2 A4 4= A HYth

o offf FH S A sto] 7 PVCE FEAE AAT t= AHAlE B Al =gy o
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I $ oc patch pvc <pvc_name> -p {"metadata":{"finalizers":null}}' -n openshift-logging

2.4.8.8. Loki &&= A| 3 @ 7 A s 4

22 AGAAPIA &2 Al g 27l o= H A K] B52 Lokiz dgaiw Lokit &5 A §(429)
o FE A I

AU LFE LA AE F BYY + AFUTH A E S o] YR 27k Y FY2E o] 2
S FE Y 2ol 12 R FEL BT FHGE FASE AT LHBAY + AGUTh o] AS
WEDFAEEIF SEADRY FOW /S Hol B AT £HE T AEA AN Qo= S A
X EeE:(RL)
&5 A @ 9 R A% WA she 35 LokiStack CR(AFE 4 3 9] 2] 222 4 5o £AS 2T %
Ut

Fa

LokiStack CR-& Grafana &2~ 8 Lokiol| A A} &8k = gl Y th o] = Grafana & 28 Loki
Aol = &85 A FHFUTh

=7

® |ogForwarder API= 215 LokiZ AE3=s A4 E o dHFY )

o Awlo] A 2MBR T2 WA A 22g Lokiz By th o & 59 Thg 3 2 th

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e oc logs -n openshift-logging -l component=collector £ ¢ & sl F&| =¥ 9] =3 7] =19
g 2R WA A F shbsh E3he @o) EAE YT

I 429 Too Many Requests Ingestion rate limit exceeded
Vector 9 & | A %] £] o

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 2 & ™ A X 2] o

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
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Z2ZA

o]

o =
a7

chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

rlr

2 BAE FA P YT o] 2 Sof LokiStack ingester Podol| A T8-S 48] g T}

Loki ingester @ & ™ A] 2] 2] <

<

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e | okiStack CRef| 4] ingestionBurstSize ¥ ingestionRate Z == o] EgL )

2]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9

#...
ingestionBurstSize Z== v ¥4 BA 2 Y 24 £= A AZ 27| E MBRE 4 9
Utk o] 2 st= A gAY UTE o] S TFd FA 2 AP EH= AN 22 AVE AR
shth ingestionBurstSize 7 T 2 Y @ J 2 & 85 A &5t
ingestionRate 2 == 23 =& A =9 H F(MB)l th 3k &z E A g th 22 H]
Eo| AS 2HetE A FE AT SF{FIF DA FAAT Y7 = E2E A A =
T WFol ARt 2o ALg2 7 Q) flo] Al A’ S Bskal @ /FUF s A YT

2.5.LOKI2] OTLP HlolY 4+

27 612 OTLP(OpenTelemetry Protocol) & Al8-3lo] API Q=X EE &
9le) EHe] AA R o EEslH 3 Aol 22 OpenTelemetry?] o o] E1 3

A sty ot OTLPE= Loki=
215 Lokie] el o] €] el

v g st W Lokie] ol thak 7F 43 ¢] B2 gUth OTLPoll = £~EF g0/ & L= =3 r e} o]
B o} 22 ol gl th thal OTLP= Al 7HAl 2 25 std SACo® 20 g5 i g vl et o]
HE Asdyoh
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ol g st H ol wpet of 7 Lol e Ao == E Aoz mEH ol S AP T dFUT

2.5.1. OTLP " o] H 43 & LokiStack -4

F8
OTLP(OpenTelemetry Protocol) 8 2 AgxE 7|+ 28| H 7|5 A&dYth 71+
Z R 75 Red Hat Z 2844 MH] 2 =3 A F(SLA) A A A HA] dom 753 e

2 HASA B2 & dgUth meb T2E P FF M AgSHE e WA BEU
o} ol 3t 715 AL S B AF 7152 2710 o] 8 9lo] A Aol A 3L o]
N5 HAEST HENS AT 5 AEYTh

Red Hat 714 2] 5 71558 A9 ¥ 9ol that A& H§-& /1% e 3 715 A2 3
948 FEFA A 0

OTLP %3 ol v} & LokiStack CR(AHg 4 4 o] €] 22) 2 T4 3ol th& A & A4 0.

AHA @ 7 AR
e LokidHo] =7 ¥ 130 =P d X35 WElH o] EH & A Yst=A Bt OTLP =21 4=
H& g4 sk
Z2A 2
1 271 A AA o

e 1] LokiStack CRS A A3 u] ~E 2 X 27| v} A o4 version: v13 < A& 3]t}

71& F+A4 9] 7% version: vi3 3} effectiveDate £ A& 3} A ~7] v} a+&
S F7HE Ut 2710 W Jel o] Eo o §F A g Wl 82 ¢ L o] = 27
v} (Grafana i£41) & 23 A Q.

2. e o] ~AEE R A7 vuE A )
2EFA A7)0l A o

#...
spec:
storage:
schemas:
- version: v13
effectiveDate: 2024-10-25

effectiveDate 7} A& =4 vI3 27 v} 7} 4 &5 o] LokiStack oA #+x3% W Eld olE & A&
g AdFY T

2.5.2. &7 vi

Loki Operator”} openshift-logging =2 A W 7] 2 &4 v A E7} 2502 28Ut} o] g
sk g2 54 OTLP &4 S Lokie] 2E| #o|lg W Fx3t¢ v gtul| o] ¥ &} 227 g T}
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https://access.redhat.com/support/offerings/techpreview/
https://grafana.com/docs/loki/latest/configure/storage/#upgrading-schemas
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2.5.2.1. OpenShift<] AF-&-2} A o] 24 w3

OpenShift 7] &3k

openshift-logging = = 9| A Loki OperatorE Al&3l= 2% 4 L
s F7F A4 o]

3 w3
AHgA o] WY e P s 2T 5 QG Th AHEA A v A

e 35T 5 Awdh

i
A wlo
o
Fo
By
>

openshift- Ioggmg RO AREA A Y] &4 P& REHYE = ad uaet 7iE Hd Eof s
AGH o2 FAHE 5 dFUh AFEA A4 o vl g o] A o] =™ OpenShift 7] 23tol F7Hg Yot 712 A%
E}‘%‘Ol ZastA &2 A HUE FAANA v Egst e = AFsU T

it

al

Loki Operatore} Loki z}A] o] =8 x}o] - & A2 2 2] Y Yt} Loki=
default_resource_attributes_as_index_labels 7} 7] 2 2] © 2 €W E of] EA}sl= vbd
Loki Operator=openshift-logging = =2 Z} H|Jd Eo] Ax| F2Y A4S 1 &3yt

LokiStack Wi ol A 78 wlj g 42 limits 474 & &3 #2lgyth

#...
spec:
limits:
global:
otlp: {} €
tenants:
application:

otlp: {} @

223 OTLP 54 4.

®9

openshift-logging = = Ul o A ol Z&]Alo] A Bl Eo] U & OTLP &4 A Y Uth

oL

S2U U AVEYOTLP 74 25 $4& 259 ool i s el vt o) 5ol

WA S olyth 23 F8E Loki 2B 2| A o) A st w sht ol el 2EF wolR
A~ ol WasnT o 20l AP a7 AGE FFHEA AU
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spec:
limits:
global:
otlp:
streamLabels:

resourceAttributes:
- name: "k8s.namespace.name"
- name: "k8s.pod.name"
- name: "k8s.container.name"

W = FxstE WEtdolB = Blal WY B 2O FE SN LS F sy

#...
spec:
limits:
global:
otlp:
streamLabels:
#...
structuredMetadata:
resourceAttributes:
- hame: "process.command_line"
- name: "k8s\\.pod\\.labels\\..+"
regex: true
scopeAttributes:
- name: "service.name"
logAttributes:
- name: "http.route”

SRR

Lokiol A frALeE 445 i g & wff &7 o]

i

o regex: true & A7 st A2 & AHEF YT

ole BFo] £718 F 9oms 2EY Yol Bol s P42 AHgahA v L.

2.5.2.2. OpenShift 7] 27k AF8-2} 4 9]

openshift logging =904 += 54 &4 o] F Q3 OpenShift gH<ol| A &= Q& £A] ol A A
FRFUT A FS F= A delEo] AAE 7 £ o] gzt & dFYth

AHE-2} A o] £ ¢l o] openshift-logging R =& Al-&-3l= 72 $- OpenShlft E7 2N 53PS AL
AFUTE 2EY dlol& e 72319 metdolB 2 F7F &40l D a3 A5 AME A A 7435 At
FUTE AL AA AL 712 AL B S F AFYoh

oo r

25.23. 9% &4 AA

openshift-logging =04 7| 2 &4 S ZolH A #5402 v A 3y o

#...
spec:
tenants:
mode: openshift-logging
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openshift:
otlp:
disableRecommendedAttributes: true ﬂ

NEEHSIAF £A 02 At AF £ S A AstelH disableRecommendedAttributes:
true & 2 F
I
o] FHAL VB HEAHO BRI He e 2EZA TAVF A= A &Yt o] A
AL 718 2EY Yol ES AASIEZ FHel A5 FAAA IS 1A F A5 A
Cm go B¢ S FAEHEE o] FH S AR XA 54 433 o] FH sl oF Y T}

25.3. %7} g 2
e | okiz
o 7z3d vEy ol

® OpenTelemetry attribute

2.6. OPENTELEMETRY dHjo|g =4

27 6.1& A& 3k Red Hat OpenShift Logging2] OpenTelemetry x| o] thet 22 =& 4

&l 7hets] A g

=8

OTLP(OpenTelemetry Protocol) 8 22 g3 =7+ 28 H 7|5 AEYdUth 7<=
ZH 7] 5 Red Hat ZZE A A u) 2 =3 A H(SLA)IA A H A ko 753 o
2 AAEA S F AFUTh A 22 A A A sk A AAEA Y
th o] gt 7| 58 AMESHH FF A F 75 S 7)ol o] & 5 o] A A A o

N HAEST HENS AT 5 AETh

RedHat 71< =8]8 7] 59 X HY 3k AA st &E 7)< g H 75 AU W

261G 8 Z2EF

Red Hat OpenShift Logging2 OTLP AF%F & A}-8-3lo] OpenTelemetry £ o2 235 =3l A
5“4‘4 OTLP 9159, M 5l Telemetry tlo|H & Al @Yttt 22 2EH S 5 6= OTLP endpont
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