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I $ ./openshift-install gather bootstrap --dir=<installation_directory> ﬂ

installation_directory= ./openshift-install create clusterS 23] 3w X4 3 t] & &
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$ ./openshift-install gather bootstrap --dir=<installation_directory> \ ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>" 9
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INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"
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I $ journalctl -b -f -u bootkube.service
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I $ for pod in $(sudo podman ps -a -q); do sudo podman logs $pod; done
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I # tail -f /var/lib/containers/storage/overlay-containers/*/userdata/ctr.log
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I $ journalctl -b -f -u kubelet.service -u crio.service
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I $ oc adm node-logs --role=master -u kubelet
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I $ oc adm node-logs --role=master --path=openshift-apiserver
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I $ cat ~/<installation_directory>/.openshift_install.log ﬂ
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I $ ./openshift-install create cluster --dir=<installation_directory> --log-level=debug ﬂ
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9% 2 3%
LR ECERE LA



OpenShift Container Platform 4.5 A %]

24 FIPS &+ 5.3} 2|9

WA 438 EHE FIPS =/ IUT (Implementation Under Test) &% 3} gFo] 2 8] 2] & A& 3} OpenShift
Container Platform S8 28 & A X & 4 A H5Y

Z 2] 2~ E 2] RHCOS (Red Hat Enterprise Linux CoreOS) A] 28] 2] 7 9- o] H 7] Al AL E-2L7} S8 2~
B v XA MR e 5 = F8 ~FH &4 2 A o) 31 = install-config. yaml Hde] FHA A E 7o =
Al 22" S vl X] & ) X#%% U t}. Red Hat Enterprlse Linux Al =Bl o] A] = &) 2} A| 28] © 2 AL8-5lE] &=

Al g-F AAE DXL W FIPS R =5 2/ stafordynt o] g A4 WR & AH8-5hd S8 2F
7} FIPS & 7 AL 8 ALEHS S5 8t=A QJ%L T AFUTE 27] A1 2" B8 A FIPS 5/ IUT
(Implementation Under Test) &+ & 3} o] 7] %] v+ &4 3} L ¢}

S 2H 7 A F AAE S HEdsl7] Ao FIPSE &g st ofste = Z8] ~E & )
FIPSE &43d 4 glsyth

ﬁq
9‘15
rlr
[iio
Hel
ot

ko3
T

2.1. OPENSHIFT CONTAINER PLATFORM®|| A FIPS 7 %

OpenShift Container Platform2 o] & A}-&3l= &9 A A +4 2.4 ) dl&] RHEL (Red Hat Enterprise
Linux) 2 RHCOSel| 4 &4 FIPS 7% / UT (Implementation Under Test) = &2 A8 gtk RHELY
core crypto componentse] W& & 3z 384 Al Q. of| & S o] AF8-#}7} OpenShift Container Platform &
2 2 g ZH o] ol SSHE A eld sl AZ o] Eut2A dashgyr.

OpensShift Container Platform 4 8 4+= Go=Z 2}/ ¥l Red Hat¢] golang H 3td & & A}-&3le] W=
Utk S8 2E e FIPS R=& &4 35}31H Red Hate] golang A &l = 453l Aol QS R E
OpenShift Container Platform 724 @ 4~of] tl&] RHEL 2 RHCOS ¢+ 5.3} gtol B8 g & &gt
OpenShift Container Platform ¥ 4.39] % 7] 4] 2| Al = ose-sdn 3} 7] A] ¥+ FIPS 75/ IUT
(Implementation Under Test) 7} o} 7] ¥ golang 423} & /\} Yt} Red Hate ot & =& 3 71 A 7}
FIPS 1=/ IUT (Implementation Under Test) OpenSSL &S AF-&3t=%] &<l gy o).

3 2.1. OpenShift Container Platform 4.59] FIPS 2 = 44 9 A 3k A}

%4 A3

o

i

RHEL 7 &% A Al ol A FIPS 2] € FIPS 32 sl| A] S+E AlLtstaL s sl A 710k 71 &
Asste G g5 A TR FFUh ol A F
CRI-O @ E}2] o]l A FIPS %] €] & OpenShift Container Platform € 2] 2=of| 4] ] 4%

oz @R NAE AR YU

OpenShift Container Platform 4 8] 2o A FIPS %]

RHEL 7 2 RHCOS u}o] 2] & o] x| ol A A& FIPS
A%/ IUT (Implementation Under Test) 453 =&
U i
FIPS 5.2} golang 7 9} 2] AH& TLSFIPS A 42 k3] 73 = o] AR A v F+

OpenShift Container Platform B & o] 4 €14 8] =] )
g g gy

22. 22 B ARE HE A 24004 FIPS A1 <

OpenShift Container Platform & 2] 2~ € #}A] = FIPS 745 / IUT (Implementation Under Test) =58 A}
4314 7+ OpenShift Container Platform ZHAHE ]% St Al =" o] &5 3t FIPS A5/ IUT
(Implementation Under Test) =52 AF-&-3}aL A=A &1 Al 2


https://access.redhat.com/articles/3359851

2% FIPS &53}1 X1 ¢

5 7FFIPS A= / IUT (Implementation Under Test) 4331 & A& 3t =535t ™ FIPS &
%% AHE- 0}04 etcd tlo] 8 A F 45 dastdyrh S LEHE A X3 $-aes cbe &L
ted

o8 g 58k 4 YgHivh

222. 2E YA

24 2E8AY 4 RHELAF 23 4353 = RHEL Al F v 23 °L§§}E Al8-3}+= Container

Native Storage & A& U th RHEL A 3 t] 23 43315 AL835t= S50 RE HoHE A A5 &
g 2H ol FIPS R =5 &/ 3l6tH plALE Hlo|E 9} o] &F<l tlolH =& LﬂE"lﬂ tl o] Bl 7} =7 FIPS
A%/ IUT (Implementation Under Test) ¢4+3 315 E&] RSP Yth == Al Folo A e &
7t o] RE 9 Al 2" S dEsstEE FHAHE AR T F AdFUH

)
i)
-,
Ay
N
-~
0 _|'|
U_L,

A= /IUT (Implementation Under Test) ¢4 &3} = &5 AE-3lE S 2EN M A3

ECE f‘%?lc}ﬂﬂ CRI-O& AF&-sho] dEtd & #2l Uth CRI-O+= ZH o] | 7} FIPS R =0 A 4 3 =
79SS 2w E AH o2 A 5= FIPS-Mode S =] 931 o).

2.3.FIPS =o)X F82H A

FIPS ol 4] 28 28 & Ax sl 9 o9 el eto] A1g7 Jol g S 282 AR sk ol i@

pA

ZRAAE UEHYA L. FH2EHE ] Z517] 9 install-config.yaml 1+ o fips: true7t A2 = of )
=4 Felshal Al 2

® Amazon Web Services

® Microsoft Azure

® Bare metal

® Google Cloud Platform

® Red Hat OpenStack Platform (RHOSP)
® \/Mware vSphere
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/security/#encrypting-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing/#installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing/#installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing/#installing-azure-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing/#installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing/#installing-gcp-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing/#installing-openstack-installer-custom
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing/#installing-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/security/#encrypting-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/machine_management/#adding-rhel-compute
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/chap-federal_standards_and_regulations#sec-Enabling-FIPS-Mode

OpenShift Container Platform 4.5 A %]

RHV vSphere

7] & X X X X
PR X X X X X
A el

Network X X X

Operato

r

ZgolHl X X X

e &H

71& 7} X X X

4 444

i

RHV vSphere

PR X X X X X X
A el

Network X X
Operato

r

A g X X X X
YEY=A

3.2. == o] AbgA} A ¢


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_aws/#installing-aws-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_azure/#installing-azure-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_gcp/#installing-gcp-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_rhv/#installing-rhv-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_aws/#installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_azure/#installing-azure-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_gcp/#installing-gcp-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_openstack/#installing-openstack-installer-custom
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_rhv/#installing-rhv-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_aws/#installing-aws-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_azure/#installing-azure-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_gcp/#installing-gcp-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_aws/#installing-aws-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_azure/#installing-azure-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_gcp/#installing-gcp-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_aws/#installing-aws-vpc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_azure/#installing-azure-vnet
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_gcp/#installing-gcp-vpc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_aws/#installing-aws-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_azure/#installing-azure-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_gcp/#installing-gcp-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_openstack/#installing-openstack-user
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_bare_metal/#installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_vsphere/#installing-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_bare_metal/#installing-bare-metal-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_vsphere/#installing-vsphere-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_aws/#installing-restricted-networks-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_gcp/#installing-restricted-networks-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_bare_metal/#installing-restricted-networks-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing_on_vsphere/#installing-restricted-networks-vsphere
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I $ ./openshift-install create manifests --dir=<installation_directory>
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3. openshift o] & E 2] o A 3} (<]: 99-openshift-machineconfig-master-kargs.yaml)2 zH4] 5}
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$ cat << EOF > 99-openshift-machineconfig-master-kargs.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-openshift-machineconfig-master-kargs
spec:
kernelArguments:
- 'loglevel=7"
EOF


https://www.kernel.org/doc/Documentation/admin-guide/kernel-parameters.txt
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# subscription-manager register
Username: yourname

Password. *hkkkkkkkkkkkkkk
# subscription-manager attach --auto
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https://github.com/kmods-via-containers/kmods-via-containers
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I # yum install podman make git -y
. kmod-via-containers ] A E8] & E-A g o}

$ mkdir kmods; cd kmods
$ git clone https://github.com/kmods-via-containers/kmods-via-containers

. RHEL8 Y= 3 2~Eo|KVC ZH Y 93 AN~ A2 AR5l ZES H AE Tt} kmods-via-
container systemd A B] 227} F=7} 5 o] E = Ut}

$ cd kmods-via-containers/
$ sudo make install
$ sudo systemctl daemon-reload

A RES) 22 AEE A ST 22 AEE Ao 3 & glA T T Algo] Al 2EhE Bl
RESWESE B A8 5 AU th thg 9 o] A 28] B4 & 591 kve-simple-kmod
o Ao EAE W& fAbe go] oy

$cd
I $ git clone https://github.com/kmods-via-containers/kvc-simple-kmod

. OF-3 7Fo] A 1k simple-kmod.confS- | 3 5} 32 Dockerfile 2] o] &8 Dockerfile.rhel =
74y o

$ cd kvc-simple-kmod
$ cat simple-kmod.conf

KMOD_CONTAINER_BUILD_CONTEXT="https://github.com/kmods-via-containers/kvc-
simple-kmod.git"

KMOD_CONTAINER_BUILD_FILE=Dockerfile.rhel
KMOD_SOFTWARE_VERSION=dd1a7d4

KMOD_NAMES="simple-kmod simple-procfs-kmod"

7. 7% d % & °] kmods-via-containers @ .service 21 2~¥l 2= (o] o] A o] ] & simple-kmod)E 7H=

SRS ¥ EEAEEE

$ sudo make install
$ sudo kmods-via-containers build simple-kmod $(uname -r)

8. systemd A H] =& &/ 5}51 0L A 2HgE th A EHIE FRIsHA Al L.

$ sudo systemctl enable kmods-via-containers@simple-kmod.service
$ sudo systemctl start kmods-via-containers@simple-kmod.service
$ sudo systemctl status kmods-via-containers@simple-kmod.service
e kmods-via-containers@simple-kmod.service - Kmods Via Containers - simple-kmod
Loaded: loaded (/etc/systemd/system/kmods-via-containers@.service;
enabled; vendor preset: disabled)
Active: active (exited) since Sun 2020-01-12 23:49:49 EST; 5s ago...

9. 7Y mEo] REHEA Hol5tel W Ismod B3 & AHg o] mES UG A L.

1
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$ Ismod | grep simple_
simple_procfs_kmod 16384 0

simple_kmod 16384 0
10. simple-kmod oA ol = 25 o] 15 H 2Est= 2 7HA] th& ®H o] 51Utk dmesgE AHE-5)
o] 7d & ol "Hello world"®] A] X] & 2Fo 4] A] @

$ dmesg | grep 'Hello world'
[ 6420.761332] Hello world from simple_kmod.

/procei ~] simple-procfs-kmod<] 715 &FQl gt}

$ sudo cat /proc/simple-procfs-kmod
simple-procfs-kmod number = 0

spkut & & A ste] gl B AA T FRE 7 U

$ sudo spkut 44

KVC: wrapper simple-kmod for 4.18.0-147.3.1.el8_1.x86_64

Running userspace wrapper using the kernel module container...

+ podman run -i --rm --privileged
simple-kmod-dd1a7d4:4.18.0-147.3.1.el8_1.x86_64 spkut 44

simple-procfs-kmod number = 0

simple-procfs-kmod number = 44

A28o] -9 ) of Aul iz ) Aol A8 SAAE G Al A o] Do Al A
o) AY vES W= T 2EFUTE REo] ofn] 7% ¥

3.2.2.2. OpenShift Container Platformell #|d = & Z 2 4] %4
i

OpenShift Container Platform S 2| 2 & A S F e o 71d R ES S4318 F 27} Q=R of R
weh o F A Y F U E A RES RS =S AT S dFU

o ZYX2H AXA A »E Z2H|AY (day-1) MachineConfigE 3 el =& 24 31 vy o)
2 E 31 A E 9} 317 openshift-installol] #] &3k &= 9l 54U o).

® Machine Conflg Operators 53l 712 =& Z=2H|AY (day-2) 714 X &5 F7taH7] 9l &
g 2E7F 7s € w7k ) 71 & 7 9- MCO (Machine Config Operator) & %3
Aol T 5 gt

%A BT A Aol ZAHE 2 wmEel A Ad REEg o] 714 8 B 2ELEg o] 374 F 7HA
S F ook FUT AT ANZE AL 5 UES 4 x2S 4T FAE E /B el Atk

e /etc/ pki/ entitlement t] & E ] o] A 7] & RHEL & ~E ¢ RHEL Qlglo]EHEE H =361l
Ignition 24 & W= o Al ¥t thE 3 3 TS 91X o EARGY L

e Dockerfileoll A} 71d & 7] e} 9} 71 %] 7} £ ¢+ E yum A Z 20l thdk LA EHE 713 T of 7] 9
=AZ2 AXE A A ofst 22 A A 7] X 7} 23FE o] 2l ojorty
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MachineConfige2 7|d B & £~ Z E 9| o] & 9| 7] A 5t¥ 4 %] A] == Machine Config Operator& &3l 3i
FARZES S AAA EE A 22 A8 = dFY T

WA AFg-8He & 7] Ignition A7 S wHEY T A %] A] Ignition 47 ol &= & 2] 2~E ]l A core A} 7}
authorized_keys 3} o] 3718 ssh 0 717} £EFE Y TE UE MCOE E3) MachineConfigE &7}
3= 7§ ssh B0 71 7F B 2 314 &<5Utth T 7HA] 53 2% A = simple-kmod A H] 2~ kmds-via-
containers@simple-kmod.service”| 2 2 3 systemd x| 3 -& 75U o

U

systemd &= ¢l =EH v 2o tf gk 3] 4 W o] w kmods-via-containers@simple-
kmod.service7} F- ¥ A] A] 2} =] = &3 o).

1. RHEL8 A 2" & 71- & & =23t

# subscription-manager register
Username: yourname

Password. *hkkkkkkkkkkkkkk

# subscription-manager attach --auto

=1
= =

)
e
B>
[l
|
g
9
il
i

o
v
Iy}

2

}

e

] 2

oft

2. &3

IH

=4}

i

I # yum install podman make git -y
3. systemd &= YL WHE Ignition A& 3L w5 T

$ mkdir kmods; cd kmods
$ cat <<EOF > ./baseconfig.ign
{
"ignition": { "version": "2.2.0" },
"passwd": {
"users”: [
{
"name": "core",
"groups": ["sudo"],
"sshAuthorizedKeys": [
"ssh-rsa AAAA"

]
}
]
b
"systemd": {
"units": [{
"name": "require-kvc-simple-kmod.service",
"enabled": true,
"contents": "[Unit]\nRequires=kmods-via-containers@simple-
kmod.service\n[Service]\nType=oneshot\nExecStart=/usr/bin/true\n\n[Install\nWantedBy=multi-
user.target"

1]
}

}
EOF
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https://github.com/coreos/ignition/issues/586
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3

openshift-install =0 3} & A}8-3}2]H F7) SSH 712 baseconfig.ign 1} o]
F7Fell okt k. MCOE &3l MachineConfigE 44 8= 7% 271l SSH 7] 7} 2

f5hA Sy
4. o33 7+ 7)1 MCO YAML =243l & wrE Yt

$ cat <<EOF > mc-base.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 10-kvc-simple-kmod
spec:
config:
EOF

23

mc-base.yaml-2 worker :==0of A 25 0] X3 =5 A A H
o vl & < -5 workerol] A masteri M7 Al L. o]
el ol WL N2 ohe 7 o] B2 ALg ko] AR T=A

s —\Li

1. kmods-via-containers &~ E gJo] & 7}A 34t

$ git clone https://github.com/kmods-via-containers/kmods-via-containers
$ git clone https://github.com/kmods-via-containers/kvc-simple-kmod

B A2ZEYSE 718Ut} o] o o A = kve-simple-kmod 7} A}-&- 3 U o}

N
ko

3. o] Ao BEA) ¥ 2 EX Eg S A& 3lo] fakeroot H & E 2] 2 W& 11 Ignitiong E8) dY
< o]l Y g Eg]of wj 2] gt

$ FAKEROOT=$(mktemp -d)

$ cd kmods-via-containers

$ make install DESTDIR=${FAKEROOT}/usr/local CONFDIR=${FAKEROOT}/etc/
$ cd ../kvc-simple-kmod

$ make install DESTDIR=${FAKEROOT}/usr/local CONFDIR=${FAKEROOT}/etc/

4. filetranspilerzt= & 4 T AZEQ o & 7t Y h

$cd..
$ sudo yum install -y python3
git clone https://github.com/ashcrow/filetranspiler.git

“

5. #= MachineConfig YAML (mc.yaml)& A A 3} o] 2 A &ale] = vt 7} 37 7] & Ignition A

o] =
A, 71 2 MachineConfig ¥ fakeroot U] &l £ 2] & ¥ &gt o}

14
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$ ./filetranspiler/filetranspile -i ./baseconfig.ign \
-f ${FAKEROQT} --format=yaml --dereference-symlinks \
| sed's/?/  /'| (cat mc-base.yaml -) > 99-simple-kmod.yaml

6. FE2E/} o} HE A G AF U AZ AAE Y7 o) S 9 S openshift e =

o] F7tguth S8 2E 7ol AP T A oha 2ol LS A &FY
I $ oc create -f 99-simple-kmod.yaml

== = kmods-via-containers@simple-kmod.service A H]| =& A Zstal A 7

U,

it
L
fr
(r
)

7. Ad REo] =54 &l oc debug node / <openshift-node> = A}-&
hostE A8 3le] o] 2l = Syt RELS VL Eed Ismod 3 & A

$ Ismod | grep simple_
simple_procfs_kmod 16384 0
simple_kmod 16384 0

3.23. AAA Y= G5 s}

OpensShift Container Platform& A X & wf] 2 & v~ 4 2R} = oA 23 GsstE &35
FdFU ol e 22 Ve AlTdd ek

:;1_
o

o

o HA ZrIY TEWAY Qe Bl AbEA} 22U A Y ¢l Z e} v 2ol M AL s
® RHCOS (Red Hat Enterprise Linux CoreOS) A] 2=l of] A 7+ %] €1 &

o WU AE X BACA U2a dEsE Agste] A WA RRRE T2 /] 2H BE
JEEEE

o ZE ud AlAH 9] dlo]H w5 35}35) (/o] A / dev / mapper / coreos-luks-root)

o AgA ARl FE AT I

o[[‘

e AES-256-CBC ¢+ 33} A&
o I AEIIFIPSE A Y3t == &4 3}sf oF g
g ¢] £ 7R s st m=sh A 9H YTt

e TPMv2 7| B 2EUth TPMV2E ¢35 Bt 433 T2 A Ao AZFTYth TPMv2 t ==
otssts 3t H ol Aol ulel Ignition A4 YL BEY T

® Tang:Tang$ AtE-ste] 8] 2E & e stele ¥ Tang A ¥ & AHE-3 oF g o} Clevis= E2f0]
ANE 24 ¢35 | 5 FHFYTH Tang 353 R == wo] wlgd A x| o v APt}

EHEYH =B Ui 45stE AFR st tha T Z2A & T sUE S A L.

3.2.3.1. TPMv2 t]j 2= 2} 5 3} 34 3}

2 X 2 A 2~E ALE-3Fe] OpenShift Container Platform v X $of]l TPM V2 = U] 23 A3 31 E &4
b o

Z2A 2

15
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16

. 2 =22 BIOSO A TPM V2 ¢ 3 8t5 &/ s}l oFsh=A] gl a4 Al L. ©]

oA Dotk AFE B E st Al L.

. 8] 2F ) o 3 Kubernetes sj U 8| 2 E £ A A g T}

I $ ./openshift-install create manifests --dir=<installation_directory>

. openshift t] 2| E 2] o] A wp2E B/ AR} A S A st ST =

AN 0 F Ao o e Byt

$ cat << EOF > ./99-openshift-worker-tpmv2-encryption.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: worker-tpm
labels:
machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
filesystem: root
mode: 420
path: /etc/clevis.json
EOF

$ cat << EOF > ./99-openshift-master-tpmv2-encryption.yami
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: master-tpm
labels:
machineconfiguration.openshift.io/role: master
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
filesystem: root
mode: 420
path: /etc/clevis.json
EOF

4. YAML 5} o] W] A2 S vts Ut S8 2EHE UE o g o] AA| 5 =

U,

5. 1} %] OpenShift Container Platform v} £ & 7 &g o}

= o) 229 Dell 4] 2=

fu
1z
2
ftlo
4
Og{:z
:Oé
_‘_(1}_1
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3.2.3.2.Tang o] 23 ¢33} EA 3}

g X 2 A 2~ E ALE-3Fe] OpenShift Container Platform v X Zof] Tang .= t 23 433 & &4 3}
Py .

EIZA
1. 33} 242 7433 openshift-install-& 2 3] 51o] A 2 & F 2] ~H 9 ocE A X 35}7]
&l Red Hat Enterprise Linux A B o] &4 4] 2=+ o}

2. 71& Tang A B = A A st A A A 2 o} 2HA] 8 &S Network-bound disk encryption ol A
FZ3A Al 2. Tangol] EA]3h= Wi ol of 3 &}A| gk U] 82 Securing Automated Decryption
New Cryptography and Techniquesol| 4] ZZ 314 A] L.

3. 2| &E ] s RHCOS A A& & v Y EQAE dAst7] S8 7A1d 5 F7Hgdth
ol HAIE At F A By o] A gyt S S DHCP U EA] A & A st ™
ip=dhcpE A AU AL HE S vl §iFE F71E o A UE]IE LG Fch

4. A5 AU clevis 3|71 A & A X5 Al 2 (oF4 A H A &2 7 -%). Tang A H o] 4] A
2 ATtk url 38 Tang A8 URLE vl A 2

$ sudo yum install clevis -y
$ echo nifty random wordwords \
| clevis-encrypt-tang \
{"url":"https://tang.example.org"}'

The advertisement contains the following signing keys:
PLjNyRdGw03zIRoGjQYMahSZGu9

Do you wish to trust these keys? [ynYN] y
eyJhbmc3SIRyMXpPenc3ajhEQ01tZVJiTi1oM...

5. Baseb4= <
Uyt

ol
)
5=
1A
o
rl:l
it
K
)

< A= A4 © Tang A1 ¥ (url) URL 2 %] & (thp)o. = 1}

$ (cat <<EOM

{

"url": "https://tang.example.com",

"thp": "PLjNyRdGw03zIRoGjQYMahSZGu9"
}

EOM

) | base64 -w0

ewoglnVybCl6ICJodHRwczovL3RhbmcuZXhhbXBsZS5jb20iLAogIinRocCl6ICJaUk1le TFjR3cw
N3psVExHYIhuUWFoUzBHATAICnOK

6. TPM2 o] A| ¢] "source" & AU At 9/ H= vt =9 T3 oA F 5t E= = thell i &
Base64 ¢l = o u = v} th

$ cat << EOF > ./99-openshift-worker-tang-encryption.yaml|
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: worker-tang

17


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/configuring-automated-unlocking-of-encrypted-volumes-using-policy-based-decryption_security-hardening#network-bound-disk-encryption_configuring-automated-unlocking-of-encrypted-volumes-using-policy-based-decryption
https://youtu.be/2uLKvB8Z5D0
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labels:
machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
source:
data:text/plain;base64,ewoglnVybCl61CJodHRwczovL3RhbmcuZXhhbXBsZS5jb20iLAoginRoc
Cl6ICJaUk1leTFjR3cwN3psVEXHYIhuUWFoUzBHATAICNOK
filesystem: root
mode: 420
path: /etc/clevis.json
EOF

$ cat << EOF > ./99-openshift-master-encryption.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: master-tang
labels:
machineconfiguration.openshift.io/role: master
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
source:
data:text/plain;base64,ewoglnVybCl61CJodHRwczovL3RhbmcuZXhhbXBsZS5jb20iLAogInRoc
Cl61CJaUk1leTFjR3cwN3psVEXHYIhuUWFoUzBHATAICNOK
filesystem: root
mode: 420
path: /etc/clevis.json
EOF

7. 1™ =] OpenShift Container Platform wj 2 = 7 &3t}

3.2.4. chrony E}¢] Au] 2= A3

chrony.conf 3} o] &2 73513 & J &2 MachineConfigZ =X 0of A& 3}e] chrony B} A]H]|
2~ (chronyd)o| Al Ab&-3l= Al ZF AW 2 3 A4S AT = AFHTH

2
1. chrony.conf 7} o] ] 82 #4613 baseb64 2 Q1Y 3HA A & o & EW oS3 245Ut
$ cat << EOF | base64

server clock.redhat.com iburst
driftfile /var/lib/chrony/drift

18



3%. 4% 74

makestep 1.0 3
rtcsync

logdir /var/log/chrony
EOF

ICAgIHNIcnZIciBjbG9jay5yZWRoYXQuY29tIGlidXJzdAoglCAgZHJIpZnRmaWxIIC92Y XIvbGli
L2Nocm9ueS9kemimdAoglCAgbWFrZXN0ZXAgMS4wIDMKICAgIHJOY3NSbmMKICAgIGxvZ2
RpciAv

dmFyL2xvZy9jaHJvbnkK

2. base64 FAE & 2 gAY & vhto] MachineConfig 7t & ¥ T} o] Ao A = 21
< master :==9] 7154t} o] = worker= H 7 31 7 1} worker & &2] 37} MachineConfig<
e A HFY

$ cat << EOF > ./99-masters-chrony-configuration.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: masters-chrony-configuration
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 2.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;baseb4,c2VydmVylGNsb2NrLnJIZGhhdC5jb20gaWJ1cnNOCmRyaWZ0ZmiIsZSAvdmFyL2xp
Yi9jaHJvbnkvZHJpZnQKbWFrZXN0ZXAgMS4wIDMKcnRjc3luYwpsb2dkaXIgL3Zhci9sb2cvY2h
yb255Cg==
verification: {}
filesystem: root
mode: 420
path: /etc/chrony.conf
oslmageURL: "
EOF

H2E v & B sl &l g v & openshift o 2 =

5 Ze&E7toln AT A5 vha 2ol d e A 8gyh
I $ oc apply -f ./masters-chrony-configuration.yami
325 F7t A
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FIPS z] ol th g 2} A 3 82 FIPS 53} A Y& X34 A2

33. A1 I EY =7 AgE Aol A Alst7] A8l v A ~EY e

AR W ES o] Zer A E Axete] Zej 28 S AR 57] Aol Wad Avol oA E 5P
73] v Gl kg th Wl 29 27k A S S el A o) AR = AR Zm gl A Al B ol zmeist
obd AHE A A B 5HE A Tekel A u A AH U T o] TEALE PAT U= T A AHgSte] Fel
B2} 913 Al 2ol js) 228l Alo] 2A& FE ek Aelol olv) A AL LS T 4 A oh

T8

ok g ol o]H A& Ao AE ol AA 5] of g T 1 ZRA G = U E
At AE Y BT AA AT 5= e v 2B v YA LEYE WA G v

g E2E AN 2T FglE A A AE Z2M 5 /\]—Q—o]—OZI LﬂE 3 AAE o)

T F Ae AR ol n A & HALG Y

33LvH HAIEEL ZE

OpenShift Container Platform 4 2] @ 5.4 2|3 ¢Jujo]Eo] B g3t o|n A = u] g YA 2E 2|0 v
& AdFUth ol # g 22 5 5}2 A 2E AHEFUTH El = tf gk A o] X3HE D2 oln

]9} o AR =7} Fxshe o)A 7} B vl &gyt B3 Operator 7 271 &2 o] m] %] 8l A=z 6}

© ol "] A = AHg-8h= Operatorvttt vl g Fajj ot ARl =2 & vl 2l g § v 2] HAZE o)A o] A
25 AN EE 7t e 2HE A4F FY

i e

nle] A 2E o= Al 7H OlLﬂ o]uZ] API (schema2z}l 3H & A st= X HEH oY HAZE
FE AL F AFYUL BE F 9 FeH = FF2} 8l A 2 E 7, Red Hat Quay, Artifactory, £ = &2~
Docker v 32 | x| 2~ E 2] 7} A1 AH Yt} o] H 3 P A 2 E & 5 32 AF&-31H OpenShift Container
Platformo] 1 A 5 %] ko 3L A o 4] Z} o|u] K| o] AAL ol 4 &)

Z2H A Y FH L] EE A LF oA v g A SE ] A T ¢ ooyt H A 2~ Ed
VAL GE A GA, QoI E EE AADE AU A o 22 JUAA el AL £ g,
wEbM S7HEd A o' v A LE S A okstn v A LEF = F &% OpenShift
Container Platform S8 2~ 2294 373 9] 7184 2o d X8 ok g o}

AN

E 2] & OpenShift Container Platform o] m| X 2 A4 al= 4 ¢ oS F 7HA] AU 2] 05 43
un} FIXREZFAHU G g A EEg o 5 JA T 5 9] ]“PEEV\H o A&
S g HAle] A =E Y vg]H T 5= A5 YT o] Z2AH 2 E connected mirroring (7
qazgwq:agﬁigﬂat@%MMﬂ b A 2Elo] Wl g b8 )Y BAE
ut] o] E A g+ 3H73 o) wj) x| &l ok g t}. o] Z &2 | 2 E disconnected mirroring (V] &% A
g o

0_{0

rlr u:1> =

o]-ﬂ@

o o gy 4y
_1>~

:_r_&mgxoé

ko
£

nMPn_umg&'m?ﬂ_

3.3.2. 78 S 2E F#H|

n g GA =S 557 Ao 3AEE FH|sle] AU =E AME 7 97 A2 ZEAT 3= QY= Fofkst
Y}
e & olE o o] Zof| 4] OpenShift Container Platform;ﬂr A% 2-8317] 98 OpenShift CLI (0c)E 4
g 4= 9l &Yt} Linux, Windows 2= macOSeof oc S A X & 4= 9154 o)
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/installing/#installing-fips
https://github.com/docker/distribution
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T8

o] A ¥ A e ocE A A3 7 ¢, OpenShift Container Platform 459 = & W& S ¢ g 3l=
g sl g HAS AT F lFU T Al o] ocE T2 =3k A A& of g T

3.3.2.1.1. Linuxel| 4] CLI A 3]

TS 24 22 AF851] Linuxoll A OpenShift CLI (oc) vho] 1 ] 2 4 %] 8 4= 9l &1 th

1. Red Hat OpenShift Cluster Manager A} o] E 2] Infrastructure Provider 3 o] X] 2 o] &3 t}.

Olt

2. Aze} 3F JAE Aelm AA £8 L A4 2.

3. Command-line interface & A o] =& t}-& v 7ol A] Linux & 48] 3}32 Download command-
line tools& &3 gt}

4. o}7folH 9] )} %S F U
I $ tar xvzf <file>

5. oc who] 2] & PATHO) Qi ol e =2 o w2 g o,
PATHE 3olstel ™l the B3 < Aa g

I $ echo $PATH
CLIZE AX3% FocHHoE T3 A& F AdFYTh
I $ oc <command>

3.3.2.1.2. Windows®l| 4] CLI A %]

O3 Z 2 A 25 AFE-3Fo] Windowsel]l OpenShift CLI (oc) vlolU 2] & A X & 4= )5 th

1. Red Hat OpenShift Cluster Manager A} o] E 2] Infrastructure Provider 3] o] X] 2 o] &3 t}.
2. 1zt I A E AYsta A @S A L.

3. Command-line interface A 4

Ao =258 1ol A WindowsE A €l 5152 Download
command-line tools& =8 3t}

4, ZIP 22 13 0 7 o}7}o] HE 9= &) A & ).

5. oc Htej gl & PATHe sl= e 28 &2 o] &gt
PATHS sHlsleiel ¥% 25 2E8 93 & 93

I C:\> path
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https://cloud.redhat.com/openshift/install
https://cloud.redhat.com/openshift/install
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I C:\> oc <command>

3.3.2.1.3. macOSo]] CLI A x]

oh& 3 2 A 2of uhe} macOSol| A OpenShift CLI (o¢) vlol 2] & A X & = &Yt

1. Red Hat OpenShift Cluster Manager A}o] E 9] Infrastructure Provider # o] X] & o] &34 T}
2. 0=z FF A A stal AA FI3 S Ad st A L.

3. Command-line interface A 4 o] = &t} & H] 7ol 4] MacOSE A1 ¥ s}3. Download command-
line tools= =32 gty o}

4. ol7bol o) 9S8 AT o,

5. oc Hlol ] PATHS tl g Eg] & o] 5t}
PATHE glsteiH Hu|d & I3 oh B9

I $ echo $PATH
CLIZE AX3s FocHHOE T3 AT = AdFYTh
I $ oc <command>
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1. Red Hat OpenShift Cluster Manager Al¢] E ¢] Pull Secret 9] o] 2] o] A registry.redhat.io pull
secretS T2 = 3}1o] Ljson 3} of] #] A3}4] Al 2.

2. 0 W3S AR e BA 2B 6] 22918404 2
I $ oc registry login --to ./pull-secret.json --registry "<registry _host_and_port>"
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® Red Hat OpenShift Cluster Manager Alo] E €] Pull Secret #] o] %] o] A pull secretS t}-&2 =3}
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1. OpenShift Container Platform t}-g& = = o] %] & &9l 3}lo] A %] & OpenShift Container
Platform v 21-& &2l 8} 32 Repository Tags #| o] X of| 4] sf T e 2 & X7 g o}
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$ export OCP_RELEASE=<release_version> ﬂ

$ export LOCAL_REGISTRY='<local_registry_host _name>:<local_registry_host_port>' 9
$ export LOCAL_REPOSITORY='<local_repository_name>' e

$ export PRODUCT_REPO='openshift-release-dev' ﬂ

$ export LOCAL_SECRET_JSON='<path_to_pull_secret>' 9
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$ export RELEASE_NAME="ocp-release" )
$ export ARCHITECTURE=<server_architecture> @)
$ REMOVABLE_MEDIA_PATH=<path> @)

<release_version>©| tf 3l A x] & OpenShift Container Platform B A of] &l F3l= Bl 2=
A A Ut} (¢l: 4.5.0).

<local_registry_host_name>2] 7 - v] & A4 2] g A
<local_registry_host_port>2] 79 A = E A ¥ 5}=¢|

<local_repository_name> 2] 7 -9 @ x| =Eg]of ZA] S # A4 o] & (o] ocpd/
openshift4)g %7 3+ o}

<path_to_pull_secret><l| tiall A3k g PR 2Eg o) )t Z A a8 A A= 2
7 o] &8 AZ AT

ez v YUk =294 §7 o D] 20 o)) ocp-releaseS = 4 3l oF g o
server_architectureol o 3] x86_64 2} 722 A v o}7] 8l 2] = =] A gt}

<path>o] O)&] v ® olnx &2 32T v B 422 XA}
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$ oc adm -a ${LOCAL_SECRET_JSON} release mirror
--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE} --run-dry

l‘r__
= o
oo

o] % o] 2 oA A imageContentSources 4] A2 7] 23t} v 2] o) tf & A
B v Y E A il 2535t 4% %o imageContentSources 4] 41 2 install-
config.yaml 3} o] 3 7}af oF gy o}

gl

iv. o]&2] mtjo]e] fe Eglo o xS v g}

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}
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$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror
file://openshift/release:${OCP_RELEASE}*
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}
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$ oc adm -a ${LOCAL_SECRET_JSON} release mirror \
--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-

${ARCHITECTURE} \

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}

ol My o Fel2HE A X3 v I 35imageContentSources tl| o] B = £ 3talo] &
AR Qs EHFUT

ii. o]d W& e =9 o4 imageContentSources A4 A2 7] =g th ol e of o &+ A
BEn g ® AL 2730 A X 5o imageContentSources 4 X 2 install-

config.yaml & of] F7}3 o} g o).
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tol el 2 o] 17

2

$ oc adm -a ${LOCAL_SECRET_JSON]} release extract --command=openshift-install
"${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-${ARCHITECTURE}"

2

oiN

S~

X & 5} OpenShift Container Platform B A o] L1} o|n| X & A}-&51& W 1|28
H A zo| A DX 22 23S v X3l of ] Tk

AEUle] A48 AFE oA ol GAS F ot
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registry.redhat.io®] Red Hat g A 2 E gl o] gl o] n A& F 23Ut v g8 & o] 8]l o]n| %] ZE Yo
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jenkins, jenkins-agent-maven % jenkins-agent-nodejs ©| 1| x| ~E &
o A 7+4 ¢ 31 Samples Operator® #2] & 22 s o] u|x] 2EH ] tf
A27F g g ohA FEU T

e A Ao mE
LR EL

Sample Operator A % 3} o] 4] samplesRegistry 2 = = registry.redhatio® 4% 3+
A& Jenkins o] v %] W o] u] 2] AE YL A 2] s}al registry.redhatio® A &5 7] w2 =
2 dFUth =3 Jenkins o] [ A] 2EF O] X Flo|2EE EA4FH YT

Samples Operator= Jenkins o] u] 2] ~E Y of t)3f] t} 2| A 2E 2] & AFE-8}A] Z35HA|
i

® docker.io
® registry.redhat.io

® registry.access.redhat.com

® quay.io.

3

A ol mEe]

o] cli, installer, must-gather ¥ test ojv] %] ~E Y
Operator7} &2 3}A4] ¢

Al =
BEFUT o] W &2 o] ZEA LM FA FFH T
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e cluster-admin & &2 7} 2 AL 212 Z&] AF o AA AT o)
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$ oc get is <imagestream> -n openshift -0 json | jq .spec.tags[].from.name | grep
registry.redhat.io

2. AFAUES A #7

A 3 R E olm x| 2E Y} #HH registry.redhat.io?] o] v A & A
AE vy F vz v

2
Y.

i
=
<

$ oc image mirror registry.redhat.io/rhscl/ruby-25-rhel7:latest ${MIRROR_ADDR}/rhscl/ruby-
25-rhel7:latest

3. S EH G ou A AA JRA oA mEjel] D ad AHD = CAS F7HE Y-

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

4, nlg] AA o Aol nl7 9] 2] hosthame H-# & ¥ 33} = = Samples Operator A4 7j] 4 of] A
samplesRegistry 2 == o] E3 ).
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I $ oc get configs.samples.operator.openshift.io -n openshift-cluster-samples-operator
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o] H gt ] & E AHE st 75 Al o] & A4 she ¥ oc explain % & S AFE- S o (¢l oc explain
builds --api-version = config.openshift.io/v1)

3.4 2] 2F AR @] A
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enshift.io
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/authentication_and_authorization/#understanding-identity-provider
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build.config.opens
hift.io

console.config.ope
nshift.io
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.openshift.io

image.config.open
shift.io

ingress.config.ope
nshift.io

oauth.config.open
shift.io

project.config.ope
nshift.io
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console.operator.o
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config.samples.op
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/web_console/#configuring-web-console
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/images/#image-configuration
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/networking/#nw-installation-ingress-config-asset_configuring-ingress
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/authentication_and_authorization/#configuring-internal-oauth
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/applications/#configuring-project-creation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/nodes/#nodes-scheduler-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/registry/#registry-operator-configuration-resource-overview_configuring-registry-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.5/html-single/images/#configuring-samples-operator
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Microsoft Azured| Al = {28 9 Zglo|¥l 2 WHHA 7 5 A E YT 28} A R) F& o A 7}
A7) W Zol ZEtolBl F Y AHANA F 2= WA E FA T

3.6.2.DNSE = glojHlo gz 4

o2

L
el 2E g MEE F Zetol 9y

H
ol

¢
[K

e

A4S =% DNSE WA S + A&y

Z2A 2
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$ oc get dnses.config.openshift.io/cluster -o yaml
apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:092"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9¢cb1-02ff55d8f976
spec:
baseDomain: <base _domain>
privateZone:
tags:
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Name: <infrastructurelD>-int
kubernetes.io/cluster/<infrastructurelD>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

spec 410 &= efol Wl Yol 32 Y ool m¥ Tguo] YUt
2 &

2. DNS A}-8-2F 214

$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'

dns.config.openshift.io/cluster patched

Ingress AE =2 = Ingress 7] A = 7HE wl] DNS A 9] = % 3817] wf &) Ingress 7H A & W& A

U 4@ v Zeol Wl wl ==t 44 H Y o,

=8
HEY g9 A A= 7] Ingress 7 A ©] DNS gl Z =& W7 5 #] &5t
3. A8 Aek S8 2 o] DNS AFSAF A o] gl a2E ERlstal B &Y o] Al A A=A &2l
AL

$ oc get dnses.config.openshift.io/cluster -o yaml
apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:092"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9¢cb1-02ff55d8f976
spec:
baseDomain: <base _domain>
privateZone:
tags:
Name: <infrastructurelD>-int
kubernetes.io/cluster/<infrastructurelD>-wfpg4: owned
status: {}

3.63.Ingress Z1EE & & Zgo|Hlo 2 AF

ZeAEE MEE F Zekol Wl YR AL HES Ingress AE S T WAL 5 AT
EL P BN
SR AE EAET AL FHES 7] ¥ Ingress AEEH S WA T ok

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1

kind: IngressController

metadata:
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namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF
ingresscontroller.operator.openshift.io "default" deleted
ingresscontroller.operator.openshift.io/default replaced

5522 DNS &5 o] 47 ¥ 31 Zefo]yl @ o} o] gro] =g o,

3.6.4. API Xl & Zglo]Hl o 2 A3+

AWS (Amazon Web Services) == Microsoft Azuredl] E 8] 2B & v E 3k & Zgjo]yl J A v Al &3l =
= APIAHE A T4 T S et

AA 27
e ocZ ¥ 7 OpenShift B & 1€ 3 o] 2 (CLNE A4 X3}
e admin @gto] Sl S AR ) E& ol AA g ok
ZEAX

1 AWS 2= Azure®] §) 9 = Z&oA o3 2 & s Uk

a AT 2EWAN T4 228 o} AAFU T,

o AWSS] 7§ 9% 2= WHME A4 gk Zebol Wl JJ o APIDNS 3= FUAR
MRS AHESE R ZE WAME 1B YR 22 BAAS WA T B lE

Eh=3
e Azure?] 7§ 2= W ¥ XA 9] api-internal 72 & 214 g o
b. ¥ &9 <9 9 api.$clustername.$yourdomain DNS &= AbA)] 1 T}
2. Hujgol X 2828 A2 S Jd iy

$ oc get machine -n openshift-machine-api

NAME STATE TYPE REGION  ZONE AGE
Ik4pj-master-0 running m4.xlarge us-east-1 us-east-1a 17m
Ik4pj-master-1 running m4.xlarge us-east-1 us-east-1b 17m
Ik4pj-master-2 running m4.xlarge us-east-1 us-east-1a 17m

Ik4pj-worker-us-east-1a-5fzff running m4.xlarge us-east-1 us-east-1a 15m
Ik4pj-worker-us-east-1a-vbghs running m4.xlarge us-east-1 us-east-ia 15m
Ik4pj-worker-us-east-1b-zgpzg running m4.xlarge us-east-1 us-east-1b 15m

& TA oA o] 5ol master7} X 35HE AEE

il

g A" S HA Y

3. 7+

N
B

EE ZE Al EHoA o 2E U dME A ATY T

ﬂll

a. master A 28 /A S AR st] QF 2 WHA ) )3 FXE A AT

I $ oc edit machines -n openshift-machine-api <master_name> ﬂ
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N

@ e AEE EU = nieE AaRe o5 AR

b. ot ool A E o F 2= WA E dEste P& AASFL A ALSFS AZT 5 FES

U,

spec:
providerSpec:
value:

loadBalancers:

- name: lk4pj-ext 0
type: network

- name: |k4pj-int
type: network

Q0O =< AT

c. o]& ol master7} ¥ 7} Al 2Hof] O3] o] ZZAN 2~E ¥HE-F o
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