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AR mEd A ZEAH] mE YR o2t AuE o] YEA Slg .

A 29 d] Q) 27 o] 2] 4] openshift-operators-redhato] 8 =] o] 9l =2 &<l o}
openshift-operators-redhat ] ¢! 23| o] ~& =] 4 5| of g+ t}. openshift-operators ] & 2
o] 2of AlF & 4 gl= Community Operator7} £3H4 4= 91 a1, o 7] o A OpenShift
Container Platform #] 3. ¢} & gk o] 5 2] A Z & A A8t F=o] HA g o

o] Y d 23 o] 29| 4] Operator 7 F&]2FH RYE P ALES A3

o] &A1& Y 2ol @ B A E o A openshift.io/cluster-monitoring: "true" @ o] &-& A
A3ty 8 2~ H 2 Y E o] openshift-operators-redhat v Q] 2 o] ~E AT W= =
St ™ o] S48 dgsoF Py

462 YulolE Ad= e gyt

o 25 M2 A3} Operator A B o] ==1] = w] OLM(Operator Lifecycle Manager)
o] A& 2 2 Operators fHlo|ET 5 FY T
o AlgatE W HHE A7 298 717 ALE 27} Operator G H| o] EE 2913

AR E EHIYH

. Operator = A x| ¥ Operator 7 o] 2] 2 % 23} OpenShift Elasticsearch Operator7} 4 %]

B4 el gy

A7 AFel B E 24 E o OpenShift Elasticsearch Operator7l L& 5 o] 9l &=x%] &¢]

2. t}& 3} 7+o] Cluster Logging OperatorE A1 x| g t}.

a.

b.

AR REG A 2@ 2E 0] 54 W adol 27 A E o} glEx] el

OpensShift Container Platform €] &< ol 4] Operator - OperatorHubE & 4 tt.

A}g 715 Operator B2 o] 4 2l 28 24 ¢ Ad g e A2 243U

iJ
*

A X E v Y 23] o] 20| A Operator A% ] 23 o] 27} openshift-logging 14 <13}
Al L.
o] Y] ) 23 o] 20| X] Operator ¥ Ze]2F RUHY AHE-S A8 gt

o] 8L Y d g o] @ B A E o A openshift.io/cluster-monitoring: "true” | o] &2 A
A3 =8 28 2UE o] openshift-logging 1] Y 25 o] 28 A~ A3 =2 3 H o]
A& dds)oF gyt

462 Yol Ad= e gyt

S A}-&31H Operator A ¥ 4 o] Z1]2 wj OLM(Operator Lifecycle Manager)
2 OperatorE fulo|E% = JdHFYth

2 ALg @ A A 27

ofN

3

filo

7}2 AF&-2}7} Operator ¢ H o] E & %91 3



i. Operator » A 2] 9 Operator ¥ o] x| & 83} Cluster Logging Operator7} A 2] 5] 1 =4
A gt

. E812H 27 o] openshift-logging Z2 A E o] A3 A 2 L}E Ho] JE=A] st
Operator7b A X € 2 0 & Yeh}A] ¢ o™ th5-3 o] F7F w4 s 4 & s+ Yt

® Operator » A X] ® Operator #| o] X Z Z $t3le] o Lol 27 =& A7t d=A A
Ad )

e I REX - Pod H oA 2 7 3}+31 31 openshift-logging Z 2 A E oA £A4| & B 5}=
Pod¢] 2 2= &l gyt

=3 2ol FY2H 2 JA2H 25 AU
. FAE > AR R F A A ol AR HEg YT
AR A A 9] gl A2 A 2] 7 o] x| o A ClusterLoggingS &3 gy o}

AR ARG Bl e Ao A a oA o] FAY vl EEE RIS A

ot
c
o

. ClusterLoggings ¥ ©] ] o] ] ClusterLogging A< =8
golEE 2817 93] Ho|X 2 A2 nAot e FE 9L

CYAML 264 S8 th o2 ] gk
Z3
o] 7| B Ze| AE 27 FAL T

Selzge) A = e 54 A
598 Y A8 AR L.

7
o

Al oF Gt Sl SE 27
AR sy 24 74 8k

ot
(o o

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" g
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"

13
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o o o9

@ o0 O o o009

requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * ™" @
collection:
logs:
type: "fluentd" m
fluentd: {}

o] &2 instance©] o of gt}

ZelaE 27 A8 dH. Ao vt SRl 2 7123 S WA skE A5 ol
Unmanaged = 23] oF Ut v del 92 e vl X 2 ]
Managed el 2 2 w744 e o] EE W] 5T

Elasticsearch 74 & 1 4% 91tk CRE A&-81o] shard B4] A2 9 o 7 2% 2]
Ag FAE S AU

Elasticsearch7} 7} 2 71 &5 FA| & oF 3l= A7+ A H YTk F 5
9] 8 U T (w), A ZHh/H), (M) & Z(s)). & S0 79 & Y
g ogd 2= AAE YT 7t 22 A2 s BE A NS Aok Pk 1
2| ¢o ™ g g A~2of B35l Elasticsearch 219 2~ 7} A A =] %] ek o},

Elasticsearch == 42 2 A3 Ut} o] 22 Hoj U} = 27 AFaFS 225 A S

Elasticsearch 2E 2R ¢] 7]& ~2EZ A F 2oL AdF
M BE 2gdA e et 22X 222 AP FY
7 51A] ¢ o™ OpenShift Logginge Al 2E & %] & A& th

2 g o u}2} Elasticsearchel] o $F CPU ¥ W2 2] 23 & XA 7
OpenShift Elasticsearch Operator7} t) {3 2] wj] EZ o] =83} 7]
7B e 23 A 16Gio] 22 CPU 273 Al 144t}

3 g of w2} Elasticsearch Z = Al o tj ek CPU % v 28] @ S A Y FYt} o] 7k
9] ¥ OpenShift Elasticsearch Operator7} t F-5-9] vl o] 2238 7] 2710 2 44
gyt 71 ke w2 234 A 266Mio] 32 CPU 2% A] 100m <) Y t}.

Kibana 7442 9158 44 1 th. CRE AHg-3he] 542 913 Kibana 2H5}1
Kibana x==9] CPU B vl 22 & 74 ¢ 5 gUth A @ §& 2 Azs e
B FHe TR L

Curator €7 #4& 93 A3 Yt} Curator= OpenShift Container Platform 4.5 ©]
7 9] Elasticsearch Q19 = ¢ 2] o] v o] H & AtA| 8} = vl AF§-H W o] § d 2] Z2of| A A A
=111
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Fluentd 9 < 91 44 4]t CRE A1g-3ko] Fluentd CPU 2 W we] A @& 74 @
% 913Ut A4 @ )42 Fluentd 742 22344 4] 2.

23

Elasticsearch AEE Z ¢ ¢ == (vtAE =825 §H)9) Ao £+ 39 Y
t}. 3% t} & nodeCount= %7 3} OpenShift Container Platform-& np ¥,
SZgto] A E A glolE o TS 7R mh ¥ F 4 =9l Elasticsearch == 37}
= A A Yt} 7} Elasticsearch ==+ Z2o] A E 2 dlo]H o & ALE
st oy A& =2 AAAEUTHL HEE S === YU 24 s
AHAl, shard @@ 9 34 == o} e S 2 AA A9 S FFFU o v o]
B ==+ shardE B fst32 CRUD, A4 9 fAI¢F 22 ol #d 2 &
Ty Hloly #H 2y 1/0, Wl 2 2 CPU H kA YUt AA ==
of #Fa7t e ol g Bl AAE RUEHAESA U W2 HolH =25 F
7hshe Aol o gyt

o] 2 E°] nodeCount = 4¢1 7% t+-& ==7} YA U}

$ oc get deployment

=9 4
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

oldl A~ "l =gl o] 7] & shard =+ Elasticsearch H] o] =& 49} 7+ o)

f. CreateZ Z8 gt} ol &4 std S8~ 24 T4 824, Elasticsearch A&7 & ¢] )
A" 4 Q4 Kibana 1H 3 o] 271 A4 U T

]
ol

1

4. A& &<

U

a. YA 2= > Pod #H o] A & A3}

ot

b. openshift-logging Z 2 4 E & X&) 3]}
oS 223 §A}sE S8 28 27, Elasticsearch, Fluentd @ Kibanaol] o] &+ o] 2] Pod 7} EA]
Hy
® cluster-logging-operator-cb795f8dc-xkckc
® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
® clasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g

e fluentd-2c7dg

o fluentd-9z7kk

15



OpenShift Container Platform 4.6 & 7]

fluentd-br7r2
® fluentd-fn2sb
e fluentd-pb2f8
e fluentd-zqggx

® kibana-7fb4fd4cc9-bvtdp

F7tEas

® OperatorHubol| A Operator A %]

2.2. 47 ¥ &4

KibanaE AH-g-st2f ™ Kibanaoll A Hl o8 & ® 4 shal A] 23t st7] sl Kibana €19 2~ o &l 8l AJ7bst = 5=

0.2 448 o g o,

2.3.CLIZ A}&3le] 2828 27 A%

FHAH Y EYI FFATUEYZ 28 E H83F= 4 -F OpenShift Logging Operator7} 3 &
A E b Y EY D Ed %2 5 & FTh

Ikl

OpenShift Container Platform CLIE A}-8- 3} o] OpenShift Elasticsearch Operator 2 Cluster Logging

Operatorg A X & = AFH

A 27 Abg

® F[Flasticsearchol] o3t - ~E 2] X 7} 9 &=X] &eld Ut} z} Elasticsearch == &= 2}A] 2~E

YA =Fel Zaguth

4

BT 2EFHA Y 2E EF S AHE-st= 74 -9 LocalVolume 7H A o] A
volumeMode: blockel] A3 H QA B2 BF S AFE A mlA Al 2
Elasticsearch= 994 &5 E5 2 A8 = lsUt

Elasticsearch= v 28] & @o| AFE-3l= o Z 8] Al o] A Y Yt 71 4 o 2 OpenShift Container
Platform& w =.2] 83 4 #)|3to] 16GB<I 3 71 9] Elasticsearch ==& A %] g t}. o] %x 7] 37}

2] OpenShift Contamer Platform == Al E o &= & 2] 22¥] W ol A] Elasticsearch& 2 ﬁg sh7] el &
23l ﬂﬂ_LE] 7} AL 9}{514 t}. Elasticsearch¢} #d d vl 2] FA| 7 24 sl= AL 7|&E e
gHRIE = W2l &8 2H 9 Elasticsearch ==& o F7F4 o}

A7)

CLIZE A}£-3lo] OpenShift Elasticsearch Operator ¥ Cluster Logging OperatorE
Aok

1. OpenShift Elasticsearch Operator®] y] ¢ 28] o] 22 A A gH ).

A3 e 5

a. OpenShift Elasticsearch Operator& 9] g vl 9l &3] o] 2= @ HA E YAML 3+ (4: eo-

namespace.yaml)< A A ghu o}

I apiVersion: v1
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kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:

openshift.io/cluster-monitoring: "true"

openshift-operators-redhat v ] 23] o] == x| g s of ot} x| F o] ==& WA 3}
] ™ openshift-operators 4] ¢ 2~3 o] 2~ 7} o} 2} openshift-operators-redhat v <
2fo] 2o A A BE AF W L= Prometheus S 8] 28 RYUEHH 288 A )]0}

34 o} openshift-operators 4] & 23 o] 2~ 0f] A1 2] & 4= gl = Community Operator 7}
E3hE = 9l a1, o] 7] o)l ] OpenShift Container Platform A % ¢} 593t o] 29 X X =

A SHE FE ol WA ok

Q 2219,
=
b |

ok
I,
) il
By

Al E o] glol & A A 8l oF T ot

b. U &do]~E A FUTH
I $ oc create -f <file-name>.yaml
& &9 &3 2Futh
I $ oc create -f eo-namespace.yaml

2. Cluster Logging Operator®] 4] ¢] 25 o] 22 A A gt}

a. Cluster Logging OperatorE 9]+ vl ¢l &9 o] & @ HAl E YAML 314 (: clo-
namespace.yaml)g A A g o}

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:

openshift.io/node-selector: ™"
labels:

openshift.io/cluster-monitoring: "true"
b. WI¢)2sl o] 228 A T Th
I $ oc create -f <file-name>.yaml
& &9 &3 2FUth
I $ oc create -f clo-namespace.yaml

3. oS 2 B A E = A A slo] OpenShift Elasticsearch OperatorZ A x| 4 o}

2~¥] 21 H & o] openshift-operators-redhat 1] J =3 o] =25 =3

= =

ol

1

a. OpenShift Elasticsearch Operator& $] ¢t Operator 15 2 E 4 E YAML 3}< (4: eo-

og.yaml) < 4 4 g oh.
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apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

@ ovenshift-operators-redhat v o] 23 o] 25 A H 3 of F T

b. Operator 15 QLEA EE AU
I $ oc create -f <file-name>.yaml
& &9 &3 2Futh
I $ oc create -f eo-og.yaml

c. B2 M 9 BAE YAML 112 (¢): eo-sub.yaml)S A A 5} 1] & 25 o] 20| 4]
OpensShift Elasticsearch Operator& A B2~ =33 A 3yt

PEEELEER

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"”
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "4.6" g
installPlanApproval: "Automatic”
source: "redhat-operators” 6
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

openshift-operators-redhat ] ¢} 2= o] 2~ & 2] 4 &l o} 1t}

4.65 Ad= AU

o

redhat-operators = %] A g t}. OpenShift Container Platform & 2] 2~E] 7} A 3+H U]
EI(dAde] #7 F32E)d A H 7% OLM(Operator Lifecycle Manager)< +
AJ sk ] A4 = CatalogSource @ B4 E o] o] &2 XA gt}

d AE2aRE eBAES AP

$ oc create -f <file-name>.yaml

& &% e AEU

I $ oc create -f eo-sub.yaml

18



2. 2829 =7 )
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OpenShift Elasticsearch Operator+= openshift-operators-redhat v & =3 o] 2o A4 %] & 3L
Fe2Ho 7t ZR2AE o HAE Y

e. Operator A & &2l gc}

I $ oc get csv --all-namespaces

=9 4
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.4.6.0-
202007012112.p0 Elasticsearch Operator 4.6.0-202007012112.p0
Succeeded
openshift-apiserver elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.4.6.0-
202007012112.p0 Elasticsearch Operator 4.6.0-202007012112.p0
Succeeded
openshift-authentication elasticsearch-operator.4.6.0-
202007012112.p0 Elasticsearch Operator 4.6.0-202007012112.p0
Succeeded

4, oL 2B A E E A A 3e] Cluster Logging OperatorE A %] g4 t}.

a. Cluster Logging OperatorE ¢ gl OperatorGroup 2 B4 & YAML 3} (4: clo-og.yaml)-&
A gy o

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging @)

wopenshift-logging vl gl 23 o] 25 % g 8 oF Ptk

b. OperatorGroup 7§ & S 44 g4 o},

I $ oc create -f <file-name>.yaml

19
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& &9 &3 2Fyth
I $ oc create -f clo-og.yaml

c. JEAIHA 2 BAE YAML 32 (9: clo-sub.yaml)$ 4 A 3l o] U] &) 29| o] 2~ Z Cluster
Logging Operatorel] A 2.2~ A g o}

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "4.6" g
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

Q openshift-logging 1] ¢ 23| o] == =] & 3] o} T T}

Q 462 Q= A A FUG

9 redhat-operators £ =] % 31 t}. OpenShift Container Platform 22 2~€] 7} 7 3+ € U]
EI(dAde] #71 F32E)d A H 4% OLM(Operator Lifecycle Manager)S +
J sk ] AJ 4 = CatalogSource ¢ H 4] E o] o] &5 XA gt}

d ME2IHH QEAES AT

$ oc create -f <file-name>.yaml

& &9 &3 2Futh
I $ oc create -f clo-sub.yaml
Cluster Logging Operator: openshift-logging v ¢ 2= o] 2~0f] A 2] 1t}
e. Operator A %= &<l gt}
openshift-logging v ¢ 23 o] 2] Cluster Logging Operator7} $lojoF Ut 14 ¥ 5 7}

EAE G HE 5 dFU

I $ oc get csv -n openshift-logging

29 o
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.4.6.0-202007012112.p0

Cluster Logging 4.6.0-202007012112.p0 Succeeded

5. the3 o] FejsE 27 Q5w

fiju

273

ol

Elch
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a. Cluster Logging OperatorZ ]38 ¢1 28 2 ¢ H Al E YAML 1< (¢]: clo-instance.yaml)<

A Ik
23

o] 71& ¢l &H 24 74
ig{/\]ﬂoﬂ _rzsg—cﬂ T 9=
R 8 Y A AR A L.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * ™" @
collection:

Vs of g th Fef 2 27
ZY2H 27 34 94

kl
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22

o o

(o

O 9 o6 o o

logs:

type: "fluentd” m
fluentd: {}

o] &< instance ©] o] o} gt}

o 2E 27 #E AH. Ao vk SH2E 24 720
Unmanaged = 4 sfj oF Fuich 2eju A=A Fe s o
Managed Zel 2 2 wj7}A] JHl o] EE 4] dF Ut v X & thA] Managed i = A
getd AT U gol HadE F AFYTh

Elasticsearch 74 2 93+ 4 J Yt CR(AFEA A o] 8] A 2)S AF&3Fo] shard E-A|
A Y JF 2EHAE TS F AdFUH

Elasticsearch7} Z} 21 A2 2 §-x| &) o 3l= A 7+S %] A 3
A AU THEF(w), Al ZHh/H), (M) 2 Z(s)). ol & 517
gedd 2asAAEULE 7 20 A% g HE F S XA

A ek o g A2~ &) Elasticsearch 19 =7} A A 5] A] ek 51U T}

Elasticsearch == 42 XA 3t} o] 22 Ho U} Q= 2 AFSS A 234 A Q.
=

MeE ES 2EYAE Rste 2EYA EH2E AA
A<

A 5 x] ¢F o™ OpenShift Container Platform-& ] A]

& W EF

X,
My
r\:l
@)
e
0]
3
wn
>
=
—
o
«Q
Q
o}
(o]

2 g o u}2} Elasticsearchel] tj  CPU 2 W2 2] 8 A& XA Y th o] H § kS 1] <]
™ OpenShift Elasticsearch Operatore t) £ 9] HH Lol ZRF 7| Bzrs Ay

o} 71 Bzre v mE 23 A 16Gio] 32 CPU 2.3 A 1914 th.

2 Q of| u}z} Elasticsearch ZZ EA]of] o 3l CPU ¥ w 22] 84S XA s} o] 7HS
%] %™ OpenShift Elasticsearch Operator7} t F-32 9] u Zof] S35t 7| 27t o 2 44
Yk 7123 v 2e 23 A 256Mio] 22 CPU 2% A] 100m <] Y t}.

Kibana 74 & 913k A YU th CRES AH&-3te] S 54 S 913l Kibanas &73taL
Kibana == CPU 3l W 28] & 74T = AFUTh A& g2 22 A48t 22T
A 7L FxN L

Curator €74 #45 93 A3 Yt} Curatore= OpenShift Container Platform 4.5 ©]
7 9] Elasticsearch Q19 = & 2] o] v o] H & AtA| 8} = tl] AF§-H W o] 5 d 2] 2of| A A A
Huoh

Fluentd 74 & 93t 44 Yl CRS AF&-314 Fluentd CPU % vl 2] A g+S A
F A& Th A4 @ 8- Fluentd 742 325141 4 &
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Elasticsearch A E & Z#Ql =29 Hv] = 3YYth. 38t 2
nodeCountE =] 74 5 OpenShift Container Platform-2 w} 2§, E2}o|d E
9 o]y 9 &S 713l wpAE A 4 ==<l Elasticsearch == 370 & A4 34
T} 57} Elasticsearch := == Z2to] A E 9 tl o] ¥ 9 &S ALE-3] HlolH
A& =E2 A4EUT FEES ZHQ =2 Y & 24 == 214, shard
S 34 e 2 FEAE AA A S FYIGUT o H =EE
shardE B frstal CRUD, 74 5l A 9} 2+-& dl ol H #&d 22 =38 Fy
oo dlo] B #E 22 1/0, w2 % CPU kA YUt A =xof 73t
hAeH ol @ glais RYHP L H B2 HolH =8 F7tsk= A
ol T

o & £°] nodeCount = 421 7 ¢ t}& = =7 A H Yt

$ oc get deployment

=9 4
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

olel A ®) Zg) 9] 7] shard = Elasticsearch ] o] 8] == 49} 7+ o}

I $ oc create -f <file-name>.yaml
g5 =8 s ZsUnh
I $ oc create -f clo-instance.yaml

olgA 3tH 2~ 27 +4 84, Elasticsearch AF8-2F A o] 2]&2 g 14 9 4
Kibana <1 €& o] =7} A3 g o}

6. openshift-logging = & 4] E o] Pod2 1&g &lo] A% = el g th

o 553 fAMe S8 2 27, Elasticsearch, Fluentd % Kibanaof] o g+ o] 2] Pod7} A1 ¢

Yt
I $ oc get pods -n openshift-logging
299

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
fluentd-587vb 1/1 Running 0 2m26s
fluentd-7mpb9 1/1 Running 0 2m30s
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fluentd-flmej 1/1 Running 0 2m33s
fluentd-gn4rn 1/1 Running 0 2m26s
fluentd-nlgb6 1/1 Running 0 2m30s
fluentd-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s
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Logging> openshift-operators-redhat 3= = 4 E o]] OpenShift Elasticsearch Operator & 1 ] 5}3L
openshift- logging 3 2 2] E o) Cluster Logging Operator Z A X gttt} ujgtr o] F= T2 A E 71 Eg
2g 5 gl oF Tk
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° q%ﬂﬁEUE%HOmﬁMﬁﬁW%&%ﬂ%%%?£&ﬂEﬂ%ﬂ@%}ﬂ%%%ﬂ
I sy

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

a. openshift-operators-redhat ] ¢} =3 o] o A] o] ES& DA o = EH thS- 3} 7
4t

I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat
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b. openshift-operators-redhat 3= = 4] E o 4| openshift-logging Z= 4 E 2 FA18 5 9=
openshift-logging v §} 23| o] 2o MIEQ A A H e HAES It o & &4
Z¢Uth

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-openshift-operators-redhat
namespace: openshift-logging
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”

F7tEas
o YEHAFH A
® OpenShiftSDN 7| 2 CNIVEY = FF A A 5

® OVN-Kubernetes 7] ¥ CNI(Container Network Interface) I EQ 3 &3 A K.
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3. 22 27 W 7

3L EH2H 2 AR Ao B A AR

OpenShift Container Platform 2] ¥ 27 & /] 5l& ™ ClusterLogging A& 2 4 ] 2] &2~ (CR) &
AFE-2F A o] S o

B31L Y2 2P A8 A A A2 AR

Z 28 27 372 W7 52 ¥ ClusterLogging A2+ 4 9] 8] 22 (CR)E A A 3la. 4 FU ) CR
= A AL =4 s7] 91§ AR o] o] Al AAsA AlFH U
&2 S8 2H 245 913 Al ARE A G o gl o Yy

e

ClusterLogging A-8-2 4 o] &] 42 (CR) A

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
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curation: G

type: "curator"
curator:
resources:
limits:
memory: 256Mi
requests:
cpu: 100m
memory: 256Mi
schedule: "30 3 * * *"
collection: ﬂ
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

CR o] &2 instance o o} gt}
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3 Kubernetes Pod 2 Z 24 & v eld] o] H & d| o] B} 2 B 7Yt}
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o}

2757719 CPU R W 2] AFHS T4 22 57 7] PodS 54 =52 o5 & 5 9
2 L EERE N

ClusterLogging A& =} 4 9] 2] &~ 2=(CR)<] spec.collection.log.fluentd Z~&1 =}
e AdE e R FdE T3S 7 dsUth

ool M Y E $H S AHEste] TskE AP Th O 4
3HA] mp Al @ A o) 2] Tl & OpenShift Container Platform & 2] 2w}t ¥
FsZdel AlojH = Aot Aoz Aed 5 dFyrh o
74 §- OpenShift Elasticsearch Operator % Cluster Logging

o] Alg} A Y th Operatore 98 7| 2207 R E 325 A9
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3

OpenShift Container Platform A g A o] A =] %] ¢ko A o] &2 ¢F % -2 Cluster
Logging Operator &= OpenShift Elasticsearch OperatorE Unmanaged=® A A sjj o} 3/
o 3l H A E= FelaH 24 84S AJYHF Forn Z22H 275 Managed %
W= BEY 07k Qelol ES WA 4Lk

3.22. 27 3 7] Pod H.7]

oc get pods --all-namespaces -0 wide ™ & 2 A}-&3}o] Fluentd7 Wi X8 ==& & 5 &Yt

ZEA =

openshift-logging ZZ 2 2 E o A t}5 W& & A3 g}

I $ oc get pods --selector component=fluentd -o wide -n openshift-logging

=99
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

3.23. 21 43 7] CPU ¥ v &2 A g 4

23577 CPUL M ae RS BT Y2
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Z2A 2

1. openshift-logging > = # E o] 4] ClusterLogging A& =2} A ] 8] &2 (CR)E AR gt}

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
collection:
logs:
fluentd:
resources:
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limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
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o 7 5 A 712

chunkLimitSize 7t R =) Ao =7 YT 8m
Fluentdi= o] Z7]¢ =esld H =
o tlely 2271 & FA gtk 29
o} Fluentde= =25 #F2 2
I HIE AY

totalLimitSize 2ol R| &} F9] E A7)l ¥H 9 8G
Hoj 2719k W3 2717} o] 3
S %739 Fluentd= 3 212 9
tlol Bl F71E FA 8taL @ /e 3
A A d Ut F 20l gle Ze
olH = &Ag Y

flushinterval A3 Ze A 7+ J U s(&R), 1s

g5 Agvh

A
N

flushMode Z oA = ) et

e lazy:timekey w7} W4
E/IwMog HAE E¢
A 3 o} timekey w1 7}

P o= =) o~ o~
Hees A4S 4 8ls

e interval: flushinterval
mHFE 7|gte 2

AaE E9AEUY

e immediate: © o] 5] 7} ¥
Zo) 718 A E HAES

Z Ao,

flushThreadCount %

31



OpenShift Container Platform 4.6 & 7]

ol A% e

N
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overflowAction FE Fe W 3 532

e
Jpu

e throw_exception: =2
off AT o 21 E =4
=

e block: A4 vz &7}
249 w714 "ol ¥
a5 FAIYh

e drop_oldest_chunk:
M el H H A E kA
o}&l ME Eoleesd=a
=4 ?%‘%LHE}.SLBH% &
A= M2 HAZET 7}

2 7F A F Y o

retryMaxinterval exponential_backoff zj x| = % 300s
el Hol A ()Y o

retryType Z A A A A = B exponential_backoff

e exponential_backoff:
ZHA AN E HEE =

T =2

H Ut} Fluentd=
retry_max_interval j
dl Eﬂ—’FOﬂ =2 w7h=

= AA =744 o 7] 8F
= 1 S FHlE =Y
=

e periodic: retryWait vj]
N RHFE 7N R S
YA S F71H o2 A
A= Fych

retryWait o F 3 FA Ao AN E)Y 1s
Y.

Fluentd % = 427 F=7] o]l o & 2}A| & ) 8- Fluentd #4 €] Wy Z2] 19 & F23HA L
EZ A
1. openshift-logging = = 4] € o 4] ClusterLogging A}-&%} 7 o] 2] A2~ (CR)E H A Tt
I $ oc edit ClusterLogging instance
2. o iR E Foha Y 8 o
apiVersion: logging.openshift.io/v1
kind: ClusterLogging

metadata:
name: instance
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namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s @)
flushMode: interval €)
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s" G
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m Q

Ze)A) g g4 7ol 2716 7] Aol 2+ F=e] A 2715 A A FY o,
B3 BeiA A e A A IO,

lazy, interval &=+= immediate 5 3 2 Z A& =3 & Wy

o

A

o

T
A3 ZA o AT 2H = F2 (A G T

throw_exception, block =+ drop_oldest_chunk 5 77} 71 & 3t& W 2] A= F2E A
A3

exponential_backoff % = Z & A W o] Ao 1HA (%) AG YT
H3 Ze A A A A A= 73 S exponential_backoff 5=+ periodic . & %] 4§ t}.

UE A3 S84 A AN (R) S A FY

990990 96006009

A e Ao 2715 A dY -

3. Fluentd Pod7} A} 5 Q=] 3Hel gk o}
I $ oc get pods -n openshift-logging

4. A ztol fluentd 4 ol A=A 1 F ot
I $ oc extract configmap/fluentd --confirm
d]: fluentd.conf

<buffer>

@type file

path 'var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread count 3
retry_type periodic
retry_wait 1s
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retry_max_interval 300s

retry_timeout 60m

queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32"}"
total_limit_size 32m

chunk_limit_size 8m

overflow_action throw_exception

</buffer>

3.2.5. 7] & Elasticsearch 27 A A A2 A} 831X &= A2 AL R &o 1A Q4 A
7]

HYAEM RAS EAEI AF LR DAY } 7] & Elasticsearch 27 A A A& A} 8314 &= A
27 FEEHAM AME A = o E A 22 AAT F AFU S

é, 7] & Elasticsearch & 1 #] & A2 A}8-351A] &= 7 - ClusterLogging A&7+ 4 ¢] 2] 22~ (CR)l| A
X Elasticsearch logStore, Kibana visualization @ = =2 curation 74 242 A AT 4 25Ut} o]
Eiﬁi T4 845 AAstE A2 Y Aol ARt gl ais Ao AFU T

AR QT AL
o T 1 AYR/FE 1 W oHE 7] W Elasticsearch 8 ~F 2 A 4312 =X A3}
2 H1GE 743+ d A& 3 ClusterLogForwarder CR YAML 312 S A Abghy t}. defaultES
] 74 5}+= outputRefs 2 &7} ==/ AU o & 59 b= ZHH T

outputRefs:
- default

ClusterLogging CRel| A logStore -7 2 4E Al AF Yt} o] A% 21 4| 9]
A A8 ) X Elasticsearch 28] 28 7} LA 5 #] &<5Ut) o] A2 Eﬂ o] g &4
A 5= 9l 2=t

=
=

=13
=

'@ F2l
ClusterLogForwarder CR& = 1 g o] | & W } Elasticsearch ia AEE2 AYst
El
o]

EFZA 2
1. openshift-logging > = ] E o] 5] ClusterLogging A& 2} A ] 2] &2 (CR)E AR gt}

I $ oc edit ClusterLogging instance

2. ClusterLogging CR°l| A logStore, visualization, curation =&l 2} & =] 7 5} 4] A] &
3. ClusterLogging CR<] collection 2~el 3} = -2 gt} 4 2h= of2 o oF FA el oF o}

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: "openshift-logging"
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spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. Fluentd Pod7} A vl &2 = Q=41 gl gt}
I $ oc get pods -n openshift-logging

F7teas

o B ARG 2 AY
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1. ClusterLogForwarder CR YAML 3} & A A st A Y 7] CRS A Tt

e = 2 6388 1 Elasticsearch 12822 HYl= CRE AL gL JAS HA
SHA] 5L I 2 AT 4 AF U Th

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

N,

@ ozieAnE s AL deR RafYL AP R 2L =
1E2 U)X Elasticsearch 91 28 A~ 2 A &3 o).

3

gtolZelo A o Zel Aol A, A=t 8l AL Al 7HA] f e 2aE B
Ao FUT 22 {FI S A kA o T vt A E A L

gy

e 7] ClusterLogForwarder CRo] 3l 7% 7HAF 219] 7| 2 & o) vlo] 212l S 715

Utk 712 282 498 Bast gk o8 59 e 25U

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
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- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default @)
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ Elasticsearch7} 7t 222 &8 1 ok sh= Al A FUTE A5 H AT A S 9 E
FYUTH(F(w), Al ZHh/H), F(m) & Z(s)). ol & £ 1¥9-2 1dY Y t}. maxAge .t} o2
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e 228 374 Fof 24 Yt} OpenShift Container Platform-& 155w}t ol &) 2
sl oF 1= sel g o

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h e
pollinterval: 15m ﬂ
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752 ClusterLogging CRol| 4 4 % 3+ maxAgeol A 27 H Ut}

Q OpenShift Container Platformoll A Q19 25 & @ vl &fjoF 5}=X] &elst= 49 o] A&
7| &l W 4 glsyh

23

Elasticsearch CR =4 2 2| 9 5% &&Uth HE A gt nE WAL
ClusterLogging CRell 4] 48 afj oF g} t}.

OpenShift Elasticsearch Operator+= Cron 2+¢] S vl 3} 32 pollinterval £ of 2F3F 4 o] # 2 2) oj)
wheh 7k oY o] Qe 28 A FU

I $ oc get cronjob

=9 4
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
curator *M0**** False 0 <none> 5s
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <nhone> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

2~E] || 4] Elasticsearch ZZE2X] ZA g o]l 2] 7| v 2 g A sto 2 1A &
FRormz =2 A ol 7 OOMKilledZ Y t}. o] ¥4 7} A 51H Elasticsearch
EZEAO sty 23 9 AS sHYh

Z} Elasticsearch === e g Ao 7 258 F A 225 A v Lol & WA A &F
o z2Y94d g 59 75 7} Poddl] 7] 2 16Gi o] o] &= o] glojof Yttt 715 4 Podd & i 64G| =
rgsf of S Tk
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o Zuj~E 27 9 Elasticsearch7} A X = o] 9l o] of 3]t}
ZZA| 2

1. openshift-logging = = 2] & o 4] ClusterLogging A}-&%} 7 o] 2] A&~ (CR)E H A Tt

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
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name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:

resources: ﬂ
limits:
memory: "16Gi"
requests:
cpu: "1"
memory: "16Gi"
proxy: g
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

o

o
v
v
o
g
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ﬂ 3 Q of w}z} Elasticsearchol tf st CPU 2 v 22] % & XA g .
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e v 2e 23 Al 16Gio] 2L CPU 2.3 A] 194Ut
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W o 24y o

resources:
limits:
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

FHUH A= b8 o2 == A& F5517 Elasticsearch7t A8 € A| 3H& AHS- st =5 3] 8314 &
F Ut} requests 3 limitso] sl A3 3t-S A A == ARE 7Hs g W 22 7F AThaL 7Y e oL
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A 27 Abg

o Zuj ¥ 27 9 Elasticsearch7} A X = o] 9l o of gt}

Z2A 2

1. openshift-logging > = ) E o] 4] ClusterLogging A& =2} A ] 2] &2 (CR)E AR gt}
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I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ
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ardE EE HlolH =of 3]

2 o] Mg WAL g w ol 7

e FullRedundancy. Elasticsearch= z} 19 9] 7] &
R 2 S o

A Gt o] W2 kA o] 7Y =4

SEUth

i
i)
fo
os%

® MultipleRedundancy. Elasticsearch+= 7} 19 2 9] 7] shardE W o] E ==9] Futo
2 448 HAlgdyh o] e b I A Aol o] # o] YT

® SingleRedundancy. Elasticsearch+= 7} ¢l €] 2~ o) t 3] 7] & sharde] A& 3uS
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Elasticsearcholl &= o 7+ 2~ E 2 A 7} D & Ut A E g X 7} W= 4= Elasticsearch 4 5o] wabg Ut}

'@ 7ol
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1. ClusterLogging CRS #Hslo] Ee12H Y ZtvlolH =7t F7 BF Fddol vRIEHES
A gy

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

o] oo A= ZF e 2 ¢ 7} " o] E] :==7} AWS General Purpose SSD(gp2) 2~ E 2] #] "200G"E & % s}
3T EF U RIBHES A YT
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A 27 Ab

o = ~¥ 27 9 Elasticsearch7} A X = o] ¢ o] of gt}

Z2A 2

1. emptyDirS #] A 5}z ¥ ClusterLogging CRS- H 3] g t}.

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

3.3.8. Elasticsearch £ 7 &2 ¥ A A] 2} 4=

elasticsearch -4 % ™

rlr

elasticsearch-* v £ A& HA S w] 28 2| A] 2SS =3 o}

It 3} Elasticsearch Pod7F A& 5] = == & A g 3| of 5l= Ao = E8 A Zo] AAH U]

A 27 Abg

o Zuj~E 27 9 Elasticsearch7} A4 X = o] 9l o of gt}

1. openshift-loggin Z= 4| E &
I $ oc project openshift-logging
2. Elasticsearch pod?] o] &< 71434t}
I $ oc get pods | grep elasticsearch-

3. Fluentd Pod& = 4 3}o] Elasticsearch® A 21 A48 =4

et

Ut

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "false"}}}}}'

4. OpenShift Container Platform es_util &2 A}-83}¢] shard 5713} 22 A| & 3 5lo] F 75 3817]
Aol g z=e] 227] ) 7] 2 2k ol sl=A] IRl AL

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

o &

il

W o 24y o

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST
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z9 o

{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

penShift Container Platform es_util =& A}-&3}o] Q=8 o7 ==& S & u shard ¥ &

I {"_shards":{"total":4,"successful":4,"failed":0},".security":
@)
AL A FY .

query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
"primaries" } }'

& =¥ e AEU

query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
"primaries" } }'

=
{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

3

Ho) = E W ES Z 2] ~E < zF v X o] thal e S8 g o)

.2 © 2 OpenShift Container Platform Elasticsearch 28 ~H & ==
AU Th O Y2 AHgste] Bob2g 8 45k3 Pod7 WA A S HElStE S )

I $ oc rollout resume deployment/<deployment-name>
o &9 vsA sy

$ oc rollout resume deployment/elasticsearch-cdm-0-1

o
i)

of
I deployment.extensions/elasticsearch-cdm-0-1 resumed
A} Pod7} wj 3£ 5 9 Y t}. Podell | o)1 7 &0 € ohg- i £ 2 0] 58 5 QU Th

I $ oc get pods | grep elasticsearch-

%9 o
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwek 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

ofi
01'

b. M7l $EHH EolxS

183174 == Pods A A Tk



I $ oc rollout pause deployment/<deployment-name>

& =¥ e AEU T

$ oc rollout pause deployment/elasticsearch-cdm-0-1

o
i)

a])

I deployment.extensions/elasticsearch-cdm-0-1 paused

c. Elasticsearch 2] 22| 7} green == yellow 2} el Q1 %] &1 514 A] &

3%.2e28 273 W 74

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --

I query=_cluster/health?pretty=true

3

o]z & o] A A}-8 3} Elasticsearch Podol| A Eo}2<& 43 3t 74 ¢ =1 Pod
A

T} o] A &) 6F%] o of 7]o] A Pod o] & 0] .JJS_B‘L]%

dE S¥ o AEuHh

I $ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --

query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch"”,
"status" : "yellow",

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}

@ 155171 Aol of Hil S gho] green = yellow <l %] Sl al 4 Al

7. Elasticsearch ConfigMap& W7 3+ 7 -¢- 7} Elasticsearch Podel| th&f o] ©A| S vkE-gh o).

8. FLH O RE w27 Eol2 H W shard WY S v &4 sty

fr
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}l
dE S¥ o AEuH

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X

2 o

o

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}
}

9. Fluentd Pod& 3% 3}o] Elasticsearchol] Al 2 15 A 43t}

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "true"}}}}}'

339. 27 AAA MU AEAZRE =&
NERo T ZHAH ZAA A NEH 2 AAALAE 2
gl o] B o] WA 25 =9 21 A A4 A H] 2of T 3 o KL o
st & st
B oM &= A 453} 7 2, OpenShift Container Platform E& @ A X9 22 A 44 CAASAE A
sto] A&l A2 AFUth 28 F b g TEH= cURL @ 7 02 22 g4 A
2 3 298tE =rof A AT

o Q135 A2A ${token}

® Flasticsearch Al &+ 3 3} A & 9 Elasticsearch APl &%

WRANE e B F SR 92 5 A 20 AGE 282 PR A Sl 272 4 2 A 2o
oA 2 5 9% o

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging
g o

172.30.183.229

| HHN‘
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I $ oc get service elasticsearch -n openshift-logging
2 o

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

23 FAE BY L ALG ] Z 2 P Fa

i

g AFsHT

| _Q‘ | n'LlN‘

2 o

Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i--:-- 108

| n'LlN‘

AR 8 7 AL
o | ~¥ 27 H Elasticsearch7} A X & o] o] oF gt}
o Z o AN LSt H Z2 A Eo A 2T 4= glojof T}
ZZA X
B2 AZEE R =E6 W tdas FA T
1. openshift-loggin Z = 4] € 2 74 3t}
I $ oc project openshift-logging
2. 23 Ao A CARIFSA & FZ3513L admin-ca 9+ ol 351 o}
I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
29 9
I admin-ca

3. 22 A ME| 29 A2 E YAML d 2 A FY
a. t5S AR&ske] YAML 3t & A3 S o)

apiVersion: route.openshift.io/v1
kind: Route
metadata:

name: elasticsearch

namespace: openshift-logging
spec:

host:

to:

kind: Service

3. 282 24 vl ¥ 4

$ oc exec elasticsearch-cdm-oplinhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

% Total % Received % Xferd Average Speed Time Time Time Current
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name: elasticsearch

tls:
termination: reencrypt
destinationCACertificate: | ﬂ

23 A% CARISAE F7Eet A Y v @Al oA W& & AR U o I 5 s st
73 2o & 2 3l spec.tls.key, spec.tls.certificate 2 spec.tls.caCertificate | 7] H+=
AT e = gsUh

ol
o
o
>

s 3te] o)A TA A A A2 YAMLoY| 21 A 74 CA IS A

il
o
N
ot

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. AREAETYUT
I $ oc create -f <file-name>.yaml

2 o

| HHN‘

route.route.openshift.io/elasticsearch created
4. Elasticsearch A H] 227} =& 5 o] =X el gy},
a. 8ol AFRE o] MU= A o] EFS 7HA YT
I $ token=$(oc whoami -t)
b. 2§73l elasticsearch 25 87 W42 A4 U
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. BRI ABFTHLEZ AAAHNESA gelstelv =25 42 & &3 Elasticsearchol] o A =3}
e BE s Ad U

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

SEe e FASHA e oh

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch”,
"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",
"version" : {
"number" : "6.8.1",
"build_flavor" : "oss",
"build_type" : "zip",
"build_hash" : "Unknown",
"build_date" : "Unknown",
"build_snapshot" : true,
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"lucene_version" : "7.7.0",
"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility_version" : "5.0.0"

b

"<tagline>" : "<for search>"
}
34. 2 AN Zts 22 9 A4

OpenShift Container Platform-2 Kibana& 4838t S 8l&H 24 o % 9 2 v o|H & F A ¢Y

&

FE2 22 93 KibanaZ 34313 Kibana ==2¢] CPU & W 22| & A3 4= & oh

3.4.1.CPU | v ®g] A g +4

S 2H 2 7 S A2EAESH CPUR R AghS 25 23T = dFUh

ZEA 2
1. openshift-logging > = ] E o] 4] ClusterLogging A& =2} A ] 8] &2 (CR)E AR gt}

I $ oc edit ClusterLogging instance -n openshift-logging

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 2

resources: ﬂ
limits:
memory: 2Gi
requests:
cpu: 200m
memory: 2Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
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cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
curation:
type: "curator"
curator:

resources: ﬂ
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
schedule: "*/10 * * * *"
collection:
logs:
type: "fluentd"
fluentd:

resources: 6
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

Q@ =coma=a wioﬂq@ CPU 51 v 2.2] A ¥ 2.3 & 24 Y] o Elasticsearch]
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1. openshift-logging > = # E o] 4] ClusterLogging A& =2} A ] 8] &2 (CR)E AR gt}

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
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metadata:
name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ Kibana ==9] &

i

Bk

o

U

35. 28 2H 27 2EF A +A

Elasticsearch= vl 28] & o] Al&-slE= ol ST Alol AP UTh 7| F8j 28 27 AXe=ve 23 ¢
] 28] A gk Rl 16G H =8| & v E 3 T} % 7] OpenShift Container Platform == Al E=
Elasticsearch 2] 2~E & A Y35l7]0l] T3] A &S F AFUHTE A v Re o] o= A3l st
OpenShift Container Platform 2] 28 o] ==& F7}8l oF g4t} 7} Elasticsearch === T Y& W
AR e F AAR Z2 YN o= A A FEFH T

3.5.1. 8 2¥ 27 49 OpenShift Container Platformef] o ¢t 2~ 2] ] 518 A}

Z} Elasticsearch v & =4 ol & 9 7+ &-F o] ¥ 2 g t}. OpenShift Container Platformol A & 4+ 2 F
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OpenShift Elasticsearch Operator+= Elasticsearch 2] &22: o] 52 AF8-31o] PVCe] o] &2 A4 Y o} #}
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® < Elasticsearch 2~2E 2] #]

3.6. Y X2H =7 74 @40 B CPU B v ] A3 4

Bool w7 2o Ay 24 74 240 R CPUL W2 AR BE FAT S dey.

3.6.1.CPU ¥ v 2 g] A g 7

EH2H 27 74 225 AH8eE CPU Bl v 2] A g

o
o
<
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i
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EZZAX

1. openshift-logging > = ] E o] 4] ClusterLogging A& =} A ] 2] &2 (CR)E AR gt}

I $ oc edit ClusterLogging instance -n openshift-logging

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 2
resources: ﬂ
limits:
memory: 2Gi
requests:
cpu: 200m
memory: 2Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
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memory: 100Mi
replicas: 2
curation:
type: "curator"
curator:
resources: ﬂ
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
schedule: "*/10 * * * *"
collection:
logs:
type: "fluentd"
fluentd:

resources: 6
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

Q@ =coma=a wioﬂq@ CPU % w2 e A% 2 &3¢ 24§t} Elasticsearch )]
A5 2% g AR e 2T 28k FuiTh
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3.7.58 922 Algelo] 22 28 27 POD u] x| A o]

taints} 8§ © 22 AHg-3le] 2 2 27 Pod7t 54 mEM A AYH I T == A ThE JA=
=AY HA s T F JFUT

tainte} 31 & @ 2= 7HE 7):
=5 =20 AA Y o

N

A Yk == 9 tainte d 9 taintE 3] 831K ¥+ =& Pod

i

A s

key:= i 2537¢] £4Go] 3L valuee At 6349] EAL AU th BAL L BA Ei 42 A 2]
of shul 7}, 54, Sol &, 4 W WES THT + ATk

38 a7t e HME Z82H 27 CR

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging
spec:

managementState: "Managed"

logStore:

type: "elasticsearch"
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elasticsearch:
nodeCount: 1
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 8Gi
requests:
cpu: 100m
memory: 1Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:

type: "kibana"
kibana:

tolerations: g
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:

tolerations: 6

- key: "logging"
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000
resources:

limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

o -

]-& 9 2}+= Elasticsearch Podol 7}g Yt}
® s
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2 2= Kibana Podol] 3715 Yt}
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27 #3771 Podell F7Fg Yt}
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Pode] 814 9248 A48t 22444 Pod7t dfHe w=g Alojaln e A= ol g e=g
L
ClusterLogging A+-&8-# 7§ ©] 2] &22(CR)E &3l =2 A4 Podel 318 2245 = 8-3FaL
4 ==l taintE A& P th == 9 taints &2 taintE 58514 2 ¥E Podg A4
oﬂ 2] A 3t += key:value paire] U th. th2 Podell §li= 54 key:value -5 AH-8-3h= 7 - 3
23 A4 Podet A3 e 4= 95Ut

71EAew 23 A4 Podoll = th 3t 22 88 A7 sy Th

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

A 27 Av

o = ~¥ 27 9 Elasticsearch7} A X = o] ¢ o] of gt}

Z2A 2

1.

[e)
- %

ol

DA

ol

bol 2228 27 Podg o oFstel & == of taintE F7hgu ok

—

$ oc adm taint nodes <node-name> <key>=<value>:<effect>
dE &9 a3 ZFUth
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

o] o o]] A} &= 7] elasticsearch, %+ node ¥ taint &3 NoExecute = node19 taintE ujj x] &1 t}.
NoExecute & 77} Q)& === tainte} A x| 5= Podyh ~A| &8 sta A X514 &= 7] Pod
= AAZY L

2. Elasticsearch Poddl] tf st &] 8 @ 2= -4 5t = ClusterLogging CR2] logstore 4] 4 g #H 3
G

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
= Frhek 7S A dY ok
== elasticsearch 7] 9] taint7} A & 51 & 873t EXists Operatorg A 78 gH4 o}

NoExecute & 7= A& gt}

0009

8] 4 o = tolerationSeconds v 7l |1 4= 5 %] 7g 3}¢] Pod7} Al A = 7] A7FA] == o) uiel
QE = A A Y
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Pode] 51§ A& AM&ste] 2 A2t 2209 Pod7 A H = =S Alofstal & Y a2 =73

_/':
ClusterLogging A}-& 2} A 9] 8] 2 ~(CR)Z B3 22 A 7}3} =219 Poddl] &8 9315 483813 =
© AMES 8] wsof taintS A &3t == 9 taints 89 taint S 8 §314] e B E Pod2 78 3
E5 == of %A 3l= key:value pairy] Ut} ot £ Podel| gl= 5% key:value %S A18-3t= 45 3
= =0 A &= Kibana Pod gt A &) & 4= 9l &Y o}

AR 27 AV

o Zuj~E 27 9 Elasticsearch7} A X = o] 9l o of 3]t}
EZ X

1 the W # e Agste] 21 A 78 Z2 39 Podg o ksl & =S taintE F7hg o
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
d5 8 s ZsUnh

I $ oc adm taint nodes node1 kibana=node:NoExecute

o] o o /] &= 7] kibana, 7} node 2 taint & %} NoExecute = node19] taintZ v X 1 t}.
NoExecute taint &2 A}-23) oF &1 t}. NoExecute:= taint9} & x| 5= Pod gt ~#| &8 511
d %] 3A] = 7]1E Pode Al A G o

)

2. Kibana Podol t] gt 5] -8 @ 2} & 4 5l ¥ ClusterLogging CR<¢] visualization 4] 41 g ¥ 3
Yt

visualization:
type: "kibana
kibana:
tolerations:
- key: "kibana"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

key/value/effect v 7] <=7} A X & 21-& @ 751 =5 Exists OperatorS =4 gt}
NoExecute & 3= A& gt}

X&) 2 © 7 tolerationSeconds | 7] ¥ 4= 2 *] A &} o] Pod 7} Al 7 5 7] A 7}A] == ufol
FHEAIS A TY
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ClusterLogging 1181 3| 12 5(CR)S 31 23 #317] Podl o & 42 48310 5 {1214
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a

tolerations:

- key: "node-role.kubernetes.io/master
operator: "Exists"
effect: "NoExecute"

A 27 A

o = ~¥ 27 9 Elasticsearch7} A X = o] ¢ o] of gt}

Z2A 2

ol 27 73 7] Podoll Al 27 2 7] PodE 2A1&4 & =T 9 taintE F7}
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$ oc adm taint nodes <node-name> <key>=<value>:<effect>

dE &9 a3 ZFUth
I $ oc adm taint nodes node1 collector=node:NoExecute

o] o o]| 5] &= 7] collector, 7} node 4! taint & ¥} NoExecuteZ node1¢] taintE vl x] g t}.

NoExecute taint &2 A}-23) oF 31 t}. NoExecute:= taint9} & X 5l = Pod gt ~#| &8 512

A 8kA] &= 7] Pode Al 71 gyt

2. ClusterLogging A}-& 2 & ¢] 2] 2 2~(CR)¢] collection =&l 2= A sl &7 =3 7] Podol
gk 3§ e A5 A FY

collection:
logs:
type: "fluentd"
fluentd:
tolerations:
- key: "collector" 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

o

Q@ == FENE AU
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Q key/value/effect v 7| H =71 A X & 71 & & 18t == Exists OperatorE A7 gy}

9 NoExecute & 7} = %4 g o}
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1. openshift-logging > = # E o] 5] ClusterLogging A& =2} A ¢] 8] &2 (CR)E AR gt}

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
curation:
curator:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
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resources: null
schedule: 303 * * *
type: curator
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: g
node-role.kubernetes.io/infra: "
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 6
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

A7 3 grel 47 # nodeSelector v 7| == o] s st = 4 840 Fr UYL 541 E F 4
© 2 nodeSelector = A}&-3 AU =0 XA & gholl w2} <keys: <values> 2 A8 4= 9l
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oc get pod -0 wide % % & A} 451 74 247} o] EFEA

& =¥ e AEU T

i
>,

® ip-10-0-147-79.us-east-2.compute.internal = = | 4| Kibana podZ ¢| & 3}& 3 74 ¢ t}&
ElIaRR=

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

%9 o
NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>
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e Kibana PodZ A& <122} =2 ip-10-0-139-48.us-east-2.compute.internal = = 2 o] 53}
o}

T
e} [eXe} =N &
- e = oA i R

I $ oc get nodes
29 9

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.19.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.19.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.19.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.19.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.19.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.19.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.19.0

= = o]l = node-role.kubernetes.io/infra : " @ o] 20| ¢J &-of §o] ]t}

$ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

2 o

o

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

® Kibana podZ o] %32 A ClusterLogging CRS #H g 3le] x = Ae) 7)1 &2 =718t

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana
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CR<S A &alH & A Kibana pod 7} & 2 =] 3 A pod 7} vl g 1 o}

I $ oc get pods

29 o
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m
fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1° Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflhe 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

A pod+= ip-10-0-139-48.us-east-2.compute.internal == 3l &1t}

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

=9 9
NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES
kibana-7d85dcffc8-bfpfp 2/2  Running 0
east-2.compute.internal <none> <none>

A & A7 Kibana pod7} Al A g Yt}

43s 10.131.0.22 ip-10-0-139-48.us-

I $ oc get pods

=9 4
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m
fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflhe 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s
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3.9. SYSTEMD-JOURNALD = FLUENTD 7

Fluentd A d ol A ¢l a1 A 7]-"‘i Aol v 7] w ol A2 AL Muj o] 27 S8 FA

cglons Ad g5el 248 5 Azt

o] 3} &S £21517 ¢k % = RateLimitintervalSec=30s 2 RateLimitBurst = 10000(*=+= 32 ¢ 3}
=5

Y.

1. 223472 = journald.conf 7} S Ay A3 g o}

Compress=yes ﬂ
ForwardToConsole=no 9
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 )
RateLimitIntervalSec=30s
Storage=persistent 6
SynclintervalSec=1s
SystemMaxUse=8g
SystemKeepFree=20% 6
SystemMaxFileSize=10M €)
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o A w F&o] 25 AY3lz W ForwardToConsoleS %] 7% §H th.
e =2 7Y 23 vy Wgszld ForwardToKsmgs = & 3 o).

® syslog ¥ & ° 2 x=sl# ™ ForwardToSyslogE = 4 3 ).

o 277913 RE A& Ao Al Y(wall) Hl A A 2 | A %] = A &sleH ForwardToWallS
A4 Fy ok
9 A FES AFTE A A S AR FUS 25 A HH A 89U =
llyearll, llmonth", "Week"’ IldayII, llh“BE'\‘: I|mlly’]— ]E‘L% g—_—ﬂ % E@'%L]/] q_' H] ‘E}\é ﬂa’l‘a ?j- 0%
=gyt 71 242 1month 9 Y th.
Q &5 A 38 4 g ). RateLimitintervalSec ol 4 4 ¢ 3t ] ZA A2 I
RateLimitBurstol] X| & AWt} o] F& 235 FAlste A 74 0] 8 w714 7+4
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o] = E Z7) H A A &= 2kA) " Y o). 7] 27k 2l RateLimitintervalSec=30s 2!
RateLimitBurst=10000& 2 A 3l = 7l o] =51t

9 23 A S A gy 7] 23S persistent Y U T

e /var/log/journal/o| A v =g]o] 215 # 35}7] 93 volatile L o}

e /var/log/journal/¢] T) == o) 225 #&3}17] 93 persistent Y U t}. systemd= t] )
Efvtgle 4 dadEg E AT Y L

o U] E g7} =A]35t= 749 /var/log/journal/o] 215 # #3517] 93 autod Yt} =4
3HA] &&= 7§ systemd+= /run/systemd/journalol] 2 1= JA] A A3t}

o =15 A3HA %= noned Ut systemdE EE 215 AHA| U TH

ERR, WARNING, NOTICE, INFO ¥ DEBUG = 19f tsl] Ad U & t]2== 9 F7]3}3517]
el Al gk Al g 214 Y v CRIT, ALERT ®+= EMERG 2 1.5 44131 systemd 7} 54|
71k U 71252 1sY it

Aol AHgE e AW 2712 AZ T 7] 232 8gd Y -
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https://www.freedesktop.org/software/systemd/man/journald.conf.htmlS =234 Al <.
' Holx o] YEH 7] E A AL OpenShift Container Platformel] 2 & = %] &5 5= &

U,

2. journal.conf 7} S base64 2 W5}l th2 H S 23 ste] jrnl_enf 2t WSl A3y

I $ export jrnl_cnf=$( cat journald.conf | base64 -w0 )

3. o] @A oA T+E= jrnl_cnf H 71 £3tE MachineConfig ¢ 24 E

-2 2+ =kl o ¢k MachineConfig 2 B4 EE A A 3 o).

$ cat << EOF > ./40-worker-custom-journald.yami ﬂ
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker g
name: 40-worker-custom-journald 6
spec:
config:
ignition:
config: {}

2 wEUT ohe 4
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s
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security:
tls: {}
timeouts: {}
version: 3.1.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${jrnl_cnf} ﬂ
verification: {}
filesystem: root
mode: 0644 6
path: /etc/systemd/journald.conf.d/custom.conf
oslmageURL: "
EOF

A Atk AEE Zd 9 (vfAH) =29 - 3 o] &2 40-master-custom-
journald.yaml E AR = AdFY

A bR DEE Fe<l (R me) 29 o 2 master 2 4] 3T ok

< 40-master-custom-journald = %]
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X el 213} the journald.conf T+ o) ulj 7]l W 4=0] A2 A} RS £3tatHH ${jrnl_cnf} =
echo $jrnl_cnf 5 o] &3 o & npH Ut}

@ journal.conf Z} o] T g A ghS AA Tl 0644 ASHS AA 3= Aol E=HFU T

4. WA FAEES I
I $ oc apply -f <file_name>.yaml

2] = A} 2 -& MachineConfigE 71 #] 5} 12 A 2 rendered-worker-<hash> 1 & A A

E
1

o
i
i
v

5 Zt o AHZ AE g H A S0k dHlE ZUH
I $ oc describe machineconfigpool/<node> ﬂ

Q = = master == worker & =] & &t t}.

7o) 2 o

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool
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Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e

3.10. 22 fFd oIy +4

EAREANE FAASTFUASUT Azt 23, fET Al E2 Y AL ZI2Y A 74 22 &2
7y 7o) th el o] HE M S AR5l 7] & Elasticsearch 27 A& 47 dl A2 {§X 8= 7| S
A PdsUth AH LS =7 BE A7 AL FZEAA L

23

EaHolHE FHolAsteH R HEAZFS FASE Ao =
Container Platform 4.4 2 o]z 2] & ) djo]g =gl 3} o] A g o] H
[Sh=

&t} OpenShift
wd g _,_oﬂ}q AR %L

=

Z 8 3F 7 ¢ OpenShift Container Platform 4.4 @ o] 4 v Aol A ©] o] B =gl S A}-& 3} Elasticsearch
e = E A7 st W Elasticsearch CuratorE AH&- 8 = 2 F Ut th& 4] o A = Elasticsearch
Curator ]_%. =1 =] oﬂ ﬂ.} OH S R=z] 6‘1—]4 Tq_

—

T8

Elasticsearch Curatori= OpenShift Container Platform 4.7 (OpenShift Logging 5.0) ¢} 4]
O o] AL-g % #] ¢k o 1 OpenShift Logging 5.101 4 #| 7 U t}.

3.10.1. Curator &7 +4

OpenShift Logging A %] 2 A 4 & ClusterLogging A}-8-#F A ] 2] 225 Al83}e] Curator 44 S A4
& AFH

=8

Elasticsearch Curatori= OpenShift Container Platform 4.7 (OpenShift Logging 5.0) 1 4]
O o] AL-g % #] ¢k o™ OpenShift Logging 5.101 4 #| 7 1 t}.

AFA 8 AR

o = ~¥ 27 9 Elasticsearch7} A X = o] ¢ o] of gt}
ZRA
Curator 44 & FAste ¥ &2 Sy Y h

1. openshift-logging = = 4] € o] 4] ClusterLogging A}-8#} g o] 2] A X~E

1)
)
b
L

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
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curation:
curator:
schedule: 303 * * * ﬂ

type: curator

Q cron & 2] © & Curatore] 9 A< x4 3t}

3

A ZF = Curator Pod7 A8 5= S 2E =22 7]1&0 2 A gyt

3.10.2. Curator <14 2~ 2}+7] G2 4]

OpenShift Container Platform ¥ 21 4.5 o] 9] d o] ¥ =gl & A}-& 3} = Elasticsearch H o] H & 2}A]| 8} =
= Elasticsearch CuratorE +A S F A sUth Z2A B 2 A A S AT FdHFUt. 19 A
Qe A AA e mE 2 s 48R0 T2 aEy 448 A% A1) 4o,

T8

Elasticsearch Curatori= OpenShift Container Platform 4.7 (OpenShift Logging 5.0) ¢} 4]
O} o] A} AF& 5 ] 9k o1 OpenShift Logging 5.191 4 #] 71 g Y t}.

A 27 Av

o ZE2E 2o AXH o] glojoF FY T

[&

ZA 2
Qe 22 AbA|shel W Thg& 58 T o,

)

1. OpenShift Container Platform AF-8-=} 7 ¢] Curator 7+ 3} & A g o

s

I $ oc edit configmap/curator

2. godme og Ese 4o

config.yaml: |
project_name:
action
unit:value
A s s RS B et
32 T2AE ZA
Hg o5 A
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3% S8 EH 2 vl 4

HS ol & A
project_name myapp-develz} 7+& T2 4 E o] 2 Xﬂ o] &4 Yt} OpenShift
Container Platform &¢] 219 A9 T2 A E o]20 & o] &

.operations = A}-& 3t}

X
A/
4
(e

Y2 A=, 3

A ApA v 5] 25 Y o

&9 217 o] A48 7] 7+ o 2 days, weeks, == monthso] 54t

M)
L

9 Fgueh

B ]

.defaults .defaults= project_nameo = A}-&3}o] X3 x| o g A E
71 23s A g

regex Z2AE o3 dA e P4 B29uUn

! Ao SRR Fe FESL 02 o] 2Ao] L i BHA e
Ay
R=] .

o] 2 So] Curators S5} 7+o] A 554
® myapp-dev I & A E o 2] 1 dayo] x| ¢l 9] A A1)

® 1week’} A\t myapp-qe Z &4 E o] 4] Q] €] X 244

8 weeks7} x|t ¢ =1 AHA)

31dayso] A T T2 R E T2 A E Qld X Abx)
e Aproject\..+\-dev.*$ regex2} U x| 3F= 1 o] Xt <l 9] A A}A|
e Aproject\..+\-test.*$ regexo} A x| 5}= 2 o] x|t ol E 2 AL

2 Ag A 2

o}
config.yaml: |
.defaults:
delete:
days: 31

.operations:
delete:
weeks: 8

myapp-dev:
delete:
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days: 1

myapp-qge:
delete:
weeks: 1

.regex:
- pattern: "\project\..+\-dev\..*$'
delete:
days: 1
- pattern: "\project\..+\-test\..*$'
delete:
days: 2

T8

#¢] ol i 5l $UNIT S =2 months & 1851 Curatori= @A) @9] @A) @7t o2} @
A &) R G RE ALE AR el g Fo] o5l 49150l o5t 27 g A
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22Ut 2912 o] Ao el A2 Ag U = A Do) LR 5 Eol7t The F
MZRE F 5 9 A0 2 HEolgu ) CuratorE & 3Hal A AL&-aleH (o) AHA:
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Openshift Container Platform A & 4] of] AW =] 2] &2 +/d o] &2 ¢F 73 ¢ Cluster
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Yo #eHA e S aH 2 e A YEA gor FeAH 275 Managed
- B2 H=d fj7hA] ol EE A U

|
-
ox
ko
B
Ll
&
ox
o
o
At
)
@]
c
0
~+
(]
—
O
(e}
Q,
S
(e}
O
o
]
o
~+
]
m{m
C
-]
3
Q
-]
Q
(e}
[¢]
o
0%
=
f
i,
ox
ol
O
=
d
°
£
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e fluent.conf 37}

® Fluentd v & A E
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o2 74 245 4 5l "W OpenShift Elasticsearch OperatorE Unmanaged 8] 2 A 7 3 oF g+ o}
® FElasticsearch wjj 32 3},

BAA o2 A DA = F = eI ZEY T
o JIERIOJA FA VL E A S A FlFUH

o FRVRINN TN 25/ Y e A BFow
/var/log/fluentd/fluentd.log ¢} 4 t}.

il

o A2 2 FH7NAM 2L

o 27147 JSON 72 24 74 JSONI A 22 v A2 & Eol ek 4= glru v
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el
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37 W5 E AL sl 27 47 74 87 W5 E g el 20 5718 $4 2
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o 257NN 22 FRstete Wl w4 B 2o g weE 248 5 glayth

l

o A Y E H|EA Curator FA. 2APEH| TN E 21 FH o)L AT 5 95U

® Curator ¢ 3} A& Curator 4 W& A}F8-31o] Curator 2] IS 4T 5 glsyth

3.11.3. g ¥ ®] 9= Operatorol o] s 2| 4 4 2

Operator®] #2] ¢ Ef+= Operator7} A7 oJ=of wpe} Sl 28 9 el 74 820 g HaisE A5
Ao 7 el st A o 12 wE Yt Unmanaged el & 44 B Operatore 74 W7ol S-¢3&}

A A JH I EHA = k5

f88 2 A vk Unmanaged 4HE ©] Operatore A
= 2B FE A7 AR o2 BA e A HU Tk

ohS 3 742 HHH © 2 OperatorE Unmanaged A 2 A A & 4= 9l&Uth

e 78 Operator 4
7} ¥ Operator= T4 ol managementState wj 7l 1 <=7} 21 <4 t}. Operatorol] whz} o} k3 Hh2)
O 7 o] uj s o) AA 2T 5 QdH5 YT o 2 o], Cluster Logging Operator:= 2] T A+<l
AF&A; A 9] 8] 2(CR)E =4 8t o] = 43 6}+= v Cluster Samples Operator= 2 2] 2~ F
AA Y 74 g asEsE AT T

managementState v} 7]l 1 == Unmanaged = *H 7 5} Operator7} 2] &2~ E E.L?ﬁ. o2 &g
S Row g ele Ty @ 4o Rn 2 A% oA Gt 2o 28} £ AH W 5
EF7t e s Aol e B R o] #E A E A AskA| &= Operators 3154 Tt

' 9
A 7} Operator2 Unmanaged e & ¥ 7 &} T4 849 75l A

_]

O
Q57 ok A9 e AS ekl W 24 S Ma naged )l A A
Al of ik

® Cluster Version Operator(CVO) A A 2]
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spec.overrides 1 7} 1 S CVO A4 o] F7}13te] B A 7F 74 840 t) g CVO =l of st
A B2S A3 5 A5k A 24 Ois] spec.overrides[].unmanaged v 7/ ==
true= A 3stH Fel2H 2ol =7 A= AL CVO 2| A o] 7 A 5 ] Zpol| Al 7 2L
Yt

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

%94

CVO A 21 A3k AA) Fel 287k A A=A e Feivt Bk A
A2 AR AN E AAT F BIE BAE A

dsf oF FY -
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OpenShift CLI(oc) 2§ &8 Abg 6t e w2 9 Podo}l 24& thekst ] Ao 2 18 B 5 9]

U,

o))

23

ot B2aATE 2O R 7s S AFste 712 Zls iyt 22 34 B B 7] $H7
< 7§48l ™ OpenShift Container Platform 22 28 27 & A X 3tE o] & Th
%Eﬁéﬁ 2ALE == A2 AR, fEEA Ol HEl oY 22 gl lxet 2ok
< OpenShift Container Platform 28] 2~He RE 215 A& 22 AF L2 JAFTY
EP 2" & Kibana QIE|Fl o] 25 B3l R vlolH & H&], A4 2 A 23t e & UF
tElas2ae FHAEH 2 2O A A LEA] FFy

41. 8|22~ 2 R
OpenShift CLI(oc) @ ) E&ol| 4] TheFsl 2] &40 208 B 4= 9aUrh 205 29| i) £ 2
ol A ¢iF Yt

A 27 A

e OpenShift CLI(oc)ell o 4] 2~ o}

3 2 4] 2 (UI)

1. OpenShift Container Platform £& oA 3 2= —» Pod 2 o] 587U ZALSIE = 2 ASE &5
3l Pod= o] -5 gt

2
WEsh e R g ardE d5 A2 Pod7t glgUth o 218 9 2 H 2ol A
a2z AR AR o)X 22 HdaE S = IdHFUTh

T2 4 2(CLI)

® 54 Pode 2a& gl
I $ oc logs -f <pod_name> -c <container_name>

et 2HyTh

-f

e A &

i)
S
f
N
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J
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i)
e
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op
il
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i
H
e
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I

<pod_name>
pod o] && A g ot

<container_name>
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A bk Aoy o] o] 54 X4 Gt Podel of 2] Aro] 7t A= A4S AE ol o] S

A A&l oF Sy .
& &9 &3 Z2Futh
I $ oc logs ruby-58cd97df55-mww7r
I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

22 99 e) Y &o] FHH Y

I $ oc logs deployment/ruby

22 w9 e) Y fo] FE g
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5. KIBANAZ Al-g-&to] S8 ~E 21 17

OpenShift Container Platform 281 28 2 o= 3 € 2 Hlo]H & Al Z+38}517] 9% ) &) 23
o] 25tk @A) OpenShift Container Platform-& 4] 2}3}1 2 9] 8] Kibana &<& v £ g4 o},

2aA7%te 22 aW S A4S HolHRE e £ S ArUnh

o UM Y2 AE o] HlolE S AN B

o

® A zpst )& Abgsto] HlolH & A EE A ekal v s g o
® YARE JS ARESt] AREA G o] A RES A stal FU
Kibana Q18] = o] 220 AR Bl 74 & o] A1 2] W& o gyt Qe # o] 2= ARg-ofl v 3k A4l 3 U &
< Kibana £+ & x4 Al L.
=

A 2= 71 B A o 2 Wi OpenShift Container Platform Elasticsearch 91 28 2o #]
A 5yt Kibanao A A 2 22 B2 Log Forwarding APIE AFg-31o] 7HAL &2
719 default 23 < AHg-3h= shol kel & A s of gt

-

5.1. KIBANA <14 = 3| & A 9]

olul ~ o ¥ A] 7} 3} 3} &= Elasticsearch 919 =2 A o] gk t}. Kibanao| A B o] 8] & &M 3} 31 A] 7} 3}
st lEl 2 3 el g A el oF gy th

A 27 Ab

o Kibanadl A Q1= &} 9 7ZAA} oldl A2 B 2 H AF8-2}9)| A cluster-admin & &o] 1} cluster-
reader o & F== 7 o &o] B 9lojof Pyt 7] kubeadmin AF-8-}of Al = ol 2] oF Q1 E) =
EUEd S Jd=dds dsto] JdFYh
default, kube-, openshift- =~ Z 4] E o] A Pode} 2 25 & 4= 2t} o] 2] 3k eld] 2o oA 25t
T dojoF FUth ths W H S ALEsko] A AFE A Al A g Aol A=A FRAT F UF

U,

I $ oc auth can-i get pods/log -n <project>

o
i)

a)

yes
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A R2OE 7124 o 2 Y X OpenShift Container Platform Elasticsearch 91 2~#
2o A= A k5t Kibanaol Al ZAF 215 28 W Log Forwarding APIE
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Kibanaell A} 18] 2 s €l & A o] 3} oL Al kst & A ot A thaS 3 FU
1. OpenShift Container Platform &< o) 4] Application Launcher 2 ZYea 23S Aggy
o,

2. %] - A2 A - A2 Y YA F2 5] Kibana 918 2 H¥-2 44 G ok

o A AgAE 22 ES 2S5 Ry Kibanad] 22918 o) FEoz Y S 44
s oF Y ok AR A= appel gk Al 1Y 2~ S E %H&ﬁ@mmﬂmmﬂ FEEZ AL
&sto] AH oY 22E Slsof du o

o ¥ z+= @timestamp A| 7 Z =2 AF-31o] app, infra, audit <1 2] 2 tj 3] ]2 Kibanaol
2% of g2 & A oF Fu ok

3. A28 A9 2~ g "o A Kibana Al 2HstE A4 gy o

5.2. KIBANAo| 4] &8 2E 21 H7]
Kibana ¢ && oA Sl 228 FUth o] #4]9 W& HlojdKibanad Al tlo]H & KL A 7t3}
s E d Utk A g g2 Kibana A8 4 & Fxe4 AL
AR 27 A
o Zuj ¥ 27 9 Elasticsearch7} A X = o] 9l o] of 3]t}
® Kibana 2192 sl &l o] glofof gt

o Kibanaol A ¢1xa} & ZFA} olel ~ 2 W A%} A cluster-admin <] g+o] 1} cluster-
reader o & == 7 o Fo] B 9lojof Pyt 7] kubeadmin AF-8-fof Al = ol 2] gF Q1 E) =~
EUET & Jd=dds Aol JFYth
default, kube-, openshift- 32 2 4] E o] 4] Pode} 2 18 & 4= 9Jt}H o] 2] ¢l d] 2of A AT
T ool FUth v W E S AL ko] AR ARG A A A g Agko] A=A FRAT F UF

U,

I $ oc auth can-i get pods/log -n <project>

)

a)

yes

| HHN‘
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A 2 71 B o 2 YR OpenShift Container Platform Elasticsearch 91 2~ &
20 A A 25Ut Kibanaol| A ZHAF 2 25 ¥ 8™ Log Forwarding APIS
Abg-3te] A} 210 default 22 AL8-3He Tho] kel & A s o gt

T EA =
Kibanaol /] 222 »eld th&& 53

U

L

1. OpenShift Container Platform <o) 4] Application Launcher @ 2 ZYea 23S Aggy

=8
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1
ot

A4 573

ol\
o

AHg-3ed

2 7018 o}
Kibana Q1 E{ ] o] 27} A] 2H Y o}

. Kibanaol A 24 & 223t

-

d] 5.1. Kibanae] & 1z =21 g5
"@timestamp": "2020-09-23T20:47:03.422465+00:00",

A% 4 EFTHS Wl BT Y2
23 dolE/t BY AW LI g BA 2 EAFY

3 &l (app, audit == infra)S A8 sy o}

"_index": "infra-000001"
type": "_doc
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFIOGUyOWMS3",
"_version": 1
"_score": null
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {
"container_name": "registry-server
"namespace_name": "openshift-marketplace”
"pod_name": "redhat-marketplace-n64gc"
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.6",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a"
"host": "ip-10-0-182-28.us-east-2.compute.internal”
master_url": "https://kubernetes.default.svc"
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

2
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051"

"level": "unknown

"hostname": "ip-10-0-182-28.internal”

"pipeline_metadata": {

"collector": {

"ipaddr4": "10.0.182.28"
inputname": "fluent-plugin-systemd"
"name": "fluentd"
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"

}
}
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"viag_msg_id": "YmJmYTBINDktMDMGQtM]ESNmFiOGUyOWM3",
"openshift": {

"labels": {

"Iogglng" "infra"
"flelds" {

"@timestamp": |
"2020 09-23T20:47:03.4222Z"

"plpellne metadata.collector.received_at":
"2020 09-23T20:47:15.007Z2"

"sort"
1 600894023422
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o fluentdForward. FluentdE X 93sl= 9B 27 I A £EAY Yt o] 4L Fluentd A&
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o syslog. syslog RFC3164 =& RFC5424 T2 E 24 A Yst= o5 20 {4 £ 49Ut
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l

o kafka. Kafka B2 7. kafka =3 TCP == TLS A4 & A8 F A FYth
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-secure 6
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure ﬂ
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 6
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs Q
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app @
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: m
- application
outputRefs:
- kafka-app
labels:
datacenter: "south”

ClusterLogForwarder CR9] o] &2 instance < o} 34 t}.
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1. o3 ALk ClusterLogForwarder CR YAML 3} 8- 2§ A3 gHu o}

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-insecure 6
type: "elasticsearch" ﬂ
url: http:/elasticsearch.insecure.com:9200 9
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- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: es-secret G
pipelines:
- name: application-logs ﬂ
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure Q
- default )
labels:
myLabel: "myValue" m
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR2] o] &2 instance <] o} g1t}

ClusterLogForwarder CR<] 4] ¢J 2~ 3] o] 2~+= openshift-logging ¢| o] o} 31 t}.
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I $ oc create -f <file-name>.yaml

Cluster Logging Operator+= Fluentd PodE A vl £ &1 t}. Pod 7| 2§ vl £ %] #] ¢¢© ™ Fluentd PodE 2}
Alste] A= Al 2 = AFY T

I $ oc delete pod --selector logging-infra=fluentd
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1.t} ALk ClusterLogForwarder CR YAML 3} 8- 2§ A3 gHu o}

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @
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name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 9
- application
- audit
outputRefs:
- fluentd-server-secure Q
- default )
labels:
clusterld: "C1234" {§)
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"
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I $ oc delete pod --selector logging-infra=fluentd
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1. o3 ALk ClusterLogForwarder CR YAML 3} 8- A3 A3 gHu o}

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 6
facility: local0
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rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6
inputRefs: g
- audit
- application
outputRefs:
- rsyslog-east
- default
labels:
secure: "true"
syslog: "east"
name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: app-logs 6
type: kafka ﬂ
url: tls://kafka.example.devlab.com:9093/app-topic 9
secret:
name: kafka-secret G
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic ﬂ
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- name: app-topic 6
inputRefs:
- application
outputRefs: @
- app-logs
labels:
logType: "application” m
name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
name: audit-topic
inputRefs:
- audit
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outputRefs:
- audit-logs

- default (B)

labels:
logType: "audit"

ClusterLogForwarder CR9] o] &2 instance < o} 3 t}.
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Kaftka B2 URL¥} Y EZE 433t A URLE XAt A x o7 EX A= A&
Uth tep(H] B oh) = tls(li?} TCP) Z2 EZF& 48T & dFUth CIDR 4 & AH8-5f
= ZH2E AA ZEAL S E A EH 2 IPFA7Fold A o] & = FQDNoJ o

oF gty .

tls - FAFS A& ote A TLS 541 & flall Ex oA a7st= Al A= ol5& A GaloF &
Ut} A =8 & openshift-logging 3 2 A E o] gl o]o} &}1 7}7}e] S1ZA = 7] 7] =
tls.crt, tls.key 2 ca-bundle.crt 7] 7} )l of of gt}

/‘\j\g‘ﬂ }\]'601': ?1'%1—8}‘%] R % =3 ELHE'%U:] URL 01'0]] A= tcp 7](3_‘_—"—_)('_% }\]—%i}—],] q_ o] %‘—iﬁ]
o A secret 7] ¢} &l & name-< A gk o}

Ae) Abgk: shol mefel o) o] &8 X4 g o,

application, infrastructure, === audits s 3 o] Z 2}l S ALE-5lo] A Psfjof sl =2
Q 6‘3 ] =] ?SLL] q_

222 f8 s ol =2kl 3 A A g 29 A dY T

N g ALAE F30 G Y 22 4AVE 218 AYHES 4F Y 1A

Fuh

o 1 Alak vl mell g A vk ol B Yy T

¢ inputRefs:= application, infrastructure &= = audit 5 3l 3 3}o] =2}l & A&l
9 20 FFAdYh

e outputRefs: A}& 3 23 9] o] 29Ut}

o el Ak 2. 220 F71E st o] dlolEd Ut

18] A} W) B Elasticsearch H2ag 208 dgsiEd 7123 S A8 gyt

HE AL B 292 o2 kafka B2AR AT a2l v g o o) 7o) kafka L2A ¥ A& A

3]6

S o,

spec:

outputs:
- name: app-logs
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type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6
ﬂ brokers 4! topic 7] 7} 2l += kaftka 7] & 2| 4 § 1 T}
Q brokers 7] 2 A}-&-3}o] &) o] Aol H 27 vj AL x| A o}
9 topic 7] & A4t 225 28 A =S (A F
3. CRLHEAEE A Fh
I $ oc create -f <file-name>.yaml

Cluster Logging Operator+= Fluentd Pod & #l| vl 22§ t}. Pod 7} Al vl 2 =] ] ¢ © H Fluentd Pod
A sted ZFAZ A e 28 5 A F YT

i
it

I $ oc delete pod --selector logging-infra=fluentd

6.15. 5 2 A EQ o ZgAlo|H B AGE

Cluster Log ForwarderE Alg3lo] E4 T2 A Eo] ofj Zg A o] B AIES R 20 £/ B
T AF Yk 71 Elasticsearch 22 2] 4 4 & Abg-sto] F7Est AL thal o] A& 4 S 4 AFU
OpenShift Container Platformell A 21 gl o] B} & A= & 9| H 21 =3 71 & FA sl oF gy th.

ZRAES FAlold a1 ADe pAE Y ZRAE A sh o] o] 4, the =1 A 7]l
et e =9, ol 98 8’ S H & ARS8k Aol Zekel & AFS-shed ClusterLogForwarder A}-8-
A8 el Bl a(CR)yE A w Y T

AP 27 AL

e AHH ZREZT T

)=

i
>~

o
=

bestel 27 HolE & FASES FHE 27 A6zt ol &

[0

A3}
1.t} ALk ClusterLogForwarder CR YAML 3} 8- A) A3 ghu o}

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: fluentd-server-secure 6
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type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
inputs: ﬂ
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 6

inputRefs: g
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels: m

project: "my-project"
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instance < o} 3 t}.

9JH 21 A 712 URL

EAS)CE

tls.crt, tls.key 2 ca-bundle.crt 7] 7} 3l of of gt}

QT3 v,

my-app-logs ¢ & 44 o}

00 99 o @6@@6

A 2 ol B YU

92

ClusterLogForwarder CR2] U] d 23] o] 2~ = openshift-logging ] o] o} g1 t}.

=3 # 3 < elasticsearch, fluentdForward, syslog 5=+ kafka= %74 g4 o,
) YEE 8§73 A URLE # A3t} CIDR F4 2

Se) 28 Al ZEA L BASE A Fe P a7} obd A ¥ o] & E i FQDNe]o]of

tls 4 FALE AME-8h= A9 TLS BAIS S8l €4 olA 873t= A AH o] 58 %
Ut} Al 381 & openshift-logging = 2 4 Eof] 9l oo} 311 z}zte] Q1 EA &

AR LR AEN A ) E Aol 2% DY ] 93 9 TP

Qg AHgete] ZRAE of E A o] M ZIE )% Fluentd 91281 2% W= sho] =

AHg-she



6. BpAL Al 2¥lo] 21 A"

A AL g B AL, 20 2748 s o o] dlo] 2,

23202 232 YA/ 2 BUE o] Zalel TG YT
o A Algk sho]xefel o] o] B A4 P Th.

e application, infrastructure, === audits 3] g J}o] Z 2}l S ALE-5o] s of 5l =
27 843828 24}

o 2 AEZ A s o=kl A A S EH S XA FY T

e A®l 213} 2 12 X Elasticsearch 01 28l 2~ 2 A 2313 ™ default =32 x4 Y
o He) Abgh FAE. 2o F71e syt o] F ] HeolEY Ut

2. CRoBAES YT

I $ oc create -f <file-name>.yaml

6.1.6. @ AA] Fluentd "} & A}&-5l] 21 A

Fluentd A9 Z2 E & AH-&ate] 74 3 9 4 WS A4 st OpenShift Container Platform %E&
2 QR Ao r 28 vl £ S5y th OpenShn‘t Container Platformol| 4] 27 d)o]E &
SIS Q) 21 JA 7| & F+A 8l oF U

T8

o] 21 A ¥H & OpenShift Container Platformoll A T o] A AF8- 5] %] ko &35 &

g 2ol A A AF Y o

Fluentd forward T2 EZ & Al&3lo] 222 Bujeld o 21 43 7] 2 718] 7] &= secure-
forward.confzl= 4] J‘ro‘ AUt 28 oS & F 91Y S A}-8-3Fe] OpenShift Container

Platforme| A 2 22 A &3 u] A}-&3}= openshift-logging = = #) € o] 4| secure-forwarde} = 74 )

= A4

A 27 Abg

¢ AR TEEF L P2 ALGe] 27 HolHE FAFES TR 27 A7t Yofok

)=

A Z Fluentd 4 3o

<store>
@type forward
<security>
self_hostname ${hostname}
shared_key "fluent-receiver"
</security>
transport tls
tls_verify_hostname false
tls_cert_path '/etc/ocp-forward/ca-bundle.crt'
<buffer>
@type file
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path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "1024"
chunk_limit_size "1m"
flush_interval "5s"
flush_at shutdown "false"
flush_thread_count "2"
retry_max_interval "300"
retry_forever true
overflow_action "#{ENV['BUFFER_QUEUE_FULL_ACTION'] || 'throw_exception'}"

</buffer>

<server>
host fluent-receiver.example.com
port 24224

</server>

</store>

ZEA =

) A A] Fluentd ¥}H & Agslo] 2 12 A 9382 OpenShift Container Platform & 24 sl A th &<
TP A 2.

1. secure-forwardz}= 74 9L S A A 3L <store> vl 2}l A oF3- 3 FAFSH mj 7| =5 R

F e,

<store>

@type forward

<security>
self_hostname ${hostname}
shared_key <key>

</security>

transport tls

tls_verify_hostname <value> 9

tls_cert_path <path_to_file> ﬂ

<buffer>
@type file
path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT" || '1024" }"
chunk_limit_size "#{ENV['BUFFER_SIZE_LIMITT || "1m"}"
flush_interval "#{ENV['FORWARD_FLUSH_INTERVAL'] || '5s'}"
flush_at_shutdown "#{ENV['FLUSH_AT_SHUTDOWN || 'false'}"
flush_thread_count "#{ENV['FLUSH_THREAD_COUNT || 2}"
retry_max_interval "#{ENV[[FORWARD_RETRY_WAIT'] || '300"}"
retry_forever true

</buffer>

<server>

host ﬂ
hostlabel 6
port Q

</server>

<server> @

name
host
</server>
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674 EAL A 28 ol 2

F_u
e

MH ASAH T2E o] 52 Fsted true2 A FUth A AFAH TLE o] 52 74
st 4 false= A7 gy o}

AR CA 2154 91 o] 7 2 £ /etc/ocp-forward/ca_cert.pem & = %] 7 gt ¢}

g g o we} Fluentd ¥ 3 w7 ¥ 5= & X4 o).

90090209 0090

A2 o= o] Mu 9] o] F& JH

AMue] EXE o5 EE IPE A FY T

Aue] S2E Hole& A FYH

A o] LES A I

Ao F7E M & F7HU . & ol 2] MH & A4 shd forward = o] 2 & A1) =
EEHEE 2N SAZ AR EY T

4% TLS(MTLS) 9152 A1-&3te ™ Fluentd A A ol A Eto]AE Q15 A, 7] w7l H 4= 2l 7]
et e Ju s Fzep Al e

2. 74 1} o) A openshift-logging = = 4 € o] secure-forwardz}= 74 WS A A S o}
I $ oc create configmap secure-forward --from-file=secure-forward.conf -n openshift-logging

Cluster Logging Operatori= Fluentd Pod & #)| vl X2 g t}. Pod 7} A vl 22 =] 2] @8 © 1 Fluentd Pod & 4}
A ste] A= A2 5 dFU T

I $ oc delete pod --selector logging-infra=fluentd

6.1.7. 8l A A syslog S A1g&te] 22 A
syslog RFC3164 T 2 E &5 Ak sto] 74 94 8 74 & A /d sto] OpenShift Container Platform
Fe2H R o r 28 B 5 9lH Yt OpenShift Container Platformol| 4] 2 25 =218l =

2 syslog AW 9} 7+e 9B 21 =372 FA s oF )

T8

o] 22 A WY & OpenShift Container Platformol| A T o] 4 AF &5 %] @om g5 &

2] 2ol A A A U T,

syslog ZTE E Zoll= F 7}A jH o] AdFY T
7 1

® out_syslog: UDPE &3l SAlsl= My gle 382 HolHE HAH A &aL 4345 4] F4

o}

® out_syslog_buffered: TCP @ W3] Z S3) Hjo|E| 2 H a2 EAsE=wogdd +a YUt
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https://docs.fluentd.org/configuration/buffer-section
https://docs.fluentd.org/output/forward#tips-and-tricks
https://docs.fluentd.org/buffer
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syslog ZE EZ S A3l 202 Ui 232 Adsles o €23 H W37 syslog.confzl =
A TS A A zsh,]p} 9 L sl F 3L S AL8-3le] OpenShift Container Platformo| 4 225 A
2& uj] A}-&3F= openshift-logging = = 4 E of syslogzl= 74 W2 AA U oL

A 27 Avg

o NREERET EE FA S AT 24 HlolHE FASES TR 27 Au 7t olok 3

o
A“ 3z syslog ?—/\’] _‘j‘. ol

<store>

@type syslog_buffered
remote_syslog rsyslogserver.example.com
port 514

hostname ${hostname}
remove_tag_prefix tag
facility localO

severity info
use_record true
payload_key message
rfc 3164

</store>

th syslog Mi7i =& 74 S 5 A5yt AHA &

ofo

£ syslog RFC3164E X34 A 2

® 7|5:isyslog 7] 5. 2 10X+ A5 = A EAE A &

ir

9= F 5L Tk

Mo

o 7d mAA 2] 4% 0%+ kern

0 ARG FF WA A 8] -1 = user, 7] E AU o

o 24 & mail A~ wW Y

o AlZH HlEe] 45 3 &= daemon

o H/RIZF WA ] 75 4 =+ auth

o syslogdel <] YH-2 o2 Ad & vl A X 2] 795 E+= syslog

o el ZHUH k¢ A" o] 396 == Ipr
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https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc3164#section-4.1.1

6. EpAL Al 2)lo] 21 A G

o XAEH U

rid
o

°] 4 $- 15 &= solaris-cron
o Z A ALEE = Al 2] 4216 - 23 == local0 - local7

® payloadKey:syslog WA #] ¢] slo] 2 =2 AHE- S Plai= =yt

o rfcisyslogs Al43le] 215 Bl &= o] A& 3 RFCY Y Th
* A7E gl syslog Eﬂ Ao 44 e syslog A7t JUTH L 10WF S5 B P LEAS T
2o g 7192 5 Agy

o AW AS T 5 gleS ehi = WA A 9] 490 = Emergency

o AE FA HAsf ok & et = vIA A ¢] 251 == Alert
o 93 e E YER = W AR 2] 7§ 2 E+= Critical

o B & vEt = wl A A 9] 735 3 == Error

o A3 ZAE& vEhdlE W AR 9] 7§ 4 E= Warning

o ARA WAAE Ve &= v A A o] 4% 6 =& Informational

o T3 4% A A S Lheh & WA A o] 797 & Debug, 7] 2.5t

A7)

G AA FA S S-St 2 22 A 9sl =2 OpenShift Container Platform< A st W of &S 4+

5l 4] o

1. syslog.confe}= 74 915 A A 5lal <store> el 2ol A Th-g-3} FrALSH m 7H W =5 2] A g
t}.

<store>

@type <type> ﬂ
remote_syslog <syslog-server> g
port 514 €)

hostname ${hostname}
remove_tag_prefix <prefix>
facility <value>

severity <value>
use_record <value>
payload_key message

rfc 3164 @

</store>

ﬂ AHE-E Z 2 & F -2 syslog &=+ syslog_buffered = %] 7 31 o}
Q} syslog ¥ ©] FQDN == IP 342 2| 4 &1 o)

© sislogAviel ZEE AT
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© 9 A H PG syslog A HGE A FYh o2 59 okt 2y
® syslog FFAtel A AF A |2 =5 A A S| A8 w7 Fd YT
o A It Zsyslog 7|2 AA = miARFTY YT
® syslog 2175 e 22 A3t vi/iHEFEdun
® syslog 22 47t =& A st= wi7/iFd Yt
o Tt A HIREdAM A7 E 2 755 AHE- S v vl S U T true )] 75
container_name, namespace_name, pod_nameO] =8 Fel=o XYL

o syslog WA A o] ol 2= g AA Y] 98 718 A st ALY 7 Behe
message ] 4 t}.

© 1= syslog g A18-8)ed ric 3o 2 31645 X s oF Fvh.
2. 74 1} o) A openshift-logging = = 4] E o] syslogat= 74 WS A AT o}
I $ oc create configmap syslog --from-file=syslog.conf -n openshift-logging

Cluster Logging Operator+= Fluentd PodE ] vl EZ &1 t}. Pod 7} 20 vl £ =] K] ¥ © ™ Fluentd PodE 2
Alsted A= A 2 = AFY T

I $ oc delete pod --selector logging-infra=fluentd
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7. S E 2 oW E R R A

OpenShift Container Platform o] ¥l E 2}9-8] = Kubernetes ©] 4
A2 98l olH T oM ES 7] F6t= Podd Ut oWl E ZH-9-B & G5 & & v 23] oF FY T}

oW E ZH$-EHE RE Z2A EA oWl EE 523 stof STDOUTe %1t} Fluentdi= o] 8] 3t o] WIEZ
%3] 3}e] OpenShift Container Platform Elasticsearch 91 28 ~ 2 &3 t}. Elasticsearch= o] E &
Az} <le] 2o Qe A P,

(o

= Fluentddll &7} 228 2713t AT 4 A= o E 27 WA A §9

PERIES

T SA S ALg o] oWl E 9B & Fe) sE o M E P T G o E
logging Z 2 A Eof v X 3lo] F&] 2E] AA A o|HEE 3] oF )

U2 8Z3 9 HAEE oWl E 2H9-Hol| B a3 Mu 2 A, FeAH 9T 51
AR A EL L ot o E B9¥ PodE P4 o3 Wl E I o WA 517 L o] W EE L A
AU HE QBAE CPUR W= 23S HAT 5 &Yt

A 27 Av

o Nul2 A AL FYHAH IS udg S ¢

1 = H
£ £9] cluster-admin & &o| = A8 A2 TS HEE & A

o ZE2E 2o AXHo] lojoF FYTh

kind: Template
apiVersion: vi
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to cluster logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole 9
apiVersion: v1
metadata:
name: event-reader
rules:
- apiGroups: ["]
resources: ["events"]
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verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding €}
apiVersion: v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: ${NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment @)
apiVersion: apps/v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
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- name: config-volume
mountPath: /etc/eventrouter
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE
displayName: Image
value: "registry.redhat.io/openshift4/ose-logging-eventrouter:latest"
- name: CPU
displayName: CPU
value: "100m"
- name: MEMORY @)
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" 6
openshift-logging = 2 4 E o] A o]l E 2}-9-E] & Au] 2= A QS A A g}
289 oWl EE 2 Y E & ClusterRoleS A A §u T}

ClusterRole& A H] 2 A A of v}<l o &} += ClusterRoleBindingg A A 34 t.

Q openshift-logging = = 4 E o 4| 74 W] & A sl & 23 config.json 48 474§
=2

a openshift-logging Z 2 A Eof| A] 0] £ & A A 5lo] o] W E 219 PodES QA8 +A43%
Yo

© /=GP E Podol 29 vl e Fg ARG T 715k 128Mig Y o

© o= e Podol @ 54 CPU S A4 g T 7 B3t 100m ) o,

@ LB A EE A3 openshift-logging > =4 E & 2] 4 g ).

alle
ol
ot
ttlo
>
ofo
ol
_EL

HE3S Agsta 4 &gy

$ oc process -f <templatefile> | oc apply -n openshift-logging -f -

£

s sd g gyt

$ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

N
i)
2

serviceaccount/logging-eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/logging-eventrouter created
deployment.apps/logging-eventrouter created
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102

3. openshift-logging Z 24 E o] o]Wl E 2}-9-E] 7} A X & A=A el gt}

a. Al o] W= 2$-E Pod 17]:

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
g o

pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

| m_m‘

. Ol E 2Fp-Eo M S g ol E B

I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

& =¥ e AEU T

$ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

o
i)

a)

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count™:1,"type":"Normal"}}

Elasticsearch Q132 2} 19 25 AL8-3h= A9 2 | H S A A sle] o] EE H &= Kibanas

A8 S AU,



8%. 2 H =4 vl E

OpensShift Container Platform 2 2] 28 & 4.4 4 452 ¢ d o] E gt & OpenShift Elasticsearch
Operator ¥ Cluster Logging OperatorE 4.40 4 452 JH o] EE 4= 5 th

] 2F 27 459 = x| 2 & Elasticsearch B 1 €] Elasticsearch 6.8.13} 7} 3} € ® ¢k Zejz2¢l ¢l
OpenDistro for Elasticsearch7} = ¢ %] 154 t}. A} & & Elasticsearch ¥ 21 -& Elasticsearch ©] o] €] 7} 21
—"—L—E}, oH =) 71] ]/\:] 2 7AA) & SR R=R=S)| t—ﬂ /K] = }\HE_ Elasticsearch d] o] B X g s _I_;:_?:} @—L] 1;} o] bl
ol =deolEH7FFaClZa W o Zg] Aol ) zrAEE R ¢lu A &5

T8
Mz oy Zd 2 Qs JulolEx 7= AHEA 4 9] Kibana Q19 2~ 9 & 8l A1 23} =5

Al o2 mro] 1y o] A SHA] U Th HHl o] E F A ¢ld 2o} U X 5= 5 Kibana ¢l
g 2 s el 9 Aj7bstE ohA] A A oF F o)

olgigt Ao EA o= 23] S 22458 JulolET & a7} gl th 28y OpenShift
Container Platform 4.6 2.2 Juo|Ed o F&]~E B2 4620 2 ¢ H o] Es] o} g}

81LEY2EH EH wx

OpenShift Container Platform & 2] 28] & ¢ ¥] o] E 3} & OpenShift Elasticsearch Operator & Cluster
Logging Operatore]] gt A B2 H S W7dste] S8]2H 2748 45004 4602 JHOET F 3
&Yt

FulolEdt= A9
® Cluster Logging OperatorE 4 Hl ©] E35}7] A o] OpenShift Elasticsearch OperatorE ddl o] &
3l oF gyt

® OpenShift Elasticsearch Operator$} Cluster Logging OperatorE &5 g ol o] Es of g ¢}
OpenShift Elasticsearch Operatorg ¢t ] E 3} 3L Cluster Logging Operator= ¢ t] o] E 3} 7] 2
o™ KibanaZ A} &8 4= gl ok

OpenShift Elasticsearch Operator ®.t} Cluster Logging OperatorE ®H #] ¢4 d] o] E3}H Kibana7z}
Fulol EE A &3 Kibana A&7} 74 o] 2] &2 (CR)7F A =] A 5 U T o] &4 & sl Astel ™
Cluster Logging Operator Pod = 2H#] 5} 4] A] 2. Cluster Logging Operator Pod 7} #j vl & & A
Kibana CRe] 4§43 g U t}.

T8

Ze2E 27 ¥Ho] 450179l 7$ 4602 Qo Eey] Mol T AE 24 L 452
% ef o] =5 ok F .

AR @7 AR
® OpenShift Container Platform & 28 & 4.50 4 4622 Jd o] EF Y}
o ZH ¥ =7 AEH 7L AACI A &2l ).
o I E Pod7}ready ] U th.
o Elasticsearch 8 28 = A A Ut}

e Elasticsearch ¥ Kibana ©] o] ] & W ¢ 3} ¢}
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Z2A 2
1. OpenShift Elasticsearch OperatorE el o] EgHy o}
a. §] &£l A Operator » A X ¥ OperatorE =2 3t}

b. openshift-operators-redhat = = 4 € = A& gt}

1
ik
W
2

c. OpenShift Elasticsearch Operators &
d ABzaARH > Ade FYFU
e. AH2aYH FelolE AL WA PN 463 HEstn Age 2Tk

f. ¥ 2 F = 7|t} & Operator » A X ¥ Operators &3 gt
OpenShift Elasticsearch Operator7} 4.6 0.2 ZAHUtTL o & &

OpenShift Elasticsearch Operator
4.6.0-202007012112.p0 provided
by Red Hat, Inc

el 2=t AFgor IAE w7kx /1 gEu .
2. Cluster Logging Operator fH| o] &
a. 9] && A Operator » A X ® Operators &8 3}
b. openshift-logging =224 E & A€ gt}
c. Cluster Logging Operator= 2 gt}
d AE2IHA -> AL S ST
e. AB2APA JulolE Ad W7 FollA 4.6 At AFS F T

f. 2 2 A% 7]t}8 5 Operator » A X ¥ OperatorE 2 gt}
Cluster Logging Operator7} 4.6 2 2 Z A H Ut} o & 59 t}&- 3} 2+5Uth

Cluster Logging
4.6.0-202007012112.p0 provided
by Red Hat, Inc

el Z=vt AFos TAE wrtA 7 thE U o

a. E E Elasticsearch Pod”} ready 4} gjf 91 %] &l g o}

I $ oc get pod -n openshift-logging --selector component=elasticsearch

o
i)

a)

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

104



b. Elasticsearch 2] 28 7} ZAF¢l #] g2l gk t}.

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- es_cluster_health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

c. Elasticsearch Cron #+¢j o] A Al ¥ Q1 =4] &<l st}

d =

o

$ oc project openshift-logging

$ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
curator 30 3,9,15,21 ** * False O <none> 20s
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <nhone> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

2 A&7t 4602 QO EH T e vt QA gl gt
$ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

2 o] app-00000x, infra-00000x, audit-00000x, .security <14 =7} E 3= o] E=X]
Y.

_]l
o

o 8.1 Q18] 27k 24 el M E £

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqgsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
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green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0 297 148
green open infra-000003 1-

goREK1QUKIQPAIVKWVaQ 3 1 226719 0 295 147
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0

green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERgLALMQOIQDFES1LBATQ 31 0 0 0 0

e. 22 FF7|7F462 2 QU ol EH A=A gAY
I $ oc get ds fluentd -o json | grep fluentd-init
o fluentd-init 7 &l o]\ 7} &= o] =] T}

"containerName": "fluentd-init"

=9
f. 22 A zt3} L2 a3 o] Kibana CRDE AH&-3lo] 460 2 QH ol EXHAEA &gy}
I $ oc get kibana kibana -o json

=9 9 ready B 7} 91 Kibana pod7} 3= o] 9= &<l
o)) 8.2.Kibana Pod7} #=H| & A= =32

[
{

"clusterCondition": {

"kibana-5fdd766ffd-nb2jj": [

{

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",
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"pods": {

"failed": [1,
"notReady": []
"ready": []

|2

"replicaSets": [
"kibana-5fdd766ffd"
],

"replicas": 1

}

"type”: "

2

{

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

2

"deployment": "kibana",

]

)

g. Curator7} 465 2 H o]l EXY=A] A

I $ oc get cronjob -0 name

cronjob.batch/curator
cronjob.batch/elasticsearch-im-app
cronjob.batch/elasticsearch-im-audit
cronjob.batch/elasticsearch-im-infra

=7 o] elasticsearch-im-* 219 ~7} ¥ &5 o] ¢ =% 3ol gt}

QelolE F 2]

Log Forwarding APIE A}&-3lo] = 25 A E3l= 7 -5 OpenShift Elasticsearch Operator 2 Cluster
Logging Operator7} 4.6 0.2 ¢+ 3] 4 dl o] E = H LogForwarding A-8-#F 4 9] 2] &2 (CR)&
ClusterLogForwarder CR= w || 3 o} g1 t}.

82. 21 AR ALGA F o] Hi Puo]E

OpenShift Container Platform Log Forward API&= 7] 32 2] 59| A OpenShift Container Platform 4.69]|
A dubE o g ALg 75 o 2 54 55Utk GA E 2] 29 = ClusterLogging AH-& =+ 7 9] 2] 2 2~(CR)
= W 7 3131 LogForwarding A8 #F 74 ©] 2] &~ 2~(CR)= ClusterLogForwarder CR= .7 3l oF 3}= 2
7HA] 7N AbEE 9 BFAGE Aol 3 E o] JIEF Y TH

OpenShift Container Platform 4.62] 21 = ClusterLogForwarder 91 2~& *

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance
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namespace: openshift-logging

spec:

outputs:

- url: http://remote.elasticsearch.com:9200
name: elasticsearch
type: elasticsearch

- url: tls://fluentdserver.example.com:24224
name: fluentd
type: fluentdForward
secret:

name: fluentdserver
pipelines:

- inputRefs:

- infrastructure
- application
name: mylogs
outputRefs:
- elasticsearch

- inputRefs:

- audit
name: auditlogs
outputRefs:

- fluentd

- default

OpenShift Container Platform 4.52] A1 Z ClusterLogForwarder CR

apiVersion: logging.openshift.io/vialphat
kind: LogForwarding
metadata:
name: instance
namespace: openshift-logging
spec:
disableDefaultForwarding: true
outputs:
- name: elasticsearch
type: elasticsearch
endpoint: remote.elasticsearch.com:9200
- name: fluentd
type: forward
endpoint: fluentdserver.example.com:24224
secret:
name: fluentdserver
pipelines:
- inputSource: logs.infra
name: infra-logs
outputRefs:
- elasticearch
- inputSource: logs.app
name: app-logs
outputRefs:
- elasticearch
- inputSource: logs.audit

108



name: audit-logs

outputRefs:

- fluentd
o AR E WA o s 2 E AN E R F U T
EZZAH X

4.52] ClusterLogForwarder CRS- 4.68 ClusterLogForwarding CR= J djo]E sl ¥ v} 7+o] 4=
Ay

1. ClusterLogging A8 A o] 2] &2 (CR)E ¥ 3 3l logforwardingtechpreview 54 2 #|| 7|
Py .

A Z ClusterLogging CR

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
annotations:
clusterlogging.openshift.io/logforwardingtechpreview: enabled 0
name: "instance"
namespace: "openshift-logging"

Q logforwardingtechpreview 2] A A g4 t}.

2. ClusterLogForwarder CR-S W ® 1 ClusterLogForwarder <1 =& 2~ 2] YAML 3 -& A4 T
t}.

I $ oc get LogForwarding instance -n openshift-logging -o yaml| tee ClusterLogForwarder.yaml
3. YAML 29l g ato] thg3t 7bo] 4 ok,
OpenShift Container Platform 4.62] 21 = ClusterLogForwarder 91 2~& 2

apiVersion: logging.openshift.io/v1 ﬂ
kind: ClusterLogForwarder 9
metadata:

name: instance

namespace: openshift-logging

spec: G
outputs:
- url: http://remote.elasticsearch.com:9200 ﬂ
name: elasticsearch
type: elasticsearch
- url: tIs://fluentdserver.example.com:24224
name: fluentd
type: fluentdForward 6
secret:
name: fluentdserver
pipelines:
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- inputRefs: G
- infrastructure
- application
name: mylogs
outputRefs:
- elasticsearch
- inputRefs:
- audit
name: auditlogs
outputRefs:
- fluentd

- default @)

apiVersion2- "logging.openshift.io/vialpha1"<] A4 "logging.openshift.io/v1" = = 73 5t
Y.

L BAE #3 S kindo|A ¥7 3t} "LogForwarding” ~ kind:
"ClusterLogForwarder".

disableDefaultForwarding: true v 7} ¥ 4= = A 7 gty t}.

2 1 7 ¥ 4= = spec.outputs.endpointol] 4] spec.outputs.url= M 73 gy ok HFAH} @1
73 % https://, tep:// 53 22 H FAHE URL 7184 o}

Fluentd &3¢ 7 < forwardol 4] fluentdForward = H 74 31 c}.

@@6@@0

e spec.pipelines.inputSource £ spec.pipelines.inputRefs = 1 7
® logs.infras 1=z = ¥
® logs.apps NZEAolMe= HA

e logs.auditE A= WA

Q el A}a): 718 wfo] sTa}el & F7}bslo] U 4 Elasticsearch Q1 2H A2 2 72 B U th 7]
EEES 4T e =gyt
. 4
Y] - OpenShift Container Platform Elasticsearch ¢l 2B o9t 2 72 A
/ 521 ™ Log Forwarding APIE 4] 3}#] wuf4d Al &

4. CReBAES AT
I $ oc create -f ClusterLogForwarder.yami

Log Forwarding AP12] A} 2 & 7] %50l th &k 24| 3F &S EfAL Al 2elof] 27 Ad S 2814 A] L.
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o e
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=

3lo] 2] 2 ¥ 2=5=0) A Elasticsearch 91 28l o) th 3l A2 A W 2 W o] ZF= 3 E7} £3F5 o] Y5y th
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o ] W& Elasticsearch 1 2E 2o Y3 A E AR E HAFE= IFEV £ H o] &5 T}

F-l)l

e
] ZA 3 H o E & B A A R Eo| A Grafana Ul 8 L& & 8] 5lo] Grafana tjA]| H.&=
£ A #3U o} Grafanas OpenShift 22 2~8 U & & 3} g7 Al g gyt

9.1. ELASTISEARCH % OPENSHIFT LOGGING tjA| H.E o] & A 2~

OpenShift Container Platform € &£ 9| A 27) /Elasticsearch == 2 OpenShift Logging thA ] 2 =&
2 % dguth

ZEA =
QA REES A gsEE e Fa gy oh
1. OpenShift Container Platform ] £& A4 ZTUHY » AR EE FY Yt
2. AR E FH o] R o] YA B E v o 4] &7 /Elasticsearch )== &&= OpenShift 27 < Mg
;z‘})Elasticsearch L AR =9 A9 B = Elasticsearch ==& A8 513 gl o] s =
EAARE F AFUH

o] HolE RES HolF= A3 A BE7F A H YT

3 AgHoz AU 9 Az 23 02 v ol A vlolEl S EA s A A2 2 ThE Ay 9]
e gy,
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T E 3 H K= OpenShift 27 AR = AW 2 2 7] /Elastisearch == A B = AW S
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e
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Elasticsearch ¢1 28l 2o 3 A B A B E HolF = 31 o]
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A% 47
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FH=HEH == Z e 2~ ¥l 9 9+ Elasticsearch B o] E] == 9] =9
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10.1.1. Cluster Logging Operatore] A& 1 7]

Cluster Logging Operatore] JH & = = 54t

A 27 Avg

o = ~¥ 27 9 Elasticsearch7} A X = o] ¢ o] of gt}

Z2A 2
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1. openshift-logging Z= 4 E 2 ¥ 7 g}

jip

I $ oc project openshift-logging
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff
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- fluentd-flpnn
- fluentd-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

YA S8 2H e =73 Akl Ve Y Tk
Fluentd Podol o &k A 1.

Elasticsearch E 8] 28] A7}, A =2 rt= w71 S 313} Elasticsearch Pod <]
sk A 1Pyt

Kibana Podel] th 3 A 1.
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10.1.1.1. =7 w A R] o

oo S8 2E 27 912829 Status.Nodes 4 A ol 3l A8 27 w2 A 9] o Jth
e 3 AL A B A A= et A E G JEnAE 273 0 o] o) shard7} S E R &
&< vebyh
%9 o
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}
o Ak A A A S w7t AR 2 AR 235 01 shardy) the == R A ) A F
< Yeby o
E = 01]
nodes:
- conditions:

- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

O3 A A el ¥ Al X = CRE] Elasticsearch == A 8] 7] 7F 28] 2 H o] =9 U X 3HA] 852 1}
EbY Yo

29 o

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:

o
(ih)
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elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

ChS 2 RS A AT 8 4§ PVCE PVl ukel 99 4 9122 Lheb U e,

Last Transition Time: 2019-06-26T03:37:32Z7

oo

Node Conditions
elasticsearch-cdm-mkkdys93-1:
Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable
Status: True
Type: Unschedulable
U&7 §A8E e WA R = == A e 7] 7t e o) A X 51A] ¢7] u] 2o Fluentd PodE o oF&k 4= ¢l
R =
%9 o
Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:
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1. openshift-logging =24 € & ¥ 7 g4t}

I $ oc project openshift-logging
2. 22 27 S0 A Bl

I $ oc describe deployment cluster-logging-operator

%9 o
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

e

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-

logging-operator-574b8987df to 1----

3. ZEH Y 2 EAE A E A B
=

Ja

=

Al

a. HES o] 5L 7hA gt

2 o

| mm‘

$ oc get replicaset

=49 4
NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 155m

kibana-5bd5544{87 1 1 1

o
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I $ oc describe replicaset cluster-logging-operator-574b8987df
29 o

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

10.2. 27 A &2 2] AHe)] H 7]

OpenShift Elasticsearch Operator & o] 2] Elasticsearch +4 2 42| A€
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10.2.1. 22 A 4o A8 17
=3 AL BHE 2 AsUTh

A 27 A
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EZA A
1. openshift-logging =22 4 E 2 ¥ 7 3t}

I $ oc project openshift-logging

2. 73H
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9] o] 52 7HA gL ok,

I $ oc get Elasticsearch

=
NAME AGE
elasticsearch 5h9m
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I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

& =¥ v AEU

$ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

ZYole a3 AR A 17 =g U o

o
i)

a)

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all
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© =294 =828 e 2048 2o tebd o

e 3 71 & shard &¢ Yt}

e 34 shard &= Yt}

e =7]3} =2l shard =YYt}
o 2 AHLYoH == £
o FRIAZLEE FYYrL}

o AHolY 2o AFA Y 254 AEoHE 7t = TU Y

o Aol 21 AF: Y =2 AvolY wE ga) FRHALFY

® Pod o of &7 7 o] 7FA] Aol gk 27 o] A H U THEA W AIA] o

%).

upgradeStatus”} 2l = 2| 2H 21 AF AL =,

®0

failed”, notReady 5= ] AJH| offj o] 4 H S| =H e 228 A FEelIE
dlo] ] 4 v} E Pod.

10.2.1.1. A& vl A] #] o
S 2 FElasticsearch 91 <8 2~ 9] A Ao 9= X 27 WA= 2 o Yt}

o) Abe) Bl A A= st TR G e AE 2330 o] o shard7} ERHE A 925 vhehy
U,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}
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status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

o] AE] AR = CRe] 21 A A4 & A 77 S 2E o w9} Jx67] ¢SS vepyyth

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

of Fef WA A= 22 A4 CRol A 8HA] &4+ PVCE AHEHE e Y ok

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z
message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable
of FEl WA A= 22 A A SHAHA B AZE TR A S AL TR == le S U
by Y ot
status:
clusterHealth: ™
conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or
add more nodes with data roles
reason: Invalid Settings
status: "True"
type: InvalidRedundancy

of e M A = S Ho HEE Ed¢ == (&H =gk )7t U R B5S YEE U o

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
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Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles

reason: Invalid Settings

status: "True'

type: InvalidMasters

10.2.2. 22 A4 34 249 AH H7]

(<3

A8l 22 AFE 74 20 FHE & F AFHT

Elasticsearch Q191 2~

Elasticsearch ¢1d] 2~ 2] A E B 4 5

Y

1. Elasticsearch Pod?] o] &2 7143

I $ oc get pods --selector component=elasticsearch -o name
2 o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

| quN,

2. <l

o
i)

0] e & 7HA gU T,

$ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

2 o

o

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-g2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 _EQx77iQCSTzFOXixRqgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

21 AA 4% Pod
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| HHN,

$ oc get pods --selector component=elasticsearch -o name
g o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

Pod 48] & 714 &1 o).

=
=

o

$ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

2ol o el Yt EgEU
g o

Status: Running
Containers:

elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

e

2
o
(ih)

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s

period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>
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231 2532 A Podw] x A4
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I $ oc get deployment --selector component=elasticsearch -0 name
g o

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

| MN‘

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2.
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I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
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Containers:

elasticsearch:

Image:  registry.redhat.io/openshift4/ose-logging-
elasticsearch6@sha256:4265742¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6
908e7b1c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>
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3 10.1. Fluentd Prometheus 7 31
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e

FluentdNodeDown
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FluentdQueuelLengt
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FluentDVeryHighErr
orRate
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fluentd <instance><l|
SEE ELSE
<value>9| A 2 77}

TAIFY

Prometheus+=
fluentd <instance>=
102 ol 2z e 5
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npx] v}t $=71o] fluentd
<instance> v ¥ F 2
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<value>¢] 1 t}.

At 12417 &<
fluentd <instance>
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<value>¢] 1 t}.

fluentd <instance><l|
SEE ELSE
<value>9| A 2 77}

TAIFY

10.3.3. Elasticsearch 73 17 4% A 1
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$ oc set env cronjob/curator CURATOR_LOG_LEVEL=DEBUG
CURATOR_SCRIPT_LOG_LEVEL=DEBUG
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