& RedHat

OpenShift Container Platform 4.6

OpenShift Container Platform¢] ®.¢t g5 2 -2

Last Updated: 2023-04-07






OpenShift Container Platform 4.6 2 S}

—

v

A

L

A

OpenShift Container Platforme] Xt &t 9 22



WA A

Copyright © 2023 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

x5

of EA M= AEl oIy Bk A5 74 B dZIEAE St SHAHE RSt WHS AAEH

U



A

A2
174. OPENSHIFT CONTAINER PLATFORM HQF W A Z o] Q1 2 | . ittt eieieeaneennneennn, 4
11 3er e 4
12. 4=golA 2~ 78 5
1.3. 377} g &2 5
27 FVEIOTE BOE oo 6
2.1 A" o] Bt o] 3 6
22. 3 2~E U VM H el o] &) 7
2.3. RHCOS 73} 10
2.4 AF o] o] v %] A3 12
25. A Zg}o| A 2~ o] &) 19
2.6. AH ol FH = H ot 20
2.7. 24 & A" oy YA AET AR 25
28 . W E 2~ Hot 27
2.9. A" ol vl & 31
2.10. Ad o]y = Z Hol 35
2NN U EY = Hot 38
212, AAE 2 e 1ot 40
213. F ¢ 2~EH oE Y 27 X UHY 41
B, QL A A i e 44
31718 FA ol=A4 1A 44
3.2.API A1 Q124 %7} 45
33. A u] 2 AT A Z A Bk ALgsho] Au] 2 Ee) 3 1ol 47
34.CAWE Qo] 5
B Q1A S B AT 57
40 AP A ¥ <] A8} A B 9124 57
42 Z 2N ol=4 57
4.3. 48] 2~ CA 21=4] 60
44, =5 Q=4 62
45 HE~E Y ol=4 62
4.6.ETCD ¢1=4] 63
47.0LM ¢1=4] 63
48718 502 93 AR AT AZA 63
49,52 AZA 64
410. RUE Y 9 ¢ 2~8 27 OPERATOR #+4 8 A o1=4] 67
4T AEES S A 67
B, COMPLIANCE OPER AT O R oottt et ettt e e et ettt e et ettt et e ettt 69
5.1. COMPLIANCE OPERATOR Y g2~ A H 69
52 AU = 74 #25 zeg 77
5.3. COMPLIANCE OPERATOR 41 ] 79
5.4. COMPLIANCE OPERATOR 7 A} 83
5.5. COMPLIANCE OPERATOR o] &} 88
5.6. COMPLIANCE OPERATOR #-g] 93
5.7. COMPLIANCE OPERATOR %4 96
5.8. COMPLIANCE OPERATOR ¥ ] A3 74 M 99
5.9. COMPLIANCE OPERATOR Z 3} ¥ =4 g 101
5.10. 225 COMPLIANCE OPERATOR #}+¢] =3} 13
5.11. COMPLIANCE OPERATOR &= sl 2 18

5.12. COMPLIANCE OPERATOR A 2] A A 128



OpenShift Container Platform 4.6 ¥ ¢t 2! A Zalo] el ~

5.13. A8} A o] 2] A2 A 2 o] 3] 130
67 FILE INTEGRITY OPERATOR ..ttt ettt ettt et e ettt e e e 147
6.1. FILE INTEGRITY OPERATOR ¥ A~ = E 147
6.2. FILE INTEGRITY OPERATOR 4 %] 149
6.3. FILE INTEGRITY OPERATOR ©] 3] 152
6.4. CUSTOM FILE INTEGRITY OPERATOR -4 161
6.5. 35 CUSTOM FILE INTEGRITY OPERATOR %% 4-3) 166
6.6. FILE INTEGRITY OPERATOR &4 &) 2 168
e A 2 = A = 1 170
71API A} 21 A1 170
7.2. 72 21 1Y) 171
73. 72 22 2HY 175
7.4 7204 21 44 177
75. 37} g 2 177
R O = e B e 178
LA RO AN Tay AR 178
82. AL = A A 1A 178
e R R ) > . < 181
9.1.TLS B ot Z &9 o] g 181
92. TLS Het =2 Al A H X7 183
9.3.INGRESS ZAEZ# ] TLS Hot =23 74 185
04 71EE ZY A TLS Kt 2 2d 74 188
107, SECCOMP 3Z 2 T A ittt ettt ettt ettt et ettt ettt 192
10.1. == PODd] b & 7] = SECCOMP =23 -4 3} 192
10.2. A}-8-2 A ] SECCOMP 23 4] 194
10.3. 37} g & 196
7. F7F S 2 E 4 JAVASCRIPTE 7|90 2 API AW o] QA ABIEF 5§ oo 197
M1 371 3 2E A JAVASCRIPTE 7140 2 APl A Bl o] o 4| 235 =2 5] & 197
127 ETCD HI O E] Qh 8 . oitiitit ittt ettt et ettt e e e e e e e 199
21LETCD ¢&3 A1 199
122.ETCD ¢35 38} &4 5} 199
12.3.ETCD &5 3} v) &4 3} 201
137 PODOA] A 2ol oottt ittt ettt et e et e e e s 204
13.1. RED HAT QUAY CONTAINER SECURITY OPERATOR 4! 8} 204
13.2. CLIo| A o] u] =] Z<kd 7 207



2t




OpenShift Container Platform 4.6 B¢t @ A Zglo] A X

17¢. OPENSHIFT CONTAINER PLATFORM H. QF 4 4 &g} o]

e

11. B2t 7i e

OpenShift Container Platform 2] 28 ¢] t} 3t 20 S A - 31A K5 d= Wi S o
gt

F
o
rr
pou)
o
of
fo

"oy ®et

OpenShift Container Platform 2 ¢F2- o]s] &l 7] 93t =& A 2 & 7 H o] Hekolsl o] dS HAESH
L AU o] A E TAE A Aoy W OAAEF M A= W ul o Za] A o] A A
3 £ FH S E331e] OpenShift Contalner Platformol] A AF&-8F 2= 9l= A g o] Bt x| 9] =%
E2HE GAS AU o] AAdl = tha FA e FR e 23 E o] lFYh

o ZiHo] meto] Fa g o] f 8l 7]E Wk BEFe ujw

e T ~E(RHCOS Y RHEL) Al Z-ol A #| & 3= 2 H o] 1.9k 2 %] 9} OpenShift Container
Platformel| A A &3slE Ad o]y Kol %3

® OpenShift Container Platformol A JJEQ 7] W A4 E ~EZ A& Bosl= UH
® APl g 8 SSOd| Abg-sl= A H o st &£F4

7l-)q.

=

OpenShift Container Platform ZFAfol A & Al 28l o] i AL&-2}, B8] A} B 71 8F 74 Q471 Al &

oﬂ oﬂskg * %LE/\]%]/\g /Hlﬁ—gl_‘—' Hol & aﬂ:h: ;Sﬁlo Xﬂ-"ﬁlqﬂ— _;,]—]‘J/];(]_‘— 7L/\}§ xé _11 :r"
9 A2 17| E 3T AdFUTh

o]ZA-]
ASHE G 74 fhol A FeALE U@ AA2 ABE DT 6 AL F U A AL )
ingress Q1541 & A SEAY API A ¥ QISA & F7Fat AV AH| = QISA & F7HE = dFU o

S EEAAM AFE ot AT T N AR FRE 2

il
ax
ft
i)
B
H
50
%
°
)

o APIAH O] ALEA AT Q15 A
o Z=AAFA

o Au]=CAQIZA

°
1
[

o]

RS

ofN

A

°
4z
[t

Ea

m

<l

o|N

A
o ctcd JAFA
® OLM<IZFA

o 7|

e
%
>

S 95 AF A} A 01 = A

[ ]
B
1)
0,
ofN

A


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#security-understanding
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#audit-log-policy-config
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#audit-log-view
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#replacing-default-ingress
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#api-server-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#add-service-serving
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-user-provided-certificates-for-the-api-server
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-proxy-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-service-ca-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-node-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-bootstrap-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-etcd-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-olm-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-user-provided-certificates-for-default-ingress
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-ingress-certificates
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-monitoring-and-cluster-logging-operator-component-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-control-plane-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#encrypting-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#pod-vulnerability-scan
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#understanding-compliance-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#understanding-file-integrity-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/authentication_and_authorization/#understanding-authentication
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/authentication_and_authorization/#configuring-internal-oauth
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/authentication_and_authorization/#understanding-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/authentication_and_authorization/#using-rbac
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/authentication_and_authorization/#managing-pod-security-policies
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https://www.redhat.com/en/topics/containers
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/building_running_and_managing_containers/index
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/architecture/#architecture
https://access.redhat.com/articles/5059881
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/introduction_to_linux_containers#linux_containers_architecture
https://access.redhat.com/articles/5059881
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/nodes/#allocate-node-enforcement_nodes-nodes-resources-configuring
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/authentication_and_authorization/#managing-pod-security-policies
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/architecture/#available-platforms_architecture-installation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installation-requirements-user-infra_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/architecture/#rhcos-configured_architecture-rhcos
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/architecture/#rhcos-about-ignition_architecture-rhcos
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installation-special-config-kargs_installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installation-special-config-kmod_installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-fips
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installation-special-config-encrypt-disk_installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installation-special-config-chrony_installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/updating_clusters/#update-service-overview_understanding-the-update-service
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-container-and-container-images-for-vulnerabilities_scanning-the-system-for-security-compliance-and-vulnerabilities
https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/
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MCO(Machine Config Operator)E A}-&3}e] OpenShift Container Platform 4 2 2] 28 2 7} & wj] #}
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2.4.1. Red Hat Container Registriesol] ] 3+ A1 ¥ &<l &4 5}

Aol MY AES &4 31 8 X ~E 7] URLS sigstored] A4 3 t}S- o] n| x| & delsl= 7] S
A = Fd o] H 2 )

EZA X
1. #A=E 2] URLS sigstoreol] A4 3oL o] v A & &lst= 7] & A A st & YT

® policy.json 3 -& A4 g o}

$ cat > policy.json <<EOF

{
"default":

{
"type": "insecureAcceptAnything"

}
1,
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https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/architecture/#rhcos-deployed_architecture-rhcos
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/nodes/#nodes-nodes-managing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installation-initializing-manual_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installation-user-infra-generate-k8s-manifest-ignition_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installation-user-infra-machines-iso_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/nodes/#nodes-nodes-kernel-arguments_nodes-nodes-working
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installation-configuration-parameters_installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-fips
https://access.redhat.com/articles/3359851
https://quay.io/
https://catalog.redhat.com/software/containers/explore

2% A= el Bt

"transports": {
"docker": {
"registry.access.redhat.com”: |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
8
"registry.redhat.io": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"docker-daemon": {
"
{
"type": "insecureAcceptAnything"
}
]
}
}

}
EOF

e registry.access.redhat.com.yaml 3} & R A gt}

$ cat <<EOF > registry.access.redhat.com.yaml
docker:
registry.access.redhat.com:
S|gstore. https://access.redhat.com/webassets/docker/content/sigstore

e registry.redhat.io.yaml 3} S A A sy o}

$ cat <<EOF > registry.redhat.io.yaml
docker:
registry.redhat.io:
sigstore: https://registry.redhat.io/containers/sigstore
EOF

2. WA T4 B Eeo] A3 base6d 917 E A o2 9l g YT

$ export ARC_REG=$( cat registry.access.redhat.com.yaml | base64 -w0 )
$ export RIO_REG=$( cat registry.redhat.io.yaml | base64 -w0 )
$ export POLICY_CONFIG=$( cat policy.json | base64 -w0 )

3R US FYRF =9 T AT 2 WAl 1AL AT

$ cat > 51-worker-rh-registry-trust.yaml <<EOF
apiVersion: machineconfiguration.openshift.io/v1

13
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kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 51-worker-rh-registry-trust
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 2.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${ARC_REG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/registries.d/registry.access.redhat.com.yaml
- contents:
source: data:text/plain;charset=utf-8;base64,${RIO_REG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/registries.d/registry.redhat.io.yaml
- contents:
source: data:text/plain;charset=utf-8;base64,${POLICY_CONFIG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/policy.json
oslmageURL: "
EOF

4. AR WA TS ASTI

I $ oc apply -f 51-worker-rh-registry-trust.yaml

Ol

5 Bl QL npE e o6 2 wal 4G A4 o

his

$ cat > 51-master-rh-registry-trust.yaml <<EOF
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 51-master-rh-registry-trust
spec:
config:
ignition:
config: {}

14
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security:
tls: {}
timeouts: {}
version: 2.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${ARC_REG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/registries.d/registry.access.redhat.com.yaml
- contents:
source: data:text/plain;charset=utf-8;base64,${RIO_REG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/registries.d/registry.redhat.io.yaml
- contents:
source: data:text/plain;charset=utf-8;base64,${POLICY_CONFIG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/policy.json
oslmageURL: "
EOF

6. vl WAl 74 WG A1eS F2Fe A4y
I $ oc apply -f 51-master-rh-registry-trust.yaml

4.2. M7 gl 774 &<l

d

A TS EFH2=H A& 5wl
2 rendered-worker-<hash> 1 1 2 A A4

1L WRENA ts B8 S AP sto] dot= AdAtel i A B E TAFY T
I $ oc describe machineconfigpool/worker
271 AHA ZYUEHE S =9 9

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

15
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16

APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfigPool

Metadata:

Creation Timestamp: 2019-12-19T02:02:12Z

Generation:

3

Resource Version: 16229

Self Link:
UiD:
Spec:

/apis/machineconfiguration.openshift.io/v1/machineconfigpools/worker
92697796-2203-11ea-b48c-fa163e3940e5

Configuration:
Name: rendered-worker-f6819366eb455a401c42f8d96ab25¢c02

Source:

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
00-worker

API Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
01-worker-container-runtime

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
01-worker-kubelet

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
51-worker-rh-registry-trust

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
99-worker-92697796-2203-11ea-b48c-fa163e3940e5-reqistries

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
99-worker-ssh

Machine Config Selector:
Match Labels:
machineconfiguration.openshift.io/role: worker
Node Selector:
Match Labels:
node-role.kubernetes.io/worker:

Paused:
Status:
Conditions:

false

Last Transition Time: 2019-12-19T02:03:27Z

Message:
Reason:
Status:

Type:

False
RenderDegraded

Last Transition Time: 2019-12-19T702:03:43Z7

Message:
Reason:
Status:

Type:

False
NodeDegraded

Last Transition Time: 2019-12-19T702:03:43Z7

Message:
Reason:
Status:

Type:

False
Degraded

Last Transition Time: 2019-12-19T02:28:23Z7

Message:



Reason:

Status: False

Type: Updated

Last Transition Time: 2019-12-19T02:28:23Z

Message: All nodes are updating to rendered-worker-
f6819366eb455a401c42f8d96ab25¢c02

Reason:

Status: True

Type: Updating

Configuration:
Name: rendered-worker-d9b3f4ffcfd65c30dcf591a0e8cfob2e
Source:

API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 00-worker
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-container-runtime
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-kubelet
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-92697796-2203-11ea-b48c-fa163e3940e5-registries
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-ssh

Degraded Machine Count: 0

Machine Count: 1

Observed Generation: 3

Ready Machine Count: 0
Unavailable Machine Count: 1

Updated Machine Count: 0

Events:

<none>

2. oc describe ™ & & t}A] A gt}

I $ oc describe machineconfigpool/worker

4] A7t Jelol=H F £ o

Last Transition Time: 2019-12-19T04:53:09Z7

Message:

All nodes are updated with rendered-worker-

f6819366eb455a401c42{8d96ab25c02

Reason:
Status:
Type:

True
Updated

Last Transition Time: 2019-12-19T04:53:09Z7

Message:
Reason:
Status:
Type:
Configuration:

False
Updating

Name: rendered-worker-f6819366eb455a401c42f8d96ab25c02

. Ad ol Het
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Source:

API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 00-worker
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-container-runtime
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-kubelet
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 51-worker-rh-registry-trust
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-92697796-2203-11ea-b48c-fa163e3940e5-registries
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-ssh

Degraded Machine Count: 0

Machine Count: 3

Observed Generation: 4

Ready Machine Count: 3
Unavailable Machine Count: 0
Updated Machine Count: 3

3

Observed Generation 1| 7| ¥ 5= A EE 8 A A E A2 A Aol what 27}
HAMNTE RAFUG o] AEEH = AMYS A stal FH S A etA kol
2} o] kS ¢ dl o] E gy t}. Configuration Source 7+-S 51-worker-rh-
registry-trust 4 & e U o

3. v W& A&t policy.json 3 o] 3l=A] gl g ot

$ oc debug node/<node> -- chroot /host cat /etc/containers/policy.json

—

o
i)

a])

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host

{
"default":

{
"type": "insecureAcceptAnything"

}

1,

"transports": {
"docker": {
"registry.access.redhat.com”: |
{
"type": "signedBy",
"keyType": "GPGKeys",

18



"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”

}
8
"registry.redhat.io": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"docker-daemon": {
"
{
"type": "insecureAcceptAnything"
}
]
}
}
}
4, S 42 AL8351e] registry.redhat.io.yaml 3} o] ) =X] &l gt}

$ oc debug node/<node> -- chroot /host cat
/etc/containers/reqistries.d/registry.redhat.io.yaml

—

o
i)

a)

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host
docker:
registry.redhat.io:
sigstore: https://registry.redhat.io/containers/sigstore

< ¥ S AFE-5lo] registry.access.redhat.yaml 3} o] 3] =%] &<l g},

$ oc debug node/<node> -- chroot /host cat
/etc/containers/registries.d/registry.access.redhat.com.yaml

—

)

a])

=

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host
docker:
registry.access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

243. F7F gl &

o WA AR

2.5. 7 Zg}o] A 2 o]

2

. Ad ol Het
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2.6.1. Ad o] W 7 Bt

fZef Aol Bl Az A AHE S 5 9 , -2 Linux &9 21 #l, JBoss
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=3

Web Server, PostgreSQL % Node.js2}

ol ¢ 574 o] ZE ol BHe A Al FHUTE Tejuk 714 o] Qe 92, A v A, DER ALY
3 opy SEV} A o B8 Folof Fth

o o ZF Aol A AT EHX HFH ol AFY7?

o HELY 2 AA AS o] HAJY7L?
Red Hat UBI(Universal Base Images) 2] 7 o] & Wl =3}o] 7 o] o]u] x| 2] 7] &7} Red Hat
Enterprise Linuxoll £3td FA 3 RPM | 7] x| AZ E ¢ o] 2 A H A gy} UBI o] v x| & AF&-3} 7}
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https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-fips-mode_installing-fips
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https://catalog.redhat.com/software/containers/explore
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/building_running_and_managing_containers/index#using_red_hat_universal_base_images_standard_minimal_and_runtimes
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-the-system-for-configuration-compliance-and-vulnerabilities_security-hardening
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner
https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/
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"name": "OpenSCAP",
"description™: "OpenSCAP vulnerability score",
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"reference": "https://www.open-scap.org/930492",

"compliant": true,
"scannerVersion": "1.2",
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{ "label": "critical", "data": "4", "severitylndex": 3, "reference": null },

{ "label": "important", "data": "12", "severityIndex": 2, "reference": null },
{ "label": "moderate", "data": "8", "severitylndex": 1, "reference": null },
{ "label": "low", "data": "26", "severitylndex": 0, "reference": null }

]
}
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"name": "Red Hat Ecosystem Catalog",
"description": "Container health index",
"timestamp": "2016-09-08T05:04:46Z",
"reference": "https://access.redhat.com/errata/RHBA-2016:1566",
"compliant": null,
"scannerVersion": "1.2",
"summary": [
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference": null }

]
}
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"compliant": null, \
"scannerVersion": "1.2",\
"reference": "https://access.redhat.com/errata/RHBA-2020:2347", \
"summary": "\
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference™: null } ]"}'
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$ curl -X PATCH \
-H "Authorization: Bearer <token>"\
-H "Content-Type: application/merge-patch+json" \
https://<openshift_server>:6443/apis/image.openshift.io/vi/images/<image_id>\
--data '{ <image_annotation> }'
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{

"metadata”: {
"annotations": {
"quality.images.openshift.io/vulnerability.redhatcatalog":
"{ 'name': 'Red Hat Ecosystem Catalog’, 'description': 'Container health index’, timestamp': '2020-
06-01T05:04:46Z', 'compliant”: null, 'reference': 'https://access.redhat.com/errata/RHBA-2020:2347",
'summary': [{'label': 'Health index', 'data’: '4', 'severitylndex': 1, 'reference’: null}] }"

}
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https://access.redhat.com/security/security-updates/#/security-advisories
https://catalog.redhat.com/software/containers/explore
https://access.redhat.com/security/vulnerabilities/drown
https://access.redhat.com/blogs/766093/posts/2757141
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/registry/#registry-overview
https://access.redhat.com/products/red-hat-quay
https://docs.projectquay.io/welcome.html
https://quay.io
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#repo-mirroring-in-red-hat-quay
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#proc_manage-log-storage
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-bridge-operator
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
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https://cucumber.io/
https://junit.org/
https://anchore.com
https://sysdig.com
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2. t+&-3} 7+o] 71 BuildConfig ¢ 2 4] € o] source &) A o] ¥ o+S F=7}1g o}
source:
git:

uri: https://github.com/sclorg/nodejs-ex.git
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- destinationDir: .
secret:
name: secret-npmrc

3. A} BuildConfig ¢ B A E o Hote ¥}sle™ o2 HH
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$ oc new-build \
openshift/nodejs-010-centos7~https://github.com/sclorg/nodejs-ex.git \
--build-secret secret-npmrc
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Can configure triggers for
automated deployments,

git O builds, and maore.

Reqgistry

Can configure different
deployment strategies like
AMB, Rolling upgradea,
Automated basa updates,
and more.

o & S0o] o, nE9o] B ZE A o] A Al 71A] AE ol o] H|A] Al F& AFE-she] of ZE] A o] A&
Aoty 4 oju Aol A ZA 7 DA H AL s o] m A 7 Al =Yt A ETE g H T o] w] A

7} OpenShift Container Registry 2 3+ A] 5 U t}. OpenShift Container Platformel] 4] o] ] x| 7} *H 7 =] 3] &
= A AL G ol ER]AE 7o B of Ze]A o] A o] WA & AbF o ® AL =il v LY T o] WA
e 34 ghol B ele) & B TR M =7k A4 o v A FL s Fuivh

oc set triggers ™ & 2 Alg&3lo] Wl £ ET] A S AT 5= dH5 U o 2 £ 0] deployment-example©]
gemlEzg EYAE AL S AU

$ oc set triggers deploy/deployment-example \
--from-image=example:latest \
--containers=web
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Yal= ol n A 7t AAZE v Ex 3 23 H el =2 ¥ 5lE o|u X
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2] o =

T2 2 -
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ol X = 7l o

{
"default": [{"type": "reject"}],

"transports”: {
"docker": {
"access.redhat.com”:
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
2

"atomic": {
"172.30.1.1:5000/0penshift": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
§
"172.30.1.1:5000/production": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/example.com/pubkey”
}

I,
"172.30.1.1:5000": [{"type": "reject"}]

A 2 & Jetc/containers/policy.json o & ==of] A Z= = dHyth o] U S EOﬂ A u e 2
& MachineConfig ¢ B A E S A}g-5t= Al o] 7 FF Ytk o] dolM = v+ 3 & 483qd

® RedHat &7l 7] 2 Red Hat Registry( registry.access.redhat.com)2] o] w] x] of] A o &fj o} g+
t}.

e openshift 1] ¢} 23] o] 2~ ¢)| 9) &= OpenShift Container Registry 2] o] w] 2] o] Red Hat &7 7] & A]
g ofF gy .

e production 4] ¢} 223 o] 22 0]] )&= OpenShift Container Registry 2] o] m] %] o] example.com¢] &
7N 71 = A Hg sl oF gt

o =W default Yo (A X L& e RE YA ZEHE ARH YL
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AL& 3= o] 1| X = OpenShift A B o] @) x| 2~ E &) o] # &3] oF 4 t}. docker/distribution extensions
APIol A o] m) =] % B4 & A% At e R 27 7o BestA sksyTh

docker 1< % & A8 5= & 23 sl i ] Aol A F T o] 412 fAT .
Aoy o] x| AH =B oA oA & AT T 5 A E ALg k] vhol e 4B AT 5 I

Huth

221} docker % {9 l% F7t Aol Aoyt Y E ol 5ol A E YAML 3 & 7| Ao =®
T 2E Al 2" o] t]dl E g ¢l /etc/containers/registries.d ol v x| 5}o] A A v o] URIZ ==& 4] 8
ofF &Ytk YAML -4 st ol = A 2 E 7] URI E A AW URI == sigstore”} 2255 of 2l U T

registries.d 1< o]

docker:
access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

o] of o] A Red Hat Registry, access.redhat.com-2 docker A % 53 2] A4
t}. 3l & URI= sigstore v 7l ¥ 5=0f] A o] = o] 3l F Ut} o] st ] o] F&
/etc/containers/registries.d/redhat.com.yam = =] % &} 32 Machine Config OperatorE A}83}o] w1 S
Ze 289 7} =uo A5 o 2 v X gtk A A A registries.d 31 & A E o] HEFY S B3] O
EREHBRE MUAE A AIZE a7 gl o

o

A

ofl

She M A Y

2.9.4. Bt gl 78 ¥ A

Secret 2 1A E {3 oA = &, OpenShift Container Platform S 2fo] A E +4 =1, dockercfg 3}
A A 22 EAEY ASAM G 2 TRIAFRE BFs=MAUSS AT ‘4‘3}. H ke Podel
A g Fd =25 2 AU EF % 2] 220 & AR&ste] H ol o]l Bhg v E &A1t Al = E ol A
HEg AFgsto] Pod Al 2215 38 & & s

8 Sol e o v A & EA L AA 2T F AEF A T 1S F7}5He]
A S

%)

]_

o

oo

o

=

EL°0 BN
1. OpenShift Container Platform §} < o] & 291 gt}

A Z2AEE 4P T,

ol

3 Ao QoS o Fofel A BHE BT WA FYE ol WO A5 A
FY2 oluA) AA2ED AFHE UG ste] A< o] vl 2l £A Eelol o)A 25k o] AH§ T

=1

34



2% A= el Bt

T W& Bk FARSAI R W g A B 3 E A G2 EAE AP S A D EF AAHJAF Y
ConfigMap © 2 4] E of = Podol| A A-§-38t AU HE S8 o 2+ Al &F 74 ﬁi-‘ﬂ T4 HelB & A%
st dl AFEE 2 Q= 4 dHlolH ] 7]-3)k Aol EFYTh

2.9.5. A & A <l vl X A5 5}

OpenShift Container Platform#} <14 v £(CD) 8 S £33 4+ 54Uttt

=

Cl/CD % OpenShift Container Platform< &8 3t A 4%

g 913 o} Se] A o] 4L A
e AR e 7 U E AR M EHYER Bl

7]
2428 A55E 5 AEHTh

V4 =) By

4

d

o U ucry 74 Y

2.10. AE| o] ZYE 1t

OpenShift Container Platform 2 8 W] €] 2 API= tl = A H oY #e] A5 3ke] A Ytk APIE
o2 S skE d AR HY T

* Pod, A¥l2 gl B4 AEZe 9 w0l Bl & 4 Fetw 74 Ptk
o Al oFolN ZeAEL fFEAL ANAL GE F AL TR LAN EDAE 5ER
Yt

FHYE] & E 7] 9o 2 3F= OpenShift Container Platforme] B ot #+& 7| 5& o33 75y th

o AT 7Rt A= Ao BV E A A A S AFste] AEolH E oY FEoE Agfsts 2 E
AL

F

o APIS} APl 2 3l= FA] Atol o] AAE A ete 52 S22l

OpenShift Container Platformol] 4| &= Operator& A}-8-3lo] Y E]l 2~ =5 W ot 7] 5 #2] & A5 3} 35}
Al @<esh gy o

2.10.1. HE HYA 2 ZAH o] Ae]

= gJdEES AFLSE o8 A} A7 & sh o 2] & AE 9} Y)Y A3 o] 2o A A 3 5] = OpenShift
Container Platform ZH 2B o Z Ao AE MR Bl o THAEHE AEH AHE AT
T AFYLE FHUEH 2 U &g o] 26 & 70k A 2 A o] (RBAC)E A &3l HE HIUAE g1
Eash=g

FHUE] 2ol M ] g 2d]o] 2= g E o Ee] Aol A Zeld WY o2 o Ze|lold e AT U=
% o 9 Y t}. OpenShift Container Platformel] 4] = SELinuxoll /] MCS # o] &8 & £33t T4 & F7}
3t o)y 3 A YA AT o| AE ZEHER AESI Y AT o] AE /\}3_0}*7 gt T2 A E

el ol A AH 2= AR, AR, A 2 % /e g QHAES Egstel A4 Y2 2 hns
A B e 5 Ay

R f g A7t TR A 28 5 JES RBAC QA ES} sl TR A= FYHUTh o] AF
oM FH, 4 W kel Y ¥ Abg T Th

o FHL ENNEAEAT ZR AR AT AY AN 28 5 = e el P Th
o e MU ALA EE 2F MY 5 Y FH AAAYU T,

35


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/builds/#builds-input-secrets-configmaps_creating-build-inputs

OpenShift Container Platform 4.6 B¢t @ A Zglo] A X

ZRAE AAddYrE 8 ~E RBACE F8 &
A% 4 9) 41Ut admin, basic-user, cluster-
sl A 4 A= 718 Fe2H g o] dFYHh

2102. 59 SO0 2 AEES 28 BE
RBACE AHg 4o 18 9 ALG /b5 @ ZRAE 709 o4 22 752 Aof kA% ¢l FH29) &

OpenShift Container Platform m} € APl t 3t A 25 A o)t} 59 T2l 23 242 d
He| oz gyt

e 7|3 29] Z 2 19: o] &= OpenShift Container Platform AE & Z#¢19] 24 8 4o 2 &&=
7NEZA G YLz AGAES FAFY L

o BN AF oW P AAW H 220 I 23] FRAYS AL L FEA
& FAbehE B 227} Al WA A BEA A dEU T

2.10.2.1.SCC(R 3 Adl ~E Aok =71)

SCC(# 9} AL 2 E Ao 27 )& AHg-3ke] A 2280 2 §-317] 91 PodE Ao} st 24 &<
3o A5yt

SCCellA &2l & & 9= H 714 L4e a3 ZF U
o Asgto] &= AH ol A3
o AH oY} FrletES 2T & 9= 7T
* S2EUYHIE BFOLREAE
o Ag o] 2] SELinux A ~E

o A AI& % ID

i)
r

o] lom ¥

m&a

= 2% 73¢ 712 SCCHH 38 ¥AE WA 29 5 AUk

210.2.2. A 8] 2 Al o] T 3]

ARG AR Al o & 71 RE A 2= d 7ol S WA I S LA MUl = A 4 LS 7 AFH T

=2 A B b} 37) €] 7] 2 A H) 2 A A o] A H o A ] 2 A

Jlm

B ZRAER W97 A G

°
[K

EAE A o] F FHA
® OpenShift Container Registryol] @i 4| 223}7] 93] API EE % S A7} A5 o2 S-4

SHF T AEE AU A9 V= Ao r SSgE YT

36



2% A= el Bt

2103.¢15 4 ¢

<

3ol

2.10.3.1. OAuth= A}-&3}o] oA = A o]

Aeol ZHF Bt fal 1T 3l A3 Fof & Sl APl Al = Al o] & AFE- S = 5 U T
Openshift Container Platform v}~ of = W& OAuth A ¥ 7} 3285 o Q15 o} AR} 7} APIof] 2|4
S 91=3}17] 98] OAuth A 2= EZ L 7142 4 &Yt

2] 4= LDAP, GitHub I Google} 142 ID 354 & A1-8] 215 @ OAuth® 742 4 stk
ID ZF A= 7] 223 o 7 A -2 OpenShift Container Platform HH_‘iEoﬂ AP A T 27 AR A B A
A & ol FAE TR F ey

2.10.3.2. APl A 2 Al o] 2 A=

of FE| Aol = He 7t 2 EHol AZ TE A8 /9] 5HAJAAPIAMH 27 S = AFH T
OpenShift Container Platformel] &= 3scale APl Al o] E ¢ o] &] ZAH| o3} 8 W Ho] £ E o] gormz
APIE #Elstal M A& AT 4 A FY ok

PI7), o} Z2)7]
aho] ALg-al A0 v

3scaled] M= API 15 B B tS 913 vgd 2F S ATIUT o] 42 &
o] A D¢} 7] %4 9 OAuth 2.034 ] Q154 & e 31 ol A A 2~
o7 A F s U

2 6
o >

54 2, Y 9 A 2o @ QA 2B A ST AEA 2F A2 AL 488+ AsUTh
H%ﬂll A2 Bel API Ao U S Al @S AH ST AL 25 B 55 A0S
e,

718 o] 3} E 3scale API Al o] E ¢ o] 21 APlcast v2& A}
Red Hat OpenShiftol] 4] APlcast 2 8 & %34 Al 2

oo
PL
rr
ok
¥
2
r <
r
2
)4
X
rr
w
wn
@)
Q
o

X

i)
>
Lo

2.10.3.3. Red Hat Single Sign-On

Red Hat Single Sign-On 4] H% £ Abg-3FH SAML 2.0, OpenID Connect ¥ OAuth 2.0 £33k 22 7]
Who 2 §] AF AR 75 S Al F st o Sl A old & Be T & JdF YTt A= SAML E+= OpenlD
CmmdﬂmmllﬂMHAﬁQ%ﬂﬁdH 2ol = Ahg 2 E 2] i B ID F kst A
AT 7 EEES AHE3E] ID B H o A o] A& T A1 S 4 5 Yt Red Hat Single Sign-On-$-
Mlcrosoft Actlve Directory ¥ Red Hat Enterprise Linux Identity ManagementZ ¥ §} 3+ LDAP 7] vtk t] 2
Be) Au 2ot B3 4 gyt

o

210.3.4. Het A= Mu| 2~ g Z2&

OpenShift Container Platformo] A & &l o] 4 &kgl o] t}
£ & Al ¥4t} OpenShift Container Platformell A &
Yt

R PR SR e P
&e W WU E B2 E 2

v} rlm

o nulAE o] A A3k H TLS(Transport Layer Security) S AF-&3H4 o}
o AP| Ao A 25t= o] X509 915 4] = OAuth Al = ESS A8 Th
o rIRAE IFFS NGt B EE SR Q1% 3 7} Al gk Th

e ctcd Al A= ZHAH AH =294 LS54}

2.10.4. A L] Q1S4 &

37


https://access.redhat.com/documentation/en-us/red_hat_3scale_api_management/2.0/html/deployment_options/apicast-openshift

OpenShift Container Platform 4.6 ¥ ¢t 2! A Zalo] el ~

OpenShift Container Platforme] Z g ¢ F ol & TLS 215 & 53 43315 &831= REST 7]t
HTTPS 5418 AL&-3tE o 8] 74 247 55Utk OpenShift Container Platforme] A x| #h&] 2= A
A Foll o] g ASHE FAFUTE o] E IS A st B 7HA] 712 A a7 sy T

o nAE(APIAH U AEEZH)

® etcd

o T

2.10.4.1. AH&-AL A 9] JISA 4

= ASAE AMES o API A1 e} §) & 9] 78 S LE o] Fofl BHAl AREAF A o Al F
ASHME 74D F AU AHEA F o] CAR AR = U o

L
N
(4
of
H

Ir
rO

® OpenShift Container Platform 4x7]

o RBACE Abgdte] Ua 4 o 48

e i OAuth A -7

e IDFFA 77 °l3l

.
o A=A §8 YUY
o Z=AAFA

2N U ES = B

W ES 2 HOre of g S04 B2l & 5 AL UTh Pod $F oA Y EYZ Y AFo] 2E Y ES 2
Al 225 A gste] AE o] T2 Pod B S 2E A 2~8lo] TAHXR A & = AHFUT Y ES A A
ANgFH AEAE s EdAUY ARD F AFUTE AH oYt E o S AL E FA H FAEHE E
52 #e) ¥ > gy

2NL YU EY A Y 25 o] 2 AME

OpensShift Container Platformofl A= &2 E 9 o] A o v] E A (SDN)2 ARg-sho] S8 2~H A <] A
ojyf 7k ZAlo] 7hegt S S EEH Y ESZE AT TH

NeHoz YEHA H2 REoAE thE Pod 2 VIEY A B oA T2A E o] BE Podel] 942 &

T AFYT Z2A EoA st o] Fe] PodE 2] 817 8 8 T =24 E o A NetworkPolicy < ¥ 4]
EE A #AHE A4S A F AFUT S HYE 25 AFE-slH Pod 5 4w 2o o &

38
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-proxy-certificates
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#about-network-policy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#understanding-multiple-networks
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#configuring-multitenant-isolation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#configuring-ingress-cluster-traffic-ingress-controller
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® OpenStack Cinder*
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#configuring-egress-firewall
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#assigning-egress-ips
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I $ oc get event -n default | grep Node
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| HHN‘

1h 20h 3 origin-node-1.example.local Node Normal NodeHasDiskPressure
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#understanding-persistent-storage
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-csi
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#dynamic-provisioning
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-nfs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-aws-ebs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-gce

HFAs J2 A gE EoA AT F e PR oHES 3= AYUth od & 9 U=
do = JSON =82 Ao 2 jq 52 AH8-31e] NodeHasDiskPressure o] ¥l E7F ==y o

$ oc get events -n default -0 json \
| jq ".items][] | select(.involvedObject.kind == "Node" and .reason == "NodeHasDiskPressure")'

2 o

{
"apiVersion": "v1",
"count": 3,
"involvedObject": {
"name": "origin-node-1.example.local",
=

o

"kind": "Node",

"uid": "origin-node-1.example.local"
1

"kind": "Event",

"reason": "NodeHasDiskPressure",

S, TR B Aot AEE oM ER S 2H ] 2 &S EX = AFT F AFHL A=
o b3 22 A E AR # =3 ol WA 7EH 07 & FHE F AFU T
$ oc get events --all-namespaces -0 json \

| jq '[.items]] | select(.involvedObject.kind == "Pod" and .reason == "Pulling")] | length’
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/nodes/#nodes-containers-events
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#audit-log-view
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o 7|2l 7= 45 3tE R golof gyttt 77 45 3H A9 OpenShift Container Platform 2. 2 7}
7] deofl 719 45 &l 5F Y
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$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ
-n openshift-config

Q </path/to/example-ca.cri>= =72 3}d A A" oA FE CARISA Ao A=ZdYt}

2. M2 AEE FE Mo S8 AA 2254 A4S JUlolEF Y
$ oc patch proxy/cluster \

--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

44



3. SQEAE AFA AN 7§ L B

o
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I

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \9

--key=</path/to/cert.key> \6
-n openshift-ingress

@ <sccret-2 AT AAF AN AN E EFY wA o] F AT
9 </path/to/cert.crt>= =7 51 A28l 9] 912 9 AZYY

</path/to/cert.key>+= o] 1= o A H 7Y

r [*]
N
o
o,
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o
°
o

4, = A E Hoko Z Ingress Controller -4 & Jdl o] E3Y ¢},

$ oc patch ingresscontroller.operator default \
--type=merge -p \
{"spec"{"defaultCertificate": {"name": "<secret>"}}}' \ﬂ
-n openshift-ingress-operator
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3.2.1. certificateo] 2} = APl A v 7}
718 APl A8 2154 = W H OpenShift Container Platform & 2] &~ ¥] CAol A W33yttt g2 2 &2 ]
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7] Heofl 719 45 &l 5F T

e <o]=x 9= FQDNE 3 A8l subjectAltName &7} 7| £ §F 5] of of gt

o ASA AL A S ol o) A5 E YD S g AP FODNS] 1543 53
Ao A WA M elok FUTh 17 T F7F AFH £ o e e A A
Epol gk,

45

oX


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#ca-bundle-understanding_updating-ca-bundle
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#customization

OpenShift Container Platform 4.6 ¥ ¢t 2! A Zalo] el ~

.
YE 2o ldx 8oz o5 XAHEH AFA E Al F3HA] vl4] A 2 (host name api-

int.<cluster_names.<base_domain>). 78 %] ¢to ™ & 2¥ A 5] AU

Z2A 2

1. kubeadmin A& =2 A APlo] & 12918 o}
I $ oc login -u kubeadmin -p <password> https://FQDN:6443
2. kubeconfig 34 g 71434t
I $ oc config view --flatten > kubeconfig-newapi
3. openshift-config 4] 9] 2~ o] 20 Q1= A 2 7} 7)<l 7] 7} E£8HE B kS A A Y o)

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \g
--key=</path/to/cert.key> \6
-n openshift-config

<secret>2 Q1541 | 213 791 71 & x2S Hote] o] YUYt
Y

</path/to/cert.key>+= o] 1= o #H A 7)

r [*]
N
o
o,
fu
o
i
o

9 </path/to/cert.crt>= 27 7+ A 28] 9] 124 A2 A Z 9]

4. AYQE Hbs FEFEE API A E vl o] EFy T
$ oc patch apiserver cluster \
--type=merge -p \
'{"spec"{"servingCerts": {"namedCertificates":
[{"names": ['<FQDN>"], €
"servingCertificate": {"name": "<secret>"}}1}}}' 9

@ <FQDN->< API A Bl 7} 154 2 4 3-8 oF 3HE FQDN . 2 b o,
@ <secret>2 o)W TG A meke] AR H o] Fo® WA P T

5. apiserver/cluster ¢ B Al E 2 xA}3}51 B eto] o)A Fxw =4 gl gy )
I $ oc get apiserver cluster -o yaml

2 o

] HHN‘
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spec:
servingCerts:
namedCertificates:
- names:
- <FQDN>
servingCertificate:
name: <secret>

6. kube-apiserver £ 25 8¢l 5} 31 Kubernetes APl A 1] €] A H] o] Zo}9-5=%] 3¢l 9]
IR T WA ANFL GRS Y ESE EYAste U 1E e A8 F JdFUTh A B A
o] 20145 & %9 PROGRESSING S TrueS 1 1§ Th

I $ oc get clusteroperators kube-apiserver

kH

o

2> de

A1 ¥ 212§ PROGRESSING ©] False = A€ wj 744 v & @A & X1 3 81+ v}

Z o
Al L.

oz

)

a)

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.6.0 True False False 145m

| HHN‘

3.3.1 A 8] 2= A F ¢l =A] o] 5

AUz A AN E FEE Bad B v Sao] o Eel Ao A4S A ety Ala AUk o
AFMETLS 9 AH QZM 2 W gy ok

service-ca 71 E & #] o] 4] = x509.SHA256WithRSA »| & & 18] =2 A8 3}e] AJH] A Q12 A E A A3}
[Sh=

A HE A5 % 7= PEM @4 o], A € Hete tis.crt ! tis.keyell ztzt A g Utk Q154 9 7=
T2 A7 e AbE o2 wA HY

B2 A F S BF3E MU A2 CAASHE2671Y B Fa3tH 73 7] 7Fe] 13704 njwto g Fo}
Ao AF oz FEFHYCE wA Tk o] A MH] X~ CA AL g5 E w7kR] AlS A AE 7F FA]
AUtk 28 a7 Ao Fo 717 S FEFS e REAMU Y FR AR EANE IE FF
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=77

S WS AFR sl F ] AE 9 RE PodE &4 thA] A &e 5 sy th ol HH S
ot B E Y g A o] oA A Fe BE Pod7t A H B8 A8 A7t F2ehg U
Pode 2HA] & 245 0 & thA] A2 YU o

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

3.3.2. A H] 2 o] = 4] 27}

MH) 29he] BAL 05 EHE AP E AF A9 7] A2 A8 291 FAG U] Y 23] o] 9] 1ekol 4
g,

%1 W3 A 8] 2= DNS o] & <service.names>.<service.namespace>.svcell
Rbfastal i Ao fFEd Y o

A 27 A

o Aulzz} g el He] Qojol Gt

Z2A 2
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1. service.beta.openshift.io/serving-cert-secret-name ©. = 1] o] F4] S gt}

$ oc annotate service <service_name> \ﬂ
service.beta.openshift.io/serving-cert-secret-name=<secret_name> 9

Q <service_name> < 1 5 3 A H| 2 o] 20 2 WA § o)

9 <secret_name>< ¢1 =] 9} 7] #ho] £3kw o] A HE Boke] o] =Yt}
<service_name> 3} = a7 A4 s He gy

dE Eo] AH|2testlo] A4S dd oS HH

o

Ag o
I $ oc annotate service test1 service.beta.openshift.io/serving-cert-secret-name=test1
2. M| 22 AAsle] 240 Q=% Bl ).

RS

I $ oc describe service <service_name>

%9 o
Annotations: service.beta.openshift.io/serving-cert-secret-name: <service_name>
service.beta.openshift.io/serving-cert-signed-by: openshift-service-serving-
signer@1556850837
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S &2 AFEAF B ] RISAIE AFE sl Al ast H = A & FRIAHA L.

3.3.3. 74 Wol Au 2= CAME F71

Pod+ service.beta.openshift.io/inject-cabundle=true = F=%]o] & ¥ ConfigMap S H A EE n} & E

sto] AU 2= CAQIF A o] AA| 23 F= dF U T T4 o] EE|d e 2 oA AH] = CARIFSA & 74

o] service-ca.crt 7)ol A5 2 AUt} o] CAlE Ao A 26 HE TLS F8Fo| A E 7} A H] 2= A

F AFSA E AFE st AMH ol st A4S Sl T 5 s T
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g4l el 4 %S AL45o] service-ca.crte E i Alo] &

1. service.beta.openshift.io/inject-cabundle=true = 7 W o] =42 gt}

$ oc annotate configmap <config_map_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ <config_map_name>< 5418 o A W o] 20 2 wA| )

31
25 n & E A] service-ca.crt 7] = WA H o2 X5
A& W 7}2] Pod7} Al 25 K] k5 U T} o] T2 EF A

I
optional Z = £ true= 473l Hol& & lFH

o Eol T4 Y test1o] T4 2 W T F 2 A FU o

2. 74 W B AR CAHE ] AFYEH A=A <l

I $ oc get configmap <config_map_name> -0 yaml

Q

AW E-2 YAML &3 o] 4] service-ca.crt 7] 7zt o = ¥ A g U}

apiVersion: v1
data:
service-ca.crt: |
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#nw-ingress-creating-a-reencrypt-route-with-a-custom-certificate_secured-routes

OpensShift Container Platform 4.6 1.9t 9 3 Z&}o]

3.3.4. APl A 8] 2=0]| AH] 2~ CAHE F7}

spec.caBundle Z = o] Mu] 2= CAH Eo] 9] 8 5 == service.beta.openshift.io/inject-
cabundle=true= APIService 2 H 4 E o] F4] & %‘f o 28 ZHE A2 APIAH A EAHS B
Sote H AFEH e AHI S CARJISA Y R4S Il + dFHTh

EZA A

1. service.beta.openshift.io/inject-cabundle=true = AP| 4] B] o] F4] & Ut}

$ oc annotate apiservice <api_service_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ <api_service_name>2 545 & AP| AHH]| 2= o] 0 2 WA g}

2. AP ] 225 B3 ]2~ CAEo] 4 HAEA Ao
I $ oc get apiservice <api_service_name> -o yaml

CA¥l=E

rlo

YAML %2 ¢] spec.caBundle Z =9 3 A H 1t}

apiVersion: apiregistration.k8s.io/v1
kind: APIService
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
caBundle: <CA BUNDLE>

3.3.5. 4187} A o] 242 A o] of) Au] 22 CAE F7}

spec.conversion.webhook.clientConfig.caBundle Z =] A H]| A~ CAMEo] YHFHE=E
CustomResourceDefinition(CRD) 9 B 4 E o service.beta.openshift.io/inject-cabundle=true = 5
S Hych 22| S E 2 AP A L O R S BB e b A8 EE AN CAAEA ) FE
gl e 4 A5y

OE
E A
CRD7} ¥ gkl §] 335 AHE3t=E 4 € 79 A1 2= CAHEL CRDA R A Y ot
CRD] § 37} Au] 2= CARJISA E HtE 7 §-of vk Au] |
&gy

Z2A 2

1. service.beta.openshift.io/inject-cabundle=true & CRDel| 41 & g1t}
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$ oc annotate crd <crd_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ <crd_name>& 42 4 CRD o] E 2 2 WA gLt}

d & Eo] CRDtest1o]] 415 @& H t}

oo

BE e AU
I $ oc annotate crd test1 service.beta.openshift.io/inject-cabundle=true

2. CRDE 1H 3 AH] 2 CAH o]

>

A E A=A el gy
I $ oc get crd <crd_name> -0 yaml

CA ¥ =& YAML #3 ¢] spec.conversion.webhook.clientConfig.caBundle 2 =of I A H Y

=8

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
conversion:
strategy: Webhook
webhook:

clientConfig:
caBundle: <CA_BUNDLE>

3.3.6. W7 ] 32 T HH =2 CAME 37}
7} 4] 3 =.9] clientConfig.caBundle Z = o] Au] 2~ CAME] P H =
service beta.openshift.io/inject-cabundle=true = MutatingWebhookConfiguration SHEAE F4

o9 5 dgUch aH W FHUE 2 AP A7 g B S RESHE ) AL HE A1 2 CAAFA 9]
FEAL AT 5 AFUh

3

W F A0 OhE CA WS A0} ST 591 A F3 T4l o) F4& AY oA o}
AN 2. oW BE ) F200 Ar) 2 CAM Sl gy

EZZAX

1. service.beta.openshift.io/inject-cabundle=true = W7 | 3 Ao F4& Gy}

$ oc annotate mutatingwebhookconfigurations <mutating_webhook_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

274 oo w wA Y o

o

Q <mutating_webhook_name>< 4 & w7 )
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$ oc annotate mutatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true
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CAHEL YAML 99 2= 2 E 8] 539 clientConfig.caBundle 2 =of X A gt}

apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
- vibetai
clientConfig:
caBundle: <CA_BUNDLE>

337. 7% 9] 33 74| Mu 2 CANE F7}
7} 91 3 3.9] clientConfig.caBundle Z =oj] AH]| 2~ CAHEo] YHHE=
service.beta.openshift.io/inject-cabundle=true = ValidatingWebhookConfiguration ¢ 2 4 € o S

Mg Atk el T el 2 APLA B ) B9 S BE s o ARS ] E AN 2 CA QA
o fEAS AT 5 AFU

23

A F2vlth 2 CAMES Agslof b 59 9 F2
AN e, W BE ) F30 AH] 2 CAWSo] 4 ELTh
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1. service.beta.openshift.io/inject-cabundle=true = 7 % ] =3 Ao 4 & dt}.

$ oc annotate validatingwebhookconfigurations <validating_webhook_name> \0
service.beta.openshift.io/inject-cabundle=true

Q <validating_webhook_name>< 41 & 4% 9 $3 74 o] 2o 2 wa| ok

o &

i

ol A% U F2 74 testlo] 4 ¢ Gelw the B L AT

$ oc annotate validatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true
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I $ oc get validatingwebhookconfigurations <validating_webhook_name> -o yaml
CAHEL2 YAML 280 gl 2 E §) 359 clientConfig.caBundle 2 = o] 3 A E Ut}

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
- vibetai
clientConfig:
caBundle: <CA_BUNDLE>
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1 AR5 AALet ASA17F £3E Hebg dE Yt of ] 1A ¥ U] 2 serving-cert-secret-
name 54 o] 9l &Y th

I $ oc describe service <service_name>

=49
service.beta.openshift.io/serving-cert-secret-name: <secret>

2. QM) 2goz AHE Habg AR T Th o] ZRA Ak AFO R Bk A4 P T

I $ oc delete secret <secret> ﬂ

Q <secret>< o] A tHA| o] Hot o] 2o = wA Tt
A Bebe Shn sk AGES B ARste] 21247k thAl A El A Sel o

I $ oc get secret <service_name>
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NAME TYPE DATA AGE
<service.name> kubernetes.io/tls 2 1s

3.3.9. 4|2 CAQZMZ 34 3

A B2 CAE 2671 FF F Rk 8 717k 1370 miRto = Fol glom AFo® A2 P YTt

o

2 9 5ha ohe @Al whek AUl CAR J4 A2 1A 4 eyt

F2)
AA 5502 88 AU 2 CAE o] 2 A 2 CASHe] A1 218 77 el shd 2ot
ErE

o ] =
1228 o] Pod7} thA] Al ZHE] o] Pod7t A A H] & CAC A 33 A H| & Al 3 5
M E ARSI A=A 1T W 7hA] DA H o2 Mu| L Fkeo] A = JFY
AR 27 AV
o ZezE AR ZaolsoF Ttk
ZZA 2
L T WS A St @A) MEl = CAAFA Y] v RS BT
$ oc get secrets/signing-key -n openshift-service-ca \
-0 template='{{index .data "tls.crt"}}'\
| base64 --decode \
| openssl x509 -noout -enddate
2. Wﬂ 12 CAE A3 =8gdUth o] Z2ZAEE M E R AU S A st v 182 A=

& A v 2~ CAE gAY}
I $ oc delete secret/signing-key -n openshift-service-ca

FHE 2 AU 20 283
SEEARI RS R DLt

E Pod® thA] A 2H gtk o] 332 43

puil

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done
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Proxy 2. B4 E ©] trustedCA Z == A8 A1 Al 3 A1 & 5 A= A5 7| H(CA) HES 2T +
o o o) 3F 29Ut} o] 52 RHCOS(Red Hat Enterprise Linux CoreOS) 41 8] ¥ S} ¥ 3 5] o
HTTPS S& & Fadlslw S F 78849 218 AL AdH Ut o & =o] image-registry-
operatoro| 4] o] H|A] & th 2R ESIE S & o] n|A] P A 2ETE SEPYT trustedCAS =] 7g 514
erow T = A HTTPS ¢4 ol RHCOS 412 &1 A& g U th A4 Q15A QlZal & ALe-a1ef o
RHCOS 418 W S0 Ab&-2} & o] CAIZAE A ZF ).

ne
©

trustedCA Z =+ Z A 84 AF7I AR slof dU T 848 A571 & F3llA= 24 7] ca-
bundle.crtol 4] 2154 HE 2 ¢ 72 openshift-config-managed v & 23] o] 2~ 9] trusted-ca-bundle o]
ghe g Bol SRl oF B o trustedCACl A =zt 74 ¥ o] vl 9 2= o] == openshift-
configq Y ok

apiVersion: vi
kind: ConfigMap
metadata:
name: user-ca-bundle
namespace: openshift-config
data:
ca-bundle.crt: |

3.42.CAHE <154 1A

EZZAX

1 e AFH o) At ] A E FECAAZA /L ZHE 4 0

o
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$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ
-n openshift-config

Q </path/to/example-ca.crt >= ZZ 3} A 28 o] CAASA H

il

BEAY

-
o,
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2. MR AAE 7Y Yo Fes

T

A ZF5A F4 S Al EFY
$ oc patch proxy/cluster \

--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#replacing-default-ingress_replacing-default-ingress
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#customization
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411. 24
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® APIAMH QIFAM 7}

4.2.1. 24
EEN AFAE AGFHE S AF S WE ) FRTF T 8200 A e Sht ol 4o A A H o
Q1% 71 #(CA) AFHE AT 5 ATt

Proxy © B4 E o] trustedCA 2 =& AL Al F A T 5 9l AT 71 2(CA) M ES TTahs 74
o o 3F 2= ¢ T} o] 52 RHCOS(Red Hat Enterprise Linux CoreOS) 41 8] ¥ &3} ¥ 3 5] o
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operatoro| ] o] H| A & Th R EStE 5 2 o] n| 2] YA 2E P E 5EFHT) trustedCAE x| 4 514
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trustedCA 2 == Z22] §-84 AZS7| 0 ALgsjor gyt f84 A5712 - =25 7] ca-
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#api-server-certificates
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configy) Y c}.

apiVersion: vi
kind: ConfigMap
metadata:
name: user-ca-bundle
namespace: openshift-config
data:
ca-bundle.crt: |

i
R
2
i
il
)
w)
oo
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N
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i
iu)

proxy:
httpProxy: http://<https://username:password@proxy.example.com:123/>
httpsProxy: https://<https://username:password@proxy.example.com:123/>
noProxy: <123.example.com,10.88.0.0/16>
additionalTrustBundle: |

4.2.3. 914

lo

AR AT A WES T WO ENFU Y 9 HAHTTPS 558 s st S0 F 74

Q49 Tt Al 2Hof] upE YT dubd S 2 Operator= 4 ¥ 2 /etc/pki/ca-
trust/extracted/pem/tis-ca-bundle.pemel n} S E S} X7t T E Ao = F Q 31X GHFULLH ZEA|=
HTTPS 22 $48AL A8 ¢ AF Ut F 4% 25 24 A4S s A A5 5 A8k
A s of gtk

AR ZZA) Aol AGE Z2A ol AL A E AL A ok ol v upeba A
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#enable-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-shared-system-certificates_security-hardening
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-examplecorp-ca-cert
spec:
config:
ignition:
version: 3.1.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;base64,LS0tLS1CRUAJTIBDRVJUSUZJQOFURSOtLSO0tCk1JSUVORENDQXh5Z0F3SUJBZ0IKQU5
1bkkwRDY2MmMNuTUEWRONTcUdTSWIzZRFFFQKN3VUFNSUdsTVFzdONRWUQKV1FRROV3SIZVek
VYTUJVROEXVUVDQXdPVG05eWRHZ2dRMkZ5YjJ4cGJtRXhFREFPQmMdOVkJBY01CMUpoYkdWcA
pBMmd4RmpBVUJNTIZCQWINRFZKbFpDQkIZWFFzSUVsdVISNHhFekFSQmdOVkJBcO1DbEpsWk
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NCSVIYUWdTVIF4Ckh6QVpCZ05WQKFNTUVsSmxaQ0JJWVhRZ1NWUWdAVbTI2ZENCRFFURWhHN
QjhHQ1NxR1NJY]NEUUVKQVJZU2FXNWOKWGpDQnBURUXNQWtHQTFVRUJoTUNWVk14RnpBV
kdnTIZCQWANRGs1dmNuUm9JRU50Y205c2FXNWhNUkKF3RGAZRApXUVFIREFkU1IXeGxhV2RvTV
JZd0ZBWURWUVFLREExU1pXUWdTROYWTENCSmMJtTXVNUkK13RVFZRFZRUUXEQXBTCkFXUWd
TROYwSUVsVU1Sc3dHUVIEVIFRRERCSINaV1FnUOdGMEIFbFVJRkp2YjNRZ1EwRXhJVEFmQmdrc
WhraUcKMHcwQkNRRVdFbWx1WmO05elpXTkFjbVZrYUdGMExtTnZiVENDQVNJdORRWUpLb1pJaH
ZjTKFRRUJCUUFEZ2dFUApCRENDQVFvQ2dnRUJBTFFOOU9KUWg2ROM1TFQxZzgwcU50MHU 1
MEJRNHNaL3laOGFFVHhOKzVsbIBWWDZNSEt6CmQvaTdsRHFUZIRjZkxMMm55VUJKMmMZRRGsx
QjBmeHJza2hHSUlaM2ImUDFQczRsdFRrdjhoUINvYjNWAE5xU28KSHhrS2Z2RDJQS2pUUHhEUFdZ
eXJ1eTlpckxaaWINZmZpM2kvZON1dDBaV3RBeU8zTVZINXFXRi9lbkt3Z1BFUwpZOXBvK1RkQ3ZS
Qi9SVU9IQMFNNzYxRWNyTFNNMUdxSE51ZVNmcW50bzNBakxRNmRCbIBXbG82MzhabTFWZWJ
LCKNFTHIoa0OxXTVNGa0t3RG1uZTBqUTAYWTRnMDc1dkNLdkNzQOF3RUFBYU5qTUdFdOhRWUR
WUjBPQkJZRUZIN1IKNXIDK1VIaEIJUGV1TDhacXczUHpiZ2NaTUI4ROExVWRJdA1FZTUJhQUZIN1I0
eUMrVWVoSUIQZXVMOFpxdzNQegpjZ2NaTUE4ROExVWRFdAOVCL3dRRk1BTUJBZjh3RGAZRFZS
MFBBUUgvQkFRREFNROANQTBHQ1NxR1NJY]NEUUVCCKR3VUFBNEICQVFCRE52RDJWbTIzQT
VBOUFsTOpSOCtlbjVYejloWGN4Skl1cGh4Y1pROGpGb0cwNFZzaHZKMGUKTUVUVXJNY2ZGZ0laN
G5qTUtUUUNNNFpGVVBBaWV5THg0ZjUySHVEb3BwM2U1SnlJTWZXKO0tGY05JcEt3Q3NhawpwU?2
9LJEIVT3NVSks3cUJWWnhjckl5ZVFWMnFjWU9SIWmhOUzV3QnFJd09BaEZ3bENFVDdaZTU4UUhtUz
Q4c2xqCjVIVGtSamIi2QWxFeHJGektjpGpDNGF4S1Fsbk92VkF6eitHb TMyVTB4UEJGNEJ5ZVBWeEN
KVUh3MVRzeVRtZWwKU3hORXA3eUhvWGN3bitmWG5hK3Q1SIdoMWd4VVp0e TMKLSOtLS1FTkQ
gQOVSVEIGSUNBVEUtLSOtLQo=

mode: 0644

overwrite: true

path: /etc/pki/ca-trust/source/anchors/examplecorp-ca.crt
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OpenShift Container Platform 4355 25 &=3to] A Yxm AR 427U 43722 W ¥ EF
ok A o3-S A PsteE BE e oA AH] 2~ CAE 26714 50} frast fa 717k 13714 mj vt e
= ol o AF o AR aHYTh DR Au 2 CAZ A4 A= 33 5 AU th

26709 ] A v 2 CA 98 7] 7+e 2] 9 & &= OpenShift Container Platform 2] 2 E] o] tha g 18 o] =
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o] # 3l Q1= A= A} 27} o A A" o A e ey o).

4.3.4. qn] 2
AH) 2= CARIZA & AbE- st MMl & v 3 25U o
® cluster-autoscaler-operator
® cluster-monitoring-operator
® cluster-authentication-operator
® cluster-image-registry-operator
® cluster-ingress-operator
® cluster-kube-apiserver-operator
® cluster-kube-controller-manager-operator
® cluster-kube-scheduler-operator
® cluster-networking-operator
® cluster-openshift-apiserver-operator
® cluster-openshift-controller-manager-operator
® cluster-samples-operator

® machine-config-operator
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® console-operator
® insights-operator
® machine-api-operator

® operator-lifecycle-manager
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#add-service-serving
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#add-service-serving
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/nodes/#nodes-nodes-working
https://kubernetes.io/docs/reference/access-authn-authz/kubelet-tls-bootstrapping/#bootstrap-initialization
https://kubernetes.io/docs/reference/access-authn-authz/kubelet-tls-bootstrapping/#authorize-kubelet-to-create-csr
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o] 3l gl A9 JAFAE A A 5L 3] [ Tt} openshift-operator-lifecycle-manager Y] & 2~ o] 2~
o] g]Aa29] AF A= OLMA A & gy o

OLM2 Z 5 A] &7 ol A ¥ sl Operatore] Q15 & Gulo] EeHA] Ut o] 23 ASA = A E 2

4.8. 712 520% 918 AHE A A F AFA
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4.8.1. =%

of Zg]Alo] A& Atz © 7 <route_names.apps.<cluster_names.<base_domain> o A == Yt}
<cluster_name> 4 <base_domain> & 4 x| -4 gL oA 714 3t} <route_name> & x| Y H 7 ¢
AR TAE A= v E R o]FY Ut o & 5] hello-openshift-
default.apps.username.devcluster.openshift.com.hello-openshift = 7 2 2] o] Fo]|3L A 2= 7] & Y|
Aol 2o sy Tth FH2H #E CARISAE Sto|dEN w23 H g glo] Fgo|AET} o &2
Aol A 2=3HA FUth e ] Alo]Ad =& AT o A= ALEA A 7| B JASAE A

8 oF g .

@ F9)
AFE A7 AR A A 2] 7] H Q1= E A w) 7-A] Ingress Operator 7} A2] 3EA] A}

2 A}8-2 Ingress Controllere] 7| 2 =M E A FYUTL Z2H A FH2HAME
operator7t A g 7] JAFA & AFE3HA] vHY A L.

4.8.2. 91 %]
A4z} A& 154 = openshift-ingress U] & 23 o] 0] tls 3 Secret 2] 2222 A ¥-5 o] oF gt}
AFEA; A Q1 EA 2 AR S 2l &= = openshift-ingress-operator U] 9] 25 o] 2 0] 4]

IngressController CRS ¢l d o] E gt} o] T2 A 0] th&k A 3 & AF&2} A o] 715 ol F5A] A
4= Fxe A L.

Mg AT AFA = AR B G o

4.8.4. 7t

AR A F AEA E A AT B U O

4.8.5. A H] =~

Fo g £ H o ZF A o] Ao A= 7] F Al AFL2} A F QIEAE AR T

4.8.6. A2} 7 9]

ool wpet ARg AL B ASA 7 2T E Bk duHolEd Yt

©

o VW Al olZ= A WA
4.9, Al e1EA
49.1. 24

Ingress Operatorell A = th&& 913 Q154 & AHE- U T
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4.9.2. 914

Ingress Operator & Ingress Controller Z] 3£ tf gt A M| 25 B 5 3}7] 93} Ingress Operatorol 4] = A
H] 2= A F A5 A E AFE Y T} Operator7} service-ca Z1 EE 2 9| A 2L A Lol gh= ASA & 234 3
3, service-ca 71 E & & 7| metrics-tlsz}= X <t2] <1354 & openshift-ingress-operator 4] J 2~ 3 o] ~~
o] 54t} &3k Ingress Operatoroll A Z} Ingress Controllere] 2154 & @ % 5} 31 service-ca 71 E = & 9|
~] router-metrics-certs-<names g} = H ¢t 1A & @ H5 YT o 714 <name>-2 openshift-ingress
Yyl o 2= o] 2~ 9] Ingress Controllere] o] &4t}

7} Ingress Controllerol] &= 3L Q154 & X G o1A] = Bl 7 2ol AF&3l= 71 AF A4 7F AF U
AH&AF G ] QISA & A 81A] ¢ 2™ Operatoro| A 7] 22 0 &2 2pA| A E AFA & A F o
Operator= 2HA] A8 E A8 IS E AFE-she] A/ sk 713 154 o] 4178 & o} Operator= ©] A
1 o] = x| 2 A 4 3to] openshift-ingress-operator U] ¢} 27 o] 2~ 9] router-caz}= 1 2tol] 1t
Operator7} 7] & 21 541 £ A A 5} 32 openshift-ingress Y] & 2~ o] 2= 2] router-certs-<name>z} = H oF
o] 71 21FA 5 FY ] 714 <name>-2 Ingress Controllere] o] &<1).

'@ 9
AHE A7 AR AL A 8] 712 Q154 & 74 2 W 71A] Ingress Operator7} 2h2] LA 2

Z AFE-H Ingress Controllere] 712 1S E AATYTE 229 A Fe2Hol &
operator7} A/ g 7] & QIS A1 & AFE-3HA] RRY Al L.

493.9aE&E=

2P 4LAER o) AFA ABE

-
---Pp Reference — Contents are copied J

namespace/openshift- namespace/
ingress-operator ingress
ingresscontrollers/ deployments
default default  w
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-
---Pp Reference — Contents are copied J

namespace/openshift- namespace/
ingress-operator ingress
ingresscontrollers/ deployments
default default j

o defaultCertificate 2 =7} v] o] 9] © ™ Ingress Operatorol| A zFA] A & CAE AF&-3lo] A A H
H 1ol AlF ASAE BT

o Ingress Operatorol| A A Al 3+ 7] & CA 2154 4 7]. Operator A 7] & A ¥ 215 A] o] A 3=
AHE- Sy ot

e 712 9] A Z 2 o) A &= Ingress Operator7} 24 6132 A4 7] 2 CA Q1 Z A & AFE-3fo] A ® 38k o}
S 712 Al ASA YU T ARS AL B O] A FZE A o] JISA = AFEAL Al F S AT Y Y T

e Z}-9-F vl . secrets/router-certs-defaulte] Q1A = 7|2 T 2 E ql

Iy

A8 Q1 E A = AL FU T,

o 7NE HAAERAAN FLETE 71 R AT JASA(FE L AL Fi) 2 Sl =7} o7 o] BAE =
2 OAuth B3o] 7Fs U th AL &AL A o] Y AZ oA o] QlZA &= AFE A A F A5 A4 YU th

e 718 A A F A o] T8 (215 A]) FE Yt configmaps/router-ca &) A~ 2~ 5 W A §HY T}

e A}-&-21= ingresscontroller A 3 154 o] A g CAQIFA 2 S8l 2 ZFA
Sy} 22 auth, console 2 P x| ~E g9} & A QAT AT AFAME AHT

o AFE A HE o] A FE A 2 7-$- RHCOS(Red Hat Enterprise Linux CoreOS) & A}-8-2} Al 3 CA
HE E=RHCOS & HES X3ste F812H AAY AT = A= CAHEY YL

o ARE-2} A o] 1 F A 2= -4 H ingresscontrollerE 21 E 5l == th2 14 2 42 (9: auth 2 console)
o ZJ Al 8= AFEAF o] CAJDSA HEYYTH

9 trustedCA Z == 2182 Al CAH ES Z2351= o AHEE Yt
@ Cluster Network Operatorol] A 41 2] & 4= 2] &= CA HE S proxy-ca 74 Wl 44 gyt
0 OpenShift Container Platform 4.6 o] 4+ol] A = default-ingress-cert = A}-& 34 o}

494 . 1tw
Ingress Operator 31541 9] *F5 7] 7H& th &3 5 T

e service-ca AEEZH /I A=W EY 5 vtg dxE= AL ZHE 234U
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AA et vts 205 AAHE = sy
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5.1. COMPLIANCE OPERATOR €3] &= 1

I
i}
al
4
o,
AN
4
ox
k)
il

OpensShift Container Platform # 2] 2}i= Compliance Operator& 3l S8 &€
Avdstal Aol gk 7 g of A& sl Aste WS AT S F AFHTH

o] & g] 2 = E = OpenShift Container Platform 2] Compliance Operator 7 @8- 37 gt t}.

Compliance Operatore] o gl 7] & & Compliance Operator o] &l & ZZ 34 Al L.

5.1.1. OpenShift Compliance Operator 0.1.53
OpenShift Compliance Operator 0.1.53¢) Tt} A1 2 A8 = JdHFU
&

® RHBA-2022:5537 - OpenShift Compliance Operator

501191 4

e o] A ¥ Al 4 = ocpl-kubelet-enable-streaming-connections ] o] 232 ¥ W4 v w7t
sho]o] &5E A 24 271 @A 3l 54 o). o] 2] streamingConnectionldleTimeout 2 4 % & uj

Compliance Operatoro A 4 &3 A AL 4 3= A &3 o} (BZ#2069891)

e o|F o= IBM Z o} 7] €] A o] A /etc/openvswitch/conf.db ©] =15 4 o] &1ul= 4] ¢ko} ocpd-
cis-worker-worker-file-groupowner-ovs-conf-db 7 A} A 5| 7} @A 3l &1 T} o] A IBM Z ©}7]
gl 2] Al 22€] o]l A 7] AFoll NOT-APPLICABLE ©] A g Yt} (BZ#2072597)

o olHoErlEe] Bt ALY AE A 2A(SCC) 72 o o & -4 3 vl o] §] 2 <13 FAIL el
ol A X 3% = ocp4-cis-scc-limit-container-capabilities 1+ 2] o] ¥ 1= 5 Ut} o)A HE 4
= Abere] o] g o AArer Ao (BZ#2077916)

ol WA A= The 7+ o] API AN 2 TLS 124 2 7]9] 37} 74 A =g welakn)
ool A% A 8 717k 2ukEsl A4 E A SolE @ F7h maHAF U

o

ocp4-cis-api-server-kubelet-client-cert
o

ocp4-cis-api-server-kubelet-client-key
o

ocp4-cis-kubelet-configure-tis-cert
o

ocp4-cis-kubelet-configure-tis-key

ol Al +3 B 1A| 7} kubelet 774 st o] AA A A AA U A2E FF5HA Rt
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5.1.1.2.

2}, (BZ#2079813)

o] A 1] A o A = content_rule_oauth_oauthclient_inactivity _timeout 3] ol w2} A] 7+
Z3 g AR =55 H71E " vz AR E 7+ 75 A =237 £ FEHA ks
t}. o] 2 Q&) A7+ 2 # 7t &3 Ao = 7 o] A gt} o] A] Compliance Operatordi 4]
var_oauth_inactivity_timeout W42 X}-83l] §a 3 A7 23 Zo]|= AR}
(BZ#2081952)

o] A o] = Compliance Operatoroll 4] @3 = AL-gol tisl] 2 A3] Po]Bo] AR &
2 g o] 20 A ATES AL 7] W7ol Pod Bt & 91vka A HE 75 WA A7} X
A= A5 Yo o] Al Compliance Operatorol]l A2 9]utatA] a1 Ao A2 = Y =F
AAg g 2ol ol & 2 A% =4 o] FU . (BZ#2088202)

o] 7 w A o A = rhcos4-high-master-sysctl-kernel-yama-ptrace-scope % rhcos4-
sysctl-kernel-core-pattern o] th & A5 +42 A &3hd FAHAUA T 8T 72 o] 5o 7
AL Astol A g Ut oA FH A +3 Abgo] 2 &1 Foll = PASS € a5 ma
t}. (BZ#2094382)

o]A o= v 2 1= o 9] & 2la] Compliance Operator7} CrashLoopBackoff A& = A
¥ 5o} o] Al Compliance Operator7} v 2 2] o] dl4+ %2 WA 74 do]g A EE &ul=27
A2 e = 7] 4 5 Q&1 th (BZ#2094854)

ScanSettingBinding © B A & 1} o] "debug":true 7} 43 ¥ 7-¢- ScanSettingBinding &
HA E A 43 Pod= 3l d vil g o] 2HA1E of A A A edHUh o] FAE dldsad o
< 99 Agsto] 4ulA) Pods 2H4 g th.

I $ oc delete pods -| compliance.openshift.io/scan-name=ocp4-cis

(BZ#2092913)

5.1.2. OpenShift Compliance Operator 0.1.52

OpenShift Compliance Operator 0.1.529] 4] t+2 @22 A2 5 dHUd.
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°
o] 2] OpenShift Container Platform 37 o] /] FeEdRAMP =& SCAP =29 28 A1 88 4=

AFUT AAF Y LS A A== 48 =5 222 S Fx4A Q.

5.1.2.2. ¥ 4

[ ]
o] A o= DAC_OVERRIDE 7] 50] 241 € Bk 317 9] nf S E AZ 2| 2 Q13|
OpenScap 7 Hl o7t FEJAFUT o|A A 7153 vt E Ado] RE AHEANAl A &4

Ut} (BZ#2082151)

[ ]
oA +4 &4 3 ocp4d-configure-network-policies & MANUAL ¢ = A& &
A

A A5 oAl #+3 =4 +3 ocpd-configure-network-policies 7} AUTOMATIC o &
H4Yy ). (BZ#2072431)

o] A o] = Compliance Operator 7 A} Pod7} ZA A} 3 A A = x| ¢4 7] ] &l Cluster
Autoscaler7} 45X GRFUT o|A O BA 0% YA Ao 7 FHA &= 3 Pode

NeA oz 7t oA A Ao (BZ#2075029)

= 2% 2-3l'd Machine Config Pools7}

[ ]
o] A ol = KubeletConfig o] Compliance Operator

U A A A AR A ol ;== 7} NotReady el 715 2141 t}. o] A] Machine Config
Pools7} A A 35HAl AAl A HA &3 ==7F ut=A] 253y o (BZ#2071854)

o] # o] = Machine Config Operatoro A 241 ] 2o A url2 A3 H Z= g4l
base64 = A}-&3}a] Compliance Operator <=3 o] 23] 3% t}. o] A Compliance Operator
o 4] base64 2 url-encoded Machine Config Z =& 25 A 5=F 239 L A5 +4

o] ent= A A& F1t}. (BZ#2082431)

ScanSettingBinding © B A & 1] 9] "debug":true 7} 43 7-¢- ScanSettingBinding &

[ ]
BAENN BT Pode 33 vl g o] 2HAE o A A HA BFFUH. o] ZAE ZsEdE o
& e A3 sta] o] R PodS A 3 o

I $ oc delete pods - compliance.openshift.io/scan-name=ocp4-cis

(BZ#2092913)

5.1.3. OpenShift Compliance Operator 0.1.49
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OpenShift Compliance Operator 0.1.499]] t}2 A2 2 AH2- & 5 5.

5.1.3.1.
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RHBA-2022:1148 - OpenShift Compliance Operator bug fix and enhancement update

H +3

o] d o] = openshift-compliance Z&l 2o YIEY A F3 ol di3t ZAZE FAA7F 2FH A
S¢FUT. 2 AF UEYAZ Ao whet 285 A 232 OVN- 2 SDN & Ao Aol A
o2 FIAFYG oA A2 FF A UEYA #F dgd AL AAE P EE Y EY=A
H AAE 1o J g61A B7HE = dFU o (BZ#1994609)

o] A o] = ocp4-moderate-routes-protected-by-tls 7+ oA A2 B SSLTLS T2 EXF
o= E-31aL AALe A3 g TLS A3 & 2% 1A FUT oAl AL A YEYA A 4
T2 AF A gR 5= TLS 43 & Sut=A] F 7o (BZ#2002695)

o] A o] = ocp-cis-configure-network-policies-namespace 7} U 25| o] 25 Q 3t oj
paginationS- AF8-3J 5t o] 2 <13 vl xE o 5007 ©]/Fe] vl 2Fo] X EFo] Iy 7] wf &
of #& o] AAAFU o|A AA vdEFo]lX BERo]l QAN FAHE U EYT ZAS 32l
st & o] 5007 o] 39] v g 25 o] =& AHg-5t= wl ol A -§-F o). (BZ#2038909)

ol o= sshd jinja Ml 22 2 A}8-& 54 Algte] 54 sshd 7402 sh= 29905
o AFA 02 FH o] A &3 FA o] AA A gkom A7 AT o)Al sshd
T4 o] w7l WA o] o] AFAo AP (BZ#2049141)

o] A o] = ocp4-cluster-version-operator-verify-integrity 7} 34 Cluter Version
Operator (CVO) 71=5-9] A WA &5 A FUth 274 o2 T4 wd 9 {product-name}
o] &2lH = A ddlol=7} A= g ). o]A] ocpl-cluster-version-operator-verify-
integrity ol Ul & #3 £ 82 237 FAE WAL AR T 5 Jov CVO 71502 AT
t}. (BZ#2053602)

o] A ol = ocp4-api-server-no-adm-ctrl-plugins-disabled 73 ol 4] ¥l 5¢ AEZH =
22 EES 315 A dUdFUTh 2FAF 0w BE 52 F2%lo] 843tE A S = 3 o]
4 A5 g o). o] A] ocp4-api-server-no-adm-ctrl-plugins-disabled 773 & ¢ 7= 317 &
A3t e 5 AEEY Fej22lo] 43511 oA 3 st d2gyth. (BZ#2058631)

ol Aol ZAtel A Linux 2l 7} e o thal AT FRE FAHS LA Gy
A%A 02 Linux 718ko] obd 21914 === ol thal ZAHE AAsha QA FE/k BUA B9k
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Utk o)Al AA7F SR E 438 2 ehilo] me AAs 2AZY AT 4
1 t}. (BZ#2056911)

5.1.4. OpenShift Compliance Operator 0.1.48

o4& A 3= OpenShift Compliance Operator 0.1.480) 4] A} 4= A&t}
RHBA-2022:0416 - OpenShift Compliance Operator bug fix and enhancement update

5.1.44.¥ 21 54

[}
o] A ¥ A o 4] = OCI(Extended Open Vulnerability and assess Language) & ] ¢} &
H A8 37 += checkType 2] None o] 991Ut} o] = Compliance Operator7} 3 & +
T+ 242 W 2gd OVAL Aol & A2 skA 7] dl&d Ut o] d o] EE Fall 734
OVAL % o] 9] ZEl =7} 78 £A 5 B2 o|2] & 573 ol & Node % Platform % 3}1}2)
checkType ©] &4 t). (BZ#2040282)

o] A ¥ A o 4 = KubeletConfig 9] tjal %<2 = A4 ¥ MachineConfig ¢ BA EE %35
KubeletConfig @ HA E 7} =& 93] A=A ol =4 o] Pending JHl = Fol dAFH
t}. o] ] 2 o)A = KubeletConfig 8 0 2 =5 ° 2 A4 ¥ MachineConfig ¢ B4 E 7} 9l
A of fol AAIgle] #A) 3 2-S &3l KubeletConfig e A E7F AU 22 o=
KubeletConfig =74 o] o Fdl 2 253 o (BZ#2040401)

5.1.5. OpenShift Compliance Operator 0.1.47

OpenShift Compliance Operator 0.1.479] t2 A2 2 AH2- & 5= 5.

RHBA-2022:0014 - OpenShift Compliance Operator v] =2 =3 2 7] A A}3} o] E

[}
Compliance Operator= PCI DSS(Payment Card Industry Data Security Standard)<i] tj

3 g8 A EF A v E s,

ocp4-pci-dss

73


https://bugzilla.redhat.com/show_bug.cgi?id=2056911
https://access.redhat.com/errata/RHBA-2022:0416
https://bugzilla.redhat.com/show_bug.cgi?id=2040282
https://bugzilla.redhat.com/show_bug.cgi?id=2040401
https://access.redhat.com/errata/RHBA-2022:0014

OpenShift Container Platform 4.6 ¥ ¢t 2! A Zalo] el ~

ocp4-pci-dss-node

FedRAMP 1.5 J & 3ol digt F71 13 9 532 OCP4-moderate, OCP4-moderate-
node ¥ rhcos4-moderate = = Hof F71g 1},

X £F =2 H A KubeletConfig =4 & A8 I &Y.

5.1.5.2. v 4

o] A v A d| 4] = 2] 2 7} OpenShift Container Platform 4.6 == o] d v A& 233}
EA$ FAAS =24 gis USBGuard & F3 o] ths A o] AdAFUth o=
Compliance Operatorol x| A4 3t = o] =52 HAEHE A AR &= oA vd9
USBGuard= 7| uko & 317] w &1 t}. o] 4] OpenShift Container Platform 4.6 23] 5=
Ze]l2Ho= USBGuard &9 3o digt Z2XH Ao AL HA LUt 4 2H7}
OpenShift Container Platform 4.6 2 A}-8-3}+= 7-$- USBGuard #& 1o i3t =4S 5%
o7 gAsjof g

EIF HAEuA 27 ARS 55 13 A& s4 ol AP (BZ#1965511)

ol BANE £4L AN S ] 74 5 AVAE U A4S FF BN A
o] a4 Wy el @4o] eutEx SAMLUTh 7 A3 sshd_config £ AE Y5k 23 2
AR o] Bt A AAE FASHA Fomw AAHA GsUTh FF BAAL Bhda
st AAR Ro2 FAF AL oAl 58 Abgto] Lul=A| A = fv o). (BZ#2033000)
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5.1.6. OpenShift Compliance Operator 0.1.44

OpenShift Compliance Operator 0.1.449]] tj3] t}& A E AHE S 5 AHFUh

RHBA-2021:4530 - OpenShift Compliance Operator v] =2 =3 2 7] A A}3} o] E

[ ]

o]y &g 2o A = ComplianceScan, ComplianceSuite 2@ ScanSetting CRol|
strictNodeScan - o] F71=EAFUHT o] 42 =24 AAS ook F gl A5 2771
B o] A F43 AR 5He trueE 71 AP P F4H S false= 27 1A Compliance
Operator7} Z=A| = AAtel did] o A2 + UL GA =271 A= SHANA=
strictNodeScan 3} & falsez AT Qoo g FHAH] AR =8 G S Q= A+
A= #38 =7 AAE IR + dF5U .
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o] A] ScanSetting 2 B 4] E o] nodeSelector 2 tolerations $4-& 74 3la] 43 An] ¢
AR E A ost= U A HE =25 A A AR T F dFUH ol d £ PV 2EFA
BFS vLES 94 A2 B3 P2 (ARF) A5 A 335k vl AHE-H = Pod?)
ResultServer PodZ ul 3] 5} = d] A& Yt} o] 4o = nodeSelector 2 tolerations vl 7l ¥ 4=
7} AEE =92 == F 3} = A9 3ta node-role.kubernetes.io/master taint= 3-8 3t +=
Ao R 7|2 AR HAFUT. o= HEE Zd¢ =271 PVE v ES 5 gl A A= &
SoHA FFU 0] 715 S AHEA P A =5 Y dE HIES 58S

AFU
Compliance Operatordl] 4] KubeletConfig Q HAEE +43 5 Q&)

F4 o] F7bso] ZRl= WA} Fel2Ho| gl enA =g}

oA 2.5 WIAA} T
3 % gk

A& e A E 7

o] A rule 2 B3] E 9] checkType ¥ description o]2}= F 7l 9] A &4 o] £3g Ut} o]
2 g
e

oA A E 7S Tl B ZEZ S A 98l 7€ Z2D S Sk = 27
Alsto] Al A Y}, = TailoredProfile CRD2] extends 2 =7} ] o] A 47} o}l g Ut} o] A
4 oHAE B2 Al HEY T2AL YT 5 AFU
compliance.openshift.io/product-type: 5241 A A 3} 7]} TailoredProfile CR<l| -node 7 1]
A AQst] 2 Po| = EE EPE) FEHEA o RF MAes)of Fth.

o]yl &g 2o A Compliance Operator= HIQJIE 9} #A|glo] BE oA AALE oS
= A& Ut} o] A= ZAAF Poddl A node-role.kubernetes.io/master taintgt 5] €31 &1 o).
Z, H 2 E7} 9= == 9 A} node-role.kubernetes.io/master H| Q1 E7} 9= oA gt A3
HAFUL == AL&2F A o] HIRIEE AS-3t= v XA = sl T == AAML ol =R &
St o]Al AL Podol Al RE == HIJIES 3] 8.

o] &g 2] Compliance Operator= t}3-3} 72->NERC(North American Power
Reliability Corporation) ¥ ¢t =235 x5}

ocp4-nerc-cip

ocp4-nerc-cip-node
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rhcos4-nerc-cip

o]y &g 2o A Compliance Operator:= Red Hat OpenShift - == 4%, ocp4-
moderate-node, X <l 3= 2 51 o] o gk NIST 800-53 Moderate-Impact BaselineS X34}

CES

N'E

W5 AL

oWl Yzl 2zol At sl BEoNAN thE @k WSS

)

23U,

lo

ol ¢jdl o] EE %53l Compliance Operatorh HA 25 Zzdo) AAA W2 7t
2 FRAL HAT F A& ol = A ZH A NTP A 8] $2E o] 2 == GASH a2 7
Xl -9 83U, =3 CompllanceCheckResuIt LB A E A ZAd ALLH H
£ 1} < 5= compliance.openshift.io/check-has-value & o] &2 A8 th.

tlo

H +3

olA o= AAE I st= ¢ Podo] 271 AEolq F st A o 7]X] G FE7FE
A HU . ol ] 2o A Compliance Operator= 21 OpenSCAP v A 1.3.55 A}&-3}¢]
F=< AL

o] A ¥ A 4 &= autoReplyRemediations = A& 3l] =42 F &3l F2H == ¢
deolE7t ELAHAGTUT 4 5480 223 A A7t 25 IAHR] B2 A5 o= 9
TDEHAFYU olA A 23 A M7} s o] +2E 739 NeedsReview 38l 7}
EFEU st} o1739] 574 o] needsReview FH o 9l= A5 A 74 22 AN FAE B
Eﬂi ‘#0} qov BE A5 Wit AR E f7kA] 40l A8HA 5yt o] FA sHA k=

@S AL 5 dsyoh

Prometheus %] 3£ 9] A} 5 += RBAC 9 & W o njel o] 'ClusterRole’ U
'ClusterRoleBinding' e 2 1 7] & o] /\}Jlx} A A glo] RYE ol AF=A] &2l

oldole T2YL TR BAFE Foll LR/ BN 7 B s onsEs 22
ANA A A= AA H A F U oAl i A Foll 771 2 sk profileparser= i 4
o] A5 ¥ 71X QEAEJ} AA H X e = QA FAoF Q HAE o] F4]L F7130 ).
(BZ#1988259)

oo EFF ZEIANA AF E=AHYo] ?l 3¢ 2771 28 A5 th. XCCDF
EFe 2P T2 g3 A =3 Ago] A Qe o)A TailoredProfile CRol| A 2 2
Avd S AARsoF Fu .


https://bugzilla.redhat.com/show_bug.cgi?id=1988259
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ol EFF =TS AT v 5 A9 A Ert ALG- 5t TailoredProfile 4= 3t
AR 5 Q&Y oA o] A|gto] A A= 3L TailoredProfile H5E Qoo groz AT 5
AFU

5.1.7. Compliance Operator 0.1.399] 2|~ AW

OpenShift Compliance Operator 0.1.399] t3] t}-& A2 E A 5= AHFU T

RHBA-2021:3214 - OpenShift Compliance Operator v] =2 =3 2 7] A A}g} o] E

o] A o] = Compliance Operatorol] 4] PClI DSS(Payment Card Industry Data Security
Standard) &= & & ¥4 F 105U o] A Operatoro] x| PCI DSS Z = 3} 3 AlF

1=
BTl TURE TE BAY F g

o] A o] = Compliance Operatoro] 4] B % X2 oA AU-5A|o] 73S A3 4 U5
U }. o] Al Prometheusrules.monitoring.coreos.com QB A EE ¢l % Z 2 A AU-5
AolE xshe 1A S A3 5 A== Operatoro] Aol F7Hg Y

51.8. F7l g2~

[}
Compliance Operator ]3]

52. AYH = #8 =5 =22

Compliance Operator (CO) A x| o] d i = @ 7}X] =2 H S AT 5 AFHT.

521. 44 & =229
Compliance Operator= t& 4 &4 222 S A3 FU .

E51.AYH=E 4 =7 229
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Profil
e

ocp4-
cis

ocp4-
cis-
node

ocp4-
e8

ocp4-
moder
ate

rhcos
4-e8

rhcos

moder
ate

ocp4-
moder
ate-
node

ocp4-
nerc-
cip

CIS Red Hat OpenShift Container
Platform 4 ¥l x] v} =

CIS Red Hat OpenShift Container
Platform 4 ¥l x| v} =

austriental Essential Essential Eight
(ACSC)

NIST 800-53 Moderate-Impact
Baseline for Red Hat OpenShift -
Platform level

austriental Essential Essential Eight
(ACSC)

Red Hat Enterprise Linux CoreOS-£-
NIST 800-53 Moderate-Impact
Baseline

Red Hat OpenShift-8- NIST 800-53
Moderate-Impact Baseline - == 4=

=
RL

Red Hat OpenShift Container
Platform - & 5 F ol o g Folv
] 7} 2] CARC(Critical Infrastructure

Protection)CIP(Critical Infrastructure

Protection) i+ =2 9

0.1.39

0.1.39

0.1.39

0.1.39

0.1.39

0.1.39

0.1.44

0.1.44

+

CIS gl ] u}=. ™
footnote:cisbenchmark[CIS RedHat
OpensShift Container Platform v4

Benchmarks& zFo z ™ CIS ¥l x| v} =L

2 o] F3lo] A Aafe
Kubernetes = ¢ &3ty t}.
Kubernetes & &g 3 t}3- d 41 CIS
Hixvla ge2eg FYgurt o

71 M SEFH A AE LR E

g+ g&uth]

CIS Benchmarks ™
footnote:cisbenchmark[]

ACSC Hardening Linux Workstations
4 Servers

NIST SP-800-53 € 2] 2 7 A1

ACSC Hardening Linux Workstations
4 Servers

NIST SP-800-53 € 2] 2 7 A1

NIST SP-800-53 € 2] 2 7 A1

NERC CIP %<&

x86__
64
ppc6
4le
s390

x86__
64
ppc6
4le
s390

x86__
64

x86__
64

x86__
64

x86__
64

x86__
64

x86__
64


https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cyber.gov.au/acsc/view-all-content/publications/hardening-linux-workstations-and-servers
https://nvd.nist.gov/800-53/Rev4/impact/moderate
https://www.cyber.gov.au/acsc/view-all-content/publications/hardening-linux-workstations-and-servers
https://nvd.nist.gov/800-53/Rev4/impact/moderate
https://nvd.nist.gov/800-53/Rev4/impact/moderate
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
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Profil
e

ocp4- Red Hat OpenShift Container 0.1.44 NERC CIP %5 x86__
nerc- Platform - == =50 tj F o} g + 64
cip- 7} Z7) A =(NERC) Critical

node Infrastructure Protection (CIP)2] =

GdHEFEFE ZEIY

rhcos Holy g 712 0.1.44 NERC CIP % x86_
4- NERC(ReliabilityECDHE) CIP(Critical + 64
nerc- Infrastructure Protection)CIP(Critical

cip Infrastructure Protection) Red Hat

Enterprise Linux CoreOS <]
CIP(Critical Reliability Protection) 3%

Fxzyg

ocp4- PCI-DSS v3.2.1 Control Baseline for 0.1.47 PCl H.¢F ¥ 2= °Center 4] g}o] B & x86_
pci- Red Hat OpenShift Container + =] 64
dss Platform 4

ocp4- PCI-DSS v3.2.1 Control Baseline for 0.1.47 PCl B¢l 5= ®Center 4] gFo] B .8 x86__

pci- Red Hat OpenShift Container + =] 64
dss- Platform 4

node

ocp4- NIST 800-53 High-Impact Baseline 0.152 NIST SP-800-53 & 2] 2= 7 A1 x86__
high for Red Hat OpenShift - Z g & =2 + 64
ocp4- NIST 800-53 High-Impact Baseline 0.152 NIST SP-800-53 & 2] 2= 7 A1 x86__
high- for Red Hat OpenShift - == =3 + 64
node

rhcos NIST 800-53 High-Impact Baseline 0.152 NIST SP-800-53 & 2] 2= 7 4] x86__
4-high  for Red Hat Enterprise Linux CoreOS + 64

5.22. F71 g &X

[ ]
A| 2"l A AL 7Hs e 18 =5 229 179 o g AA g U] 82 Compliance
Operator ©]3j 2] Compliance Operator = 22 2 I Z 314 A Q.

5.3. COMPLIANCE OPERATOR 4 %]
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https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
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https://www.pcisecuritystandards.org/document_library?document=pci_dss
https://www.pcisecuritystandards.org/document_library?document=pci_dss
https://csrc.nist.gov/Projects/risk-management/sp800-53-controls/release-search#!/800-53
https://csrc.nist.gov/Projects/risk-management/sp800-53-controls/release-search#!/800-53
https://csrc.nist.gov/Projects/risk-management/sp800-53-controls/release-search#!/800-53
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Compliance OperatorE A&l A A Ze|2Ho| v L= A=A Selaof ).

5.3.1. & £4 & 53 Compliance Operator A4 %]

A 27 A

admin A gko] YojoF Bt

EZA A
1.
OpenShift Container Platform ¢ =< o]l 4] Operator — OperatorHub= o] &3},
2.
Compliance Operators 74 o3 AX & ).
3.

7|2 AX 2e 9 Y g2 o] 2 E A& A9 3to] Operator’t openshift-compliance 4] ¢
o] 20 A HES .

il
1
iy
1
d
L
v

oY
ol\

AR A=A gAY G3S T A L.

Operator — A X9 Operator 3| o] A] & o] 5 g}

Compliance Operator7} openshift-compliance 4] ¢ 23] o] 2 o] A x| o] 9131 33 AFHl
+ Succeeded?l #] 32l ).

Operator7} 43402 AR B A &L 535414 2.

Operator — A X] ¥ Operator 3 o] X] o] 53} Status Lol 7 == A7 d=A AA
.
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dar= - Pod ¥ o] X £ o] %3} openshift-compliance ZZ A E oA EA| =S W 13l=
Pode] 215 1.

5.3.2. CLIZ A}&3}+ Compliance Operator A %]

A 27 A

[ ]
admin A gko] Y ojoF Tt

Namespace S B4 E

i

Aol g

namespace-object.yaml2] <

apiVersion: v1
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
name: openshift-compliance

Namespace S EA E

i

A,
I $ oc create -f namespace-object.yaml

OperatorGroup S HA| EE

oX

g .

o] : operator-group-object.yami

apiVersion: operators.coreos.com/vi
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
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spec:
targetNamespaces:
- openshift-compliance

OperatorGroup 7] A1 2 A A g o).
I $ oc create -f operator-group-object.yaml

3ol gt

i

Subscription 2 B A E

o] : subscription-object.yaml

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: compliance-operator-sub
namespace: openshift-compliance
spec:
channel: "release-0.1"
installPlanApproval: Automatic
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

Subscription 2 B A E = A A3l

I $ oc create -f subscription-object.yaml
2

2249 2A1EY 7]%5< 4433 defaultNodeSelectorE &4 3lat= A9 Ul g 23
o]~ E 5o 7 A A 353 openshift-compliance v ) 2 ¥ o] 9] 4] =
Compliance Operator7} A x] @ J] d 23] o] 2~ Z openshift.io/node-selector: “’= ¢ d
o|Ejol FuUrt. o] FA A 712 == AE 7|7 A AH L vl £ A7 A 5HA] G5y

.
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o
ol\

CSV 521 & AAste] Ao JFAEA FAF
I $ oc get csv -n openshift-compliance
Compliance Operator7} 23 5<21%] &<2lgh}.

I $ oc get deploy -n openshift-compliance

5.33. F7t gl &~

[}
Compliance Operator= A ¢t Y| E9] 3 A oA A dFGUch AA G U &2 A std v E
Q=9 A4 Operator Lifecycle Manager A}8& JZ314A] Q.

5.4. COMPLIANCE OPERATOR A A}

A1E 23 35l== ScanSetting 2

Compliance OperatorE AL-&-3lo] 14 =4 7
FwUS o] g APl R HA E o O] 3k A -85 Held

ScanSettingBinding APIE A}-8-3}+= A 9]
e A9

I $ oc explain scansettings

=

e

I $ oc explain scansettingbindings
541. 78 5 AA 29

CIS(Center for Internet Security) Z 232 A} 8-5lo] ZAAIE A3 5 JdHFUH. HE I3
Compliance Operator= A] #+ A] AA3 7]_%%}& A}8-3} o] ScanSettmg OB AEEZ AT} o]
ScanSetting 2 2 A E 9] o] &2 default ¢y }.
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}&2 23 3sle] ScanSetting . H A EE AL ).

I $ oc describe scansettings default -n openshift-compliance

2 o

o

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSetting
metadata:

name: default

namespace: openshift-compliance
rawResultStorage:

pvAccessModes:

- ReadWriteOnce ﬂ

rotation: 3 9

size: 1Gie

roles:

- worker

- master

scanTolerations: G
default:

- operator: Exists
schedule: 01 *** ﬂ

Compliance Operator= ZAAF 2371 £3H8 PV(I+ E5)2 AU 71275 o
Z PV Compliance Operatoro A 2] 2Ho| A" 2Eg A F 2o g3 717 S &
F 7] " & AA 2 2= ReadWriteOnceE A2 th. t 1 o] S| 2F o 4]
ReadWriteOnce Al & R =5 A3 = dFUTh AA A3 5 7HA 28 25 vpl
Pk =97l Pods ARS-ste] o] & 3 € = 51Ut ReadWriteOnce 4| = R =&
A3 252 @ W] slte] Podol Mgt mieES 5 9o B ¥ .91 Podg AHA| & of
Uk 221X ¢o ¥ Compliance Operator7} $4 ZAAlo] 25& AAHEE 5 &Yt
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2]

Compliance Operator= 4] ¥ 9] & AAL 235 BF 2AFUG. o] AA}
=g

s

©

Compliance Operator= 7 A} 2 3ol dis] 1GB2] 2 E A & 33}

AL ARoNA Fel2H wEg GAeE T2 WS A SHE AT ole§ w9
AArg .

e
filo

712 AA AR gA g3 22 A4 o] 9+ default-auto-apply S A& 5= QFU T

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSetting
metadata:

name: default-auto-apply

namespace: openshift-compliance
autoUpdateRemediations: true
autoApplyRemediations: true 9
rawResultStorage:

pvAccessModes:

- ReadWriteOnce

rotation: 3

size: 1Gi
schedule: 01 ***
roles:

- worker

- master
scanTolerations:

default:

- operator: Exists

autoUpdateRemediations % autoApplyRemediations =] 2 & true= A4 3}A
F71 A flo] AF o= A E ScanSetting S HAEE HA AN 5 dF5YUL-
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7] ScanSetting ¢ B 4] E o] u}2l o 5l+= ScanSettingBinding 2. 2
9 cis-node Z = 39U & ALE-sto] S 2HE QAU L o & &9 33 25U

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSettingBinding
metadata:
name: cis-compliance
namespace: openshift-compliance
profiles:
- hame: ocp4-cis-node
kind: Profile
apiGroup: compliance.openshift.io/vialpha1
- hame: ocp4-cis
kind: Profile
apiGroup: compliance.openshift.io/vialpha1
settingsRef:
name: default
kind: ScanSetting
apiGroup: compliance.openshift.io/vialpha1

122 A3 3slo] ScanSettingBinding 9 B A E S A3},
I $ oc create -f <file-name>.yaml -n openshift-compliance

Z g2 A 29| o] A A4 ScanSettingBinding ¢ ¥ A E = Binding 2@ Bound A4 & 7]ut
© 7 4 ¥4t Compliance Operatori= ComplianceSuite ¢ B4 E 9 &
ComplianceScan ¢ H A EE A AT},

ol

tee A

tilo

Fof ZEetol A AL A8 4L 2 YA Q.
I $ oc get compliancescan -w -n openshift-compliance

A= 27 9AE 8 A=y g =W DONE SA ol =23k ol o] 2% AL

Z 3= NON-COMPLIANT U} AAL A5 A ESIAL GUlolE A& ZY S Al &ste] S22

g 55 T 5 YUtk A4S W82 Compliance Operator ¢l do] & A § a2 & &
A L.

5.4.2. 2 A == A3} A8 Pod o oF

A3 A8 == AA AL 15 F 2 (ARF)S A et= PV(Y+ E87)& vl EdU T
nodeSelector 2 tolerations E4 & A}231H A3 Av] =9 9XZ AT I dHFH .
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ole AEES Tl x=/t YT BHEL vheET & QE BA0) H8TUG
EZZA X
[ ]

Compliance Operatore] ScanSetting CR(AI-&-#} 4 9] g4 2)2 AU .

ScanSetting CRS A 2] 5l32 YAML 3¥ & A A3y oh(<] : rs-workers.yaml ):

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSetting
metadata:
name: rs-on-workers
namespace: openshift-compliance
rawResultStorage:
nodeSelector:
node-role.kubernetes.io/worker: "" ﬂ
pvAccessModes:
- ReadWriteOnce
rotation: 3
size: 1Gi
tolerations:
- operator: Exists 9
roles:
- worker
- master
scanTolerations:
- operator: Exists
schedule: 01 ***

Compliance Operator= ©] :==2 A}l &3l A} 232 ARF 2o 2 3%}

U,

2]

A3 Aul Pod= 2 E HES 383 h

ScanSetting CRS A A3 H o 9% S Ay

I $ oc create -f rs-workers.yaml
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4

ol\

ScanSetting © M A E7} AAH A=A Sl w e FH S A

il
g

Ut

I $ oc get scansettings rs-on-workers -n openshift-compliance -o yaml

2 o

o

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSetting
metadata:
creationTimestamp: "2021-11-19T19:36:362"
generation: 1
name: rs-on-workers
namespace: openshift-compliance
resourceVersion: "48305"
uid: 43fdfc5f-15a7-445a-8bbc-0e4a160cd46e
rawResultStorage:
nodeSelector:
node-role.kubernetes.io/worker:
pvAccessModes:
- ReadWriteOnce
rotation: 3
size: 1Gi
tolerations:
- operator: Exists
roles:
- worker
- master
scanTolerations:
- operator: Exists
schedule: 01 ***
strictNodeScan: true

5.5. COMPLIANCE OPERATOR o] 3]

OpenShift Container Platform 342] x} = Compliance OperatorE 53] S8 2H9 B4 A =5
el S A tal ARl dig Al 89t #AE sl s WS AT 4 AF4Yth Compliance
Operator+= OpenShift Container Platform2] Kubernetes APl 2] 429} ZH2HE APl =1
Fol #+4 =42 H 71 . Compliance Operator= NIST 215 52l OpenSCAP & A}8-31o] el =
ANA A F st B FAS AASEAL Al gy o
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Compliance Operator= Red Hat Enterprise Linux CoreOS (RHCOS) 1] 3 of] 7+ A}-&
g 5 sy

5.5.1. Compliance Operator == 3

Compliance Operator 4 3] 2] & B2 T} g3
Al 7ted =29, 22 d AR AR 9 54 338 2 F AdFUd.

[kl
f
i)
tilo
>
o
o

AHS 7he @

h i

[k

23 17|
I $ oc get -n <namespace> profiles.compliance
o] o] o] 4 = 7] & openshift-compliance 1| ¢ 2 o] o] Z2H S T A}

$ oc get -n openshift-compliance profiles.compliance

2 o

o

NAME AGE
ocp4-cis 32m
ocp4-cis-node 32m
ocp4-e8 32m

ocp4-moderate 32m
ocp4-moderate-node 32m
ocp4-nerc-cip 32m
ocp4-nerc-cip-node 32m
ocp4-pci-dss 32m
ocp4-pci-dss-node 32m
rhcos4-e8 32m
rhcos4-moderate  32m
rhcos4-nerc-cip  32m

olgjgt =242 g4 A 5 WA vt E et iUt 7z =2 = A &= = A F ol
Eo] =23 o]Fd HFAIZ F7Hd Ut} ocpd-e8 & Essential 8 ¥l x| v} =& OpenShift
Container Platform #| & o] & 83} 31, rhcos4-e8 & Essential 8 vl x] v} =22 RHCOS(Red Hat
Enterprise Linux CoreOS) #l| &<l & &3t}
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IR AE AR 17
I $ oc get -n <namespace> -oyaml profiles.compliance <profile name>
o] d Aol A = rhcos4-e8 Z = A o] A X AW E XA S]]

I $ oc get -n openshift-compliance -oyaml profiles.compliance rhcos4-e8

2 o

o

apiVersion: compliance.openshift.io/vialpha1
description: |-
This profile contains configuration checks for Red Hat
Enterprise Linux CoreOS that align to the Australian
Cyber Security Centre (ACSC) Essential Eight.
A copy of the Essential Eight in Linux Environments guide can
be found at the ACSC website: ...
id: xccdf_org.ssgproject.content_profile_e8
kind: Profile
metadata:
annotations:
compliance.openshift.io/image-digest: pb-rhcos426smj
compliance.openshift.io/product: redhat_enterprise_linux_coreos_4
compliance.openshift.io/product-type: Node
labels:
compliance.openshift.io/profile-bundle: rhcos4
name: rhcos4-e8
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphail
blockOwnerDeletion: true
controller: true
kind: ProfileBundle
name: rhcos4
rules:
- rhcos4-accounts-no-uid-except-zero
- rhcos4-audit-rules-dac-modification-chmod
- rhcos4-audit-rules-dac-modification-chown
- rhcos4-audit-rules-execution-chcon
- rhcos4-audit-rules-execution-restorecon
- rhcos4-audit-rules-execution-semanage
- rhcos4-audit-rules-execution-setfiles
- rhcos4-audit-rules-execution-setsebool
- rhcos4-audit-rules-execution-seunshare
- rhcos4-audit-rules-kernel-module-loading-delete
- rhcos4-audit-rules-kernel-module-loading-finit
- rhcos4-audit-rules-kernel-module-loading-init
- rhcos4-audit-rules-login-events
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- rhcos4-audit-rules-login-events-faillock

- rhcos4-audit-rules-login-events-lastlog

- rhcos4-audit-rules-login-events-tallylog

- rhcos4-audit-rules-networkconfig-modification
- rhcos4-audit-rules-sysadmin-actions

- rhcos4-audit-rules-time-adjtimex

- rhcos4-audit-rules-time-clock-settime

- rhcos4-audit-rules-time-settimeofday

- rhcos4-audit-rules-time-stime

- rhcos4-audit-rules-time-watch-localtime

- rhcos4-audit-rules-usergroup-modification
- rhcos4-auditd-data-retention-flush

- rhcos4-auditd-freq

- rhcos4-auditd-local-events

- rhcos4-auditd-log-format

- rhcos4-auditd-name-format

- rhcos4-auditd-write-logs

- rhcos4-configure-crypto-policy

- rhcos4-configure-ssh-crypto-policy

- rhcos4-no-empty-passwords

- rhcos4-selinux-policytype

- rhcos4-selinux-state

- rhcos4-service-auditd-enabled

- rhcos4-sshd-disable-empty-passwords

- rhcos4-sshd-disable-gssapi-auth

- rhcos4-sshd-disable-rhosts

- rhcos4-sshd-disable-root-login

- rhcos4-sshd-disable-user-known-hosts

- rhcos4-sshd-do-not-permit-user-env

- rhcos4-sshd-enable-strictmodes

- rhcos4-sshd-print-last-log

- rhcos4-sshd-set-loglevel-info

- rhcos4-sysctl-kernel-dmesg-restrict

- rhcos4-sysctl-kernel-kptr-restrict

- thcos4-sysctl-kernel-randomize-va-space
- rhcos4-sysctl-kernel-unprivileged-bpf-disabled
- rhcos4-sysctl-kernel-yama-ptrace-scope

- rhcos4-sysctl-net-core-bpf-jit-harden

title: Australian Cyber Security Centre (ACSC) Essential Eight

!

Fe

[k

22 Y 3 17

ol

I $ oc get -n <namespace> -oyaml rules.compliance <rule_name>
o] ool A = rhcos4 3 2 I o] rhcos4-audit-rules-login-events 7+ & A g ).

I $ oc get -n openshift-compliance -oyaml rules.compliance rhcos4-audit-rules-login-
events

o1
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o
i)
2

apiVersion: compliance.openshift.io/vialphai
checkType: Node
description: |-

The audit system already collects login information for all users and root. If the
auditd daemon is configured to use the augenrules program to read audit rules during
daemon startup (the default), add the following lines to a file with suffix.rules in the
directory /etc/audit/rules.d in order to watch for attempted manual edits of files
involved in storing logon events:

-w /var/log/tallylog -p wa -k logins
-w /var/run/faillock -p wa -k logins
-w /var/log/lastlog -p wa -k logins

If the auditd daemon is configured to use the auditctl utility to read audit rules
during daemon startup, add the following lines to /etc/audit/audit.rules file in order to
watch for unattempted manual edits of files involved in storing logon events:

-w /var/log/tallylog -p wa -k logins
-w /var/run/faillock -p wa -k logins
-w /var/log/lastlog -p wa -k logins
id: xccdf_org.ssgproject.content_rule_audit_rules_login_events
kind: Rule
metadata:
annotations:
compliance.openshift.io/image-digest: pb-rhcos426smj
compliance.openshift.io/rule: audit-rules-login-events
control.compliance.openshift.io/NIST-800-53: AU-2(d);AU-12(c);AC-6(9);CM-6(a)
control.compliance.openshift.io/PCI-DSS: Req-10.2.3
policies.open-cluster-management.io/controls: AU-2(d),AU-12(c),AC-6(9),CM-
6(a),Req-10.2.3
policies.open-cluster-management.io/standards: NIST-800-53,PCI-DSS
labels:
compliance.openshift.io/profile-bundle: rhcos4
name: rhcos4-audit-rules-login-events
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphail
blockOwnerDeletion: true
controller: true
kind: ProfileBundle
name: rhcos4
rationale: Manual editing of these files may indicate nefarious activity, such as
an attacker attempting to remove evidence of an intrusion.
severity: medium
title: Record Attempts to Alter Logon and Logout Events
warning: Manual editing of these files may indicate nefarious activity, such as an
attacker attempting to remove evidence of an intrusion.
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5.6. COMPLIANCE OPERATOR 3]

o] MMM E JulolEH MAe] FH F4 Zel xS ALS3H= W ALE 7 4 9| ProfileBundle ©.
BAEE o WS ¥ ohatel Bok Zelx o] gho] Tabo| 2ol ths) A gt

H ol Zdl %= ProfileBundle 9 B A E oA F%3= A" ol o|n X = A ZFH ).
ProfileBundles @ 73 = T2 H3 748 HE A L& A3 AL A A 9] @429 U3 JuH|o|E
£ A s FA5t A Bl tA golALEE AHSste] 4 £ =71 e AH oY oW A&
A Al 2.

29 o

apiVersion: compliance.openshift.io/vialpha1

kind: ProfileBundle

metadata:
name: rhcos4

spec:
contentlmage: quay.io/user/ocp4-openscap-

content@sha256:a174915150b19a9560a5732fe48a89f07bffc79c0832aa8c49ee5504590ae687 ﬂ

contentFile: ssg-rhcos4-ds.xml

wek Aol ol mA gL th

7} ProfileBundle2 u] £ 2 %3 %99 4Yt}. Compliance Operatoro 4] A H| o] o]u] x| t}o]A] 2
E7 A H AT S AAHH v 71 el o] Exo] W7 ALS vHgstal Sl =5 oA & £4 g
B2 g A oA ZE S AHE-SHA HF F o] AL o F s TR I A EE AR S F AFU

5.6.2. o]0 x| ~EF A&

contentimage %7} 4 3 ImageStreamTagE 7}2] 7] 22 Compliance OperatorE 53] 9=
AHses AN U= AU

i
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3
ProfileBundle @ B 4] E o] = ImageStream Iz % A83 5= 54Ut

olm A 2EH o

I $ oc get is -n openshift-compliance

e
i)
2

NAME IMAGE REPOSITORY TAGS
UPDATED

openscap-ocp4-ds image-registry.openshift-image-registry.svc:5000/openshift-
compliance/openscap-ocp4-ds latest 32 seconds ago

ZZA 2
Y EERELEREERDESE RS

$ oc patch is openscap-ocp4-ds \
-p '{"spec":{"lookupPolicy":{"local":true}}}' \
--type=merge
imagestream.image.openshift.io/openscap-ocp4-ds patched
-n openshift-compliance

istag o] & 7 A3l ProfileBundleol] ImageStreamTag ©] &3 AI&3 o).

I $ oc get istag -n openshift-compliance

2 o

o
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NAME IMAGE REFERENCE

UPDATED

openscap-ocp4-ds:latest image-registry.openshift-image-registry.svc:5000/openshift-
compliance/openscap-ocp4-
ds@sha256:46d7ca9b7055fe56ade818ec3e62882cfcc2d27b9bf0d1cbae9f4b6df2710c96
3 minutes ago

ProfileBundleS A4 3 t}.

$ cat << EOF | oc create -f -
apiVersion: compliance.openshift.io/vialpha1
kind: ProfileBundle
metadata:
name: mybundle
spec:
contentimage: openscap-ocp4-ds:latest
contentFile: ssg-rhcos4-ds.xml
EOF

°] ProfileBundle2 813 o|m| X & FA 52 b2 A& 7t 7| £ % Bl 28 Yol Edhs § o] o8
A Eo A LHE RE W7 A3L ProfileBundled] =A] vkl gt}

5.6.3. ProfileBundle CR<] o

HE © HA Eod = contentimage’t X3+ ZAH o] o|vX 9] URLA 3 &4 Sl =71 34 3}
d A w71 FQ 3. contentFile v/l 4= 91U Al 2" o] FE o A& Ut W4 rhcosd
ProfileBundle 2 B .4 E = o} oA o4 Ao 5 A&}

apiVersion: compliance.openshift.io/vialpha1

kind: ProfileBundle

metadata:
name: rhcos4

spec:
contentlmage: quay.io/complianceascode/ocp4:latest ﬂ
contentFile: ssg-rhcos4-ds.xml

ez ou)A 9|,
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el = olu]| R o] ALE-H = 7] & o]u]#] o = coreutils7} 3 g5 o] of ).

5.6.4. F7} gl &&

[}
Compliance Operator= A 3t Y| E9] 2 3t oA A dFGUch A G U &2 A std Y E
Q=9 A Operator Lifecycle Manager A18-& JZ314A] Q.

5.7. COMPLIANCE OPERATOR =4

Compliance Operatori= 4] Al 5= A= 2293 3 Al FHA T 22 I D Q7 ALt
Sl RSl FU Y 22 E S FA S ZRASE ZFolF L gyt

Compliance Operatorol 4] = TailoredProfilec]2l= 222 S A 2T = A= QLBAES AF
AUt o] Z2H L2 ALEA} 7]1E T2 I S Ast= Ao = 7P 51l ProfileBundledl| A Al 3-3t=
A4 e s 2 2SS F JeF &y

=i 1A
gl ==wo] 43 ProfileBundle] QX2 A1&8 4 Qe 3 7 W5TW AL
@ 5 Adaun

571. %3 g3 A&

TailoredProfile CRol| A = 7 € ut& Q] 25 Y S 3T 4= YA 7k XCCDF £FS AHg-3hH
OpenSCAP =23 gt& A] A o] AR o gt T3k A oA o]z o] OpenScapS AHg-3 3
o] A= 3¢ 71 XCCDF @& 7o) 9 4 Qo o] AL A AHEE 4= A HFH

ComplianceSuite ¢ B A E o = A}-8-2} A 9] ot U S 71e]d + U= A9 F
TailoringConfigMap &4 o] 33§50 &Y} TailoringConfigMap 54 #t2 74 W] o]§2.=, 9]
% ol = tailoring.xmlo] 2} 7] 7} £ o] of 51 o] 7] 9] k2 ohE FHl=dY .
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RHCOS(Red Hat Enterprise Linux CoreOS) ProfileBundledl] A& 7153 13 &

e

4

$ oc get rules.compliance -n openshift-compliance - compliance.openshift.io/profile-
bundle=rhcos4

3l 3 ProfileBundled]| A A}-§ 7153 W<

fiju
e

#Ud.

$ oc get variables.compliance -n openshift-compliance -I
compliance.openshift.io/profile-bundle=rhcos4

ttlo

73

o

o] & o] nist-moderate-modified ¢1 =& =23

U,

nist-moderate-modified tailored profiledll 713 122 A9 ). o] oAl A =
F 7o #5245t shrhe] g2 W73 sto] rhcosd-moderate 222 3.
rationale gt-& AR8-5to] o] 3 W7 o] o] Fol%l o] FE AP HU T

<] : new-profile-node.yaml

apiVersion: compliance.openshift.io/vialpha1
kind: TailoredProfile
metadata:
name: nist-moderate-modified
spec:
extends: rhcos4-moderate
description: NIST moderate profile
title: My modified NIST moderate profile
disableRules:
- name: rhcos4-file-permissions-var-log-messages
rationale: The file contains logs of error messages in the system
- name: rhcos4-account-disable-post-pw-expiration
rationale: No need to check this as it comes from the IdP
setValues:
- name: rhcos4-var-selinux-state
rationale: Organizational requirements
value: permissive

¥ 5.2. spec W5 2] A4
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%4 v
extends o] TailoredProfilec] ¥ = = = Profile £ 24 E o] o) 291},
title TailoredProfile <] A}&o] ¢} & 5= &= Al = Atk
disableRules olF ol f A EEYUTL ol F 2 BT 73 e HAE
o] o] F& YEbd YT o] f 2 qFH o] vl &g stE o] fE= AW
&t AbEol el o e " EENY
enableRules ol HolfF A ESAUTE 7 o] F2 G4BT 3 LHAE”
o 7}
T BA

description TailoredProfile2 A5 sl= A1 o] 912 4 Jd= " 2EQ T

[«

setValues R e A LS

=

=,
SUEEY T o e AR AW atE Ao] 918 & dE U
E © [e)

o
AUtk e AA A AUk

TailoredProfile 2 B A E = A A3 ).

I $ oc create -n openshift-compliance -f new-profile-node.yaml ﬂ

TailoredProfile 2 ¥ A E = 7] 2 openshift-compliance 1] 23 o] o] A A
"y

e
i)
2

I tailoredprofile.compliance.openshift.io/nist-moderate-modified created

A nist-moderate-modified tailored 3 2 -8 7] ¥ ScanSetting 2 H A E o] vl g3l ==
ScanSettingBinding 2 B Al € & A o] 3]t}

new-scansettingbinding.yaml ] <
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apiVersion: compliance.openshift.io/vialpha1
kind: ScanSettingBinding
metadata:
name: nist-moderate-modified
profiles:
- apiGroup: compliance.openshift.io/vialphal
kind: Profile
name: ocp4-moderate
- apiGroup: compliance.openshift.io/vialphal
kind: TailoredProfile
name: nist-moderate-modified
settingsRef:
apiGroup: compliance.openshift.io/vialpha1
kind: ScanSetting
name: default

ScanSettingBinding ¢ B A EE A A

oo

.

$ oc create -n openshift-compliance -f new-scansettingbinding.yami

2 o

o

I scansettingbinding.compliance.openshift.io/nist-moderate-modified created

5.8. COMPLIANCE OPERATOR A A3} A4

OpenShift Container Platform 2] 2H 9] 1A =4+ 45w A EF o2 AAL AAE Al 33
of & 4 YYth

5.8.1. 7 E-F o4 Compliance Operator 9 A] 23} 714 2 7]

EZZAX

Compliance Operator= 9] 23E B35t 7 EFl AZFUTh o2 A= AL By F
2](ARF)2.2 o] 9lFYth.
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ComplianceSuite 9 ¥ Al € & A5 H 1t}

$ oc get compliancesuites nist-moderate-modified -0 json \
| jq ".status.scanStatuses][].resultsStorage’

{

"name": "rhcos4-moderate-worker",
"namespace": "openshift-compliance"

}
{

"name": "rhcos4-moderate-master",
"namespace": "openshift-compliance"

}

Al Aol AA 2T 5 = FT EF S Lol TAFUT

A3 F o] ol E3 U Y 2o 2E ALE-5to] YA] HlolH A& g

$ oc get pvc -n openshift-compliance rhcos4-moderate-worker

%9 o
NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
rhcos4-moderate-worker Bound pvc-548f6cfe-164b-42fe-bal3-a07cfbc77f3a 1Gi
RWO gp2 92m

3.

E85S vESE= PodE A4 sta 235 BAste A4 2345 7HA 33U
Pod <]

apiVersion: "v1"
kind: Pod
metadata:
name: pv-extract
spec:
containers:
- hame: pv-extract-pod
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image: registry.access.redhat.com/ubi8/ubi
command: ["sleep”, "3000"]
volumeMounts:
- mountPath: "/workers-scan-results”
name: workers-scan-vol
volumes:
- name: workers-scan-vol
persistentVolumeClaim:
claimName: rhcos4-moderate-worker

Pod7} 4= A& thez=gch

I $ oc cp pv-extract:/workers-scan-results .

BT EF L vLESH= Pods A4 s 239 Y] Bound= le%MB} At
9l B5 9o 2E &R Z# 29 ReadWriteOnce= A A A Adto] Y= 74
b wlo] Sibel Podol A 2 58 v} 2ET 4 Sl 95 Al PodE AbAl o}
L]l:} 23R gko W Operatoro] A PodZ o 2k3lal o] X0 A= AE AR
T sy

mql Eolr roh ol:o

FZo| &5 5 Pods 2HA)

et

% AFUh
I $ oc delete pod pv-extract

5.9. COMPLIANCE OPERATOR Z 3 2 44 3+

z} ComplianceCheckResult% shte] A &5 3 A4 23S iU Y. #F3 S Ao E 3

st 4= & 7§ ComplianceCheckResult7} 43 5 < 3 o] 2 2] ComplianceRemediation 2 B4 €
7} xg M:gq]:}_ SASNA B AT TR 2 AR FLHA g E OpensShift Container Platform
FeEde $4L 5o SR E AYLS AEFL FAG Fo W £ 48T 5 g

5.9.1. 14 &5 33 23l g3 ZH

7182 o & ComplianceCheckResult 2 B A E o= AALE FAsa 2347 AAE T 08 A=
AARTE F Jd= 2 7HA F& ol &l AAFFY
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54 AF 2o & A E FAFI .
I $ oc get compliancecheckresults -| compliance.openshift.io/suitezexample-compliancesuite
=3 AAb ate AAE YA g
I $ oc get compliancecheckresults -| compliance.openshift.io/scan=example-compliancescan

2l 21 ComplianceCheckResult 2 B 4] € 7} ComplianceRemediation 2 EA E = AW A 3= A& o}
duo. A 5o 2 YHolEE F 83 4 2= ComplianceCheckResult @ 2.4 E vt 3 33 o}
ComplianceCheckResult ¢ B 4] E o] compliance.openshift.io/automated-remediation @] o] &-0] %]
AE A5 489 gulolE A& AFUG HUlolE A &9 o] AALol5H} L F U

e

5

f

AFoR QulolES A8Y 5 9

A3

@

A%

i

L

o

Ut

$ oc get compliancecheckresults -I 'compliance.openshift.io/check-
status=FAIL,compliance.openshift.io/automated-remediation’

5oz uolES A galof st mE U@ AE YA Th.

$ oc get compliancecheckresults -I 'compliance.openshift.io/check-
status=FAIL,!compliance.openshift.io/automated-remediation’

5% gelol= A ¢

AR,

e

2 ukz] © 2 ComplianceCheckResult ¢ B 4] € o] description 4] o] #]

3 5.3. ComplianceCheckResult €l

ComplianceCheckResult €] A

PASS T8 T Aol g5 4 R AFY

Al ) T8 FF A A Ao A A EF YT

RS AZgolA = A7 AEH L F 2 7 g 4l
7hshA] & A& HHadEFUT

MANUAL AZFgolAd =Rl AdT E= A E Aoz 3
7t ol glom F5 o = gelsfof gt
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ComplianceCheckResult €] A
A A=A e HEGoA2=AHALE O LA2(YiH o2 Fe|2H
rE)o e 4348 RaFyn

°F F4 ER A AR QAR AN ARG 5 9%
Yt

A8 e S EEE LR EER DR
wol Ay EA syTh

592. 4 HE

A o] Z3¥ ComplianceRemediation ¢ B A € 2 ComplianceCheckResult S EAEE g5 7]
E3H ). ComplianceCheckResult 9 HA E o= AR} A S sl 2G4 A= 93 43t 2
#3l] AlFo] AL I AE A A4 E D #AA Wk Ao 9} 78 e vgtd| o] g 7} 3 H o] AFY
t}. ComplianceRemediation ¢ B #] € = ComplianceCheckResulto]| A A9 3= FA1 = 3] dst=
HE Uetd Ut A HA AL 3 ZE7E rEE FEE P EH A 1y

2 sysctl-net-ipv4-conf-all-accept-redirectszli= 7 ALe} 34 9] oY}, o] o= spec 2
status7t ¥ A] 3} 22 metadata:= A =S A HYEFU T

spec:
apply: false
current:
object:
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig

spec:
config:
ignition:
version: 3.1.0
storage:
files:
- path: /etc/sysctl.d/75-sysctl_net_ipv4_conf_all_accept_redirects.conf
mode: 0644
contents:

source: data:,net.ipv4.conf.all.accept_redirects%3D0
outdated: {}
status:
applicationState: NotApplied

4 sllo] 2 =% spec.current 5ol A ZH Ut dlo] 2 == 91 9] ] Kubernetes R HAEYA 5= g
A o] AL = PALE Fal A5/ ol 9] €] 54 o] = == MachineConfig ¢ 14 =
AUt ZRE FAA] A 74 vl 22 $F & 72 2BA E(9: ConfigMap *== Secret
HAE)] A FAAT AWA O o AT 54L& AE o= AL AelAe FAUTh el Fow Ak
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Kubernetes ¢ B A E & x23517] ¢35 Compliance Operatorol v -$- 2 9] 3l A 3to] Q) o]of 517] w &
JUTh SRE AAE $H5E e BE AR Iy

A A g A FAHE Y-S A5 391517] 98 MachineConfig $ gl = o x| = 74
Ignition gH A E S AHEY o & 2] ol tf g ZHA g 82 Ignition A %*’6‘}’8 Al L. o] o] A
spec.config.storage.files[0].path 54 & o] 4~A (/etc/sysctl.d/75-
sysctl_net_ipv4_conf_all_accept_redirects.conf)o. 2 WA &= 9L S A A5},
spec.config.storage.files[0].contents.source 542 3|d AU o] Fd=E XA ).

{E
I
NI
r

=
L

d=2 vad oS Python 23 HEE ALY}

$ echo "net.ipv4.conf.all.accept_redirects%3D0" | python3 -c "import sys, urllib.parse;
print(urllib.parse.unquote(".join(sys.stdin.readlines())))"

2 o

o

I net.ipv4.conf.all.accept_redirects=0

5.93. 182 A4 ¥4 74 E2 A8 v 54 A3 A8

A2 A1 MachineConfigPool 2 A4 & ] KubeletConfig o] $l+=
machineConfigPoolSelector 7} MachineConfigPool>} & %] 5} += ¥l 3} AU X] 3l =5
MachineConfigPool o] & o]&< F713t).

Compliance Operator7} =4 A 8-S ¢+ 53 & MachineConfigPool ¢ H 3] E 7} o
712 A YA TAHA 23S F Jo 2= KubeletConfig 2 o] 4]
protectKernelDefaults: false & A A 54| n}4 A L.
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b
r
i
L
11°7
o

Ut

$ oc get nodes

2 o

o

NAME STATUS ROLES AGE VERSION

ip-10-0-128-92.us-east-2.compute.internal Ready master 5h21m v1.23.3+d99c04f
ip-10-0-158-32.us-east-2.compute.internal Ready worker 5h17m v1.23.3+d99c04f
ip-10-0-166-81.us-east-2.compute.internal Ready worker 5h17m v1.23.3+d99c04f
ip-10-0-171-170.us-east-2.compute.internal Ready master 5h21m v1.23.3+d99c04f
ip-10-0-197-35.us-east-2.compute.internal Ready master 5h22m v1.23.3+d99c04f

o geles F7rgu

$ oc label node ip-10-0-166-81.us-east-2.compute.internal node-
role.kubernetes.io/<machine_config_pool_name>=

2 o

o

I node/ip-10-0-166-81.us-east-2.compute.internal labeled

AH2-# A1 A MachineConfigPool CRE A4 g .

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: <machine_config_pool_name>
labels:
pools.operator.machineconfiguration.openshift.io/<machine_config_pool_name>: "

spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,
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<machine_config_pool_name>]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/<machine_config_pool_name>:

labels ¥ == MCP(Machine config pool)ol] 713 g o] & o] &2 Ao gt}

MCP7 334 oz 4R A
I $ oc get mcp -w
5.94.54 A&

& 57 spec.apply:= Compliance Operatorol| x| +4 & A &3lof st=A & Alojdth. 58S
true= 4331 +4& 48¢ + AFHHh

$ oc patch complianceremediations/<scan_name>-sysctl-net-ipv4-conf-all-accept-redirects --
patch '{"spec":{"apply":true}}' --type=merge

Compliance Operatorol A #-& ¥ 432 =] ] 3} status.ApplicationState 54 o] Applied= ¥ 7]
HAY ZXA 75 ErrorZ AP UG A1 2" 74 0] A&HA A 8E 7Iet e 3 A Sl
3 4 o] 75-$scan-name-$suite-nameo] 2}= MachineConfig ¢ B A E 2 @] P}, o] F
Machine Config Operatorol] 5] MachineConfig @ B A E = A5 313 vpx|gto 2 7} =04 A3 5]
= WA Ao] " & JA2H 20X vil A FO] BE =59 o] QHAEE A g3}

Machine Config Operatoro] 4] ] MachineConfig @ HA|E =S Z o] o A2 3hH Zo] &3l 2
E =7 AR " E Y. o] &3 vy & B3z 9] 75-$§scan-name-$suite-name MachineConfig 9 ¥ =
EEZZt A AdEPste $8 S A8 H AL W BEHE F AFUT 738 A A &5HA dod
™ MachineConfigPool ¢ B 4] E o] .spec.paused 54 & true=2 A4 3t vl 4 E& LA TA 3

| gy

Compliance Operator= 3 2 A5 2 2 283 4 AH5 ) ScanSetting 449 2 H A Eq
autoApplyRemediations: true2 A3 ).

106



57%. COMPLIANCE OPERATOR

574 A AE A4S AF A 2ok B

SAF A A @ AA L2 A o2 b5 F 7HA ol E S AT FELE FR S oF gt

Ao} sh e AFoR A4 F 9l 297 AFUT A4 F ShiE Fal 518
AR AE %28 A FAo} AW ~ATAANE 20l 51 8T AN S 2 5 g
Ut

O
) rﬂ

ket Ao ol e APl S HAES SASaw FesEe] ona 7 5l ™ root
EE 479 fA4 QA2 AL /A 2] A9l AF Aol Baghich o] W utE R s
Futh

EZZAX

ol#} o A ol A = ocp4-ocp-allowed-registries-for-import 7% & A}1-8-5l1 7] 2 OpenShift
Container Platform 4 X] o]] 4] 23] g4}, oc get rule.compliance/ocp4-ocp-allowed-
registries-for-import -oyaml 413 & 74;\}%h,]1:} o] 7+3]-& allowedRegistriesForimport 54

25 AHEATE oM A E AL 5 s AAN 2D S AdAU . 72 9| warning 57
011‘; 79 API QBAEL JAIEIE'E olg FAsIA EAIE AMZAE T AFUT-

$ oc edit image.config.openshift.io/cluster

2 o

o

apiVersion: config.openshift.io/v1
kind: Image
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2020-09-10T10:12:542"
generation: 2
name: cluster
resourceVersion: "363096"
selfLink: /apis/config.openshift.io/v1/images/cluster
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uid: 2dcb614e-2f8a-4a23-ba9a-8e33cd0ff77e
spec:

allowedRegistriesForimport:

- domainName: registry.redhat.io
status:

externalRegistryHostnames:

- default-route-openshift-image-registry.apps.user-cluster-09-10-12-
07.devcluster.openshift.com

internalRegistryHostname: image-registry.openshift-image-registry.svc:5000

AXE A AT
I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=
5.9.6. 74 dHl°|E

A HAY 8 FF TH=2E AHEshe A5 old AR g E A BAdY 42 AT F dFU
Compliance Operatori= o] A v A 2] A 23 A = 54 g4 ). OpenShift Container
Platform A 2] zol Al = AESIAL A& Al Hdo digk o] AlFFUrh o] A &= AA T vl
o] Ed ComplianceRemediation © B A E = A} ¢] 7} Outdated= HA P} Q@€ RBAEL= 44
AT = A== golEo] AAFFY

ol & g&H +A &2 ComplianceRemediation ¢ H 4] E o] spec.outdated 54 ol] %5 3L Af
2 ddlo]EE Y& spec.current 540 gt FR=71 AL AR Juo|EXA AR =
T3S A 38 oF @Y. spec.outdated 54 o] EAl3t= 5ol = 23 MachineConfig S BAEE 3
] g3l H A8 Yt spec.outdated 54 o] A 7| 5" Compliance Operatorol| A Z =}
MachineConfig Q B A E & t}A] A& 532 o] & 213 Operatoro A +AS =2 FA U

EZZAX

1
Qe 54

o

A,

$ oc get complianceremediations -lcomplianceoperator.openshift.io/outdated-

remediation=

%9 o
NAME STATE
workers-scan-no-empty-passwords Outdated
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AA A8gd 542 Outdated 540l A= 31 A8 HA 22 A =42 Current 54 ol A
ZEYyh A vl Ao k=3t Outdated 2 == A AP A L. dHolEH =5 §X 514
™ Current @ QOutdated 5412 A A4 A 2.

A2 Aol 542 2§t

$ oc patch complianceremediations workers-scan-no-empty-passwords --type json -p
'[{"op":"remove", "path":/spec/outdated}]’

47 3=l 7} Outdatedell x| Applied= d g1}

$ oc get complianceremediations workers-scan-no-empty-passwords

29 o
NAME STATE
workers-scan-no-empty-passwords Applied

apply Z# 1 false = A3 g} :

$ oc patch complianceremediations/<scan_name>-sysctl-net-ipv4-conf-all-accept-
redirects -p '{"spec":{"apply":false}}' --type=merge
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A 28 7} NotApplied 2 ¥ 7 5] 2 -3 MachineConfig @ B A E 7} =4S ¥331A] &
=5 oA AE PPy

2
oX,
[o
fu
of
o
o
=
rr
o
it
b
[
N
2
4z
ot
it
i
v

5.9.8. KubeletConfig % A A

KubeletConfig +3 & == +F T2 d] 3Pt} KubeletConfig =32 A A=A
KubeletConfig @ B A Eo A =52 &2 A A3l of Pt} o] o o] 4] = one-rule-tp-node-master-
kubelet-eviction-thresholds-hard-imagefs-available =3 o] 3 #3 &5 AAIS A A= PEL B
o4

Z2A 2

1.
one-rule -tp-node-master-kubelet-eviction-thresholds-hard-imagefs-available 5= <l
tlgt scan- name 31 3 SEfo] A= AAE ey

$ oc get remediation one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-
imagefs-available -0 yaml

2 o

o

apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceRemediation
metadata:
annotations:
compliance.openshift.io/xccdf-value-used: var-kubelet-evictionhard-imagefs-
available
creationTimestamp: "2022-01-05T19:52:272"
generation: 1
labels:
compliance.openshift.io/scan-name: one-rule-tp-node-master ﬂ
compliance.openshift.io/suite: one-rule-ssb-node
name: one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-imagefs-
available
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialpha1
blockOwnerDeletion: true
controller: true
kind: ComplianceCheckResult
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name: one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-imagefs-
available
uid: fe8e1577-9060-4¢c59-95b2-3e2c51709adc
resourceVersion: "84820"
uid: 5339d21a-24d7-40cb-84d2-7a2ebb015355
spec:
apply: true
current:
object:
apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
spec:
kubeletConfig:
evictionHard:
imagefs.available: 10% 9
outdated: {}
type: Configuration
status:
applicationState: Applied

KubeletConfig 2 B A E o) F71€ A AU}

7 9| 4] evictionHard kubelet +4 & 3% 3}+= 7 ¢ evictionHard vl 7] H
SRl
memory.available,nodefs.available,nodefs.inodesFree,imagefs.available,
imagefs.inodesFree £ A A 3o gt R E v/l HFZ XA 1A ko A A
Aol eT A8 Ao AR 2FeA U

542 AAGI

FA 9B A EJ apply £ false= A A}

$ oc patch complianceremediations/one-rule-tp-node-master-kubelet-eviction-
thresholds-set-hard-imagefs-available -p '{"'spec":{"apply":false}}' --type=merge

m
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b.
scan-name 2 Al-8-35lo A o] 7 & KubeletConfig S B A EZE 2.
$ oc get kubeletconfig --selector compliance.openshift.io/scan-name=one-rule-tp-
node-master
%9 o
NAME AGE
compliance-operator-kubelet-master 2m34s

74 imagefs.availableS %52 2 A] 713 t}. KubeletConfig & ¥ A E o] X 10%:

I $ oc edit KubeletConfig compliance-operator-kubelet-master

FAHOoT Qg ut= n = vyt AR P

KRN, 3 A AE Aot 48R Aol Zz Rl dokd AAlA FHL A 9la)
’é}% o gith 29 gow T ol W AL Fol $4 0] oAl A eHU

5.9.9. 4 # 4 gl+= ComplianceScan

ScanSetting ¢ B A E = ScanSetting ==+ ScanSettingBinding 2 B A Eo| A A 7 =5+ 7
Aol A AANS 2= 938 YA 7t == Q3L Julx o 2 v Al A Zof wjF P}

Fa
WA 74 EY) BE WAl FAST Fol Y w9 BE HA At S Lok F
U,
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A B Ayt g 479 b2 29 Compliance Operator= 9 X == o 4] INCONSISTENT= B 31
3= ComplianceCheckResult @ H A E o Z8) 25 A g th. £3 2 £ ComplianceCheckResult
© B A E J] = compliance.openshift.io/inconsistent-check # o] &-o] x| 3 g4t}.

=1

Z 9] HAl 71 433 E2 4 Q7] w&9] Compliance Operator= 7& 4 vtz 2l A E 3t Aul
Aol e e & = 2 ygsta L Y. 71 dutkE 9l e = compliance.openshift.io/most-
common-status 4] o] A &= 31 4] compliance.openshift.io/inconsistent-sourceol] = 7173 < vt3
A ZeE < o2 F 3 A Hl 9] hostname:status *¢o] ZehgUth. kAl FE & & F8le B¢+ 2
hostname:status %3 ©] compliance.openshift.io/inconsistent-source annotationo] 1} < g1},

ed 4G 2e2E7t 4 25 Aol 582 4 AES F40l A% AR 2 ol @
Sqel B4 b5 AL ohn xE 7 ol 5O

LA = 2 F3soF gt
compliance.openshift.io/rescan= 3 2.2 FAAlo] F4 & Dol AdAH AA S 7IAQLES A =5 4

AHS A A& s oF o,
I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=

5.9.10. F7} g &2

P =
== FA.

5.10. 3255 COMPLIANCE OPERATOR %4 533

L
o
o
=2
e
o
%
K
o
>
o
X
o
zo
e
°
H
B
)
2
xo

Compliance Operatorol] = O] 3 == 7|& £33}
4t

218217} ScanSetting @ ScanSettingBinding @ B A E 2 &8 3lo] 223 AXE A 9]t A o]
a2 51#] ¥k ComplianceSuite S H A E & A3 A o 5l= fra g AHS Akl 7 AU

AN B AR FUTh 28A gow g mest i g A s A e 4
o] 910 B2 o] WY& OpenSCAP 274U 9] 44l +F < ol debug: true 543 g7 t]
A b 88+ AFUTh HEES shte] FH oz AGSHE T Ano] FS Folt
ol =50l Atk

A&7 4 ] nodeSelectors Al 3 @4 th 4 2 2§32 A nodeSelector7} Z 3 A A3
oF gt

13


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/nodes/#nodes-nodes-managing-about_nodes-nodes-jobs

OpenShift Container Platform 4.6 ¥ ¢t 2! A Zalo] el ~

o) T3l FE EA S eHdl St BASA B A9 HAE EE w3

e dAdNE B FH oz

&

A 1418 7 ALsl= ComplianceSuiteS 2o F1th.

apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceSuite
metadata:
name: workers-compliancesuite
spec:
scans:
- hame: workers-scan
profile: xccdf_org.ssgproject.content_profile_moderate
content: ssg-rhcos4-ds.xml
contentimage: quay.io/complianceascode/ocp4:latest
debug: true
rule: xccdf_org.ssgproject.content_rule_no_direct_root_logins
nodeSelector:
node-role.kubernetes.io/worker: ""

9ol A 2133 ComplianceSuite ¢ B4 & @ ComplianceScan 2 B A E = o g
OpenSCAP| A ¢ 43l= 2l o 7 A g}

1
oX
filo

29, Fdx == 73 3 2o A ScanSetting 2 ScanSettingBindingoll A #4138 2-8-2 A
33t A FstAY 13 = Z2F 5} 3Eo| ProfileBundle @ BA EoA & £43% 2 HAES 73 AL
st guyh ol 2 g e B A EOI]% ComplianceSuitedl] A F=x3l= o] A1 5= I xccdf_org A =}
7F £ o] sy

5.10.2. 9A 253 =2 ALE

TailoredProfile CRoj A1 = 74 A Alel sl& 4% 4 = 1A XCCDF %23 A8 3
OpenSCAP =24 55 A §9140] 914 o FAFUTh E& 22 ) A o| 4] OpenScapg A1-8-&
ol 9 A% /1% XCODF %8 5910] 52 4 5Low] of 422 44 A58 5 AAvih

0\

ComplianceSuite ¢ B A E o] = A2} A 9] ot YA S 71e]d + U= A9 3
TailoringConfigMap &4 o] 3 3gt= o] &) TailoringConfigMap 54 #t2 74 W] o]§2.=, 9]
W o] = tailoring.xmlo] 2}t 7] 7} £3H5 o] of 5}l o] 7] 9] ko b Fel =t}

EZZAX

14



57%. COMPLIANCE OPERATOR

s} o] 4] ConfigMap @ BA E 2 w5t}

$ oc create configmap <scan_name> --from-
file=tailoring.xml=/path/to/the/tailoringFile.xml

=gl

I
rr

3t

Ar 2E

%

e F=guch

apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceSuite
metadata:
name: workers-compliancesuite
spec:
debug: true
scans:
- hame: workers-scan
profile: xccdf_org.ssgproject.content_profile_moderate
content: ssg-rhcos4-ds.xml
contentimage: quay.io/complianceascode/ocp4:latest
debug: true
tailoringConfigMap:
hame: <scan_name>
nodeSelector:
node-role.kubernetes.io/worker:

5.10.3. A A A} 33

itz ow mF QA EE= Y T FodE 4P w2} AAE A AstE E APUT ==
FAE AT F A @ W AAE AAste A e 783 7 d5UT 92 AALE S8
compliance.openshift.io/rescan= -34S A&l AAlo] 42 gyt

I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=
A 7 A= rhcos-moderate = 2 3} o] T3] 470 9] 37 mec 2 A FU ).

$ oc get mc

2 o

o

75-worker-scan-chronyd-or-ntpd-specify-remote-server
75-worker-scan-configure-usbguard-auditbackend
75-worker-scan-service-usbguard-enabled
75-worker-scan-usbguard-allow-hid-and-hub
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AL A7 default-auto-apply # o] 50| 2 8&=H 4 Algo] AA-Fo= AL Q
gE F4 Aol AAHFo 2 AU oERUth T F5 = o H 74 AF o= s 4
SR X QHIOlE A &o] = A5 A AASHA QHlo|EV A & EH A AR Yo E
2 A2 F J 54Ut MachineConfig L BA E & A18-3l= HUIOJE AL ALY S E
FAZUL L8 YuolE = T4 FEo] gle A ARdo] A U

5.10.4. Z 3ol i3 AHG-A B o] 2EA A27] AA

ComplianceCheckResulte} 722 A&7} A 9] glA2E AAG R E o X AAS e A4
A}E el AT 2A A A S DA AHE AESFE Aol 8T 5+ AUk 94 2= ARF
FAoz YA 2717 F 5 YFUHE=SF 54 vlstuto] E). upetA] eted 7]-gk A 20l A A9
sh= Kubernetes 2] 420 A3 sh= A2 Hldd A dU . did AAre fieig 712 2717 1GB1 9+
EF(PV)ol A4 HUL. &7 w2} AA3HA PV 2718 52 4 Iyt 2715 E2884
ScanSetting 2 ComplianceScan z] 42 2 5] =% %= rawResultStorage.size 54 2 Al-&3514d §

Ut.

&4 v 7 A == rawResultStorage.rotation® =, o] A AA}7} & Zo|5 7] A PV 5 5= AA}
FE ALY 71232 30|19 HFEo] A 002 AASIH HEo|7FH|EAsg U 7| & HE ol
A3 AA ARF AL B 4G 100MBe] A A 71 A Q= d g7 o] A3 PV 2715 AL F AsF
Yt

5.10.4.1. AL& A} A o] A 2B A g A

OpenShift Container Platform & o}t v 52] Set-¢= == Hlo] Wgo v ET F Jlouw
Compliance Operatoro| X = A8 7Hs 3t 2 E2 A 74 S 23S F Ut 7| 23805
Compliance Operator= 22| 2H 9| 7| & 2E2]R] SFH2E AHE5to AAE A F = PVE A 5HA
Tk A8z} A o] ~E 2] x| Z2] 2+ rawResultStorage.StorageClassName 542 A}-&-3lo] A S 4=
AU

ZezgolA 718 2eA FU2E AP RN B A5 o] 54< AFsor gy

A 2EA FAEE A v A 1071 fA5h= 10GB 279 I+ EF S HEES
ScanSetting A1-82} B 9] gl A2 LA
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o Al ScanSetting CR

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSetting
metadata:
name: default
namespace: openshift-compliance
rawResultStorage:
storageClassName: standard
rotation: 10
size: 10Gi
roles:
- worker
- master
scanTolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
schedule:'0 1 ***

5.10.5. A T AXLNA AAA 5=A A3 A&

ComplianceSuite ¢ H A € o] ] autoApplyRemediations & ujj 7}
compliance.openshift.io/apply-remediations £ @ B A E o) F4 & &
Operator= A4 H =& +4 AF2 488 5 AUtk

rﬂ
=
o

2=
T

A

o 1

—

iy
ot 32

2L XN

e
oy

g
Ut}

Z2A 2

[}
28 433l compliance.openshift.io/apply-remediations 418 & &3}

I $ oc annotate compliancesuites/<suite-_name> compliance.openshift.io/apply-remediations=
5.10.6. 4 A3} A5 Yol E

735l w2t H4 S =71 = A A4 OUTDATED= fulolE 385 AAIT F AFU 3
Z}= compliance.openshift.io/remove-outdated 241 & A 8 5lo] A YU o|ES & &3}a1 Q7

2 AAY 5 AFUTh

Z2A 2
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compliance.openshift.io/remove-outdated 541 & 2 83t}

I $ oc annotate compliancesuites/<suite_name> compliance.openshift.io/remove-outdated=

I = ScanSetting &=+ ComplianceSuite ¢ H A € o] autoUpdateRemediations = 25 44 s}<]
$4 AFL Ago R JuloEF

5.11. COMPLIANCE OPERATOR #A| 3l 2

o] A A o)l A = Compliance Operato rA s 2 gyel dis] A8dUn. o]l 3R A E JAEsA
U e BaXo ARE AFsE 78T dFUTH R 7HA dubF A w:

e

Compliance Operator= 5 Q.3 ¢ o] WAl s uf] Kubernetes o] EE AT o3 ¥
HS AHESl S8 2H REOHEE B F JFUT

I $ oc get events -n openshift-compliance

=

e

ok 9

fllo

Abgato] AAS} 2 QUAE oW E

il
e
4
30,
o)y
L
i)

I $ oc describe compliancescan/<scan_name>

Compliance Operator= tj 2} APl 2 BAEQ 31U A o7 /o] AEEHE AU &
A7t A= APl Q HA E o] g Fst= AEEH T DA 5= 7)i°lT°ro‘?=_ AFU
ComplianceRemediation2 & &3 4= ¢l = 7% remediationctrl 1 E & 2] 2] WA X & 32l 5}

AN L. a8 A TE BA SN B AEE ] vAAE 2P 5 Axh

$ oc logs compliance-operator-775d7bddbd-gj58f | jq -c 'select(.logger ==
"profilebundlectrl™)’

Bd 2" = UTC9 UNIX epoch o] 9] 22 7|S gt Algo] 9S4 A
321 A date -d @timestamp --utcE A2 A L. o & 5W 3 &)

e

IR = v

I $ date -d @1596184628.955853 --utc

omplianceSuite ¥ ScanSettingll X =

B AR Ao fa2 FANE S F2TC
A2 &4 35131H OpenSCAP 27 Pod 2 7]EF =%

debug &4 AAT 5+ dFUth o] 34
u] Pode] A $=30] Eobduh,

=
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4 FF o] o 7]X] A T e A= A AT FAN AL S Y AW EE RS
< A3 s}l 3lg ComplianceCheckResult ¢ B A Ed 4] 7% IDE 2 3 o] = Scan CRoJ| A
rule 54 o= ALg-sl= Aol =80l 2 & JdFUY. 181H debug 54 0] &4 314 A ol A4
27]9 Pod2] scanner ZA g o] 219 YA OpenSCAP 217} ZA gt}

5111. AA +x

-3 A Ao A = Compliance Operator A2 74 @4 D A E 7hekstA A5 gyt

511.1.1. 578 =5 &2~

TR &4 Zd == ProfileBundle £ B A E oA A 5= Profile . B A E o) 2 &Ag ).
Compliance Operator= Z & 2H ¢} F2 2 X9 i3] z}7z} 51}9] ProfileBundle S B A E S YA
.

I $ oc get profilebundle.compliance

I $ oc get profile.compliance

ProfileBundle ¢ B A E = Bundleo] &= o] &0 & #o]Eo] A A ] oA A2 g t}. Bundle
TAE A ZsH A EE 22 § |G v XA Pod 215 BA gt}

I $ oc logs -lprofile-bundle=ocp4 -c profileparser
I $ oc get deployments,pods -Iprofile-bundle=ocp4
I $ oc logs pods/<pod-name>

I $ oc describe pod/<pod-name> -c profileparser
5.11.1.2. ScanSetting 2 ScanSettingBinding ¢ B3 & glo|xZxlo]Z 9 On| 7]

R3¢ = T = A2E AE5HH =2 5 9] ScanSetting ¥ ScanSettingBinding S HA E S
A&-3le] ComplianceSuite 2! ComplianceScan S B A EE A A 4= QJ&HFU )

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSetting
metadata:
name: my-companys-constraints
debug: true
# For each role, a separate scan will be created pointing
# to a node-role specified in roles

19



OpenShift Container Platform 4.6 ¥ ¢t 2! A Zalo] el ~

roles:
- worker
apiVersion: compliance.openshift.io/vialpha1
kind: ScanSettingBinding
metadata:
name: my-companys-compliance-requirements
profiles:
# Node checks
- name: rhcos4-e8
kind: Profile
apiGroup: compliance.openshift.io/vialpha1
# Cluster checks
- hame: ocp4-e8
kind: Profile
apiGroup: compliance.openshift.io/vialpha1
settingsRef:
name: my-companys-constraints
kind: ScanSetting
apiGroup: compliance.openshift.io/vialpha1

ScanSetting 2 ScanSettingBinding 2 B4 E = 2 5 |ogger=scansettingbindingctrl ] 27} XA
d FLF AEST A APt o3 QEAE = FH7E JFUTH RE £A= o|HE FH o
2 dggyn.

Events:
Type Reason Age From Message

Normal SuiteCreated 9Im52s scansettingbindingctrl ComplianceSuite openshift-
compliance/my-companys-compliance-requirements created

o] A] ComplianceSuite @ H A E 7} A A = A5t} flows= A = A4 H ComplianceSuiteS Al 4
ZA3 .

5.11.1.3. ComplianceSuite A8 =} A o] 2] &2 glo] ZAlo| & A t]u|F]

ComplianceSuite CR2 ComplianceScan #3 2 7 ¢J 1 t}. ComplianceSuite CR-&
logger=suitectrl B] 27} A1 J & AEZ A A2 gUtt. o] AEZE = X529 AAL B S A
N8 AAL B E @Y RS BEHE 2 2 JAdUT RS0l FU13 R AYHES AP A A edde
%7] A3jo] g5 H % suitectrlo] A .= Crondob CR A A& & g ).

I $ oc get cronjobs

2 o

o
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NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
<cron_name> 01*** False 0 <hone> 151m
717 2.3 T4 9] ¢ o|dl E} A A H U} oc describe compliancesuites/<name>2. 2 FA| &
391314 Al 2. Suite 2 EL*_I] Eo & o] 239 43 Scan Q B A EJA] Status 3}9] 2]|A2F YUo]lET

u] Qdlo] Ex = Status 315] 2lA2% YSULh dAEE RE AX7 AA A 111017}74;\}7415.-';—_-;5]
2 Adggyd.

5.11.1.4. ComplianceScan A} &2} A 9] 2] 42 glo]ZAlo] & 2 OH 7]

ComplianceScan CR2 scanctrl ZAEE &9 93] A2 F Ut} of7]oA A ZAAZF AL A A}
A7 AAAEAYUT 2 AAE oy @A E AU

5.11.1.4.1. 27 A

ol GAlA = A A S SRIdU T 2K A A7]9 22 AE migrL 2R B¢
Ao Eo s 97 ARE AFH 7, 28R gom A F GA 7 AP P}

)

5.11.1.4.2. A 7} A

o] @Alo| A & 270 Podoll & $7olut 271 Pods B7He 23 YES A ETFshE o8 F
3 gol At 74 WS dd

$ oc get cm -lcompliance.openshift.io/scan-name=rhcos4-e8-
worker,complianceoperator.openshift.io/scan-script=

o8 3 A WL 27| Podol A A}ﬂ?}qu} 2 &S FAsAY 2| g &S W
AaAY A AHE Eﬁﬂlok ste A% 74 WE 735k Aol FFU o] 9A ARF 235 A
A3t7] 98l AAME 3 BF FEdol AP F YU

I $ oc get pvc -lcompliance.openshift.io/scan-name=<scan_name>

PVC:E ZAAH2 ResultServer v £ 2 vl-2E F 1] t}. ResultServer:= 7|2 2714 PodolA] A A
ARF 235 Y2 =35t 72t HTTP AUt Z ¥ & O& =04 A3 2 & dFUY. AA
ARF A3 =] $ & F Ao A9 o8 EdA] nf2ET F A= EFS ANE F A0 7}78“11
A& ¢k HUd. 741~}7} 9= = ResultServer vl £ 7} = é%qc} AAX] AF7F 9= PVCE = A8
2 A <) Podel A vhgESH 5 gom AE 7bd LAY AAME F YU th 2714 Podst
ResultServer Zt Eg|Z & A4S TLS T2 EZ2 RS HUt)
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vz gt o 2 o] @A A= 27 Pod7}l Al 25 =4, Platform Z A} Q128 28 27 Pod 17l ¢}
node AA} Q1 28 2o A X 5t= == A7 Pod 171Ut == Pod= =& o] 290 2 g o] Eo]
A AP Uttt z Pod= &4 ComplianceScano] gt o] &2 & g o] Eo] (AP Yt}

$ oc get pods -lcompliance.openshift.io/scan-name=rhcos4-e8-worker,workload=scanner --
show-labels

2 o

o

NAME READY STATUS RESTARTS AGE LABELS
rhcos4-e8-worker-ip-10-0-169-90.eu-north-1.compute.internal-pod 0/2 Completed 0
39m compliance.openshift.io/scan-name=rhcos4-e8-worker,targetNode=ip-10-0-169-90.eu-
north-1.compute.internal,workload=scanner

At this point, the scan proceeds to the Running phase.

5.11.1.4.3. 43 44

A9 9AE 2744 Pod7t 228 W7AA 7@ ch the-e 48 BANA A HE §o] U X2
S ECIRIEN

Init Z g o] : content-container 2= 3}1}2] init A H o] 7} Y54 ol contentimage A
HolqZ 238313 o] Pode] ttE AH o] 2} Ff3l+= /content Tl & €] 7] 9] contentFiled &
Atele @Y 9983 A gy

scanner: o] AH ol & &S APFUth == ALY A% AH oY £ == 3 d A&
2 /hostz v E LA init A o] oA A Fst= FH=E viEEJY . AH oY= =3
Xz A o] A A A entrypoint ConfigMap$ vl E sl A3t} 1Y 4 ConfigMap 2]
718 23 Y E= OpenSCAPS- 23331 Pod ZAH o] 7+ ¥ /3= /results T] 2 g 2] o] 23}
Y-S AZgUY. o] Pode] 215 131 OpenSCAP 27 H ol A AT AR S 3T 5
Utk 9 AA S =3 U] 82 debug S 25 ALE-31o] B § A5

logcollector: logcollector 71 €] o] = scanner ZH| o] 7} T 52 w|71X] 7@ Y. 1
A t}2 A3 ARF A 7= ResultServerd] ¢ = =313 XCCDF 232 AA}L 23 2 OpenSCAP
A3 =9t 37 ConfigMape = Hx g 23yt o] A3 74 W2 AL ol &
(compliance.openshift.io/scan-name=<scan_name>)2 2 g o] E-o] XA Ht}.

I $ oc describe cm/rhcos4-e8-worker-ip-10-0-169-90.eu-north-1.compute.internal-pod

= /| .M
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Name: rhcos4-e8-worker-ip-10-0-169-90.eu-north-1.compute.internal-pod

Namespace: openshift-compliance

Labels: compliance.openshift.io/scan-name-scan=rhcos4-e8-worker
complianceoperator.openshift.io/scan-result=

Annotations: compliance-remediations/processed:
compliance.openshift.io/scan-error-msg:
compliance.openshift.io/scan-result: NON-COMPLIANT
OpenSCAP-scan-result/node: ip-10-0-169-90.eu-north-1.compute.internal

Data

exit-code:

2
results:

<?xml version="1.0" encoding="UTF-8"?>

Platform AALS 9]¢ =714 Pod= o2 Al 9] 3o v =3 o

api-resource-collectorzl = 3l1}2] 37} init AE o]y 7} <5} o] AH oY=
content-container init 7 g o] o A] A F-3}+= OpenSCAP ZHl =& 2], 3]G el = A 7
Atsl o 3t= APl 2] 2225 31o}3l F scanner ZH| o] oA |23 APl gl ¢gl= & U
g A &I

=

scanner AE| ol T2E AU A|2€ S vl ES F e st gFU

271 Pod7t 551 A7 FA GAE o] s g

5.11.1.4.4. JA A

AA AEEH = FJA dAldA R A17] PodeEl= & 2 PodE AP UY. 1 5352 43
ConfigMap ¢ B A E S 714 ¢}x A#E Qa1 7z A4 Aol 3]33t= Kubernetes S HAEE vl =
APUth A7 A9 8 5o 2 3T 5 I 2% ComplianceRemediation 2 B 2| 7} A4 g}
E3 FA17] Pode AtEo] ¢1S = Jd+= A 2 38 vigd ol E Al F3t7] 13l init e o]qE AL
4-35lo] OpenSCAP el =% nj2E gt}
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F A1 7] Podol| Al 74 W& A2 3lA A 9] compliance-remediations/processedz}+= @ o] o]

A A HUr} o] @A ¢ 47+ ComplianceCheckResult ¢ B4 &

I $ oc get compliancecheckresults -lcompliance.openshift.io/scan-name=rhcos4-e8-worker

%9 o
NAME STATUS SEVERITY
rhcos4-e8-worker-accounts-no-uid-except-zero PASS high

o

=
=]

rhcos4-e8-worker-audit-rules-dac-modification-chmod FAIL medium

2 ComplianceRemediation @ H & E 1t}

$ oc get complianceremediations -lcompliance.openshift.io/scan-name=rhcos4-e8-worker

q

NAME STATE
rhcos4-e8-worker-audit-rules-dac-modification-chmod NotApplied
rhcos4-e8-worker-audit-rules-dac-modification-chown NotApplied

rhcos4-e8-worker-audit-rules-execution-chcon NotApplied
rhcos4-e8-worker-audit-rules-execution-restorecon NotApplied
rhcos4-e8-worker-audit-rules-execution-semanage NotApplied
rhcos4-e8-worker-audit-rules-execution-setfiles NotApplied

°]2]3 CRo] A4 = A A7] Pod7l T8 AV &5 GAIZ Aeg

5.11.1.4.5. ¢t A

e

o
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S5 =
T3 4

fljo

go} ¢hw BAA AA ALP L EPAT S = AFh
I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=

autoApplyRemediations: trueE A}-&3l] =4S A5 A L= AR god AxX S48 &
Ao =23 T A F o7 =3 5= 2 o] gl4Ytt. OpenShift Container Platform #2217} =3 A}
FSAESL oo mEt ALEJUT FA S A5 A5t eE A5 U5 DAl A
ComplianceSuite ZZEZ2jo] Qo] ALH 3, o] AEZ AN AAZL Wl HE A 74 2L UA
FAT 5 2E FAL 3 W g3} 3-8 ComplianceRemediation A E =2 o)l A dj Al 2 &3}

U,

5.11.1.5. ComplianceRemediation 71 E £ ] @}o] ZAlo]Z @ T]H] 7]

A7l AXNA R 714 A#7} B 25 Q5T apply
@ 4 Y&

dm

4L trueZ Aosto £ F shpE 43t

$ oc patch complianceremediations/rhcos4-e8-worker-audit-rules-dac-modification-chmod --
patch '{"spec":{"apply":true}}' --type=merge

ComplianceRemediation 71 E £ 2] (logger=remediationctrl)= =38 2B AEZE XA =
Foz sl 249 £4 euAE] Just WA Y Bt ohe Y 4H RE SH0| XA AU YA
2.8 MachineConfig S B A Ex W74 g},

MachineConfig ¢ HA| E = 73 75-2 A &5t AL 8l B3 o] 53 whA o] Fo] AF g

$ oc get mc | grep 75-

2 o

o

I 75-rhcos4-e8-worker-my-companys-compliance-requirements 2.2.0
2m46s

A me7h T o] e o] vlAl 7o) Ao AR
I $ oc describe mc/75-rhcos4-e8-worker-my-companys-compliance-requirements
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29 o

Name: 75-rhcos4-e8-worker-my-companys-compliance-requirements
Labels: machineconfiguration.openshift.io/role=worker
Annotations: remediation/rhcos4-e8-worker-audit-rules-dac-modification-chmod:

ComplianceRemediation 29 18 EFL I3 2ol AEFUg
[}
AA A4H RE FHL 27 FH ANEZ AU
[}

249 5$4& Agalok s A4 o] Ao FrHEUT

[
MachineConfig ¢ HA E = 3|3 A EdA] AP S A EQ] +4 o]FO 2 FA o] T
Yt Al E 7} H]of IJ\% —"r(“}xl ol =" o] F 85X ¢2) A Y H MachineConfig 2 HAE
7+ A AF ).
[
AG g WA FAo] FE2H olv] AgH A G E ZAFol v A8 MC7F gl o
EGAY YA == A AIE Y.
[

MachineConfig S B A E &5 A A s} A 513
machineconfiguration.openshift.io/role & o] &3} U X 5l+= = =9 AR o] E AFG Y} =
Al 3t &2 Machine Config Operator 2 X & FZsI4A1 2.

209 A9 AN A TAE GuiolEste 2 E 4 QNAE Yo E JeolEatd £ 7
Z7t F2HUT dlAle A4 $42 A4k Aol EdARUT ALY F DA F4S 2ol o}
}\] /&la@zﬂ—b";}_

I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=

AN AdE S dEFUL A28 £42 Sagh

-I il

I $ oc get compliancecheckresults/rhcos4-e8-worker-audit-rules-dac-modification-chmod
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%9 o
NAME STATUS SEVERITY
rhcos4-e8-worker-audit-rules-dac-modification-chmod PASS medium

5.11.1.6. { &3 #ol &

Compliance Operatoro]| A A A sl= 7zt Pod= 53] 3|3 Pod7l £3t= AASH S35t A4S

AH&3e] o] Eo] x4 gt} 7 AL 41 ¥ A= compliance.openshift.io/scan-name <. 2 gl o] o] x| 3

Ut a2 = A= workload2 8 o] Bo] XA ).

Compliance Operator= t}3 A2 =& o gyt

o

Ut

‘F?_%‘

o

scanner: #+3 &5 =7

resultserver: 73 &4 2719 9A 274= A AU}

aggregator: 272 QA 2, BAAE #A 8L, A7 euAES SAFUHAA 27
2 54).

suitererunner: 2 OA] 233 FE g 25 X HFUH(L Aol AAHH $).

b

p
[kl
fu
Luﬂ
=l
N
)
rE
S
i
o
o,
d
L
v}

profileparser: gl o]g] 2EY S 7 & B33 34

ER Az Oy 2 271289 49 43S PP
I $ oc logs -l workload=<workload_name> -¢ <container_name>

511.2. X1 &4

o] ¥A o] AE AR} =

e

2 ukz © 7 OpenShift Container Platformel] ¥4 7} @A 5l+= 749 Red
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Hat 7.7) o] oAl 2=at4 A ©. 517 ELolA tha & Fa 5 A5 Th

Red Hat | £ 229 7|4} @ &5 Mol ] & Red Hat <] 2wl o] 28 7 A5} Av} Ao & 4
A&

Red Hat x| 1ol i g A A Aol = A& 5 dFU -

g AE QA6 AA = 7Fs .

8 2H A& 2)4¥ 32 d OpenShift Cluster Manager oA Insights& A& 4= A&
Insights= Aol dig Al AR 2 A sl 2 Wil digd AR E AFU.

o] #A & MA3H7] flgk Aol AAY 275 LA} AL 7HE B Jd= FA A 846 g
Jira #A4) = A &34 A 2. A A o] & 2 OpenShift Container Platform ¥ A 3} 722 A3 ¢l A B = A
Ty

5.12. COMPLIANCE OPERATOR A %] #| #

OpenShift Container Platform ¢ £& 2 A}8-5lo] Z2 2 H 94 OpenShift Compliance Operator
EAAY + U

5.12.1. OpenShift Container Platformol 4] OpenShift Compliance Operator 2 X] A 7|

Compliance OperatorZE A 7 3}2 @ A 2] Compliance Operator CRD(A}&- A A 9] g A2 A o)) =
2+A) 8 oF g+ t}. CRD7} A A =] ¥ openshift-compliance = 24 E £ A}A]| 5l Operator 2 &3 4] %
o] 25 AAT F dFUT

A 27 A

[}
cluster-admin @ 3to] 9= AR S A}12-31<] OpenShift Container Platform Z 2] € o]
A2+ AFH

OpenShift Compliance Operator7} A X] 5 o] gl ojo} gt}

Z2A 2
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OpenShift Container Platform ¢ &S A}-8-31<] Compliance OperatorE A| A slH A ¢3S F
3.

Compliance Operatoro] A A2 x] 3 CRDZ #| /] g }.

27 - AHgA o] Fax Qe dolx 2 ABF

o] & F =94 compliance.openshift.io S 7A A3},

& 7t CRD Fo Q= &4 Wl

2 293 AL A A9 Bl a2 Ao AA S Ad P

ComplianceCheckResult

ComplianceRemediation

ComplianceScan

ComplianceSuite

ProfileBundle

Profile

Rule

ScanSettingBinding
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ScanSetting

TailoredProfile

Variable

OpenShift Compliance = 2 A E £ A A g t}.

F - ZeAE dolA = AaFhh

openshift-compliance Z2 A E o] A= FA

=

= =
s 29

9'L
R
[kl
fu
-3
m
L2
2
i
2
)
d
L
v

t 3} A=}l openshift-compliance = ¢} 8 3] AHA]| =

-I (I
rO
p'g
R
2
2
i
f
1
d
W
Iy

5.13. AH§-A B 9] glax 9] o3

OpenShift Container Platform2] Compliance Operatori= o] 2] CRD(Custom Resource
Definitions)& A T3t 14 &4 AAE FARUT 74 £5 DA APstan
ComplianceAsCode #AFUE] 22 A EoA A H A Jold HOP ?gi_l] < &8 3. Compliance
Operator= o] 2|3 B¢t A3 & CRDE Wt 44 &5 AAS stal A E Al g P2
AL 5 dFUTh

5.13.1.CRD gja ==

CRD: the Al2E2 98 AFatel 4 25 A4

i
e
f
i)
L
kY

AN

A9 25 A4 87 AZ H o
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3.

F4 25 AN AL BF 2L 25 aT A
4.

F4 F5 A4 2
5.

5.13.2. A= olA X 270 QT AL A 9]

71¥.2 o 2 Compliance Operator CRD<]| = ProfileBundle 2 Profile S B A E7} 35 7 =
S ZAA 27 Al W3 1S Felsta 44 4 Y& h TailoredProfile © 14 E 2 x1-4-5e] 7]
B EZ2IASANEA AR FE dFULL

(o

5.13.2.1. ProfileBundle ¢ B A E

Compliance OperatorE 4 %] 511 ready-to-run ProfileBundle 2 ¥ A E 7} 3},
Compliance Operator+= ProfileBundle S BEAEE & 2435l HE2] ZF = F g3t Profile &
B EZ YT £ Profile AA A AHS-sHE 78 R WS AAE TR BAT D

ProfileBundle $ B A E 9] o

apiVersion: compliance.openshift.io/vialpha1
kind: ProfileBundle
name: <profile bundle name>
namespace: openshift-compliance
spec:
contentFile: ssg-ocp4-ds.xml ﬂ
contentlmage: quay.io/complianceascode/ocp4:latest 9
status:
dataStreamStatus: VALID 6

[
ut
)
)
S
2
%0
r
4

E eee()e] A=s Q.
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Compliance Operatoro] 4] Z&l= 31 S 75 B4

e
o
X0,
rr
N
2
4
i
i
ful
&
L
i)

Fx

contentFile o] A3 s}H WAt ¢ Fol sk Al A W E A 35}+= errorMessage 3
o] EAF Y.

A 34

A5 ¥ olu] R oA & Zel= olu] x| = Zm3}d ProfileBundle ¢ B4 Eo) 29311 g3
PENDING 8 7} %A1 €Yot ﬂl@ BHOE o] ojH A g} & oMA R ol F AFUTh
ProfileBundle @ B A E & AtA|5laL OA] ©HE0] 25 FH 2 Sobd o sy

5.13.2.2. profile 2 B A E

Profile e BAE= 54 4 &4 AF dall 3712 F d= #F3 HUFE 4ol gyoh. XCCDF 4
A Y eE £ SHF K i 2 AL 22 OpenSCAP Z2 o i@ Al RS 7+
4354t Profile S BA| EE A AL-831 71} Tailor Profile ¢ B A E & A1-8-3l F712 AMEA}

AR 5 A5

%
o
£

=

Profile 2 B Al E = ©t2] ProfileBundle S B A Edi] sl 22 =50 7 MASA
Ut durz o 2 A ProfileBundle © B A E o] = of 2] Profile £ H A
+4

Profile £ B A E o] o

apiVersion: compliance.openshift.io/vialpha1
description: <description of the profile>
id: xccdf_org.ssgproject.content_profile_moderate ﬂ
kind: Profile
metadata:
annotations:
compliance.openshift.io/product: <product name>
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compliance.openshift.io/product-type: Node 9
creationTimestamp: "YYYY-MM-DDTMM:HH:SSZ"
generation: 1
labels:

compliance.openshift.io/profile-bundle: <profile bundle name>
name: rhcos4-moderate
namespace: openshift-compliance
ownerReferences:

- apiVersion: compliance.openshift.io/vialphail
blockOwnerDeletion: true
controller: true
kind: ProfileBundle
name: <profile bundle name>
uid: <uid string>
resourceVersion: "<version number>"
selfLink: /apis/compliance.openshift.io/vialphal/namespaces/openshift-
compliance/profiles/rhcos4-moderate

uid: <uid string>
rules:
- rhcos4-account-disable-post-pw-expiration
- rhcos4-accounts-no-uid-except-zero
- rhcos4-audit-rules-dac-modification-chmod
- rhcos4-audit-rules-dac-modification-chown
title: <title of the profile>

3 23 o] XCCDF ©] &< A4 g t}. ComplianceScan 2 B3] E 2 7 A19] profile &4 o
2 g% u) o] AWAZ AT,

2]

r= &= Platform & AU == =29
Kubernetes &3 &2 27 g o).

Zel2E wE L FYE 2P S 25

flo

©

[kl
ut
)
Lo
=l
2
a
Ju
o
N
oX,
I

FI . 7 F2L skl Aol g o

5.13.2.3. rule 2L B A E

Rule & B A E 9] o
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apiVersion: compliance.openshift.io/vialphai
checkType: Platform ﬂ
description: <description of the rule>
id: xccdf_org.ssgproject.content_rule_configure_network_policies_namespaces 9
instructions: <manual instructions for the scan>
kind: Rule
metadata:
annotations:
compliance.openshift.io/rule: configure-network-policies-namespaces
control.compliance.openshift.io/CIS-OCP: 5.3.2
control.compliance.openshift.io/NERC-CIP: CIP-003-3 R4;CIP-003-3 R4.2;CIP-003-3
R5;CIP-003-3 R6;CIP-004-3 R2.2.4;CIP-004-3 R3;CIP-007-3 R2;CIP-007-3 R2.1;CIP-007-3
R2.2;CIP-007-3 R2.3;CIP-007-3 R5.1;CIP-007-3 R6.1
control.compliance.openshift.io/NIST-800-53: AC-4;AC-4(21);CA-3(5);CM-6;CM-6(1);CM-
7;CM-7(1);SC-7;SC-7(3);SC-7(5);SC-7(8);SC-7(12);SC-7(13);SC-7(18)
labels:
compliance.openshift.io/profile-bundle: ocp4
name: ocp4-configure-network-policies-namespaces
namespace: openshift-compliance
rationale: <description of why this rule is checked>
severity: high 6
title: <summary of the rule>

ol F#Hol AP el 4L AYFUh e T FeAE v P TYE X2 AL
27 3to] Kubernetes 4 & A3 o ¥ 32 A% A7} 9182 vehy T

2]

dold 2EdA A5 FF 24 5% 773 o XCCDF ol 52 A4 i th

Rule 2 ¥ A E = A4 4 ProfileBundle S BAEEZ 4 21¥35]17] 93 AT 9 o]
B2 714 34t} ProfileBundle & o] ¢ B4 E 9] OwnerReferences ol| = XA g1 t}.

5.13.2.4. TailoredProfile object

134



57%. COMPLIANCE OPERATOR

=

TailoredProfile 2 B Al E £ X} 8 3}lo] & Q F A}3}o|| u}d} 7] £ Profile S B A EE F=AAsh ]},

A g g3 == v A5, Mg S AR SR, AR AR O g3 B3 A S AT dFU
7% % TailoredProfile 2 B 4 E = ComplianceScan @ HA E oA %3 4= )&= Co nflgMap S A
.

e AW

ScanSettingBinding © B A E o]l 5] 3% 3}+= TailoredProfile 2 H A E = A}1&3 5= <5}
ScanSettingBindingell o 3+ #}4] g 1] -&-2 ScanSettingBinding ¢ B A E = J %3144 2.

l

TailoredProfile £ B 2] E 9] o

apiVersion: compliance.openshift.io/vialpha1
kind: TailoredProfile
metadata:
name: rhcos4-with-usb
spec:
extends: rhcos4-moderate ﬂ
title: <title of the tailored profile>
disableRules:
- name: <name of a rule object to be disabled>
rationale: <description of why this rule is checked>
status:
id: xccdf_compliance.openshift.io_profile_rhcos4-with-usb 9
outputRef:
name: rhcos4-with-usb-tp 6
namespace: openshift-compliance
state: READY @)

o] A&l 139l ). Tailored Profile o] 2 =5 Profile S B R E 9] o] 2t} 2 AA
3} %] ¢t o™ enableRules Z =0 A A =z o] AAH ).

o

5% ¥ 299 XCCDF ©] &2 A4 itk

ComplianceScan ¢] tailoringConfigMap.name 4 zko 2 X183 4= 21 = ConfigMap ] &
S AR I
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L4

READY,PENDING, FAILURE 9} 71;‘3 9_1:1*_1] E9 FHE ZAFUTL 2B A E 9] A 7}

TailoredProfile © B A E £ X} 25} TailoredProfile +F& A}-£3}o] A Profile e BAEZ A A
g dFULG A 223 & "3’“ st O3 A Wi S-S A E .

2
i)
e
2
il

st gkol wlo] glojof Fid.

TailoredProfile S H A E A AAL 43 F4:
I compliance.openshift.io/product-type: <scan type>
3

product-type 4] & A A 31x] ¢S 719 Compliance Operator= 7] &
© & Platform 741~} & o 7 AAF ) TailoredProfile 2 HAE 9] o] & °l]
node AU|ALS F7181H =& AAF §3 0] AAAA Y.

Zetoldd 2 FAke] 87 AL F oG FollE A4 73, WA A B A AA S AR o] 74
t}. o] 2 ¢35 Compliance Operator= ScanSettlng QHAEES AFFUL.

5.13.3.1. ScanSetting 2 B2 A E

ScanSetting S HAE S A}ﬁo}(ﬂ <+ A& Z sl AAE ] 2 S APPUh 7| 2F o=
Compliance Operator= t}3 ScanSetting S B A EE A A S},

A4 - 161 A7 HEPV)E Aol vl 29} 4914 = oA 1 AMO] il
AXE A A A K AAE 4ATIT $HL A5z 48 HAY Quol=Hx|
SELS
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default-auto-apply - 1Gi Persistent Vqume(PV)g A3t AEE =87 FYA =
oA | 1AM =& 3taL ubA vt A 714 A =2 44 g o} autoApplyRemediations
el autoUpdateRemedlatlons 7} 25 true= AAFY E}.

o] A ScanSetting ¢ B A E

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSetting
metadata:

name: <name of the scan>
autoApplyRemediations: false ﬂ
autoUpdateRemediations: false 9
schedule: "0 1 * **" 6
rawResultStorage:

size: "2Gi" @)

rotation: 10 9
roles: G

- worker

- master

A% 542 BA S true = A FUTh A% £4 < v 55 false = 24 T
o}

el = ¢Jdg|o]E9 3t A= —%' d3}ale A true 2 ARt Zelx Qo] Ed T
& As TS v ststEd false Chin s
cron 2] 0 2 AAZ A s of 3= Ml = A}

AA AzE AZE A sl Ao} s 2EeA 2718 AQ I 71 RZEE 16iY)
Ut

QX AR AAE AA FS AR FUTH 71 B 39U o)A A7t wAHW B
sgbo] WA et7] Aol the 911o] A+ Agelol gtk
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s A S v EAdsteE g2 002 AP

X G4 g3 AALE o k3l W node-role.kubernetes.io g o] & S (A It} o] 7t
2 MachineConfigPool 2] o] &3} ¢ x| 3] of g ).

5.134. 14 = AAL 2 A

o

AHgate] 8 £5 A 8T A A

T8 &5 AA 27 AHZE B osta AAE 24525 A4S 7443 7% Compliance Operator
£ ScanSettingBinding 2 B A E = A}1-23}o ]2 g}

5.13.4.1. ScanSettingBinding object

ScanSettingBinding ¢ B Al E £ A} 83} Profile ==+ TailoredProfile S H A E o] & Fx= F
A =75 8T AES AZFUY. 28 g3 AAM dlg 9 Alg 2718 A -F3t= ScanSetting 2. H A
Eo] 9449 Yr}. 214 t}& Compliance Operator:= ScanSetting @ ScanSettingBinding $ B A E S
714k o 2 ComplianceSuite ¢ B A EE A A g},

d] A] ScanSettingBinding ¢ B A E

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSettingBinding
metadata:
name: <name of the scan>
profiles: ﬂ
# Node checks
- name: rhcos4-with-usb
kind: TailoredProfile
apiGroup: compliance.openshift.io/vialpha1
# Cluster checks
- nhame: ocp4-moderate
kind: Profile
apiGroup: compliance.openshift.io/vialpha1
settingsRef:
name: my-companys-constraints
kind: ScanSetting
apiGroup: compliance.openshift.io/vialpha1
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riot

72 2703 Profile == TailoredProfile $ B A E 9] Al AW E XA}
AdA A ~Egx A7|9 2 & At AL AAFUY.

ScanSetting @ ScanSettingBinding 2 A EEZ AASA 7 =54 AE2ol AXNPUL. 74 =
FAEL EES 7IALEHY g2 H9H S AP

I $ oc get compliancesuites

3|
Z)

A F+ A4 5 ComplianceSuite © B A E S AL2-5lo] vl € AL JHE RUHH T

[z

5.13.5.1. ComplianceSuite 2 B A&

ComplianceSuite ¢ H A &
Adste AA Aol 3] 2

= 9 AR A9 EAlOl e 540 £3slo] 9012 7] ALE MachineConfigPool o 33
of Uitk dlo] 22 AR sHE A5 Fol A4 A gH A FAgch

ComplianceSuite ¢ ¥ A E ¢] 4]

apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceSuite
metadata:
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name: <name of the scan>

spec:
autoApplyRemediations: false ﬂ
schedule: "0 1 * * *"

scans: €)

- name: workers-scan
scanType: Node
profile: xccdf_org.ssgproject.content_profile_moderate
content: ssg-rhcos4-ds.xml
contentimage: quay.io/complianceascode/ocp4:latest
rule: "xccdf_org.ssgproject.content_rule_no_netrc_files
nodeSelector:
node-role.kubernetes.io/worker:
status:
Phase: DONE {)
Result: NON-COMPLIANT @
scanStatuses:
- name: workers-scan
phase: DONE
result: NON-COMPLIANT

A% 542 BA S true = AZFUTh A% £4 S WA 55 false = 24 T

cron o7 HAALS AP of o= NS AAY AU

e ol A QAT A4 ALY 22

o

A gt
AA R S veE Yo
A E o] AA verdictE JepH U
w789 o] A FFLS scans "]/ S-S 7]wko 2 ComplianceScan 2 B A E = AL =7
a9 W2 o 2 ComplianceSuites | E S 714 & = AFUTh A F+ol ti g o|HES 7hA oA
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e B3

mlo
os‘L.'
d

Ut

$ oc get events --field-selector involvedObject.kind=ComplianceSuite,involvedObject.name=
<name of the suite>

XCCDF A4 o] x5 o] 9l o =2 ComplianceSuite & 522 Aolad o o7
AR 5 AU,

i

5.13.5.2. 375 ComplianceScan 2 H A E

@
i
o
i)
lo
of
?‘J
tijo
Ee)
o
Rl
H
>
o
2
o
X,
K
K
2‘.‘1
i
2

Compliance Operatorol = tiH 7
2<% Ut} ComplianceScan 2 B A E
AHg-ske] T Al B S = AFU

Advanced ComplianceScan 2 B A E o] of

apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceScan
metadata:
name: <name of the scan>
spec:
scanType: Node ﬂ
profile: xccdf_org.ssgproject.content_profile_moderate 9
content: ssg-ocp4-ds.xml
contentlmage: quay.io/complianceascode/ocp4:latest 6
rule: "xccdf_org.ssgproject.content_rule_no_netrc_files" ﬂ
nodeSelector: 9
node-role.kubernetes.io/worker:
status:
phase: DONE G
result: NON-COMPLIANT @

= T+ Platform & A QYU = 22 H e J 2 ==
Kubernetes =2 & =7t}

S
Ml
S
i
[kl
f
e
o
[>
)
o
2

2]
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z23 3AdE PY=stste AH oY oA E AAF AU

ol MY AFFAuTh @ 72 st @ AAHE ARk o] 722 XCCDF IDZ 2]
W wojof 5} XA H Lz B Zajof Gtk

=71
rule M7l AFE AHA A F A T2 F | AR 75 2 E 73 o sl AAL
7} A33d Y.
OpenShift Container Platformel] 137 =3 -& A A 5l¥ = 7% nodeSelector @ o] &2

MachineConfigPool & o] &3} ¥ x] 3 of g t}.

nodeSelector v 7= X A 3}x] ¢¢7 1} MachineConfig @ o] &3} & %] 5}
A A AE ARHA TN S AR = SHUh

7AALe] AAl A S ey o

e A mE FAE AR

ofr

ComplianceSuite 2 H A E & 21|

ZAA7F €5 =1 ComplianceCheckResult 2 B A € ] Custom Resources= Z 771 A A .
a8y 9] 23= ARF 3202 AlFgytt. olelst Axt= AAL o563 9429 PVC(E+ &F 24
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)7t Y= PV(I T 25)0 AZPYUL T2 a9 w4 ComplianceScans |l E & 714-& 4 ¢l

H =
FUL AZE 2ol d@ oMES AW g 9d e AP,

o
X

oc get events --field-selector involvedObject.kind=ComplianceScan,involvedObject.name=
<name of the suite>

5.13.6. #4 =4 23 17|

o A Fol DONE @A o =2shd A A3 9 73 4

_] {
rO
]
4
32
2y
L
v

N

T3

5.13.6.1. ComplianceCheckResult 2 B 4 &

54 =233 3 FAE A5kl =2 F 9 o] fFo] ERlgyrt. o3 Z #F o gis 53
TH o tis] 282 AH S Al Z3s= ComplianceCheckResult ¢ B A E 71 4 A g},

ComplianceCheckResult ¢ B A E 9] 4

apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceCheckResult
metadata:
labels:
compliance.openshift.io/check-severity: medium
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: example-compliancesuite
compliance.openshift.io/scan-name: workers-scan
name: workers-scan-no-direct-root-logins
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialpha1
blockOwnerDeletion: true
controller: true
kind: ComplianceScan
name: workers-scan
description: <description of scan check>
instructions: <manual instructions for the scan>
id: xccdf_org.ssgproject.content_rule_no_direct_root_logins
severity: medium

status: FAIL g
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2]

A2 Aol sl 483U 7He e 3Lt 2yt
PassS: A 7 44 o2 A AsU
FAIL: A A7F Ao A5y

INFO: 2417t 43 A 02 SaAQem 72 52 & 9L B3 A7Haix e
Ro] WAHYE UL

MANUAL: A7 AH s o2 Je & 371 5 glon 5 A 223y
INCONSISTENT: t} 2 ==dA b2 2745 w3},

ERROR: 821 A3jo] JFgA oz +PHA A5 F gl
NotappLICABLE: 2 §-& & glo v 2 AA/ A=A gyt

AFZoNA BE AAZAE 7HA 28E b5 9% 2 A3

I oc get compliancecheckresults -l compliance.openshift.io/suite=<suit name>
5.13.6.2. ComplianceRemediation 2 B A &

53 A ] A5 dolg 2ER S AR E 74 A S AHEE = d5U . 28 Kubernetes 5=
212 A2 S 4 9= A $ Compliance Operatord] 4] ComplianceRemediation S B A EES XA 6‘»]

ComplianceRemediation 9 B =] € 9] o]
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apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceRemediation
metadata:
labels:
compliance.openshift.io/suite: example-compliancesuite
compliance.openshift.io/scan-name: workers-scan
machineconfiguration.openshift.io/role: worker
name: workers-scan-disable-users-coredumps
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialpha1
blockOwnerDeletion: true
controller: true
kind: ComplianceCheckResult
name: workers-scan-disable-users-coredumps
uid: <UID>
spec:
apply: false ﬂ
object:
current:
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:,%2A%20%20%20%20%20hard%20%20%20core%20%20%20%200
filesystem: root
mode: 420
path: /etc/security/limits.d/75-disable_users_coredumps.conf

outdated: {} 6

true = 54 Abgo] A8 H S YeL T false = 57 Abgo] 445X 2SS vheky

U,
(2
T ECEa

©

o] A4 o] A H-]X-]_,] SglzoA] TE B2AHE AL JepduU . COmpIiance Operator= oA
5l e#lE QBHAEZS {fA 5t AR A ALt Ao A FAS HAEZ F I 71 EATH
=
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e

Ut

A3

tllo

TS /A LEYE b5 9%

rlrt

AFZANA =

I oc get complianceremediations -l compliance.openshift.io/suite=<suite name>

ol

ydad oe gEe A9

AA}

fr
>
)
kg
it
i

|

AFoz B7d 59

oc get compliancecheckresults -| '‘compliance.openshift.io/check-status in
(FAIL),compliance.openshift.io/automated-remediation’

jew g B e Aagy.

el

B L

AA}

fr
>
)
kg
frt
i

|

]

FEOR AT F Y

oc get compliancecheckresults -| ‘compliance.openshift.io/check-status in
(FAIL),'compliance.openshift.io/automated-remediation’
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6%. FILE INTEGRITY OPERATOR

6.1. FILE INTEGRITY OPERATOR €| £~ = E

OpenShift Container Platform-§- File Integrity Operatori= RHCOS ==9j| A 5}l A A 7 A}
207 AP

i

A

o] g = E = OpenShift Container Platform<] File Integrity Operator 7] @& F2 3 ).

File Integrity Operator 7] & == File Integrity Operator o]3ll & F=3t4 Al 2.

6.1.1. OpenShift File Integrity Operator 0.1.30

OpenShift File Integrity Operator 0.1.300] 4] t}-& A3 2 A& = AFU ).

=

RHBA-2022:5538 OpenShift File Integrity Operator B2 =3 9 7|5 o] E

6.1.1.1. ¥ 4

[}
o] Aol = File Integrity Operatorol] A @3 3 7 317 U Y 2w o] 25 M A 5A] kol A7}
A &9 922 gotslr] o] E Y5Uth o] Al Operatord| A A& g Y| 29 o] A2 HAAQslo] A
o gk o]l & =YYt (BZ#2101393)

6.1.2. OpenShift File Integrity Operator 0.1.24

=

OpenShift File Integrity Operator 0.1.240] t}3 A3 2 A}&3 5= dHFU T}

RHBA-2022:1331 OpenShift File Integrity Operator ¥ 7 474

[ ]
o] A] config.maxBackups 44 2 A}-8-3} Filelntegrity Al-8& 2 A o] & 4 2(CR)<l| A 3=
HAY g & AL F JdF5UY. o] FAL == §FA T 5 JJ == AIDE djo]gu o] 2 =9}
re-init Z= A 2o A G 27 WS AFP YT FAH 1S o] 9] o] wl¢]o] ARtFo=E A
ZEUT 71 232 579 wdo = AP
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6.1.2.2. W1 4

[}
o] A WA A= 0.1.21 o] A v A 4] 0.1.22= OperatorE g 18 o] =5lH ThA] %73}
7150l 23& = AAFUT o] £ Q18] Operator7} configMap 2] &2 2pil & JH| o] EsLA] X
AU oAl A H o E Jagel=3tH 242 ol &l 4 gt (BZ#2049206)

olA = 7] configMap =3 HE T =& A &3 ] 224 dlo|lH 7|71 |2 HUFY
t}. o] & 213&) Operator ¢ 2@ o] = F aide-reinit 23 Y E 7} ul= 7] Julo] E & A gto} re-
init X Z A 27} A9 3 & ) o] AldaemonSets 7} €5 € w]71A] A3 =] 31 AIDE d] o] g v o] 2
A A& 2 A7 A3 F o=z A3 g} (BZ#2072058)

6.1.3. OpenShift File Integrity Operator 0.1.22

}& A5 OpenShift File Integrity Operator 0.1.22¢] A 25 Y t}.

[ ]
RHBA-2022:0142 OpenShift File Integrity Operator ¥] 2 =3
6.1.3.1. |2 4
[ ]

o] A ol = File Integrity Operator7} A 3] &l A] 2] o] 4] /etc/kubernetes/aide.reinit ¥ =
213l OpenShift Container Platform g djo]E7} S92 4 A A FUH. o]=
/etc/kubernetes/aide.reinit 3} o] £ 514 1t Y30l ostree 735 Al A A=A 25 TAAE
Yt} o] ¢ Hl o] EE %3] /etc/kubernetes/aide.reinit 7} OpenShift Container Platform <} dl
ol|E 9} FE351A ¥ = /run A HE 2 o] o). (BZ#2033311)

6.1.4. OpenShift File Integrity Operator 0.1.21

t}2 d31= OpenShift File Integrity Operator 0.1.210] A} 4= J<5Uth.

RHBA-2021:4631 OpenShift File Integrity Operator vz =3 2 7] A A} QH o] E

[}

Fileintegrity 271 A 9 X 2] A Z o} AHE A e 9 £ BUHT AR =] FA
AUt 43+ file_integrity_operator_ g FAL= @ o] o] AP }.

o 1x o9 44 2771 = A% Operator v g 23 o] 0] A& 7] &
PrometheusRule 7 319 A 317} A g4t}
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[}
}2 53 Machine Config Operator ¥ Cluster Version Operator # & 3¢ A2 = =
Aol E Foll &S WA 5H7] S8l 712 AIDE 4 J oA Al 2] HY .
o
/etc/machine-config-daemon/currentconfig
o
/etc/pki/ca-trust/extracted/java/cacerts
o
/etc/cvo/updatepayloads
o
/root/.kube
[}

AIDE g & X 2 Al 2o+ v0.1.16 8.t} et A o] 7l A = o] ) o AIDE dlo]g o] =5 %
sk W B 5 e Fel td B A o] BEh

6.1.4.2. vj1 4

[ ]
o]l Operator7} 422 adol=a u o HE AEZ AAHAA FdFU
ol 2o AF dadol= Tl 2 HE AEJHAAE Y

6.1.5. F71 gl &~

[}
File Integrity Operator o] 3j

6.2. FILE INTEGRITY OPERATOR A %]
6.2.1. 9 £& & X143} File Integrity Operator A ]
AR 2 ALY

[
admin A gko] YojoF Bt

Z2A 2
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OpenShift Container Platform 4.6 B 9 2! 7 Zg}o|

OpenShift Container Platform $] & ol 4] Operator — OperatorHub= o] &3}

2.
File Integrity Operator & A At o3 A X & P}

3.
7|12 A e 4@y QAo AE A4 Aol Operator7t openshift-file-integrity 4] ¢!

o] 20 A HES o

4,

ARE ZY9dUd
a5

AR A=A AAsEE B3-S T A L.

Operator — A x| 9 Operator 3| o] A] & o] 5 g}

2.
Operator7} openshift-file-integrity v] 9] 23] o] 20j] A 2] 5 o] Q31 3 F el =
Succeeded?l #] 313},
Operator7} /4 34 AA A &S B¢ s FAFHAIL.
1.
Operator — 4 x| ® Operator 3| o] x| o] 5 3}o] Status Lol o7 T+ A7 J=A I3
gy
2.

azrx= - Pod 3o] x| 2 A 3ls} openshift-file-integrity T2 A Eo A A& B 1 5=
Pode] 21 & 32lghd.

6.2.2. CLIZ A}-&-35}4 File Integrity Operator 2 %]

A 87 A

admin A gko] YojoF Tt

Z2A 2
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23S 433l Namespace 2 A E YAML 31 & A A .

$ oc create -f <file-name>.yaml

2 o

o

apiVersion: v1
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
name: openshift-file-integrity

OperatorGroup 2 2 A E YAML 71 & A A .

$ oc create -f <file-name>.yaml

2 o

o

apiVersion: operators.coreos.com/vi
kind: OperatorGroup
metadata:
name: file-integrity-operator
namespace: openshift-file-integrity
spec:
targetNamespaces:
- openshift-file-integrity

Subscription 2 B A€ YAML 319 & A .

I $ oc create -f <file-name>.yaml

2 o

o
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apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: file-integrity-operator
namespace: openshift-file-integrity
spec:
channel: "release-0.1"
installPlanApproval: Automatic
name: file-integrity-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

oY
ol

CSV 5} & 7 Abste] Aol HFAEA ATt
I $ oc get csv -n openshift-file-integrity
File Integrity Operator7} 231 Z<21%] &<13]t}.

I $ oc get deploy -n openshift-file-integrity

6.2.3. 71 &2

[}
File Integrity Operatori= A 3+9 Y| E 9 = S oA A AFGUth ZAA S H L2 A3 o
E 9] = 9] A Operator Lifecycle Manager A1-8& X314 A L.

6.3. FILE INTEGRITY OPERATOR o] 3]

File Integrity Operator= S 2| 2 ¥ == oA 31U FAA AALE A &2 o2 A3 st= OpenShift
Container Platform Operator¢} U t}. o] Operator:= z} = =904 A3 = AIDE(ZZF I €4 37)
AgoldE 273t 9 A3 sl= g E A EE v E5le] dE M E Pod 7] 43 5 A E Ao 208
el 2 BAE ) A FF .
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& Al = RHCOS(Red Hat Enterprise Linux CoreOS) :==71 2] 15 U t}.

6.3.1. FileIntegrity A}-8 2 A 9] g 42 A A

Filelntegrity A8 % % 9] 2] 2:2:(CR) Q1 261 2% 3h} o] 4] :Eol tid A%< 52 224 7
A A EE ey

7} Filelntegrity CR-2 Filelntegrity CR A3 A %] 3l+= (=0l 4] AIDEE 23 3t= & A E A A
seianie

Z2A 2

1.

22} == oA AALS &4 315l A worker-fileintegrity.yaml o] 2} = o8 4 A
Filelntegrity CRS A A 3 o}

Fileintegrity CR2] 4

apiVersion: fileintegrity.openshift.io/vialpha1
kind: Filelntegrity
metadata:
name: worker-fileintegrity
namespace: openshift-file-integrity
spec:
nodeSelector:
node-role.kubernetes.io/worker: ""
config: {}

openshift-file-integrity v] ¢} 23 o] 2] YAML 39 & A -89t}

I $ oc apply -f worker-fileintegrity.yaml -n openshift-file-integrity

oY
ol

v
o
oE.
mlo
m>«

13) 31 o] Filelntegrity @ B A E7}l g A o7 AALJEA] el g
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I $ oc get fileintegrities -n openshift-file-integrity

29 o
NAME AGE
worker-fileintegrity 14s

6.3.2. Filelntegrity A}-&x} & 9] &) 22 Ag) s<l

Filelntegrity A}-2-2} A o] #] 4~ 2(CR)+= .status.phase 3} 9] g4 22 Z4& a3 AH S B2}

Z2A 2

[ ]
Fileintegrity CR el £ # =l steld th5-& 43

3

Ut

$ oc get fileintegrities/worker-fileintegrity -o jsonpath="{ .status.phase }"

2 o

o

I Active

6.3.3. Filelntegrity A1-8-2} A o] 2] &2 @

[ ]

Pending - A}-8-2 3 €] 2]42(CR)7F A4 €9 & @A d .
[ ]

Active - 9]¢} & M EVF AA Ho] A== FAY Y.
[ ]

Initializing - AIDE ©l o] W] o] 27} ThA] 2718}5 = DAY ot
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6.3.4. FileIntegrityNodeStatuses ¢ H A E o] 3]

FileIntegrity CR¢] A A} 2 7} += FilelntegrityNodeStatusesz} = t}& 2 B A Ed] ¥ a1t}

$ oc get fileintegritynodestatuses

2 o

o

NAME AGE

worker-fileintegrity-ip-10-0-130-192.ec2.internal 101s
worker-fileintegrity-ip-10-0-147-133.ec2.internal 109s
worker-fileintegrity-ip-10-0-165-160.ec2.internal 102s

Fx

FileIntegrityNodeStatus 2 B A E A35 ALE-S 4= 9= ] A 7bo] 28 § A&

E 7} A5 7} FilelntegrityNodeStatus ¢ 2.4 & o] nodeName 54
AL 5 =2 dgduh 9 724 A ALe] G = results v Lol TA E B o 7] = AAL =

I $ oc get fileintegritynodestatuses.fileintegrity.openshift.io -ojsonpath="{.items[*].results} | jq

fileintegritynodestatus © B 2] € = AIDE 2 3 2] 41 e & B 3133 status Z =9 Failed,
Succeeded, Errored = Z A gt}

I $ oc get fileintegritynodestatuses -w

2 o

o

NAME NODE STATUS
example-fileintegrity-ip-10-0-134-186.us-east-2.compute.internal ip-10-0-134-186.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-150-230.us-east-2.compute.internal ip-10-0-150-230.us-east-
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2.compute.internal Succeeded
example-fileintegrity-ip-10-0-169-137.us-east-2.compute.internal ip-10-0-169-137.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-180-200.us-east-2.compute.internal ip-10-0-180-200.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-194-66.us-east-2.compute.internal ip-10-0-194-66.us-east-
2.compute.internal Failed
example-fileintegrity-ip-10-0-222-188.us-east-2.compute.internal ip-10-0-222-188.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-134-186.us-east-2.compute.internal ip-10-0-134-186.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-222-188.us-east-2.compute.internal ip-10-0-222-188.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-194-66.us-east-2.compute.internal ip-10-0-194-66.us-east-
2.compute.internal Failed
example-fileintegrity-ip-10-0-150-230.us-east-2.compute.internal ip-10-0-150-230.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-180-200.us-east-2.compute.internal ip-10-0-180-200.us-east-
2.compute.internal Succeeded

6.3.5. FilelntegrityNodeStatus CR & 3

o] 3 =7 3|3 FilelntegrityNodeStatus CR el ¢] 2 3} v Bl B g}

ek

Succeeded - 7244 HAALE SAAFUTH vlolgMo] 27} nix] et o 2 %x7]3}4 o] F AIDE
AAtel 234 543t ddE st 4 H9A Sk

Failed - 714 71 Aol A iz o). slo|Ejul o] 27} wpx vho 2 %7]5}9l o] AIDE 74}
of E3R A¥ e e U7 FFHAAGU T

)

Errored - AIDE 274 9] W} o F 7} A3 & o).

6.3.5.1. FileIntegrityNodeStatus CR A& J€] 9]

Be et de =29 =9 A

[
{

"condition": "Succeeded",
"lastProbeTime™": "2020-09-15T12:45:572"
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"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:46:03Z"

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:45:48Z"

°] % Al 7HA A A B A en AF7HA v 270l flsyd

6.3.5.2. FileIntegrityNodeStatus CR 2 3] 4} 9] 4

Al =78 AlEF ol AstEd AIDEZE 338t 39 F s TR L. dl & 5o F49A =
= Z 3} 4] Jetc/resolv.confS A g o).

$ oc debug node/ip-10-0-130-192.ec2.internal

2 o

o

Creating debug namespace/openshift-debug-node-Ildfb;j ...
Starting pod/ip-10-0-130-192ec2internal-debug ...

To use host binaries, run ‘chroot /host’

Pod IP: 10.0.130.192

If you don't see a command prompt, try pressing enter.
sh-4.2# echo "# integrity test” >> /host/etc/resolv.conf
sh-4.2# exit

Removing debug pod ...
Removing debug namespace/openshift-debug-node-ldfbj ...

ZA] T &l 3 FilelntegrityNodeStatus © H A € o] Z 3} vl g o] Failed A o] B 15 JHFH. o] A
] Succeeded =71°] A HEZ HAZL Ao A ZHS F &3] & 5 AFH T
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$ oc get fileintegritynodestatuses.fileintegrity.openshift.io/worker-fileintegrity-ip-10-0-130-
192.ec2.internal -ojsonpath="{.results}' | jq -r

=

e

QL BAE of

afl
tllo

AFaA @ A9 e

23

filo
s

Ut

$ oc get fileintegritynodestatuses.fileintegrity.openshift.io -ojsonpath="{.items[*].results} | jq

2 o

o

[
{

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:54:14Z"
b
{

"condition": "Failed",
"filesChanged™: 1,
"lastProbeTime": "2020-09-15T12:57:20Z",
"resultConfigMapName": "aide-ds-worker-fileintegrity-ip-10-0-130-192.ec2.internal-failed",
"resultConfigMapNamespace': "openshift-file-integrity"
}
]

Failed 2712 % 23] 2olo] As 3tz 9] AsAAol tat A4 @ IuE AFse 74 W 7tel
A4

—_—

I $ oc describe cm aide-ds-worker-fileintegrity-ip-10-0-130-192.ec2.internal-failed

2 o

o

Name: aide-ds-worker-fileintegrity-ip-10-0-130-192.ec2.internal-failed

Namespace: openshift-file-integrity

Labels: file-integrity.openshift.io/node=ip-10-0-130-192.ec2.internal
file-integrity.openshift.io/owner=worker-fileintegrity
file-integrity.openshift.io/result-log=

Annotations: file-integrity.openshift.io/files-added: 0
file-integrity.openshift.io/files-changed: 1
file-integrity.openshift.io/files-removed: 0
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Data

integritylog:
AIDE 0.15.1 found differences between database and filesystem!!
Start timestamp: 2020-09-15 12:58:15

Summary:
Total number of files: 31553
Added files: 0
Removed files: 0
Changed files: 1

Changed files:

changed: /hostroot/etc/resolv.conf

Detailed information about changes:

File: /hostroot/etc/resolv.conf
SHA512 :sTQYpB/AL7FeoGtu/1g7opv6C+KT1CBJ ,
qAeM+a8yTgHPnIHMaRIS+s061EN8VOpg

Events: <none>

67 FILE INTEGRITY OPERATOR

A W "oy =7] Ao 7 23] 1MB ©]42] AIDE =271 A3 +4 Wl baseb4d= A7+
gzip o}7lol B2 F7FE Ut o] A% ¢ W o] &2 2 base64 --decode | gunzip &= A5} 2
o 4= 21 74 W file-integrity.openshift.io/compressed 4] 717} = Ao =2 TAH Y]

6.3.6. o] Wl E o] 3|

o

Fileintegrity 2 FilelntegrityNodeStatus @ ¥ 4 E o] Je] 2] A 32 oJWEd A 7]FF ). o] E
A A7+ Active= Initializing 22 H 4 132 vig sty vt=A] A AAL A7 dig H = A2
obdUth 2y HA oM E = 3 H2 JH E vrg g .

$ oc get events --field-selector reason=FilelntegrityStatus

2 o
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LAST SEEN TYPE REASON OBJECT MESSAGE
97s Normal FilelntegrityStatus fileintegrity/example-fileintegrity Pending
67s Normal FilelntegrityStatus fileintegrity/example-fileintegrity Initializing
37s Normal FilelntegrityStatus fileintegrity/example-fileintegrity Active

= ARt A3 stA add/changed/removed 2 config map A B E A8l oWl Ev} A A H ).

$ oc get events --field-selector reason=NodelntegrityStatus

2 o

o

LASTSEEN TYPE REASON OBJECT MESSAGE

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to
node ip-10-0-134-173.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to
node ip-10-0-168-238.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to
node ip-10-0-169-175.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to
node ip-10-0-152-92.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to
node ip-10-0-158-144.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to
node ip-10-0-131-30.ec2.internal

87m Warning NodelntegrityStatus fileintegrity/example-fileintegrity node ip-10-0-152-
92.ec2.internal has changed! a:1,c:1,r:0 \ log:openshift-file-integrity/aide-ds-example-
fileintegrity-ip-10-0-152-92.ec2.internal-failed

F7h W7 EE AAD HD9 £F WA = A7t ABHA G FSolE Al ol WET AA

I $ oc get events --field-selector reason=NodelntegrityStatus

2 o

o
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3 6.1.

LASTSEEN TYPE REASON

114m Normal NodelntegrityStatus
node ip-10-0-134-173.ec2.internal

114m Normal NodelntegrityStatus
node ip-10-0-168-238.ec2.internal

114m Normal NodelntegrityStatus
node ip-10-0-169-175.ec2.internal

114m Normal NodelntegrityStatus
node ip-10-0-152-92.ec2.internal

114m Normal NodelntegrityStatus
node ip-10-0-158-144.ec2.internal

114m Normal NodelntegrityStatus
node ip-10-0-131-30.ec2.internal

87m Warning NodelntegrityStatus

67 FILE INTEGRITY OPERATOR

OBJECT
fileintegrity/example-fileintegrity

fileintegrity/example-fileintegrity
fileintegrity/example-fileintegrity
fileintegrity/example-fileintegrity
fileintegrity/example-fileintegrity
fileintegrity/example-fileintegrity

fileintegrity/example-fileintegrity

MESSAGE

no changes to
no changes to
no changes to
no changes to
no changes to
no changes to

node ip-10-0-152-

92.ec2.internal has changed! a:1,c:1,r:0 \ log:openshift-file-integrity/aide-ds-example-
fileintegrity-ip-10-0-152-92.ec2.internal-failed

40m

Warning NodelntegrityStatus fileintegrity/example-fileintegrity node ip-10-0-152-

92.ec2.internal has changed! a:3,c:1,r:0 \ log:openshift-file-integrity/aide-ds-example-
fileintegrity-ip-10-0-152-92.ec2.internal-failed

6.4. CUSTOM FILE INTEGRITY OPERATOR 4

AE 54 17

6.4.1. Filelntegrity 2 2.

2 = Kubernetes A&z A 9] 2] 42~(CR)¢} ul371A] £ oc explain fileintegrityS 23 3lA o} &<

Abgstel A8 54 B 5

Uk

I $ oc explain fileintegrity.spec

I $ oc explain fileintegrity.spec.config

T3 54

% Q.3 spec ¥ spec.config 54

spec.nodeSelector

(27
of

== AIDE Pod=
I LA 8| oF &F= 71-%k
A}%—?:

RE A9 =
node.openshlft.lo/os_id:

.
Hoo o

FQ ﬂllE ofl

o oFst7] QA = == 7
Y gl o gk 9 4y ok Ak
node-role.kubernetes.io/worker:
=T oA AIDEEZ o k3o,
"rhcos"= = &
RHCOS(Red Hat Enterprise Linux CoreOS)

EE oA

UYL o ofste B 71-g g A e AT
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4 A

spec.debug -9 =239tk true = 47 8} AIDE H] & A E 2]
Podoll A A& F<l Bl A #71 H e STk

spec.tolerations PAM-I% =}

spec.config.gracePeriod AIDE 7224 AR AFol ol L A] FA] dF= Al 7H(

maxBackups LEZ §A 7] Y98l re-init Z 2 A 2ol A & FH )
AIDE dle]Ejuo] 2~ 8l 20 W }] Utk o] 8 %
FatE o] M vl 2o AFor Fedyh

spec.config.name A} 24 AIDE 74 o] 39 configMap] o] &9
Yok Agkety 712 Aol A g

spec.config.namespace AF&-7F 217 AIDE -4 o] Z 34 configMape] vl ¢ 2
g o] 2=y th A4 5% & 79 FIOE RHCOS Al 2=

Wl A ge B A2 A4 FITh

T o

spec.config.key ol Ul EF ol 2 A 74 el 24 AIDE
T2 o] 23HE keyd U th 7] 2318 aide.conf Y
o}.

6.4.3. 71 ¥ A ZAA}

71 File Integrity Operator -%] -2 Filelntegrity CR3} Q3 o]0 2 4 W AU}

EZZA X

e 7R Ased e 4

filo
g

Yt
I $ oc describe cm/worker-fileintegrity
6.4.4. 71 ¥ File Integrity Operator 4] o] 3]

032 4 W 9] aide.conf 7] | A gk A Y.
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@@define DBDIR /hostroot/etc/kubernetes

@@define LOGDIR /hostroot/etc/kubernetes
database=file:@@{DBDIR}/aide.db.gz
database_out=file:@@{DBDIR}/aide.db.gz

gzip_dbout=yes

verbose=5

report_url=file:@@{LOGDIR}/aide.log

report_url=stdout

PERMS = p+u+g+acl+selinux+xattrs

CONTENT_EX = sha512+ftype+p+u+g+n+acl+selinux+xattrs

/hostroot/boot/ CONTENT_EX
/hostroot/root/\..* PERMS
/hostroot/root/ CONTENT_EX

Filelntegrity 91261 229] 7] 24 the td el 2o stelo] B @ 48 8918 AT rh

i

/root
/boot
/usr
/etc
g3 daggdde 48HA F5U
/var
/opt

fetc/ okzl ¢] 213 OpenShift #e T e €l ] = A2 Ht.

6.4.5. A8 4 | AIDE 74 A3

DBDIR, LOGDIR, database, database_out>} 7+-2 AIDE |} 53 —",UH = nE FJE
Operatordl 4] @ o] t}. Operator= 724 WAL s v = A & 49 /hostroot/ —.—A}E 713

l=l°
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Ytk 23d g 5-& Aeolyste @70 gA 2P HA &3 FE A g A A &S A
7]1& AIDE 773 o] AAHS-EY .

e

Fx

/hostroot= AIDEE 43 3}:= Podol 4] S 2E 9] 5}y A|2H-S vl 2E 3= O dEH<E
AU 7S dAshaA dHeolgulo| &7 Al 27|13k

6.4.6. A1-8-#} A <] File Integrity Operator 74 A 2]

o] o] A o)l 4 = worker-fileintegrity CRoll Al g8 7] & 74 L 7|wto g2 AEE =9 == (vl2H
=i s F)oA APse 2] AR Ao FAS Aost=d TS FUh ol fIAZE =
EAEZ APHE AL Ao AXEYo]E v £l AEE Z ¢l =t 9] /opt/mydaemond]| g o]
HE AZsE = 4 782 & A5tk

EIZA
1.
718 4L BAR G
2.
ol wx A 9ok s FHA L ALg3te] 712 742 AYFI L
3.
AP HES A 74 Wl AFFUT
4,
spec.confige] 542 %3l Filelntegrity S B AEE A A Yoz XA
5.

718 A4S FEHUL
I $ oc extract cm/worker-fileintegrity --keys=aide.conf

a2 AR T 5 A= aide.confel= 31 o] A H U} Operatoro A P25 F4 ]
WS A slr] 93 o] dAdA = FFAF slol A9 g E F7H

o
rr

$ vim aide.conf

2 o

o
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/hostroot/etc/kubernetes/static-pod-resources
/hostroot/etc/kubernetes/aide.*
!/hostroot/etc/kubernetes/manifests
/hostroot/etc/docker/certs.d
/hostroot/etc/selinux/targeted
!/hostroot/etc/openvswitch/conf.db

HEE

e

e

rO

= A4 A2 E AP
I /opt/mydaemon/
o2 g2 fetcoll AFF

I /hostroot/etc/ CONTENT_EX

T4 92 F=x31+<= Filelntegrity CR v U3 2 EE A o] g},

apiVersion: fileintegrity.openshift.io/vialpha1
kind: Filelntegrity
metadata:
name: master-fileintegrity
namespace: openshift-file-integrity
spec:
nodeSelector:
node-role.kubernetes.io/master:
config:
name: master-aide-conf
namespace: openshift-file-integrity

m

Operator= A28 A 9 92 A2 33 2 3= Filelntegrity © ¥ A
T4 Wl A3dU o

o FAG o] 52

I $ oc describe cm/master-fileintegrity | grep /opt/mydaemon

2 o

o
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I !/hostroot/opt/mydaemon

6.4.7. AH&AL Qo] L #2743 773 HA

93 AR A4S WA EE A E 74 WS WA A w4 A 2. di4] spec.name, namespace,
key 544 %3 Filelntegrity S BEAEo] A4A 74 WS HASAA Q.

6.5. 323 CUSTOM FILE INTEGRITY OPERATOR %79} 43}
6.5.1. tlolElul o] = ThA] 27]3}

File Integrity Operatoroll 4| 7] 8l & W17 & 7HA|sHH vl oM o] =& OHA] 27188l oF & UF

file-integrity.openshift.io/re-init= Filelntegrity A8} A 2] 2] 4~ 2(CR)d =42 ).
I $ oc annotate fileintegrities/worker-fileintegrity file-integrity.openshift.io/re-init=

ol # dlolgwHlo] 2 U 21 vt o] MY 5 A o o] g H| o] 27} x7]s}H Yt} oc debugs
AH&-ste] A E Pode] tha oA B 4 o] oA dHolHMlo| 2 g 2%/
etc/kubernetes o}l o] ;== B A G}

%9 o
Is -IR /host/etc/kubernetes/aide.”
“FW===nmne . 1 root root 1839782 Sep 17 15:08 /host/etc/kubernetes/aide.db.gz
“FW===nune . 1 root root 1839783 Sep 17 14:30 /host/etc/kubernetes/aide.db.gz.backup-
20200917T15_07_38
“FW===nmnn . 1rootroot 73728 Sep 17 15:07 /host/etc/kubernetes/aide.db.gz.backup-

20200917T15_07_55
-rw-r--r--. 1 root root 0 Sep 17 15:08 /host/etc/kubernetes/aide.log
“FW===nunm .1rootroot 613 Sep 17 15:07 /host/etc/kubernetes/aide.log.backup-
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20200917T15_07_38
-rw-r--r--. 1 root root 0 Sep 17 15:07 /host/etc/kubernetes/aide.log.backup-
20200917T15_07_55

AR H 2= 7S AT 98 A7 74 W¥-L Filelntegrity @ HAE o] £31x] gfo v
2 3% A7 223t 1 23 FilelntegrityNodeStatus . H A E o) o] A o] 1 AA A7}
A4 EAF Y

6.5.2. WA 74 53

OpenShift Container Platform 49| A &3 2 == 342 MachineConfig L BA EE S35 #| &
Yt MachineConfig 2 HA E 2 Q1] vt M7 o] g o]t WA o2 v FA4 AT A
3 81A] golof Fth. MachineConfig S HA E ¢Jd|o] E & 2l3 %1 WA S oA 517] 913 File
Integrity Operatorol 4] == @ BAEES ZHA|SUt =71 o] EE v gdo]E 7]7F 52 AIDE 7
A7 GA] SEE YL gl EVE 5 =H Ho]Hu| o] 271 A 271385 51 A AT THA] Al R U

o]Z 3 YA FA L A =dE == LBAE FA o) utg g = 2 MachineConfig APIZ 53 ¢ d]
o|Edut A -&-H}.

6.5.3. t & A E &

7} Filelntegrity @ B A E= o7 =0 U3 AALS Uepd Uk ZAL A = bl A Edl A &3t
i Podo A 3 gt

FileIntegrity S HA|EZ el &= & A EE Zogd 35 AP A Q.

mlm
XY

I $ oc -n openshift-file-integrity get ds/aide-worker-fileintegrity
A HE A ES Pods st d a5 233 J o
I $ oc -n openshift-file-integrity get pods -lapp=aide-worker-fileintegrity
9] AIDE Pode] 2 25 » & Pod & sl 4] oc logsE &3 o).

I $ oc -n openshift-file-integrity logs pod/aide-worker-fileintegrity-mr8x6
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=9

Starting the AIDE runner daemon
initializing AIDE db

initialization finished

running aide check

AIDE d] 2o 4] A st 74 W2 15X ¢o v File Integrity Operatord 4] 2] ] g 3 Ak gt}
e As 2 9 F A= ol g g A Wl W& o] FilelntegrityNodeStatus ¢ B Al € 7} 7}2] 7] &=
A Wl HAFE YL

6.6. FILE INTEGRITY OPERATOR &4 sl 4
6.6.1. At 74 &4
A
File Integrity Operator2] ¥tz 2l EA & s 4dsle 2 .
a4
Fileintegrity ¢ B A E o x| tv] 2 2] 2 & &A st t). debug E2] 2 & AHE-sHH

DaemonSet Podol A 23 5] AIDE AALES A3 sl gl 29 AA| £50] Zolx ).

6.6.2. AIDE 4 32l

a2

AIDE 74 2 Filelntegrity S BEA E 9} FA 3l o]0 2 A W A ZgUtt. =& AIDE 14 9
T4 W o] = file-integrity.openshift.io/aide-conf @] o] B-0] XA ).

6.6.3. FileIntegrity @ 2.4 E o] ©A] &<l

A
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FileIntegrity @ B A E 7} 9l=A] vtotsta @A & Fdstd 2 gy
a2

FileIntegrity Q HA E o] AR Fel & Bejd b3S A3
I $ oc get fileintegrities/worker-fileintegrity -o jsonpath="{ .status }"

Filelntegrity 2 B A E o} w1 Q] g & A E7} A=A FH 71 Active= A Fx| o] of ). 18]A
ok o W Operator Pod =15 321314 A 9.

6.6.4. U] = A E 2] Pod7} ¢l A =0 A A3 F2lX] §o

RS

=
W& A=t £4832 oS Pod7t A H oo} sl mEol A A E L YEA Selaez F
o}
a4
gee gy

I $ oc -n openshift-file-integrity get pods -lapp=aide-worker-fileintegrity

Fx

-owide & F7}51'd Pod7} 23 59l ==9] IP 471 £3¢g .

tl Pode] 225 8215tz oc logs & A4 gt

AIDE *g 7 9] ukgh 3k

o

Sl ste] HAZL &3 £ A A=A FAHAA L.
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73 XA 21 B 7]

OpenShift Container Platform Z-Aloll A= Al 2"l o] 7| A2}, A2 £ 71 A4 QA7 A2
o] 9F S F @5 Ad2E Y= B AA A2 JAF S AT

7TA.API Al 21 AR

AR APL A M) 2014 2550 A B2 S0l 0k RE 23S /IS8T 2 AL 2adE ge
Pu7t TgAUL

X74. A2

g= v

level oW EZF A E A FFED YT

auditlD 7t g 3ol A== IF ZAHIDY YT

stage o] ol E QI A7 A HAS W o] 8% A2 AP YT
requestURI FoldEAM AH=E Bl 23 URIYY Y

verb 9 A3 #H F Kubernetes SAFY YT 2] A7 old @ 9] AL AR}

HTTP WA =Yt}

user S AR A B A YT

impersonatedUser A Al A Y Th @ oA T2 AR E 7 e A 7HEE AR A
Bdyoh

sourcelPs Ael Ayt @ o] A A2 P B F3F ZE A Y

userAgent Ae Ayt Skl A Eol X BAlgh AgAL ol o] HE E2Fd Y Y Th
ARG AE A o] dE = Sefo]l A Eo A Al g8t A= = glsyh

objectRef Ae Abgeiyh o] 23 o] o] B L BEAE Fx9 Yt o] = List
FE 8 =g airtold 8= A8 5HA EFyh

responseStatus el 219l Yl ResponseObject ) Status &3 o] o}d 7 -l &= x]

AA = TH AHPUTH AT AL $EFS fall A7]dl= Z=7 235 Y
ok E fEol obd 2/ §H A LF WAAT AR A HY
o
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7. AL 22 17

g= a4

requestObject el ALyt S 3 ] APl @ BAE R JSON &2 0 2 wof gl&4Y E}.
RequestObject= v d wish 7| 27k A4, < Lt W3 dol] @344 ¢l
£ 2R (JSONS 2 A 19 E %%) ZISHU T 98 wde] A
HAE LEAE fFyol I AARZE T8 QEAET} obd 5 dF T
gartotd g F o A AEY o 5 ol el ARt 7S5 Yt

responseObject A AU Th S Hel A ukskE API 2, JSON & 2] 0 2 5 o]
214t ResponseObject= <) & i t&%% % 71 =% 51 JSON
£iﬁ€ﬂ%wﬂﬁléﬂwhka-4~%£%Hﬁ%%¢%ﬂﬁﬂ
Z1=g Yt

requestReceivedTimestamp 23 o] APl M H] o] = &3 A 7kd o}

stageTimestamp Qo] A A GA o =Ed A YT

annotations

orle o @

“W ak71 13l °“"f¥ T4 8485 At A s ofF S k(e
odsecuritypolicy. adm|SS|on.k8s.|o/poI|cy). e grolok gt
A2 vl etd| ol B ol Zehg Yt

WP x

Kubernetes APl x| 1] 2] =9 4d:

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditlD":"ad209ce1-fec7-
4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/vi/namespaces/openshift-
kube-controller-manager/configmaps/cert-recovery-controller-lock?
timeout=35s","verb":"update","user":{"'username":"system:serviceaccount:openshift-kube-
controller-manager:localhost-recovery-client","uid":"dd4997e3-d565-4e37-80f8-
7fc122ccd785","groups":['system:serviceaccounts","system:serviceaccounts:openshift-
kube-controller-manager”,"system:authenticated"]},"sourcelPs":["::1"],"userAgent":"cluster-
kube-controller-manager-operator/v0.0.0 (linux/amd64) kubernetes/$Format”,"objectRef":
{"resource":"configmaps","namespace’:"openshift-kube-controller-manager”,"name":"cert-
recovery-controller-lock","uid":"5¢57190b-6993-425d-8101-
8337e48c7548","apiVersion':"v1","resourceVersion'":"574307"},"responseStatus:
{"metadata":{},"code":200},"requestReceivedTimestamp":""2020-04-
02T08:27:20.200962Z","stageTimestamp':"2020-04-02T08:27:20.206710Z","annotations™:
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of
ClusterRole \"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-kube-
controller-manager\'"'}}

7.2. HAF 21 B 7]
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7t AEE Z 9 k= (vj2H =8 3% 3o o3 OpenShift APl A 1], Kubernetes APl X #] 2
OpenShift OAuth APl Al ¢] 2 12 2 % 91Ut}

EZZA X

RIS REE 452 Y

o

Ut

OpenShift APl A v] 48] 2 27 W 7]

7 AES

e

g9l == AH8-2 5= 2l= OpenShift APl i1 =35 a3y

$ oc adm node-logs --role=master --path=openshift-apiserver/

2 o

o

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T00-12-19.834.log
ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T00-11-49.835.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T00-13-00.128.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

rT o] 23 21 o] 22 A 3te] EA OpenShift APl A¥] = 15 Q13 }.
I $ oc adm node-logs <node_name> --path=openshift-apiserver/<log_name>

oq =

i

W g3t gEU

$ oc adm node-logs ci-In-m0wpfjb-f76d1-vnb5x-master-0 --path=openshift-
apiserver/audit-2021-03-09T00-12-19.834.log

2 o

o
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{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditlD":"381acf
6d-5f30-4c7d-8175-
c9c317ae5893","stage":"ResponseComplete”,"requestURI":"/metrics”,"verb":"get"
, user":{"username":"system:serviceaccount:openshift-monitoring:prometheus-
k8s","uid":"825b60a0-3976-4861-a342-3b2b561e8f82","groups":

["'system:serviceaccounts”," " system:serviceaccounts:openshift-
monitoring”,"system:authenticated"]},"sourcelPs":
["10.129.2.6"],"userAgent":"Prometheus/2.23.0","responseStatus":{"'metadata":
{},"code":200},"requestReceivedTimestamp™:"2021-03-
08T18:02:04.086545Z","stageTimestamp":"2021-03-
08T18:02:04.107102Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC:
allowed by ClusterRoleBinding \"prometheus-k8s\" of ClusterRole \"prometheus-

k8s\" to ServiceAccount \"prometheus-k8s/openshift-monitoring\""}}

Kubernetes APl 4] 215 H4t.

7 AES

e

g2l == AL

e

4 9+ Kubernetes APl 1] 215 Y4I gy,

I $ oc adm node-logs --role=master --path=kube-apiserver/

2 o

o

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T14-07-27.129.log
ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T19-24-22.620.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T18-37-07.511.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

Lt o] 3 21 o] 2L A A 3] 54 Kubernetes APl A8 215 2131}
I $ oc adm node-logs <node_name> --path=kube-apiserver/<log_name>

o=

i

W e 2ay.
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$ oc adm node-logs ci-In-m0wpfjb-f76d1-vnb5x-master-0 --path=kube-
apiserver/audit-2021-03-09T14-07-27.129.log

2 o

o

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditlD":"cfce8a
0b-b5f5-4365-8¢91-

79¢1227d10f9","stage":""ResponseComplete”," "requestURI":"/api/vi/namespaces/o
penshift-kube-scheduler/serviceaccounts/openshift-kube-scheduler-
sa","verb":"get","user":{"username™:"system:serviceaccount:openshift-kube-
scheduler-operator:openshift-kube-scheduler-operator”,"uid":"2574b041-f3c8-
44e6-a057-baef7aa81516"," " groups"':
["'system:serviceaccounts","system:serviceaccounts:openshift-kube-scheduler-
operator”,"system:authenticated"]},"sourcelPs":
["10.128.0.8"],"userAgent":"cluster-kube-scheduler-operator/v0.0.0 (linux/amd64)
kubernetes/$Format”,"objectRef":

{"resource":"serviceaccounts”,"namespace":"openshift-kube-
scheduler" "name":"openshift- kube scheduler-
a","apiVersion":"v1"},"responseStatus":{"metadata":

{},"code" 200},"requestReceivedTimestamp™:"2021-03-
08T18:06:42.512619Z","stageTimestamp'":"2021-03-
08T18:06:42.516145Z","annotations":{""authentication.k8s.io/legacy-
token:"system:serviceaccount:openshift-kube-scheduler-operator:openshift-
kube-scheduler-
operator”,"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"R
BAC: allowed by ClusterRoleBinding \"system.openshift:operator:cluster-kube-
scheduler-operator\" of ClusterRole \"cluster-admin\" to ServiceAccount
\"openshift-kube-scheduler-operator/openshift-kube-scheduler-operator\""}}

OpenShift OAuth APl A v] 21 H7]

Z} AEZ Z8 9 =04 AHE3 5= 9+ OpenShift OAuth APl A 8] 2 22 a3

$ oc adm node-logs --role=master --path=oauth-apiserver/

2 o

o

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T13-06-26.128.log
ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T18-23-21.619.log
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ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T17-36-06.510.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

= o] g3} 21 o] 22 XA sto] 574 OpenShift OAuth APl Av] =12 3ol g
o}

I $ oc adm node-logs <node_name> --path=oauth-apiserver/<log_name>

a2

il

W thg 3 g

$ oc adm node-logs ci-In-m0wpfjb-f76d1-vnb5x-master-0 --path=oauth-
apiserver/audit-2021-03-09T13-06-26.128.log

2 o

o

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditiD":"dd4c4
4e2-3ea1-4830-9ab7-
c91a511388d6","stage":"ResponseComplete”,"requestURI":"/apis/user.openshift.io
/vi/users/~","verb":"get","user":{"username":"system:serviceaccount:openshift-
monitoring:prometheus-k8s",""groups™:

["'system:serviceaccounts”,"system:serviceaccounts:openshift-
monitoring”,"system:authenticated"]},"sourcelPs":
["10.0.32.4","10.128.0.1""],"userAgent":"dockerregistry/v0.0.0 (linux/amd64)
kubernetes/$Format","objectRef":
{"resource":"users",""name":"~","apiGroup":"user.openshift.io”,"apiVersion":"v1"}
, responseStatus’:{"metadata":
{},"code":200},"requestReceivedTimestamp':"2021-03-
08T17:47:43.653187Z2",'stageTimestamp":"2021-03-
08T17:47:43.660187Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC:
allowed by ClusterRoleBinding \"basic-users\" of ClusterRole \"basic-user\" to

Group \"system:authenticated\'""'}}

73. A 21 2HH

jd EE THE JSON 78 24 £-2 ALg-5to] AP A 24t 228 REIY & & Ysich
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Fx

AR E AL 22 Z A4 o3 API A AL 220 71 S5 = AR ¢S
AHH T
g Aol A= jqE AL AEE =49 ==node-1.example.comol| A ZHAL 21 &

€ dE ATIUS. S AHS-st= Bl dd AAF o2 jq 2EAE FEHHA L.

A 27 A

[}
cluster-admin & 3o] A8 2 Z 2 2H | QA 2T 5 lojof ).

AH8-A71 OpenShift APl 48] ZHAF 2 1.5 B H P o

$ oc adm node-logs node-1.example.com \
--path=openshift-apiserver/audit.log \
| jq 'select(.user.username == "myusername")’

AH&-#} o o] A E 7} OpenShift APl x| ¥] 714} 2 25 P E g o).

$ oc adm node-logs node-1.example.com \
--path=openshift-apiserver/audit.log \

| jq 'select(.userAgent == "cluster-version-operator/v0.0.0 (linux/amd64)
kubernetes/$Format")’

Aol g %
EERE

£74 APl | d ¥ 2 Kubernetes APl 8] ZHA} 2 15 HEH S ALE A o] A ETE =7

Ik

$ oc adm node-logs node-1.example.com \
--path=kube-apiserver/audit.log \

| jq 'select(.requestURI | startswith("'/apis/apiextensions.k8s.io/vibetal")) |
.userAgent’

%A} A 9] 51] OpenShift OAuth APl A 8] ZHA} 2 212 Y ).

176


https://stedolan.github.io/jq/manual/

73 A 21 17

$ oc adm node-logs node-1.example.com \
--path=oauth-apiserver/audit.log \
| jq 'select(.verb !="get")'

74. 72A 21 53

must-gather &-& Ag-sfel el 2l & Tl Jhs] Ae A2
Red Hat 918 A Ea71 nd 4 A5

i
$
o
e
=
ki
lo
hs)
o
i
of
_oJ_r‘

Z2A 2

1.

mlo
s
e
L
)

-- lusr/bin/gather_audit_logs Z 2] =& A}-&35}< oc adm must-gather

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

Z¢] tE 2 olA 4 ¥ must-gather T g E2] oA ¢35 2L HEU o E S0
Linux €9 A A= A1 L5t AFEHOA & 95 S /\lzsga‘]—],'l];]__

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

must-gather-local.4722403699006248 2 A x| t] d g g o] & 2 WAt}

[}
must-gather &
[}
APl ZZAl 21 o] E 3%
[}
A 2R A A
[}

ERAL Al 2Hlo] 20 A
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https://access.redhat.com
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#about-must-gather_gathering-cluster-data
https://github.com/kubernetes/apiserver/blob/master/pkg/apis/audit/v1/types.go#L72
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#audit-log-policy-config
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging-external

OpenShift Container Platform 4.6 B¢t @ A Zglo] A X

8%. =2 RF 74

ol Al g% At 212 B 2B Aelste] APl A 1AL 20 1S HE PR FL AT 5
2141t

8A. A Ea A eI AR

A 2 = 292 OpenShift APl A 8], Kubernetes APl 48], OAuth APl 8|2 So]2 & R3S
71538t= iS4 «] Ay

OpenShift Container Platformol 4| = th5-3} 3Ho] Abd B ojld AL A F 2235 AFdy o

Profile A

Default e17] 9 227] @ o o gk w et o] EI vk 7] F 3h vk OAuth A = E& A
AR 8 S AL 8% BEEL /=25K Utk ols 7|2 F
QY

WriteRequestBodies < &3 g v etd o] 8 715 S ol = APl A Bjof] B gt == 227] 8

(create update, patch)¢] 8% 2728 7| S5y} o] Z2Foj =
Default Z= 2 Rt} 2] 22 o8| =7} gl

AllIRequestBodies ZE oo dig vEetbl o]l 71 = o= APl Ao thdk =g ¢ 7] 9 2
71 2% (get list, create, update, patch)2)] 2% B &S 7] =35t} o]
r2ge gar ous =7} g wey [l

Secret, Route, OAuthClient 2 B A E ¢} 742 w1 713} g] 4~ 2= v gty o] g =& o]} 2 &=
7125 A <5y 22 2~E 7} OpenShift Container Platform 4.50 4 ¢ 2dol=H 7A-$¢-
OAuth EE L& 3|3 QHAE o|Fo] Ut ARV X3E F Jorv = A 7|5 HA °“\‘4'1}

7182 o 2 OpenShift Container Platformo]| 4] = Default 24 21 2 J S A8 . o 3 &
7HA] 7158t & AL A F T2 H S A 75 JA T ok glAa2 AHE-FH(CPU, Wl 2.2, 1/0)S
%3 glejof Fich.

8.2. At =138 74
API Ml Sol ot 232 7158 v AT At 22 392 74+ A&t

A 27 A
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cluster-admin & &t9] Al &A= S| Ao AA AT 4= 9 o]of I},

APIServer 8| 225 HAIY.

$ oc edit apiserver cluster

spec.audit.profile 2 =2 Jd o] EF .

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:

spec:
audit:
profile: WriteRequestBodies ﬂ

84. 7/ 214 A

>4

Default, WriteRequestBodies === AllRequestBodies= A& 3} 7| z 2 Hd o

Default] 1 t}.

Kubernetes APl 4] Pode] Al Mol 24159 Sl of aglol @ 2 3=

3.
e Agstel WA S A S HU T
4,
Huth

$ oc get kubeapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

4

Kubernetes API A #] 2] NodelnstallerProgressing A8l A& ZAEslo & =71 F41
AR 323Ut ol EVF AT H o= AP A =7 o AlINodesAtLatestRevisiono] %
Algyd.

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ
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ol dlol A A4 ¥R WEE 12 9.

H

220 08 5 shusl 4418 WAR 7 EAHE Qelol 7} obd A F9Ae YEriY .
2 2 708 F oA A s,

3 nodes are at revision 11; 0 nodes have achieved new revision 12

2 nodes are at revision 11; 1 nodes are at revision 12
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9. TLS Bt =23 A4

9Z. TLS Het =29 XA

TLS Bt 2 g X7t Ao AT uf FEo|AET AL T F Y= TS E A= HH S A
s}, 0] a7=]] sl OpenShift Container Platform 24 Q4 oA ¢ A H|E =2 & F U435 &=
= 4 E5S 385 A d= €55 golB g E A E F AU

o}-.]

fl

Ze 28 BEAE he 74 24 Z47e) AH§ T TLS ROt 2 d e A9 = &t

Ingress ZAEE ¢

HEZ 24

RS

o] 7] 9l = Kubernetes API 4] 1], OpenShift APl A 1], OpenShift OAuth APl A v} 2
OpenShift OAuth A ¥ 7} Z3Hg}.

9.1. TLS .9t =27 o]3)

TLS(Transport Layer Security) ¥.9F 3= 22 1 -8 X835} t} 43t OpenShift Container Platform 4]
Q40 3 TLS ¢35 = A2 4 A5 th OpenShift Container Platform TLS B el =23 o
Mozilla 4% +4 & 7]vto 2 gt}

7} A Q40 & 2 TLS Bet 2293 = U= (AT &= &Y

X 91.TLS KRS == 9
Profile A

old O Z2YE AN FAOLE s Aol el PA 483 A2 2
U Z2ge oA HAdde &

r*°1'
rﬁ
ol
-
oX
tlo
N
iz
|o
fu
i
i
fu)

Old Z29dd&= H A TLS WA 1.00] Z a3t}

23

e

Ingress AEZ2]2] 45 HATLS B A o] 1.0 112 A
SHU.
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https://wiki.mozilla.org/Security/Server_Side_TLS
https://wiki.mozilla.org/Security/Server_Side_TLS#Old_backward_compatibility

OpenShift Container Platform 4.6 ¥ ¢t 2! A Zalo] el ~

Profile A

Intermediate o] z2 Lo YR Eo FFoldENA AHEHE=E T YUY Ingress A E
EH L AEE Zg e 7ETLS Rt zzdd Ut 2208 =7 53
A A TS e E YT

Modern ol ZR I L o] MHHe T8 o] QA e FHA Fefo|AE 9} A}
2317 Y3 APUTh o) TEH LS HA 584 AF AL 7o E Y

Modern Z2 3o = H A TLS A 1.30] 83}

23

-

OpenShift Container Platform 4.6, 4.7, 4.8 A =
Modern == o] 2| Q5% &Yt Aelstd
Intermediate == o] & 3g Yt}

<
&Mﬂ # 7 Modern == 3 & A == ¢r&th

A2 A% o TERL G ASTTLS WA JEE FT 5 AU

=~

_Zro
A Custom =2 32d S A8 nje gd2E TR
& = 3 g

A3 A 7F LA

oz
s
-
5
o
d

23

OpensShift Container Platform 2}-$-€] & A}-8-3}% Red
Hatell A vl 3 8F OpenSSL 7] 2 TLS 1.3 & 5.3} Al & Al
E & A8 4 &Y ol OpenShift Container Platform
4.6,47,480=TLS1.3 944 2 ¢35 AEFFLE A}
|3+ sy
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https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility_.28recommended.29
https://wiki.mozilla.org/Security/Server_Side_TLS#Modern_compatibility

9. TLS Bt =23 A4

£ ' 2
E%é% el gold Zeed 48 F e A Ste 4% A Zend 74 de s
g s daUthds qaaéxxzmw f 7 Z2W S ALS e ALl
A D)= XY.ZH = gaelol=atE Al 2 F4o] g Ho] Bolfo] WA
% A

92.TLSHeI T2 ™ AR AR 17|

O3zt 74 240 s AP oA TLS Bet Z2 o] A4 TLS wd 2 ¢
Ingress AEZ# 2 AEE Z Yy}

mlm
+>
ass
oy
v
v}

zzdd g A2 TLSHA 2 45 229 E349 74
J&U

flo
ey
oX,
ko
B>
=)
fiu)
fu)
i
o

Az

54 TLS uoh =289 A% Fug st gy

I $ oc explain <components.spec.tisSecurityProfile.<profile> ﬂ

<component> 9] tj 3] ingresscontroller 5=+ apiserver = XA g t}. <profile>9l|
o3l old, intermediate, custom2- X A g t}.

dE Eo] AEE =999 intermediate == o]
Yt}

o
rid
2
fol
il
i)
rO
o
in)
=)
v
o
filo
4
ofl_',
ot

$ oc explain apiserver.spec.tisSecurityProfile.intermediate

2 o

o

KIND: APIServer
VERSION: config.openshift.io/v1

DESCRIPTION:
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intermediate is a TLS security profile based on:

https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility .28reco
mmended.29
and looks like this (yaml):
ciphers: - TLS_AES 128 GCM_SHA256 - TLS_AES_256_GCM_SHA384 -
TLS CHACHA20 POLY1305_SHA256 - ECDHE-ECDSA-AES128-GCM-SHA256 -
ECDHE-RSA-AES128-GCM-SHA256 - ECDHE-ECDSA-AES256-GCM-SHA384 -
ECDHE-RSA-AES256-GCM-SHA384 - ECDHE-ECDSA-CHACHA20-POLY1305 -
ECDHE-RSA-CHACHA20-POLY1305 - DHE-RSA-AES128-GCM-SHA256 -
DHE-RSA-AES256-GCM-SHA384 minTLSVersion: TLSv1.2

TA Q4 9] tisSecurityProfile 2 = o t) 3 2 & A} A B = 3egh}.

I $ oc explain <component>.spec.tisSecurityProfile ﬂ

<component> o] o3l ingresscontroller &=+ apiserver = *| A g t}.

o] Z Eo] Ingress A E £ 2] 9] tisSecurityProfile 2 =9 R = A2 A1
S 3P

u

_] i
rO
o
i)
2}
v
o

I $ oc explain ingresscontroller.spec.tlsSecurityProfile

2 o

o

KIND: IngressController
VERSION: operator.openshift.io/v1

RESOURCE: tIsSecurityProfile <Object>

DESCRIPTION:

FIELDS:
custom <>
custom is a user-defined TLS security profile. Be extremely careful using a
custom profile as invalid configurations can be catastrophic. An example
custom profile looks like this:
ciphers: - ECDHE-ECDSA-CHACHA20-POLY1305 - ECDHE-RSA-CHACHA20-
POLY1305 -
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ECDHE-RSA-AES128-GCM-SHA256 - ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion:

TLSv1.1

intermediate <>
intermediate is a TLS security profile based on:

https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility .28reco
mmended.29

and looks like this (yaml):

modern <>
modern is a TLS security profile based on:
https://wiki.mozilla.org/Security/Server_Side_TLS#Modern_compatibility and
looks like this (yaml):

NOTE: Currently unsupported.

old <>
old is a TLS security profile based on:

https://wiki.mozilla.org/Security/Server_Side_ TLS#OIld_backward_compatibility
and looks like this (yaml):

type <string>

o] 7] o Al & intermediate Z= o] ¢}s W HA WAL YL}
modern 229 9] ¢t5 9 AL WAL YL

old 2 @eo] o5 @ H & ujAL o /lo| 4 Ak

9.3.INGRESS ZIEZ2 9| TLS B¢t =23 74

2 APl A Aol A EE ALSA A9 TLS net =28 e AP TLS net xzgo] FARR

Ingress ZAEE 2|9 O] g TLS B eF == H -8 4312 IngressController CR(AF8-#}F A 9] 2] & 2)
o]
Xo A 71232 APl Ao - A TLS Bt =298 7|uto 2 3.
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Old TLS ®. ¢t = 2 512 724 3t= A= IngressController CR

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:
old: {}
type: Old

TLS Bt =2 H L Ingress AEE2 2] TLS 44 i3k H4A TLS A3 TLS ¢35 & F .

Status.Tls Profile o}} 2] IngressController CR(A}-8-#} A ] 8] 4~2) 9 Spec.Tls Security Profile
o] FAHAE TLS Bt T2 oA FAATLS Ht =2 ¢S D AL TLS A S 0T F+ dFY
th. Custom TLS Bt =2 o] A% 54 43 9 A& TLS A o] F w7l ot ol g

HAProxy Ingress ZIEE 2] o]u] X = TLS 1.32 X 31X &2 1] Modern = Z 3} o
£ TLS 1.30] B 2322 ol XA A &5uUth Ingress Operatori= Modern = 2 v}
< Intermediate® W 3§ o). =3, Ingress Operator= Old =+ Custom = &2 312 9]
TLS 1.02 1.12 35132 Custom Z 2392 2] TLS 1.3& 1.22 HIAF ).

A 27 A

[ ]
cluster-admin & &2] AL g-212 S 2Ho|| AT 5= Qoo g}

openshift-ingress-operator 3= 2 3] € o] A] IngressController CRS H 3] 5}¢o] TLS W QF 3
29g T

I $ oc edit IngressController default -n openshift-ingress-operator

spec.tisSecurityProfile 2 =& F7}3d}.
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Custom 3 2 Z o] tjj gk IngressController CR A =

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:

type: Custom ﬂ

custom:
ciphers: e
- ECDHE-ECDSA-CHACHA20-POLY1305
- ECDHE-RSA-CHACHA20-POLY1305
- ECDHE-RSA-AES128-GCM-SHA256
- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

9. TLS Bt =23 A4

TLS 1 ¢ == 9 §3(0ld,Intermediate == Custom)2 A A3}, 7| 231

Intermediate{] 1] t}.

old: {}

intermediate: {}

custom:

custom 3¢ AL TLS 43535 2=

Na

“
e
tllo
X
o
o
2
=)
oM,
>
09.',
filo
)
oo
zd
L
v

)

= AR FY
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Z

ol

IngressController CRol] = 2 3}l o] AA ¥ o] gJ =X &l

$ oc describe IngressController default -n openshift-ingress-operator

2 o

o

Name: default

Namespace: openshift-ingress-operator
Labels: <hone>

Annotations: <none>

API Version: operator.openshift.io/v1
Kind: IngressController

Spec:

Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom

9.4. AEE Zg9lo TLS el e d 114

G <lo] thsk TLS Bt == 38 A5 A APIServer CR(AFE A A 9] 8] 4A2)L AR 519
= A2 A TLS ¥k =21 e x4 o). APIServer CRo|A] TLS Bl =2 d e A
EE Z¥9 A4 842 AAo] Ang.

Kubernetes APl A 1]

OpenShift API A4 1]

188



9. TLS Het =g 47
OpenShift OAuth API A1
OpenShift OAuth A 1]

TLS Bt 2 o] FAHR e 729 7|2 TLS Bl 2 92 |ntermediateg] Y t}.

a1

Ingress AEZ# 9] 7|2 TLS Bt =2 o AP A u]o] 449 TLS Bt =2 T2 7]
o 2 g

OId TLS B¢l 2 w2 ;A5 = M= APIServer CR

apiVersion: config.openshift.io/v1
kind: APIServer

spec:

tisSecurityProfile:
old: {}
type: Old
TLS R Z2d L2 AEE Z4Q 748 849 SN =t ZQIF AL TLSHA L TLS ¢35 & 49
.

Spec.Tls Security Profile¢] APIServer CR(A}-8-A A 9] glA&2)o A A4 d TLS Bt =2 H 8 3191
g JdFUT Custom TLS B¢t =2 F o] A9 54 ¢35 9 H4 TLS vjdo] g

31
ZEE Z¢A2 TLS1.32 A TLS HjA o = A Y3}A L&Yt TLS 1.30] Z 9 3}
22 Modern T2 328 X 5% ek t).

A 27 A
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cluster-admin & &t9] Al &A= S| Ao AA AT 4= 9 o]of I},

718 APIServer CRS AR 3lo] TLS ot =2d 2 74

d
k3
T

I $ oc edit APIServer cluster

spec.tisSecurityProfile 2 =& F7}3 ).

Custom = & 512} o] APIServer CR A=

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
tisSecurityProfile:
type: Custom ﬂ
custom:
ciphers: e
- ECDHE-ECDSA-CHACHA20-POLY1305
- ECDHE-RSA-CHACHA20-POLY1305
- ECDHE-RSA-AES128-GCM-SHA256
- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

TLS ® 9t == §3(Old,Intermediate == Custom)< XA 3t} 7| 272
Intermediate] 1] t}.

old: {}
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intermediate: {}

custom:

o
c

@
o

3

o
oflt
lo
o
o
—|
-
w
12
fo
i)
Ja
Ju
)
B
B>
o
oo

TLS 1 ¢l == & 3 o] APIServer CRol| A 5] o] I=A] &<l ],

$ oc describe apiserver cluster

2 o

Name: cluster
Namespace:

API Version: config.openshift.io/v1
Kind: APIServer

Spec:
Audit:
Profile: Default
Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom

9. TLS Bt =23 A4

A TLS Md-e A4 Fuich.
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10%. SECCOMP =29 4]

OpenShift Container Platform A |01 =& PodE 11} o] 4ol 2 Aol z¢S 3 sl= & of
ZA A S AA P A Z Aol Aol It oz 712 24 AA A2 APIe] #2519 I @ 2
LY seccomp B¢ AT E REE AHE THe A1 AH 359 59 AN S &S AH o
A AYPHE ZZAAE AstE v AL 5 JE Linux A 715 QU ol 8@ A 2" §22 A
oyl =& Podoll A &5 222 & A5t 7+ F FUth seccomp 2P ] 230 JSON
a2 AFgyh

OpenShift 9| Z =+ seccomp ZZHo] Q&% 31 7] BF 0 2 A3k glo] A5
Yt

10.1. 2= POD9] tj & 7] 2 SECCOMP Z =3 34 3}

OpenShift Container Platformo] = @ El9)/7| R gto 2 A2 5 E 7] seccomp Z=Ho] A ZHY
t}. A}2 A} A4 SCC(H.SF AL AE |k 27)2 WA 5lo] Pod == A” oY Y20 g3 7| &
seccomp T2 35 &35 F JdFU

XL &=
{ p
[ i
4 AH8-2 A1 SCCE A oF . 712 SCCE A sHA v A 2. 7] SCCE A
] 9 Ashd A3 ZPQE Pod vl £ F=+= OpenShift Container Platformo] ¢ 1o =5H &
% AP SRS = AU AAF U E2 "2 B AY2E Aok 24" A AS FEs4
’ Al L.
]

y
o

y

o

y

< THAlol] mel =& Podol Ul gt 7] £ seccomp 2 H -2 &4 513

AHE 7158 4§48 SCCE yaml 9} = Y xg ).

I $ oc get scc restricted -o yaml > restricted-seccomp.yaml
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A A A restricted SCC yaml 722 | Y 3.
I $ vi restricted-seccomp.yaml
ohe oAl s} o] & Julol =g,

kind: SecurityContextConstraints
metadata:
name: restricted ﬂ
<..ship..>
seccompProfiles: g
- runtime/default

restricted-seccomp= ¥ 7

seccompProfileg 3713t}

AHEA A4 SCCE AA T

I $ oc create -f restricted-seccomp.yaml

SR

1074.SECCOMP =29 74

I securitycontextconstraints.security.openshift.io/restricted-seccomp created

ServiceAccountol] A}2 =} A 9] SCCE 713t}

I $ oc adm policy add-scc-to-user restricted-seccomp -z default
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7182 Mo 2= ARG L AR A7 O 2 A B A5 FASHA] e A8 HE
ServiceAccount$] Y t}. OpenShift Container Platform2 SCC2] A B & 7]ut o
2 pode] seccomp 2GS AT

I clusterrole.rbac.authorization.k8s.io/system:openshift:scc:restricted-seccomp added:
"default”

OpenShift Container Platform 4.6l 4] pod =4 seccomp.security.alpha.kubernetes.io/pod:
runtime/default 2 container.seccomp.security.alpha.kubernetes.io/<container_names:
runtime/default = ¢ o] A}&-H#] 54

10.2. A&7} A4 o] SECCOMP =23 4]

qAZA ol 87 ALl met FHE QulolET F A= AHEA A4 seccomp Z2H S AT 5
A& YTt o] 2 3 28 2 &8 &= OpenShift Container Platformol| 4] Ad 5= g a= =9 Bl
S HG aRH e AT F dHFUh

10.2.1. AF8-A} A 2] seccomp =3 44

A 27 A

2@ 28 BaA Aol glojok Ttk

AHgA: A 0] SCC(mt AT 2E A% 22)E AAAEUTH A G WL "F7h f 22"g
AxSAA 2.

AH8-AL A A seccomp TEH LS AA AL

EZZAX
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1074.SECCOMP =29 74

Machine ConfigE A}-8-3l Al-8%} & ¢] seccomp Z= 2 &
/var/lib/kubelet/seccomp/<custom-names.jsonol] 4 2 =3 o). A 3 DAl = "F71 2l &
2"E ZFS4A Q.

A A AgAF A1 4 seccomp Z 2 H ] 3 FZE Al F5to] A& A 2] SCCE YulolE
.

seccompProfiles:
- localhost/<custom-names.json ﬂ

AH&2}F X134 seccomp ZE 9| o] F& Al TP}

10.2.2. A2 =9 AHE-A 4 2] seccomp = F A&

A 27 A

Zel2H A A7 AR AR seccomp =2 H S AR FUT AHA S S "AHEA
x]7 seccomp Z2H HA"S FX3H4 A L.

EZZAX

securityContext.seccompProfile.type Z =& 0} 33} 7bo] DA 5l 932 =9 seccomp
23S A g3dYr.

o A

spec:
securityContext:
seccompProfile:
type: Localhost
localhostProfile: <custom-names>.json ﬂ

AH&-2}F X134 seccomp ZE 9| o] F& Al TP}
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+ Pod 4] seccomp.security.alpha.kubernetes.io/pod: localhost/<custom-
name>.]son% AR o A HU T 28y o] WHH 2 OpenShift Container Platform 4.6 A

d ol ¢ g5 eguh

=

Kl
9'111
rr
off
2
ol
rO
)
[t
i
1.}
fr
)
o
tlo
J (
rO
i)
AW
fu)

seccomp =22 g ¥ 3Hati= SCCE pode] AHE & 5 A& Th

Podo<l] SCC7} 514 5™ kubelete- A A A seccomp Z 2 IS Al8-35la] PodE 233 .

seccomp T2 Ho] R E A2} o vl £H UEA g

Fx

mlo

A&} A 2] SCColl:= CAP_NET_ADMIN ’313-»} 28 Podoll 283 x4
=571} Podol A5 0% FF5 = 443 $M5917} 2ol ok Tk,

10.3. F71 &2
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1% 37} 3 ~E 0 4] JAVASCRIPTS 7]9to 2 AP A B o] A X A8t =2 5] 8
11%F. 37} 2 E 4 JAVASCRIPTE 7|ulo 2 API A uv]o]] A 25 == 5|8
11.1. 37} 32 E 0|4 JAVASCRIPTE 7|80 = APl Al Bl o] AA 2312 5] &

penShift Container Platform 524 o] 5] = OpenShift ¢ Z<& A7 @ S APl Auj2 »nd

£ 3 2E o] &S A4-3lo] JavaScript ol =] Al o] Al A APl A ] == OAuth A o) A 2 3) o
A5 38F F7HS2E o5& AT F AFYT

A 27 A

[}
cluster-admin o} o] AL 2t 2 Fe] 2E o] A A 28 F 9o]of Futh.
I A
1.
APIServer €] 425 HRZ S}
I $ oc edit apiserver.config.openshift.io cluster
2.

spec A A ol o] additional CORSAllowedOrigins ¥ =& F7}35} 3L sy o] 2] 71 &4
E olg2 AR T

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-07-11T17:35:372"
generation: 1
name: cluster
resourceVersion: "907"
selfLink: /apis/config.openshift.io/v1/apiservers/cluster
uid: 4b45a8dd-a402-11e9-91ec-0219944e0696
spec:
additional CORSAllowedOrigins:
- (?i)//my\.subdomain\.domain\.com(:|\z) ﬂ

3 2E o]F2 APl A8 2 OAuth A9 o] dj3t HTTP 2% 2] CORS 3t ¢} ¥ X 5l=
Golang A2l o2 AP Y.
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OpenShift Container Platform 4.6 B¢t @ A Zglo] A X

o ool A & The FEE AHEFITh

°
(%)= AEEAE FESHA FHUL
°
/= =d QA2 Kol 317 5] 5L http: B = https: th&-9] ol Al
o AAFU
°
\& EuQl o] Foll A A& o] =Al o] Z o
°
(\2)= =v o5 (2)9] 8 £= XE £ 715 () A=A 3
Yy

shel g A stel M7 AHFS 3,
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127 ETCD "l o] ¢+35.3)

12%. ETCD "] <453}

12.1. ETCD ¢¥ssl AR

712 2 = eted d] o] €] = OpenShift Container Platformol| 4] ¢35 3l5 %] &5t S8 2Hoa
etcd 43 3tE AHEste] F7hElolg Bt A S AT AsUT dl & E0] eted W do] 1A T
AR =2 H = A F T HolH Y &4 % WAE = AsUH.

etcd 23S &/J 315t b3 OpenShift AP A 1] 2 SujylE] 2= APl A v 2|27 3 shgdyg.

OAuth A A 2 EF

—

OAuth £ &

i

¢

eted ¢5 512 B4 slaY ¢ta s} 717k A FUT o] 7 wlF &AL T eted W04 %95
® o] 717} glojof gtk

51

IN

eted 9H5 3 717k obd gk BB F, Bl A2 53, Ul 2o 2 2 A
olge dEsEA dav.

12.2. ETCD ¢} 53} &4 3}

etcd 453512 Y 5to] FH2HoNA FLF 22T F58T 5+ dFUTh
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%9]

%7] 4353t Z2A 27 9452 W 71A] etcde] WYL 3
o3t TRV ASHA G AT AP

t}.
t}.

A 8T AL

[}
cluster-admin &3] X1 8212 Za] 2 o] MM AT F glo]of st}
ZIZA
1.
APIServer 2 B A EZ A3},
I $ oc edit apiserver
2.
¢est A= 735 aescbex AF P
spec:
encryption:
type: aescbc
aescbc 32 PKCS# 7 9|9 9 32u}o] E 7|7} 9= AES-CBC7} ¢33 = 33l
ol AH8-2 & YeiY
3.
sl & A @sto] W7 AFS A4
U3l T2 A 27t A FE U FE 2 A7)0 ue} o] Z2AAE s FH= o 208 o]
439 F dsyth
4,

etcd e 3tol A FA=A FAFU

[«
'

OpenShift APl 4] 1] ¢] Encrypted ] =71 & AESI T A7 AFH o= ¢
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s3lE A AT

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{'"\n"}

95 5}o] 4 Zshe %2 ol EncryptionCompleted} ¥4 1 th.

of

EncryptionCompleted
All resources encrypted: routes.route.openshift.io,
oauthaccesstokens.oauth.openshift.io, oauthauthorizetokens.oauth.openshift.io

%3 9] EncryptioninProgress7} I A5 4353171 73] A8 AL JeEpd Y
2 E 799 5 OA A =y

e E] 2 API A ¥ o] Encrypted J8l 2718 A ESI a3 a2 g o= ¢
S3EAEA AP

$ oc get kubeapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{'"\n"}

95 5}o] 4 Zste =2 ol EncryptionCompleted7} ¥4 vt}

of

EncryptionCompleted
All resources encrypted: secrets, configmaps

%2 o] EncryptioninProgress7} LA 5 433171 A3 13 T4 L JeEpbd.
2 E 7199 § A Al =gy

12.3. ETCD ¢} 53} v| &4 3}
Ze ZH oA eted HloH 9] ¢ 3tE v BT F dFUH.

A 27 A

[}
cluster-admin & 3] ALg-2 2 Z 2| 2H | QA 2T 5 Qlojof ).

EZZA X
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APIServer 2 B A EE A3},
I $ oc edit apiserver
d%3 A= {3 L identity= AT

spec:
encryption:
type: identity ﬂ

identity % o] 7]2koln], ol= 4Z 37t FHHA d2S A I

H
te
tilo
2
o
9'\_'
£
r&
_,d
oot
o

EES s

45 3% ZzAl 2k A SR 2E2E A7)0 me) o] ZeAAg ¢t o 205 of

etcd &% 3l S0 AFA=A S

OpenShift APl A #] 2] Encrypted 8] 248 ZAESIe] G 429 4571 AHFF
o2 AEHIJ=EA AP

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{'"\n"}

U4z

%

o] A 33hH =32 o) DecryptionCompleted”} XA g},

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

29 o] DecryptioninProgress7} EAH W ¢35 3] 50] o A3 I8 UL JebdY
.2 & 7199 § oA Al =gy

Fu U El 2 APl X1 ¥ €] Encrypted B8l 7S AESY g g429] 4571 AZ A
czASHREA AU

202



127%.ETCD ") o] § ¢35 3]

$ oc get kubeapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{'"\n"}

9t5 & Zo] AZ3sA =2 DecryptionCompleted7} A1 g ).

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

%2 o] DecryptioninProgress7} T A HH ¢35 d 5o0] A3 1a LS YepdY
LR E7I9E F OA Al =g
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13%3. PODo A FHekd 27

Red Hat Quay Container Security OperatorE A}-8-3}'H OpenShift Container Platform ¢ Z& ol A
S8 29 &4 Podol AH8-5 = ZH oY o] v x| 9] Hok AAL Al AA 2T = A5 Red Hat
Quay Container Security Operator:

mE Y Aol B AR Il &5 o] 2o) 4] Pode} 2@ H Av o] 7]

ojux] 9] YR AE ]| A] o]uR] A7(: Clair 27 & A}8-3}= Quay.io =+= Red Hat
Quay FIA 2=E g )o] A3 < A4S Aoyl d= e oY IR ZEg oA HAH ARE
Z3 gyl

Kubernetes API2] ImageManifestVuln ¢ B 4 &

i

Bl Ak &

o 719 A A F-& A3l Red Hat Quay Container Security Operator”} openshift-operators 1] &
23 o] 20 AX 522 OpenShift 28 2H 9 2 E Y Y 2d o] 2o A ALL- 5= AFUT

13.1. RED HAT QUAY CONTAINER SECURITY OPERATOR % 3}

o] 7)o A=A ) = Operator Huboll 4] 3l 3 OperatorS X193} 31 A ] 5l OpenShift Container
Platform ¢ 49l 4] Red Hat Quay Container Security Operator=S Az 4= &5yt

A 27 A

[ ]
OpenShift Container Platform S 2=l o] 3 &2} A3 B F

Z g 24 A3 %2l Red Hat Quay == Quay.io #| A ~E g 2] Ad ol B§

ZEA X
1.
Operators — OperatorHub= o] 53} B S A8 ).
2.
Z1" o] 1<k OperatorE A3 3 X E A9 sto] Operator B34 A7 7 0]A
2 olsgyd
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13%. POD9I A FHoFd 27

i
oX
tilo
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L
fu)
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X
lo
fu
o
it
=z
jrie
(>
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o
>
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o
ol
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o
s
)
it
L
fu)

A8 # o = Red Hat Quay Container Security Operatorol]l A8z} A 2] JIFA & F713
AUtk o] dlelA & A4 HeA gl quay.crtghs A5ME AT 29 o8 O3 3
< 213 sl Red Hat Quay Container Security Operatorol] <154 S F713h o).

$ oc create secret generic container-security-operator-extra-certs --from-file=quay.crt -
n openshift-operators

AR A 8l AFAHE F7t

o}

&
)
o
=
r [°]
ol\
X
N
)
oo
i)
k1

£ Operator Pod & thA] A 234

OpenShift A R =(& - 7] 2)Z ¥4} Quay Image Security 2] 3 =7} X F71x] @A "
A ok A e A A TAEUY. s 2H 3 2ol ¥ 35 A9 ste] Quay Image
Security 42 gyt

— RedHat
— OpenShift
Container Platform

Home

Overview

Projects Details

View settings Status

Search

Cluster APl Address @ Cluster Quay Image Security x
Explore https//api.cnegus- breakdown
Ears ocp44c.devcluster.openshift.com:6443 o Quay Image Securi

Cluster ID Container images from Quay are analyzed

55247¢cle-9ced-4013-82ea-cd79bc7e045e to identify vulnerabilities. Images from ather
I'S(J\STZHES are notscanned.

OpenShift Cluster Manager & o A cluster version update is

Severity Fixable
Provider Jun 26, 3:30 pm
A ; 1High ]
AWS Automatic image pruning it
OpenShift Version referenced by ImageStrea 1total
2453 remains healthy. To remowe
imageprunerimageregistry
@ Update Ensure that the “suspend”
Update Channel Jun 26, 3:30 pm Fixable Vulnerabilities
stable-4.4 Alerts are not configured t¢ @ bind-libs 1 namespace

not be notified in atimely £

o] AQoIA ¥ 7H4 F b FaAstel @A Akd e FAT & AxUth

Aot el a8 AW AeolU st AFA AelolY AA 2EF = o] Fato] Fo}
Aol Ba Ans 2 5 Ao 0 1L Quaydo AA2E o BAH AbA e of
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2 RaFY.

@ RED HAT Quay.io EXPLORE  APPLICATIONS ~ REPOSITORIES ~ TUTORIAL L p

Iy f54fd70e06e7

-
= Quay Security Scanner has detected 6 vulnerabilities.

Patches are available for 6 vulnerabilities.

A 6 High-level vulnerabilities.

Vulnerabilities Filter Vulnerabilities [ZI Only show fixable

CVE SEVERITY | PACKAGE CURRENT VERSIOR FIXED IN VERSION

RHSA-2019:4190 A High nss-util 3.44.0-3.el7 © 0:3.44.04.el7_7

Yl ¢ 23 o] 2 & A2 A9 3te] ImageManifestVuln 3tH 2. 2 o] F3 o). of 7] 4] A=

Sk oju|z] 9] o] 3 dF ol v X7} AP F2A RE WYY 2FHo|AE B S JHFUTh U3 1Y
2 F oFsk 54 o|v]A] 7} quay-enterprise ] ¢ 23 o] 2o A A3 FAS JEPE YL

pad

Project: all projects =

ImageManifestVuln

Create ImageManifestVuln Filter by name...
Name T Namespace Created
VAR sha256 f54fd70e06e745c2d8406 @ quay-enterprise 9 minutes ago :

53b8b%0ac79b55d55e7a25bcd4
b83d5512a846575a2

N

o] Aol Aoket olnl A, AlF Aokd S £A k7 sl FAsoF & el L olulA} AYH wE
Wl s 28 & 5 dgUTh By §e-2 SaE 5 AUt

omAE A st BE AHIA ASH S FASoF FS A
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137. PODOI| A kA 27

olu| A 7} = PodE A1 &g vl £ = 7|8 QBAEES A A st o|u]X] AP S FAHY

o}

PodE AA5Ha A Eol A Aopdol AU HE o B o] 2 = dgth

13.2. CLIo A o]u]x] o4 <]

oc 33 < A1-2351 Red Hat Quay Container Security Operatoro] /] &x] g ko g RS
A AFYT

A 27 A

[ ]
OpenShift Container Platform <1 €l ]| 4 Red Hat Quay Container Security Operator

A3

Z2A 2

SA € A= oY olv A HAH LS 3] stH A v

tlo
e
J
i)
L
i

$ oc get vuln --all-namespaces

2 o

o

NAMESPACE NAME AGE
default sha256.ca90... 6m56s
skynet sha256.ca90... 9m37s

4 Akl A AN Aus xA s HA%A olF D A Y2 o] =S oc
describe g% o] 2| F Tt} ] o ol X = o w A o] kA o] 9li= RPM 7] A7} X3+ &4
e ol & HoFU

I $ oc describe vuln --namespace mynamespace sha256.ac50e3752...

2 o

o
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Name: sha256.ac50e3752...
Namespace: quay-enterprise

Spec:

Features:
Name: nss-util
Namespace Name: centos:7
Version: 3.44.0-3.el7

Versionformat: rpm
Vulnerabilities:
Description: Network Security Services (NSS) is a set of libraries...
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