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] 2 g 2o & RHBA-2021:3526 - ] 2 =4 # a17} 35 o] 15y th OpenShift Logging W= +4 &
2 (5.0.8).
1.2.3.1. 81 53
ol | 2ol tha A2 W Aol xIH YT
o g A gojzeel A YE S )& ¢la olm.skipRange T = 9] 7S 5.2.0 ol A ¥ 7 & %] ¢
3l z-stream M 3 0 o] 715 JE O EFHA] Gty dA el 2o e el ME 7
AE o o] =9 3e HH O ESIEF vlo]Z il 2 HEE A Pt (LOG-1741)
1.2.4. OpenShift Logging 5.0.7
] 2 g 2o & RHBA-2021:2884 - v 2 =4 H 317} E3FE o] <54t} OpenShift Logging W2 =% &
2 (5.0.7).
1.2.4.1. v] 1 +A
ol dElzof = by e W1 o] XU TH

® | OG-1594 - Vendored viag/logerr &<:4] o] }o] 4l 2~

K

Qo] g

1.2.4.2. CVE

e CVE-2016-10228
e CVE-2017-14502

e CVE-2018-2501
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https://issues.redhat.com/browse/LOG-1736
https://access.redhat.com/security/cve/CVE-2020-25648
https://access.redhat.com/security/cve/CVE-2021-22922
https://access.redhat.com/security/cve/CVE-2021-22923
https://access.redhat.com/security/cve/CVE-2021-22924
https://access.redhat.com/security/cve/CVE-2021-36222
https://access.redhat.com/security/cve/CVE-2021-37576
https://access.redhat.com/security/cve/CVE-2021-37750
https://access.redhat.com/security/cve/CVE-2021-38201
https://access.redhat.com/errata/RHBA-2021:3526
https://issues.redhat.com/browse/LOG-1741
https://access.redhat.com/errata/RHBA-2021:2884
https://issues.redhat.com/browse/LOG-1594
https://access.redhat.com/security/cve/CVE-2016-10228
https://access.redhat.com/security/cve/CVE-2017-14502
https://access.redhat.com/security/cve/CVE-2018-25011

CVE-2019-2708

CVE-2019-3842

CVE-2019-9169

CVE-2019-13012

CVE-2019-18276

CVE-2019-18811

CVE-2019-19523

CVE-2019-19528

CVE-2019-25013

CVE-2020-0431

CVE-2020-8231

CVE-2020-8284

CVE-2020-8285

CVE-2020-8286

CVE-2020-8927

CVE-2020-9948

CVE-2020-9951

CVE-2020-9983

CVE-2020-10543

CVE-2020-10878

CVE-2020-11608

CVE-2020-12114

CVE-2020-12362

CVE-2020-12363

CVE-2020-12364

CVE-2020-12464

CVE-2020-13434

CVE-2020-13543

CVE-2020-13584
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https://access.redhat.com/security/cve/CVE-2019-2708
https://access.redhat.com/security/cve/CVE-2019-3842
https://access.redhat.com/security/cve/CVE-2019-9169
https://access.redhat.com/security/cve/CVE-2019-13012
https://access.redhat.com/security/cve/CVE-2019-18276
https://access.redhat.com/security/cve/CVE-2019-18811
https://access.redhat.com/security/cve/CVE-2019-19523
https://access.redhat.com/security/cve/CVE-2019-19528
https://access.redhat.com/security/cve/CVE-2019-25013
https://access.redhat.com/security/cve/CVE-2020-0431
https://access.redhat.com/security/cve/CVE-2020-8231
https://access.redhat.com/security/cve/CVE-2020-8284
https://access.redhat.com/security/cve/CVE-2020-8285
https://access.redhat.com/security/cve/CVE-2020-8286
https://access.redhat.com/security/cve/CVE-2020-8927
https://access.redhat.com/security/cve/CVE-2020-9948
https://access.redhat.com/security/cve/CVE-2020-9951
https://access.redhat.com/security/cve/CVE-2020-9983
https://access.redhat.com/security/cve/CVE-2020-10543
https://access.redhat.com/security/cve/CVE-2020-10878
https://access.redhat.com/security/cve/CVE-2020-11608
https://access.redhat.com/security/cve/CVE-2020-12114
https://access.redhat.com/security/cve/CVE-2020-12362
https://access.redhat.com/security/cve/CVE-2020-12363
https://access.redhat.com/security/cve/CVE-2020-12364
https://access.redhat.com/security/cve/CVE-2020-12464
https://access.redhat.com/security/cve/CVE-2020-13434
https://access.redhat.com/security/cve/CVE-2020-13543
https://access.redhat.com/security/cve/CVE-2020-13584
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e CVE-2020-13776
e CVE-2020-14314

e CVE-2020-14344
e CVE-2020-14345
e CVE-2020-14346
e CVE-2020-14347
e CVE-2020-14356
e CVE-2020-14360
® CVE-2020-14361

e CVE-2020-14362
e CVE-2020-14363
e (CVE-2020-15358
e CVE-2020-15437
e CVE-2020-24394
e CVE-2020-24977
e CVE-2020-25212

e CVE-2020-25284
® CVE-2020-25285
e CVE-2020-25643
e CVE-2020-25704
e CVE-2020-25712

e CVE-2020-26116

e CVE-2020-26137
e CVE-2020-26541
e CVE-2020-27618
e CVE-2020-27619
e CVE-2020-27786
e (CVE-2020-27835

e CVE-2020-28196
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https://access.redhat.com/security/cve/CVE-2020-13776
https://access.redhat.com/security/cve/CVE-2020-14314
https://access.redhat.com/security/cve/CVE-2020-14344
https://access.redhat.com/security/cve/CVE-2020-14345
https://access.redhat.com/security/cve/CVE-2020-14346
https://access.redhat.com/security/cve/CVE-2020-14347
https://access.redhat.com/security/cve/CVE-2020-14356
https://access.redhat.com/security/cve/CVE-2020-14360
https://access.redhat.com/security/cve/CVE-2020-14361
https://access.redhat.com/security/cve/CVE-2020-14362
https://access.redhat.com/security/cve/CVE-2020-14363
https://access.redhat.com/security/cve/CVE-2020-15358
https://access.redhat.com/security/cve/CVE-2020-15437
https://access.redhat.com/security/cve/CVE-2020-24394
https://access.redhat.com/security/cve/CVE-2020-24977
https://access.redhat.com/security/cve/CVE-2020-25212
https://access.redhat.com/security/cve/CVE-2020-25284
https://access.redhat.com/security/cve/CVE-2020-25285
https://access.redhat.com/security/cve/CVE-2020-25643
https://access.redhat.com/security/cve/CVE-2020-25704
https://access.redhat.com/security/cve/CVE-2020-25712
https://access.redhat.com/security/cve/CVE-2020-26116
https://access.redhat.com/security/cve/CVE-2020-26137
https://access.redhat.com/security/cve/CVE-2020-26541
https://access.redhat.com/security/cve/CVE-2020-27618
https://access.redhat.com/security/cve/CVE-2020-27619
https://access.redhat.com/security/cve/CVE-2020-27786
https://access.redhat.com/security/cve/CVE-2020-27835
https://access.redhat.com/security/cve/CVE-2020-28196
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e CVE-2020-28974
e CVE-2020-29361
e (CVE-2020-29362
e (CVE-2020-29363
e (CVE-2020-35508
e CVE-2020-36322
e (CVE-2020-36328
e (CVE-2020-36329
e CVE-2021-0342

e CVE-2021-0605
e CVE-2021-3177

e CVE-2021-3326

e CVE-2021-3501

e CVE-2021-3516

e CVE-2021-3517

e CVE-2021-3518

e CVE-2021-3520

e CVE-2021-3537

e CVE-2021-3541

e CVE-2021-3543

e CVE-2021-20271
e CVE-2021-23336
e CVE-2021-27219

e CVE-2021-33034

1.2.5. OpenShift Logging 5.0.6

o] &g 20 & RHBA-2021:2655 - W] 71 =4 ¢ 317} 35 o] 9l t}. OpenShift Logging W1 424 &
2]~ (5.0.6).

12511 54

ol dE] 2ol = that 2 Bl Aol 2 Y
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https://access.redhat.com/security/cve/CVE-2020-28974
https://access.redhat.com/security/cve/CVE-2020-29361
https://access.redhat.com/security/cve/CVE-2020-29362
https://access.redhat.com/security/cve/CVE-2020-29363
https://access.redhat.com/security/cve/CVE-2020-35508
https://access.redhat.com/security/cve/CVE-2020-36322
https://access.redhat.com/security/cve/CVE-2020-36328
https://access.redhat.com/security/cve/CVE-2020-36329
https://access.redhat.com/security/cve/CVE-2021-0342
https://access.redhat.com/security/cve/CVE-2021-0605
https://access.redhat.com/security/cve/CVE-2021-3177
https://access.redhat.com/security/cve/CVE-2021-3326
https://access.redhat.com/security/cve/CVE-2021-3501
https://access.redhat.com/security/cve/CVE-2021-3516
https://access.redhat.com/security/cve/CVE-2021-3517
https://access.redhat.com/security/cve/CVE-2021-3518
https://access.redhat.com/security/cve/CVE-2021-3520
https://access.redhat.com/security/cve/CVE-2021-3537
https://access.redhat.com/security/cve/CVE-2021-3541
https://access.redhat.com/security/cve/CVE-2021-3543
https://access.redhat.com/security/cve/CVE-2021-20271
https://access.redhat.com/security/cve/CVE-2021-23336
https://access.redhat.com/security/cve/CVE-2021-27219
https://access.redhat.com/security/cve/CVE-2021-33034
https://access.redhat.com/errata/RHBA-2021:2655
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LOG-1451 - [1927249] fieldmanager.go:186] [SHOULD not HAPPEN] failed update
managedFields...7] 9l W] $ &5 &E [name="POLICY_MAPPING"](LOG-1451)

LOG-1537 - ES Z 2] 2B} o] 1] g0l B :==7} £dtE o] Jom A A 2228 AZA A £}
Z 93 (LOG-1537)

LOG-1430 - o] ¥l E 2}9-H, "Observed a panic: &runtime.TypeAssertionError'(LOG-1430)

LOG-1461- 24 & 19]
(LOG-1461)

F7F A A 5ol = eld 2= #a) 2] A = 4 Completed

to

LOG-1459 - Operatorel] 14 o] #71 4 9] gl (LOG-1459)

LOG-1572 - ¥ 1579: RE 218 £ 3= 2 7|2 A F o Zg Aol 52 =4 (LOG-1572)

1.2.5.2. CVE

14

CVE-2016-10228

CVE-2017-14502

CVE-2018-250T11

CVE-2019-2708

CVE-2019-9169

CVE-2019-25013

CVE-2020-8231

CVE-2020-8284

CVE-2020-8285

CVE-2020-8286

CVE-2020-8927

CVE-2020-10543

CVE-2020-10878

CVE-2020-13434

CVE-2020-14344

CVE-2020-14345

CVE-2020-14346

CVE-2020-14347

CVE-2020-14360

CVE-2020-14361

CVE-2020-14362


https://issues.redhat.com/browse/LOG-1451
https://issues.redhat.com/browse/LOG-1537
https://issues.redhat.com/browse/LOG-1430
https://issues.redhat.com/browse/LOG-1461
https://issues.redhat.com/browse/LOG-1459
https://issues.redhat.com/browse/LOG-1572
https://access.redhat.com/security/cve/CVE-2016-10228
https://access.redhat.com/security/cve/CVE-2017-14502
https://access.redhat.com/security/cve/CVE-2018-25011
https://access.redhat.com/security/cve/CVE-2019-2708
https://access.redhat.com/security/cve/CVE-2019-9169
https://access.redhat.com/security/cve/CVE-2019-25013
https://access.redhat.com/security/cve/CVE-2020-8231
https://access.redhat.com/security/cve/CVE-2020-8284
https://access.redhat.com/security/cve/CVE-2020-8285
https://access.redhat.com/security/cve/CVE-2020-8286
https://access.redhat.com/security/cve/CVE-2020-8927
https://access.redhat.com/security/cve/CVE-2020-10543
https://access.redhat.com/security/cve/CVE-2020-10878
https://access.redhat.com/security/cve/CVE-2020-13434
https://access.redhat.com/security/cve/CVE-2020-14344
https://access.redhat.com/security/cve/CVE-2020-14345
https://access.redhat.com/security/cve/CVE-2020-14346
https://access.redhat.com/security/cve/CVE-2020-14347
https://access.redhat.com/security/cve/CVE-2020-14360
https://access.redhat.com/security/cve/CVE-2020-14361
https://access.redhat.com/security/cve/CVE-2020-14362
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e CVE-2020-14363
e (CVE-2020-15358
e CVE-2020-25712
e CVE-2020-26116
e CVE-2020-26137
e CVE-2020-26541
e CVE-2020-27618
e CVE-2020-27619
® CVE-2020-28196
e CVE-2020-29361
e (CVE-2020-29362
e (CVE-2020-29363
e (CVE-2020-36328
e (CVE-2020-36329
e CVE-2021-3177

e CVE-2021-3326

e CVE-2021-3516

e CVE-2021-3517

e CVE-2021-3518

e CVE-2021-3520

e CVE-2021-3537

e CVE-2021-3541

e CVE-2021-20271
e CVE-2021-23336
e CVE-2021-27219

e CVE-2021-33034

1.2.6. OpenShift Logging 5.0.5

o] D] 20 RHSA-2021:2374 - 1ot 317} £ 35 o] 1t} ®BE: OpenShift Logging ¥ 2 44 &
2] 2 (5.0.5).
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https://access.redhat.com/security/cve/CVE-2020-14363
https://access.redhat.com/security/cve/CVE-2020-15358
https://access.redhat.com/security/cve/CVE-2020-25712
https://access.redhat.com/security/cve/CVE-2020-26116
https://access.redhat.com/security/cve/CVE-2020-26137
https://access.redhat.com/security/cve/CVE-2020-26541
https://access.redhat.com/security/cve/CVE-2020-27618
https://access.redhat.com/security/cve/CVE-2020-27619
https://access.redhat.com/security/cve/CVE-2020-28196
https://access.redhat.com/security/cve/CVE-2020-29361
https://access.redhat.com/security/cve/CVE-2020-29362
https://access.redhat.com/security/cve/CVE-2020-29363
https://access.redhat.com/security/cve/CVE-2020-36328
https://access.redhat.com/security/cve/CVE-2020-36329
https://access.redhat.com/security/cve/CVE-2021-3177
https://access.redhat.com/security/cve/CVE-2021-3326
https://access.redhat.com/security/cve/CVE-2021-3516
https://access.redhat.com/security/cve/CVE-2021-3517
https://access.redhat.com/security/cve/CVE-2021-3518
https://access.redhat.com/security/cve/CVE-2021-3520
https://access.redhat.com/security/cve/CVE-2021-3537
https://access.redhat.com/security/cve/CVE-2021-3541
https://access.redhat.com/security/cve/CVE-2021-20271
https://access.redhat.com/security/cve/CVE-2021-23336
https://access.redhat.com/security/cve/CVE-2021-27219
https://access.redhat.com/security/cve/CVE-2021-33034
https://access.redhat.com/errata/RHSA-2021:2374
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1.2.6.1. B¢+ =X

olN

® (Gogo/protobuf: plugin/unmarshal/unmarshal.gool| = &% <19 2 4
3121)

o] gl% Yt} (CVE-2021-

glib: 641] = o] 4] 320 £ 2 ¢hA| 2] O 2 7} 228 5] o] 64¥] £ 2 F o 4] g_bytes_new §H7e] B
S W E 2t} (CVE-2021-27219)

The BA 919] CVESH B o] 9l Th

® BZ#1921650 gogo/protobuf: plugin/unmarshal/unmarshal.goo] = 54 <14 2 A Zo0]
(BZ#1921650)

s

Ut

® | OG-1361 CVE-2021-3121 elasticsearch-operator-container: gogo/protobuf:
plugin/unmarshal/unmarshal.gol| &= 57 <149 ~ 7] Z[openshift-logging-5]¢] §l& 4 th(LOG-
1361)

® | OG-1362 CVE-2021-3121 elasticsearch-proxy-container: gogo/protobuf:
plugin/unmarshal/unmarshal.gol| &= 57 <149 ~ 7] Z[openshift-logging-5]¢] §l& 4 th(LOG-
1362)

e | OG-1363 CVE-2021-3121logging-eventrouter-container: gogo/protobuf:

plugin/unmarshal/unmarshal.gool| &= 57 <149 ~ 7] Z[openshift-logging-5]¢] §l& 4 th(LOG-
1363)

1.2.7. OpenShift Logging 5.0.4

o] g &ofl= RHSA-2021:2136 - B.QF A aL7F 329k H o] Sls5Y T} B&: OpenShift Logging ®.qF 51 ¥l 2
HH ol E (5.0.4).

1.2.71. B +34

o

® Gogo/protobuf: plugin/unmarshal/unmarshal.gol= 574 A9 2= HZ
3121)

] 1Ytk (CVE-2021-

th2- Jira #A4 ol & ¢ 9] CVEZL ZgHH o] 5 th

e | OG-1364 CVE-2021-3121 cluster-logging-operator-container: gogo/protobuf:
plugin/unmarshal/unmarshal.gool| = &7 <149 ~ 7] Z[openshift-logging-5]¢] §l< 4t} (LOG-
1364)

1.2.7.2. 9 1 X
ol dEl e = thad F2 w1 Aol YT

e LOG-1328 BZ-1945168¢] 5.0.z2 ¥ E 474 (LOG-1328)

1.2.8. OpenShift Logging 5.0.3

o] g 2o &= RHSA-2021:1515 - B.ot W27} E$HE o] 25U th Important OpenShift Logging ¥ =2 <=
A ga 2 (5.0.3).

1.2.8.1. S+ A

® aust-databind: slf4j-ext Sl =0l A 99 = 3] (CVE-2018-14718)
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https://access.redhat.com/security/cve/CVE-2021-3121
https://access.redhat.com/security/cve/cve-2021-27219
https://bugzilla.redhat.com/show_bug.cgi?id=1921650
https://issues.redhat.com/browse/LOG-1361
https://issues.redhat.com/browse/LOG-1362
https://issues.redhat.com/browse/LOG-1363
https://access.redhat.com/errata/RHSA-2021:2136
https://access.redhat.com/security/cve/CVE-2021-3121
https://issues.redhat.com/browse/LOG-1364
https://issues.redhat.com/browse/LOG-1328
https://access.redhat.com/errata/RHSA-2021:1515
https://www.redhat.com/security/data/cve/CVE-2018-14718.html

1% RED HAT OPENSHIFT LOGGING g2 - E
jackson-databind: blaze-ds-opt ¥ blaze-ds-core &3] 2ol A Jelo] I = 43 (CVE-2018-
14719)
jackson-databind: & £ JDK & 2] 2= o) 4| exfiltration/XXE (CVE-2018-14720)

jackson-databind: axis2-jaxws 2] 22|l 4] SSRF (server-side request forgery) (CVE-2018-
14721)

jackson-databind: axis2-transport-jms &2l 2ol A 2 3-H v} 4 2] 4 3} (CVE-2018-19360)
jackson-databind: openjpa &l 2ol A Z3H o134 2] 43} (CVE-2018-19361)
jackson-databind: jposs-common-core & 2~0| A ZHE ¥ t}d Al Z] & 3} (CVE-2018-19362)
jackson-databind: 7] ¥ g}o] o] 2w o] 94 Z =7} 43 (CVE-2019-14379)

jackson-databind: com.pastdev.httpcomponents.configuration.JndiConfigurationei] A 2] & g}
7}A (CVE-2020-24750)

jackson-databind: org.apache.commons.dbcp2.datasources.PerUserPoolDataSource} 3 & 5}
23 7183 1Y Abol o) 45 A3 FE Al (CVE-2020-35490)

jackson-databind: org.apache.commons.dbcp2.datasources.SharedPoolDataSource ¢} 3% # 5}
423l 7h5l s A Abol o] 45 2§22 A el (CVE-2020-35491)

jackson-databind: com.oracle.wls.shaded.org.apache.xalan.lib.sql.JNDIConnectionPool ¢} 3#
ated A Hs} 7HAlF 1 8 Afol o] 43 28-S E R A (CVE-2020-35728)

jackson-databind: oadd.org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS ¢} ## &}
of HEs}t 7l 4 F Abol o] FE 8-S &5 A 2] (CVE-2020-36179)

jackson-databind: org.apache.commons.dbcp2.cpdsadapter.DriverAdapterCPDS <} #+& sl %]
43 7Hs 9 Aol 4% %8S ZE A2l (CVE-2020-36180)

jackson-databind: org.apache.tomcat.dbcp.dbcp.cpdsadapter.DriverAdapterCPDS <} #+# 3} <
A &3t 7 A 4 E Apol o] A E AHEE &5 A 2] (CVE-2020-36181)

jackson-databind: org.apache.tomcat.dbcp.dbcp2.cpdsadapter.DriverAdapterCPDS ¢} 3% # 3} o
&3t 7 A JE Abol o] A E A8 &5 Al 2] (CVE-2020-36182)

jackson-databind: org.docx4j.org.apache.xalan.lib.sql.JNDIConnectionPool ¢} #+ & 5} % H s}
7P Y E Apol o] FE AHE-E &5 A 2] (CVE-2020-36183)

jackson-databind: org.apache.tomcat.dbcp.dbcp2.datasources.PerUserPoolDataSource 2} 3#+#
sho] A @3 A3 QY Abol o] 45 24 2 A2 (CVE-2020-36184)

jackson-databind: org.apache.tomcat.dbcp.dbcp2.datasources.SharedPoolDataSource ¢} ##
shel M3} 7balt Q1Y Abo] o] 4 & 2182 FE A (CVE-2020-36185)

jackson-databind: org.apache.tomcat.dbcp.dbcp.datasources.PerUserPoolDataSource o} #+#
sto] A E s}t 7HAl A 4 E Abol o] A E A& &5 A 2] (CVE-2020-36186)

jackson-databind: org.apache.tomcat.dbcp.dbcp.datasources.SharedPoolDataSource 2} 3 # 5}
o A @3 /M) 9 Aol o 4E 4§S AE A (CVE-2020-36187)

jackson-databind: com.newrelic.agent.deps.ch.qos.logback.core.db.JNDIConnectionSource 2}
#@stel 43t /M3 A Aol 9 45 282 B A9 (CVE-2020-36188)
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https://www.redhat.com/security/data/cve/CVE-2018-14719.html
https://www.redhat.com/security/data/cve/CVE-2018-14720.html
https://www.redhat.com/security/data/cve/CVE-2018-14721.html
https://www.redhat.com/security/data/cve/CVE-2018-19360.html
https://www.redhat.com/security/data/cve/CVE-2018-19361.html
https://www.redhat.com/security/data/cve/CVE-2018-19362.html
https://www.redhat.com/security/data/cve/CVE-2019-14379.htmld
https://www.redhat.com/security/data/cve/CVE-2020-24750.html
https://www.redhat.com/security/data/cve/CVE-2020-35490.html
https://www.redhat.com/security/data/cve/CVE-2020-35491.html
https://www.redhat.com/security/data/cve/CVE-2020-35728.html
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21 E s}t 7HAl 3 F g Abol o] A S A5 5 2] (CVE-2020-36189)
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e OpenJDK: JAR A H) &4 5} ot 12 =] B-9hd gk A & (2}o] B.e) 2], 8249906) (CVE-2021-
2163)

o} Jira Aol & 91¢] CVEZF 35 o] dHFU

e | OG-1234 CVE-2020-15586 CVE-2020-16845 openshift-eventrouter: Z}& Z g+
[openshift-4]. (LOG-1234)

® | OG-1243 CVE-2018-14718 CVE-2018-14719 CVE-2018-14720 CVE-2018-19360 CVE-2018-
19361 CVE-2019-14379 CVE-2020-35490 CVE-2020-35491 CVE-2020-35728... logging-
elasticsearch6-container: 443t 2 g} [openshift-logging-5.0]. (LOG-1243)
1.2.8.2. W1 +4
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® LOG-1224 &3] 2 5.0 - ClusterLogForwarder | d 23 o] 2 2 7 A o] o | 2 25314
&yt (LOG-1224)

e

e LOG-12325.0 - Bug 1859004 - o| Wl E 2 E] 7} o]l E 2 72
(LOG-1232)
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Ne 247 AsU

i

e LOG-1299 €] 2 5.0 - AN H AFA & AH8-3l Kafkaol 215 % 43}A "state=error:
certificate verify failed (local issuer certificate)" ¢ 7 ¢} 37 A= g} (LOG-1299)

1.2.9. OpenShift Logging 5.0.2

o] P& 2= RHBA-2021:1167 ¥ 2 =4 A7} £ 3= o] F U th OpenShift Logging W2 73 2]
~ (5.0.2).

12911 3

o Z P XEH AR FA .proxyE A A & 5 AX A Se2Ho I EY IFAE FATA
< v 22 <138 Fluentd7} 2 12 Elasticsearch® A 231x 3 &5t} o] FA = s 235
proxy/cluster =4 9| 4] no_proxyE .svc.cluster.local= A& sl YR EHF S Avig g &
A | 2oX e Z2A] A FA 7L A HAFHT o] Al OpenShift Z2e]2HE AXd F I =
W Z EAE 74314 Fluentd”t ElasticsearchZ 2 18 Ag 34} (LOG-1187)

o olA WAHNAE A Q QAZA E ALl Kafkad] =18 AGsA] £ 5t} "state=error:
certificate verify failed (22 @32 A4 & 714 S = 913)" £ /72 A AF U 57 CA9
A AP AFAME AR Sto] Kafka BE2AZ 2322 A2 5 A5 o] EAl+ fluentd
Kafka =2 22l 0] 33 A| 22 9] ca-bundle.crt 320 Al ¥ & CAJAZA T AT F YA
7] W&ol AP HF U AR ] 204 & fluentd Kafka Z 22910 3] 3 A] 281 9] ca-
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bundle.crt 3% 238 42 CAASHE A2 T 5 AES ato] o] FAZ AFFUT. oA F
7 CAIA M &t A5 A 2 AHg-3to] Kafka B2 7 2 228 dgret 4 gy th (LOG-1216,
LOG-1218)

o oA vA A= CSV(ZFHH Au| 2 v A) gdlo] B A4 = OpenShift Elasticsearch
Operator Z1H| 0| 9] 2]l &2 D A gto] AR AXHYFUT A 7oA o|Z Q3] v =&
= A 71 A 5l o] Elasticsearch Operator Pod7F 5 H A SU T @A el oAM=
Operator Z H| 0|11 2] CSV 2] 22 @ 2§42 4 7 54 o] £ 7} sl A5 o] Y&k ol
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1.2.10. OpenShift Logging 5.0.1

o] P g 29 = RHBA-2021:0963 - ¥ 1 3 A 17} 35 o] 5t} OpenShift Logging Bl 3 &
g 2 (5.0.1).
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U AAdE 2adg 740l @A 2 AG A 2d B 7|E 22 AG A 2" Fol A A -5t
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e o]A B AJAE 2= = ElasticsearchollA] 28] 2H 9] A7} 9= 7-%9 = HTTP 500 2 57}
Dedi 2o $HIAFULD 23S gA A=t A FUt o] el 2o A= JA HTTP
500 & 771 2 v cron Y S FH o] Esl FAIE S| AT oA A5l 7] Aol o A
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1.2.11. OpenShift Logging 5.0.0

o] g 2= RHBA-2021:0652 - v 1 A A 317} 35 o] 9J&5Uth Errata Advisory for Openshift
Logging 5.0.0.

12N 2L 7% D AA AL
o] X0l = ok Jld 3 A A ALe] F7HE AHF Y o

Z 8] 2H &7 o] Red Hat OpenShift Loggingo] &
ol g 2o A = 8] 2H Z7] o] Red Hat OpenShift Logging 5.0¢] g1 t}.
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1.2.11.3.1. Elasticsearch Curator7} t] o] A A} 8 5 %] &+-&

Elasticsearch Curator: ] o] A A2 5] %] ¢t o 1] 35 &g 2o A A APt} Elasticsearch Curator:=
OpenShift Container Platform 4.4 2 o] A v] Ao A ¢ldl A~ =2 FH oD AY AT F= A== XA
Yt} Elasticsearch Curatorg AF8-3t= tl4l 21 BE A1 ZHS A Y -

1.2.11.3.2. @ A A] Fluentd 2 & AA] syslog W82 A}8-35lo] 21 Ado] O o] A4 AL H A 8

OpenShift Container Platform 4.60 4 @A 2 & A A] Fluentd 2 3] A A] syslog {2 Al8-3td 215
AGstA] o F5 oA AAFGUTE A ZF v AA BHS A FU L

121.4. 91 54

o o] WA 4 = Elasticsearch= 3t 71 71 £ Ao st 2711 8KBE 233 HTTP 83 & AR
AUt oA Ao st =7]& 128 KBo| A Elasticsearch ¢ o4 A4 sld 2718 233
HTTP 23 & AR-31A &5t (BZ#1845293)

o oA WA E AZE o] v 17} Elasticsearch A} 82 A 9] ] A2(CR)IA == AHE &
a2 A o] EstA] e3¢t7] Wl Z ol :==7} Pending el ol A 575 A S3FUT A D=
ox = o] £AI7L | A= o] :==71 Pending el ¢ vl ==& 533 5 AFUh BZ#1887357)

e o] A u A A &= CLO(Cluster Logging Operator)ol 4] clusterlogging CR<] Elasticsearch =
EFEINY == F4T 0 A7 ID7F A= old o A ==& A= F Yo OpenShift
Elasticsearch Operator= 22 ID7} )& =E7H A A H A =51 B 2 X7 AU 7] u Foll
AH ol EE ARALGUL o]A] CLOZ} =& 42 %43}l Elasticsearch CRE g H| o] EE o &
oA L3 I FE D7 JEEEE FILE 022 IAFYL. 23 o2 clusterlogging CRS
Algste] S 2HE 39 =2 243 5 A &FU o (BZ#1879150)
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OpenShift Logging 5.0 o] A9l 4] Cluster Logging Operatori= Red Hat OpenShift
Logging Operatorz} 2 g}

e o] A ¥ A A = ClusterLogForwardero] 4| X| Z.8lo] Z% A5 o] 9o, Fluentd 53 7}
Pod 2 A] o] IYJAFUTH AA D] 2o o] EAIZF A= AFUTh ol A
ClusterLogForwardero| A A| 2312 AZF 312 JHl 2o SRS BIPU. A4 F o=
Fluentd 53 7] Pod7} 25314 @21t} (BZ#1888943)

e o)A v A A = clusterlogging 31 =€l 2 9] Kibana 8] 22 44 Sresource {}9] dlo] E3}H A
A 5= nil o 1YL @A X A OpenShift Elasticsearch Operatore] A& 7}
CrashLoopBackOff= A = AHFU T @A 2= PYE 271381 o] A& sl Ao AF
1t} (BZ#1889573)

o oA WA A &= ClusterLogForwardero| 4] 5243 5 E A2-35lo] oje] 82 AT 1)
Fluentd &3 7] Pod7} Z#|A] £ o] JYAFHTH AA| del2dA = o]l EAZF A= AHH
th oAl o2 o] A AN S F/HEF F dFUH (BZ#1890072)

o o)A v A A= Kibana 7 22 214 g 7 -$- CO(Cluster Logging Operator)E B-73} 7 1} A A
A8 5 AYFU L o] A CLOA A= E R UE 33 2 22 2HA| 31'H OpenShift
Elasticsearch Operator7} o] 2 A 3l # U thA] A A S 4= A5 Ut} (BZ#1890825)

e oA ¥ A A& CLO(Cluster Logging Operator)ol] 4] Red Hate] A &3} Elastic
CRD(Elastic Custom Resource Definition)ll &-4-¥ Elasticsearch 8| &2 & A 3183 A H5Y
. CLOYA & Fole P 5SS vdstelastd CLOZL 24 F x5 F5d . ol
CLO7I B o9 A o Ko AAIglo] & #E A5 ZAFH I A=A fEHU o AA L
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2o A= o] ZA7 A H A5 AHE AL B 2] 2E 2 A & A 9 5h= 2§ CLO= OpenShift
Elasticsearch Operatoro| A Al 33l F3 v =4 o). 2bA AL82= CLOE v £351o] &3
2H 279 37 AL X E AAAE 5 A F5Y Y. (BZ#1891738)

o] A v] Ao A = RFC 31642] LF GAsyslog 7@ 2. 2 Q13| 97 syslog= A4H 2171 7|&E &
23 3 8 E A FgFUT A e 2o A = o] ¥4 7 sl A = A H5 Yt AddLogSource= 21
220 AR AW E "message” D=9 F713U . oAl 94 syslogz AFH 2= 71E &8
33t} (BZ#1891886)

o] A "] A o) A &= Elasticsearch & ¢ 1] Pod7} resource_already_exists_exception ¢ 5= 23
A H5Yt) Elasticsearch .29 APIUj ol A o8- 19 271 A A 2 o * - write ' 3 o] o] & X3}
=5 QU EHA gFUT 2 A7 g3 sld 54 Q420 g 228 APIJ=X1EV}
EAHY L7t oln] EX st L /FE FAAEFUL

A L 2o A& o] #4713l 2= Y5t o] Al indexmanagement cronjobol 4] ¢ w7} @
A A A9 271 AP HH HAF o] Al QA 25 712 7] =4 AP o] 3 5272 o7 TA
S WAL S Y 2H7Lolv o] {75 FA13= A §- cronjobell A FA| 7 S| A H o] 4 A3
ol AU E A FHES FUT o|A EoWE TP = 1 o]/ o 7 TSR FFUT
(BZ#1893992)

ol MMM 27 2do] 455t Aol = Fluent/t 27 442 FAAFUT A= XAE

Ml E Aol E 2t A1 AEEAE] A5 H A Fgt T ol Hul W @ 3 A zho]
P AT AEZAES FAH A HAYFUTH @A D 2ol A Aol W 03 7S G5 ]

o] FAIE sl A3l g o wa] = st wEg U (BZ#1894634)

o] A v] A oA = Elasticsearch == 2] ~E 2] x| =27]1 = A 2k31'd OpenShift Elasticsearch
Operator o)A sy el 7k By P ch. o] sy & 2ol thest o] EAPUh Y2
AAPFUT "FERA R F4& EEnil 98 9F2"HY S 2EA 27|71 D5 =9
Ak 2ZE g o] 7} o] & Sl atA] ekgk7] Wl Hol WAR LU AR D] 2ol A= o] A7} el
Ho] ZE A A7]|7t Aol x FA| 7 HA A dFUTE A 2EZA = 7| 2F 02 QA &
E2) A 2 A4 5 o] AL A Al 21 WA A Z A4 T ok (BZ#1899589)

o]z u] A o] A] = elasticsearch-rollover 2 elasticsearch-delete Pod7} Invalid JSON: ==
ValueErroro] 115U th JSON AA & U9 T 5 syt 27 . 239 JSON 4 F
ol g ol 9] X2 717} §17] vl &oll o] 2 & o) 9] 7} A WL Tk AR D) 20 A = ZEE JSON ¢
o g A 2] 71 & AF st o] FAE APt 2 A7 T2 A 2= 49 4 gl o7 v A
A& &9 3} elasticsearch-rollover 2 elasticsearch-delete 2] & o] 23 2 7 A Hl & X 5}
A ety (BZ#1899905)

o] d WA A & FluentdE 53 o = v £& o replicas zt¢] 021 A 9o = Kibana pod7} A
A E 1l o] A= Elasticsearch = =71 91 &= 7 9o = Kibana7} 7| 23 o & 1 7] 2] Pod&® A
AEA7] dEZELUT A D2 A = o] A7 a2 H AF1H ) oA KibanaZl st o] 49
Elasticsearch = =7} Q& 7 9ol vt 12 7| 2 A g} (BZ#1901424)

o)A Bl A A E A8 e AA S 7% ThAl A H A gkt 9154 7} Operatore] =20 9]
A A H A ool oA A HA FAFUT S AFA 7L AAE Ao D 2 H AL AR
e 2o A o] BAZL A AHAFUT AS A7 AAHAY 22 5 Y A A2 g &
A E T o)A vh2E] Q12 A 2 Ak 3hE o)A U ok (BZ#1901869)

ol Bl oA = FH o]F°] FYF AP AHEA AR 427 Y= A APIZFORE R
T3tEo] JA GRS W gAazrt Sl o 7 AdHUFU T A HA 2 = OpenShift Elastic
Elasticsearch Operator®} 7] Red Hat2] OpenShift Elasticsearch OperatorE 25 A x| 5+
73§ must-gather R I A & F3l Ho|HE 1 o] /7 IR AU A el 2ddA=
must-gathers7} 22 2E o] 184 Qo] 2 A0l vl QU E 5718w AA API LF S 2183
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OpenShift Elasticsearch Operator7} Elasticsearch 22 2 H A £ dado]|=& 3 51
FAA oz A 5HA] & A4 7H AL HAAF U o] Bl 2= Operatoro 4 24 d g 29l
ZAE AR A ste] ARSI B Do) 2ol A o] EAZL ARSI ol A
Operator7l | &8 0 2 UG 2 YHAEHZN AJAE Q7| L 27| EHYn=2 aF AT
ASAE Al B & AF Y (BZ#1905910)
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403 3ol FAHAFUT 403 STH O E Q& o] e 2oA o] A=EJNE S ALE- 3 A H| X
7t SEEJAFUT o] 5= A=A 0] 9] 9 A& Al Al root A= ERIE 2] 2] Y
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0] 9] o] A}-8-A+= vl 9 Elasticsearch Bl A o)l B3] root A=FANEES F T 5 A& Th
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o] A B A A= UK g7 49 A3 A Elasticsearch X = A] 7} fluentd$} Elasticsearch 7+
o] A4 A|7be] 2FHUHFUY 2 A3 fluentd7t vl A] A & A2 31A] &£35)aL A ¥ = Server
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A Y&t Elasticsearch ZE2 X 9] 7|2 HTTP g 7] @ 27| A|7F 237} 5% oA 120 2 E9]
WUtk =3 B = 9] HTTP A1 7 2315 Ao 3= Elasticsearch ZZA] o] (3 & FAE AT 34
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ol d Bl Mo WA RE A g i27t e Y Y2d o)X AFAS Fx3ka] OpenShift
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S 18 3HA ERHFU T o] 2 Q5] A8 A7) server.maxPayloadBytes?] 7] 2718 Qo] 2 %] 23]
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch” 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
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requests:
memory: "16Gi"
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elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
fluentd-2c7dg

fluentd-9z7kk

fluentd-br7r2

fluentd-fn2sb

fluentd-pb2f8

‘=i shardE H§-35 CRUD, 141 2 A9 22 wlole #al %
o dlold @ 2 1/0, W =2l @ CPU F kA Utk ARl ;o] 7
ezt A w olg @B aas RUHP LT B olH =28 F

=9 4
cluster-logging-operator 171 1 1 18h
elasticsearch-cd-x6kdekli-1 0/1 1 0 6mb54s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6md4s

old 2 el Z-31 9] 7] & shard 4~ Elasticsearch g o] H] =& 429} 751 o).
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Phate

g3} o] 2A 31 OpenShift Logging 74 2 4, Elasticsearch A1-8-#} A 9] 2]
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e fluentd-zqgqx

® kibana-7fb4fd4cc9-bvt4p

F7tEas
® OperatorHub<dl| A] Operator 4 %]

3.2. 4% & &Y

Kibana& AHg-312] H Kibanadll 4] gl o] Hl & & 3151 Al z}s}37] 913l Kibana <19 2~ sl €l 9 A 7} s}
o2 AAS o g

i

P
T

FH2H U EYI FFAIUEY A B2 E 38351+ 7 OpenShift Logging Operator7} £3HH = 2
AE 7ho] Y ES] 2 £ ¥ 2 5 & FTh

Nl

3.3. CLIZ A}-£ 35} OPENSHIFT LOGGING A %]

OpenShift Container Platform CLIZ A}-£-3}o] OpenShift Elasticsearch Operator @ Red Hat
OpenShift Logging OperatorE A X & 4= &4t

A 8T A
® Elasticsearchol] 23t g 2E & X 7} A=A el gt} Z} Elasticsearch =Eo &= AHA| 2 &
A EF°l oY)
4

I+ 2EZ Ao 22 BFS AL < LocalVolume 7} A] ]| 4] volumeMode:
blockol] A ¥ QA B2 2528 A8 }x] ul4 Al @. Elasticsearch= g4 £5 &

Mg s UH

rlr

-

Elasticsearchi= vl 28] & @o] A&-3l= ol S Al o] A YU} 7] 24 2 = OpenShift Container
Platform& v 2 2] &3 9 A slo] 16GB¢2l 3 7] ¢] Elasticsearch ==& A x| g t}. o] 2 7] 37
9] OpenShift Container Platform == A E ol = &2 2 H U] 9| A] ElasticsearchE& 2 8} 3} 7] ol
s ﬂﬂwﬂ 7} S & A HF Y Elasticsearchel #A € v 2 2] FA)| 71 2= A 7€ =
coYrIAE = gj4l &8 2 g Elasticsearch ;==& 1 713t}

ZEA =
CLIE A}-£-3}¢] OpenShift Elasticsearch Operator @ Red Hat OpenShift Logging Operators A 2] 5}
29 O3S FAFY

1. OpenShift Elasticsearch Operator?] U] ¢ 23| o] 22 A A}

a. OpenShift Elasticsearch OperatorE 9] & vl g =35 o] = Q HAE YAML 3¢ (¢]: eo-
namespace.yaml)2 A4 g}

apiVersion: v1

kind: Namespace

metadata:
name: openshift-operators-redhat ﬂ
annotations:

34
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openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

Q openshift-operators-redhat 4] ¢ 25 o] 22 X A & of FUt}, A L o] FE2 A 5}
A openshift-operators 4] g 23 o] 27} o} 2} openshift-operators-redhat v ¢ 2 =
o] oA A & =AY 5= Prometheus 22| 28 RUH P 293 A8 oF gy
openshift-operators Y g 23 o] 2o A= T 4 gl= Community Operator7} 3=

4 931, o] 719 4] OpenShift Container Platform ] % ¢} 59 g o] £ 9] A E & A Al

il °l ALY o

Q Ad. 282 EUHY °] openshift-operators-redhat v g} 25| o] 25 A~ W3l =

st XA E o] Flol &S A s oF gt

Jhu r-|n

b. vl &so] A5 AP g

I $ oc create -f <file-name>.yaml
s &9 g3 2FUh

I $ oc create -f eo-namespace.yaml|

2. Red Hat OpenShift Logging Operator?] 4] 9 25 o] 2 & A gt}

H

a. Red Hat OpenShift Logging OperatorE $] gt Ul g 2w o] 2~ ¢ B A E YAML 3¢ (¢l: olo-
namespace.yaml)2 A4 g}

apiVersion: v1
kind: Namespace
metadata:
name: openshift-logging
annotations:

openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"
b. vl g5l ol 28 A4 ik
I $ oc create -f <file-name>.yaml
= &9 g3 2FUh
I $ oc create -f olo-namespace.yaml

3. g3 2B A EE A 5la] OpenShift Elasticsearch OperatorE 4 %] g4 o).

a. OpenShift Elasticsearch OperatorE $] 3 Operator 15 2 H A E YAML 3¢ (4: eo-
og.yaml)S A A}

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
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name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

@ ovenshift-operators-redhat vl ¢! 23 o] =& X g 5] of g T}

b. Operator 1/ 2B A EE At}
I $ oc create -f <file-name>.yaml
= &9 g3 2Fuh
I $ oc create -f eo-og.yaml

c. AB2aPA 2B A E YAML 512 (: eo-sub.yaml)S A A 5] o] 9 25| o] 2= 0] A]
OpenShift Elasticsearch OperatorE A H A3 9 A3 o},

PEEELEER

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator”
namespace: "openshift-operators-redhat”
spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic"
source: "redhat-operators” 6
sourceNamespace: "openshift-marketplace"
name: "elasticsearch-operator”

@ ovenshift-operators-redhat vl ¢! 223 o] =& X g 3] of gt}
g 5.0, stable == stable-5.<x>Z A9 = N F U} 02 F1 AL F23144 2.

@ redhat-operators = 2174 11 t}. OpenShift Container Platform 22 € 7} A gl W]
EQa(de]l &7 F82H)ol A XA 2% OLM(Operator Lifecycle Manager)2
43 v J ¥ CatalogSource Q HA E 9] o] & A A P}

3

stable3 #]7gshd QHg 22l H A D] 29 A A vjdo] APt}
installPlanApproval @ = stable A}-&: "automatic" = A 522 &4 X2
A B ARJN HA F 2 d mpo]q 2% Jadol=F .

stable-5.<x>& XA slA 5A 8 L] 29 AA| vlo] Wdo] AXgUt}.
installPlanApproval=} $}7] stable-5.<x> A}-&: "automatic” (=) A5 2
ZExZ ARG F2 d 2 U9 AAAR FHA vlo|y] |22 gad el =g
2)=

A7

=

d MEAIHH QBAE Yt}

i
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I $ oc create -f <file-name>.yaml
dg 5w o 2T
I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator:= openshift-operators-redhat 1] ¢ 23| o] 2 ¢f] 4 X] 5]
3 ZE2E o] 7t 22 A Eof AU

e. Operator A X = g1t}

I $ oc get csv --all-namespaces

=9 9
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
kube-public elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
Kube-system elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-apiserver-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-apiserver elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

7} ] ¢ 27 o] 2] OpenShift Elasticsearch Operator7} gojof gt vjd S 71 T A A
A s F dFU-

4. t}g 2 B A E = A A 5le] Red Hat OpenShift Logging OperatorS A X g o}

a. Red Hat OpenShift Logging OperatorZ €] 3l OperatorGroup £ H A E YAML 3} (4 :
olo-og.yaml)2 A gt}

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging
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namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

wopenshift-logging Ul g 23 o] 25 X F & of Pt

b. OperatorGroup 7§ A & A A T}
I $ oc create -f <file-name>.yaml
= &9 g3 ZFUh
I $ oc create -f olo-og.yaml

c. JBE2THA VA E YAML 9 (9): olo-sub.yaml)& A A 3} o ] ¢ 25 o] 26| 4] Red
Hat OpenShift Logging OperatorE A B 235 A3 o).

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

openshift-logging vl 9 2= o] 2~ & A A 3l oF ).

5.0, stable &= +=stable-5.<x>= |3 = XA gt}

-

redhat-operators & x4 3 t}. OpenShift Container Platform &2 2 € 7} A g4 o]
EQa(de]l &7 F82H)ol A XA 2% OLM(Operator Lifecycle Manager)2
e u J = CatalogSource 2 B A E 9] o] 52 A A .

I $ oc create -f <file-name>.yaml
& &9 g3 2FUh
I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operatori= openshift-logging 4] ¢} 23] o] 2] A X g t}.
d. Operator A3 & &1}

openshift-logging vl ¢J 2= o] 2=¢]] Red Hat OpenShift Logging Operator7} gl o] oF 3

A NS EAE AFA G E F dFHH

I $ oc get csv -n openshift-logging
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Z o
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0
OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. OpenShift Logging Q128 <2 A A gt}

a. Red Hat OpenShift Logging OperatorE $]3t Q1 2EH 2 @ BHAl E YAML 3¢ (<] : olo-
instance.yaml)& A A .

3

o] 7] OpenShift Logging 774 & T+ &3 &7 & A A3l of ot
OpenShift Logging & 2E ol 33 = Y= 53 Aol dd A e
OpenShift Logging 74 84 F4d 2 A FA = AESIA A L.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch” 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"

39



OpenShift Container Platform 4.7 2 7]

40

®9

o o

(o

@ o O o

visualization:
type: "kibana" Q
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

o] &2 instanceo] o] o} gt}

OpenShift Logging #2] 48] Ut} 7 $-ol| u}2} OpenShift Logging 7] 21-& W 7 5}
£ 7% °] € Unmanaged 2 44 5l of vtk &} 2] =] 7] <= vl 3= OpenShift
Logging®] thAl Managed 48l 2 2 W 7h4] o] ES ¥4 GFUTh | 5 A
Managed Jel 2 A4 s =4 @ W&ol A€ F dFUH

Elasticsearch 74 2 9] 8t A4 Ut} CRAIE AL A 9] 8] A 2)2 ALE3514] shard B4
A D JF 2EAE S F dFU

Elasticsearch7} 2t 22 225 fAs o t= A AR FUE A+ L AL AR S
AFH I (F (W), A1 ZHh/H), E(m) D X(s)). dl & S0] 742 7dY Ut} maxAger th
ofE 2asAAEUT Zt 2o 20 S BE A A S A oF Fh 284 &
o g A2 g3l Elasticsearch Q19 271 A A = A] ek}

Elasticsearch == & A A gt} o] 55 o Y4 o= FaL ALgS Fx3H4 A L.

Elasticsearch 22| #] 9] 7]& 2 EgA] FH = ol5& AU F 3o S 93l
MeEF 2EAE @3c 2E8A FH=E AZ TG 2EA =5 A
3}#] ¢k © ¥ OpenShift Container Platform2 ¢ A] 2 E & %] & 9t OpenShift Logging
S EIY L

I Q o] u}2} Elasticsearchol] t] 3 CPU 2 w2 2] 2 4 & XA gt} o] 2] 3 zk2 v ¢
F™ OpenShift Elasticsearch Operator= ) 1% 9] v o] ¥ 7| 2k A4 3y
o 71232 v 2 g 83 A 16Gio] 32 CPU &3 X144t}

3 @ o)) w2} Elasticsearch ZEA] 9] T 3 CPU 2 v 2.2] @ S XA g} o] 342 1]
9] ¥4 OpenShift Elasticsearch Operator7} tf 1L 5-9] v £ o] Z 23 7| Bgto 2 A4
St 71 27k W =8 83 A] 256Mio] 32 CPU £33 A1100m¢ Yt}

Kibana 74 & 918 24 94U th. CRS AHE-3td S EA S 918l Kibanas 73} 5L
Kibana:==9] CPUR M| 22 & AT F AFUTL AAT U EL2 2a Azt 22
b R = = i R L

Fluentd 742 913 44 94Ut} CRS AH8-3519] Fluentd CPU & v 28] A3 74
T AFYU T A4S U 82 Fluentd 7488 X344 2.
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3

Elasticsearch ZEE Z g9l ==9] Hu =34 Y}. 35 2
nodeCountZ #] & 512 OpenShift Container Platform-& v} ¥], Zglo]
E 49 glo]g] 9L 7}A upAE A A =29l Elasticsearch == 371 & WA
Yt} 7} Elasticsearch i == S 80| E 9 g o]|H 4§ &S A1-E-314 do]H
AL =2 AAPYUG. AEE T === Q92 Z4d == 24, shard &
T FA reot e F 2y AA AY S PG dlo]H ==+ shard
£ H {313 CRUD, 24 4 JAI9F 22 " olH #A FAY S AP dlo]
H 348 Y2 1/0, W2 2 CPU F A YU dA| == 43171 4=
Aol A ALE RYHASIA H B2 HlolH =8 Frhst= Aol T8

Ut

o] & So] nodeCount = 421 ¢ & ==71 APt}

$ oc get deployment

=9 4
cluster-logging-operator 171 1 1 18h
elasticsearch-cd-x6kdekli-1 1/1 1 0 6mb54s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 1/1 1 0 6md4s

old 2 €l Z-31 9] 7] & shard 4~ Elasticsearch d] o] ] =& 429} 7+ o).

b. Ql2~El2g AT

$ oc create -f <file-name>.yaml

dg s ggw gaun.
I $ oc create -f olo-instance.yaml

o] &) 3} OpenShift Logging 74 2 24, Elasticsearch A} &2} A 9] 2] &2 2 A 9 &,
Kibana 1€ s o] 271 A g ).

6. openshift-logging ZZ =4 E o] PodE U 3sle] A X & s}
2 5= 3 §A}3F OpenShift Logging, Elasticsearch, Fluentd 2 Kibanaol o ¢ of 2] Pod7} 3%
NEEY

I $ oc get pods -n openshift-logging
29 o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 11 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-q6bhp 2/2 Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2 Running 0 2mds
fluentd-587vb 11 Running O 2m26s
fluentd-7mpb9 11 Running O 2m30s
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fluentd-flmG6j 11  Running 0 2m33s
fluentd-gn4rn 11 Running 0 2m26s
fluentd-nigb6 11 Running 0 2m30s
fluentd-snpkt 11 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2 Running 0 2m39s

3.4. A z] xl%l

Kibana A1-8 3121 ¥l Kibanaol 4] 018 & 41513 A| 7+3}517] $18l Kibana 1) 2 o€l 2
o2 Ao gt

>

75}

i

2~
T

f

ZH 2 Y EYa —-—31}7} HEY 3 B E F83l= 7-$ OpenShift Logging Operator7} £gd =
CERE R ECEREE ERE PSS

3.4.1.Kibana <19 ~ = &l A 9]

Q19 2 s e-2 A zts}sl2] = Elasticsearch Q19 25 A o] g o}, Kibanadll 4] d o] €| & &4 513 A Z}3}
st W Y2 AE S A sl oF o

A 27 Av

e KibanaolA] ¢l & @ 7kx} 21 dl A2 B 2] A A2 A} A cluster-admin & o]} cluster-reader
3 E= F o do] BF glojof Ft. 7] E kubeadmin AL & Al = 0] 2 @ Q19 A2 A
TFI=3F Z‘zi?ﬂ Agto] AFY T
default, kube-, openshift- = 2 A E o] ] Pod¢} 215 2 4= A t}d o] 2] 3 el g 2o A A28 4=
Aojok Fu . o3 HE S AHE-3te] AA] A AL Al A A Aol YA AT F AFUH

I $ oc auth can-i get pods/log -n <project>

)

a)

yes

| m_m‘

23

A 2 7124 o 2 Y|} OpenShift Container Platform Elasticsearch 912
20 A A A ¢k o) Kibanaol 4] ZHAF 2 15 B 2] Log Forwarding API
£ AH8-ste] AL 219 default &2 & AH8-5th= Jho] Zekl & A 3l oF Tt

o A XS B steld WA Elasticsearch #4115 A9 Qs of dUtt. o] Y2 A5 = 3
m

EPET
SR A 2 2EY QolER ZeAHAAE R E A 49 5 Ayt

ZEA =
KibanaoilA] <19~ s €l 2 A o] 5} 31 A Z} 32 A A E A 22 $3 ).
1. OpenShift Container Platform &<l 4] Application Launcher 2293 A 2A L AAF
Yt}

2. e -2 Y > A Y PSS 5te] Kibana 19l 2= s d & A4 F U
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o ZAgAEZ2AES 232 WA Kibanao] 2228 o 5o g dd 2 aS WA
of 3t t}. A& A= appol @k A <19 2 S el S A A 5l @timestamp A 7F R =S A}2-3)
of Zgoly 22& glsjof .

o A A+ @timestamp A 7+ FH = = X183} app, infra, audit 2149 2] ] 5} 2] 2 Kibanaoll
2o Qa2 a-S s of o

3. A= AU A A Kibana A ZtstE A8 FU 4.

342 UE9A B 843 E o) ZeAE 7 2 5§

ZY2HUEY A FIFIA=UENT £ & AP T F dFYH o] 9 OpenShift Loggingol 4] vl £ g+
operator7} 39 X2 A E 7ZHU EQ I EF Y S 5] &3llof ).

YEYI BEgE 22 A E Y pod EE A H A 74 Y EY A E& 9L 2333 o} OpenShift
Logging2 openshift-operators-redhat 3 2 =) & ]| OpenShift Elasticsearch OperatorE A x| 3} 3L
openshift-logging = = A € o] Red Hat OpenShift Logging Operators A X gt} whE}A] o] F = 2 A
E 7 Ed e 5 galofF gtk

OpenShift Container Platform& 7] ¥ CNI(Container Network Interface) I EY] = ¥ F A<
OpenShift SDN3 OVN-Kubernetesol] dlsl] A A== F 71 S S AT@UL o]l F F5dA= &
LR ECERDEE ER St

OpenShift SDNel = o3 Al 7HA] =71 dHFU .

YELQAIa AA

R/ RG REUD B & BASA G2 A4 RE SN E S G 2 AT A A S
Aojale A Aoz wE BN ARG OF 95 Fohelo] N4 o] ZuAlzolM =
tE T2 EdA A F o SeA NS FH 5 YUtk upebA Shte] 27 #aA T2 A Ed
A gE z2AEZ EFIo] FAH A}\C%D—“)\]X-]_Q_iﬂz_l']g FA .

O3z HIE
o] RENA =Y EY A B 71 E&FUh F 719 27 3d =2 A E 9 Folsle] EF TS 3] 8o
Iy

B4
ol REMHMEREEHILIFILIUT UENI £ 2 LA gFUth. ol A= e 31A ¢

Fuh.

OVN-Kubernetes= 33 Y| E 9] 3 A A2 AH2- 3 o). wh2bA] OpenShift SDN=} v} @714 £ o] 2
BAE ZZAEqA GE ZIAHAER Eéﬂjol FNE FA=F Z YL FAS o G

EZZAX

¢ 5 HYE » =44 OpenShift SDNS X183l A ¢ F T2 A Eo] Folghrt o S 54 oS
s Z2EUn

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o TE=YEYI AR 2 U OVN-Kubernetese] OpenShift SDN9] 7 ¢ o3 24 S =3 o

a. openshift-operators-redhat ] ¢} =3 o] 2o A F o] BES YU} o S S5 b33 25
Yt

I $ oc label namespace openshift-operators-redhat project=openshift-operators-
redhat
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b. openshift-operators-redhat,openshift-monitoring 2 openshift-ingress = = 2 € oj] 4
openshift-logging Z= A & 2 =43 4= 9 openshift-logging vl g 23 o] 0] Y E Y =
AR oHAEEZ WYL 9= 54 33 7245y

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

F7HE e
e YEI AFA A9
o OpenShiftSDN 7| ECNIVIEY I FFA AR

® OVN-Kubernetes 7] ¥ CNI(Container Network Interface) YIEQ| 3 3 A A X
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#about-the-openshift-sdn-default-cni-network-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#about-the-ovn-kubernetes-network-provider

4% 27 W E 74
4%, 27 W E 74

412828 27 A4 Qe B 2x R

OpenShift Logginge 14 3l# A ClusterLogging AF8-2}F A 2] 8] &2 (CR)E A1-&4+ A 9| g}

411 ZH2H 2P AE8A Ao A2 AR
OpenShift Logging 372 ¥ 7 312 ™ ClusterLogging A& 4} & ] 2] 22 (CR)= A4 a3 54 k.
CRE FA st AU A4 3171 918 X - o] o] A9 AA3HA AlFFU

&2 OpenShift Logging S 913k A uHA ¢l AH8-2 A 9 2] 429] o Y}

ClusterLogging A} 82} A ] 2] 42 (CR) =

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch” ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
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collection: G
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

CR o] && instanceo] o} gt}
CR-& openshift-logging v] ¢ 23] o] 2 0] A X] | o} T o}

Red Hat OpenShift Logging Operator 2] A€ 94U tl. Unmanaged= 23 H 79 Operator:=
A AHA G ZHloln HulolEH A FFU

REAA v 7, 2422 9 DA 2ERA SHEE XFPF 22 AZ 4L A4A
faz 0 2 AW, Pod BAL £2 XFS A 245 T2 A3

A2 QFA DAL FTFIF 2257 AR

QDO 009

4.2.27 47 74

OpenShift Container Platform& FluentdE AH8-5lo] S 8| 2H A &Y & o ZAlol A 225 3
3}31 Kubernetes Pod @ X 2 Al € v gld] o] g & H| o] = W 7§t}

273719 CPUR MR AgS AL 21 557 PodE 54 =22 o] 58 F+ dFHO
ClusterLogging A1-&#} A 2] 2] &~2(CR)<2] spec.collection.log.fluentd 281z} = 53] 21 3 7] oj
AL REFTHA SIS F IdFUL

421 ALHA F=TH PR

A A 5= OpenShift Logging 77 W2 o] A% Ao A8 FH S A&t A= APt &
TAL AAHA gov g ALE31R] vl Al . A 7 2 1 Yd -2 OpenShift Container Platform 2 2] 2 n}
g uigd o oA Aee e 74 /s Aol AlojH e Aot Ao Agd F dFUth
o] Ao AHE A7 GE AL AE3= 29 OpenShift Elasticsearch Operatorg} Red Hat
OpenShift Logging Operator7} xto] 2 A 3t 2 W73 3 -2 o] Al2tg Ut Operators 9 7] 23
SR REFESAHYDAHE HEHU

3

OpenShift Container Platform A % A o] A| A = X] ¢k-& A o] Z F 2 3179 Red Hat
OpenShift Logging Operator 1= OpenShift Elasticsearch OperatorE Unmanaged
el = g a0} $1] ) 225X 9= OpenShift Logging $73-& 5-¢/ 5.4 201
OpenShift Logginge Managed A 8] 2 552 o 71%] Qo] ES wtx] k&)

42.2. 27 3 7] Pod ®1.7]

Fluentd 27 3 7] Pod¢} A3 21 33 ==& & F AF Y. Fluentd 27 43 7] Pod+= openshift-
logging Z 24| E o 4|t A3 o}
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Z2A 2

e openshift-logging Z2 A Eox T} & HH L A3 sle] Fluentd 27 =37 Pod L AL AR E
A

$ oc get pods --selector component=fluentd -o wide -n openshift-logging

=99
NAME READY STATUS RESTARTS AGE IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com <none>
<hone>
fluentd-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com <none>
<hone>
fluentd-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com <none>
<hone>
fluentd-gpgg2 1/1 Running 0 134m 10.128.2.27 workerl.example.com <none>
<hone>
fluentd-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com <none>
<hone>

4.23. 21 437 CPU ¥ v 23] A g 74

23471 CPUR M Re A G B 23

o
4

Ut

Z2A 2

1. openshift-logging = = 2] € o] A ClusterLogging A}-8-#} 4 9] €] &2 (CR)E HA I .

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

ﬂ doo wzt CPUR W2 A3 2 232 AP FUT. A8 #hol 7123 d Yo
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424. 2 AGAE A3 13 A4

o Fluentd @3 2 H 3 vy o] =7]
® Fluentd 3= =84 5%
e Fluentd = AG AN E 5=

Fluentd= ¥ =2t @< blobol X 21 dlo| 8] & 3 i th Fluentd7} 335 B3 W) FA==289f
2o Y= Ao 7 EH o] At dolHZ AYPJ Ut F 27t 7HS 2HE Fluentds F A 2572 o] 5§
Utk o714 A= S2AE7] Ao B Ay diddel 71 S g Ytk Fluentd= M E 3 4] B W3
o] §F EA} Z2 A THA ol {2 B AE EYAFA XRZ F UFUT. AAE FHNT FUE AT
Fluentd= 749 | 2 Z2A1 & A Al =34 o

71¥.2 6 2 OpenShift Container Platformol A] Fluentd X/~ 2/ 3z Ul 9 X} 8-5la] ZEHA|E 04
A =4t o714 Fluentde E2]A] AA = 7H4 9] th7] A7+ F ol 2 S0, o did 94 83 &
Fole vl Egol Ut A5 Mo x5 v & sstal A =7/ FH A = H S AHE-Ste] A FHE 7HA o
233 EYNS AAE @ 5 YEUh /1R H 0 2 Fluentd: 32 S 42 7713 A A=guch
OpenShift Container Platformoll A& F-A| 3t AA| = T2 HA ST = QiU

ol @ v/ A= 7 A A F e S AR s d =80l 2 AsY

e

* A2 Fol th3l FluentdS A X s}3te]d o] ] & w7 A5 ALE-31o o] 2 v
EAANE AL, AN E AL 6 2A A A UMEAI AN 55 L F dFUch WAzt
255 == g Al2de 4 g Ikl Ba gyt

o Fe AL ARSI Al ANFE AHg kel dolHE Ahe we] AF 3, A+
= WA s, Aok uAE O BA HES, FAA 2 ANEE O AF A 5 dgUth

ClusterLogging A1-8-#} 7 9] 2] 4 2(CR)IA & w5 ALE8te] A2 R S8A 84S 7S+
AU th 229 Fluentdol] A A8 5= A X = vl 7l =7} Fluentd 74 Rl A5 © 2 F7bg ).

A3
olg & vl M e 2 B

o W] g} Ao PEUTH IR AL TL Avk AL AT F Y]

.

o Fluentd 74 2 A% ol A4l & A o] A= LF A& Aol A sl FH .

o A% R4 ASYUTh 249 7158 SWol: S vAA YHLh

3 4.1. 315 Fluentd A v /|4

e e

L

=

chunkLimitSize 7t R =) Ao =7 YT 8m
Fluentd+= o] Z7]e] =gald H =
o tlely 2271 & FA gtk 29
o} Fluentde= 25 #F2 2
I HAE AY
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totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

/\-]l%]

=

N BEER EEERRRE P

A 271Uk ¥ =277 o] gk

& %3}3H Fluentd= 3 A2 9)

tol¥
7 A
°|H =

27be FA%L 2Rt

Stk A3 gle Zed

e49

cEEC PR RIREIES)

m(:e),

& A=
I

h(A171) = d(2)E AL

AEH

oA g s sk P

lazy:timekey vj 7| ¥ 4=
E7Hte 2 HA 5 &Y

A&y} timekey v 7

interval: flushInterval
mHFE 7|gte 2

AaE E9AEUY

immediate: g o] & 7} 3
Zo) 718 A E HAE

Z Ao,

F7H 7S B W B2 5

throw_exception: = =2
of A o9 E =YY

o}.

block: 2 A w3 &A 7}
249 w714 "ol ¥ A
& A IYrh

drop_oldest_chunk:
71 Qe g AA
st A2 Eole= HA
E gy eHE 3
AE=MNE2LEHIHG 7}
A 7F A sy

exponential_backoff #j A =

Wl F

o A (Z) DY T

4% =27 W E 74

1s

A
N

e
Jpu

300s
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o 7 5 A 712

retryType Z A A A A = B exponential_backoff

e exponential_backoff:

A AN E A S 5

Ut} Fluentd=
retry_max_interval j
MG =g d w71
o A A E=7HA] O 7] st
A FE SHY
=2

e periodic: retryWait vl
MAFE 7Igto g &
YA S F71H o2 A
A= Yk

retryWait o F 3 FHA A AN E)Y 1s
Y.

Fluentd F =3 54 F7] o th & A& H-&-2 Fluentd &4 9] 1] ¥ =2 2208 FxsH Al Q.

Z2A 2

1. openshift-logging = = A € 9| 4] ClusterLogging AF-&-#} A 9] 2|42 (CR)E HZ I}
I $ oc edit ClusterLogging instance
2. g WiARSFE FIHeAY S U

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s g
flushMode: interval e
flushThreadCount: 3 ﬂ
overflowAction: throw_exception 6
retryMaxInterval: "300s™
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m @)

ﬂ SYAIE f8l ol F719 7] Aol zZF =22 Ao 271 A FUA-
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A3 &A1 4 S A g

lazy, interval === immediate 5 3 SHA| & I T PHS AAH I Y.

throw_exception, block ==+=drop_oldest_chunk 5 77} 715 &2 o] F 3 532 A A
ok

exponential_backoff 3 = =21 A ¥ o] Ao 7H4 ()& AR I
A3 ZYA A Al QA = 73S exponential_backoff === periodic 2 2 A A g}

ge A2 Ze A A A E)S AR T

90909 @6@@

cEREPEEREVESEL S

3. Fluentd Pod7} Al = A=A Ao
I $ oc get pods -n openshift-logging

4. A gkol fluentd 74 ol J=A g}

I $ oc extract configmap/fluentd --confirm
a]): fluentd.conf

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread_count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT'] || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

oX
ko

4.2.5. 7] 2 Elasticsearch 21 A A A E A} L3R &= AL AL H % o 2 A

A

AAREA 2AE AL 2T A ZLE ADslal 7| 2 Elasticsearch 21 A A A S AL L3 A L= A9 =
7 S =g A ALESHA] = g 78 S A4S AAT F dFH-

=, 7] 2 Elasticsearch 21 A F 4 & A18-51K] &+ 7 ClusterLogging A1-&# A 2] ] /\/\(CR)OII A

X Elasticsearch logStore, Kibanavisualization 7+4 R 4 E A AT 5 AFULh o] s A 245 A
Ast= A2 A9 Atgo| A nt 2| A2 A oFd 4= gl HF U]
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AR @7 AR
o 3 AIRyI 2 Ho]HE 7] 2 U} Elasticsearch 28 2HZ A$3A A gyt =
I A2S 74 3= d A4 3 ClusterLogForwarder CR YAML 312 S 7 A} t}.defaultS =]
st outputRefs @ 2271 = APt & 4 b2 25U

outputRefs:
- default

'@ F9l
ClusterLogForwarder CR2 = 1 g o] H| & |} Elasticsearch 28] 2~ 2 A3l

ClusterLogging CRol| A logStore ++4 2 4= A AUt o] ¢ 22 Hlo]HE A
73 | i Elasticsearch 22| 25 7} A=A eiFU ) o] 4§ do]g &4 o] XA

& % dguth

ZA 2

1. openshift-logging 3= = A E o] 4] ClusterLogging A&z} A ] & &2 (CR)E AR I}

H

I $ oc edit ClusterLogging instance

2. ClusterLogging CRol 4] logStore, visualization =&l 2} = A 7] 5l A] L.
3. ClusterLogging CR9] collection 28l A} = X gt} A = o2 o ¢ FAHl oF gy}

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. Fluentd Pod7} Al £ A =X el g},

T H

I $ oc get pods -n openshift-logging

F7tEas
® ERAAZH 2o A
43. 21 A FA +A
OpenShift Container Platform2 Elasticsearch 6(ES)& A} &35l =1 dlo|H & A A5l A4 Fu o
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S X A AZALAE TR F AFU

e Elasticsearch ¢ 2~H 9 ~2EZA]

o AA BAoA B QL7A Zel2H 9| HlolE = 7} shard 27

® Elasticsearch =] o] o] T g} 9] { N M| 2~
Elasticsearch v 22| & @o] A}&-31= ol Z 2] A o] 4 Y U . ClusterLogging A& 2} A 9] 2] & 2=0| A]
2] XA A &= ¢ ZElasticsearch ==o =W 28] 83 D Ak Z5o] H416Ge] w27t 28 g
Y} 7] OpenShift Container Platform :== A E = Elasticsearch 28] 2 E A Y 3s}7] 9 FE3| =2
A &L F A&H5UTH @A v 2 7] o] Ao A 7z Elasticsearch :==9) th3l] H ) 64G7A] A3 at=aA
OpenShift Container Platform & 2Hd] ==& F7}s) oF &t}

7} Elasticsearch === Y2 vng AF o =2 7=3 4 91X

)
[kl

2 g4 S0 AgEA e

431 72X 228 2 AZALZE AG

U} OpenShift Container Platform Elasticsearch 22 A F 4= A 222 93 B 2 EH A = A&
1A ¢k7] W&ol 712 F o 7 A} 2 1+ WX Elasticsearch Q1 2€ 2-o]] A A = #] ¢k )

o 2 Eo] Kibanadl A A 222 B7] 98] ZA 2SR 23 A F 42 B4 Log Forward API
£ AHg-slloF gyt

T8

] i OpenShift Container Platform Elasticsearch 21 A& 4= A 22 & ¢33t B
2EHAE AFIA UL ZA 225 ALt = A 2Ho]| A A HYR 3 H S FF
3 EuEA B =5 5= 2l o] 55U Openshift Logging2 o] 213 138 & &5
A &HFUT

%o

32 A 2

Log Forward APIE A}&-3}o] ZHA} 2 25 Y} Elasticsearch 212

T
>
f
)
P
.
=)
£
o
o
4
o2
)
L
v

1. ClusterLogForwarder CR YAML 512 & A A 571} 71E CRS AR gt

e =27 §3 L X Elasticsearch Q1281 A F W= CRS AL UL gAESHA
A &5l 2|2 A8 4= JdFY

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default
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@ soizaae AYA 2L Aol A

5
= =
= U} Elasticsearch Q1281 2~ 2 AG3]t}.

23

ol sa}elol o] o) e A o] A, A2} @ 7EALe] Al 7HA B o) 218 B A
Rallof FUTh 22 43¢ AFeHA dow AF 227t AFHA Y £4
.

e 7]Z ClusterLogForwarder CRo] Q&= 7-$ AL 219] 7] 2 28 o] gto] Za2l L F713H
712 &89S AZod et Ut o E EH g3 g5y

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch”
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- nhame: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default ﬂ

Q o] sjo] Z}ol & 9|1 o] A¥ A9} 3y U] & Elasticsearch Q1 2B A2 7ML 212 B
Yt
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F7tE A=
® | og Forwarding APIlo] o & z} 4] 3t ] 82 Log Forwading APIZS A}8-5le] 21 A2e FZ35H4]
Al L.
43.2. 211 RE A7 7A

712 ElasticA M 2 AF4712el 20,38 2208 23 9D AL 29 A 7K 2 98 Z} 7}
ulE e 2g BASE 7120S A SE HEFHS TS S dFUh

BE QAL 74312 4A ClusterLogging AH8-#F A 9] 2] 422 (CR)o| A z+ 21 & 2=9]] tlslmaxAge i 7l
HFE A FU . CR2 Elasticsearch @8] 2AZ 9] o] 8 & g5 & &5l Elasticsearch7l 221 @
Ae 25 AR 3h= A 71 A F o

o

—_—

A8
> 2

d 271 g3 274 5 3ol € X351 Elasticsearch= @A Q19 2 & o] 533 A Q19 2 E A A 5lo] 2l
2 2ot

e <ldl ~7} Elasticsearchh CR2] rollover.maxAge 31Xt} e &l & Y HYth.

gl 2 517]7} 40GB x 71 shard 1.} F o}
o Qg X ¥ 57} 40960KB x 7] & shard =Rt} F1t}.

Elasticsearch= 743t RE J Ao g} EQHEJIN S AU 22 L2 g BHEZAS A
AaA ggom 7| BA 07 7Y Fo] a7t A4 H U

PR
® OpenShift Logging @ OpenShift Elasticsearch Operator7} A X] 5 o] ) o] o} g},
A%
23 8E NS FYSEE e FY T
1. retentionPolicy v 7| 5= & 3713841 4 3l21 ¥ ClusterLogging CRS A gy o).

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
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Elasticsearch7} z} 2 1 225 §-A 3l o 5= A1 7+

ARG RS 2 A AR S 9
FUCHEF(W), AZHhYH), B (M) 2 Z(5). o & Eol 10

1d¢j U} maxAgexr th Q€

2. Elasticsearch A}-8-2} A 9] 2] &2 (CR)o|A] AR S 30T 5 dFU
d] 2 Eo] Red Hat OpenShift Logging Operator7} 84| 7}ult} Q13228 2 79| 4] Qi A~ =
W3l Aol T3E BE AL T4 87 9138 oS Elasticsearch CRS QJElo] EF %, £9.1]
| Qe aE 2o F 7Y 0] Ay kA g Yt} OpenShift Container Platform-2 155 vt} Q1

U2 g ouslo} s g

i

o
i

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h
pollinterval: 15m

RERHE 7t 23 2o gal AT 229 228 AT Eom e A7 S Jepd

e

o

BF-ol 2P

OpenShift Container Platformo] £ @ vl @ ¢l 9 ~ 2 A}A]| 51
ClusterLogging CRol| 4] A A stmaxAge ¢ U ).

JAA 25 Z 2w o 3123 oF & OpenShift Container Platforme] ¢19 2 = ¢t} o]
2 ClusterLogging CRell A A4 sk maxAge°l A 24 g4t}

OpenShift Container Platformo] 4] 1€l ~ & £ ¢ Bl aj|o} 3l =X] &l dt= A ¢ o]l AA L
712 zkelm AT 4 gFyh

o ® 90

23

flo

Elasticsearch CR 54 2 A9 5% ¢& Ut RE AR Qs 2= WA
ClusterLogging CRol| A =33 3] oF g t}.

OpenShift Elasticsearch Operatori= Cron %] -2 vl ¥ 3} 22 pollinterval £ o 23 A o] € A 3
ol wa} 7wl g o) Qe 22 AT T

I $ oc get cronjob
2 o

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE

] m‘m‘
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elasticsearch-im-app */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <hone> 4s
elasticsearch-im-infra */15**** False 0 <hone> 4s

433. 2O ARZLo dF CPUR R 83 74

7t A QAAGS S CPUH v 2] @ S AT 4= A H5 Yo OpenShift Elasticsearch Operator
7hallgd S Aot 7S AASGERE oA P S FFeE XHI e = jlFUH

F

R

o)+ 2 22 2¥ A Elasticsearch Z5A] ZA g0 9] 7|2 W xg] Aoz FH3}A &
& F9gomz == A o7} OOMKilled= 1t} o] ¥4l 7} @Al 514 Elasticsearch
ZEA gtz 2 9 A} =P Y

7} Elasticsearch === G2 v g 407 5T S AX gt 22 G- v X o= AFHA 54U
2 £ 9] 49 7 Poddl 7] 2 16Gi o] o] &d = o] ook ). 7154 Podd H U 64GiE &3
3 oF o).

A 27 Abg

® OpenShift Logging ¥ Elasticsearch7} A %] = o] ) o] o} gt}

Z2A 2

1. openshift-logging = = A € 9| 4] ClusterLogging AF-&-#} A 9] 2|42 (CR)E HZ I}

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:
resources:
limits: g
memory: "32Gi"
requests:
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi
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@ =29 W) Elasticsearchol @ CPU 2 vl 22] 242 A4 Fth o] &< vl9 Fa
OpenShift Elasticsearch Operator7} tj - 22| u] ¥ of] F 83 7] 2 zto 2 AA U} 7| &
e vreg 93 A 16Gio] 22 CPU 2.3 A1 4t}

ZEolA ALEE 5 YE A 722 FPuI

PodE o oFste= ol 223 H 4 fa2dUn

- -

g g o] w2} Elasticsearch Z=A] o] i gk CPU 2 vl 28] @ F5 A}, o] 2 g 315 M
9] %A OpenShift Elasticsearch Operator= th -2 9] v o] 83 7] 23S A4 Y
o} 71 2 ke vz g] 93 A] 256Mie] 22 CPU 234 A]100m¢) Y o}

Elasticsearch ] 2 2] %2 24 & o) 83 2 AF w50 TA A g2 AHLa)oF Tk
dg 5w g 2ayh

resources:

limits: 0
memory: "32Gi"

requests: g
cpu : 118"
memory: "32Gi"

gz A FAuh
2

S HA4F

tlo

FHUE2E dutg o 2 v Z A9 =511 Elasticsearch7l A F A A dHS A3l = 5] 8314 &5
Ut} requests 2 limitsoll tjsl]l 53 32 AAQ A o ALg 73 vl 22 7} gaL 7R slka
Elasticsearch7l 935l= v 22 E A2 5= Q&)

43.4. 2 A7 a0l th 3 5A4 A F) 74

Elasticsearch shard7} 28 2H 9] o] g =t A 5= iy S A9

e

4 94U th

AR 27 A
® OpenShift Logging 2 Elasticsearch7} A 2] = o] ) o] o} gt}
Z2 A2
1. openshift-logging = = A € 9| 4] ClusterLogging AF-&-# A 9] 2|42 (CR)E HZ I}

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
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logStore:
type: "elasticsearch”
elasticsearch:

redundancyPolicy: "SingleRedundancy" ﬂ

Q shardol] o] 3 S5 A2 S AUt W7 AHdS A Fstd WA Aol A &gUn
e FullRedundancy. Elasticsearchi= 7z} Q19| 2 9] 7] £ shard& 2 &£ Hlo|H == 2H3 3]
AU o] W2 b o] 7P A B e 3k 23 ol 7 BaL sl /M

E Al

® MultipleRedundancy. Elasticsearchi= 7} Q19 2 9] 7] £ shard& | o] E| = =9] Auto
2 A5 HAdY T o] i 2 b A s Aol o] # @ o] ¢yt

® SingleRedundancy. Elasticsearchi= 7} Q19 2o 3] 7] shard 9] AHE s }tE Y
o7 7l o1 HiolY =7 EA S G ZAEAE S 7 I HEFD F AFY
th. 57) o] ¢l ;== ALg-35l= -9 MultipleRedundancy ¥ th A 50] 34 g Ut &
Elasticsearch :== v ol = o] A & 283 F s

® ZeroRedundancy. Elasticsearch= 7] ¥ shard9] A& 95| &5 Ut =71 0
HAY A= A+ 222 AEE F AUV R/ EH4E F AFUT R G s
olf FL3AY AA A=A /PVCHY/HA AFS 7% A ¢ o] REE AHGAU O

23

old 2 el Z-31 9] 7] & shard 4~ Elasticsearch g o] ] =& 429} 751 o).

4.3.5. Elasticsearch Pod =4

Z 2] 2H A Elasticsearch Pod & & o] o] ¥ &4 &= Elasticsearch 5 A 371 HA T 5= A&

Ut

5 438k= 4§ PodE 3 ¥ 3t 43815 S e8] 2Hol A shard9t HA| 2o #3 & A 23T 5 Ao
ofF gt t}. Elasticsearch 4] 71 green©. 2 =o} 71 t} £ Podol A 4 5= A5

23

Elasticsearch &2 2-¥] 7} ZeroRedundancy = A3 H 73 $- Elasticsearch Pod& 43|

R LS

43.6. 23 AL AT T+ =2EHA 4

Elasticsearchol = 9 7 2E 2 A 71 2 2 3t} 2 & & X 7} WS 4= Elasticsearch A o] a8 Yt}

@ 7ol
Lucene2 NFS7} Al &34 &+ 9 A 2H 5295 A1 832 2 Elasticsearch 2 &

ZANHENFS 2EA & BF £ 97 BF(EE Glustersl & NASE 53)
02 AT 5 YFUThuolH &4 2L Jle EAZL BT+ A5
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A 27 Ab

® OpenShift Logging 2 Elasticsearch7l A ] & o] ¢l o oF gt}

Z2A 2

1. ClusterLogging CRS A3t S2|2H 9| ZtHlolf =7l 7 EF SH YA vRIEHES
A @t

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

o] Ao A= ZF ¢ 2 7} glo]E] :==7} AWS General Purpose SSD(gp2) 2=E 2] %] "200G"S 2 A 3}
=37 EF FUYA vRIGHES AP

=
I+ 2Eg A 22 BFS A3+ 73 LocalVolume 7| ]| ol A volumeMode:
blockol] A3 ¥ QA B2 B F 2 A125}A] vl A] ©.. Elasticsearchs 94 22 B 52 A}
| sy

4.3.7. emptyDir Z2E @ A o] o] 3+ 21 A2 1A

emptyDirg 27 A4 A9} 371 AHg-3 Q1A Wl E7k A4 5 3 A4 & A Pode] BLE ol 7t &4 FY)
=8

% .
emptyDir& AHE S Wl 23 2 &2 X7} OA] A& H A A L= o] g7t &4 gy
REE
® OpenShift Logging 2 Elasticsearch7l A ] & o] ¢l o oF g}
EZ A2
1. emptyDirg A A s} ClusterLogging CRE A gt}
spec:

logStore:
type: "elasticsearch”
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elasticsearch:
nodeCount: 3
storage: {}

4.3.8. Elasticsearch £ Z 2] 2H A A & 53}
elasticsearch 74 ¥ E+=elasticsearch-* v 3z 74 2 WA T u] E YA &S AP
3t Elasticsearch Pod7l 23 5= = =8 A F- Q) of = Aol = 29 A A 2ol Adg U
AR 8 7 AL

® OpenShift Logging 2 Elasticsearch7} A 2] = o] ) o] o} gt}
ZZA X
S 2HE 29 AAFsEE vas Sy

1. openshift-loggin Z= A E 2 W73},

I $ oc project openshift-logging
2. Elasticsearch pod?] o] & 7FA 34t

I $ oc get pods | grep elasticsearch-

3. Fluentd PodE =43} Elasticsearch® A 21 A4L =X}

l

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":
{"spec":{"nodeSelector":{"logging-infra-fluentd": "false"}}}}}'

4. OpenShift Container Platform es_util & A}8-3}] shard 5713} Z Al & 3 5lo] F535}17]
Aol g 2= 227] g 7] 52 & o] fl=A Il 2.

$ oc exec <any_es_pod_in_the_clusters -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

g 5W b gEUTh

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

)

a)

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

| m,m

5. OpenShift Container Platform es_util =2 Al 8-35lo] o3 o2 = 5 F1d3 of shard ¥ &l
AL A FYUL

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'
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g 5W b gEUTh

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

2 o

'acknowledged":true,"persistent”:{"cluster":{"routing":{"allocation:
'enable":"primaries"}}}}, "transient":

{
¢

of =~ —

Fol =W ES 26 9 2wl ol 3l th-2 AT

a. 7]1¥-7# % 7 OpenShift Container Platform Elasticsearch 8] 2H & =9 g g S0} 2
AP b BH L AHE 5] Bol2 S 58513 Pod7h WA ALgHe AElSES gt

I $ oc rollout resume deployment/<deployment-name>

g 59 et gEv

$ oc rollout resume deployment/elasticsearch-cdm-0-1

o
i)
2

I deployment.extensions/elasticsearch-cdm-0-1 resumed
A Pod7} vl £ 5 Q%1 T}, Podol] AE| o)1 7} EH 5@ B £ 2 0] 58 5 At

I $ oc get pods | grep elasticsearch-

%9 o
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpw6k 2/2 Running 0 22h

elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2 Running 0 22h

b. W E7} SHEH W Bob2-2 51§54 RS Pod

i
o

A2 gt
I $ oc rollout pause deployment/<deployment-name>

o g 5W 083 gayh

$ oc rollout pause deployment/elasticsearch-cdm-0-1

o
i)

of
I deployment.extensions/elasticsearch-cdm-0-1 paused

c. Elasticsearch 2 2 ¥ 7} green == yellow €] <1 %] 821314 A] £

62



4. 27 M E 74

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

e

! =77
o] A = & o] Aq] A}-&-3} Elasticsearch Podo| 4] Z0}2-& 433 3¢ 1 Pod
Y O o]/F EA 1A o of 7|0 A] Pod o] Fo] E 23}
d& &4 o33 25y

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}

@ 135171 Aol o] mi S 3ko] green E = yellowl A 51441 2.

. Elasticsearch ConfigMap<& ¥l 7] g 71 9- 7} Elasticsearch Poddll tj 3] o] @7 & &3 o}
. 29 2EH R E X7} Zol2HH shard WA A S thA] A3

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}l
g5 o3 2EUnh
$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l
g o

{

"acknowledged" : true,
"persistent” : { },

| HHN,
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"transient" : {

"cluster" : {
"routing” : {
"allocation" : {
"enable" : "all"”
}
}
}

9. Fluentd PodZE 333} Elasticsearchdl A] 2 22 AE3] ).

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":
{"spec":{"nodeSelector":{"logging-infra-fluentd": "true"}}}}}'

439. 22 AA AN AEAZTZ =

SR NA 28 Y&

7122 o & OpenShift Logging= 7 vl ¥ 9 21 A Z 4= 27 F 2
AEE el ARss TEZHEZES

=27
o} "ol g o A 28 270 21 A F 4 A 20 g 93 o
23+ dFUh
9 Ko A &= A Y53} A =, OpenShift Container Platform E2 2 A X9 21 A 344 CAUASA S AA
?3‘}04 EIAZE QA S T AU 28 F 4SS EFs=cURL 8P 08 23 AL ME| 25
3= =T o O“A—“/\b‘]—],]]:}-
o <2lZ: A=A ${token}

o Elasticsearch A| ¢+ 5.3} 4 & 9 Elasticsearch APl 2.3

WA E T B F I A2 5 At 27 AFE F2H IPS ALSste] 27 A2 Au] 2o o
A28 % g4

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging
2 o

172.30.183.229

$ oc get service elasticsearch -n openshift-logging

—

2 o

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

| m,m

oo AR B ALg sl ZH2H IP 748 38+ dEU

$ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -n openshift-logging -- curl -tlsv1.2 -
-insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

2 o

o
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% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29100 29 0 O 108 OQ--i--:-- --i--:----:1--:-- 108
AR 27 AV
® OpenShift Logging 9 Elasticsearch7} A X] 5 o] ) o] o} g t}.

o =0 oAl 25 W e A e oAl 28 4 glojok Futh

ZZA
EIAAFLE AF =&5HdE g2 FIAU
1. openshift-loggin ZZ 4 E =2 W73},

I $ oc project openshift-logging

2. 23 AR LA CAIFZAZE FZ38}3L admin-ca 3+ o] Yt}
I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
29 o
I admin-ca

3. 22 ARA Hu 2o A2 E YAML S 2 A4 T,
a. &g ALgste] YAML 21 & A4 gtk

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

27 A% CAAZAE 2715} The B0l A W ALash o AR AgE st

74 2 9] F Q 3l spec.tis.key, spec.tis.certificate 2 spec.tls.caCertificate v /| HF+=
AR de = glsyoh

b. The P2 A stel ol BAGNA Y4 T A Z YAMLo) 21 434 CAAZHE F7H]

o
o}

I $ cat ./admin-ca | sed -e "s/A/ /" >> <file-name>.yaml
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c. 32 A8IUH.

$ oc create -f <file-name>.yaml

2 o

| HHN‘

route.route.openshift.io/elasticsearch created
4. Elasticsearch X8| 27} =& 5 o] 94| el g},
a. 2] ALE 3 o] AU 2= AR ] EE L 7hA gt
I $ token=$(oc whoami -t)
b. 243t elasticsearch Z 25 373 Wi2 A},
I $ routeES="oc get route elasticsearch -o jsonpath={.spec.host}

c. ARIMIATALZ AAPAHAEA st H =& H 3 2 & F3l Elasticsearchel] A A =3} +=
S AP

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

$Ee B3t fAHA Yebg

z9 o

{

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch",

"cluster_uuid"” : "0eY-tJzcR3KOdpgeMdJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility _version" : "5.0.0"
b

"<tagline>" : "<for search>"

}

44. 21 A Z}3 22 18 1A

OpenShift Container Platform& KibanaZS A}-&3l<] OpenShift Logginge. & 89 21 H|o]HE X%
Al gyt

Z B A2 93 KibanaZ 8733} Kibana x==29] CPUZ v 28] & AT 4 J5Yth
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4.4.1.CPU 4 v 2] A3 74

OpenShift Logging 74 84 E A183lA CPU Y v 28] A dL 5 24

e

& A&y
Z2A 2

1. openshift-logging = = A € o] 4] ClusterLogging AF&-#} A 9] 8|42 (CR)E HZ I}

H

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

67



OpenShift Container Platform 4.7 2 7]

resources: G
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

@ =2odwE = AP 0l Ul CPUR vime] A R 232 A4 ) Elasticsearche]
34 87 w3 A RS 25 =8 o gu

OOz e a2 Azs ZeaPe I CPUL Mz AT 2 23S AF T

Q ded et 22 737 A CPUR W22 AR 23S AFF U

442 2 X432 a9 o HAA] FH

Aol gal 22 A28 =oAL 5296 Pods 348 4 AFy

Z2A 2

1. openshift-logging = = A € 9| 4] ClusterLogging AF-&-# A 9] 8|42 (CR)E HZ I}

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

@ «ibana=x=o) FEAFAY.

4.5. OPENSHIFT LOGGING 2~ E & A] -4

Elasticsearch= W] 2. 2] & ®o] A8-3t= o S8 Al o] A Y Y} 71 OpenShift Logging A %] = u]]_,_a] Q
AL yrg A 2Fo16G YR = Hl]iﬂblli} %7] OpenShift Container Platform ;== Al E
Elasticsearch S 8| 2H & A Y370l T&3] A &S F AFUT. AF v o] o= A3 oh?ﬂl ‘ﬂ
OpenShift Container Platform &8 2H | ==& F7}8f oF & ). Z} Elasticsearch ==+ ¢ W& o
R AdAo 7 A=t AXt Z 29 St o= AAEHA L&

4.5.1. OpenShift Logging ¥ OpenShift Container Platforme]] o gt ~ % 2] %] 218 A}
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7} Elasticsearch vl £ A ol = g 7 2-F o] & 2 g ). OpenShift Container Platformoll A= g &
7 24 Y-S AHEdy

3

7 A2EZ A 28 BF5 2 A1835= 79 LocalVolume 71 A o] 4] volumeMode:
blockol] 7€ 9] &5 EF S AHE }Zl L] Al Q. Elasticsearch= 9] £5 EF5S Al

£ /lsdyd.

OpenShift Elasticsearch Operatori= Elasticsearch 2] &2 o] & A}-8-3l PVCY] o] 52 A A I}
Fluentd+:= systemd journal 2 /var/log/containers/2] 2 & 21 & Elasticsearcho] A &3t}
Elasticsearcholl= dlit 2 B¢ A4S s/l A8l 23 v 2drt 2 ey v 227t SEsHA &

SHSHA FFUT o] £AIE A 54 o E2 A °W 2 b olg &S AL AN THs s 2B
A g o 20l 2 FFFUTh
7|BA o7 ~Eg X &Fo] 85%¢l 3¢ Elasticsearchi= Al] H o] g & = =o] dF35t= AL SAFY
90%¢°l A Elasticsearchi= 715 73§ 71& shard & a3 =04 O 2 === Au X @ o} 28y A}

& 7@ &3] 85% VY W] l= =0 o f 2E A F7ho] Rl A+ Elasticsearch= A A9 = A&
714851 RED7L gy}

Z

K

o]

| 22 A8v= 33 =2 " vka 32 A A e 204 Elasticsearch 7] 23Ut o]
e 7| 2SR S ;J\’\qﬁ} A7t Y3 71 23S AHS A v 73 5L A] o] 2 3 3k
S AT F IdFY

452 .F71 4=

o 2O AFLA YT FT 2ELA 74

4.6. OPENSHIFT LOGGING 4 8 4] tj st CPU 2 9 2 2] At 4]

g g o] w2} 7} OpenShift Logging 74 240l t 3 CPU R W 22 A &S 2F 742 & sy

4.6.1.CPU gl v & 2] A g 7

OpenShift Logging 74 842 A183HA CPU Y v 28] A dL 25 AT 5 A&FUT]
EZA A
1. openshift-logging = = A € 9| 4] ClusterLogging AF-&-# A 9] 2|42 (CR)E HZ I}

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging
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spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

Q 2 9o wa} 22 A F Ao g3 CPU L vz a] A3 2 232 x4 3§} Elasticsearch?)
A9 A FA AT TS 2 F A4S U

OOz e 22 Azsl ZeaPel I CPUL Mz AT R 24 AF Y

Q ded et 23 737 dd CPUS W22 AR 23S AFF U

4.7.3]8 QA& AH8-35t] OPENSHIFT LOGGING POD uj X] A o]
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taint9} 3-8 @ 2= A&l OpenShift Logging Pod7} 54 ==oA A3 1 |G oA b & 9=
Zo7tHdHA e F & 5 dFUth

taint9} 318 © 2= 7+Asth key:value 23 U o} == 9] tainte 3] 2 taintE 3] £31A &= 2 E Pod
A= =] AU

i

A

key: At 2534H9] £ o] svaluee Al 634He] AL YU h AL L A B A2 A o}

sk B4, 524, sol =, 4 2 WEL XS 5 AFUTh

3§ ¢ 27} 9= A= OpenShift Logging CR

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:
tolerations: g
- key: "logging"”
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
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fluentd:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

ﬂ o] 318 © x}+= Elasticsearch Podol F7}g Yt}
@ ° 38 23 Kibana Podel F7Hsluth.
© 58 o= 27 5171 Podel /U

4.7.1.8 8 932 ALt 27 A4 Pod vl x| A o]

Pode] 318 0412 Ag8te] 7 434 Pod7t A =S Aojsla e AR b olP =S
AHSA el & 5 g

ClusterLogging A} 82 A o] 8] 22 (CR)E £3]l 21 A &4 Podol] 3] & Q232 A L33 =AY S &
3 o taintE A L3t} == 9 taint= 3] 3 taint= 5] 8514 &= 2 E Pod I
X Al 31+= key:value pairgd U o}. £ Podol §l+= 574 key:value %3 A}
1A% 4 Podit A3 g 5= AFH

®
fr
o
o
2N
oft 1
b
[
x
fr
hu

A om 21 A4 Poddlt a7 22 318 247t AxUTh

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure™
operator: "Exists"

A 27 A

® OpenShift Logging ¥ Elasticsearch7} A 2] = o] ) o] o} gt}

Z2A 2

1.

k)

< WS A3l OpenShift Logging PodE o ¢}sle] = == 9 taintE 71y o

$ oc adm taint nodes <node-name> <key>=<value>:<effect>

q

i

S92y h
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute
o] 4] o] X = 7] elasticsearch, 7t node 2 taint @ #}NoExecute = node19] taintZ vl X] gt}

NoExecute & 771 9= === taint9} ¢ X 3}= Podyt 2A| &8 513 A X 51A] &= 7]= Pode=

AAFUG.
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g

2. Elasticsearch Podol o] 3t 5] & @ 2= 4 32 ClusterLogging CR2] logstore 4] -3 A 3]
Yt

logStore:
type: "elasticsearch”
elasticsearch:

nodeCount: 1

tolerations:

- key: "elasticsearch” ﬂ
operator: "Exists" 9
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

o F7ke 715 A A o
ko elasticsearch 7] 9] taint7} EAE A& & 731 = S Exists OperatorE A4 gt}

NoExecute & 7 = XA gt}

A& A o & tolerationSeconds il /| H =2 X A 3to] Pod7} Al A &5 7] A7HA] =9 vjeldg
HE= A 7H-E AR
o] 3] & @32+ oc adm taint & 2 2 A A H tainte} A XU} o] 5] & 2217} A= PodEnodeto] o
o o AFUG

47.2.5]8 Q2= A1L5te] =21 A2+ =2 19 Pod vl X] A o]

g & AHg3te] 2 A Zs 2 O3 Pod7 A H = 2EE Aot b AR =T ST
iE%A%aﬂ%ﬂW6* dFU

ClusterLogging AH-8-# 4 ©] 2] & 2(CR)E ﬂizﬂdﬁui:ﬂpwwd% 25 A g3l ==
ALFS 538 2= taintE A 83U o == 9] tainte Sl '3 taintE 31§54 &= 2 E PodE

= o] R A3} key:value pairgd Ut} o4 2 Podol] gl 53 key:value S A183t= A ¢ dld ==
o] A= Kibana Pod7t 23 & 4= &Yt

AHA 8 AHRE

® OpenShift Logging 9 Elasticsearch7} A X] 5 o] ) o] o} g t}.

Z2A 2

1 O WS AE o] 21 A 2k8} X2 13 Podg o ksl & = ol taintS F7HgUh

$ oc adm taint nodes <node-name> <key>=<value>:<effect>

s &9 g3 2FUh

I $ oc adm taint nodes node1 kibana=node:NoExecute

o] 4 o] A = 7] kibana, g node 2 taint @ #}NoExecute= node19]] taintZ vl X] g c}.

NoExecute taint & 2 A}-2-3) of 31 t}.NoExecute:= taint9} ¢ x| 5l= Pod gt 2A| & 5l
2l 2] 51 A] &= 7]1F Pod:= A AUt
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2. Kibana Podel] o 3t 3]-& @ x}= 74 5}2]d ClusterLogging CR2] visualization 2 41 & ¥

Ut

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana"
operator: "Exists" 9
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

e F7he 7% A AT

NoExecute & 7 & A A .

A&l A o 2 tolerationSeconds vl 7/l =2 x| A 3} o] Pod7} Al 7] & 7]
He A7k AR
o] 3]-¢ ¢ = oc adm taint H 3 © 2 WA H tainte} A X P} o] &

Pod®] 3] 8 ¢35 AHg-ste] 27 37 Pod7 A3t =28 s g YAz et 6
A8 oA ZaiA @ 5 A5

ClusterLogging A1-8-# A ¢] 2] £ 2(CR)E 53l 274 43 7] Podell 5] & 235 A

3 =X taintE A &3} talnt 2 38 Q= AFE S ] W 2y} CPU A 52

94 FEs & 5 A5

Aedor 27 537 Podol & g7 22 318 247t AxUth.

tolerations:

- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoExecute"

A 27 Ab

® OpenShift Logging 9 Elasticsearch7} A X] 5 o] ) o] o} g t}.

EZA X
1. S H9HE ALt 27 53 7] PodolA 27 3 7] PodE 2A=H T == taint=
Yt}

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>

dE W g5 2Euh

74

key/value/effect vl 7]l 1 =71 A X & A & 2 735} = Exists Operators XA g o

g

A7 wEof vty

$33 == AFS B

227} 91 PodEnodeto] 2=

o

2 Q3] Pod7} Al A

7t
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I $ oc adm taint nodes node1 collector=node:NoExecute

o] 4] o] X = 7] collector, zk node ¥ taint & #}NoExecute = node19]] taintZ vl x| gt}
NoExecute taint & 32 A}-2-3) of 31 t}.NoExecute:= taint9} ¢ X] 5l= Podyt 2A| = 5l
A X]31A] &= 71 Pode Al A Yo

2. ClusterLogging A&} A o] #] A2 (CR)<] collection Z2&l 212 A 3le] 27 47 7] Podedl oj
g5 g exs AT

collection:
logs:
type: "fluentd"
fluentd:

tolerations:

- key: "collector” ﬂ
operator: "Exists" 9
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

ko) F7e 715 XA U
key/value/effect vl 7] ¥ =71 A X1 & RS @ 73} 5 Exists Operators 3 gt}

NoExecute & 7= XA gt}

6@@0

gl & o 2 tolerationSeconds v 7/l M1 42 X A 5} Pod7} Al A H 7] A7}LA] =9 vlelg]

A
| A17He A4

o] 3] & @ x+=o0c adm taint @& o 2 A A H tainte} U X Fu). o] 8 22171 9= PodE=nodeld] 2=
AELPE F AFUH

47.4. F7} 8l A2

L H A EE A}1£35}9 Pod Hl X] A o]

4.8. == A= 7] 2 OPENSHIFT LOGGING g &2 o] F

1S A}-8-3}o] Elasticsearch, Kibana PodE Tt} & == o v £ & 5 Q<5 o).

b
r
2
i)
N

4.8.1. OpenShift Logging ] 42 o] 5

Elasticsearch @ Kibana¢} 722 OpenShift Logging 74 24 & PodE & == v ¥ 3} =
OpenShift Logging OperatorE 4 & 4 A5yt A X H ¢ A 9| A] Cluster Logging Operator PodZ
o5+ gt

JqdE = L CPU, W Ra @ o2 QF A3t o & Q13 ElasticsearchPodE T2 =22 £ £ A%
Yt}

A 27 Av

e OpenShift Logging 2 Elasticsearch7} 2 3] 5 o] lojol gt} o] 23 7] 5L 7| BF o7 A X
HA &yt
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/nodes/#nodes-scheduler-taints-tolerations
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Z2A 2

1. openshift-logging = = A € 9| 4] ClusterLogging AF-&-# A 9] 8|42 (CR)E HZ I}

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

A A gt gho] 474 €A nodeSelector nj /| & o] &3t = 74 840 F7HgU T ZAE F2lo=
nodeSelectorE A&7 =0 XA H kol ulEl<keys: <values> S A28 4+ A HU .

oY
ol\

oc get pod -0 wide 8 % & Al8-35l] 74 @47t ol EA=A AT F dHU T

g 50 e 2
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ip-10-0-147-79.us-east-2.compute.internal := = o] 4| Kibana pod& ] &3l#13L 3¢ oS 4
Pt

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide
%9 o

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <nhone>

Kibana PodE A& <l
=4 daS A3Fo

0
I
)
b

— 2l ip-10-0-139-48.us-east-2.compute.internal ;=== o] 53}

I $ oc get nodes
29 o

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.20.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.20.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.20.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.20.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.20.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.20.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.20.0

% — o) = node-role.kubernetes.io/infra : " @ o] o] 9Ll §2] 3]}

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

o

2 o

kind: Node
apiVersion: v1
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/vi/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083’
creationTimestamp: '2020-04-13T19:07:55Z"
labels:
node-role.kubernetes.io/infra: "

e Kibana podZ o] % 3}2] ¥ ClusterLogging CRS HA sl == Ael 7] E F715 .

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
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spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

Q@ =c=AF oI dA S == A E S

o CR& A #&slH AA Kibana pod7l F & %3 Al pod7} vl =g Ut}
I $ oc get pods

z9 o

NAME READY STATUS RESTARTS AGE

cluster-logging-operator-84d98649c4-zb9g7 11 Running 0
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2 Running
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2 Running

fluentd-42dzz 1/1  Running 0 28m
fluentd-d74rq 1/1  Running 0 28m
fluentd-m5vr9 11 Running 0 28m
fluentd-nkxI7 11 Running 0 28m
fluentd-pdvqb 11 Running 0 28m
fluentd-tflh6 1/1  Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2 Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e A podi ip-10-0-139-48.us-east-2.compute.internal = =9 9l &1 o).
I $ oc get pod kibana-7d85dcffc8-bfpfp -o wide
%9 o

NAME READY STATUS RESTARTS AGE IP
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2 Running 0 43s 10.131.0.22 ip-10-0-139-

48.us-east-2.compute.internal <none> <nhone>
o A & L Kibana pod7} Al 71 U},
I $ oc get pods

z9 o
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NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 11 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2 Running 0 29m

fluentd-42dzz 1/1  Running 0 29m
fluentd-d74rq 11 Running O 29m
fluentd-m5vr9 11 Running 0 29m
fluentd-nkxI7 11 Running 0 29m
fluentd-pdvqb 11 Running 0 29m
fluentd-tflh6 1/1  Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2 Running 0 62s

4.9. SYSTEMD-JOURNALD ¥ FLUENTD +4

Fluentdi A'Qel A 932 4'Q 712 A o] v - 7] wj ol AL Al 28] qu 20 27 58§42
rgomz AY o] £49 2 &1}

Ado| =2 £4351% ¢ = RateLimitintervalSec=30s 2 RateLimitBurst = 10000(=+= 2 2 3 3¢
O =5)% 2Ask= Aol U

4.9.1. OpenShift LoggingS 9] gt systemd-journald +4
ZZAEZ AT Y 7| 2 A S AT FE dHFUTH

d& Eo], 271 vgd A Ad U3 v & A S = oF E 5 AF Y OpenShift Loggingo] 21
2 A 3HA] A A EJ AL AL SR EeF XA H 77 FA HGZ AR FE AT S IHFY

2IYE IR, ZIARE 7, 2 AG PY EE AF AR 2 /8 4L FAT S A5

Z2A 2

1. 223 AA o= journald.conf 5112 A A 3}

Compress=yes ﬂ
ForwardToConsole=no 9
ForwardToSyslog=no
MaxRetentionSec=1month 6
RateLimitBurst=10000 )
RateLimitintervalSec=30s
Storage=persistent 9
SyncintervalSec=1s
SystemMaxUse=8G ﬂ
SystemKeepFree=20% 6
SystemMaxFileSize=10M €)

228 59 A 290 27] Ao 45 BA ARLE A FUT. WAA S FEalel W yesE A
B3l 5 eA oW nos A4 F. 71 Bt yesd o,

o

22 MAAE ALRA QRS LA T 2] e /1 23 nod Ut e & AR F
Ut

79



OpenShift Container Platform 4.7 2 7]

9090 o

o X2l Z&o]| 212 AI3le]H ForwardToConsole g A A 3o}
e 2579 21 vy 2 AIst#d ForwardToKsmgs A4 3o
e syslog g2 o = A3alel A ForwardToSyslogE A& gt}

o Z 913 R E AL A A L (wall) WA R 2 WA A S A3tz A ForwardToWallS #]
e ash=g

A FES AZS AY A S AL FUTE 25 AR A A4S dE9dUt B

yearll Ilmonthll Ilweekll lldayll lIhlln:\_. "m"J;]‘ 7]_ 0 'q'-r’l‘g‘ %t! —“J_q T;]-. H" 3:’.;_"}6] §]—’3]-E—']Eﬂ

05 Ayt 7] 232 1month Yt}

EE AS FAAFUG RateLimitIntervaISeCOI]H Aol g A7 7+ A F3t,

RateLimitBurstol] X]J | Z 0l o] & 238 F3351= A$ 7H4 0] B2 W 71x] 704 U 9]

BE F7HUAIA = 2HAIg Yo} 7] 2342 RateleltIntervaISec 30s 2

RateLimitBurst=100002 4 & 5} += A o] =54t}

23 A RS ARG 71 2342 persistent ] U o

e /var/log/journal/d A W] 2] o 215 A 7F3}7] 9] gvolatile U o).

e /var/log/journal/2] t) 2~ =10 2 1 Z & #3}7] 9] gpersistent$ U }. systemd= o] 2
Efrtg= A4S ddEd EAAE U

o Td &7} =A 3= 7 /var/log/journal/oll 215 A &3}l7] ¢]3tautod Ut =4 3}
A k= 7 ¢ systemd:= /run/systemd/journaldl] 212 A A A}

o 2 I1E AA3A &= noneyd Ut systemd= R E 2312 AR P

ERR, WARNING, NOTICE, INFO 2 DEBUG = 19]] tj3] AQ 522 t] A~ =0 57]3}5}7]
Ao A& A 7+2 2 AT ot CRIT, ALERT == EMERG 2 12 441511 systemd7} =A]
F71s gk 71 2 g 1sguth

Aol A} = Y= Hu =272 ARZ Y 71272 8G YU
A 2E o A A}E 715d v 23 Z7HS XA T} 7] B e 20% Ut}

Ivar/log/journaldl] X &2 o 2 A 3€ /N8 Ad gd o] A 271 AR FUT. 71232
10MY Y},

3

SE AL AZSE DS ol hol A AU WA E A2 & o) AW 2
o] Eo A cPU AHEEol 71 5 dFU

Al 2"l DA o] o 3F A S| L2
https://www.freedesktop.org/software/systemd/man/journald.conf.html& =34
Al L. 3T Hl o] A o] YL H 7] A A& OpenShift Container Platforma] %E]X] aesF
Azt

2. journal.conf 7Y & base64= W 3slal the W H S A3 slajrnl_cnf 2= W50 A Ao}

I $ export jrnl_cnf=$( cat journald.conf | base64 -w0 )
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https://www.freedesktop.org/software/systemd/man/journald.conf.html

3. o] @Al A 9= jrnl_cnf Y471 £ 39 MachineConfig ¢ B A E £ g5t} o} A
Ak

KX
—

4. 27 M E 74

e

k]
¢ 214l 0 st MachineConfig © B Al € & A4 3},

$ cat << EOF > ./40-worker-custom-journald.yaml ﬂ
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig

metadata:

labels:
machineconfiguration.openshift.io/role: worker 9
name: 40-worker-custom-journald 6

spec:

config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 3.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${jrnl_cnf} ﬂ
verification: {}
filesystem: root
mode: 0644 9
path: /etc/systemd/journald.conf.d/custom.conf
oslmageURL: ""

EOF

A AL AEE Z8Q (vh2H) =29 A4
journald.yaml 2 ] 3 & 3= <5}

)

9] o] &2 40-master-custom-

A AP AEE S89 (vHEH) 29| A o 22 master 2 Al 3 HU

A8 ALgh: AEE Z9 9 (V2 H) == 9] 79 o] 52 40-master-custom-journald = X3
A€ A13}: the journald.conf 3} o)) wlj 7} W 4=2] A & ARG ¥l A${jrnl_cnf} =
echo $jrnl_cnfg = o] =8 o = vl Y.

journal.conf stel ol o & A &2 414 11 th.0644 AHS A A 5 o] EHU T

4. e HE L AAstel WA TS AT

$ oc apply -f <file_name>.yaml

E 8= A =& MachineConfigE 7+#] 51 2L Al 2 -2 rendered-worker-<hash> 1] 7 -2 A A 3

S HH L A5t Zh o A2 AP H FA 9 Solx AeH = U H o

$ oc describe machineconfigpool/<node> ﬂ
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Q = = master == worker = A A ] }.

2] ate] 29 o

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

API Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool
Conditions:
Message:
Reason: All nodes are updating to rendered-worker-

913514517bcea7c93bd446f4830bc64e

410. A RF U 2 YA

4101 A LHA Fe=TH PR

A & = = OpenShift Logging 778 2 o] Ao A d FHE AHE-st] A4 st= A9tk b &
TAL ANAHA govF ALE-31R] vl Al . A 3 2 T Yd -2 OpenShift Container Platform 2 ] 2}
g ¥Ad F Aoy ol A= RE T s AlojH = At AdH o2 AEE = dFU
o] Ao A A A GE AL AE3= 29 OpenShift Elasticsearch Operator¢} Red Hat
OpenShift Logging Operator7} x}o] 2 %A sl= & ¥ 7 3 U] g o] Alet Ut} Operatore= 92 7] 23
SR REFESAHAA FJHE HEH U

3

OpenShift Container Platform A A o] A| A] = X] ¢k-& A o] & F 2 3179 Red Hat
OpenShift Logging Operator 3= OpenShift Elasticsearch OperatorE Unmanaged
el = Hg 5 of g Bzl =l A ¢= OpenShift Logging 373 & X/ ¢/ 5 x| g}onj
OpenShift LoggingS Managed A = 5 &2 w714 Julo|EES wx] ¢4t}

4.10.2. A AR A= =24 74

=}

o 74 222 TR
Y},

Red Hat OpenShift Logging OperatorS #a] 5 x| 928 Al = AA 3| oF g

e Elasticsearch CR
e Kibana vl 3£

e fluent.conf 3¢

® Fluentd Hl& A E

S A 842 5438 OpenShift Elasticsearch OperatorE # 5% &8 A= AA &) oF
t}.

e Elasticsearch vl 3 34,
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WAH oz AR 2= A9 eI g

o JE2=a3Ad 74.7]

i
fu
M
E- oty
2
4
o,
o
N
o
e
I
%0
o)y
L
v

o FHARIANA A EaF
Yt

* AR =I5 2aFAINN 2aE deSEE LT FRlaUnt

o A7 WS AlSEel 27 £/ T4 8 WSS AL 2247718 $4 2 S laUn
o 24 oA 228 Aot By T4 /1 22 A HeE £ 5 e
4.10.3. A2 5 A &= Operatorol o g 2] 3 =
Operator®] #a] 4g= Operator7} A 7] o]l x o) we} S 269 dlF 1A Q40 Qg A28 HFH
o 2 #e AL J=A A K-S HY Y h Unmanaged 73 Hl = A4 € Operatore= 74 W7 ol §-H 314

PEE DECEEE IR

HzZ2 94 F82H == g Fo= o] 715°] 83 F I A9 Unmanaged *}E| ¢] Operatore= A
AdHA Fom AE 74 220 A H dadel =8 L AATL HFH g FASHA gt

oS3 742wy © = OperatorE Unmanaged AHH| = AR 3 4 d &Y

e 78 Operator -4
71 ¥ Operator= 74 ol managementState vl 7l ' <=7} 215U t}. Operatorol w2} o 43k ui-2)
© 2 o] uj 7ol AA 2T 5= A HF U o & E9], Red HAt OpenShift Logging Operator=
] 3 AHEA B 9] 2]l A2 (CR)E 743 31| o] & 3 3= v Cluster Samples Operator
= 28 2H AA 9 74 g A2 E AR EU

managementState vl 7l '1 =& Unmanaged = 173 5}'d Operator7l 2| &2 25 A F5F 0 2 A+
StA] o dFste A 849 ARHE XA E FYPSHA] FFEUT S ZEHIL EAHIAL FF 5
T7t 28 7HsA ol e v = o] A FH & A AsHA] &+ Operator: A FH o

' 9
A 718 OperatorS Unmanaged Al = ¥ 733H 54 A4 24 9 7]50] A

AR FH5UTH X AL AlSEEE B E FA4 S Managed A ol A4 &
3 oF g .

® Cluster Version Operator(CVO) A 9
spec.overrides W/l == CVO 74 o] 3715t A &7 4 & 49 U3 CVO 5 ZH o gt
AR 2S5 A5 }yq . 7+4 8 49 d]3]| spec.overrides[].unmanaged vij 7l H =&
truez 24 shd S8 2H Yad ol =7 AEEHIL CVO AP 27t A d F A& lAl Ay
o}

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

83



OpenShift Container Platform 4.7 27

7ol
AA CVO AR Sl & AR shwl WA F22E7HA A e Ae st EUTh A9

S A% A ARG AAS F BB EAS ADof g
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S5&. g A2 21 K17

5&. gl A29 21 K17

OpenShift CLI(oc) @ 9} £&2 A&l W=, vl ¥ 9 Pod9} 22 gt g4z 208 B 5+ IdFY
o

daz2asAdd 2207 /15 AFFE /L /ISAUT. 220 0 0 8738
704812 A OpenShift LoggingS /‘\__4_,11 3= A o] EHF Y OpenShift Logging2 == A
el ZiAL 21, | FE A o] A AHl ol 21 W Q1= 2 19} -2 OpenShift Container
Platform 28| 2Eo RE R E AL 22 XA L2 IAAT = d&5 YUY 19 &
Kibana Q18| d o] =& $3ll 22 HolHE A, A4 ‘3! Aztstgd = AFUTL g AE 2T
= OpenShift Logging &1 A &4l N A 235}A] g5}

5184221 17|

OpenShift CLI(oc) B §) E& A gt gl a2 205 B F AUt 22t 219 2o T £
A dFUh

AHA 8 AL

e OpenShift CLI(oc)oll Al =g}

3= 2 A4 22 (UI)

1. OpenShift Container Platform & 04 92 & »Pod= o] 5slAY XAlslal = g A28 &
3l Pod= o] 53 oh.

5

MEG e AR g hzol A 7¥ T Podst YU th ol # 3 A 2E 24 g
A2 AR AR Fo|Aox 21 HAE FS F IdFYH

2. EEY e WA Z2AEg A9,

3. At Pod 0] 55 234t
4. a5 293d
= 2 A 2~(CLI)

* =4 Pode] 212 At
I $ oc logs -f <pod_name> -¢ <container_name>

oe3 24U

-f

A A o] 20 7| S = U &S d2e5 AP P
<pod_name>

pod ] & X 4 g oh.
<container_name>
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-visualizer-using

OpenShift Container Platform 4.7 2 7]

A Apak: Av o1 9] o] B8-S AR Tt Podoll o 2] AElolu 7} Y= A AElol o] 5L

A4 5 o ot
ds =4 g3 25y
I $ oc logs ruby-58cd97df55-mww7r
I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

=90 U go] 2 HU .

o =4 sre 2 FAFL

I $ oc logs <object_type>/<resource_name> ﬂ

dg 59 g3 2aynh
I $ oc logs deployment/ruby

= 5o U go] 2 H .
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674 KIBANAS A} & 35lo] 28] 2F 21 H7]

6%4. KIBANAE X} &35lo] S 8|28 21 B

OpenShift Loggingdll= 3 & 22 vl o8& A1 ZH3}s7] 913 §) 2&0] 235 o AdsUt A
OpenShift Container Platform& A z}31& 93l Kibana &S vl £3H o).

27 A 7s 229 L A S ol H R T £ dgUth
o M AL AL sto] HlolHE A s Rt
o A7ks @ AHgste] dlolH S A== 244 5wl g h
o TANE 9L AHgato] AgA Ao A BES HA ST L
Kibana Q1E| 3l o] 220] AL % 74 & o] #12] W91 Wol it A o] 2 Abg-o] v @ <14l & Ul §-&
Kibana £A18 223414 .
23

A 2 7184 o 2 Y|} OpenShift Container Platform Elasticsearch 91 28 2 0] #]
FAHA g5Ut. Kibanaol A A 215 B Log Forwarding APIE AHg-3to] AL =
219 default &2 S AH8-3t= o] Ze}Ql & Al oF o

L

6.1. KIBANA 218~ &l & 9]

Qe 2 J) | & )7t} a2l = Elasticsearch 918 25 3 o] §h o}, Kibanao) A €] o] 8] & w41 5}31 A] 73}
shelw el el 2 A s of gith

A 27 Av

o Kibanadl A Q1 @ 7kx} ClEl A2 B 2| AL A} 7 cluster-admin < o] 1} cluster-reader
AT = F 9 3o] BE glojof It} 71 2 kubeadmin A& Aol Al = o] ] 3k Wl A2 1} A T
F A= AAS Ao dFY
default, kube-, openshift- = 2 4] E o] ] Pod¢} 2 12 £ 4= Qlthd o] 2] g ¢l d] 20 ol A
Aolof Futt. b HH S A5t A AL Aol Al A A Ao] A=A AT 5 AHFU

[>
e

I $ oc auth can-i get pods/log -n <project>

)

a])

o

yes

3

AL 2 71 8A 0 2 Y} OpenShift Container Platform Elasticsearch 91 2
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1. OpenShift Container Platform &< ol 4] Application Launcher @ E ZYsla =24 Aag

Ut
2. %] »H 2 S| 5 e 2 S| A4S Zsto] Kibana 182 e & A4 T o,

o ZHAg A= Z2AE 212 KA Kibanao] 2298 u] =502 9 2 we-S A3
of 3t t}. A& A= appol @k A <€ 2 S ElS A A 5l 2 @timestamp A] 7F R =S A}8-3)
of ZI”H ol 215 FA3) o gt

o 2= @timestamp A 7+ H == A1-83}o] app, infra, audit <19 2] o 3] ]2 Kibanadll
2o Qa2 a-S s oF o

3. A= A2 A A Kibana A ZtstE A8 dU 4.

6.2. KIBANA A S8 2H 221 B 7|
Kibana §] 2% 94 2228 228 HUrt} o] £4 2] ¥ 9E Hold Kibanadl A o8 S B3 X z}3} 3t
= gUth A @ H-g-L Kibana 29 A4S Zxs4A L.
ARA 8 AR
® OpenShift Logging 2 Elasticsearch7} 4 x] = o] gl o] of gt}
e Kibana Q19 sl € o] glo]of g}

e KibanaolA] ¢l & @ 7kx} 21 dl A2 B 2] A A2 A} A cluster-admin & 30| 1} cluster-reader
A = F d3to] 2% glojof ). 7] 2 kubeadmin AF& Ao Al = o] F g QA A S L} a T
F A= FAgd3o] dHFU.
default, kube-, openshift- Z& A E o] ] Pod¢} 2 15 & 4= Qt}d o] g & ¢l o] A A 2T 5
ook ). oS WH S AHE-3te] A A ALE Ao Al A A A o] YA AT = AHFUH

I $ oc auth can-i get pods/log -n <project>

=

2 o

yes
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AL 2aE 71 8F 0 2 Y} OpenShift Container Platform Elasticsearch 91 2

H 2o A=A &5t Kibanadl 4] A 2185 B # WA Log Forwarding API
£ AHg-8td A 2 29 default =25 A8t vfo]l el S A5l oF ot

R Ea
Kibanadl 4] 225 B8 W o3& 3 F ).
1. OpenShift Container Platform &< ol 4] Application Launcher @% Zesy 2o A
Ut
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https://www.elastic.co/guide/en/kibana/6.8/tutorial-sample-discover.html

674 KIBANAS A} & 35lo] 28] 2F 21 H7]

3. KibanaslA] A41¢ 22§

4. A% D = F}$ v ol A AA S Qld 2 H € (app, audit == infra) S A9 g o).
Zadolgrt el =27 A= A4 2 A

"_index": "infra-000001",
" _type":"_doc",
" id": "YmJmYTBINDKZTRMLTIIMGQtMjE3NmFiOGUyOWM3",
" _version": 1,
_score": null,
_source": {
"docker": {
"container_id":
"f85fa55bbef7bb783f041066be1e7¢c267a6b88c4603dfce213e32c1"
b
"kubernetes": {
"container_name": "registry-server”,
"namespace_name": "openshift-marketplace”,
"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-

index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-al1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

"namespace_labels": {
"openshift_io/cluster-monitoring": "true"

b

"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]
12

"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",
"level": "unknown",
"hostname™: "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd"”,
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"

}

12
"@timestamp™: "2020-09-23T720:47:03.422465+00:00",

"viaq_msg_id": "YmJmYTBINDktMDMGQtMjE3NmFiOGUyOWM3",
"openshift": {
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"labels": {
"logging": "infra"
}
}
12
"fields": {
"@timestamp": [
""'2020-09-23T20:47:03.422Z"
}

1,

"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z"
]
b
"sort": [
1600894023422
]
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e ClusterLogForwarder CR 2 H A E 7} = 7 $-default =2 o] J+= glo]ZQlo] glod 7
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Q1-8 A A sHA] ¢ oW infrastructure =171 2HA P}

o ClusterLogForwarder A}-8-2 A o] 2] 4 2(CR)A| A2 3] EY S Al T E T2 ES
S A Q3= Avdd 225 v = A5

e |1 OpenShift Container Platform Elasticsearch Q1 2®H 2= ZHA 2 2.5 93 WOt 2 E & #]
EAFHA FFUTL A 225 AGst= A 2Ho] 2 A J R A S F551aL S EA RS

HE5 st Aol 54U OpenShift Logging2 o] g & #8 & =534 &5

o IR ANAR, MU AA, XE 7] B A A A Zo] AR g 22T = U= F7t
TAS AL L FARFTS I Yol JdFHT
o2 A= AL 222 SHA 3 9] 1 Elasticsearch Q1 2Rl A2 Qg 2 72 A SR @2 o1
Elasticsearch Q12E1 28 o Z g Alo|d 212 Kafka B2 A E, o] =] Alo] A & 12 my-apps-logs =
Z A E oA Y& Elasticsearch Q1 28 A2 AG3]t}.

AE 274G 2 9 sho el
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kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- hame: elasticsearch-secure 6
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- hame: elasticsearch-insecure ﬂ
type: "elasticsearch”
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 9
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json G
labels:
secure: "true"
datacenter: "east”
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south”

Q ClusterLogForwarder CR9] o] &-2instance<] of 3 t}.
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e outputRefs+= default¢j 1 t}.
o A Abek: EAA. 210 F718 st o) ] dlol 2y
@ Folza ol E glol Kafka B A 228 Aahe sto Zatal 74

e inputRefs+= ©] < A applicationo| 4] =2 F3 Ju}.

e outputRefs:= A8 =3 9] o] 3¢}

o Mu Al BAD. 20) F718 sht o 4] dlo] 2k,

R 2 JAZIE AT F fl= A9 Fluentd =1 A 2]

AEZAFAAZIEANEZ F o 225 FAY F fle Z 5 Fluentde A& 218 3 8ho] w3
AZFUG. Z2JAZIE AT F AA HEHAY A 2285 XT38l 21 % go] A DY} ¥ 3 7}
24 3] A YA A Fluentd:s 21 32 FA @1t} OpenShift Container Platform2 212 3] A A A
AHAIFU o Fluentd 6] & Al E =& podoll ¥ 7] & A AU PVC(Y T+ 2§ Sdd)E F71E +
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72. A998 2ol 58 3

Red Hat OpenShift Loggmg 5.0 zagolHE g 2aS5A7|2 AL g e ges) e =
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U 2eg oa @ T e e S0 2UAT U9

Red Hat2 t}& %o A9 7z 2L HX
A% 4 dolok FUTh

WA 222 2o doE e Ake

=9 a8 ZEEF Bl ZE o] AL
fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
elasticsearch elasticsearch Elasticsearch 6.8.1
Elasticsearch 7.10.1
syslog RFC-3164, RFC-5424 rsyslog 8.37.0-9.el7
kafka kafka 0.1 kafka 2.4.1

Z 3
o] A o] = syslog =& o] RFC-31647%+ x| A3l 51U o). A A syslog &3 o] = RFC-54249) 4
g Aol 7 AFH

7.3. 2] 3 ELASTICSEARCH 9l 2H 25 27 AT
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1. &3} A3t ClusterLogForwarder CR YAML 3-8 A A 3.

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- hame: elasticsearch-insecure 6
type: "elasticsearch” ﬂ
url: http://elasticsearch.insecure.com:9200 9
- hame: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: es-secret G
pipelines:
- name: application-logs ﬂ
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure Q

- default @

parse: json m
labels:
myLabel: "myValue" @
name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
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- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR<] o] 52 instanced o} g t}.
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T = hitps(HFHTTP) ==
A ZHA 7L B4 A S

NHJ c
mlo A
%
md'
- mm
L =|o

https £ FAHE AFS 5H A3 TLS $418 919l 20N 2.75h A =13L ol §
U ot A1 2R & openshift-logging 2 4 E o] glo]o} 3}u] z}z}e] AFX S
tls.crt, tls.key 9 ca-bundle.crt 7] 7} 1 o] oF i}

A Apak: sho] el o] o] B2 A A .

3L ;(]2461—14];]_

23492 98 o o] Zekl s ¢ A8 L 2 S

N
o
o

Ut

A Aba BAD. 270) F748 shk o] ] o] 2k,

e AAHE 43 GE gAY 2 YA/ 2 202 ALAES UF
U,

o0 000 @9 @ @6@@0—

o Aul Apa: sho] mael & A e ol B YT

e inputRefs+ application, infrastructure =+ audit 5 3l 3 3} o] =&}l & Al-&-351 A

g2 F39Y9Yh
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2. CREAEZ A}

I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operatori= Fluentd PodE A vl £ 3 t}. Pod7} Al vl 32 =] X] ¢

Fluentd PodE 2HA 5l 744l = A v £33 4= Y&}

I $ oc delete pod --selector logging-infra=fluentd

ClusterLogForwarder CR2] ] & 23| o] 2= openshift-logging <] o] o} g t}.
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e
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1. &3} A3t ClusterLogForwarder CR YAML 3-8 A A g}

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 9
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp:/fluentdserver.home.example.com:24224’
pipelines:
- name: forward-to-fluentd-secure ﬂ
inputRefs: 9
- application
- audit
outputRefs:
- fluentd-server-secure Q

- default @

parse: json m
labels:

clusterld: "C1234" @
- name: forward-to-fluentd-insecure @
inputRefs:
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- infrastructure
outputRefs:
- fluentd-server-insecure
labels:

clusterld: "C1234"

ClusterLogForwarder CR2] o] &2 instance <] o} g t}.

ClusterLogForwarder CR2] 4] ¢} 23] o] 2= openshift-logging°] o] o} gt}

=9 ol AZEU

fluentdForward 32 X4 @

& &3 Ad URLE 9% Fluentd Q128129 URL @ £ EE XA} tep(v] BQH ==
tis(1.t TCP) T2 E -2 A8 & 5= AFU T CIDR F4] 2 AHg-3HE 8 2F AA TEA]
7t A5 E AS =82 P F 47} obd A B] o] 2 == FQDNo| o] o} a]t}.

tls A7 A AL8 S A9 TLS §A1& Aol B oIA] 2751 N =151 ol 52 A4 sl ok

t}. Al =812 openshift-logging = 2 A4 E o] 9l o] oF 3l z}z}o] QIFA S 7}13] 7 =tls.crt,
tls.key ¥ ca-bundle.crt 717} 1 of o} g t}.

A AL o ol el of o] 5 A AT o

application, infrastructure, === audits 3l G 7 o] 322} 21 & Al8-5la] AEFofsl= 221
T3S AZFUL.
2222 A3 §lF stol Tkl st §A AL 28 S AR T

U
A9 ALYk 2 18 U & Elasticsearch Q1281 22 A3 A default =82 A
Yt

Ael ALgh P E2stH d =9 JSON B AER 73231H JSON 21 =S AG3ht. 21
FE 23 7X3H9 JSONo| x3ts ofof gt 212 A ¢F o™ OpenShift Logging©]
structured 2 == A A3l A 7] &2 219 ~<2lapp-00000x = 2 7 322 By},

A ARy EAL. 220 F718 sk o] 3 9] dlol EUY

e AAHE 43 GE gAY 2 YA/ Z 202 ALAES UF
U,

=l
=]

o
e

4

o

o0 O 6@ 9 O ©®©OO0O00

o gl Ak shol Ze}ol 2 M e o YU

e inputRefs+= application, infrastructure =+ audit 5 3l 3 3} o] =&}l & Al&351 A
EREEE L DIREER

o outputRefs= A8 &8 9] o] YUY

o Me Al EAD. 20 F718 sh o] 4] ol Byt

2. CRLEAEEZ QA
I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operatori= Fluentd PodE A vl 23 t}. Pod7} A vl 32 =] X] ¢ko
Fluentd PodE 2HA 5l 744l = A v £3 4= Y&t}
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I $ oc delete pod --selector logging-infra=fluentd

7.5.SYSLOG Z2 EF S A5l 21 A9

syslogRFC3164 ®==RFC5424 =2 £ F-& A}-8-3}] 7] & Elasticsearch 2 1 A A dj A == 7]
Elasticsearch 2 17 A Z 40 B3l Al T2 EZ S T35 FAH R 22 J A7)0 21 AES
B 5= 25Ut} OpenShift Container Platformoll A 2 12 N8 =% syslog A u| 9} 242 9| 21
FH715 #3380 gy

syslog T2 E2 & ALgatd 22 ADL TG 3% 222 A3 syslog A v 2 o] kel ol o

3t 29 o] s}t o] 4 2= ClusterLogForwarder AF-8- 21 A ¢] 2] 22 (CR)E A A Ft}t.syslog =8 2
UDP, TCPEE=TLS AZ S A& = ds5U .

T 74 WS AHESt] syslogRFC3164 T2 EZ-S AHg-5te] 2285 A28 F dFUd
221} o] ¥hY 2 OpenShift Container Platformol| A © o] 4 A}-8-5] %] ¢k o1 335 2 g
2o A A APt}

AR QT AL

o AR ZRET EE PN Gl 27 U HE FAGES 7AR 27 A7t dolok F]
=5

o

A3
1. &3} %At ClusterLogForwarder CR YAML 3-8 A A g}

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: rsyslog-east 6

type: syslog ﬂ
syslog:
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tIs://rsyslogserver.east.example.com:514' G
secret:
name: syslog-secret
- hame: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
prociD: myproc
rfc: RFC5424
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severity: debug
url: 'udp://rsyslogserver.west.example.com:514'

pipelines:

- name: syslog-east G
inputRefs: Q
- audit
- application
outputRefs: @
- rsyslog-east

- default m

parse: json @
labels:
secure: "true"
syslog: "east"
name: syslog-west @
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR<] o] 52 instanced o} g t}.

ClusterLogForwarder CR2] ] & 23| o] 2= openshift-logging°] o] o} g t}.

A AR AU ot U A syslog w7 5=& A4 g ot

9] ¥ syslog 12€H 2] URL ¥ ¥ E = XA 3t} udp(¥] B9, tep(¥] B.9H) = tis(H <
TCP) T2 E 35 AH8- @ & JdFUT CIDR F4 & AHS-5t= 22 2H AAl =571 &4 3}
" 735 292 IPF271 obd Ay o] F &= FQDNoJojoF gt

tis %‘é—r/‘}E AHgdhE B¢ TLS $A1E 913l B3 oA 273t A28 o5& A s oF Y

t}. A] =81 & openshift-logging = 2 A E o] gl o] o} 5} Z}7z}o] Q1FA = 7}13] 7] =tls.crt,
tls.key ¥ ca-bundle.crt 717} o] o} g t}.

A Apak: sho] el o] o] B2 A A .

application, infrastructure, === audits 3l G 70| 322} 21 & Al8-5la] A G ofst= 221
T3S AZFUL.

23492 99 ' o] Zekel 3t ¢ A8 &

o
X
o
i)
L
v

A&l Abe): 2 15 Y} Elasticsearch Q12" 2 2 A 4932 H default =22 XA g}

Ae) Agk: 23t F =9 JSON e HAER %39 JSON 21 &2 S ALyt 2
FEo Frad 7Fx3td JSONo| g5 ofof Fuo}. 2 ¥ A] &3 © 1 OpenShift Logging©]
structured @ = £ A 7 3132 U] Al 7] & <19 A <2lapp-00000x= = 7 =S By},

M) AL BAL. 2 0] F718 s ol ] dol B AU h "true"sh e A g 2 g
o] ohd EA4Y gho = AN Fch

l
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@ J2AdAFE= R GEAR 2 YAV 2aS ALAES GF 2L P
Ut
o e Abgk o] et S A s ol BT

° inputRefst application, infrastructure =+ audit 5 3l 3 3} o] =&}l & Al-&51 A
1:4_-61- EZL aﬂ )] ],] ];}

¢ outputRefs:= A8 &3 9] |5

d

o M Abgk EAY. 2720 F748 sk ol el del 2 gyt

2. CROHAES AT}

I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator+= Fluentd Pod& Al vl Z 3 t}. Pod7} A vl £ 5 %] X oA
Fluentd PodE 2HA| 5l 744l = A v £3 4= Y&t}

I $ oc delete pod --selector logging-infra=fluentd

7.5.1. Syslog vl 7]l H =

syslog 28 9] Q3] 22 AT F+ dHFYU T AA S U &2 syslogRFC3164 === RFC5424 RFCE &
x4 Al L.

® J]%5:syslog 715 #2107+ A e g A&&A

i
fr

T2 A =719 =Y F U
o AQ AR 2] 49 0E+=kern

o A& FE MAA L B9 1 E=user, 71 2@ AU

o 2EE=mail A 294 9o

o Al &2 73§ 3 == daemon

o HQH/QIF W AR 9] g 4E=auth

o syslogdo] 9|3 W2 o2 A4 A v A 2] 3¢ 5 E+=syslog

o FTPHZ9 B¢ 11E=ftp
o NTP 39 Al2" 9] AL 12 E=+=ntp

o syslog A 219] 73 13 &=+ security
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7. BAL A 2dol 22 dg

o syslog 743 £19] 719 14 == console
o A=Y vl¥9] Z-¢ 15 £ solaris-cron
o ZANA AR HE= XA A9 16-23 == local0 -local7

e Optional. payloadKey: syslog vl A| x| 2] sjo] 2 =2 A8 P I = =)

=37
4 > payloadKey "I 7/} Hl =& /4 3A o4 £ vl 7} W7} syslog= A G5 A s

o rfc:syslogE Alg-3te] 218 A et ©l A8 & RFCYUTh 7| B4he RFC54249 1 o).

e

o) 2 F=}

i

o A7t uhil syslog #l A2 =0) A8 syslog 2t =dUh @2 1035 A4 &
3 e 719=Y F dHFU

.?_

0 ANZ2HL AL F Q&S e = v A R 9] 79 0 == Emergency

(

)
PN

]

i

ZA Aok &S YeEhl = v A A 2] A5 1 £+ Alert

o 913 Ae= Ve = v A K] 2] S 2 == Critical

o o F AHE veh=vA A 9] 39 35+=Error

o A3 x7& verd= WAA €] 7% 4 &= Warning

o BFAolAT T =S Uehll= A A 9 7% 5 %E+= Notice

o ARA AR E YR = v A A 2] 73-¢- 6 == Informational

o Yz FF vAIAE Yehd = HWA A 9] ¢ 7 E+=Debug, 7123k
e ©1:tag: syslog WAl A oA Bl 22 A2 & P 2= D=2 (A FH )

e trimPrefix: |20 A XA A HFAE A Ao}

7.5.2. &7} RFC5424 syslog vl 7] H =
RFC54249] = o3 v/l ¥i+71 2 8- g .

SEDRIE

A

e appName: APP-NAME2 215 AF g EfAl o] A& A E35t= Af{f d2E
RFC54240] t) 3] A4 3] oF g ot

Aol 1) o} RFC54240] T3l A4 5l oF

e

® msglD: MSGID+= WA #] §3 & 23

Pk

rlr

AHr g e

e proclD: PROCID= A 9 2E FXE YUt} gko]l 7 5 syslog H 3271 SHEH A2 eERY
Ut} RFC54240] tj 3] 2|4 &l of gk
76. KAFKAX2AZ 21 A
7] & Elasticsearch 21 A& 40 F7}15tA U A 93 Kafka B2A 2 218 A2 F= d &5
&3}

3 Kafka 12820 )@t 22 AgL v E sl g A2d 20 g3t 23 o] 222 A
xg}2lo] 2 += ClusterLogForwarder AF-8-2F A 9] 2] &2 (CR)EAAAF YUY &8 EHK
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OpenShift Container Platform 4.7 2 7]

ERAAY 71 BRL AL E 5 AF U Kafka 23S TCP(H] 1eh) E= TLS(1.SH TCP) A4 £ A8 &

F gy

EZ A~

1. &3} A3t ClusterLogForwarder CR YAML 3-8 A A g .

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- hame: app-logs 6
type: kafka ﬂ
url: tis://kafka.example.deviab.com:9093/app-topic 9
secret:
name: kafka-secret G
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic ﬂ
- name: audit-logs
type: kafka
url: tis://kafka.qelab.example.com:9093/audit-topic
secret:
name: kafka-secret-qe
pipelines:
- hame: app-topic 6
inputRefs:
- application
outputRefs:
- app-logs
parse: json
labels:
logType: "application” @
name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
- default @
labels:
logType: "audit"”

Q ClusterLogForwarder CR9] o] &-2instance<] of g t}.
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000

o0 00 00 O o

@

74. Gt A 2glo] 2 A8

ClusterLogForwarder CR2] 4] & 23| o] 2= openshift-logging°] o] o} g t}.

29 ol g2 AR T

kafka £33 2 XA FU .

Kafka B2 7 9] URL3} X EE f a3 AU URLZ X Qs A H oz 54 FA & AHE§
Ytk tep(M B = ts(B A TCP) 22 EZ-8 AHE- & = FUth CIDR 4 & A1-4-3}
= 2829 AA ZEA 7 EASIE A 282 IPF471obd A o] 5 == FQDNoJ o of
Ut

tls JFAHS AH&8hE A4 TLS 5L S8l B4 oA &738h= A28 o] 52 AR s oF &Y
t}. A| =82 openshift-logging = 2 A E o 2l ojof 311 Ztzhe] Q154 & 7] 7] =tis.crt,
tls.key ¥ ca-bundle.crt 7] 7} o] o} g t}.

Al A} kA SHA] e 82 mule]w URL 2ol 1% tep 4 FAHE ALt o] 29
o 4] secret 7] ¢} sl F name& A kgt o}

A Apak: sho] zjel o] o] B2 A A A .

application, infrastructure, &=+ audits 3] 3 3to] =8} 2 A1-&3lo] A& of 3= 21
TS ALFUH.

2 AGE A8 G ol =l A A S EEH S A G F

Ael A g 1 %23tE BE=90 JSON R HAER 72319 JSON 21 JE2S AUt 2
FE 23 7X3Hd JSONo| x3ts ofof gt 22 A ¢F 2™ OpenShift Logging©]
structured @ = £ A 7] 5} 32 t) Al 7] & <19l 2~ 21app-00000x = 2 7 =S Bt}

A9 ALek: EAE. 20 F71 s o] 3 9] gol&EPU

R AR AL E 43 G2 AR 2 YAV Z 208 AGSHES GF 22 TAY

U,
o el Ak shol Ze}ol 2 A o YU

e inputRefs+= application, infrastructure === audit 5 3] 3 7} o] =2}l & A}1-&-5}o] A
EREERL LRI

e outputRefs= A8 =3 9] o] Yt

o XAl

M Abg #AD. 2 70) F74a sh o e dol 2.

o

A A3k U 1 Elasticsearch Q128 A2 2 32 Agstad 71 231 2 A A o

A ALk Y £88 o8 Kafka B2 AR A2 o o 9} 2bo] Kafka B2 A v €& A A
o

spec:
outputs:
- hame: app-logs

type: kafka
secret:
name: kafka-secret-dev

kafka: @)
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brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/
topic: app-topic

Q brokers 2 topic 7] 7} 9l =kafka 7] = A A g o}
@ brokers 71 Abg-3ko] shit ol 4ol Bz Wl RS A Fct

© topicTIE AIg S 2aE FAS U FES AP T

3. CROHAES MA T}

I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator= Fluentd PodZE A vl Z 3 t}. Pod7} Al £ & x| gk o™
Fluentd Pod& 2HA| 8t A 2 A £ = dFU o

I $ oc delete pod --selector logging-infra=fluentd

77.5%3 Zed e o Ze Aol 21 A

Cluster Log Forwarder& AFg-5lo] 54 2 A E 9] o ZE|Alo]H A AR S R 21 57|12 B
o AFU 7] & Elasticsearch 21 |44 & AHg-5t] F715t A g Al o] A& AT + dFU T
OpenShift Container Platformo 4] 21 dlo]H & A= S 5 21 7] & #As o o

ZZAE Y EZFA oA 22 AGS FAsEE TR A EA s} ol 4E, b 2 FAI7|d A
G Ag ] =9, ol8 g 4 % =& AH- 5= ol Tkl & AHS-3o] ClusterLogForwarder AH-8-2 4
9] g4 (CRyE A EU

AL 27 ALg

o NAAXTZTEZ =24

o,

filo

QJ_,

Abgate] 27 HlolHE S ES 7R 27 A7t ol ok F]

Az

1. &3} A8t ClusterLogForwarder CR YAML 5}

o
ox
o,
e
L
v

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure G
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 9

secret: G

name: fluentd-secret

106



9O 99 O O®©OO6OO

7. BAL A 2dol 22 dg

- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure G

inputRefs: Q
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:

project: "my-project” @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR<] o] 52 instanced o} g t}.

ClusterLogForwarder CR2] ] & 23| o] 2= openshift-logging <] o] o} g t}.

29 olg2 AR AL

=3 {3 £ elasticsearch, fluentdForward, syslog &=+ kafka= %] & g o}

AR ZI[AZIYURLYE X EE {23 dd URLE A F ) CIDR F4 & AHg-8t= &

2 2H AA 2547 84 5} %%@‘.% IP 5227} obd A1 8] o] & = FQDNoJ o] of 3y
o}

tls H FALE AH88l= A9 TLS A2 98] - A &+3= Al2= o] & A A3 oF Y
t}. Al =8l & openshift-logging = = A € o] gJ o]of 5}y Z}z}o] 15 A E 78] 7] =tis.crt,
tls.key, & ca-bundle.crt 7] 7} 9l o] oF g},

AR T2 A EoA o ZEA 0] 22E ZHAPS] A4 YU

9L ALgete] ZRAE | Fe)A ol Z1E 914 Fluentd A 2=H 22 Bl sho] Ze}el
T4k

my-app-logs ¢} = 44y .
AL E 9] o] F YU
Al Aek: 3t D=9 JSON e HAER 123519 JSON 21 322 AgGshr. 21

= a3 X318 JSONo| Egtso]of ght). 28] ¢kow OpenShlft Logging©]
structured 2 = £ A 7] 5} 52 t) Al 7] & <19l 2~ 21app-00000x = 2 7 328 Bt}
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@ 29 A ERAL 200 312 sk ol o] golB g
® =2=de==aA7= R selzad FAYY T
o 2% A}a}: sho] Zehel o) o] H-& A H T

e application, infrastructure, === audits 3| 3 7} o] 2} 21 & Al8-3lo] A ofsl= =
/IS AZF UL
o 2 AGS Al AT Hol =Rl F A A Z EH S AR FU

& x}gk: 2 12 Y B Elasticsearch <12

r
>
fr
23
e
o
i)
)
o
o
Q0
c
o
i)
ftlo
X
oX
L
L

g

o MY ApghEAL. 270 F71F sh ol g Aol et

2. CREAEZ A}

I $ oc create -f <file-name>.yaml

7.8. 54 PODAA o Aol A 21 HG

Z2 & #E A= Kubernetes Pod #l o] £-& AHg-3lo] 574 Podoll A 22 HlolH & 38t =21 53
71z Agd = A5

chgat vl 9 2 o] 29) THE podst 37 A3 H) & podz 74 ol Ee) Aol Mol Ytk 7Ytk ol
3 podell | SelAcl AL AWt o] o] Y= A 21 HOIHE 5H 21 FHN2 FPAL 2L S

+ gy

Pod 2}l &

A skel @ stk o] 4] matchLabels 71-zt 4 AL @ Th ol e 71-% B AR sHE A
PodZ w3 Ae

2
s %= glojof g Th.

1. ClusterLogForwarder CR(AI-&#} A 9] 2] 4 2) YAML 3 & A A ).

2. YAML 5} o) A t}2- o] ¢} 7+o] inputs[].name.application.selector.matchLabelsol]| A 7+3t
L4 71w Ad 7] & A8t Pod #l o] £S5 At}

ClusterLogForwarder CR YAML 3} ¢! 9] of

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
parse: json
inputs:
- name: myAppLogData
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application:
selector:
matchLabels: ﬂ

environment: production
app: nginx

namespaces:

- app1

- app2

outputs:
- default

ClusterLogForwarder CR2] o] &2 instance<] of g1t}

ClusterLogForwarder CR2] 4] & 23| o] 2= openshift-logging°] o] o} g t}.
inputs[].namecll A s} o] Fo] = 7&E S AAF I

outputs[Joll ] 3t} o] de] A= A FS A A

A A g 72319 B9 JSON QHAER 7%319 JSON 21 &S AGst. 21
FE=o] fad F=3519 JSONo| s ojof htt. 218 %| gtowd 0penShlft Logging®]

structured @ = £ A 7 5} 32 th Al 7] & <19l 2~ 21app-00000x = 2 7 328 Bt}

33 pod Flol & R ol Yz AE Aol Aol dl3l L{- T inputs[l.name 7 o] T
t}.

F3stel= 22 dlol8 7t = Pod 2H8 9] 7]-3t B2 AZJU k. 7|t of gt 719k gk &2
FE AAs) o Ut A9 e A Pod7t R E 7]-3k 3 A X 8 of It}

A A+ st o] o) vl 2F o] 22 A A

@@ o 9 @6@@6

il dolHE A2 &89S 3 o] 4 AR Pt o 7] o] A€ default &5 (A9 AL
2 27 go]g & U Elasticsearch Q1 28 A2 A £33}

3. Add Ak 2 dlolE 3 & SR vl EF o] 2= A 3st A 9] oA 9f 7o)
inputs[].name.application.namespaces = A}-& g }.

4. *15" At T2 Pod 2hllo] gl F7 A& Aol AN FU I o] Tl oz 2 HoHE R
+ AFUth
a. Pod o] &9 33 3ot} A € F5-3} {-AH:E 371 inputs[].name A 43-& A3 .

b. o] sfZz]Al 0] 9] Pod # o] &3 A A 5= = selectorsE Y H o] EFH
c. Al inputs[].name z2 inputRefsol] 713Ut} o 2 W 23 25Ut
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
5 CRHAEZ QAT

I $ oc create -f <file-name>.yaml

109



OpenShift Container Platform 4.7 2 7]

o Kubernetes?] matchLabelsol] o] 3F Z}A] 3 Y & 2 A4 E 7|0t @ F A8H2 X A 5l+= g ALS
A .

e

=

7.9. @ A A FLUENTD ¥} & A}l 85l 21 4G
Fluentd 39 Z2 EZ S AL&-dlo] 74 #1Y 2 34 WS A A ste] OpenShift Container Platform 22

29 oo gaAo = 232 Bl 4 Id&U ) OpenShift Container Platformol| 4] 21 gl o] €] & $=413}
=5 QR 23 JAIZIE S oF g

T8

o] 2 1 A WYL OpenShift Container Platformol|A] O o] ¢ A} &5 #] ¢ton g5 A

2l 2ol A A AR

Fluentd forward Z2 EZ 2 X183l 212 RJjg]d 93 =21 £ 7] = 7}8] 7] =secure-
forward.confzl= 74 39S A G 28 2 )| F 7Y L2 A1L-51o] OpenShift Container
Platformol| A 215 A 23 v A1-8-3}+= openshift-logging = 2 2] E o] A secure-forwardz}l= 74 %
< A8

A 27 Ab

o AR ZRET EE FAL AHG ool 27 U HE S ES 7AR 27 AWzt dolok F]
=5

A Z Fluentd +4 oY

<store>
@type forward
<security>
self_hostname ${hostname}
shared_key "fluent-receiver”
</security>
transport tls
tls_verify_hostname false
tls_cert_path '/etc/ocp-forward/ca-bundle.crt’'
<buffer>
@type file
path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "1024"
chunk_limit_size "1m"
flush_interval "5s"
flush_at_shutdown "false"
flush_thread count "2"
retry_max_interval "300"
retry_forever true
overflow_action "#{ENV['BUFFER_QUEUE_FULL_ACTION'] || 'throw_exception'}"
</buffer>
<server>
host fluent-receiver.example.com
port 24224
</server>
</store>

ZZA X
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& A1 A] Fluentd W & A}835lo] =1

7% epAk Al 2o 20 g

i

AG 3% = OpenShift Container PlatformS 74 3t 4 o3&

2 FYsyA L.

1. secure-forwardzli= 74 912 S 44 5} L <store> Zal Aol 4] Th& 7 §A G WA WSS A AT
Ut

990990099 609

<store>

@type forward

<security>
self_hostname ${hostname}
shared_key <key> ﬂ

</security>

transport tls

tls_verify_hostname <value> 9

tls_cert_path <path_to_file> ﬂ

<buffer> 9
@type file
path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT'] || '1024" }"
chunk_limit_size "#{ENV['BUFFER_SIZE_LIMIT] || "1m' }"
flush_interval "#{ENV['FORWARD_FLUSH_INTERVAL'] || '5s'}"
flush_at_shutdown "#{ENV['FLUSH_AT_SHUTDOWN'] || 'false'}"
flush_thread_count "#{ENV['FLUSH_THREAD_COUNT] || 2}"
retry_max_interval "#{ENV['FORWARD_RETRY_WAIT'] || '300'}"
retry_forever true

</buffer>

<server>

host ﬂ

hostlabel 6

port Q

</server>

<server> @

name
host
</server>

=R 71E 9Y

=

U,
TLS % &4 432 AHgste ™ tiss A3 g

AH Q1 F A S2E o] E2 3¢l sl d true= AR A H Q1FA] S2E o]
2™ false= A4 ).

afl
tilo

i)

=4

A2 CA Q15 A 91 o] 7 2 £ /etc/ocp-forward/ca_cert.pem e 2 XA g}
2 @ o] @2} Fluentd ¥ 3 vl 7 5 A P ot

ReH oz o] Auel o] 5L AP

m


https://docs.fluentd.org/configuration/buffer-section
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@ HE0= 2 AUE AU E ol 4] Ml S A8 5ha forward o] 2] @ A M
S oo =u 242 AH O

4% TLS(MTLS) 52 AH-8-312 ' Fluentd A B Ao A] S| AE QIFA], 7] W7l ¥4 4 7€}
Ao g3 ARE FZI4A Q.
2. 74 1o A openshift-logging = = 4] E o] secure-forwardzl= 74 WS WA ¢}

I $ oc create configmap secure-forward --from-file=secure-forward.conf -n openshift-
logging

Red Hat OpenShift Logging Operator+= Fluentd Pod& A vl Z 3 t}. Pod7} A vl £ 5 %] X0
Fluentd PodE 2HA] 5l 744l = A v £33 4= Y&}

I $ oc delete pod --selector logging-infra=fluentd

7.10. g A A SYSLOG W] & Alg3to] 21 A
syslog RFC3164 Z2 EF & Al-&-slo] 4 21 9 74 WS WA 3] OpenShift Container Platform
Ze2H R gidoe s 235 B 5 54Ut OpenShift Container Platformol A 2 22 4131 %
= syslog AW 9} 7+ 98 27 5712 A8 oF Ut

8

o] 1 A ¥y -2 OpenShift Container Platformol A © o] 4 A} & 5] A] ¢t on 335 &
2| 2o A Al AF

syslog Z2 EF o= F 7HA] ¥ d o] dFH O

o out_syslog: UDPE Sl S4lat ulsl gl 7AL o8 S wvldatA 9n A4S 54 %Y
=5

e out_syslog_buffered: TCP 2 ¥ 3 & 53] Hlo|HE F A= FAs=wALA +A YU
syslog ZZ2 EZ S A1835l 22E B8 A 218 AGs= o 2 29 A W 9) $Hlsyslog.confgl=
A g S ARG 28 -8 D 7Y 2 A1E-51a] OpenShift Container Platformol] A 228 A2 g
] A}-8-3}+= openshift-logging 3= 2 4] E o] syslogzh= 7+4 S A4 E U
AR @ 7 AL

o Ny EzEs shel 274 HolE & FARES 7B 27 A7t gojof P

o},

rlr
ot
)]
filo
>
o

Al Z syslog 4 <

<store>

@type syslog_buffered

remote_syslog rsyslogserver.example.com
port 514

hostname ${hostname}

remove_tag_prefix tag

facility local0

severity info
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https://docs.fluentd.org/output/forward#tips-and-tricks
https://docs.fluentd.org/buffer

use_record true
payload_key message

rfc 3164
</store>

& syslog viAA & A E = Y5 th A4S Ul -2 syslogRFC31645 F=x

® 7]5:syslog 7|5 B2 10 F AF E= | AFEAE FEIA &

o

o

712 WA X 2] 7390 =+=kern
A& FE VAR A1
2 = mail A| 29 -g v Y

A 2" H] 2] 73-¢- 3 == daemon

ReH/AZ W AIX o] 75 4 E = auth

syslogdol] o]3] A o= A E v AR 9] 7395

Al Al dl 2] 73-9-9 == cron

Bk 9l WA X 9] ¢ 10 T=+= authpriv
FTP ul 29] 3¢ 11 ==ftp

NTP 3} 9] A|2="l9] A$- 12 =ntp
syslog ZHAF 219] 739 13 &=+ security
syslog 74 32 2 19] 719 14 === console
2AEY "=2] 79 15 =+ solaris-cron

20NN AHEH & A0l 49 16-23 E

o payloadKey: syslog W | x| o] o] 2= A} 8 2 2

74, B Ak Al 2Rl o] 2

user, 7] 2.zt 4.

o rfc:syslogEs AHg-3le 215 AFst= ol AHEE RFCY YT

* AZt=: A syslog gl A =0 A4 & syslog A7t =Pt g2 1075 A5 =

25A 2 A9= = dguh

o

A2 AL S Y2 ehlE WAL 390

(

BN

12 %A Aslok F< Lhehl = A A ] A9 1

T += Emergency

T = Alert

913 Ad = JeER) = W A] K] 2] 7 2 == Critical

7 4He & el = vl A ] 3§ 3 & Error

A Al L.
71929 F A¥yh
T+=syslog
local0 - local7
3=y
EoaEa

i

ag
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o A3 XL vehll= W AIA 9 7 ¢ 4 == Warning
o AZolA F A x1S Yehll = WA A 9] 745 == Notice
o AR vAIAE vehl = WA A 2] 3¢ 6 =+ Informational
o Ou 2 & WAIAE Yepd = WA A o] 9 7 == Debug, 7123t
* ©lZ:syslog WA A oA Bl 22 AHG B F = BEY )
o trimPrefix: ¥ 2o ] A A HFAHI U}
Azt

AN 74 B S AR5 2 32 ADs == OpenShift Container Platform2 74 st#d t43-& &
A 2.

1. syslog.confeli= 74 5191 < 414 5} 7 <store> 28l Ao 4] T3 b w752 A8 T
=8

<store>

@type <type> ﬂ
remote_syslog <syslog-server> 9
port 514

hostname ${hostname}
remove_tag_prefix <prefix>
facility <value>

severity <value>
use_record <value>
payload_key message

rfc 3164 @

</store>

(&l

A

ZE 23S syslog &=+ syslog_buffered= 23 g c}.
syslog Al W 2] FQDN =+ IP 4 A @Y}

syslog Al W] o] =& A4 gith.

- -

e A A syslog W/l E AZFUT. A E =

B
fu)
o
L)
N
Iy
L
fu)

o syslog A FALIA A QA B2 D=2 A A3H7] $1 v AFY U
® AR ¥ B=F syslog 7| 2 AAsh= miAdTAYH

® syslog 21 7]% EE £22 AR s ARSI

o syslog 22 A= E A A= v AAHSFL Y

* Jhe A AR AZ4E B 715 S AHS- sk miAl b A Y T true?l 734
container_name, namespace_name, pod_namec°] &3 el =9 ¥$-H .

® syslog WA A 9] Flolz =5 A 57 918 715 AAQ st= wi/ldFAU S 7] 2302
message$i U t}.

9 715 syslog ¥ & A18-3519] rfc 752 = 31642 X A 3 oF g ).
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73 EAL A 2]lel 2 g
2. 74 vt ol A openshift-logging 3 2 4] E o syslogzl= 74 WS AU
I $ oc create configmap syslog --from-file=syslog.conf -n openshift-logging

Red Hat OpenShift Logging Operator= Fluentd PodZE A vl Z 3 t}. Pod7} Al £ & x| gk o™
Fluentd PodE 2HAl sto] AA 2 Al £ = AF U o

I $ oc delete pod --selector logging-infra=fluentd
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©
o3l
C
n
O
Z
it

73 &7 3t

JSON 2L & 7x3td RHAER 7# B4 =5 Log Forwarding APIE 74 & & syt

8.1.JSON 21 /& 4

JSON 272 ¥ 33 23+ dukz © & message Z = Y o] E2Y 2 TAF Ut} gt AL A=
JSON #A4 Y 2] 54 A== 77 35}7]7} o] 54U o} OpenShift Logging2] Log Forwarding APIS A}
3l JSON 218 7 %319 @ HAEZ JLE B A 515 OpenShift Logging #2] Elasticsearch == Log
Forwarding APl X ] 3l= 7€ BRAF Al &"l o 2 Ag e 5 U

o]

B

5 WS st ohe 7 2ol 72318 JSON 21 2o glrka 78 g

-

Z%3}l¢¥l JSON 21 35 4

{"level":"info","name":"fred","home":"bedrock"}

Qlukz o & ClusterLogForwarder CR(AH8-2 A 9] 2] & 2)2 3|3 21 312 S message T =0 A2g
Ut} message ¥ =0 = U3 o 9} 7+o] JSON 21 23 553 JSON 218 FAR o] 3o AHY
o}

message I = 9]

{"message":"{\"level\":\"info\",\"name\":\"fred\",\"home\":\"bedrock\"",
"more fields..."}

JSON 2185 7+ & ¥4
Zhelel F7hg

)
oS

A== )2 o A 9} 72o] parse: jsonS ClusterLogForwarder CR9] s} o] 3z

—

parse: jsonS HaF= & F7} 4

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

parse: jsong Al-&3la] JSON 212 77 B4 3l= 39 CRE t}2 9 9} Zostructured I =] JSON
TX 2 FES BARU Y. 9 message Z =5 T4 1A 54U

T33hd JSON =1 @E-0] ¥39H4 structured &3 ]

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

T8

2320 f a3 £Zx31H JSONo| ETHE o] 91 %] ¢k o structured Z =7} {15 o}

54 27 EQFO @ JSON 218 78 RH T+ Y% selwl b Al 2502 =0 A9e gt
AN L.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-external

8%.JSON =7 843}

8.2. ELASTICSEARCH<¢] JSON 21 Hlo|H +A

JSON 227} 7 7)) o]de] 27|vtE 2= A 9 A 2o AFstH §3 55 9 7t 22 ¥ A7
kAl 3 5= ¢l & o} o] 2 W] 52 W ClusterLogForwarder A&7 3 © 4 2] 22 (CR)E 1A 5t 7+ 7]
u S g 8 oz aFslalof . o] ZA sHH zF 27| vt d o] QA2 Ay

T8
OpenShift Loggingoll A #2]3l+= 7] & Elasticsearch Q1 2€H 2= JSON 215 A g3shd

o ke A ST AT o U GO ok A E A A
WA st FE 27| vz BEslete] s e 270 45 fA 8 Aol £4UTh

EEE

ClusterLogForwarder CRA| A o} X F3 2 A8-519] Elasticsearch 21 A &4 9] Q19 A o] &
45 Ay

o

1>~

—

L structuredTypeKey (AL, A Al E AR =9] o]t dl g F=9] zhe 2
< 743k d AHgE U T

o kubernetes.labels.<key >= Q19 2 o] & 74 3= Hl AH-&-5 = Kubernetes Pod #| o] & ¢}

U,

o openshift.labels.<key>+ ClusterLogForwarder CR2] pipeline.label.<key> @ Z~o] 1 21 d]
2 o5& 7AFHE ol AHEH E @l AFUTh

o kubernetes.container_name-& ZAH| o] o] 52 A& 5] Q1dl X o] & AT YL
e structuredTypeName: (+#<, A= A}q}) structuredTypeKey 7l A3 = =] k%A } 7171 QL&
M OpenShift Logging2 7+x3}4 /3 2 = structuredTypeName 72 A8 o).

structuredTypeKey 2 structuredTypeNamei SHA| A18-35}9 structuredTypeKey2] 7] 7}
JSON 21 "l o] 9| A e 7-$ structuredTypeName-& tf A] <19 > o] 22 A &3 o}

23

structuredTypeKey 3t& "Log Record Fields(Z22 g|Z = H=)" g 2o TAH RE I
E2EARST F IADN P 8} B 4 FE FF EF IAEY

o Z# ~E 94 "apache" @ "google"e] F 7}x] P2 o 2 JSON 215 WA 5= o) S A o] A
PodE A3a) 33l A5

e x}-£7}+= logFormat=apache 2 logFormat=googleZE A}-&3lo] o] & 3t o = 2] 7| o] A podol &
ol &S A QY

e ClusterLogForwarder CR YAML 3} oA O3 3= Z7}S AFE-SHU .

outputDefaults:

- elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat

pipelines:

17
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- inputRefs: <application>
outputRefs: default

parse: json g

o

Q Kubernetes logFormat @ o] &2 A 8 7]-7t &9 7S AL
B

g JSON®ZI1E 181

i
i

¥°
Iy

.

=
e

o] A9 e e %359 =1 ¥ 7 =7} app-apache-write Q19 ~ 2 o] 53]t}

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

TZ3tH 2 g Z =+ app-google-write Q19 2~ 2 o] 53},

flo

ohe 7

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> example
ClusterLogForwarder CR YAML #} QoA O3 Z = 7S AHE-Shoh o 7Hg @y o).

outputDefaults:
- elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- hame: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

Q OpenShift myLabel glo] &2 74 9 7]-3t <] g2 A&

mylLabel 8 2= 7x3l9 21 g A= E24Y gmyValueS A 23 o).

o] 49 e e Fx359 =1 ¥ Z =7} app-myValue-write ¢19 2~ 2 o] 53]}

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}
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87%. JSON =7 &3}

F7t 3 AHe

o %319 =] U3 Elasticsearch ¢/9 2= 2319 /8 2ol "app-"& F 7183 "-
wrlte"E F7tst] A8 d Yt

o Tx3HA Fe YA X3 QU 2F AFHA U o S A0l A, 1z = A}
Qe 2o A dukA o 7 Qd A g

e Hlo] YA o 1x3H §3o] Y= A structured = =g) o] unstructured A Z =2 AGF

Elasticsearchol] v @2 9| 22 35517 RASHA] &= Aol F2FUT z o E& A ol A EE vl
Z¥|o| o= W] 23 F T AR SH=A 0] of B E kg 21 F R AMEFU T ol &

o) 313 9] Apache ol Z2] A ] A& LogApaches} 22 5 U3 JSON 22 J 43 72318 32 ,‘}%%
Yt

8.3. ELASTICSEARCH 21 A &4 2 JSON 21 AG

Elasticsearch 21 A & 42] 73 $- JSSON 21 g5 o] 0.2 A7/ ol o} =2=7] 9 ClusterLogForwarder
AgA A o] B 22(CR)E TA ] 7+ JSON 271012 vl 28 g ol 2 258 @uth o A &a
Elasticsearch= 7} 27| vlo dj & M= 9] Q1Y A5 AHS- o

T8

TR AU 2T O 27|vfE AGsH 3 FE L7t e FA7 2T S dom
2 Elasticsearch A @42 dHlo|H & A 25}7] ol o] AL sl oF Fh

UR B2 Y28 B i3s3 Add A5 EAE HAEE 35 27|92 AF3}s)
o 7bsd 27 5 A 8= Aol EHU Y

1. & %7}2 ClusterLogForwarder CR YAML 3} o] 713 o}

outputDefaults:
- elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. A9 A3} structuredTypeKey & AH8-3] o] d o AdA d= 21 gi=dE
A A 3} 3L Elasticsearche]] o] g JSON 21 t]o|H AL XA F U 28 % ¢gow o}
Ayt

F shis
B2 A

ﬂlo

3. A9 213}k structuredTypeName & A1-8-31o] o] A 3} =] A H<name> & A 35}t
Elasticsearchel] tj gt JSON =1 tlo|HEF AP UT. 192 F o v A S A A G

T8

JSON 215 35 243} structuredTypeKey & += structuredTypeName,
structuredTypeKey ¥ structuredTypeName & 5= A A 3] of gt}

19


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-configuration-of-json-log-data-for-default-elasticsearch_cluster-logging-enabling-json-logging
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-configuration-of-json-log-data-for-default-elasticsearch_cluster-logging-enabling-json-logging

OpenShift Container Platform 4.7 2 7]

4. inputRefs 2] 73 -$-application, infrastructure, === audits 3| 3 7} o] =&} 21 & A1-&-5lo] A &3
of hE 27 43S AR A

5. parse: json 45 wo] xRl F7t ).
6. CRQEAEZ AAF T}
I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator+= Fluentd PodZ A vl £ 3 t}. Pod7} A vl E & ] ko
9 Fluentd PodE 2HA| 3t 7A) 2 A 3 4= Y& o

I $ oc delete pod --selector logging-infra=fluentd

F7teas

® ERAAZH 2o A

120


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-external

9. FH| U E] 2= ol W E 7 % A

OpenShift Container Platform o] ¥l E 2}-9-F = Kubernetes o] ¥l EE 7}+A] 3131 OpenShift Loggingell
T £2 98l olel @ o MES 7] S el PoddUth o[ ME B9 & 550 2 W) Eaof gtk

olME B9 HE BE Z2AEdA oMl EE 53 5l STDOUT %1 th. Fluentdi= o] 2] & oMl =& 4
WES

A 3to] OpenShift Container Platform Elasticsearch ¢128 22 A2 gt}. Elasticsearchi= o] vl
Qlaz g} Qg 2o Qg A g}

T8

oWl = 298 = Fluentdo] 7} 2E2 F7183 A2 & 4 Yt T2 22 W AA] 5ol G
e vd 5 ey

9.1. o] ME 2+ E wE 2 1A

S A E AL 5] oWl E 219-H 2 ZE 2Hol Ml Ut &4 o] Wl E 21-9-E £ openshift-logging
Z 2 A E o n| X3t F 2 HA oA o|lHES 3 of Pt

S HEN QUAEEoWE e BAF MU AR, YL 4T H S 4T uII S A
AU A= 2 w5 oW E 29-E] PodE AL vl Tt AA51A] ¢kl o] I Z S AL8-351A

UM eHAE CPUR MR 235 WA F AFUT

A 27 A

o MuzAYS AR Fe2E AF upIGL YulolEsElH AP Aol BaFUh A F
Eof cluster-admin & @o] 91 AH§ A2 T AER S 4T = AFUh

e OpenShift Logginge] A x] & o] 3]l o] o} gt}

1 olWE 296§ AEAL 4

s

U,

kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging”
objects:
- kind: ServiceAccount ﬂ
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: [
resources: ["'events"]
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verbs: ["get"”, "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}

data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment 6
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
nhame: eventrouter
spec:
serviceAccount: eventrouter
containers:

- hame: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: ${MEMORY}
volumeMounts:
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99090 ® 606009

9. Fulu[E| 2 oW E 53] B

- hame: config-volume
mountPath: /etc/eventrouter
volumes:
- hame: config-volume
configMap:
nhame: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.3"
- hame: CPU ﬂ
displayName: CPU
value: "100m"
- name: MEMORY ©)
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace
value: "openshift-logging" g

openshift-logging ZZ = A E o 4] o|HIE 2}-9-H & A H| 2 ARZ S A g
Ze]2H9| oW EE R E Y T ClusterRoleS Ao
ClusterRole& 4] H] = A A o] u}¢l g 3} += ClusterRoleBinding2 A A gt}

openshift-logging = 2 A Eo| A 74 W& A 51o] F 2 Jtconfig.json A2 A
o},

L

U

o,
v0.3 3 e "2 A= ol n X E AA P

oWl E 2}-%-¥ Podol] @3¢ HA v ¢S AF AU 7] 282 128Mid Y

o
E
m

2198 Podoll @3¢ 4 CPU ¢S A Yt 71 2302 100mP ot

to
|z
>

E & A X openshift-logging Z 24 E & A g},

)
ol
il

ERES

tllo
X

ge A 53 A &g o

%

filo
>

1&
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -

o g 5W 08 2ayh

$ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

N
)
2

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created

A7

openshift-logging Z 2 A E 0| A v £ & A A 5] o]l E &}9-F] PodE WA s AT
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124

configmap/eventrouter created
deployment.apps/eventrouter created

3. openshift-logging Z2 A E o] oWl E g}$-E 7} A A HAEA el gy

a. A o] E 2-$-E Pod 17]:

I $ oc get pods --selector component=eventrouter -o nhame -n openshift-logging

2 o

| MN‘

pod/cluster-logging-eventrouter-d649f97c8-qvv8r

. oM E A FF T oWE B

$ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

d& &9 g5 s

$ oc logs cluster-logging-eventrouter-d649f97c8-qvv8r -n openshift-logging

o
i)

a)

{"verb":"ADDED","event":{"metadata":{"'name":"openshift-service-catalog-
controller-manager-remover.1632d931e88fcd8f","namespace:"openshift-service-
catalog-removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion™:"21399","creationTimestamp":""2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-
catalog-removed”,"name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Co
mpleted","message":"Job completed","source”:{"component":"job-
controller"},"firstTimestamp':"2020-09-08T15:40:262","lastTimestamp':"2020-09-
08T15:40:26Z2","count":1,"type":"Normal'}}

Elasticsearch ¢1Z 2} Q1] A E X} 23}l=Qldl A~ f€l-S WA 3la] o|HIEE B ¢ E Kibanag
AR = A5



1074. OPENSHIFT LOGGING 90| E

107%. OPENSHIFT LOGGING ¢ H| o E

3£ 10.1. Red Hat OpenShift Logging (RHOL)el tj gk OpenShift Container Platform v} A€

47 4.8 4.9
RHOL 5.1 X X

RHOL 5.2 X X X
RHOL 5.3 X X

OpenShift Container Platform 4.6 2 o] A ¥ & ¢] OpenShift Logging 5.x2 2] 2H 7 dlA] 13
o] =3} OpenShift Container Platform 28] 2HE 4.7 == 4.82 uo|Egt. 29 t& &
operatorE JH o] EZ .

® Elasticsearch Operator 4.x9]| 4] OpenShift Elasticsearch Operator 5.x2 g djo]&

® Cluster Logging Operator 4.x9l| 4] Red Hat OpenShift Logging Operator 5.x= ¢ d|¢o]| &
o] A ¥ A 2] OpenShift Loggingoll 4] @A WA o 2 ¢] 18 o] =32 H OpenShift Elasticsearch
Operator ¥ Red Hat OpenShift Logging OperatorE d A B o2 o] EF ).
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OpenShift Container Platform 4.79| A &= t-&-3} 7¢o] o] Fo] A H AU

o ZFz/~FE =7 7152 Red Hat OpenShift Logging 5.x Al &o] A5 ).

® Cluster Logging Operator7} Red Hat OpenShift Logging Operator7} 5 s t}.

® Flasticsearch Operator7} OpenShift Elasticsearch Operator7} 5 14 t}.
OpenShift Container Platform 4.6 2 o] A v A 2] OpenShift Logging 5.x=2 & 2H 27 oA 4249
o] =3} OpenShift Container Platform 28] 2HE 4.7 == 4.82 o] Egt. 29 t+& &
operatorE JH o] E3 .

® Elasticsearch Operator 4.x9]| 4] OpenShift Elasticsearch Operator 5.x2 g djo]&

® Cluster Logging Operator 4.x9l| 4] Red Hat OpenShift Logging Operator 5.x= ¢ d|¢o]| &

T8

Red Hat OpenShift Logging OperatorE ¢ g] o] €35} 7] # o]l OpenShift Elasticsearch
Operatorg ¢ Hl o] Esllof Ut} = Operators 5 A2 2 g o] Esjof gt}

OperatorE 224 =4 2 Y o] E35}H Kibanazl Qe o] EX A ¢k Kibana AF&-AF XA 2] 42 (CR)7}
QA A &) o] A E & 24 3l2] A Red Hat OpenShift Logging Operator PodS A4 g o).
Red Hat OpenShift Logging Operator Pod7} A vl 32 &5 & Kibana CR& A A 5} 32 KibanaE thA] A8
4 oA BTk

2121 A 77 21 XL
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AFRL ST AT
® OpenShift Container Platform 4.7 o]} v A o] o] o} g},
® OpenShift Logging 38l 7} 3 /o] of o gt}
o R E Podr}ready €] ¢yt
o Elasticsearch 28 2~H+ A9t}
® FElasticsearch @ Kibana d o] €] 7} ® ¢ o).
Azt
1. OpenShift Elasticsearch OperatorE ¢ gl o] Eg ).
a. ] &4 A Operator -4 ]9 Operator= = g}
b. openshift-operators-redhat = = 4 E & H &l g},
c. OpenShift Elasticsearch OperatorS & gt}
d AEA2IHA ->A2S Sy
e. B 23 HA G| E A W7 FolA] 5.0 E==stable-5.18 A 8 531 A

f. 2 2 A% 7|4HA $ Operator » A XA Operatorg &8 .
OpenShift Elasticsearch Operator B 2 o] 5.x.x21 %] &13}.

Bl 2E7HF e R BA1E W 71A] 71y,
2. Cluster Logging Operator Q€| o] E:
a. ] &4 A Operator -4 x] ¥ Operator= 2 g}
b. openshift-logging == A E £ Aa3]t}.
c. Cluster Logging OperatorE &3 gt}

d ABzagd s>Ade 28 g

e. AB23FH JuolE g W7 Fof| A 5.0 ==stable-5.12 A &l 3} 51 A

f. ¥ 2 A% 7] ¥ Operator » 4 X & Operators 3 gt}
Red Hat OpenShif Logging Operator B & ¢] 5.0.x == 5.1.x21 #] 8213}

Ao et TR BAE U7A Zltgu .
3 27 74 242 gy

a. B E Elasticsearch Pod7} ready e 21 %] &<l ).

I $ oc get pod -n openshift-logging --selector component=elasticsearch

)

a)

| MN‘

elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running
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elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

b. Elasticsearch 28 2 ¢ 7} A 421 %] 8el3t}.

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch",
"status" : "green",

}
c. Elasticsearch Cron Z+¢]o] A A 5 =X] &<l g}

I $ oc project openshift-logging

I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

d 22 AFA715.0 2= 512 dHolE5 1 2 d A7} green?l X &1},
I $ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices

= i'—:‘. ol app-00000x, infra-00000x, audit-00000x, .security <19 =7} 3t 5| o] QY =X &1}

d] 10.1. Q19| 27} S A AHEIQl M E =9
Tue Jun 30 14:30:54 UTC 2020
health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size
green open infra-000008
bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004
rtDSzoqsSl6saisSK7Au1Q 31 226717 0 297 148
green open infra-000012
RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_ 7
1SJdCqlZTPWIIAaOUd78yg 11 4 0 0 0
green open infra-000010
iXwL3bnqTuGEABbUDa60Vw 3 1 248368 0 317 158
green open infra-000009
YN9EsULWSNaxWeeNvOsORA 31 258799 0 337 168
green open infra-000014
YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015
JRBbABEmMSMqK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30
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n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFmM2iRA 31 227987 0 297 148

green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuRTKZMjg_bbUc1g 11 5 0 0 0
green open .kibana-377444158 kubeadmin
wvMhDwJkR-mRZQO84K0guQ 31 1 0 0 0
green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 11 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLtStWSF1GopaRyCg 31 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KR9mMFUpQl-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERgqLALMQOIQDFES1LBATQ 31 0 0 0 0

e. 22 FH7|7}5.0 == 512 YH o EEYE=A gyt
I $ oc get ds fluentd -o json | grep fluentd-init
9 fluentd-init A &l o] 7} £ 3= o] A=A Sy

f. 22 A 7}3} = 2 13 o] Kibana CRDE AFg-51a] 5.0 == 512 JH ol EH Y =R &3y

.

=
I "containerName"': "fluentd-init"
=
1=

I $ oc get kibana kibana -o json

=9 d) ready 4] 7} 9= Kibana pod7} £3H5 o] Q1 =4 &2l g},

"kibana-5fdd766ffd-nb2jj": [

{

o] 10.2. Kibana Pod7} S=n]d A= ==
"lastTransitionTime™": "2020-06-30T14:11:072",

[
{
"clusterCondition": {
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"reason": "ContainerCreating”,
"status™": "True",
"type": "
b
{
"lastTransitionTime'": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating”,
"status': "True",

"type": "

}

1

b

"deployment": "kibana",

"pods": {

"failed": [],

"notReady": []

"ready": []

b

"replicaSets": [

"kibana-5fdd766ffd"

I

"replicas": 1

}

1

10.2. OPENSHIFT LOGGING S &4 H{d o2 Yd ol E

OpenShift LoggingS 5.x0ll 4] @A W 2 = ¢ d| o] Esl2]H OpenShift Elasticsearch Operator @
Red Hat OpenShift Logging Operatore] A/ ¥ A3 A8 ¥ 7 3}

=8

Red Hat OpenShift Logging OperatorE ¢ gl o] £ 5} 7] # o]l OpenShift Elasticsearch
OperatorE ¢l o] Eslof Ut} = Operators 5 A2 2 g o] Esfof Ft}.

OperatorE 223 A4 2 Y4 o] E35}H Kibanazl Qe o] EX A ¢k Kibana AF&-AF X A 8] 42 (CR)7}
QA A &) o] A E & 2 3le] A Red Hat OpenShift Logging Operator PodS A4 g o).
Red Hat OpenShift Logging Operator Pod7} A vl 32 & & Kibana CR& A4 5} 32 KibanaE thA] A8
% 97 BY .

AR T AL
® OpenShift Container Platform 4.7 o]} v A o] o] o} g},
e OpenShift Logging 481 7t A 4o] of of g ot
o R E Podr}ready ] ¢yt
o Elasticsearch 28 2H+ A9t}

® FElasticsearch ¥ Kibana d o] €] 7} ® ¢ g},

Az
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1. OpenShift Elasticsearch OperatorZE ¢ dl o] Egu ).
a. ¢ 2% 4 Operator » 4 X] 9 OperatorE 2 3t}
b. openshift-operators-redhat Z = 4 E = H el g},
c. OpenShift Elasticsearch OperatorE & gt}
d AEA2IHA ->A2S g
e. BEAIAHA Aol E A'd W7 Fol A stable-5.x& A& st A F-S S F

f. @ 2 A% 719@ F Operator » 4 X ® Operators 28 3t}
OpenShift Elasticsearch Operator v] # o] 5.x.x21#] &<l g},

Bl e Fo R R A2 7R 7y Y
2. Red Hat OpenShift Logging Operator=S ¢ dl o] E gt}
a. ¢ 2% 94 Operator » 4 x| 9 OperatorE 2 3t}
b. openshift-logging T4 E £ Ael g},
c. Red Hat OpenShift Logging OperatorE &2 g},
d AEA3HA -2 S ZYdn.
e. B2 HA Aol E A'd W7 Fol A stable-5.x2 A& st A F S ZFHFUt.

f. @ % A% 7]}3 F Operator » 4 X @ Operators 28 3}
Red Hat OpenShif Logging Operator B & o] 5.x.x21#] 213},

e BEstAAF o2 EAE f71A] 7P
3. 24 34 845 AP

a. B E Elasticsearch Pod7} ready e 21 %] &<l ).

L=
I $ oc get pod -n openshift-logging --selector component=elasticsearch

o
i)

a])

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

b. Elasticsearch 28 2 € 7} A 421 %] el 3t}

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch",
"status" : "green",

}
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c. Elasticsearch Cron z+¢j o] A A 5] =X%] &2l }.

I $ oc project openshift-logging

I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

d. 273 447t 5x2 Gulo]ES X 2E 27} green2 A 3l .

I $ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices

°l] app-00000x, infra-00000x, audit-00000x, .security 219 » 7} ¥ 35 o] A =% 213t

o 10.3. Q18] 27} =40 el A1 E 59

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBVvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 31 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_ 7

1SJdCqlZTPWIIAaOUd78yg 11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa60Vw 3 1 248368 0 317 158
green open infra-000009

YN9EsULWSNaxWeeNvOsORA 31 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 31 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuRTKZMjg_bbUc1g 11 5 0 0 0
green open .kibana-377444158_kubeadmin
wvMhDwJkR-mRZQO84K0guQ 31 1 0 0 0
green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
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bSxSWR5xYZB6IVg 3 1 341800 0 443

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 11 4 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126
green open infra-000016

m9c1iRLtStWSF1GopaRyCg 31 13685 0 19
green open infra-000002

ewmbYg 31 228994 0 296 148

green open infra-000013

jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0

e. 25717152 HHOIEHYEA ey

I $ oc get ds fluentd -o json | grep fluentd-init

=
=

f. 22 A)z}3} =2 33 o] Kibana CRDE AHg-3le] 5.x& Qulo] EH QA=A &2l

2 fluentd-init A8l o] 7} £33t o J=A AP

"containerName"': "fluentd-init"

I $ oc get kibana kibana -o json

%9 J) ready ] 7} 9= Kibana pod7} 35 o] Q1E=A] &2l g .

d]) 10.4. Kibana Pod7} Z&H| 9 A= =9

[
{

"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [

{

"lastTransitionTime": "2020-06-30T14:11:072",
"reason": "ContainerCreating”,

"status': "True",

"type": "'

b

{
"lastTransitionTime": "2020-06-30T14:11:072",

"reason": "ContainerCreating”,
"status': "True",

"type": "

}

]

b

"deployment": "kibana",
"pods": {

"failed™: [],

146

57

9

Hz6WVINtTvKcQzw-

KRO9mMMFUpQI-

Fuich



"notReady": []
"ready": []

b

"replicaSets": [
"kibana-5fdd766ffd"
I

"replicas": 1

}

]
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3 1.3. Elasticsearch 2] 2~ shard A 3t
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3 11.6. Elasticsearch =& & Rt E
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127%. =74 =A sl 4

12.1. OPENSHIFT LOGGING 73 €] 1 7]

Red Hat OpenShift Logging Operator @ ] 2] OpenShift Logging 74 24 9] A€ & & 4 J&Uth

12.1.1. Red Hat OpenShift Logging Operatore] €] H 7]

Red Hat OpenShift Logging Operator?] A€ & & 4= &Yt}

A 87 A

® OpenShift Logging 2 Elasticsearch7} A 2] = o ) o] o} gt}

Z2A 2

1. openshift-logging =24 € 7 W7 g}
I $ oc project openshift-logging

2. OpenShift Logging 4 H & 2 2]d 038 a3 FY .

a. OpenShift Logging 48 & 71434}

I $ oc get clusterlogging instance -o yaml
%9 o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- fluentd-2rhqp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff
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- fluentd-flpnn
- fluentd-n2frh

logstore: 6
elasticsearchStatus:

- ShardAllocationEnabled: all

cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0

clusterName: elasticsearch

nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

Eg oA FH 2 A 2 =71 3 E 2 Aol JebdY o
Fluentd Podol T & A 1.,

Elasticsearch Z 2|28 A7, A, =d-A o=

o gk g wm ey

o <=
w7 S E 3

e

Kibana Podol] tj 3 A 1.,

o 009
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12.1.1.1. 28] WA #] o
22 OpenShift Logging ¢1 28l 2 ¢] Status.Nodes A A o] 9= A K A v X A 9] o] ¢Ju}.

et fAR AE W AAE =22 T4 E Re dHraE 2300 o] ko shard7t SFEA &S
< vhe U,

z9 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

&3 A A AR E 227 FAE 28 9HuAE 233 00 shard7 2 == 2 Auj x2S
vehd Yo

=9 q

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

& 7 §AFa 4 W A1 %] £ CRe Elasticsearch = A8 7] 7} 28 26 o] =9} 23514 282 e}
Wy

29 o

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
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elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2

Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

03 §ALE AHE| WA K] = 2@ PVCE PVe] uhel 98 5 98-S vhehd U o

=49 9

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)

Reason: Unschedulable

Status: True

Type: Unschedulable

ket AR AE W AAE =2 Ad )7} =9} AR 8 ¢7] 2ol Fluentd Podg ol k& 4 912
ebg vk

=9 9

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
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Failed:
Not Ready:
Ready:

12.1.2. OpenShift Logging 74 Q42| dH| H7]

o] 2] OpenShift Logging 74 849 JH & & F AFY
AHA 87 ALY
® OpenShift Logging ¥ Elasticsearch7} A x] = o ) o] o} gt}
Z2A 2
1. openshift-logging Z= 4 E 2 W A 3]}
I $ oc project openshift-logging
2. OpenShift Logging 37 9] 2| ®.7]:

I $ oc describe deployment cluster-logging-operator

%9 o
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set
cluster-logging-operator-574b8987df to 1----

3. OpenShift Logging B-A| 2 A E ¥ B7]:
a. AR A EQ] o] 5 7HA3 U
29 o
I $ oc get replicaset

2 o

| W{N‘

NAME DESIRED CURRENT READY AGE
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cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd554487 1 1 1 157m

b. A2 A E o] e E 7143

I $ oc describe replicaset cluster-logging-operator-574b8987df

%9 o
Name: cluster-logging-operator-574b8987df
Replicas: 1 current / 1 desired

Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-
logging-operator-574b8987df-qgjhqv----

122. 23 A 20 A 17
OpenShift Elasticsearch Operator 2 o] 2] Elasticsearch 74 229 AH S 2 5 54U}
1221 23 A4 e 1]
2O AR B E E 5 AsUTH
AR 8 7 AL

® OpenShift Logging 2 Elasticsearch7} A 2] = o] ) o] o} gt}
EL-D P

1. openshift-logging Z=4 E = W A 3]}

I $ oc project openshift-logging
2. b E A oS F3gU
a. EIAZLEQJEEX ol 55 7HAJF UL

I $ oc get Elasticsearch

z9 o
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NAME AGE
elasticsearch 5h9m

b. 22 AF4 FHE 7HAJF U
I $ oc get Elasticsearch <Elasticsearch-instance> -o yaml

g 50 e 2

$ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

Zeol = b AL B 1ot EgE U

o
i)
2

status: @)
cluster: 9

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassighedShards: 0
clusterHealth: ""
conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
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- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

@ =294 2a28 4u 2=71 38 2d A6 e
@ =A%z g

o 34 712 shard $91 .

e 34 shard =Yt}

e 27]3 %9l shard &1}

o I AFAdolH == FYYh
Y

o AP A F2shard 5

© <AG=AS e g 2. 20 AY: U= PodE WA T 5 gl A9 2AE
A2 dEY S O 279 38 E R E oliEsF ARG

o AHoY 2T AZE Y

[l=l

=X AHoY & 7l FUY T

o AHoY 2T AZE Y

ll=l

Z A AdlolY 2T tis] 2EHAFU
® Pod o of B7L 3 o2 7EA] Ao tf 3 =71 0] TAIFYTHEZ WAA o &x).
upgradeStatus7| )= FE2H 2 A FA X,

'failed”, notReady T=+=ready €] ollo] L& Fej2He 215 A F}o|AE,
d o€ & w}2H Pod.

4]
5]

12.2.1.1. 23 €] W A] %] ]
22 Elasticsearch Q1 ~E1 2 2] Ag] A M Qe AR 27 WA A 9] o YUt}

oA A A = EsF FAE R AEuaE 2335000 o] o shardsl BHE R 98- Lhehy
Ut

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.

reason: Disk Watermark Low
status: "True"”
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type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

= BH AR = =27 A E =2 HEH A E 2P o shard7t & == A A E S Yedy

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

o5 3 H M A A = CRE 21 A4 == A7) 7 2| 2H 9] =9 A A6HA] 55 Uit

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.’
reason: Unschedulable
status: "True"
type: Unschedulable

ohe u W AA S 27 444 CRIA PVC(F T 25 Za90)7H £A5H4 282 deby

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z
message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)
reason: Unschedulable
status: True
type: Unschedulable

o5 BH A A = 22 A4S S EH S5 A A S A6 2 == 8leS YEhd YT

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy
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ol Jul M AE 2 2Elo] AES Fell9l = (Wh2E == E 7R BeS ey

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

2 g W] A A = Elasticsearch 2E 2] A 71 W73 &S X A51A] 22 Jephgu).

g SW b gEUTH

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 2 type == A AHA F=WHA FI S ARG UL

StorageClassNameChangelgnored

252 A YL o] I} A AHA F= U AHFAUT
StorageSizeChangelgnored

&2 A A7) W A DA &= WA AL
StorageStructureChangelgnored

PA 2EA 29 FTAZEA 7 o= AAHA E+= WA AHZAUT

mE

Ut

T8

AA 2E A oA G 2E g A 2 A== ClusterLogging AL&AF A 9] 2] &2
(CR)E 7438 &= 73 ¢ OpenShift Elasticsearch Operator= PVC(Y 7 2§ Z491Y)
=2 AAA T PV(I T 2F)S A A 5HA &< 4. StorageStructureChangelgnored
A 2 A $-# A ClusterLogging CRZ ¥ 7 A}3}-2 3 4 35}31 PVCE 2HA) 3] oF 3 o).

12.2.2. 21 A A AL FA Q42 Ay B 7]
o 2 AZAE TA 24 FHE B 5 AU

Elasticsearch Q191 ~
Elasticsearch ¢ldl 9] A = &2 4= Q5 t}

1. Elasticsearch Pod¢] o] &< 714 &Yt}
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I $ oc get pods --selector component=elasticsearch -o name
g o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

| m{N‘

2. A 29 e & 7HAF U -

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

o
i)

a)

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n
openshift-logging' to see all of the containers in this pod.

green open infra-000002

S4QANNnf1QP6NgCegfnrnbQ 3 1 119926 0 157 78

green open audit-000001

8_EQx77iQCSTzFOXtxRqFw 3 1 0 0 0 0

green open .security iDjscH7aSUGhIdqOLheLBQ
11 5 0 0 0

green open .kibana_-377444158_ kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001

z6Dpe__ ORgiopEpW6YI44A 3 1 871000 0 874 436

green open app-000001 hlrazQCeSISewG3c2VivsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIq6iQW6wg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

21 AA 4% Pod
23 R4S 5295 Podo] HHE 2 5 AU
1. Pod o] 52 7b4 gtk
I $ oc get pods --selector component=elasticsearch -0 name

2 o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

| W‘W‘

2. Pod AHel 2 714 g1t

I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
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ZHd=ds du A7 23E Y

=
=]

2

o

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s

timeout=30s period=5s #success=1 #failure=3

proxy:
Container ID: cri-

0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9%aal

State: Running
Started: Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled True

Events: <hone>

21 2% 32 A Pod ¥l 3£ 14

23 AFENE Y HUE 2 5 e

L ¥l 49 o] 55 7HAJF U
I $ oc get deployment --selector component=elasticsearch -o name
g o

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

| m{}l‘
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I $ oc describe deployment elasticsearch-cdm-1gon-1

Z2olt the gu g urk £

=
=]

2

o

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-rhel8
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available True MinimumReplicasAvailable

Events: <honhe>

22 AFE AL AEY JEE 2 5 A5

—_

2A R AES] o) BL AU
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. BALAES] AEHE 7HAF U

$ oc describe replicaSet elasticsearch-cdm-1gon-1-618495

Z2olt vhe gu g urk £,

=
=]

2

o

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-

rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7

b1c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3
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Events: <honhe>
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2R3 371702 A2 E AAZ Y. 73 32 Ule] 7 3 ¥ o] K] o] OpenShift Container Platform ¢} &

A o] A B 5 AUk
3 12.1. Fluentd Prometheus 73 32
33t o A1 A]
fluentd <instance><j| 9]

3l d)Z = 2] <value>9l A
O F7FEAAF Y.

FluentDHighErrorRate

Prometheus+ fluentd
<instance>= 10& o] 4}

zaqg 5 QL

FluentdNodeDown
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A

FluentD &8 279 &
ow 72 oi O]X” =5
QH107 o]y ok

=
3T

Fluentd+= Prometheus7} &
A Fluentd Q1 2~E1 ~8 A~ 5

H gl RaPsych
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73l HAIA] A Azt=
FluentdQueueLengthinc A3 124] 7 F <t fluentd Fluentd= i =7] 7} 2713} A 7k
reasing <instances> v ¥ 7 Z 9] Sl SiThaL B ghy ok
c1Hg &R0 F7t
IFU A F2
<value>¢J 4 t}.
FluentDVeryHighErrorR fluentd <instance>el <] FluentD 28 2 F2] & 7] A 7k
ate 3 g Z=2] <value>ol A A0 =2 o] H 158 52t 257
e w72 SUTh oo v wHyTh
12.3.3. Elasticsearch 331 & A W
o] 21 g 7 3 1732 Prometheusoll A 2 5= J5Utt.
¥ 12.2. 43 33
A5 A A=
ElasticsearchClusterNotH &2 28 A e} 7} 28 o] WMo 5 Ut S8 2E 7 27 2 Az}
ealthy 5]-8-3kA] W71t shard7} 25| Q1AW vk H e =7F ob 2] A g
HA ks AFHSH
ElasticsearchClusterNotH =& 28 A H7F 34 208 St =3 MoldsYth A shard 8 A
ealthy Aol &I A FkFH
ElasticsearchDiskSpaceR  Z#2~8 = &5 6417 Yol t 223 g7 5T o= o4 Eay
unningLow Y}
ElasticsearchHighFileDes =328 o3 A7t o] 4 A7t 1S Aoz o 4gynh. A
criptorUsage
ElasticsearchdVMHeapUs A ® ==29] JVM §] A} & 3o =& T 735l
eHigh
ElasticsearchNodeDiskW ﬂéi of FZro] Bt AAHH =7t e Y E uk= 9 A
atermarkReached 1210} o o] 4} shard = o] o 858 4= gl&1th s
1—4 223 I F7Heke A S s o gyt
ElasticsearchNodeDiskW 23 o f ko] H5ste] AP H 227t 8 YEup=ao = 744l
atermarkReached AFUTE Y sharde= 7153 4 9 th & =20l opr] EdEY EP
Lo fgaa F7hE o FHet A o] ol diE efd <l
25 AHA| 3H A Al 2
ElasticsearchNodeDiskW 23 of F7ko] HEse] XA E =7 ZHE JEutAe = A7)
atermarkReached Gl FYth o] ==of 898 shard7l A= 2E Ad 2ol = ¢]7]
AE EZo] 48Ut g2A AMEFo] =2 EntA ol 2 ¥
AAH AY 2 E5S 502 A &) oF e th
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7335l A A=
ElasticsearchdVMHeapUs A& ® ==9] JVM § A& #o] Y F ZHUTh 7ol
eHigh

ElasticsearchWriteReque Elasticsearche] A ® == ol A 227] AR 7} Z718la 5Tk 734l
stsRejectiondJumps ol EERIEYY EEE tﬂrﬁ‘rﬂﬂ 22+ AdHFUTh
AggregatedLoggingSyste A4 ¥ == o] A 2E oA A& CPUZF Y H51Uth 7ol
mCPUHigh

kl

ElasticsearchProcessCPU A& % == o A] Elasticsearch7} A8 5}= CPU7F Y & =<5t 7
High

12.4. RED HAT X 94& QI3 =7 "o g +F
A9 AL E A AS e P tuF P 1 E Red Hat 2] o] 2 3-3hA =80 gt

must-gather 52 A}Q_“‘r ZR2AE FF 42, FY2H 5 42 2 7 OpenShift Logging 74
Q4 U ATA SR F AFUH

=7 A YL e 4 J == OpenShift Container Platform @ OpenShift Logging & tlol tj g I A
RE A F A 9.

Za
hack/logging-dump.sh 23 H E & AL4-31A] vl A Q. o] 2AYHEE= ¢ o] A YA &
oH golHE 3 sA S5

12.4.1. must-gather & A 1

oc adm must-gather CLI 8% & A& W A sl=d 8T 7t o] =&

Ut

iy

d2Eold gus £ H

OpenShift Logging 37 ¢] 7 9- must-gather= 112 A1 & £33}

o Z2AE FF° Pod, 74 W, AU AA, A, EuIY, o|HES XAJ Z2HE -
E S

M
Ac)

¢ ILH FE 5,9, TIPS XA FHLH FE RS

it

o 2IaFF7, E2AARLE 2N 22 a9 JH & X33 openshift-logging %
openshift-operators-redhat ] ¢} 23] o] 2~ 2] OpenShift Logging 2] &2

oc adm must-gather= 23] 513 22 A€ 9] A Pod7} A4 Ut} 31F Podel t) st dlo] gl 7} 7 5 o]

must-gather.local = A %31i= Al @ g2l o] A2 H 1 o] A 2l A 2] F2 AE o) A4
o] vt

1242 AP @ 7 A%

® OpenShift Logging 2 Elasticsearch7l A ] & o] ¢l o] oF gt}
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12.4.3. OpenShift Logging | o] €] 43
oc adm must-gather CLI 8 & & A}-8 5l OpenShift Logging &4 o] di3t A R E 7T F+ A&

ZZA X

must-gather2 OpenShift Logging A 1.5 =338 432 PP L.
1. must-gather g ® £ x| 3sle = d A g = o]t}
2. OpenShift Logging ©]#] #] ¢]] 3l oc adm must-gather 3 & S A3 3.

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-
logging-operator")].image}’)

must-gather -0l 4] & A ] 2 g 2] U] ol must-gather.local 2 A] Z51= A T2 g S w54yt
o : must-gather.local.4157245944708210408.

3 W= A4 ¥ mustgather o 61210 4 15 St & wHFU o § Sof Linux 29 A4S 418
st AFEOIA e BE S 2Bk

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. Red Hat Customer Portalll A 8l 3 A 9 Al ¢= A8 F B
12.5. A ztst 73 51 A 3| 24
12.5.1. Elasticsearch 22| 2 ¥ A} €] 7} w 7L ]
3t o] 2] 718 shard€} 3l 3 B-A| o] ;oo SFH A gF

=4 32
1. Elasticsearch 22 2H A e & 321 5}31 =] 2§ status7} ®7HA Q1 x] 3¢l gt}
I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health
2. 28 2Ho Feold =2 I
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v
3. Elasticsearch pod& U4 d3}aL o] d @A 9] B &89 ==9 v}

I oc -n openshift-logging get pods -| component=elasticsearch

4. A X Elasticsearch = =7} Z 8| 2g 9] o] s1A] &

flo
o
o
:l

o
-
I
g\
o
d
L
v

a. Elasticsearcho] A &gl AES

e

A2 =7k QEA S g

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_cat/master?v
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O
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L

EE Z¥9 e Pod 218 A B EA7H AEA ST,

oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

c. Fej=Hol FsA 4L =9 2adA EAI7E =R HEFH
I oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

RE RE7LZE2E0 Rl A S OE DA Sl 2 A} BT ZaA X FAA )
e

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true
3

qu o
ofN
A )

QE S BT Za A2} RE A A AdHAY FeE 5 Ay
%

Lok

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health
|grep number_of_pending_tasks

RHF A0l g A9 AHE mUHA G
Ae7t WA E T 2 2E7L BT 9 e YEE A5 A% d7 13T B A0S 2 2H e
=719 718} 2 9lo) upek g .

22X ZoH BF FA AP Fe7 HAHA E= A 577 s AHY S vdeEbg o
B2y g9 A9 BolE: 4% cluster.routing.allocation.enable©] noneo. = A A 5 o] Q&=

) gl g .

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty

cluster.routing.allocation.enableo] noneo. 2 A A o] Qo all= A A g}

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty -X PUT -d '{"'persistent’:
{"cluster.routing.allocation.enable":"all"}}'

. ol®l Qe 27} ob = Wkl A Sl g,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

Qle) 27} Wrialol W Thg WAl 2 S 3t 4| {1t}

a. MA= Ayt

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name>/_cache/clear?pretty

b. o] ¥F AANE IAFE EHYUL



oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

£ 2a% 52 AT

L=
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_search/scroll/_all -X DELETE

d Az-AE S9YT

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout":"10m"}'

12. 012 QAN A WMIEA e 2T X 9A) FOod A2 AWH 02 AA G

a. W7hA) Q18] 2 o] B2 Sl Tk,

=2 T v T

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_cat/indices?v

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_red_index_name> -X DELETE

13. W2 Qe 27k Q13 FE 26 Ful st wksod HolE koA A&H 0w M ZES}ES
A s g

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_nodes/stats?pretty

3
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F7teas
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® Elasticsearch FA) o] 4] "Free up or increase disk space"S 7 A &} 57 w714 0=
H JeE 3P

12.5.2. Elasticsearch 8 2 A €] 7} =& <)

3} o] 9] 71 2 shard9] E-A| & shard= S0 §F = x| &5

A § 2

1. ClusterLogging CRell 4] nodeCountE xR slo] == 2 =gt}
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o ZorH 2P AEAA s 2AR

o 2O AFLA YT JFT 2ELA 74

fr
b
i)
i
iy
1)
[»

e Elasticsearch FA)] ol 4] "Free up or increase disk space"S 7 A &} 57 w714 0=

H ZH & 33U
12.5.3. Elasticsearch === t] 2~ = Low Watermark Reached
Elasticsearch:= W12 9 Hnl =9 = 236l= =S shardE 33514 &5t
A sl 2
1. Elasticsearch7} v 2 ¥ == 2 A3},
I oc -n openshift-logging get po -o wide
2. unassigned shards7} ) =] &<213}.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

w
s

G5 X e shard7 Y= AG 2 =9 A] g3 Z7HE el sy,
for pod in “oc -n openshift-logging get po -| component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

4. nodes.node_name.fs =& 3213l ] F oA A] 7153 2= F7HS B ).
AgE b2 w R go] 85%F 2Aete 4 ==/ RE AEnAE 235l 1 o]y o] =
shard& @33 4 gl

7. A Hloly =5 F7tste Hl £AI7F e AF AA S EH 5 A EU9US

a. @A redundancyPolicyS 3¢t}

oc -n openshift-logging get es elasticsearch -o
jsonpath="{.spec.redundancyPolicy}'

3

ClusterLogging CRS& AH8-3t= 3¢ th&2 49

=

U,

oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'
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b. 2@ 2 redundancyPolicy 7} SingleRedundancy 1.t} & 73 -¢-SingleRedundancy = 4
Qalm old e WA AFRS A BT T

8. o]l TA A FAI7} A EHA o oA A 25 2bA| g ).
a. Elasticsearche] 2= <ldl o] A = gelgh ).

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> --
indices

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name> -X DELETE

F7teas

o Z 2 27 AFEA A 9] 2] 42 A 1ol "M Z ClusterLogging A& 21 A 2] 2] 42 (CR)"ol| A
"redundancyPolicy"Z 723 o}

12.5.4. Elasticsearch == t] 2= High Watermark Reached

Elasticsearchi= =2 9 vl=9] =23 == A shardE Al X] 3} 3L .

A §Z2

1. Elasticsearch7} v X ¥ == 2 AW 3]},

for pod in “oc -n openshift-logging get po -l component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards
3

% &9 9 shard A1l X] 7} 3 A] =l A High QCOWmark7} 234 A Y44t} High QCOWmark<]
718352 90% Y Y.

6. 122 g7 5Y 5 At A5 ZH2Ho Al HlolH == F7bs] RAIA Q.
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a. @A redundancyPolicy= g-<lgt}.

oc -n openshift-logging get es elasticsearch -o
jsonpath="{.spec.redundancyPolicy}'

23

ClusterLogging CRS& AH8-3t= 3¢ tha2 49

o

U,

oc -n openshift-logging get cl -0
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. &2 2H redundancyPolicy”} SingleRedundancy X t} & 7 $-SingleRedundancy= 4
Aotz olel @ i Ahe AR

8. oA @Al A EA 7t sl A=A F o™ o)A Qe 25 AbA| P
a. Elasticsearche] =& Q14 29| Fe & AP}

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> --
indices

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name> -X DELETE

o ZE ¥ 27 AHEA A 9] v] 22 A we] "= ClusterLogging AH&2F 4 9] 2] 22 (CR)" 9| A
"redundancyPolicy"& A2 g}

12.5.5. Elasticsearch === t] 2~ = Flood Watermark Reached

Elasticsearch= 0|83 F 2 AL BT 3= R E Qu 20 2]7] %
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o s} o] 4e] shard7} =0l g
o Sh}olael fazstEe = wig 2
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1. Elasticsearch ==29] g 23 F71& 313
for pod in “oc -n openshift-logging get po -l component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c

elasticsearch $pod -- df -h /elasticsearch/persistent; done

nodes.node_name.fs Z == 3213l 3] F == A A} 7153 O 23 F7HS Sl o).
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4. 923 37-& 52 F e 2 ZHU2HA A dlolH =28 F718 RgA L.

5. Al dlolE] ;==& Frlste dl A7 e A5 AA S8 2H 5 A S S99tk
a. @A) redundancyPolicyS 3213t}

oc -n openshift-logging get es elasticsearch -o
jsonpath="{.spec.redundancyPolicy}'

3

ClusterLogging CRS AH8-3t= 3¢ th&2 49
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oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. &2 2H redundancyPolicy”} SingleRedundancy X t} & 7 $-SingleRedundancy= 4

6. o] GAANA A7t A=A GO o]l A =S AAI g o

a. Elasticsearche] 2= <ld o] A = gelgh )

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> --
indices
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c. 21dl
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name> -X DELETE

7. AL8H €] 22 F7bo] 90% vl Ho 2 Fol 5 W7hA) £ 22 312
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}’

F7tEas

o = 2H 27 A} A 9] 2] A2 A 1ol "= ClusterLogging A8 2} A ¢ 2] 22 (CR)"ol| A
"redundancyPolicy"Z 723 o}

12.5.6. Elasticsearch JVM 3] A} & o] =2

A} Elasticsearch :== JVM § w22 &= 75% o] 44t
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Z82H =29 CPUS 393Ut B B2 CPU B A&2E =0 &3slE ZAo] EH5UTH

12.5.9. Elasticsearch ] =3 F7to] H=
Elasticsearch 22 2El & @A) U] 23 ALgFoll wre} FF 647k o] o] T] 23 F7bo] HE=F A F 02 o
ZEyd.
A 4
1. Elasticsearch xx=29] g 23 F7+S 7AYo
for pod in “oc -n openshift-logging get po -l component=elasticsearch -o

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

2. ¥ %94 nodes.node_name.fs L =& §2ldte] 3| F =9 AL S 7H5@d T AT FHS
UG

3RERE U2 FHE EIALHAL

4. g2a ge s U4 USHA A HOlH 228 76 HYA L

5 Al oy =5 F7tste vl #A7F J= A AA S 2H S5 A AU

a. @A) redundancyPolicy S 313}

oc -n openshift-logging get es elasticsearch -o
jsonpath="{.spec.redundancyPolicy}'
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oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'
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b. &2 2H redundancyPolicy} SingleRedundancy &t} 2 7J-¢-SingleRedundancy = 4
Qat old e WA AFRS A g e T

6. o] @A ANA EA 7T A=A GO o]l A =S AAI P o

a. Elasticsearche] =& Qg 29| Je E A g .
I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> --
indices

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name> -X DELETE

F7tEas

o Z2E 27 AFEA A 9] 2] 42 A 1ol "M E ClusterLogging A& 2} A 2] 2] 42 (CR)"ol| A
"redundancyPolicy"& 72 g o}

e Elasticsearch 7] 31 41 # 9| A] "ElasticsearchDiskSpaceRunningLow"E 7 A g o},

e Elasticsearch FA] 9] 4] "Free up or increase disk space"S 7 A &} 51 w7121
H dHE 4 duo

e
s

) e

12.5.10. Elasticsearch FileDescriptor A} 8 o] =&

AA AHE FAE 7122 =20 o 9 AR 71 FE5A FFU o

=A A

Elasticsearch 31 Az} g Eo A4 ol = I Qo w2} 7+ == ¢)max_file_descriptors 32 2213}
2 Fe3 RS ARG

F7teas

® Elasticsearch 7 31 5+ Z o) 4] "ElasticsearchHighFileDescriptorUsage"& 7 A 3] t}.

® OpenShift Logging t] A] B =4 A "File Descriptors In Use"Z 7 A gt}

165


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-configuring-crd_cluster-logging-configuring-cr
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-elasticsearch-rules_cluster-logging-alerts
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://www.elastic.co/guide/en/elasticsearch/reference/current/file-descriptors.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-elasticsearch-rules_cluster-logging-alerts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-dashboards-logging_cluster-logging-dashboards

OpenShift Container Platform 4.7 2 7]

137, OPENSHIFT LOGGING A %] #|| A
OpenShift Container Platform 22 2 H o] 4] OpenShift Logging& A A& 4= 54t}
13.1. OPENSHIFT CONTAINER PLATFORM¢9]| 5] OPENSHIFT LOGGING
A7) 2

ClusterLogging AH-8-# 4 o] 2] &2(CR)E 2HAlste] 22 JA S 7;7‘] 3k 4= 91 &Yt} CRE 2HA| 5t 3o
t} £ OpenShift Logging 74 4= dol gon AelF o g A AT F AdHFU

ClusterLogging CRS 2HAl8l = PVC(Q + 2§ ZaY)7H AASEA Utk UH A PVC, I+ 2§
(PV) 2 &3 dlo 8] 2 BEsAL A4 32l | 371 e a8 sl of T ok

AR 7 AV
® OpenShift Logging 2 Elasticsearch7} A 2] = o] ) o] o} gt}
ZRAM =
OpenShift LoggingS Al Aste A b3S 4 o
1. OpenShift Container Platform 9] &£ & A& 3} ClusterLogging CRS A A gt}
a. ¥ AR A 9 F AP o oA = dag

b. AH&-A} A 9] 2] &2 A 9] 7 o] X o] A ClusterLoggingS &

1
i)
k3
k)

c. AR A FAat PO AR F R A A JAZDAE SHF Y.

d Q1282 Ao Q= S M HF £ 293} ClusterLogging AHA| S A &l gy o}
A% CRD(AHE-A}

3
a. ¥ - ASA A9 F i

]
L
L]
b. ClusterLogForwarder & Q1= &4 vl 7 E Z9312 AFE A A o] 7l A2 Ao AHAIS
A9
]
H
c. ClusterLogging €9l = 54 w7 £ 293 g A A o] glAaX P o AAE Y
Ay
]
H
d. Elasticsearch &ol J+= &4 v+ E ZY3a AL LA A 9] A2 Ao AHAE A9
Yt}

3. A8 A}gk: Red Hat OpenShift Logging Operator @ OpenShift Elasticsearch OperatorZ A] 7]
.

a. Operator =4 X] ¥l Operator | o] A = A g3}

166



13%. OPENSHIFT LOGGING A %] A A

]
L]
]
b. Red Hat OpenShift Logging Operator Q9] J+= &4 vl ¥ £ Z9 3}l Operator A
A AAE AP
]
H
c. OpenShift Elasticsearch Operator Q9] U= 34 vl £ Z 93}l Operator A X] A

AE A9 g
4. A= A5} OpenShift Logging 2 Elasticsearch =2 4 € £ A 7/ g4 o}

a EoxzAEsolxz AaF.

b. openshift-logging Z2 A E Q] 3= FA wl+ £ 2l =2 E A S A9

Ut

c. W3} A= A openshift-loggingS ¢} & 5to] 2HA1 S el sl 2HA1 S F2 g ).

d. openshift-operators-redhat T2 A E Ao QJ&= 34 vl iF E ZFYs =2 E A}
AE A g
=8

o] Y| ¢ 25 o] 2] T} & Z 24 Operator7} A2 A 7-$ openshift-
operators-redhat 3 2 A € 2 2}7)| 5} 2] u}4 A] ©.

e. 3} Aol A openshift-operators-redhat ¢} 2 5] AHA| £ 82131 2 AHA| & S8 g ).

o]

5. THZ podoll A AAHE T F YES PVCE #-A5t2l W PVCE 8 53t=d] 223
o5& FAFUTh

12 E=EPVC

6. A AL PVCE FA 314 goddm AR & 5 YUt

32
AA PVCE 314 3t71 1} AHA 38 PV7F AHA 9 32 b ol ] &= o] B @ 5 Y& Y]

o},

]
L
L]
b ZHPVC Qo] A= AW | B 2UaT T 2E 2 A AUy

167



OpenShift Container Platform 4.7 27

R L

168


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/storage/#reclaim-manual_understanding-persistent-storage

1473 . 2ag3= 2=

1473 21 dg3=d=

OpenShift Loggingoll A Bl 2 1 g 3= b =7 IAE FAFUG. 2o g == dukzow
JSON/AZ TR HA gt TG dolg RS T& Q59 A8 AFU
Elasticsearch ¥ Kibanad| 4] o]t D == A A3 H A o] AA] FA = o] S S ALYt o=

9] Elasticsearch /_search URL= Kubernetes Podo]&2 o3y
/_search/q=kubernetes.pod_name:name-of-my-pod= A}-& g}

49 47 WEL RE g5 92 5 AFU

169



OpenShift Container Platform 4.7 2 7]

157%. MESSAGE

QB 23 JE g 2E UTF-82 A3 J P} v]o] 9l#] ¢ structured 2 =71 U= 7ol 2=71 QA
1 H] o] 9J& F dF Y structured O] g AHA| S U] 82 A S Fx3H4 Al 2.

dlolE f3 text

of| Al 7k HAPPY

170



167%. STRUCTURED

167¢. STRUCTURED

T%23t9 9B AEQ AE 77 g2t} o] B = Forwarder7} +%319 JSON 215 & BX 3%
ST BTN AT FUASsUG. A2 22 B0 fFad 7Xxstd 2ad A ¢ ol == 5LT
JSON 27} 235Ut 28x ¢ow o] A= H]o] A 101 message B =0 A 2 vl A]
A 7} £3kg Ut structured 2o = 22 WA X o] £3HH 519 B =7 YL F Yo of7]o] Fod A
gk AHgo] gl

tl ol ¢ group
o Al Bk map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]

171



OpenShift Container Platform 4.7 2 7]

177%. @ TIMESTAMP

2a A 2ET AAHAY AP AL G F e AL 22T AL FHE W) EAHEUTC
AUt "@" AFAME 54 S22 d ¥ =g YepYuth gL &9 =77} 7| 24 © 2 Elasticsearch
£ 218319 “@timestamp”E FH Ut}

goly 3 date

of| Al 7k 2015-01-24 14:06:05.071000000 Z

172



©
ol
fot
[>
m
L
t

183 S 2~ E o] &
o] 21 WA A 7} A FHE T AE 9] o] 29Ut} Kubernetes 2] 2 F 9| A] o] = kubernetes.host$} 5 3}

Ut

gl o] ¥ 63 keyword

173



OpenShift Container Platform 4.7 2 7]

19%. IPADDR4

Z2s qul o] IPva 2 Utk e de] g 4 &yt

dlol 8 f3 ip

174



20%.IPADDRE

207%.IPADDR6

AHg THs @ S &2 A9 IPV6 Faquth v dol B % 2l th

dlol 8 f3 ip

175



OpenShift Container Platform 4.7 2 7]

rsyslog(severitytext property) Python 27 2 & 52 ¥ &3 tp4d3t A2 27 =YYt}
o} #r-esyslog.holl A 744 @ 31 2 Qo) & Fal= =47 SU T
e 0O0=emerg, A =¥ S A8 S = flsU
e 1=alert, ZA| =X & Fslof gyt
® 2=crit, 473 e AUt
e 3=err, &7 FH AU
e 4=warn, 73 Fe 4t}
® 5=notice, FFolA T T3 FH AU
® 6=info, 4 RS AT
¢ 7=debug, ¥z FF vIAA YU
2 % @2 syslog.he] A% 7} o)Ak de] ALgHLITh
e 8=trace, trace-level W] A] X] =debug " A| A] B.t} 5] A gt}
e 9=unknown, 23 A ="l A QA4 31A] F= S D= AFdUT
e 23 AERe 2O sEEE YA EAE oA 559 7P 77 €A 5 WS 3 g dl & S0

python &7 o] A = CRITICAL S crit= ERROR: err 53} A A A1 2 4= g5t}

gl o] ¥ 63 keyword

o Al Bk info

176


http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l74
http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l51
https://docs.python.org/2.7/library/logging.html#logging-levels

22%.PID

22%.PID

AL 7153 AL ol= 27 AE g ZZAA DYV

gol8 53 keyword

177



OpenShift Container Platform 4.7 2 7]

23%. SERVICE

AHE 73 A4 27 A e E o AdE Au| =9 o] Fd YT o & 9] syslog®] APP-NAME 9! rsyslog?]
programname 44 & 4] 2 g = o wj P g}

gl o] ¥ 63 keyword

178



247%. TAGS

247%¢. TAGS

A ALak 577 e A 376 o4 ZF 2 20)] v X 2 Operator A 9] €l 222 A2t o] =
c3Moz FRE EAYE EZo| e EALNAY EAE EE9 JSON E5d F dFUh.
tl ol 4 text

179



OpenShift Container Platform 4.7 2 7]

T HEEREEL
o Q= A=A,

1
tllo

=2 gdo A=Y gty oz Fe A =9 /var/log 3+ A| 2 H)

dlol 8 f3 text

180



267%. OFFSET

267%. OFFSET

© A gUTh B 27 5o A 2Eol A gl YA BEEA ST @ Aol A =7 2
o) Al A7 o] vhel = 4(0 = 1719 E 27 24l W 5(0 EE 1718 S vhehd = U th Al
o] 271519 (317)2 vehl = %2 EuHE S & A&

dole 48  long

181



OpenShift Container Platform 4.7 2 7]

27%. KUBERNETES

] E] 2 B vl ebd o] B o] u] 9l 23 o] 2¢ r.

teld #9 group

27.1. KUBERNETES.POD_NAME

Pods] o] & th.
gl o] E] 63 keyword

27.2. KUBERNETES.POD_ID

Pod?] Kubernetes ID] Y t}.

dolE 3 keyword
27.3. KUBERNETES.NAMESPACE_NAME
Kubernetes?] y] ¢ 25 o] 2 o] S Yt}

dlole 3 keyword
27.4. KUBERNETES.NAMESPACE_ID
Kubernetes2] v ¢} 25 o] 2~ IDY Y }.

dole 3 keyword

27.5. KUBERNETES.HOST

Kubernetes =& o] &<t}

gl o] ¥ 63 keyword

27.6. KUBERNETES.CONTAINER_NAME

Kubernetes<] 71| o] o] 5t}

gl o] E 63 keyword

182



27.7. KUBERNETES.ANNOTATIONS

Kubernetes S HA E o} #AH FA4 Ut}

goly 3 group

27.8. KUBERNETES.LABELS

A2 Kubernetes Podol] 9= dlo] &9t}

goly 3 group

27.9. KUBERNETES.EVENT

27%. KUBERNETES

Kubernetes v} 2 H APl 4] A2 Kubernetes o]l EQl YT}, o] o]Wl E A2 Event vl 50| 9] type

EventE djgt8 o = ul {5y

tely #39 group

27.9.1. kubernetes.event.verb

olwl € {3, ADDED,MODIFIED &=+=DELETED

gl o] E 63 keyword

Al %k ADDED

27.9.2. kubernetes.event.metadata

olWlE A4 91X R A|7F FA F Ut

goly 3 group

27.9.2.1. kubernetes.event.metadata.name

oM E AL E A QB A E 9 o] FYY T}

gl o] ¥ 63 keyword

o Al 7k java-mainclass-1.14d888a4cfc24890

27.9.2.2. kubernetes.event.metadata.namespace

o|M E 7} A 5 A ¢ W] Y 25| o] 2 9] o] &Y Ut} eventrouter ol 2] Al o] A o] vl L E W] Y 25 o] =<1

kubernetes.namespace_namez} o5t}

183


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.21/#event-v1-core

OpenShift Container Platform 4.7 2 7]

gl o] ¥ 63 keyword

o Al Zk default

27.9.2.3. kubernetes.event.metadata.selfLink

olMl =] ol & BTt
gl o] ¥ 63 keyword

o Al 7k /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

27.9.2.4. kubernetes.event.metadata.uid

ol =] 7§ IDYY T
gl o] E 63 keyword

of| Al 7k d828ac69-7b58-11e7-9¢f5-5254002f560c

27.9.2.5. kubernetes.event.metadata.resourceVersion
Aol Y v A o] oWl EE A H = EAE AU SEo]AdEE= o] BAE S A1E3led 2 HAEJLHA
AA7IEZ2ARAE S IdFYL

WolE 48  integer

Al %k 311987

27.9.3. kubernetes.event.involvedObject

oWl E 9] 1A EL.

Holg &9 group

27.9.3.1. kubernetes.event.involvedObject.kind

eHAE FYYUch
gl o] ¥ 63 keyword

o Al 7k ReplicationController

27.9.3.2. kubernetes.event.involvedObject.namespace

184



27%. KUBERNETES

Y  BA E o] v g =3 o] 2= o] 5 Yt} eventrouter o] 2] Al o] A o] vl E A ] 9 225 0] =2

kubernetes.namespace_namez} o+ = 5 J &t}

dlolg 3 keyword

AT %k default
27.9.3.3. kubernetes.event.involvedObject.name
oM EZ EA g QHAE] o]FYY T}

dolE 3 keyword

o Al 7k java-mainclass-1
27.9.3.4. kubernetes.event.involvedObject.uid
QuAE 14 IDYYT

gl o] E] 63 keyword

of| A 7k e6bff941-76a8-11e7-8193-5254002f560c

27.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes v} 2 H API9] WA Y}

dole 3 keyword

Al 2k vi

27.9.3.6. kubernetes.event.involvedObject.resourceVersion

JWMES E AT Aue] ¥ mAL Austs AL YUth FeoldE

EZMAAEN7IE 242 F sy

dole 3 keyword

Al %k 308882

27.9.4. kubernetes.event.reason

dolE 3 keyword

rr

NS AAYSE ol 2 AT Fe vl od ALY

185



OpenShift Container Platform 4.7 2 7]

o Al gk SuccessfulCreate

27.9.5. kubernetes.event.source_component

o] oJHIEE B3 A4 S AYU .
tlolE #3 keyword

o Al 7k replication-controller

27.9.6. kubernetes.event.firstTimestamp

oM E Y A& 7| ZH A 7+YUh
dlel 8 9 date

AT %k 2017-08-07 10:11:57.000000000 Z

27.9.7. kubernetes.event.count

o] oWl =7} WAl & 3154 o).
dolE 48  integer

ol Al gk 1

27.9.8. kubernetes.event.type

oWl E &3, Normal == Warningd Ut Al $3& UZd) F71

tlolE #3 keyword

o Al Zk Normal

186

g
=

Fdsuc



287%. OPENSHIFT

openshift-logging 53 v €}t o] §] 2] Y] ¢ 23] o] 2

dlol 8 f3 group

28.1. OPENSHIFT.LABELS

Cluster Log Forwarder 74 o]l 3714 o] &

dlolE f3 group

287%. OPENSHIFT

187



	차례
	1장. RED HAT OPENSHIFT LOGGING 릴리스 노트
	1.1. 보다 포괄적 수용을 위한 오픈 소스 용어 교체
	1.2. 지원되는 버전
	1.2.1. OpenShift Logging 5.1.0
	1.2.1.1. 새로운 기능 및 개선 사항
	1.2.1.2. 사용되지 않거나 삭제된 기능
	1.2.1.3. 버그 수정

	1.2.2. OpenShift Logging 5.0.9
	1.2.2.1. 버그 수정
	1.2.2.2. CVE

	1.2.3. OpenShift Logging 5.0.8
	1.2.3.1. 버그 수정

	1.2.4. OpenShift Logging 5.0.7
	1.2.4.1. 버그 수정
	1.2.4.2. CVE

	1.2.5. OpenShift Logging 5.0.6
	1.2.5.1. 버그 수정
	1.2.5.2. CVE

	1.2.6. OpenShift Logging 5.0.5
	1.2.6.1. 보안 수정

	1.2.7. OpenShift Logging 5.0.4
	1.2.7.1. 보안 수정
	1.2.7.2. 버그 수정

	1.2.8. OpenShift Logging 5.0.3
	1.2.8.1. 보안 수정
	1.2.8.2. 버그 수정

	1.2.9. OpenShift Logging 5.0.2
	1.2.9.1. 버그 수정

	1.2.10. OpenShift Logging 5.0.1
	1.2.10.1. 버그 수정

	1.2.11. OpenShift Logging 5.0.0
	1.2.11.1. 새로운 기능 및 개선 사항
	1.2.11.2. 기술 프리뷰 기능
	1.2.11.3. 사용되지 않거나 삭제된 기능
	1.2.11.4. 버그 수정
	1.2.11.5. 확인된 문제



	2장. RED HAT OPENSHIFT LOGGING 이해
	2.1. OPENSHIFT LOGGING 배포 이해
	2.1.1. JSON OpenShift Container Platform 로깅 정보
	2.1.2. Kubernetes 이벤트 수집 및 저장 정보
	2.1.3. OpenShift Container Platform Logging 업데이트 정보
	2.1.4. 클러스터 대시보드 보기 정보
	2.1.5. OpenShift Container Platform 로깅 문제 해결 정보
	2.1.6. OpenShift Container Platform 로깅 설치 제거 정보
	2.1.7. 필드 내보내기 정보
	2.1.8. OpenShift Logging 구성 요소 정보
	2.1.9. 로깅 수집기 정보
	2.1.10. 로그 저장소 정보
	2.1.11. 로깅 시각화 정보
	2.1.12. 이벤트 라우팅 정보
	2.1.13. 로그 전송 정보


	3장. OPENSHIFT LOGGING 설치
	3.1. 웹 콘솔을 사용하여 OPENSHIFT LOGGING 설치
	3.2. 설치 후 작업
	3.3. CLI를 사용하여 OPENSHIFT LOGGING 설치
	3.4. 설치 후 작업
	3.4.1. Kibana 인덱스 패턴 정의
	3.4.2. 네트워크 분리가 활성화될 때 프로젝트 간 트래픽 허용


	4장. 로깅 배포 구성
	4.1. 클러스터 로깅 사용자 정의 리소스 정보
	4.1.1. 클러스터 로깅 사용자 정의 리소스 정보

	4.2. 로깅 수집기 구성
	4.2.1. 지원되지 않는 구성 정보
	4.2.2. 로깅 수집기 Pod 보기
	4.2.3. 로그 수집기 CPU 및 메모리 제한 구성
	4.2.4. 로그 전달자를 위한 고급 구성
	4.2.5. 기본 Elasticsearch 로그 저장소를 사용하지 않는 경우 사용되지 않은 구성 요소 제거

	4.3. 로그 저장소 구성
	4.3.1. 감사 로그를 로그 저장소로 전달
	4.3.2. 로그 보존 시간 구성
	4.3.3. 로그 저장소에 대한 CPU 및 메모리 요청 구성
	4.3.4. 로그 저장소에 대한 복제 정책 구성
	4.3.5. Elasticsearch Pod 축소
	4.3.6. 로그 저장소에 대한 영구 스토리지 구성
	4.3.7. emptyDir 스토리지에 대한 로그 저장소 구성
	4.3.8. Elasticsearch 롤링 클러스터 재시작 수행
	4.3.9. 로그 저장소 서비스를 경로로 노출

	4.4. 로그 시각화 프로그램 구성
	4.4.1. CPU 및 메모리 제한 구성
	4.4.2. 로그 시각화 프로그램 노드의 확장성 중복

	4.5. OPENSHIFT LOGGING 스토리지 구성
	4.5.1. OpenShift Logging 및 OpenShift Container Platform에 대한 스토리지 고려 사항
	4.5.2. 추가 리소스

	4.6. OPENSHIFT LOGGING 구성 요소에 대한 CPU 및 메모리 제한 구성
	4.6.1. CPU 및 메모리 제한 구성

	4.7. 허용 오차를 사용하여 OPENSHIFT LOGGING POD 배치 제어
	4.7.1. 허용 오차를 사용하여 로그 저장소 Pod 배치 제어
	4.7.2. 허용 오차를 사용하여 로그 시각화 프로그램 Pod 배치 제어
	4.7.3. 허용 오차를 사용하여 로그 수집기 Pod 배치 제어
	4.7.4. 추가 리소스

	4.8. 노드 선택기로 OPENSHIFT LOGGING 리소스 이동
	4.8.1. OpenShift Logging 리소스 이동

	4.9. SYSTEMD-JOURNALD 및 FLUENTD 구성
	4.9.1. OpenShift Logging을 위한 systemd-journald 구성

	4.10. 유지보수 및 지원
	4.10.1. 지원되지 않는 구성 정보
	4.10.2. 지원되지 않는 로깅 구성
	4.10.3. 관리되지 않는 Operator에 대한 지원 정책


	5장. 리소스의 로그 보기
	5.1. 리소스 로그 보기

	6장. KIBANA를 사용하여 클러스터 로그 보기
	6.1. KIBANA 인덱스 패턴 정의
	6.2. KIBANA에서 클러스터 로그 보기

	7장. 타사 시스템에 로그 전달
	7.1. 타사 시스템으로 로그 전달 정보
	외부 로그 집계기를 사용할 수 없는 경우 Fluentd 로그 처리

	7.2. 지원되는 로그 데이터 출력 유형
	7.3. 외부 ELASTICSEARCH 인스턴스로 로그 전달
	7.4. FLUENTD 정방향 프로토콜을 사용하여 로그 전달
	7.5. SYSLOG 프로토콜을 사용하여 로그 전달
	7.5.1. Syslog 매개변수
	7.5.2. 추가 RFC5424 syslog 매개변수

	7.6. KAFKA 브로커로 로그 전달
	7.7. 특정 프로젝트의 애플리케이션 로그 전달
	7.8. 특정 POD에서 애플리케이션 로그 전달
	7.9. 레거시 FLUENTD 방법을 사용하여 로그 전달
	7.10. 레거시 SYSLOG 방법을 사용하여 로그 전달

	8장. JSON 로깅 활성화
	8.1. JSON 로그 구문 분석
	8.2. ELASTICSEARCH의 JSON 로그 데이터 구성
	8.3. ELASTICSEARCH 로그 저장소로 JSON 로그 전달

	9장. 쿠버네티스 이벤트 수집 및 저장
	9.1. 이벤트 라우터 배포 및 구성

	10장. OPENSHIFT LOGGING 업데이트
	10.1. OPENSHIFT CONTAINER PLATFORM 4.6 또는 이전 버전의 OPENSHIFT LOGGING 5.X로 클러스터 로깅에서 업데이트
	10.2. OPENSHIFT LOGGING을 현재 버전으로 업데이트

	11장. 클러스터 대시보드 보기
	11.1. ELASTISEARCH 및 OPENSHIFT LOGGING 대시보드에 액세스
	11.2. OPENSHIFT 로깅 대시보드 정보
	11.3. 로깅/ELASTICSEARCH 노드 대시보드의 차트

	12장. 로깅 문제 해결
	12.1. OPENSHIFT LOGGING 상태 보기
	12.1.1. Red Hat OpenShift Logging Operator의 상태 보기
	12.1.1.1. 상태 메시지 예

	12.1.2. OpenShift Logging 구성 요소의 상태 보기

	12.2. 로그 저장소의 상태 보기
	12.2.1. 로그 저장소의 상태 보기
	12.2.1.1. 상태 메시지 예

	12.2.2. 로그 저장소 구성 요소의 상태 보기

	12.3. OPENSHIFT LOGGING 경고 이해
	12.3.1. 로깅 수집기 경고 보기
	12.3.2. 로깅 수집기 경고 정보
	12.3.3. Elasticsearch 경고 규칙 정보

	12.4. RED HAT 지원을 위한 로깅 데이터 수집
	12.4.1. must-gather 툴 정보
	12.4.2. 사전 요구 사항
	12.4.3. OpenShift Logging 데이터 수집

	12.5. 심각한 경고 문제 해결
	12.5.1. Elasticsearch 클러스터 상태가 빨간색임
	12.5.2. Elasticsearch 클러스터 상태가 노란색임
	12.5.3. Elasticsearch 노드 디스크 Low Watermark Reached
	12.5.4. Elasticsearch 노드 디스크 High Watermark Reached
	12.5.5. Elasticsearch 노드 디스크 Flood Watermark Reached
	12.5.6. Elasticsearch JVM 힙 사용량이 높음
	12.5.7. 집계된 로깅 시스템 CPU가 높음
	12.5.8. Elasticsearch 프로세스 CPU가 높음
	12.5.9. Elasticsearch 디스크 공간이 부족
	12.5.10. Elasticsearch FileDescriptor 사용량이 높음


	13장. OPENSHIFT LOGGING 설치 제거
	13.1. OPENSHIFT CONTAINER PLATFORM에서 OPENSHIFT LOGGING 설치 삭제

	14장. 로그 레코드 필드
	15장. MESSAGE
	16장. STRUCTURED
	17장. @TIMESTAMP
	18장. 호스트 이름
	19장. IPADDR4
	20장. IPADDR6
	21장. LEVEL
	22장. PID
	23장. SERVICE
	24장. TAGS
	25장. FILE
	26장. OFFSET
	27장. KUBERNETES
	27.1. KUBERNETES.POD_NAME
	27.2. KUBERNETES.POD_ID
	27.3. KUBERNETES.NAMESPACE_NAME
	27.4. KUBERNETES.NAMESPACE_ID
	27.5. KUBERNETES.HOST
	27.6. KUBERNETES.CONTAINER_NAME
	27.7. KUBERNETES.ANNOTATIONS
	27.8. KUBERNETES.LABELS
	27.9. KUBERNETES.EVENT
	27.9.1. kubernetes.event.verb
	27.9.2. kubernetes.event.metadata
	27.9.2.1. kubernetes.event.metadata.name
	27.9.2.2. kubernetes.event.metadata.namespace
	27.9.2.3. kubernetes.event.metadata.selfLink
	27.9.2.4. kubernetes.event.metadata.uid
	27.9.2.5. kubernetes.event.metadata.resourceVersion

	27.9.3. kubernetes.event.involvedObject
	27.9.3.1. kubernetes.event.involvedObject.kind
	27.9.3.2. kubernetes.event.involvedObject.namespace
	27.9.3.3. kubernetes.event.involvedObject.name
	27.9.3.4. kubernetes.event.involvedObject.uid
	27.9.3.5. kubernetes.event.involvedObject.apiVersion
	27.9.3.6. kubernetes.event.involvedObject.resourceVersion

	27.9.4. kubernetes.event.reason
	27.9.5. kubernetes.event.source_component
	27.9.6. kubernetes.event.firstTimestamp
	27.9.7. kubernetes.event.count
	27.9.8. kubernetes.event.type


	28장. OPENSHIFT
	28.1. OPENSHIFT.LABELS


