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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#configuring-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#managing-metrics
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#about-remote-health-monitoring
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1. cluster-monitoring-config ConfigMap ¢ 2 4 €7} 9l =X] &<l gt}
I $ oc -n openshift-monitoring get configmap cluster-monitoring-config
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metadata:
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kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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user-workload-monitoring-config-edit & 3t o] A& 2 2 ZF&] 2E o] AA| 23 5= 5 T
o] 2=

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

® OpenShift CLI(oc)7F A X] & o] )5t}

ZZ A2
1. ConfigMap © 24 EE ¥ 3t},
e 314 OpenShift Container Platform R UE 4 8 45 FASH AT S T3

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
gAY

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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b. data/config.yaml o}zj ] -4 & 7]-%k % % <component_names:
<component_configuration>°. = F7}3t4 o}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
<configuration_for_the_component>

o] ol w}2} <component> % <configuration_for_the_component> = v} 1t}

t}2 o #] ConfigMap 2 B4 €= Prometheus?] PVC(4 7 2§ Fdd)E +ATYU -
o] = & 4] OpenShift Container Platform -4 2. 4-%F 21 E 3 3}+= Prometheus 21 &~ H
28t Aol AF YT

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: fast
volumeMode: Filesystem
resources:
requests:
storage: 40Gi

ﬂ Prometheus +4 QA4S A olsthH =& P2 3 AL A g}

o AR Ao ZrAES RUHPs= 74 245 FASHA TS Y-

a. openshift-user-workload-monitoring 3= = 4] & o] 4] user-workload-monitoring-
config ConfigMap ¢ 24 E & # 3] gt o}

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}zj o] -4 & 7]-%k %+ % <component_names:
<component_configuration>°. = F7}34 o}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

13



OpenShift Container Platform 4.7 U €&

config.yaml: |
<component>:
<configuration_for_the_component>

o] ol w}2} <component> % <configuration_for_the_component> = v} 1t}

t}2- o 7] ConfigMap < 2.4 € = Prometheusdl] t) 3+ v o] g B 7]7F 2 Z 4 A E o]
Y gas 238 FAdUN ol = A A A o] 224 Evt RYE st Prometheus
' 2ok Aol lFY T

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h g
resources:
requests:

cpu: 200m 6
memory: 2Gi ﬂ

Prometheus 774 2422 FolstHl & P2 aF +4& F gk

Abg2E Aol T2 A EZE R E Y sl= Prometheus 91 228 2~0) tfj s} 24A] 7} ©] o] E]
HE7IZHE g

Prometheus 7A€ol o] t)3F 200U ] ol o] H A A2 &3S Ao )

o0 09

Prometheus ZE| o] 14 o] tf) &+ W] ®.2] 2GiB¢] A Pod & &2 &3S A 93}

¢

3

Prometheus 7+ W 4 2 4+ cluster-monitoring-config ConfigMap
9 B A E o A] prometheusK8sz} 17 5l user-workload-monitoring-
config ConfigMap < 2.4 E | A prometheusz} 17 gt}

2. 3192 4g3}e] ConfigMap B4 ol o W7 AHS 2 & Th Al T4 9 G 0t
Pod7} 2H5 0 & thA] A ZHg Ytk

=
SYULE BHUATFAREA G O] Z2AEC I RUHY S E5eHA =

user-workload-monitoring-config ConfigMap ¢ 2 4 E o] 2] 8 5] = F-4] o]
- dst= o] A FHEUTH

ik, 2
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7ol

27} AWM EE 5
2% T A 5 2y

o AHgAge mm

25 74 7 EYUEY 4 82

o] X = FAT F d= RYUHH A 24 ¢ cluster-monitoring-config @ user-workload-
monitoring-config ConfigMap @ B A EoA A QA5 G slE Ul AFESH= 7] & o5yt

2174 M@ nUEY 74 a%

user-workload-monitoring-

cluster-monitoring-config -4

Prometheus Operator

Prometheus

Alertmanager

kube-state-metrics

openshift-state-metrics

Grafana

Telemeter Client

Prometheus Adapter

Thanos Querier

Thanos Ruler

W 7] config 4 9 7]
prometheusOperator prometheusOperator
prometheusK8s prometheus

alertmanagerMain

kubeStateMetrics

openshiftStateMetrics

grafana

telemeterClient

k8sPrometheusAdapter

thanosQuerier

thanosRuler
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3

Prometheus 7]+ cluster-monitoring-config ConfigMap < =2 4] € of 4
prometheusK8sz} 1l 5} user- workload-monitoring-config ConfigMap < = 4] E o
4] prometheusz} 3 34 o

AR 8 7 AL
e 32 OpenShift Container Platform R UE & 4 @49 A%
o cluster-admin & &2 Al &2 2 Z] AF o] MM AT 5 glo]of o).
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
* AR A ZrAES RUHP = 7 245 A= 2T

o cluster-admin & & o] Al 8-#} 2 T+ openshift-user-workload-monitoring = = 2] & o] A
user-workload-monitoring-config-edit & 3t o] A& 2 2 ZF&] 2E o] AA| 23 5= 5 T

0] 2=

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

e OpenShift CLI(oc) 7} A X =] o] )54t}

EL-D P
1. ConfigMap ¢ 24 E 2 ¥ gt}

e 34 OpenShift Container Platform Z2 A EE 2 UHHsl= 4 24 E o] Fsle| At
< Y

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
2 AP P

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. data/config.yamle| A ++4 @ 4ol U] gt nodeSelector #| & =71-& x4 gt}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

o] ol w}2} <component>E 431 <node_key>:<node value>= t == 25 &
AR st 71-3 Ao Z vy Ut T35 @Y 71-3 AT AR E Y o
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i)
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oX

T QA A AFE - AL PUE e wEqAT AP S AFUTh w2 =

F7 ehiol Y& % gt
=8
gHEe] EUEHE 74 84F F82H & =E oA o8 Pode At
&5l WS FATFozA Mz RUEY 74 248 2
Aol 74 200 BEAL FA ] d8) dAete =
§ A8 4 Qe S S ST AP B W] e
Zhell 74 840 3t R E PodE Ml £ F = T &S =20 < &
Mol ¥ 5ol gleA Sl o e sl e 2 e g o
) AZE = AFUT

y =77

nodeSelector #| o 2 AL F+A 3 = R UHH 74 247} Pending %
Bl Q1 74 % H| 2 E(Taints) ¥ “‘ E g o] A (Tolerations)s} FHHE 2 Fo tf
3t Pod 215 Eelgy o

o £ 9] &4 OpenShift Container Platform Z2 Al E 9] R UE Y 74 945

nodename: controlplane1, nodename: worker1, nodename: worker2 2 nodename:

worker29] Sl o] A ¥ 54 =E2 o] e sH ¥ tha& AMEF Y o

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: controlplane1
prometheusK8s:
nodeSelector:
nodename: worker1
nodename: worker2
alertmanagerMain:
nodeSelector:
nodename: worker1
nodename: worker2
kubeStateMetrics:
nodeSelector:
nodename: worker1
grafana:
nodeSelector:
nodename: worker1
telemeterClient:
nodeSelector:
nodename: worker1
k8sPrometheusAdapter:
nodeSelector:
nodename: worker1
nodename: worker2
openshiftStateMetrics:

17
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nodeSelector:
nodename: worker1

thanosQuerier:

nodeSelector:
nodename: worker1
nodename: worker2

o NgA A ZRAEE RUHY = F AEolFsEATS FH Y

a. openshift-user-workload-monitoring 3= = 4] € o] ] user-workload-monitoring-
config ConfigMap ¢ 24 E & #3] gH o}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yamloi 4] -/ & 240l t}j gt nodeSelector | &F =715 %4

m

Y,

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

o] o] u}2} <component>=- =} 3 <node_key>: <node_values> = thAt === x4 8}
= 71-% A o E vhr Ut S5 9 Y 7]-3 AR AR Y ok

T4 RAEAARE -G AL FRE e wEd Y WY F AFTh ==
27} ehto] 9 & gyt
Fa

e BUEE 74 84 I EEY OE =204 o ¥ Podg A
8ot A& frAd =N M xg YT RYHY 74 848 2hd
Hrooled o 74 249 @HYE FA617] s dA k= ==

S g Al Slenh oo sl Rt A E B dee] ma

Gl 4 8.0 T E Pod§ WY 2 5l
=

nodeSelector Ao 2 A FA 3 = R UHH 74 247} Pending %
g 21 7 % B Q1 E(Taints) & ) E &g o]A(Tolerations)Zt A HEE Q Fol tf
St Pod 225 gAY}
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o & Eo] AlE 2 Ao z2AE S 74 Q@ 4E nodename: worker1, nodename:
worker2 2 nodename: worker2¢] gl o] 2| A H EX 22 == 2 o] 5 5lEH thS
< AHEFY

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheusOperator:
nodeSelector:
nodename: worker1
prometheus:
nodeSelector:
nodename: worker1
nodename: worker2
thanosRuler:
nodeSelector:
nodename: worker1
nodename: worker2

2. g Agetel WA RS ALFUTE A AL IS e A RAE A =R AF o
FHUT
=7

1A e

]
= 740l

o2 A ATFANE A F o] Z2 A Eo O 3 RYEH S &3}
user-workload-monitoring-config ConfigMap ¢ 2 4] E o] % 8 5

Qs o] 97 e

9]
AA BUHY 74 Yol W Aol AgHH A Z A

w227} A £ 5 9
P
P

it ot

=
2% ThA] A &Sk

e

Iat
-
)
N
il
>

o
off
£
A
2

d ==of Pod Hj| %]

e nodeSelector A| oF =71 o] o] &t 2} A & ] &2 Kubernetes 4] & Z2 384 Al &
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AR 8 7 AL
e 314l OpenShift Container Platform R U EH& 4 @ 492 7%
o cluster-admin & & 9] AL§-AF 2 Ze] 2F o Al 2 5 JlofoF gt
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
* AgA A ZrAES RUHP = 7 245 A= 3T

o cluster-admin & & o] Al 82} 2 T+ openshift-user-workload-monitoring = = 2] & o] A
user-workload-monitoring-config-edit & st o] A& 2 2 ZF&] 2~E o] AA| 23 5= 5T

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

® OpenShift CLI(oc)7} A =] 5] o] 9l .

EL-D P
1. ConfigMap © 24 E 2 ¥t}

o A OpenShlft Container Platform Z2 A EE RUHYst= 74 849 31§ 2x3E5 &89
st th52 Sy FYTH

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
AR

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. T4 8 49 tj & tolerations = = 4 3H o}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

o] o] u}2} <component> % <toleration_specification>2- v} 1t}

o] 2 £ o] oc adm taint nodes node1 key1=value1:NoSchedule-& key1¢] 7] ¢}
value19] gto] 1= nodeld] HIJIEE F71 Uttt o] 2 A sl | F HIJIE ] 51§ &
2} 7F 4 H A = $hnodelo] RUHY 74 QA&7 2R &H5U T o d A=
o A H ¢l EE 3] &3 == alertmanagerMain -4 2 45 4] gy ¢}

apiVersion: vi
kind: ConfigMap
metadata:
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name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

]_

e

74 ekl 88 o3

i)

ol
i
i

o AgA Ao ZrAES R UHY
=3

Fatelwhe

o

ey

o

)

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ 24 E & #3] gHo}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 74 &2l t) g tolerations = # 4 g t}.

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

o] o] u}2} <component> % <toleration_specification>2- v} 1t}

o] 2 o] oc adm taint nodes node1 key1=value1:NoSchedule 2 key1<¢] 7] ¢+
value12] zto] 9l nodeld] HIJIEE F713tUth o] 24 sl sl G HIJIE] 3] & 2
Z}7F 4 = A = $hnodelo] RUHY 74 QA&7 2R &H5U T o d A=
o A HIQJIEE & &3l == thanosRuler 4 245 7AYo

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

LTS At MG A G S A PUTE A g P L2 A P AF o= A gPUch
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AA 2UE 74 9o WA Aol A4=R B T2 A=) Pod 5l /et
SYth 8 s . =

e ZYHH 74 HE& AYste &

o AgA g ZrAE By
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S 2F A ATFAIE A A o] T2 A E Ot RUH Y S G 3R &E o
user-workload-monitoring-config ConfigMap < 2 4| E o] 2] 8 5] = F-4] o]
g ste] o] A FHFH T
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733}

® |2l E(Taints) 2 &g o] A (Tolerations)el tf $F OpenShift Container Platform &4 & x5}

AL

e |2l E(Taints) ¥ &2 &l o] A (Tolerations)dl tf g+ Kubernetes &4 & FZ 34 A L

28. 4+ 2EHYA 74

A A A &

L3= A o]

T 2EYAR FHAEH EYUHH S A5 v EY o] PV(YF T & 1) A= Pods thA] Al 23}
T AFYULh dlolH &AM WESY = A dolH7E a3 A o8 gyt =2
E“ﬂ BAY A I 2EYAE A= Aol - EFYUT =210 8 72 Q8] 2 2B A& A}

ol o] HYt}.

=9

Prometheus®] PVC® A2 % PVCE A} &30 S8l 28 RUEHL A8 =0 42 0O0M
o] FH 2E g ol Foll FE5E F AdF YT Prometheusel| § + 2E 2R & AH&-3}
=A% FY g dageols = a8l dadel=rr g5 H & E A 7F =<k Prometheus

H 22] Ag ol Tl 2 S 7F Y th OOM F 8 4| 71 2 8hA] == st o e o]
E Aol AHE 7he @ e 2719 Tl AR =EE s g dUth dE S0 Ha
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U

dAE = 74 e 2EYA Ve & FEsA L

28.1. 97 2EHA AP &7 AR

o T2IAMN M5 A RS FEI 2 7 2EAE AL o2 AYFULL B23 258X
o] &2 Pod ol whet @ebivth. G 7 22 A 9] AJH] 2 ARl th @ A4 & W 8-
Prometheus t] o] Ej | o] 22 2 E 2] A & 7 A& S F X34 A L.
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of thal st PVA, PVC(F+ EF 28 )7HPV(I T EF)E 83 T FH| 7} & o
¢1gtY t}. Prometheusol & F 7 ] B4 2. o] 2] 31 Alertmanagerol = Al 7] 2] &-#] E o]
22 AA YUY 282 XYstr] Yaf 5702 PVrE & 2 34t} Local Storage Operator
o] ] PVE AHE- & = Slojol Ut 54 08 Z2H|AYH 2EYA & &4 st o] A=

o ZEAR
5

l
|

o 2EAe) B 3L AT

o 2 JT 2EYAE FE4IY

4
LocalVolume £ H 4] E o] A]

T 2EgA =24 BF 5
ol 2 B 5 A83R] v4 A] 2. Prometheus

volumeMode: block
e B2 EES AT S ey

282. 24 47T 5 dd 74

PV(RT 28)E AH8-8H] 918 74 228 RUEYsHE 239 PVC(FT 28 208 74810k 3

=3
AR 8 7 AL
e 314l OpenShift Container Platform U EH& 14 @ 492 7%
o cluster-admin & & 2] Al &2} 2 Fe] AF o BA AT 5 9l o] oF g}
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 514 &1Lt
* AgA A ZrAES RUHP = 7 245 A= 2T

o cluster-admin & & 9] A}-8-x} 2 == openshift-user-workload-monitoring 3= 2 4] E of] A
user-workload-monitoring-config-edit & st o] A& 2 2 ZF&] 2E o] AA| 23 5= 5T

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

® OpenShift CLI(oc)7F A X] & o] )5t}

EZA A
1. ConfigMap © 24 E 2 ¥ 3t}
e 314 OpenShift Container Platform Z2 A E & w UE 3= 74 249 PVCE +4 318
Hoss Fydyoh
a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
= d8gdyoh

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. data/config.yaml o}zj] ¢] 24 @ 49 tf sk PVC +4 & F7Fg U ot
apiVersion: vi
kind: ConfigMap

metadata:
name: cluster-monitoring-config
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namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

W ol o

¢}
.

ot

volumeClaimTemplate & *] A 3} ] &-& PersistentVolumeClaimsol oj
REaS

3t Kubernetes 4] & 2% 314

>

t}e- o A= 3 4] OpenShift Container Platform 74 2 45 R U ¥ & s+ Prometheus
Arelze 24 g7 2EAE 24 5t=PVCE 74T

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

]2 o ol A Local Storage Operatore] 93] A4 € ~E 2] %] &) 2~ & local-storagez}
BRI AR =

o} of| Al = Alertmanagerd] th3t 24 I+ 2EZ A E 2F 5= PVC

il
)

FA T
apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

o AgA Qo Z2AES RUHY = 74 249 PVCE 7S dt &S T3 I T


https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims
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a. openshift-user-workload-monitoring 32 2 #] E o] A user-workload-monitoring-
config ConfigMap ¢ B4 E & #3534 o}

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}z o] 4] @ 4o s PVC +4 & F=718 4t}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

volumeClaimTemplate & #] é*é}% v o] o 3k ) 82 PersistentVolumeClaimsodi o

e oA = A8 2 Aol Z2AES w1 E Y s Prometheus 01 28l 290 274 o
2EYAE 2% sHE PVCE 74 FU o

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

1 9] o o A Local Storage Operatore] 93l A4 € ~E 2] %] &) 2~ & local-storagez}
3L gy Tk

T} o A o] 4 & Thanos Rulere] 22 o ¢ ~2E A & 23 &t& PVC

i

T

s

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:

storageClassName: local-storage

resources:

requests:

storage: 10Gi

=il
thanosRuler 4 & 49 ZE2%] 8 7 AFF2 7k = 513 ok 2
~ T o] A she A ol mEt gk Y Tk
2. & Aol WA A AE AU Al 7 LS W Podrh Abs 0 2 ThA] Al E A
Al 2= A Aol ASE YT

S 2H #YATALE A A o] ZRAE g RUHHE S S 35tetA] =
user-workload-monitoring-config ConfigMap < 2 4 E o] 2| 8 5] = F-4] o]
dst= o] A FHEU T
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BB Y Wl W o] A4 H W $d 24 Ee] Pod 9 7]
Ut &% = e =

2.8.3. Prometheus W E 8] d|o]E o] H= A7+ 43

7182 © & OpenShift Container Platform = U & & 28] & Prometheus ] o] o] T3} B & A 7FS 15
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AR 8 7 AL
e 314l OpenShift Container Platform U EH& 4 @ 492 7%
o cluster-admin & &) Al &2} 2 F] AE o BA AT 5 9l o] oF g}
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 514 &1Lt
* AgAR A ZrAES RUHP = 7 245 A= 2T

o cluster-admin & & 9] A}-8-2} 2 = openshift-user-workload-monitoring 3= 2 4] E of] A
user-workload-monitoring-config-edit & st o] A& 2 2 ZF&] 2~E o] AA| 23 5= 5T

o user-workload-monitoring-config ConfigMap < 2.4 E 7} A4 & o] )&}
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1. ConfigMap © 24 E 2 ¥ 3t}

e 314 OpenShift Container Platform Z 2 A € 2 21 E ¥ 5}= Prometheus QA1 =& 22] H
EAHE A EE oS 3 gL

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
gAY

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. data/config.yaml o}&j ol 2 & A7+ 44 & F71HY o)

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: <time_specification>

<time_specification>< ms(2 g %), s(Z), m(&), h(#17H), d(2), w(F) =& y(d) 7}
R R Y

T} o A ol A &= 3 4] OpenShift Container Platform -4 @ A5 RUEH &
Prometheus 91 281 A~ 9] B E A 7S 244170 2 A A 3 o)

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: 24h

o g A Ao x2AEES B E 3= Prometheus Q128 29 BE X 7HS 54
= T3 Y

o

R

a. openshift-user-workload-monitoring 3= = 4] € o] ] user-workload-monitoring-
config ConfigMap ¢ B 4 E & A 3 g t.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}gjj o] =& A 7F 44 & F713HU o).

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

27



OpenShift Container Platform 4.7 U €&

namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: <time_specification>

<time_specification>2 ms(d ] %), s(x), m(&), h(A17H), d(Q), w(F) == y(d) 7}
M gebe = A E uEU

oo el Aol A e AL A B o] T2 A E S R E Y she Prometheus 91 2 9] BE A
72 240710 2 A T

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: 24h
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e cluster-admin & & o] A1 82} 2 T+ openshift-user-workload-monitoring = = 4] & o] A
user-workload-monitoring- conflg -edit & o] AFEAL R S AF o AM AT = AFU T

e user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}
® OpenShift CLI(oc)7F A 2] 5 o] ) &Y o

Z2A 2

1. openshift-user-workload-monitoring > = 4] € o] A user-workload-monitoring-config
ConfigMap © 24 E 2 ¥ 1 gt}

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. AbEA B ZR2AENA g 2APHE S| L H=ME & Al Sste
enforcedSampleLimit -4 2 data/config.yaml<] 37} t}.
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apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
enforcedSampleLimit: 50000 ﬂ

o] w7} % 7} 7]

A E A 7ol & 23t} o] enforcedSampleLimit o #]] o] 4 & A=}
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user-workload-monitoring-config-edit & st o] -8 2} 2 Z & 2 o] HA| 28 5= Q5 Th
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L el T A2 AP AE A 22ete A5 delFe AaLe 3
S AT} o] o A 2] 1Y -2 monitoring-stack-alerts.yamlo] 2} 37 gy o}

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
labels:
prometheus: k8s
role: alert-rules
name: monitoring-stack-alerts ﬂ
namespace: nsi
spec:
groups:
- name: general.rules
rules:
- alert: TargetDown 6
annotations:
message: '{{ printf "%.4g" $value }}% of the {{ $labels.job }}/{{ $labels.service
}} targets in {{ $labels.namespace }} namespace are down.'
expr: 100 * (count(up == 0) BY (job, namespace, service) / count(up) BY (job,
namespace, service)) > 10
for: 10m 6
labels:
severity: warning G
- alert: ApproachingEnforcedSamplesLimit a
annotations:
message: '{{ $labels.container }} container of the {{ $labels.pod }} pod in the {{
$labels.namespace }} namespace consumes {{ $value | humanizePercentage }} of the
samples limit budget.'
expr: scrape_samples_scraped/50000 > 0.8 Q
for: 10m @
labels:

severity: warning m
o] ol 55 AU
Zlo] Wiz d ARG} A o] Z2 A EE XA T
NS 2aHE F AU 717§ A S = (1= 74+ TargetDown 7 517} 4 8 Y o}
TargetDown 73 3171 A == A 9 &2 w A A Y YT

27} A8 = 7] Z o] TargetDown 73 11.2] Z 7 o] o] 7] 7kof| trueo] ofF gt}

TargetDown 73 31.9] A7} = 2 A o] gt T}

Aoy 2ax AE AA el =2 AY /17 B A AW F=o| v 2t
ApproachingEnforcedSamplesLimit 73 327} 2 s ¢ U o}
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ApproachingEnforcedSamplesLimit 7 32o] A A gAY ) o] oA t) g 23T M E
471 50000 7} & 80%E X ot Ao 7 AP YT TS A v A 7] Holl 7)1k

@ 7 317} A3 5] 7] Ao ApproachingEnforcedSamplesLimit 7 51.¢] 7 o] o] 7]7ko) true
of o gyt

m ApproachingEnforcedSamplesLimit 7 37 ¢] 4] z} = & 4 ¢] g4 t}.

2. A8 o) ZRAEN T4 A g

I $ oc apply -f monitoring-stack-alerts.yaml

o 28z Ao x2AE FUEE &3}
o I AMEo] 7t B M EY S Hgst= @Al = Prometheus7t B-& Tl 22 3 7H-E AoH| 8h=
off el & FxIAAN L
210. A Al E B A ool 7 Ebd A4
Prometheus?] 9|5 2} 7] 55 A& etof Ab&AF A o] el S R E A AIE B A oo 44T 5 A5y

o},

AR 8 7 AL
e 314l OpenShift Container Platform U EH& 14 @ 492 7%
o cluster-admin & & o] AL§-2} 2 Ze| 2F o A 2T 5= glofok it
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
° AgA A ZrAES RUHP = 7 245 A= 2T

o cluster-admin & & 29| A}-8-%} 2 == openshift-user-workload-monitoring 3= 2 ] E of] A
user-workload-monitoring-config-edit & st o] A& 2 2 ZF&] 2~E o] AA| 23 5= 5T

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

® OpenShift CLI(oc)7F A X] & o] )5t}

EL-D P
1. ConfigMap © 24 E 2 ¥ 3t}

® 9@ OpenShift Container Platform Z 2 A € & 21 E ¥ 5}= Prometheus A1~ 25
o e BEAAIE @ A AHSA A g S AAs A e TP F YT

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
gAY

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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b. data/config.yaml o}zfj 2] =& v E o) F71E 2hdl 9 A o]yt

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:
<key>: <value> 0

<key>: <value>E <key>7} Al 2hlof] 3158k o] 50| <value>7t 3kl 7]-3k 42
RS R

.
prometheus &= += prometheus_replicas 7] ©o] 52 & A}-&3}X] v}

HA L. defEo] flon Qoj& o g o] =AYt

o], REAAIE 9 7Aool 2ld g &30 i gk wi et o] H & FUtsHE ¥ v S

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:
region: eu
environment: prod
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o ALgA Ao =2 AE S FUH 3= Prometheus Q1 2H 2
HY oSS ST

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ 24 E & #3] gH o}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config
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b. data/config.yaml o}z] 2] = & v E & 9]

apiVersion: vi
kind: ConfigMap
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metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
externalLabels:
<key>: <value> 0

<key>: <value> = <key>7} Al 2hlof] 3153k o] 50| ™ <value>7t k<l 7]-%k 42
% o2 nh o,

7ol

prometheus 5= += prometheus_replicas 7] ©o] 52 & A}-&3}X] v}
AT L. of eFx o] 9l om Yol o o] 7] ufF Ptk

e
. openshift-user-workload-monitoring > = 4] E o ] Prometheus+= W E

gL 28] s} Thanos Ruler= 7431 9 ¢ 3Y &< % g g4t} user-
workload-monitoring-config ConfigMap < = 4] € o] A{ prometheus i
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g S0 AR Ao ZRAES} AHE REAALE B
Ho|H & F7}5te H S-S AFS- 3 o).
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apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
externalLabels:
region: eu
environment: prod
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® OpenShift CLI(oc)7F A X] & of )5t}

Z2A 2
1. ConfigMap © 24 EE ¥ t}
e openshift-monitoring ZZ A Eo| x| 74 @40 21 FFS AAsed S T Th

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
gAY P

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. data/config.yaml o}-2}j o] -4 2 4~ logLevel: <log_level>S- 57}3t4 t}.

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> g

R

ol

e openshift-user-workload-monitoring ZZ A E oA 74 @49l 2 F£F2 AHHA
= FdIYT

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ 24 E & #3] gH o}

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}-2}j ] -4 2 4~ logLevel: <log_level>S- 57}34 t}.

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> g
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I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
2. data/config.yaml ¢l enableUserWorkload: true & 7}3H4t}.

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true ﬂ
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openshift-monitoring = 2 4 € o] Pod ¥ 7| e} 2] &7 Z|vl £ &= &
Utk sl g ZedEdA 4 £ RUEHY T2 oA A2 £ 9
F4 .

4. prometheus-operator, prometheus-user-workload %! thanos-ruler-user-workload Pod 7}
openshift-user-workload-monitoring 3= = 2 E o A] A &) F<1 %] &213tU ) PodE A] ZHsh=
ol Al 7ko]l AE o 5

I $ oc -n openshift-user-workload-monitoring get pod

=99
NAME READY STATUS RESTARTS AGE
prometheus-operator-6f7b748d5b-t7nbg 2/2  Running 0 3h
prometheus-user-workload-0 4/4  Running 1 3h
prometheus-user-workload-1 4/4  Running 1 3h
thanos-ruler-user-workload-0 3/3  Running 0 3h
thanos-ruler-user-workload-1 3/3  Running 0 3h

o FY2E RUHY Y 9 4
o mUET 29 74

o N8R AY ZRAE BUHYS TAY 5 AL ALER A o]
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® monitoring-rules-view ¢ & = 2 Al € o] PrometheusRule A}-8-2} A o] ] &) t) 3t ¢] 7]
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® monitoring-rules-edit & &2 A8z} A| ZZ 24 E o] PrometheusRule A}&2 A 9] 2] A~ E
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e openshift-user-workload-monitoring 32 = 4] E o] 4] user-workload-monitoring-config-edit
o1 39 &3 user-workload-monitoring-config ConfigMap ¢ B4 E 2 715 3 4 & T} o]
o3-S E3) ConfigMap ¢ B4 E S AR 3le] Al 82 Ao Yazs RUEHS H 3
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Aoz o EFT.
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5. g8 o] F & = ¢ 4] monitoring-rules-view, monitoring-rules-edit &= = monitoring-edit= 1
=)
b |

3.2.2.CLIZ A}8 8] AL 7jo] 7] A 3 Fof

OpenShift CLI(0C) & AH§-3te] A4A] A ES RUBP T 5 At AT AHgAo] Hol 8 5 A

U,

AR 27 AV
e cluster-admin & &9] Al &2} 2 ZFe] A o] WA AT 4= g o] ok ).
o ojr] EAjete I T T AEA A A

® OpenShift CLI(oc)7F A X] & o] )5t}

o ZeAEC AMEAA BUEE &S FFF.
I $ oc policy add-role-to-user <role> <user> -n <namespace> ﬂ

ﬂ <role>-S& monitoring-rules-view, monitoring-rules-edit == = monitoring-edit = =} 1

t}.
=9
N3l g alo] Lolo|E FajAH HE AR E4 T Ed os) uel ok
=

o £ £ o] <role><2 monitoring-edit = v} 4> 37, <user>E johnsmith = v} 4237, <hnamespaces> =
ns1o = ufF Ut o2 5] W EY HAMS A5 nsl Ul Ad o] 2o A 23 22 A4
g 2= 2l & A& 2} johnsmith A 3lo) ﬁwr%m t}.
334184 Qo) Z2AE R UHH S AT 5 2lE A A 1S B
AR o] Z2AE Uet RYUHHS AT F e ddS AR A A AT = A FUTH
A 2.7 Abg
o cluster-admin & &9 Al &2 2 Z] AF o] MM AT 5 glojof ).
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Z2A 2

e user-workload-monitoring-config-edit < <2 openshift-user-workload-monitoring = = 2
Eol 9l Aol A EEF

$ oc -n openshift-user-workload-monitoring adm policy add-role-to-user \
user-workload-monitoring-config-edit <user> \
--role-namespace openshift-user-workload-monitoring

3.4, A8 A A ) Z2) Ao AL 9la) el 2E o) Ho A vl = o] a2

A e 22 2 UE HE o ¥ EH Zo 4 Prometheus £4| & 2] 8t S dolE-yrtt thanos-
F4th

= Hc}
waM%E%M&4dﬂaéaﬂT4¢Haﬂwﬂaﬂwm¢@¢

H
A

A 27 A

o 4§ Yo ZEAE L HY Y5 thet A A 2% ) £Y 5 Th

=

1. Prometheusol] A28 E£28 &}
$ SECRET="0c get secret -n openshift-user-workload-monitoring | grep prometheus-user-
workload-token | head -n 1 | awk '{print $1 }"
$ TOKEN="echo $(oc get secret $SECRET -n openshift-user-workload-monitoring -o json | jq
-r '.data.token’) | base64 -d’

AR 52EE FEPUD

$ THANOS_QUERIER_HOST="0c get route thanos-querier -n openshift-monitoring -o json |
jq -r ".spec.host"”

3. BB =AM AA Ar 2o W EL S A FUrh d & 1 a3 AU

$ NAMESPACE=ns1

$ curl -X GET -kG "https://$THANOS_QUERIER_HOST/api/vi/query?" --data-urlencode
"query=up{namespace="$NAMESPACE'}" -H "Authorization: Bearer $TOKEN"

Z 9ol of =7 o] pod7} 7hE® 71 3ko] A E Y-

o
i)

a)

{"status":"success","data":{"resultType":"vector","result":[{"metric":
{"__name__""up","endpoint":"web","instance":"10.129.0.46:8080","job":"prometheus-
example-app","namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},"value":[1591881154.748,"1"]}1}}

35. A8 2 o] 7 AE U E Y v FA 3}
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AL o] 2 A Eof 3 U E 2 E] & ConfigMap < 2 4] E of A

o I
enableUserWorkload: false & 47 3} T}A|
3
Ee A A Ao ZRAE 3 RUH A S ¥ 24 3kt W enableUserWorkload:
trues Al AT = AFUH
EZAX

1. cluster-monitoring-config ConfigMap ¢ 2 4 E £ ¥ 3 gt}
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
a. data/config.yaml<i ] enableUserWorkload: = false = 7 31t}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: false

0 Agetel W7 A A4 28 gg Ag A Ao 22 B g3 U E o] A4
FoR v s H U
3. prometheus-operator, prometheus-user-workload %! thanos-ruler-user-workload Pod 7}
openshift-user-workload-monitoring 3= 2 2 E o] A A A ¥ 1 =4] g2t} o] 2Y S 53]
she Hl Tk o] A 7te] A" dFY T

I $ oc -n openshift-user-workload-monitoring get pod

29 o

I No resources found in openshift-user-workload-monitoring project.

Z3

AFER} A o] =2 A E o] Ry E o] v &4 3} = W openshift-user-workload-monitoring
3z 2 A E o] user-workload-monitoring-config ConfigMap © 24 E = x5 0 2 214 ¥

) $¥¢1th. o] = ConfigMap @ B4 S| A4 & w& AL& A A4 742 §4317] 9
A AU
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ol %) 7] 0] 4 471 4 Prometheus Ze}o] 1= 2ho| Bef 2] & AL&-aho] A $) 2z ol thal) A2 2 v
Eee gelg 5 Axy

OpensShift Container Platformol] 4| /metrics 3.5 o] & o}&joll HTTP A H] 2~ £ & Sl W EE o] =&
=t} http:/<endpoint>/metrics o] thal] curl 2] = 23 ato] A B] 20 AFE 7153 RE W EY S 1}
g3 4= A5t o & o] prometheus-example-app o A] A 8] 220 3t A2 & =53 v S
At AHE Vs REHEY S AT F s

I $ curl http://<example_app_endpoint>/metrics
Z9 o

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404",method="get"} 2

# HELP version Version information about this binary

# TYPE version gauge

version{version="v0.1.0"} 1

F7tEas

® Prometheus Zg}o] A E glo] B & gl ol th 3+ 2}A| 3 W &S Prometheus A A & %34 A 2.

4271874 Aol ZAEd HetvEe 2EA A

ServiceMonitor 2] &=~ 5 YA 6t AFGAF Qo] TRAE o] MUl E oA HERS 29T 5 9l
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Hel
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1. Au| 2 Ao gk YAML 3+ & A d gyt o] o o] A = prometheus-example-app.yaml ]
23 gy ok

2. Fdo kS i E W A H| A A AR AR E F718Y T
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apiVersion: v1i
kind: Namespace
metadata:
name: nsi
apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:

labels:
app: prometheus-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.3.0
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: vi
kind: Service
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterIP

o] T4 & A&7k 4 ] ns1 24| E o] prometheus-example-app o] 2= A H] 2~ 5 v Z g o).

o] A H] 2= AHE-2} 4 ©] version W E S =& )
3. FY&H FAS A &Sy

I $ oc apply -f prometheus-example-app.yaml

AV 2 E 8] L 8h= d] Al 7bo] tha Ay Yt

4. Pod7} A3 FAA #e18 & dgyh
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I $ oc -n ns1 get pod

=99
NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq  1/1 Running 0 81m

422 M¥| = U B Y XA

AB) 2o A =2 ete v EE S A2 5le W /metrics 2 7 Oﬂ AN HEZHS 23 ‘E}E% OpenShift
Container Platform R U & & A8 of Ut M u] 25 ZUE Ao 3t= WS A A 5=
ServiceMonitor(CRD) == Pod‘é ZUYE ) of sl t‘* HS A H st PodMonitor CRDE A}&-3}1e o]
2 S AT 5 AFYh A Aol = Service . B A E VL 8 51X WF S 2} ol = I Q 3HA] @O
Prometheus”} Podol| Al =& 3l= W EY EH oA W EY S 2

oS Z 2 A 2ol = ALe 2} A o] 7 A E o A] A 1] 20| o 3+ ServiceMonitor @] 2
= BolFYh

1>
il
0:::
P‘E
fr
li
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AHA 87 AHRE
e cluster-admin & & %= monitoring-edit & & 2] A}-&- 42 F2] 2E o] AH 2T 5= dHU
o iAo TRAE Y3t RUEHH S EA A FH
e o] o A o] ] = prometheus-example-app 4 & A H] == ns1 Z 2 A Eof v £ H 1t}
ZFa1
prometheus-example-app A = A H] 2= TLS 2158 A DA &5t

EZZAX

1. ServiceMonitor 2] 2~ 2~ F24] o] o 3F YAML 3} & A A sHy T} o] ofj Ao A 31U & example-
app-service-monitor.yaml o] 2} 37 gt o}

2. & ServiceMonitor 2] &2 A A A B E =713 o).

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
k8s-app: prometheus-example-monitor
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app
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I $ oc apply -f example-app-service-monitor.yaml

ServiceMonitor 2] &~ 2~ E n) Z 3}= o] A 7bo] v Ayt
2. ServiceMonitor @] &~ 2=7} A3 =21 3218 4= 5o

$ oc -n ns1 get servicemonitor

%9 o
NAME AGE
prometheus-example-monitor 81m
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o g2 Ao TRAE FUEE &4 3}

o A}&7} o] g A E 9 ServiceMonitor 74 oA TLSE ALg-8to] v E8] & a3 8l Y
® PodMonitor API

® ServiceMonitor API

43. M EE H g

OpenShift Container Platform U €] & A =& AF8-31H Pacemakerol A T A 5= W EE S A AL
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25 A EE = Z 24 E o o g monitoring-rules-edit & go] Q= AL AR 1203

OpenShift CLI(oc) 7} A %] 5] o] <54 o}

N
R
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.7 2] o] A28 YAML 3 & A A gt} o] o ol A = example-app-alerting-rule.yamio]
23 g ok

. YAML stelo] A5 78 24E F7HU T o & 59 o3 24U T

=37
AT FAL AR Y LB olge FHol ThE ZR B EAE A =2
A E ghwlo] A ggyth

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
spec:
groups:
- name: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} == 0

o] -/ ol A = example-alertz}t = 73 5L 2| o] A H U Th A 5L 73 & M E A H] 2ol A =2 H
version Wl Eg o] 00| 5 A1 E b 63 g h=

AHgA ) AN A AR ZEAE W FY 2 W E
FE 5 AEUL HE A8 P TEAE Y MES S TS 5 slFY)

=8
ol 5o AHgA Ao Z2AE nslol 0§ 7 3 FH o= CPU B Wl 22 W EY
372 nst 2 228 WEYeA WEYe] 942 5 AFUh et FH o=
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A Tt g B e aEd A8y
I $ oc apply -f example-app-alerting-rule.yami
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e OpenShift CLI(oc)7F A 2] = o] 315U
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1. A3 2o A8 YAML 3 & A A Tt} o] o ol 4] = example-app-alerting-rule.yamlio]
e o,

H

2. ] openshift.io/prometheus-rule-evaluation-scope % 7} leaf-prometheus”| 3l = 2 &
SH3t YAML whedol] A3 78 7 271U ol & S0 g 2o

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
labels:
openshift.io/prometheus-rule-evaluation-scope: leaf-prometheus
spec:
groups:
- name: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} == 0

s 2ol e B
EECRVES: IR

7 31 5+ % o] openshift-user-workload-monitoring 3 & 4] E o] Prometheus ¢1 2
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I $ oc apply -f example-app-alerting-rule.yami
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® OpenShift CLI(oc)7} A =] 5] o] 9l
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& 9%y

1. <project>cl| A4 73
I $ oc -n <project> get prometheusrule
SqtH e 4 g e steE e A gy oh

I $ oc -n <project> get prometheusrule <rule> -o yaml

5.45. %2 B nE g2 AE A7 73 Udg

Z 2] ¥ #g A= ;4 OpenShift Container Platform @ Al &2} o] z2 A Eo tfat A3 73S &
d Bl A Y AdFH

AHA 8 ALEr
e cluster-admin &} & 2] A& 212 S 2E ol A2 = lo]of o)
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L B AHolH BUEY > A3 > A0 FH O o F P
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I $ oc -n <namespace> delete prometheusrule <foo>
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OpenShift Container Platform R U B o= A &2 0% EY AR = X5 57t 3E o] AdFH o
Alertmanager<= 74 € 4 FF A olAl A5 A G S EH O R Rt dvbd o2 FFAt=
AR F ABALg A A S W Bt A gl == g Yk o] WA YES AHE-6F Alertmanager
of 4 FFA 7 BE FA EAE WMEA AHT F dHFYTh

i

ki ol

A 27 Abg

e cluster-admin &} &2 A1-g-21 2 ZF& 2E o A2 5= lojof g}

ZZA X
L AA AR oA #e » Fel2EH A - 22 74 - Alertmanager = o] &3 ot
=
e Y e 53l L H AR o] FH F 2 %HD} OpenShift Container

Platform ¢ &4 9] ¢ 22 Atior] 5& o}o]| =S
AlertmanagerReceiverNotConfigured 73 1ol A - g—

r_u

e 3} 5L
Ay o
2. o] H o] K9] FAR} A A FAR} THE7] S A d )
3. FAR RSN FAR 0| FS F UL HEo A FAA {FFS A gk
4. FAA TS -G
® PagerDuty A1 =}2] 73 -
a. 5% #3 < A9 sta PagerDuty 53 71 2 #7184 o

b. PagerDuty A %] ¢] URLS F7}34 ).

c. SFHIAEG /A= AT AR Ee AAE AGS Adstad a3 44 IAE A9
Eiashes
® Webhook =412} €] 7 9-:
a. HTTPPOST 84 o]l A= 25 F7H4Yh
b. sl A€ FHE FAAANA B 712 FAS A st A7 44 TAE A9 dun
o ol FAAe] A
a. dHS TS oM FHE FIHHUT
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® Slack 21719 A9
a. Slack Webhook¢] URLE F7}gy o}

b. ¢¥Z B Slack A = AHEA o] 52 F7HE U T

5. /|EHoE BE NY §E3 A bl S AHgste] AE A A Byt FARE
A% 7] Aol A 5ol g Sl e H IS AR AT E the & S 0

5.7. A1-8-2 4 ¢] ALERTMANAGER 4 *%

o4
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ofo

openshift-monitoring = 2 4 & 1} o A] alertmanager-main A] Z.31-& ¥ &} 7] & Alertmanager 47
S Hol& sy

A 27 Av

e cluster-admin & & 2] A} &2 2 ZFe] 2E o] HA| 2T 5= Qo] oF g}

EZAH

CLIo A Alertmanager 44 W43t H th&S T3 th

1. A &43tH Alertmanager 74 2 ¥ alertmanager.yaml = =2 311t}

$ oc -n openshift-monitoring get secret alertmanager-main --template="{{ index .data
"alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml

2. alertmanager.yamloj] A 244 < ¥ 5 o}

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alertname: Watchdog
repeat_interval: 5m
receiver: watchdog
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- match:
service: <your_service> ﬂ
routes:
- match:
<your_matching_rules> g
receiver: <receiver>
receivers:
- name: default
- name: watchdog
- name: <receiver>
# <receiver_configuration>

Q service= 3315 A3 st AH 28 NG Y
@ <your_matching_rules>+= o) 7 7.5 A4 .

9 receiver= 7 3.9 A}23 FA2E XA & o)

t}2- Alertmanager A4 of Al o) A = PagerDuty S 7 32 =212 2 A gy o)

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alertname: Watchdog
repeat_interval: 5m
receiver: watchdog
- match: service: example-app routes: - match: severity: critical receiver: team-
frontend-page
receivers:
- name: default
- name: watchdog
- name: team-frontend-page pagerduty_configs: - service_key: "your-key"

o] 47 & A1-8-351 example-app A H] 29| A 2 8] =] = critical 4] Z+ = 7 377} team-frontend-
page A AE AbE- st ASHUTH dRbH o R o] 3t F @ o Aale i e EA HSH S

ZsEHYrh

S

w
d

Aol A} S AL F
$ oc -n openshift-monitoring create secret generic alertmanager-main --from-

file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-monitoring replace secret -
-filename=-

OpenShift Container Platform ) &< ol 4] Alertmanager 44 & WA slH W o2 3 gyl
1 g £ A » ZE2H AA > F2W A > Alertmanager » YAML 3| 0] X 2 o] £ 3},

2. YAML 2% 599 54 g
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OpenShift CLI(oc) =& AF-&3}e] Prometheus, Alertmanager ¥ Grafana ¢ Ule] URLE 7142 4 3
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5% 413 3o openshift-monitoring = = 4] & 9| 2}

. o}
I $ oc -n openshift-monitoring get routes

29 o
NAME HOST/PORT
alertmanager-main alertmanager-main-openshift-monitoring. apps url_.openshift.com .
grafana grafana-openshift-monitoring.apps._url_.openshift.com

prometheus-k8s  prometheus-k8s-openshift-monitoring.apps._url_ openshlft com
thanos-querier  thanos-querier-openshift-monitoring.apps._url_.openshift.com

2. §} BH2}9-A4 & AH§-&to] HOST/PORT 2H9-E & o] &gt

3. OpenShift Q15 B B E AHE-sto] 229 5t2 ¥ OpenShiftE AH-§-ste] 2202 A9 Iy
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Red Hat 7] Z gl B 7159 A H & )] 3 A4 3 U] &=
https://access.redhat.com/support/offerings/techpreview/ & ZFZ 3t A &

8.1. % POD A}%& =AU H S A AL&A F o o Z AN HEY =&

prometheus-adapter &] &= =5 AH8-5t] -3 Pod 245 A D & of] o g AFE-2} A o] off 2] Al o] 41
E_,:;[ [e] ng}_ 2= 0]/\]/]1;}_

A 27 Abg

o L8z} A o] Prometheus 91 ¥ 27} v 3£ I = StatefulSet 2 2 4] E o] A 2] 5} += Prometheus
Pod& A %] = A ¥t Prometheus AF&-2} 7 o] 2] A& (CR)AA &= A X & A g4t

o x}&x} A 9] custom-prometheus = 2 4] E of] AL-8-2} & 2] Prometheus 91 2H 25 A ] 3l &Y

o}

T8

OLM(Operator Lifecycle Manager)-2- %3l A X & A}-8-#F 4 ¢] Prometheus 912~
B~ 2 Prometheus Operator= €43 §‘r 75 AHEA A o] RUE P 5$kE A
kU o w4 OLM Prometheus Operatorol] A # ] 61+ Prometheus A&zt
Aol g A2(CR)E A A E AL.-2F A ¢ Prometheus ¢l 2Bl 2= OpenShift
Container Platformol] A %] ¢ 5] =] ¢k ).

o g2 A E o ZA ol Y AU EE W EPF YT o] def A= fFEA o] B
AJH) 2 B U E 7 A2 2} A ©] custom-prometheus = 24 E o] A X ¥ 2 0 2 7+ U]

e OpenShift CLI(oc)7} A X 5 o] 5y th

1L 739 YAML 9t & A St o] oA ol A= 3+ & deploy.yamlo] 2} 52 o}

2. prometheus-adapterc]] tf g A u] = A, 4 5 A wpelg & AP str] A A4 Al HE

g F7hgu ek

kind: ServiceAccount

apiVersion: vi

metadata:
name: custom-metrics-apiserver
namespace: custom-prometheus
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: custom-metrics-server-resources
rules:
- apiGroups:
- custom.metrics.k8s.io
resources: ["*"]
verbs: ["™"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: custom-metrics-resource-reader
rules:
- apiGroups:
resources:
- namespaces
- pods
- services
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: custom-metrics:system:auth-delegator
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:auth-delegator
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: custom-metrics-auth-reader
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: custom-metrics-resource-reader
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roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: custom-metrics-resource-reader
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: hpa-controller-custom-metrics
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: custom-metrics-server-resources
subjects:
- kind: ServiceAccount
name: horizontal-pod-autoscaler
namespace: kube-system

3. prometheus-adaptere] A&} g o] W Eg o )&+ A Al FE HRE F7Hg Y}

apiVersion: vi
kind: ConfigMap
metadata:
name: adapter-config
namespace: custom-prometheus
data:
config.yaml: |
rules:
- seriesQuery: 'http_requests_total{namespace!="",pod!=""}' 0
resources:
overrides:
namespace: {resource: "namespace"}
pod: {resource: "pod"}
service: {resource: "service"}
name:
matches: "A(.*)_total"
as: "${1}_per_second"
metricsQuery: 'sum(rate(<<.Series>>{<<.LabelMatchers>>}[2m])) by (<<.GroupBy>>)'

4. prometheus-adapterS APl M| 22 S=3517] 93 A A Al A8 E =714t}
apiVersion: vi

kind: Service
metadata:
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annotations:
service.beta.openshift.io/serving-cert-secret-name: prometheus-adapter-tls
labels:
name: prometheus-adapter
name: prometheus-adapter
namespace: custom-prometheus
spec:
ports:
- name: https
port: 443
targetPort: 6443
selector:
app: prometheus-adapter
type: ClusterIP
apiVersion: apiregistration.k8s.io/vibetai
kind: APIService
metadata:
name: vibetal.custom.metrics.k8s.io
spec:
service:
name: prometheus-adapter
namespace: custom-prometheus
group: custom.metrics.k8s.io
version: vibetat
insecureSkipTLSVerify: true
groupPriorityMinimum: 100
versionPriority: 100

5. Prometheus Adapter ©] 7] 2] & 1} & ghu o}
I $ oc get -n openshift-monitoring deploy/prometheus-adapter -o jsonpath="{..image}"
6. prometheus-adapter vl ;2o tj s+ A A H HJHE =7kt

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-adapter
name: prometheus-adapter
namespace: custom-prometheus
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-adapter
template:
metadata:
labels:
app: prometheus-adapter
name: prometheus-adapter
spec:
serviceAccountName: custom-metrics-apiserver
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containers:
- name: prometheus-adapter
image: quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:a46915a206cd7d97f240687c618dd59e8848fcc3a0f51e281f3384153a12c3e0

args:
- --secure-port=6443
- --tls-cert-file=/var/run/serving-cert/tls.crt
- --tls-private-key-file=/var/run/serving-cert/tls.key
- --logtostderr=true
- --prometheus-url=http://prometheus-operated.default.svc:9090/
- --metrics-relist-interval=1m
- --v=4
- --config=/etc/adapter/config.yaml
ports:
- containerPort: 6443
volumeMounts:
- mountPath: /var/run/serving-cert
name: volume-serving-cert
readOnly: true
- mountPath: /etc/adapter/
name: config
readOnly: true
- mountPath: tmp
name: tmp-vol
volumes:
- name: volume-serving-cert
secret:
secretName: prometheus-adapter-tls
- name: config
configMap:
name: adapter-config
- name: tmp-vol
emptyDir: {}

ﬂ o] A ©A o A 274 E Prometheus Adapter o] 1] 2] & =] & g1 t}.

7. FH2H FAAE A &dY
I $ oc apply -f deploy.yaml
29 9

serviceaccount/custom-metrics-apiserver created
clusterrole.rbac.authorization.k8s.io/custom-metrics-server-resources created
clusterrole.rbac.authorization.k8s.io/custom-metrics-resource-reader created
clusterrolebinding.rbac.authorization.k8s.io/custom-metrics:system:auth-delegator created
rolebinding.rbac.authorization.k8s.io/custom-metrics-auth-reader created
clusterrolebinding.rbac.authorization.k8s.io/custom-metrics-resource-reader created
clusterrolebinding.rbac.authorization.k8s.io/hpa-controller-custom-metrics created
configmap/adapter-config created

service/prometheus-adapter created
apiservice.apiregistration.k8s.io/v1.custom.metrics.k8s.io created
deployment.apps/prometheus-adapter created
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8. AM&-A A 9] x 7 4 E o] prometheus-adapter Pod”} 23 5 e <1 A] &2l gty T} o] of of A
2 2 4 € = custom-prometheus ¢ 1 t}.

I $ oc -n custom-prometheus get pods prometheus-adapter-<string>

9. oA S EE Aol A ] M EY o] :=ZFE o] 73 Pod A5 2ALH S A= Ul AHEE F AUF

o =3 Pod A= 27 Y & 9 Kubernetes #4] 2%
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cluster-admin & &t o] A} 8242 Z-] 2F o A A 28 = glojof st
OpenShift CLI(oc) 7 A 2] & o] &Yt}

AbEAF o] AR = He RUEHE S &3t 9 745k slofoF Yt
user-workload-monitoring-config ConfigMap ¢ =2 4 € 7} A A 5] o] )l &1t

ServiceMonitor 2] 227} A A 5 o] 2l&5 YTk

1. A1) 2= 2 ServiceMonitor 2] 222~ -4 of| A] 3] 2 2} Al o] A X 3}=%] Qo).

a. Aujzo] Heold gl S 714 Yt oS o Al o A = ns1 Z £ 4] € o] prometheus-
example-app A H| =& 7 2] Yt}

I $ oc -n ns1 get service prometheus-example-app -0 yaml

2 o

=
labels:
app: prometheus-example-app

b. ServiceMonitor 2] 42~ ¢] matchLabels app z}2 o] o] d w7 9] g+l &8 3} A X 61E=X

Y
I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml
%9 o

spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app
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=77
ZZAE B7] P3to] Y= /a2 A A v 2 2 ServiceMonitor ] 2>
WS gelsh = dHUth

2. openshift-user-workload-monitoring 3 = 2 € o] 4] Prometheus Operator®] 2 715 7 AI5HY

o}

a. openshift-user-workload-monitoring = 2 4] € ¢] PodZE 1< 34 t}.

I $ oc -n openshift-user-workload-monitoring get pods

=99
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. prometheus-operator pod¢] prometheus-operator 7 g o] J | - 2215 7} 34t} o}
< 4o ol A Pod+ prometheus-operator-776fcbbd56-2nbfm ¢ 1 t}.

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

Aol muEe] A7 AE 4G 220] o fAFE 77 E£3E = ATk

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. Prometheus Ulo| 4] Z2 A E o] g A} A & 2 & &2l 514] A 9.

e

o
Hd

a. openshift-user-workload-monitoring 3= 2 4] E o] 4] Prometheus 91 2~ 2~ 9]

e 43 gk

I $ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-workload-
09090

b. € Bg}--A ol 4] http://localhost:9090/targets& € 32 Prometheus Ulol| A 23 Z 2 A & 9]
g JHE g o i #EE 2R/ wAAE Flgu o

4. openshift-user-workload-monitoring 3= = 4] € o] 4] Prometheus Operator?] gu]zz +=F 2 7]
S FAEATYT

a. openshift-user-workload-monitoring >~ = 4] E o] A user-workload-monitoring-config
ConfigMap © 24 E 2 ¥ 1 gt}

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config
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b. prometheusOperatore] logLevel:debug=- data / config.yaml o} o] =713t 21 =5
< debug® 474 3k

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

)

Qe Al WA RS H e
3

openshift-user-workload-monitoring = = 2] € ©] prometheus-operator=
22 FE WAL A4 AR oA ARy

d. openshift-user-workload-monitoring 3= = 2] & ©] prometheus-operator = 3 o] debug =
O 570 A4HAEA FAFY .

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

2 o

- --log-level=debug

| HHN‘

o

W 1 53 27 2 Prometheus Operator7} 58 8t R E &8 A g

e. prometheus-operator Pod”7} 23] ¥ 31 9l=%] &<l

L

U,

I $ oc -n openshift-user-workload-monitoring get pods

T

23

T4 ol 2124 & 4= ¢l = Prometheus Operator loglevel ko] 23 7 ¢
prometheus-operator Pod 7} 2| A] 2t =] 2] ¢S <= S5t
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ARA QT AHSF
e cluster-admin & &9 A}-g22 Fe] 2F o] A 2T 4= g ojoF P .

® OpenShift CLI(oc)7} A =] 5] o] 9l T}
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