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registry”} 2 2 3}

HEl o] E A u] 2o i o] v A] PR 2E] CATA He 4

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
updateservice-registry: | ﬂ

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 9

ﬂ OpenShift Update Service Operatordll = @ A ~E 2] CA QS Aol 4 ¥ 7] o] & updateservice-
registry 7} 2 @ gttt

o

9 #) 2] 2= E 2] o|] registry-with-port.example.com:5000 722 L E 7} 9= A S 0] .2 WA o oF FF

U,

3.1.2. ZF2Y F¢2H E A 38 U0 E

AR & A AR FASAL A E A DS Fohstel Fe2H 2 FAAUL AUIET 5 3
Futh
AHgATE AR Foll g @ AA 2E BT ol n A S A g5 As) MRS @A 22 S AHSHE A5

A7y d e gy


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/operators/#olm-installing-operators-in-namespace
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/registry/#images-configuration-cas_configuring-registry-operator

OpenShift Container Platform 4.7 22| ¥ dH o]l &

'@ 7ol
EYLH Pl 2R E AR A 2 HojolstEE Ao s S

B AR AT F AEU

A 27 Ab

e cluster-admin & & o] A}-&22 Fe] 2E o] A 2T 4= gl ojoF P ).

1L A AR 7]E E A1 A A & A =2E

o

N
)
ol
=)

| s R i =2

L

Z7}ate] Yk,
28

a. the W2 Ystel E A=

ftlo

emE

n:°1'

o

Mo

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}' ><pull_secret_location>

© == w9e A= ATt

b.

o
=]

oR
mlo
_oL
£
=
i

A2 S F7rE Y

o}
$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

A FA=ELE ATIUS TL T dA=Ed o8 2 2A B
Y} (o --reglstry_"<reg|stry/my-namespace/my-repos|tory&g

&
K
nl

@ N aAzE AT HRE ATHYT

© =1=: g AzE AT

=77 Al o g FF dHolES A F dFU T

2. g B A stel Zej e

i
f
i3
e
>
1
>xa
ﬂl
w2
S
I
91_,
k3
o

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

Q@ " =rAaRSLgRRE ATRY

ol HCIEE RE =ER ol HH S8 2F Aol whef A}l ofzhe) A gte] AE
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3

1% e o4

o

OpenShift Container Platform 4.7.4% € 293 & A 38
Exgolyd e Aol ESAHA EFHH

o

7

3.2. OPENSHIFT UPDATE SERVICE OPERATOR 4 %]

OpenShift Update ServiceZ A %] 3}# 1 = #] OpenShift Container Platform §] &< ¥+ CLIZ A}-&3}
o] OpenShift Update Service OperatorZ 4 %] &l o} g+ T,

3

AR VEAA(AZo) #7] Fe2H)ol A A" F2)2E 2 25 Operator Lifecycle
Manager= 71 24 0 2 914 A 2E A & 2~8 5 = Red Hat Al 3~ OperatorHub 42
of MM 23 glFUTh ol s 94 Aol = S JAEY Ado] Q57| WY

o} ZHA 3 &2 Al 3 E b E 9 =0l A Operator Lifecycle Manager A8 & 332314 Al

]

.

3.2.1. ¢ & & 21831 OpenShift Update Service Operator A |

<

1 &£ & AFE-3Fe] OpenShift Update Service Operatorg A x| & 4= 3l 54 T

EZA X

1. §] 24| Operator » OperatorHub2 =2 3t}

2. Ab& 7}5 3 Operator & 2 o) A] OpenShift Update ServiceE A€l 3t 0} & A x| & 2 g
a.

b.

e.

3

Update A 8] 2~ = Filter by keyword...oll ¢} & 3t t}. OperatorE ¢ W=7 2H2
TFA=Z=YPoh

s

Elch
AL V1L o] Delzol ] AHe3 5 Sl Fde gl ne Juo|E A2 el g
PERAE PIETPRCP R R RS N E R L AR

AX A Y g 2ol 2o Y g AF ol A2 AE st AL A4 U9l 25 o] 2~ openshift-update-
services 43y}

S A} Operator A ¥4 o] Z1]2 wj OLM(Operator Lifecycle Manager)
2 Operatorg fulo|E% &= JdHFYth

A eho ALge ™ 2] 28 2] 27} Operator 9B o] E & %<l a o §uth.

Az s 28Iy

3. Operator - Installed Operator 3] ©] 2] 2 71 3}5} o] OpenShift Update Service Operator7} A %]

%]

4. OpenShift Update Service7} A €] gt 4

A=A G g ok

ulss

o]z AF BEH 2 UddEH A A FdY T

3

1


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/operators/#olm-restricted-networks

OpenShift Container Platform 4.7 22| ¥ dH o]l &

3.2.2. CLIE A}8-3}¢] OpenShift Update Service Operator A

OpenShift CLI(oc)E A& 3Fe] OpenShift Update Service OperatorE A X & 4= 9l

)4

Ytk
EZZA
1. OpenShift OpenShift Update Service Operator2] W] ¢ 223 o] 2~ & A A §u o}

a. OpenShift Update Service Operatore]] t] sl Namespace ¢ 2 2 E YAML 1< (4: update-
service-namespace.yaml)& 7H5 4 o}

apiVersion: vi
kind: Namespace
metadata:
name: openshift-update-service
annotations:
openshift.io/node-selector: ™"
labels:

openshift.io/cluster-monitoring: "true"

ol

bl vt

o] Y] ¢l 23 o] 20| 4 Operator7} @& st= &
Ho A

= 2H BEUHY S AME S E S
openshift.io/cluster-monitoring @ o] & g

2
gy
b. Ul &g o] 2E At
I $ oc create -f <filename>.yaml
& &9 &3 2Fyth
I $ oc create -f update-service-namespace.yaml
2. TS 2 B A E = A A &) OpenShift Update Service OperatorZ A %] 4 t}.

a. OperatorGroup © 24 E YAML 514 & vHE4 ) (¢f: update-service-operator-
group.yaml).

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: update-service-operator-group
spec:

targetNamespaces:

- openshift-update-service

b. OperatorGroup 2 B4 E = A A gt}
I $ oc -n openshift-update-service create -f <filename>.yaml
o E =9 &3 2AEUTh
I $ oc -n openshift-update-service create -f update-service-operator-group.yaml

c. Subscription ¢ 24 & YAML 3} (4: update-service-subscription.yaml)2- 2 4 gt t}.

12



3%. OPENSHIFT B0 & qu| 2 8 x| & 74

PEEEEEER

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: update-service-subscription
spec:
channel: v1
installPlanApproval: "Automatic”
source: "redhat-operators” 0
sourceNamespace: "openshift-marketplace”
name: "cincinnati-operator"

ﬂ Operatorg Al &8t 7FE =2 &2 29 o] 55 A4 Ytk AHE-AF 4 ©] OLM(Operator
Lifecycle Manager)S A& 317 & 22 2H ¢ % $ redhat-operators S =) & g t}.
OpenShift Container Platform &2 2~ 7} #| gtd Y E (A Z o] &7 Z8 2=H)
A 2] ® 73 -9- OLM(Operator Lifecycle Manager)2 74 & uj 4 4 © CatalogSource
QHBAE o] F& A G It

d. Subscription ¢ 2 4 E & A At}
I $ oc create -f <filename>.yaml
& &9 &3 2Eyth

I $ oc -n openshift-update-service create -f update-service-subscription.yaml

OpenShift Update Service Operator+= openshift-update-service 1] & 2~ o] 2~ of] A4 X] =] 31
openshift-update-service v| ¢} 23 o] 2~ 5 T J o = ).

3. Operator A4 %] & &2l gt o}

I $ oc -n openshift-update-service get clusterserviceversions

%9 o
NAME DISPLAY VERSION REPLACES PHASE
update-service-operator.v4.6.0 OpenShift Update Service 4.6.0 Succeeded

OpensShift Update Service Operator7} Y& # 73 9 A X of] A
A usE T dFUHh

ofl
r

AUk B

}o{,
N
ke
>
i

3.2.3. OpenShift Update Service 22 = tj| o] E] Z1H| o] o] n] =] A A

OpensShift Update Serviceol = 28] 2= "] o] &] ZAH o] o] v x| 7} F & 3t} o] o] u| 2] & F-3l
OpenShift Update Service= 212 " 4ol 2 x}etd Ju|o]E o x| ol & H & AT} Lt
ez agzuelge dadels = H oy g 2AEANA AH 7HAFUT B Aol E7s
g &7 ol A init Bl o] ol 4] o] F R E R E=3k= 2= OpenShift vl o] E A H] 20 4] 12 3 H o] Bl &
AR JEE st v H Y Thinit dH ol o] e T i vlo]H ¢ A AFES A ¥ 5t
= o)™ pod 2713} Foll init ZA B o] L 7F AR} 2ol A A 28 4= Sl EF ol Hlo]HE BAets A Y

U,
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OpenShift Container Platform 4.7 23 2 ¥ ol E

Z2A 2

1. Th&& ¥ sl Dockerfile(ol: ./Dockerfile )2 48 43 & o
FROM registry.access.redhat.com/ubi8/ubi:8.1

RUN curl -L -o cincinnati-graph-data.tar.gz https://github.com/openshift/cincinnati-graph-
data/archive/master.tar.gz

CMD exec /bin/bash -c "tar xvzf cincinnati-graph-data.tar.gz -C /var/lib/cincinnati/graph-data/
--strip-components=1"

2. 9] @A A B A H Docker 3 & AF&31o] graph-data A H| o] o] u] =] (:
registry.example.com/openshift/graph-data:latest )& 2 =3t}

I $ podman build -f ./Dockerfile -t registry.example.com/openshift/graph-data:latest

3. o] A ©A o A = graph-data 7 Hl o] o] n] x] 2 OpenShift Update Serviceol] ) A 28k 4= Q)
= 3 ZA] E 2] (4 registry.example.com/openshift/graph-data:latest ) = | ¥ 1 o}

I $ podman push registry.example.com/openshift/graph-data:latest

23

A MEY AL 24 YA LEZE I Z vlo|E o|u| A& HE W oA
A o) A A A 3 graph-data 7 B o] 4 o] 1] %] = OpenShift Update Serviceol] <}
A 2=sh ¢ e g EX EYZE BAY o AFE 7153 84S oc image mirror --
help & A3 gt}

3.2.4. OpenShift Container Platform o] v] x| 2 &4~ 1] 2]

OpenShift Update Serviceoll = gulolE el A o2 =7 3w 24 AA X A 2EZ 7 EH QY
=

=8
OpenShift Update Service ol Z & Al o] Ao A =3k v ] AL&S WA a8 o2 2 =}
o A 2 D= o|u A& HE o] AL veE st o] YT

A 27 A

® OpenShift Container Platform o] v x] A4 v & A H 71X = £5H = X k& "dA A #7171 A
A <) ol X w2 o] BAE AR

o UEYJIATIATE AN A v AN 2EY S AA st AT ASA 2 AF B R

ANA 2T 5 5T,

® Red Hat OpenShift Cluster Managerof| 4] & A1 38 & T2 E5to] n] 8] A 4o g AFS
zeEs +E YL

® Subject Alternative Name & A4 612 &&= 2] A HH 1Z4 = ALt 7§ o] 2 21¢] oc ¥

3
% olo] GODEBUG=x509ignoreCN=02 =] A &l o} gLt} o] 4= A A 614 oW oc HH
o e S FE Qs AL

14


https://console.redhat.com/openshift/install/pull-secret

3%. OPENSHIFT QH| o] E Au] 2 A %] & 74

x509: certificate relies on legacy Common Name field, use SANs or temporarily enable
Common Name matching with GODEBUG=x509ignoreCN=0

EZAH
2 E2EA g @AE e

1. OpenShift Container Platform t} &2 = o] x| & &9l 5} ¢ vl o] E T OpenShift Container
Platform ¥ #1-& &2l 8} 32 Repository Tags #| o] X of| 4] sfF e 2 & &1 3 o}

2. Wa e @ Mss a9,

r
i

a. 2EaHdS WRERY YT
I $ OCP_RELEASE=<release_version>

<release_version><|| tf3f A x] & OpenShift Container Platform B A of] &l F3l&= Bl 2=
A AUt} (¢l: 4.6.4).

b. 22 HAXED o]F Y $AE XES YWRW YL
I $ LOCAL_REGISTRY='<local_registry_host_name>:<local_registry_host_port>'

g A dAe] YA ZLEY EHQl o] S XA 8L

<local_registry_host_name><] 7 - 7] & #
A ZR=E A Fsted AHH = X EE AY TS

<local_registry_host_port>2] 73
c. 27 AF2 oS YRYUT
I $ LOCAL_REPOSITORY='<local_repository_name>"'

<local_repository_names 2] 7 -¢- @] A 2E 2] o] 214 & A 4 o] & (¢l ocpd/openshifts)
< A U

d gL omAE Xgd F7 24 g 2AEL o] 52 HEHM YT

$
I LOCAL_RELEASE_IMAGES_REPOSITORY='<local_release_images_repository_name>'

<local_release_images_repository_name>2] 73 $- g X 2~ E g of] 2 & A 4 o] & (:
ocp4/openshift4-release-images)2 # A g t}.

AgaolEFS HEHU

e. 1

ek

I $ PRODUCT_REPO-="openshift-release-dev'

Z29AM $7 9 g9 7 $ openshift-release-devE = 4 3] oF U T},
f.HAEED EAAHY ARE HWRERY Y

I $ LOCAL_SECRET_JSON='<path_to_pull_secret>'

A e HAEET ] e F A A8 A FE 9 3 o5&
<path_to_pull_secret> o =] gt}

g PeElxueE yuyyc

15


https://access.redhat.com/downloads/content/290/
https://quay.io/repository/openshift-release-dev/ocp-release?tab=tags

OpenShift Container Platform 4.7 22| ¥ dH o]l &

I $ RELEASE_NAME="ocp-release"
z2Yd 37 o] el 29 7% ocp-release = =] 7 &l oF $H4 t}.
h. A 2] o}7] 93] 73 (ol]: x86_64)& W H ¥t
I $ ARCHITECTURE=<server_architecture>

i Y oA e sAES TYE e JRE R

il

I $ REMOVABLE_MEDIA_PATH=<path> )

i. w2

et

FoluA] 8l g s 2 el g

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} \
--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \
--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \
--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_ REPOSITORY}:${OC
P_RELEASE}-${ARCHITECTURE} --dry-run

iii. o]52 mrole] faAE e oln A& n] P T

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

v. BTl E MBS A7} A SR B0 1A LA o] u] X 8 =2 A o] #A 2
SESSLASICH

$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror

"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} ﬂ

REMOVABLE_MEDIA_PATH 2] 7§ o] 52 v|t]o] & nl 2 E3 A 2 & A3 oF
gy

v. dE & oA g EE o] AR v " gy

$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-

16



3% OPENSHIFT g d|o] E Au] A A x| @ 1A

${ARCHITECTURE}
${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL
EASE}-${ARCHITECTURE}

o = AvelY YA LB Y EEC] AAR A Dol o] m A E 2 # X 2B o
A5 F A g

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} \

--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_R
ELEASE}-${ARCHITECTURE}

3.3. OPENSHIFT UPDATE SERVICE ofj =& A o] A4 A A

OpenShift Container Platform %] &< ¥+ CLIZ A}-83}o] OpenShift Update Service o Z 2] # o] A4 &
A 4 AdFU

3.3.1 ¢ Z£&S 21831 OpenShift Update Service o Z 2] A o] A A4

OpenShift Container Platform € &£ & A}-8-8}o] OpenShift Update Service OperatorE A}-& 3}
OpenShift Update Service e Z 2] Al o] A& A4 & + AFYTH

AR &7 AR
® OpenShift Update Service Operator7} A X =] ¢ <54 t}.

® OpenShift Update Service graph-data 71 €] o] o] n] X] 7} A 4 = o] OpenShift Update Service
oAl MA 2T = Q= S| XA B Z F A HAHFY T

o I dulolE Y delie 2 AL Ve HALER R v HF HAFY T

1. %) £ £ of 4] Operator = Installed OperatorE &3 gty t}.
2. A % ¥ Operator &2 o 4] OpenShift Update ServiceE A & gt}
3. Update Service &} & = gt}
4. Create UpdateService= &3 gt}
5. Name Z =9] o] &5 & dH Tt (4 service)
6. Graph DataImage Z =9 "OpenShift Update Service 28] = d] o] E] 7 g o] o] u] =] A A]"o]
A4 graph-data ZA g o] o] n] x| o] 24 pullspecs ¢ & g th(:

registry.example.com/openshift/graph-data:latest ).

7. Releases ¥ = o] 4 "OpenShift Container Platform o] 2] 8] L] E ] v & &"¢] &g X o] n] A

ExAtEs ALY 22 gALEY Y HZAEY S A FY k(e
registry.example.com/ocp4/openshift4-release-images ).

8. Replicas Z =9 2& &}

17
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9. CreateE Z g &} OpenShift Update Service o =] A o] A& A A g ot
10. OpenShift Update Service ol Z 2] A o] A &<l

® Update Service ¥} 2] UpdateServices & Zof| A W THE H o] E A H] 2 o Z 2] Al o] A&
=9 dyh

® Resources -2 2 gt}
o 7} o ZaA o] A 7 &29] A8 7} Created] %] &1 3 T},
3.3.2. CLIZ A}-& 3} OpenShift Update Service off Z 2] A o] A A A
OpenShift CLI(oc)E A}-&3}e] OpenShift Update Service o Z 2] Al o] A & A& 4= Al F Yt
AR 8 7 AL
® OpenShift Update Service Operator7} A X = ¢ <54 t}.

® OpenShift Update Service graph-data 71 H] o] o] n] X] 7} A 4 = o] OpenShift Update Service
oAl AA 2T = Q= B XA BB Z F A HAHFY T

o A g HUoE i BEliae B QAL 7Hs H AL EY R v P HAFH T
T2
1. OpenShift Update Service t] /3 Ul & 29 o] 2 & -4 3HY t}(<]|: openshift-update-service ).
I $ NAMESPACE=openshift-update-service
U] ¢l 225 o] 22 3= Operator 715 2] targetNamespaces 3t3} & %] &l of g ot
2. OpenShift Update Service o Z2] A o] A 9] o] &< 7/ 1 th(l: service ).
I $ NAME=service

3. "OpenShift Container Platform o] n x| 2] Z x| E 2] n]z| & "o A H ]2 o|u|x]2] 24 X
2Ef 9 g XA EYE 74 Y o registry.example.com/ocp4/openshiftd-release-
images ).

I $ RELEASE_IMAGES-=registry.example.com/ocp4/openshift4-release-images

4. graph-data ©] 1] =] ¢] 22 pullspec & "OpenShift Update Service 22| = H] o] E] 71 8] o] o] n
2] A 43"ol| X 4823 € graph-data 7Bl 1] o] ] 4] 2 44 g Th(el:
registry.example.com/openshift/graph-data:latest ).

I $ GRAPH_DATA_IMAGE-=registry.example.com/openshift/graph-data:latest

5. OpenShift Update Service o Z ] Alo] A . H A E

rulru

Ao

$ oc -n "${NAMESPACE]}" create -f - <<EOF
apiVersion: updateservice.operator.openshift.io/v1
kind: UpdateService

metadata:

18
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name: ${NAME}
spec:
replicas: 2
releases: ${RELEASE_IMAGES}
graphDatalmage: ${GRAPH_DATA_IMAGE}
EOF

6. OpenShift Update Service o] Z 2] A o] A &<l
a. T WR S AbESt] A A QX AR E A S U

$ while sleep 1; do POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
"${NAME}")"; SCHEME="${POLICY_ENGINE_GRAPH_URI%%:*}"; if test "${SCHEME}"
= http -0 "${SCHEME}" = https; then break; fi; done

b. g2 <M 2 =& 4 A gH v} channel ol fz w2 A s oF G Th o & Sl
OpenShift Container Platform 4.7 A A3 5l+= 7 ¢ stable-4.7 2 A& 3t}

$ while sleep 10; do HTTP_CODE="$(curl --header Accept:application/json --output
/dev/stderr --write-out "%{http_code}" "${POLICY_ENGINE_GRAPH_URI}?
channel=stable-4.6")"; if test "${HTTP_CODE}" -eq 200; then break; fi; echo
"${HTTP_CODE}"; done

o] A% 2l 9 o) AT uj7tR] ZH HA| T uj Y E e X ol v X9 up2t A} 1
Z7EHlo] S dFY T
4
A R AR o] Z& RFC-1123& 7]vto 2 637} o] o] oF g+ t}. host must conform

to DNS 1123 naming convention and must be no more than 63 characters = <1 3j|
CreateRouteFailed ©] <} 37 ReconcileCompleted %}l 7} false<! 749 ] #-& o] &
O 2 Yol E MU A5 A Al

3.3.3. Cluster Version Operator (CVO) 4

OpenShift Update Service Operator7} 4 2] & 31 OpenShift Update Service ol Z 2] A o] A o] YAl = 5

279 A A5 OpenShift Update Serviceol| ] 28] 3 €] o] E] & 7}4 2 == CVO(Cluster Version
Operator)& Jul°|E 4= 3l HFY )

AR &7 AR
® OpenShift Update Service Operator7} A X = ¢ <54 t}.

® OpenShift Update Service graph-data 71 H] o] o] n] X] 7} A A = o] OpenShift Update Service
oAl MA 2T = Q= S| XA B Z F A HAHFY T

o I fulolE Y de]ie 2 AL Ve HALER R v HF HAFUT

® OpenShift Update Service o Z2] A o] d o] A = AFH T}

19
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1. OpenShift Update Service t] /3 U] & 29 o] 2 & A 7 3H t}(<]|: openshift-update-service ).
I $ NAMESPACE=openshift-update-service

2. Openshift Update Service off Z&] A o] ] o] &S A4 g th(l: service ).
I $ NAME=service

3. A

o

_@1:,'4

AR A2 S AU

$ POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
ll${NAM E}ll)ll

4. % 39 = dloE o) 92 E 44 Ptk
I $ PATCH="{\"spec\":{\"upstream\":\"${POLICY_ENGINE_GRAPH_URI}\"}}"
5. CVOE 7] x]5}o] 22 OpenShift Update ServiceE AF&-3 T},

I $ oc patch clusterversion version -p $PATCH --type merge

=
AUlo|E MW 2 A2 s s CAS TS Zo2F Ao 224 gA4s) 2 F=z3)
AL

3.4. OPENSHIFT UPDATE SERVICE °off &= 2] A o] A AHA|

OpenShift Container Platform %] &< ¥+ CLIZ A8 3}o] OpenShift Update Service o Z 2] # o] A4 &
AHA g S AFH T

3.4.1. § &£ 5 AH831e] OpenShift Update Service of = 2] A o] A AHA|

OpenShift Container Platform ¢ &% 2 AF-8-3} <] OpenShift Update Service Operator@ OpenShift
Update Service o Z & Al o] A2 2HA1 & 4= 2l H Y o)

A 27 Avg

® OpenShift Update Service Operator7} A X = ¢ <+ 4 t}.

1. %) ££ ol 4] Operator = Installed OperatorE &3 gty t}.
2. A A ¥ Operator & =-¢|| 4] OpenShift Update ServiceE A& gt}
3. Update Service & & = gt}

4. 421 ¥ OpenShift Update Service ol Z 2] Al o] A Z-Z-o| 4] 2}A]| & o] Z2] A o] 2 A & ) T}
<-Delete UpdateServiceE &3 gt}

20


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#nw-proxy-configure-object

3%. OPENSHIFT o] E Au| A A x| & 74
5. Delete UpdateService? 3¢l Z £ 3 E o] 4| DeleteE Z ¢l sl 21#) = gl gt

3.4.2. CLIZ 2}-£3}o] OpenShift Update Service o Z 2] # o] 4 214
OpenShift CLI(oc) 2 AF-& 3le] OpenShift Update Service of Z 2] A o] 42 24| & 4= 9l F Y th
EL): PN

1. OpenShift Update Service o) Z 2] Al o] A o] A2 & U] Y =3 o] 2~(<l: openshift-update-
service) = A}-& 3o OpenShift Update Service o Z 2] A o] A o] &< 714 - th

I $ oc get updateservice -n openshift-update-service

%9 o
NAME AGE
service 6s

2. o] 7 w7 ¢] NAME %} 3} OpenShift Update Service o] Z ] Al o] A o] A E v ¢ /\iﬂ o] (e
openshift-update-service) = A} & 5} OpenShift Update Service o = 2] A o] A& 2FA] & o).

I $ oc delete updateservice service -n openshift-update-service
=49

I updateservice.updateservice.operator.openshift.io "service" deleted

3.5. OPENSHIFT UPDATE SERVICE OPERATOR 4 %] #|| 7

OpenShlft Update ServiceZ A %] #| 7 3l A H # OpenShift Container Platform ] &< =& CLIZ A}
&3lo] = E OpenShift Update Service o Z 2] A 0] A& A4 8)) oF ] Th.

3.5.1. g £& 2 A18-31¢] OpenShift Update Service Operator A %] #| #

OpenShift Container Platform ¢ &% 2 AF8-3l<] OpenShift Update Service OperatorE A %] A A &
T AFUTH

A 27 Abg

e = E OpenShift Update Service o] Z-2] A o] A o] 2}A] & o Q) o] o gH ).

1. €] &< 94 Operator - Installed OperatorE =2 gt}

2. A 29 Operator £ o A OpenShift Update ServiceS 4 & 3} 32 Uninstall OperatorS &€
Gt

3. Uninstall Operator? <1 th 3} A z}o) A UninstallZ2 28 313 A A S g2l o}

3.5.2. CLIE A}-£3}o] OpenShift Update Service Operator A %] A 7]
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OpenShift CLI(o¢)E A& 3Fe] OpenShift Update Service OperatorE A A & 4= 9l &t}

A 27 Ab
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22

1. OpenShift Update Service Operator7} X g-¥

5 = OpenShift Update Service off & 2] A o] 4 o] 2FA| =] o] 3l o] of G Th.

[K

ZAE 2 H7 3 (< openshift-update-
service ).

I $ oc project openshift-update-service
=49 4

I Now using project "openshift-update-service" on server "https://example.com:6443".

. OpenShift Update Service Operator Operator 715 2] ©] &2 714 34 th

I $ oc get operatorgroup
=

NAME AGE
openshift-update-service-fprx2 4m4is

| n.qN‘

. operator & & 24§ 4 tH(<): openshift-update-service-fprx2 ).

I $ oc delete operatorgroup openshift-update-service-fprx2
%9 o

I operatorgroup.operators.coreos.com "openshift-update-service-fprx2" deleted

. OpenShift Update Service Operator /| 235 A 9] o] 58 7FA &Y T}

I $ oc get subscription
2 o

NAME PACKAGE SOURCE CHANNEL
update-service-operator update-service-operator updateservice-index-catalog v1

| n.qN‘

. o] &7 ¢] Name %< AH-&31o] currentCSV 2 = o] 4 % &+ OpenShift Update Service
o]

Operator®] x| W& gl

I $ oc get subscription update-service-operator -o yaml | grep " currentCSV"

2 o

] HHN‘

currentCSV: update-service-operator.v0.0.1



o

3%. OPENSHIFT B0 & qu| 2 8 x| & 74

2

B3PS AHA g th( o update-service-operator).

$ oc delete subscription update-service-operator

=
=

2

| HHN‘

subscription.operators.coreos.com "update-service-operator" deleted

174 &4 ©] currentCSV 7+S A& 3le] OpenShift Update Service Operator] CSVE AHA] &4

$ oc delete clusterserviceversion update-service-operator.v0.0.1

2 o

o

clusterserviceversion.operators.coreos.com "update-service-operator.v0.0.1" deleted
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/architecture/#unmanaged-operators_architecture-installation
https://access.redhat.com/downloads/content/290

L E2YZHEAEY S

67. CLIE A1-8-5to] S22 2H Yol E

fr

7

-I \
o,
)
I3
)

I $ oc get clusterversion

2 o

=
NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.6.9 True False 158m Cluster version is 4.6.9
=l

Al Gl E Ad B HE glstal 2 d o] stable-4.7% A =] o] A=A] A FH T

$ oc get clusterversion -o jsonljq ".items[0].spec"

o
i)

a)

{

"channel": "stable-4.7",
"clusterID": "990f7ab8-109b-4c95-8480-2bd1deec55ff"

}

i<l

=

(4 ofN

Hin}
2
il

2] 2~ E o] 7 9 stable-* t- = fast-* x) o)) 7} s oF g T}

AHE s PHleES BQlsm A g ate e dulol=Y WA MBS /S8 FUth

$ oc adm upgrade

2 o

o

Cluster version is 4.1.0
Updates:
VERSION IMAGE

4.1.2 quay.io/openshift-release-dev/ocp-
release@sha256:9¢5f0df8b192a0d7b46cd5f6a4da2289c155fd5302dec7954{8f06c878160b8b

Ul EE A4gFy

)

A BAo s ol Esdw e £

$ oc adm upgrade --to-latest=true ﬂ
e SEWHoR dHolESHY tas AT

I $ oc adm upgrade --to=<version> ﬂ
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EdolE WY

EQ

WVersiom—% oA W o A AL 5

5. 2] 2 ¥ Operatore] AHe] & 3Hel g o}

I $ oc get clusterversion -o json|jq ".items[0].spec"
%9 o

{

"channel": "stable-4.7",
"clusterID": "990f7ab8-109b-4c95-8480-2bd1deec55ff",
"desiredUpdate™: {
"force": false,
"image": "quay.io/openshift-release-dev/ocp-
release@sha256:9c5f0df8b192a0d7b46cd5f6a4da2289c155fd5302dec7954f8f06¢c878160b8b",

"version": "4.7.0" ﬂ

}
}

Q desiredUpdate -+ ¢] version 3 7} A g+ 3t 3 A X5t A Aulol EVF A8 244

=8

6. 2el2E W e 71 2ol 4 Julo|E A E RUH A G mE AT Juo =g g
= E Aol g % &y

I $ oc get clusterversion -o json|jq ".items[0].status.history"
%9 o

[
{

"completionTime": null,

"image": "quay.io/openshift-release-dev/ocp-
release@sha256:b8fa13e09d869089fc5957¢32b02b7d3792a0b6f36693432acc0409615ab23b
7",

"startedTime": "2021-01-28T20:30:50Z",

"state": "Partial”,

"verified": true,

"version": "4.7.0"

b

{
"completionTime": "2021-01-28T20:30:50Z",

"image": "quay.io/openshift-release-dev/ocp-
release@sha256:b8fa13e09d869089fc5957¢32b02b7d3792a0b6f36693432acc0409615ab23b
7",

"startedTime": "2021-01-28T17:38:10Z",

"state": "Completed”,

"verified": false,

"version": "4.7.0"
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67. CLIE A1-8-5to] S22 2H Yol E

150 = 2220 288 A2 vl S5o] Eghalo] slgich o] ghe CVOsE ol =
8¢ YelolEPUTh 22 dREo R Asn HA Qo Bt B2 o) Wl A o] EAH
Utk Bobso] SR W 7% ¢ vo] E 4Je) = Completed = %45 v P B S

U ¢k 8 ¥ ] 52 73 Partial 2 A g Y o

7. AUl EVF AR EH S8 A Hdo] Al AR U] EFA=A] I T
I $ oc get clusterversion

2 o

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.7.0 True False 2m Cluster version is 4.7.0

| n.qN‘

8. 2el28 8 WA dyol A 4(y+)E GO EstE A Al 15 A fazEg T
71 Aol =27k g adel = H L EA Hel s Aol B4

$ oc get nodes

2 o

o

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.20.0
ip-10-0-170-223.ec2.internal Ready master 82m v1.20.0
ip-10-0-179-95.ec2.internal Ready worker 70m v1.20.0
ip-10-0-182-134.ec2.internal Ready worker 70m v1.20.0
ip-10-0-211-16.ec2.internal Ready master 82m v1.20.0
ip-10-0-250-100.ec2.internal Ready worker 69m v1.20.0

6.3.CLIZE A} &-5}] QU0 E A HA
Qo] E A u) W7 g Ag]luch 27 6] 42 5 o] 4 ¥ OSUS(OpenShift Update Service) 7+ 8

LA AU o E Fo 2 AW E AL 3= A 8] 9] URLS upstream o = A A 3| oF 3F ).
upstreame] 7] 2 712 https://api.openshift.com/api/upgrades_info/v1i/graph<] 1 c}.

Z2A 2
o Z o] 2E vH oA upstream ujj 7 ¥l = 3E-S w7 g o)

$ oc patch clusterversion/version --patch '{"spec":{"upstream":"<update-server-url>"}}' --
type=merge

<update-server-url> ¥ == ¢t o] E A o] URLE x4 o).
Z9 o

I clusterversion.config.openshift.io/version patched
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7. Fhtel ok Bobs o) E

ol E L2 A 2 Q1) o) Fe Aol do] Ao shelehe A Yl o] E Foll vl =€) of Fel A o]
S T N e e Y
F9e S ASUTh 259 a7 tet A == o] AL 59 YL JelolEsT A 717 B
o282 4ARE JE S F71H O UrlA =22 Q2T 5 A& Th o & Fof Gl
Eoty gUth EE S2E AR Yo Do 44 = Pulo| 22 3 vo] AA| S 2 S JulolE
T e A A0 E 4L fA B /1702 AR oF & £ AHU T

olei gt AU Lol N FH2HE QulolET 1 54 44 =27} YU EH A FES of Y
MCP(AHE A ol WA 74 E)8 AH T 5 AHUTh oA 28267 o] EX 8 2 83 A 2ho]
AR A 4YA = EE dulol 2 F dxyTh

dE 50 27 &3] 10% ==7F1007) ‘Elt S 2H7F A= A5 FA B 717kl 4A7HS A A &
ofof sl F P == =go|d sl A EslE b 8F o] Ae]7] w Fo] MCPE &8-35le] 215 g4
g F HUth o 2 S0 747110, 3070, 3071 ¢ :==7} 21 = workerpool-canary, workerpool-A,
workerpool-B, workerpool-C2} = 471 €] MCPE A 9 & &= &Yt}

A WA f-# B2 717 5 <k workerpool-A, workerpool B, workerpool-Coj tj 3t MCPE dA] 54| 3t
oS FE 2E AU ol EE A ZgUth o] A% sl Zo] A X A ¢ekr] w £ o] OpenShift
Container Platformel 4] A 8 =] = 43 3/\9} workerpool-canary MCP 2] #l 1#] 21 107]] &] = =7} 4 d] o]
ELAFUTH YA 3718 MCP= YA A HJA S B R Juo]EH A &FUtTh o3 o] f &
workerpool- canary A O]E/] Zyrg EEYgagc Ay B0 g nx= A %121]
GG WA SR S FS fA delEA P 9 BE =22 A0 Seo| P h
o] o Fh &= & 3} A A TX] MAE A7 Hell E8lLH W JARE FEE H st 7
A #e] 717F Tk 9140 2 workerpool-A, workerpool-B, workerpool-CE ¢ g o] E 31 t}.

A AR MCPE Abg-3to] 297 = Qo] 28 welsh 2l e
Ao} sz A zke] Bol Aelt X2 a2 4 AU th o H & B4
G225 AL ORI VAT S ASUTh ARSI el 22 9] @7 AHFS AFEA e sk LA
2 78 AF A A" s Ro] FLuITh

e
MCPE- t} £ OpenShift Container Platform B A 0. & v o] E3}A] &
E

o & £90] 3t MCPE 4.y.100 4 4y 112 T2 MCPE 4y.122 4l o]
tel et U 2EA got o8 e FH 2 et E F A%

i
.ﬂ

i1

Al FA Z& LA FA]3H Machine Config Operator7} 42 ¥ ==of 74 M7 A}
He3 5 glFU T MCPE A 2] 48 52 2 <=31H 215 4] 7} kube-apiserver-
to-kubelet-signer CA Q1541 o] A5 CA =8-S X gtsle] #H === FA A 54
kube-apiserver-to-kubelet-signer CA 21547} 9t 5 5 32 MCO7} 15X E A 5o 2 7Y
AVt 5L s A )ISA1 7 A E A RE s G H Al A EO] o) A& A EFU T o
2 213} oc debug, oc logs, oc exec, oc attach= ¥ 3}3to] oj 2] oc 4 & o] A=) g}
MCP d 2] & %] = kube-apiserver-to-kubelet-signer CA 21 54| kg of tsf A F31A 22
& sto] @77k F ek sl of g

o 2 ofN

7.0. 7ol Bolx HJUH| o] E Z2 A 2~ YW MCP A 1

OpenShift Container Platformoll A === 71 A 0 72 7FF 5 %] ¢k4U ol ==+ MCP(Machine config
pool) 2 1& 3} Yt} 7] & OpenShift Container Platform &2 22 H o = & 7l 2] MCP7} 2l &Yt} sty
EHAEE Z¢ 2 =803 shtE 2 2 = =894t} OpenShift Container Platform QU o] EE= &
£ MCPo|| FA] 9] @3 m Y Th
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74 7l ol Eok2 QHlo & 53

2t o] E Z ol MCO (Machine Config Operator)& 7] 22 © & 194 %] 4 ¥ maxUnavailable == <=
AZE A)7MAMCP U RE =25 & fﬂlol” shal Ayt == 5 =goldatal st ==
o] R E Pod 9 ¢Fo] HAHI =E7} o ¢f Brlso 2 EAH YT =28 =g o] 3§ 5 Machine Config
Daemon-2 OS(&4 Al 4]) HEl ol ES i?ﬁ% T e A A TS AT 0OSE ol EstE
SEEZ AR E e oF ot

27h Jelol 25X B Sl Sl o], A0 L Aulol 254 S S ALA 4 MCPE 4
9)\%‘4‘3}-3-?1 T 3l 3 MCPE 4 A SA 8t sl g MCPet A4 d =7t fHl o] EX A &Sk
QLT MCOE 94 75 MCPE Qul ol £514 24Ut s} o 4] 182} 414 MCP &
AT == dulolEsts Ao tal] o W2 Alo] kS R4 5 dFy ok A HA MCP
CE AU olES F o ZgAlo] A T3S Feld U YA =S A B AR PRFHOoF

==

wﬂﬁ%w

2 2 o | ox
Eloﬁﬁm%oﬁ

o
|m
s
o
%0,
)4
|
_Q

23

AEE S99 YL BAS] AS) AES S T (Hh2E wEe R )l
AH-g-2F A o] MCPE A4 8l A2 A YA &4 th MCO(Machine Config Operator)
= HEE S99 =20 s A4 E AR A ] MCPE FA1 3 ot

ol

S AS s ard sl of Pt o
penShift Container Platform<-
2 AaRe 540 et ZEky

fmme )X BE 2o weh 44 s MCP %9 2 MCPe] == %
2 50 54 §7 ¥ Fol Arlo|EE A oF a1 A5 F ol A
Ul EF 9l = 5 Folof P of AL AT Fo 2E

U,

_uOm

o LY AT 5 U 7L 8 FE LA LT AE Fof Qo) 28 mEe o Fel
Aol o] ol gui 2 AEsHA i A =2 et 2eo] g sho] o Hel 7o A pod S )
£ wE2 05U ST B 9 A8 A MCP 5} 2 MCPol 1 == -8 Bel 5] 914 A}
§ V5 27 83 Aok T § 20l /1) A8 1 MCPE 41860 tu 9] S0% 7}
7t Zo) U= AT == 50%E A3

2] 2l s of g o,

o] JH o] E 2 M 25 4] 8lH B E OpenShift Container Platform J t] o| E Z 2 A 2~ ¢} 7] A8
T AFUTh L2y o] Z2A 2= Ansible &2 o] 5-& AHE-8He] Y H| ©] E 5= RHEL(Red Hat Enterprise
Linux) Al =8l of| A = 2153814 kU Th

7.2. 7hvpE] ol Eob U0l E 3 B

S A Elol Bobs Qulol S T2 o] AW AL H2E R o) S P A 2F 2 2
241 Sa s WA = T A0 o] gyt

1. AdA =L 7jvto 7 MCP= A3t} 2 MCPe] == 4= 7z MCPo] &% &g 7|7 2 =
A 2E oA AR 5 Qs R A A 2= E oluletEe o oF § %9 2 B 7hK) @ 4ol wat

I=a=Rti=g
E
MCP¢| A maxUnavailable 27 & M7 slo] AAEA U ET 4= A= 4l
TE AL F AFUTH 7 E2 19U
2. AFEAF A MCPe| == A8 71 & F7HUth U A F 8] 2F oF Ao o] EsHA] &2
=4 = gis) dAste dol &S mxd F7HE YT o] Ho] 82 ==5 MCPd A4 3]
o},
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3

oA 7B Z A} Ho] 2L A AsHA] v A 9. s o= Sl AE oA Al
2 AFsH™E 9 golEo] ootk

3. QUlelE ZEA L] RE JH o] EdtA] G o vl = MCPE YA A YT

CPE A A] FX] 89 kube-apiserver-to-kubelet-signer 25 CA Q154 WA =
SAFUT A CAQISAM = AX SAZRE 2924 2 A = o] d 54

A AR5 E 365U o Al AFHUTE ok AHE CA 154 WA 7HA] F-& A
2tol ¥ &' Red Hat OpenShift 42] CA 2154 2% 78 Al o]3)] S ZZ 34 A
A
3

°
>

ASAH wA 7 FH HH Fo] A TA A H A=A 1Y k. MCP7H
A A5AH WA 7L B EA) o g FejaE ] AFe] A5tE A oc
bug, oc logs, oc exec, oc attach= ¥ 3} 3] o] 2] oc § H o] & F 7} 2y

2 1o fo A rr
= oy o gy

=

4. 29 2E QU EE FAFUT QU0 E ZEA AL AEE Folol mE(d A =EGIE
8 Eeared YA FA 94 e MCPE vl =g,

5. Qo] EH oA o) T2] 70| e Bl AE o of Za A o] o] ol ATl = AEelen S
U,
6. b A MCP2 aub 1A 54 S48t R E B4 w=7) Qo] B8 g 74 s =
N Ze Aol 4L Bl 2EFU T MCPe] A4 42 54518 8] MCPet A4 H == o] o]
E A3

E 22 A A7 A AU T #E - Se2H AR S S5t §) FEA4 o
gola 4 45U th =& oc get machineconfigpools CLI ™ & 2 A}&-3Hu o}

9402 Ul ER wm ol A ALEA A4 dl o] 2g A AT ALE A A4 MCPE AHA] 3]

N
2

73.7hgE ol Bol AU EE T3 L WA 4 F A8

A 2+ - MCP(Machine config pool)Z &}u} o] A A A 8l =

2

bl of Bobs Aulo EE Sy st A
At}

1 22 == A4 MCPE A A4 gt
a. FY2H A =28 gy

$ oc get -l 'node-role.kubernetes.io/master!=" -0 'jsonpath={range .items[*]}
{.metadata.name}{"\n"}Hend}' nodes

2 o

ci-In-pwnll6b-f76d1-s8t9n-worker-a-s75z4
ci-In-pwnll6b-f76d1-s8t9n-worker-b-dglj2
ci-In-pwnll6b-f76d1-s8t9n-worker-c-lldbm

| HHN,

b AT w9 A9 AHgA A 2l S o F7-F k.

I $ oc label node <node name> node-role.kubernetes.io/<custom-label>=
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https://access.redhat.com/articles/5651701

74 7htel ok b2 Yo E )

& =¥ v AEU T

$ oc label node ci-In-0gqv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary=

2 o

o

I node/ci-In-gtrwm8t-f76d1-spbl7-worker-a-xk76k labeled
c. Al MCPE ¥ &4t

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: workerpool-canary ﬂ
spec:
machineConfigSelector:
matchExpressions:
-{
key: machineconfiguration.openshift.io/role,
operator: In,
values: [worker,workerpool-canary]

}

nodeSelector:
matchLabels:
node-role.kubernetes.io/workerpool-canary: " 6

@ vcPelolge AT
Q worker 2 A2z} XA MCP o] &2 A A 3t}

© o =olM Aot mEol 27 AL A4 SEe AT

I $ oc create -f <file_name>
2 o

machineconfigpool.machineconfiguration.openshift.io/workerpool-canary created

| n.qN‘

d. 228 MCP 5= a4 4e) & APk
I $ oc get machineconfigpool
29 9

NAME CONFIG UPDATED UPDATING
DEGRADED MACHINECOUNT READYMACHINECOUNT
UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT AGE

master rendered-master-b0bb90c4921860f2a5d8a2f8137¢1867 True
False False 3 3 3 0 97m
workerpool-canary rendered-workerpool-canary-87ba3dec1ad78cb6aecebf7fbb476a36
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True False False 1 1 1 0 2m42s
worker rendered-worker-87ba3dec1ad78cb6aecebf7fbb476a36 True
False False 2 2 2 0 97m
Al WA 4 = workerpool-canary 7t A 4 5] 2 AL-8- 2} A 9] #lo] B8-S F718 = F7) o
Al ol ZAEYTE ZFA A MCP W2l 5 L3 FUF S0 5 YT A &E 5 gulolE

s vl @ ®ol A€ % &Y ol sl A& shte] =7} worker MCPol A

workerpool-canary MCP Z o] &= ) 54t

7.4. 92 74 E dA TA

o] Zlhutg] o} E ol HHl o] E Z 2 A 29| A 1 %] OpenShift Container Platform E 2 ~H 2 dUlo]E
&

oA 9 wmEo] g o] B & A4
(@)

St 5~ MCP(Machine config pool) & A A 3l 3L sl MCPE L A] T2 Y

. MCPE A A] 5] 3 MCO(Machine Config Operator) 7} sl & MCPe} A4 H == &5 HH o ET

Sl

23

MCPE Y A] 5% &} kube-apiserver-to-kubelet-signer 2}5 CA ¢1Z A WA = LA =
AUtk A CAdSM = A SR EFE 2924 = A HM o] ASM = A e/ =
HE 365 ol A AF YU thi Abs CA QLS A WA 74A] o2 A1 7HE drof 2™ Red
Hat OpenShift 4] CA Q154 25 7441 olsl & 23 A1 2. CARISA WA 71 +3 =
A Zo] AA A A H A=A FAF U T MCP7F LAl T2 5 1A wA] 7k &4 s)
A exo v Fej g el /5ol A sl= Il oc debug, oc logs, oc exec, oc attachE =3
ted o2 oc B ol 2.7 7} whg gk,

MCPE <A SA &8 H &S I

1 A EA8ke = MCPE o %) g o).

I $ oc patch mcp/<mcp_name> --patch '{"spec":{"paused":true}}' --type=merge

& =¥ e AEU T

)

$ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":true}}' --type=merge
of

=
I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched

7.5. 284 2¥ dU o E 543}

MCP7} 1] 3e) 7t He o) 28 Qulo|E8 20T+ A&Uth FH 26 A8 ohe Gulo=
W F shhe Fa AL

o ) 2E2AG FH2H JulolE

o CLIZA&3lod 22 2H QulolE

e ol E7L R HH MCP2] dA| A& st Al & &= d5UTh

7.6. MA 74 & AA] FA] &l A
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-upgrading-web_updating-cluster-within-minor
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74 7htel ok b2 Yo E )

o] Zhtg] o} Eol% o] E Z 2 A 20 A OpenShift Container Platform ¢ dl o] E7} &5 ¥ & A& %}
Aol MCPE sluH A A =4 el Al gy th. MCP &) U Al 3] = ) #] 3t MCO(Machine Config
Operator)7} sl MCPe} A48 ==& o] ET 4 &5 Th
MCP 4 A A& Al st ™ th< 3 U o

1. LA FA A MCPE 3 %] g4 o}

$ oc patch mcp/<mcp_name> --patch '{"spec":{"paused":false}}' --type=merge

& =¥ e AEU T

$ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":false}}' --type=merge

)

a])

| HHN‘

machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched

oc get machineconfigpools 3§ 3§ & A&t dulolE W& 42 geld 5 dFYh
2. dHle|EE kx| A fEE Aol d S Bl RESHe] o ZejAl o]l d o] dl d = AEst=A] #A

U,

3. YA A E & MCPE

ol

P QA 2R A8 o Eej A o) o] A st gl gyt

7.6.1. o =] A o)A Aol T A
el Ed oM ZEstA] e cfEeold 5o L /7B A5 £ =S AT =4

[e)
o\dste] o Z2) A o] A pod T E =ER o] Fate] S Aol MUl 2 EAS FX BAL 5 A%
Ut} A ¥l MCPE 23} &2 u T 24 gholof Fuith

77. == 9H WA 744 2R °olF
o] 7h}g of 2ol Jul ol E ZEA 2o A A& A o] MCP(MCP)E U A] 54 &) Al 8laL &l & MCP <}

AZE mEe fFe Aol ol | FHE 53R FAR F =S Fo4AHEA G Fol e A
3l = =2 Y MCPE thA] o] &3 of 3 o).

IIII .
s Zel 2B ol AR 25 sk o Zo] glo]of Pt

=EE Y MCP2 o] g a2l e th& S gyt
1 =o A ARER A4 8 o] g A A Gtk
I $ oc label node <node_name> node-role.kubernetes.io/<custom-label>-

& =¥ e AEU T

$ oc label node ci-In-0gqv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary-
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=9

2

I node/ci-In-0qv1yp2-f76d1-ki2tg-worker-a-j2ssz labeled

42

MCO= ==& 98 MCPE thA] o] 5313l =5 MCP A o2 24 )
2. Y 2EH MCP E=3 dA) A= &
I $oc get mep
NAME CONFIG UPDATED UPDATING

DEGRADED MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-1203f157d053fd987¢7cbd91e3fbcOed True  False
False 3 3 3 0 61m

workerpool-canary rendered-mcp-noupdate-5ad4791166¢c468f3a35cd16e734c9028 True
False False 0 0 0 0 21m

worker rendered-worker-5ad4791166c468f3a35cd16e734¢c9028 True False
False 3 3 3 0 61m

L—_E—‘E AFE-2F 21 MCPof| A A A= oL 2 MCPRE thA] o] 5 @Y th Al =8l & o] Est=
T o] A4 & AdHK Yt} o] o A= shte] =7} A A ¥ workerpool-canary MCP o] A]
'work rMCPE o] =5 l&5 Yt

. A8 Abek AFE A} 2| MCPE 2HA)] 34 o).

I $ oc delete mcp <mcp_name>
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OpenShift Container Platform S8 28 & dd o]l Ed Ay dad ol =< = 5y Z8 2F o RHEL
(Red Hat Enterprise Linux) Al =gl o] 32 3te 739 el G A =85S U] o] EsL7] ]l 71 A& 53 3]

oFgH T,

8.1 AA %A

e admin At ol = AMEALRE Fel2E o QA =Gt RBACE Al&she] dgh o] 8l 48 &
Tz L

o ujolEs} Asfate 2% HZeted W glo] T T 2HE o)W A = Bgaol g
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8.3.2. 3 & A}-&3 =5 Ansible Il 2] 3} A%

all : vars 4|4 o}7) 9| hosts 21wl £2] st o)A 247} A 28] o] 2} A% 5= RHEL (Red Hat Enterprise
Linux) 279 A28 Julo| £ w AL§ T F28 H o) g

AA =2

® RHEL HF 8 A2d SHEHE F71ete vl AFEH = AHFE ol QAT 5 glojo] gyt
RHEL A] 212 4 o] 3} = hosts Ansible 2191 £ 2] T} of] o] Al 23 5= 9l o] oF F T}

1. 35 A7Ag 5 Ansible 2191 S 4 o] 8t= YAML 91 & wh5 U th o] 312 o of 9} 7Fo]
Playbooke] o} L& o] 2tg] o & 4 & o] lojof FH th

# Trivial example forcing an operator to acknowledge the start of an upgrade
# file=/home/user/openshift-ansible/hooks/pre_compute.yml

- name: note the start of a compute machine update
debug:
msg: "Compute machine upgrade of {{ inventory_hostname }} is about to start"

- name: require the user agree to start an upgrade
pause:
prompt: "Press Enter to start the compute machine update"

2. hosts Ansible 1Ml £ 2] 52 & g 3le] T2 A S A FUTH T2 g & et 2ol all :
vars] 2 Ao A wj 7} W gho. 2 A A HU o

SELLEDEREEEPER

[all:vars]
openshift_node_pre_upgrade_hook=/home/user/openshift-ansible/hooks/pre_node.yml
openshift_node_post_upgrade_hook=/home/user/openshift-ansible/hooks/post_node.yml

2 4ze) BEAE st Pelol A Yl A= A Av) A2 S A FI Tk
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EENE
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https://docs.ansible.com/ansible/latest/user_guide/playbooks_delegation.html
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g = syt vhold A vl o] ES =3 & W) RHEL| A RPM =) 71 X & A o] & Z 8.7}
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H}\H le—
AA =7
o ST CIEHASFY T
T8
RHEL Al 28l o] JUHo|E Z2 A 25 k5317 918l 28 ZE oA A g =F4to]
¥ 9 8tm 2 RHEL 247 A 282 Qe o] B al7] Ao 22 2 2 9 ulo] Es)o}
Gk
o RHEL 49 MAlS Eel2H o) F7tshs v AH&3 24 Al 2d o] AA 2T 5 dHFHth RHEL
A] 2= 2l upgrade Playbook-2 A 2] 3}+= hosts Ansible 218l & 2] 1} of] o) M| 228 4= Q) of of 3}
Ut
o uloju HAS JulolEst7] 93l RPM 2]l A Bl = Sl L olA A3 F2 5L HA
OpenShift Container Platform& AF&-31 32 9l &4 o
Z2A 2

1. Z2Eo|A firewalldE X st v &4 8} 3 o).

I # systemctl disable --now firewalld.service

23

ﬂg@ggﬁaiﬁgﬂ%ﬁqgg;ﬂ%OSMﬁlﬂHbﬂmwwdﬁm =R
sty th S 2~ E o A firewalld A v] =5 &4 8151 2FY &} 2] OpenShift
Container Platform Z Z1of] WA 2~ & —’.1 &Y} 24 & 2] OpenShift Container
Platform Z 710l Al & A A 23t H 5ol firewalldE &7 8}814] ml4 Al 2

2. OpenShift Container Platform 4.7¢] 2 ¢ 3 2] A E 2] 2 &4 3} gt}

a. Ansible Playbookg A& sl 7 FE oA 3 g A EHE o] EFU

# subscription-manager repos --disable=rhel-7-server-ose-4.6-rpms \
--enable=rhel-7-server-ansible-2.9-rpms \
--enable=rhel-7-server-ose-4.7-rpms

b. Ansible Playbookg- 4l 3 5}+= A] 2~ & o] A openshift-ansible2- £ 3slo] = o
dlel =g .

)
ot
8
N
X
il
i

I # yum update openshift-ansible openshift-clients
c. ZtRHEL AF Y =0 a3 2] TA EP S Yol EFY )

# subscription-manager repos --disable=rhel-7-server-ose-4.6-rpms \
--enable=rhel-7-server-ose-4.7-rpms \
--enable=rhel-7-fast-datapath-roms \
--enable=rhel-7-server-optional-rpms
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a. A == e E glsta fdulo]Ed RHEL #iatE 24 Stk

i
§

I # oc get node

=99
NAME STATUS ROLES AGE VERSION
mycluster-control-plane-0 Ready master 145m v1.20.0
mycluster-control-plane-1 Ready master 145m v1.20.0
mycluster-control-plane-2 Ready master 145m v1.20.0
mycluster-rhel7-0 NotReady,SchedulingDisabled worker 98m
v1.14.6+97c81d00e
mycluster-rhel7-1 Ready worker 98m v1.14.6+97c81d00e
mycluster-rhel7-2 Ready worker 98m v1.14.6+97c81d00e
mycluster-rhel7-3 Ready worker 98m v1.14.6+97c81d00e

NotReady, SchedulingDisabled *} €] 91 A] =] & 3FQl gt}

b. T}2 o 2} 7+o] /<path>/inventory/hosts ol 4] Ansible 1 Wl & 2] 31 S &<2135}32 NotReady,
SchedulingDisabled 4} & ¢1 A] 2~ vt [workers] & A o] Y& =& &S ool EFTY
c}.

[all:vars]
ansible_user=root
#ansible_become=True

openshift_kubeconfig_path="~/.kube/config"

[workers]
mycluster-rhel7-0.example.com

c. openshift-ansible t] & 2] 2 W7 g1t}
I $ cd /usr/share/ansible/openshift-ansible
d. upgrade PlaybookS- 4l 3] gt t}.
I $ ansible-playbook -i /<path>/inventory/hosts playbooks/upgrade.yml ﬂ

@ <path>cl tisl B4 F Ansible AWl £ o] FmE XA FUT
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upgrade = g o] &5 OpenShift Container Platform =} 7] x| v+ ¢ 2@ o] = ¢}
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# oc get node

=99

NAME STATUS ROLES AGE VERSION
mycluster-control-plane-0 Ready master 145m v1.20.0
mycluster-control-plane-1 Ready master 145m v1.20.0
mycluster-control-plane-2 Ready master 145m v1.20.0
mycluster-rhel7-0 NotReady,SchedulingDisabled worker 98m v1.20.0
mycluster-rhel7-1 Ready worker 98m v1.20.0
mycluster-rhel7-2 Ready worker 98m v1.20.0
mycluster-rhel7-3 Ready worker 98m v1.20.0

6. A Atdhdadel= Fe ol Hol A HdulolEsHA ¢d2 &
o gl M7NAE del el EstEH th5 FH S A F U

I # yum update
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#using-rbac-to-define-and-apply-permissions
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-gcp
https://bugzilla.redhat.com/show_bug.cgi?id=1925061
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A etHE SN F 2
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71 %~ OpenShift Container Platform 4.7¢] R E W& & g2 35t=
AU Al BA 2 ocE Tt R st AUtk Y EY AT}
HE dadel=ste 49 d2dol =8t = oc A& A XY

9.2.1.1. Linuxel| 4] OpenShift CLI A %]

T3 A& AFE-ste] Linuxoll 4] OpenShift CLI(oc) vlold el & A X & = A FU o

Z2A 2
1. Red Hat 227} 3£ € ol 4] OpenShift Container Platform t}¢-2 = ¥ o] x| & o] &3t}
2. B =5ohe vl Add HAS APy

3. OpenShift v4.7 Linux Client(OpenShift v4.7 Linux 20| E) & dof 3l= A F G LEE
Z2 Zg 353 3dLe Ao

4. o}7folH 9] )} %S F U
I $ tar xvzf <file>

5. oc vho] U2 & PATHS] Sl o 9 El2] ol w) 2| g o,
PATHS Solstelwl b 33 S 499

I $ echo $PATH
OpenShift CLIZ A X3t 3 oc W& & A8 = HF Ut

I $ oc <command>

9.2.1.2. Windowsol| 4] OpenSfhit CLI A4 %]

T} A 2po] we} Windowsell OpenShift CLI(oc) Ho] W 2] = 4 ) 8 4= gl %1 o},

1. Red Hat 227} 3Z € ol 4] OpenShift Container Platform t}$-=2 = ¥ o] x| & o] &3y t}.

2. A =5ohe-Hl ol A A s ey o

3. OpenShift v4.7 Windows Client 3} 919 Sl= A3 22 =8 S50 3d S Aot
4, ZIP 2233 0 2 o}7}o]H o] ¢}=S Ft)

5. oc Hto]HE] & PATHO Sl HdH e & o] 5 JTh
PATHS golsleiw ek

I C:\> path

OpenShift CLIZS A X3t & oc W& & A& 5 A5yt
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https://access.redhat.com/downloads/content/290
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OpenShift Container Platform 4.7 22| ¥ dH o]l &
I C:\> oc <command>

9.2.1.3. macOSel] OpenShift CLI A X

th& 4 kol me} macOSe) 4] OpensShift CLI(oe) uhol Ui 2] & 42 & 5= 9

)4

U,

1. Red Hat 2274 Z € ol 4] OpenShift Container Platform t}¢-2 = ¥ o] %] & o] &3y t}.
2. WA =Eohe d ol 429w Ad e,

3. OpenShift v4.7 MacOSX Client 3t =5 &9l 3= A7 2 =& ZYstal #d & A 4d ot

il

4. o}7}olH o] ¢k s A &tal ¢S FUth

5. oc vloly g] PATHe] td g g =
PATHE gl grnjd & &

I $ echo $PATH
OpenShift CLIZ A X3t 3 oc W& & A8 = HF Ut
I $ oc <command>

93.cluAE ML F AE AF HH A

Red Hatdl| A vl 8| & o] m A & v HH T 4= Q)= ZEH oY o|n A HA2EL S AW 3d S A FY
=8

m o)
S 2HEAXT 0 o] o]u|R] HAEEF QAF HE J’ré%%/\ =81 (pull secret)
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A R9] vlE 82 22 oo o 27] Aol Hol ]t
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9. MIEAAZL A FE S04 S22 Yol E

o UEYJIATIATHE SA N At =S v A LEL VA ol dFY
o v HAREAAN ouA S v P T o] mA] AF AAE FAJYFHT

o olmAE AT oW A Ao QRES F = v AALER A S A T8t dFH T

M E2EAM e BAE S I

1. Red Hat OpenShift Cluster Managereoi| 4] registry.redhat.io = A 23 & t} =2 =35} .json
kel of] 4 g ok,

2. "8 HRA=E ) Ul g base64R 17 FH A A} o] &

>{|ﬂ

$ echo -n '<user_name>:<password>' | base64 -w0 ﬂ
BGVibYk3ZHAtqXs=

Q <user_name> 2 <password>2] 7 ¢ g x| 2 Ez|o] A e Alg A} ol E W U452 X F 3

U,

z
@ =132 A38 S ARl 4T ISON HU 9 o5& AFFY T}

4. 3}d 2 ~/.docker/config.json &= = $XDG_RUNTIME_DIR/containers/auth.json ©. = 73t
=
el ] g2 the o o AL o

{
"auths": {

"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

b

"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"

b

"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

b

"registry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"”
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"auths": {
"<mirror_registry>": { ﬂ
"auth": "<credentials>",
"email": "you@example.com"
b
ﬂ <mirror_registry>2] 4% v] & A 2EL 7} 2l =X E A Fot=d ALE e B A SE
Zud ol & ¥ X E (A9 A 3h)E A &Yt} o registry.example.com =
registry.example.com:8443
(o)

<credentials> 2] 73-¢- 2] g A ~E 2o 3] base64 = 1A H A&} o] L IFT S
217 e ot

)

7 & b ol Al oF FrAG Y Th

{

"auths": {
"registry.example.com": {
"auth": "BGVtbYk3ZHAtgXs=",
"email": "you@example.com"

}

loud.openshift.com™: {
"auth": "b3BlbnNo...",
"email": "you@example.com"”

}

"quay.io": {

"auth": "b3BlbnNo...",

"email": "you@example.com"

}

"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

registry.redhat.io”: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
}
}
}

9.4. OPENSHIFT CONTAINER PLATFORM o] v 2] & 4~ 0] & &

W= 27} A e B Zzul A sk Zebol q 28 2H S gl E57] o] Bad Aol
U ol vl A & s F7 o) vl e Yok TLITh o] L2 28 A G Ul E Y ol A ALgshe] Z e 2T 7}

- Hrl =l s 222 Ao 7S FFot= AElolY oA R AME- el =& & = U FY T

Z2A 2

1. Red Hat OpenShift Container Platform Upgrade Graph A1 z}3} T2 23 4l A ujo]E Zg =
AFE-3He] gt W oA T2 M o2 o] o] EE Al E Y o} OpenShift Upgrade Graph+= Al
g ozt A S 2H AT dokd S8 WA ko] GUHlolE ARV A=A el =
S AT

2. 389

r
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https://access.redhat.com/labs/ocpupgradegraph/update_channel

9. MIEAAZL A FE S04 S22 Yol E

CEYEHAS R Y
I $ export OCP_RELEASE=<release_version>

& It;release_version >l tff 3] & & o] E& OpenShift Container Platform ¥ & of] &f &3l =
B 22 XA (d:4.5.4).

L 2H YA REG OEFH TAE XEE YWEYWYTLH
I $ LOCAL_REGISTRY='<local_registry_host_name>:<local_registry_host_port>'

<local_registry_host_name>2] 73 -$- 1| 2] #4449 ]/\EE] =]l o] & A A 3L
<local_registry_host_port>2] 739 &

CEAAG o ES WEYYTH
I $ LOCAL_REPOSITORY='<local_repository_name>"'

<local_repository_name> 2] 7 -9 @ x| = E 2] of] 24 S+ # A4 o] & (o] ocpd/openshiftd)
< A o

m s

ek

A olge Ry

I $ PRODUCT_REPO-="openshift-release-dev'

Z29AM $7 9 g 29 7 $ openshift-release-dev s = 4 3] oF gt}
[A2=Ef & A48 F2E WRHY

v}

I $ LOCAL_SECRET_JSON='<path_to_pull_secret>'

A e HAZER ] e F A|AE S A FE Y 3 o5&
<path_to_pull_secret> o] =] 4 gt}

o
Z 2] 2~ F ]| A ImageContentSourcePolicy ¢ X =

EE X
HYLe TS A3 Y AN 2Eeo] e 22
g5 gt ZRAES E AN F18 + glEUn

S A EE R YT

I $ RELEASE_NAME="ocp-release"

Z29 A4 37 o] e 2~9] 7§ ocp-release= x| & of g o}
- Ae o] ol 7 8l A f (o x86_64)S W EH Ut

I $ ARCHITECTURE=<server_architecture>

T2 o] r A

il

sregvYHe) 42s Ryl

I $ REMOVABLE_MEDIA_PATH=<path> )
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e e ojm A gl A My AES Iy

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-${ARCHITECTURE}

--dry-run
4. vl olm A& v HALE A vl gy
o ©E Z2ET AR oA 23 5 glE A
i olsA vHo]E AUl A4 E A Agel dd gy
i, olvu]x] B A W 2EE o] 54 mrle]¢] g Eele] m e gk

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

nto]l 2 UEYAZ AT SH 02 7pA 94 ol m A S 24 AH ol g A 2EF
CQmeayo

$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror
"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} ﬂ

r

REMOVABLE_MEDIA_PATH?] 7 ¢-olm X = mjejs & wf A3 A= 5
7228 Agsforg
iv. oc CLI( = AE o] 2)E AHE-sho] 2ol = 9l S8 2FHd 2a2d gyt
v. ng"gE a2 olu ] A1 configmaps dZ49 Fe2Hol 283U Th
$ oc apply -f ${REMOVABLE_MEDIA_PATH}/mirror/config/<image_signature_file>

< image_signature_file >2 3} o] A 2 ¢} o] & X Ft}(: signature-
sha256-8115415c03294534.yaml ).

o =2 AH oY HAX=EF e} F TP SAEC AAH 5 = oluAE 24
AA~EZ R AH FA8FaL Ty B & 2 AHE-she] config map& & =8 o 483k

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --
from=quay.io/${PRODUCT_REPOQO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

-to=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} --apply-release-image-signature
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3

--apply-release-image-signature -4 o] 235 7§ o] 2] A 2l S ¢

3l config mapg 2H4 314 k45Ut

9.5. o] v X] A7 CONFIG MAP /3

FHHE Aol Es7] Aol Ag-ah= Dl o m A o] A o] 29 configmaps 5o 2 A5l
okt t}. o] 4% & &3] CVO (Cluster Version Operator) & o] 4= & o] 1] %] 9} A 2] o] 1] 2] ] & #]
aatel el ol m A 7 HAGH A e & F dFH

w2 4.4.8 o]/woﬂ/q g 1g o] =3l 29 oc CLIE A}-8-3}¢] config map e A A e 4= Sl th o] d ¥
AelM g ol=ste 44 75 WS Abga oyt

9.5.1. o] 1] %] A configma

p
olu]x] A9 configmapg WHEI JH ol Ested = F2H &gt

C FU2HEQUOIES 1 vtk T BAE S ok T

1. OpenShift Container Platform fd 2#jo] = A & A 2] "Wlo] X B E F X%

HHlclE d2E 28 Tt

tel 21 He| F &

off

2. OCP_RELEASE_NUMBER 7 ¥l %0 v 3< Z7bg o,
I $ OCP_RELEASE_NUMBER=<release_version> )

<release_version><| &l 2 2H & d o] E8}e] = OpenShift Container Platform H
Ao sl et Bl L E A G F Ut (9 4.4.0).

3. ARCHITECTURE 7 W <o) 22 28 | A 28 o}7] 84 & Z7ha o,
I $ ARCHITECTURE=<server_architecture> @)

Q server_architectureol] o &l x86_64z} 7S A1 o} 7] €l %] & x| A g1t}

4. Quay oA gl & o] pA] oA 2EE 7HA 5 U

$ DIGEST="$(oc adm release info quay.io/openshift-release-dev/ocp-
release:${OCP_RELEASE_NUMBER}-${ARCHITECTURE]} | sed -n 's/Pull From: .*@//p")"

5 telAliE dugES A4 I

Eis
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https://access.redhat.com/solutions/4583231
https://quay.io/
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I $ DIGEST_ENCODED="${DIGEST#"*:}"
7. mirror.openshift.com ¢ Alo] E o)A o]m]x] & 7}%] &}

$ SIGNATURE_BASEG64=%(curl -s "https://mirror.openshift.com/pub/openshift-
v4/signatures/openshift/release/${DIGEST_ALGO}=${DIGEST_ENCODED}/signature-1" |
base64 -w0 && echo)

8. configmap< A4y}

$ cat >checksum-${OCP_RELEASE_NUMBER}.yaml <<EOF
apiVersion: v1
kind: ConfigMap
metadata:

name: release-image-${OCP_RELEASE_NUMBER}

namespace: openshift-config-managed

labels:

release.openshift.io/verification-signatures: "

binaryData:

${DIGEST_ALGO}-${DIGEST_ENCODED}: ${SIGNATURE_BASE64}
EOF

9. fddlolEd F&] ¥ 9 configmaps 483t

I $ oc apply -f checksum-${OCP_RELEASE_NUMBER}.yaml

9.6. Y E S =7} A 3+= 37 9o =

B ¢
HEYI7FASH 37 o] S8 AHE 22 =3 2 g & o] v %] 2] OpenShift Container Platform ¥ A
O 2 JulolEFY

1>

H ol E

3

27 OpenShift Update Service7} 3+ 749 o] A 4l A4 € <)
AbESte] Qo] ET = dFU T

i

EEECLARS

AA =2
o A Helxo olm A& HALEZ A rH YL AU
o f P29 & oln A A1 ConfigMap & S8 &H ol 483813l AFH T
e o]jujx] v ConfigMapoll A & ] 22] sha256 §4] &S 4& & AdHuth

® OpenShift CLI (oc), 4.4.8 o] WS A X Yt}

EZZAX

o ZexHE guolE T

$ oc adm upgrade --allow-explicit-upgrade --to-image
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}<sha256_sum_value> ﬂ
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https://mirror.openshift.com/pub/openshift-v4/signatures/openshift/release

9. MIEAAZL A FE S04 S22 Yol E

<sha256_sum_value> 312 o] ] 2] A % ConfigMapol| 4] & 2] 2] th g+ sha256 $H7 g1
o} (ol

v] 2] g ] 2= E 2] o] ImageContentSourcePolicy = 41831+ 79 LOCAL_REGISTRY tf4] %
= HAZEY o] 55 AHEE & AFH T

3

ImageContentSourcePolicy 7 A 7} 3}
TAL F AFULL Z2AEo & A

E
e
o
B\
_\|l_,
et
>
2
Ly
2t

7t Q7] Al 8 & By dsta e g E
OpenShift Contamer Platform 8] A28 & A

o &zolulR YA AED ] AFadA ofu
o)) ] | B2 o] A A4 A o] F oA
SRt

_14., =)
o N,
k1
J

o SuelEel R 49 GE N Y ALY F AES 7 vhg A gl sl olel v Y8
4428 g

t}& 2 OpenShift Container Platform¢] #1 4 v g] 8] o] & 7}2] &4 9] th
o ojmA F2YALEY Y HE Ao 2 YT F AF YT

o AT UL Fel 2L FRE A (F: quayioyl A ol & =g
or) 5te] wahy ) g A2 aF A olnAE ATIES & 5 AFUTh

o onA 7HH 7] 2ol oW =
T AR zE LﬂﬂmoilE*HW

e <9 ¥ 3l n) g8 A B OpenShift Container Platform S 2] 2 ¢] B E = = o) A]
/etc/containers/registries.conf 3} & o] =715 Y}

o L7 AR AHFLM oA S QH3H QA H AZE ZS v 71X vHHH G AGALAE
AHZ A =F UL ZE v 7 ARSI H S8 AHE A2 AZLE A Bl
g w2 7t E F AdHFYLh

Agarege g e Py or 44 5 9

o

Y,

® OpenShift Container Platform 4 %] A]
OpenShift Container Platformol] & 8 3 Ad o] o] n| A & 714 & T} s & o] 1| ] & 3| A} W
s}e Hof w X 5 A ghE | E9) Ao 9)+= dl o] ¥ Al o] OpenShift Container Platformg- 4
A AFYT

® OpenShift Container Platform A X] &
OpenShift Container Platform A X] A] v] 2] & 2 4 A 5} #] %32 ImageContentSourcePolicy 7l
A& AHEste] Yzol A8 F AFHTH

B A A

Ty S AFFY T olo oS 4 ¥ 3= ImageContentSourcePolicy <
HAEZS A =
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o A AALNM 2 E A

IR TN

=

i

bS ks R S el =2 IS B s e i T B

b
ImageContentSourcePolicy 7l | 7} )= Z&] 2o U3t F 2 Z A A AT 4
AFUTH Z2AE Z A A8 S F71e F glsyth
AA =2
* cluster-admin o & 9] A}-§ 22 Fe] 2 o] A 2T 5 o] oF I Tk,
IR
L uHYH LS HA T
® Red Hat Quay Repository Mirroring |l 44 % €1t} & Red Hat Quay & A}-8-31e3 w2} @ A4
erd 1%%&&

2E 44 FYth Red Hat Quay & AH&
H

T AN FE AGRE ol
AL A ZEo] Aol whet e G A A S whel A

1
A% 02 F7188 & A5k

o skopeost 2 £g AHgsle] 2 YRl me Y AGLR oA E FEOR S
AU ok
o] 2 So¢], Red Hat Enterprise Linux(RHEL) 7 %= RHEL 8 ] 2~8] o] skopeo RPM 3} 7] %] &
A 28t &t} of 9} 740 skopeo S A& 3 T

$ skopeo copy \
docker://registry.access.redhat.com/ubi8/ubi-

minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6\

docker://example.io/example/ubi-minimal

o] of A o] = example.io}= 71 H| o] o] ] A] H A 2E ] 7} 3] oH,
registry.access.redhat.comei] 4] ubi8/ubi-minimal ©] 1] x] £ 2-A} &+ exampleo] 2}+= o] 7]
A A A7 A F UL B A 2EE E A A S & OpenShift Container Platform 8] 28 & A
Aote] 2 AL 9 F SV HPE AFLE UL S F AFYTH

2. OpenShift Container Platform 2] 2~ o] 2 2¢1 gt}

3. ImageContentSourcePolicy 3} (<l registryrepomirror.yaml)23- A3} &2~ 2 v H E
B HALED Y AGA A o] m A &= WA g

A

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:

name: ubi8repo
spec:

repositoryDigestMirrors:

- mirrors:

- example.io/example/ubi-minimal ﬂ

source: registry.access.redhat.com/ubi8/ubi-minimal g
- mirrors:

- example.com/example/ubi-minimal

source: registry.access.redhat.com/ubi8/ubi-minimal
- mirrors:

- mirror.example.com/redhat

source: registry.redhat.io/openshift4 6
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https://access.redhat.com/documentation/en-us/red_hat_quay/3/html/manage_red_hat_quay/repo-mirroring-in-red-hat-quay

09

G U EL A7 A S A oA S| 2FH JH ol E

Ul LF o] 29 o] M A F ALE SR E A LEY oA v dAaFo]As AT

Sk 2=
= T
AHEUTH HAXZET E9 AL A2 2 A2 5= 7% ImageContentSourcePolicy 2] 2~ 2

e zER e BE B EAR S APk

. Al ImageContentSourcePolicy 7} 4] = A A g4 t}.

I $ oc create -f registryrepomirror.yami

ImageContentSourcePolicy 7] A 7} A & & A A o] z} o v 2 H FH2EHE &2 A
o thet @ o) vy Y H A AE ALE517] A 2 T

29 o
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.20.0
ip-10-0-138-148.ec2.internal Ready master 11m v1.20.0
ip-10-0-139-122.ec2.internal Ready master 11m v1.20.0
ip-10-0-147-35.ec2.internal  Ready,SchedulingDisabled worker 7m v1.20.0
ip-10-0-153-12.ec2.internal Ready worker 7m v1.20.0
ip-10-0-154-10.ec2.internal  Ready master 11m v1.20.0

W7 Abgro] A5 0] )17) wl ol 7k A ;== o obo] M| &g shE o) g L 4 3

Y.

U7 Z2A LS A AL 2] A 29yt

I $ oc debug node/ip-10-0-147-35.ec2.internal

=
Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host’

o] shel o] oA g

I sh-4.2# chroot /host

. /etc/containers/registries.conf 7} ¢ & x| =5l W7 Al3lo] A& 5 Q=R gl

I sh-4.2# cat /etc/containers/registries.conf

z9 o

o))
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unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
[[registry]]

location = "registry.access.redhat.com/ubi8/"

insecure = false

blocked = false

mirror-by-digest-only = true

prefix ="

[[reqistry.mirror]]
location = "example.io/example/ubi8-minimal"
insecure = false

[[reqistry.mirror]]

location = "example.com/example/ubi8-minimal”
insecure = false

8 oA ol ALEE =ER 7t ot AA| = v 2ol os) a4 = =A] gl g
ImageContentSourcePolicy 7 A = o] 1] 2] 8] 27} o} o] m] 2] tho] A 2~ E vk 2] ¢ gt}

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi8/ubi-

minimal@sha256:5cfbaf45ca96806917830c183e9{37df2e913b187adb32e89fd83fa455eba

a6

AZa v A 2

A2 vl s AR AR GESA B A A gL e 45 ol B b uE AE 5

of 2215 sl 2t &

o 1AL oluxE A WA FE n 2 AL Lse TFIU T

o A 2Hl A" A~Eo A Insecure S 17} T 0 2 AL U}

e /etc/containers/registries.conf 1} & 2] o] 2o WA HAFYTh A A B AL TOML & 2] 9
H A 299 Y o).

9.8. ZH A E A RE HNLTE ZFo]7] 98] n g oln R 7tEd=2 22 ¥ s

€
M gE oln Az MAE AGL FE Be Y He gA2EY $304 AA T 5 dHyh
4 9] 3l ImageContentSourcePolicy 2] A= 2l A~ HA O uglt ==& A R Y e|of st S FE =

Ay,

ImageContentSourcePolicy ] &~ 2~0)| A v g o|u|x] 7lEZ 22 W E sH3sled tf A AE 3
Fuioh

AA =4

OpenShift Container Platform CLI ocE 4 2] 4 t}.

cluster-admin ¥ glo] Q)= AFEAZ 2 2A Y T}

o dHo] B S EHNA AEE v H P E o m A JtE RS A IY
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9. U EL A7 AZHE S04 S 2H Yol E

A3}

1. <local_registry>, <pull_spec>, 2! <pull_secret_file><l| tf 3 7+ A A sl v} HH S A3
Gk

$ oc adm catalog mirror <local_registry>/<pull_spec> <local_registry> -a <pull_secret_file> --
icsp-scope=registry

Te3 2HyTh

<local_registry>

Ao &7 FH g el A3 22 A 2EF YUt (4 local.registry:5000).
<pull_spec>

Ado] #71 gA2=E e 4 H F AFFY Y (4l redhat/redhat-operator-index:v4.7).
<pull_secret_file>

2 .json 1} & 2] 9] registry.redhat.io & A] =28 Y Y t}. Red Hat OpenShift Cluster

Managerel A & Al A8 S 2= F A FHTH

oc adm catalog mirror § & -2 /redhat-operator-index-manifests t] @ & 2] & A A 5} 22
|mageContentSourcePoI|cy yaml catalogSource.yaml ¥ mapping.txt 3} S A Ad & o}

lru

2. A} ImageContentSourcePolicy &) &~ 2~5 ZF2] 2~F o] H-83 )

I $ oc apply -f imageContentSourcePolicy.yaml

As
e oc apply”} ImageContentSourcePolicyol| 73 Al3S d 34 o2 A& == AU

I $ oc get ImageContentSourcePolicy -o yaml
=99

apiVersion: vi
items:
- apiVersion: operator.openshift.io/vialphat
kind: ImageContentSourcePolicy
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.openshift.io/vialphal","kind":"ImageContentSourcePolicy","metadata":
{"annotations":{},"name":"redhat-operator-index"},"spec":{"repositoryDigestMirrors":
[{"mirrors™:["local.registry:5000"],"source":"registry.redhat.io"}]}}
ImageContentSourcePolicy 2] &2~ ¢t °]E§ % OpenShift Container Platform& A} A4 & 7} =
o M T FE 2T E 22 A2 @ 2ol v PE A G2 g A Ao

9.9. 37} 8 &

o x| 3tH J| E ¢ Zoj A Operator Lifecycle Manager A&
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https://console.redhat.com/openshift/install/pull-secret
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/operators/#olm-restricted-networks

OpenShift Container Platform 4.7 23 2H ol E

o AT

® OpenShift JH O] E Au] =~ A X @ A4
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/post-installation_configuration/#machine-config-overview-post-install-machine-configuration-tasks
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#installing-update-service
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