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b] 27} A) S E L .

o] Z A 2o} BrpE A 250 4] Fel2El o) Fol & Fu] 7} HY v ARG F H2I) gl o

6.2. IGNITION 7§ =< 12 7]

PEZEY Bl g WESE b AMEE Ignition 74 71 2S Ml H ohg HE S JYH AL

I $ openshift-install create ignition-configs --dir $HOME/testconfig

% 7}x] g+ b g 5} M bootstrap.ign, master.ign < worker.ign 7 &/ o] ¢ 2 ¢ O] g £ 2] o] F A H 1]

bootstrap.ign 7 2/9] U] §-5 1221l jq HEE Fa d4 4]0, 95 L] 2 HL T PE]

$ cat $HOME/testconfig/bootstrap.ign | jq

{
"ignition": {
"version": "3.2.0"
}
"passwd": {
"users": [
{
"name": "core”,
"sshAuthorizedKeys": [

"ssh-rsa AAAAB3NzaC1yc...."

}
I
}
"storage": {
"files": [
{
"overwrite": false,
"path": "/etc/motd”,
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"user": {
“name”: "root"”
}
"append”: [
{

"source": "data:text/plain;charset=utf-
8;base64,VVGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJve WVkIHdo
ZW4gdGhllG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemitYXJ5IHNIcnZpY2VzIGFyZSByZWxIYXNII
WitYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkg Ym9vdGt1YmUuc2VydmljiZS4gVG8gd2F0Y2ggdGhlaXI
gc3RhdHVzLCBydW4gZ55nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hzZ2Uuc2Vydm
[[ZSAtdSBib290a3ViZS5zzXJ2aWNICg==

}
I
"mode": 420

P2

bootstrap.ign 7 & o] 1} G F 7} o] 1] &S r] 7 3} E] H & G 7Y 9] ] §& 1} E}] = base64 917
g o] €] # <} 45 base64 -d %’ O 2 HAFGHAL. O P]o] FE A FEZEG vjllo] Fo1H
/ete/motd 7} Y 2] vj] §& A}E-5}= o Y 1 .

E

$ echo

VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGI0IHAdpbGwgYmUgZGVzdHJve WVkIHdoZW4gdG
hlIG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemitYXJ5IHNIcnZpY2VzIGFyZSByZWxIYXNILWItY Wd
LnNlcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljiZS4gVG8gd2F0Y2g9gdGhlaXigc3Rhd
HVzLCBydW4gZ55nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hzZ2Uuc2VydmljiZSAtd
SBib290a3ViZS5z2XJ2aWNICg== | base64 --decode

2 of

o

This is the bootstrap node; it will be destroyed when the master is fully up.

The primary services are release-image.service followed by bootkube.service. To watch their status,
run e.g.

Journalctl -b -f -u release-image.service -u bootkube.service

1>

master ign 7 worker.ign 7} &) o 4] 5 5 B %S wFE Sl 2} o]}l 23] of b] $FIgnition 4 7] &
3o 514 A] 2. worker.ign o) TF&7F 7+ d o] FEA]E o] HESEF ] R0 A] Ignition 5 & 74 ©
%ng /nzwoyoﬁ gr] o}

r]r m

"source": "https.//api.myign.develcluster.example.com:22623/config/worker”,

bootstrap.ign 7 & o 4] vj & 7 = B 7}R] ALeRS oS P o

o F: 5 F2S Ignition - AFFel F L] o] ok MCOA] 150l & oF 24/ 7
2 ARE Sl B ALES Bl A o] B g o

o Y& PEAES pjdle & v {9l Ignition 7+ & A 3 5FH 2 npE] B XF) A} o] 2 Ignition
N %Ui% FEXEY o]l 747 7] bootstrap.ign <] <] g 1] o}

o 27 92 1300F o] Yo/ op gt 7F 2 ej22 FEZIF e o

o /o] BrlE z} v} o] )80 A= fo]E] URL 2 91 G5 Z 1) &5 &/ 7] 7} tf£ o] & 8]

Fo (&S T 87 47 ofEﬂ/th o] 0] F 4] £l jq W base6d 5 F L A}§ 5] L)
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® R}§XESSH 7] 7} &) ‘g A& 2Fol] Al &g E o] core Ef= ARSAEIF Y H Y of 28] S G ARS A
o] F QFA| E Fel2E o 22918 7 Sl ]

® storage: ZE 2| X Ko A] = ZF A| 2 H o] FIFE 7S A H o) FEE H pR] 5 Yo =
/root/.docker/config.json( & 2] =~ €] 7} # g o] 1] o] n] X] | X] = E 2] of 4] 7}4] g}of Sf= o] FA]
A3 Z F 2B E 74 5f= ] AFS-EH = /opt/openshift/manifests ©] &2 oj 1] 5] = E 1} &) o]
ZoH o

® systemd: systemd 4] o= systemd F 3] 7 YL PrE = G AREE = FZEHZ ) Q5 ok o]
oF 71 G A] A H| 2F X ZF5Ea7 ) F 9] A2 oA G A ] A2 F Fa] of = b AFS-H Y

=

e ppjE]H: &) gnition& OFE E& HES = Q= 519 579 Ze]nE|HE =291/}

6.3. ¢ %/ = IGNITION 7§ ¥ 7%

Bl 1 FL = FH2E 9 AT AL A T v Yol FeAE ] 7 FR ) E
gL P d BE ] Y E& UGG G2 FYFHA L
I $ oc get machineconfigpools
g o
NAME CONFIG UPDATED UPDATING DEGRADED
master master-1638c1aea398413bb918e76632f20799 False False False
worker worker-2feef4f8288936489a5a832caBefe953 False False False
HE AR FHE I H O5S T AL

$ oc get machineconfig

zg o
NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
OSIMAGEURL
00-master 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-master-ssh 4.0.0-0.150.0.0-dirty 16m
00-worker 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 3.2.0 16m
worker-2feef4f8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 3.2.0 16m

Machine Config Operator<= o] & 3} 3] 4+ =-§ &F uj Ignition 7} oF7F O} 2 7] ZF& L] of. ] 724
= A O =2 &/ 5] T(00* 0] 4] 99* 7}X]). ] ] 24 1] ;2 9] g o] & A} 3} ZF = 3 (HfAE =
AR S A E gk Yo g o] of g p]}] i TpY o] FAHH npx] o 5l Qo] X)L o E &
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of, 99* 7} &l of] H A E]i= 7} o] 00* F Y of] FA] ¥ = & Y oF 7 Y& tj A g} 1] o} ¢/ & MachineConfig
© HA) E7}"d ] 2 " MachineConfig ¢ H A E 2 E§xn] o]i= 2G| 7} g 3} © 2 A& 5} 1] X 5*
Y Fol] ZAH = HY Y o

o]}l Ao 4] el 9] #YL Hel v £% MachineConfig © H = E vj] o 4] "Path:" & X0 #] x] 9. o]
E &Y osd ey

iy

$ oc describe machineconfigs 01-worker-container-runtime | grep Path:

Zg o
Path: /etc/containers/registries.conf
Path: /etc/containers/storage.conf
Path: /etc/crio/crio.conf

2] Xl 7 J/Lo’oz’/ L5 719 o] o] Z-9 x5 514] A] 2 ( o 10-worker-container-runtime). 2} 7} 2] 1j] -§-&
URL =g} t] o] E] 2 5/07’»”“45} 28 05 A B3] 7S F ] e o &5 A L.
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® [imitRanger

® ServiceAccount

® PodNodeSelector

o X9

® PodTolerationRestriction
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OwnerReferencesPermissionEnforcement

® PersistentVolumeClaimResize

® RuntimeClass

e (CertificateApproval

e (CertificateSigning

® (CertificateSubjectRestriction

® autoscaling.openshift.io/ManagementCPUsOverride
® authorization.openshift.io/RestrictSubjectBindings

e scheduling.openshift.io/OriginPodNodeEnvironment
® network.openshift.io/ExternallPRanger

® network.openshift.io/RestrictedEndpointsAdmission
® image.openshift.io/lmagePolicy

® security.openshift.io/SecurityContextConstraint

® security.openshift.io/SCCExecRestrictions

® route.openshift.io/ingressAdmission

e config.openshift.io/Validate APIServer

e config.openshift.io/Validate Authentication

e config.openshift.io/ValidateFeatureGate

e config.openshift.io/ValidateConsole

® operator.openshift.io/ValidateDNS

e config.openshift.io/Validatelmage

e config.openshift.io/ValidateOAuth

e config.openshift.io/ValidateProject

e config.openshift.io/DenyDeleteClusterConfiguration
e config.openshift.io/ValidateScheduler

® quota.openshift.io/ValidateClusterResourceQuota

® security.openshift.io/ValidateSecurityContextConstraints
® authorization.openshift.io/ValidateRoleBindingRestriction

e config.openshift.io/ValidateNetwork
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® operator.openshift.io/ValidateKubeControllerManager
e ValidatingAdmissionWebhook
® ResourceQuota

® quota.openshift.io/ClusterResourceQuota

o]
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2[ 29l

o NamespacelLifecycle

e [imitRanger

® ServiceAccount

® NodeRestriction

® TaintNodesByCondition
e PodNodeSelector

o
o P

22l

)

e DefaultTolerationSeconds

® PodTolerationRestriction

® DefaultStorageClass

e StorageObjectinUseProtection

® RuntimeClass

® DefaultingressClass

® autoscaling.openshift.io/ManagementCPUsOverride
e scheduling.openshift.io/OriginPodNodeEnvironment
® image.openshift.io/lmagePolicy

® security.openshift.io/SecurityContextConstraint

e security.openshift.io/DefaultSecurityContextConstraints

® MutatingAdmissionWebhook
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apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook _name> g
clientConfig: @
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> @)
caBundle: <ca_signing_certificate> G

rules: 9

- operations: @
- <operation>
apiGroups:

"

apiVersions:

resources:

- <resource>
failurePolicy: <policy> m
sideEffects: None
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apiVersion: admissionregistration.k8s.io/vibetal
kind: ValidatingWebhookConfiguration a
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook _name> g
clientConfig: @
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬁ
caBundle: <ca_signing_certificate> G

rules: 9

- operations: @
- <operation>
apiGroups:

n

apiVersions:

nmxn

resources:
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- <resource>

failurePolicy: <policy> ()
sideEffects: Unknown
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ValidatingWebhookConfiguration © H =] £ o] o] = ¢/ 1] r]. <webhook_names-<S- =] Z 3 7} 0 =
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API A]1] 7} o] §] ¥ 5201 2] 291 3 F =S Ee)A5E s} o] 89 I YTk el

< create update, delete &=+= connect ¢/ L/ C}. <operations % <resources= % & 3} 710 2 vl F

2 2wy S )% ] o} <policy> = Ignore( & =) 5 73 -5
L3 A= HHZL/GL Ignore & A}§-3}H 2= o] E
o

cFZ OpenShift Container Platform % 2 57} 1f]

B 015 4] 2 A]§ 5o §) F29] FloliLoc B EE A)E ol HlEEE §o]dlA] Pk E ik § F2o

gF 9 gt 7] ik A= A o](RBAC) & 7} 3} 7 F 3L TFEAPI 4] v o] EZ JH 7} §] F =0 3] 5= A
HE=] g} 1] of.
il
o Fz/ i Ha| x| i H3lo] 9= OpenShift Container Platform 7%
® OpenShift Container Platform CLI(oc) 7} 4 =] &.
o JJAH ¢ F= A8 FE| o] o] m]].
2}

1§ F2 A0 AB]o]r] o] r] X & W=} o m]X] # X 2 E 2] AF§-5he] FelE oA AFE T
Sat7) g ok

51



OpenShift Container Platform 4.8 o} 7] &l %]

2. ZYCAZ] B ASAE ZY ot & § 7 A 8] 2] Q1541 4178 2 (CSR) ] 4] '8 3}+= b A}
g

3. Y FIie] BEN R EE YL O
I $ oc new-project my-webhook-namespace a

Q vz Yol U Y

T

1o,

4. rbac.yamlo] 2= 5 o 4] & A€ API A1 8] 2 2] RBAC 7% & 2] g1}

apiVersion: vi1
kind: List
items:

- apiVersion: rbac.authorization.k8s.io/v1 a
kind: ClusterRoleBinding
metadata:
name: auth-delegator-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:auth-delegator
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 9
kind: ClusterRole
metadata:
annotations:
name: system:openshift:online:my-webhook-server
rules:
- apiGroups:
- online.openshift.io
resources:
- namespacereservations Q
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1 @
kind: ClusterRole
metadata:
name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:
- admission.online.openshift.io
resources:
- namespacereservations 9
verbs:
- create
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- apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:
name: my-webhook-server-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 ﬁ
kind: RoleBinding
metadata:
namespace: kube-system
name: extension-server-authentication-reader-my-webhook-namespace
roleRef:
kind: Role
apiGroup: rbac.authorization.k8s.io
name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 @
kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: my-cluster-role
roleRef:

7%.518& =82
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kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

o

15 5l @t Hoj 2 9 5= 48] APl 9] 9] 3] o).
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e
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5. 3G RBAC 7+ 3 & Fe]2El o] F-& g1t
I $ oc auth reconcile -f rbac.yaml

6. Yl Y zuJo] o] Y FZE G A E A B Z Hj 3 5} += 5] AFS-5H = webhook-
daemonset.yaml o] 2} = YAML 3} &2 4% gF 1] O}

apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true”
spec:
selector:
matchLabels:
server: "true”
template:
metadata:

name: server

labels:
server: "true”

spec:

serviceAccountName: server

containers:

- name: my-webhook-container a
image: <image_registry_username>/<image_path>:<tag> 9
imagePullPolicy: IfNotPresent
command:

- <container_commands> Q
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ports:
- containerPort: 8443 @
volumeMounts:
- mountPath: /var/serving-cert
name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 @)
scheme: HTTPS
volumes:
- name: serving-cert
secret:
defaultMode: 420
secretName: server-serving-cert

Q© 7z 59 drel o)gg Ag g+ Agr] T,

© 7= A o E el 7.

<image_registry_usernames/<image_path>:<tag>Z =/ & 3} 7} S = vl 1] ]

p4

© =909 ¥ §72 ¢ g <container_commands>E 5 & & 70 & 1}

v .
@ = gy EEE FFL T o] oo 4]i=8443 EEE 4] §r] T
© <V EZEENESE EEE Y G o doK 8443 EEE AL T T

7. HlE A EE v EZg o
I $ oc apply -f webhook-daemonset.yam!

8. webhook-secret.yaml o] 2}= YAML 7} Q) )] o] x] A] H] 2 A] g7 Q] 541 A] T x}2] A] =
L o

M
o
o
L

%

apiVersion: vi1

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls

data:
tls.crt: <server_certificate> a

lls.key: <server_key> 9

G A ¢ F= Al 8] o] FA]E FZ 3L ). <server_certificate> = base64 & %] o] %] & 5}
oI FA = vl F L o).

© 75E Y 52 7] E F= G <server_key>E base64 F 4] 0] ) H ¢ 7] & v F 1]
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I $ oc apply -f webhook-secret.yaml
10. webhook-service.yamlo] 2}:=YAML 79 ] o x] 4] H] = 7] % 5l ] v] =& % o] $F1] T},

apiVersion: vi1
kind: List
items:

- apiVersion: v1
kind: ServiceAccount
metadata:
namespace: my-webhook-namespace
name: server

- apiVersion: v1
kind: Service
metadata:

namespace: my-webhook-namespace
name: server
annotations:
service.beta.openshift.io/serving-cert-secret-name: server-serving-cert
spec:
selector:
server: "true”
ports:
- port: 443 a
targetPort: 8443

o

Q@ v FHGE EEE YYF . o] oo A= 443 LEE A §r] T,

@ =2 9dL Agsiis FE o] )y FEEF YO FL L) o] ool 4i=8443 EEF A}
&9 ok

N. EHAE Yo ¢ £ A HE =310}
I $ oc apply -f webhook-service.yaml

12. webhook-crd.yamlo] 2}:= 7} Y o] A] ¢ 7= A]B] 9] AFE2F G 9] 2]a Yo E gL gt

apiVersion: apiextensions.k8s.io/vibetal
kind: CustomResourceDefinition
metadata:

name: namespacereservations.online.openshift.io a
spec:
group: online.openshift.io 9
version: vialphat Q
scope: Cluster
names:
plural: namespacereservations 9
singular: namespacereservation G
kind: NamespaceReservation a
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CustomResourceDefinition spec 7S Y 5137 <plural>.<group> § 2] ¢/ 1]}, o] oj oj

A1+ namespacereservations 2] 5= F A}-§- /1] C].
REST APl 2 &7 o] &
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13. #AF&AF G o] ]2 Gl E H &g
I $ oc apply -f webhook-crd.yaml|
14. webhook-api-service.yaml o] 2}= 37} &) 1j] o 4] ¢ +Z A8 & F A APl A] B 2 77 g} 1] ],

apiVersion: apiregistration.k8s.io/vibetal
kind: APIService
metadata:
name: vibetai.admission.online.openshift.io
spec:
caBundle: <ca_signing_certificate> a
group: admission.online.openshift.io
groupPriorityMinimum: 1000
versionPriority: 15
service:
name: server
namespace: my-webhook-namespace
version: vibetat

Y P A B 7} AL S A B Q15A] o] A1 SF= PEM €125 H CA 91541 ¢/ 1 o}
<ca_signing_certificate> = base64 &2/ 2] 2] 2 3} 9] 5 A] 2 Bl 1] .

I $ oc apply -f webhook-api-service.yam|

16. webhook-config.yaml o] 2} = 7 vjoj] ] F= 591 F&] 2] 74 FLgr) o] o ojA]=

A e ]2 AR o

apiVersion: admissionregistration.k8s.io/vibetal
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io a
webhooks:
- name: namespacereservations.admission.online.openshift.io 9
clientConfig:

service: Q
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namespace: default
name: kubernetes
path: /apis/admission.online.openshift.io/vibetal/namespacereservations @
caBundle: <ca_signing_certificate> 9
rules:
- operations:
- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests
- operations:
- CREATE
apiGroups:

n

apiVersions:

mxn

resources:
- namespaces
failurePolicy: Fail

ValidatingWebhookConfiguration 7j %] 2] o] & ¢/ 1] r}. o] ¢j o 4] =
namespacereservations 2] =~ E AF-§- 9L O},

=g Y 579 o]Z 9]l o] o 9] A]= namespacereservations 2] =~ EF AL§ §FL]C}.

OO0 9

FAEAPIE E3] § F2 A]v]o] YA 28 = Sl O}
529! R F o AF&EH = ¢ F=Z URL ¢/ 1] t). o] of o 4]= namespacereservation ] ===
AFE- g o}

Y P A B 7} AL S A B] Q15EA] o] A1 SF= PEM €125 H CA ¢15°4] ¢/ 1 o}
<ca_signing_certificate> = base64 &4/ 2] 2] 2 3} 9] 5 A] 2 Bl 1] .

o

7. 9 =22 ook

I $ oc apply -f webhook-config.yaml!
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