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23

Bale-# Fglo]d E9 tf sk CSRF(Cross-Site Request Forgery) &4
CSRF-Token 3T 7} @ o] A= A F-ollvt 7| Z Q15 AHA & B

o= gAs)ok P

= ZEA]7F WWW-Authenticate 2 21 X £ X 4 & 4= gl 711 OpenShift Container
atformo] WWW-Authenticate A2 & X Y3}A] &= ID FFAE ALE=E A€
3, B2} & Al-83}o] <namespace_route>/oauth/token/requesto 4] =520 2 &
<= 7HA ShoF Syt

o

rlt oy,

2.3.1.2. APl 7}&

OpenShift Container Platform APIe]| T 3t @ ] & o} & AF& A7 Bl ZAA o A5t s A4S + AdF
Ytk 2 g -8 U E 2 A A o] ARE AL 7S RS Al Q.
2.3.1.3. Prometheus?] 215 X %
OpenShift Container Platform-& 215 Al &= & th& 3 742 Prometheus 4] =¥ X 31L& 74 A o}
e openshift_auth_basic_password_count:= oc login A} &%} o] & 2 9}5 A & 3152 A2+
Yt
e openshift_auth_basic_password_count_result= oc login A}- &%} o] & 2 45 A= I +=

Z 3}, success = errord 2 A 2 o)

1


https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation
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e openshift_auth_form_password_count:= %] && 279 A% 3152 A 2HgY o

e openshift_auth_form_password_count_result= ¢} &< =712 A= 3 4+E success ==
error 5 A 78 2 AL oh

e openshift_auth_password_total> % oc login 2 ] £& 219 A% 3152 A2y o)

il
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3% Ul OAUTH A v 4
3% U5 OAUTH A v +4
3.1. OPENSHIFT CONTAINER PLATFORM OAUTH A 1]

OpensShift Container Platform v}~ B ol = W OAuth A ¥ 7} £ g = o] S5 U th AF8 A= AP S5
98] OAuth Al 2~ EZS 7143t

>

AgA7t A OAuth E2< 24 3% OAuth A 1w = 74 € ID 3342
o1 g o},

Festel 239 Abel IDZ

a8 o S IDSh vl B E AFEAE AT T AHEAE AT YA 2 EES WS AF T

3.2.0AUTH E& 8% FLOWS ¥ 54

—

OAuth A H = 3 F Q5 A= Fof 9l 9hr[ 4 Klhof OAuth 915 flowsE A o

WWW-Authenticate challenges (<]: openshift-challenging-client)E 2 % 5} 7] ¢J3s] 4 & client_id<}
sHA A1 4 Hof flow(response_type=token)E A}-8-3}o] OAuth E2& 2 3 3t 744,
/oauth/authorizeol| A A| ¥ 7153 A8 S& 9 A 2] S a3 25y

3l -8 FEoIJAE SH
302 URL %7}<| access_token v 7] H == £ 5} access_token 7S OAuth E& 0 & A}-&3}
3l Location & & (RFC 6749 4] 4 4.2.2) A Q.
302 error 7 2] wj 7 == £ 3 5= Location 3 29, error(2 A< 4 error_description) 7
T (RFC 6749 A1 4 4.1.2.)) g S AFE AL A MY H o g A T
302 71} Location 3] duadS a3 g 2 S AEste] A3
£ At 2

401 WWW-Authenticate 3|t 3l 3 o] <12 5] ¥ (): Basic, Negotiate) =
3 8HE A AET F T
|

she A el s A 2.

401 WWW-Authenticate s o g12 o1z e 2 gl W2 R 7} gy o Ao o
SHEEOQAUth EZS /1AL S e YA 2
ohAl ol T Al R Abge] EEE £ 2le) S
ZA Y e

e 71 A, g AN A S BES A E 02 EA
gk

3.3. Y OAUTH A ¥ 34

% OAuth Mul ol & the @ 4 §42 A8 5 AUk

3.3.1. OAuth E& 717+ &4

W5 OAuth M = F+ &

Si
Lo
Hr
rlu
o
o
oX
L
L
a
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https://tools.ietf.org/html/rfc6749#section-4.1
https://tools.ietf.org/html/rfc6749#section-4.2
https://tools.ietf.org/html/rfc6749#section-4.2.2
https://tools.ietf.org/html/rfc6749#section-4.1.2.1
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B2 A
A= B APl T gk el Al 2= A ghE Bof st B7] EZ9Ynh
A=AF A= EZOR wBdte FERW AN @7 E2YUnh
F7HA B Bl dis) 712 717k A 4 sy ok 283 75 OAuthClient 2 B4 E 7 o] S A}

7 =
gate] WM 2 BT A% 7172 Hol2 & A5y

3.3.2. OAuth H-of -4

OAuth A W ol A ALg-27} o] ol M ehs FofstA] & Zepo|dE e EEZ 24 S +
OAuth A W ol A =8 3= 2= 2] = OAuth S 2te| A E o] A g Fof kel whe} A7 ok
o}

Ho] g4 A
auto 7ol 2 A A5 9 oAl A G
prompt AL AL A Hol g St AY AR S ES 2 Pt

3.4. 2 OAUTH A v o] E& 7] 7F 1A

)3 OAuth A # o] B2 7| zke] )& 712 24 S 7H S 5 A5

>

=7
to =

e

Rl
Sk
H

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

1 I

o

2 EFZ 9] 1S A o] slz] W accessTokenMaxAgeSecondsE A A sl Al Q. 7] & 4
2417 = 864002 YU T o] EA L 5T Y F olFUTHL 002 A etH 7] & 2
Ato] Zo] AR H U T

ol 12
(K rlo X

—_
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L

U,

2. A 4 HAL A §

al

ol

of
ol
£
E
o,
>~
Do
oSt
o
»
ofo

712 OAuth A ¥ 2 dH o] E3 2 2 oc apply 3 & S AL
afj oF g ot

I $ oc apply -f </path/to/file.yaml>
3. WA Atdo]l A& = =R gy
I $ oc describe oauth.config.openshift.io/cluster

z9 o

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. | - OAUTH A Bl o]l T 3 =2 v &4 B} o= 774
t}

AR E B EA 717 To] BtEE =2 OAuth EZS A & S5y
2 AR o] A FFU T
y 257
EE 884 golo] OAuth FetoldEe = A H 3% 3] F 72 3 OAuth A1
Tl A E BdotS Holsuth
AHA 8 ALEE
e cluster-admin & & 9] AL-g2 2 Z& 2E o AA| 2T = YFYTh
e IDP(ID &FAh)E +4 A5 Th
Azt

o
(o
oX,
%
v
v

1. OAuth 43S g o] Este] EZ v gl Yol
a. OAuth 2 A EE #H Pt}

I $ oc edit oauth cluster

)

spec.tokenConfig.accessTokenlnactivityTimeout 2 == 371513 g} o} % 3+S A A
Yt

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

15
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o
ol\
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P [ W e

2> de

spec:
tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ

2. OAuth A1 8] Pod7} t}A] Al 25 9 =] 89l & ).

I $ oc get clusteroperators authentication

2o

b

X ¥ 7272 PROGRESSING©] False= %A 2 wj 717 t}& @A = 718 817 u}

O

2> de
ro

i)
2

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.8.0 True False False 145m

H U Bl &= API A 1] pod 2] Al Ml o] SAIH A=A Ut o] Aol 2 £ A= 47y

$ oc get clusteroperators kube-apiserver

A9 71 3] 9 PROGRESSING ©| False= ¥ 4|2 w7} th& @7 2 28 514 n}

to i)
i
=2
5]

i)
2

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.8.0 True False False 145m

| HHN‘

PROGRESSING ] True”} A =™ R i 7| o5l th7F thA] Al =54 A 2.

Fg-okA 2 A9 78 ehedobmh o 7] Alzke] ol Utk o] e e o 4 400
F
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3.6. OAUTH A ¥ v g} ¢ o] ]

OpenShift Container Platformol] A 2 8] =] &= off Z 2] A o] A o] A WJ & OAuth A Bl ol t) 3k A B = 7 M &
o & AFUTH ol & E0], & 77 ©] 3l <namespace_route>2] F=4 5 Zrolop & = JlF Y
ol 213t 2+ 2 XY 3l7] 93 OpenShift Container Platformol 41 = IETF OAuth 2.0 <15 A 1] v gl ¢f] ©]

B 29 AbFS TR T

weta] FE AEH oA A E e BE of =g A o] A& https;//openshift.default.svc/.well-
known/oauth-authorization-serverol] GET &3 & @3lsle] o2 A HE 7142 = J &Yt

"issuer": "https://<namespace_route>", ﬂ
"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token”, 6
"scopes_supported”: [ ﬂ
"user:full",
"user:info",
"user:check-access",
"user:list-scoped-projects”,
"user:list-projects”
1,
"response_types_supported”: [ 9
"code",
"token"
1,
"grant_types_supported": [G
"authorization_code",
"implicit"
1,
"code_challenge_methods_supported”: | ﬂ
"plain”,
"S256"
]
}

https A 71 & A1 8813 A7 B 27 14 247 9l URLY dl @als A sk Fof AJu 9 whe) 2}
28 2}, P Ho] Ao o ek A R 7 £3H .well-known RFC 5785 2] A 27 AlA H = 9 x4
=5

A3 Ho] e A3 Fo £ URL. RFC 6749 2 Fx 144 <.
A3 A 2] EZ Endpoint URLY YT RFC 6749 & =814 A 2.

o] A3t Fof Ao A X d3sl= OAuth 2.0 RFC 6749 ¥ 9] 3t HE5o] £3H JSON v d. 2| ¥ 5 =
EERS ol Al Ee A2 obdY T

o] A3 Ho Au|o A = Y3t OAuth 2.0 response_type 7f Z=o] 3% JSON v &, AL-&9
Hj Y 7S RFC 75919] "OAuth 2.0 52 Z2lo]dE 52 T g EF"o 4 & 2]l response_types wij
Mol AbEE A3 T

Ol-‘:‘_ﬂ o] qu oA X Y¥&t= OAuth 2.0 o §8 3t = 5}
£ RFC 75912] OAuth 2.0 53 Zg}o|dlE == Eii%oﬂ*ﬂ d <]
,Q_g 74_,,]_£olsh,]1;}'

¥ JSON wj . A+ % Wi & 3}
3k grant_types 1l 71} WH 4=of] A}

o] AF Ho] Mujol M 2 st PKCERFC 7636 Z= A Wy B=2o] 2 g+¥ JSON g, 2=

M Al 71 B 71 O DEC 7A2A 01 N 2] ol A ol ¥l Aanda mhallanaa mathad vl 71 1 2=a 2L Q 11 1L

Q@@@@@G

17


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7636
https://tools.ietf.org/html/rfc7636#section-4.3
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UL S H BAT IV e/ VOU—] .o E T TG T T VUG LHANCIHIYC_1HICUIVAT S/ LT T N e ’J < YT
FasI= AU Y 1S IANAPKCE 2= A2 x| Uy g1 22 o 5249 ghd Yyt IANA
OAuth mi7H =& =23 A 2

3.7.0AUTH API o]l E A 5] 4

73§l wheh API A Hl = APl vh 28] 210 23] oAl 28kA] el Y 2817] o] 2 & ol 7] A] 2 =7 2
T EIAAE HE YT 224 o F 9A2 AT HA 2 ARG A A A FEfoll A B E Al F
SHA 947] S8l S =H o ® F AR 9115‘413}.

olfG e /F T
AHEAE & 5 9
oc get events=

T= 1Hli Al OAuth 744 &£A4] &F #A& o] AF YT o] o & FA = & A7} ofbd
£ ol Eo A w4 H Yt} OAuth <l unexpected condition A 1] @ 77} wAy 54
2l 8 5} o] ServiceAccountol A 3l G o] HI EE 11314 A] &

= o= A4 3 OAuth 2] 5] g/ URIZE gl= AW 2= Al o] thsfl 74 arehy o
I $ oc get events | grep ServiceAccount
%9 o

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

oc describe sa/<service_account_name>2- 23 s}H XA H Au] 2 A A o] &3 FH H OAuth o dl
EVF R Y

I $ oc describe sa/proxy | grep -A5 Events

%9 o
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

209 A URIF40] Q7 584 222 URIZ AR A Q5o

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

Z2EEA A2 AR HAFUS

18


http://www.iana.org/assignments/oauth-parameters
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Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

fEHA e Fx FYol A HAAF UG
Reason Message
NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-

redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

SAEZo] QlsUt

Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens
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47, OAUTH Z2to|dE 4

OpenShift Container Platformoll A = 7] 24 0 & o 2] OAuth ZFte]A E7F A H Yol 71 OAuth &
ol FHAL YT FE dgYh

4.1. 712 OAUTH Z&lo|d E

OpenShift Container Platform APIZ A] 2t6l ™ t}g OAuth E 8ol A EV A5 o & A Y}

OAuth ol E PANCRE]

openshift-browser-client H3tE 2aS AT F Us AHEA Al o] A E S AHE-3tod
<namespace_route>/oauth/token/request ol 5] E&£ & &
gy

openshift-challenging-client WWW-Authenticate 22121 5 2] & & &= AEA} o] M E

FEFZS 8T

et
)4

PN
S|

1. <namespace_route>+= U] Y A~ o] A~ A2 E e H Yt oS HH S A ste] el
Y

J

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. 57} OAUTH Z 2o E 5=

OpenShift Container Platform 2 2] ~F 21& < &l al7] ¢85 F7F OAuth S &o|AdEZ F Q3 749

el SeteldES 55 5 AUth

off

Az

o F7}OAuth S0l EE &5

i
ol
At
ns)
v
oo
ttlo
EN
o2,
L
AW
°

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." g

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)

OAuth Z&}o] ¢ E 2] name-& <namespace_route>/oauth/authorize 2
<hamespace_route>/oauth/tokenci] 2 % s+ w] client_id =7} H 4+=~= A8t}

® O

U,

o

<hamespace_route>/oauth/authorize 2 <namespace_route>/oauth/tokenci tjj sl o %
o 214 € redirect_uri v} 7] ¥ == redirectURIs vj 7] ¥ <= 7kl V€ ® URI & shu &) 727

20
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47, OAUTH Zeto|d E T4

o HEARR A5 5 ofof T,

@ orantMethod = o Setol Aol N 28 24 T 0] L&A} o} oA ARE ol
A ke Ae FAR 2 S AR ke U AT FolE 4B 02 57 84S
A A B2 auto S, AFS A A Hof & Q1 BA] i AR 8A] B v AA 2 EA 5
® prompt = <4 ] o

4.3. OAUTH E ol A Eof th3k B2 v &/ Brdof= 74

27 ¥ w24 7]7v0] A Ub OAuth E2o] 98 5 =2 OAuth 2ol E S 74 8 4 gl ok 7] 25
o2 BEuBg Bolse A o) R ey

3

2 184 Bl ob2o] YR OAuth A1 T4 o= 74 8 75 OAuth Fetol A= A
8 Bolsol Al gre Holgyh

AFA QT AHS
e cluster-admin & &29] Al 822 S| AF ol AN 2T 4 &Yt
e |DP(ID -“:LX}) =2 FAYESY
Az}
e OAuthClient +4 < gu| o] Edle] E& 8|S A gl oS A4 st}

a. OAuthClient ¢ 24 E 2 H g gt}
I $ oc edit oauthclient <oauth_client> ﬂ

Q <oauth_client>= 77 & OAuth Z}o| 91 E(4]: console)= .4 1 T}

4%

o

Y,

o

accessTokenlnactivityTimeoutSeconds Z = & 7}35} 37 g} o} % 7k

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

@ e9=AxEdors ()2 3009 Tk
b. }UL A Aste] WA AL A L3}

1. IDPo] IDE S & ol| 22y th W5 774 3 OAuth S 2te] A EE AL&al oF gyt
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3. IDE ALg A @ A9 2AE ol mrh vl 7] A7ke] Aoy th o] A kel o o)A & 600
% o4 /1Py

4. TLRIDE AN 2P E FaAs B L.
T H et ol-R T} v g4 7] 7bo] o] EFo| TIEEER o] Al AT APy

4.4, 27} ) 22

® OAuthClient [oauth.openshift.io/v1]

22


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/api_reference/#oauthclient-oauth-openshift-io-v1

57 A8-AF &/ OAUTH 9 A 2= &2 A7)

5.1 AF8- 7} 2§ OAUTH 94| 2~ E2 1Y

AHEA} 25 OAUth 94 22 B2 4T 5 AU th B2 ol F& UgehA ghov] 200 A8 5
FRRIcE

A%

o mE LA & OAuth oAl 2 B2 U

I $ oc get useroauthaccesstokens

%9
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o =3 OAuth Zg}o] A E o] A}& 2} 282 OAuth Al =~ EZ 1}

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

z9 o
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

52. A& A & OAUTH M| 2= EZ 2] Al H A H H 7|
A}g7A 2f OAuth A = E2e] Al 455 2 5 lHyd
4
o AL&-2} Af OAuth A2~ EZ o) A P 1 Ay
I $ oc describe useroauthaccesstokens <token_name>

2 o

Name: <token_name> 0
Namespace:

] m'm‘

23



OpenShift Container Platform 4.8 915 2 A 3l 3o

Labels: <none>

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

API Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
fiscopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes:

user:full 6

User Name: <user_name> G

User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

E29] sha256 314 Q) B2 o] EAUTH B2 o] F2 WEA FOor] =l AET 5
RIRIES

EZo] A2E 91 & AW st FeolAE ol H YUt
o] EFo| wtRE 7] A A T gh(2)UYh

OAuth A ¥ o] th & =2 M 84 etglobsol AFHE AF o] B2 T o4 A&
A F (@

e
4
2%
A

o] EEo Wl gL

ol B2} AgE AR} ol FYU T

Q® 00600 9

5.3. A}-&- A} &2 OAUTH ) A| 2~ & & AHA]

oc logout ™ & & &4 A Ao tfs] OAuth EZ 1 Fa3t3tth o3 A xjol whel o o) 4 D 2 3kx] &
S AR A} A6 OAuth EE2S AHA1 & = & D}.

OAuth 91 4] 22 B2 AA| sh B2 ALg o BE A AN A A4S 220k F T
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5% AF&A} 26 OAUTH Al 2~ £ A7)
2
® A&7} A% OAuth A A~ EF AbA|:
I $ oc delete useroauthaccesstokens <token_name>

2 o

| HHN,

useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted
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Auth A ¥ 7} 285 o lFY o) 7l Ao} #2 Ak=

6.1. OPENSHIFT CONTAINER PLATFORM2] ID &3 A} A X

7)#-74 o % = kubeadmin At&-#p 2k 22 2 o] & UthID EFAE AW AP ID TFAE A
Sho CROMEH 4 9] 2] 2228 44 she] 221 28] F7bsl of g eh

/,:, %= XE3$Fsl= OpenShift Container Platform AF-&2} o] &2 A 4 & A 51Ut

ID F3# Al

htpasswd htpasswd & A} g3te] A E S T ol tha) AHEAL o] 8 2 59 F a4 B
== htpasswd ID 572 74 gt

Keystone U 5 o o] E] 1 o] 2= 0f] AFE-A}E #] #35}= OpenStack Keystone v3 A ¥ 9}9] Z§ A=<

()
21 9 5}17] 9)3] OpenShift Container Platform £ 2 2 €] & Keystone 3} £33} = =
keystone ID Z 22 44 gt}

LDAP e vl = 1S5S A& She] LDAPV3 A Bjol] t 8l AR-8-=} o] & Bl ¥z o] fradS o<l
o}ci Idap ID ¥F#-5 +A4 U

7B o= AHEA7E DA 1D FF Akl tial A 5E A4 S S AFH8-ske] OpenShift Container
Platforme]] 22918 & Q=2 7| B Q1F ID 322 FA T 7| 2 e dub el
s g vMAYSIYTH

8% &d X-Remote-Users}l 72 2 3 30 7oA A= 8ol s =29 A d9 ID =222

TAFUG QA oz o dd e MY 9F TS A9 §A AHgE U Tk

GitHub == GitHub &=+ GitHub Enterprise 2] OAuth 213 Ao thel] A} &2} o] & 2 35 9] f 37
GitHub Enterprise < gelat = = github ID 2542 24 gY o
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I $ htpasswd -c -B -b </path/to/users.htpasswd> <user_name> <password>
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$ oc create secret generic htpass-secret --from-file=htpasswd=<path_to_users.htpasswd> -n
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apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

7.1.5. htpasswd CR A1 =
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htpasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6
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I $ oc whoami
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$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd
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I $ htpasswd -bB users.htpasswd <username> <password>
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Adding password for user <username>
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$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -
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apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>
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user.user.openshift.io "<username>" deleted
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I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config
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apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.2.4. 74 9 A4
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I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.2.5. Keystone CR A =
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Keystone CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim g
type: Keystone
keystone:

domainName: default 6

url: https://keystone.example.com:5000 ﬂ

ca: @

name: ca-config-map

tisClientCert: @

name: client-cert-secret

tisClientkey: @)

@ 0 609

name: client-key-secret
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I $ oc apply -f </path/to/CR>
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I $ oc whoami
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I Idap://host:port/basedn?attribute ?scope ?filter

o] URL®] 74 ¢

URL 74 24 A
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I (&(<filter>)(<attribute>=<usernames>))
A& o] v 22 URLS AHEAA S
I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

ZEto]AETE ALE A} o] & bobg AM&-3le] A& A et A9 A4 A4 8= (&(enabled=true)
(cn=bob))%i Y t}.

LDAP t] el Ej 2 ol o] 4] Q1Zo] B 23 7% §2 & 7431 v 2182 bindDN % bindPassword =
SEERRE

7.3.3.LDAP A =8 A4

ID &5 A& AF&-8le ™ bindPassword Z = 7} 33 OpenShift Container Platform Secret ¢ 24 &
£ % o] s of gt

A3}
e bindPassword Z =7} ¥ 3% Secret 2 H A EE A A T}

$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config

--from-literal <1<=9] tjj 3} bindPassword= ¥ 33+ A =28l 7] S bindPasswordz} 37 &f o
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Zro A H

T YAMLS 2§ 5te] A Z21S AT FE gt

apiVersion: vi
kind: Secret
metadata:
name: Idap-secret
namespace: openshift-config
type: Opaque
data:
bindPassword: <base64_encoded_bind_password>

7.3.4. 723 9 A4

ID &5 A= openshift-config 4] & 2= o] *01] 4] OpenShift Container Platform ConfigMap 2 24 E &
A1g3te] Q1F 7B HES EFFUTL o) 52 T2 ID ZFAY e AFA HELS £33 U A&

fyh

I

% 713-< E g3l OpenShift Container Platform ConfigMap < H 4]
|2 ConfigMap < 24 E ] ca.crt 7] ol #] 43} oF &t}

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA _certificate PEM>

7.3.5.LDAP CR A &

th& CR(AHE A 4 9] 2] &:22)el = LDAP ID 32 2boll o g w1 5= 2 518 715 @ ghol 4] 5o
gt

LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: ldapidp ﬂ
mappingMethod: claim
type: LDAP
l[dap:

attributes:

id: €
-dn

-cn
preferredUsername: G
- uid
bindDN: "
bindPassword: 6
name: ldap-secret
ca: Q
name: ca-config-map
insecure: false @
url: "ldap://Idap.example.com/ou=users,dc=acme,dc=com?uid" m

@ =570

@ o Aol DY User e BAE 7h o) A YL Ao G T

il
rlo

Wheke ARG AFID Sholl fFol2 A G Hol ID o5& I
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ol FLE ARG T £ BEEdUh Hlo] A & A WA £ o] AL HYTh

HA o] FoZ AR T &£ B YU Hlo] A ¥ 3 HA S o] AHEE YT

o IDol] thall AH&AHE ZRH A YT 1ff 7] 2 ALE AL o] F LR AFE T A EFdUth o] A &
= 3 WA &4 o] ALgHY T

A A of| A vpel | 3= o] A& A el 2 DN Yt} bindPassword 7 4 o] © 73 $- A 4 3| of &

vkl | ¢k 5 7} 323 OpenShift Container Platform Secret © 24 Eof tf gk A & 2] 339Ut}
bindDNo©] & o] & 7 44 3] oF $H o

A& 213} OpenShift Container Platform ConfigMap ¢ B4 E o t) 3+ 3% =2, 724 ¥ URL<) t 3t
M Q1SA Y] FaA S Sk vl AHEZE PEM 12d 915 713 W E o] E3g YT} insecure”t
false<l 73 -¢-of vk A& H U o}

truel A -$- Aol TLS A A o] o] Fo] x| 2] k&1 t) false<! 739 Idaps:// URL-S TLSE AF&-31
A4 =3, Idap:// URLS TLSE o 28 o] =g Ut} Idaps:// URLS A& 591 ¢ o] URLES &4
TLSE 2835l A4S A =32 = falsez A A &) oF &t}

O O O 0 9 9006
<

AFE-E LDAP &2 E 2 AA w7 H & X4 5= RFC 2255 URL Y Y o}

A

LDAP &3t& #Adl AH&-AHE 318 &=l F7}st2 ¥ lookup vf =3 :
LDAPO) A 222138l ™ S8~ 51 22 27} 7+ LDAP AF-&-7ho] o) 3 Identity ¢ H.4) & gl
User e A ES A8l oF gt

ID 57l 355 &= mappingMethod o} 7+-& of 7] S=of] o g1 244 & W82 1D 3+

S 2EHE AX S Tl = AR QL

o
ol\
et

AR @7 AR
e OpenShift Container Platform & 282 A4 g4t}
e IDFFAe] CR(AHEAF 9] g a)S eyt

o AR 2addsior gtk

1 o9 CRS A& guch

I $ oc apply -f </path/to/CR>
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ZFa1
CRo] gl 2. oc apply |4 Al CRE A A 3laL \:} 2 g A 24 9&U T
74 31: oc apply+= oc create --save-config = pIy°]] A A S 2] A2

ALEoF ST} o] A5 ) A E A6 I

2. 43 E dgetgteE vAIAZE EA EE 4S5 E A et ID T Ao A AR FE A 229

gy

A

I $ oc login -u <username>
3. AREATE 2RI =A] FRlstal ARgA} ol & EA U T

I $ oc whoami
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EER
&Y= 18 A% D FFAE 74
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7.4.1. OpenShift Container Platform <] ID 5%} A &

7184 o 2 = kubeadmin A4t 22 2B o] U h ID FFAE A steiw o) D FEAE 4

3l CROAHE A B 9] 2l 22) & A sted 2 2=H ol F7a)oF ok
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AHgAL ol § W BB E /B Q150 E 85 H 3 JSONO| whghs] = 917 URLS) thal £ o] sHelgy]

200 o] £] &] FE) H== Bl o] A -2 error’ 7€ L /E YEFH YT

I {"error":"Error message"}

o
W)
o
o)
i
v

sub (A &) 717} 20021 Bl = A3 A&

I {"sub":"userid"}ﬂ

oX.
ofl
2
rO
oo
ofl
rlo
-
)
2
|o
fu
a
alfe
:\_l‘
Y
flo
4>«
sl
__\‘,1_‘/
o,
o
y
et
&
%0,
fy
L
i)

I {"sub":"userid", "name": "User Name", ...}
o email 712 A1 g3t oW Y T4 o] & W TS 2HUth

I {"sub":"userid", "email":"user@example.com", ...}

o preferred_username 7] & Al-§-3l= 7] & AFEA} o] 5. W7 Vb5 ALf FA| 7 Hl o] E W o] 2
7] £ UIDolaL ¥ ¢}7] 412 o] 5ol EAst= 4 F8duth 152 Dol ths OpenShift
Container Platform A} &2 Z 20| A Y a v Sl EZ AL E UL o 2 S o2 3 72+ o)

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.43. A =235 AA

ID 3 A= openshift-config 4| & 2= 3] o] 29| A OpenShift Container Platform Secret ¢ H 2 € £ A}
stof ZetoldE A8, FebollE A5 ¢ 718 T

A3}

o Uhg B2 ALEsle] 7] B Q1S 7 L Secret 2 BAES 4 F

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config
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SR

T YAMLE 2 g3te] A28 S AA T S daUTh

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.4.4. 73 % A4
ID &5 A= openshift-config 4] & 2~ o] *01] 4] OpenShift Container Platform ConfigMap 2 24 E &

Abgale] Q1 VA HES TP UL o EL F2 ID ZFAo] a3 E=A4 HES Z3slE o AHE:

]yt
A%

¢1= 71 %< ¥ 33t= OpenShift Container Platform ConfigMap .2 =)
7]13+&ConfigMap < 2 4] E ¢] ca.crt 7] ol #] 4 3) oF gt}

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

SR L

U5 YAMLS A 8-8te] -4 )

mlo
2
i

)4

e
o))
W
o

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.45.71E 15 CRAZ

e CROAHEA A 9] 2] 22)0ll & 718 915 ID B Aol th @ vl ¥ 5 8l 58 /b5 @ ghol EA15o] 3
Fu

71¥ 915 CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
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- name: basicidp ﬂ
mappingMethod: claim g
type: BasicAuth
basicAuth:
url: https://www.example.com/remote-idp 6
ca: ﬂ
name: ca-config-map
tisClientCert: 6
name: client-cert-secret

tisClientkey: @
name: client-key-secret

o]

ofl

X

ol L WHakE ALg A ID gholl }Fol= N A Ho] ID o] 5 ATV

-

o] T #ke] IDotUser @ B A E 7h v 3 A W& Alo] g th

712 Q1% s Hel A 2% AR E Skt URL.

Py

M SA Y FaA S HASste U AHSZ PEMIEY 15 7|3 HEo] =3 U TH

AT Ego]AE QJISA 7 =g YT

@ ® 0009

35Ut} tisClientCert 7} ) 4 © 49 ¢ U th

ID &5 2kl & % = mappingMethod o} 72 wjj 7§ ¥ =] th &k 2hA| & W82 ID &

AR 8 7 AL
® OpenShift Container Platform & & 28 = A A §4 t}.
® IDFHAke] CR(AHE AL A 9] glas)S whEY

o BEAT ZaAs o} P

1 A el® CRE 483

I $ oc apply -f </path/to/CR>
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7%.1D 234 74
31
CRo] §1o™ oc apply 9| Al CRE AL oS A1E EYPAT S dHYh

<]
Abgsjiof gt o] 4% o] s FAlH = FU

2. 458 Y stehe WAA EAGE 5 E Y

FASECH

A

3ol ID FFAhe] AbE AR FE 2E o] 229

I $ oc login -u <username>
3. AFEATE 2RI =A] FRlstal AREA} ol & EA U T

I $ oc whoami

7.4.7. 712 ID ¥ Aol off § Apache HTTPD -4 <

OpenShift Container Platform 42] 7] 2 ID &3 #(IDP) 4] ol 4] &= IDP A B o] ] JSONE A& 3} A
& 2 A2 g oF Utk Apache HTTPDo| A CGl =AW & ALg-35lod o] 8 &t 29 & 53T
AFUTH o] A A= o & AlFF

d]): /etc/httpd/conf.d/login.conf

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

d]): /var/www/cgi-bin/login.cgi

I #!/bin/bash
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echo "Content-Type: application/json"

echo ™

echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

d]| : /var/www/cgi-bin/fail.cgi

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7.471. 9 @ A
== Apache HTTPD ) A ¥l A A/ st st ol gk a7 Ar iy oh
¢ Jlogin.cgi ¥ fail.cgi= 23 & 5= 2l o] oF I t}(chmod +x).
e SELinux7} &4 3l= o] & 7% login.cgi ¥ fail.cgiol 4 3l SELinux A gl 2~ E restorecon -
RFv /var/www/cgi-bin7} 9lojof gttt 22| %] ¢t o Is-laZ = A}&3lo] HE ~E 7}

httpd_sys_script_exec_t<¢1=] el g o}

e login.cgit AH-&-217} Require and Auth =] 2] 5o wlg} A F25 o2 27918+ 7 $-of vk 2 3 F
=

o X827} Z19135kA] &l fail.cgizt A 3] = o] HTTP 401 -3-Ho] T A H Yt}

7.4.8. 71 & 2 Z FA) 3
7HE dubA el BAl= wol= Ao gt Y EN AT A4 o] A5yt 7heks ti
HoA curl 3% & APFUch 340 2208 HAESIHA v d A B oA <users 4
<password>E F 83 A4 FHO 2 WA|SHA L. B EE 20 S HAESIHE 2%

o Al g o

i)

Bl

é

$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

A g

3

of

sub(A &) 7171 200%] Bl = A& A &S JeEpH Y oh

I {"sub":"userid"}

I {"sub":"userid", "name": "User Name", ...}

e email 7] & A &5l= oW Y F&
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I {"sub":"userid", "email":"user@example.com", ...}
e preferred_username 7] = A}-& &&= 7] 2 A&7} o] B
I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

3t A o] vlo]guo] & 7] = UIDol 3L ¥ 971 4
H Do &l OpenShift Container Platform AF-8-21&

rlo

preferred_username
& ol 5ol EAl = AT
ZEH XYL w I EZE AHEHY

® 200 o] 9] o] Atef FE= H] o] AR &L "error” 7] 2 F( {"error":"Error message"})= 1}ebE Y

7.5. 8% 39 ID 5 A +7

X-Remote - User ¢} 712 @ & s gholl A AFEAE A st s 2% 8l ID 3342 #AFUT ¢
WA o2 9 dY e AA sk S ZEA 9 I AHEE YT

7.5.1. OpenShift Container Platforme] ID &5 2} & &

7124 © 2 = kubeadmin A&7 2 ¢ 2 H o] AU T ID FFAE AW Y D EFAE 4
Sho CROMEH 4 9] 2] 22 % 44 she] 221 28] F7bsl of g eh

23

/.1, %= E33k= OpenShift Container Platform AF8-2} o] 82 2 9 5 %] ¢¥&U )

752. 9 Y AF A

24 39 ID &3 A= X-Remote-Usersl 7+ 2 3 3| 7holl A AL&xE el dukz oz %
Y S AAstE 2F T2 ¢ A AMFH U 83 8t ID 33 A= htpasswd, Keystone, LDAP &=
=718 A5 o] A 45 2ad S AMgste 2 ID FEAe A8 glsyh

1

23

ARUE A Y SAML 153 22 1F Ao E 24 3d ID TFA4E A8 5 A5y
o} o] &£ 742 Red Hatoll A A 84| k54t

AFA 7Y o) ID FEAE AL She] 1 EEE S ZS A 59
https://<namespace_route>/oauth/authorize(%! & H d 2 )0l H A 23 of it o] & fBA =
https: //<namespace routes/oauth/authorize & Z EA|5l= ZEA] £ 0 & OAuth EZ ol gt <1
57 9o 4% et e H ol % OAuth A & 74l oF T ok

BeheA 7luk 20l flows7h B a8 FetoldEe AFHA e 2y T AsHn e FUF
Yt

e provider.loginURL v} /¥l th 813 ZeloldES J%‘S}% A% 3
2 3 S hitps://<namespace_route>/oauth/authorize = =

JHU
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L
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WWW 5 A=A 7} o 3= = OlAEL JIFTHA F2 2 S dudgdstdd =S T3 g

e provider.challengeURL i 7l 152 WWW <15 A A X 7} o A E = FEfo] A EE &3l = ¢
FEZEANURLE AAS T oS https://<namespace_route>/oauth/author|z ex I EA

o}

>
<

‘I"

3

—

Fe 5 9l

H
ot

provider.challengeURL 2 provider.loginURL 1} 7} <= URL %3] & t} & EZ S
sy

o ${url}> A URLE wA =™ 2] v 7oA b st & o] 2A| o] T Y T}
oj): https://www.example.com/sso-login?then=${url}

o ${query}= o] =Ao] = AT H A 2 AA FE FALEE WA FHU T
oj): https://www.example.com/auth-proxy/oauth/authorize?${query}

T8

OpenShift Container Platform 415 Bl = Z 2 Ao A 435 TLSE A A sfl oF g}

7.5.2.1. Microsoft Windowsol| 4] SSPI 14 %]

8

Microsoft Windowsol| 4] SSPI 12 A Y& Al 83l AL 7|< 28 B 71 5Y Ut 7<=
H 7152 Red Hat Z 29 M AMH| 2 =3 A SF(SLA) A A AL 8hA] For, 7] 57 ¢hd

SHA] &S 7 Qo] Z2 Y ALE-5HA] &= Aol EH UL ol H 3 7| TS AMEEtE B

AF 715E 2710 o] & F o M FA ol A AL o] 7] TS H AES AL =8-S A

T F AdFYh

Red Hat 7] Z 2] R/ 7] A1 W 9] ol o gk 2}A| & W &2
https://access.redhat.com/support/offerings/techpreview/ & 23} A] &

OpenShift CLI oc+= Microsft Windowsel| 4] SSO & & & & 838} 7] 93l SSPI(Security Support Provider
Interface)E A A th 84 80 ID FF A= GSSAPI X 9 ZE 4] ¢} 317 A3} Active Directory
A B = OpenShift Container Platformol] &4 3} 7 ¢, A& 217} =) ¢l )] 7} ¥ Microsoft Windows 71
FE oA oc W H= ¢l E] ¥ o] 2= A}E-3}o] OpenShift Container Platform2 A5 0. & 158 4= <5

=
753. 74 W A4
ID &5 A= openshift-config 4] & 2~ o] *01] 4] OpenShift Container Platform ConfigMap 2 24 E &

AHgEte] Q1% /1 H WES TRPUH 5L F2ID FFA AT AFH WES TP vl AHe

fyh

N
i)
i
k
uoi'
l

= }3F+= OpenShift Container Platform ConfigMap < 2.7
1%—8—ConfigM p © B A E 9] ca.crt 7)ol #4aloF Ftt

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

75.4. 8 3|t CRA =

o

CR(AH&AF A o] gla)ddl= 83 dlH ID 35 Aol gk w7 = 3 818 7he & ghol A = of 9l

4t

83

09

3t CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

name: cluster

spec:

identityProviders:
- name: requestheaderidp ﬂ

mappingMethod: claim g

type: RequestHeader

requestHeader:
challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}"
ca:

name: ca-config-map

clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: G
- X-Remote-User-Email
nameHeaders: Q
- X-Remote-User-Display-Name
preferredUsernameHeaders: @
- X-Remote-User-Login

ol ZFA ol B 2H ST ol A AL} o] & ol o= NG E o] ID o] Be BT
o] ZF7e] IDs} User © XA & 7hu) 3 417 Wy & Ao §h ),

2] eke /oauth/authorize XS 2 g ygAHAst= URLE, BateA 719 S8o]a
3 T 23 S https://<namespace_routes/oauth/authorize= = = A3t}

EEQTS U
OAuth ¢l 3 Eo] A E 7 XPE sl ™ hitps://<namespace_routes/oauth/authorize 2 X 5 A| 5
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I $ oc apply -f </path/to/CR>

3

CRo] g1 oc apply o1+ A} CRS A st b s Eg A& 9}%14 o}
73 3L: oc apply+= oc create --save-config 5=+= oc apply°ll 4] A73 z‘rl 2] A 2~9)|
AREslloF Ut o] 4% o] JaE FAlE = Yo
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2. 3 s dEstge WA AT EAHE 55 dH et ID FF A AFE AR S8 AF o 24

G
I $ oc login -u <username>
3. AFEATE 2RI =A] FRlstal ARgA} ol & EA U

I $ oc whoami

7.5.6. 8.7 3|t & A& 8= Apache 15 74 o

o] diA| o= &34 dl Y ID FFAE AFE-3Fo] OpenShift Container Platformel] tf 3+ Apache 215 2 =
A& 8T

AH&AL A o] ZEA] 74
mod_auth_gssapi = §& A-&3l=
=gurA el wrH Ut 28y =
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e

o A3 S uxal7] e S2to]AE @ oA X-Remote-User 3| T = 2ttty o).

A& 873 3t ID 35 A& AHE-5ho Apache 15
S olHUTH T 87 ARo] SFHWE b E A E A A

|

RequestHeaderldentityProvider -J ol ] Z2}o] A E Q154 AF 2 Al Y}

o A flows AH&st= 2E 5 873 o sl X-Csrf-Token st & A4 sl o & o}

e /oauth/authorize 2% 2 39 519 AZ W ZTEA HE=X] 254 A L. Wl = A oA Zg}o)
AEE SvE JAZ RE F =S \ﬂ‘ﬂa—.“d% OHA] 2 &l oF gy ok

e https://<namespace_route>/oauth/authorize 2 = =] 5= URLS 33 &2 4] Qlo]
/authorize = £} g t}. o: https://proxy.example.com/login-proxy/authorize?...
https://<namespace_route>/oauth/authorize?...2 Z = A] 3| o} ).

e https:/<namespace_route>/oauth/authorize = Z =A% = URL 319 A =&
https://<namespace_route>/oauth/authorize 3} ¢ 74 2 2 Z = A| 5 o o} Lt} o:
https://proxy.example.com/login-proxy/authorize/approve?...
https://<namespace_route>/oauth/authorize/approve?...2 Z = A5 of ).

3

https://<namespace_route> 5=4-= OAuth A B 2 2] 7 2 o] oc get route -n
openshift-authenticationS- 2 3] sl 714 & 4= JHF Yt

83 slH & AH&-31o] Apache Q15 74
o] of #| o] /] = mod_auth_gssapi =52 A-&3lo] 24 3] ID 35 AE 53 Apache )15 ZEA] & +
A] zsh,] q_
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AR 8 7 AL
o el xjd oA mod_auth_gssapi = 5< 71 Utk 22 A28 o) 2 3 7] | 71 A 2] & o]

LofoF gyt
o httpd

o mod_ssl
o mod_session
o apr-util-openssl
o mod_auth_gssapi

o MIT FAeIHEAEIE LS AS53= CAE A F Yok CAZE 228E OpenShift
Container Platform ConfigMap 2 B4 E & A o] 3t} t} &S A dsto] 3 Foh

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config ﬂ

Q CA%: ConfigMap © B 4] & ¢ ca.crt 7] o] % #al of & o}

SR

T YAMLS 2 §3te] 74 WL 9E 5 A&yt

apiVersion: v1
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

Aol ZeholAE AFAHE A FY T o]
Utk 2ol dE AE A E AR T+ e
CA] 4 % 3l oF g1 o,

® IDFFAe] CR(AHEAF A 9] 2l &22)& vbFY T
A=
o] ZEA= FEOIAE S A E AE-sho] X-Remote-User 3|t & 21 5] st == 7744 ® OAuth A H o 1
Ay

1. Apache G4 o] t] &t 124 & A A 31 t}. SSLProxyMachineCertificateFile vl 7| ¥ 5= 3t o 2
AR B BN Ao LA E AT i o ALEEE ZFA 0] F2ol A ATA A
34 7] §902 TLS §) FeholAE A5 AHgslof Tt

ofl

2. Apache 74 AAFUTH TS BZ RS ALeatal Do at 44 2 @S A FaAA S
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https://access.redhat.com/solutions/392003

7%4.1D 54 74

2

o\

i
i3

A 2.

ofr

HE AT oA HEstaL Al 5 &

i

A} A 9

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com

DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.
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GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
</Location>

</VirtualHost>

RequestHeader unset X-Remote-User

23

https://<namespace_route> 5=4-= OAuth A B 2 2] 7 2 o] oc get route -n
" openshift-authentication S A 3 st 714 & = A FU T

3. CR(AFE-AF A o] 7] & 2)<) 4] identityProviders &l 2} £ ¢ t] o] E gt T},

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
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# curl -L -k -H "X-Remote-User: joe" \
--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

- ASA glol EEE a8t ETelAdE ASHE AFTeHA &= 83 o] daljst=A gl

)=

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

. challengeURL 2] t] &) A o] &4 51 =] o] =] Aot
# curl -k -v -H '"X-Csrf-Token: 1"\

https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-
client&response_type=token

2 @A ol A A4 challengeURL 2|t &) A & BALg Y o}

. WWW-Authenticate 7] & A &1 %], 4 A& %]
H o] WS A3 g}.

tA

EF b BUAR 401 9L A5

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>

. Kerberos E]#1 & A}8-3} 7)1} A5} 23 OpenShift CLI(oc) 2291 < ©] 2~ E ] o}

i kinitS ARg-she] Kerberos B171 & A4 o 7% o] & AHA F 4 o
I # kdestroy -c cache_name ﬂ

ﬂ Kerberos 7l A] ¢] o] & A| 33l oF &1t}

ii. Kerberos ¢1Z A B E AF8-3to] oc =0 2213}

# oc login -u <username>

Z 2 E o) Kerberos ¢35 )8 gt
ii. oc =-olA Z2oF-3 ).
I # oc logout
iv. Kerberos Q15 A B E AM&-3to] EA S WU
I # Kinit
ZF2Ed Kerberos Abg#F o] 53 425 4 FY T

v. oc = 220F F =4

Qg o,

ot

I # oc login
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FAo] U= MEe) Q% FRE s olw 219l

ek
oy
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T3

7.6. GITHUB & += GITHUB ENTERPRISE ID &= A} 43

GitHub T=+= GitHub Enterprise2] OAuth 215 Ao e Al &xFol& U I3 A4S Q==
github ID &322 74 &4t} OAuth= AF& 3} OpenShift Container Platform#} GitHub T+
GitHub Enterprise 7+ £& 2.3} flow7} &o] ) Ut}

GitHub 32 A}4-3}o GitHub %= GitHub Enterprised] <14 & 4= )44t} GitHub Enterprls =3
O] A AH 20 SAE o]F Zﬂ*OHO]E st Ao tigk g 3ol AT calsA HES A8 F L
EATE T UAFYL

oS dAl = M E 2 WA ek & 8 GitHub @ GitHub Enterprise] 2% 2 &5 Ut}

7.6.1. OpenShift Container Platform<] ID 35 %} 4 X

7124 © 2 = kubeadmin AH§-4 7 2] 28] o] U THID FHAE A shel W AP ID FFAE A7
sh= CROAFS A 9 9] 2] 2:22) 2 YA shel o) 2o ksl of gt

23

1,1, %S E 3= OpenShift Container Platform A}-8-7} o] 88 2] 9 5] =] 941 th

7.6.2.GitHub 215 A 1
GitHub ¢ 74 3HH AF8-=F7} GitHub 24 578 2 A}-8-3Fe] OpenShift Container Platformeol] 21

NS
¢ & 9l Y th GitHub AF& 2} ID7} 91 &= AFeho] OpenShift Container Platform & 2] 2~ ¥l o] = 1213}
A Zot=& 54 GitHub 2] & AR A RE AA 28 7 U =5 A3 = dFH T

7.6.3. GitHub o Z ] Al o] A 5=
GitHub =& GitHub EnterpriseE ID ZF A2 AL8-3l]H A& o Z ] Al o] & S 23| oF gt}
Az}

1. GitHubol o} Z g A o] & =23t}

® GitHub2] 7 ¢ Settings — Developer settings - OAuth Apps = Register a new OAuth
applicatione Z8 3t}

e GitHub Enterprise/] SR GitHub Enterprise iiﬂ o] X]i o] &3l t} 2 Settings —»

2. o =g A o] A o] &(<l: My OpenShift Install)g- ) & 31 o}

3. https://oauth-openshift.apps.<cluster-names.<cluster-domain> 3} 72 &3 o] %] URLE ¢
.

4. A Ao &g Aol A A S dH I

e

5 A% Fof 9 URLS

o
)
o

Ytk URL #9l+= ID &5 #F name©| 154 th.
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/authorizing-oauth-apps
https://github.com/settings/profile
https://github.com/settings/apps
https://github.com/settings/developers
https://github.com/settings/applications/new

7%.1D A 74

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

& &9 &3 2Eyth
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. Register application< 22 gt} GitHuboll A Z2to] A E DS} Sl A E A28
thID 52 A& ¢hEste W o] gk gho]l ety

o

A&y

7.6.4. A 325 AA

ID &5 A= openshift-config Y] & 2= o] 2~ ¢)| 4] OpenShift Container Platform Secret 2 24 E & Al-&
ste] SEto|AE A8, FHOIAERISA B 71 & 2

A3}

® T& ¥R & ARE ko] wAd o] 2 ¢HE Secret L HAIES A

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

SR L

T YAMLS 2 §5te] A 23S AT FE gt

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o W go] X3¢ Secret S EAEE %

O_L,
1o
e
4
%)
o))

o The W2 ALg ] AFA T 7

rlo
i)

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.5. 7+ 9 AA
ID &5 2= openshift-config 4] & =5 o] 2~ ¢)| 4] OpenShift Container Platform ConfigMap 224 E &
[e) Z

A1g3te] Q1F 7B HES EFFUTL o] 52 T2 ID ZFA e AFA HELS £33lE o A&

Hyh
F3

o] A 2} GitHub Enterprisedl] ¥+ & & gt}
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71 %S %33k OpenShift Container Platform ConfigMap <. 2. %)
-2 ConfigMap 2 2 4 € o] ca.crt 7] ol #] =3l oF g o}

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

SR L
Thg YAMLS 2 8-3te] 74 P& s 5 9lay Tt

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.6.6. GitHub CR A1 &

& CROAMEA 4 o] 2] 42)0l) = GitHub ID 270l th & v/l 4= 8 88 7Hs @ ko] EAH o] 3
U,

o))

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca: @

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization
- myorganization2
teams:
- myorganization1/team-a
- myorganization2/team-b

7} o] &-& GitHub 522} AL&-} ID ool HFo] = A4 5 o] ID o] B4 F 4T ot 29 URLS
ah eloll = Abg- U o,

o
T O
i
]

Mo

1=
=

ol

i

o] ZFA¢] ID¢} User . HAE 7} 3 A4 =Y

o

Ao g o,
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A8 AFgH OpenShift Container Platform ConfigMap @ 2 4] E o) tf 3l %= 2, 4 ® URL9] o gt
AW ASA Y Fad s ASste d AFSEZ PEM AT 15 7| HEo] 2FFYLHL F/HH o=

oot J

5 =% GitHub OAuth o Z2] 7| o] A o] Zeto]AE ID. off &2] A o] 412 https://oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-name> ] =
2 URLS AH-g-3ko] 43 oF T ok

OpenShift Container Platform Secret @ B4 Eof th gl ZZ 2, GitHubol| A w3l 3l S-&fo] A E A
20 FF U

@ ® o o

GitHub Enterprise 2] 73 9- 91 28l 9] 5 A E o] &(4 : example.com )S #| 33l oF U t}. o] 7k
/setup/settings 3} ©] GitHub Enterprise hostname 7}3 A X&fjok 5l X E HE &5 3518 = ¢l

w42 A 2 o

Z 22 hostname 2 =7} A4 5 o] 9A &A1Y mappingMethod 7} lookup o 2 A4 5o 9=
$-o| = organizations === teams Z =& A g ] oF Ut} teams T =<} A A& = Gl

o
Xy

=8

© = == hostname B =7} 44 = o] 1A 271} mappingMethod 7} lookup o = 417 o} 9l 7
-¢l = teams == organizations ¥ = & A 4 3| o} g t}. organizations 2 =9} 3| A8
=T
-2 =]

Za

organizations ©=- = teams 7} 2| @ - VL H 27 F st} o] ol £ak= GitHub At
AR 22018 95U th clientiDo] 78 © GitHub OAuth off Z2]A| o] d o] =24 9] &
fr7botd A9 24 &fA7 o] 48 AFE-sheE W AL A 2 A EHE Ko s) oF gy T
o] # gk A& 7] #e] A7} GitHubE A & =191 8k= &<t o= GitHub 2] A3 o A
TP F AdFHH

e 2= ID FFAd ¥F = mappingMethod ¢} 732 ufj 7] ¥l 5= of] o) &k 2pAl| g Wi 82 ID &4k

AR &7 AR
e OpenShift Container Platform & 282 A4 g4t}
e IDFFAe] CR(AFEAF 9] g a)S eyt
o Atz 28] ok FYTh
Azt
1. Aeol®l CRES A&3th

I $ oc apply -f </path/to/CR>
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https://github.com/settings/applications/new
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/authentication_and_authorization/#identity-provider-parameters_understanding-identity-provider
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3

CRe] §12.% oc apply oA 4] CRS A A 3}aL ;}g Ane e AT 59
74 31: oc apply+<= oc create --save-config === oc apply°1] A A S 2] A2
AFEAoF Tt o] A5 o 238 As % H T

2. OAuth AW oA EZ& 7 F Y th
kubeadmin A}-& 217} 7 A€ 79 oc login 5 & & 43
o A 223k Wy o T @ X o] Al g Y o

off

P 222 4S5 g ol Ao

{ $£:9] A (?) Help » Command Line Tools— Copy Login Commandz ¢] 53} o] 3] o] %]

o oAl 28 FE 24U T,

3. FY&H 2aglste] A5 98 EE

o

Aggyrh
I $ oc login --token=<token>

e

3
ol ID FFAE A4 ol B FEE ST 2L AU3A YHU Tk
4. AHgATF ZIAWEA FASI AR o] §2 EA U

I $ oc whoami

7.7.GITLABID &3 A +4

GitLab.com B+ 7] €} GitLab Q1 2H A~ 2 ID & F A2 AFE-5lo] gitlab ID 3-F# & #4434 o

7.7.1. OpenShift Container Platforme] ID &5 2 & &

7184 o 2 = kubeadmin 4§47t 22 2B o) U h ID FFAE A seiw 8P D FFAE 4

3l CROAHE A A o] 2l22) S A stel o 2H ol FrbsioF gyt
3

/.1, %= X33k OpenShift Container Platform A}8- 2} o] 82 2 9 5 %] ¢¥&U )

7.7.2.GitLab 15 F 1.

GitLab 9152 #4351 A&7} GitLab 15 g B & A8 OpenShift Container Platformel] 2121
=+ AdE5Y E}

GitLab ¥ 7.7.0~1.0& AF&-3l= A% OAuth 53512 A3t A A Yt} Gitlab W 111 o] A4 & A&
3l 749 OAuth T A1 OpenlD Connect(OIDC)E /\}5"“ st AA

7.73. X322 A
ID &5 2= openshift-config 4] & 2= o] 2~ ¢)| 4] OpenShift Container Platform Secret ¢ 24 E & AL-&
sto] S eto]AE A AE, Fo|AE QAFA H 7| & EFF

Az
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https://gitlab.com/
http://doc.gitlab.com/ce/integration/oauth_provider.html
https://docs.gitlab.com/ce/integration/openid_connect_provider.html

7%.1D A 74

® T& ¥R & ARE skl wAd o] 2 ¢HE Secret L HAIES AT

$ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

SR L

TS YAMLS 2 §3te] A3 S AT S A5

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o T} WHLS AL Ble] o)A A ) go] £37 Secret L BAEZ A oSt = Q5

a

A3} 2

rlo
i)

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.4. 77 % A A

ID 3 A= openshift-config 4] & 23] o] 2~ A OpenShift Container Platform ConfigMap ¢ 24 EE

AHEEhe] Q1% 1 MBS THFUT o 5L F2 D FFA BB AFA WES T 6 AE

Futh
A3

o] A 2= GitHub Enterpriseol 7t 2 @ gt T}

Azt
o T}S ¥y S AMR A 915 7] #S ¥ 3HelE OpenShift Container Platform ConfigMap ¢ 2.4
EZ Aoy} 215 7@ ConfigMap ¢ 2.4 E ¢] ca.crt 7] o] #] &3l of gt}

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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SR

U5 YAMLS A 88te] 74 B & vhe 5 syt

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.7.5.GitLab CR 4 &

th& CR(AHE A 4 9] 2] &:22)el &= GitLab ID 33 2kol T @ w78 5= 2 518 715 @ gho] 4] 5 o]
Yt

GitLab CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https:/gitlab.com 9
ca:

name: ca-config-map

U =dte ol = AR Y o

o] FH A2l IDotUser e BA E 7hufjsg A4 WS Ao gyt

=4 GitLab OAuth ol Z 2] Al o] A 2] E8}o]AE ID. o Z2] A o] 42 https://oauth-
B URL S AF&-sto] -4 &l oF gy o

OpenShift Container Platform Secret ¢ B 4 E o] t] 3t % 2, GitLaboll A w3] gt Z2}o] ol
o] 2y

i
i

GitLab &5 #}¢] &2~ E URL. https://gitlab.com/ T-= 7] E} #}3] & 2 ¥ Gitlab Q1 =8 A<
F4th

@@6 @@G

MW AZA S FEAS AF e U AH§ B PEM A3 91F /)% WEo] £
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o]
A

o] 327 o] & & Gitlab 527 AH§-4H D ¢kl HFol = A4 5 o] ID o] 5 F 4 ek 24 URL
]

1m

)4

fijo

openshift.apps.<cluster-names. <c|uster-domaln>/oauth2ca|lback/<|dp provider-names ] =

Al =

s

A& AFg}H OpenShift Container Platform ConfigMap @ 24 E o) tf 3l %= 2, 4 © URL9] o gt
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https://docs.gitlab.com/ce/api/oauth2.html

7%.1D 3F& +4

e =& ID FH Al 35 5= mappingMethod ¢} 7+-2- vl 7] ¥ 2ol th & 2hA| & W82 ID &4
A E s Al 2

ZY2EE LA FAE AT AF T F AES D FFRAE T/ L.

AR &7 AR
e OpenShift Container Platform & 282 A4 g4t}
e IDFFAe] CR(AHEAF ] g a)S eyt

o BEAT ZaAa o} P

1 Ael® CRS 223U,
I $ oc apply -f </path/to/CR>
e
CRe] glo oc apply oA A} CRE A atal v A s EAT + dFUth
734 3L: oc apply+= oc create --save-config T=+= oc applyoll A A A 3 2] &2
2. 43 E dgetgteE vAIAZE EA EE 4S5 E Aot ID T Ao A AR FE AH o 229
Gt
I $ oc login -u <username>
3. A A 2N =R FRISHAL AFE A} o] 5 EA FY T

I $ oc whoami

7.8. GOOGLE ID & A} +4

Google OpenlD Connect % &2 Al-&3}<] google ID 35 A& 7434t

7.8.1. OpenShift Container Platform<] ID 5%} 3 B

7124 © = = kubeadmin AH§-4 7 2] 28] o] U ID FHAE A shel W AP ID FFAE A
sh= CROAHS A 9 9] 2] 222) 2 YA shel e 260 ksl of gt

y =77
' /.1, %S E3H3s= OpenShift Container Platform A}& 2} o] & %] 9 5] %] k<51 th
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/authentication_and_authorization/#identity-provider-parameters_understanding-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect

Google% ID ZFAE Ab& 8l 2 E Google /\}%X}ﬂ AW QAFS 73T 4 AF Y ) hostedDomain
T EAE A G 54 S2E =Wl W 135S Aded = AdHYTh

=77

GoogleS ID &F A& AF&3le H AF&-2}7} < namespace_route>/oauth/token/request

£ Al et B2e shA gl Gy T

-

7.83. A1 33 A A

ID &5 A= openshift-config Y] & 2= o] 2~ 9)| 4] OpenShift Container Platform Secret 2 24 E & Al-&
sto] SEfolAE A AL, FHo|AE QISA W 7| & 2&Fh

A3}

® T& ¥R & ARE skl wAd o] 2¢HE Secret L HAES A

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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apiVersion: v1i
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o The Y2 ALg ] AFA A 7

rlo
i)
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I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.4. Google CR Al &

& CR(AME-7 4 o] 2] 22)0l) = Google ID B3 2ol th & w84 2 318 7159 gto] A H o] 9l
U,

Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: googleidp ﬂ
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mappingMethod: claim g
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 9

o] F#4 o] & Google 54 AHE-A ID ol Tl 2 A o] ID o] B FHFUTh 2 g4
URLE W =st ol = AL gy o

o] ZF 2] ID¢} User S HAE 7w g A4 vy S A o] g}

name>.<cluster-domain>/oauth2callback/<idp-provider-name> ¢] 2]t} d) A URIZ A}-& 3o +
daf oF gt

OpenShift Container Platform Secret ¢ 24 E o] th 3t 3% &, Googleo]| 4] @3] 3t Z2}o] A E A

g 5549 Google 24 E o] Zg}o]dE ID. 24 E = https://oauth-openshift.apps.<cluster-
sgie] 2gP YT

22 AA L A= U AFEEH = 52 E &1 ¢l YU th lookup mappingMethod 7} A& & = 7
9r A Ab iUt v o)l s 49 e Google AR S A5 4 A HFYTh
F7tEas
e = EID FFAe F% = = mappingMethod ¢} 742wl 7) ¥ = of] off g A gk W &2 ID &+ A

AR &7 AR
e OpenShift Container Platform & 282 A4 g4t}
e IDFFAe] CR(AHEAF 9] g a)S eyt

o BEAT ZaAa ol P

1 o9 CRS & 3uch

I $ oc apply -f </path/to/CR>

Za1
CRo] glo. W oc apply |4 Al CRE A A3l \:}—g— =2 eg AT 5 g&UT
74 31: oc apply+= oc create --save-config == pIy°1]1\1 A A3 g 220

ALEoF ST} o] 45 o) A E 7 AS % I

2. OAuth AHel E2< 714 g th
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{ $£:9] A (?) Help » Command Line Tools— Copy Login Commandz ¢] 53} o] o] 3] o] %]
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3. Y&y 2alste] 1ES A8 EES AgFUh
I $ oc login --token=<token>
o] ID FFA= AHE A ol 53 Y E AHE S 2SS A AskA] U
4. AHEATF 2P E=A] FRISAL AR} ol & A F U L

I $ oc whoami

7.9. OPENID CONNECT ID &5 A} +4

o

015 I = Flow & AF&3}e] OpenlD Connect ID &3 A2} 5835 == oide ID &5 AE A4 U ot

7.9.1. OpenShift Container Platform<] ID 3%} A B

7184 o 2 = kubeadmin 4§47t 22 2B o) U h ID FFAE A seiw o) D FFAE 4

3l CROAHE A A 9] 2l 2) & A sted 28 2=H ol F7a)oF g oh
3

/,:, %= X 3$Fs= OpenShift Container Platform AF-&%} o] &2 A 9 &
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ID &5 2= openshift-config 4] & 2= o] 2~ ¢)| 4] OpenShift Container Platform Secret ¢ B4 E & AL-&
ste] SEto|AE A A8, FHOIAERISA B 715 2

Az}

2 P2 ALg sl

2 o] ¥ 3% Secret 0 A E S A A ST}
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S

$ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

—
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http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
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SR
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apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o TIS WS AR ] O ZA o Y go] 39 Secret L EAEZS AT S

k=)
rlo
i)

A3} 7
I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config
7.9.3. 74 W A4

ID 33 A= openshift-config 4] & 2= o] 29| A OpenShift Container Platform ConfigMap ¢ B4 EE
ARE St )15 7R HES XYL ol 52 FEID FF Ao 2o S HES et vl AHE:

Hyth
Za
o] A 2= GitHub Enterpriseol 7t 2 @ $H T}
Azt
o U3 HH S ALE3le] 9% 71 3-8 £33k OpenShift Container Platform ConfigMap < .4
Eg 4ol grh <13 712 Confighap © 8.2 = | ca.crt 7] o) 4 4s] oF Tt

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.9.4. OpenlD Connect CR 41 &

g CR(AF&AF A ] 2] &22)ol & OpenlID Connect ID FF Aol th 3 vl 7] ¥ 5= 2
wo] hFH T

QL

& 7F5 gro] 4
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AREA A o] QIFA HE, F7EH S, F7F A Fof 8% vy W5 =+ userinfo URLS ] 7 & o 3l =

719 A A OpenlD Connect CRS AF&-314] Al €.

315 OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp ﬂ
mappingMethod: claim g
type: OpenID
openliD:

clientlD: ... €

clientSecret: ﬂ
name: idp-secret
claims: 6
preferredUsername:
- preferred_username
name:
- name
email:
- email
issuer: https://www.idp-issuer.com G

THAOlE2ID U Y % el T = XA H ID ol F2 A

Ut} gt e H URLS 0=

@ ®©6 o600 9o

o] 7o) Do} User @ BLAE 71 o} 3§ 4174 Wy £ Ao o).

OpenID FF Aol 5249 Fgto]Ad E Q] Fglo]d E ID. o] ¢l E = https://oauth-
openshift.apps.<cluster_names.<cluster_domain>/oauth2callback/<idp_provider_name> o =
2t g Ae & glojof Futh

Zg}o] A E A= 8lo] E3H OpenShift Container Platform Secret © 2 4 E of o &+ -z t}.

-

D2 AHg & 299 22U Th Mo} 97 & 3 wAl Zu o] AgHUTh Zaelo] @l o)
slolof gith U e Zel el gol §low Q15o] Angith o & Sol, o714 & wrake
]

id_token<] sub =¥ 3t& AHE-A12] IDE AME-FH o)

OpenlD AbeFoll A = a2 A E A duynt. A g = 27 774 &4 glo] httpsE AH&-3ff oF T

=8

A ) OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: oidcidp
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https://openid.net/specs/openid-connect-core-1_0.html#IssuerIdentifier
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mappingMethod: claim
type: OpenlD
openliD:
clientlD: ...
clientSecret:
name: idp-secret
ca: ﬂ
name: ca-config-map
extraScopes:
- emalil
- profile
extraAuthorizeParameters: 6
include_granted_scopes: "true"
claims:
preferredUsername: ﬂ
- preferred_username

- nickname
- given_name
- name
email: G
- custom_email_claim
- emalil
issuer: https://www.idp-issuer.com
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48 CRE 4 &3t

I $ oc apply -f </path/to/CR>

=
CRe] 3127 oc apply °A A} CR& B4 stal b5 418 EYAT F AdFH
<]

Apgaob Tk o] A% o] AnE FAHE "t
OAuth Ao A E22 /b g1t}
kubeadmin A}-&-7}7} 2 71 € 73 $- oc login W& A st E2S AT 5 = 4 # o] Ao

NA| 2ok ol th &k # o] Az Ytk

{29 A (?) Help » Command Line Tools— Copy Login Commandz ¢] 53} o] 3] o] %]
of AA =g = dFU o

A g,

o

FH2Ho 23 AS5 S 98 ES

I $ oc login --token=<token>

3

OpenlD Connect o}o] 4l E] €] ¥-F A7} ROPC(Resource Owner Password
Credentials) 317} 35 & Aot A A& A ol g dS &2 20T F UF
Ut} olol S E €] 740l th g ROPC 817} 588 Aot = 24 shal s ol
g Faslok & & Ay ch
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OIDC o}o] el ¥] E] 37 A7} OpenShift Container Platformell -4 © % t}2 4 &
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$ oc login -u <identity provider_username> --server=
<api_server_url_and_port>
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I $ oc whoami
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i B B 1

Service Account (Bot) Group 1 User1 User 2 User 3
LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE
BINDING BINDING BINDING BINDING BINDING
Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
LOCAL ROLE
(Bot)

Rule Rule
PROJECT

i

H CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE
i (View) (Edit) (Admin) (Cluster Admin)
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i Rule Rule Rule Rule Rule Rule Rule Rule
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https://kubernetes.io/docs/admin/authorization/rbac/#aggregated-clusterroles
https://kubernetes.io/docs/tasks/administer-cluster/namespaces/
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https://kubernetes.io/docs/tasks/administer-cluster/guaranteed-scheduling-critical-addon-pods/#rescheduler-guaranteed-scheduling-of-critical-add-ons
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Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams [ 1 [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete

deletecollection get list patch update watch get list watch]
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imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings [ 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1] I [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
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deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ i [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy 1 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update

patch delete get list watch]

=K

clusterserviceversions.operators.coreos.com 1 1 [create update

patch delete get list watch]
installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]
subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]
buildconfigs/instantiate 1 1 [create]
buildconfigs/instantiatebinary 1 1 [create]
builds/clone [ 1 [create]
deploymentconfigrollbacks 1 [ [create]
deploymentconfigs/instantiate 1 1 [create]
deploymentconfigs/rollback 1 [ [create]
imagestreamimports 1 [ [create]
localresourceaccessreviews 1 1 [create]
localsubjectaccessreviews 1 1 [create]
podsecuritypolicyreviews 1 1 [create]
podsecuritypolicyselfsubjectreviews 1 [ [create]
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podsecuritypolicysubjectreviews 1 1

resourceaccessreviews [ 1
routes/custom-host i [
subjectaccessreviews 1 [
subjectrulesreviews [ 1
deploymentconfigrollbacks.apps.openshift.io 1
deploymentconfigs.apps.openshift.io/instantiate i
deploymentconfigs.apps.openshift.io/rollback 1]
localsubjectaccessreviews.authorization.k8s.io 1
localresourceaccessreviews.authorization.openshift.io  []
localsubjectaccessreviews.authorization.openshift.io 1
resourceaccessreviews.authorization.openshift.io 1
subjectaccessreviews.authorization.openshift.io 1
subjectrulesreviews.authorization.openshift.io i
buildconfigs.build.openshift.io/instantiate I
buildconfigs.build.openshift.io/instantiatebinary 1]
builds.build.openshift.io/clone 0 0
imagestreamimports.image.openshift.io [
routes.route.openshift.io/custom-host [
podsecuritypolicyreviews.security.openshift.io 1
podsecuritypolicyselfsubjectreviews.security.openshift.io []
podsecuritypolicysubjectreviews.security.openshift.io  []
jenkins.build.openshift.io [ 1
edit view]
builds 0 I
deletecollection get list patch update watch get list watch]
builds.build.openshift.io 1 1
deletecollection get list patch update watch get list watch]
projects I I
update]
projects.project.openshift.io [ [
get patch update]
namespaces I 1]
pods/attach 1 1
deletecollection patch update]
pods/exec [ i
deletecollection patch update]
pods/portforward [ 1
delete deletecollection patch update]
pods/proxy I I
deletecollection patch update]
services/proxy 1 [
deletecollection patch update]
routes/status 1 1
routes.route.openshift.io/status [ i
appliedclusterresourcequotas [ i
bindings I 1]
builds/log 0 I
deploymentconfigs/log [ [
deploymentconfigs/status I I
events 1 1
imagestreams/status 1 I
limitranges I 1
namespaces/status I 1]

pods/log I I
pods/status l I

82

[create]
[create]
[create]
[create]
[create]
1 [create]
[ [create]
1 [create]
[ [create]
1 [create]
1 [create]
[ [create]
1 [create]
[ [create]
[create]
[ [create]
[create]
1 [create]

1 [create]

1 [create]
I [create]
1] [create]
[edit view view admin

[get create delete

[get create delete

[get delete get delete get patch

[get delete get delete

[get get list watch]
[get list watch create delete

[get list watch create delete
[get list watch create
[get list watch create delete
[get list watch create delete
[get list watch update]

[get list watch update]
[get list watch]

[get list watch]
[get list watch]

[get list watch]
[get list watch]

[get list watch]

[get list watch]

[get list watch]

[get list watch]

[get list watch]

[get list watch]
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replicationcontrollers/status
resourcequotas/status

resourcequotas

resourcequotausages
rolebindingrestrictions
deploymentconfigs.apps.openshift.io/log
deploymentconfigs.apps.openshift.io/status
controllerrevisions.apps 1
rolebindingrestrictions.authorization.openshift.io
builds.build.openshift.io/log 1
imagestreams.image.openshift.io/status
appliedclusterresourcequotas.quota.openshift.io
imagestreams/layers 1
imagestreams.image.openshift.io/layers
builds/details
builds.build.openshift.io/details

[]
I
I
I
I

I
(]

(]
f]
f]
(
(
f]
I

f]
(]
I

I
(]
(]

f]
f]

I

I
f]

I
I [update]

f] I

basic-user
<nhone>

Name:
Labels:

Z

48

[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]

[get list watch]

[get update get]
[get update get]

[update]

Annotations: openshift.io/description: A user that can get basic information about projects.

rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews i [ [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]

selfsubjectrulesreviews.authorization.openshift.io []
clusterroles.rbac.authorization.k8s.io [

I
(

clusterroles I [0 [get list]
clusterroles.authorization.openshift.io 1 [ [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]

projectrequests.project.openshift.io

(l [list]
Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

*-* ]
[']

(]
I

Tee G A gE e R IF L BA s A4 Fel2E Q@ uad 3
S LK

$ oc describe clusterrolebinding.rbac

o
i)

2

[create]
[get list watch]

s

g
fijo
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Name: alertmanager-main
Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:



Namespace

Kind Name

Group system:cluster-admins
User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api
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Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin
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Subjects:
Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.6. AL A 4 & F7}

oc adm #2] 2 CLIE AHg-5te] 92 d vl S A2 & Ad5U
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AHER} EE DF O] 4B Y AL F kS G Bol met AL} EE 2RO BojEE A2 Y

gho] H-of gt} oc adm policy & & & AF&-8Fo] AREAF B 7o & %%}ﬂﬂ%ﬁ%ﬂgﬂﬁz

ERY A4S AAL 5 A5

NE e sE 9 TRAEY 24 AR EE 2R Y & dgyth

Az

II;I

1 54

A E o] ARG A Al A TS T Tk

$ oc adm policy add-role-to-user <role> <user> -n <project>

2
o))
i
ut

=
=

il

25 23 5lo] joe =24 E 9 alice A& Aol Al admin & &2 718 = )

I $ oc adm policy add-role-to-user admin alice -n joe

o Au

e YAMLE 2 g3te] AL Aol A GBS F718 +E 3

o)

Y,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

_] i
rO
L
W
o

2. 249

sk

ol g

RS

B Egol F71E %l

rr

)

o

I $ oc describe rolebinding.rbac -n <project>

o
f
v
)
v
o
o
o
021;1‘
o
i
v

o E S0 joe TRAE 24 93 uely

$ oc describe rolebinding.rbac -n joe

=9 4
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace
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User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
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Kind Name Namespace

Group system:serviceaccounts:joe

Q alice A}-&- %} 7} admins RoleBindinge°l] &7} % 21 %1 t}.

J. 249884
AEe] 24 TS AA s o] 4 B2 AEA A MAFE + AHUT

1 ZedEe 24 q8S 44sdd o ¥y A
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
ol oA e g AP g
® <name>: 274 9 & o] &
o <verb>: ool 48T FAS HEZ FRIES
® <resource>: 9 o] AL H = g AhA
® <project>: ZZ A E o] &
& 5], AH427) blue ZE2HE 2| Pods ¥ 5 e 22 4TS AR o2 ¥H S A
g ok
I $ oc create role podview --verb=get --resource=pod -n blue
2. A A8 A Ao v e W o W S
I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue
8. 22 2~E 93 44
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I $ oc create clusterrole podviewonly --verb=

uk
fijo

o
hI

il

4w g 3

mlo

28 3] o},

his

get --resource=pod

89. 24 A& Hld W&
= A A RS st 22 A uldol e A8 e a5 AAE 9ES HYste A, -n S
S5 bgstel TRAES A+ G e $om da) T A EsL AR,
U3 B #H S AHE5te] 22 RBACE &1 & = syt
8122 4 upag 2y
9% A
$ oc adm policy who-can <verbs <resource> gz A FPE F A= AHEAE YEFE U
$ oc adm policy add-role-to-user <role> A Z2AEM A E AR A A HE TS
<usernames upol g gk ok

$ oc adm policy remove-role-from-user
<role> <usernames

AR ZRAENA A HASAZEE AHH 4 g

= A A

$ oc adm policy remove-user <usernames A z2AENA A H AFEAF D & g AL} o
& BF AAGY
$ oc adm policy add-role-to-group <role> A z2AENA A H 18 (A E TS upel
<groupname> ISEasi=N
$ oc adm policy remove-role-from-group ) ZRAENM AFA 2F] ANAHA TS A A
<role> <groupname> S o)
$ oc adm policy remove-group <groupname> A Z2AE AFE 2FH T 25 TS
R AAZ Y
8.10. 82 9& v}l d =]
o A S ALg e FE 2 SR ug S 2@ S Uik T 2E @ uel g vlg )
o227} obd B 2k AREH B 2 -n e 17} s Y 2ol AR E A ey
%82 Z82H A& uelg A4
3 A
$ oc adm policy add-cluster-role-to-user S 2EH o BE T2 A E tal] XA E AFE-AL A
<role> <username> AR AEg vl g o
$ oc adm policy remove-cluster-role-from- S 2E o RE Z2AE ts)] A AHE AL AR
user <role> <username> B A A" oS 7 A8
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$ oc adm policy add-cluster-role-to-group FHLEH RE 22 el A H oS AH
<role> <groupname> gl vl g Yok

$ oc adm policy remove-cluster-role-from- g nE Z2 A E tisf A Y H 2F oA A
group <role> <groupname> AE TS AAFU

8. S =Y A A A

FH2H H A2 54 3 28 OpenShift Container Platform &2 28 o A 38 &} 4=
A cluster-admin & go] Z @ 3o}

N
L
r
o
4
Og‘;,l‘
ol
At

A 27 Abg

o ZEaE AEAE G| AHEAE A S oF Ut

A%}
o NHEAE ZH2H B AR T Lk

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>
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9%. KUBEADMIN A}-8-=} A A

9.1. KUBEADMIN A}-& =}

OpenShift Container Platformoll A &= A x] =2 4| 27} 5 2 Z 8] 28 &8 2 kubeadming 2 A &
U,

o] Ab&-7= cluster-admin & &o] A5 0 2 A g =n] F2|AE 9 FEAGAR AFHUTL YS = F

Z o 2 A A =™ OpenShift Container Platform 373 ol A 13Ut AX 7 55 A X 2 73 9
ZHo 457t A FEHYLE A S 59 oS3 FE5Y.

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. KUBEADMIN A}-8=} A 7

212 A ¢] 532 A cluster-admin A& 2} = 2= t}2 kubeadming A A dlod S 2] 28 Bets 7}

'@ 9]
T2 AL-8-217} cluster-admineo] =] 7] Z o o] A 2t5 3 5= 4 - OpenShift

Container Platform<& t}A] A X &l oF 3 t) o] HE o H 42T 4 gl& Yt}

AHA 87 AHRE
® St} o] o) ID FHEAE A s oF FY T
e A}-g 7)o A cluster-admin & & F7}af oF gt}

o BEAT ZaAa ol P

o kubeadmin A =318 A A gt}

I $ oc delete secrets kubeadmin -n kube-system
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10.1. A v 2= AR 7 &

e 1A 2 A47FAPIY FH A 2= 4= = OpenShift Container Platform Al 7 4 Y t}. A H]
7zt 2 A E Yol EA) = APl OHZ—JEO‘H‘ZP AH) 2 Al S AFESHH Lk AR 2Fe] 214
F3lA] = APl M 2 AsHS FASHA Ao 4= A HFY )

OpenShift Container Platform CLI == ] &4 5 A1831H APl & E3)] APlof o 3l 1=0] 43 5
Yok dut AFg2Le] 244 S S AFE- ] @Al = APl AN AT QU EE A 2 A A H] 2 AR
AAT F AFULE A E E, A=A S AEH S T3 F AFH T

rlu
mlo

o Pod& 43kt AHA S sl BA| AE S & o) APIE 5
o Hu2 s Welol 3 o Fel Aol g Bol APIE T E T
o RUHY & BTE A 2% o) A8 Fo) APIE S FY T

2} A u] 22 A o] AL AL o] B8 2 A = o) o] So) A 54 T,

system:serviceaccounts Al =gl o] B E Ay 2 Al o] 23 E Y

system:serviceaccounts:<project> A A E T Z A E o] B E A H] 2 A H o] T3P T

Zt MBI 2= A ol = T 7 7HA Al F B 0] A g o2 2 U T
o APIEZ
® OpenShift Container Registry x}4 &

AEEAPIEZ A A 2EY S5 AR HEEA FAR A LSS AHA st a3t = s HHh
A G A e A 22 Al A Blo] Abs o ® A H o] Al g YT

10.2. A Hj = A A4

maAEoA Avl s AA L AA T o gl nil Pt AHL F @ F olHuTh
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NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

ey

o

RElch

i

2. AR Z2AENM A MU= A S st v
I $ oc create sa <service_account_name> )

ﬂ T2 Z 2 A Eo A MH| = A& A/ 5te H -n <project_name>-S A4 g o

2 o

serviceaccount "robot" created

| n-qN‘

E Rk

g YAMLE 2 g-5te] Al 2 AR & AN Y 5= AU

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. g Apgh Aqu| 2 Al o) Al 2B S Sl o

$ oc describe sa robot

2 o

o

Name: robot
Namespace: projecti
Labels: <none>
Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

o HA Z2AHE MU AAFS FAHT F AF Y o & £, top-secret 71 #] o 4| robot 4] H]
2~ Al A ol view & T2 F=71E 8w
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I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

Zro A H

Thg YAMLE % §-3to] o

sk
i
w

7ha g4yt

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding

metadata:

name: view
namespace: top-secret

roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view

subjects:

- kind: ServiceAccount
name: robot
namespace: top-secret

2~
= X2 Al Eo A -z = 2= X183} 31 <service_account_name>

S FAS FEJdFUT d & S0 AR A
= AA

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

A4S An

T8

ZRAE £ Au|2 AR T AN AH
Stttk o] Z Y 22 A& LEE WA F

F2 Bl Y 5 AFU T

g RolaH 2 T 21T NS
P31 A% A ) 22 A g of g o) 4] 2

T YAMLE ) g3le] o 82 5748 & Ut

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding

metadata:

name: <rolebinding_name>
namespace: <current_project_name>

roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>

subjects:

- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

o2 9l 5 o] &

swo] 225 U

A ok Al A oF 2ol -n F4d 2 AFEshe] A& H e ZRAE U Y
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Ay il
32,
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[K

o] mE A E o] B E Au] 2 A4 ol 4 my-project A =] 2] 228 B 4 gl
Hw oo Ag s

£
St
ol it

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project

SR L

)

& YAMLS 2 §-3he] o Yt

sk
filo

F7re = 3l

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

)

A% % 9

© managers x 2 9] 2 Al 2 Aol A my-project o] 2]
=2 heE e Ay

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

SR

o

o YAMLS 2 §8te] 9 ahg 37 = g5t
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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Yt Ak AR} 24 FH S AL o}?q 2231 APlof| o A =3k
AAT F AFULL A E & ,/\1H1¢ AL S AFESIH 22 T3S 5 dFY

rlu
mlo
:Oé
>
Y
o2
B2
%
o
ofN
o
n
o
it

o PodE WASAL A Si3) BA DESHE F35) APIE &
o WAL 93] AL olU R HE2 A o] H L Bal APIZ ZEFL L,

e RUHH

1
e

TS Al AR fZA TS F APIE EEIU -

2} aqu) 22 A o] AFE A} o] B s B o) o] 2o A Al E U T

system:serviceaccount:<project>:<name>

BE A2 AR e F gl Wuol ] gy

g A

system:serviceaccounts A 2=El o] BE A H] 2~ AR o] EEFH U )

system:serviceaccounts:<project> A A E T Z A E o] B E A H] 2 A H o] T3P T

ZF AE| 2 A ol = v 7 7R Al 2 Eo] Abs o ® I YT
o APIEEZ
® OpenShift Container Registry A2 &1
AABAPI S 9 gl A 2B A% ARE BEHA P % A LS AR ot BEHT 5 AT
A G A e A 22 Al A Blo] Abs o ® A H o] Al g YT
1.2, 7] & M u) 2 A4
OpenShift Container Platform 2 2] 28 ol = E 8 &8 #2] & fal 71 A B2 Al o] E3hE] o] 9lom,
ZrA Bt Be Au s Ao 44 EU T
N.21. 71 2 S8 2F A 2 Al A
therat Qe AR S 7h A2 A AF FH S AFS sl AR Th ok AH 2 AR A A%

] OpenShift Container Platform <1322} 3 2 4] € (openshift-infra) ol A A A =W, F 2] 28 A A oA o}
& o] AlFHYrh
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a2 AA A

replication-controller  system:replication-controller & sto] &35

deployment- system:deployment-controller < go] st
controller
build-controller system:build-controller & & o] g3 5 AHFYTh 3 W3 JE D= podE A

Zd8k7] S1sf A = Bk WE 2 E Ao 27 ¢ build-controller 48] = 77 o]
EgE ol dFyth

N22. 718 22 A E Mu] 2= Al 2 o9&

Z2AED 379 Hu) 2 AA o] AHEo 7 HAEH Y

AH] 2= AR AHEH

builder W= Podol| A AFESHY tE U & Docker #| A 2E 8 & AL&-3lo] T2 A E 9] o]n| X
2EY o g olux & "ol Y& 4 9l system:image-builder < stHo] #) 354
=3

deployer vl 3 Podol| A A& 31 system:deployer & st& x| H sl 4 ¢ TR A EoA &

A AEED 9 Pods B 488 + AFHh

default e Au 2 AR A A G @ 71 e RE PodE A9 ah o] AFE T T

Z 2 A E o] & A H] 2 Al A o = system:image-puller & gho] Hof 5] o] Y1 AE o] o] u] ] & %] 2
ETE ANt Z2AE BE o|u X 2EY A o|n| 2] & 7FA L F AH5Y T

N3. A= A ABA

A EoA vl s AL AA T o gl nil P st AHL F @ F olHU T

=R
1LoAde AL fA) R B Hu s AL BEE e FY TS
I $ oc get sa
=49 4
NAME SECRETS AGE
builder 2 2d
default 2 2d
deployer 2 2d
2. A Z2AEANA A MU AR S G =S T3 FU
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7. s Z2 A o) QA A Au| = A AL

I $ oc create sa <service_account_name> 0

© o= mEA=o)4 A2 A9 e 42951 W -n <project_name> 2 <) gk

2 o

serviceaccount "robot" created

| HHN‘

E Rk

12 YAMLE 4 &35l |2 AR S AT 5= dFU T
apiVersion: vi
kind: ServiceAccount
metadata:

name: <service_account_name>
namespace: <current_project>

3. Ag) Ak AMu] 2 Al o] A A S FAFY Tk
I $ oc describe sa robot

2 o

o

Name: robot
Namespace: projecti
Labels: <none>
Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

AN
x
=
P
)
ol

o Q1% PG 9 HAM ALE

API Q15 o] Ha g o i cf ZejAl o] dol MH =2 Ao ESS xS

Futh

%o

oM R = 7}A oW 21 ZH A& Al &% ¥ imagestreams/layers ol th g+ get A 3o] gl o] oF g T}
oln| X & "ol Yo uH AdZFH A&l A &3 ¥ imagestreams/layers ol tf s update A glo] g)ojok
Eash=g

Nedow ZrAEs] RE MU 2 AGE g TR o] v 42 /b4 S F A Aol A,
builder 4] 2= Aol &= s 3 Z2A o] o] w42 Wol Y& Adto] YUtk
A%

1 Aul 2 A A o] APl E2S 3Hel gt
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100

I $ oc describe secret <secret_name>

& &% e AEU

$ oc describe secret robot-token-uzkbh -n top-secret

o
i)

a)

Name: robot-token-uzkbh

Labels: <none>

Annotations: kubernetes.io/service-account.name=robot,kubernetes.io/service-
account.uid=49f19e2e-16¢6-11e5-afdc-3c970e4b7ffe

Type: kubernetes.io/service-account-token

Data

token: eydhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9...

2. 7ML EEZ AME ] 2ad gyt

I $ oc login --token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9...
Z9 o

Logged into "https://server:8443" as "system:serviceaccount:top-secret:robot” using the
token provided.

You don't have any projects. You can try to create a new project, by running

$ oc new-project <projectname>

3 MU= ARG e R 2aAREA Sy

I $ oc whoami
2 o

system:serviceaccount:top-secret:robot

| HHN‘



122, M= 714 2 OAUTH 20| A EZ A8
127, A v 2~ A4 2 OAUTH S glo| A EZ A&

12.1. OAUTH Zg}lo| A E 2 A] o] A v A A A

AMUEl 2= A & Al g FEf o] OAuth Feto]AER AR S &= lF U o A B] & Al G ol A = A 8] 2= A7
o) 2R vl s o] 2= o) Qs Y- 71 - AR P B o g 7] nk Ao A 2T 4 gl A
HAT 23+ AFYTH

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
A Hl 2= A & OAuth 8o A E R AbE-ste A ¢l o3 254y

e client_id= system:serviceaccount:<service_account_namespace>:

<service_account_names> ¢ 4t}
e client_secret> sl & A ¥ = Al G o] API EZ 5 stutd = FUth d & 9 a3 25Ut

I $ oc sa get-token <service_account_name>

e WWW-Authenticate 2 21 2] & 7}# Q2™ A v 2= A A <]
serviceaccounts.openshift.io/oauth-want-challenges 54 & true = 4% 3t c}.

e redirect_uri= A ¥ 2 Al A 9] T4 3 A X)) oF 3 T}

12.1.1. A ¥] 2= A4 2] URIE OAuth S2toldEZ gy HA A

T4 7] 9= H F Al serviceaccounts.openshift.io/oauth-redirecturi. ===
serviceaccounts.openshift.io/oauth-redirectreference. 7} ¢l o] o} 3] D} d& EW o3 ZHF Y

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

N

2erd B0 248 S 59 U URIE 43 A48 5 A5 o 8
1=

.
)
o
oo
A

]_
"

oy o

m\l

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

5] o of A] first 2! secondz} = Al AL F 7 o] & 2Tl ed URIE 723hE o) AHgE U o

Bge T E A gyd A URIZE 2834 28 S d5Uth oS EH EX A2 nE
Ingress& a3k o2 7+53) ]: st 4= &Yt} o] 79 serviceaccounts. openshlft io/oauth-
redirectreference d FA1E 53k & a] o] g A URIZ} 2= 3 o)

& &% e AEU T

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
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"kind": "OAuthRedirectReference",
"apiVersion": "v1",
"reference": {

"kind": "Route",

"name": "jenkins"

}
}

- dlo
o

o] x| OAuthRedirectReference = % 3l jenkinstt= A =& 323 4= 9l grol gt 4= &Yt ut
A &3 A 2] BE Ingress7} o] A § &3 A 0 & 7+55 1] t}. OAuthRedirectReference 2] 4 | A}oke

et 2&yTh

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference" {0
"kind": .
"name": . 9
"group™: 6

group> S HAE JFS YEbHUTh A& 250l Wl AEe|ER ol =S N Y FYTh

TN HEAE A ete] 2% CHAENA AT HolHE Bol2 & AsUth S SW T
7

2T

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first drojAl= 42 A4 5= AFEE Y jenkins 73 2 of| https://example.com] Ingress”} At}
7} 3 o] A hitps://example.com/custompath= &3 3F 71 © & 7+F 5 2] 7t https://example.com-2
Fragt 2o b3 e GEUth Holy Qo7& B o2 Al Fdte §4 2 v A5 UTh

?_
27 u} "https://"
TRE OB "//website.com”

m

"//:8000"

ke
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124 8] 2 A 2 OAUTH Zto| A EZ AL

3 7=

=t "examplepath”
ZFa1
S2E OB Yol2Y|E AR oY H2H QUAES] FAE o F vo 7} wA HuE v}
%8 F 2ol obg

-

9] FEY REZXHE U

o
Y
rlo
oflt
1>
o
>,
oo
p‘L
&
i)
it
et
-+
¥2
ofy
i
u)

<scheme:>//<hosthame><:port>/<path>

AR A 93] BAH SUAEES F W o] B2 T 5 A&k

_<|2|_

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkinsz}= 7 2 9 https:/example.com Ingress7} 1 t}al 717 51 https://example.com:8000 2!

https://example.com/custompath 7} =5 #-8 3 71 o 2 7FFH U}

=

A 90 FA 24 g FA0 ALgste] Ak g S

et
)4

& &yt
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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1BLEN AP EEZHR

MO AYE B2 A ste] AR AT T A AU AU 2 AP YT F ASUTh o  Bol,
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Qe wet 54 AP o2 A ghE = B & FHY

oL
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o
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N
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ol
)
o0 >
=
T op
_>;L
f
ok
1-40
il
D)
r\:l

SEEREBEERL @ste] Fhgyh 2w 230 9
HTh $714Q A el S A "GRG Lol ol A AL H 2 40 st o)
234 9 A sl of ok

A =
ol

1310 AFE- A1 R 9

AR AT AR ALS R U HRE Qe vl FHL FUT O % ol mE the 3} o] 75 of
A% 0% A4 T,

o user:full - =& AF&-A} A Sk APl o gk A ¢ 71/227] QA =5 & &t
e user:info - AF-&2} A H (e o] F, ZF)oll gtk ¢17] A& QA 2=E 5§ G

e user:check-access - self-localsubjectaccessreviews 2! self-subjectaccessreviewsol tj st
A2 gAY 2 o e EM N ALGA D 2§ Adshs WEYd Y

=

o user:list-projects - A1-8 27} A 2T F 3le TZAHAEES YIRS ¢)7] A& QM5 58
Easies
13.1.2. 99 & ¥ 9
AT HAS St U dadol A2 dHP ) AFH AT 5L FEo] A= dde 7
AFH ek

e role:<cluster-role name>:<namespace or * for all> - 2| 2~F o g} (A d o=
H A 7E A E A T, A A E ] 9] 3 o] o ghehu T

Za

73 3L ALY o] A sk A & ko] o A o] A H A FFUTh A B, 9
Al B o R e B Ao A2 F e dFold e o] Wl e Y
g ao) th gk HAAE ARG whebA o 71 2] G2 o A g o] d S WA &
FAFUTE AR AR E S editel 22 QTS o2y o]dE e ATFE A
43R A R A A Z o] A 2T 5= A A ol =l AgE YT

e role:<cluster-role name>:<namespace or * for all>:! - =7 1 = o] o] Y $Jo| A HA| 2 A3
Sol=AYgoldTd  Avke HS A9 stH 919 o & A Y T
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1474, vl G g Al 2 A B2 AL

1473, vkl e A 2 A B2 AL
v M El =AY EEE AR5t AWSIAM I 2E2- S2k¢-E= &5 A IAM(Identity Access
Management) A H] 29}o] 35 /|1 E 4= dFU T
141l u =AY B2 F 1
ol H e~ AlY EELS /\}%2‘3}01 A Aqu) 2 AR EZ0) O 3F @3 Y= A ahat 2= Ly
o] EFd= 2Hdd %gqq o] = E3| IAM & gof] ] & A1) 2= A& 1= @
EH
PN

=
Podol u}-&- Y &5 2244 9 TokenRequest APIE A}-8-31]
vl @l AJH] 2

AFA QT AHSF
e cluster-admin & & o] A}-gx12 ZFejAFof A 2T 4= JFY T

o XMH|2 AA S A FYTE o] AR A= A2 Al A 2] o] & 9] build-roboto] 2} 37 717 $HY

t}.
A
1. M) Abel Au| 2= Al e zE A7 gy o)
PRI E EZo] S 2 WA ALEE = B9 dvbE o2 o] BAZE B et etk

.
serwceAccountIssuer =2 uo] EdlaL o] ] ALE 9] vl Y EF o)

H
107 o] 7 WA gho] Y& HE Y Eo] FasE U Y H
N FLE LS LELT DK e P
Pod@ thA] A& E W7k A uielg E22 8354 25U

EH2HY EE PodE 522 gA] AIZ3AY 8 ==& tA| A 33}
A BELFAVIA RIGE EES 2 EE S F UL FIHS
F3) 517] Aol Kubernetes APl A ¥ Pod<] Al ¥ 5 o] A H] 2~ A7 ks x} ¥
A3 A Eot-2 w71X] 7|t Y o}
a. cluster Authentication ¢ 24 E 2 ¥ 3 &}
I $ oc edit authentications cluster
b. spec.serviceAccountlssuer Z == ¢ 3}+= A H] 2= Al Tz} gro = A gl

spec:
serviceAccountlssuer: https://test.default.svc ﬂ
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© o veviuE ERe SN} ER AR RS U Bad 3 NS BRT 4
A= URLe]ofof gty o). 7] 312 hitps://kubernetes.default.sve ¢ 1 o
c. sHlg AGstel WA AL HE T

d. Kubernetes APl A 8] £ =29] A} B H o] o} 2= wf71x] 7|tpPUth R E =71 A] Bl S
Z el ES=d B 2ol A€ ?91%‘41:}.1:}3 FE e dYdyh

(¢}

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

Kubernetes API 4] ¥ 2] NodelnstallerProgressing el =74 & A E sl =& == 7} F Al
WA I Uth HJHlo|EVF AT Ao 2 AP &5
AlINodesAtLatestRevisiono] %A 5 Ut}

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

1 IRICERE R EEES) PRSI
2o g WA A F shbe R AR W AR 7L A W Gl o] Evt A% A F FU T 2
27109 F g A=
e 3 nodes are at revision 11; 0 nodes have achieved new revision 12
® 2 nodes are at revision 11; 1 nodes are at revision 12

e. AE Atk EC7L B8 == AAE FASAY 2 2H Y BE Pods 522 T A
ko] Al HIEE E2S o W SHE S 4A 24T

=0
AA ZH2HAA AL A Ao Jaz=2 A =9 A

- O
g =gopa 28 -t A2 =8 sk = A ]_%_/_\.14]:]_.
B4l 22l 2E 9] RE PodE 5502 Al A &g,

58 @A 0w AN AU oy B8 A A 48] Ao = 2 e AT
7 £F4] e SF 7} EF o], A4 5 EA S Y
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1474, vl G g Al 2 A B2 AL

o

Zo] 1
—(5_ -
5 AFO R oA

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {. metadata.name}{"\n"} {end}'); \

sleep 1;\

do oc delete pods --all -n $I; \
done
=

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
serviceAccountName: build-robot ﬂ
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token 9
expirationSeconds: 7200 6
audience: vault ﬂ

71 A 2 AR ol g B2

L

o},

ft
rlu
o
[kl

Fad AL A AAH EZ 0 g A 7HS 2 992 AA s 7)
6002 (10%) o] o] of of Fr]oh.
7+ o1 B 7%, kubeletol| | E2S 3] A g
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b. Pod& A4 4t

I $ oc create -f pod-projected-svc-token.yaml

kubelet& pod® T4l she] B2 2% 8 A 48w, 74 715 e v
il
o

ESS AT FAES AAG, B0 HRHU ES
3. v E2E ARshe clE Aol oM e B0l SA T

oF gt
kubelete & o] =1 2] 80% o] A4S 7 73 A 1} 244 71 o] A

V4 = By

4

o

® =S AR AR
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/nodes/#nodes-nodes-rebooting-gracefully_nodes-nodes-rebooting

157 Bt HE 2 E Aof =7 #e
1574, 5ot A e e A oF 22 Pl
151 Rer AH A~E Ak x2A AR
RBAC 2] &2 20| A ARG-AF A A 2= A 35 A of 8F= 2] 2 frALsHA| el A= SCC(H o 7 8 2 E ] of
Z)E AHEete] Poddll th &k A ghS Aol & 5= 5 Ut o] 218 A gholl = Podell A —r%% T A= 2
AT 7 Sle Fasv 2ggE YT P0d7} Ao FEEEH dd e 228 7 A s of st
<], SCCE Ag&to o] H 3t 21 & AT + dFHTh
AAR FYEE A 214E T8l A daS AT 5 AUk
® Podol| 4 allowPrivilegedContainer =] 22 A}-8-35to] A3k = A o|UE AP T = A=A
Fduoh
e Pod7} allowPrivilegeEscalation Z ) 7 & A 3+ 5] =] o] 2 Yt}
o AH oYM 83T F A= 7T
¢ TAEUIUHYE EFOLE AL
e Ad o]y e SELinux AE ~E
o Awlelq AH&AHID
o STREUYSATF oA EYEYH ALE
® Pod EF< H£3 FSGroupe] &4
o S&H=F7FAF 74
o Avle]dol FE v Al Adof th gk 227] QA & @ gho] F g 7hA] of 7
o EF F3 AHE
e 38 7}53% seccomp Z2H 14
8
OpenShift Container Platform/] U] 9] 25 o] 2~ o] openshift.io/run-level & ¢] &2 4 4 3}
A v A] Q. o] #l o] E-& Y B OpenShift Container Platform 24 8 4 of 4] Kubernetes

APl A} 2 OpenShift APl A 8] &} 2+& = @ APl 28 9] A1 2+ &) 5t ] AFEFH Ut
openshift.io/run-level @ o] &o] A4 H 7 a9 Yl Y 225 0] 22 2] Podeol] SCC7| & &5
A Forg g Udado] o AP e RE YAR =0 2 Agte] Fog Ut

1501 7| 2 1ot AE 2 E Ao 27

otgff o] A E & FH A= H 7HA] 712 SCC(HQF A 2 E A oF 270)7F 23 o] 9l
OpenShift Container Platformel] Operator T2 718} 74 84S A X o 71 SCC7F AR E = U5

U,

El>
v
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T8

713 SCCE A 3HA] A Al Q. 7] 2 SCCE AHE-AF G ol 3l U F Z W Pod v 2 E+=
OpenShift Container Platformo] ¢ 2@ o] =5 = 7 9 &4 7} 2 & 5= 25Uttt o
B A 2] OpenShift Container Platform 7ol 2 o] =3} F<F 7] SCC2] ko] 7] # -3k
O 2 QA o] s SCColl gt =& AH&AF A8 o] 7} 2HA U o Tt Al 2 2 of] whe} A)
SCCE w4yt

1

_1

HetAY2E AofxA  Ad

anyuid restricted SCCe] & & 7]5& Al FatA W AHE A= R EUID B GIDZ J 3 &
AFYT

hostaccess BE S2E V2o 2o A2 5= A g 25 o] 220 FE UID B

SELinux 71 8] =~ E & AH8-3}¢] pod& A & 3l oF gt}

'@ 7ol
o] SCCE AF&3tH Ul g 23 o] &, 9t PIDel|

g2 A2l B
3 S2Ed A2+ AUt AHT 5 9 podef A
3 o

2 ALg- sl of ST 8814 ATy

hostmount-anyuid restricted SCC<]

= S A FEEIA N T AEE A2 = UID Y GIDE
uSEsta A e = dHH

'@ 7ol
| SCCE AI&35lH UID 02 23535l R E UDE 3 2E 3}

o A28 o] A 2T A5k s A BT

O
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39l
A HEE ZY 2 3 2E(nAH 32EZ R oA 7T 9

Aze7 A8 == 4 hostnetwork o] o 4] 28 o 9]
ok Ut AEE Z 72 3 2E A hostnetworks 2
Yole 2= FHLHY E2RH o2 FHEHERE A F
3 of ).

node-exporter Prometheus == W] U] 7] o]l AF-&-5 1 o}
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12

B A~

privileged

ZE Aok x7

L

L
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A3k o]

=~

|3lal RE AR 28, FSGroup 2

PodE 2 & MCS 24l 2 2l 8§

Podol| 4] 32~ E 9] IPC Y| 29 o] 2 A&

Podell Al &2 E ] PID U] ¢] 25| o] 2= AL&

Podol A & FSGroup A&

Podel 4 %7+ 1§ AL

Podol| A} seccomp Z 2 Al

=

-

Podol X =& 7|5 &%

23

Pod Atekel privileged: true = 44 51 A3 Q= SCCr vl =
Al AEE R = ekt PrmlegedContalner trueE 35 &3t
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HeAYEE Aok xd AW
restricted RESXE 7159 ta QA A2 ARSI Y Y 2u o] 26 &35 UID 2 SELinux
AY2ER Pods A&l oF Ut o= A A Aol A Al F-sk= 7H Al gH2] 21 SCC
oM 7]1A 0 & 1 F ¥ AR A Al AF-S-FH Y
A A SCCo A vh&S AU
e Pod7} Aol whet AP H A == Fth
e PodoA SAE HdHE EFS v ES F jleA Sldy
e 1T TFE UID ¥ ¢ oA PodE AFgA 2 A 8) 3] oF 3 o}
e PodE Abd ¥ MCS gl 2 A 8 5 of g th
® PodoA] FSGroup& AH4-3l =5 & &
® Podo|r F7F 2F S AL == 5 &
ZFa1
restricted SCCE 7] 22 o 7 A| 28 3} 847 A 25 = SCCe| 714
Agk Abg P U h 22k o Al g2 QL AFE A XA SCCE A S -
A &Yt o 2 o] readOnlyRootFS = true = #)3l3} 32
PrivilegeEscalation 2 false = 3] & 3}=SCCE= 44 4 2
F4yth
15.1.2. Bt A A~ E Ak 274 A
SCC(H &t HEYXAE A of 27)+= podOﬂH QA= 4 = Bt 75& Aojste A8 B Ao s +
AUtk o] AAH 2 A 7HA HFE EFd Ut

7He 312

&2 A o ol RO BE= V| EA 2 M ATA B2 AHPUL & E
AllowPrivilegedContainer:= 3}o] 24§ #] ¢¢& 7% gtfalse= gzg Huoh
& 7hegt A o= A ol & == 8l 7ol sl &R Flatr] s AP ixg Ut
o
ko 2 Aol 7HAE A ske o] e FRdAM e dee ATy
o 7HAE AAst=vAYS
o AAHE ol s&d ATl Hele= st=vAYS
CRI-O°l| & Pode] 2t 2l H| o] o] 8§ 5] & thg 71 & /)% Ho] stk
e CHOWN

e DAC_OVERRIDE
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e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET_BIND_SERVICE
e KILL

A" ol Yol A = o] 7]

2 820 /)59 AHE S W Pod U3 2E A4 AE F71 7] 5% 23S
B8 B AAg B

%) %4 t}. allowedCapabilities, defaultAddCapabilities =
4-3to] Podof| A o] 8t 8 & AlJFY T o] H g wi7/HH T &

requiredDropCapabilities v} I
AHstel 23T S e 715, 24 AElold o] Fohslok sk )%, 2 Aol ol A FA mE abAl 6 of
she 715¢ AT S Adeut

requiredDropCapabilities | 7] == ALL 2 A A 3} Ad oy A RE 7] 52 214
g 2= 9l ok

151.3. HoF A ~E A oF =7 Mk

RunAsUser

e MustRunAs - runAsUser= 74 &) oF sty th. 4 @ runAsUser= 7| 27F0 & A&} 7
’d ¥ runAsUserq]| o3l 7154 o

MustRunAs 24 3] ]

runAsUser:
type: MustRunAs
uid: <id>

e MustRunAsRange - Abd &5 743 AHS-3HA] & £z HAH3ES A ol al oF P
HERS 7B Z AP T A A 318 H el %

MustRunAsRange 2~ 31l ¢

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot - PodE 09] ¢o}d runAsUserE A}-&3lo A &3 AL Pode] o] u] A] 9
USER =] A]Fo] A o] & of glojof gttt 7] 2 3ko] Al &5 A 5t
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MustRunAsNonRoot 2~ 31 ¢

runAsUser:
type: MustRunAsNonRoot

)

U,

® RunAsAny - 7] gko] Al 3 = A &5U T 2 runAsUsers <74 < 5 3l

RunAsAny %7} 2] o

runAsUser:
type: RunAsAny

SELinuxContext

o MustRunAs - A1 & S %= 79 seLinuxOptions = -4 & oF &1t}
seLinuxOptions & 7] 23t o 2 AF8-3F4 o). seLinuxOptionsel o3l 7 534 o).

£ seLinuxOptions= % 4 & 4= 3l 51Ut}

g
e
W
)
to

e RunAsAny - 7] E ko] A F 5 X

SupplementalGroups

® MustRunAs - A1d & -8 A8 8HA] &= 7
W] HEgs N Egow AL YT RE t,'.ﬂ%dl oh 3l @%%HD}.
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°
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® RunAsAny - 7| 2 7to] A 3= A] &5t o 2] 2] supplementalGroupsS #] g & 4= 9l

FSGroup

o MustRunAs - A4 S99 7S A18351%] &

Helel ARuS 71Ew

|o
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oo
%
i
=
'z
)
0E o
jz

e RunAsAny - 7] 2gko] A 5% g% th fsGroup IDE A3 & 5 A&tk

15.1.4. & 5§ A o]

SCC¢] volumes Z =& A =5
E2F AN A HoEE BF A2 Ty

e awskElasticBlockStore
e azureDisk

e azureFile

o cephFS

e Cinder

e configMap
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https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
https://kubernetes.io/docs/concepts/storage/volumes/#azurefile
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#cinder
https://kubernetes.io/docs/concepts/storage/volumes/#configmap
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A Fof

downwardAPI
emptyDir

fc

flexVolume

flocker
gcePersistentDisk
gitRepo

glusterfs

hostPath

iscsi

nfs
persistentVolumeClaim
photonPersistentDisk
portworxVolume
projected

quobyte

rbd

scalelO

secret

storageos

vsphereVolume

B4 gtk ol WARY TS

A} SCCol 8] &= 259 4 #4 ¥ g2 configMap, downwardAPI, emptyDir,
persistentVolumeClaim, secret, projected¢] 1] t}.
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https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://kubernetes.io/docs/concepts/storage/volumes/#fc
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume
https://kubernetes.io/docs/concepts/storage/volumes/#projected
https://kubernetes.io/docs/concepts/storage/volumes/#quobyte
https://kubernetes.io/docs/concepts/storage/volumes/#rbd
https://kubernetes.io/docs/concepts/storage/volumes/#scaleio
https://kubernetes.io/docs/concepts/storage/volumes/#secret
https://kubernetes.io/docs/concepts/storage/volumes/#storageos
https://kubernetes.io/docs/concepts/storage/volumes/#vspherevolume
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o] d v H 7o) 3442 ¢4l allowHostDirVolumePluging 41431 volumes Z = 9
AL dol% YTt ¢ & E o], allowHostDirVolumePlugino] false & 4 4 ¥ o] ¢ =] 7t
volumes Z =9 A & &= = 7% volumes ol A hostPath 7} o] A A g Yt}
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r = rﬁ
s 72 |

o

316 2o 4] Pod® %<1 8k Bl AH8-8HE SCC H FHe A
Utk E8 Podol A Al 2= AR A sk 4, 5 68
wE Ao 270 Egguh

S 1D R AL A7} o 2 F o w24
SCC ATo] M| X A A AM 2T Y=

Pod=SCCol sl R E BES AT Utk a2 Aol Zad I T F 279 o Ay
=

olei 3t o] A= A GFE G2 At A A 2Ed JHU T

ol

MustRunAs<¢] FSGroup SCC A g

Podol| 4] fsGroup IDE A 9] 3t= A% 3| IDE= 7] fsGroup ID<} ZFrofol 3tUTh 28 A oA 3| 3
SCCo A PodE 75 3lA] &4l tha SCCE ¥ 7y th

SecurityContextConstraints.fsGroup = =i 3t RunAsAny”} 2] 31 Pod A} %ol A
Pod.spec.securityContext.fsGroup2 A 2Fsl= 44, ol 2= Fadt Zoz 239Uy a4 s &
Qet= <t & SCC AA oA thE Pod B =& AH-5te] Pod7F A3 4= A 5Y o

MustRunAs2] SupplementalGroups SCC A g

Pod Alekoll A &t} o] 4 o] supplementalGroups IDE A ¢ 5t= 7 ¢, Pod 9] IDE U] 9] 25 o] 2 9]
openshift.io/sa.scc.supplemental-groups 4] 9l )= ID = shubef Zolof gyl 228 %] o 3|
SCCo A PodE HZF3HA &3 v} SCCE H 7Y D}.
SecurityContextConstraints.supplementalGroups 2 =of 7} RunAsAny7} ) 3L Pod A} &Fol] A

Pod.spec.securityContext.supplementalGroups = A sl= 45, ol 2=& Fast 7oz 7HF3HY
th 84S Fodte FothE SCC A AN thE Pod ZEE 751 Pod7} Ao+ dHFH
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15.1.6. Bt ALY A~E Ak 24 A=Y A A

SCC(uet AB 2E Ao =)ol =+ AES e o] 92 AT w) <A o] YF& FE S449] 2

=71 94U,

SHE9 0 b e b Fe S EAYUThnl S AR 0EE 7P e SHE9 R Y
O g A S5 2 SCCTE R T 20 2 o] BT

o7 Zejay #E Aol A Fo] == anyuid SCCE SCC F oA S 7 Hog Ut o] &
s 2 2~H &2 A= Pode] SecurityContext o] RunAsUser £ A A 5lo] =& ALE-2 2 PodE 4 3

] 25 o] 220 4] 1] 2] G
3 pod$ A2l 7] 0] SCCE A& & 91351t 2 SCC Al ek 413 54l pode] 4]l v}
IS = =

%} D) U ¢ A% he WE7] 918 pod AbE o= WA 2 A A el 67 A5 AH TR
e Abgehel O Heka mR Mo 2 g o

th& SCCE AM8-3H4 Pod Abekell W 9171 H ol w1 A 932 A9 31§ DESHAA AL 238 S 2
gt

1. H2A e Y 33 o] ¢l MustRunAsRange ©] RunAsUser A gk 6] & Z¢loA =W d=
£ A $-7] 913l openshift.io/sa.scc.uid-range 415 251 o)

2. o] AA A o2 MustRunAs ] SELinuxContext d ek 3] & Ao A= £+ A S
openshift.io/sa.scc.mcs 4 & 245U}

3. MustRunAs<] FSGroup # 2. 3] & 214 ol A = openshift.io/sa.scc.supplemental-group 54
< FEUoh

4. MustRunAs<] SupplementalGroups A . 3] & 2o &=
openshift.io/sa.scc.supplemental-group 4 & 2<%}

A A T B HERE FaAE Podoll A A A o2 A A & BE mi/lHs o2 7123k

Ean=}
S A& T T 7 Bgke A g Ak wel ohEy o

1. RunAsAny 2 MustRunAsNonRoot 7 2Fol| A = 7] 2312 A 3314 g5y th Podel| 215 ID<}
22w A gho] E 83 79, Pod Aol 3hS g o] &l oF g Tk

2. MustRunAs (G4< 3f) Aol A= 7 AHgE = 723t A3 dyh o & E¢, 25 1D 7
ID

=
3 Pod AbFel A 3143

o] e o,

MustRunAs A 23} np 2712 2 4] ) 29 o] ifﬂ li ujl 7) tﬂ—’F
g HY /I AgS gy HYR FAAS FJE A A A
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openshift.io/sa.scc.supplemental-groups 541 o] U] J 223 o] 0] A 3} A] = ¢,
FSGroup % SupplementalGroups 71 2F¢| openshift.io/sa.scc.uid-range 4] 2. & =

BAEUh & v =4 31A] 2o SCCrF A = A ekt

Zrell wek 9 W 2 2pA A=Y
olzF Ukl 12 74 gYh
or= A}8- 2 A 9] SCCE

openshift.io/sa.scc.supplemental-groups 54 o] = <start>/<length == <start>-
<end> Aol dE 2 FEH 55 55 AHET 5 AFU o openshiftio/sa.scc.uid-
range 5410 & © B-S 9 AR 5 2l

RIS
QoM K
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c lo
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iz}
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X
lgﬁ
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15.3. H ot AL 2~ E A2k 2749 9
Th o ol A& SCC(H.eE A e 2 E Aok 27)9] § 4] 9 5412 HolFUTh

40l @@l A 9= SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities: )

(£

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] €}
fsGroup: 6
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 6
- KILL
- MKNOD
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- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext: ﬂ
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

(£

ﬂ podil X 2T F A= 7e FFYUERI 552755 23T FJASS UL, 5+ 718
EREVNTS LAY F AL S UE YL
9 9] ¢1¢] podol] F71E F71 7] BE2YYTh
© I AEsEd 88 HE 7S XA sk FSGroup 1 2Hei U Th.
@ oiscco AMaT 5 dE 2EIY
g Podo| A 24| & 7] 5 B2 JdUth & 2 E 7|55 AHAl8kE | ALL & A3 JY ot
6 Hol A AE o 54 5E 3HS %A 5= runAsUser A 2 33 U T}
Q B AE A E ] 5 &5 E 3hS 2] A 3H= seLinuxContext 7 2 -3 9] U o},
@ supplementalGroups Hefo & Hot AY AEo 3] & 5= 7 258 JeEpE YT
© oIsCColl AA =T F A ARG YT
SCC¢] users ¥ groups Z =& SCCof| A 28 5= = AL EAE A FUth 7| BH o7 Fej2H &
g =g lE AEZe = A e SCCo gk M2 Agko] Fojg Ut 15 E B E AHE-Aol

A= A & SCCol| v 3 Al = A jho] Fof gyt

o

g A & 2l runAsUser A o] Q1= 74

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0
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al

i

@ Adoly == podol M Aok sk AHEAFIDE LA 814 %= 4, 8 UIDE ©] podE Wi 1l
= SCCof| &} hF Y Th A 3 SCCE 7| 2 A 02 15 H BRE AL AN A FAHER BE AFE
ZF g A E = ARG A A AFE S o, t F 2 2] AbE ol A AFEH Ut Al g SCCE
securityContext.runAsUser 2 = o] A8 715 ¢k 4b-& A gHelaL 7] 23S A st
MustRunAsRange  2F& A& Ut 8] & Z2 2212 o] W& Al &3tA &7] wjiel dx| ==
A € o] | openshift.io/sa.scc.uid-range 2] & zto} H ] I == AUt 43 Aoyl &
EEZRAEG U EY] w &l d55H7] ol & 919 A WA 7k 5 Y g runAsUser7} 31
Al HY o

™ A] A 2l runAsUser A A

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- hame: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

= SCCof o 3+ A A = Aslo] Fol ¥ 7 2o ¥ OpenShift Container Platformel 4] %<1 Y th.
CCEAE3H Qoo ID, EA Mo £3=IDEE 243 A H 33 ALE% DS 5] &3

o] 7241 & SELinux, fsGroup @ 37} Zg ol f-a g4y}

15.4. Bor Al ~E Aok 27 A

o
)4
L
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il

Ag /x&]

e
s

OpenShift CLI(0C) S AH4-3Fo] SCC(H.qF A g ~E A oF 2 7)

AHA @ 7 AR
e OpenShift CLI(oc)S A %] Yt}

e cluster-admin & &9 A} &2 2 ZFe] 2~E o] 223t}

1. o] 9] scc_admin.yamil¢]l YAML 3} o)) SCC= A 9] gt}

SecurityContextConstraints 2 H 2| E A o]

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:
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o

ol\

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

glo] SCCe EA 7152 214
2kA st W allS A FY

2 2 3+ 7 -9 requiredDropCapabilities Z == ¢35l =
3 O A
CE A4 stel W SCC 2184

45 re 14
S GUTh AR E 758 Av el YA A BT RE TS
o] = Zo] KILLMKNOD 2 SYS_CHROOT 7] 5% 214 31= SC
of th&& F7HE Y T

= A

o)
S
=

requiredDropCapabilities:
- KILL
- MKNOD
- SYS_CHROOT
o
' allowedCapabilities 2 requiredDropCapabilities ¢] 7| 52 U<E & 4 gl&5Y
t}.

CRI-O% Docker ¥4 9l+= L3} 7]

ofr
A
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o
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- oA deste] SCCAA:

I $ oc create -f scc_admin.yaml

2 o

| n-LlN‘

securitycontextconstraints "scc-admin” created

SCC7F A = A=A gl gt
I $ oc get scc scc-admin

2 o

o

NAME PRIV ~ CAPS  SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

15.5. Bt AE 2 E Al oF 7ol et o & 7] uk Al


https://docs.docker.com/engine/reference/run/#runtime-privilege-and-linux-capabilities

15, et ALY 2E Aot 27 B

SBAE RBACHIA A zlste Blasz AT 5 algyth 28 ¥ SCColl t gk Al = A ghe) W91 & 57
TRAE Te dA FSE R AGD 7 AFYH SCCA ARSA, 87 e AR A S A4 Zde
W Fe2=E A W7 fAE Y

e
718 ] o 2~ 5 o] 2~ (default, kube-system, kube-public, openshift-node, openshift-infra,

openshift) Z atitel Al A4 E Podell = SCCE 3T 4 flgyth ol g Ul d =5 o] &=
= Pod =& MU 28 A st ] ARSI = YT

o]l T SCCAAM - AdS EFsted A2 AT o sce Z] s AH A 2

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

2w Te e o et A4 E YT

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:
- apiGroups:
- security.openshift.io 6
resourceNames:
- scc-name ﬂ
resources:
- securitycontextconstraints 6
verbs:
- use
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SecurityContextConstraints 2] &~ & ¥ 3513l= APl Z5 Y Ut scerl gl &2 E A A EHHE A2
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N A 228 SCC o] 2] o Yt}
A}14-2+7} resourceNames Z =0 SCCo| 28 (AT F Y& g iax 289 o] EYYth

[e5]
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o 2 88§ B=YTh

QDO 009

olgl gt FF o] 9l = = Fel 2 o TS E3) RoleBinding &&= ClusterRoleBinding & = vl g €
FAl = scc-nameo] gt= AHE- A} G o] SCCE AHE S = lF U
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3

RBACE= | =g o] M EA] = A FJQorng T2 AE | x= SCCo tf gk o A
2> 3L oA g 4 gl Yl restricted SCCE x5t 7| B2 o0 2 SCC g Ao A}
use= A8 4 glsYth

EN

15.6. Bt A 2~ E A oF 27 =

OpenShift CLI (0€)E A& 3Fo] 91 A~E1 2 9] SCC(R O AEAE Ao 27)E UWHAPI S HAE & g
& AFH

23

SCCE #z sl ¥ cluster-admin ¢ 3to] ¢l oo 31t}

15.6.1. Bt HE 2 E A oF =7 g

A SCC EF S /I o8 H S AP Fuot

I $ oc get scc

%9 o
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
hostaccess false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim projected secret]
hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <nonex>
false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim projected
secret]
hostnetwork false [] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
node-exporter  false [] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']
nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <nonex>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
privileged true [*] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']
restricted false [ MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
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$ oc describe scc restricted
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Name: restricted

Priority: <none>

Access:

Users: <none>0

Groups: system:authenticatede
Settings:

Allow Privileged: false

Default Add Capabilities: <none>

i)
)

15%. 1

¢

Required Drop Capabilities: KILL,MKNOD,SYS_CHROOT,SETUID,SETGID

Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
Allowed Volume Types:

configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret

Allow Host Network: false

Allow Host Ports: false

Allow Host PID: false

Allow Host IPC: false

Read Only Root Filesystem: false

Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>

SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>

FSGroup Strategy: MustRunAs
Ranges: <none>

Supplemental Groups Strategy: RunAsAny
Ranges: <none>
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I $ oc delete scc <scc_name>
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71E SCCE ol Este™ th&5 gyt

I $ oc edit scc <scc_name>
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16 SYSTEM:ADMIN A} 7} 713
167. SYSTEM:ADMIN A}-8-=} 713+

16.1. API 7}7

OpenShift Container Platform APIo]] t gl @ A 2 Tt} E A& A7 Bl AAH AFSEE 114
Yt A g &2 Kubernetes A 78 4 o] AR8-#F 712 x84 Al &

e
A
X0
o))

16.2. SYSTEM:ADMIN A& %} 7}

N
Rl
fo
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=
o
N
sl
)
et
S
%0,
rr
)
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g folste] Zel e wel A WS Fol T Ay

=3
A
o x}gx1o)| 7 system:adming 7143 = Qi WIS RojsE A oS HH S A8 ).
I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

o Au

T = o2 YAMLE & 8-5}o] system:adming 71343 4= 3= ¢

rr

ot
o
z
s
et
-
%0,
o))
i
o

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: <any_valid_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: sudoer
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: <username>

16.3. SYSTEM:ADMIN 2 & 7} &+

system:admin A&} Al 25 & B3 Fel2H A AdS Fo3t= 41,
™ & o] --as=<user> --as-group=<group1> --as-group=<group2> vjj 7jj :H 4=

A=
o AAW Fej2E #e 1F L /Mt system:adming 7HE S 5= gl AME AL A S Ho g
s gEs Ay

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>

| g
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177%. LDAP 15 5713}
#HYA = 2F S AHE S AL AE HE st AEE WA A S NA T F AFUTE 2 F oA o]
0] Ab8-2F 18-S A A Ske] LDAP AW o] A 43S 4 9141 o} OpenShift Container Platform-& o] 2] gt
LDAP & Z == W ¥ OpenShift Container Platform gl Z =9} 573l sl2 2 3 Lo 25 Fa T
Ay OpenShift Container Platform& & ] 28 ®Wu A< A o 5t= /H] JHA] BE AT ulE /\}9_—3}
o]l LDAP A v e} 1§ 57135 ALYt} RFC 2307, Active Directory ¥ X 7} 3 Active Directory.

LDAP -2 ofl o g zbAl & Wl 82 LDAP ID &+ 2} 748 FZ3H4 A Q.
3

52 27353 ™ cluster-admin @ 3lko] ¢ o] of 3t}

17.1.LDAP 5713} +4 A X

LDAP 571542 ) stelwl 5713F 74 shdo] W gt o] ol thg3} 7 LDAP ZefoldE
T AR AL el g T

o LDAP ™ A7d] o 74
o LDAP A Bjol A A5 = 27| o] E&1 £7] 8 74 84

® OpenShift Container Platform =25 ¢] &< LDAP A 8 2] &0 v 3 5}= #a]| &} A ] o] & u}
g ==

T v 9] A2 AFE F9l 7] ube w2} o5 Ytk RFC 2307, Active Directory ®=+= R 7 ¥ Active
Directory.
LDAP Z&}e|d E 4

T3 ¢ LDAP Zgto] A E 4 Al d oA = LDAP AW ol tf gt A4 & A o] gt

T/ 2] LDAP Z&toldE Aol A= LDAP A ujoll th gk 142 4 o gt

LDAP ZeoldE 14

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: password

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

AA Z2EF HolHHo]|AE T AHSELDAP MY IPF4A A2 X ER
scheme://host:port & 2] © 2 = o ) HL ).

Hlely DNO 2 AL83F A el & 31§ o] Z(DN) ¢ Y o} OpenShift Container Platformel| A = & 713}
9 S A FES A6t vl =2 Aol D3 A5 o] Al o] & AHEF Y oh

o Ab&-& A el A ¢+ ¢ th OpenShift Container Platformol A1 &= %5713} 2k¢] & 9] 3F 3} &
P ol dEE AR FYTE o] g2 & W, o F v e 9t

O o o 9o
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-ldap-identity-provider

17%. LDAP 15 5713}

false<l 79 1 ¢t LDAP(Idaps://) URLo] TLSE A}-&-3te] 4 ¥ 31 obA 51#] ¢ LDAP( Idap://)
URLS TLSE g ol =g YUt trued! 79 Ao TLS A Z o] o] Fo]x]#] ¢k o Idaps:// URL

a T/ ¥ URL T & AW 1FA ¢ fFEA S Flste vl AFSEE JISA =YY T Bl = A5
OpenShift Container Platform-& Al 28] o A 21 F] 5l= FE E AF-&3HU o} insecure”| false = 47

) 7 §-ol 2 21§ g o,

LDAP # 2] 4 9|

5718 74 £ 5780 Bas g=o) v LDAP 42 4ol = 74T LDAP Aol 54 3]
£ LDAP A ujol] ol 4] A2 E A4 she vl Abg b 27] mho] we} ohEu o,

LDAP A 2] 4 9|

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9

derefAliases: never 6
timeout: 0 ﬂ

filter: (objectClass=person) 9
pageSize: 0 G

£ 7 40] A2 E £ T e 2] £7]9 DN(Z4 o 2)9 Utk tele el =ele] H498 x4 of
Ak E el a9 B2 AR £ E o

241 91 AU T £ & 742 base, one = subgi U]tk gko] ol A - 45 sub W= 7}
Pt Ee A

LDAP E &) o] ¥4 o #3 A 29Ut} &3 3-S never, search, base *= = always ¢ U t}.
ol Aol=A e A 72w always G2 B o2 AUt A Fx Tao| g A
(@]

obeh EE 2 5HIA <.

Sefol AEG A AT 4 Qi A7 ARG T gho] 00] ) Zeo] 1 E = A Go] 4.8 5% 2
Ut

§

§5 % LDAP 74 B Q1) Th 4 o 5] %] ek 79 7] 2 5H-2 (objectClass=*) 9 Yt

Ao S5t ol A €] Hrf 7] 402 LDAP =0 2 ZgFhch 00 A4 shel S5 5 o] x| o]
27 A sko] ety 2Ol AE B Aol A 1 RH o2 & gate ARTA A § Be 3
2.8 el 2%, w0y 2715 A4 ok G

Q® 6 o o 9

¥ 17.1.LDAP 74 ¥19] 84

LDAP A4 Ws] Ay

base #2)e] 713 Dol o8] A4 @ BA =k w8 o,

one # o) 71 L DN} EL o S50] B0 2l RE oBAEES 2d T
sub Aol thal A58 712 DNE 7o 2 sl A4 ol 9 =2 & wa Y

¥ 17.2.LDAP &= &%
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EEES RS a4

never LDAP Ego] & B3 < JFxsx == Fych
search AMEeE S gF 2 I T BAFIASF Y
base 7|2 eBAES = T AT AFZFUG
always &4 LDAP Eo] 2l e REHA S I

AL A 9] o) 8 v 3

A8 2F A o] o] & 1l 3 -& OpenShift Container Platform =25 2] o] 52 LDAP A ujoA 25 2|H3s
= 2 A Rl WA A o2 v F Yt v F oAM= A YAML 58 AR E U Tk AREAF A 9] )
O LDAP Ao RE 250 3t &2 33 ALY 259 3y J e £ 4 S5y ok

LDAP A Bl el Ab&-2} g o] o] & mjF o] fl& 2F°l A= A5, 5713t T 7] 522 OpenShift
Container Platform 235 o] 52 2 A A H A S AFEsl= A Yyt

AHg A g o) o] & vl

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

1711.RFC 2307 7 9} A =

RFC 2307 227]vh5 AL g8l W A7) 2 9 2% %ol t) 3 LDAP 7]2] 4 o] o} 1 % OpenShift
Container Platform gl Z = A] s & 3} 2 & H A 5t= U A& 48 A Faf oF g o)

&3] 517] ¢13ll, OpenShift Container Platformol| 4] A & 25 2] 74 ¢ Al 848 B = == A A&

o 7}F3 Af o] & o] 2] ¢o] £A S ALgalof Ut o 2 51 o]H Y 2 OpenShift Container

Platform 21§ 9] AH§ A8 T2 53, 18 0| 82 35 o 02 A FUTh the 74 o)A & ol e

stAAE AL FY T

31

ALE2F A o] o] F u P S ALEstE A F-ol= 7+ o] oYt
RFC 2307 27]| v} = A}8-35}+= LDAP 5713} ++4: rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
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groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

ol 25 ] P Z=7F A4 E LDAP M o] IP F4 gl S 2 EQ YT

false<l 7% 1 oF LDAP(Idaps://) URL®] TLSE A}gate] 914 ¥ 3 obA 8% - LDAP( Idap://)
URLS TLSZ g ol =g Yth trueel 79 Aujof] TLS A4 o] o] Fo] x| %] ¢F o Idaps:// URL
2710t E AFE S 5 glF Uk

LDAP M w oA ZF<S -F3HA 43t £4 Y th groupUIDAttribute = DNS A& 8 o =
groupsQuery 2| & A4 & F UF UL Al E3te E PO 493 & S5/AT EF5 A=E

AH-3HA3 A
0F oo AT S YU

Wy g ne A4t 15 49Utk

@@6 O o9

LDAP A ¥ o] A} A}-g-2}5 5L
usersQuery Z | = =] 4 gt
R RS

& ARE] d 4 o} userUIDAttribute 2 DNS A8 wj =
FRFEYUT AR Y A5 5§ /A4 55 WM =S AL

Q OpenShift Container Platform 728 @ = o] 4 A} &7} o] 20 2 A}8-8F &4 U o},

17.1.2. Active Directory -4 o} Z 5

Active Directory 2=7|n} & AF-& 5} ™ AF&%}
!

of t s+ LDAP 2] A €] ¢} W F OpenShift Container
Platform 22 g Z = oA 3G =22 T A5 <

5o

= &4 S AlFsloF gyt

™ 3}3] 5}7] ¢35, OpenShift Contalner Platformo| A A3+ 25 <] A9 A48 2= == AEA&
A of 7}F4 E o] 2 o]9 o £ S Aol AT o= =H OpenShift Container Platform &
O] AbE- AL oW A 2 A | JE o] 52 LDAP A w o] 157 o] 5o upat Aol d o) o5 4 3t
o A= ol g TAE ATk

Active Directory 27| v} & A}8-3}+= LDAP 5713} +A: active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
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pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | g

ﬂ OpenShift Container Platform Z& @ Z = oA AF8 %} o] 20 2 AF8-& &40 QY th

@ v ARE AFSE AREA S AU

17.1.3. 2.7} 9 Active Directory -4 1 A 1.

w.7}9 Active Directory 27| vh& AHg- 311 Wl A&7k 2 9l 21§ 5o o gk LDAP 7 2] 4 <] op 1
OpenShift Container Platform & g Z = A 3l @ 2 Z A8t &4 S A 23l ofF g th

™ 313 5}7] ¢3), OpenShift Contamer Platformol A A gt 27 <] A9 A28 = = A A&
o 7FF4 Al o] & o] 9 9] £A S ALgEoF Ty Tt o S £ o]u] Y & OpenShift Container
Platform 25 2] A}g2+= %L%i—éu, S olBES B ol EOE A8 AT O 4 SAo] AL ol
3 978 YA F

B 7}¥ Active Directory 27| v}& Al-8-3}+= LDAP 5 7] 3} +4:
augmented_active_directory config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

LDAP M W ol A 258 3Lt 317 = o)
groupsQuery ZE = A A & F gl Al &)
AHE-BHAT Al &

>
e
oft

t}. groupUIDAttribute 2 DN& A& o =
BE1Ye) A9 54 B2/ BS A=

1
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°
r&ﬂ c

0F oo AT S YU

OpenShift Container Platform Z& @ Z = o4 AF& %} o] 20 2 AF8-& &40 QY th

o0 o

Weld) PR s A ek ALE A 4 YUt

17.2. LDAP % 7] 3} 2 3}
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17%. LDAP 15 5713}

17.2.1. OpenShift Container Platform=} LDAP A ¥ 5 7] 3}

LDAP A8 9] & 152 OpenShift Container Platform¥} 57|13} & 4= )54t}

REEE
o 578 74 HAL AR

A3}

o | DAP A B o] = E 152 OpenShift Container Platform} 573}l & oSS 4 8 gy o}
I $ oc adm groups sync --sync-config=config.yaml --confirm

E
7RO R RE 15 57138 A2 Al g A8 o] == OpenShift Container
Platform Z & #l Z =2 ¥ 7 3}& ™ oc adm groups sync ™ & ol --confirm =g}
a5 A oF gyt

17.2.2. LDAP A v] ¢} OpenShift Container Platform 2§ & 7] 3}

OpenShift Container Platformel] oju] gl om A 51 o] A FE LDAP A1 ¢ 289 s|@ el E 1

< 5715t AdFY

A 8 ARy

o F7|st 74 dS AT

A3}

(e}

e | DAP 4 H] ¢} OpenShift Container Platform 25 <& 7|3l alel ™ th&S 28 o}

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

ZFa1
JNERoZ RE 718 £7)38) 2¢S A8 A8 o] =& OpenShift Container
Platform 2% @l Z =& W 7 3}2 ¥ oc adm groups sync ™ & o] --confirm =z
a5 A oF Fth

17.2.3. OpenShift Container Platform=} LDAP AW 2] 5} 9] 2 & 5713}

5 & 55 9, Atd 55 9 E= & thE AHE-3sto] OpenShift Container Platform ¥} LDAP & €] st
AATS 718 F sy
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55 YHES 2§ 8t AT T AdFU

of ’3}‘/}91 3 25 A EAE E3FsloF s, =

ZA ol 318 55 2 HE S A 2T 4 A FYh o] E gk X 32 OpenShift Container
Platforme] o] v] &) 3l= 1F ¥ T olY 2} LDAP A ¥ ¢ 2= Z2Fol= 4 &g Y

A 27 Ab

o F/15 14 HUe AT

Az

o | DAP 1& 9] 3}9 F &S OpenShift Container Platform=} 5 7] 3} st o} 2 & S AFE-514)
AL
$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml  \
--confirm

--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

| $ oc adm groups sync <group_unique_identifier> \

3

ZNEHO T BE IF 5713 2P S Al A3 o] & OpenShift Container
Platform Z & #l Z =2 ¥ 7 3}& ™ oc adm groups sync ™ & ol --confirm =g}
a5 A oF gyt

17.3. 25 A 2y 23

155 A4S LDAP M o] g =7t o] EA5HA] e 4§, &) A= OpenShift Container
Platform gl =0 A 25 & A Ast=s A9 g ?‘E AFUTh A Agole 5713t 2ol AHE-3 A
I FAde F713 A FLd A E HE Ee AT E5S AT F AFU S

& &% e AEU
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I $ oc adm prune groups --sync-config=/path/to/ldap-sync-config.yaml --confirm

confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --

confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/Idap-sync-config.yaml --

17.4.

cron X}ﬁ ?—/\‘] 0}0% X'] 7]7<:‘ OE_LDAP l""“—‘ E'7]§]'—§EL'}I: 2}1\

LDAP 1 & #} % E7] 3}

o))

Ut

A 27 A

cluster-admin & & 9] A} &2} 2 2] 2~ ol oA 238k 5= 9 o of T o}
LDAP ID &5 AH(IDP)E +4 sl 54t

o] Az}l A = Idap-secreto] 2t+= LDAP A] = 8l 7} ca-config-map o]zt +4 WS AT
7Hg Syt

cron Zgjeo] Ay d Z2HAES Y/

m°l'

U o
I $ oc new-project Idap-sync ﬂ

Q o] A z}of| A = Idap-syncet = Z 24 E 2 A8 3 )

LDAPID 525 74 < o A F A1=23 B 74 P& Zro} o] A ZE=A Eof AU T
Al=ZE 2 7A4 918 openshift-config 2= 2 2] E o] 9l © 1 A Idap-sync = 2 4] E of 13- A}3) of 3t
Yt

MUl = A S el gy

o] : Idap-sync-service-account.yaml

kind: ServiceAccount
apiVersion: v1i
metadata:
name: Idap-group-syncer
namespace: ldap-sync

AMul = AR S Ay
I $ oc create -f Idap-sync-service-account.yaml

Ze2E e 4ogr

o] : Idap-sync-cluster-role.yaml

I apiVersion: rbac.authorization.k8s.io/v1
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kind: ClusterRole
metadata:

name: Idap-group-syncer
rules:

- apiGroups:

- user.openshift.io
resources:

- groups
verbs:

- get

- list

- create

- update

>

U

o
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filo

73

ot

2 2g o

I $ oc create -f Idap-sync-cluster-role.yaml
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28 4L A2 AG YT Fe e 48

d]): Idap-sync-cluster-role-binding.yaml

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: Idap-group-syncer
subjects:
- kind: ServiceAccount
name: Idap-group-syncer ﬂ
namespace: ldap-sync
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: Idap-group-syncer 9

d]) : Idap-sync-config-map.yaml

kind: ConfigMap
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync
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data:
sync.yaml: | ﬂ
kind: LDAPSyncConfig
apiVersion: v1
url: ldaps://10.0.0.0:389 (2]
insecure: false
bindDN: cn=admin,dc=example,dc=com 6
bindPassword:
file: "/etc/secrets/bindPassword"
ca: /etc/ldap-ca/ca.crt

rfc2307: (4]

groupsQuery:
baseDN: "ou=groups,dc=example,dc=com" 6
scope: sub
filter: "(objectClass=groupOfMembers)"
derefAliases: never
pageSize: 0
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com" G
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

5718 74 Qe Aol gy
URLS )4 o,
bindDN-& | 4 g1 o).

& RFC2307 227]vhg AHg-3h 3 8 8] whef ghe =4 Fuich ohe 27)vh8 A}
S g

o] ol o
84

groupsQueryol tf 3t baseDN-S- %] 4 g1t

usersQueryel t 3+ baseDN-S %] A g+ t}.

Q® 0009

10. config mapS A4 o}
I $ oc create -f [dap-sync-config-map.yaml
1. cron 24 & Aoy
d]): Idap-sync-cron-job.yaml

kind: CronJob
apiVersion: batch/v1
metadata:

137



OpenShift Container Platform 4.8 Q15 & A g 3o

name: Idap-group-syncer
namespace: ldap-sync
spec: 0
schedule: "/30 * * * *" 9
concurrencyPolicy: Forbid
jobTemplate:
spec:
backoffLimit: 0
ttiSecondsAfterFinished: 1800 6
template:
spec:
containers:
- hame: ldap-group-sync
image: "registry.redhat.io/openshift4/ose-cli:latest"
command:
- "/bin/bash"”
- "-C"
- "oc adm groups sync --sync-config=/etc/config/sync.yaml --confirm"
volumeMounts:
- mountPath: "/etc/config"
name: "ldap-sync-volume"
- mountPath: "/etc/secrets"
name: "ldap-bind-password"
- mountPath: "/etc/Idap-ca”
name: "ldap-ca"

volumes:
- name: "ldap-sync-volume"
configMap:

name: "ldap-group-syncer"
- name: "ldap-bind-password"

secret:
secretName: "ldap-secret” 6
- name: "ldap-ca"
configMap:
name: "ca-config-map" G

restartPolicy: "Never"
terminationGracePeriodSeconds: 30
activeDeadlineSeconds: 500

dnsPolicy: "ClusterFirst"
serviceAccountName: "ldap-group-syncer”

cron #t¢] o] 474 74 Gtk cron ¢} A ol v @ A4l & ) 8-S "Cron 244 44"l ]
L PR

cron P4 o2 A 2 o] 2A S YUt o] A cron 2942 302wt Ay gyt &
S met eSS 245t 713tE ddste v dele= AE 2 gy

H42H A S FAGF=E AN E)Y UL ol d dulis A S A sta B2 s FAuE W
A st7] A8l 2 LA ] 717k L el of gy ok ARA g W82 Kubernetes =44 €] TTL-
after-finished Controller o] A %314 A] 2

2% cron 2] ¢ LDAP 5713} B 5 YUt 74 ol Fol® 5718 74 delx dg
EASECH

® o @@G

o] A|ZL 8l & LDAP IDPE A4 & u) A 55Ut
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https://en.wikipedia.org/wiki/Cron
https://kubernetes.io/docs/concepts/workloads/controllers/ttlafterfinished

17%. LDAP 1.8 % 7] 3}
©® o 7% WS LDAPIDP 4 A A H AU
12. cron 2 & A4 gy o
I $ oc create -f Idap-sync-cron-job.yaml

F7tEas
e LDAPID Zg# +4

e cron % A4

17.5. LDAP =22 Z 7] 3} 9] 4

o] A A o] = RFC 2307, Active Directory, X7} Active Directory 2~7] u}ol] O] 8t of 7} 3} o] 9l &1 T}
Za
ol gt ool & BREAEAE AT 25 A W E /P I 53], oI 2F =
D}e 259 u-ﬂ]ﬂﬂ- g FUFUL FH 25 Brstete i g A RE S w0y

17.5.1. RFC 2307 27| v} 2 A} &3 28 5 7] 3}

RFC 2307 227]v}e] 7% thg dl Al el 4 & 7 71 €] wl¥ 7} ¢l admins 25 < %71 3H gy o). Jane ¢}
Jim. d AN = s A g -

o 1% 2 AFEAE LDAP A Hl o] bl uhy

e =7]3} & OpenShift Container Platformol] A4 == A3 o2& 9=
3

o @M REAEAE AT 2F A W AF T 53, ol F AFE
OE aFe Wt e £ QSUTh £3 35S Bo18ee el U@ AR 1 9
SEMEE EEELRARS

RFC 2307 &7 vl A & A& 2FH(Jane | Jim)e} 25 =5 LDAP Ao A4 dE o7 &= 8lH, 1+
WA e 2F SA0) A AR T ol dif £7ho) 4 & o] 27 uhe] Abg AL Bl TFS 4 o e,

RFC 2307 27| v} & A}835}+= LDAP 3% rfc2307.1dif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

Ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith
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mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

@ —FoLDAPHEe g FE AU

@ 5 v aE S AN 9T Fx AR ydEYh

A 27 Ab

o 74 FAdS I YTH
A%}
e rfc2307_config.yaml 3} 3} 2] 573} &5 43 T}
I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm
OpenShift Container Platforme- ] 5713} 2 ¢ 24 2 v & 2 g Z== 5y

rfc2307_config.yaml 3} 21 & A} 8 5} a] A A @ OpenShift Container Platform 25

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com

ﬂ o] OpenShift Container Platform 25 o] LDAP A ¥ ¢} nix] et o &7 %73} A7+ o 2 ISO
6801320 7 wof JJHFH
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LDAP A ul ol A 252 24 28 Ayt

=

o] 1F 9 YAZ=7F A GH LDAP M ] IP F42 2 S 2EYYh
%713} oA A 28] o] 2Tt

575 Hol A A Q7 )2 o] Bol AR 1 F Wl o) &l Fahe ALY

@6@@

S~

17.5.2. RFC2307 2=7] u} o} A& 2} A ©] o] 2 w3 & A} &8 78 %735}

ALt Aol ol 2w W 18-S B7)55H A 9o o
Yk

)
ro

g &

e
o

[ % ol g o} o] M7

H

A48 A o] o] & vl % 3} 97 RFC 2307 7] v} A48 LDAP 57131 7-4:
rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: vi
groupUIDNameMapping:
"cn=admins,ou=groups,dc=example,dc=com": Administrators ﬂ
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

AF8A A 2] o] 5w o,

. groupUIDAttribute 2 DN-& A&

AR A o] o] & ul Bl A 7o) A E E T
g o) A% 3§ BE/A =2 )

Al 1
@ v groupsQuery HE| & A4 @ 5 gl Gtk AR E GE
HEZ AL EHA S

oﬂ‘n

AL-&-A} g o] o] & wll o AL A -E &7} §l= A -5 OpenShift Container Platform 252 o] &2 A

gote H4 AU

6@ ®9

LDAP A B ol A] AL 2}FE 31631 A A 3= &4 94U o) userUIDAttribute 2 DN& A1-&3 o &=
usersQuery I £ A4 & 5 glgyrh Al std ZHH 9] 44 58 55/a1d 55 =8 AL
S A2
AR 8.7 AL
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A%}
e rfc2307_config_user_defined.yaml 3} 3} 9] 5713 = A3 34 o}
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm
OpenShift Container Platform< ¢ %73} 2t o] A3 2 T &3} e 18 g A= 2 w5 oh

rfc2307_config_user_defined.yaml 3} ¥ & A} -85} A A H OpenShift Container
Platform &

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

(PR ERER LR EE DR TR

17.5.3.RFC 2307 A} &2} A 2] 05 3] & QA= A1 L3 185 573}

71402 575 A el WHl Aol olE el E Hel b F5o] e Wt ERE B9, 2

F $715ko o7 7wy sted AP o

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

o] # 3 ¢ F & 5 usersQuery I = 2] baseDNo] z& 74 ¥ S-S el Yt 22y baseDN
oo oz om AR IF W7} 35 o] YA &S ¢, tolerateMemberOutOfScopeErrors:true=
AASHH 2FS A% 5718 7 AdFHTE |9 E Yol d wlv = FA gt

MPVIA R 25§78 ZRA 20 25 W E 2HA] ek e R/ok o Aoy oh

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

ol 2.5t o 22 usersQuery A=k AR FARNEE JEWU T 2 g wed dles
e 2 W o] Z3tH 79 tolerateMemberNotFoundErrors:true= A4 std 2 5< A% 573}
& AFUSE EAVE A= B FAEY o
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2]
AA LDAP 1 730] 2.7 81 8- ALE-5A 5713 Z2 A0 £} sl )
o =

F}E.O T olq o} LDAP & § 713817t &0l2 A FA = o] A ¢
OpenShift Container Platform lfoﬂ MWW 7L FEE F AdFY T

IF Au| ol FA47F A+= RFC 2307 27| vl = A}1-8-3}+= LDAP & 5-:
rfc2307_problematic_users.ldif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

@ LoAP A EA e e WYy

@ 5713 Aol e AR Aol 9L S A W baseDN gl W U T

9 oA o FE sl gAAN 5715 T4 HAo] G&g Frhelof gt

Q2 FE 3] 835= RFC 2307 27| v}2 AL8-81= LDAP 5713 +4:
rfc2307_config_tolerating.yaml
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kind: LDAPSyncConfig

apiVersion: vi

url: Idap://LDAP_SERVICE_IP:389
rfc2307:

2]
o

A4

A3}

144

groupsQuery:
baseDN: "ou=groups,dc=example,dc=com
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9

tolerateMemberOutOfScopekErrors: true 6

Yt} userUIDAttribute 2 DNS A& 8 o &

LDAP A i o 4] A28 32 .
98 Aiste BE PO B9 5§ B/ BE WA E A}

usersQuery Z | A A

R R

truesl 4% 5715k Aol A & A% WHl7} gl 15S 58543 LDAP § o]
FUG IR ANE RS FAEFS 5 3

true<l 73 & 713} 2ol A= A F w71 usersQuery 7] DNejl %7 8 ARg-#} ¥ 915 Blof
T e 318 kAL WY 23] M9 S dleluts B E FAIRUTH LF AWt 91E sy 4
+&713 #9712 F A Ao et AdYTh

o7 AV
o 1A ,4.01 /\g A] tsh,]];]_

e rfc2307_config_tolerating.yaml 3} 3} 9] 5713 & A3 54 o).
I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm
OpenShift Container Platform& ¢ 57|13} 2t o] 23 2 0 S3 2L 18 g AZ=2 w5t

rfc2307_config.yaml 3} 21 & A} 8 5} a] A A @ OpenShift Container Platform 25

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
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name: admins

users: @)

- jane.smith@example.com
- jim.adams@example.com

© =13 UoiN AR B U2 2 ulol Sl gee gAYtk 230 8 85 257}
A gk e 7 gl T

17.5.4. Active Directory 27| v} & AL8-31] 27 5713}

Active Directory 27| npofl A = F A& 2} (Jane & Jim) =5 LDAP A wjof 2 AF¢] & %QE ZA)8, 1
F e A AL A S0 A H U T g o 1dif 2 2te) A = o] 227 whe] Abg A B 5 4 o) FH]
c}.

Active Directory 27| v} & A}8-3}+= LDAP &% active_directory.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

Mg F WA S AHg A SO UgH e, 2FS Auo] §RO R El sk gyt
memberOf %4 o] AL&-2-e] B & &4 o] obd S 9l th U3 LDAP A el 4= 4] 5 A
o] Zeol QI E o] WEHH A\ % vl o] ul o] 2o &= 7Bl E A ¥4t

A 27 Ab

) ?-/H ,4.01 /\g A] b‘h,]p]_

A3}
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e active_directory_config.yaml 3} < 3} 0] % 7]3} 2 2 8 ]t}
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm
OpenShift Container Platform< ¢ 73} 2t o] A3 2 T &3} e 18 g A= 2 w5 oh

active_directory_config.yaml 3} 2 & A} 8 3} A4 ¥ OpenShift Container Platform

=
-

L=

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com

o] OpenShift Container Platform =& o] LDAP A 8 ¢} mlx| 2t o 2 Z 7319 A| 7+ o 2, I1ISO
6801320 7 wof JJ&HFU

LDAP A v ol 4] 71§ €] 315 28 A4 1 o,

[t
iR
i
0

© o EUTEIAGELDAP AL P4 Y 5
@ LDAP Aol YaE 259 ol EPU T

© =713 HUolH AP T o] Fol A E 1§ Wil s FehE ALS YT

17.5.5. B 7} ¥ Active Directory 27| v} & AL&-3lo] 27 5713}

H 7} Active Directory 27| vl A &= A& 2} (Jane & Jim)$} 25 =5 LDAP A ujo] H 48 dEo =7
A8, 15 WA AFSAF S ol A U o oh 9] dif 27F o A = o] 27| mke] AFEAF Y 1 F

< Qe guh.

B 7+H Active Directory 27| u}& A}8-5}+= LDAP & X%-: augmented_active_directory.ldif
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dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith
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mail: jane.smith@example.com
memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: chn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

@ Ao aE U e Sz YIH YT
© 7o LDAPANHe Hg FE AU

A 27 A

° ;_/d ,4.01 /\g A] zsh,]];]_
4
e augmented_active_directory_config.yaml 5} < 3} ¢] %713} = 2 8 -t}
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platforme- ¢ 5713} 2] ¢ 24 2 v & 2 g Z == 5y

augmented_active_directory_config.yaml 3} 2 A}-8-35} o] A A & OpenShift Container
Platform &

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
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name: admins ﬂ

users: 6

- jane.smith@example.com
- jim.adams@example.com

o] OpenShift Container Platform =& o] LDAP A ¥ ¢} mlx| 2t o 2 Z 7|3t ¥ A| 7+ o 2, I1SO
6801320 7 wof JJHFU

LDAP A w4 255 9] a1 A2y ot

(5 Y
© o =Eo U=/ AAE IDAP M IPF4 Y FAEQ T
@ =713 LN AH D 2F ol FAYT

© =713 HUolA AP T2 o] Fol A E 1§ Wil s Fehs AS YT

17.5.5.1. LDAP 53 Wu] 4] 5713} 9] 4

OpenShift Container Platform¢] 782 3 5 %] ¢ U th v o] B & AL&-3l2] W LDAP A ¥ oA 18
B A S 3 ™ 3}sf oF §F4 t}. Microsoft2] Active Directory 4] B o]l A &= OID 1.2.840.113556.1.4.1941 ¢]
%4+ LDAP_MATCHING_RULE_IN_CHAIN ++3 & &3l ©] 7| 5& A4 FUth &g o] YA 3 & A}
st AdTie AR s 8E 2F 5718 o sy Th

o] A Ao = 3t o] A}&2} Janest} 3}LFe] & otheradmins 7| #l B 2] adminsgls 252 7] 3}st=
B 7}E Active Directory 2~7] ulof| th 3k o 7} 21 <54 t}. otheradmins 25 o = s}t o] AF&2F Wl ¥ 7} )
FU T Jdim. o] A M= &S A Y

o & 9 AEAE LDAP A ¥ o] 7135t W
® LDAP &7t 74 o] W&
o =7]3} & OpenShift Container Platformol] A 5= 23 2§ g2 =

1 7}# Active Directory 27| vhel| M = AF-8-#F(Jane 3! Jim) o} 75 &5 LDAP M ujol] 49 450 =
EA8tH, 2§ A AFE A B 2F SAC AU 22 Idif 270l A & o] 271} ALE-
A8 a5 g edyh

1734 Active Directory 27| vt5 53 wiH] o &7 A}-8-3h= LDAP @5
augmented_active_directory_nested.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ
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dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 6 G
member: cn=Jim,ou=users,dc=example,dc=com

OO0 &4 2Fe Wue o rAE S0 YIH YT
OO 52 LDAP Aol A9 FE Y.
@ otheradmins =15 & admins 2.5 ©] ¥ Y ),
3 L& & Active Directory 9} 5718} 8l= 74 9 AF&A} &5 9 17 &0l o g LDAP # 2] & o] &} W
H OpenShift Container Platform L& @l Z = o A s G 28 Z A 5l= &4 S A FaloF gy o) &3
o] FA = EA H Ao = Q)
e oc adm groups sync  H oA ZFS WA F o7 5 &3 oF gy}

e LDAP_MATCHING_RULE_IN_CHAIN 73 & &3 Al&21 9
groupMembershipAttributes <] "memberOf:1.2.840.113556.1.4.1941:" o] ¥ 3} 5 of o} gt}

e groupUIDAttributeE dno = A7 3 of gt}
e groupsQuery?®| 7 -9-
o filter= 44 3}A golof gt}

o £ &3 derefAliasesE 4 4 sl of 3t}
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o
ofr

1A
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o] LA %] = 2 baseDN-S A 4 31| ¢kofol gt

o
ofr

g #kol A1 = 2= scopes A4 shA] Folok dy T,

) 3}+5] 3}17] ¢35, OpenShift Container Platformol| A} 283 ¢t 15 2] A9 AH8A8 2= == A2 A8
o 7}F3 I o] & o] 9] 9] £A S ALgEloF Tt 9 % £ o] u] Y 2 OpenShift Container
Platform =152 /‘}&X}‘é T 0}"’, IF °l5E T EFNELEAGH UL TS 74 FdolA = oy

@ 2A S AL T

3 v o} g7 ¥ 7}E Active Directory 2~7]vl=2 A18-31= LDAP 5713} A4
augmented_active_directory_config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

groupsQuery Z & £ X & 4= §l5 Ut groupsQuery 7] E DN 2 ¢ ko] A H Ut
groupsQuery ©l| A & 3+ derefAliases = 4 4 af of gFu t}.

LDAP A # o] A 25 2870 48 she %4 YUt dno.= A4 sl of g,
0% ol BoR AT S YU

OpenShift Container Platform Z2& gl Z =0 A Al &4} o] B0 &2 AFESF £:4 Yt mail ==
sAMAccountName -2 tf 7 & <] A x| oA A s gt}

® 000 O

A A A B E 2] 4te AFE A €3 Utk LDAP_MATCHING_RULE_IN_CHAIN A}-8-9] <] &}
A S
A 2 ALG
° ;_;\q J]_ol /\g}db‘h,]p]_
=R
e augmented_active_directory_ config_nested.yaml 3} & 3} 2] 573} &5 4 3 g}
$ oc adm groups sync \

'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
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1774 LDAP 1.5 $7]3}
I --confirm

3

cn=admins,ou=groups,dc=example,dc=com 25 & W A] & o & 3] &3 o} T4

‘- o

OpenShift Container Platform& ¢ 5713} 2] ¢ 2% 2 tfe 3 2o 28 g 2= 2 vty th

augmented_active_directory_config_nested.yaml 3} 2! & A}-8-3} o] A A
Container Platform 25

et

OpenShift

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins

users: e

- jane.smith@example.com
- jim.adams@example.com

o] OpenShift Container Platform 25 o] LDAP A1 ¢} mix|uto &7 %73l A 7+e & ISO
68013 2] o 7 wof JJHFU

LDAP A u ol A Z15-9] 21 A EAd Y.
o] 2§29 Y FZ=7} A FE LDAP A H 9] IPF4 9 3 2E9 Yt

5718k Aol M A4 T 254 ol F AU

D000

E713 oA AT HE o] Fo] AFE ZF Wl et AFEAY YT 2F WH
A o] Microsoft Active Directory Serverol] o]&f] HH 3 E Qo= 3 259 Ww 7| 3+

fyh

17.6. LDAP 5713} +7 AF<F

74 B o] @ BAE AL e pHUTh WEE 270 @ BA B wha gt ol 2 S,
vl.ActiveDirectoryConfigell == groupsQuery = =7} g1 %] 7 vI.RFC2307Config %
vI.AugmentedActiveDirectoryConfigel &= 91 &4 t}.

T8

vhol | 8] $4 2 A A ZHUTEH LDAP AW ol A Al g3t BE &4 HolH = UTF-8
A5G AL 2 o]ojoF it} ¢ & =1 objectGUID 9} 72 vioj 2] &4 5 ID &4
© 7 AFE-31A] nhA Al 2. 2 th 4l sAMAccountName === userPrincipalName 3} 7o &
2 £ & AHgafoF gy T
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17.6.1. v.LDAPSyncConfig

LDAPSyncConfigel = LDAP 1% 5 715t5 A ol dh= vl a3 74 f4 0] vt

°l&

kind o] L BAE 7} el = REST €] 2219
ol S Fehe BAE U
M Sehol AEd N 24 A
EHEHANAN 0B FFT 5 AS
Ut} CamelCaseZ o] ET 4=
SF U Th AA g 82
https://github.com/kubernetes/c
ommunity/blob/master/contribut
ors/devel/sig-architecture/api-
conventions.md#types-kinds & %
Z 8k Al Q.

apiVersion Hdol AFH o] QBAE B  EAE

27| vkg el gtk AuE 94
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Passthrough Manual

AWS(Amazon Web Services) X X X
Microsoft Azure X X
GCP(Google Cloud Platform) X X X
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RHV(Red Hat Virtualization) X
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® Cloud Credential Operator] Cluster Operators 3F = #| o] X
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e jam:DeleteUserPolicy
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Amazon Web Services (AWS) A| 281 & 2]

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Google Cloud Platform (GCP) A]| 3.3 & 4]

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>
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AWS aws-creds
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{

"name": "ebs-cloud-credentials”,
"namespace": "openshift-cluster-csi-drivers"

}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace": "openshift-cloud-credential-operator

}
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18.3.1.1. AWS(Amazon Web Services) A3t
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18.3.1.2. Microsoft Azure @ 3+
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18.3.1.4. RHOSP(Red Hat OpenStack Platform) gt

RHOSP9l OpenShift Container Platform 2 2 H & 4 x| 5} 2] ¥ CCO¢ member A}-&=} o & 9] H3lo)
Ae=dF AR

18.3.1.5. RHV(Red Hat Virtualization) gt

<)

RHV el OpenShift Container Platform &8 28 & A x| s}l CCO9 v d3dto] &= <5 H W7} 3
a3y

e DiskOperator

e DiskCreator

o UserTemplateBasedVm
e TemplateOwner

e TemplateCreator

® OpenShift Container Platform v 32 & t) %} . & = 54 & 2] 2 H ¢ ClusterAdmin

18.3.1.6. VMware vSphere ¥ gt

VMware vSphere ol OpenShift Container Platform & & 8] & A x| &}l CCO9]| t}& vSphere A 3to]
A= Qs BR7EZ g

3% 18.2. & 4= vSphere A gt

7He 2]

dlo] ¥ A g4 327 9}

ZT Zr 4y, Fr A
vSphere B} 2 X 4 e s

== WES=Z g5

Blas ol F 2] 2 Fo 7} v}l B
Z2d T4 2EgA REQG

VApp 2E A

7Hd =4l = A3
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7t Zehe-E g Ahs gt A ol weEt kube-system v Q) v o] 29 Q1T W R E A AB S AME-EHH, ©]
S8l BEQS AR & TS el T FEE VE= U ARSFH YT o] YL mint ZEZ AL
shod Al 15 R E A SAY H22F ZES AN St /IS AR FE A ABS BAbste] g Y
=3

A A= o] 2] Fetg-=9 ulgl tt =1 7} CredentialsRequest 4] =31 o = A& Yt}

Amazon Web Services (AWS) A| 281 & 2]

apiVersion: v1i
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Microsoft Azure A| A2 & 2]

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: azure-credentials

stringData:
azure_subscription_id: <base64-encoded_subscription_id>
azure_client_id: <base64-encoded_client_id>
azure_client_secret: <base64-encoded client_secret>
azure_tenant_id: <base64-encoded_tenant_id>
azure_resource_prefix: <base64-encoded_resource_prefix>
azure_resourcegroup: <base64-encoded_resource_group>
azure_region: <base64-encoded_region>

Microsoft Azureol| A 215 A B A A8 F2lo| = 2z F8] 28 A X o sl o2 A e 2E e ¢l
22} IDE g3 of el F 7HA A0 2o JFYtth o] e vy A AE A S AP $of FHe

T dFUTH
I $ cat .openshift_install_state.json | jq '."*installconfig.ClusterID".InfralD" -r

=
=

£

| mm‘

mycluster-2mpcn

o] 32t 2ol Al H ol H ol AHEH YTt

azure_resource_prefix: mycluster-2mpcn
azure_resourcegroup: mycluster-2mpcn-rg

Google Cloud Platform (GCP) A]| 3.3 & 4]
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apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

RHOSP(Red Hat OpenStack Platform) A]| =281 & 2]

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: openstack-credentials
data:
clouds.yaml: <base64-encoded_cloud_creds>
clouds.conf: <base64-encoded cloud_creds_init>

RHV(Red Hat Virtualization) A| 22 & 2]

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: ovirt-credentials

data:
ovirt_url: <base64-encoded_url>
ovirt_username: <base64-encoded_username>
ovirt_password: <base64-encoded_password>
ovirt_insecure: <base64-encoded_insecure>
ovirt_ca_bundle: <base64-encoded ca_ bundle>

VMware vSphere A| A2 & 2]

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: vsphere-creds
data:
vsphere.openshift.example.com.username: <base64-encoded_username>
vsphere.openshift.example.com.password: <base64-encoded_password>

18.3.3. Passthrough = = ¢1= A 5 §x] ¢

2 2B 7} ¢ 29| o] = 5 o] CredentialsRequest CRo] 4] 7+o] x| Fof w}e} HA =& 72 -¢ & FAMSS
=t E= = passthrough R= 15 AR E FF5 02 fJuolEfof duth dag ol F A5 AR A
el o}X] U= 3 04131] o] = Aol A] OpenShift Container Platform 14 o] EH 3 dg] 2 olm
%] o] CredentialsRequest CRS &-2135}4] /\] 9= 33 Ak 2 23 CredentialsRequest CRS 3+
™ AWS Azure == GCPeoj| t3l] IAM 5= g//}j% Az AN L

_4

o __\,L °{N‘ ﬂllﬂ
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O(Cloud Credential Operator)el] 4]
%0 % ¢ ¥ o] 3] of Fth.

S 2H RIS AR E WA T 5 AHA
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o FTYHAHETGL L AL ECCORER FHRLE=AHR A E F502 XY

of AAgYtt.
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Zeo=
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ST o= AHARE FASIE TEA AL CCOMAIE S EE A" o v gk Utk Mint &
A = HAZAHAEE SN AANE 4 LAJAFAHREE

e
i

ESE

o Passthrough = 2] 4 -¢- AWS(Amazon Web Services), Microsoft Azure, GCP(Google
Cloud Platform), RHOSP(Red Hat OpenStack Platform), RHV(Red Hat Virtualization) 2!

VMware vSphere 7} ] 1 § 4 t}.
o It FFAe AHHA o] AR =S ARE AAIAFY L

o M AF HHoE ZHLE A ALE T

4
X2
ki
o
By
o,
i}

1. %) £ 2] Administrator = = o A Workloads - Secrets® o] %31t}

2. Secrets 7| o] A 9] oA FF-E FFAL] FEAAS FFYT

o~
e S S ES R
AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
RHV ovirt-credentials
VMware vSphere vsphere-creds
]
H
HRERER DS R R 2 29 AaR AP AY g

4. Value M=o )88 7125 o] AW E Al8alo] AZA E Quo] =3 & o] FEA 9

6. vSphere CSI Driver Operator7} &2 315 o] Q)X &2 vSphere S8 ~H 9 AF H X
&t 77 Kubernetes AEE 2] @] #te] Eok3 73A] 4 &8t duolEd IS A

alloF g k.
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E A
vSphere CSI Driver Operator7} &4 3} 7 9- o] @A 7} 2 8 &}#] &5t

A dl o] EH vSphere Q15 4 X E % & 35l2] ™ OpenShift Container Platform CLI<J cluster-
admin o &} AbgAR 218l vy B H & AU

$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\

--type=merge

°1Z A B 7} & A] 5= &< Kubernetes Controller Manager Operatore] e &=
Progressing=true = B v th A S 2w oS 3 S AP gy

I $ oc get co kube-controller-manager

oY
ol\

ro
ol\

BR7FHAHAE=A] 2

gk
o
ol

1ol ohe g e ekl Al
1. €] &< 2] Administrator 2. =0 4] Workloads — Secrets® o] &3t}

2. Value =2 ) g0 W7 H A AT}

F7tEas

® vSphere CSI Driver Operator

18.3.4. 2% & 43 7+ A

passthrough & & Zd =
FUT AN FADS Zo|A Gom BE T4 2o A%

FUth.

penShift Container Platform v of tff 3l & 2] & o] u] %] 2] CredentialsRequest CR
AEo AgS ZHAHE st v B8 Ad o2 =d F AdFUH

olN @)

b g

Olt

331 CCO7F AMG- ot A W7

g
R R

AWS, Azure B=+= GCP4l| Z 2 3 CredentialsRequest CR
< ?:_LO}EE%% AWS, Azure 2= GCP2] IAM =5 4§ <

18.3.5. F7F g &2
o AWSS] IAM 5 A A

e =0T Azure & |IAM A A

. © % GCP & 1AM A4
18.4. & B = ALE
%5 =+ AWS(Amazon Web Services), Microsoft Azure 2 GCP(Google Cloud Platform)ef] A =] <1 ¢
Yt

%= R = o] A A& 2= CCO(Cloud Credential Operator) 4l 8¢5 ¢1& A B2 A gt o] &
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/installing/#manually-creating-iam-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/installing/#manually-creating-iam-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/installing/#manually-creating-iam-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/installing/#manually-creating-iam-gcp
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T E ALE-slE ™ A3 = A X F<9 OpenShift Container Platform w7 o] & 2] 2= o] u] x] of A]
CredentialsRequest CRS 7 Al&taL, 718 Fe1$-= A el g A4 42 A4S oS, 28 2H
9= FF A )3 = = CredentialsRequest CRS £=317] Y&l 2HE U] Y =9 o] 29

Kubernetes ¥ ¢+-& A Al &l of ghuj T}

S ALEEA 7 228 Y Lho s T 2E0 A FF S YRE AFEA ¢ P

2= il
F A B E 5 et o] REGIAE AWS T4 IAM B0 A7 % et gleuth 2L
A de)solnAe A% FEo 2 2ok g

AP S S92 FFAE A S WY ol o 3 A4 3 82 AWS, Azure =&
2 °

18.41. AWS STSE Al&3l= & L=

AWS STS(Amazon Web Services Secure Token Service) & Al &3l =& %5 R o4 AWS S8 2HE

TS F AFUT o] FHA S 53l CCO= thE 74 840 9 5 AR E AFEFY

18.42. F5 0% FA A HeJAFST HERE ZH2H 92
X

CCO(Cloud Credential Operator) +%5 0 & #4 #e]& &= = A
= 7124 o & False ¢ Ut}

o wuloly Y A(d: 4704 4.8%)2] A o] = HHlolEd AT A 2]l
CloudCredential 2] 220 2418 & w712 2 g o] =3lo] thg vl d o) th 3k 2 o ujet A
glo] ¢jHl o] E QS VEFA U T o] 412 Upgradable % €] £ True = ¥ 73 3

e o= 5048904 48100 & z-stream & 29 A$ Y3lo] F7}x At ©H
J e o] =7 Ak E ] U T

TR FA AYHEAFT HEE FHEHE Jagol=s5t7] Aol d2dol=3 D2 o] m A< o
gk A Q1 7é E g FUTH ET 7| 0F AR Qs ATS HES AL NG A 240 O
sk A dEl o A Wk 8 AFSS &3l oF gy ok
A =}
1. A} &g 2] v 3 CredentialsRequest A}-&-2F A A ] A2S =360 AAMY o
S FHEAE AX ZR 2] "FEOE IAM A" Al doA = FetEdd 2o T AR
& g5t gt S AE UG

2. Y AN T2 A FYHE AT HEE Aol EFY T

e A g 2 olm x| o A #7137 CredentialsRequest A}-&- =} 4 o] 2] &2~o] T 3 A A| 23S

Ay ot
o x=ZElo] A A 7]E 21= A Ko v § CredentialsRequest AF-8-=} A o] 2] A7 A3 @
T Atgol A E A9 oo uel WIS Ju ol ET

3. BE ko] Al Y2l zol e) £ulE A9 FH2HE Gado| =Y Ful7 A 9SS Y
o},

a. cluster-admin & & 9] A}-8-%} & OpenShift Container Platform CLIo| & 22134 T}

b. CloudCredential 2] &~~~ E 1 %] 3}« metadata 2 = U] o] upgradeable-to =4 & F7}3HY
=

I $ oc edit cloudcredential cluster
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/installing/#manually-creating-iam-gcp
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cloudcredential.openshift.io/upgradeable-to: <version_number>

714 <version_number>= x.y.z @2 0 2 g ol =g v A YUt o & o

metadata:
annotations:
o
OpenShift Container Platform 4.8.2 2] 7

b. CCO 8] Al 4 B E B Cluster Operators &-=of 4 cloud-credential 2 &3 34t
c. Conditions 4] 4 o] Upgradeable “J €] 7} False?l 7 $- upgradeable-to 4] o] ¢ E} & 77}

QEA Y

e

18.4.3. F71 g &~

o AWS?] IAM %% A4

o %o Azure £ IAM A4

o ;%02 GCP & IAM A4

® AWSSTSE AlE-sle & = AL
18.5. AMAZON WEB SERVICES SECURE TOKEN SERVICE| 4] & =
AHg

STSE Alg-3le 5 2=+ AWS(Amazon Web Services)oll A =] 1 Y t}.

o] 1= A B A2k A OpenShift Container Platform &2 2~ F ol tha] A % X Q= = A
A Foll A8 oF Ut o] 715 S AHEsH7] S8l thE QS A B HEE AL ete 7E
FHZHEATAAE F HFUTh

18.5.1. AWS Secure Token ServiceE A} &3t 3% = AW

STSE Al&-3l= 5 L=l A 7' OpenShift Container Platform 81 28 +4 24+ AWS

STS(Secure Token Service)ZS A}&-3lo] ©@7]H o 2 7|3ty U HelAHF AW E A|F3e= 74 84
IAM & g+5- sttt o] 23 215 A B = AWS APl 358 3l el 2 74 840 54 < 1AM o

@3 Adguch.

MEZAS AR YA ANELHE AT FHA HE 232 AWSIAM o 3} 37 - ek A 74 & AWS
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IAM OIDC(OpenlID Connect) ID ¥F A& AF-&31 25 31 Y t}. OpenShift Container Platform-& AWS
2~ o) 2=

IAMO) 4] 21 2] 32 A 8] 2= A4 B 2ol A1 831 Podel X 24 M 31 9 Zo] ALE 8 4 gLtk L
1Ak ol A= A 1 o,

29 181.STS QU5 &

N
fl

Al

Piihlic kev j

STSE AFE 8t & R =S
As AE Wgol g

apiVersion: vi

kind: Secret

metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>

data:
aws_access_key_id: <base64-encoded-access-key-id>
aws_secret_access_key: <base64-encoded-secret-access-key>

STSE A48t AWS A1 381 32

apiVersion: v1i
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
stringData:
credentials: |-
[default]
role_name: <operator-role-name> 6
web_identity_token_file: <path-to-token> ﬂ
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@ Poduiel Hul2 A B2 A=Yk #ell 4 o] = OpenShift Container Platform -4 £.2:¢]
/var/run/secrets/openshift/serviceaccount/token <] 1] t}.

18.5.2. STS = A& 3l <=5 R =9 -4 ¥ OpenShift Container Platform & ~¥ A

3]

STSE At

R =94 CCO(Cloud Credential Operator) & A} 8-3l=2 A H FH2HE AF
St ™ S Yok

o oo
PL
£
+

of ol

1. Cloud Credential Operator &€ 2 €] & G4 31 t}.

2. MR BAWS A LAE N E Ao B v BE S ALg st AT T

STSEAIEE o S 2H7 5 R AEstE=2 o3t Asto s 74 840 o
A 9l= AW E AT S 9l Ytk OpenShift Container Platforme] t} & njo] v Z
s dagel=d o TF ME-&AWS Ak 8+ Atgro] A F YT STSE AL§-sh= &8
2B S dadel=str] Aol S8 A A A= AWS A gko] 7]1E 74 4ol FEskaL
A A QAo A AFE T =X e o Z gl of YT

18.5.2.1. Cloud Credential Operator € 2] €] 74

STSE AFE-5lo] CCO(Cloud Credential Operator)7} % oA 25 ste 749 S 2H 2 FoAM &
g2 RS AR E A st el st CCO F € 2 El(ccoctl) violq 2] & =61 =1y o}

3

ccoctl2 Linux 373 o A A 3 5ff of 5} += Linux v}o| 1 2] Yt}

1. OpenShift Container Platform & 2] 2 o] v] X & 7}#] & U t}.
I $ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})
2. OpenShift Container Platform & 2] 2~ o] u] x] o] A CCO 7 H o] o] v A & 7} - Yt}

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE)

23

$RELEASE_IMAGE ©| o}7] €] 3] 7} ccoctl £< A8 273 9] o} 7] € 4 9} 9 A
SheA A o

3. OpenShift Container Platform & 2] 2 o] n] %] 1] 2] CCO A | o] o] m] x| o] A ccoctl vfo] 1
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/authentication_and_authorization/#sts-mode-installing-verifying_cco-mode-sts
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I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret
4. ccoctls 23 715317 st AS HA YL

I $ chmod 775 ccoctl

oY
ol\

e ccoctlS A8 FH 7L HEA Felstew maw 9hdS TA g
I $ ccoctl aws --help
ccoctl aws --help 2] ==

Creating/updating/deleting cloud credentials objects for AWS cloud

Usage:
ccoctl aws [command]

Available Commands:

create-all Create all the required credentials objects
create-iam-roles Create IAM roles
create-identity-provider Create IAM identity provider
create-key-pair Create a key pair
delete Delete credentials objects

Flags:

-h, --help help for aws

Use "ccoctl aws [command] --help” for more information about a command.

18.5.2.2. Cloud Credential Operator 2 2] E] & Al 83l AWS 2|42 A A

CCO @2l l(ccoctl) & A§-51e] R G AWS 2l 228 /184 0 x A4 s T 5a 0w 44
F g

sk

18.5.2.2.1. /18 &A o= AWS 8| A2 A

AWS 2] 225 424 3} 7] Ao ccoctl E 0| 4 A A 3l+= JSON 1 S 7 E &) oF 3l 41} ccoctl E ol A
AWS 2] &5 QA st Z2A 2ol A 249 87 ALeS XP%EE TEHHA Fe= A FAWS HanE
MEHo T YT = AFULE A& E0] o] FHE s AFEA} = FA 7H o] g3t gl A E T =

EAYS TG 2FY 8 5 A5

a8 ¢k o™ ccoctl aws create-all & & & A}-&5to] AWS 2] A2 S 2502 YA S = JdH5Un
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7187 o 2 ceoctle B ol A e e eBAES Y33 e e
o 9B ES A4t A -output-dir 7 12 A& P th o] Al A &
It;path_to_ccoctl_output_dir >& A}-&3}o] o] g e g & F 2o

A 5 ccoctl HH & AWS APIE 5 &350 AWS 2] A2~E A AY =4 Ut} --dry-
run S 1E AHE3t APl &S AT F AdFUth o] FH 1 E AME3tH 22 ot

Al 22"l o] JSON 1} o] A A F Ut JSON 3 & 7 E 2 =4 3 t}2 --cli-input-json wj
MHFE AL 3] AWSCLI E2 835 = 5yt

A 27 Ab

e ccoctl vlol Y& & &35 =1 F o

Azt
1. 22 2¥ 2] OpenID Connect &5 A5 A4 sh= d AHS- 5= 271 B 71 RSA 7] 9t & 473

Pk,

I $ ccoctl aws create-key-pair
=9 q:

2021/04/13 11:01:02 Generating RSA keypair

2021/04/13 11:01:03 Writing private key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.private

2021/04/13 11:01:03 Writing public key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.public

2021/04/13 11:01:03 Copying signing key for use by installer

o] 7] 4] serviceaccount-signer.private 2 serviceaccount-signer.publice A A H 7] 3t Yy

=8
T3t o] W2 /< path_to ccoctl_output_dir>/t|s/bound-service-account-signing-key.key
ol dAet= Tt Fel LB 7 e /i 7S A Y Tk

2. AWSef 4] OpenlID Connect ID &5 & S3 ¥ 71 & A A 54 o}

$ ccoctl aws create-identity-provider \

--name=<name> \

--region=<aws_region> \
--public-key-file=<path_to_ccoctl_output_dir>/serviceaccount-signer.public

test gEy
o <name>& A2 93] YU B FeHEE g ho] B 1E A s Ul AL H & ol B YU Th

® <AWS-region>< Z 19 gl A7 A" AWS g -1 Yt

l

e <path_to_ccoctl_output_dir >2 ccoctl aws create-key-pair ™ = o] A H F7) 7] L
o Az YUt

=9 d:
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2021/04/13 11:16:09 Bucket <name>-oidc created

2021/04/13 11:16:10 OpenID Connect discovery document in the S3 bucket <name>-oidc at
.well-known/openid-configuration updated

2021/04/13 11:16:10 Reading public key

2021/04/13 11:16:10 JSON web key set (JWKS) in the S3 bucket <name>-oidc at keys.json
updated

2021/04/13 11:16:18 Identity Provider created with ARN: arn:aws:iam::
<aws_account_id>:oidc-provider/<name>-oidc.s3.<aws_region>.amazonaws.com

o 71 4] 02-openid-configuration> 7 A #A] o] 51 03-keys.json-> JSON <] 7] {3 3L Y
=

3k o] W7 & /<path_to_ccoctl_output_dirs/manifests/cluster-authentication-02-
config.yaml o] YAML 4 34 S A A gy} o] 1A & AWSIAMID 35 A7 EES Al 2 &)
L5 ZHaH/M A A2 AR ES2Y dF A URLZ =S A Y

3. FYHAHY ZF A 240 td IAM 9 &8 A A Sy o)

a. OpenShift Container Platform & 2] 2= o] 1] x] o) 4] CredentialsRequest ¢ B4 E &5 =5 =

Z3ych

$ oc adm release extract \

--credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests ﬂ
--from=quay.io/<path_to>/ocp-release:<version>

Q credrequests = CredentialsRequest 2 2= 4| E 5= o] A& 5 = v HE YUYt} 9]
BE>ddegrt e A g HdEHEE Yo

b. ccoctl &5 A1-8314 redrequests t] @ £l 2] 2] = & CredentialsRequest ¢ B4 EE %] 2]
Gk

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com

23

GovCIoudfﬂr 7+o A IAM APl £ & AH&3F= AWS 317 o] 73 9- --region
w7 H T E ARl 2l 2] s Ok Py .

-

Z} CredentialsRequest 2 2.4 E o th &} ccoctl & %] H OIDC ID &5 A2} A4 H 212
A 2 31 OpenShift Container Platform & 2] 2 o] v] X] 2] Z} CredentialsRequest ¢ 2 4] E o]
Aol A3k F A S ALE st IAM o &5 A F o
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® Qpensnitt Lontainer Platrorm E.QFo| A4 /g = i+ A <F Rl skt K <
path_to_ccoctl_output_dir>/manifests t] @ g 2] ¢] 5} S 1} gt}

I $ Il <path_to_ccoctl_output_dir>/manifests

=9 q:
total 24
-rW------- . 1 <user> <user> 161 Apr 13 11:42 cluster-authentication-02-config.yaml
-W------- . 1 <user> <user> 379 Apr 13 11:59 openshift-cloud-credential-operator-cloud-
credential-operator-iam-ro-creds-credentials.yaml
-W------- . 1 <user> <user> 353 Apr 13 11:59 openshift-cluster-csi-drivers-ebs-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 355 Apr 13 11:59 openshift-image-registry-installer-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 339 Apr 13 11:59 openshift-ingress-operator-cloud-credentials-
credentials.yaml
-rW------- . 1 <user> <user> 337 Apr 13 11:59 openshift-machine-api-aws-cloud-credentials-

credentials.yaml

AWSE g3t IAM o o] B H A=A e 5= syt AA S &2 1AM & v o o
AWS A5 4 & 231414 S

ro

18.5.22.2. U @ o & AWS 2|42 A A

AWS 2| 225 =4 3} 7] Aol ccoctl E0)| 4 A A sl+= JSON S 7 Es I 9 7} §12 1, ccoctl 9
A AWS Bl A2 E A st Ul ARS8t Z2 A 27 24 9] 9 A S Ao 2 S35t 74 -5 ccoctl
aws create-all & & & A}& 3l AWS 2] A2 AL 5313 4 45U

IR GO AWS FA2E/IE A Z AT = AFHT
Za
7122 o 2 ccoctle ol A= e e LHAEES PP e O HE Y
o 9B ES A4 she] H —-output-dir Z 2 12 AL T Th o] Wbl Nk &
It;path_to_ccoctl_output_dir >& A}&3}o] o] g e g & F 2o

AR 27 AV

e ccoctl vlolH gl & F&35ta FH P oh

1. OpenShift Container Platform & 2] 2= o] n] X o 4] CredentialsRequest ¢ EA E =& 2=3)

U,

o

$ oc adm release extract \

--credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests \ ﬂ
--from=quay.io/<path_to>/ocp-release:<version>

Q credrequests = CredentlaIsRequest HAE ZE=o] A%E = vdHz Yyt o] ¥
S gy e AT g HaHeE AT
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2. ccoctl &2 41831 redrequests t] g & 2] ¢] =& CredentialsRequest ¢ 24 E = A 2|3y

=8

$ ccoctl aws create-all \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests

o
ol

® OpenShift Container Platform ¥ ¢to] A4 & =] &<l sled <
path_to_ccoctl_output_dir>/manifests ] 2 €] ¢] o] 3} & v} & g o

I $ Il <path_to_ccoctl_output_dir>/manifests

=9 q:
total 24
-rW------- . 1 <user> <user> 161 Apr 13 11:42 cluster-authentication-02-config.yaml
-rW------- . 1 <user> <user> 379 Apr 13 11:59 openshift-cloud-credential-operator-cloud-
credential-operator-iam-ro-creds-credentials.yaml
-rW------- . 1 <user> <user> 353 Apr 13 11:59 openshift-cluster-csi-drivers-ebs-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 355 Apr 13 11:59 openshift-image-registry-installer-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 339 Apr 13 11:59 openshift-ingress-operator-cloud-credentials-
credentials.yaml
-W------- . 1 <user> <user> 337 Apr 13 11:59 openshift-machine-api-aws-cloud-credentials-

credentials.yaml

AWSE F gl slo] IAM o gho] A A = 9 =A] gFel e 4= A F Ut zhA g &2 IAM o 3 v d o of 3t
AWS A M 5 FZ34 A 2

18.5.23. A% =213 43}
A 8. Ab
® OpenShift Container Platform & & 2= o] 0| X & 7} A &Yt}
A3
1. Ax 22 aPWo] £3+H ] g E 2] & ¥ 7 513 install-config.yaml 3} & A A3 gt}
I $ openshift-install create install-config --dir <installation_directory>

o] 7] A <installation_directory> = 4 %] =2 72 0] 9}y & A t= ] e g g YU h

2. install-config.yaml -4 342 #H 3 3} credentialsMode v} 7] <=7} Manual= 23 5 ==
Fuyh
H

install-config.yaml 23 314 o
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apiVersion: vi

baseDomain: clusteri.example.com

credentialsMode: Manual ﬂ

compute:

- architecture: amd64
hyperthreading: Enabled

Q o] 3] < credentialsMode v 7]l 31 5= Manual = 4 4 5} 7] 9]5) 27} 1t}

3. 2 3l OpenShift Container Platform A ] sy ¥ ~EE A A gy o}
I $ openshift-install create manifests

4. ccoctlo] A MiUHA2ES HA] =8 o] YA G Y 2E v g g o] HArgy
I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/

5. ccoctlo] tis t & g 2ol A 7M1 715 A A T E 2ol HAg o
I $ cp -a/<path_to_ccoctl_output_dir>/tls .

6. OpenShift Container Platform A %] =z 2 =13

ttlo

Ao,

I $ ./openshift-install create cluster

18.5.2.4. A A] &<l
1. OpenShift Container Platform & & 2 € o] &4 31t}
2. ¥ 2=HdlrootdF AR glEA Felg).
I $ oc get secrets -n kube-system aws-creds
=92 o Akl oF gy T

I Error from server (NotFound): secrets "aws-creds" not found

ol

3. 74 8 4&7FCCOA A AFT HH
2 g sed gAagd

e R ETRUIEE EX= B NV

il

AL

o]u] x| @ X A E & Operator7} Y= 3EH o

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
.data.credentials | base64 --decode

Zejo] 74 LAoM A S o g

pas
e

D & o] HA W3 Thg 3 fAbsloF FuTh

olu] %] # X 2~ E & Operator7} Y& &4 4
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[default]
role_arn = arn:aws:iam::123456789:role/openshift-image-registry-installer-cloud-credentials
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
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