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1.1. LOGGING 5.4.9
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U o] w el o] ol Al o] e 74 wl AW} A 3L WAL A & A A G T (21-3074)
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1.1.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908

e CVE-2022-0909


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
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e CVE-2022-0924
e CVE-2022-1016
e (CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184
e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
e (CVE-2022-2938
e CVE-2022-3515
e (CVE-2022-20368
e CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628

o CVE-2022-22624


https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404

CVE-2022-27405

CVE-2022-27406

CVE-2022-27950

CVE-2022-28390

CVE-2022-28893

CVE-2022-29581

CVE-2022-30293

CVE-2022-34903

CVE-2022-36946

CVE-2022-37434

CVE-2022-39399

1.2. LOGGING 5.4.8

o] &g 2o = RHSA-2022:7435-0OpenShift Logging ¥l =2 =% 28] 22 5.4.8 o] £ 315 o]
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https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
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1.2.2. CVE

1.3. LOGGING 5.4.6

o] &g 29| &= OpenShift Logging ¥ 2 &

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36518

CVE-2022-1304

CVE-2022-2509

CVE-2022-3515

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-30293

CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

CVE-2022-42003

CVE-2022-42004
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3
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https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558
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WS A st g (22-2792)

e o] ¢J o] E o] A )= ClusterLogForwarder A}-& 2} % o] 2] 2~2~0] JSON -8 2] o] A o] ¥
A2t 2o Zdel Hl I 27 A H A FUTE ol | HHl ol E %%OH A 1 271 H]of 9
A ey} (LOG-2823)

e o] JH o] E o] dof = Kibana AF& A} 4 o] 8] A2~ E 214 8 7 ¢ OpenShift Container
Platform < &< 9] Kibanaol] o 3t & =7} Al & T A E A E5 YT o] H ol o] EE &3] Kibana A}
A Ao HarsE AASHA el F A% Al AF U (22-3054)

1.3.2. CVE

e CVE-2015-20107

e CVE-2022-0391

e CVE-2022-21123

e CVE-2022-21125

e (CVE-2022-21166

o (CVE-2022-29154

e (CVE-2022-32206

e (CVE-2022-32208

e (CVE-2022-34903

1.4. 27 5.4.5

o] ¥ &g 2o = RHSA-2022:6183-OpenShift Logging Wl =2 =34 @] 22545 7} &5 o] AdHY

140, 82 54

ol¥ gl o] E o] ¢ = Operatoref| A Pod7} & Hlﬂ"*bﬂ SklshA] ol F ¥ 2~HE thA] Al 2

gt F¢ 2 2H 7 A skA] v Ao REdFU T ol YUl o] EE E3l Operator= A
A 2} %‘Oﬂ A PodE A& K18 3171 2ol A PodE ZH] JEl = A SR EAE A FY o
(LOG-2881)

ol Aol E o] Hol = 2] & o/ A 7 5E F7ste
ZE O er dEAFUTE ol GHl|EE S8 W 2

(&

o WA YREE 2
go] #2595 th (LOG-2946)

ole) 2~ 44 JSON S H< T

ol Yl o] E o] A ol = Operatoroll A Q1&¢ H& %k dl
Operatore ©] JSON &2 % & 5}

o
Y 5 glo] SRR e el & o
Al Y515 @ 4 9141 ok (LOG-3009)

o] ¥ ¢l d] o] E o] A of = Elasticsearch ¢1 4] 2 & Zg] o]
thol WA S s 22 #7717 e ste o
Ut} (LOG-2972)

1.4.2. CVE

T E


https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183
https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009
https://issues.redhat.com/browse/LOG-2972
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e CVE-2022-1292
e CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® (CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

15. 27 5.4.4

o] &g 2o = RHBA-2022:5907-OpenShift Logging ¥ 2 =73 &€ 2]~ 5.4.4 7} £ 5o &Yt

1.5.1. 2 4

e o] ¢luo] E o] dol| & Elasticsearcholl £rl2 %] & 27 25 TAHA5UTH o) Qo
o] E £ % 3| Elasticsearch= & #4823 UTF-8 7] 2 & 212 A A &Y} (LOG-2794)

o ol¥ JHoE oA ]—E luentdel] Sr}=2x) efe #A7E 45 EAHAF YT oWl JulolES
53l Fluentd= =& 23t UTF-8 712 & &vt2 4 IAFY o (LOG-2657)

l

o ol HJulolE o]H o= FF7]¢] X]JHHU} Zkel =)
FstH AL PFUTE o] W7 AFE2 ALE T g E’_% AEjF o] 2ol vlg & S FH o
(LOG-2821)

e o] ¢l o] E o] H o &= cluster-logging OperatorE Z & ¥l o] 9] &alo] HotS A A F 5
t}. OpenShift Container Platform 4.110 A o] 2] ¥ 5 %}o] M7 & o] 27 v 7} 233l <5
t} o] ¥ o] EE E3f & 23 A cluster-logging Operator7} ®.o+S A Al slo] &2 = &) 4
gtk (LOG-2840)

1.5.2. CVE

e CVE-2022-21540
o CVE-2022-21541

e CVE-2022-34169

1.6. 274 5.4.3

o] g 2o &= RHBA-2022:5556-OpenShift Logging ¥l 2 =4 28] 2~ 5.4.3 o] £3t5 o 5yt

1.6.1. Elasticsearch Operator A} & = 43

27 39 Al 22 5.4.39] A Elasticsearch Operatore U] o] 4 AF&- 5 %] ¢F o % &g 2o A] A 7€
of| 4 “43}. Red Hat> @A) €] X gfo] ZAto] & 51t o] 7] 5ol th &t ‘ﬂl T8 DA LS A A 7
o] 7152 o o] A A AFEFS A FEHA] @k o 1 A A Yt Elasticsearch OperatorE AFg-3to] 7] 2 &2

2 2EF A E A8 stE A Loki OperatorE A28 4 95Ut
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https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHBA-2022:5907
https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821
https://issues.redhat.com/browse/LOG-2840
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5556

1.6.2. 1 4

e o] ¢ o] E o] A= OpenShift Logging th Al B =0 == 24 shard t 4l &4 7] shard
F7F EAEHAFUT ol H HJH o] EE Sl thA B =of &7 shard7} 257 A g U} (LOG-
2781)

e o] ¢l o] E o] A o = elasticsearch-operator o ] A}-§-3}= #}o] H 2
F Aol xR HAFU ol HH ] EE F3fl gholHejg 7} o] #HoF
Ao 2y ol Ex LY} (LOG-2816)

2 o] w2z A 2 7]
qe =

H] 2~
FabA e

o ol JHoJE o]Hol= 25 B E AL == Vectors FAT W AFEA Ao B ESS
A7 st AL LokiZk TLS7F &4 5td A5 71 EZ2 AHEE F )idsUth ol HHlolES &
& Vector= TLS7F &4 ste EZ S ALgste] 7o) 228 A2 F lFUth (LOG-2786

e o]l o] E o] ol = oauth-proxy o] x| & A & & o ElasticSearch Operator7}t
ImageStream A8} 4 ] 2] &2 9] referencePolicy &3-S A HFUth o] 2 Qs 54 37

| 4] Kibana #j &2 7} A g P F U ot o] M HJH o] EE F-3] referencePohcy Abg- 3 EA) 7} -sﬂ
ZA ¥ 31 Operatorel| A KibanaE &2 22 v 2T 4= ) HF Y (LOG-2791)

* oW glulo] E o] 7 ¢ = ClusterLogForwarder A}-§-7 7 o] 2] &2~ th 9 73 31 F 2| o o] 2] /A
ol A F¢o] el H A FAFUTE o] HJHl o] Ed M = o] 2 g A 7F sl A = A FH o
(LOG-2640)

o o]¥ ¢Juo]E o] M= Z 12 Amazon ONTAPY| HastE & 724 % B ANy 27

Sk
Hd & G 2EAZ dEste] Al 7to] Aol whet FHAH RS A AFY T olH o
o] EE Sall Gradle®] = ¥ ¢fo] v &g ste] o] £A41E sl dFUth (LOG-2768)

1.6.3.CVE
o 11.CVEE &3 3t 8.

e CVE-2020-28915
e CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
e CVE-2022-26691
e CVE-2022-27666
e CVE-2022-27774
e CVE-2022-27776

e CVE-2022-27782
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https://issues.redhat.com//browse/LOG-2781
https://issues.redhat.com//browse/LOG-2816
https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
https://issues.redhat.com/browse/LOG-2768
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
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I e CVE-2022-29824

1.7. 27 5.4.2

o] g 2o = RHBA-2022:4874-OpenShift Logging ¥ 2 =4 € 2] 2= 54.2 7} &5 o] 5t

1712 4
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2N,
of
ol
N

oX &

o 4n

e o] ¢Jd o] E o] Aol = FluentdNodeDown 73 377} message Al A of] Q1 28] = 2}l & 2] 4 3} A
xﬂJ—t;}z,;gj\gj\gqq o]H Y o] EoA] = HE 2] ol ~E A~ 027}%3 3F
Hol &S AlFatr] g8l BaL #3S FA sk FAE A F Yo (LOG-2607

e ol gHolE 011 = AFe] AdhE B st H F2 oy 20 FFo] IsH T o¥ §
dolEo M= 2L A7t A Ho] #A8tE 20 FFo] AlFolA Aldg Ut (LOG-2033)

1.7.2. CVE

o] 1.2. CVES g3 d 22 3ot

CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941

e CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737
e CVE-2021-3743
e CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759

e CVE-2021-3764
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https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:4874
https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864

CVE-2021-42739

CVE-2021-43056

CVE-2021-43389

CVE-2021-43976

CVE-2021-44733

CVE-2021-45485

CVE-2021-45486

CVE-2022-0001

CVE-2022-0002

CVE-2022-0286

CVE-2022-0322

CVE-2022-10T1
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https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
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I e CVE-2022-1271

1.8. 27 5.4.1

o] &g 2o = RHSA-2022:216-OpenShift Logging ¥l 2 <=4 2 2] 2~ 5.4.1 7} £3t5 o] 5t}

1.8.1. ¥ 1 3

o oW QlElolE ol Aol uh /A7t A et A E 2w 27 whel A K a7 o)
A B w2 22 F 7 delH 7 B4 S F Yt o)y gl o] Eof A = /var/log/pods =
RUE S o] #AE sl 2 P (LOG-2442)

o o] o] E o] d = fluentd forward receiverd] 222 Aad o egld A 4L A< A5}
H 3L 8t7] W 2ol =R 717 ApE U th o) H dE] oAl = R 7oA A4S A -85kl A I
3w A1 2] 2 gHe] A 91 A7 Yol B == keepalive_timeout 71©]30%(30%) 2 A4 o] g
Ut} (LOG-2534)

° Ol‘ﬂ Al el E o] el = Kubernetes U] o 23| o] 2 & } shel 220 th & A
= el7] flal AlelEdlo] 74 a9 BldA7F o] "HAF g R "Ql=ze =
Yth ol HUlo] EE F8 A= FE A Al & iﬂOl A= AHEALE SutE A A S|
s o] & glo] o] AT = 3lF Yt (LOG-2448)

o

e o] ¢ o] E o] A o == system:serviceaccount:openshift-monitoring:prometheus-k8s | 1]
2~ Al A o clusterrole ¥ cluster role binding ¢] S8 2H 43 d3to] AASFYTE o] H d o]
ENAE Aul & AlA 9] o] & o] role ¥ rolebindingS- A}-&-3}¢] openshift-logging ] J 23 o] =
2 AgrgYt) (LOG-2437)

e o] u|o]E o] Mol = Linux A} 21 A 7F & B o] 7]/%k o] A 9] X o) o] =d 5T
ol JH ol Eo A = H A S A A FES HEF FE £ o] A HJFH
(LOG-2321)

1.8.2. CVE

ol 1.3.CVES sHgalaim 223

® (CVE-2018-25032

o (CVE-2021-4028

e (CVE-2021-37136

e CVE-2021-37137

e (CVE-2021-43797

e CVE-2022-0778

e CVE-2022-1154

e CVE-2022-1271

e (CVE-2022-21426

o CVE-2022-21434
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https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
https://issues.redhat.com/browse/LOG-2437
https://issues.redhat.com/browse/LOG-2321
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434

o CVE-2022-21443
o CVE-2022-21476
e CVE-2022-21496
e (CVE-2022-21698

® (CVE-2022-25636

1.9. LOGGING 5.4
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https://access.redhat.com/security/cve/CVE-2022-21698
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e FIPSH &3}
EIZA
1. openshift-logging > = # E o] 4] ClusterLogging A& =2} A ] 8] &2 (CR)E AR gt}
I $ oc -n openshift-logging edit ClusterLogging instance

2. ClusterLogging A}-&-#F 4 o] 2] &~2~(CR)°l logging.openshift.io/preview-vector-collector:
enabled 545 713y o}

3. ClusterLogging A}-8 2} A 9] 2] &2(CR)o] Zd A 3 o=

)

B £ #7130t

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}
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ol Qe o] = o] Aol = 53 7]ol A Adleld] 218 At A= WA s £ oM AK )
SE2 A% A8 g AgR5Uh o W Yulo| =2 Fal oA £ /lolA LuE PHL AL
sto] #4112 314 #1th. (LOG-2160)

ol QEl o & o] Aol = Q25 o] & 47} B Zal A A v £v)o] & B Eo] Huj a2
71 Aol £Eq 7] W Fo) 23 AFol FAHAAFUTH o ¥l Pl EE Fal dT ol & vl 23
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7} 'x'Q1 A ¢ shard 'x' 31571 A A BT} & 571 A H A S5 ) o] A= 7z} Elasticsearch
Podd] HJ3t 2 & 7] & shard= &9 3} 21 A A| Elasticsearch S8 2€ ] |l =2 o] 34} A4 5
AA gt o] 2 Q1 A & A LS| Wi ol A A F U o] Qo] EE F3 o] Al shard 771 &
vL2 A Al&g Yo (LOG-2156)

o] ¥ o] E o] A= 522 2HA| H 7] secrets kibana 2 kibana-proxy 7} t}A] A A = X
orok& 1t} o] ¢l o] EE %35 elasticsearch-operator = 2] 225 7HA1 3131 24| € 7 9 =}
FoF Al AP Pt} (LOG-2250)


https://issues.redhat.com/browse/LOG-2071
https://issues.redhat.com/browse/LOG-2069
https://issues.redhat.com/browse/LOG-2056
https://issues.redhat.com/browse/LOG-2026
https://issues.redhat.com/browse/LOG-1927
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160
https://issues.redhat.com/browse/LOG-1899
https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
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o oj¥l fJulo|E o]Ho= ¥ F2 A7 T TR 70NA o|HIE ZEH | ulo] E A}S X
FHot=F2 A7 AP AL E AL S T dFUTE ol ol EE Fall ¢7] I AdE =8t
o FAE AEAE 7= dFUH. (LOG-2379)

e o] ¢JH|o] E o] A= OpenShift ] £& 9] 27 < Y =7} ClusterLogging CRl A A A =
A ZdFH o] H HH o] EE §3 CRS 2HA| 8 A Y Cluster Logging Operators A 7 81 &
A7} AABYG. (LOG-2373)

o ol {JHIo|E o]Ho=AH oY 22 A2 E UASH A AEE 7D ol D=9 ¢l
collection Ml Eg o] 3¢ O] HJFUT o] HElo|EE T3l +HE 2 thF A XS EA|
ste S8 a1 EAIE sl A5 A8l F A RAA 715 ALFY T (LOG-2462)

1.9.5. CVE
e CVE-2022-0759

o BZ-2058404

e CVE-2022-21698

o BZ-2045880

1.10. LOGGING 5.3.13

ol g] 29 RHSA-2022:68828-OpenShift Logging Bl 2 4 & 2] £ 5.3.130] £3gt5 o] A&}

110.1. ¥l 2 &3
e oW ¢Jd o] E o] A= log-file-metrics-exporter 74 Q Ao A WA S =1 v 7] o A At

AE Do) F22 AASRA o} % 2717+ F7h 2 vl w2l 7k 2 2 A QU Th o Wl Gellol=
2 5ol 272 549 27] 9ol AR shelo] vl @ @ =o] EHw o] 94 U th (LOG-3293)

110.2. CVE
ol 1.4.CVES sgsleid 2.
® CVE-2020-35525
e CVE-2020-35527
o CVE-2022-0494
e CVE-2022-1353
o CVE-2022-2509
o CVE-2022-2588
o CVE-2022-3515
e CVE-2022-21618
o CVE-2022-21619

e CVE-2022-21624
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https://issues.redhat.com/browse/LOG-2379
https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880
https://access.redhat.com/errata/RHSA-2022:6882
https://issues.redhat.com/browse/LOG-3293
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
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CVE-2022-21626
e CVE-2022-21628
e CVE-2022-23816
e CVE-2022-23825
e CVE-2022-29900
e CVE-2022-29901
e CVE-2022-32149
e CVE-2022-37434
e CVE-2022-39399

e CVE-2022-40674

1.1. LOGGING 5.3.12

o] Y] 2o = OpenShift Logging W2 4 2]~ 5.3.127} £ o] A&t}

1MLz 4

N

1.11.2. CVE
e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e CVE-2022-32206
e CVE-2022-32208

e CVE-2022-34903

112. LOGGING 5.3.11

o] Y] 2= OpenShift Logging W2 =4 2]~ 5.3.117} £35 o] g5t

1120 W2 4
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https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHSA-2022:6560
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6182

B =27 de = xE

o o] ¢Jd|o] E o] A )= Operatord 4] Pod7} 1] 5 Q=X 82151A] o} Fe] 2EH E thA] A| &
st &< S 2H7E AE5HA &+ AHd =2 sUth o] fHlo] EE F3 Operatore A Al
2 S0l Al PodE A4 13 3}7] Aol | PodE 4] el 2 I A 5te] £A4& |2 F Yt} (LOG-
2871)

112.2. CVE

e CVE-2022-1292
e CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
e CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

113. LOGGING 5.3.10

o] g 2o = RHSA-2022:5908-0OpenShift Logging ¥z =3 @] 2 5.3.100] X35 o] 5.

113.1. ¥ 2 54

® BZ-2100495

113.2. CVE
o 1.5.CVEE g4 stejd 2934t
e CVE-2021-38561
e CVE-2021-40528
e CVE-2022-1271
e CVE-2022-1621
e CVE-2022-1629
e CVE-2022-21540
e CVE-2022-21541
e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314

e CVE-2022-27774
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https://issues.redhat.com/browse/LOG-2871
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHSA-2022:5908
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
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CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

CVE-2022-34169

114. 27 5.3.9

o] &g 2= RHBA-2022:5557-OpenShift Logging ¥ 2 4 2 £ 5.3.97} 35 o] A&t}

114.0. W 1 4

e ol JuolE oA =27 R/ AAJ AR Aol B2 ARE EFIFUT. ol A=A
F W7 5 o] Prometheus A H| 9] T 23 2E 2R WA 7|3 FUh o]l HHO|EE a8l &
A& sl A3t 2E8 A AH & £0]7] 93] dolEo] 2AHAHAAFY . (LOG-2682)

114.2. CVE

d] 1.6. CVEES shgslaiw g

g

U,
o CVE-2020-28915

e CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629
e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
e CVE-2022-26691
e CVE-2022-27666
e CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782

e CVE-2022-29824

115. LOGGING 5.3.8

o] g 2= RHBA-2022:5010-OpenShift Logging 8] 2 =3 & 2] £ 5.3.80] X35 o] A5t
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https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5557
https://issues.redhat.com/browse/LOG-2682
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5010

115.1. ] 2 =%

(none.)

115.2. CVE

ol 17.CVEE a9 22 3.

CVE-2018-25032

e CVE-2020-0404

e CVE-2020-4788

e CVE-2020-13974

e CVE-2020-19131

e CVE-2020-27820

e CVE-2021-0941

e CVE-2021-3612

e CVE-2021-3634

e CVE-2021-3669

e CVE-2021-3737

e CVE-2021-3743

e CVE-2021-3744

e CVE-2021-3752

e CVE-2021-3759

e CVE-2021-3764

e CVE-2021-3772

e CVE-2021-3773

e CVE-2021-4002

e CVE-2021-4037

e CVE-2021-4083

e CVE-2021-4157

e CVE-2021-4189

e CVE-2021-4197

e CVE-2021-4203


https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
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CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864

CVE-2021-42739

CVE-2021-43056

CVE-2021-43389

CVE-2021-43976

CVE-2021-44733

CVE-2021-45485

CVE-2021-45486

CVE-2022-0001

CVE-2022-0002

CVE-2022-0286

CVE-2022-0322

CVE-2022-101

CVE-2022-1271

1.16. OPENSHIFT LOGGING 5.3.7

o]y &g 2= RHSA-2022:2217 OpenShift Logging ¥l 2 =& &g 2 5.3.70] £35 o] A&t

116.1. ¥ 2 4
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NA= W57t 379 95U (LOG-2334)
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o] 71/7k <) AL AR ol o] £ HU T
Ut} (LOG-2322)

g3l 2aE A A4
3171 18l 22 2=


https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2217
https://issues.redhat.com/browse/LOG-2322
https://issues.redhat.com/browse/LOG-2334

1. 249 dE 2 E

o o] YU o|E o]H =YX o] A 7 B2 FHEHAA UYL o| A HFo A 3t 2
71 A gl =237] " & 83 AFol TAHJFUT o] H YU o] EE F3l st ol = vl =3
o2 o] F H&5YF X35 o] FAE sl A} (LOG-2450)

e o]y ¢ o] E o] A= system:serviceaccount:openshift-monitoring:prometheus-k8s <j|
clusterrole ¥ cluster role binding 2 S22 45 A 3o] YA FULE o|H HHlo]|EdA =
serviceaccount = 9 3 4 rolebinding 2 A}-&3lo]openshift-logging Y] ¢ 23 o] 2~ 2 A 35
t}. (LOG-2481))

1.16.2. CVE
o] 1.8.CVEE g3sts ¥ S8

e CVE-2018-25032
e CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0759
e CVE-2022-0778
e CVE-2022-1154

e CVE-2022-1271

e CVE-2022-21426
e CVE-2022-21434
e CVE-2022-21443
e CVE-2022-21476
e CVE-2022-21496
e CVE-2022-21698

e CVE-2022-25636

1.17. OPENSHIFT LOGGING 5.3.6

o]y &g] 29+ RHBA-2022:1377 OpenShift Logging vz =34 2 2] 2 5.3.60] g5 o] &5

1171 ¥ 2 4
o o]yl Yy o] E o] A= 771 L& 3] & A5 A 2|31l 7]E Operators 4 2] 51'H Operatoroil

A Qo= 45T F AASFU ol HHIOIEE F3 o] 51§ 2271 H o] 8ol =
5 E AdstA dFyH (LOG-2126)
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https://issues.redhat.com/browse/LOG-2450
https://issues.redhat.com/browse/LOG-2481
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0759
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1377
https://issues.redhat.com/browse/LOG-2126
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o] W7 o] ddl= 3714 F = upol E Al gko] YR A °]““E £ xFds= 74
FUth ol W7 0 7 readline A| S A 5lo] J2EH Fx oA AFS
%Uth (LOG-2380)

1.18. OPENSHIFT LOGGING 5.3.5

o] &g 2= RHSA-2022:0721 OpenShift Logging ]2 =& @] 2 5.3.57} £33+ o] Ad&FY ).

118.1. ¥ 2 4

e o]y ¢Jd o] E o] A= OpenShift Container Platformell 4] OpenShift Logging2 Al A 3 7

9 Z&oA 27 olAo) g P22 A% EAF T o)W Julo] EE £ OpenShift
Logging< A 7 3t} Al 7 3ha sl 9 2= 2 A B o (LOG-2182)

1.18.2. CVE

d] 1.9. CVEE sg3laiw ¢

L

U,

e CVE-2020-28491
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4192
e CVE-2021-4193

e CVE-2022-0552

1.19. OPENSHIFT LOGGING 5.3.4

oW &2 2] = RHBA-2022:0411 OpenShift Logging ¥ 7 4 22] 2 53.47} T35 o] A&}

119.1. ¥ 2 4
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e o]y ¢ o] E o] A 9= cluster-logging-operator 7} tA| R =7} 34 7] & D Y= A |
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up A vl gky] el vl =g Ul A 1= WA Abgbo] o} A W) £ H A ekgksri T o] ¥l ¢

dolEol At o BAE ehlo] 4@ A e F7hste] =22 54§t (LOG-2066)

ol¥l ¢ ul| o] E o] A= FIPS7 @4 3l ¥ F Elasticsearch PodE A &38A] £33 5Uth o ¢
t] o] EZ %3 Elasticsearch Pod7} A 3 # o & A &g Yt} (LOG-1974)

ol o] E o] A o= PVC7} o]u] &4 5= 7 - forbidden: forbidden: exceeded quota:
infra-storage-quota."g}l:= 2 /& "Unable to create PersistentVolumeClaim& A4 & 4= gl
Yt} o] o] EE %3] elasticsearch 7]& PVCE 3213l FA4| = sl 2o} (LOG-
2127)


https://issues.redhat.com/browse/LOG-2380
https://access.redhat.com/errata/RHSA-2022:0721
https://issues.redhat.com/browse/LOG-2182
https://access.redhat.com/security/cve/CVE-2020-28491
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0552
https://access.redhat.com/errata/RHBA-2022:0411
https://issues.redhat.com/browse/LOG-2066
https://issues.redhat.com/browse/LOG-1974
https://issues.redhat.com/browse/LOG-2127
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CVE-2021-3521

CVE-2021-3872

CVE-2021-3984

CVE-2021-4019

CVE-2021-4122

CVE-2021-4155

CVE-2021-4192

CVE-2021-4193

CVE-2022-0185

CVE-2022-21248

CVE-2022-21277

CVE-2022-21282

CVE-2022-21283

CVE-2022-21291

CVE-2022-21293

CVE-2022-21294

CVE-2022-21296

CVE-2022-21299

CVE-2022-21305

CVE-2022-21340

CVE-2022-21341

CVE-2022-21360

CVE-2022-21365

CVE-2022-21366
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https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-21248
https://access.redhat.com/security/cve/CVE-2022-21277
https://access.redhat.com/security/cve/CVE-2022-21282
https://access.redhat.com/security/cve/CVE-2022-21283
https://access.redhat.com/security/cve/CVE-2022-21291
https://access.redhat.com/security/cve/CVE-2022-21293
https://access.redhat.com/security/cve/CVE-2022-21294
https://access.redhat.com/security/cve/CVE-2022-21296
https://access.redhat.com/security/cve/CVE-2022-21299
https://access.redhat.com/security/cve/CVE-2022-21305
https://access.redhat.com/security/cve/CVE-2022-21340
https://access.redhat.com/security/cve/CVE-2022-21341
https://access.redhat.com/security/cve/CVE-2022-21360
https://access.redhat.com/security/cve/CVE-2022-21365
https://access.redhat.com/security/cve/CVE-2022-21366
https://access.redhat.com/errata/RHSA-2022:0227
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1.20.1. ¥ =4
o o] ¢Jd|o] E o] A= cluster-logging-operator7} A M =7} £3+4 7= 2 A3l=
configmapsE Zut2 7 ¥] 23514 &t7] W&ol vl EE A B = W7 ALgto] o2 w L5 A] &%t
FUth ol QU0 EoA & A RE I f sl A] ghS QHAE gl o] 7tste] =8 & 3 FY
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o o] ¢JHl o] E A= CVE-2021-44832& & A sl7] 918l logdj T4 S 2.17.152 W7 3t CVE-
2021-44832.(LOG-2102)E s A g o}

1.20.2. CVE

o 1.11. CVEE 33 sleid &9

=

Ut
e CVE-2021-27292

o BZ-1940613
e CVE-2021-44832

o BZ-2035951

1.21. OPENSHIFT LOGGING 5.3.2
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Felo] Aguth

1.21.0. W2 4

o o]l QUo|E o] Ao = TE BN 9 B2 93 Elasticsearch7} o]l E g} 9 E o)A 2212 733
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W 7tA] @ /& HAA YUY o] 2 EE Kibanao A A8-31A] 20 WA O F WAIA & FAI S 5 A
FUth ol A A E AASl= REA A Y= A - AH AL A o]l AIAE A AL & F
WA A E FAFUTH 18X oW Q7 AR E 5O E OA] A Fste] @ {F WAIAE TAH
Yt} (LOG-2087)

e ol o] E o] A= OpenShift Logging tiA] R =0l Xtk 24X 7k St HZ N AAE 2 1€
A" o] S XA 5l= Hlol B 22 E Pod Ul 2F o] 27t EAHAGEFUTH o] QU0 EE &
3] OpenShift Logging tiA] X =o]] &8}l & Pod Y] Y 23 o] 27} LA P Yt} (LOG-2051)

e o] ¢Jd|o] E o] A= ClusterLogForwarder A}-8-2} & 9] & 422 (CR) Q128 £ 9]
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1.21.2. CVE

ol 112. CVES 832 29

s

Ut
e CVE-2020-36327

o BZ-1958999
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https://issues.redhat.com/browse/LOG-2066
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2102
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0044
https://issues.redhat.com/browse/LOG-2087
https://issues.redhat.com/browse/LOG-2051
https://issues.redhat.com/browse/LOG-2046
https://access.redhat.com/security/cve/CVE-2020-36327
https://bugzilla.redhat.com/show_bug.cgi?id=1958999

e CVE-2021-45105

o BZ-2034067
e CVE-2021-3712
e CVE-2021-20321

e CVE-2021-42574

1.22. OPENSHIFT LOGGING 5.3.1

o]y &g] 29|+ RHSA-2021:5129 OpenShift Logging vz =4 &g 2 5.3.1]

g

¥2
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1.221. W2 4

e ol JH o] E o] ol= Fluentd Z €| o] ov] x| o] dElglo] BB a3 WY o] TIFHUFY
th ol fH o] B A = o] u] A oA o] F =7E A A (LOG-1998)

o o] HHOJE oA = A XA WEH g Fx= 3] =7 giA|H =9 ¥l CPU 18] =7} A
HAFUL o] YU o] EE T3l 27 dA R =0 CPU 18] =7} Eul=2 A AP} (LOG-
1925)

o o]y ¢Jd|o] E o] A= Elasticsearch == A 5o G 3L v X = 28]-& g = ALl

Elasticsearch Prometheus Yy R U] 7] Z2] 2219 a2 F=F AR E AL I FUth o
oJENA = Aol FFH=AAG A E +AF Y (LOG-1897)

1.22.2. CVE

ol 113. CVES SHslel® 223t
e CVE-2021-21409

o BZ-1944888

e CVE-2021-37136

o BZ-2004133

e CVE-2021-37137

o BZ-2004135

e CVE-2021-44228

o BZ-2030932
e CVE-2018-25009
e CVE-2018-25010
e CVE-2018-25012

e CVE-2018-25013
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https://access.redhat.com/security/cve/CVE-2021-45105
https://bugzilla.redhat.com/show_bug.cgi?id=2034067
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/errata/RHSA-2021:5129
https://issues.redhat.com/browse/LOG-1998
https://issues.redhat.com/browse/LOG-1925
https://issues.redhat.com/browse/LOG-1897
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://bugzilla.redhat.com/show_bug.cgi?id=1944888
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004133
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004135
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://bugzilla.redhat.com/show_bug.cgi?id=2030932
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
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CVE-2018-25014
e CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751
e CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218
e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14145
e CVE-2020-14155
e CVE-2020-16135
e CVE-2020-17541
e CVE-2020-24370
e CVE-2020-35521
e CVE-2020-35522
e CVE-2020-35523
e CVE-2020-35524
e CVE-2020-36330
e CVE-2020-36331
e CVE-2020-36332
e CVE-2021-3200
e CVE-2021-3426

e CVE-2021-3445

e CVE-2021-3481

e CVE-2021-3572

e CVE-2021-3580
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https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html

e CVE-2021-3712

e CVE-2021-3800

e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20266
e CVE-2021-20317
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-31535
e CVE-2021-33560
e CVE-2021-33574
e CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087
e CVE-2021-42574
e CVE-2021-43267
e CVE-2021-43527

e CVE-2021-45046
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https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4627
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1.23.2. 1 44
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https://issues.redhat.com/browse/LOG-1494
https://issues.redhat.com/browse/LOG-1939
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1735
https://issues.redhat.com/browse/LOG-1199
https://issues.redhat.com/browse/LOG-1776
https://issues.redhat.com/browse/LOG-1652
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
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1.23.5. CVE

o] 1.14. CVEE &3 a S8y

CVE-2018-20673
e CVE-2018-25009
e CVE-2018-25010
e CVE-2018-25012
e CVE-2018-25013
e CVE-2018-25014
e CVE-2019-5827

e CVE-2019-13750
e CVE-2019-13751

e CVE-2019-14615

e CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218

e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-0427
e CVE-2020-10001
e CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14145
e CVE-2020-14155
e CVE-2020-16135
e CVE-2020-17541

e CVE-2020-24370
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https://www.redhat.com/security/data/cve/CVE-2018-20673.html
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-14615.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-0427.html
https://www.redhat.com/security/data/cve/CVE-2020-10001.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
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CVE-2020-24502
e CVE-2020-24503
e CVE-2020-24504
e CVE-2020-24586
e CVE-2020-24587
e CVE-2020-24588
e CVE-2020-26139
e CVE-2020-26140
e CVE-2020-26141

e CVE-2020-26143
e CVE-2020-26144
e CVE-2020-26145
e CVE-2020-26146
e CVE-2020-26147
e CVE-2020-27777
e CVE-2020-29368
e CVE-2020-29660
e CVE-2020-35448
e CVE-2020-35521

e CVE-2020-35522
e CVE-2020-35523
e CVE-2020-35524
e CVE-2020-36158
e CVE-2020-36312

e CVE-2020-36330
e CVE-2020-36331
e CVE-2020-36332
e CVE-2020-36386

e CVE-2021-0129
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https://www.redhat.com/security/data/cve/CVE-2020-24502.html
https://www.redhat.com/security/data/cve/CVE-2020-24503.html
https://www.redhat.com/security/data/cve/CVE-2020-24504.html
https://www.redhat.com/security/data/cve/CVE-2020-24586.html
https://www.redhat.com/security/data/cve/CVE-2020-24587.html
https://www.redhat.com/security/data/cve/CVE-2020-24588.html
https://www.redhat.com/security/data/cve/CVE-2020-26139.html
https://www.redhat.com/security/data/cve/CVE-2020-26140.html
https://www.redhat.com/security/data/cve/CVE-2020-26141.html
https://www.redhat.com/security/data/cve/CVE-2020-26143.html
https://www.redhat.com/security/data/cve/CVE-2020-26144.html
https://www.redhat.com/security/data/cve/CVE-2020-26145.html
https://www.redhat.com/security/data/cve/CVE-2020-26146.html
https://www.redhat.com/security/data/cve/CVE-2020-26147.html
https://www.redhat.com/security/data/cve/CVE-2020-27777.html
https://www.redhat.com/security/data/cve/CVE-2020-29368.html
https://www.redhat.com/security/data/cve/CVE-2020-29660.html
https://www.redhat.com/security/data/cve/CVE-2020-35448.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36158.html
https://www.redhat.com/security/data/cve/CVE-2020-36312.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2020-36386.html
https://www.redhat.com/security/data/cve/CVE-2021-0129.html

CVE-2021-3200

CVE-2021-3348

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3487

CVE-2021-3489

CVE-2021-3564

CVE-2021-3572

CVE-2021-3573

CVE-2021-3580

CVE-2021-3600

CVE-2021-3635

CVE-2021-3659

CVE-2021-3679

CVE-2021-3732

CVE-2021-3778

CVE-2021-3796

CVE-2021-3800

CVE-2021-20194

CVE-2021-20197

CVE-2021-20231

CVE-2021-20232

CVE-2021-20239

CVE-2021-20266

CVE-2021-20284

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925
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https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3348.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3487.html
https://www.redhat.com/security/data/cve/CVE-2021-3489.html
https://www.redhat.com/security/data/cve/CVE-2021-3564.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3573.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3600.html
https://www.redhat.com/security/data/cve/CVE-2021-3635.html
https://www.redhat.com/security/data/cve/CVE-2021-3659.html
https://www.redhat.com/security/data/cve/CVE-2021-3679.html
https://www.redhat.com/security/data/cve/CVE-2021-3732.html
https://www.redhat.com/security/data/cve/CVE-2021-3778.html
https://www.redhat.com/security/data/cve/CVE-2021-3796.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20194.html
https://www.redhat.com/security/data/cve/CVE-2021-20197.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20239.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20284.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
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CVE-2021-23133
e CVE-2021-23840
e CVE-2021-23841
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-28950
e CVE-2021-28971
e CVE-2021-29155
® |CVE-2021-29646
e CVE-2021-29650
e CVE-2021-31440
e CVE-2021-31535
e CVE-2021-31829
e CVE-2021-31916
e CVE-2021-33033
e CVE-2021-33194
e CVE-2021-33200
e CVE-2021-33560
e CVE-2021-33574
e CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087

e CVE-2021-42574

1.24. LOGGING 5.2.13

o]¥l &g 2o = RHSA-2022:5909-OpenShift Logging ¥l 54 2]~ 5.2.13 0] 235 o] Q&1 th.

1.241. W 1 54
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https://www.redhat.com/security/data/cve/CVE-2021-23133.html
https://www.redhat.com/security/data/cve/CVE-2021-23840.html
https://www.redhat.com/security/data/cve/CVE-2021-23841.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-28950.html
https://www.redhat.com/security/data/cve/CVE-2021-28971.html
https://www.redhat.com/security/data/cve/CVE-2021-29155.html
https://www.redhat.com/security/data/cve/CVE-2021-29646.htm
https://www.redhat.com/security/data/cve/CVE-2021-29650.html
https://www.redhat.com/security/data/cve/CVE-2021-31440.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-31829.html
https://www.redhat.com/security/data/cve/CVE-2021-31916.html
https://www.redhat.com/security/data/cve/CVE-2021-33033.html
https://www.redhat.com/security/data/cve/CVE-2021-33194.html
https://www.redhat.com/security/data/cve/CVE-2021-33200.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://access.redhat.com/errata/RHSA-2022:5909

® BZ-2100495

1.24.2. CVE

4] 1.15. CVE

i
et

sgshelw 2 g,
e CVE-2021-38561
e CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629
e CVE-2022-21540
e CVE-2022-21541
e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782
o CVE-2022-29824

e CVE-2022-34169

1.25. LOGGING 5.2.12

o] Pa 2= RHBA-2022:5558-OpenShift Logging W2 54 &g 2 5.2.120] £§ 5 o] JFU T}

1.25.1. ¥ 1 =4
A
1.25.2. CVE
o] 116. CVEES s-g3te ™ 23
e CVE-2020-28915

e CVE-2021-40528

e CVE-2022-1271
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https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5558
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
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CVE-2022-1621

e CVE-2022-1629
e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
e CVE-2022-26691
e CVE-2022-27666
e CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782

e CVE-2022-29824

1.26. LOGGING 5.2.1

o] g 2= RHBA-2022:5012-OpenShift Logging W2 4 2 2] 2 5.2.110] 35 o] J&Uh.

1.26.1. W1 4

o ol HolE o] Mol AR AL ARE 21 AL L AN 2EAAZ A5 FAH FH~
Elol A] Al 7ro] Aol whe} 22l 2E Hebg A S 2t ol vl Qulo| ES 53l Gradlee] ¥
w) ¢ o] H] 4 545 o] A ) 2 F ok (LOG-2635)

1.26.2. CVE

o 117. CVEE &38| S8 g o

CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941

e CVE-2021-3612

e CVE-2021-3634

® CVE-2021-3669
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https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5012
https://issues.redhat.com/browse/LOG-2635
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864

CVE-2021-42739

CVE-2021-43056

CVE-2021-43389

CVE-2021-43976

CVE-2021-44733

CVE-2021-45485
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https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485

OpenShift Container Platform 4.8 7]

e CVE-2021-45486

e CVE-2022-0001

e CVE-2022-0002

e CVE-2022-0286

e CVE-2022-0322

e CVE-2022-10M

e CVE-2022-1271

1.27. OPENSHIFT LOGGING 5.2.10

o] Y] 2= OpenShift Logging W2 =4 ] £ 5.2.10 Jo] £ o] A&t}

1271 W2 4

w2 Abgalel 28 oA A

ojl JUlo|E o] =Y R 21 AGA Eo| FUTEY 2F =
e FES ALs7] A&l 22 g 2=

@ % A5Uch ol Yulo| EE Fal Bl gzl
A A2 W57} F7b9 41 oh(LOG-2335)

ol¥ Qo] = o] Mol vl 25 o] & 7} B Fa) AE o)A v 2w o] & Bl Hj ] 2
71 Aol =2 7] W] 23 A Fol AFAFU ol Pulo| =8 Fall s d ol v 23]
ol ol & B=q X g o] A4S al APt} (LOG-2475)

o] ¥l ¢ d]o] E o] A o] = system:serviceaccount:openshift-monitoring:prometheus-k8s ol
clusterrole ¥ cluster role binding 2 S22 ¥ 45 A 3o] YA FULh o|H U0l Ed A=
serviceaccount £ ¢ & 9 rolebindingS A}-& 3l openshift-logging v J 23 o] 2~ 2 A s34
t}. (LOG-2480)

ol Y dl°] E o] Aol = cluster-logging-operator ol A 2 2~¥ W9 & R vl g2 &85
Prometheus U]~ ARG Al M A& 23RS Y= AT AR FUH. o] AF AF 2 2E
Bl 3| o] 22 A}-§-3to] Operators vl ¥3}51 1§ % =9l A OperatorE vl £ 3 o *r2te 7 9-ol| %
AHAAFU o127 54 o] 4 A vk P vl &l o] = W7 AR H o] FA 7 A HAFY
t}. (LOG-1972)

N,

1.27.2. CVE

40

¢ 1.18. CVEE 3# st w a3 o).

e CVE-2018-25032

e CVE-2021-4028

e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-43797

e CVE-2022-0778


https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/
https://issues.redhat.com/browse/LOG-2335
https://issues.redhat.com/browse/LOG-2475
https://issues.redhat.com/browse/LOG-2480
https://issues.redhat.com/browse/LOG-1972
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778

e CVE-2022-1154

e CVE-2022-1271

e CVE-2022-21426
e CVE-2022-21434
e CVE-2022-21443
e CVE-2022-21476
e CVE-2022-21496
e CVE-2022-21698

e CVE-2022-25636

1.28. OPENSHIFT LOGGING 5.2.9

o]y &g] 29+ RHBA-2022:1375 OpenShift Logging ]2 =4 22| 2 5.2.9 |7} £3 5 o] JJ&5U

1.28.1. Y 1 +H
o o|H ol E o] A= 7|7} = 3§ 2= A 25}l 7]F OperatorE A 9] 31 Operatoro]
A Jadgol =g 5T F UAFUT o] GOl EE T3l o] 3§ A7 o] Aol =
8= & AAsHA] EFY . (LOG-2304)
1.29. OPENSHIFT LOGGING 5.2.8

o]y &g] 29+ RHSA-2022:0728 OpenShift Logging Bl 2 =4 €8] 2 5.2.80] g5 o] JHFU

1.29.1. W1 4

e o|W ¢ u] o] E o] A= OpenShift Container Platformol 4] OpenShift Logging2 A 7 3 7 $-
A 2&NA 2 slol A A F2E AS AP o] Gl EE 53l OpenShift
LoggingS Al A3t A U Al A sHE 33 P 2= Al AP (LOG-2180)

1.29.2. CVE

o] 1.19. CVEE &4 ataw =9

e

U,
o CVE-2020-28491

o BZ-1930423
o CVE-2022-0552

o BG-2052539

1.30. OPENSHIFT LOGGING 5.2.7
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https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1375
https://issues.redhat.com/browse/LOG-2304
https://access.redhat.com/errata/RHSA-2022:0728
https://issues.redhat.com/browse/LOG-2180
https://access.redhat.com/security/cve/CVE-2020-28491
https://bugzilla.redhat.com/show_bug.cgi?id=1930423
https://access.redhat.com/security/cve/CVE-2022-0552
https://bugzilla.redhat.com/show_bug.cgi?id=2052539
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o]y &g] 29+ RHBA-2022:0478 OpenShift Logging W=z =3 dg] 2 5.2.79] g 5o JdHFU .

1.30.1. ¥ 1 =4

e o]yl o] E o] Aol = FIPS7} &4 3} ¥ Elasticsearch Pod7} HI o] E ¥ A] 2t5 %] kg5t
o] ¥ ¢Jdlo] EZ %3] Elasticsearch Pod7} A3 & 2 2 A Zg Yt} (LOG-2000)

o o]y {JHlo|E o] H o= PVC(YT &+ Zd )7t olvl EAst= A5 Elasticsearchol]/ﬂ A4
quota: infra-storage-quota"= <13 " PersistentVolumeClaim& A& 4= gl "olgl= 2 771

AP ST o] Y Hl o] EE F3 Elasticsearch= 7] PVCE #913t] £AE 28U
(LOG-218)

1.30.2. CVE
o] 1.20. CVEZ &¢ate™ 2ot
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193

e CVE-2022-0185

1.31. OPENSHIFT LOGGING 5.2.6

o] g 2= RHSA-2022:0230 OpenShift Logging W]z =4 d&] 2 5.2.60] £$t5 o] A&

1.311. W2 =4

o o]l gJHlo]E o Aol Y] 2o Fluentd7t $5 3 HE W7ol EA ka1t oWl Yl
o= ¥4 retE WEs FAH ALY (LOG-2104)
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https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
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https://bugzilla.redhat.com/show_bug.cgi?id=1956688
https://access.redhat.com/security/cve/CVE-2018-20673
https://access.redhat.com/security/cve/CVE-2019-5827

CVE-2019-13750

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14155

CVE-2020-16135

CVE-2020-24370

CVE-2021-3200

CVE-2021-3426

47


https://access.redhat.com/security/cve/CVE-2019-13750
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https://access.redhat.com/security/cve/CVE-2021-3445
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Forwarding APIEZ A1 83l 21 AF 7|52 25 R 2O AZLAZ AFT 5 JdHFUH

OpenShift Logging Elasticsearch Q128 2= ¢k 79 5910 7] ~2EF R {02 HA3 2 gl 2E
HAFUY 2325 2717 fA s A HolH & BA ZE A A 2]l 0= o] F3d= Aol FHUH

Elasticsearch:= Fluentd¢] =71 Hlo|H = Hlo|H A Z4A E& 9d 252 FAT S 7 Qa2 s
shardsz}3l sh= 27t 2] 712 9] AlEstgd o 28| 3 o] 2715 Elasticsearch 22 2~F 9|
Elasticsearch == A Eo] &4 v X1}, F A Zolgt= o] 59 shard A} S A5t =5
ElasticsearchE 14 & 4= 1%t} Elasticsearch:= o] 2 A] Elasticsearch = =0l £} u] x] 3 o}
ClusterLogging A}-8-7 A 9] 2] 4-2(CR)E AH&-31'H shard9] EA| W2 & XA st Holg FEAA7 3
oo tf 3t 3] 2 e AL AT 5+ A&t ClusterLogging CRe] ¥ & B A2 A}851o] thkst =1
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64


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector
https://www.elastic.co/products/elasticsearch

2% RED HAT OPENSHIFT LOGGING o] 3

Red Hat OpenShift Logging Operator 2! —19]] ‘545 = OpenShift Elasticsearch Operator:= 7}
Elasticsearch ==71 A}A] 2 E 2 A EFo] Q= I {3 H|ZE A1L51 v THEE I}t D Qo] u}
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74 248 AT AT
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OpenShift Logging 2~ E 2] A 318 A3 A E.

OpenShift Container Platform €] &£ & T+ CLIZ A}-&-31<] OpenShift Elasticsearch
Operator 2 Red Hat OpenShift Logging Operator 4 |

3.1. ) &S A18-31o] OPENSHIFT LOGGING 4 ]

OpenShift Container Platform ¢J & & A}-8-3l< OpenShift Elasticsearch Operator 2! Red Hat
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-deploy-console_cluster-logging-deploying
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Elasticsearch+= v 28] & @] A1&-3l= A ZE Aol YU 71 24 2 F OpenShift
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s A2FS A2 Operator A v A o] =4]<2 o] OLM(Operator Lifecycle
Manager)o] A5 2 2 OperatorS JHlo]ES 5= A FH ).

A2S AHS-steld A A3 A4 58S 71 AHEA7T Operator Y H o] EE
S <lalof o

ol

Operator — A X] ¥ Operator 5 o] X] A 3l-5}o] OpenShift Elasticsearch Operator
7 AAHAEA SAF

A E o]] OpenShift Elasticsearch Operator7} U4 & 5 o] 3J+=A]
sl g},
Red Hat OpenShift Logging OperatorE

223 o

OpenShift Container Platform ¢ & <&l 4] Operator —~ OperatorHub=

g3
218 715§ Operator &= 9] 4 Red Hat OpenShift Logginge A€l 3 o2 AXE &
3.
AR w2

ol Sel e el 54 v 2do] 27t A o] YA sl

gl o

RS

o] Y] ¢ &3 o] 2ol A Operator 87 S| 2F RUHY AHES A gt}

o] AL vlYd 2ol 2 ¢ ¥ A E | openshift.io/cluster-monitoring: "true" &l o] £
a4 “4‘3} Z & 2¥ 2UE ¥ o] openshift-logging Ul ¢} 25 0]| 22 23 P == 3l
o] FA& Addslof gt

69



70

OpenShift Container Platform 4.8 27

stable-5.x2 ¢l d|o]|E AI =z A&},

ol
ro
)
B
tilo
r>~
)
ot
L
fu)

A% At

s A 2FS A2 Operator A v A o] 4|2 o] OLM(Operator Lifecycle
Manager)c] A5 2 2 OperatorS JHlo]ES 5= A5 ).

s AFE AHE-S ™ A A A4 T8-S 7H AHE-A7L Operator §i vl o] E
A3k .

=

=

Operator — A X] = Operator 3] o] X] 2 7 3151 Red Hat OpenShift Logging
Operator7} A X = A=A &<l

Red Hat OpenShift Logging©] openshift-logging Z 2 A E o] A& A 2 1} ¥ 5 o]
Q=4 el g

Operator/} A58 02 Jeh}x ko &3 o] 371 24 sl 4L 3ok
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i

At Qo) B iz Fe] A Fr oA e F wlirolN JAH2 B Ay

ClusterLoggings 3 o] ] o] A] ClusterLogging A4 < =3 gt}.

;:9.
Iy

dolEE 2=al7] 98 dolAE Az Ao & 5 U,

YAML 2 =9A 5

mlm
v
o
lo
ut
kl
2
o
L
fu)

o] 713 OpenShift Logging -4 & E}° gt 8738 AP of .
OpenShift Logging & 2Hd =33 + Jd= +3 }50’*01] A=
OpenShift Logging 74 84 F3 2 —TL FAE AE A L.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch” 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
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72

2]

requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

o] &2 instanceo] o] o} gt}

OpenShift Logging #2] Zel Yyt 7 %o ul2} OpenShift Logging 71 23k
L M 7AEE 39 o] 2 Unmanaged= A3 soF Ut 28y #EHA S EE
OpenShift Logginge] ttA] Managed 8] 2 € wj7}x] gulo] ES ubx] ¢kt

Elasticsearch +4 & 913 A Y4 t}. CRS X183l shard 54| Z3 2D g
2EAE FAT F JdFUL.

Elasticsearch7l 7z} 21 225 fA & ofF 5= A1 7+ ] z;g, Ytk A5 2
A3 LA FUTHFW), AHWH), £(m) 2 2(s)). A& So] 792 7dg vk
maxAgerth eald 2= AAFHUT 2 22 &2 g £+ A S AQs ok @
Ytk 28] ko 8|3 &2 i3] Elasticsearch 18 271 A = %] ek,

Elasticsearch )= = & AAJ U} o] 55 FHol| Yo= Fa ASS F=x3H4
AlQ.

Elasticsearch Z~%2]#] 9] 7|& 22X L o5 dHFAUG. A 4
59 M B2 26X E I 2EFA FYP2E AAFUY. 2R 2
P22 A sHA ¢od OpenShift Logginge 94 2E 2 A S A&t}

9 g o)) u}z} Elasticsearchd] st CPU 2 v 22 @32 XA}, o] k< 1
¢] =49 OpenShift Elasticsearch Operator7} 1 5-9] v ¥ o)) 83 7|20z A
AU 71 2gke vime) 23 Al 16Gio] 3 CPU 2% A 194,
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¥ g o) o2} Elasticsearch ZZ S A] o] gt CPU 2 W2 2] 23S AAIU. o]
Z-2 v]9] =4 OpenShift Elasticsearch Operator7} o] -3 9] vl o] Z 23 7] 27k
oz AAshct 712 zke v 2y 84 A] 256Mio] 52 CPU 23 A] 100m<) v t}.

Kibana 74 & 919 44 41tk CRE A8 3te] 3242 93l Kibanag 373
3}3 Kibana »==9] CPU 2 vl 2l & 748 & Y&th A4 W gL =72 A2t5
=20 P ARG L.

Fluentd 74 & 91¢ 44 4y th. CRS AH8-31<] Fluentd CPU % v 2] A g
T3 F AdFYh AA S Y &2 Fluentd 42 Fx3H4]A 9.
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-I {

iy
I

Elasticsearch ZEE Z g9 == (vlAH x=8ax 3 Hu $=
3944} 38} & nodeCountE X4 511 OpenShift Container Platform-&-
2 E, ZetolAE 9 dojE 93-S 713l viAH A7 =2l Elasticsearch
> 371 = WA o). 7} Elasticsearch === S}o|d E 9 dlo]g o
S ALESte] HlojH A8 =2 AAAPUTL ZAEE S === 9~
2] = A4, shard &3 2 3 =9 7o FE|2H A AP S 3T
Ut} dlo]g ==+ shardE B {35132 CRUD, 24 9 A9} 742 dlo|H &
H A4S FAEYY. diolEH #-d FAY-2 1/0, Wiz € CPU F A gyt
HAA == 737 Ae|d ol g 2l AXE RYHR A H 22 HolH
& F7lste Aol 83U

o 2 Eo0] nodeCount =49 4% o8 ==71 AAH YT}

$ oc get deployment

29 o
cluster-logging-operator 171 1 1 18h
elasticsearch-cd-x6kdekli-1 0/1 1 0 6mb54s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6md4s

oldl ~ el =3 9] 7]E shard 4+ Elasticsearch H|o]|g -t 49} 7+&
Yt

A& ZE3U . o] 24l 31d OpenShift Logging 4 2 4, Elasticsearch A}-§-%}
Aol a2z D A 22, Kibana ¢ E # o] 27} A H .

9laz = - Pod so|A = Agghc.
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openshift-logging Z2 4 E = A€ g}

2 5= 3} FA}3F OpenShift Logging, Elasticsearch, Fluentd 2 Kibanaol o g o

2] Pod7} A gyt

cluster-logging-operator-cb795f8dc-xkckc

elasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz

elasticsearch-cdm-b3nqzchd-2-6657f4-wtprv

elasticsearch-cdm-b3nqzchd-3-588c65-clg7g

fluentd-2c7dg

fluentd-9z7kk

fluentd-br7r2

fluentd-fn2sb

fluentd-pb2f8

fluentd-zqgqx

kibana-7fb4fd4cc9-bvt4p

OperatorHube<ll A] Operator 4 %]
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/operators/#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster

OpenShift Container Platform 4.8 27
3.2. 44 + &Y

Kibana& A}-8-3l2 A Kibanaol 4] d o] 5 & @4 5}5L A 288} 7] 913] Kibana 19 2 sijel 9 A] z}s}
s 5oz AAsoF g

ZY2g U EYa ZFA7} LﬂE 3 B8 & FL35= 7% OpenShift Logging Operator7l =3HH
E e MEY R EY L 5 $ @

3.3. CLIE A}-&-3}l9] OPENSHIFT LOGGING A %]

OpenShift Container Platform CLIZ A8 3}o] OpenShift Elasticsearch Operator 2 Red Hat
OpenShift Logging Operator=S A x| 3 4= A&t}

A 27 A

[}
Elasticsearchol]l @ 2 3 o 7 ~ €8] X7} 94=4] <13t} 7} Elasticsearch :==9] = #}
A 2EgA EFol 2o

AT+ 2EGA o 22 BFS AHE-3+= 7% LocalVolume 7] A] ol A
volumeMode: blockol] 2 W5 QA B2 B 59 A1231A] ul4 A Q.
Elasticsearch= 91X £5 %ﬁ% g 5 5yt

Elasticsearch+= v 28] & @] A1&-3l= A ZE Aol YU 71 24 2 F OpenShift
Container Platform2 v 2 2] 23 2 A 3sto] 16GB<l 3 7l 2] Elasticsearch ==& 4 X3 t}.
o] %7] 371 2] OpenShift Container Platform ;== A E o] = & 2] 2~ ] 9| A] Elasticsearch=
235 7)o FES u]]J_E] 7t 91& 4 AUt Elasticsearche} & 9 v 2] ¥4 7} 24 3=
AL 7IE =R E 5T tﬁ)ﬂ Z 2 2H 9 Elasticsearch ==& ¢ 73}

ZZA
CLIZ A}&-3}4 OpenShift Elasticsearch Operator 2! Red Hat OpenShift Logging OperatorE 4
AsHE 22 FPFU

OpenShift Elasticsearch Operatore] v ¢ 25 o] 22 A At}

OpenShift Elasticsearch OperatorE $] gt v ¢ 23 o] 2= ¢ H A E YAML 5 (<] eo-
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namespace.yaml)2 A4 .

apiVersion: v1
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

openshift-operators-redhat U] ¢} =5 o] 2 & X Ao} FUt}. A X FES
] 5l# A openshift-operators 4] ¢ 23 o] 27} o} 2} openshift-operators-redhat
g2 o]l 2o R EE 2P 3= Prometheus Z2]2E RUHY 298 4
sl oF 3 t}. openshift-operators 4] ¢ 25 o] 2~0]] 213 3 4= 1= Community
Operator7} 32 4= 9J 31, of 7] o A OpenShift Container Platform %] 3L 9} &< 3t
o] 9 AXE AA A FEo] AP Y.

Z8 ¢ U ¥ o| openshift-operators-redhat U] g 30| 25 2=
WL stelW HAE o] HolBg AP oF FUh.

vl gl 23] o] 22 A4 o
I $ oc create -f <file-name>.yaml

oq=

i

A o3 2y
I $ oc create -f eo-namespace.yaml

Red Hat OpenShift Logging Operatore] W] ¢} 25 o] 22 A A gt}

Red Hat OpenShift Logging Operators ¢] 3 v] ¢ 2= o] 2 2 H A E YAML 5} (q]l:
olo-namespace.yaml)2 A4 g}

apiVersion: v1
kind: Namespace
metadata:
name: openshift-logging
annotations:
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openshift.io/node-selector: "
labels:
openshift.io/cluster-monitoring: "true"

vl gl 23] o] 22 A4 FH o
I $ oc create -f <file-name>.yaml

a2

i

W o33 2y
I $ oc create -f olo-namespace.yaml

o2 e BAEE A A35la] OpenShift Elasticsearch OperatorE A X g o}

OpenShift Elasticsearch OperatorE 9] ¢ Operator 155 2 B A E YAML < (<:
eo-og.yaml) A4 g o

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

Operator 1§ 2 EAE

i

ARk
I $ oc create -f <file-name>.yaml

q =

i

W ohe 3t gy
I $ oc create -f eo-og.yaml

ABE23HA B A E YAML 3 (9 : eo-sub.yaml)-S A A 51o] u] Y 25 o] 20| A
OpenShift Elasticsearch OperatorE A B A3 3 A3},
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PEEELRER

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator”
namespace: "openshift-operators-redhat”
spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic" 6
source: "redhat-operators” ﬂ
sourceNamespace: "openshift-marketplace"
name: "elasticsearch-operator”

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

5.0, stable == stable-5.<x>Z |2 = XA s}, o} 1 A3}S FHx3514]

© 7 QOperatorE oo Ed 4= <5} Operator Y Hl o] ES 5¢131a4A 3
T BHRE 7 AHEATE F ol 2o gy

redhat-operators = %] & 1] t}. OpenShift Container Platform &2 2~ 7} A
e Y EQ Z(FE 0] 37 S22H)l AX4 735 OLM(Operator Lifecycle
Manager)g 4 & u] A4 CatalogSource ¢ H A E o] o] &2 2] A ]t}
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o

stableS A4 a1 <HA A Q1 HA Al 29 AA o] Axgr).
installPlanApproval © 2 stable A}-&: "automatic” = At 502 49 =21
A HFAA HA F g2 g mpo] D22 adgel=g o

stable-5.<x>& A A slA 54 F9 d =9 @A vlo]q vido] AX
Y} installPlanApprovals} 7] stable-5.<x> A}-&: "automatic" 2(&)
Asow x2 ARG F9 dej2 U9 ¢HF A HAl vlol ez
ol=gtt.

I $ oc create -f <file-name>.yaml

a2 59 gt 24U

i

I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operatori= openshift-operators-redhat u] ¢ 23] o] 2-0]] A

AR 7 2E2Ee| 7 2 s BAFHU .

Operator A X & AP}

$ oc get csv --all-namespaces

2 o

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE

default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

kube-public elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

Kube-system elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
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Succeeded

openshift-apiserver-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-apiserver elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

7} ) ¢ 23 o] 2~9]] OpenShift Elasticsearch Operator7} glojoF g}, vld W57}
A E AR gE F A5yt

S 2 B A E S A3l Red Hat OpenShift Logging OperatorS A x| g o).

Red Hat OpenShift Logging OperatorE- ¢] ¢t OperatorGroup ¢ B4 € YAML 3}
(<l : olo-og.yaml)S A A4 3 o}

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

openshift-logging Yl ¢ 23| o] 25 X A 3l oF Tt}

OperatorGroup 7} A = A A g o}

I $ oc create -f <file-name>.yaml
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o=

i

W o 2y
I $ oc create -f olo-og.yaml

AB23HA B A E YAML 31 (9 : olo-sub.yaml)2 A A 5l ] ) 23] o] 2] A
Red Hat OpenShift Logging OperatorE A 2235 A3 ).

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

openshift-logging Yl ¢ 23 o] 25 X A 3l oF Tt}
5.0, stable &=+ stable-5.<x>= A2 = A gt}

redhat-operators = %] & 1] t}. OpenShift Container Platform &2 2~ 7} A
SHE Y EQ Z(F 0] 37 S82H)l AA4 735 OLM(Operator Lifecycle
Manager)S 4 & u] A4 CatalogSource ¢ H A E o] o] &< 2] A 1t}

I $ oc create -f <file-name>.yaml

oq =

i

W ohg-3t 2 oh
I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operator+= openshift-logging 4] & 23 o] 2 0f] A x| ¢
Yt
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Operator A X & 1o}

openshift-logging ] ¢ 23] o] 2~o]] Red Hat OpenShift Logging Operator7} 9l oo}
U A HS7E EAE AR & F dsH

I $ oc get csv -n openshift-logging

29 o
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

OpenShift Logging 1225 A F ).

Red Hat OpenShift Logging Operators 9] Q1~=6H 2 ¢ BHAE YAML 3¢ (] : olo-
instance.yaml)& A A 3 o}

o] 7]1¥ OpenShift Logging 742 t} &3 g4 S A A3l oF o
OpenShift Logging S 2| 2Hd 3 4 A= 74 Ao g AR =
OpenShift Logging 74 84 543 2 74 FAI= A ESI4A Q.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch” 6
retentionPolicy: ﬂ
application:
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84

2]

©

L4

maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

o] &2 instanceo] o] o} gt}

OpenShift Logging #2] A€ YUl 7359 oz} OpenShift Logging 7] ¥ 7k
< W7 3t= A5 ©1 5 Unmanaged= A3 o Ut 22y A=A G lExs
OpenShift Logginge] t}A] Managed e = € w71 Qe o] EE wtx] ¢ ). uff
¥ E A Managed |2 A4 3A 4 Ul go] 42 F JdH5U.

Elasticsearch 4 & 913 A4 JUt}. CRAFEA A 9] 8] A 2)& A3l
shard 54 A8 2 g 2E2AE 7S 5 AHYU-

Elasticsearch7t 2+t 21 &2 & x]—]]op e A1 ZHS A AU AS D A 7H
A S 4 AU HF(w), Al ZHh/H), #(m) & X(s)). & 722 7dd Yt

-g_ -
maxAges T} @ 2§l 2ot AT T 2 21 £owol Ul HE BAS AP T
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Ul 28X ¢god sy &2 dls) Elasticsearch Q19 271 A =R k&)

AU o] BF Hol Y= FAAZS Fx4

m
Q
@
2
(7]
(]
Q
3
=
K
In
3
it
N

Elasticsearch 2~%2]#] 9] 7|& 22X L oS A48 FUT. HAZ9 4
T2 A E ES 2EFAE I 2EHA FHA S AAFUL. 2EZA &
#H2== 2 A 1A ¢ o OpenShift Container Platform e 9 A] 2~ &2 x| =gt
OpenShift Logging2 vl g t}.

9 g o] u}z} Elasticsearchol t)d CPU 2 v 2 g 3L XAt} o83 3t
< H] 9] =1 OpenShift Elasticsearch Operator= t) 29| uj o] FE 3 7| 22
AUt 712 v 2 F A 16Gio] 32 CPU 273 Al 194t

Z @ o] u}2} Elasticsearch Z=x] o]l tj g CPU 2 w2 2] 93-S AP} of
75 1] 9] F1 OpenShift Elasticsearch Operator7} t] L2 9] ul| 3£ o] FE3 7] 23k
o7 AAJYUL. 712k vz 23 A] 256Mie] 32 CPU 2.3 A] 100mY Y o).

Kibana 74 < 918 431Utk CRE AHgste] F242 98] Kibanas g
a3 Kibana :==°] CPU 2 Wl 22| & 743 5 g&Uth A3 Ul 23 A 7s)
Zzag TS FEFAA L.

Fluentd 74 2 $3 24 911 t}. CRS A1-8 3} Fluentd CPU 2 v 2] A3+
T3 F AdFYTh AA S Y &2 Fluentd 4L Fx3H4]A4 9.
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86

Elasticsearch ZEE Z ¢ == HY = 3¢YYt}h.3x &
nodeCountZ XA 511 OpenShift Container Platform& nf 2~ g, &&}o] A
E o glo]g 9L 7174 viAE A A =x=2I Elasticsearch == 37)| & WA
3t} 57} Elasticsearch === Zo|AE W dlo]g g &2 A3 ©)
ol A& xEz NPT AEE Zg 9l =t QU A4 T A,
shard &3 2 3 =9} 702 Z 8 2H AA AYS FIFYL. dlolg =
=+ shardE B {3132 CRUD, 24 @ YA o} 22 o]y A QP2 53
Syt oy #48 92 1/0, W 2g 2 CPU A AUt AR == 3}
a7t Aeld ol @ B a2s RUE Y o Be dolH k=g F715
£ Zol 2.

o 2 Eo0] nodeCount =49 4% o8 ==71 AAH YT}

$ oc get deployment

=49
cluster-logging-operator 171 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 1/1 1 0 6md4ds

oldl » "l %3] o] 7] 2 shard 4=+ Elasticsearch g|o]g == 49} 7+

o)y

I $ oc create -f <file-name>.yaml

S

i

W e 2

I $ oc create -f olo-instance.yaml
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o] 27 3H OpenShift Logging 74 £ 4, Elasticsearch A1-8 2} B 9] g|l4& 2 9 A
224, Kibana Q1€ 3 o] 27} A4t}

openshift-logging = £ 4] E o] Pod= 1} g3l A3 = 213t}

2 253} fAgk OpenShift Logging, Elasticsearch, Fluentd 2 Kibanaol o gl o] &]
Pod~} A1 g4t}

$ oc get pods -n openshift-logging

2 o

o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 11 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-q6bhp 2/2 Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2 Running 0 2mds

fluentd-587vb 1/1  Running 0 2m26s
fluentd-7mpb9 11 Running O 2m30s
fluentd-flmé6j 11  Running 0 2m33s
fluentd-gn4rn 11 Running 0 2m26s
fluentd-nigb6 11 Running 0 2m30s
fluentd-snpkt 11 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2 Running 0 2m39s

3.4. 42 ¥ A
KibanaE A1-8-3t2 ¥ Kibanadl A d o] 8 & G4 5t5L A Z}+3}st7] 913) Kibana <19 = o9 9l A] 7t}
= F5ox AAsor gy
ZH2H Y EY A FFALUESY A 2 & & 835h= 4§ OpenShift Logging Operator7t g
E 7
3.4.1. Kibana 219 2 3| & A 9]
oldl ~ 3|8 & A]z}3}a}le] = Elasticsearch 219 22 A o] g ). Kibanadl 4] H o] € & €255 A]

zksbate ole] 2 S Ele sl of sk
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A 27 A

[
Kibanaol A 1=z} @ ZFA} Qldl A~ 5 W A2 Aol A] cluster-admin & &o]v} cluster-
reader 9 & == F o] BT Qlojof g}, 7] kubeadmin AL-&-Zol| Al & o] 2] gk 19 =
EUET F d= F - Ago] AU

default, kube-, openshift- JEE]EOI]H Podel 225 & 4 Johd o] 23 gld 2o A
2% = Qlojof AUt v W H S AHESte] @A ALS A A A AT Ago] A=A AT F
;J"LIE}-

I $ oc auth can-i get pods/log -n <project>

2 o

o

I yes

A 2 7122 o 2 Y OpenShift Container Platform Elasticsearch

ol2¥l 2o A AR ¢kt Kibanaodl A A 2 15 B2 Log Forwarding
APIE AL-g-ste] 7HAF 19 default &2 S AH8-3t= ol =gl & FA S oF &
Yt

JNd 2 39S WA stelH WA Elasticsearch 415 19 A3l of gttt o] U2 A5
2 FYPHATA S LHY AHCIEd S EHAAE R B ZAE 42 F dFUH

Z2A 2

Kibanas) ] 1¢)2 Ael-g g ol 5t Al 2tstg B steld B2 SA

OpenShift Container Platform = £l 4] Application Launcher

=

gty 23S A9y
#eg - dd2dd - Addx e AL Z¥ste] Kibana 99~ s€2 A4 U
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Zt A A= 2 A ES 218 W W Kibanad] 22213 o 5o 2 Qd X ¥
A A& of et} A A= appo] 2= A Qldl A W e S AA S @t|mestamp Al 7}
A1g-3te] AdlolY 212 SHels]of FriTh

BH L
=

-4
=
tdceg

#2] 2= @timestamp A] 7+ ggg A}4-3l] app, infra, audit 219 2~9]] tj 3] -3
Kibanaoll 22918 o 19X sja-& A3 oF g

A =& A9 AEo A Kibana A ztstE A4y

342.EHD Yel7t 45D ) ZeAE 7 = 5§

S EH Y EYA IF A5 Uth o] 39 OpenShift Loggingol A
Hj 322 ¢t operator7} Z3Hsl 3] &3] o} g t}.

mlo _D,

YEY A FEl= gs T2 E = pod =& A8 7o) YIEQ A E Y S Ay
OpenShift Logging2 openshift-operators-redhat = = 2 & o]] OpenShift Elasticsearch Operators
A 2] 3} 3L openshift-logging 3= = 3] € o] Red Hat OpenShift Logging Operators 2 X3 o}, uw}le}A]
o] ¥ T2 A E 7+ E7 S 5]-g3oF Fuioh

OpenShift Container Platform2 7] & CNI(Contalner Network Interface) HEY=
OpenShift SDN3} OVN-Kubernetesol sl x| 45 +=
o+

ZaA
M gA L ATFIS o] F FIFAAE O
FHUEND ) AALe FATL

OpenShift SDNol| = o} Al 714 =71 54U

HEAZ AH

ol=712H REAUTL AA S FeA A2 A = EEH-“‘% 3-8
BA L Aoste B¢ dubH oz nE EFs
2o M= g Z2A Edi] A3

gk 22 A A}
A Al E AL
ZZAEJAH GE ZZHAEZ E I o

o] A g o 24
5 q;} wzlA she] 27 A4
N8 5 Y= o= 34

As 7+
g3 HYE

ol RGN UEND 227t 49U T Ale] 27 #d ZzA o) Folste] E2% 2 3
gl oF Fich.
EER

ojrE

2
X
e
!

rn

Eq

NI}

|

2 S gPUTh e
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shAl et

OVN-Kubernetes= &4 | E9 = A A2 A1L-3HU o). u}2kA OpenShift SDN3} vp 714 2 51u-9]
27 #d ZAEA gE Z2AER Ed o] $2 5 AES P L 7 oF Fuok

% HJ E ® =44 OpenShift SDNS A}83l= A9 F Z2A Ed FoFU. o= =

TEYESI AA = 9 OVN-Kubernetes2] OpenShift SDN9] 3¢ o1& FA S 53
.

openshift-operators-redhat 4] ¢} 23] o] 20| A o] B AAHJ Y. o & 51 S
el

$ oc label namespace openshift-operators-redhat project=openshift-operators-
redhat

openshift-operators-redhat, openshift-monitoring 2 openshift-ingress 3 2 2] E o
4] openshift-logging ZZ A E 7 213 4= 9= openshift-logging Y] ¢ 23] o] 2 0] Y| E
A= 94 ouAEg pE % 5H 08 2.

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:

90
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network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

[}

EEOERE KD
[}

OpenShift SDN 7| 2 CNIV| EQ3 I FA A B
[}

OVN-Kubernetes 7] CNI(Container Network Interface) VI EY|=Z ¥ 3A A X

o1


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/networking/#about-network-policy-1
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/networking/#about-the-openshift-sdn-default-cni-network-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/networking/#about-the-ovn-kubernetes-network-provider
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4. 27 ME 74

4.1. 2828 2R AHEA Q] f A AR
OpenShift Logging2 74 5}21A ClusterLogging A& A} & ] & 22 (CR)E AL&-#} A o] ).

41.1. 282 27 A2 Ao gl A2 AR

OpenShift Logging 87 S W 7 312 ClusterLogging A8 A 4 ¢] 2] & 2(CR)Z AA s 4%
Yt

CRS A stAY 35171 A AR o] o] A o AAsA AlFdU

£-© OpenShift Loggings 91 olub= el A&7} Q¢] 2] 42| o YUy,

ClusterLogging A} &2 A o] 2]4-2 (CR) 1=

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch” ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
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size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

CR o] &2 instances] o} g]t}.

2]

CR-£ openshift-logging vl g 23] o] 2~ 0o]] A x] 3] oF T t}.

©

Red Hat OpenShift Logging Operator 2] 38l ¢ U t}. Unmanaged= 24 = 739

Operator= A A=A &&= dHolH Yelo|EH A 5.

L4

f
riN
o
=
b
[

T ez 2 A, 2R YL XY 22 AFLE AA

0

iz 23 9 A, Pod BEA 2 5 £33 A3t 2203 44

6]
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Paz 0y R ASS TP 27 517 47

42. 27 371 +4

OpenShift Container Platform-2 FluentdS A}-8-3to] S| 2H A 29 L fZA A 228 F
A 3la1 Kubernetes Pod 2 3 2 4 E v gld] o] E] £ H]o]E]| & B 73}

27 53712 CPU % vixe] A3e T3 272 5317] Pods 54 ==2 o] 58 5 Yguth
ClusterLogging A8 =} A 2] 2] 4~ 2(CR)2] spec.collection.log.fluentd ~glx} & 53 =1 53] 7] 9
gl AYE s RE F4S S 5 AFUh

421. A QHA L= FAHA AR

A =] = OpenShift Logging 74 i & o] AgAd A" d F4H S AHSst #A48= AP
02 AL XAEA] gko v g A1231X] upd Al 2. FA 3 2 thY & OpenShift Container Platform 2
g2uitp WRE & Jon ol2g A= BE A 7HsA ol AlojH = Afolt AR AEE &

A&UTH o] Bxlo] AgHE Az o2 AL A1L-3tE= 4 $ OpenShift Elasticsearch Operator9} Red
Hat OpenShift Logging Operator7} z}o] & A st= 2 W73 U -g o] A& Yt} Operator= A2 7]
2Ho2 RE FES A R H5HUTh

Fx

OpenShift Container Platform A 3 A o]] | A| 5 %] k-2 FAJo| % Z 23 739 Red
Hat OpenShift Logging Operator == OpenShift Elasticsearch Operator&
Unmanaged el 2 &g 5] oF gF]ol. &2 = A &+ OpenShift Logging 3732 /¢ 5
Z] go rf OpenShift LoggingS Managed | 2 = &2 W 714 Qulo]EE ¥X] &5
Yt

4.2.2. 27 53 7] Pod B7]

Fluentd 27 3 7] Pod¢} 23 F9 a3 == & 5 A5t Fluentd 274 3 7] Pod=
openshift-logging 3= = A E o] x| g} A3 g1}

Z2A 2

[}
openshift-logging Z 22 E oA t}3 WA S A3 3te] Fluentd 27 8 7] Pod 2 A3
ARE A

I $ oc get pods --selector component=fluentd -o wide -n openshift-logging

94


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-moving
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%9 o
NAME READY STATUS RESTARTS AGE IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com <none>
<hone>
fluentd-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com <none>
<hone>
fluentd-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com <none>
<hone>
fluentd-gpgg2 1/1 Running 0 134m 10.128.2.27 workerl.example.com <none>
<hone>
fluentd-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com <none>
<hone>

4.23. 21 437 CPU ¥ v 23] A3 +A

27 4771 CPU R Wue AFS BT 238 & A5

EZZA X

1.

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E AT .

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
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doo uzt CPU R vime] A 2 23S AU A E Frol 71283 A Y-

424. 21 AGAE 93 a1 F A

OpenShift Logging<ll = Fluentd 27 A2x¢] A% L A 35t= o AHES 4+ 9+ o2 Fluentd v
AAs7E 23U ol 2 g v A FE AHE-5te] b3 Fluentd 522 W3 3 + glFyth

22 Z=2 0¥ A7)

EE DR

Fluentd= F=Ze}= & blobolA] 21 ol E =AYt} Fluentd7} =32 AT W I3 £
o] x]o = AL =E ko] Azt dolHZE AYFJ YUt =271 715 2H4H Fluentd= A3 E #=
ol UL 7|4 A= SHAIH7] Ao RAFHAY did 715g Yt Fluentd= U E9 3 4] =
= U39 §3F EA9 22 A8 7HA] o] {FE HAE SHAEA X F IdFUY. FAE FHAE F

= 79 Fluentd= A2 2 ZA S A A1 =Y.

71¥.2 o 2 OpenShift Container Platformo]| 4] Fluentd= </ @ ¢ = vhH & X185l Z A& o}
Al Al =3y o 04711‘1 Fluentd= Z2]1A] AIX = 744 9] 7] A|Z7HS FHl = S8, didd digt 944 8
A ol wmgol AT AS MexS N BYAFD U 77 ANE B & g oA A3
YRS R HAA FHANE AANE T F UL 712 F S = Fluentd= 2 F21 S Fr1e Al A=
1 o}. OpenShift Container Platformol| A = F-A 3t QA = 522 HA S 5 gl

ol v AHFE= t7] A A F e #¥E AAs= ol ==l 2 F AU

A2 %] s FluentdS AR satelwl o2l @ AW FE ALSslel B 2 W3l 2 78 7
R, EeAE AL, ANE 14 o A7 Agstel MEAZ AR 55 5D F A&V
o ¥ 7t 25 wE 5 A2 T Be 1ol aghh

ge 7l A7 A4 587 99 AN E ALgste] dloE S Al @ wa) A4al, )
A FA 2 WAS L, Foh M E O ) HE Y, FelA L ANES O A5 AT 4 e
t}.
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ClusterLogging AH8-4+ g 9] 2 &:2(CR)eI Al Thg MAWM S S AHgstel 32 2 FeA T4 74
@ 4 94Uth 229 Fluentdo] 4 AH8-3 5 9155 vl /AW 47} Fluentd 74 Hol 4502 F7haY)

Fx

old g WiAMGE o 2ET

g¥ 2o AL A} Heo] glaUth 1R AR e T A A2 A of

o

Fluentd 74 2 4%l tha 2413 2| 4lo] gl 7 AH8-Aboll Al vt 3 2
Ut

oX
olr
S
ol
=
oo
o
i
£
Lt
oy
lo
N
ofr
)
Ay
1°)
=2
fr

Jge AR &

A 712

chunkLimitSize zZF 3o Hu =719 Ytk 8m

Fluentd& o] Z7]0) =3l A=
o) "olg 27|12 FA gt 29
S Fluentde= 22 F2 52U
I HAE GUTh

totalLimitSize 2~ o] X 9} F2] = A7) B2 8G

Hol 271Gk W3 =277} o] gk
S %339 Fluentd= 3 A2 9

g o8 F7tE A8 o /79 &
A AfFUT H A gl BE

ol Bl &4 H U o,

flushinterval B3 ZeA 49Ut s(R), 1s
A

g % gt
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ol A% e

flushMode Z oA = et

e lazy:timekey w7} W=
E/IMog HAE £
Al g o} timekey w7}

P o= =) o~ o~
Hees A4S 4 8ls

o

e interval: flushinterval
mHFE 7|gte 2

Aas SYAEUY

e immediate: ) o] 5] 7} 3
o) 718 A E HAE
ZHAFYh

flushThreadCount

overflowAction FE Fe W H3 532

e throw_exception: ==
off AT o 215 =Y

o}

e block: A4 vz &7}
249 w714 "ol ¥
g TAIYh

e drop_oldest_chunk:
7 2l ® A E AHA
st N2 E0jo=HA
Eagdun. ogE A
A=MNE2LEHIRG 7}
2 7F A F Y

retryMaxinterval exponential_backoff z) A =
el Hol A (E) Yo
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o 7 5 A 712

retryType Z A A A A = B exponential_backoff

e exponential_backoff:

A AN E A S 5

Ut} Fluentd=
retry_max_interval j
MG =g d w71
o A A E=7HA] o 7] st
= A FE =HY
=2

e periodic: retryWait vl
MAFE 7INtoew &
YA S F71H o2 A
A= Fych

retryWait o F 3 FEA A AN E)Y 1s
Yrh

Fluentd 3= 43 F7]°l tl g Al & W-§&-2 Fluentd 24 2] v ¥ =2 2908 F=xsH4A L.

Z2A 2

1.
openshift-logging 3 = 3] & o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E AT .

I $ oc edit ClusterLogging instance
o wAASE FobsAY 4 F

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s g
flushMode: interval 9
flushThreadCount: 3 ﬂ
overflowAction: throw_exception 6
retryMaxInterval: "300s"

retryType: periodic ﬂ
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retryWait: 1s 6
totalLimitSize: 32m @)

EYAIE S8l ol F7HH7] Aol 2k F=29] Aol 2712 AZ U

T

N
)

EER LR < AZdUH.

¢

lazy, interval == immediate 5 J 3 S2jAE 3L WY S AZFUL

B3 A A S 2= 5 A FY

throw_exception, block =+ drop_oldest_chunk 5 771 715 &2 w2 F3 5%
< AR

exponential_backoff 3 = Z2]A] Wy o] Ho 714 (%)S

)

%

o

Yt

A3 Z8A] A3 Al AA] = 73S exponential_backoff === periodico. = X3 g

Ut

e B2 TeyA A AZHE)S AR T,

cEREPEELEVERE LIS

Fluentd Pod7} A v 25 Q=X &2}
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47 2R v 34
I $ oc get pods -n openshift-logging
Al gro] fluentd 74 ol J=A &A1)

I $ oc extract configmap/fluentd --confirm

d]: fluentd.conf

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread_count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT'] || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

4.2.5. 712 Elasticsearch 21 A Z4 2 A1 8514 &= A9 AL HA &L A Q94 A A

AYARAN 228 AL 2 AF AR ADstal 712 Elasticsearch 21 A F A& AH8-81A] &= A
T 274 2 ZHAA AHESHA ¥ A8 74 228 AAT F AU

=, 7] Elasticsearch 21 A F A& A83}A] &= 7% ClusterLogging AF8-#} 4 9] ] & 2(CR)
o] A] U Elasticsearch logStore, Kibana visualization 74 242 A A& 5 d&HUth o8 g 74
S AE AAS = AL A9 Aol A g gl A2 E e 5 JdFU T

A 27 A

[
2 AGA7E 21 ¥ o€ S 7] 2 U] XL Elasticsearch 28 2E 2 A431A] A 321§
Uttt 2 A2-S A 5= o] A1&-3 ClusterLogForwarder CR YAML 321 -8 7 AFgH o).
default2 A& 3l= outputRefs @ 427} g/== A FUtt. o & 54 tp& 7 245Ut
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outputRefs:
- default

“ik 9]

ClusterLogForwarder CR2 =1 glo]H & W i+ Elasticsearch Z & 2~g = A

25}aL ClusterLogging CRoll 4] logStore 14 Q4 & Al AU o]
1l 1] 1L Elasticsearch 8 2~E 7} &

SEERE

1\ Al o] uug Sk 2=

% Yk

EZZAX

%ilm

FAHA &Y o] A vl

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF T d.

I $ oc edit ClusterLogging instance

ClusterLogging CRol| 4| logStore, visualization 2~&1 z} & A 7] 5} 4] A] Q..

ClusterLogging CR<] collection 2~&l z} =

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

Fluentd Pod7} A vl 25 =X 3+

I $ oc get pods -n openshift-logging
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Bt Al 2dlel 20 g

4.3. 21 AFZAL FA

OpenShift Container Platform2 Elasticsearch 6(ES)2 Al-8-35l =1 dlo]HE A A5t +ATY

Elasticsearch 2 & 2 g 2] 2E & X

AA BANA BA Q5744 Z22=H 9| HolH =X 7t shard 54

Elasticsearch d o] g o] O] 3 9] 5L o 4]~

Elasticsearchi= W] 22| & @] A}-8-3}= o Z 2] A o] A Y U o}. ClusterLogging AH-8-# A 9] 2] &2~
A 28] XA A &= 3 7z Elasticsearch :==9] = v 2 2] 3%} g 73t B 5o A 16Ge] v 22
71 2 @ 3. 7] OpenShift Container Platform == A E = Elasticsearch &2 2~HZ X 35}7] 9
w9 A F& F AFUT AF v e o] Gl A 7z} Elastlcsearch o s Hdl 64G7HA] 23
sl ™ OpenShift Container Platform &2 2 H o] ==% F7}3]oF gt

14 Aol AREA e

o
4
?:2
Z
(K
f

In}

7z} Elasticsearch ===t t2 y|g) Qo2 AE

Ut

431. A 228 2 AAZAALAZE AY

71¥.7 o 2 OpenShift Logging2 A} = 2 Y] i OpenShift Container Platform Elasticsearch

23 Agaol A4eA GHUTh oS Sof Kibanaol A At 218 2 5 IS o] 21 Agaw 3
A28 R 4 AHU

o E Eo] KibanadlA] ZA 222 B7] 98 A 222 712 Y4 Elasticsearch 21 A& 42 B
Uld A 21 A APIE AFg3loF gyt
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X OpenShift Container Platform Elasticsearch 21 A &4+ A 225 93
Het 2R & A FsHA fFUTH AL 225 AGdt= Al 2ol 23 D ZAH 43S
F43aL L824 B35 =X g2l ot OpenShift Logging e ol &3t 73 & &35
A &FUTh

T3

fllo

Log Forward APIZ A}-£3}a] ZHAF 2 25 Y Elasticsearch Q126827 Ad33A oS
It

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AJF o

B E 21 35 J & Elasticsearch Q12822 1= CRS AU . b3 <A

g WQsA g3 U AT 5 A5

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines: ﬂ
- hame: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

o]zl 2 (AH EH S A8t d2d 21 FIF S AU 712 &
g o 2 12 Y Elasticsearch Q12822 A

o]l o A o ZE]A o] A, Az D ALY A 7HA] fB e 2 E
B2E Ao FUL. 22 3 S AASA kod G 27t AFHA &
3 =AY,
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7] ClusterLogForwarder CRo] 9= A9 7Hx} 219] 718 &3 9] glo] Tl S
7Rt 712 &85 B d et lsynh d & &9 53 25U

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch”
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- nhame: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default ﬂ

=

T

o] gfo]Z el e 9K QAE A9} 7 U Elasticsearch Q1 261 A2 7HA} 2

a5 Ryt

Log Forwarding APl o 3t z} A st Y82 Log Forwading APIE A1&-5le] =21 AZS

ES KN

Z
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43.2. 21 RE X7+ A

=

718 ElasticAM 21 A F A7zt 27, ¢ T2 0P 2

AR AR A A 22 A& 7}
Zhol i3k QYA E B As= 71 7HS Xlxoo}—ﬂZ%ﬁ”—% g 4 A5

RE AL FAsle]d ClusterLogging AF&-AF B 9] 7] A2 (CR)A] 2} &1 A2 tj3] maxAge
o/l H =2 A Aot CRE Elasticsearch 22 1] /\711501] o] & 3t z+S A 23} Elasticsearch7}
o8 d AU 2E A 8= A 71E AR F o

Z7 F 3she) g x5 Elasticsearch= A A Q19 A& o] 5313 A 19 A& A A3

<14 27} Elasticsearchh CR<] rollover.maxAge zt 2.t} ¢ # = &1}
Qg2 7]71 40GB x 7] shard ~3x.t} 4t}
QQdl X Fx 47} 40960KB x 7] & shard 4~x t} F1t}.

Elasticsearch= 743 BE A Ao g} E20v|H QAU 22 AAFUh 2 A2 Y3 vE A
A PYAEA gom 7| BA o7 7Y Fo] 27t AHAIE YT

AR 27 AR
[ ]
OpenShift Logging 2 OpenShift Elasticsearch Operator7} A X = o] 9l o] of g},

A3}

22 READE FASGEE 2L FIAUT
retentionPolicy vl 7] Y == 37131 A 4 sl21 A ClusterLogging CRS # 3 gt}

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
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spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

Elasticsearch”l zZ} 21 225 Ao sl A17HS AAFUG. A5 L A7 AA
< A FUHF (W), AIZHh/H), #(m) 2 X(s)). & E°] 1¥9-& 1dY Y ). maxAger ot
oE 2aE AAPUL. 7| EF o 2 aE 7Y 5S¢ AE YU

Elasticsearch A}-8-2} 3 ] 2] &~2(CR) A AA S 30T + A5

o] £ Eo] Red Hat OpenShift Logging Operator7} 8] 7kult} Q13z e} 2 19] &4 <ldl A
S0 st= Aol XA BE FAS F+43517] 9135l th Elasticsearch CRS i Hl o] EF

3, E0HE AU 2= 91 F 7Y o] X 214 Y o}, OpenShift Container Platform-2
157 vt} QI 25 E e W3] of 3t=A] A dh.

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d 9
hot:
actions:
rollover:

maxAge: 8h
pollinterval: 15m
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REARYL 7t 2 20 Q3] 3T &0 22E AHA|51aL 2 oW E A7) & vE
Wyt

OpenShift Container Platforme] 2 9 v|® 2ld 25 21
ClusterLogging CRol A 44 s maxAge ¢ U t}.

9&,
fr
o,
o
o
i
oX,
flo

QA= E 9w ul 112 3ol & OpenShift Container Platforme] <19 2 41 9]
Ut} o] -2 ClusterLogging CRoll 4] 44 3t maxAgedil ] 24 g1}

OpenShift Container Platformo] A] Q19 A5 £ ¢ ul 3o} 3=X] &<Qlst= A o]
AR L 7123kl WA + glFyh

Elasticsearch CR +3 -2 A=A gFUth. RE FFo it RE WAL
ClusterLogging CRoll A 43 aj| oF g} t}.

OpenShift Elasticsearch Operatori= Cron #¢] & vl £ 35} 32 pollinterval 2 of k3 & o] €
A Ao wa} zt g o] A5 AL F Y.

I $ oc get cronjob

2 o

o

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <hone> 4s
elasticsearch-im-infra */15**** False 0 <nhone> 4s

433. 22 AZL dF CPU L W2 23 74
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72 74 84 A% $9 CPUR e 232 249

& %4 t}. OpenShift Elasticsearch
Operator7} a3 37 o] Qe 7S AAFEZ o] 3 gt

h=D
Feoez AT e syd.
3

U+ 5 28 2o A Elasticsearch ZZA] Zg o] 9] 7|2 w2 g Astoz 83}
A G Jdorng TEA AH oY7L OOMKilledi "yt o] A7 @A shA
Elastlcsearch ZEA Qv 9F D AIS P

7} Elasticsearch === 111 o gugl Agos s £ AXut T2 U | o= dAAZAHA &
Ut 2294 859 A% 7zt Podd 7] & 16Gi o] Ao] &35 o] ojof ). 7132 PodZ Hd)
64GiE & 33lof .

A 27 A

[ ]
OpenShift Logging 2 Elasticsearch”} A X] 5 o] ) o]o} g},

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#F A 9] €]4&2(CR)E AT .

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:ﬂ
resources:
limits: g
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi
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9 g o] u}z} Elasticsearchol t)d CPU 2 w23 232 AUt} o] 3L v ¢
S OpenShift Elasticsearch Operator7} tj J- & 9] ujj ¥ o] 53 7| B zlo 2 AA g
ot 71 2zke v v e 23 A 16Gio] 32 CPU 8.3 A] 1994}

2]

EEONA ALE T 5 9 Al B a2 FAuTh

©

PodE dotsle o o3 H4 B 42gUT,

L4

= Q o] u}&} Elasticsearch ZZ =] o] g CPU 2 92 2] @ AL XA} o] 8
2 H] 9] =3 OpenShift Elasticsearch Operator= o - 3.0] v X o] 223 7| 27k2 A
AU 7122 b2 g 2 Al 256Mio] 32 CPU 23 A] 100m<] U o).

Elasticsearch W] 2.2] 42 =4 ¢ v 84 3 Ad 250 A3 S AHSsloF gy

d= &4 534 sy
resources:
limits: 0
memory: "32Gi"
requests: g
cpu: "8"
memory: "32Gi"

el
ko
)
B
B>
o

FHUE s gubd o2 r© A S F5511 Elasticsearch7l XA A A -2 ALl =5 5] 8-31A
% Ut requests 2 limitsoll tjall Y g 7S A5 ==0) AHS 73 vl 22] 7} Qlvhar 71 5t
3 Elasticsearch7} 93&t= vl 28] 2 A2 4= AU
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4.3.4. 21 AF Ao g BA A 1A

Elasticsearch shard7} & 28 2] Hlo]lg =Ed] A 5= vbd L Hojst 5= &5

A 27 A

[ ]
OpenShift Logging 2 Elasticsearch”} A X] 5 o] Q) o]o} g},

openshift-logging = = 4] E o] 4] ClusterLogging A}-8-#} A o] ] 4 2(CR)E AR I 4.

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

shardel] tj & S5 A2 A3

t}.

D‘.?_,"

Utk W7 A

o

Ashm W Alge] 489y

FullRedundancy. Elasticsearch= 7} {149l = 9] 7112 shardE & & Ul o]F ==
o ¢H43] BAIF U o] WP kAol 7HF =X BT 23 Fo] 7 B
5ol 7 YU

MultipleRedundancy. Elasticsearch= 7z} 149 2 9] 712 shardE dlo|g ==
o] Auto 2 g3 EA ). o] 2 tH A A5 Alol o] #3 o] -3

SingleRedundancy. Elasticsearch:= Z} Q19 2] 3] 7] sharde] A2 3}
U= U F 7l ol 39 oy ==t EAGE @ 3G ZEAEAET F I E

m
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T8 F AFUth 57 0139 ==F A5t 7 MultipleRedundancyx o 4 %5-0]
F48Uh. 92 Elasticsearch == v ¥ o= o] A AL 283 5 Q&1

ZeroRedundancy. Elasticsearch+= 7] ¥ sharde] A& 715X °“\14E}. X
gAY AAsie - E2E A FAY EZ27 48 F IdFUH ¢
ARG Aol d T8 AY AA t232/PVC HY/EH A=s —7“‘4?& 450l B
& AHE o

4.3.5. Elasticsearch Pod 54

2] £H A4 Elasticsearch Pod -5 =] tl°o|¥ &4 £+ Elasticsearch 45 #|s71 24 &
T A5y

23 3% Pods & ol sl F43515 F8 2HolA shard9} BA1 29 #3& gA =3
23 ,,101 of @ t}. Elasticsearch 3 €] 7} green©. 2 Eo}7bd o2 Podoll A %43 & AUt

3

Elasticsearch 2] 22¥] 7| ZeroRedundancy = 23 ¥ 7]-$- Elasticsearch PodE =
adl A= ¢ gyt

4.3.6. 22 AF 20 A 7T =ELA 74

Elasticsearcholl = 9+ 2E2 A 71 23U th. 2E=2] A7} W54 Elasticsearch 4 o] ®at3
Yt
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“ik 9]

Lucene& NFS7} Al 2514 &= 312 x| 28" =29 A} 8&35= =2 Elasticsearch
2EZ A= NFS 2E8 A& BF = I BF(EE Glusters} -2 NASE
)02 88 5 gluvh HolE &4 2 78 2470 24 5 A5

A 27 A

[ ]
OpenShift Logging 2 Elasticsearch”} A X] 5 o] 2)o]o} g},

ClusterLogging CRS AR sle] F&2€ 9 Zt Holg =71 97 BF ZFd Yol vl =
== AP

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

o] dlolq & F&2H ¢ 7} "lol¥ =7} AWS General Purpose SSD(gp2) 2= %2] A "200G"S &
Fohe 97 EF U vIdHE =T Ao

Za

AT 2EZGA 0 22 BFLS AL+ ¢ LocalVolume 7l A o)l A volumeMode:
blockol] A= QA B2 2§59 A183}4] vl A] 2. Elasticsearchs 9A] 22 252
AHEE = lsU Y.

4.3.7. emptyDir Z2E 2 Ao O] & =1 AF A FA

13
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emptyDirs 21 27349k 9 AHS-StA QA vl 27F A H S AA A A Pode] & dHlo]g7F &4
HYth

Fx

emptyDirS AHS-& v 23 2E X7 A Al ZH 7 Ae| 25A dlo| g7 =44
Yo

A 27 A

OpenShift Logging 2 Elasticsearch”} A X] 5 o] 2)o]o} g},

emptyDirS x4 3}2] ¥ ClusterLogging CRS A 3 gt}

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

4.3.8. Elasticsearch 3 Z & 2H A A| 2 53

elasticsearch 74 W == elasticsearch-* v & 74 & WHAS v E7 AAZL =3}

E 3t Elasticsearch Pod7t A3 5= =25 AR F3l| oF 5= 450l = EF AA 2ol A3

A 8 AV
[ ]
OpenShift Logging ¥ Elasticsearch”} A X] 5 o] 2)o]o} g},

EZZAX

226 29 AL A G2 S
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43 2R ME 3+
openshift-loggin == A € 2 W73}
I $ oc project openshift-logging
Elasticsearch pod<] o] &2 7IA{Ut}.
I $ oc get pods | grep elasticsearch-
Fluentd PodZ= =43} Elasticsearch= A 21 A42 X3}

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":
{"spec":{"nodeSelector":{"logging-infra-fluentd": "false"}}}}}'

4,
OpenShift Container Platform es_util & Al-83}o shard 5713 S A& 35l F
g38t7] Ao 2= 227] dl7] F2 Zd ol 1=A s A L.
$ oc exec <any_es_pod_in_the_clusters -c elasticsearch -- es_util --
query="_flush/synced" -XPOST
g 5w gg3 2
$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST
%9 o
{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}
5.

OpenShift Container Platform es_util =& A}83lq Q=8 o7 x5 FTUT o
shard ¥ 7 & ¥= o}

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'
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% 5w et 2aUth

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

2 o

o

{"acknowledged:true,"persistent":{"cluster”:{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

o] W ES 2226 9| 2t wjxo] tal v FAFY T

71827 o 2 OpenShift Container Platform Elasticsearch Z 8| 2~H+ =9 3t =
of-S AT P YT o3 WH S ALR-3te] EolS 5] 83513 Pod7 W73 A S A9 st=

= g
I $ oc rollout resume deployment/<deployment-name>

o2

e

W o 2

$ oc rollout resume deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 resumed

Al Pod7} vl 5 91U th. Podel As|olv 7t EHl =W the M ER o5& 5 A&
t}.

I $ oc get pods | grep elasticsearch-
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%9 o
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpw6k 2/2 Running 0 22h

elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2 Running 0 22h

W27 e HE Sobx

Qi
i
2
i
o
ol
v
a4

tilo

58314 &%== Pod
I $ oc rollout pause deployment/<deployment-name>

qd=

et

W b3 2EU T

$ oc rollout pause deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 paused

Elasticsearch 2 2 ¥] 7} green =+ yellow A€ Q1 %] gQlst4 Al 2.

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

Fx

o]l W& oA A}-8-3 Elasticsearch Podol A S0} 22 3 A 1
Pod:= o o] EA51A] g2 7] Al Pod o] 5] 23t}
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q=

et

W ohg3 24U

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

A%:517) Aol o w7 MS ghol green E yellowl 4| BA5HAA L.

7.
Elasticsearch ConfigMap2&- 1 7 3 71 ¢~ Z} Elasticsearch Podel &) o] @A S vHE-3
t}.
8.
e 2H o BRE w27} ol shard Y & thA] A 3154 o
$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l
g 59 g3 2
$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l
%9 o
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{
"acknowledged" : true,
"persistent” : { },
"transient" : {

"cluster" : {
"routing” : {
"allocation" : {
"enable" : "all"”
}
}
}
}

Fluentd PodZ 333} Elasticsearchol] A} 2 12 A4 3.

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":
{"spec":{"nodeSelector":{"logging-infra-fluentd": "true"}}}}}'

439. 21 AARAA ANH|AE ARZ &

7184 o 2 OpenShift Logging=} 37 vl X8 =2 A Z AL 27 S 2 RA A28 5
AFUh dlojgol AA2ste =9 22 A4 A 20 g R AN2E 98 AYss FER
ARE AT F AFUh

2] B oA = A ¢S 3t A =, OpenShift Container Platform EZ 0 AXE 27 A A2 CA =4
AAdste 20 AFad JA2E F AUt 28 F 0435S ¥¥s=cURL e J o= = AFa
H|AZE 3 2H35E= o AA A

1
o1=: A 2=} ${token}

Elasticsearch A &+ % 3} 24 = 9 Elasticsearch APl 2%

WM E e 9 3
2ol 9 A 28 5 9141 T

)
T
f
e
tilo
&N
32
rr
f
N
2
ol
B>
fl

H 28 IPE ALg 3ol =71 A4 Au]
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I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

29 o

I 172.30.183.229

$ oc get service elasticsearch -n openshift-logging

29 o
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

oo fAbe e

tlo

Agatel 2E2H IP 34

ju
J

sl g 4 AU th

-insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

2 o

o

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 0 --i--i== ==i==i== ==i=-1-- 108

A 27 A

[ ]
OpenShift Logging 2 Elasticsearch”} A X] 5 o] 2)o]o} g},
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$ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -n openshift-logging -- curl -tlsv1.2 -



2] QA 25t d T2 A E AT 5 9lofoF gt

Z2A 2

23 AREE 9ol

i
an
9
ir.)
)
fu)
oo
tlo
4
Og‘:l',
2
L
)

openshift-loggin == A € 2 W73}

I $ oc project openshift-logging

22 A G A A CA AZANE 323131 admin-ca 5+ o] &1t}

$ oc extract secret/elasticsearch --to=. --keys=admin-ca

2 o

o

I admin-ca

2 AFA Al 29 AZE YAML 3 = A ).

T Abgste] YAML & 44 Fu o,

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

4. 23 wME 74
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23 ARZ4A CARISAE F71stAY th @Al A4 B E S AU 45 A
A 33} 7 2o F Q3 spec.tls.key, spec.tls.certificate = spec.tls.caCertificate ol 7]
Hes A3g e = sy

ﬂll

O3 9HE S A3t o) d dAlA Bk A= YAMLY| 21 A 34 CARISAE

$ cat ./admin-ca | sed -e "s/A/ /" >> <file-name>.yaml

A= AU

$ oc create -f <file-name>.yaml

2 o

o

I route.route.openshift.io/elasticsearch created

Elasticsearch A H]| 27} =& 5 o] Q=X &1},

230 AHE T o] AH| X AR EES 7HA S

I $ token=$(oc whoami -t)

s

A A3k elasticsearch 2 22 317 W= ARt}

I $ routeES="oc get route elasticsearch -o jsonpath={.spec.host}

ARFARTHALZ YR HAREA FRlsHd =59 A =5 $3l Elasticsearche]] o
A zdte oy B8 S AT

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
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e e FARSHA ek o

29 o

{

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch",

"cluster_uuid"” : "0eY-tJzcR3KOdpgeMdJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility _version" : "5.0.0"
b

"<tagline>" : "<for search>"

}

4.4. 2 ANZH3 =22 a9 A

OpenShift Container Platform-& KibanaZ A}-&3}o] OpenShift Logginge & 3 ¥ £ do]g =
AU

ZHE AL 94 KibanaZE 373313 Kibana :==29] CPU 9 W22 & 743 4 A&U].

4.41.CPU 2 Y2 2] A3 74

OpenShift Logging 74 845 AI&-35tH CPU 2 v 23] A4S 25 =3

et
&
32
o)y
T
I

Z2A 2

1.
openshift-logging 3 = 2] & o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E HF T d.

I $ oc -n openshift-logging edit ClusterLogging instance
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi
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deod wet 27 A7kt 2 a3 didk CPU 9 vl =] A 2 233 AFd

oo wet 27 537 tjk CPU R Wire] Ad 2 S AFF

442 2Nz T2 k=9 FAA FH
ZEA dsl 22 Az3 Z2 3PS $295= Pods 33 = d5U.

Z2A 2

1.
openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E AT .

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

Kibana ==9] 4= XA g}

4.5. OPENSHIFT LOGGING 22X +4

Elasticsearchi= W] 2 2] & @ o] A}8-31= o Z2]A o] A YUt} 71 OpenShift Logging A X = v =
2] 23 2 vlwg A3 250 16G v 28] = 8] £ t}. 7] OpenShift Container Platform == A
E = Elasticsearch 28] 2H E A Y3s}7]9 83 32X <L F A& dF v xg o)l o = A3 s}
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& ™ OpenShift Container Platform & =g o] ==& F7}3) ok &t} 7z} Elasticsearch ==+ ¢
govmr AP0 R A5 F UAT T2 YA A= AFHA FHFU

4.5.1. OpenShift Logging 2 OpenShift Container Platformol tj gt 2~ & 2] #] 318] A}gt

7} Elasticsearch 8] X 3 Aol = 9 EF <] H 2 g t}. OpenShift Container Platformoj A = 4
T E2F S9Y¢S AU L

Fx

A 2EFRA ) 22 BFL A1_3= A S LocalVolume 7 A o) A volumeMode:
blockol] A4 A AA] E5 EFS AH8-31A vl Al 2. Elasticsearch= 94 £8 855 &
A 5 glHsU

OpenShift Elasticsearch Operator+= Elasticsearch 2] &2 o] §& Al-83}o] PVC9] o] & AT
Yt

Fluentd+= systemd journal 2 /var/log/containers/¢] =& 215 Elasticsearcholl |3 31 t}.

Elasticsearcholl = ]+ = ¥ AU S 53 3517] &6 S vz 7 oo vz 7t &35t
A grom 333lx] & Ut o] A S WX ol = Aol 21 HlolH Y& AXEA ALE T
St 2 A &9 ¢k 2u & I

7187 o 7 ~2EF XA &%Fo] 85%¢l A-$ Elasticsearch= A Hlo]HE o] &F3l= AL A
1 t}. 90%9l 4] Elasticsearch= 7153 A9 71& shardE sl|3 = =oA g2 === Au| x|y} 1
2} AHS 7153 8 F 0] 85% W WY W] == of i ZE A F7ko] gl= 73 Elasticsearch= A <l
g2 A4S ARstar RED7E gy

Fx

o] ¥& Y ut=A 33 =& Y H vt 32 A A 2ol A Elasticsearch 7] 231 <)
Ut olg 3 7| 23S 78T F dFUTH A7t LT 71 23S AHESHAI R A LA
olf g ¢S WAT F AFTh

452. F71 g &2

[ ]
2 A T T+ 2EHA 74
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-elasticsearch-storage_cluster-logging-store
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4.6. OPENSHIFT LOGGING 74 8 4] djg CPU 2 v 2 2] A3 7

2 @ ] w2} z} OpenShift Logging 74 2.4 tj3 CPU 2 w22 |3 25 A4

it
4
32
|y
kJ
)

4.6.1.CPU 9 W2 2] A g 74
OpenShift Logging 74 842 A}£31 CPU 2 vl 23] A|3e 25 A 5 dH5Udh.

Z2A 2

1.
openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#F A 9] €]4&2(CR)E HF T d.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
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resources: 9
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

oo wat 27 A A4 g CPU L vz A2 2FS AAF U
Elasticsearche] 739 93 23} A3 7S =5 A& oF gy .

00

dod ot 2 Azt 2 I gk CPU R vk A2 @3S AP Py

L4

oo wet 27 537 g3k CPU R Wire Ad 2 S AFF

4.7.3]1 & 2 3= Al-23}o] OPENSHIFT LOGGING POD =l 2] A o]
taint¢} 3] & ¢ 2= A1-&3lo] OpenShift Logging Pod7} 53 ==oA AP H 5 3]G =04 T2

dazest 464 F=S @ ¢ dgUth

tainte} 318 @ x}+= 703 key:value 2 U th =t 9] taint= & 3 taint= 3 §31A ¢+ 2 & Pod
E AZF}EE o A3}

key:= FHt] 253719] £A-E o]t value2 Hl 63#42] FAL AU EALE L F4 E= AZ A1F

3§ 22171 1= 4= OpenShift Logging CR
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
tolerations: ﬂ
- key: "logging"”
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage: {}

redundancyPolicy: "ZeroRedundancy"

visualization:
type: "kibana"
kibana:
tolerations: 9
- key: "logging"”
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi

4. 27 M E 74
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requests:
cpu: 100m
memory: 1Gi

o] 318 ¢ 2= Elasticsearch Podol 371t}

o] 318 ¢ x}+= Kibana Podol| 718t}

o] 318 23+= 27 371 Podoll F7Hg Yt

4.7.1.3]8 9= A}L35te] =1 A4 Pod vl x| Ao

Pode] 5§ 93 AHg-3te] 22 A G4 Pod/t AP == Aojatz e fazsrt e =
=g AHg A Zal & 5 dsuith

ClusterLogging AH-8-2 A ] ] 4 2(CR)Z 53] 22 A4 Podol] 318 Q35 A £33 == ALY
S 538 =0 taintE & =9 taint= 3P taintE 3§51 %= 2E Pods
= o) x| A] 51+ key:value pairgd Ut} t+2 Poddll gl 53 key:value %2 AE-35l= A9 slF ==9]
e 23 A2 Podit 23 5= 95Ut

X
0
o
H
Jfu
r @

Aedor 21 A4k Podol & T 22 318 2 A7t HUTh

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure™
operator: "Exists"

A 27 A

[ ]
OpenShift Logging ¥ Elasticsearch”} A X] 5 o] Q) o]o} g},

Z2A 2
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o2 332 AHE-5}o] OpenShift Logging PodE o ¢Fsl#] = =9 taint=

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
o E 5w og3} &y

I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

4. 27 M E 74

o] o] o] X] &= 7] elasticsearch, 3} node 2 taint &3 NoExecute= node1l] taintS uj x| g+
Yt} NoExecute & 77} Q= ==+ taint¢} U 3] 3l= Podet 2A|E 83 U 2] 31A] &= 7|E

Pod:= A A gt

Elasticsearch Podel tj & 318 ¢ 2= 74 3sl2ld ClusterLogging CR¢] logstore 44

Az g

logStore:
type: "elasticsearch”
elasticsearch:

nodeCount: 1

tolerations:

- key: "elasticsearch” ﬂ
operator: "Exists" 9
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

wEd 3718 718 AQ g

o
=

== elasticsearch 7] 9] taint7} &A1 AL Q 731 == Exists Operator=S x| 3

o

NoExecute & 3= A A ).

A=z o 2 tolerationSeconds v 7/l H 42 XA 5l Pod7} Al A5 7] A7A =E9)

HIg H = A1 S 2834
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o] 3-8 2%+ oc adm taint HH o2 A A H tainte} Y xFU). o] 3¢ 2271 Y= Pods
nodetdl o 9+ 5= AFU .
4.7.2. 3] & Q%

12 ALg5te] 21 A 23} 2 23 Pod Hl x| A o]

Pod?] 31§ @ X}5 AHgdt] 21 A1 713t 22 ¥ Pod7 23 5= =
7Hald =28 AHESHA XeHA & & dFUTh

dazc
ClusterLogging A}-8-# A ] & 4 2(CR) sl 21 A1 Zbst =219 Podoll 3§ 245 A &3
LE ALSS 53 =0 taintE &4y == 9 tainte 33 taintS 31 83514 ¥+ 2 E PodE AR
== =X o R A3 key:value pairdd Ut t& Podol §l+= 53 key:value %3 A1-8-3l= 3% 3l
F koA = Kibana Podgt 23 & 4= &Y.
AR 2 ALRY
[}
OpenShift Logging 2 Elasticsearch7} 2 x] 5 o] ¢l ojo} g}
=2 A2
1.
& 88 S AH8st 2 A28 =2 a3 PodE o oFste = | taints 7o

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>

A& 54 va3 sy

I $ oc adm taint nodes node1 kibana=node:NoExecute

o] elloll A=

7] kibana, Zt node 2 taint & ¥} NoExecute 2 node19] taint= vl x| g}
NoExecute taint & 32 A1-&3) oF 31 t}. NoExecute: taint9} & x| s1= Podyt ~A| =8 510
A X]31A] &= 7= Pod+= A ARG

Kibana Podo<] tjj 3l 5] & @ %
AZ¥FY .

}= 4 5l ClusterLogging CR2] visualization 4] A&

visualization:

type: "kibana"
kibana:

tolerations:
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- key: "kibana"
operator: "Exists" 9
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

wed 3718 718 A4 T

N
N
e
]
Y
tlo

Q 7315 = Exists Operator= =4 gt}

key/value/effect vj 7} ¥4 4=

NoExecute & 35 A A ).

el & o 2 tolerationSeconds 7| M 4E R A 3lo] Pod7t Al A H 7] A7LA] =9
vl = = A1 7HS AR o

-

o] 3] & 2 x}+= oc adm taint B o 2 A A A tainte} A A FuU). o] 5 2371 U&= Pode
nodeld] 2AE4 T = JFHG

4.7.3.3 4 9342 A4t 21 577] Pod vjA) A 0]

Pods] 31§ 2312 Abg-ate] 27 347] Pod7l A= E =S Selsta e PAZET T =
=2 AHg A 2ol & 5+ d&vth

CIusterLogging A& A 9] 2|42 (CR)E 53l 27 3 7] Podel 5] & QA& A 8313l o= ALY
E3] =9 taintE A &3¢} taint 2 3 & QX E AFL35] v 2 ey CPU &4 5o 2 913 Pod
AAAGA LS T 4 Az

Nedor 274 $37) Podol & th&3 22 318 227t 5Urh

tolerations:

- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoExecute"
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A 27 A

[ ]
OpenShift Logging ¥ Elasticsearch”} A X] 5 o] 2)o]o} g},
EZA A
1.
Og 992 A4t 274 $77] Podoll A 27 7] Podg 2A1£9 2 == taints
F7hgoh

$ oc adm taint nodes <node-name> <key>=<value>:<effect>

o=

it

W o3 gayh
I $ oc adm taint nodes node1 collector=node:NoExecute

o] o o) 5] = 7] collector, 3+ node 2 taint € 7} NoExecute= node1] taintZ uj x] g1 }.
NoExecute taint & 7%= A}-&3l oF §H1] t}h. NoExecute= taint¢} € %] 31+= Podqt 2A| =% 5}51
A 2] 514 &= 71 Pod+= Al A Yo

ClusterLogging A8 2 A ] & & 2(CR)¢] collection 28l A= HAF 3lo] 27 7 7] Pod
of g 3§ x5 FAFU

collection:
logs:
type: "fluentd"
fluentd:
tolerations:
- key: "collector” ﬂ
operator: "Exists" 9
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ

wEd 3718 718 A4 T

2]

key/value/effect vl 7| A7} A X & AL @ 735 == Exists OperatorZ = 3 g},

©
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Ael & o = tolerationSeconds v 7/l M52 XA 5l Pod7} Al A 7] A7FA] =E9)
v = = A1 7HS AR o

o] 3] & 22+ oc adm taint 33 o 2 AA H tainte} A XU} o] 518 2371 A= Pod=
nodelo] 2AEH T 4= A HFU

4.7.4. 37} @) 22

[ ]
=X HIJAEES AH8-5to] Pod Bl 2] A o]

4.8. :== A9 7] = OPENSHIFT LOGGING & &2 o]-&

== A9 7] Z A1g3lo] Elasticsearch, Kibana PodE o1& =9 | £& 5 Q5.

4.8.1. OpenShift Logging 2] &2 o] %

Elasticsearch 2 Kibana<¢} 72 OpenShift Logging 74 24 & PodE g & =9 v X3 =
OpenShift Logging OperatorE +4 3 4 54yt A X% ¢ X oA Cluster Logging Operator Pod
£ ol 5 sy

2
i
et
2

=2 CPU, W2 g 2 o= 9 F Agto = <13 Elasticsearch Pod=E t& =2 &7 4

A 27 A

[ ]
OpenShift Logging 2 Elasticsearch7} A2 x| = o] 9lojof g}, o] 23t 7| 52 7|2 o
2 AXHA FFUG-

Z2A 2

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF T .

I $ oc edit ClusterLogging instance
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 9
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana
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oc get pod -0 wide W #H & Al&-35lo] A Q47 ol T A=A AT 5 dHFUG

2
ju
et
)
iu}
oo
i)
mx
i)Y
L
v

ip-10-0-147-79.us-east-2.compute.internal == o] 4] Kibana pod= °] 53l 3 3¢ o2
< Add.

$ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

2 o

o

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <nhone>

Kibana PodE A& <l g :==2l ip-10-0-139-48.us-east-2.compute.internal === o

= (<)
okl 45 e 49

13 g o
I $ oc get nodes
29 o
NAME STATUS ROLES AGE VERSION

ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.21.0
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T o] = node-role.kubernetes.io/infra : "' @ o] o] &9 {2 }.

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

2 o

o

kind: Node
apiVersion: v1
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/vi/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083’
creationTimestamp: '2020-04-13T19:07:55Z"
labels:
node-role.kubernetes.io/infra: "

Kibana pod= o] 53}# ¥ ClusterLogging CRS AR 3l == Aa 7|2 7154

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

138



o

o

4. 27 M E 74

CR< A #3sld @A) Kibana pod7l &5 5 3 Al pod7} v £ Ut}

I $ oc get pods

2 o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 11 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2 Running 0 28m

fluentd-42dzz 1/1  Running 0 28m
fluentd-d74rq 1/1  Running 0 28m
fluentd-m5vr9 11 Running 0 28m
fluentd-nkxI7 11 Running 0 28m
fluentd-pdvqgb 11 Running 0 28m
fluentd-tflh6 1/1  Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2 Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

A pod+= ip-10-0-139-48.us-east-2.compute.internal ==9j J &t}

$ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

2 o

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2 Running 0 43s 10.131.0.22 ip-10-0-139-
48.us-east-2.compute.internal <none> <hone>

A 3 49 Kibana pod~7} Al A g Ut}.
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I $ oc get pods

2 o

o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 11 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2 Running 0 29m

fluentd-42dzz 1/1  Running 0 29m
fluentd-d74rq 11 Running O 29m
fluentd-m5vr9 11 Running 0 29m
fluentd-nkxI7 11 Running 0 29m
fluentd-pdvqb 11 Running 0 29m
fluentd-tflh6 1/1  Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2 Running 0 62s

4.9. SYSTEMD-JOURNALD 2 FLUENTD 4

Fluentdi= 42014 8151 A 71 440 ol 7] wf ol Ade A2g) Aozl 24 SE8
A 5 gonw Ad 2ol £49 5 dFUth

Ad o] fi}ig £2431# ¢ % RateLimitintervalSec=30s 2 RateLimitBurst = 10000(+= 2 Q 3l
A4 H =5)8 A3s= Aol =HFULL

4.9.1. OpenShift Logging2- ¢] ¢+ systemd-journald +4]

ZeAEg 43 u |8 =g #7322}

e

F% Y&

A% 5ol 27} rehl A9 Ao e vl & A& selok § 5 514 OpenShift Logging
ol v AN Gt o b 2o AL A G A 1 o A 5
% %t

23 9% AN, 2T RE I, 2 A Y EE AF oY 2 /8 442 FA S AU

Az
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SRR s B e i | /etc/systemd/journald conf ¥} & ¥ 3+3l+= Butane 4 31 40-
worker-custom-journald.bus 751 ).

Butaneol| ti 3 A4 W)-&-2 “Butane & ALg-3le] njdl 74 AL F=x
SHA L.

variant: openshift
version: 4.8.0
metadata:
name: 40-worker-custom-journald

labels:
machineconfiguration.openshift.io/role: "worker
storage:
files:
- path: /etc/systemd/journald.conf

mode: 0644 ﬂ

overwrite: true

contents:

inline: |

Compress=yes 9
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 6
RateLimitintervalSec=30s
Storage=persistent G
SynclntervalSec=1s ﬂ
SystemMaxUse=8G G
SystemKeepFree=20% Q
SystemMaxFileSize=10M )

journal.conf s<lo] Tl g A-S AT T) 0644 AL A 31 Aol THUT

2]

Aol 4=TA A RS AZ U vAA & S5k A
nos AA g 71 232 yesi it}

18 sl A 2H 27
:L']_O

yesE Xl A9

rii

©

23 AR E AGEA V5 74U Zztel sl 71 2k noguth the
A4 gk
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A2 244 235 Adsle]d ForwardToConsoleg A4 gt}

238 Ad 21 ¥ 2 A232A ForwardToKsmgE A& gy}

syslog dj# o 2 A 23}a]H ForwardToSyslogS x4 gt}

239208 R E ALE A A L(wall) WA R 2 w AR S Agslaa
ForwardToWall-g =& st}

t

A FEe AFE A) A0S AP 28 A sHEE £42 9 I
“E "year" "monthlV |lweek" "day|l Vlh‘l‘xi_. "m".’l%‘ 7]_ o ﬂ_ﬂ% E?—j @_q q‘- H] %‘_Aé i]‘.s‘]_
4% 02 92 itk /12 gL Tmonthgl k.

EE ARS FAAFYU RateLimitIntervaISeCOI]Ai Aol A7+ 74 E B2t
RateLimitBurstol] A A A ART ¢ B 275 FASE= A9 7bA 0] B9 w71 742
o] R E F71 WA A= AA| U} 71 232 RateleltIntervaISec 305 9
RateLimitBurst=100002 A& 3l= A o] =&Yt}

23 A% B S AP U 71252 persistent i U o

Ivar/log/journal/oll A W] g]d] 215 A 73}7] 9] volatiled Yt}

/var/log/journal/e] tj 2 =19 =15 A #3}7] 93 persistenty] U t}. systemd
EUdaEgst s 29 ddsa s A4 F

oA e 7} £A 5= 735 /var/log/journal/o] 215 A &3517] 93 autoydu
o EA5HA] B+ 7 -¢- systemd= /run/systemd/journaldl] 225 YA A Fgh.

232 AAA &= nonedUth. systemd= R E 22 E AHA| g o)
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©

Aol AR = = A 271E AF T 71232 8G Yo

9]

A 2RI A A 7FsE T 23 2k A U oh 71 B gke 20% 4 ok,

10

Ivar/log/journaldl] A &2 o= X 7Fd /18 A2 Lo A 2715 AZ I 712
e 10MY Y.

M
R

%% ABE AAGE A ol Aol ABHAD WAAS A2l & @) A
28 27 W&ol A] CPU ALE B0l Z7bat 4 Uit

A28l Aol ol g A S &

https /lwww.freedesktop. org/software/systemd/man/journald conf.htmlL ZF=Z354A]

2.8 F Ho]R o] Y d 7] A2 OpenShift Container Platformol] 2 8% %] ¢¢& 4
521%‘4 o}

Butane2 A}&35to] =2 AGd 7 o] £3E MachineConfig 7l Al 3} 40-worker-
custom-journald.yaml-& & A gt o}

I $ butane 40-worker-custom-journald.bu -o 40-worker-custom-journald.yami
A 74 A4PUh d g 59 03 ey
I $ oc apply -f 40-worker-custom-journald.yaml

E

E8+= A =2 MachineConfigE 7-A] 5132 A 2 -¢ rendered-worker-<hash> v 3 &
o}

1:0" )

Ag}\

7o) A2 AU A T Bob Jul S wUEHI T
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I $ oc describe machineconfigpool/worker

2 o

o

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

API Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool
Conditions:
Message:
Reason: All nodes are updating to rendered-worker-

913514517bcea7c93bd446f4830bc64e

4.10. A B 2 X<
4.101. N QA = A AR

) 91 %)= OpenShift Logging 74 W & o] Mg Aol 448 42 Abgstel T4 2YUh
02 7L A AHA gov g ALL-51A] vl Al 2. 1A 3 8¢ -2 OpenShift Container Platform &
g2uitp HRE = Jon ol2g A= BE A 7HsA ol AlojH = Afolt Ao RE AEE &
AdHUt o] A9 A A A O A4S AHE-sl= 79 OpenShift Elasticsearch Operator<} Red
Hat OpenShift Logging Operator7} z}o] & A st 2 W73 U -g o] A28 Yt} Operator= 42 7]
2Ho2 RE FES A R H5HUTH

3

OpenShift Container Platform A = x| o] A A 5] %] ¢¢& L Alo] 27 F 2 3 739 Red
Hat OpenShift Logging Operator 5=+= OpenShift Elasticsearch OperatorE&
Unmanaged 3el 2 &g 5] o} g1/ c]. A2 = A 2= OpenShift Logging 3732 =] ¢/ 5
=] g of OpenShift LoggingS Managed JHI = 5 &€ w714 QUlo|EE ¥4 &5
Yt

g 4 242 4312l Red Hat OpenShift Logging OperatorE 2] 5 x| 222 AH| = A A3
of gyt
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[ ]
Elasticsearch CR
[ ]
Kibana vl 3
[ ]
fluent.conf 2}
[ ]

Fluentd 8| &= Al E

o2 74 24 44321 OpenShift Elasticsearch OperatorS 2] 5 A &2 e 2 A 3s)of
ke

Elasticsearch vl 3 3}2l.

FRYE RN A 22 577 29 D9 A/ RFow
/var/log/fluentd/fluentd.log Y c}.

[}
A za 53 22 507004 228 9 SES 248 5 daUh
[}
7 W5E LGSl 274 £7] T4, 8§74 M5E Agete] 21 51718 F4T 4 9
2~
#urth
[}

23 537004 228 ZRstets By 7. 718 23 J78E 48 F fauth

4.10.3. A2 5 A = Operatorol] W sk A Y A
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Operator4 2] g= Operator7} AA o)z wel F2H9 dlF A 840 U3t A
Ao A sla YEA RS AHI] ). Unmanaged 38l = A4 € Operatore= 74 W7
’5‘}11 R U EFHAE &F

<=
=

o
o

2
o &%

MEgH 2y EEOu g F

ol& o] 715°] #83 4 YA 9, Unmanaged el 2] Operator
= Ad=EA gon AE —T“‘é 249 74 4

Qalol S g 2ol e el At Aoz FAsA AU

oS3 72 vy o 2 OperatorS Unmanaged A el = A4S 5 Jd&Uth

78 Operator 4]

718 Operator= -4 o] managementState v 7]]131;—?7} <Yt} Operatorol] w}a} o3t
A o 7 o] wlj /| HG=o] A28 5= AF5 Ut o 2 So], Red HAt OpenShift Logging
Operator:= 2] ti/32 AHS-A A 9] 2| 4~2(CR)E +A 8to] o] & 3 3= ¥ Cluster
Samples Operator= S 2| 2=H AA 9] 4 4225 AHEAU

managementState vl 7l H 4-= Unmanaged = ¥ 7] 5} Operator7} 2| A28 FFF o7
BelaA] grou] slgars 74 94sl AAH 2w FRa ereith 2o 2E vk £4E 2
TE BT/t 2e T sl domz o] #z] FH S X A3A e+ Operator= 54}

%91

718 OperatorS Unmanaged JHZ MASH 54 A 84 2 75
o] AAHA &Y N DS ALsEd B ud B4 S Managed AHH o]
A A @sloF Pt

Cluster Version Operator(CVO) =] 4 2]

spec.overrides " 7| 4= CVO 74 o] F7131e] A&7 7+4 249 O g CVO 5 ZH9
EH‘E]— AR =S AFT 4 ,JK‘L] t}. A4 Q2 4ol d3j spec.overrides[].unmanaged vjj 7] 1
€ truez A3 s 2 2H Jado| =7t JEH 3 CVO AR 27 AR | 5 A Al Al 7
3/ zﬂ—],] ];].

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.
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%91

CVO A o & AR st AA S LH7 ALHA &< dH7E €Y
th A DS ASstEE AR 2 E AAT F Bad ZAE AdsoF G-
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57 gl42o 21 B

OpenShift CLI(oc) 2 9 &S A1851e] Wl= v ¥ 9 Pode} 222 st g4 2
4t

Uiz 2o AGE 27 87 7)5e ATE 718 /15Ut 2274 2 1)
%4 }. OpenShift Logging

3173 -S 7 A 512 E OpenShift LoggingS A X8l Zo] £
L v A 2" AL 2, o) Za] A o)A AElo]y 21 2 Q1= 219} 72 OpenShift
Container Platform 22| 2|9 R E 232 A8 22 AZLZ AT F A5UY. 1
o3 Kibana 21 s o] =& Sl 22 dlo|HE =, AN & /\17—}5}“‘ T dsU. g
A2 2 1% OpenShift Logging =1 A 4] A 231A & t).

¢

B o

51. 8l A2~ 21 R

OpenShift CLI(oc) 2 9] & oA g g2 208 EFUFUY. 2= 209 o] £

oA AUt

A 27 A

OpensShift CLI(oc)ell i Al 23 o}

ELP EX(T]))

1.
OpenShift Container Platform Z& A 93 2= - Pod= o] &3l AU A = gl&2

£ %53 Pod= o] 3t}

MEs} e AR gizol 34 A2 Podst QiU th o @ A2E 2

Evw &1

oA B zze] AR Ar Aol 21 92E 2S5 AHUh
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-visualizer-using

57 glA2e 21 17|

f
N
i
iy
i)
&
L
v

3 2 4] 2(CLI)

=4 Pode] 228 g

- H
I $ oc logs -f <pod_name> -¢ <container_name>

o3 gaynh

A Kbk 2ol 220 ASHEWEL G2Es AZ A,

<pod_name>
pod o] &< A4 g

<container_name>

M) AL Ad o]y 9] o] 2 A FFth Podel ol @ AU 7t = A5 AE ol
ol &g A8l of Frith.

oAE 59 G 2EUh

$ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

2 92 ygo] 2R

dm

A a2

i
i)

A .

I $ oc logs <object_type>/<resource_name> ﬂ
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oz

i

® o3 2EU
I $ oc logs deployment/ruby

=2 9 ygo] 2R
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674 KIBANAS A} & 35lo] 28] 2F 21 H7]
6&. KIBANAZ A &35l S 82 21 17|

OpenShift Loggingell = 38 € 1 dlo|g & A Ztslsl7] §1¢ ¢ £&0] 35 o] JdHFU. A
OpenShift Container Platform-2 A Z}s}l & ¢9]3l Kibana &2 v X3 o).

23 78 2oL ALed dolH e bee Fad 4 A&y
24 €2 ALgste] bloE g AL e
N7tst e ALgate] BlolE S A== A4 s BT o
A RE B ALgste] A8 R o] A RES A Huich

Kibana Q1 g 3| o] 9] A8 @ AL o] FA]9] HE & Hojdyt). A u o] 2 ALE-of| d] g =AU
42 Kibana #4 & ZxsH4 Al L.

Fx

AL 2= 71878 o 2 Y|} OpenShift Container Platform Elasticsearch <1 28 *
o] AZ=H A g5yt Kibanadl A A 222 B # W Log Forwarding APIE A1-4 3} <
72t 2710 default 282 AHg-3H shol Zebel & A sl oF Tk,

6.1. KIBANA 1] = s &l A <]

olul ~ 3|8l & ] z}t3} st = Elasticsearch 219l 2~ & A o] g t}. Kibanadl 4] ] o] ] & &2 5}51 A
Zbslsle ™ Q19 2 Y-S AA§oF g

A 27 A

[ ]
Kibanaol 4] <1z} @ 7ZHA} ‘-;’_ ol ~ E?}]tﬂ A2}l Al cluster-admln 032‘#0]1—} cluster-
reader 9 = T o
EUEd 5 Jd= JA3 dsho] %l%‘/l ‘3}-

default, kube-, openshift- JEE]EOI]H Pod¢l =225 2 & thd o] g Q2o A
2% = Qlojof AUt v W H S A& Ste] @A AFS A A A AT Ago] A=A AT F
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https://www.elastic.co/guide/en/kibana/6.8/connect-to-elasticsearch.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store
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$ oc auth can-i get pods/log -n <project>

2 o

o

I yes

AL 2= 71823 o 2 Y1 OpenShift Container Platform Elasticsearch
Q128 20 A FH A 4y Kibanadl A A 2 18 B.2A Log Forwarding
APIE A}8-3e] 7HAL 210 default %2 & AF8-3HE sho] afel & 743l of

Ut

e~ s a-S A st A WA Elasticsearch #4 2 ¢lel A3 of ghtt. o] FY L AFo
2 FIHAT A FE2EHY duo]ER SY2HAAN =R ® AE 4 F dFU

Z2A 2

Kibanasl 4| Q1e] 2= il g o] sk A 245h2 A4 sH A T g

nShift Container Platform =< <]l 4] Application Launcher

Ope
E2

£ Z9sx 23 & A9

ol
filo

Z

28 - Qe se 442 2 sto] Kibana 182 6l e 44 Pk,

i

g - <

rd

2} AHgAE TRAEY 208 BeH Kibanao) 21918 ) $50 2 e~ HE g
A8l oF Tt ALE A= appeleh Al el 2 S El2 414 55 @timestamp A|7F W= 2
Abg-ste] Aoy 21% Selaof gtk

] A= @timestamp A| 7F F = & A1-8-51<] app, infra, audit Q19 2] O] A&
Kibanaoll 21218 o 42 sje-& A3 o gyt
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67. KIBANAE Al8-3l S 8{2H 21

A =& Q9= Ao A Kibana A ztstE A4 sy o

6.2. KIBANAd A S 8|2 21 H7]

Kibana §§ &4 Z82H 225 FUth o] £49 ¥4 & o] d KibanaolA] Ho|EHE B3 A
Ztkstet= W YUk A Al U €2 Kibana A A4 & Fx3H4] Al L.

A 27 A

[}

OpenShift Logging 2 Elasticsearch7} A2 x| 5 o] o]} g},
[}

Kibana 19} 2 s &l o] gojo} ghuth.
[}

Kibanadl| A <13z} 2 ZhAL 2l vl A5 B3 A& Ao Al cluster-admin & &o] ) cluster-
reader 9 & = &+
s

default, kube-, openshift- ZZ A E oA Pod¢} 225 & 4= rhd o] 3k ¢ld 2o o4
23 F ojof At b3 WH S AHE-Ste] AA| LSRN A A Aol A=A AT F

251t

$ oc auth can-i get pods/log -n <project>

2 o

o

I yes

n7
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https://www.elastic.co/guide/en/kibana/6.8/tutorial-sample-discover.html
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AL 2= 71 B2F o 2 X OpenShift Container Platform Elasticsearch
A2g 2o AAHXA ¢4t Kibanadl A A =28 H2H Log Forwarding
APIS AL-g3te] ZHAL 210 default =25 AHE-5h= dto]l ZElelS A oF &
Yt

Kibanaol A 225 ®ejd o5 F3FUh

enShift Container Platform £& ]| 4] Application Launcher

Ope
@

et 274 Ae g

oli
mlo

rr
P
:._l,
off
e
o,
_>|~l_,
N
ol
ol
filo
>
oo

OpenShift Container Platform £& ol 21203 o A}1-&-3}
e e ) L e

Kibana <18 ¥ o] 27} Al 2t Y o}

3.
Kibanaol ] 24 & S .
4.
AE: FF =52 vl ol A A g 19~ s d (app, audit == infra)S A9 3o
23 HolH7t Y LH I e FAE ZAEUY.
5.
B 2" 27 = B4 F stuE 48U G
6.

JSON 92 Zejato] sl FAo] U & =1 F2-2 XA gk

o 6.1. Kibanae] A= =g 21 =

{
"_index": "infra-000001",

" _type":"_doc",

" id": "YmJmYTBINDKZTRMLTIIMGQtMjE3NmFiOGUyOWM3",
"_version": 1,

_score": null,
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_source": {
"docker": {
"container_id":
"f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {

"container_name": "registry-server",

"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-al1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
]
b
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname™: "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd”,
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}

12
"@timestamp™: "2020-09-23T20:47:03.422465+00:00",

"viaq_msg_id": "YmJmYTBINDktMDMGQtMjE3NmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
12
"fields": {
"@timestamp": [
"2020-09-23T720:47:03.422Z"
1,
"pipeline_metadata.collector.received_at": [
""2020-09-23T720:47:15.007Z"
]
12

"sort": [
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]
}
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7122 o & OpenShift Container Platform 2228 272 Adoly D =g 23S
ClusterLogging A}-&# A o] g]420]] AoldA 7] Y} Elasticsearch 21 A Z 4= Byt 28}
H 2B A & AFHA 7] w0 ZA 22 & R AF4AE WY R gy o] 7[&# Ao 87
A& F=3t= 73§ Cluster Log ForwarderE +4 & 2 871 gls5 4.

o2 21 F A7 22 vl OpenShift Container Platform Cluster Log ForwarderZ A&
FUh o] APIZ A185td AHolY, Azt 2 AL 225 FHAH YR T 9P 54 A=IAE
o w5 AUt B O §39) 208 TFd A2do] Bl § goue 7} §o Tt ALS
A7t A2 JFUTH B3k A 0] H Qo upet 25 A B = A== TLS(Transport
Layer Security) A1 912 43513 =5 J5Uh

Fx

WA 2 28 7] B U} Elasticsearch 27 A A4 =2 BUla]d =71 A& 40 7ZHAF =21
Ao 449 g2 Cluster Log ForwarderE A}&-3t}.

7T1. B A A 2EHlo 2 23 AG AR

e 2H 28 979 Ex} A 2"l o 2 Adsl#H OpenShift Container Platform 222 U
W onol EY ZHo T ZIE A4 3}7] 98 ClusterLogForwarder A1-821 A o] ] & 2(CR)dl XA =
93 o]zl olo] 23S Abgalor Gt ¢/ S A8t 53 =2 A ES AHH o EA ol =
a8 EFoz A9 £ JdHFU.

Zge A 8A7L Gel g 2 dolE el Y4 B 228 nd AUt 2L 08 73

o

elasticsearch. 2] ¥ Elasticsearch ¢1 28l ~9]1]t}. elasticsearch =2 & TLS 94 -&
A 5 Ayt

fluentdForward. FluentdE X Q3= 93 =21 JA £Z 4 YUt} o] &4 2 Fluentd
AG 22 EZ 3 ALY} fluentForward 2 & TCP == TLS 942 A& = oy
A A=) shared_key Z =& A F3sl 3 7] 52 ALY T/ 7] 152 TLSE
E3AY x35HA] &1 AR F A H5U

syslog. syslog RFC3164 === RFC5424 =2 EZ2 A Y3t= B 21 JA &£74
¢lUr}. syslog 82 UDP, TCP == TLS 942 A28 5 J&U
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cloudwatch. AWS(Amazon Web Services)o| 4] 22"t RUHA L 27 2 &g
Z] A ¥]2<1 Amazon CloudWatch{j Y t}.

loki. #3902 84 7158 27184 oF HYE 27 A4 A28l Lokigd.

default. U] = OpenShift Container Platform Elasticsearch Q1 ~8H 2= . 7| &
g8 7Y 28+ YUY default 28-S 4 5t= 7% default =2 o] Red Hat
OpenShift Logging Operator£©. 2 ookl g 9 F WA A] 7} vebdy o

=2 URL A Al o] TLS(HTTPS, TLS === UDPS)7} B 231 79 TLS A 8| = 21 350] &4 3}
AUt =3 Zeo|AE 52 F433le ™ 22 ) openshift-logging 24 E 9] A28 o]
ol AR o oF Utk A A& BAHE 7 AFAE 712]7] % tis.crt, tis.key 2 ca-
bundle.crt 7] 7} ¢l o] o} g t}.

o] mapole @ =1 fPolA st ool £ B A5 Y 22 10E 29y

UG 22 F8L e 5 shtduh

filo
oX

application. 212} ZH o] o Z2]A o1 AS A 2] 5oL S ZH A A3 A AHE:
2t o ZE| Aol Aol ol A=A AE el =ady

infrastructure. openshift*, kube* ==+ default = Z 2 Eo]| A A3 &= Pode] #AH]o]
Y239 x5 9 A 2" 72 A 2 a4

audit. .= = 7HA} A] 2" auditd, Kubernetes APl A 1], OpenShift APl A18] 2 OVN
vIE oA A4 E A 22y

vjo] g}l o A] key:value %3-S AF-8-3t] ofxupe= 2 W AR o] Yol &S F71E F 2
FULL oS Eo] g2 dolg AHE A2 = vA A 9] Po] 8-S FreAY F3EE 20
ol &S AT F dFUT LEAEJ F7Hd ol Ex 2 WA A ¢} 3 A2 g

o
e

1
[

P ZrAES AP A EA A 2 o]zl o w AEP .
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74 915 BAL 27 A 2R o

vto] = #1219 4] outputRef vj 7| W 5 AL8-5te] 225 AD3st= 91X 9 inputRef vl /M 55 AHS-
sl Agshes 22 F3 S AP

fu)
o
o
J (
l-fO
d
v
v

ClusterLogForwarder CR 2 B A E 7} )= 719 default 3 o] 9+ Fo]xzglelo] glow
27} 7] 2 Elasticsearch Q126122 AG 5% &),

7124 o 2 OpenShift Container Platform S 228 272 Aoy D el =zgt 23S
ClusterLogging A1-& 2} A 2] g 420 A2l¥ 7] Y1 Elasticsearch 21 A F 42 By
o 28y B 2B A E AlFskA] 7] diifel A 228 R AFARE Ry A g5y
ol 71& 7ol &7 A@& F538h= 7% Log Forwarding APIS 774 514 mh4] Al 2.

23 FF el g FolZEHl S HostA] oW FoHA e FF o 2avt AAg
o] 2 So] application 2 audit 53 o] )& 5}o] 2}el - x4 5} 3L infrastructure 53 o] o &
sto] g}l S X A 3HA] ko W infrastructure = 27} A g t}.

ClusterLogForwarder A1-82} & o] 8] &£ 2(CR)IA] 2] §3 o 8L A1 gdlo] & =2
EZS A= Ao 222 v S AH5UT

7 9 Az, A= AR, EE 97
E 37t 7S AEE FARFE Aol 9

e
)

oy -

o ZA TH 7o) AN Pl LT 5 9
|

T I

0 oAl A 235 QHAF 9|1 Elasticsearch Q126 22, Q123 2 75 bdslA] 2 o1
Elasticsearch Q1 ~EH 22 o Z g Alo]A 215 Kafka H27] 2, o] =g Alo] A =1E my-apps-logs
Z 2 A E oA Y} Elasticsearch ¢12H 22 Aggh}.

AE 22 AS 29 2 so] =gl

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ
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namespace: openshift-logging g
spec:
outputs:
- hame: elasticsearch-secure 6
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- hame: elasticsearch-insecure ﬂ
type: "elasticsearch”
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 6
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json 6
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- hame: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south”
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ClusterLogForwarder CR<] 1] ¢l 23] o] 2= openshift-logging o] o] of gt}

Bl A ZRA 3} 1<k URLE A183te] Bl Elasticsearch 22 A 3.

[ ]
292 A9stE ol gAY
[ ]
=9 39 elasticsearch
[ ]
HAFALS £3slo] f 88 2 URLS Elasticsearch Q1€ 22 et URL 2 ¥ &
AUt
[ ]

TLS 5212 93] A4 233t A 2R YY) openshift-logging = 2 4 E o o]
AlABLo] Qlojof gyt

QLA 314 ¢ Elasticsearch =2 o] o 3+ £ A4:

[ ]
=82 AYgste= ol5Ydg
[ ]
=% §3: elasticsearch.
[ ]
HAFALS 38l f a8 2 URLS Elasticsearch ¢l 262 2] b4 38}#] ¢k URL
9 ¥yeJU

1t URLS 53 Zo]dE AZ TLS §41S ALg-8H= Kafka =8 74
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e
i)
o
oBL

: kafka.

HAFAIS X 3ste] Kafka 2719 URL 2 X EE {83 dd] URLE A F ).
my-project vl g 23| o] 20| A o ZE] A o] 21 E HEH37] Y 48 YU

AL 215 A S 9] B Elasticsearch Q12H 22 A F317] 93 do] = 22l 7A4:

inputRefs= =1 §3& o] 1 o] oA = audity Y}

outputRefs= A& =3 9] o] & Yt}.o] o o) A elasticsearch-secure= ¥ ¢t
Elasticsearch Q12622 A g3} default Wl Elasticsearch Q1 =6 22 Ad3h}.

He) Abg: Z0) F74 Aol 2y th

©

Ael A} g 123tE AeoA] JSON R AER 72239 JSON 22 2L AGsx] o=
AAFULH 22 § 2o 53 23189 JSONo| 35| o]of ). 22 ¢k o™ OpenShift
Logging©] structured 2 = 7| 7] 3} 22 T4l 7] 919 221 app-00000x & =1 FE2 R i},

Ae Apak AL, 220] F718 st olae] @lo] Ut "rue"s} 2e A8 % Hg ol
ozl

my-project = 2 4] E o] 4] U] XL Elasticsearch Q1 =€l 22 235 A$3}7] 93 go]Z gl ¢
ddyh
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inputRefs:= 54 1221 my-app-logs 1t}

outputRefs:= defaulty o}

Ao b BAG. 270 F748 sht o] g9 dol 2 duith,

12

sto]3etel o] & glo] Kafka B 27 o] 228 A et sholzabel 74:

inputRefs+= o] <] ] applicationol] A = §3 4}

outputRefs= A8 & &2 9] o]

pafil

guh
A b BAG, 270 F748 stk o] g dol 2tk

AR 2 HAAZE AHEE 5 fl= 7 -F Fluentd =1 # 2

AR 2R JAZNNEAEE FRlen a5 4] + 7% Fluentd= 71 & 225 3 ste] 4
o AZFUG. 22 JAZIE AHEE F AA = 235 st 2 Aol AJig U
v 3 7} A 3] QYA A Fluentd= 22 8-S AU k. OpenShift Container Platform& =15
3] A Al A 2HA| U o). Fluentd Hl &2 Ml E == podeol] W3 2718 XA A Y PVC(F+ 2§ S Y)E
F71g + sy ok

AuHAQ F2 F32 A7 AFHUT L4 28 I 898 74 2=9 A EA435HE 5
7t S5 712 AL¥UT. RE V2 7= A9 AU 34 71 & 245t Aot Bt 7S 24

iU T. 7l R AR, MU= AR, R E Q7] B A ZF5A] A3 o] o didel 22T 5 3l

EF7 RS ARSI A RS A o] Yd&Uth Open Shift Logging e A3 Ko xgo] BA3

£ AdskA FHU -

TLS(Transport Layer Security)
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TLS URL A}-&('http: // "or'ssl://...") HetS A}REHA] om 7| B TLS An] = QA52 A4S
FAFUG AZRS ¥ fL F7FTLS 7152 g5 A9 A 2 =5 A5t &4 3.
[}
TLS.crt: (FAQ) SEHCIAE QIIFAE xT35t= Y ol FUUT 335 A5S 84 3
3t} tis.key 71 2 2 3t}
[}
TLS.key: (ZAE) SgtolAE AFA 9 Z=FE slAIst= 712 717 234 3 o] 59
U} tis.crt 7} 2 2 3}
[}
A5 (EAYE)A=ZGH TLS 7191 712 t= 9 51+ Passphrase¢} U t}. tis.key 71 Z &
do
[}

ca-bundle.crt: A1¥] 21=2 9)3)] 227 CAQ] T o] =.

AR ol E L B

FE:(EAY) AT AT AR 0lE 28
SASL(Simple Authentication Security Layer)

SASL.enable (boolean) Explicitly enable == disable SASL. =24 7 ¢ t} £ sasl.
717t A3 54 SASLo| A5 05 & sg.

SASL.mechanisms: 3] 8 5= SASL WA Y F ol & 55. 7&SH ALY vlo] = 2%
A| 2" 7] 83ko] ALg-H Ut

SASL.allow-insecure: (boolean) vt €l 2~ E <9t5 = W= YA YZEE 5] &3
7123k falsed Y o}

711, B3 AA

EERR

filo
>
o
9
2
-

ol

A g 7] sdo] 23 g RS AALE F AsUT-
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$ oc create secret generic -n openshift-logging <my-secret> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

3

Ao AHE 99 Avk B BEY WS ALGHE Ro] FHUTH

7.2. OPENSHIFT LOGGING 5.19| 4] X9 == 21 dlo|H &9 F9

Red Hat OpenShift Logging 512 2 HiolgE A 22 FR7I2E ASsd=d
229 43 R E2ESL ATTUL

Red Hat2 0} & o] ZAH 7 23S

HZEgUo 28y o]t Z2EF S 7
Ho A 21 £77|2 21 HolHE a5

A5 % gdojol AU

g o TRER H A Ed] AFE

3l

p a4

)
o
e

dogo a7 AG

e 2

elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0
2

o] Aol = syslog &2 o] RFC-31647+ x| A3l 51t} A syslog &3l =

of o e A gle] F7HAAF T

7.3. OPENSHIFT LOGGING 5.20| A X == 21 dlo|H &9 F9

RFC-5424
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Red Hat OpenShift Logging 5.2 Z 2 HloJHE gA 22 3712 d$sed 2o e
2 FY L Z2EZ S AT

rlr
o
e
R

r (

Red Hate 018 %ol ¥A18 7 232 Hl2=3 . 28y ol @ 228 +15
WY U =2 50712 22 HoHE 35T § AojoF I

=9 g% ZRER B A Ed] AL
Amazon CloudWatch HTTPSZ %3 REST Amazon CloudWatche] & A ] &
elasticsearch elasticsearch Elasticsearch 6.8.1
Elasticsearch 6.8.4
Elasticsearch 7.12.2
fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
Loki HTTP 2 HTTPSE %38 REST OCP and Grafana labsol] v £ =
Loki 2.3.0
kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.4. OPENSHIFT LOGGING 5.39 4] A== =1 dlo|y &9 {3

Red Hat OpenShift Logging 5.3 =1 glo|H & Ul =22 7|2 AEsH7] g8l g3 2L =
HRI L Z2EZS AT

Red Hate thg Xol BAE 72t 232 el 2EFUth 22y ol @ TR eSS $35s U
WM Y 23 572 23 o EE A5 5 glojof gt
= o3 ZEEF H 2 E o] AL
Amazon CloudWatch HTTPSZ %3 REST Amazon CloudWatch¢] & A v
elasticsearch elasticsearch Elasticsearch 7.10.1
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7R QB ER A A 2bog 21 4G

=g % Z2EF B 2 E ] A}

fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1

Loki HTTP 2 HTTPSE % ¢ REST OCPe| w224 2.2.1

kafka kafka 0.1 kafka 2.7.0

syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.5. OPENSHIFT LOGGING 5.4°| 4] X == 21 dlo|H &9 F9

Red Hat OpenShift Logging 5.4= 22 Ho|HE W4 22 7|2 AFsH7] &l vba#d 22 &
g /43R Z2EZS ATHUD.

Red Hate 018 %ol ¥A18 7 232 H2E3 g, 2dy olea e 2 S0 A9
W9l U 21 50712 2 golelE A5 5 lojof Fhth

=g % TREZ B 2~ E o) AL&
Amazon CloudWatch HTTPSZ %3 REST Amazon CloudWatche] & A ] &
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.5

logstash 7.10.1
Loki HTTP 2 HTTPSE % ¢ REST OCPe| w224 2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.6. OPENSHIFT LOGGING 5.59 4] A== =1 dlo|lf &9 {3

Red Hat OpenShift Logging 5.5= =1 Ho|H & 4 =21 T3 7|2 AFs7] A&l b3 22 =
JFI L Z2EZS ATIYUL

Red Hate o} & o] IAE Z 2F S H2EFU 28y ol 22 &EZF S 8= F

jz

ks
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HA G 2253712 2 Hly

i

A% 5 glolof gtk

=g % Z2EF B 2 E o] A}
Amazon CloudWatch HTTPSZ %3 REST Amazon CloudWatche] & A ] &
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1
Loki HTTP 2 HTTPSE % ¢ REST OCPej wj22¢ 25.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.7. OPENSHIFT LOGGING 5.691 4] A== =1 dlo|f &9 {3

Red Hat OpenShift Logging 5.6 =1 Ho|H & /4 21 37|12 AFs7] A&l b3 22 =
HHILZ2EZS ATHUL

Red Hat& o} & o] TAH 7z 3L g 2ESh]t) 28} olg3 T2 EZL8 +H 3= AH 93
MY g 22 5712 23 HeHE A5 T & glojof itk
=9 % TREF H A EJ AFR
Amazon CloudWatch HTTPSZ %3 REST Amazon CloudWatch €] & A vz
elasticsearch elasticsearch Elasticsearch 6.8.23
Elasticsearch 7.10.1
Elasticsearch 8.6.1
fluentdForward fluentd forward v1 fluentd 1.14.6
logstash 7.10.1
Loki HTTP % HTTPSS %3 REST OCPo] v =¥ 25.0
kafka kafka 0.1 kafka 2.7.0

168



73 . B AL 2P A 2"dog 20 AG

e
i)
2
o

Z2ES H| ZE o] A&

syslog RFC-3164, RFC-5424 rsyslog-8.39.0

Fluentd= Elasticsearch 82 5.6.2% X135} #] &%t} vector= 5.7.0 o] A 9
fluentd/logstash/ECDHEE A9 5}1#] ¢kt

7.8. 9] % ELASTICSEARCH Iz€¥l 22 21 A

Ael A o 2 Y B OpenShift Container Platform Elasticsearch 2128 »of 713171 g A 9|1
Elasticsearch Q128 2o 2 15 A2 4 &Yt} OpenShift Container Platformol 4] =1 dlo]H
& FABES o 23 JA7ZIE A oF .

2] 4 Elasticsearch Q1 =€ 2o gt 21 AGS AW |G A2 20 gt 283 &8 A
835} o]zl o] )= ClusterLogForwarder A-8-2} A o] 2] 422 (CR)E A A3l oF ). o]
Elasticsearch =3 -& HTTP(¥] B ¢l) == HTTPS(® ¢t HTTP) 92 & A& 4 A5t

9]} @ Y B Elasticsearch Q12612 R 5o 232 A2aad 93 A2 20 U3 3 9 vlo] X
Z}¢l 7} default 8 2 A125le] YR Q2HAZ 238 AG3stE o] 212l AA g ). default =
g2 AT A Q7 YUt default 282 A 5t= 79 default =2 o] Red Hat OpenShift
Logging Operator& ¢ = dokx] v 2 ¢ 7 WA X 7} et}

Fx

U] i+ OpenShift Container Platform Elasticsearch Q1 28 *ojqt 21
739 ClusterLogForwarder CRS A A& I @71 Ql5U .

i
2
g
Q'L
i)
fr

A 27 A

[ ]
ANAH 22 EFZ T
.

e

Y42 gt 27 HolEE FASES A 27 Aul 7t Yojo}

ClusterLogForwarder CR @ HA E & A o] 5t= YAML 3 d & A stAY AFF o
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- hame: elasticsearch-insecure 6
type: "elasticsearch” ﬂ
url: http://elasticsearch.insecure.com:9200 6
- hame: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200 G
secret:
name: es-secret ﬂ
pipelines:
- hame: application-logs 9
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure @

- default m

parse: json @
labels:
myLabel: "myValue™ @
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR9] o] &2 instances of g},

ClusterLogForwarder CR2] J] ¢ 23 o] == openshift-logging o] o] o} g t}.

o o

elasticsearch 32 XA J .
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Mt A7 2] 3¢ secretS A4 3o 2153k hitps = http URLS A4 & 5= 9l
Yt

o)y

https HFA19] -9 TLS 549 A= E] Q3 Bt o] & AAF YT A=
212 openshift-logging = 2 4 E o] glojo} 3}H] 3] F3l= 2t AFA & 7l 7=
tis.crt,tis.key 2 ca-bundle.crt 7] 7} 9lo]oF Ut} 12| x| ¢k o™ hitp 2 https HFAH2]
A4 AHgA ol 83 5/t TRE AL AR T 5 Ytk AH T U S ThE ol
A1g A} o2 g5/t XFqH AR AR

A9 ALg): mho] Za)el 9] o] F& XA F ).

vlo] el & Alg-5la] A2e 21 73 (application, infrastructure, =+ audit)2-
AU

ol spolzakelow g Agd u AL 29 of

o
all
filo
X
o
o
L
iu}

A A3} 2 12 Y| Elasticsearch Q12822 Ryjad 7|12 2928 (AP

el ALg): %31 Hoo]x JSON o BAER %319 JSON 21 =23 Agd
A & RE AQFUH 232 FZo)| FEE T23HE JSONo| g = ojof Ptk 28R &
© i OpenShift Logginge] structured 2 = £ A 7|3} A 7] & 219 22l app-
00000x = =1 322 Wit}

A AL EALD. 2700) 3718 st ol 9] Aol 2l h

Ad A AR E §A0 G 9 22 YA/ 228 AQEs gF 29
T4,

o
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sho]sebel & Ao of

all
o
L
v

inputRefs+= pipeline: application, infrastructure === auditE A}&-3slo] A2
& 23 fIPuUch

outputRefs= A1 88 =8 9] o] &Yt}

A g #AG. 26 74 st o] el gl 2tk

CReBAEZ YT}
I $ oc create -f <file-name>.yaml
ol Al: AHgAL o) R 5t EFE w4

AHER} o] 53 457 23E A AR S AHE-Sle] €] B Elasticsearch Q126 2]
& F JdHFU.

e
kT
2
e
)
o
r2

dE %01 E}A}ﬂ Elasticsearch ¢1 ~€8 A~ E &5 35}17] w &9 A5 TLS(mTLS) 712 A8 5+ 9
739 HTTP == HTTPSE AF8-513L AH8-2} o] 3 457 XA A1 A0S AAE 7 dsU o

e

o3 o 9} -A13F Secret YAML 118 A A g o). username 2 password 2 = 9] base64
239 HE S AP 71 A 2 2 secret -3 -2 opaque Ut}

apiVersion: v1

kind: Secret

metadata:
name: openshift-test-secret

data:
username: dGVzdHVzZXJuYW1ICg==
password: dGVzdHBhc3N3b3JkCg==

Nz e A/,

I $ oc create secret -n openshift-logging openshift-test-secret.yaml
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ClusterLogForwarder CRo| A4 A| 38 o] 52 A A F].

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

Fx

url =] kol Al A FAFE hitp E https7h 2 4 Azt

Lo
CR e HAEE YA}
I $ oc create -f <file-name>.yaml

7.9. FLUENTD A3 T2 EF 3 Al83to] 21 AY

o

Fluentd A9 =2 €E= 2 A} 83} 7] & Elasticsearch =1 A &4 4l == 7] & Elasticsearch =
I AFAE O] ZREZS ST A AN 22 FAVIE 22 AR S B sy
OpenShift Container Platformol 4] 2 15 FAS =5 93 20 JA71& +A3380oF .

T A WL ALl A T2 EZ S AL FY 208 AGT
o] ¥ e OpenShift Container Platformol 4] ©] o] A} A& 5 %] ¢k o
A ADYh.

I

= —

A 27 A
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AAED T2 EF ¢
Y.

s

P42 AHgste] 27 HolHE FASES FAHE 27 A7t 2o}

ClusterLogForwarder CR 2 HA E & A o] 5t= YAML 3 d & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tIs://fluentdserver.security.example.com:24224' 6

secret: G

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 6

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default @

parse: json m
labels:
clusterld: "C1234" @
name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

2]

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging o] o] o} g t}.
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01
)
L
all
tllo
X
o
o
L
v

fluentdForward 53 2 A4 .

235 Ad URLE 9% Fluentd <1261 2] URL 2 ¥ EE XA} tep(¥] B.¢H
T tls(B2 TCP) Z2 EZ5 AHE S = A5UHh CIDR 74 & AH8-3l= S8 2 A A
ZEA7EA5tE A5 S92 IP F471 obd A o] § = FQDNo]of of g}

tls JFAIE AH&-sh= ¢ TLS $41E 98] E- oA &+3t= A 3™ o] 52 AR
ofF g}, A] =82 openshift-logging Z 2 A E o] glo]o} 31 ] F3t= ZF AFAE 7}
#] 7] = tls.critls.key 2 ca-bundle.crt 717} 9lojoF . 22 X ¢k o™ hitp 2L https 3
FAL) A9 AbgAL o8 @ Bt TPE Bk AT+ AFUh AT W ES he
"o : AFEA} o] 57 ¢S £ A=A AR

Ael A}g): who] L2l o] o] 25 XA gt}

ylo] el & Alg-5le] A2e 21 73 (application, infrastructure, =+ audit)2-

A gy

i~

ol spolzateloz g Agd u AL 29 of

0]
all
tilo
X
o
o
L
v

Ag) AL 2 12 Y| Elasticsearch ¢128 22 Ag3a A default =8 <S A3

Ut

el ALe)E: rx3tE B oA JSON e BAER 223519 JSON 21 =228 Ags
A & BE AQ P 23 FZo]| FEG T231E JSONo| g = ojof Pt 28R &
© i OpenShift Logging©] structured 2 =& A 7|3} oA 7] & 219 22l app-
00000x = =1 3+=2 Wit}
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®

Au Al AL E 420 G R 22 QA2 208 AR gF &9

tilo

[ ]
inputRefs+= pipeline: application, infrastructure === auditE A}&-3slo] A2
& 23 fIPUh
[ ]
outputRefs= A1 88 =8 9] o] 2t}
[ ]

SERS TR S R S N EE RE RIS

CR o HAEES AT
I $ oc create -f <file-name>.yaml

7.9.1. Logstash7} fluentdoll A dlo]E & 37 & 4 I =5 nanosecond precision A}-&

fluentdol| 4] =1 do|HE 43 5l2] A Logstash -4 714 o) 4] nanosecond precisiong &4 ]3]
of gyt

Az}
Logstash 213 119 o) 4] nanosecond_ precision & true = A3 3t}

Logstash 74 5} o

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }
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7.10. SYSLOG T2 EZ L A} 83le] 21 A

syslog RFC3164 === RFC5424 X 2 &£ & Al8-35}a] 7] & Elasticsearch =1 A 74 g4l === 7]
£ Elasticsearch 21 A Z 4] T3l sl 3 Z2EFS F6 25 7AH 95 21 A 7| 21 A
22 w5 &Yt} OpenShift Container Platformol| /] 2 15 4415l = syslog A v] ¢} 7242 9|1
23 #3715 FAsoF gt

syslog Z2 £EE3 AHg-ste] 2 @S A3 d 3lF &3S AHS-5t+= syslog A u] 2 sjo] =z}
Qo] o 3t & o] 3} o] 4 2= ClusterLogForwarder A}-£-2} & o] 2] A2 (CR)E A A 3o 3}
syslog 232 UDP, TCP == TLS 94 & A28 4 A&t

Y
kd

TE 74 WS A2 5to] syslog RFC3164 =2 £ 28 A3l 2332 A2 5 9
Ut} 28 o] ¥HE-2 OpenShift Container Platformoll 4] T o] 4} A1-8-5 %] ¢k o
T da 2o A A AFY.

o oy

13

0,

A 27 A

[}
AQE T2 E A ol e FASES 7AE 27 A7t oo}

o

(i
HH
rr
ot
)]
filo
>
op
o
2
f
O

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog:
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
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® O

url: 'tls://rsyslogserver.east.example.com:514' G
secret:
name: syslog-secret
- hame: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msglID: mymsg
prociD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east G
inputRefs: Q
- audit
- application
outputRefs: @
- rsyslog-east
- default
parse: json @
labels:
secure: "true"
syslog: "east"
name: syslog-west @
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR9] o] &2 instances of g ).

i
)
o
all
o
X
oX,
o
v
i)

syslog #d 2 XA FU .
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2]} syslog ¢12=A 2] URL 2 X EE XAt} udp(B] HeH), tep(Rl BeH ==
tis(2¢t TCP) Z2 E 25 AH8-T  F U CIDR 74 & AH8-sl= S8|2H AA =5
A7 g3t B 92 IP F471 obd A H o] F B+ FQDNoJ o] of gt}

tls JFALS *}*‘10} 7% TLS 541 & sl BH A a73t= A2 ol AR
o} ght}. A =812 openshift-logging ii’s‘]_E_Ol] o] of st 3 F o= 2zt ‘Q’JZH% 7t
] 7] = tls.critls.key 2 ca-bundle.crt 7171 ¢l o] oF g t}.

A ALg: sho] Zefel o] o] B2 A4 Fu .

sjo] g}l & Alg3le] AGs £ 73 (application, infrastructure, ==+ audit)S
A g

ol ol xefelow g A9 ul ALEY £ o] B2 AR FUTh

A A3k 2 12 Y1 Elasticsearch Q1 281 22 A G519 default =8 & XA

Ut

Ae ALg: x3lE dE oA JSON 2 HAER 7231H JSON 21 =S AL
A R E AT 2 Bl FEF 7239 JSONo| g5 ofof gtk 1A &
© 1 OpenShift Logging©] structured Z =& A 75} A 7] & 219 22l app-
00000x = =1 =2 Wy},

A A}e): 2R, 216 2718 a4t o] o] Flo] 29Ut "true"s} 2L 218 Fre
B-& gho] ofd FAE gro = QA g Y

Ad A ALHE fFo ge gy 22 PAve 208 A2aEs 0F 298
Ao,
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[ ]
sto] =tel & A st ol S AU
[ ]
inputRefs+= pipeline: application, infrastructure ==+ auditE A}&-3slo] A2
& 23 fIPUh
[ ]
outputRefs= A1 88 =8 9] o] &Yt}
[ ]

A g #AG. 26 74 st o] el gl 2tk

CR e HAEZ YA}
I $ oc create -f <file-name>.yaml
7101 WA A &) 23 A2 KW F71

AddLogSource ¥ = £ ClusterLogForwarder CR(A}-&-#} A 9] €] & 2)9) F7}514
namespace_name,pod_name, container_name £ 4 & d|F=°] message Z =9 F71g 5 A5Y

o}

spec:
outputs:
- hame: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout
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a1

o] +4-& RFC3164 ¥ RFC5424 = t}¢} 53 ).

AddLogSourcegl = syslog WA A] &9 4

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message
Contents”, "timestamp'=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSourceE A}-8-3t syslog vl A X] &8 o

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746¢c49-qxm7l,container_name=Ilog-generator,message=
{"msgcontent":"My life is my message", "timestamp':"2020-11-16 10:49:36",
"tag_key":"rec_tag", "index":76}

7.10.2. Syslog v 7/} A 4

syslog =39 di&ll 032 7A T § AdFUth AA g Ul 8-S syslog RFC3164 == RFC5424 RFC

g F=sy A 0.

7% syslog 715, %& 1084 A5 E= gl a8t

i

FEEA e 7192 5 A&

o

A WA A 2] 39 0 == kern
o

A A} FE W AR ] 91 =& user, 7| 234Ut}
o

25 +=mail Al29 8 v d
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syslogdol o]aj Y32 o5 AAH v R 2] A

ENESEE TR B E

YEQF T2 AB A|2dH9] A

6 === lpr

UUCP 35}¢] A|2="l2] 739 8 =+ uucp

AlA "] 2499 == cron

Bt AR ] 3510

FTP Hl 2] A% 11 == ftp

NTP 3}9] A]2¥le] 73912 &

syslog ZHA} 219] A9 13 &=

syslog 743 219] A9 14

2AEY dE) A4 15 e

=M A HE A FS

5= authpriv

|

= ntp

& = security

Fl

= console

solaris-cron

16 — 23 =+ local0 -

T = syslog

local7
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Optional: payloadKey: syslog Wl A| #] 9] Hlo]2 == A}E-3 g 2= D=9y}

payloadKey vl 7| i =& #4351 o} vl7ll W57} syslog= A2 =X ¢
F4th

rfc: syslogE AHg-3te] 218 A3t bl AHE- 3 RFC Y th. 71 2342 RFC5424%) U .

e
M

&

Azbw: B syslog dFZ =0 AA S syslog A zt= YUt & 1035 A5 =
A& FESHA e 719 =Y F dsHH-

o
N2ES AR 5 9182 vehl = A Al 9] 74 0 == Emergency
o
ZA2 ZA] FHajoF S JeER = vA R 2] A 1 == Alert
o
A% Fel =S vhehl = vAA 9] Z$- 2 E= Critical
o
Q7 e el = v A A ¢ 74 3 == Error
o
A3 2L Vel vA A €] 794 == Warning
o
Aol AT T2 1S Vel = wA1A 9] A == Notice
o
AR A YA A E e = v A A 2] 4-$ 6 == Informational
o

OE 2 52 WA X 2 vehl s WA A o] 97 = Debug, 7123

] 1: tag: syslog WA A ol A] Bl 22 A2 P IZE D=2 AP
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trimPrefix: 8] 2o 4] A A E A FALE A AF ).
7.10.3. =7} RFC5424 syslog vl 7] ¥ 5=

RFC5424°) = o3 v 7l ¥ 571 4 8- FH Y.

appName: APP-NAME& 21

2 A5 NSNS AWl Af A 2R
th. RFC54240] T8l 443l o Fich.
[}
msgID: MSGID:= WAl x| 82 AMsh A4 d2E 2AA4Y
sl of gtk

Yt}. RFC54249]] 3] =]

proclD: PROCID+= A}

S H2~E B

= =

7). ko] WA H W syslog M7 FRHHALL
UhE U o RFC54249) T3l A4 8l oF 3o

7.11. AMAZON CLOUDVIEW= 21 A

AWS(Amazon Web Services)ol| 4] &1
CloudMonitordl] =215 AG s

=2 =2

ZUHY 9 23 2E X A H] 22l Amazon
4 9% Yrth 71 OpenShift Logging 2] Elasticsearch =1 A 344
o F7}3t A th4l CloudMonitoro] 218 4G 3

st=

= LEET%'{?}:]’]E}

CloudMonitorol] i3t =1 A &S
AH&AE A 9] gl &2(CR)¢F &8 S

T/d3t2]4 CloudMonitore] =2 o] 9l = ClusterLogForwarder
=T =

ALgshe sl Zajel & Al sl of g

Az

A}E-3le] base64= Q159 =
AWS Q13 A1 E A4 sl= Secret YAML =}

g 5¥ o 24U

0l o ulx=

== L-l:l]’]q

apiVersion: v1
kind: Secret
metadata:

name: cw-secret

namespace: openshift-logging
data:

aws_access_key_id: QUtJQUIPUOZPRE50NOVYQU1QTEUK
aws_secret_access_key:

dOphbHJYVXRuURKVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=
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NaRe ARFUT A5 59 e gaUth

I $ oc apply -f cw-secret.yaml
YAML st & A sAY AR g o 5

EBERS
o3 payn.

ClusterLogForwarder CR ¢ BA E &
oA A2 o5 AR Tk 1% sul

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ
namespace: openshift-logging 9

spec:
outputs:
- hame: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 6
groupPrefix: <group prefix> G

region: us-east-2

secret:
name: cw-secret 6
pipelines:
- name: infra-logs Q
inputRefs:
- infrastructure

- audit
- application

outputRefs:
-cw

ClusterLogForwarder CR9] o] &2 instances of g ).

® O

e
i)
2
all
tilo
X
o
L)
L
iu)

cloudwatch #3 2 A A gt}

(5
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logType2 72t 21 @ M =12 252 AT

namespaceName2 7zt o Z 2] Alo] A Y| ¢ AFol2o Y3 21 2F S WA
Ut lzgt A A 235 98| Hx9 23 255 A4 I

namespaceUUID:= 7} o Za] Alo] A Yl 2 o] 2 UUIDI i3t | 21 25 S
AATUG. =z A X 2aE Qe Hx 20 a5 A4

6]

Ad ALg}: 21 3§ o] &9 7] & infrastructureName 3 FALE A & 4L X

Ao

7

AWS 21 dS A4 gy

©

AWS 215 ZR 7t x3d A A89 o] & A F U

A&l A}g): who] L2l o] o] 25 XA gt}

© 8

ol ol zakeloz g Agd u AL 29 of

O]
all
o
)
o
d
L
fiu)

CRo¥AEZS AP I
I $ oc create -f <file-name>.yaml
o] A : Amazon CloudMonitor<} §H7] ClusterLogForwarder A&

o] 7] 9] ClusterLogForwarder A}-&%2} A o] 2] 2~2(CR)<¢] < ¢} Amazon CloudMonitorz &3 ¥+
I do]g 7t A
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myclusterz}+= OpenShift Container Platform 28| 2H & 433513 Jox 71T g. g3 9d 2
U3 aws 33 S 74 3= o AT Z 2 2H 9] infrastructureName S vHstgh o},

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

o] dj Aol tf 3 =1 HlolE Z A A2 app ol U] ¢ 23] o] 20| A busybox PodZ 23 gt}
busybox ¥ == 3%t} stdoutol v A %] & %)

$ oc run busybox --image=busybox -- sh -c 'while true; do echo "My life is my message";
sleep 3; done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox Pod7} A a = = ¢} vl =5 o] 29 UUIDE 3] 5 dFH

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder A8} A 2] 2] 4 2(CR)9l 4] infrastructure, audit, application =1 3 &
all-logs sto] Zejelo] g g2l o2 74 Fch E& o] o] Zekel S cw Z o] A4 3}o] us-east-2
@] A 2] CloudMonitor Q128122 2 32 A},

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
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- application
outputRefs:
-cw

|

CloudMonitore] z} gl A o= A 71A] 39 B A EJ} 35 o] &Yt}

2338

ClusterLogForwarding CR2] groupBy: logType 2 A}l-235}+= 73-%- inputRefs 2] A 714 =21 #3
£ Amazon Cloudwatchol] 3719 21 252 AA T Y.

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

Zt 20 aFdE 22 2EYo] 35 o] Y&}

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application |
jq -logStreams|[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

.logStreams][].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log™

$ aws --output json logs describe-log-streams --log-group-name mycluster-
7977k.infrastructure | jq .logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
69f9fd9b58-zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢c905bf5ac5ca211b7cbb5c3d7b.log"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
79777417¢c5-Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.10g"

| $ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
| "ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
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79777417¢c5-Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252dad4a6472c9fff48623baee761911a9ef.log"

Zt 2 2EYAE 21 oWl E} X35 o] Y& Ut busybox PodoA] 22 o|MIEE B W
application 21 2 FdA 2 2EH S AF Y.

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events'": [
{

"timestamp": 1629422704178,

"message'": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6ad4facf09cal95ad76\"}
,\"kubernetes\":
{\"container_name\":\"busybox\",\"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"co
ntainer_image\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/
busybox@sha256:0f354ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524c8b60\
"\"pod_id\":\"870be234-90a3-4258-b73f-4f4d6e2777c7\",\"host\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e
1e1a-b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\",\"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-
write\" \"viaq_msg_id\":\"NWRjZmUyMWQtZjgzNCOOMjI4LTk3MjMt{NTk3NmY3ZjU4NDk1\",\"log
_type\":\"application\",\"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime™: 1629422744016

b

dA: 21 2F ol 5ol HFAFAFEA A 9

211 & ol g9l = 71 infrastructureName 3 A2l mycluster-7977kE demo-group-prefix <}
2 A9 EALE R ubE F JdFU o] WA S 3P 512 ClusterLogForwarding CRej A
groupPrefix 2 =& o] Eg ).

cloudwatch:

groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix k-2 7] 2 infrastructureName 3§ FA1S i A @ o}
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$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure"

A A : | Z2 A o)A v &3 ol & o] F FHoll 22 IF °lF olF AR

28 2H 9 Z} o Za A o] A Ul 2F o] 20 ta] o =] Alo] A YlY2H o)X o] S L 7|uto 2 &=
23 35F& CloudWatchol A A4 3 5 JF1

A=A ol 8 vl = o] = @ BAES AA|5HAL o] 5ol 22 A =55 A4 35Hd CloudMonitors= |
A FA 2 IFL AE AL T

Az g ol ol i A%A 2 fERACIA 2]z QuAEE Lot g o A
MR ge B ASFU B A% 20 2§ A2 TR0 shs 49 thA kS "o e A o]
¥ Q) 2sol 2 UUIDS) et 22 25 A" AHS 3ok Al 9.

o Z] Al o] A Y 2Fo] 29] o] & 7|HEO Z o] Fo] Ql | ZE| Aol 21 21 FS AAstEH
ClusterLogForwarder CRol| 4] groupBy Z = 9] 712 namespaceName2 2 A& g},

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupBy= namespaceName 2. 2 A A 31H o Z g Alo]A 21 aF o7 &L v Pyt audit 2
infrastructure =1 189 = F3FL v X x| &)

Amazon Cloudwatcholl A z} 21 1§ o] & ol vlY 2ol 2 o] o] ZA P UL & o =] A o]
A dld 2Ho] 22l "app"o] Ao 2 3 =7 A=mycluster-7977k.application tj X1 A
mycluster-7977k.app &1 1F°] A F Y}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure"

SEPEETENPREER ESE R DES RESE SRR RN PRIt RS PYESS R
2 Qe o] 22 g AR

groupBy Z =t o Z & A o] 22 aF ol v I FS vl FH Y} audit 2 infrastructure 21 2170 &=
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FEFS UAA EFUS
A A: = Aol A UP2Ho] 2~ UUID F 22 28 o] AA

S 2E 9 7zt A E2 Aol vl P2 o] 2ol dall A Z2]A ol vl YL o] = UUIDE 71wke = 5=

23 3% % CloudWatchol A A4 & 5 JF1th

qZgAlo] A YUY AHol|X QHAEEZE A4 513 A 2 BAEE MASHA CloudMonitord| 4] Al 1
IS AAAYYUY.

FAE ol 5L 7H A% A S Al A 2o 2= AANE N E T2 Aoz F5h= B o
AelA AR shs 2 B A A L. 2R efow ko] "o Tl Al o Ea] A o] A vl ¢l 2 o] =
olgol U@ 21 1F ol 5 AF" AA.

o = A o)A vY2H ol UUID Fo] 21 2F 2] o] &2 XA 32 ClusterLogForwarder CRoj)
4] groupBy & = 9] 718 namespaceUUID= A4 3.

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatchol| A z} 21 25 o] & £l Y23 o] 2 UUID7F ZAF U 9 of Z2]A|
o] A Y] YJ 2H o] 22l "app"o] Ao v 0} &A= mycluster-7977k.application Xl A =&
mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf = 1 17 o] XA g}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b915-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure"

groupBy Z == o ZE| Aol 21 a2 F AT 4FS v P Y} audit 2 infrastructure 21 1 F o=
FFS "AA U

712. LOKIZ 21 AG

Ul i 7] & OpenShift Container Platform Elasticsearch 2128 2 O] 4l 9] 1 Loki 27 A|~dlo=
zag A2 5 dFUch

Lokiol tl@ =7 A2 74 521w Lokiol )@ 223 282 AHgah sho] Zekele] gl
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ClusterLogForwarder A}-8-2} A 9] 2] 4 2(CR)E A A3 oF gt} Lokio] 82 HTTP(M BeH) ==
HTTPS(2.< HTTP) 92 & AL & 4 A& th

A 27 A

)
CRe] url 2 == XA 3l+= URL A Loki 27 A|2=851S A3 sof Fut}.

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging 9
spec:
outputs:
- name: loki-insecure 6
type: "loki" ﬂ
url: http://loki.insecure.com:3100 9
- name: loki-secure
type: "loki"
url: https://loki.secure.com:3100 G
secret:
name: loki-secret ﬂ
pipelines:
- hame: application-logs G
inputRefs:
- application
- audit
outputRefs:
- loki-secure
loki:
tenantKey: kubernetes.namespace_name m
labelKeys: kubernetes.labels.foo

ClusterLogForwarder CR9] o] &2 instances of g ).

2]

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging o] ] o} g t}.
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L4

£8-2 "loki"Z A F gt

0

Loki A|=€1e] URL ¥ X EE f 53 dd] URLZ XA ). hitp(¥] 2.9 ==
https(32.9t HTTP) L2 £ 22 AL8-# 5 Y% th CIDR 742 AHg-5he 228 A4
ZZA 7t $45H8 39 282 IP FA7} obd Aul o] F E= FQDNe]ofof gk,

Hel dAe] 79 secret2 A A 3l 1% 3= hitps == http URLS AT 5 AH
Yt

https H 7419l 29 TLS 549 A= Eo] Q3 Bt o] & AA YT A=
212 openshift-logging = 2 4 E o] glojo} 3}H] 3] F3l= 2t AFA & 7l 7=
tis.crt,tis.key 2 ca-bundle.crt 7] 7} 9lo]oF Ut} 12| %] ¢k o™ hitp 2 https HFAL2]
A4 AR ol gH 5/t TFE ARG AR T 5 AFUTh AT N EL b "ol
A1g A} olE23 457t 2qH AR AA".

A9 ALg): mho] Za)el 9] o] F& XA P .

e o

ol polzakeloz g Agd u AL 29 of

o
all
filo
X
o
zd
L
iu}

A& ALa): Loki¢e] TenantlD ¥ = 78 A A meta-data 7] 2 == (A G} o =
£ o] tenantKey: kubernetes.namespace_name2 A A s}l Kubernetes u] ¢ 23] o] 2= 9]
o]F°] Loki®] U E ID o2 AL AU ARZ T F J= e 22 YI= J=8 vy
A Os "FrtEAL" Ade "2 Y JE" PIE FXSHA L.

A ALg): 7182 Loki gl o] &8 vl 2 ¥ meta-data 2 = 7] E52 4 . Loki
#ol & o] 2& A 74 [a-zA-Z_:][a-zA-Z0-9_:]*9} A A sl oF g} vl el dlo|g 7] 9] AR
Yl F2= go] B o] 2S I A5 98l = Al F Utk o 2 S o] kubernetes.labels.foo
v €} gl o] ¥ 7]+ Loki d o] & kubernetes_labels_foo7} g1 t}. labelKeys= A A 31 1] ¢
o 7] 2718 [log_type, kubernetes.namespace_name, kubernetes.pod_name,
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kubernetes_host] 91 t}. Loki= 3] & 5= do]| 2o A7) 9 2 AT Po|E A E
2 ZHA At} Configuring Loki, limits_configs F=314A12. A& EHE A1&3
o 21 I D=8 o g AT £ dS5Ud.

Loki= Bl =8z of o3 21 Z2EH S Eul=24 FH3)of st2=
labelKeys<l| = &3 kubernetes_host # o] & Al =7} 3 Ut} o] 2 A 519 Z}
2Eo| g2 S2EQA A ZAE L E Flo] AE TOE TAEQ FE zo] & <l
B2z BAAHA = AS BATE F dFUH-

CR e HAIEEZ YA}
I $ oc create -f <file-name>.yaml
7.12.1. Loki "F& R=" o F FA 32

Fluentd7} di 2] v A1 A] £E58& &£ 5= A TS 275k Loki 27 A/ 2" Agsl= A5 Loki= "5
BBz 02 AT, o] BAZ a2 3kelA Loki A ¥ 74 3¢l loki.yamlo] A QA1 7re ‘Eﬂl
ﬂéﬂqﬂ-

Fx

Loki.yamle Grafana 328 Lokiol 4] A}-& & 4 915Ut} o= Grafana 32§
Loki A ujol = 4§57 e&th.

N
B

ClusterLogForwarder A}8-2} A 2] gl4&2+ 225 LokiZ AGSI== Ao &5y

A 2" A 2MBR. T} & WA R B2 2 Lokio] R YUt o & 94 23 25U

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\" \"version\":\"1.7.4
1.6.0\"}},"@timestamp\":\"2021-08-
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7. QR EA 2R A" 2 A

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

[ ]
oc logs -c fluentd= ¢} 2312 OpenShift Logging 2 2 ¥ ¢] Fluentd =19 t}-& | A]
A7t EA P
429 Too Many Requests Ingestion rate limit exceeded (limit: 8388608 bytes/sec) while
attempting to ingest '2140’ lines totaling '3285284' bytes
429 Too Many Requests Ingestion rate limit exceeded' or '500 Internal Server Error rpc
error: code = ResourceExhausted desc = grpc: received message larger than max
(5277702 vs. 4194304)'
[ ]
Loki A vjolA 225 49 o3 7+2 entry out of order v A| A 7} LA P},
s\)nentry with timestamp 2021-08-18 05:58:55.061936 +0000 UTC ignored, reason: 'entry
out of order’ for stream:
{fluentd_thread=\"flush_thread_0\", log_type=\"audit\"},\nentry with timestamp 2021-
08-18 06:01:18.290229 +0000 UTC ignored, reason: 'entry out of order' for stream:
{fluentd_thread="flush_thread_0", log_type="audit"}
Az}
1.
Loki A 1] 2] loki.yaml 74 3o A th3 BE=F of7]o TAE e g delol =Y.
[ ]
grpc_server_max_recv_msg_size: 8388608
[ ]
chunk_target_size: 8388608
[ ]
ingestion_rate_mb: 8
[ ]
ingestion_burst_size_mb: 16
2.

Loki .yaml¢] ¥ 73 x}3+-2- Loki A v o] & g3 tt.

loki.yaml 5} <
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auth_enabled: false

server:
http_listen_port: 3100
grpc_listen_port: 9096
grpc_server_max_recv_msg_size: 8388608

ingester:
wal:
enabled: true
dir: /timp/wal
lifecycler:
address: 127.0.0.1
ring:
kvstore:
store: inmemory
replication_factor: 1
final_sleep: Os
chunk_idle_period: 1h # Any chunk not receiving new logs in this time will be flushed
chunk_target_size: 8388608
max_chunk_age: 1h # All chunks will be flushed when they hit this age, default is 1h
chunk_retain_period: 30s # Must be greater than index read cache TTL if using an index
cache (Default index read cache TTL is 5m)
max_transfer_retries: 0 # Chunk transfers disabled

schema_config:
configs:
- from: 2020-10-24
store: boltdb-shipper
object_store: filesystem
schema: v11
index:
prefix: index_
period: 24h

storage_config:
boltdb_shipper:
active_index_directory: /tmp/loki/boltdb-shipper-active
cache_location: /tmp/loki/boltdb-shipper-cache
cache_ttl: 24h # Can be increased for faster performance over longer query periods,
uses more disk space
shared_store: filesystem
filesystem:
directory: /tmp/loki/chunks

compactor:
working_directory: /tmp/loki/boltdb-shipper-compactor
shared_store: filesystem

limits_config:
reject_old_samples: true
reject_old_samples_max_age: 12h
ingestion_rate_mb: 8
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ingestion_burst_size_mb: 16

chunk_store_config:
max_look_back_period: 0s

table_manager:
retention_deletes_enabled: false
retention_period: Os

ruler:
storage:
type: local
local:
directory: /tmp/loki/rules
rule_path: /tmp/loki/rules-temp
alertmanager_url: http:/localhost:9093
ring:
kvstore:
store: inmemory
enable_api: true

Loki +4

Loki A ¥ 7

713. 54 Z2AE JEgAold 2 A

Cluster Log ForwarderE Al&3lo] 54 2 A EQ] | Z Aol 2 AR S 9 20 =372
B 5 9dFYt 7| £ Elasticsearch 21 A F A& A5l F71stAY di4l o] A4S 3T =
%4t} OpenShift Container Platformoll 4] 21 dlo]H S FAI & X 27 37| 2 FA 8o ¢
Ll

ZrAES JEA A 22 AES 7S A Z2AEOA s o] 9] 4, bdE 22 FHAY]
of gt A=A =9, olf 3 4 9 EHS AHE-Sh= Tl ZEl & A5t ClusterLogForwarder A}
&4 49 242(CR)E B4 oF 3o
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A 27 A

A
b
Ju
-
o
a)
i
oY

AHA ZRES B JA L AHgete] 27 HolHE 54 ) A e 7} Qo] of

ok

e

Az

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure G
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: G

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure G

inputRefs: g
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:

project: "my-project” @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"
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2]

6]

7

©

9]

73 . B AL 2P A 2"dog 20 AG

ClusterLogForwarder CR2] d] ¢ 23 o] 2= openshift-logging o] ] o} g ).

o1
JH
o
all
tllo
X
oX,
i)
L
fiu)

=9 53 & elasticsearch, fluentdForward, syslog ==+ kafka= %] & g }.

9% 27 77719 URL 2 ZEE §5% 40 URLE {8 @1 th CIDR F42 418
st ZelzE AA =2 A7t 8458 49 2L IP F27} obd AH o] & i FQDNe]
oo} e,

tls JFAHE *F‘lo} 745 TLS 5412 13l -4 873t= Al 2E o] 58 A A3
oF 3t} Al =32 openshift-logging iiﬁlEOIl Aojof st ztzhe| QIFA & 7}31 7=
tis.crt, tis.key, ¥ ca-bundle.crt 7] 7} ) o] o} ).

AR A A fEAd =g DY ats] 9% 9 APk

o]
H

42 Al ste] ZRAE o) F2)7 ol 275 9% Fluentd A28 22 Ryl o]
el 74

SEES

K
o

my-app-logs 9 & Y1t}

>
ofo
e
o1
JH
Lo
o
uli
1]
i
v

Al ALg: 1 x31E Ho]iA JSON e BAER 3t%x3lH JSON 21 =28 AG
A o Rg AR 27 FRo| A T25HH JSONo| 5] ofof gk, 18] o
© i OpenShift Logging©] structured 2 =& A 7|3} 2 7] & 219 22l app-
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00000x% =7 =< vy

12

A AL EALD. 2700) 3718 st ol 9] Aol 2l h

®

208 ge 23 QA2 RlE sol Zakel YU

A A shol xetel o] ol §-2 A Ak

vlo] el & ALg-3le] A2 21 (3 (application, infrastructure, =+
audit)S A4 g

o] stolZejel oz g Aget AL

e
]
o)
o
il
o
X
o
e
L
i

A8 ALgk: 2 12 Y] Y Elasticsearch ¢1 28 A2 Ad3l#d default =82 A
A

A A ARG, 270) F748 st o] 4] dol 2Ptk

I $ oc create -f <file-name>.yaml
7.14. 57 PODOIA o SejAlo]d 2 A

2 2F #2] A= Kubernetes Pod &l o] &2 A1-8-3to] 54 PodolA 21 Ho|HE 35t 21
FRNZ AGE 5 AU

thopa 9l 29 o] 9] Th2 pods} $71 DA H = podz TA R o el o Ao glrka /g itk
ol2l 3 podel sl ZA ol L Adali glo]Bo] A A$ =2 HoHE 54 21 57712 S8
ze9 5 A&
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74. 9% A 2 2oz 2 A

—= =

Pod 21 A\ 43 311} o] o] matchLabels 7]-zt 42 A& 3T ol 9] 7]-3k B-& A A5
7% PodZ w5 Aea 4 gojok gt

A7)

ClusterLogForwarder CR ¢ B A E S A o] 5}:= YAML 3¢ & WA A AR T . e
ol A o} o ¢} 7+] inputs[].name.application.selector.matchLabelso| 4] 7+t A A 7]
A8 715 AHg-3He] Pod #lo] &2 A A3

VE ru_

ClusterLogForwarder CR YAML 3¢ 9] of

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

pipelines:

- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ] ﬂ
parse: json

inputs:
- name: myAppLogData
application:
selector:
matchLabels: ﬂ

environment: production
app: nginx

namespaces:

- app1

- app2

outputs:
- default

ClusterLogForwarder CR9] o] &2 instances of g ).

2]

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging o] ] o} g ).
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©

inputs[].namecl A s} o] o] g2 FE A S AAFU.

L4

outputs[Joll A s} o] Fe] X2 FEH S AAH T

©

Ae] A} rx3lE oA JSON L BAER 7x35l¥ JSON 21 §ES AGT
A R E AT 2 Bl FEF 72358 JSONo| s ofof gk 12x) &
© i OpenShift Logginge] structured 2 = £ A 7|3} A 7] & 219 22l app-
00000x = =1 =S By}

333 pod H ol & Aol A= 7z N E Aol Aol dial] 31 inputs[].nameS 3 2]
o

oll

FAstE = =23 o8 7t 9= Pod 28 9] 7]-3t 82 AZ Pt 718wk op e} 7]
9} 7k 25 E A Q& oF . A g sl | Pod7t 2 E 71-3k B3 A A& oF U

©

A AL s ol o] v Y A o] 22 A At

9]

2O HHE IS EH 2 st ol 3 AF TG o 7] 9l £ A€ default &3 (A9
A e 21 9 O]E-] U] &L Elasticsearch 128122 A5

A9 A 22 dHloly 1S SR vl &d o] 2= A st 9 oA ¢} 7o)
inputs[].name.application.namespaces = A}-& 3 t}.

Al A1g: ThE Pod 2] Qi F7b ol S0 oA FAF sho] Eejl oz 27 vl
HE 9 & Jaurh

Pod o] 2 9] w48 2 3ui BAH F2 3} §A1a 37} inputs[l.name 442 44
o
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o] o] =g Al o] M 2] Pod @ o] &3} Ax|5== selectors=S g dlo] EF ).

o

Al inputs[].name %2 inputRefso] F713 ) o S 59 oS3 245Ut

I - inputRefs: [ myAppLogData, myOtherAppLogData ]

Kubernetes<] matchLabels<l] o] 3t zHAI g U -8-& A E 7|k @ - ASFS A Q5= 2l &
25 FxA L.

7.15.OVN Y EY 3 A A AL 21 3

OVN-Kubernetes Pod<] /var/log/ovn/acl-audit-log.log 3} d oA OVN U EY I A AL 28
At 273 Au= A28 & ALY

A 27 A

[ ]
OpenShift Container Platform v A 4.8 o] 43 A}&-3}aL 3)ojof .

2828 27 5.2 0|42 A48t dejok Fuich
ClusterLogForwarder CR(A}-&-#} A 9] g4 2) @ BA E 7} o]ju] AA 5 o] 5.

OpenShift Container Platform 2] ¥ = OVN-Kubernetes VI E¢ 3 Z 3 ZAL 242 9]
al FA ] YUk O "Frh Fas" A g FRANA Q.
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a1

AAL Ol HE Agshe 24 AWl 14 F5 L RS G 22 2 A 27 A
2 FFslok Futh,

Azt
1.
EMAL Al 2Elo g 208 %i st Wl 3 g E FEo ddd d=
ClusterLogForwarder CR 2 A E £ A 9] 3}= YAML 312 S AA s AY A o,
2.
YAML 5} ol ] s}o] = 2}Ql 9] inputRefs 849 audit 27 3 S F71gUth o & EW
o3 U oh
pipelines:
- name: audit-logs
inputRefs:
- audit ﬂ
outputRefs:
- secure-logging-server g
H48T 21 /9 ¥ sht=E auditS AF gY o
27 Auel AZA3stE 24< AT
3.
Addlo]EEl CR 2 BAEE A AT
I $ oc create -f <file-name>.yaml
a5

EUHY T =22 A 21 F5o] 24 AudA 3T =2 vlo g Atoldl A=A AAF .

Ivar/log/ovn/acl-audit-log.logol A 2] A 22 F=3 ol 27 v sld 21 FJZ7 H| 2
Yt
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o] 2 Eo] /var/log/ovn/acl-audit-log.log®] 9% =7 =2 33 7+

o

F 9 uth

2021-07-06T08:26:58.687Z|00004|acl_log(ovn_pinctrl0)|[INFO|name="verify-audit-
logging_deny-all”, verdict=drop, severity=alert:
icmp,vian_tci=0x0000,dl_src=0a:58:0a:81:02:12,dl_dst=0a:58:0a:81:02:14,nw_src=10
.129.2.18,nw_dst=10.129.2.20,nw_tos=0,nw_ecn=0,nw_ttl=64,icmp_type=8.,icmp_code=0

27 AwolA 2 % OVN il 21 @22 gewd 22 4 darh

{
"@timestamp" : "2021-07-06T08:26:58..687000+00:00",

"hostname™:"ip.abc.iternal”,

"level":"info",

"message"” : "2021-07-06T08:26:58.687Z2|00004|acl_log(ovn_pinctrl0)|INFO|name=\"verify-
audit-logging_deny-all\", verdict=drop, severity=alert:
icmp,vian_tci=0x0000,dl_src=0a:58:0a:81:02:12,dl_dst=0a:58:0a:81:02:14,nw_src=10.129.2.18,n
w_dst=10.129.2.20,nw_tos=0,nw_ecn=0,nw_ttI=64,icmp_type=8,icmp_code=0"

}

g7 24Uth

@timestamp= 21 FE9] gl 28z}

[ ]

hostname& 2171 A1 Fd ==Yt}
[ ]

levele =1 FEQ ).
[ ]

message:= el 7HAF =2 W A1 Ut}

U
Elasticsearch ] ¥ o] A] 219 27} audit-000002. 2 A| zH3l= =1 =2 251U h
A &2

OpenShift Container Platform 22| 287l & AL & F A18S =514 seldyt.

d
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2.
Azs dsd=A AU
3.
OVN 21 & A= =71 &4 315 o] )3 /var/log/ovn/acl-audit-log.log 31 o] 91 =X
sl g
4,

247} 9=A] Fluentd Pod 215 3913},

7.16. 21 Ad A4 A4

ClusterLogForwarder CR(A}-&-#} A 9] 2] 4 2)& A4 S v Red Hat OpenShift Logging Operator
7} Fluentd PodE A} 592 2 A Z 31K oW Fluentd PodE AHA) 3t A= Qw28 4 95U

A 27 A

[ ]
ClusterLogForwarder CR(A1-&-#} A 9] 2|4 2) e BHAE 7 A Ho] AdH5U .

Fluentd Pod & 214 3t 73A] 2 A vl 2o}

I $ oc delete pod --selector logging-infra=collector
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8%4.JSON 27 &3}

8%3.JSON =7 &4 s}

JSON A8 & 7239 LEAE=R & £431=5 Log Forwarding APIS 74 & =+ st

8.1. JSON 21 & ¥4

JSON 225 ¥ 3 2= I o= message = o] £AE =2 A Y th wpehA] AHEA=
JSON #4] Y o] 54 F == ] 317]71 o] 44Ut OpenShift Logging?] Log Forwarding APIZ A}
£35}lH JSON 21 & +%3ld eBAEZ & B33 OpenShift Logging 2] Elasticsearch ==
Log Forwarding APl 4| X A3}l= 718 BRAF Al 2"l e 2 Agd = U

o

[e]
o] & WS A%

tel | o83 7o) £x319 JSON 21 3o glvhx 71 gyt

723149 JSON =1 & 4

I {"level":"info","name":"fred","home":"bedrock"}

2 ukz o 2 ClusterLogForwarder CR(A-&-#F A o] ] 4 2)L s 21 =3 message =9 A
2@l message I =o & th o 9} 7o) JSON 21 5 3} 553 JSON Q& Fxt o] g5 o]
AFU T

message Z & 9

{"message":"{\"level\":\"info\",\"name\":\"fred\",\"home\":\"bedrock\"",
"more fields..."}

JSON 2125 7 & B4 3 F J=F 3 oA 9 2o parse: jsonS ClusterLogForwarder CR2] s}
o] Zejel ol F7Hhch.

parse: json2 HoF= I X7} 4
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pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

parse: jsong AHE-3te] JSSON 215 73 24 3h= 7 9- CR2 Thir o 9} 32| structured F =)
JSON 7% 2 25 BAgY ) 9 message =5 543

%3}5l JSON =1 8% o] E 3t structured =7 9

{"structured": { "level": "info", "name": "fred", "home™": "bedrock" },
"more fields..."}

2320 §as 1231H JSONo| £3t5 o] 9% ¢+o ™ structured 2 =7} 954

54 27 E9%ol Ul JSON 228 7% M 4 Y% sheld it A 2dow 20 AL 3
a4l

8.2. ELASTICSEARCH<] JSON 21 dlo]f +4

JSON 227} 5 7 o] 4e] 27|t mat ¢ v b zd AFsha 48 35 2 /e £
A 7} A 4= Q&) o] = kx| el CIusterLogForwarder A& A A 9] 8] 4 2(CR)E #4314
7t 27vke B 9 Jol 2 agstalof Futh o] 2A shA 7+ 27| vl Wxe] el sz AgHy
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87%. JSON =7 &3}

OpenShift Loggingol 4] 2] 3= 7] & Elasticsearch 2128622 JSON 225 AY
st Ao met Al I 27 A FHUT U B2 Y AE Hidte A4 38D B
22 & WA TF 271 vt2 BEsste] 7Hs e 271 vk 8 #A5He o) 54
t}.

773

ClusterLogForwarder CRo| A o} 2 ++% 3 & A8} Elasticsearch 21 A F 49| Qldl X o] &
2 745 AU

structuredTypeKey (A48, A8 Alg)= vl AR B=9] o] FAdYLh sl Z=9] ghe 2l
d 2 o] & FASH= d AHE Y

kubernetes.labels.<key >+ 219 ~ o] 228 A5l o] A8 5= Kubernetes Pod )|
ol &Yt}

openshift.labels.<key>+= ClusterLogForwarder CR<] pipeline.label.<key> & 4-0]
o] el 2 o] g2 A 3k ul AHEHEE ghol Axuith,

kubernetes.container_name2 Zg| o] o] &2 Al&35}o] QA X o] 58 A4

o

Ut

structuredTypeName: (ZA+<¥, A8 A}3}) structuredTypeKey7t A4 = =] kA Y 717}
glo ™ OpenShift Logging2 %318 3 2 = structuredTypeName 712 AF8-3 .
structuredTypeKey 2 structuredTypeName-S 7] A}831H structuredTypeKey2] 7] 7}
JSON Z 1 dlo] g oA F&H 7-¢ structuredTypeName-& ) A ¢ldl = o] & Al Fg ).

5

AN 4

51

= W

i
- W

structuredTypeKey 7S "Log Record Fields(Z22 |7 = Z=)" g 2o IAH R E
BEz A4 5 AAD /M #-83 =sk de) 72 /9 S50 TARYG

P

A structuredTypeKey: kubernetes.labels.<key> example

o

tlo
e

kel g o
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Z 2] 2€ oA "apache" 2 "google"?] T 71x] 2o =2 JSON 215 WA st= o =g A o]
A PodE A3 st dFH .

A}18-A1= logFormat=apache 2 logFormat=googleZ A}-8 35l o] 2] g o] =] A o] 4 pod
o gol&S AR F U

ClusterLogForwarder CR YAML 3} oA 03 = 72 A8-34 .

outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json g

Kubernetes logFormat dlo] &2 A H 7]-7k 82| 72 A8y .

o
o,
o
v
o
}_l,
i
flo
ey

%23}t9 21 g 3 =7} app-apache-write 219 =2 o] 53}

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

o33 e %319 21 d I =+ app-google-write Q18] 2 2 o] F g}

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> example
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87%. JSON 27 &4 3}

ClusterLogForwarder CR YAML s} oA b3 F = Z7}2 AFg-3sital 714

ool

Hid.

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

OpenShift myLabel #lo] £ = #4449 7]-3t 29| 31-& A8t

2]

mylLabel £ 4= =319 21 A= FA49 3k myValueS A 23}

flo

o] 4% vt e x4 21 9 31 =7} app-myValue-write 218 A2 o] 53}

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}
1

F7} 38 A

[ ]
%3}9 g2 =) O3 Elasticsearch ¢/F 2= 7x39 §3 <o) "app-"& F718ta "
write" 2 F7}st A E Y.

2554 e dFEE 7ESE AN AFHA FEUh A SelAolA, At mx
AF 1o DA 0.5 215 E

H)o] 9] ¢Fe x3lE §3 o] Q= 7% structured = =gl o] unstructured =2 A
1;]—61—1," ];}
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Elasticsearchol] U & 22 olel A2 38317} Bl 51 9= Ao] a3}, 7t o Za] Al o] ==
Hdsso)zol e e P23E §I W A ER0] o e 20 FH D AT S
=o°] tl#-&2] Apache ol &2] 7] °] 42 LogApache<} 242 & U3 JSON 21 F 43 7239 39S
Ao

8.3. ELASTICSEARCH =1 A4 =% JSON =21 A&

Elasticsearch 21 A& 492 3¢ JSON 21 3 Eo| O Z A7/l E == 7%
ClusterLogForwarder A8z} A 2] 2|4 2%(CR)E #+A 35l z} JSSON 2=7|vlE dd &3 Holg aF3}
3}, ol 7] 3l Elasticsearch:= z} 27)vjo]] )] @ =9 olel A= A}&3 ).

T} JE 2R g E AT vkE 6‘}‘5 2 = R7HHEEE AV RS 5+ A
© u 2 Elasticsearch 4342 OIE1§ 3}7] Aol o] TAL S| oF I}

2 %*7}2 ClusterLogForwarder CR YAML 3} o] 3713t}

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

e AFe): structuredTypeKey S A-8-5to] o]l @Eo] AFA U2 22 AIEFE F 3
U= A A3} Elasticsearchol] 0] st JSON =7 gl o] g AL (A FYUL 28X ¢god e
P AAFU.

[e]

XA &l 1&g} structuredTypeName & A}8-5l¢] o] A &0 A H <name> 2 A A3
Elasticsearchol] )3t JSON =7 d]o]H E AT U, 238 %] ¢om o2 3L A AT ).
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-configuration-of-json-log-data-for-default-elasticsearch_cluster-logging-enabling-json-logging

874.JSON =7 &4 3

JSON 21 & +& #4352 structuredTypeKey ===
structuredTypeName, structuredTypeKey ¥ structuredTypeName 2 F+& A

A8l o} g

4.
inputRefs 2] 7 ¢ application, infrastructure, === audit 5 3|3 3}o] =2} AL&-35to] A
galof she 22 #3¢ AF T
5.
parse: json 2 2 Z wlo] =g}l F715 ).
6.

I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator= Fluentd PodZ A vl = 3} o). Pod7} A vl 3£ & %]
%29 Fluentd PodE 2HA|sto] A= Al 2 5+ AFU

I $ oc delete pod --selector logging-infra=collector

B Al 2Rl 20 A g
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OpenShift Container Platform 4.8 27
9%, FudlE]| 2 ol E 53 9 A3

OpenShift Container Platform o] ¥l & 2}-9-H += Kubernetes o] ¥l £ & 7}A] 5} 32 OpenShift Logging
ol e =32 A8l oA G ol WES 7S5l PodYUith. o] W E 2B & 550 2 vl E3jof gith.

oM E 29 HE= RE ZZA EA o|WIEE 3 3l STDOUTe) 354 ). Fluentd= o] &gt oWl E
£ 44 3}to] OpenShift Container Platform Elasticsearch ¢12€1x 7 A g} Elasticsearch= o]
HEEZ o] o]ﬂl/\o“ o]ﬂl/\]zﬂ—qq

oWl E 298 Fluentdo] 37} =8 F7h8ta A& 5 At T 22 WAA 5
o g A F YFUch

9.1.0|WlE 2}-9¢ wl ¥ 9 774

S QA E ALl oW E B9 E S Za2Hd Wl U} 34 o] E 21-9-E = openshift-
logging Z 2 A Eo] ] £3lo] Z 22 AA A o|EEZ Q3o .

Oa HER CHAEE o[WE 4o DA MU= AR, S 48 9 I 2 updd
S AT AERL2 £33 oW E 29§ PodE 7A st vl 2@t 7 sHA] 3L o] IEE S A}
L3 AYME oBAE CPUZE vy 238 AT 5 dHFUd.

A 27 A

°
MU= AR S AAdst 2 2H JE vl S ol Estd AE3 Aol dagyn.
o 2 E9] cluster-admin & o] Y= A1 AR T2 A= S AP 5+ gl.g_q t}.

OpenShift Loggingo] 417 5o} gl ok gHtt.

o]

g

=deHE 9SS AT

kind: Template
apiVersion: template.openshift.io/v1
metadata:

name: eventrouter-template
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annotations:

9. FulUlE| 2= oW E 5

description: "A pod forwarding kubernetes events to OpenShift Logging stack."

tags: "events,EFK,logging,cluster-logging”

objects:
- kind: ServiceAccount ﬂ
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: [
resources: ["'events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:

config.json: |-
{
"sink": "stdout"
}

- kind: Deployment 9
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:

ol

=~

A3
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metadata:
labels:

component: "eventrouter”

logging-infra: "eventrouter"

provider: "openshift"
hame: eventrouter
spec:
serviceAccount: eventrouter
containers:

- hame: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: ${MEMORY}
volumeMounts:
- hame: config-volume
mountPath: /etc/eventrouter
volumes:

- hame: config-volume

configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.3"
- hame: CPU
displayName: CPU
value: "100m"
- name: MEMORY €
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace
value: "openshift-logging" g

openshift-logging Z 2 A E | x| oWl E 2}9-E§ A v 2 A S AP T

Z )29 o|Wl EZ 2 Y ClusterRoleg A A g}

ClusterRole& A H] 2 A A o] u}¢1d 5+ ClusterRoleBinding3 A A g t}.

openshift-logging = Z A E 0| A 14 98 A A3t & Q3 config.json 7Y S A A
Ay
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& FuUE]| 2= oWl E =3 & X3

©

openshift-logging Z 2 A E oA v £ & WA 5la] o]l E 2} PodE AASL +
A

6]

v0.3 3 e "l AEEE oA & AQ AU

o

oWl E 2-9-§ Podol] &3

By
B>

W 2e] ¢S AZFUT. 71 232 128MiYd Y ot
oM E 2}-9-H Podol] &3 A4 CPU 42 AR 71232 100mY o
2 B A EE A3 openshift-logging Z =4 E =S A}

O WL Agako] MIE S A et A4
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
A% 59 o 2EUth

$ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

2 o

o

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created
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218

o

o

openshift-logging ZZ A E o] oWl E }3-E 71 A X H QA=A A g

A o] E 2}-9-¥ Pod H.7]:

$ oc get pods --selector component=eventrouter -o name -n openshift-logging

2 o

pod/cluster-logging-eventrouter-d649f97c8-qvv8r

oWl E g} 9-HA 33 o|HIE B 7]:

I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

S

i

W e 2

I $ oc logs cluster-logging-eventrouter-d649f97c8-qvv8r -n openshift-logging

2 o

{"verb":"ADDED","event":{"metadata":{"'name":"openshift-service-catalog-
controller-manager-remover.1632d931e88fcd8f","namespace:"openshift-service-
catalog-removed","selfLink":"/api/vi/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":""2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-
catalog-removed”,"name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Co
mpleted","message":"Job completed","source”:{"component":"job-
controller"},"firstTimestamp':"2020-09-08T15:40:262","lastTimestamp'':"2020-09-
08T15:40:26Z2","count":1,"type":"Normal'"}}



Elasticsearch <13z} <ldl
KibanaZ AH8-2 = 54
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10%. OPENSHIFT LOGGING ¢ dlol &

3 10.1. Red Hat OpenShift Logging (RHOL)<l o gt OpenShift Container Platform ¥ @ x| ¢

47 4.8 4.9
RHOL 5.1 X X

RHOL 5.2 X X X
RHOL 5.3 X X

OpenShift Container Platform v}z 4.6 2 o]z v A 2] OpenShift Logging 5.x= 2] 2 27 oA
¢} 19 o] = 5} OpenShift Container Platform 2 2] 2HE 84 4.7 == 4.82 o] ExgUt). 24
t}2 t}S operators ¢ dl o] EF ).

Elasticsearch Operator 4.xo| 4] OpenShift Elasticsearch Operator 5.x2 ¢JH o] E

Cluster Logging Operator 4.xol 4] Red Hat OpenShift Logging Operator 5.x2 fH| o] &

o] A B A 2] OpenShift Loggingol A dA] vjxd o 2 ¢ 2d o] =35}=H OpenShift Elasticsearch
Operator 2 Red Hat OpenShift Logging OperatorZS A v @ o 2 o] EF .

10.1. OPENSHIFT CONTAINER PLATFORM 4.6 === o] & v & 2] OPENSHIFT LOGGING 5.X= &9
28 2704 JHol=

OpenShift Container Platform 4.79) X & t}-3-3} 70| o] go] WA HAE UL

ZF& 2 27 7152 Red Hat OpenShift Logging 5.x A& o] & A<t}

Cluster Logging Operator7} Red Hat OpenShift Logging Operator7} = &1 t}.

Elasticsearch Operator7} OpenShift Elasticsearch Operator7} = &4 t}.

OpenShift Container Platform ¥ A 4.6 & o] A v A 2] OpenShift Logging 5.x2 S8 2H &7 9
A 429 o] =3}z @ OpenShift Container Platform 22| 2E S v A 4.7 =& 4.8% ol Eg}.
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107¢. OPENSHIFT LOGGING ¢ dlo|l &

a8 & the operatorE ¢ dlo] Egth.

Elasticsearch Operator 4.xol| 4] OpenShift Elasticsearch Operator 5.x2 ¢ H o] E

Cluster Logging Operator 4.xol 4] Red Hat OpenShift Logging Operator 5.x=Z Q4 d| o] &

Red Hat OpenShift Logging OperatorZ ¢ €] o] £3}7] A o] OpenShift
Elasticsearch OperatorZ ¢ gl o] E3f o} g1 t}. = OperatorE U3 vjA o 7 ¢dlo]
E3j o} gt}

OperatorE 22 H &4 =2 JdH o] E3sH Kibanarl gl o] EX A ¢t Kibana A8-#} XA 2] &
(CR)7F B A=A &<5Ut) o] &4 & 3l 2312 Red Hat OpenShift Logging Operator Pod& ’*Px}] big
1 }. Red Hat OpenShift Logging Operator Pod”} A vl = =] H Kibana CR& A A 5132 KibanaZ t}A]
AHge 5 A BT

A 27 A

®
OpenShift Container Platform 4.7 o]/ | & o] o] of gt}

OpensShift Logging el 71 o] of oF gt

& Pod7} ready 3l 4ot

Elasticsearch 28] 25+ A 44U .

Elasticsearch 2 Kibana g o] €] 7} ¥1 g} g1 t}.

OpenShift Elasticsearch OperatorE ¢ g] o] Eg t}.

9] 2 & o)A Operator —~ 4 X ¥ Operators =2 3t}

221



OpenShift Container Platform 4.8 27

222

openshift-operators-redhat =2 2 E £ A=l 3]}

OpenShift Elasticsearch OperatorZ =2 gt}

NB2agH - AR 2YFh

AMB2IHA ol E Ad U7 oA 5.0 £+= stable-5.x& A=t | 32

Ut

9 = A% 7|t 5 Operator — A ]9 OperatorE = gt}

OpenShift Elasticsearch Operator 1 A o] 5.x.x21 %] &<l ).

AH 2=t Ayoz A2 wzix 7lgy Yo

Cluster Logging Operator § g] o] &:

¢l 294 Operator — A x| 9 OperatorE = gt}

openshift-logging Z2 A EE A= ).

Cluster Logging OperatorS =2 g }.

MBzagy - Ade 29

AB23H4 delolE A'd M7 FoA 5.0 £:= stable-5.x2 A& 3} A S

U,

==
=

2l
=)

=37

=

S}
o

ks



1074. OPENSHIFT LOGGING 90| E

2 % A% 7]t F Operator —~ A 3] @ Operators 22 ).

Red Hat OpenShift Logging Operator ]z o] 5.0.x === 5.x.x21 #] &<2lg .

e BEsAFoE BAE b7tx Z1gE U

I = Elasticsearch Pod”} ready &l 21 4] &1},

$ oc get pod -n openshift-logging --selector component=elasticsearch

2 o

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

Elasticsearch 2 2~ ¥ 7} A A2l x| 3ol g},

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

{
"cluster_name" : "elasticsearch",
"status" : "green",

}
Elasticsearch Cron ¢ o] A A ==X 3elshr}.

I $ oc project openshift-logging

I $ oc get cronjob
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NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

23 AFF4715.0 £ 5.x2 YJHlo]EE 1 Q14 A7} green <1 #] &1}
I $ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices

%9 o] app-00000x, infra-00000x, audit-00000x, .security 219 =7} ¥ 35 o] 9JE=X
Yt

o

s

Nl

o 10.1. A 271 A4 Aol A= =

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBVUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 31 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_ 7

1SJdCqlZTPWIIAaOUd78yg 11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa60Vw 3 1 248368 0 317 158
green open infra-000009

YN9EsULWSNaxWeeNvOsORA 31 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuRTKZMjg_bbUc1g 11 5 0 0 0

green open .kibana-377444158_kubeadmin
wvMhDwJkR-mRZQO84K0guQ 31 1 0 0 0
green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 11 4 0 0 0

224



1074. OPENSHIFT LOGGING 90| E

green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLtStWSF1GopaRyCg 31 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KR9mMFUpQl-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0 0

2 537171 5.0 == 5.x& YUl EXHJE=A Ao
I $ oc get ds fluentd -o json | grep fluentd-init
<99 fluentd-init ZHl o] 7} 3= o] A=A SAd .
I "containerName": "fluentd-init"

21 A z}3} =2 13 o] Kibana CRDE A1 831 5.0 == 5.x% YH o EXYE=
A .

I $ oc get kibana kibana -o json

29 4 ready ] 7} 2= Kibana pod7t £33 5 o] Q=4 <13t}

d] 10.2. Kibana Pod7} 1| & A = =2
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating”,
"status": "True",

"type": "
b
{
"lastTransitionTime": "2020-06-30T14:11:072",
"reason": "ContainerCreating”,
"status': "True",

type" we

= o
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}

]

b

"deployment": "kibana",
"pods": {

"failed™: [],

"notReady": []

"ready": []

b

"replicaSets": [

"kibana-5fdd766ffd"
1,

"replicas": 1

}

]

10.2. OPENSHIFT LOGGING S 3A] Hjd o2 YuolE

OpenShift LoggingS 5.x0ll 4] @A) vjd e 2 ¢ d o] E3lz ™ OpenShift Elasticsearch Operator 2
Red Hat OpenShift Logging Operatore] B2 H A& WA

Red Hat OpenShift Logging OperatorS ¢ gl ] £35}7] A o] OpenShift
Elasticsearch OperatorZ ¢ g o] E3f o} g1 t}. = OperatorE A3 vjA o 7 ¢dlo]
Esjo} gt

OperatorE 259 =4 2 ¢gddo]E3A Kibanarz} Ul o] EX #] ¢ 3 Kibana AL &2 XA g 42
(CR)7} A = A &5Uth. o] #A1Z 3232 A Red Hat OpenShift Logging Operator Pod= 2+ g
4 }. Red Hat OpenShift Logging Operator Pod”} A vl = = H Kibana CR& A 4 5} 3 KibanaZ t}A]
AHEE 4 A U

A 27 A

[ ]
OpenShift Container Platform 4.7 o]/ w & o] o] of gt}

Openshift Logging el 71 o] of oF g e,

2 E Pod7} ready dH| 4 Yo}
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Elasticsearch 8] 25+ A 44U .

Elasticsearch 2 Kibana g o] €] 7} ¥ ¢gd g1 t}.

OpenShift Elasticsearch OperatorS =2 g }.

NBEIPA - Ade 293

AB2APA JdolE Ald M7 ol A stable-5.x& A9 A FL ZF 3.

2 % A% 7]de F Operator —~ A 3] @ Operators Z2 ).

OpenShift Elasticsearch Operator ¥ & o] 5.x.x214] <13 ).

e BEsAFoE BAE b7tx Z1gE Y

Red Hat OpenShift Logging OperatorZ ¢ gl o] Eg ).

1 £ 9] 4] Operator — A x] 9 OperatorE = gt}

openshift-logging Z2 4 E = A= g}
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Red Hat OpenShift Logging OperatorS =2 gt}

d.
Arzaga - YaL 2P

e.
AB2APA JHolE A'd M7 ol A stable-5.x& A9 A FL ZE .

f.
2 = A% 7]t} S Operator ~ 4 X] ¥ OperatorsS 2 3}
Red Hat OpenShif Logging Operator 1] & o] 5.x.x21 %] &-<2lg}.
Ael Bt AFe s BAE W7k ZIggy o

3.
=27 74 2422 Fagug

2 E Elasticsearch Pod7} ready 4} el 21%] &<l o}

$ oc get pod -n openshift-logging --selector component=elasticsearch

2 o

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

Elasticsearch =& 28 7} A 21 #] &elsh ]},

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

{
I "cluster_name" : "elasticsearch",
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I "status" : "green",
}

Elasticsearch Cron ztd o] A A = Q=X &<lg}.

I $ oc project openshift-logging

I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

21 AF 47} 5.x2 G o] EX 2 <€ 27} green?l x| 32l g},

I $ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices

=9 o] app-00000x, infra-00000x, audit-00000x, .security 219 =7} E3t5 o] 9JE=X
st .

o] 10.3. Qe A7} =20 Aol M= =9

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 31 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_ 7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa60OVw 3 1 248368 0 317 158
green open infra-000009

YN9EsULWSNaxWeeNvOsORA 31 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 31 227987 0 297 148
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230

| s

green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuRTKZMjg_bbUc1g 11 5 0 0 0
green open .kibana-377444158 kubeadmin
wvMhDwJkR-mRZQO84K0guQ 31 1 0 0 0
green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 11 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLtStWSF1GopaRyCg 31 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KR9mMFUpQl-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0 0

2 #3717 5.xZ QH ol EHYEA el

oc get ds fluentd -o json | grep fluentd-init

<99 fluentd-init ZH o] 7t 3= o] J=A FAFYH-

I "containerName"': "fluentd-init"

21 A 7zts} == 3P o] Kibana CRDE 2183t 5.x2 JHlo]|EXYE=A] 23}

I $ oc get kibana kibana -o json

29 4 ready ] 7} 2= Kibana pod7t 35 o] Q=4 <13}

<] 10.4. Kibana Pod”7} &=v]€ A& &9

[

{

"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [



{
"lastTransitionTime": "2020-06-30T14:11:072",

"reason": "ContainerCreating”,
"status': "True",

"type": we

b

{
"lastTransitionTime": "2020-06-30T14:11:072",

"reason": "ContainerCreating”,
"status': "True",
"type": "'

}

1

b

"deployment": "kibana",
"pods": {

"failed": [],

"notReady": []

"ready": []

b

"replicaSets": [
"kibana-5fdd766ffd"

]!

"replicas": 1

}

1
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=
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S}l g BA| Lol G e o

SA=2
Zo 2 H wT Z 2] 2¥ 9] % Elasticsearch == =<t}
e SEH HolH == Z 3 2 H | 2 Elasticsearch o] B = E=9] 541
=2
S &E B A9 AR A o ZEEEH FolA W] S SSE A

o W73 (el Q1) 2 A, 918 2 ALA] = shard @
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-t

2% . 27 ®A A
12.1. OPENSHIFT LOGGING A &) B 7]

Red Hat OpenShift Logging Operator 2 <] 2] OpenShift Logging 74 242 AHE &2 4+ A5
t}.

12.1.1. Red Hat OpenShift Logging Operator2] €] 1 7]

Red Hat OpenShift Logging Operatore] A8 S & 4 J&Uth.

A 27 A

[ ]
OpenShift Logging 2 Elasticsearch”} A X] 5 o] 2)o]o} g},

openshift-logging Z= 4 E 2 W7 g},
I $ oc project openshift-logging
OpenShift Logging F el & »2d 43S 3.

OpenShift Logging 3l & 74 34 o}

$ oc get clusterlogging instance -o yaml

2 o

o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:

240



daemonSet: fluentd 9

nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- fluentd-2rhqp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff
- fluentd-flpnn
- fluentd-n2frh

logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all

cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0

clusterName: elasticsearch

nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
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notReady: []

ready:

- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

2o 228 A B} A8 2zl Yehdy .

2]

Fluentd Podel dj g A1

©

Elasticsearch 22| 28 17, 54, =4 = W75 233
Elasticsearch Pod<l o] 3t A & ¢ t}.

o

Kibana Podol oj 3t g w.

12.1.1.1. 3= WA A] o

T}-2-2 OpenShift Logging ¢1 282 <] Status.Nodes A Mo Y& A el W AR 9] o Yt}

T fAbR JEl WAAE =T TR % GHrEE 2P0 o] = cof shardst 2
A 9e-g vherd

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"”
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type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

e FAFE A WAAE 227t FAE & Qe vaE 23300 shard7} e == 2 Al
AR ey,

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

o33 fAFSE 2 E WA A = CRe] Elasticsearch == A9 717} S8 2H 9 =9} YA 5HA] &5
< Yerdyd

29 o

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch
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Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2

Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

23 FAFSH A WA A= 233 PVC7E PVoj vielgd gt 4= Q182 v}epyy o).
29 o
Node Conditions:

elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)

Reason: Unschedulable

Status: True

Type: Unschedulable
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the3t FAHE ) MAAE == A7k e st AR 544 9271 wlEo] Fluentd PodE o ok g 4

leS YeEkd Y.

[

o
i)
2

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

12.1.2. OpenShift Logging 4 8.4-2] A€ 17|

o] 2] OpenShift Logging +4 249 JeH& & F dHFUo.

A 27 A

[ ]
OpenShift Logging 2 Elasticsearch”} A X] 5 o] ) o]o} g},

openshift-logging Z= A E 2 W73}
I $ oc project openshift-logging
OpenShift Logging 37 2] e ®.7]:

$ oc describe deployment cluster-logging-operator

2 o

o
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Name: cluster-logging-operator
Conditions:
Type Status Reason

Available True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set
cluster-logging-operator-574b8987df to 1----

OpenShift Logging B-A| & A E € H7]:

2R AES o] 2L AT

29 o

I $ oc get replicaset

o
i)
2

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

246



o

A 27 A

HEAZ A ES JHE 7S U

$ oc describe replicaset cluster-logging-operator-574b8987df

2 o

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-

logging-operator-574b8987df-gjhqv----

12.2. ELASTICSEARCH &1 A 42| ZdH B7]

12.2.1. 21 A A 49 A B7]

22 AR AeUE B 5 A&

OpenShift Logging 2 Elasticsearch”} A X] 5 o] 2)o]o} g},

openshift-logging T2 A E & W7 3]},

OpenShift Elasticsearch Operator 2 o] 2| Elasticsearch 74 24 ¢] 4HE 2 4 J5Uth.
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I $ oc project openshift-logging

$ oc get Elasticsearch

%9 o
NAME AGE
elasticsearch 5h9m

23 A2 FAE 7S
I $ oc get Elasticsearch <Elasticsearch-instance> -o yaml

oq=

il

W vkt 2o
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

2o ge3 #4118 Aust 2gaU.

status: @)
cluster: 9

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
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status: green
unassighedShards: 0
clusterHealth: ""

conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

2ol 2o 28 e =7k g 2eAe] vebdy T

27 4329 Fu:

g4 712 shard = Yt}.

g shard =t}
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%713} &9l shard ¢ t}.

27 A G A, WA, = a3 YU

©

EASFE A9 LE U 24, 27 A2 e PodE AT 5 QA5
2AZE o) AR 45}%144.% =73 #AH LE o|MES} XA

Adloly 21 A4 W T2 Avo|UE /e F9UTh

Aoy 2 A4 9 Z2A AH oY 254 di& FEHAFHH-

Pod ol o} 7}, 3t of 2] 7hx] EAlo] that 7o) TAHUHET WA
2 o #z).

L4

upgradeStatus”} Q& S 2Ho 21 AFA kX,

0

‘failed’, notReady ==+ ready A =] olgjol Y2 d S 2He 222 AR S
o|AE, tlo]E % wlXH Pod

12.2.1.1. 73 €] WA A] o
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e

£ o Elasticsearch 21 ~€l * 9] A€ AR A WA R 2] o J}.

N
r

o A

g AE AR E wE7 A R PHeAE 23 o of wso] shard7t IR Fe2

ey o,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

o5 BH vMAA = =27 A E =2 AEvAE 233 e shard7 b E == AujAES
Ehiy o

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

t}2 AE WA A] = CRY 21 A4 == Ad 77t 2 AH =9 AR 647 &S YebHY
o

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.’
reason: Unschedulable
status: "True"
type: Unschedulable

= H WA A = 22 A4 CROA PVC(F 7 &F 28)7F EA6HA 4S5 vehdyd.
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status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z
message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)
reason: Unschedulable
status: True
type: Unschedulable

= BH WA A= 23 A4 SEHEH S5 AR S A 8 =27 (a2 YErEY
t}.

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

o] A€l MIA A& S 2H AEE Zg 9 =& (vi2H =282 % )7 Y F 282 Jepy Y.

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

2 A" WA A = Elasticsearch 2E 2] X7} W7 212 A Q5hA] 2SS Vebdyh

dg 59 ged 2aun
status:
clusterHealth: green
conditions:

- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
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reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 9 type 2 == A AHA A=W FF S AZFUG.

StorageClassNameChangelgnored

Z2EZA S o5 T ALHA = HA AU

StorageSizeChangelgnored

ZEZA A7)0 @ A LHA F= A3 AdAY .

StorageStructureChangelgnored

PA 2EA 729 FTAZZA £ Dol ALHA d= HA AU

A9)E A AT PV(IT 285)E A4 8A gt

< #4813 PVCE 2HA 8] oF g o).

12.2.2. 21 AFAE 74 949 A 1)

olel 21 AFA T4 849 FUE B+ AU

Elasticsearch <19~

Elasticsearch 919 9] Je| 2 & 5= g5t

Elasticsearch Pod<] ¢]&& 7[A 34Ut

$ oc get pods --selector component=elasticsearch -0 name

2 o

o

AN 2 A NA G 2EA 2 A8t == ClusterLogging AH-&#+ 4 2] &)
2=2(CR)E 43l = 7% OpenShift Elastlcsearch Operator= PVC(3+ 2§ &

StorageStructureChangelgnored 3 €] & X]¢-& A ClusterLogging CR= 7 A}3
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pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

Qe o) el E 714 g

$ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

2 o

o

Defaulting container name to elasticsearch.

Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n

openshift-logging' to see all of the containers in this pod.

green open infra-000002
S4QANNf1QP6NgCegfnrnbQ 3 1 119926 0 157 78
green open audit-000001

8 EQx77iQCSTzFOXtxRgqFw 3 1 0 0 0 0

green open .security iDjscH7aSUGhIdqOLheLBQ

11 5 0 0 0

green open .kibana_-377444158_ kubeadmin
yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0
green open infra-000001

z6Dpe__ ORgiopEpW6YI44A 3 1 871000 0 874 436

green open app-000001 hlrazQCeSISewG3c2VivsQ

3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIq6iQW6wg

11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-

kaOW30kS-mQ 3 1 1 0 0 0

21 A &4 Pod

2 4428 52954 Pode] AHE 2 5 AFUTH

Pod o] &2 714 g th.

I $ oc get pods --selector component=elasticsearch -o name
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o
i)
2

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

Pod 2= & 7HAsU o
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

o= v AW AR 2dgy

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started: Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
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Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled True

Events: <honhe>

21 252X Pod vl £ 74

272 Ag2ME 7Y JEUE 2 5 A&

W) E 74 9] ol 7HA gLt

$ oc get deployment --selector component=elasticsearch -o name

2 o

o

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

W) E A e S 7HA g o
I $ oc describe deployment elasticsearch-cdm-1gon-1

o= v AW ARV 2dgy

I Containers:
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elasticsearch:

Image: registry.redhat.io/openshift-logging/elasticsearch6-rhel8
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s

timeout=30s period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available True MinimumReplicasAvailable

Events: <honhe>

FEAAFAEBAELAE
2 AZAE BAR AES] FHE 8 5 AFh
BAR AES] o] 5L HAFY T
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

BA R A E] Fel S 7HA g
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-618495

o= v AW AR 2dgy

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-
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rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7
b1c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

Events: <honhe>

12.2.3. Elasticsearch 23 2 A4

OpenShift Container Platform 9 £& 9] R U A A9 9= Grafana gl A R =0 =
Elasticsearch 22 2 ¢ 9] AJH 7} A E ).

OpenShift Elasticsearch 22 2H 9] JHl & B & A OpenShift Container Platform ¢ £& 9] =Y
H3 A A o] Grafana ) A] H. = £ <cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-
logging ol A ZZ3s4 Al L.

Elasticsearch A g 2 =

eo_elasticsearch_cr_cluster_management_state

Elasticsearch S8 257} #2] FJHI1A = A HA &= FH o A=A E ZAFUH. d &
Ed 033 25U

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

AZA AA 2, 23 AAZ & o okd A A &S 93] Elasticsearch :==7} thA] A 2 314
A

2 A A8 59 ge R gy

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total

Elasticsearch Q19 2= v g 25 o] 29] F =5 IAFUL. A &

et

W thg 3 U
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Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count

ZE g &dol 2o @ 2= 7 EAFEY T S S8 g2 Zsy

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch 2 =7} 25 71} vl o] 9-L" W] A] R

Elasticsearche¢l admin-cert,admin-key,logging-es.crt =% logging-es.key 2 o] Q1= 79 U A]
B o= o3 ol 9 frAlg AdE WA A 7F EA P Y

message': "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-
key, logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

12.3. OPENSHIFT LOGGING 73 32 ]3|

i

27 43 7] 731 OpenShift Container Platform ) &< ¢] 7 3 Uld] Yag4t}.

5

123.1. 27 £37] B3 17

12] 73 31 €] o] 4] OpenShift Container Platform ¢ Z<o] TAIgUth. 1= o3 4

EEIREEE
AL A7) B Qe &

£t g 22 ARE AN} ANE e

3
=
3

HF 3 243 x70] @A truecl A vt At 3ol =2 kA FUFU

AYPSHA 33 227 A EGAHA g5

259



OpenShift Container Platform 4.8 27

OpenShift Logging 2 7] €} OpenShift Container Platform 73 32
OpenShift Container Platform &0 A =

A7 9L 2. A9 Bhol o A wst LBy

A3 Ulel g A S-S A 7l & B Q.

123.2. 27 #3871 A1 AR

273 #3717 v+

bz | AT . 7 3 Ule] 7 32 5 o] X] 2] OpenShift Container Platform I
ZEA o] AiE E F

3 12.1. Fluentd Prometheus 7 31

733t v A1 A] A4

FluentDHighErrorRate fluentd <instance><l 9] FluentD &8 279 &= = 733l
3l d3Z= 9] <value>ol A om 7| EA 07 o4 5H =
7t EAAFH F107H ol 4
FluentdNodeDown Prometheus+= fluentd Fluentd& Prometheus”} & Azt
<instance>E 10& o] 4} A Fluentd 1 28128 23
2aPdd F glFY H T vk sy
FluentdQueuelLengthinc  A]d 124] 7} &<t fluentd Fluentd= 7 Z7] 7} S 7}3) Az}
reasing <instances> v ¥ 7 Z 9] SLSiThAL B gy o
12 A&EHow F7}
AU A @2
<value>J 4 }.
FluentDVeryHighErrorR fluentd <instance>el <] FluentD &8 2 F2] 7+ 7] A 7k

ate

3l d)Z = 2] <value>9l A
L HF A AEF Y.

12.3.3. Elasticsearch 23 i+& AR

o] 2 g 7331 713 2 Prometheusd A & 4
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123273 A |4

A

ElasticsearchClusterNotH =& 2g A g 7} 28 o)A w7k o] 5 Ut S8 2E 7 2272 A zr
ealthy 5] 8314 & A shard7t F& 5 A Y vuf2~E m=7F o4 A E

HA ke dFy

ElasticsearchClusterNotH =& 25 e 7 34208 S =Mooy &Ytk U shard 2= A
ealthy A Ho] dFE x| gHFYh

ElasticsearchDiskSpaceR  Z#2~8 = &5 6417 Yol t 223 g7k 5T Z o= o4y Eay
unningLow Yt

ElasticsearchHighFileDes Z 2B & the- A7 Yo 9 A8 A7 S Ao = gAagyr. A
criptorUsage
ElasticsearchdVMHeapUs A& ® ==29] JVM §] A& #o] =& 734l
eHigh
ElasticsearchNodeDiskW 1‘4.’:3 o f F7ho] HESt] (A E == e YEuIY 5 AR
atermarkReached 22Ut} o o] 4 shard= o] =T 838 2= ¢l th =T o

1‘4 23 F7hE FrrskeE A S agdEor
ElasticsearchNodeDiskW  tj 2= of § 3 7to] =38l (A E =7} & Y E vt = 73l
atermarkReached AH YT Y shards 7158 49 o2 =29 ohA] S3gY E}.

wo gia IS o FUket AU o] mxof dgE efE Y

222 A A s A L.
ElasticsearchNodeDiskW 2z o] f F7ho] &l AAHE =7 Y= YEHufI & 4z
atermarkReached g &t o] ==o] @99 shard7l Qi RE 2d 20 = ¢]7)

Ag EFo] ALHUTL HEA A Fol =2 YErta ol = E

oA | QYA E5S FF O R A8 oF gt
ElasticsearchdVMHeapUs A3 ® ==9] JVM § A& o] Y F ZHUTh 7ol
eHigh
ElasticsearchWriteReque  Elasticsearcho] A ® == oM 227] AR} F748kal A5y 43
stsRejectiondJumps ol mEEREUAY Hrg wtrhA £ 5 dFUTh
AggregatedLoggingSyste  *]7d € ==29] A] 2"l oA ALg-Eh= CPUZF U F &5 T 733
mCPUHigh
ElasticsearchProcessCPU %3 ® = =0 A Elasticsearch7} Al-&3l= CPU7} U F =5ty A
High

12.4. RED HAT X9 & 93 =4 dlolH 3
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AL AHIE A= 3¢ S212H g gn 7 4 25 Red Hat A1 Al Al Fsha =+o] U

must-gather =& AH8-31H ZRAE £F 2|&2, I LH FF 242 3 7L OpenShift Logging
FA ez U AT ANE ST 5 A

=7} Y& B2 5 I == OpenShift Container Platform @ OpenShift Logging = tlol i Aot
ARE zﬂ*o}'ﬂ/\l L.

3

hack/logging-dump.sh 23 H E Z A2 31X] v} A| Q. o] 2IAHEE= ¢ o] X AH
A gom dole g 3 akA g&Uh

12.4.1. must-gather & A 1.
oc adm must-gather CLI 33 2 A= Ou| 4 sl=d 223 7540 =2 Ze|2HA ARE
SR

OpenShift Logging g7 ©] 4 ¢ must-gather= o3 AR E = ).

2 A E 579 Pod, 74 W, AU A, G, G vkeld, o MES FHF LA E

B2 FR7, 2 ARA, 2 A23 2 a9 o] AH = E3H5te] openshift-logging 2
openshift-operators-redhat 1] ¢ 25 o] 2 2] OpenShift Logging & 42

oc adm must-gather=S 23 spd Z2] 2 H | A Pod7l A4 gt} sl Podoll tj 3t dlo]g 7} 3
5 o] must-gather.local = ’\l 7“0} Al da g o AZg Ut o] fadgeE = A FY T2 dd g
o A= o] AFH )

12.4.2. ApA @ A&
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OpenShift Logging 2 Elasticsearch”} A X] 5 o] 2)o]o} g},

12.4.3. OpenShift Logging tl o €] 53

oc adm must-gather CLI & & A}8-3}o] OpenShift Logging 373 i3t A1 =

Ut

Z2A 2

must-gather= OpenShift Logging 3 2 & 538l 43S T4 A L.

must-gather 3 B £ A &3le] = dd g = o] 5}

(o]

OpenShift Logging ©] ] A o] & oc adm must-gather = 2 .

1
Ey
=

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath="'{.spec.template.spec.containers[?(@.name == "cluster-

logging-operator")].image}’)

must-gather 94 &z o] & g 2] U o] must-gather.localZ A #sl= A t]aHE E 9

1y }. ¢ : must-gather.local.4157245944708210408.

= A A 3 must-gather ] A E g oA 4= AL 7
AL 3= AFHOA e g3 e Ay,

12.5. A ztst 7351 A s 2

Al o]

12.5.1. Elasticsearch =] 2 ¥ Atd] 7} w7120 Q]

3} ol 4ol 712 sharde} &g A 2o] ;=0 BEE A ek,

A 32

HEUT o & 5o Linux £ AA S
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Elasticsearch 2 & 2 ¥ A = 3913} 1 2 2 status7} w71 21 %] 3ol g},
I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health
Ze gl FAd =2 AT

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

Elasticsearch pod= 14232 o] d @A 2] ¥ &9 =9} u v
I oc -n openshift-logging get pods -| component=elasticsearch

9l X Elasticsearch == 71 28] AHd] Fo] 1A &L AL LS A

i

S

g

Ut

Elasticsearchol] X813 AEE ZgQ =7} JAEX

©

kol g o

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_cat/master?v

Aed AEZ Z4U =29 Pod 225 AESA A7 J=A AU
I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

2o 2B FoaA e wre] 2 A EA7F leA AETU

oc logs <elasticsearch_node_names> -c elasticsearch -n openshift-logging

7t 28 2Ho Fo 3 A o3 AE T st S B T2 AX
query=_cat/recovery?active_only=true

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

A

2ol 9l

e

RS By 222 BE A 40N AQFAY FeE 5 AHU .

o
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health
|grep number_of_pending_tasks

BF F Aol 9

e

35 e

i

2

o

Y.

et WA 2A2E BT FAL dehlE 29 A% b/ B BT Ae 2
2€l¢] 719 71} 2.910) whet U o

agx god BF T FAY e ez A HAA = A5 E77 SAHNES UEdEY

}.
8.
B 17 98 AA Y Bol= 79 cluster.routing.allocation.enable©] none® 2 A7 5 of
Q=4 el g

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty

o.
cluster.routing.allocation.enable¢] noneo. 2 AA o] Qo™ allZz A .
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty -X PUT -d '{"'persistent’:
{"cluster.routing.allocation.enable":"all"}}'
10.

of® Qe 27} o} =) Wxka)el ] el Gk,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

1.
Qe 27} mbaol v g WA S shel Aguith

AN E A e

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name>/_cache/clear?pretty
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HAd 23 A= 3

i
ills

A4,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

L~

fn

238 5

tlo

A7)

3

Ut

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_search/scroll/_all -X DELETE

>
o)
2
r (
o
i

Q4.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout":"10m"}'

12.
ol A @A oA WAl Qe 2% X 9 how Qe s AEA 0= x| gk,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_cat/indices?v

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_red_index_name> -X DELETE

13.
W2 Qe 27} 9l FE 26 e/t warsol | HolE == A& H o2 e 2ET}
[e]

Elasticsearch JVM 3] A}-& o] 2% 3213t

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_nodes/stats?pretty

266



fr
b
2
=

Elasticsearch ] 9l 4] "Free up or increase disk space"S 7 A 3} 572 mh7k20 0=
e 2H A E 33U

12.5.2. Elasticsearch 2 & 2H e 7} =& ¢

s} o] &2] 7] shard?] 542 shard= ==0 &FHA EF4t.

A 32

1.
ClusterLogging CRol| 4] nodeCountE x4 3l == +2 Yt}

22 AL O JT 2EDA T4

fr
b
2
1=

Elasticsearch 5] 9ll 4] "Free up or increase disk space"S 7 A 3} 57 w7k =
&Y 4™ E 33U

12.5.3. Elasticsearch == t]J 2~ = Low Watermark Reached

Elasticsearch= & Qg nl=9)] =23l =0 shard= I331# L5Ut).

w4 312

r
[
i
>
e
i)
v
i)

Elasticsearch”} vl 3£

267


https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-configuring-crd_cluster-logging-configuring-cr
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-elasticsearch-storage_cluster-logging-store
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://www.elastic.co/guide/en/elasticsearch/reference/6.8/disk-allocator.html

OpenShift Container Platform 4.8 27

I oc -n openshift-logging get po -o wide

unassigned shards”} $J =4 &<l

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

et

1A -2 shardz} 9l 4§ 7 =EolA Haz $702 A%,

for pod in “oc -n openshift-logging get po -l component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

nodes.node_name.fs 2 =& 32l

o}

o
£
o)

A o)A AHg b5 E v 23 72 S

AHgd g2z

ol 28
o shardE 333 5 a5y

5.

ReEXxcodara g7+ =d4HAAL
6.

023 378 529 F 8= A5 g2 N dlolg ==& F718] HY4A] Q.
7.

Al dlol8 =5 Frtste= ul A7 = A4 A F82H

ol
4o
o
i)
tllo
N
o
L
v

& A redundancyPolicyS 3¢l o).

oc -n openshift-logging get es elasticsearch -o
jsonpath="{.spec.redundancyPolicy}'

Fx

ClusterLogging CR& A1&-3t= A $ o

o
tllo
s
J
hic)
L
i)

oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

268



Z 2] 2-¥ redundancyPolicy 7} SingleRedundancy ¥t} 2 73
SingleRedundancy= A A3} 31 o] 23 W73 AHHS & FgH o).

_C'>_
ol @A EA7L A EHA o oA

Elasticsearche] =& ¢

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> --
indices

AAE 5 9l o e

i
i)

Ao
Qe 22 A o

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name> -X DELETE

Fe2H 27 AR A A 9] iz FH | "4 F ClusterLogging AH8-#} 3 9 2] &
(CR)"9| 4] "redundancyPolicy"E 7 A 3] t}.

L= Sk |

12.5.4. Elasticsearch == t] 2= High Watermark Reached

Elasticsearch= =2 9 g nl =9 =23 == oA shardE A x| 515 3 Tt}

S Lk
1.

269


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-configuring-crd_cluster-logging-configuring-cr
https://www.elastic.co/guide/en/elasticsearch/reference/6.8/disk-allocator.html

OpenShift Container Platform 4.8 27

for pod in “oc -n openshift-logging get po -l component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

S EHLAXY SUA FAEY

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards

W& %94 shard A v x] 71 Z A =H High QCOWmark~7} =38 72 ¢ Yt}. High
QCOWmark<] 7] 272 90% 4 Y}

shard= A8 vl YAZ AFES A B2 H2T AR Fo] ¥ === AuAFEY .

4,
57 =0 shards &332 | 44 372 FEIUY
5.
RExE Oaa g2 AN
6.
O232 370 59 5 9l 29 228 A dolH =28 718 mygA L.
7.
Al dol8 =25 Fr18te bl #AI7F A= A5 AA S8 2H T5 F S EYUd
a.
& A redundancyPolicyS 3¢l o).
oc -n openshift-logging get es elasticsearch -o
jsonpath="{.spec.redundancyPolicy}'
=31
ClusterLogging CR& AH8-8l= A ¢ tdhaS 483U

jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

I oc -n openshift-logging get cl -0

£ 2 ¥ redundancyPolicy”} SingleRedundancy X.t} & 73-$-

270



SingleRedundancy= d A sl o] 2] gt W7 AgHS #43yoh
ol dA A EAIZE AAEHA Fod oA AP AE AP

Elasticsearch?] 2 & old » o] Ag| = &1},

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> --
indices

AAT 5 9l oA e

i
J

Ao

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name> -X DELETE

Fe2E 27 AHSA A 9] ez FH o "4 F ClusterLogging AH8-#F 3 9 2] &
(CR)"9| 4] "redundancyPolicy"E 7 A 3] t}.

12.5.5. Elasticsearch == t]J ~ = Flood Watermark Reached

Elasticsearch= ol 2|3t 7+ =27 & 27 553

o}

e

5

rn

Qe 2o 917] A g A2

e

=
=

tllo
X
oo
i)
L

shut o] 9] shard7l :==o gyt

sl o] e A=yt Zej= 9HA S 234Ut

A 34

Elasticsearch :==29] f] 23 F7+S 13l

271


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-configuring-crd_cluster-logging-configuring-cr
https://www.elastic.co/guide/en/elasticsearch/reference/6.8/disk-allocator.html

OpenShift Container Platform 4.8 27

for pod in “oc -n openshift-logging get po -l component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

R A s RSO L e

o
£
o)

nodes.node_name.fs 2 =& 32l

AHEE "= %‘ £0] 95%= 25t =7t ZH = YEHAE 2332 Vi
o] 54 =t &34 sharddl tjs] 2277} g}t

3.
REXE Oaa g2 AN
4,
b2 3708 5€ 5 e A e 2H A dlolH =E8 Frls) nAlA L.
5.
Al dloly == F7tete H A7 e A AA 2 5 A S S9Ud
a.
& A redundancyPolicyS 3¢l o).
oc -n openshift-logging get es elasticsearch -o
jsonpath='{.spec.redundancyPolicy}'
31
ClusterLogging CR& 4183+ A o232 438
oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'
b.
£ 2-¥] redundancyPolicy”} SingleRedundancy ®.t} & 7%
SingleRedundancy= A4 s} o] st 7 ALGHS A A3
6.

272



I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> --

indices

A A oA A2

i
i)
rO
)
L
i)

Qe 22 A g o

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util

--query=<elasticsearch_index_name> -X DELETE

§7k0] 90% vl o 2 ol & Wl 7kA] Y2 F3he A
Ut 28 g2 o] 54 =9 g3 27] S A FU.

b
_] il

2&
K
o
L
4
o

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}’

Z22H 27 AFEA A 9] gla2 A Kol "AE ClusterLogging AF8-A A 9] g4~

(CR)"9l A "redundancyPolicy"Z 74 gt}

12.5.6. Elasticsearch JVM 3§ A} & o] =&

AH4-9 Elasticsearch ;== JVM 3§ vl 22 = 75% ©] 4t}

A 34

3 2712 see Qo) EHUh

12.5.7. A8 27 A 2" CPU/} =&

9] Al 2] CPU AL o] 4 Th.

A 34

Ze)2H xx9] CPUS g th o Be CPU 2l4A28 o 3ga ol

12.5.8. Elasticsearch == 4] 2~ CPU7} =&

273


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-configuring-crd_cluster-logging-configuring-cr
https://www.elastic.co/guide/en/elasticsearch/reference/current/important-settings.html#heap-size-settings

OpenShift Container Platform 4.8 27

L-xr 9] Elasticsearch 2 4] 2~ CPU A} & Fo] =51}

A 32

12.5.9. Elasticsearch t] 2= Z7lo] .=

Elasticsearch 2 2] ~H = A 123 AL&-Fol wpat FF 6417k ojjol] == F7Ho] A A
o2 gy

A 32

1.
Elasticsearch = =29] t] 23 F 72 714 34t}

for pod in “oc -n openshift-logging get po -l component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

2.
W& 29 )4 nodes.node_name.fs A =2 2l ale] G ==9] ALE 758 A= F7H
< g
3.
RE LT O2ad e AL
4.
023 F7He 52 F = 49 S8 2Ho Al "ol =22 F7}38] HAA L.
5.
A ol =E2 Frbett 0 BAZE Ak A% AA ZHU2H 35 492 EYUd

& A redundancyPolicyS 3¢l o).

oc -n openshift-logging get es elasticsearch -o
jsonpath="{.spec.redundancyPolicy}'

274



ClusterLogging CR& Al&3t= ¢ o

o
tlo
e
J
)
L
fu)

oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

£ 2-¥] redundancyPolicy”} SingleRedundancy ®.t} & 7%
SingleRedundancy= H A sl o] 2] gt W7 AHgHS A 43yo.

ol A TAA EA 7t DA o ol <l
Elasticsearche] 2= ¢

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> --
indices

AAE 5 2l ol e

i
J

Ao

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name> -X DELETE

28 2H 27 AHEA A 9] gl F o] " ClusterLogging AHS-AF 4 9] 2] &2
(CR)"9| 4] "redundancyPolicy"E 7 A 3] t}.

=Sk |

Elasticsearch 7 57 412 o]l 4] "ElasticsearchDiskSpaceRunningLow"Z 7 A g o).

Elasticsearch 5] | 4] "Free up or increase disk space"S 7 A 5} 37 w712 o
829 ™ E 3¢

e

=

12.5.10. Elasticsearch FileDescriptor A}-& %o] =&

275


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-configuring-crd_cluster-logging-configuring-cr
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-elasticsearch-rules_cluster-logging-alerts
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status

OpenShift Container Platform 4.8 7]

QA ALE FAE 71EL 2 29| d 4 L A9A 57 FESA Sy

A 32

Elasticsearch ¥} Az} 2o A e g 2 & Qo w2} zF == 9] max_file_descriptors <
glstal 93k A9 A

1T H

Elasticsearch 7 37 412 ol| 4] "ElasticsearchHighFileDescriptorUsage" S 7 A g t}.

OpenShift Logging ™ A] ¥ = o] 4| "File Descriptors In Use"Z Z A3},

276


https://www.elastic.co/guide/en/elasticsearch/reference/current/file-descriptors.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-elasticsearch-rules_cluster-logging-alerts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/logging/#cluster-logging-dashboards-logging_cluster-logging-dashboards

13%. OPENSHIFT LOGGING A %] A A

13%. OPENSHIFT LOGGING A %] A A

OpenShift Container Platform = 2] 2~ €| o] 4] OpenShift Logging2 #| A& 4 d54 ).

13.1. OPENSHIFT CONTAINER PLATFORM©l|x] OPENSHIFT LOGGING A X] 2}x]|

ClusterLogging A+ 4 9] 2]2=2(CR)E AHAl3te] 21 YA S AT 5 dFYth CRE A S
%o t}= OpenShift Logging 4 24%E Yol o delx oz AT 4 ALYt

ClusterLogging CR< tAlsl = PVC(Q 7 & 2 9)7k A AR A Utk 4wx PVC, 47 25
(PV) 2 24 dlo| 8 & a7 Al st | 371 2418 sl of vk

AHA 2.7 AV
[ ]
OpenShift Logging 2 Elasticsearch”} A X] 5 o] 2)o]of g},

Z2A 2

OpenShift Logging& 4l 7l sl ®l t}8-& %30

o

Yt

OpenShift Container Platform ¢ <& 2 A}-2 3} ClusterLogging CRS #| A g4 t}.

B2 - AL8A Aol gax Qe Aol AAFh

b.
ALgA A 9] g 42 A 9 Ho] A o) A ClusterLogging2 &3 3.
c.
AHE AL A o] Bla2 Ao Al AR Fo|A oA A2 2E FEYFP .
d.
A28 Ao A= 4 vl
]
L]
]

277



OpenShift Container Platform 4.8 27

Ae) A1g}: CRD(AFE AL A o] 2] &2 A o)) = 2hA) F ).

Bl - AeA Qo) B4 Qo) HolA = Aa ok

ClusterLogForwarder 99| Q&= 34 v

2 2932 A1 A A9 gax G AR 2 A .

Elasticsearch &9 J+= &4 v+

2 2932 A1 A A9 Fax o AR 2 A .

A9 A}g}: Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch OperatorE
AAFU

Operator ~ A X @ Operator ¥ o] x| & A gt}

Red Hat OpenShift Logging Operator 9] = 34 w7

& 2933 Operator A X A/ AE Ao

OpenShift Elasticsearch Operator €9 9= 34 vl

2 2933 Operator 43 A4S A ghich.

278



13%. OPENSHIFT LOGGING A %] A A

A8 A4 OpenShift Logging 2 Elasticsearch Z 24 E & A A 34}

& - Z2AE dojA=z AR,

b.
openshift-logging Z2 A € A J+= A 1
]
L]
]
& 295t ZRAE A & Ad9 gt
C.
ti 3} ‘Aol 4| openshift-loggingS ¢ Este] AHA1 & <l staL AHA1 & 2234 o
d.

openshift-operators-redhat Z 2 A E doj = 34 vl

o] Y| ¢l ¥ o] 20 T} E ZF = Operatorr} 2 x]€ 7 ¢ openshift-
operators-redhat = 2 2] E Z 2}A]| 3} %] v} Al 2.

3} A #}ol A openshift-operators-redhat-g ¢} & 3o 2141 =
gy

_I (i
rO
Q'L
R
0
2
i
iy
i)

o2 podel 4 AAHE @ 5 =% PVCE f43tel™ PVCE 3155hw] Ba g dlo|2 =
PVC ol &2 #A g th.

Rel A4ah: PVCE A8 shoelw AR e 5 gl th

279



OpenShift Container Platform 4.8 27

%91

PVCE 82181711} 212l 5Hel PV7E kx5l 51 dlo] 6] &4o] wal g 5
2¢ueh.

Z2EZA] - 47 EF Y AR A&F

22Ysdn g7 2E 29 AAS

2,
)
d
L
kY

280


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/storage/#reclaim-manual_understanding-persistent-storage

14%. 20 d3= F=

OpenShift Loggi
(o]
© 2 JSON 7} ﬂlgiglr;_ig;llgxm R R AT RER-A)
o - - r ) o3
S el el oE) o B e el A o Bl ey
= — Li‘%’] o]] X:'—g-t_ﬂ- . .
293t 4= 9J &)

Elasticsear
ch 2 Ki
/l = o] Elasticsearch / s] J olg 3 A== AMeH WA
_search/q=kubernetes p_Odearch URL=Z Kubernetes poqg A A = ol
.pod_name:name-of od o] &8 o A 2= o5& AR
-of-my-pod= A& < e Sk
s AH- Yo

B
o
do
¥
AN
e
Iy
fe
H
frt
e
kU
[
=2
0
tllo
¥
0
oy
L
kY

281



OpenShift Container Platform 4.8 7]

15%. MESSAGE

AR 7273 2 d2E UTF-8= A 3gd G} H|o] X &&& structured 2 =71 J+= A o] D=7}
AU vl o] A& 5 U structured o @ ZHA @ W 82 AE S FESHH A L.

t o] B

do
of

text

Al %k HAPPY

282



167%. STRUCTURED

167¢. STRUCTURED

F%3t9 oHAES AX 27 FEQUr} o] D= Forwarder7} %319 JSON 2 12 78 24
FES FHE 9ol EAT F AFUTh AR 27 FBo| FEYF TRIE 29 F¢ o] =oE
YT JISON 7271 EFFUTh 213X 22 od o] A== Hlo] AAY gl o1 message B =0 = A
2 MAA 7 £3FE Y. structured Z =0 22 WA X o] £34 519 =71 JS F Jom o)

o G| A e Aol YxTh

Holg &3 group
map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618

A 3k
worker:0]

283



OpenShift Container Platform 4.8 27

177%. @TIMESTAMP

2aFol 2=t A AL 3P DS & 5 Qe A
UTC %At "@" A k= 54 $x2 dotd 2=g
ElasticsearchZ A}-8-3lo “@timestamp” S 241t}

dlo]E /3 date

of| Al 7k 2015-01-24 14:06:05.071000000 Z

284

S 2 ANRE A FAY W EAHE

GERIU T g Re] =y} Rdos



®
ol
o
[>
im
o
e

%2} ff} o X X 7} A &E § A E 9] o] 29Ut} Kubernetes 22 2~ E 9 4] o]= kubernetes.host9} &

gl o] ¥ 63 keyword

285



OpenShift Container Platform 4.8 27

197%. IPADDR4

&2 A 9] IPva 29tk o] B 4 Y& vith

dole 48 ip

286



20%.IPADDRE

207. IPADDR6

AHg 7bs e A% &2 Aol IPV6 F2YuUth M del B 5 g th

dole 8 ip

287



OpenShift Container Platform 4.8 27

rsyslog(severitytext property) Python 27 =&

21%. LEVEL

olft

the gresyslog.hol A 7h4 931 71 Skl s Fahi= So47k St

o ¥

0= emerg, A| =8-S AHE- 2 = §lwY

*

1=alert, X 22 Fs|ok gt

2 = crit, 423 e AU

3=err, 2/ FH AU

4 = warn, 73 32 g 4}

5 = notice, A Fol At T2 3 FeE J Ut

o
1]

=]
o
oX,
f
i
2
of
i)
i
v

7 = debug, 9u = 5% WA A Yo

2 syslog.ho] A H7} oAk 2] AHS-HU o}

2 URY TR 22

Lo

8 = trace, trace-level W] A] X] = debug W A ] ¥ o} o z}A| g o).

9 = unknown, 27 A| =Hlo| A Q14 5HA] = whs A= AF

N2Re] 20 5F B $4 298 o4 559 /b3 /e AR 5o WP Pk S

o]
H

Y.


http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l74
http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l51

217 LEVEL

Eo] python 27 9| A= CRITICAL2 crit2 ERROR= err 53 ¢ X A1 2 4 dFY

gl o] ¥ 63 keyword

Al 7k info

289


https://docs.python.org/2.7/library/logging.html#logging-levels

OpenShift Container Platform 4.8 27

227%. PID

AR 7153 A9 ol= =7 AEE Y Z2A A IDY YT

gl o] E 63 keyword

290



23%. SERVICE

237. SERVICE

AHE 7He @ A% 274 AEE g AAE Aqu| 29| o] YUt o & £ syslog®] APP-NAME %!
rsyslog®| programname <73 -2 A H| X =0 v g}

gl o] ¥ 63 keyword

291



OpenShift Container Platform 4.8 7]

247F. TAGS

A Apap: 7] T Q716 €la) 2+ =10l v) A ¥ Operator 4 o] Bl 222

JREL FUOoE TRHA FAY EZo] gt EALo| A FAY E2o] JSON 2=

t o] B

do
of

text

292

o]
=



25%. FILE

FHANA o] 21 GRS AE = 5%
2gel Q& A= P

e
lo
)
fu
s
L
v
e
=
X
lo
il
iy
i)
[*
a
b
[

9] /var/log 3} A]

t o] B

do
of

text

293



OpenShift Container Platform 4.8 7]

267. OFFSET

QA ZAUTH ©el 2 A o) AdxEolA gol AAdA BEEA Z7elE @ HAolq =
2hel o] A H7hA] o] vhol B 40 B 1 71w Eie 22 2kl W5 (0 Ei= 171w 2 ekl 5 gl
A wAe] 27 (8 4)e Vel ke 2R 5 dsU

goly 3 long

294



27%. KUBERNETES

Feul e 2 2 vl b ol o] v Q) 2w o] 2¢ju o,

Holg &9 group

27.1. KUBERNETES.POD_NAME

Pod9] o] &Y.

dolE 3 keyword

27.2. KUBERNETES.POD_ID

Pod<] Kubernetes ID 1] t}.

dlole 3 keyword

27.3. KUBERNETES.NAMESPACE_NAME

Kubernetes?] 4] 23 o] 2 o] Y Y.

gl o] ¥ 63 keyword

27.4. KUBERNETES.NAMESPACE_ID

Kubernetes2] Y| 29| o] 2~ IDY Y t}.

gl o] ¥ 63 keyword

27.5. KUBERNETES.HOST

Kubernetes == o] 544t}

27%. KUBERNETES

295



OpenShift Container Platform 4.8 27

gl o] ¥ 63 keyword

27.6. KUBERNETES.CONTAINER_NAME

Kubernetes®] 718 o] o] Y4t}

gl o] ¥ 63 keyword

27.7. KUBERNETES.ANNOTATIONS

Kubernetes ¢ B A E o} AAH F4 ).

tely #39 group

27.8. KUBERNETES.LABELS

22 Kubernetes Poddl 9= @ o] &Yt}

Holg &9 group

27.9. KUBERNETES.EVENT

Kubernetes v}~ E| APlo] 4] 1.2 Kubernetes oWl EQlUt}. o] o]l E A2 Event vl o] 9] type
EventS g3 o 2 w5yl

t o] B

do
oft

group

27.9.1. kubernetes.event.verb

olyl € -3, ADDED,MODIFIED %=+ DELETED

gl o] E 63 keyword

Al %k ADDED

296


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.21/#event-v1-core

27%. KUBERNETES

27.9.2. kubernetes.event.metadata

oWl E A 91X ;A AH

BaYd

oX

Holg &9 group

27.9.2.1. kubernetes.event.metadata.name

oW E A7

tilo

A euAEY o5 rh.

dlole 3 keyword

o Al 7k java-mainclass-1.14d888a4cfc24890

27.9.2.2. kubernetes.event.metadata.namespace

oWl E 7} 2] wHA) g v ¢ 23] o] 2 9] o] E U t}. eventrouter o Z 2] A o] A o] v EH U] Y 23 o]
2-9l kubernetes.namespace_name=} t}51t}.

g o] E 63 keyword

o Al Zk default

27.9.2.3. kubernetes.event.metadata.selfLink

oWl =] o) g B2t

dolE 3 keyword

o Al 7k /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

27.9.2.4. kubernetes.event.metadata.uid

ol o] 74 DY,

dole 3 keyword
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AT %k d828ac69-7b58-11e7-9¢cf5-5254002f560c

27.9.2.5. kubernetes.event.metadata.resourceVersion

Aw o] Y& v A o] o]l EE 235}
7tAARE N7E AR + AU

e
e

WolE 48  integer

Al %k 311987

27.9.3. kubernetes.event.involvedObject

oW Ee] ¢ 1A ES .

Holg &3 group

27.9.3.1. kubernetes.event.involvedObject.kind

eBAE §3YUch

gl o] E] 63 keyword

o Al 7k ReplicationController

27.9.3.2. kubernetes.event.involvedObject.namespace

T 2 VA E 9] v g 2 o] 2 o] F YY) eventrouter o Z2] Al o] A o] vl EH Y] Y =¥ o] 2=
kubernetes.namespace_namez} o} & 4 A5

gl o] E 63 keyword

o Al Zh default

27.9.3.3. kubernetes.event.involvedObject.name
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dlole 3 keyword

o Al 7k java-mainclass-1
27.9.3.4. kubernetes.event.involvedObiject.uid

oBvAE & IDYYT

gl o] ¥ 63 keyword

o Al 3k e6bff941-76a8-11e7-8193-5254002f560c
27.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes w}2-H API2] ¥ A ] ).

gl o] E 63 keyword

Al 2k vi

27.9.3.6. kubernetes.event.involvedObject.resourceVersion

JMES EalAG e i A e st EAAUT ZeoAEE o] EAAL Aol
onAEsUAY AJE 24T+ dFUTh

gl o] E] 63 keyword

Al %k 308882

27.9.4. kubernetes.event.reason

o] olMES YAt ol fE AT AL v s FAAAY T

gl o] E 63 keyword
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o A] Zk SuccessfulCreate

27.9.5. kubernetes.event.source_component

o] ojWlEZ B33 74 24U YT

gl o] E] 63 keyword

o A] 7k replication-controller

27.9.6. kubernetes.event.firstTimestamp

olWEs} A& 158 A%,

goly 3 date

of| Al 7k 2017-08-07 10:11:57.000000000 Z

27.9.7. kubernetes.event.count

o] oWl E 7} BA & 35Tk,

WolE 48  integer

Al 2k 1

27.9.8. kubernetes.event.type

oWl E 3§, Normal === Warningd Ut} A f-3 & 5ol 712 & ds o

dlole 3 keyword

o Al Zk Normal
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openshift-logging 573 v eld] o] € 9] Y] Y 29 o] 2

dolg #¢ group

28.1. OPENSHIFT.LABELS

Cluster Log Forwarder 743 ol 3-719 o] &

dlolE 3 group

287%. OPENSHIFT
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