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773k RHCOS(RED HAT ENTERPRISE LINUX COREOS)

7.1. RHCOS =7j

RHCOS(Red Hat Enterprise Linux CoreOS)+= l-53}d ¢4 ¢ zd]o] = 7] 5& Z++ RHEL(Red Hat
Enterprise Linux) ¢] #3 Z#2 Al gsio] A4t B 22 Abo]t] £ A4 7]&2 e,

RHCOS += 2= OpenShift Container Platform ] o] 4j3j] OpenShift Container Platform 4.99] 7%
R £ Z vt x] gl g 1] }. RHCOS = OpenShift Container Platform A EZ Z )] ¢] vj ] FEx= of~E] of 3l o
A EE G L2 AA YL RHCOS= 2 E Fa 2 g vl 9 7]E 24 A4 o] %] v RHEL 2 £ ]
A 2 A& 3f= F YA vl o] el 37 = Bf= Zr 5 IS 4 ¥ & 5 251 OpenShift Container
Platform 4.9 9] RHCOS & ujj ¥ &}:= Y ¥H3] ol @] o &= 7= 7} 7} Sl -

o Yz =z o] ZZH|A 5= Qlza}o] FEAEE HA]5HH 3] 5o RHCOS o] n] =] 7} tj ¢
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] 8% v Z 5= b AH&-H o

o #e]ss dlzepo] Fel2EF A sHs F5 4 #4]0 8pZFRHCOS o] v <] & ¢, Ignition 7
) 92 Y5510, lgnition 7§ T2 AF§ 5Fo] ]2 I 2 )4 3] oF FL] e

i
i

7.11. .2 RHCOS 7] &
I} 552 RHCOS 29 449 72 752 43 g,

® RHEL 7]uk 7] 2 2 A A= FZ RHEL 7§ 242 74 F1o RHEL S X ¢ 5}+= 5ot FZ,
H oI Fo] 1= RHCOS E #] gl gfjr]. o & 5o], RHCOS 22 E gJo]=RPM 5] 7] %] o] gl ©
# Z} RHCOS A 282 RHEL # 97 systemd init A] =8 o ] & 2] 5f+= Y & 9] A]v] 2= A 2}F
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o xjo]H FHY: RHEL 74 27} ¥ 35 o] YIX]PFRHCOS = 7] RHEL 3 H o} ] ¢4 3} &
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® CRI-O AEg]o]1] 2 ElQ): RHCOS o = Dockerol] & 2 1 OCI ¥ libcontainer § & Z g o] E &3
8} 7] 5 o] Z = o] Y] eFDocker 7 g o]1] AF bl CRI-O Z g o] A XS &gl
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EE FaAE o] v )& BAL 95 B 4G & 7 g1 crict] CLI E7F AR 9] CRI-O 71
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7.1.4.1. Ignition 25 34/
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OpenShift Container Platform &2 2 €] o] ¢l+=RHCOS r] 9] Ignition Z Z A 2 of = 0}2 GA| 7} Z g}
Hild

e ujRlo]Ignition ¥ F YL JIA SO AEE F 9] vjRl& L EXEJ oj2lof 4] Ignition 4
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o Ignition v dlof ]~ 7], 7l A2, ] dEZ] @ §2E Y4 F] Tk RAID o] 3o = =]
AFA LM 252 < €514 L] eh

® Ignition- initramfs 2] /sysroot t] ] 2] of] § 7 7} A~ Hl o] ZEZ n}.2 E5} Y 5 G/sysroot
o g g 2] o] 4] X-&2 A =g o)

o Ignition:2 § o) = A A2 Y5 ALY A §H3] v} LEHES 4FF
o Ignition& systemd ¢+ 5212 &Y 5to] /var ] A E =] o] B2 8 FFeZ A 5] T

® Ignition< Ignition 7Y 7 Y& &P 5}of AF& A}, systemd F=| U & 7]e} 7Y AL Hg g
o

® Ignition 9] A} = initramfs o v} 2 EH G A|2H o] B E 74 Q42 F v 2 E g4 3.

o lIgnition 2 A] v] &9 init ZZ A~ E A Fpelo] A|2H R Fo JYH = v]doA] TE B E AH]
27F A FH U

o] Iz A 27} B} A2 g ol 4] Fe] 2B o] Fo] g FH] 7} 5 20m] A3 Y & BT gl

7.2. IGNITION *% 59 1 7]

PESEY vjAg WSS b A8 Ignition 78 wlelS B e W v FEE JY5H A L.

I $ openshift-install create ignition-configs --dir $HOME/testconfig

o 7}x] Z# o o g5} bootstrap.ign, master.ign = worker.ign 7} o] 9] 23t O] 2 E] 2] of] FZ A] 1]}
bootstrap.ign 7} 2/ o] ] &S HejHjq ZEE 3 A& NAL. a)'T F L] 2 RS o534 g5

$ cat $SHOME/testconfig/bootstrap.ign | jq
{
"ignition": {
"version': "3.2.0"
2
"passwd": {
"users’: [
{
name" "core",
"sshA uthorlzedKeys": [
"ssh-rsa AAAAB3NzaC1yec...."”

}
)
b
"storage": {
"files": [
{
"overwrite'": false,
"path”: "/etc/motd",
"user": {
"name": "root"
b
"append": [
{
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"source": "data:text/plain;charset=utf-
8;baseb64,VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWV
kIHdoZW4gdGhlIG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemitYXJ5IHNIcnZpY2VzIGFyZS
ByZWxIYXNILWItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljZS4gVG
89d2F0Y2ggdGhlaXigc3RhdHVzLCBydW4gZS5nLgoKICBqb3VybmFsY3RsIC1ilC1mIC11IHJIb
GVhc2UtaW1hZ2Uuc2VydmljZSAtdSBib290a3ViZS5zZXJ2aWNICg==

}
I
'mode’': 420

}

bootstrap.ign 7} ¢ o] 1} €l 7] ] Y -2 O] 7 F s} w 55 722 1] -§-2 t}Ef i base64 917 o
o[ E] #4902 base6d -d §H.0 2 HESI AL, 22 9| F NN FELEH o) 7o)
/etc/motd 7} & o] 1f] &2 A& 5}= o ¢}

$ echo
VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWVkIHdoZW
4g9dGhliG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemlitYXJ5IHNIcnZpY2VzIGFyZSByZWxIlY
XNILWItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljiZS4gVG8gd2F0Y2
ggdGhlaXigc3RhdHVzLCBydW49gZS5nLgoKICBqb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2Uta
W1hzZ2Uuc2VydmljiZSAtdSBib290a3ViZS5zZXJ2aWNICg== | base64 --decode

2 of

M

This is the bootstrap node; it will be destroyed when the master is fully up.

The primary services are release-image.service followed by bootkube.service. To watch their
status, run e.g.

journalctl -b -f -u release-image.service -u bootkube.service

master.ign = worker.ign 2} 2 o 4] &l G B Z -2 vIE 5} o] z} v Xl % o g ¢t Ignition %4 2 2] _éé_g_
2ol 5} 4/ 4] 2. worker.igno] 25} 22 § o] H A5 o] FEXE G u] oA Ignition 742 714 2= 1
w2 4 s o 3]

I "source": "https://api.myign.develcluster.example.com:22623/config/worker",

bootstrap.ign 21 & ) 4] wjE = = R 7IA] AR o Zsd o,

o Bk G gnition 74 Yo 39 510] 5] MCOANA 5 52 e H4)<]
A}§ 5te] vG A FE v 7ol B 5 E o

o

o 1Y g: HE*EZ njilo] O} Z ]l 9] Ignition 74 S A 326l 2 2 oA E] 2 2F¢] =] o]l Ignition
7 JH = FEZEG v}l o] 7247 §H7) bootstrap.ignoj <] gH 1 o}

o 27]: 19 Ao]=1300% o] Yo]n gt 759 e]= F 2o EgHF U T

o malo) BApE 2} 5o U] §-& A Z Ho]5 URLZ o)1 5z ) §:2 877} s o] H 9 H
L]} (182 5 8]7] #171 5] ¥ o]d ol ZAlH jq 2 base6d B F - A1 4] 2.)

e 7% Ignition 77y T o] 0= A Ho] Qo Jul oz J|E 9 S g5l FE o] ofr]e} rf

8] Y A2 =5 UL FFHE AT o Fo, NFSol o 5 A1) 2% 75 ohi=
A o] Fi= v 8, A H o] A2 o init Z ) 20 4] A] 5= NFS 74 528 F7p5] ok
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https://coreos.github.io/ignition/configuration-v3_2/

7%. RHCOS(RED HAT ENTERPRISE LINUX COREOS)
o ARg): ssh 7] 7} A§ Aol A B o] corez}is o] 52 A} YHH LIk 2 2] vl B AFE-AF
ojFF ASA 2 Fe|2E o 2298 Qs
o 2EZA: 2B YHA = 2} vlo] Fo1E YL HE g FE2 g F I} Ao
/root/.docker/config.json(Z 2] = E] 7} Zl ] o] 1] o] n] x| # ] X E 2] ol 4] 7}x] SfoF G}= Q1 FA] A
) F Fa 2 E 74 5l= b A& 5= /opt/openshift/manifests ] 22 oj 1] X E 3} o] E g}
Fuok

® systemd.: systemd 4] o] = systemd F=] 7 S 2} 5}= ] AlE= = o] st o]zl 3t
YL PG A] X H| A F A Zf 7 A F 9l A 2 A] & G A]H| 2 F Fe] o= H] AFEH U o

e ZZojE] H: gnitionof A& O E7E =g 5 9l 519 59 Z2oE|HE =g

7.3. 4 %] ZIGNITION 3§ 7

el 74 EL w5 Ze| 29 G v A 7L B g B Y olE FELE Y 1Y Juo) EG
g/, Feld 2 E v 7y 2 PG 2L FYFYAL.

i

I $ oc get machineconfigpools
2 of

NAME CONFIG UPDATED UPDATING DEGRADED
master master-1638c1aea398413bb918e76632f20799 False False False
worker worker-2feef4f8288936489a5a832ca8efe953 False False False

| MN‘

BEoM 7YES I EH oSS TG A L.

I $ oc get machineconfig

zg o
NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
OSIMAGEURL
00-master 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-master-ssh 4.0.0-0.150.0.0-dirty 16m
00-worker 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 3.2.0 16m
worker-2feef4f8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 3.2.0 16m

Machine Config Operator+= o] &/ ot o]l 74-& X & & dj IgnitionF o7} o} 2 A4 Z-& o) oj il 74
= TAIO|Z &) 51 O(00* o 2] 99* 7}X]). 1] Xl 74 Y] 2 9] go] B2 Al&3} Z} == 7 F(rf2E = &
H=PS JE gl Aot o] of 2] v}l 7 5o FAHH pjx]uf 3 o] X} o & Fo],
99* 7 g of] F A 5= 7Y o] 00* 7 Yo FA] 5= &t 7L gjF gl ¢/ 2 MachineConfig ¢ H ]
E7}"dl] 3 #" MachineConfig © E A E 2 E315 0 o]i= LG 7} g 30 Z A& 5137 vl 748 F
FA = gl ok

w7 oA 2] 5 ¢l 7S B2 H 57 MachineConfig ¢ B 4 E 1] o] 4] "Path:"& Z o HA] 2. o &
sH o5 gedo
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I $ oc describe machineconfigs 01-worker-container-runtime | grep Path:

Zg o
Path: /etc/containers/registries.conf
Path: /etc/containers/storage.conf
Path: /etc/crio/crio.conf

o] Xl 4 7o) 1}5 7Y o] o] & X]F 3] ] A 2(4: 10-worker-container-runtime). Z} 7 ¢ o] 1} &2
URL =g} ¢ bo]g 2 5 o] Q] 28 o3 A vl 74 & Fe]=F o &3l §A]2.
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1] }. OpenShift Container Platform 4.99) 4] € £ 59l Z&] 2912 53] ¢ £=
A E SES g FAE F3] o7 WG PAEL HAEP =X ol A2 2F
o] FAA 591 F Q1S FF A F= G WF o] ]2 2F g Y= E gl
g E g

8.2. 7| 59l F&z9]
OpenShift Container Platform 4.9 o] 4] = 7] ¥ Z & & 59
2912 Ingress F &, | 2H |2 Aol Hojxr] W apga FJAg 7re 7| B AEFE Fa 9l 7] 5 7]

o g} - FFolis 7] 591 Fe] 2910] EFo] g1k

9 8.1. ¢l &2/ 29 Z

oIy

® [imitRanger

® ServiceAccount

® PodNodeSelector

o PN+

® PodTolerationRestriction
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OwnerReferencesPermissionEnforcement

® PersistentVolumeClaimResize

® RuntimeClass

e (CertificateApproval

e (CertificateSigning

® (CertificateSubjectRestriction

® autoscaling.openshift.io/ManagementCPUsOverride
® authorization.openshift.io/RestrictSubjectBindings

e scheduling.openshift.io/OriginPodNodeEnvironment
® network.openshift.io/ExternallPRanger

® network.openshift.io/RestrictedEndpointsAdmission
® image.openshift.io/lmagePolicy

® security.openshift.io/SecurityContextConstraint

® security.openshift.io/SCCExecRestrictions

® route.openshift.io/ingressAdmission

e config.openshift.io/Validate APIServer

e config.openshift.io/Validate Authentication

e config.openshift.io/ValidateFeatureGate

e config.openshift.io/ValidateConsole

® operator.openshift.io/ValidateDNS

e config.openshift.io/Validatelmage

e config.openshift.io/ValidateOAuth

e config.openshift.io/ValidateProject

e config.openshift.io/DenyDeleteClusterConfiguration
e config.openshift.io/ValidateScheduler

® quota.openshift.io/ValidateClusterResourceQuota

® security.openshift.io/ValidateSecurityContextConstraints
® authorization.openshift.io/ValidateRoleBindingRestriction

e config.openshift.io/ValidateNetwork
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o] 8.2.

operator.openshift.io/ValidateKubeControllerManager
ValidatingAdmissionWebhook
ResourceQuota

quota.openshift.io/ClusterResourceQuota

vy 5ol Faelz9l
NamespacelLifecycle
LimitRanger
ServiceAccount
NodeRestriction
TaintNodesByCondition

PodNodeSelector

o
>4

#

)

DefaultTolerationSeconds

PodTolerationRestriction

DefaultStorageClass

StorageObjectinUseProtection

RuntimeClass

DefaultingressClass
autoscaling.openshift.io/ManagementCPUsOverride
scheduling.openshift.io/OriginPodNodeEnvironment
image.openshift.io/lmagePolicy

security.openshift.io/SecurityContextConstraint

security.openshift.io/DefaultSecurityContextConstraints

MutatingAdmissionWebhook

8.3. WEBHOOK 59! Z&2]z°9]

OpenShift Container Platform 7] ¥ 5=21 Z&
2 Foll £5 5912 7t 59l A2l 7%
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A HTTPE 54 5510

9ol Y FZ AW E
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e
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1ok
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User

APl request

.

APIHTTP Authentication Mutating Object schema
handler » authorization » admission » validation »

[ 1 i

Webhook Webhook Webhook

Validating Persisted
admission g to eted

59l F&] 29 AFE Al 9] o] = EE Pod9) & o] & A EF} Yl o] oF afi= F -7 i) o] o]
F2 292 go] B2 NYTF T don A5 59 F 2912 go]F o] o Yol = Q=X] 2T
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20l {5 7].E 237 Pod A} ko]l 37} Pod == A E.7] 7] 5 ¢ o},
HE iy 5o E 290 74

apiVersion: admissionregistration.k8s.io/vibeta1
kind: MutatingWebhookConfiguration a
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook _name> Q
clientConfig: @
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> a
caBundle: <ca_signing_certificate> G

rules: 9

- operations: @
- <operation>
apiGroups:

apiVersions:

resources:

- <resource>
failurePolicy: <policy> m
sideEffects: None

B

oy

$9l Fo 29l 742 XYk

MutatingWebhookConfiguration ¢ H z] € o] o] Z¢/1]r]. <webhook _name>=S % & st gt o = b}
# o

$Z8 ¢ 729 o]F ¢/ 1]} <webhook_name>=S & &3l gko = vlF 1]l
Y 7= A u] o] 4 F 5l {25} H] o] B & o= W o of o FH
3 E E ol = A ] 27} 44 5= v 9] 2] 0] 2 9] 1] .

EEE = 4] 29 o] F 9]}

9000 OO
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5291 @ F o] A}& 5= ¢ ¥ URL 9/1]t]. <webhook_url>2 ] &3l gko = vl 1]}

o & 7 A B] 7} A} 5= Al 8] o] ZA] o)) A] T 5l= PEM ol Z 9 H CA o1=4] 9]}
<ca_signing_certificate>= base64 & &) o] #] &3t ol 4] 2 b} F 1]}

API A1) 7} o] §] 2 401 F 2912 Al-ga]o} 5= Al 7] & B 2] 5= 75 Y] Th.

H

API Al v 7} o] 9] 3= 5291 Fe] 2918 o &35l 5 Eg] 75l ofi} o] ¢ B Y] 7l g
create, update, delete &= connect°’ L] ]. <operation> ¥ <resource>= F & st zl © & b} F L]}

@6@ o9

ﬂ—?—:—i A B E A& = gl A FH A WHE =] F g <policy>E Ignore( ¥ 7 31 3¢ 2
§S 72 78) EsFail(da e 2 F A= Hf%l—/':}lgnore Al&5lH B E Falo]  E o hj
sl o 7] A &2 E7"0/ vyt st

=2
OpenShift Container Platform 4.99) 4] = %59_1 Z 2] 79] 2 FE A-&X} EE= Ao] =
ZIl Y QHAE= B35 27] @ F ol HYH HS Foj2e ¢ o7 A &> A5 v
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apiVersion: admissionregistration.k8s.io/vibeta1
kind: ValidatingWebhookConfiguration a
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook_name> g
clientConfig: @
service:
namespace: default 9
name: kubernetes
path: <webhook_url> a
caBundle: <ca_signing_certificate> @

rules: g

- operations: @
- <operation>
apiGroups:

apiVersions:

resources:

- <resource>
failurePolicy: <policy> m
sideEffects: Unknown
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59l 2 F o AF&H = 9 FZ URL ¢/ 1] t]. <webhook_url>S % Z ¢l gto = v}# 1]}

H F3 A v] 7} A& )= Al 1] Q152 A] o] A] B = PEM 9125 H CA o154 9.
<ca_signing_certificate>= base64 § &) o] & & o1 21 A] Z HIF L] ]

API A H]7} o] $] 521 591 F2] 2918 AFg-alof 5= 4] 7] & § 2] o 73 9]

API A]u] 7} o] g 7 59 Fe] 2918 5515 Ea] A3} o) o] ¥ Z Y] 7}s o g2
create, update, delete &= connect°’ L] ]. <operation> % <resource>= & & st z1 © & d}F 1]}
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I $ oc new-project my-webhook-namespace a

Q@ 7z 5F oJ5L g+ As T

4. rbac.yamlo]2}= 7} o 4] § A€ API 4] 8] 2 9] RBAC 73 & g9 g1}

apiVersion: v1
kind: List
items:

- apiVersion: rbac.authorization.k8s.io/v1 a
kind: ClusterRoleBinding
metadata:
name: auth-delegator-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:auth-delegator
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 9
kind: ClusterRole
metadata:
annotations:
name: system:openshift:online:my-webhook-server
rules:
- apiGroups:
- online.openshift.io
resources:
- namespacereservations Q
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1 @
kind: ClusterRole
metadata:
name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:
- admission.online.openshift.io
resources:
- namespacereservations 9
verbs:
- create

- apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:
name: my-webhook-server-my-webhook-namespace
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roleRef:

kind: ClusterRole

apiGroup: rbac.authorization.k8s.io

name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount

namespace: my-webhook-namespace

name: server

- apiVersion: rbac.authorization.k8s.io/v1 6
kind: RoleBinding
metadata:
namespace: kube-system
name: extension-server-authentication-reader-my-webhook-namespace
roleRef:
kind: Role
apiGroup: rbac.authorization.k8s.io
name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 @
kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: my-cluster-role
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role
subjects:
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- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

gl 2ol 2 ¢ F2 A1) APIo] $]9] 5] T
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Y 7 A b7} Fe]2E g] 2o A2 = QU gk

2] 2F 7l2]Z] 1] o o] of = namespacereservations &] &= EF 7}2] 7] 1] O}
HAH APl Al o] E AF&81o] 529l A EE 2P+ Yo
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I $ oc auth reconcile -f rbac.yaml

. Y 2mo] 2o A] Y FZE g E A E A] 8] Z b 3 5}+= O] A& 5= webhook-

daemonset.yaml o] 2}= YAML 3 22 @4 gfLjc].

apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true"”
spec:
selector:
matchLabels:
server: "true"”
template:
metadata:

name: server

labels:
server: "true"”

spec:

serviceAccountName: server

containers:

- name: my-webhook-container a
image: <image_registry_usernames/<image_path>:<tag> 9
imagePullPolicy: IfNotPresent
command:

- <container_commands> Q
ports:

- containerPort: 8443 @
volumeMounts:

- mountPath: /var/serving-cert
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name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 e
scheme: HTTPS
volumes:
- name: serving-cert
secret:
defaultMode: 420
secretName: server-serving-cert

] 72 A u] oA 5§ o] 1] o] FL 7]t) & 7= &1 o}

2 &= A u] A gl o] o] o] x| E 7}e] 7] L]} <image_registry _usernames/<image_path>:
<tag>Z 5 d 3 10 2 v} FL T},

& &7 A o] & 77 2 <] % 1]} <container_commands>E = & sl zFo = HlF L]
}.

EE o4 0] 3 EEE G FLTh o] A= 8443 EEE A& F]

&

@G@@G

FH] ZR2H I} AN o EEE XY §] ) o ol oAl 8443 EEE AME F] T

7. HlE A EE HjEZ L]
I $ oc apply -f webhook-daemonset.yaml|

8. webhook-secret.yamlo]2}=YAML 3} ] tj] o X] A] 8] X ] 37 ol FA] A] Hz}o] A] 252 F o] g
cl.

apiVersion: v1

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls

data:

tls.crt: <server_certificate> a
tis.key: <server_key> 9

ﬂ A] B H ¢ 73 A v] 21FA]E FE g1 ). <server_certificate> = base64 F 2] o] 2 &1 9]
SAIZ vl o}

Q Al HEH ¢ 73 A H] 7] 5 FZ L] . <server_key>E base64 3 4] o] &gl 7] 2 vlF L] .
9. AJ=ZZe Yyt
I $ oc apply -f webhook-secret.yaml
10. webhook-service.yamlo] 2}=YAML 7 & 1] o A] A]v]* 7] g = ] B] A Z F] o] §}1] ]

I apiVersion: v1
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kind: List
items:

- apiVersion: v1
kind: ServiceAccount
metadata:

namespace: my-webhook-namespace
name: server

- apiVersion: v1
kind: Service
metadata:

namespace: my-webhook-namespace
name: server
annotations:

service.beta.openshift.io/serving-cert-secret-name: server-serving-cert
spec:
selector:
server: "true"”
ports:

- port: 443 a
targetPort: 8443 9

Q© = FAGE EEE FY I o oA =443 EEF AFE

© vzt edL ABaE EE o] Y EEE F O Fr) o] A A& 8443 EEF ALE
g o

. e 2E Yo § F2 A E =Z 5ok
I $ oc apply -f webhook-service.yaml

12. webhook-crd.yamlo] 2= 5ol 4] $] 21 A]1]9] A-§3} §9] ] 42 5 o] & § <] Fr] e

apiVersion: apiextensions.k8s.io/vibetal
kind: CustomResourceDefinition
metadata:

name: namespacereservations.online.openshift.io a
spec:
group: online.openshift.io 9
version: vialphat Q
scope: Cluster
names:
plural: namespacereservations e
singular: namespacereservation G
kind: NamespaceReservation 6

CustomResourceDefinition spec #2 ¥y 5] 3Z <plural>.<group> § &) ¢/ 1] }]. o] of o 4]
+ nhamespacereservations 2] &= A& ¢F1]].

REST API z+ o] &

REST API v] 3 o] £

o
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5] -& 5= 72 Namespaced %= Cluster ¢/ 1] t}.
URL o] £3}18 & o] F ¢/
oc =g o ZA|H=¥F

SRS S BN E R

990060

13. A1§A} g o] e]22 § o5 Hg g
I $ oc apply -f webhook-crd.yaml
14. webhook-api-service.yamlo] 2}= 2} jj o x] ¢ &= A]v] Z F A APl A} v] Z 4] g1}

apiVersion: apiregistration.k8s.io/vibeta1
kind: APIService
metadata:
name: vibetal.admission.online.openshift.io
spec:
caBundle: <ca_signing_certificate> a
group: admission.online.openshift.io
groupPriorityMinimum: 1000
versionPriority: 15
service:
name: server
namespace: my-webhook-namespace
version: vibetat

Y 7= A 6] 7} AFE- )= A1 H] Q154 of] A] % 5Fi= PEM ¢35 H CA Q1541 ¢/
<ca_signing_certificate>Z base64 & 4] 2] 2] A 5l ol54] Z v} F L]}

5. A€ APl A]B] = F uj Z g}1] .
I $ oc apply -f webhook-api-service.yaml

16. webhook-config.yaml o] 2}= 1 vjjof] §] 7= 59 F2]29] 74 F gt o] d o= 2
T o9 FE 2L A& P

apiVersion: admissionregistration.k8s.io/vibeta1
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io a
webhooks:
- name: namespacereservations.admission.online.openshift.io 9
clientConfig:
service: Q
namespace: default
name: Kubernetes
path: /apis/admission.online.openshift.io/vibetal/namespacereservations @
caBundle: <ca_signing_certificate> 9
rules:
- operations:
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- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests

- operations:
- CREATE
apiGroups:

apiVersions:

21l

resources:
- namespaces
failurePolicy: Fail

ValidatingWebhookConfiguration 7] 7] 2] o] & ¢/ 1] ], o] of o A] =
namespacereservations 2] &= Al-g gfj].

=g Y FF9] o] F 1]} o] o] 9JA]= namespacereservations &] &= *F A& gL}

A APIE &3] ¢ 72 Auj o] JA =8 7 Q51 .

OO0 9

°lb °l>

¢l 2 F o A& 5= ¢ = URL ¢/ 1jr]. o] o o] X/ = namespacereservation 2] == E A}
510k

© T2 A AE = A 5] o 4] F 5= PEM 929 CA 2154 91 1.
<ca_signing_certificate>= base64 & &) o] z] &3t ol 4] 2 b} F 1]}
7. 9 F=2E wEF
I $ oc apply -f webhook-config.yaml

18. # F2} o FTE FEoH=A Gl F T o E Fo] 55 LA o]2E o 25}7] 515 FH &
012 748 79 oG v 9] 2 0] 25 Y H s 2 Fo] AKE L o FH A e v 9] 2 o] A F
Yot 23 o] A=A G g

8.6. &7} 2] 2

o SR-IOV v =] §3] Z&2lofA] B st Al § o] Y ES T 2] 22 A ¢

iy
&A'

& 93

o

o

o HYEE Fof mrmo)A 2AEY )} # EEE FoIg 5 3

ml

® Pod ¢

2
4
R
g

A= A5
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/networking/#configuring-sriov-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/nodes/#nodes-scheduler-taints-tolerations_dedicating_nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/nodes/#admin-guide-priority-preemption-names_nodes-pods-priority
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