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1.1. LOGGING 5.5.8
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e CVE-2022-45061

e CVE-2022-48303
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https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
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1.2.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
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https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342

OpenShift Container Platform 4.9 =7

o oy o] E o] A= OpenShift CLI(oc)dl] FHA E W ESE= g 227] Feto| = EH7IZE L
st 2 OpenShift CLI(oc) 7t & E oj o Yo} o] ¥ ol o] EE 53l OpenShift CLI(oc)el =
ol o] o 3 22 7] A 3to] 2l © ™ must-gather 2= HE 7 A F 2 o2 tx g th (LOG-3472)

o o|¥ o] E o] = Loki Operator §] = A ¥ oA TLS & F7F A A F T o] o]
E = &) Loki Operator webhook PKIs= Operator Lifecycle Managere] &2 ¢ 33 #Hg] o A
o] A & &l 4 3t o} (LOG-3511)

1.3.3.CVE

e CVE-2021-46848
e CVE-2022-2056
e CVE-2022-2057
e CVE-2022-2058
e CVE-2022-2519
e CVE-2022-2520
o CVE-2022-2521
e CVE-2022-2867
e CVE-2022-2868
e CVE-2022-2869
e CVE-2022-2953
o CVE-2022-2964
e CVE-2022-4139
e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201
e CVE-2022-42012
e (CVE-2022-42898
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https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
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1.4.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908

e CVE-2022-0909


https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
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e CVE-2022-0924
e CVE-2022-1016
e (CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184
e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
e CVE-2022-2938
e CVE-2022-3515
e (CVE-2022-20368
e CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628

o CVE-2022-22624

10


https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
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EE %3l Kibanazl & a3 UTF-8 713 & 2vl=274 ZIAZU Y. (LOG-2784)

1.9.3. CVE
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https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241
https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
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CVE-2021-38561

CVE-2022-1012

CVE-2022-1292

CVE-2022-1586

CVE-2022-1785

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2097

CVE-2022-21698

CVE-2022-30631

CVE-2022-32250

1.10. 7 5.4.14

o] g 2= OpenShift Logging W2 4 2~ 5.4.14 7} £§5 o] A&t

1.10.1. ¥ 4
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https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32250
https://access.redhat.com/errata/RHBA-2023:1843

1.10.2. CVE

CVE-2022-4304

CVE-2022-4450

CVE-2023-0215

CVE-2023-0286

CVE-2023-0361

CVE-2023-23916

1.11. 27 5.4.13

o] g 2= OpenShift Logging W2 4 2]~ 5.4.13 o] 35| A&t

1.111. 92 4

o] {Jd o] E o] A el = Fluentd 53 71 9] &A= <13l /var/log/auth-server/audit.log ©l
A 74d OAuth 2% oM E 7} 4 A = A] gt th o] 2 Q&) OAuth A H] 20l x4 2221 o]l
E7t BEgAddAFU o] H Yulo] EE 53l Fluentd =3 7] = <3 dl £ /var/log/auth-
server/audit.log oll A3 ¥ =S ¥35le] OAuth AH|20A B E 2121 o]l EE 73] 3o
o] ¥A1E a4 %yt (LOG-3731)

1.11.2. CVE

CVE-2022-4304
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https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHBA-2023:1312
https://issues.redhat.com/browse/LOG-3731
https://access.redhat.com/security/cve/CVE-2022-4304
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CVE-2022-4450

CVE-2023-0215

CVE-2023-0286

CVE-2023-0767

CVE-2023-23916

1.12. 7] 5.4.12

o] g 2= OpenShift Logging W2 4 2~ 5.4.12 7} £§5 o] A&t

1.121. 92 4

N+

1.12.2. CVE

°
CVE-2020-10735

CVE-2021-28861

CVE-2022-2873

CVE-2022-4415

CVE-2022-40897
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https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0931
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897

CVE-2022-41222

CVE-2022-41717

CVE-2022-43945

CVE-2022-45061

CVE-2022-48303

1.13. LOGGING 5.4.11

o] &g 2= OpenShift Logging ¥ 54 222 5.4.11 o] £3t5 o] A&t}

1.13.1. 92

1.13.2. CVE

+4

BZ 2099524

BZ 2161274

CVE-2021-46848

CVE-2022-3821

CVE-2022-35737

CVE-2022-42010
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https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0632
https://bugzilla.redhat.com/show_bug.cgi?id=2099524
https://bugzilla.redhat.com/show_bug.cgi?id=2161274
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
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CVE-2022-42011

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.14. LOGGING 5.4.10

o] g 2= OpenShift Logging W2 4 2]~ 5.4.10 o] £§5 o] dHYrh

1.141. 91 4

N+

1.14.2. CVE

°
CVE-2021-46848

CVE-2022-2056

CVE-2022-2057

CVE-2022-2058

CVE-2022-2519

CVE-2022-2520

24


https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0385
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520

CVE-2022-2521

CVE-2022-2867

CVE-2022-2868

CVE-2022-2869

CVE-2022-2953

CVE-2022-2964

CVE-2022-4139

CVE-2022-35737

CVE-2022-42010

CVE-2022-42011

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.15. LOGGING 5.4.9
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https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
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o] &g 24 OpenShift Logging ¥l 4 222 5.4.9 7} £35 o] d&FUh

1.151. ¥ 4

[ ]
o] {Jdo]E o] Al = Fluentd 3 710l 4] ALg-H A &2 4 wi7ld el dis] F3E &
A FUT ol o] Eo A = o] gt 7+ Wizl HF e A WA A E A ARG (= 2-
3074)

ol¥l ¢Jd o] E o] A= Kibanadl] 24h OAuth 7] +E A 7}o] 1A o] A 7] &
accessTokenlnactivityTimeout 2 =7} 24h Bt} 2 gro 2 A= ujulc} Kibanadl A 401
277t 2P H U o] ¥ dH o] ES 3] Kibanao] OAuth 7] THE A] 7bo] 7] 2312l 24h
72 212319 accessTokenlnactivityTimeout 3} % 7] 3} U o). (LOG-3306)

1.15.2. CVE

°
CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

26


https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304
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https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
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CVE-2022-1355

CVE-2022-1586

CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

28


https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448
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https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
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CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404

CVE-2022-27405

CVE-2022-27406

CVE-2022-27950

CVE-2022-28390

CVE-2022-28893
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https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893

CVE-2022-29581

CVE-2022-30293

CVE-2022-34903

CVE-2022-36946

CVE-2022-37434

CVE-2022-39399

1.16. LOGGING 5.4.8

o]¥l &3] 2o = RHSA-2022:7435-OpenShift Logging ¥ -1 54 2]~ 5.4.8 o] £35 o] 91}

1.16.1. ¥ 4

N+

1.16.2. CVE

°
CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36518
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https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518

OpenShift Container Platform 4.9 2 7]

CVE-2022-1304

CVE-2022-2509

CVE-2022-3515

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-30293
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https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293

CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

CVE-2022-42003

CVE-2022-42004

1.17. 27 5.4.6

o] Y] 2= OpenShift Logging ¥l 54 2] 2 5.4.60] £8 5 o] d&4Yt}.

1.171. 92 4

o] ¢l o] E o] Ao Fluentd7} Kubernetes Z 2 Zo] 21 %A S 3| AA| 7] ¢ o] A
2 MAAE AA 52 AHHA Eot= B57 JdAFUT ol d o] EdA = HEH
AN oA At 43 vzl A4E AR st o] & 3P (LOG-2792)

o] o] E o] M= ClusterLogForwarder A1-8-2} 4 9] & & 2o JSON & ®2]o]
od A%z 2249 Aol Wl A A5 AAIAFUT o] HEH | EE F3ll Al A9 27} H]of
QA er&U . (LOG-2823)

o] ¢Jdo] E o] A o= Kibana A& A} 4 9] 2] & 2Z A4 & 7 9 OpenShift Container
Platform ¢ &<& ol Kibanael dl gt H 371 A& ZAF Y. oW Jdlo] EE F3l Kibana A&
Z Ao g Aa2E AASE slF FAE AAF Y (LOG-3054)

1.17.2. CVE

CVE-2015-20107

CVE-2022-0391
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https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558
https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
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CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

1.18. =7 5.4.5

ol¥ & & 2= RHSA-2022:6183-OpenShift Logging W12 =4 2~ 5.4.5 7} £3+= o] Q&)

1.18.1. ¥ 4

34

ol Y ulo] E o]l = Operatorol] A Pod7} 0] 5 1=%] Q1 sHA] eho} Z 2 2EE A
A #she & S A5 5HA = dued =9 dsyn. oW H o] ES 53l Operator
£ A T A PodE AlS 213 817] Aol Al Pods F4] Zel = XA 5to] EAE a2 3
t}. (LOG-2881)

ol ol o] ol o2 & o7 2A 715 L
= 228 gao AgAEU ol YHES 5o
2946)

7hate] Ul 219" o] WAH o] g2
29 go] 22 HAF U (LOG-

2y
=
I

ol el o] E o] Hol= Operatoro] A 1-8&¥ H-& 3kS AH8-3to] <192 4% JSON &+
Eli & {0l LRI 2AAF U o[ Yulo] EE F3 Operator:= ©] JSON 352
A Y329 + lFy . (LOG-3009)


https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183
https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009

o]¥ ¢Ju] o] E o] Ao Elasticsearch 2= 2 ) Z310] 229 §3J 9 gkl A=2 |3

#Uth ol WA o Adsl 21 57717 Agste a4 433 AR FES G BEslo] A

o] Ex]1]t}. (LOG-2972)

1.18.2. CVE

CVE-2022-1292

CVE-2022-1586

CVE-2022-1785

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2097

CVE-2022-30631

1.19. 27 5.4.4

o] Y] 2= RHBA-2022:5907-OpenShift Logging ¥l 4 Y&~ 5.4.4 71 £§ 5 o] &Yt}

1.191. ¥ 4

ol {ul o] E o] A= Elasticsearchol] Zul=%] &42 #2171 2% ZAHAFUS o
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging”
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}
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5% 743 #4 & s 2o (LOG-1918)

ol fJuHlolE o]Hol= A 84 olF9 U EFG O R A3 2 FH7|NA AA 225
FRAIAFUY o] 2 38 719 J=w Fxrv e gl 23 AR 27] A7 AT
A= Al 225 A8 T 4 A5 4YH.This lead to a potential feedback loop of the collector
processing its own log that might result in memory and log message size issues. o] ¢}
HolEdNE AAMA £147] 222 A8ty 241 a4 @) (LOG-1774)

o] {Jdo] E o] A el = PVC7} o] v] &A) 3= 7] forbidden: forbidden: exceeded
quota: infra-storage-quota. o] ¢]d| o] EE -3l Elasticsearch= 7]1& PVCE &<l 3lo] #4)]
£ 2 gdyo. (LOG-2131)

ol¥ ¢ d|o] E o] A= elasticsearch-signing secreto] A 7] 5] 91 & o Elasticsearch7}
ready el 2 otz & IAFU T ol Hul°o|EE §3] Elasticsearch= 33 A 281 o] A7
H % ready JH = FolZd 5 55U (LOG-2171)

ol¥ Qulo] £ ol Aol = 531710l Arely 218 A A% WA R sl £77100A
AR YTES 3R Au A2 AGAFUT ol AuES Foll o4 FR7IelA Lule 7
g AHgstel #AE o2 P o (LOG-2160)

ol¥l Qo] = o] doll = | 250 2= 7k Be Fel 2E o)A U 2sl ol 2 Bz ) o
g 27 Algel =2q] Wzel 2 Algel FAAYG I oWl Pullol =2 Sl ol vl
Q2slo] 2 o & B 57 E3wlo] #A4E o4 Frivh (LOG-1899)

ol¥ ¢ do] E o] A o= OpenShift Container Platform = 7) o) A] B = o] Elasticsearch¢]
==71'x'Qd A$ shard 'x' 31571 AA R & 71 A HAFUL o] EA4l= 2z
Elasticsearch Podl t ¢t =& 7] ¥ shardE =2 3}aL A A Elasticsearch 2] 2Ho| g =
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https://issues.redhat.com/browse/LOG-2056
https://issues.redhat.com/browse/LOG-2026
https://issues.redhat.com/browse/LOG-1927
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160
https://issues.redhat.com/browse/LOG-1899
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o] g AFHAR T o] 2 Q1 FAE AlLFs7] W&ol FAIFUT o] o] EE 5l

o] A shard =7} &ut=A Al4Hg Y}, (LOG-2156)
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o]l QJH|olE o] Aol %o 2 A4 H A9 secrets kibana 2 kibana-proxy 7} t}A] A
A S A BFgEY ol Yulo] ES 3 elasticsearch-operator &= 2] &2 7HA| 82 A4 €
A5 As o2 Al A4} o (LOG-2250)
A 7 7] oA o] E A~E T 9] ulo]E A
3l 871 3 Al
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ol gulol= ol Aol W3 ¥ A8 F
#8 zHeE B2 A7)0 U AE AR T 5 Awich oWl FHlol =S
S XA FAE AAY 75 AFHH. (LOG-2379)
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=
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AR A &kFUT ol o] EE &3 CRS 245171 Cluster Logging OperatorE A 7]

st J =271 A A9 (LOG-2373)
st A A== 7 E old el 29
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37 collection W E2lo] 34 00] H&UTh ol Yulo|ES Sal +7H 20| g A X
2 TN AL BAS sy Sl T Az 9715 A AU (LOG-2462)
1.23.5. CVE

°
CVE-2022-0759

o
BZ-2058404

°
CVE-2022-21698

o
BZ-2045880

1.24. LOGGING 5.3.14
2] 2 5.3.14 7} 35 0] Y&

2
T3 4

o] &g 2o OpenShift Logging ¥

1.24.1. w2 44
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https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
https://issues.redhat.com/browse/LOG-2379
https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880
https://access.redhat.com/errata/RHSA-2022:8889

1.24.2.

2RI xE

o]¥ ]| o] E o] Aol = log-file-metrics-exporter 74 @ Aol A A3 27 91U F7] 9
oA AtAlE HA o] FEZ AASA ot #Y A7 7F S vl 27 A2 HAF U ol ¥
HUlolEE &3l =2 9 =7] ol AHAE Ao di g FEo] 23 o] A HFU. (LOG-
3293)

CVE

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854
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https://issues.redhat.com/browse/LOG-3293
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
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CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355

CVE-2022-1586

CVE-2022-1785
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https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

CVE-2022-21618
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https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
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CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700
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https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404

CVE-2022-27405

CVE-2022-27406

CVE-2022-27950

CVE-2022-28390

CVE-2022-28893

CVE-2022-29581

CVE-2022-30293

CVE-2022-34903
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https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
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CVE-2022-36946

CVE-2022-37434

CVE-2022-39399

CVE-2022-42898

1.25. LOGGING 5.3.13

o]y &g 2= RHSA-2022:68828-OpenShift Logging ¥z =3 @ &) 2 5.3.13 o] £3tH o] AHFY
=8

1.25.1. ¥ 4

N+

1.25.2. CVE

o] 1.4. CVEZ &gatelm 223Ut}

°
CVE-2020-35525

CVE-2020-35527

CVE-2022-0494

CVE-2022-1353

CVE-2022-2509
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https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/errata/RHSA-2022:6882
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509

CVE-2022-2588

CVE-2022-3515

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-23816

CVE-2022-23825

CVE-2022-29900

CVE-2022-29901

CVE-2022-32149

CVE-2022-37434

CVE-2022-39399
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https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
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CVE-2022-40674

1.26. LOGGING 5.3.12

o] &g 2= OpenShift Logging ¥l 54 222~ 5.3.12 7} £3t5 o] A&t}

1.26.1. ¥ 4

N+

1.26.2. CVE

°
CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

58


https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHSA-2022:6560
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903

1.27. LOGGING 5.3.11

o] &g 2= OpenShift Logging ¥l 54 222 5.3.11 7} 35 o] A&t}

1.271. 91 4

[ ]
ol ¢l o] E o] H o= Operatoro 4] Pod7} 1] = A=A &RIs1A] o} S| 2HE tA
Al #etE <t FE12H 7 258 A & A =2 dlsUn oW o] EE 3l Operator
£ AAZ Foll Al PodE A4 13 317] Aol Al PodE F4] FH = A5l £A41E 31234
t}. (LOG-2871)

1.27.2. CVE

°
CVE-2022-1292

CVE-2022-1586

CVE-2022-1785

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2097

CVE-2022-30631

1.28. LOGGING 5.3.10

o] gg] 2] RHSA-2022:5908-OpenShift Logging W2 3 @& £ 5.3.10 o] £35 o] YJ&FU ).
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https://access.redhat.com/errata/RHSA-2022:6182
https://issues.redhat.com/browse/LOG-2871
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHSA-2022:5908
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1.28.1. ¥ 4

°
BZ-2100495

1.28.2. CVE

o 1.5. CVEZ #si3d &8 o.

°
CVE-2021-38561

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-21540

CVE-2022-21541

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-27774
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https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

CVE-2022-34169

1.29. 27 5.3.9

o] &3] 2= RHBA-2022:5557-OpenShift Logging Wl 4 22 5.3.9 7} 35 o] dFUth

1.29.1. B2 53R

[ ]
ol QY O|E oA 27 FA7 7 A A YolBz AnE TIPS o] A
2 A7 WA s o] Prometheus AW ®] $9.8 222 WAol 71018tk oWl gulol=
2 53 2R A3 2E 8 A] AU Zo]7] 915 & o] o] A4 H &1t (LOG-2682)

1.29.2. CVE

d] 1.6. CVEE 3#F3sl81d =8 3.

°
CVE-2020-28915

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629
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https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5557
https://issues.redhat.com/browse/LOG-2682
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
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CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-26691

CVE-2022-27666

CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

1.30. LOGGING 5.3.8

o] &z 29+ RHBA-2022:5010-OpenShift Logging v]2 =3 Y] 5.3.890] X35 o] AFU .

1.30.1. ¥ 4

(none.)

1.30.2. CVE

o 1.7. CVEEZ &#si3d &8 .
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https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5010

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752
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https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
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CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222
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https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864

CVE-2021-42739

CVE-2021-43056

CVE-2021-43389

CVE-2021-43976

CVE-2021-44733

CVE-2021-45485

CVE-2021-45486

CVE-2022-0001

CVE-2022-0002

65


https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002

OpenShift Container Platform 4.9 & 7]

CVE-2022-0286

CVE-2022-0322

CVE-2022-1011

CVE-2022-1271

1.31. OPENSHIFT LOGGING 5.3.7

o]y &g 2= RHSA-2022:2217 OpenShift Logging ¥ =3 22| 2 5.3.70] g5 o] A HFU

1.31.1. 82 4

ol glHlo]E o] Mol Linux AL 21 A1z 78 B4l 71/zk Aol A4 AR ol =%
Utk ol Juo] Eol A F#4 e WA ste] A2 52 AU th (LOG-2322)

ol gulo|E o] Holt AX =2 AYR} Fo| FA B 2W LS AL Fo] 218 T}
A AEF 5 AFUh oW U EES Fal Bl AW Z AR S GBS P/ A 2
A Eo) A2 WE st F7bE g o (LOG-2334)

ol Qo] & o] Foli= vl 2w o] & F7} Be ZH A o)A vl 2w o] & B o] A o
o 27] A gl 2937 W Eol 23 AFol FAAAEUS. oW o] ES ol il
Qzso] 2 o] & BE gk x5k w o] ¥4 F 82§ th (LOG-2450)

o]l ¢ o] o] E o] A= system:serviceaccount:openshift-monitoring:prometheus-k8s
o) clusterrole ¥ cluster role binding 2 Z 82 45 d3to] AAFUL o] HdH o] EolA
£ serviceaccount = < 3 4 rolebinding& A}-8 3l openshift-logging vl ¢ 23 o] =2 A3+
gt} (LOG-2481))

1.31.2. CVE

66

o] 1.8. CVEE &3slaH ¢

d
L
T


https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2217
https://issues.redhat.com/browse/LOG-2322
https://issues.redhat.com/browse/LOG-2334
https://issues.redhat.com/browse/LOG-2450
https://issues.redhat.com/browse/LOG-2481

CVE-2018-25032

CVE-2021-4028

CVE-2021-37136

CVE-2021-37137

CVE-2021-43797

CVE-2022-0759

CVE-2022-0778

CVE-2022-1154

CVE-2022-1271

CVE-2022-21426

CVE-2022-21434

CVE-2022-21443

CVE-2022-21476

CVE-2022-21496

67


https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0759
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496

OpenShift Container Platform 4.9 =7

CVE-2022-21698

CVE-2022-25636

1.32. OPENSHIFT LOGGING 5.3.6

o]y &g 2= RHBA-2022:1377 OpenShift Logging ¥l 2 3 & a] 2 5.3.6°] ¥+ o] JFU .

1.321. ¥ 4

[}
o] ¢JH|o] E o] A= 7|7} Yl 5] & 2= A 2313l 7]= OperatorS A 2] 31
Operatoro] A 2 o] =& 453 5 YIAFUT o[ Hulo|EE F3ll ©] 5§ 2471 1
Z dadol= &5 & AAdstA EFUh (LOG-2126)

o] W7 o] Aol 5317104 F upo] = A gto] W o[ MES ZFete AnE AN T
219151t oW WA o % readline Al & 24 st] YAEY FAoIH ARsE BAE

T AA
A3 4 AH4Ydh (LOG-2380)

1.33. OPENSHIFT LOGGING 5.3.5

o] W& 24 RHSA-2022:0721 OpenShift Logging ¥ =2 54 2]~ 5.3.57} £ &5 o] &1t

1.33.1. ¥ 4

[ ]
o|¥ ¢ do] E o] A= OpenShift Container Platformeo] 5] OpenShift Logging2 A A &
A5 LA 24 o)A d FAE AS AAIFU T o] HHl o] EE 53 OpenShift
Logging S A AstA U Al A e1A sl B 2= Al AF U (LOG-2182)

1.33.2. CVE

o] 1.9. CVEE 3g3lad 29

o

Ut

°
CVE-2020-28491

68


https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1377
https://issues.redhat.com/browse/LOG-2126
https://issues.redhat.com/browse/LOG-2380
https://access.redhat.com/errata/RHSA-2022:0721
https://issues.redhat.com/browse/LOG-2182
https://access.redhat.com/security/cve/CVE-2020-28491

CVE-2021-3521

CVE-2021-3872

CVE-2021-3984

CVE-2021-4019

CVE-2021-4122

CVE-2021-4192

CVE-2021-4193

CVE-2022-0552

1.34. OPENSHIFT LOGGING 5.3.4

o]l &g £ RHBA-2022:0411 OpenShift Logging ¥l 54 222 5.3.471 85 o] d&4Yt}.

1.34.1. 82 54

[}
o] ¢J o] E o] A o= cluster-logging-operator 7} tiA| R =7} 39 71= 2 Q3=
d S ZutEA v REHA] & %7] W&ol vl EE tiA B E W7 ALaro] oA vl 5 A] e ¢tFY
t}. o] ¢JH| o] Ed A= Q BAE gl 173 A e 718t =8 = A ) (LOG-
2066)

o]l ¢J o] E o] A= FIPS7I &4 sle ¥ Elasticsearch Pod= A #351#] 23454t} o]
W ¢ do] EZ %3 Elasticsearch Pod7} A &3 o & x| zg Ut} (LOG-1974)

o|H ¢ o] E o]Ad = PVCr} o]v] &4 3= 7% forbidden: forbidden: exceeded

69


https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0552
https://access.redhat.com/errata/RHBA-2022:0411
https://issues.redhat.com/browse/LOG-2066
https://issues.redhat.com/browse/LOG-1974

OpenShift Container Platform 4.9 =7

quota: infra-storage-quota."2}= ¢ # 2 "Unable to create PersistentVolumeClaim< 44
& 5= gl Ut ol Julo] EE 53 elasticsearch= 7] & PVCE 31l 5te] 242 sl 23y
t}. (LOG-2127)

1.34.2. CVE

ol 1.10. CVES &3staa 29 .

°
CVE-2021-3521

CVE-2021-3872

CVE-2021-3984

CVE-2021-4019

CVE-2021-4122

CVE-2021-4155

CVE-2021-4192

CVE-2021-4193

CVE-2022-0185

CVE-2022-21248

CVE-2022-21277

CVE-2022-21282

70


https://issues.redhat.com/browse/LOG-2127
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-21248
https://access.redhat.com/security/cve/CVE-2022-21277
https://access.redhat.com/security/cve/CVE-2022-21282

CVE-2022-21283

CVE-2022-21291

CVE-2022-21293

CVE-2022-21294

CVE-2022-21296

CVE-2022-21299

CVE-2022-21305

CVE-2022-21340

CVE-2022-21341

CVE-2022-21360

CVE-2022-21365

CVE-2022-21366

1.35. OPENSHIFT LOGGING 5.3.3

o] &z 2= RHSA-2022:0227 OpenShift Logging v]= =& Y]~ 5.3.39] £33t o] AFU).


https://access.redhat.com/security/cve/CVE-2022-21283
https://access.redhat.com/security/cve/CVE-2022-21291
https://access.redhat.com/security/cve/CVE-2022-21293
https://access.redhat.com/security/cve/CVE-2022-21294
https://access.redhat.com/security/cve/CVE-2022-21296
https://access.redhat.com/security/cve/CVE-2022-21299
https://access.redhat.com/security/cve/CVE-2022-21305
https://access.redhat.com/security/cve/CVE-2022-21340
https://access.redhat.com/security/cve/CVE-2022-21341
https://access.redhat.com/security/cve/CVE-2022-21360
https://access.redhat.com/security/cve/CVE-2022-21365
https://access.redhat.com/security/cve/CVE-2022-21366
https://access.redhat.com/errata/RHSA-2022:0227

OpenShift Container Platform 4.9 & 7]

1.35.1. v 73
°
ol Julo|E o] A= A R =7 £3E 71E 74 W ¥ 3t= configmapsE £ul=7
H 2 3HA] egky] W0l M EY gIAIREES oA WA SA ks oWl Julo|EdA = o
ANBE 4 S|A] g2 QLEAE gl 718t =2 & 48 Y (LOG-2066)

o]¥l ¢ o] Eo A= CVE-2021-44832.(LOG-2102)E sl 23171 $13l logdj &3S 2.17.1
2 W3y

1.35.2. CVE

o 1.11. CVEE st | 9.

°
CVE-2021-27292
o
BZ-1940613
°
CVE-2021-44832
o

BZ-2035951

1.36. OPENSHIFT LOGGING 5.3.2

o] Pz 2= RHSA-2022:0044 OpenShift Logging ¥ =4 22| 2 5.3.27} 55 o] A HFUh

1.36.1. ¥ 4

[ ]

o]l ¢jd o] E o] A= Elasticsearch7} & #4] S {2 Q13| o|HIE g-HoAN 215
ARAEFUG. o QHlo]Ed A= Holg Rdo] Ao & 4 2 /FE 2P} 1
U 237507 o] Q9 A= Kibana ol A [ == {734 = AU
kubernetes.event.metadata.resourceVersion @ == 7] Qg 2= A A 5 A} thA] eldl A st
o 7kA] & 771 2 o} Kibanadl 4] o] 2 =& AE31A] o™ Q7 AR & FAIE 5 A
HFUth o]d A 2E AA|sl= HE F o] QoA HAL At o]d QI X2E A AL 2/
HAAE TAFUGY. 28A] o O F WAAE TAFES S5O = thA] A9 g
(LOG-2087)

ol% it o] = o] Ho] = OpenShift 27 Al B o] <4k 247 59t 491 44 2 554

72


https://issues.redhat.com/browse/LOG-2066
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2102
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0044
https://issues.redhat.com/browse/LOG-2087

2RI xE

A" oY E A etE 229 Pod v g 23] o] 27 H o] B EAHYFULH ol o] ES &
3l OpenShift Logging Dashboardel] 2112 Pod J] 23 o] 27} Z A Yt} (LOG-2051)

o|¥ ¢ d|o] E o] A= ClusterLogForwarder A&7 A 9] ] & 2(CR) ¢1 A€ 2 9]
outputDefaults.elasticsearch.structuredTypeKey o 1+%Z 34 7171 gl 749 CRolA &3 A]
AR S 718 2 A A} A= dl AR H = 7|2 Al AR o2 WA S UL ojH ddHolE
2 53 999 29 A =™o] 2ut=A AL HYth (LOG-2046)

1.36.2. CVE

o 1.12. CVEE &-Fslad Z2 g .

°
CVE-2020-36327

BZ-1958999

CVE-2021-45105

BZ-2034067

CVE-2021-3712

CVE-2021-20321

CVE-2021-42574

1.37. OPENSHIFT LOGGING 5.3.1

o] &g 2= RHSA-2021:5129 OpenShift Logging W= 3 &g £ 5.3.1¢] 359 gJFU .

1.371. 91 4
°

o|¥ u o] E o] el:= Fluentd ZAH o] o] x| o] AEtd Al EZ Q3 AT Fo] E3HH o]
AAFUT ol e o] EA = o] v X oA o] &2 A AT (LOG-1998)

73


https://issues.redhat.com/browse/LOG-2051
https://issues.redhat.com/browse/LOG-2046
https://access.redhat.com/security/cve/CVE-2020-36327
https://bugzilla.redhat.com/show_bug.cgi?id=1958999
https://access.redhat.com/security/cve/CVE-2021-45105
https://bugzilla.redhat.com/show_bug.cgi?id=2034067
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/errata/RHSA-2021:5129
https://issues.redhat.com/browse/LOG-1998

OpenShift Container Platform 4.9 =7

ol GHlo|E ool ZXE vEY ] 3 Fx= A3l 27 AR =) W1 CPU 28 =
7 EAHARAFUSY ol d Gl EE F3ll 27 AR E=d] CPU 28 =71 Evt=A EAHY T
(LOG-1925)

o] ¥l ¢Jdlo] E o] A& Elasticsearch == 450 G3FS v 28] & A S A5
Elasticsearch Prometheus Y B 1] 7] Z&2919] Qe ~ FZ AR E AFAALS U o)
dolEdi= 45 E A7 AR A E +@F . (LOG-1897)

1.37.2. CVE

ol 1.13. CVES &4staa 29 .

°
CVE-2021-21409

BZ-1944888

CVE-2021-37136

BZ-2004133

CVE-2021-37137

BZ-2004135

CVE-2021-44228

BZ-2030932

CVE-2018-25009

CVE-2018-25010

74


https://issues.redhat.com/browse/LOG-1925
https://issues.redhat.com/browse/LOG-1897
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://bugzilla.redhat.com/show_bug.cgi?id=1944888
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004133
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004135
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://bugzilla.redhat.com/show_bug.cgi?id=2030932
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html

CVE-2018-25012

CVE-2018-25013

CVE-2018-25014

CVE-2019-5827

CVE-2019-13750

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

75


https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html

OpenShift Container Platform 4.9 7]

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

76


https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-20317

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-27645

CVE-2021-28153

77


https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html

OpenShift Container Platform 4.9 7]

CVE-2021-31535

CVE-2021-33560

CVE-2021-33574

CVE-2021-35942

CVE-2021-36084

CVE-2021-36085

CVE-2021-36086

CVE-2021-36087

CVE-2021-42574

CVE-2021-43267

CVE-2021-43527

CVE-2021-45046

1.38. OPENSHIFT LOGGING 5.3.0

o] &z 2= RHSA-2021:4627 OpenShift Logging v]= =& Y]~ 5.3.00] £3tH o] AFU

1.38.1. |28 75 2 /A A3

78


https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4627
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https://issues.redhat.com/browse/LOG-1494
https://issues.redhat.com/browse/LOG-1939
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1735
https://issues.redhat.com/browse/LOG-1199
https://issues.redhat.com/browse/LOG-1776
https://issues.redhat.com/browse/LOG-1652
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
https://www.redhat.com/security/data/cve/CVE-2018-20673.html
https://www.redhat.com/security/data/cve/CVE-2018-25009.html

CVE-2018-25010

CVE-2018-25012

CVE-2018-25013

CVE-2018-25014

CVE-2019-5827

CVE-2019-13750

CVE-2019-13751

CVE-2019-14615

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-0427
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https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-14615.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-0427.html

OpenShift Container Platform 4.9 7]

CVE-2020-10001

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-24502

CVE-2020-24503

CVE-2020-24504

CVE-2020-24586

CVE-2020-24587

CVE-2020-24588
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https://www.redhat.com/security/data/cve/CVE-2020-10001.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-24502.html
https://www.redhat.com/security/data/cve/CVE-2020-24503.html
https://www.redhat.com/security/data/cve/CVE-2020-24504.html
https://www.redhat.com/security/data/cve/CVE-2020-24586.html
https://www.redhat.com/security/data/cve/CVE-2020-24587.html
https://www.redhat.com/security/data/cve/CVE-2020-24588.html

CVE-2020-26139

CVE-2020-26140

CVE-2020-26141

CVE-2020-26143

CVE-2020-26144

CVE-2020-26145

CVE-2020-26146

CVE-2020-26147

CVE-2020-27777

CVE-2020-29368

CVE-2020-29660

CVE-2020-35448

CVE-2020-35521

CVE-2020-35522
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https://www.redhat.com/security/data/cve/CVE-2020-26139.html
https://www.redhat.com/security/data/cve/CVE-2020-26140.html
https://www.redhat.com/security/data/cve/CVE-2020-26141.html
https://www.redhat.com/security/data/cve/CVE-2020-26143.html
https://www.redhat.com/security/data/cve/CVE-2020-26144.html
https://www.redhat.com/security/data/cve/CVE-2020-26145.html
https://www.redhat.com/security/data/cve/CVE-2020-26146.html
https://www.redhat.com/security/data/cve/CVE-2020-26147.html
https://www.redhat.com/security/data/cve/CVE-2020-27777.html
https://www.redhat.com/security/data/cve/CVE-2020-29368.html
https://www.redhat.com/security/data/cve/CVE-2020-29660.html
https://www.redhat.com/security/data/cve/CVE-2020-35448.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
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CVE-2020-35523

CVE-2020-35524

CVE-2020-36158

CVE-2020-36312

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2020-36386

CVE-2021-0129

CVE-2021-3200

CVE-2021-3348

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481
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https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36158.html
https://www.redhat.com/security/data/cve/CVE-2020-36312.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2020-36386.html
https://www.redhat.com/security/data/cve/CVE-2021-0129.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3348.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html

CVE-2021-3487

CVE-2021-3489

CVE-2021-3564

CVE-2021-3572

CVE-2021-3573

CVE-2021-3580

CVE-2021-3600

CVE-2021-3635

CVE-2021-3659

CVE-2021-3679

CVE-2021-3732

CVE-2021-3778

CVE-2021-3796

CVE-2021-3800
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https://www.redhat.com/security/data/cve/CVE-2021-3487.html
https://www.redhat.com/security/data/cve/CVE-2021-3489.html
https://www.redhat.com/security/data/cve/CVE-2021-3564.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3573.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3600.html
https://www.redhat.com/security/data/cve/CVE-2021-3635.html
https://www.redhat.com/security/data/cve/CVE-2021-3659.html
https://www.redhat.com/security/data/cve/CVE-2021-3679.html
https://www.redhat.com/security/data/cve/CVE-2021-3732.html
https://www.redhat.com/security/data/cve/CVE-2021-3778.html
https://www.redhat.com/security/data/cve/CVE-2021-3796.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
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CVE-2021-20194

CVE-2021-20197

CVE-2021-20231

CVE-2021-20232

CVE-2021-20239

CVE-2021-20266

CVE-2021-20284

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-23133

CVE-2021-23840

CVE-2021-23841

CVE-2021-27645
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https://www.redhat.com/security/data/cve/CVE-2021-20194.html
https://www.redhat.com/security/data/cve/CVE-2021-20197.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20239.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20284.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-23133.html
https://www.redhat.com/security/data/cve/CVE-2021-23840.html
https://www.redhat.com/security/data/cve/CVE-2021-23841.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html

CVE-2021-28153

CVE-2021-28950

CVE-2021-28971

CVE-2021-29155

ICVE-2021-29646

CVE-2021-29650

CVE-2021-31440

CVE-2021-31535

CVE-2021-31829

CVE-2021-31916

CVE-2021-33033

CVE-2021-33194

CVE-2021-33200

CVE-2021-33560
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https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-28950.html
https://www.redhat.com/security/data/cve/CVE-2021-28971.html
https://www.redhat.com/security/data/cve/CVE-2021-29155.html
https://www.redhat.com/security/data/cve/CVE-2021-29646.htm
https://www.redhat.com/security/data/cve/CVE-2021-29650.html
https://www.redhat.com/security/data/cve/CVE-2021-31440.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-31829.html
https://www.redhat.com/security/data/cve/CVE-2021-31916.html
https://www.redhat.com/security/data/cve/CVE-2021-33033.html
https://www.redhat.com/security/data/cve/CVE-2021-33194.html
https://www.redhat.com/security/data/cve/CVE-2021-33200.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
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CVE-2021-33574

CVE-2021-35942

CVE-2021-36084

CVE-2021-36085

CVE-2021-36086

CVE-2021-36087

CVE-2021-42574
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BZ-2100495

1.39.2. CVE
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°
CVE-2021-38561

CVE-2021-40528
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https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://access.redhat.com/errata/RHSA-2022:5909
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-21540

CVE-2022-21541

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

CVE-2022-34169

1.40. LOGGING 5.2.12
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https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
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°
CVE-2020-28915

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-26691

CVE-2022-27666

90


https://access.redhat.com/errata/RHBA-2022:5558
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666

CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824
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https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5012
https://issues.redhat.com/browse/LOG-2635
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
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CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002
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https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864
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https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
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apiVersion: "logging.openshift.io/v1"”
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch” 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
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requests:
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collection:
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cluster-logging-operator-cb795f8dc-xkckc

elasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz

elasticsearch-cdm-b3nqzchd-2-6657f4-wtprv

elasticsearch-cdm-b3nqzchd-3-588¢c65-clg7g

fluentd-2c7dg

fluentd-9z7kk

fluentd-br7r2

fluentd-fn2sb

fluentd-pb2f8

fluentd-zqgqx

kibana-7fb4fd4cc9-bvt4p

OperatorHube<l| A] Operator 4 %]

134


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/operators/#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster

37. RED HAT OPENSHIFT2] =7 319 A|2" A X]

3.2. 42 ¥ A4

KibanaE AH8-512 ™ Kibanacl A Ho|§ & &4 s}5L A zts}st7] 98] Kibana <19 2~ s €l 51 A 73}
s TEo=2 AAslor gy

IM

ZY2H Y EYT ZTFANUEY T B2 H8dt= A =7 519 A] 2 Operator7} £33+ =
ZAE ZH Y EYJI EYF S 5 §F .

3.3. CLIE A}-8-3}l9] RED HAT OPENSHIFT2] 27 31¢] Al2=" A X

OpenShift Container Platform CLIZ A8 -3}o] OpenShift Elasticsearch Operator 2 Red Hat
OpenShift Logging OperatorS 4 X3 4= &4t}

A 27 A

[ ]
Elasticsearchol] 2 Q.31 J+ 2E & X7} A=A &3t t}. Z} Elasticsearch == = =}
A 222 A EFo]l 2.

AT+ 2EGA o 22 BFS AHE-3+= 7% LocalVolume 7] A] ol A
volumeMode: blockol] 2 W5 QA B2 B 59 A1231A] ul4 A Q.
Elasticsearch= 91X £5 %ﬁ% g 5 syt

Elasticsearch+= v 28] & @] A1&-3l= A ZE Aol YU 71 24 2 F OpenShift
Container Platform2 v 2 2] 23 2 A 3sto] 16GB<l 3 7l 2] Elasticsearch ==& 4 X3} t}.
o] x7] 371 2] OpenShift Container Platform ;== A E o] = & 2] 2] ] 9| A] Elasticsearch=
235 7)o FES u]]J_E] 7t 91& 4 AUt Elasticsearche} & 9 v 2] ¥4 7} 24 3=
AL 71E o MRS ST EH Al 22 ~¥ 9 Elasticsearch ;==& ©] F7}3h ).

ZIZA
CLIZ A}&-3}4 OpenShift Elasticsearch Operator 2! Red Hat OpenShift Logging OperatorE 4
AsHE 22 FPFU

OpenShift Elasticsearch Operatore] 4] ¢ 23 o] 22 A A}

OpenShift Elasticsearch OperatorE $] gt v ¢ 23 o] 2= ¢ H A E YAML 5 (<] eo-
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namespace.yaml)2 A4 .

apiVersion: v1
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

openshift-operators-redhat U] ¢} =5 o] 2 & X Ao} FUt}. A X =S
%] 5l# A openshift-operators 1] ¢ 23 o] 27} o} 2} openshift-operators-redhat
g2 o]l 2o R EE 2P 3= Prometheus Z2]2E RUHY 298 4
3l oF 3 t}. openshift-operators 4] ¢ 25 o] 2~0]] 213 3 4= 1= Community
Operator7} £3H2 4= 9J 32, of 7] o A OpenShift Container Platform %] 3L 9} &< 3t
o] 9 AXE AA A FEo] AP Y.

Z¥ ¢ 2 ¥ o| openshift-operators-redhat U] g 230|225 2=
WL stelW HAE o] HolBg AP oF FUh.

vl gl 23] o] 22 A4 o
I $ oc create -f <file-name>.yaml

oq=

i

A o3 2y
I $ oc create -f eo-namespace.yaml

Red Hat OpenShift Logging Operatore] 4] ¢} 25 o] 22 A A gt}

Red Hat OpenShift Logging Operators ¢] 3 v] ¢ 2= o] 2 2 H A E YAML 5} (q]l:
olo-namespace.yaml)2 A4 gt}

apiVersion: v1
kind: Namespace
metadata:
name: openshift-logging
annotations:
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openshift.io/node-selector: "
labels:
openshift.io/cluster-monitoring: "true"

vl gl 23] o] 25 A o
I $ oc create -f <file-name>.yaml

q=

il

W o 2y
I $ oc create -f olo-namespace.yaml

o2 2B A EE A A 35la] OpenShift Elasticsearch OperatorE A X g o}

OpenShift Elasticsearch OperatorE ] ¢ Operator 155 2 B A E YAML 3} (<):
eo-og.yaml) A4 g o

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

Operator 1§ QBEAE

i

ARk
I $ oc create -f <file-name>.yaml

oq =

il

W ohe 3t g
I $ oc create -f eo-og.yaml

AB23HA B A E YAML 3 (o : eo-sub.yaml)-S A A 51o] u] Y 25 o] 20| A
OpenShift Elasticsearch OperatorE A B A3 ¢ A3},

137



OpenShift Container Platform 4.9 =7

138

EEEETERRE

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator”
namespace: "openshift-operators-redhat”
spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic" 6
source: "redhat-operators” ﬂ
sourceNamespace: "openshift-marketplace"
name: "elasticsearch-operator”

openshift-operators-redhat ] g 25| o] 22 XA 3j| oF g}

o8 Z3 ASFS A ZFAA L.

L= = = d

A5 & AHg-5HE A v A o] AHE 715 Wl OLM(Operator Lifecycle Manager)

o] -5 2 2 OperatorE JH o] EZ 4= U th Operator JH°|EE 521352 H 3
23 A5 AR E 7HA A AL 5 ol Z oY

redhat-operatorsE %] & 1] t}. OpenShift Container Platform &2 2~ 7} A

SE Y EY (Al #7] 8 2H)ol X8 739 OLM(Operator Lifecycle
Manager)2 74 & u] A4 ¥ CatalogSource ¢ B A E o] o] 22 XA 3t}
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stable3 A4 3tA Hg 22l HA D29 A vjdo] HAH
installPlanApproval: "Automatic"=} g7 stable2 A}-&35}H Operator7} <t
AAQ AL volA A vio] 2% A5 dadol=d Yy

stable-5.<x>& A A slA 54 F9 d =9 @A vlo]q vido] AX
HuU . installPlanApproval: "Automatic"=} g7 stable-5.<x>& Al-&3}H
X2 XA sl= F 9 D2 Yol A Operators ¢Hd A1 H Al vlo| 2=

A% e el =gk,
NBAIPA onAEE 4TI

I $ oc create -f <file-name>.yaml

% =9 e 2aUth

i

I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator:= openshift-operators-redhat 4] ¢ 2= o] 20| A
AH 2 2 2E 9| 72 T2 A Eof BARg Y

Operator A X & 1o}

$ oc get csv --all-namespaces

2 o

o

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE

default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

kube-public elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

Kube-system elasticsearch-operator.5.1.0-

202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0

139



OpenShift Container Platform 4.9 =7

Succeeded

openshift-apiserver-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-apiserver elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

7} ) ¢ 23 o] 2~9]] OpenShift Elasticsearch Operator7} glojoF g}, vld W57}
EAE A gE F A5yt

S 2 B A E S A3l Red Hat OpenShift Logging OperatorS A x| g o).

Red Hat OpenShift Logging OperatorE- ¢] gt OperatorGroup ¢ B4 € YAML 3}
(<l : olo-og.yaml)S A A4 3 o}

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

openshift-logging Yl ¢ 23| o] 25 X A 3l oF T}

OperatorGroup 7§ A = A A g o}

I $ oc create -f <file-name>.yaml
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e

i

W o U
I $ oc create -f olo-og.yaml

A 23 HA B A E YAML 31 (9 : olo-sub.yaml)2 A A 5l ] Q) 23] o] 2] A
Red Hat OpenShift Logging OperatorE A B2 235 A3 ).

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators 6
sourceNamespace: openshift-marketplace

openshift-logging Yl ¢ 23 o] 25 X A 3l oF Tt}

2]

©

redhat-operatorsE %] & 1 t}. OpenShift Container Platform &2 2~ 7} A
e Y EQ Z(FE 0] 37 S22H)l AA4 735 OLM(Operator Lifecycle
Manager)g 4 & u] 443 CatalogSource ¢ H A E o] o] &2 2 A ]t}

I $ oc create -f <file-name>.yaml

a2

(il

W ohg3t 2 oh
I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operator+= openshift-logging 4] & 23 o] 2 0] A x| ¢
Yt
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Operator A X & 1o}

openshift-logging ] ¢ 23] o] 2~o]] Red Hat OpenShift Logging Operator7} 9l oo}
U A HS7E EAE AR & F dsH

I $ oc get csv -n openshift-logging

%9 o
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

OpenShift Logging 1225 A F ).

Red Hat OpenShift Logging Operators 9]t Q1~=6H 2 ¢ BHAE YAML 3¢ (] : olo-
instance.yaml)& A A 3 o}

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch” 6
retentionPolicy: ﬂ
application:
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©

L4
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maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

o] &2 instanceo] o] o} gt}

OpenShift Logging #2] A€ YUl 7359 o2} OpenShift Logging 7] ¥ 7k
< W7 3t= A5 ©1 5 Unmanaged= A3 o Ut 22y A=A G lExs
OpenShift Logginge] ttA] Managed e = € w] 71X Qe o] EE wtx] ¢k ). uff
¥ E A Managed e 2 A4 3A 4 Ul &o] 42 F JdH5U.

Elasticsearch 4 & 913 A4 JUt}. CRAFE-A A 9] 8]l A 2)& A3l
shard 5] 33 g g7+ 2EHAE #49F F dHFUoh

Elasticsearch7l 2+t 21 &2 & x]—1]0k e A 7HS A FYULH A D A 7H
A& 4= AU HF(w), Al ZHh/H), #(m) & (s)). & 722 7dd Yt

—g_ -
maxAges T} @ e §l 2o AT U 2 21 Zovol Ul HE BAS AFNF T

ch
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144

©

Ut 28% o 3F &2 dsl Elasticsearch Q19 =7} A = 2] 5.

AUtk o] B2 ol Yo F3 AR Fx54

m
Q
a
=
(72}
D
Q
o
=
b
r
5
i
N

Elasticsearch 2 E 2% 9] 7|& 2E g A ZH 2 o] It F Ao A
5L AME BE 28NS @9t 2EX] FALE AFFUG. 2EA 2
#H2== 2 A 1A ¢ o OpenShift Container Platform& 9 A] 2~ &2 x| =gt
OpenShift Logging g vl =3}

9 g o] u}z} Elasticsearchol t)d CPU 2 v 23 3L AUt} o8& 3t
< H]9] =4 OpenShift Elasticsearch Operator= o] - 3.0] u] X o] Z 23 7| 27k
ARG, 7122 w22 24 A 16Gie]32 CPU 23 A] 194t

g g o] w2} Elasticsearch Z=A] o] tj gk CPU 2! W& 2] @ F-& AP}, o]
75 1] 9] F OpenShift Elasticsearch Operator7} t] L2 9] ul| 3£ o] FE3 7] 23k
o7 AAFYUL. 712k vz 23 A] 256Mie] 22 CPU 2.3 A] 100m Y o).

Kibana 42 913 43 Atk CRE AH§ 5o FH A2 93] Kibanas 8%
3} Kibana == 9] CPU % v 28 & 748 & Y&tk 44T W g 22 A 23
T2y P FEFYA L.

Fluentd 74 & 913 44 94Ut CRE AH4-3t4] Fluentd CPU % w2 2] A g
TR 5 A& Uth ZAA S U LS Fluentd 74 2 3144 2.
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Elasticsearch ZEE Z ¢ == HY = 3¢YYt}h.3x &
nodeCountZ XA 51 OpenShift Container Platform& nf 2 g, Z&}o]
E o glo]g 9L 7174 vl A A =x=9I Elasticsearch == 37)| & WA
3t} 57} Elasticsearch === Zo|AE W dlo]g g &2 A3 ©)
ol A& xE= NPT AEE S 9l =t QU A4 T A,
shard &3 9 3 =9} 702 Z 8 2H AA AYS FIFYL. dlolg =
=+ shardE B {3132 CRUD, 24 @ YA o} 22 o]y A QP2 53
Syt oy #48 92 1/0, W 2g 2 CPU A AUt AR == 3}
B37 48 d ol g fA2E RUHPS A § B2 HolH ==& F713)
£ Zol 2.

o] & So] nodeCount = 491 29 & =71 AP}

$ oc get deployment

29 o
cluster-logging-operator 171 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb54s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 1/1 1 0 6md4s
oldl ~ el =3 9] 7] X shard 4=+ Elasticsearch Ho]|g =t 49} 7+&
Yt

I $ oc create -f <file-name>.yaml

S

i

W e U

I $ oc create -f olo-instance.yaml
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oA 3td 27 39 A 2¥ A 94, Elasticsearch A2} Ao g]l4&2 2 74 g
2, Kibana Q1€ 5] o] 27} 4 g o

openshift-logging = 2 4] E o] Pod= 1} g3l A3 = 213t}

I $ oc get pods -n openshift-logging

2 o

o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 11 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-q6bhp 2/2 Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2 Running 0 2mds

collector-587vb 11 Running 0 2m26s
collector-7mpb9 11 Running 0 2m30s
collector-flm6;j 11 Running 0 2m33s
collector-gn4rn 11 Running 0 2m26s
collector-nigh6 11 Running 0 2m30s
collector-snpkt 11 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2 Running 0 2m39s

3.4.42 ¥ A4

Kibana& AI-&-3l2 ¥ Kibanaol 4] ©] o|€ & @A 35}aL A z}3}3517] 913 Kibana <149 = sl e 9 2]z}
= 5oz AAE Y.

Il~l

Fe 2 UEAA +3x}7} HEAT Ee& H835h= 3¢ =4 9] A 24 Operator7} £ 3l
2AE 2o YEL A EHF L 5] FU.

3.4.1. Kibana 219 2 3| & A 9]

¢ldl A s 8 -2 | z}3}3lE] = Elasticsearch <19 A2 A o)t ). Kibanadl 4] dlo]EH & &M 3551 A
ZtststE A 192 a3 A3 oF g
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A 27 A

[ ]
Kibanadl| 4] <1z} @ 7HA} o1l 2~ =5 1w #H AF2-A}ol A cluster-admin & &o] 1} cluster-
reader 93 = F g o] BT Al°1°}c Y}, 712 kubeadmin AFg-ZLol| Al = o] 2] g 19 &~
E ‘—}@U’* A= AAg dgteo] A5y

default, kube-, openshift- JEE]EOI]H Podel =225 2 & thd o] g3 Q1 2o A
2% = Qlojof AUt v W H S AHESte] @A ALS A A A AT Ago] A=A AT F
Al"‘/l‘:}-

I $ oc auth can-i get pods/log -n <project>

2 o

o

I yes

AL 2= 7183 o 2 |} OpenShift Container Platform Elasticsearch
Q12" 2o A AR g5yt Kibanaol A4 A 2 15 B2 A Log Forwarding
APIE A}-8-30] 7HAL 210 detault %2 & AF8-3HE sho] akel & 43l of
Ytk

Q192 €2 443w WA Elastiosearch 241 & 218 Yo} gt o) 219 & A5
= 5AHAN A FA2E Y QrlelEn Fe2HdNE 2 2 x 49 5 4

Z2A 2

Kibanaol 4] o1e) = sl & g o] 531 A 7k8h & A4 shel A T S P

OpenShift Container Platform = £l 4] Application Launcher

=

gty 23S A9y

A - dd2dd - Addx e AL Z¥sle] Kibana 99~ S€S A4 g
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Zt A A= 2 A ES 218 W W Kibanad] 22213 o 5o 2 Qd X ¥
A A& of et} A A= appo] 2= A Qldl A W e S AA S @t|mestamp Al 7}
A1g-3te] Avloly 212 SHels]of FriTh

BH L
=

-4
=
tdceg

#2] 2= @timestamp A] 7+ ggg A}4-3l] app, infra, audit 219 2~9]] tj 3] -3
Kibanaoll 22918 o 19X sjad-& A3 oF g

A =& A9 Ao A Kibana A ztstE A4y

34.2.ME92 o)/t 45D ) ZeAE 7 = 5§

S EH Y EYA IF A5 Uth o] -9 OpenShift Loggingol A
Hj 322 ¢t operator7} Z3Hsl 3] &3] o} g t}.

mlo _D,

HEA EE= dE Z2A Ed 3= pod

= AU~ ke v ES S EY e e 27 5
9] Al 2=¥-2 openshift-operators-redhat 3= 2 2] € o]] OpenShift Elasticsearch Operator E 4 X35} 1L
openshift-logging > = A E o]] Red Hat OpenShift Logging Operator
2AE 7 g2 5 gslof Uk

2 ARG A o] T =

OpenShift Container Platform2 7] & CNI(Contalner Network Interface) HEH=
OpenShift SDN3} OVN-Kubernetesol sl x| 45 +=
e

FTaAL
F 7 A4S AU o]l F IEHEA=
FEuEAZ B A4S 7FAFUY

OpenShift SDNol| = o} Al 714 =71 54Ut

HEAZ AH

I 1R REYUT. BAE B e A3 wE AN L ol
AL Ao A AWA o mE £
Zo|ME the 2 oA A

gk 22 A A}
A A ZA NS
ZZAEJAH GE ZZHAEZ E I o

CEREL LY
3 ik whetAl sfkel 27 A
$48 4 A% oz A

As 7+
g3 HYE

ol mEC A YEND 227t gAY T Ale] 27 #d ZzA o) Folste] E% 2 3
gl oF Fivh.
EER

ojrE

2
X
e
!

rn

Eq

NI}

|

2 s83g uE
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3k @41 th

OVN-Kubernetes= &4 | E9 = A A2 A1L-3HU o). u}2kA OpenShift SDN3} vp 714 2 51u-9]
27 B9 LA e Tz ez Edne] $48 4 AwS 44 740k Fuith

—

Z2A 2

[
t}5 B|UE 2 o4 OpenShift SDNS A83t= A9 F Z2 A Eo FoFUrh oS =

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

TV ESI AA = 9 OVN-Kubernetes2] OpenShift SDN9] 3¢ o1& FA S 53
o

openshift-operators-redhat 1] ¢ 23| o] 20| A o] B HAA U} o= EA ¢t}
4 ZFYdh

$ oc label namespace openshift-operators-redhat project=openshift-operators-
redhat

openshift-operators-redhat,openshift-monitoring 2 openshift-ingress 3 = 2] € |
4] openshift-logging Z2 A €7 X8 4 = openshift-logging ] g 25 o] 2~ 0] Y| E
9243 eBAES PFYT. o5 59 U3 FHUTh

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
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network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

[}

EEOERE D
[}

OpenShift SDN 7| 2 CNIV| EQ3 I FA A B
[}

OVN-Kubernetes 7] CNI(Container Network Interface) VI EY|=Z ¥ 34 A X
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4% 27 W E T4
4%, 2 W ¥ 74
4.1. 22|28 24 AHEA Ao fas PR

Red Hat OpenShiftol] th g =7 3519 A1 =9 S 74312 ClusterLogging AH-8-2 4 ] 2] 4-2~(CR)
£ AH8A B o gt

4.1.1. 28 2E 27 A2 Ao gl A2 AR

27 59 A2¥ 872 W75k R ClusterLogging A4 4 9] 2] 22(CR)E 44 5H3 4 )

CRS ZAstAv 35171 A AR o] o] A o AAsA AlFdH

o5 AA A= 27 ot Al Ld ol i@ LA QA AR AL A 2 AasE HoFy .

ClusterLogging A} &2 A o] 2]4-2 (CR) 1=

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch” ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
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storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
collection: G
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

CR o] &2 instances] o} g t}.

2]

CR-£ openshift-logging ] ¢ 23] o] 2] A x] 3] oF T t}.

©

Red Hat OpenShift Logging Operator 32] € ¢ U tl. Unmanaged= 2 A 72 -¢-
Operator= A A=A &= ol HulolEHA FFU

L4

©

6]
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Haz oy 2 ASS TP 23 517 47

4.2. 273 F37 774

Red Hat OpenShifte] 27 319 A0 Z2HoA ¢ D o Z A 218 =732
Kubernetes ¥ = @ Z 24 € v gl o] g £ o] g S » gt}

27 53712 CPU % vixe] A3e TSI 27 5317] Pods 54 =2 o] 58 5 Yguth
ClusterLogging A8 #} A 2] 2] 4~ 2(CR)2] spec.collection.log.fluentd ~€1x} & 53| =1 5% 7] 9l
sl AP 2E AL FPT 5 dFUh

%

421. A QHA L= FAHA AR

Red Hat OpenShiftol] dis] A A== 27 59 A12" & TS B ol 84 A8d F4S
AHEst A StE AdUTH T8 A ADEHA 282 ARG SHA] vt Al . A4 s g &
OpenShift Container Platform & Aujt}l 72 4 9o o|g 3 A= BE 74 7154 o] Ao H
= BNt AEACE A2 7 UAFUT o] A AW E AR & A S AHEste A
OpenShift Elasticsearch Operatore} Red Hat OpenShift Logging Operator7} x}o] & ZA sl =2 W
73 W&ol A=Yt Operator= 2] 712308 B E JES Hod ZH = H=H Y-

Fx

OpenShift Container Platform A & A of] 2| A] 5] %] ¢k-& FAJo] & Z 2 57 739 Red
Hat OpenShift Logging Operator 5=+= OpenShift Elasticsearch Operator&
Unmanaged el & &g sfof g/l 2] = A &+ OpenShift Logging 373 & /¢ 5
=] gFo rf OpenShift Logging2 Managed 8] 2 5 =52 w714 o] EE X &5
Yt

4.2.2. 27 3 7] Pod B7]

Fluentd 27 3 7] Pod¢} 23 F9 g3 ==2 & 4 A<54Yth Fluentd 27 3 7] Pod=
openshift-logging 3= = A E o] x| g} A ) g1}

Z2A 2

[}
openshift-logging Z 2 A E oA t}3 WA S A3 3te] Fluentd 27 8 7] Pod 2 A%
ARE A A.

I $ oc get pods --selector component=collector -0 wide -n openshift-logging
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%9 o
NAME READY STATUS RESTARTS AGE IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com <none>
<hone>
fluentd-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com <none>
<hone>
fluentd-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com <none>
<hone>
fluentd-gpgg2 1/1 Running 0 134m 10.128.2.27 workerl.example.com <none>
<hone>
fluentd-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com <none>
<hone>

4.23. 21 537 CPU 2 v 2] A 1A

27 5371 CPU 2 vzl S BF =4

e

%2
gy
i
k)

=
T

EZZA X

1.

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E AT .

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
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doo wgt CPU R 2] AT 2FS AU 2A 9 3ol 71 28 dY

42.4. 21 AGAAE 93 31 F 7FA

Red Hat OpenShifte] 27 5t5] A|2=@lol = Fluentd 21 Agxte] 452 295 o AHe 5 3l
+ o] ¥ Fluentd Wl 7H 91571 @ slo] d&Uth ol @ wlHM S-S AHg-3te] b2 Fluentd 5242 W7
@ 5 dauh

[ ]

cERE EREER
[ ]

cERZ DR
[ ]

Fluentd= F=Ze}= &< blobolA] 21 ol E A It} Fluentd7} =32 AT W A3 £
go]x]ol Y= Ao 7kFH o] FAstdolg 2 AYA YUtk A =7t 75 A Fluentdd= 3328 72
olsdUT A71X A= EHAIH 7] Aol B A gl 7153 Yt Fluentd= Y EQ 2 #A4] =
= Ul §F A9 22 oY 7HA ol 2 HAE ZTYAFA BZ F AFUT HAE SHA S F

= 7% Fluentd= +A4 2 g & E2A1 & tA A1 =8 G

71¥.2 6 2 OpenShift Container Platformo]| 4] Fluentd= </ @ ¢ = vhH & X185l Z A& o}
Al A=Yt o714 Fluentde Z2A] AIX = 744 9] 7] A 7HS Ful = S8, tido digd 94 8
A Fol=dl =R YUt A Mo x5 v stsla didl 778 AA = Y S A5t AR H
HAS R HA FHYAE AANE & 5 dFsU .

o)y

olg & v/ T 7] AZH A2 F e #9 S AP s= Hl =80 2 F dFUH

A2 %] s FluentdS AR sslelwl o2l @ AW 58 ALgslel B 2 W3] 2 78 7
R, EAAE AQSIL, AN E AL 6 2o AR skl MEAL AL 78 2D 5 A5
houls 7t 255 w3 A 2de] o Be Fxol A ghth

#Ho
A A

o

d7] Azke AAsa7] 98 AAAFE AL stel oS Hhe wa) AgstL, )
BA e, Foh N E O @A BEL ZA 2 ANEES O AF AL S 5 AEY
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ClusterLogging AH&#+ 4 o] 2] 2:22(CR)eI A Th iAW FE AHgstel 32 2 FelA] F4S 74
@ 4 95Utk 22 W Fluentdol A A}8 & 4 Q== ul 7l 47} Fluentd 74 o) A5o 2 F7H8Y

Z3

old g WAMGE o 2EUT

o R o] AbgALs} Aol gaUTh /1R AH L FL Avk A5 ATe ok

Foh

Fluentd 74 2 450l tha 2HAI 8 A4 o] Y= 35 ALgAolA 2 3 3
Ut

oX
olf
3
ol
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jins
i
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oy
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N
olf
2
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2
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X
1A
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i
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o 7] 5 A 712

chunkLimitSize Zt R = A =7 YT 8m
Fluentd= o] Z7)d ==3d H =
o tlely 2271 & FA gtk 29
o} Fluentd= =25 #F2 2
I HALE AY

totalLimitSize 2ol R| &} F9] F A7)l ¥H 9 8G
Hoj Z71dY vk W3 2717} o] 3
S %739 Fluentd= 3 2L 2 9
tlol Bl F71E FA 8taL @ /o) 3
A A gt F 20 gle Ze
olH = &Ag Y

flushinterval B2 o)A A YU T 8(E), 1s
m(&), h(7h) ==d(Q)E A+
& Asyh

156



ol 7 5

flushMode

flushThreadCount

overflowAction

retryMaxinterval

e lazy:timekey v} 7} 4=
E7blo 7 HAE =
A&y} timekey v 7
HyEs A4S S8l

o).

e interval: flushinterval
AESFE 7t 7 A
AE YA FY G-

e immediate: ) o] 5] 7} 3
o) 718 A E HAE

Z Ao,

F7H S B W B2 5

e throw_exception: =2
of A o 9] & TN

Ayt

e block: A4 vz &7}
249 w714 "ol ¥ A
a5 FAIYh

e drop_oldest_chunk:
M2 EoleesHdaEF
gst7] 98] 7 e E
s AA G 2
HAIA=NESHAE
o} 7kx 7 A F U o

exponential_backoff z) A =
el Hol A (E) Yo

v
Jhu

300s

4% =27 W E 74
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o 7 5 a4 712

retryType Ze A A A A A= exponential_backoff

e exponential_backoff:
ZeAl A A= Abe] o] A
7+ 494t Fluentd=
retry_max_interval j
MG =g d w71
o A A =7HA] o 7] st
= A FE =HY

B}.
° periodic: retryWait oj
MHFE 7Rt g F7]
Aoz EF,]/\] A =
3“4‘?}
retryTimeOut 27t 2AHA = 7] ol A= 60m
o A7 A o
retryWait o F 3 FeA A AN E)Y 1s
Yt

Fluentd H = 4% F7]9] Ok AA g W LL Fluentd 4] 2] vy Z¢] 298 FAX4A L.

Z2A 2

1.
openshift-logging 3= = A E o] 4] ClusterLogging A}-&-#} 4 o] ] A& 2(CR)E AR Y.

I $ oc edit ClusterLogging instance
o AW SFE FobsAY FR o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s 9
flushMode: interval 9

flushThreadCount: 3 ﬂ
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overflowAction: throw_exception 9
retryMaxInterval: "300s" G

retryType: periodic ﬂ
retryWait: 1s 9
totalLimitSize: 32m @)

EYAIE S8l ol F7157] Aol zF F=29] Aol 2712 AZFUS

B2 22X AL AR P

lazy, interval == immediate 5 J 3 S2jAE 3 WY S AZFU

B3 A A S 2= 5 A FY

throw_exception, block =+ drop_oldest_chunk 5 771 715 &2 w2 F3 5%
< AARAIUG.

exponential_backoff 3= =& A v o] Ho| 7-4 () XA

L

Y.

A3 Z8A] A9 Al AA = 73S exponential_backoff === periodico. = X3 g

Ut

e B2 A A A7HE)S AR T,

cEREPELEVERE LIS
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Fluentd Pod7} A vl £ 5] =X &2l }.

I $ oc get pods -| component=collector -n openshift-logging
A gro] fluentd 74 ol J=A A3}

I $ oc extract configmap/fluentd --confirm

d]: fluentd.conf

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread_count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT'] || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

4.2.5. 7] & Elasticsearch 21 A A A S AL 1A &= A9 AL EH R &2 1A 24 A A

AYARAN 228 AL 2O AFAR ADSHaL 7]!1 Elasticsearch 21 A Z 45 A1 83514 &= 7
¢ 27 2EU2ENA AHEA e o 74 242 AAT S AU

=, 7] ¥ Elasticsearch 21 A Z 42 Al 23}A] &= 4% CIusterLoggmg AHE-AE A 9] 2] & 2(CR)
o)A UL Elasticsearch logStore, Kibana visualization +4 242 A AT = AdFUt). o] &3 74
SAE AAS = AL A9 Aol A gt gl A2 E H oGS 21%‘413}-

A 27 A

[}
2 Agx7t 21 dolHE 7] Ul Elasticsearch 28 2H= AF31A =R A F
o 2 A2L 743 d] AH8-3F ClusterLogForwarder CR YAML = 3}01% AA .
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default2 A& 3l= outputRefs @ 427} g/== A FUtt. o & 54 tp&3 245Ut

outputRefs:
- default

%9]

ClusterLogForwarder CR& =1 g]o]H & ] i Elasticsearch &g Z:E]i %l
23132 ClusterLogging CRol| A logStore +4 R 4= x]]ﬂﬁh,h:} o] A¢ 21 H

o]§| & A &3 U Elasticsearch Z & €7} TAHA] &5t of % o] ]
&2Alo] a3 4= 9] &t}

EZAX
openshift-logging 3 = 3] & o] 4] ClusterLogging A}-&#F A 9] €]4&2(CR)E HA T .

I $ oc edit ClusterLogging instance

2.
ClusterLogging CRol A logStore, visualization 2~gl 2} = A| 7] 3} 4] A] £..
3.
ClusterLogging CR<] collection 261zt & AUt} A3= o3 ol 9 fA oF o
apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}
4.

3 7] Pod7} A L H A=A A

I $ oc get pods -| component=collector -n openshift-logging
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ERAL Al 2Hlo] 20 A

43. 2 A A4 T7A

Red Hat OpenShifte] =7 s}¢] A] 2"l 2 Elasticsearch 6(ES)S Al-&35l =1 dlo]H & A A5l
7243

Elasticsearch 2 & 2 g 2] 2E & X

AR BAANA BA 37K 22 2H 9] vlolg X 7t shard £-4]

Elasticsearch d o] g o] o] 3 9] 5L o 4]~

Elasticsearch= W] 22| & %o] A}&2-31+= o] Al o] A YUt} ClusterLogging AH&-#F A 9] 8] A&~
oA 2z R ASA 2= 3 7} Elasticsearch ==o= v 228 93 9 A3k 259 H A 16G2] W 2T
71 2 @ ). 7] OpenShift Container Platform == A E = Elasticsearch &2 2~HZ X 3}7]
&3] A B T AFUG AF v e o] oA 7} Elasticsearch == tjall Hd 64G71=] A3}
sl ™ OpenShift Container Platform &2 2 Hd| ==& F7}3]oF .

ll~l

294 $40 e A9 g

7} Elasticsearch ===t Y2 yu g AR o7 A= 4= QA gl 3

Ut

431. A 228 2 AAZAALAZE AY

7187 o 2 OpenShift Logging2 A} = 2 Y] { OpenShift Container Platform Elasticsearch

23 AR 20] A%aA Bt oS So] KibanadlA] A} 218 2 4w o] 21 A4 7
A 2aE w5 Yeyh

o E Eo] Kibanadlx] ZA 222 B7] 98 A 222 7|2 Y4 Elasticsearch 21 A& 42 B
Uld A 21 AgG APIE Ag-3loF gyt
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4. 27 M E 74

X OpenShift Container Platform Elasticsearch 21 A 4= A 228 ¢35
Bt 2EAE AFHA FFUTH A 225 ALt A adol =4 2 Y A4S
F4913L &ul2 A 135 =X 32l o Red Hat OpenShifte] 27 319 A 2=d-2 o]
e #4< =5 2y

T3

tllo

Log Forward APIE A1-8-3to] A 2 15 U & Elasticsearch Q1 2€1 22 Adsla|H o
Fuh.

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AJF o

TE 27 §3< U Elasticsearch Q12822 B= CRS AT T2 oA
£ WASA &a ad 2 A 5 JFU T

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines: ﬂ
- hame: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

o]zl 2 (AH EH S ALt d2d 21 FI S AU 712 =
g o 2 12 Y Elasticsearch Q12822 A

stolsefelo] A o Sel7lo] A, Q1met 0 gAbel Al 44 FE S =g
5 A gaof FUTh 27 K3 AP SH o D 2t AgEA &

3 =AY,
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7] ClusterLogForwarder CRo] 9= 79 A} 219] 7|2 =8 0] o] Za L F
7Y 718 E8 S Aod a7t gyt d & 59 a3 25Ut

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch”
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- hame: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default ﬂ

o] gfo]Z el e 9K QAE A9} 7 U Elasticsearch Q1 261 A2 7HA} 2
a5 2.

Log Forwarding APl t] gt A g U-&-S Log Forwading APIZ A1-&35le] 27 A2S F
ZsH A L.
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43.2. 21 RE X7 A

718 Elastic2 M 21 A ZA471Q =zt 21,88 2208 2
Zholl @k Qe 28 B

"

I D BRI A VA 2 98 7}
717+ Xlxoo}—ﬂzzix”—? g 4 AEFYh

BE AL A5 A ClusterLogging A8 2+ A 9] 8] &£ 2(CR)oA] 7+ 21 &2 d]3] maxAge
o] /| == A A ]} CRE Elasticsearch 2 9 1] /\711501] o] 8 3l 2 %8351+ Elasticsearch7}
EoHHE JAI2E A A 8= A 71 & 2R FU -

Qd A7 oS =7 F slel A x5 Elasticsearch= @A) Q1Y A& o] 53t A Q1A AE WA
o Ad 22 2o P}

<14 27} Elasticsearchh CR<] rollover.maxAge zt 2.t} ¢ # = &1}
Qg2 7]71 40GB x 7] shard ~3x.t} 4t}

old) »~ 2] 4=7} 40960KB x 7] shard 41t} Z1t}.

Elasticsearch= A3 RE Z Ao oje} 29 H QI AE AAFJUTH 21 A2 Qg REA
AS AR god 7|2 Ao

BAo2 7Y Fo] 2271 AHAIg Y.
AR 2 ALY
[ ]

Red Hat OpenShift @ OpenShift Elasticsearch Operatore] =7 5} 9] A] 2=Hl o] A X] 5 o]
glof ok gt

EZZAX

=3 RE AZE 7ASEY 0e-2 Fa gy

H

retentionPolicy w| 7] =& F7}3st A4 v 4 3te] 9 ClusterLogging CRS H 3 3o

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
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spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

Elasticsearch7} zt 21 &25 {AS)|oF 5f= A ZH2 AZFUTH Ao R A1 AA
< AHIFYTHE(W), A1 ZHNWH), 2(m) 3 %(s)). & S°] 192 1d . maxAgeH t}
oA 2= APt 7EFo g 2= 7Y S $A P

Elasticsearch A}-8-2} 4 9] 2] &~2(CR) A AA S 30T + AU

o] & £ o] Red Hat OpenShift Logging Operator7} 8] 7tulc} Q1 =2} & 19] &4 Qld A
S0 st= Aol XA BE FAS F+43517] 9135l th Elasticsearch CRS- i Hl o] EF

3, Z2oWE QY AE E98 F 7Ho] A 2H4 g Y o} OpenShift Container Platform-&
15% vt} Q19 25 & e W3] of 3l=A] AP

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d 9
hot:
actions:
rollover:

maxAge: 8h
pollinterval: 15m
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2]

9&,
fr
oM.
o
o
i
oX,
flo

OpenShift Container Platformo] 9 W ¥ 21 dl A S AbA)]
ClusterLogging CRol A 44 s maxAge ¢ U t}.

©

olel ~ 2 = 9 ud u) 23| o & OpenShift Container Platforme] Q1€] 2 41 9]
Yt} o] -2 ClusterLogging CRoll 4] 44 3t maxAgedil ] 24 g1}

L4

OpenShift Container Platformo] 4| Q19 25 & Q B3| of 5}=A] &l st= 4§ ]
AR L 712 gkoln WA T F gFU

Elasticsearch CR A2 Q5% &t HE A A g3t rE WAL
ClusterLogging CRell 4] =33 3] oF gt}

OpenShift Elasticsearch Operatori= Cron #¢] & vl £ 35} 32 pollinterval 2 of k3 & o] €
Ao me} 7} wj g 2] Qe AE AP

$ oc get cronjob

2 o

o

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <hone> 4s
elasticsearch-im-infra */15**** False 0 <hone> 4s

433. 22 AZL dF CPU L W2 23 74

7 74 8% AFS BACPUL vme 83 =4

gk 4= 2l th. OpenShift Elasticsearch
Operator7} a3 7 o] Aot FS HAAHSJEE o] F S TF°

= 29T et g

l
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Fx

U5 28 2o A Elasticsearch ZZA] Zg o] 9] 7|2 w2 g Aoz =83}
2] kS 4 9lomz == A| Al o] 7t OOMKilledz U t}. o] 247} wHAl 5ha
Elasticsearch ZZ Ao tjsl v 2 2] @ 4 9 A3FS =HY).

7} Elasticsearch ===t Y2 y2g] Ao T AFSd F YA 22 g A v X o= AZHA &
FUt 2294 259 A9 7} Podd] 7] 16Gi o] o] &5 o] glojof It} 7134 Podd Huj
64Gis &3l oF g

A 27 A

[
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&#F A 9] €]4&2(CR)E AT d.

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:ﬂ
resources:
limits: 9
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

9 g o] u}z} Elasticsearchol t)d CPU 2 w23 832 XAt} o] 3L v ¢
S OpenShift Elasticsearch Operator7} t] {12 9] ujj ¥ o] 53 7|2 zlo 2 AA 3
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o} 7123 vxe 834 A 16Gio]32 CPU &3 Al 1994}

2]

TEoq ST 5 JE Ao Ba I

©

PodE dotsle o o3 H4 B a2guT,

L4

3 9 o)) u}z} Elasticsearch Z=A]o] g CPU 2 w2 2] 2 S AU, o] 3
Z-2 v]9] =4 OpenShift Elasticsearch Operator= o - 3.0] v X o] 223 7| 27H2 A
AU 712z v rE 2 Al 256Mieo] 32 CPU 23 A] 100m<] Y t}.

Elasticsearch vl xe] %2 =38 W) £3 2 A¢ wFo] TAF &2 AHgaloF Fuivh.

e

i

W thest 2

o)y

*

Y

resources:
limits:
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

i)
ko
S
i
B>
of

FHUE s gubd o2 rt A S F5511 Elasticsearch7l XA A A2 ALl F 5] 8-3HA
% Uth requests 2 limitsoll tjall A g 3t A5 =0 AHS 73 vl 22] 7} ok 71 5t
3 Elasticsearch7} 93t= v 28] 2 A2 4= A5Uh

4.3.4. 21 AF Ao g BA A 1A
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Elasticsearch shard7} & 28 9] Hlo]g =Ed] A 5= vbH L Hojs 5 &5

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} 3 t}.

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-& 2 A 9] €]4&2(CR)E HA .

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

shardol] o g 53 33
t}.

o

A7

L

Utk W7 A

o

A7shm W Alge] 489y

FullRedundancy. Elasticsearch= 7} Q19| 29| 7] & shard& 2 € Ho]H =&
o ¢A3s] EAIF U o] 2 b o] 7 =AW B3 v o] 7P B
Aol 7P YU

MultipleRedundancy. Elasticsearch= 7} Q149 2 9] 7] shard& H|o|H ==
ol Awto g b3 BAlIFUt o] 2 kA A A5 Aol o] 3o ¢y

SingleRedundancy. Elasticsearch= 2z} <19 2 o] dj3l] 7] & shard<] A} 3
U= U F 7l ol 39 oy ==vt EASE @ 3G ZEAEAET F I E
T dFUTh 57 o]3 9] =E=F AH8-3h= 73+ MultipleRedundancy 1.t} 4 5-0]
45 Ut} 92 Elasticsearch == v Z o= o] A2 243 4 gluUth
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ZeroRedundancy. Elasticsearchi= 7] & shard] A12< 95X & Ut =
=7t gdeHAY Adste A 225 AR Y F AU 27t 42 F AU ¢
ARG Adsol ¥ FLeAY AA H2A/PVC M Y/EA Aeks 78T A ¢ ol B=
£ AHg-3Hy o

oldl > €l =3 o] 7] ¥ shard 4=+ Elasticsearch do] g == 49} 72451t

4.3.5. Elasticsearch Pod =4

£ 2] 2H ol A] Elasticsearch Pod & Z°|4 Hlo]H &4 %+ Elasticsearch /J 5 A 37} 4

+ uth

- 1

Elasticsearch 2] 22¥] 7| ZeroRedundancy = A& ¥ 71 -$- Elasticsearch PodE =
A8 A = < Yk

4.3.6. 22 AF 20 A 7T =ELA 74

Elasticsearchol = 9 7 22 A7} @ @ ¢t} 2 E 2 A 7} W-Z<= Elasticsearch A 50| ®a}3
Yt

“;L 9]

Lucene& NFS7} A Z31A &+ 9 Al 2H F 23 A1-8-3l2 2 Elasticsearch
2EZ AN = NFS 2EZAE BF == 9 EF5(EE Glusters} 222 NASE
T Z AT S gy diolH &4 9 7[g EA 7 28T 5 d5U .

A 27 A

171



OpenShift Container Platform 4.9 =7

Red Hat OpenShift Logging 2 Elasticsearch Operator7} A2 x| 5 o] o]} g},

ClusterLogging CRS B3 alo] 2@ 28 9] 7t tlo]E =7t 47 2F 2o v
w2 A

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

o] do M= Z&2H2| 7} glo| g =7} AWS General Purpose SSD(gp2) ~52]#] "200G"E &
Bt I+ E2F U Y vRIYH =S AR

A 5 geUth

=71
JI 2EFR ) =24 BFL A_3E= 79 LocalVolume 7] A o)l A volumeMode:
' blockol 2738 9A £5 2523 AH85HA vl Al Q. Elasticsearch= 94 £5 E§5

4.3.7. emptyDir 2E 2| X o U] & =1 A4 FA

emptyDir< 71 A 429} 37 ALg- 5 Q4] Wl E7H A H 2 A A% Al Pode] BLE w7t £4
futh

C aw
' emptyDirg A& w] 21 28|27k OhA] Al ZE Ak Aul £ E o]l 7t &2
Ytk

A 27 A
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Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} ).

emptyDir< x| 4 a}2]H ClusterLogging CRS A ).

H

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

4.3.8. Elasticsearch 23 Z & 2 A Az 538

elasticsearch 74 W == elasticsearch-* v & A& WHAS v E7 AA|ZL =3}

=3l Elasticsearch Pod7} A3 5= =&

it
2
4z
ot
_.°—l".
S
9#:
rr
o,
o
=2
k1
i
o
2
>
o)
o
)
o)
it
i
v

A 27 A
[}

Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

openshift-loggin Z 2 A E 2 ¥ 73 3

*

I $ oc project openshift-logging
Elasticsearch pod?] o] &2 7IA 34t}
I $ oc get pods -I component=elasticsearch-

Elasticsearch= A 21 A4L A== £ 7] PodE =43t}
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$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4,
OpenShift Container Platform es_util 5& A}-83}<] shard 5713} Z2JA = 35l &
g3517] Ao 2= 227] dl7] F2 & ol 1=A s Al L.
$ oc exec <any_es_pod_in_the_clusters -c elasticsearch -- es_util --
query="_flush/synced" -XPOST
dg 59 a3 2Hynh
$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST
29 o
{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}
5.

OpenShift Container Platform es_util =& A}83lq o= o 7 =5 FTUT o
shard ¥ 7 & A}

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

g 59 e &

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

2 o

o

{"acknowledged:true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":
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o] e EY ES 22 2E e 7 vl o) s T2 ST

71827 o 2 OpenShift Container Platform Elasticsearch Z 8| 2~H+ =9 3t =
oF2-S AT YT o3 WH S AL8-3te] EolXS 583513 Pod7 W73 A S A9 st=

= g
I $ oc rollout resume deployment/<deployment-name>

o2

e

W ohe 3 g

I $ oc rollout resume deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 resumed

Al Pod7} i 5 Q& U th. Podell As|olu 7t ol =™ th M E2 o] 58 = Y&
o}.

I $ oc get pods -I component=elasticsearch-

2 o

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpw6k 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2 Running 0 22h
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b.
W27t guEY 2ol g 5854 =% Pods A I
I $ oc rollout pause deployment/<deployment-name>
g =7 og3 e
I $ oc rollout pause deployment/elasticsearch-cdm-0-1
=9 9
I deployment.extensions/elasticsearch-cdm-0-1 paused
c.

Elasticsearch 2 2¥] 7} green =+ yellow 8] Q1 %] g2lsl4 Al 2.

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

1

o]l W& oA A}-&-3F Elasticsearch Podoll A S0} 22 3 A 1
Pod:= o o] EA51A] g2 7] Al Pod o] 5] Z 23t}

o=

e

W thest 2o

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
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"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

A38t7] Aol o] w74 gLl green = yellow 1 x| S5t A 2.

Elasticsearch ConfigMap-2 ¥ 7 st 73 ¢ 7} Elasticsearch Podol i3] o] ©A & wH&-3

c}.
e 2Ho R E v E7} Eol=H W shard WA S A 4313
$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l
o E =W gg3} &y
$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l
%9 o

{

"acknowledged" : true,
"persistent” : { },
"transient" : {

"cluster" : {
"routing” : {
"allocation" : {
"enable" : "all"”
}
}
}
}
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Al 2 1E Elasticsearch= RU| =2 43 7] PodE &3]t}

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

439. 21 AARAA MU AE ARZ &

71827 o 2 Red Hat OpenShifte] 27 319 A| 283 3| | 0 23 A F 4= 27 Ze2H R
A AA 2T 5 glsUh dlojg o) AA| A5t =9 21 A A A v 20 g o A AE 95|
Adsst T2 AZE 4T 5 Jd5UY.

2]y A= A L33} 7 2, OpenShift Container Platform EZ 9 HXE 21 A5 CAQAZAE
st 2 AL AT F AFUY 28 F 053 IFs=cURL 2 F o7 2 A4 A
H| A2 3 2AHGE =T A 2%

Authorization: Bearer ${token}
Elasticsearch A ¢+ 3} 7 & 9 Elasticsearch APl 23

e 98 4 2le 27 A% 228 IPS ALgstel 27 A2 A

oll
tilo

WA E T B F
ool A A 28 5 9141 T

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

2 o

o

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

2 o

o
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https://www.elastic.co/guide/en/elasticsearch/reference/current/api-conventions.html

o
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NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

e fAbE 9 E sl g 5 9141

tlo

Agatel 2E 28 IP 34

u
J

$ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -n openshift-logging -- curl -tlsv1.2 -
-insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

2 o

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 0 --i--i== ==i==i== ==i=-1-- 108

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} 3 t}.
[ ]
20 AA 25 T2 A E ] AA AT 5 glojof Pt
EZA A

27 AG2E 9ol

H
e
9
)
=)
fu)
o
tilo
4
09(__4”
L
L
i

openshift-loggin == A € 2 W73}
I $ oc project openshift-logging

22 A G Ao A CA AZANE 323131 admin-ca 5+ o] &1t}
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I $ oc extract secret/elasticsearch --to=. --keys=admin-ca

2 o

o

I admin-ca

23 A& 2o A2 S YANML 9 2 A gh o).

T Abgstel YAML sl e A4 P th

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

23 AF4A& CARIFTAE F7H8AY th @Al A BH S AHS o 44 A
o5 3} 74 2o H Q3 spec.tis.key, spec.tls.certificate 2 spec.tls.caCertificate |l 7l
HEE AT Ie = YJFUh

fu)
o
ol
ot

< A sto] o) AN AT B2 YAML| 21 4734 CARISAE

$ cat ./admin-ca | sed -e "s/A/ /" >> <file-name>.yaml

BEE AAdTUY.

I $ oc create -f <file-name>.yaml
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o
i)
2

I route.route.openshift.io/elasticsearch created

Elasticsearch A v 27} =& o] A=A AP}

230 AT o] AH| X AR EES 7HA S

I $ token=$(oc whoami -t)

=

U,

A A 3t elasticsearch 4= & 317 Wiz AR

I $ routeES="oc get route elasticsearch -o jsonpath={.spec.host}

4. 27 M E 74

ARNAZTHORE AALHAJEA 3elstEH =59 7 22 53| Elasticsearche]] ¢

Al zshe e 93-S AP

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

S9e T3 fAFSHA LheR

29 o

{

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch",
"cluster_uuid"” : "0eY-tJzcR3KOdpgeMdJo-MQ",
"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",
"build_snapshot" : true,
"lucene_version" : "7.7.0",
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"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility _version" : "5.0.0"
b

"<tagline>" : "<for search>"

}

44 21 ANzZ}3} 208 LA

OpensShift Container Platform-2 KibanaE A}-§-3le] 27 319 Al &Ho A S =21 do]HE &
Al o

ZH AL 94 KibanaZs 373313 Kibana :==29] CPU 9 W22 & 743 4 A&Ut].

4.41.CPU 2 vy 2 2] A3 74

27 59 Al&d A 245 AHSsHE CPU 2 v e A3

tilo
o
4
BN
ox
et
4
47
|y
L
)

Z2A 2

1.
openshift-logging 3 = 3] € o] 4] ClusterLogging A}-&#F A 9] €]42(CR)E AT d.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
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memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: G
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

4. 27 M E 74

oo et 27 A 740 g3k CPU R v e] AR 2 FS A QAU

Elasticsearche] 29 23 7t3 A3 S 2 5F A8 oF gyt).

00

ded wet 27 A1zt 2 g didk CPU % vl 2] A 2 233 AP du

L4

dod wet 27 537 tj3k CPU R Wire] Ad 2D S AFF

442 23 ANZ}3 22 o] FAA B

TEA dd =2 A3t 22 aWS T 29 5= Pods 33 & syt
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Z2A 2

1.
openshift-logging 3 = 3] = o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HA T d.

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

Kibana ==9] 4= XA g}

4.5. 27 39 Al &=" 2E8 A 74

Elasticsearch= 1| 2.8 & @o] A}&3= A ZF Aol AL UL 7| 27 519 A|2" A X =2y
23 2 v rg A3 25 16G v 2] = v 3 o). 7] OpenShift Container Platform == Al E =
Elasticsearch 2 & 282 A 43}7]dl $£3] 24 &< = AFUh AR v o) Foz Ayataw
OpenShift Container Platform & 2] 25 d] ==& F7}3) oF & t}. Z} Elasticsearch ==+ ] &+&
Mze 4oz 45e 5 AT Z2GA BYole AR A FHvh

4.5.1. Red Hat OpenShifte] =7 319 Al 2"l 3 ~E2]|x] 28 AL

7} Elasticsearch vl ¥ 74 o= 9 2F <] & Q2 3} OpenShift Container Platformoll A+ <
T E2F Z9YS AHEY Y.

Fx

I 2EFRA ) 22 BFL A1_3= A9 LocalVolume 7 #| o) A volumeMode:
blockol] A=A YA B2 2§59 A183}4] vl A] 2. Elasticsearchs 9A] 22 252
AHEE = lsU Y.
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OpenShift Elasticsearch Operator+= Elasticsearch 2] &2 o] §& Al-83}o] PVC] o] AT
Yrh.

Fluentd+:= systemd journal ¥ /var/log/containers/¢] =& 215 Elasticsearchol |33t}

Elasticsearchol & tl#% W& 49 ¢ a3t/ sl 29 vmelzt e guch Wz s 385
A grom SeahA Qg th o] BAIE WAt W A F Aol A =1 ole Fe AetL A b5
@ 2geA g3l o 202 YUk

_4

Z|BA o7 2R &Fo] 85%2 3¢ Elasticsearch= A Hlo|H S =0 d33l= AL A
Yo} 90%9il A Elasticsearch 7} 75,‘—?— 71 shard= 3|3 =204 & =2 Auf A g 2
2} AHS 7153 & F 0] 85% W WY W] == o f ZE A F7ko] gl= 73 Elasticsearch= A <1
R R 7‘]—r°]'_7 RED~7} g4y}

X 2z
o] 2 9 Hw=a %bﬂr 2 g vt k-2 @A L 2o A Elasticsearch 71 27k ¢
Ut o8 g 7] 23S UP F AFUY Aa7 5L 7| 232 AFS A 9 A 5Ll A

el g WA e,

452 F71 &2

[ ]
2O A AT T+ 2EHA 74

4.6. 27 39 A28 A Q4o 3 CPU 2 w2 ] A3 74

ool upel 2t 27 39 A2E 74 220 U@ CPU R W me] AP BF 74

7]
4
32
o)
L
v

4.6.1. CPU 2 9|2 2] A3 74

A 59 A28 74 R4S A83H CPU L vz ARe B 24

7]
4
s
o)y
L
£

Z2A 2

openshift-logging = = A E o] 4] ClusterLogging A-8-#} A o] ] A& 2(CR)E AR Y.
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I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi
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Faro] o CPU R W22 Al 2 233 AFF -

Z g o we} i:l A7
Elasticsearche] 3¢ 23 33 Al e 2 5F A& oF

00

ded wet 23 A1zt 2 a3 did CPU H vl =] A 2 e 33 AFdUY

L4

oo wat 23 537 gk CPU R Wz Ad 2 2 FS AFJ UG

22 AH2-5le] OPENSHIFT LOGGING POD uj =] A o]

4.7.5] ¢ 2=
taints} 518 0312 A} 8ato] =4 549 A 29 Pod7t 54 oA AL AT wsol A THE ¢
azes AYHA FES S 5 Axuh

tainte} 5] & @ 2= 7+3k key:value A4 Ut == 9] taint: &3 taintS 3] 8351A &

& AE3ES == AA P

key: At 2537] ¥A2o] 7 valuee Ad) 63x-e] EAAYU T EAAL F7
slof stul B4, 524, stol =, 4 R WEL £HE + dFUth

318 A7 A WS 274 319 A= CR

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
namespace: openshift-logging

spec:
managementState: "Managed"

logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
tolerations:
- key: "logging"”
operator: "Exists"

187



OpenShift Container Platform 4.9 =7

effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:
tolerations: 9
- key: "logging"”
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
tolerations: 6
- key: "logging"”
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

o] 318 ¢ 2= Elasticsearch Podol 371t}

o] 318 ¢ x}+= Kibana Pod<l 7}g 4t}
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4.71.3 & 9= ALgate] 21 A4 Pod | x| Ao

Pode] 318 © X ALg8te] 271 434 Pod7t A8 HE =S Aojstn thE AARET ol T i
=g AHg3tA 25 @ + A5t

ClusterLogging AHg AL A 9] 2] 42 2(CR)E 53] 22 A4 4 Podo] 318 232 A 4312 == ALY
Fal == taintS 2 &g o =29 taint: 8P taintE 5§31 2 =€ Pods 71*' s =
E°“ A Al 3k key:value pairgd U th. o2 Podell 91 574 key:value -2 A}8-3h= 34 dlF ==o)
ANEe 22 AAA Podit 233 4= Q&)

Z1EA o2 21 A% 4 Podoll& tha-3 242 38 247 aU .

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure
operator: "Exists"

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

2 W& & A}-8-514] OpenShift Logging PodE o] ¢F5l8] &= = taintE 3713 o
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>

q= &9 a3 2FUh
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

o] d o) 4] = 7] elasticsearch, 3} node 2 taint @ 3 NoExecute= node19] taintZ vl x] §
Yt} NoExecute & 77} Q= ==+ taint¢} U 2] 3l= Podt 2A|EH 83 U R 31A] &= 7|&
Pod+= Al A ).

Elasticsearch Pode<l tj 3l 3] & @ 2= 4] 3}2] A ClusterLogging CR¢] logstore 4] A&
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Az g .

logStore:
type: "elasticsearch”
elasticsearch:

nodeCount: 1

tolerations:

- key: "elasticsearch” ﬂ
operator: "Exists" 9
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

wEd 3718 718 AA g

=9 elasticsearch 7] 9] taint7} &A1& & 2 731 == Exists Operator= %] 3
.
H

NoExecute & 3= A A ).

Aa A o 2 tolerationSeconds 1] 7/l & X A 51o] Pod7} Al A 7] A7LA] =0
vl g = = A1 7S AR P

o] 3]-8 ¢ &} oc adm taint F& o2 AA A tainte} AU X Gt o] 31§ 227} Y= PodE
nodelo] o kg 4= AFH

4.7.2. 3] & QA= A1L3le] 21 A ZHs) == 13 Pod vl x| A o]

Pode] 519 9= AJ23lo] 27 A zkst T2 9 Pod7t AW HE =2 Aojala g ase
7t G === ALL SR BalA & 4 Q&5

ClusterLogging A}t A 9] ¥] 2 2-(CR)E 53] 22 A|72}3} Z2 33 Podol] 34 932 2§31
L= AMES 53 == taintE 32 d U} =9 tainte 33 taintS 3 8514 = 2 E PodE AR
SIE = o] A A]3l= key:value paird Utt. t-2 Podol §l+ 53 key:value %S A18-31= 3% 3l
F koA &= Kibana Podgt 23 & 4= 5.
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A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

O WS ALgate] 21 A\ zkst 203 Pode o oFatE = k= taints 3713 o
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>

d& &9 v ZEFU
I $ oc adm taint nodes node1 kibana=node:NoExecute

o] d o) 4] = 7] kibana, 7zt node ¥ taint & 7} NoExecute= node19] taintZ uj x| $} t}.
NoExecute taint & 7= A}-&3) o} g1]t}. NoExecute+ tainte} & X] 5}+= Pod9t 2=A| =& 3131
A X]31A] &= 71 Pod+= A AU .

Kibana Podol U] 3t 318 9 25 4] 3l2]H ClusterLogging CR2] visualization 4 42
AZdd -

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana"
operator: "Exists" 9
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

Lo 718 718 AP P L
key/value/effect vl 7| A =7} A X & AL @ 735 == Exists OperatorZ = 3 g},

NoExecute & 35 A A ).
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olerationSeconds w7 H 4= X A 3l Pod7} Al A= 7] A71A] =x=9)
BRI & = ] 7+ AR P

-
i)
.lﬁ
HU

o] 5]& 23+ oc adm taint 33 o 2 A A tainte} A X}, o] & 2371 = Pode=
nodelo] 2AEH T 4= A HFYh

4.7.3.51% 9AE AH&ata 22 437 Pod vl 2] A o]

Pod?] 518 @ x& AHg-sld 27 37 Pod7t 23 5= =28 Qs e Jaz vt s =
EE AHESHA XAl & & sy

ClusterLogging 182 4 ] 2] 42(CR)E 53l 27 43 7] Podol 3§ 235 A &35l == ALY
S 23] =0 taintE 83} taint 2 3] 8 QA2 A1L31 W2 CPU &4 S 2 <13 Pod
7FAAGA == & 5 dFUh

Aedor 274 537 Podol & &3 22 318 2a7h l5urh

tolerations:

- key: "node-role.kubernetes.io/master
operator: "Exists"
effect: "NoExecute"

A 27 A

[}
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

B AHSst 27 371 PodollA 27 57317] PodE 2AE3 € =0 taints

L o

4
N

$ oc adm taint nodes <node-name> <key>=<value>:<effect>

a2

e

M g3 2y
I $ oc adm taint nodes node1 collector=node:NoExecute
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o] d o) 5] = 7] collector, 3+ node 2 taint € 7} NoExecute= node19] taintZ s x] g c}.
NoExecute taint @ 3 2 A}-&-3] o} 1] t}. NoExecute:= taint¢} ¥ x]s}+= Podyt ~A| =& s}
A 2] 514 &= 71 Pod+= Al A Yo

ClusterLogging A8 =} A 2] 2] 4 2(CR)<] collection 2z & HAF 5l =7 =% 7] Pod
ot 3§ oxts TR,

collection:
logs:
type: "fluentd"
fluentd:

tolerations:

- key: "collector” ﬂ
operator: "Exists" 9
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

wEo 3718 718 AQ g

key/value/effect v 7| A =7} A X] & A& Q 135} == Exists OperatorE A4 gt}

o o

AMel 7 o 2 tolerationSeconds v 7/l H 42 XA 5l Pod7} Al A5 7] A7A =E9)
v & = A1 7HS A d o

o] 3] ¢ 9 x}+= oc adm taint P& o2 A H tainte} A X P}, o] 31§ 27} = Pod=
nodelo] =AY & 5+ JdFUTh

4.7.4. 37} @) 22

[ ]
= HAEE A14-5te] Pod wjA] A]o]

48. 3= AE7|E Agatel 27 a9 A2d o o)F
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OpenShift Container Platform 4.9 =7
= A9 7] E A48l Elasticsearch, Kibana PodE T & =9 v £ & 4= 9 &5t}

4.8.1. OpenShift Logging 2] &2 o] %

Elasticsearch 2 Kibana<s} 22 =7 319 A28 724 94 E t}= =9 v L3} == Cluster
Logging OperatorE 743 4 A5 h A x4 9 x4 A Cluster Logging Operator Pod= o] 53 &
AFU

o= E50] =2 CPU, =g @ 2= QF A3} o & Q3] Elasticsearch PodE t}& =2 274 F
JdHY

A 27 A

Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] ojo} gt} o] g
& 715 | ERoz AA A d&ch

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E AT .

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
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redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 9
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana

oc get pod -o wide BB & AI8-5t] 74 247t ol g E=A AN F AFUH
ds =9t Z2aun

ip-10-0-147-79.us-east-2.compute.internal == o] 4 Kibana pod= °] 53l 3 3¢ o2
S AdFYd.

$ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

2 o

o
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NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <hone>

Kibana PodE A& <l g} =2l ip-10-0-139-48.us-east-2.compute.internal ;== =2 o]

= (<)
Bl 45 e 49

13 g o
I $ oc get nodes
%9 o
NAME STATUS ROLES AGE VERSION

ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.22.1
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.22.1
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.22.1
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.22.1

T o] = node-role.kubernetes.io/infra : " @ o] o] &9 82 g }.

$ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

2 o

o

kind: Node
apiVersion: v1
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/vi/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z"
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labels:
node-role.kubernetes.io/infra: "

Kibana pod= o] 53}# ¥ ClusterLogging CRS AR 3l == Aa 7|2 7154}

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra:
proxy:
resources: null
replicas: 1
resources: null
type: kibana

s ALk Yol 23 AR S = AH ]S FoH

CRS& A %3l | A Kibana pod”l £ 5 532 Al pod7} vl 2 Ut}

I $ oc get pods

2 o

o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 11 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2 Running 0 28m
fluentd-42dzz 1/1  Running 0 28m

fluentd-d74rq 1/1  Running 0 28m
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fluentd-m5vr9 11 Running 0
fluentd-nkxI7 11 Running 0
fluentd-pdvqgb 11 Running 0
fluentd-tflh6 1/1  Running 0

kibana-5b8bdf44f9-ccpq9

kibana-7d85dcffc8-bfpfp 2/2  Running

2/2 Terminating 0

28m
28m
28m
28m
4dmiis
0 33s

A pod+= ip-10-0-139-48.us-east-2.compute.internal ==9f J &}

$ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

2 o

o

NAME READY STATUS
NOMINATED NODE READINESS GATES
kibana-7d85dcffc8-bfpfp 2/2 Running 0

48.us-east-2.compute.internal <none> <nhone>

A+ 47 Kibana pod7t A 7 g Yt}

$ oc get pods

2 o

o

NAME

RESTARTS AGE IP

NODE

43s 10.131.0.22 ip-10-0-139-

READY STATUS RESTARTS AGE

cluster-logging-operator-84d98649c4-zb9g7 11 Running O 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2 Running 0 29m
fluentd-42dzz 1/1  Running 0 29m

fluentd-d74rq 11 Running O 29m

fluentd-m5vr9 11  Running 0 29m

fluentd-nkxI7 11 Running 0 29m

fluentd-pdvqb 11 Running 0 29m

fluentd-tflh6 1/1  Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2 Running 0 62s
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4.9. SYSTEMD-JOURNALD 2 FLUENTD +*4

Fluentd= A dollA 213 A'Q 712 AA o] vf$ 7] wFoll A2 Al 26l Mu| 29 27 $=2 §F
A Fglove g o] &A= 5 A&

Qo] JE2 23517 ¢ %= RateLimitintervalSec=30s 2 RateLimitBurst = 10000(%== 2 &
A4 d =5)S AR sk Aol EFUh

rol

4.9.1. OpenShift Logging2- ¢] ¢+ systemd-journald +4J

_\:5;75]} EE :_c_']-x]—z‘ﬂ-

o =

2
N
e
fu
oy,
riel
o
filo
BN
o
%
o
e

FE Y&

% Sol, 277} reha A Aol ul v & AL Selok & 4 A5 Th OpenShift Logging
o) =28 AA A erEf& Yarg AEEA FES AFH 7170 5 BGL AN 58 24

T dFH

27245 oY, 2 RE /L 2 AG WY B A% oY 2 /8 AL AT S5 A5y

2 9 3 A A 7} 37 /etc/systemd/journald.conf 212 & ¥ 3H3l+= Butane -4 3 40-
worker-custom-journald.bus 751}

Butaneol tj & 24413 Wl -8-2 “Butane & AHg-sto] WAl 74 AQ7E F=
A L.

variant: openshift
version: 4.9.0
metadata:

name: 40-worker-custom-journald

labels:

machineconfiguration.openshift.io/role: "worker"

storage:

files:
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- path: /etc/systemd/journald.conf

mode: 0644 ﬂ

overwrite: true

contents:

inline: |

Compress=yes 9
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 6
RateLimitintervalSec=30s
Storage=persistent G
SyncintervalSec=1s ﬂ
SystemMaxUse=8G G
SystemKeepFree=20% Q
SystemMaxFileSize=10M )

journal.conf wel o] g A A4 P 0644 AFL AA e Aol ExUh

2285 v Al=dlel] 27] Ao 45 A AR-E AZFUTL AAA S d552d
yesE AR 33l 5akA] 222 W noE AF Y- 7]%%kc yesydy .

©

23 AR E AGEA S TA U 22l sl 71 Bgke noguUth e
A4 gk

A 2"l 2o 215 A3l d ForwardToConsoleg = A ).

[ ]

238 Ad 21 v Y2 A232A ForwardToKsmgE A& gy}
[ ]

syslog dl&# o 2 g3l ForwardToSyslogS =3 gt}
[ ]

27913 RE Aol Al D(wall) W] XA = v A A = Aal
ForwardToWallg A A g }.

L4

Ad FES AZE A AIE AZFU Y 22 AQsHEE A S 483U Y =
“E "year", "monthlV, |lweek", "day|l, Vlh‘l—q:__'l‘i_ l'm"‘l4_ ZE]:‘?_ ‘ﬂ__‘r’l_g_ E@_@_q H =]
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A 02 48y 71232 1month Yo}
2% AL A3t} RateLimitintervalSecol A & 2] st X| 7+ 744 59t
RateLimitBurstoll A A ARt o & 205 3= A$ 744 0] B9 714 744

U)ol 2 E Z71 WA A= AR g o). 7] 27kl RateLimitintervalSec=30s 2
RateLimitBurst=100002 A4 3}= Z o] =&Y

23 A% B S AP Y 71232 persistent i U o

[ ]
Ivar/log/journal/ol| A W 2 2]o] 215 #733}7] <13 volatiled .
[ ]
Ivar/log/journal/¢] t] =3¢ =15 A A3}7] $]3 persistent$] U o). systemd
cHAE/ e A I e E A4
[ ]
@ a7 2431 73 < /var/llog/journal/d] 215 A 3}17] 93 autoy U
t}. £A51A] &= 79 systemd:= /run/systemd/journaldl] =15 A A A ).
[ ]
232 AAA &= nonedUth. systemd= R E 21 E AR g o)

Aol AR = = AU 271E AZ T 71232 8G Yo

A 28Ol A AR 7He @ g3 3S AR RS 71 2302 20% A U -

Ivar/log/journalol] A &2 o2 x7Fd /18 A2 9L A 2715 AZ I 712

2 10M Yt}
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51

&2 A G AASE A5 ol de) AFAYLA MAAE A2 w) A]
28] 27) W o) 4| CPU AHg-Bo] 3718 & d&Uth

B R EE e R R
https://www.freedesktop.org/software/systemd/man/journald.conf.html-& JZ 314 A|
2. 83 Hol Ao YA 71 HA -2 OpenShift Container Platformol] % & 5 %] ¢34
AU

Butane2 A}1&35to] =2 AGd A o] £3d MachineConfig 7 Al 3} 40-worker-
custom-journald.yaml-g & A g o}

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
A 7L A4@Un oS 59 g3 2y
I $ oc apply -f 40-worker-custom-journald.yaml

EEZY+= M =Z ¢ MachineConfigE 7+A] 5132 A -2 rendered-worker-<hash> v A &
.

oo (N

73

7o) A2 AU A T Bob Jul S wUEI T

$ oc describe machineconfigpool/worker

2 o

o

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

API Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:
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Message:
Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd44614830bc64e

410. FA RS 9 Y
4101. AYEA L= A AR

Red Hat OpenShiftol] djall A== =4 39 AR S FA S WH2 o] A4 A8dE IS
AHgste] A SHE AU & 7S A AHA Fo g ARE-SHA] v A 9. A st
OpenShift Container Platform & 2wl WA =D 4= 9Jow o3 A9 = BE A 7154 o] Ao
= At ZAA R A E F dFUL. o] EA ABHE AH & S AHEse P
OpenShift Elasticsearch Operatore} Red Hat OpenShift Logging Operator7} 2} o] & %4 s}
ZA3 Ul -g&o] Algk Ut} Operator= 9 71202 R &£ F5S Hojd FJH = HEHY

Id
f
B

Fx

OpenShift Container Platform A ™ x| o] A A 5] %] ¢¢& L Alo] 27 F 2 3 739 Red
Hat OpenShift Logging Operator 5=+= OpenShift Elasticsearch Operator&
Unmanaged el 2 &g 5] oF gl &2 = A &+ OpenShift Logging 3732 =/ -¢/ 5
Z] g of OpenShift LoggingS Managed JHI 2 5 &€ w714 QUlo|EE ¥4 &5
Yt

410.2. {1 Y HA = =27 A

o2 74 24 4335l A Red Hat OpenShift Logging Operator2 #2514 235 AeH =2 A4 3

oF g th.

Elasticsearch CR

Kibana vl =

fluent.conf 2}

Fluentd 8| &= Al E
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S 74 242 54 slelA OpenShift Elasticsearch OperatorS #a] 5 %] 28 A= A A 5| o
3.

Elasticsearch vl 3 3}2l.

FRE 229 7423 577 29 9l AAE= N BHo =z
/var/log/fluentd/fluentd.log i Y c}.

A 23 54, 23 597004 228 9 S22 2288 5 dadth

2 571N 228 ARskehe B 4. /18 20 47358 238 + 9y

4.10.3. &2 5 X &= Operatore] )3k X4 A =)

Operatore] # 2] ¥El= Operator7} A A o] = ulgl S 2=H O sld 74 249 i3t g4~
FH o7 AP sl A=A oS FA k. Unmanaged e 2 24 | Operator= 74 W7
3HA] &3 QHl o EHA = 5y

=
=
o
()

2
&%

mEzgA 2eaE B O FoE o 7159 §88 4 9147, Unmanaged 238 ©] Operator
S AQEA gom AE 74 aho] 74 2 dadelme 2 g Bzt AH oz A AU
.

&7 7+e ¥y © 2 OperatorE Unmanaged A = 2433 5 J5Uth

7l Operator -4
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718 Operator= -4 o] managementState vl 7l ' =7} 9l <51 t}. Operatorol] w2} o} g3t
W2 o2 o] mis ¥ o] AA 2 = A5 ol & o], Red HAt OpenShift Logging
Operator= &2 dl4<l AHg-AF A 9] 2 &2(CR)E 7331 o] & 43 5F+= A Cluster
Samples Operator= Z 3 2 AA 2] A FA2E ALY

managementState vl 7] 1 5== Unmanaged = H 7] 513 Operator7} gl 425 FFF o2
AL A o FFol= A 249 AHH AT Y 5HA G5y FH2HIFEAH
TFEET7HERT 7ol Jer® o] A FHlE A YsHA &+ Operator= 54 th.

%91

718 Operator=S Unmanaged A el = WAsH 54 714 24 94 7%
o] AAHA AFUTH A DS A&steld B d FA4 5 Managed “3Hj il
A A@sloF Pt

Cluster Version Operator(CVO) =] 4 2]

spec.overrides W /| 52 CVO A o] F7}ste] #E] A7t A 240 tjgk CVO 52
gt AP BES AT F AFUnh +4 8400 U3l spec.overrides[].unmanaged vl 7] ¥

52 truez Aok Ze) 28 Q1o =7k A= 7 CVO AR )7k AR H T wel Aol A 7
23

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

%91

CVO Aol & AR ste AA| Zel 287t A9AA 2 duzt 9y
T AL ALY AR E AAT F Bad FAE A dslof Fuich.
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57 gl42o 21 B

OpenShift CLI(oc) 2 § 242 AL§-5to] W=, ¥l ¥ B Pods} 28 thdah 2] 420 218 2 5 9
Futh.

Fx

dazs 2aEARE 23 87 /52 AT /1R ASUUh 2294 2 1)

373 & 7§ skl OpensShift Logging S A X 38t= Aol £HFUTH 274 819 Al &&=
E A& AL 2, o ZE Aol A AH el 21 9 Q=g 219} 7+2 OpenShift
Container Platform 28 2H2 R E 232 AL 21 AFALZ AT YUY, 29 -8
Kibana Q1Hl# o] 25 F3]l 21 Ho|H & A, A L X243 + dFUL gz =2
= 27 39 A &" 2 A A6 A 261 sy

51. 8l A2~ 21 R

OpenShift CLI(oc) 2 9 &4 %3t gl420 238 B £ dHUth. 2= 239 2o &=
2olA ¢lHFU .

A 27 A

[}
OpensShift CLI(oc)ell i Al 23 o}
= 2 A 2~(Ul)
1.
OpenShift Container Platform Z& A 93 2= - Pod= o] &3l AU A = gl&2
£ 53 Pod= o] 3@t}
=71
Deoh e AR gizd e A AT Pod7E flsyth ol g 2 X
oA glAzo AE AR FHo|AoA 22 FJAE S F dFUT
2.
EETG oA Z2AES A9
3.

e
L
)

#A+e Pod ol 52 2%
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57 glA2e 21 17|

f
N
i
iy
i)
&
L
v

3 2 4] 2(CLI)

=4 Pode] 215 selghct,

T H
I $ oc logs -f <pod_name> -¢ <container_name>

o3 gaynh

A A 2o 220 /1S HE WL BErs AP

<pod_name>
pod o] &< A4 g

<container_name>

R Abgk: A8 o] 9] o] 82 A4 gth. Podol o] & AEo|U 7k 1= 7 -$ AE o]y
ol A48l oF gith.

oAE 59 G 2EUh

$ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

2 92 ygo] 2R

dm

b ] =) [~ |

i
o

dFuo-.

I $ oc logs <object_type>/<resource_name> ﬂ
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dg 59 0a3 2aynh
I $ oc logs deployment/ruby

=2 9 ygo] 2R
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674 KIBANAS A} & 35lo] 28] 2F 21 H7]

67. KIBANAS AHg-3to] 2|28 21 17

27 39 A& e 8 2 dolHE AZHstetr] 913 ) E&0] £H dFUT A A
OpenShift Container Platform2 x|z} 31 = 913} Kibana && S wi =34 o

27 A2 Z2ad e LSS delHE e e FAE F AFUth

[}

24 92 ALgate] o2 A8 24T
[}

N7kst 92 ALgste] HlolE & A== a4 s vl B g th
[}

WARE DS ALgste] AHER H o) BARES YT Frith

Kibana Q1€ 3| o] 2] AHE 8l 742 o] A4 2] Y§9E Wolduth Ao o] &= ARE-ol] th 3 24| 7 W
&2 Kibana #4 & F=xst4 A 2.

Fx

AL 2= 71878 o 2 Y|} OpenShift Container Platform Elasticsearch <1 28 *
o XA =] ek& Ut Kibanad A ZAF 225 W& Log Forwarding APIS A& 3}¢]
ZAL 219 default =3 & AH8-sh= ol Zeigl & A8l oF gyt

6.1. KIBANA Q19 = 5j & A 9]

olul ~ 3|8l & x| z}t3s}ste] = Elasticsearch 219l 2~ & A o] g t}. Kibanadl 4] ] o] ] & &2 5}a1 A
Zbslsle ™ Q19 2 Y-S AA§oF g

A 27 A

[ ]
Kibanaol| /] <122} @ 7Fx} Qldl A~ = 1 2 A& A} A] cluster-admin & sko] 1} cluster-
reader 9 & == F o] B F Al°1°]c Y}, 71 kubeadmin AFg-ZLol| Al = o] 2 g 19 &~
s 3l

= 1,].0:] ) 2= )J\_E_

default, kube-, openshift- JEE]EOI]H Podel 215 2 & Uthd o] g Q2o A
2% = Qlojof AUt v W H S AHESte] @A ALE A A A AT Ago] A=A AT F
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$ oc auth can-i get pods/log -n <project>

2 o

o

I yes

AL 2= 71823 o 2 |1 OpenShift Container Platform Elasticsearch
A2g 2o AAHXA ¢4t Kibanadl A 744 228 B2 Log Forwarding
APIE A}-§-3t0] ZHA} 2 10 default %22 A3+ stol abel & 74 sl of §
Yt

e~ s a-S A st A WA Elasticsearch #4 2 ¢lel A3 of ghtt. o] FY L AFo
2 FIHATA Fe2EHY dulo]ER SY2HoAN =R E AE 4 F dFU.

Z2A 2

Kibanasl 4| Q1e] 2= il g o] sk A 245h2 A4 sH A T g

nShift Container Platform =< <]l 4] Application Launcher

Ope
E

£ Z9sx 23 & A9d

ol
filo

i

#e) - A9z - dux e A4 22 s Kibana 8= AE L A4 .
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2} AHgAE TR e 218 Be W Kibanao) 21918 ) $50 2 <lel~ HE g
A48l oF Tt ALE A= appelehs Al el 2 S El2 414 55 @timestamp A|7F W= 2
AHg-ste] Aoy =% Selaof gtk

#) 2= @timestamp A1 7 P = 2 A1-8-3}1o] app, infra, audit <19 2] i) %2
Kibanadl] 22213 o 192 €S A3 of Fh.
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A 2§ 2 el A Kibana A12t312 44 g,

6.2. KIBANAd A S 8|2 21 H7]

Kibana §§ &4 Z82H 225 FUth o] £4 9 ¥9& "ol d KibanaolA] Ho|E & B3 A
Ztkstet= W YUk A Al U €2 Kibana A A4 & Fx3H4] Al L.

A 27 A

[}

Red Hat OpenShift Logging 2 Elasticsearch Operator7} A2 x| & o] oo} g},
[}

Kibana <19 2 s €lo] 9)o]of T}
[}

Kibanadl| A <132} 2 7hAL vl A5 B3 Al&A}9 Al cluster-admin & &o] ] cluster-
reader 9 & == &+
s

default, kube-, openshift- ZZ A E oA Pod¢} 225 & 4= Jrhd o] 3k ¢ld 2o o4
23 F ojof At b3 WH S AHE-Ste] AA| LSRN A A Aol A=A AT F

AFY

$ oc auth can-i get pods/log -n <project>

2 o

o

I yes
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Ope
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oli
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OpenShift Container Platform E<& ol 21203 o A1-&-3}
s e L ek

Kibana 189 o] 27} Al 2 Y o}

3.
Kibanadl A 341& 223
4.
AE: FF =52 vl ol A A g 19~ s d (app, audit == infra)S A9 3o
2 HolH7 A 2RI & FAE EAEU Y
5.
B 2" 27 = B4 F stuE 48U G
6.

JSON =12 22 3lo] alg FA o] A3 22 FES TAI Y.
o 6.1. Kibanae] A1 Z Q= =1 g5

{
"_index": "infra-000001",

" _type":"_doc",

" id": "YmJmYTBINDKZTRMLTIIMGQtMjE3NmFiOGUyOWMS3",
"_version": 1,

_score": null,
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_source": {
"docker": {
"container_id":
"f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
13
"kubernetes": {

"container_name": "registry-server",

"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-al1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
]
13
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname™: "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd”,
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}

12
"@timestamp™: "2020-09-23T20:47:03.422465+00:00",

"viaq_msg_id": "YmJmYTBINDktMDMGQtMjE3NmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
12
"fields": {
"@timestamp": [
"2020-09-23T720:47:03.422Z"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T720:47:15.007Z"
]
2

"sort": [
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Ut o] APIE AHg-3tA AdH oY, Qlxet 9 IIAL 235 S| Y = 9o 54 d=IE
o B & AFUT E O E {2 225 g A B = Joug 7 {4 g AHS-
A7t A2 JFUTH B3k 2 F 0] H Qo upet 25 A B = A== TLS(Transport
Layer Security) ] 912 4313 =5 J5U

A 228 712 Y} Elasticsearch 27 A&A 42 RUlg]d =1 A AL 7ZHAF =21
Ao A9 o 2 Cluster Log ForwarderS AL8-3Hth.

2R Ay 27 59 A2 2 Fluentd 74 WS A ALY £ dte T2 EF
2 A1eE 222 Ut 9y 2 FA 70N Z2EZS A S oF I

98 Zy2goA 4 W 4y 7 Cluster Log Forwarder2 A8 4= Ql&Uth.

71 EA A 2EHlo 2 27 AG AR

OpenShift Container Platform 2] 28 Y} 2 ool E FHo 7 35 Hujgd
ClusterLogForwarder A8z} A 9] 2] &2(CR) X &2 3} Fojzaf9l o 23S AZPUY. /&S
Atgste] 54 2 AES AAHE N EFAlOlA 228 X A FE dFUT. AT
Kubernetes Secret @ H A E oj| A A &g c}.

=9 47

ol 22 dolH el g E 218 2 ANYUh 29 O #3 F S F A&y
o}

elasticsearch. 2] ¥ Elasticsearch ¢1 28l ~9]1]t}. elasticsearch =2 & TLS 94 -&
A4 F dEUnh
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fluentdForward. FluentdE X Q3= 93 =21 JA £ZF 4 YUt} o] &42 Fluentd

o =
A zi510) shared_key BEE A Fate] T4 7] A5 AAFUh T4 7] AFL TLSE %
Fai £atA @3 A S - dgUth

syslog. syslog RFC3164 === RFC5424 =2 EZ 2 A Y3t= B 21 JA £74
¢lUr}. syslog =82 UDP, TCP == TLS 942 A28 5 JHU T

cloudwatch. AWS(Amazon Web Services)ol A 2 2"st= RUHA L 27 2 &g
Z] A ¥]2¢1 Amazon CloudWatch{j 4 t}.

loki. 3.0 2 34 7158 37H84 thF B¥E =7 P47 A2 Lokigiyth.

default. U] - OpenShift Container Platform Elasticsearch Q1 ~8H 2= . 7| & &
g% AT 28+ YUY default 28 & 4 5= 7% default =2 o] Red Hat
OpenShift Logging Operator£© 2 ook g 9 F WA A] 7} vebdy o

pipeline
@ 22 FPolA sht ool FHo el el B9 St ool B EE Asd Ra

ek 27 48L& ohe 7 shgiuch

application. 9132} A g o]y ol Ze Ao AL A 9)at ZE e A Aq F AL
o Z2] 7ol Aol s A E AE ol =2,

infrastructure. openshift*, kube* ==+ default = Z 2 Eo]| A A3 &= Pode] ZAH] o]
U239 x5 9 AZ" 4 72 Ad 2 a4

audit. === 7FA} A] €1, auditd, Kubernetes APl A 1], OpenShift APl 41 @ OVN
WES Zel A AAE A 21y

spo] Le}elo) A key:value -2 AHg o] ok uhe= 21 WlAIA o] Aol 22 F74 5 AU

. ol So] BE volH AHZ AgH e AR dol2e FraAY A P2 20 Foj e
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ClusterLogForwarder CR 2 B A E 7} = 719 default 3 o] 9+ Jo]xzglelo] glow
27} 7] 2 Elasticsearch Q12622 AGE X 5},
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o & Eo] application 2 audit -f3 ol ] & v}o] Z2}2l & XA 532 infrastructure 3 ol i &
vlo] Z2}el & A A 3HA] koW infrastructure =27} 241 YU}

ClusterLogForwarder A1-8 2} & o] 8] &2 2(CR)d 4] 2] §3 o 8L A1gdlo] & =2
EZS AQSE Ao 222 B F A5

U] &L OpenShift Container Platform Elasticsearch Q1 26l 2= AL 225 93 B 2 &
2 A E A FsHA FFUTh ZAL 225 Agste= A 2"o] 24 2 A
A BRIHEE 5= o] FFUT 27 o9 AE" 2 ol d 738 2

g A= A 222 ¢Hd 3 9] Elasticsearch Q12822 9=zl 2 72 HdsHA] g2 o1
Elasticsearch Q1 ~EH 22 o Z g Alo]A £ 15 Kafka HE27] 2, o] =g Alo] A £ 1E my-apps-logs
x 2 A E | A] U Elasticsearch 21 282~ 2 AG3 ]},
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- hame: elasticsearch-secure 6
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- hame: elasticsearch-insecure ﬂ
type: "elasticsearch”
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 9
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json G
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- hame: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
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- kafka-app
labels:
datacenter: "south"

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR<] 4] ¢} 23] o] 2= openshift-logging ] o] of g}

Bt A= 813 1 ek URLE A18-3le] B¢t Elasticsearch =32 A3t}

[ ]
=82 AYse= olaYdd
[ ]
=9 §3: elasticsearch.
[ ]
AFALE 283l §a3 Au URLCI Elasticsearch Q1 28129 Bt URL ¥ X E
AU
[ ]

TLS 5212 93] A4 233t A 2R YY) openshift-logging = 2 4] E o o]
AlABlo] Qlojof gyt

SHA 314 k& Elasticsearch =2 o] di g 74:

[ ]
=82 AYgste= ol5ddg
[ ]
=% §3: elasticsearch.
[ ]
AFALE E3slo] f 83 2 URLS Elasticsearch ¢l =€ 2] b4 38}#] ¢k URL
9 ¥y e
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1S URLS 53 20|l E 912 TLS $4& AL 5h Kafka 22 74

[ ]

92 A9ste ol AU
[ ]

=49 §9: kafka.
[ ]

HFALE £3s8le] Kafka 279 URL 2 XEE § 83 @) URLE A Q.

my-project U] d Z#| o] 2ol A o ZE A0 225 FEH 5] A 4F +E4 4

AL 215 A S 9] B Elasticsearch Q12H 22 A F3517] 93 do] = 22l 7A4:

[ ]
vlo] 2 QlE A st ol g U
[ ]
inputRefs= =71 §3 o] 1 o] oA = audity o}
[ ]
outputRefsi= A8 &2 9] o] 5 t}.o] o o A elasticsearch-secure= X<t
Elasticsearch Q12622 A g3} default2 Wl Elasticsearch Q1 =€ 22 Ag3 .
[ ]

Rel Ak 2] F7he del 2yt

©

Ael A1e}: 2318 JSON =1 =22 structured Z =94 JSON Q BEAEZ AGdXA] o] 1L
EAAZAYYY. 21 g5 Fagh +x315E JSONo| xgrsojof gt} 18X gFo ™
OpenShift Logging©] structured @ == A A/ 5} tj Al 7] & ¢ldl ~2] app-00000x = =1 FJ=2
By
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my-project = 2 A E o] 4] U] }L Elasticsearch Q1 2~€l 22 235 A$3}7] 3 go]Z g2l
AU

inputRefs= 573 ¢ &2l my-app-logs¥ 4 t}.

outputRefs:= defaultyl Y o}.

A b AL, Z70) F748 stk o] g ol 2tk

12

sto] e}l o] & glo] Kafka Bz7] o] 225 A4she vho] xefel 74

inputRefs+= o] <] #] applicationol] A = §3J}.

outputRefs= A8 & &2 9] o]

lil
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9% 27 YA/E A S & Qe A% Fluentd =2 32

AR 27 YA/E AET 5 gor 208 FNE 5 gl 2% Fluentd: A% 228 3 5ke] 1
Ho| AZFUT. 22 JAZIS AHES F JA AA W PH 238 x5t 22 AGo] AP Y.
v 3 7} A 3] QYA A Fluentd= =22 3 5 A U . OpenShift Container Platform£ 238
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AutAQl 7] B ol7lol AFHUTh AN &
AQFU ZE vE 7= A8 AU #a

\ B
=
Ol

@
tilo

18

(g q
ra
e

3T fAB5 2ol 911t} Shift Loggin
Ut

TLS(Transport Layer Security)

Al=2 glo] TLS URL(http//..." == "ssli/l...) & AF&aHE 7132 TLS A8 = Q1 Z o] 7k53

TLS.crt: (2A) 2ol AE AFNE EgHste 2 ol 5 th 435 A% B3k
tis.key 2 Q.

tis.key: (ZA1<¥) Sl AE AFAE JF= dlAEH7] S 712 7171 25 31 o]
AUt} tls.crt 2 Q.

o

passphrase: (£x1¥) ¢1Z9d ¥ TLS 7¢l 712 g2 Y s= G5 YUt tis.key Z Q.

ca-bundle.crt: (string) A1 AF52 A3 317 CA9 3 o]FHU -

AR olE R 4T

[ ]
username: (Fx<4) ¢15 AHE A} o] &. ¢35 7 D @ 3t}

Password: (#49) 215 ¢+ A8 4 o] 5 B 2.

SASL(Simple Authentication Security Layer)

[ ]
SASL.enable (%) SASLS HA| o2 dA st == v|EAASFY L v=E AS
other sasl. 7] 7} &3 5lA SASLo| Rt5 o = SA33g ).

SASL.mechanisms: 3-8 ¥ SASL W7/ U Z o] &9 (array) &=. 5 A A1} vl o
AE 2S¢ A28 71 Bgho] Agg Y]

[¢]

SASL.allow-insecure: (3 2) dut 2 E A5 5 Wil = v AYEZFE L34} 712
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Zk2 falsegt}.

7.1.1. 2 A
02 43S ALE5lo 54 9 7] 9do] g8 fa g o] HetS AT 5= A5y

$ oc create secret generic -n openshift-logging <my-secret> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

Fx

Agel A7E 99l Avt EE BT RS AHgeE Qo] EaUTh

7.2. OPENSHIFT LOGGING 5.19| A X Q== 21 dlo|H &9 F9

Red Hat OpenShift Logging 518 2adolHE YA 2 FR72 AL d 293 & 7
LY FI L Z2EZS AT

Red Hat2 o 3o A8 7t 2¢2 HI2EQUG. 2y ol Z2 233 s = ZHAT
A g 2 FH7I2 2 d0lHE A5 5 gojoF Uk

= o3 ZEEF H 2~ E o] AL
elasticsearch elasticsearch Elasticsearch 6.8.1
Elasticsearch 6.8.4
Elasticsearch 7.12.2
fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0
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a1

o)A o) = syslog =2 o] RFC-31641}+ 2 8l 1] t}h. A4 syslog =2 o] = RFC-5424
o Bl g A glo] F7he ALY Th

7.3. OPENSHIFT LOGGING 5.20| A X Q== 21 dlo|H &9 9

Red Hat OpenShift Logging 5.2= =1 Ho|H & 4 22 7|2 AFst=d 283 g3 ¢
LEY R L EZREZ S ATHUL

rlr
o
e
E)

r (

Red Hate t}5- #ol ZA1E Zt 23S bl2EdUt. 28y o8& =2 E2S 335
& 5= Qlojof gt

W A 22 FRA7IZ2 2a dHolHE A$

2 oy x Bl 2Eo) A&
Amazon CloudWatch HTTPSZ %3 REST Amazon CloudWatch¢] &4 v
elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1

Loki HTTP % HTTPSE &3 REST OCP and Grafana labsel] v 3 %l
Loki 2.3.0

kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0

syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.4. OPENSHIFT LOGGING 5.39 4 A== =1 dlolf &9 {3

Red Hat OpenShlft Logging 5.3 1 HlolHE A 22 F=F 7|12 A$3s7] A& 23 e =
g9 g 9 zeELe AFEdyd.

e

S

L

Red Hate th& Xo] £A19 7 232 Bl2E@Yth 28} o8 & ZRE2 S 578 @
3 2=
=T

WY U =2 50712 22 H08HE 35T 5 AojoF Ik
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= 3 zTREZ B 2= E o] AL§-
Amazon CloudWatch HTTPSZE %3 REST Amazon CloudWatche] & A ] &
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
Loki HTTP 2 HTTPSE % ¢ REST OCPe| w224 2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.5. OPENSHIFT LOGGING 5.4°| X X Q== 21 dlo|H &9 F9

Red Hat OpenShift Logging 5.4= =1 dl°o|H & U4 =21 7|2 AFs7] S8l b3 2L &

R L EZZEZS AT

Red Hate thg ¥o) EA® 7 282 B 2EdUth 2e} o] @ 2RSS $A5E 2UAS

W9 U4 202 50712 22 dolHE A58 4 Yojok Futh

=g a3 TREZ B ZE o) AL&
Amazon CloudWatch HTTPSZE %3 REST Amazon CloudWatche] & A ] 4
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.5
logstash 7.10.1
Loki HTTP 2 HTTPSE % ¢ REST OCPd| vl 22 2.2
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.6. OPENSHIFT LOGGING 5.591 4] A g5 += 22 dlo|H] &8 {3
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Red Hat OpenShift Logging 5.5= 1 dlo|H & U} =21 7|2 AFs7] S8l b3 2 &
FRILEZZEZS AT

e
=)
r

Red Hate 018 %ol ¥A18 7 232 Hl2=3 . 28y ol @ 228 +15
WY U =2 50712 22 HoHE 35T § AojoF I

=3 A3 TREZ H 2= E o] AL§
Amazon CloudWatch HTTPSZ %3 REST Amazon CloudWatch¢] & A w2
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.6
logstash 7.10.1
Loki HTTP 2 HTTPSE % ¢ REST OCPe| wj22¢ 25.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.7. OPENSHIFT LOGGING 5.691 4] A== =1 dlo|f &9 {3

Red Hat OpenShift Logging 5.6 =1 dgl°o|H & U} =21 7|2 AFs7] S8l b3 2 &
F R L EZZEZS AT

Red Hate Th2 %ol EAH 7 2¢& Hl2Ed U 2y olel @ TR e e St BUIS
el oA 22 54712 22 dolHE A58 5 dojof gyt

=39 g% ITRES H 2 EJ] A1&

Amazon CloudWatch HTTPSZ %3 REST Amazon CloudWatch¢] & A v

elasticsearch elasticsearch Elasticsearch 6.8.23

Elasticsearch 7.10.1

Elasticsearch 8.6.1

226



73 . B AL 2P A 2"dog 20 AG

=93 TREZ Bl 2 E o] AL&

fluentdForward fluentd forward v1 fluentd 1.14.6
logstash 7.10.1

Loki HTTP 2 HTTPSE % ¢ REST OCPe vj22¢ 25.0

kafka kafka 0.1 kafka 2.7.0

syslog RFC-3164, RFC-5424 rsyslog-8.39.0

Fluentd:= Elasticsearch 82 5.6.22 x| 3}%] ¢¢<41t}. vector:= 5.7.0 o] A 2]
fluentd/logstash/ECDHE= #] ¥ 5} #] ¢4 t}.
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ClusterLogForwarder CR 2 HA E £ A o] 3t= YAML 3 & A stAY AFF o

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- hame: elasticsearch-insecure 6
type: "elasticsearch” ﬂ
url: http://elasticsearch.insecure.com:9200 6
- hame: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200 G
secret:
name: es-secret ﬂ
pipelines:
- hame: application-logs 6
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure @

- default m

parse: json @
labels:
myLabel: "myValue" @
name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR9] o] &2 instances of g ).

2]

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging o] o] o} g},
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v
)
L
all
o
)
o
d
L
fu)

elasticsearch 32 XA .

9] X Elasticsearch <1 2~€1 ~9] URL¥} =

EE {23 A URL=Z A AT
http(¥] ¥.¢t) == https(B.¢HHTTP) T2 EZ 3 A8 4? 9% Uth. CIDR 34 & A143}
= 2824 XHI ZEAZLEAstE A9 E82 IP F471 obd A o] F E= FQDNoJ o]
of gyt

Bt A2 9] 7% secret2 A A sto] Q153 https === http URLS A T 5= A5
Yt

https HFA12] 7% TLS 5412 dl=¥ < Eo] HQ 3 Wl o] 2 A Y. A|=2
22 openshift-logging Z 2 A E of] glojo} 3t d|Fst= 2 AFSAE 7l 7=
tis.crt,tis.key 2 ca-bundle.crt 7] 7} o of g} 18] A

go hitp ¢ https A5AH
A AR ol g3t 43t THA A AR AT 5 AUt A G NG The "AHE
R olE W QHEo EE A8 AR ol "E 2N 0

A A} gho] 2ol 9] o] & A P

yjo] g}l S Al&3le] AGs £ 73 (application, infrastructure, ==+ audit)S
A g

~

o] glolzEQlo g 25 MG o ALS

e

X & A13): default =32 XA 3l Y} Elasticsearch Q126122 27

i
s
s
L
i)

A el ALk %315 JSON 21 3122 structured 2 =904 JSON 2B A E R AY
A A HE A PUY. 22 F59 fFat +x31H JSONo] x g Hojof gy}, 18X
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¢k o ™ OpenShift Logginge©] structured 2 =Z A 7 5132 tj Al 7] & 21 dl ~2l app-
00000x = 21 =2 vyt

®

A AL EALD. 2700) F718 st ol Aol 2 ivih

Aexa:AQEE §90) 0 9% 20 YA 225 ADHES 4 2L T

inputRefst pipeline: application, infrastructure =+ audit= A} &3l A2
zﬂ— 21 % a o]q];}

outputRefs= A1 88 =8 9] o] &Yt}

A A AL, 270 F748 st o] gl dol 2Ptk

CR oHAEZ YA
I $ oc create -f <file-name>.yaml
o: AFEAL o] F3 FE 7t A A A AA

AHEA} o] 53 457 23E A AR S Ao ¢ B Elasticsearch Q126 2o g B A
3 5 A5

o
A2

A5 TLS(MTLS) 712 A28 4 Q&=

o] & £ o] e}A}7} Elasticsearch Q1 281 A & o
o] e Al AL AASE F AFUT.

7% HTTP =& HTTPSE A1&-3l 3 A1 &7}

o}2- o 9} A3 Secret YAML 3118 A A gy E} username % password = =9j] base64
=

=2 FE 7S ALyt 71 27 o 2 secret 73 -2 opaqued Ut}

o

I apiVersion: v1
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kind: Secret

metadata:
name: openshift-test-secret

data:
username: dGVzdHVzZXJuYW1ICg==
password: dGVzdHBhc3N3b3JkCg==

NaRe AT,
I $ oc create secret -n openshift-logging openshift-test-secret.yaml
ClusterLogForwarder CRo| A4 A| 38 o] 52 A A Ft].

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

Fx

url 2 =29] oA HFA= http =+ https7 2 5 54

CR YA EZ YA
I $ oc create -f <file-name>.yaml
7.9. FLUENTD A 2 €Z 2 Al g5l 21 A

Fluentd A9 =2 €2 A} 83} 7] & Elasticsearch =1 A &4 )4l == 7] & Elasticsearch =
I AFE S TRESS FASHES AR Y 23 PAVRE 22 AHLS B9 S gy
OpenShift Container Platformol|A] 2 15 T3 =5 3 21 YA 71 & A8 oF o

g FE A Mg 22 AGS S A slF &8-S AHS-she Fluentd A ¥ 2 sjo] Z 2}Ql
3t &9 o] s} o] 4 9 ClusterLogForwarder A1-8-=} & o] & & 2(CR)E A A3l of gt}

[kl
i
Hn

A
o o
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Fluentd 22 TCP(¥] X QH =& TLS(XQH TCP) 942 A48 4 J&U ).
23

Ee 74 HSAMSS] Ag 22233 AHESte] 28 A28 F syt 23y
32 OpenShift Container PlatformOII A o oA A} E R om T g oA
7]%‘414

)

1
‘I'~

_1_4

A 27 A

[}
AQE Z2eg Tx 4L gt 27 dolHE SN Es 2R 27 A7} gojof
ok

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tIs://fluentdserver.security.example.com:24224' 6

secret: G

name: fluentd-secret

- name: fluentd-server-insecure

type: fluentdForward

url: 'tcp://fluentdserver.home.example.com:24224’
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 9

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default @

parse: json m
labels:

clusterld: "C1234" @
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
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outputRefs:
- fluentd-server-insecure
labels:

clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging©] o] o} g t}.

!
J
o
all
o
X
oX,
e
L
fu)

fluentdForward 39 & XA g4 .

$ 53 A9 URLZ 9] 4 Fluentd Q1 286129 URL 2@ X EE XA 3]t} tep(¥] 2.9
EE=ts(RA TCP) Z2 £33 AH8-E & Y5 Y Y. CIDR 42 ALg-st= 28 2H AA
ZEA7F 23t B¢ 82 IP F271 obd A o] & E= FQDNoJ o] of gt

tls FALE AH8-3t= 739 TLS 541& 98] R A 2735t= A28 o] 53 A A3
ofF g}, A] =82 openshift-logging Z 2 A E o] glo]o} 31 ] F3t= 2z AFAE 7}
] 7] = tls.critls.key 2 ca-bundle.crt 717} 9lojoF o). 28 X] ¢k o™ hitp 2 https 3
FALY) 74 AbgAL o8 @ Bt XY Bk AR 5+ AFUh AT W ES he
"ALEAL o] E U5 XA A AR AA A"E FERSHA A L.

A e Abg}: sho] Zajel o] o] B2 A H Tk

vlo] el & ALg-5la] A2e 21 73 (application, infrastructure, =+ audit)2-
AU

o~

o] yolZgolog 25 AGY

all
o
)
o
d
L
fiu)

W A 9 ol

o
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@

A el A} 3k default &3 & XA slo] W& Elasticsearch 12822 2 32 A3

=N

11

Al ALg): 2319 JSON 21 358 structured 2 =94 JSON 2 M A EZ A
A ARE ARAFUG 2 FE 23 7x31E JSONo| 23teojof . 28 4]
ok o M OpenShift Loggingo] structured 2 =2 A A 3}32 Al 7] & 2149 2] app-
00000x= =1 §E-S By},

12

Ao b BAG, 270 F748 stk o] g9 dol 2 duith,

®

A AARNE fAe) G 9N 20 Aol 228 AQAES o 2HL 7
gt

inputRefst pipeline: application, infrastructure =+ auditS A}-& 3l A2
e 27 59U

outputRefs= A1 88 =8 9] o] &Yt}
Ae apg: B, 20 F718 sk o] 4] glol 2yt
CR 2B A EZE QAT ).
I $ oc create -f <file-name>.yaml

7.9.1. Logstash7} fluentdol] A dlo]H & -3 & 4 =5 nanosecond precision A}-&

fluentdo| 4] 21 dlo|H & 43 sl2] ¥ Logstash -4 21¢ o]l 5| nanosecond precisiong- 4] }3)
of gt
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Logstash 213 519 o) 4] nanosecond_ precision & true = A3 3t}

Logstash -4 512! 4

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

7.10. SYSLOG T2 EZ 2 A} 83l 21 A

syslog RFC3164 == RFC5424 =2 & &5 AH-§-3}o] 7] L Elasticsearch =2 %734 | & 7]
B Elasticsearch 271 A & 20 gdlo] dlF T2 EZS FF51e= TAH Q1 20 A 7] 22 A}
B2 »Jd 5 &) OpenShift Container Platformol 4] 2 18 42315 & syslog A ¥ ¢} 742 9|1
2 57715 A8 oF g o

syslog T2 EE3 ALg-st] 20 AGS A s A AT =2 AH&-sh= syslog 4w % vjo] =z}
Qlo) t) 3 =8 o] 31} o] 4 = ClusterLogForwarder A-g#} A ] & 22 (CR)E A A3l oF ).
syslog 232 UDP, TCP == TLS 94 & A28 4 A&t

e 74 WS AH8-51] syslog RFC3164 T2 £ 2 A183le] 212 AGd 5 9)
&Yt 28 o] ¥y -2 OpenShift Container Platformol 4] ©] o] 4 A1& 5 %] ¢kon
F5 g2 A AAFU.

A 27 A

o

ARD 2283 £ S A8t 24 HolHE FAS =S 749 =

o

) X9 7} 2lo] ok

ClusterLogForwarder CR @ HA E £ A o] 5t= YAML %< & A stAY AFF o
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog:
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tIs://rsyslogserver.east.example.com:514' G
secret:
name: syslog-secret
- hame: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
prociD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6
inputRefs: g
- audit
- application
outputRefs: @
- rsyslog-east

- default m

parse: json @
labels:
secure: "true"
syslog: "east"
name: syslog-west @
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR9] o] &2 instances of g ).

2]
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ClusterLogForwarder CR<] 1] ¢ 2= o] 2= openshift-logging ] o] oF 4 o}.

O]
)
L
all
o
)
o
d
L
fiu)

syslog ¥ A8

A8 ALg: ol o)l YA H syslog i/l 4E A Z P

932 syslog 21 2=¥12=9] URL 2 ¥ E & X4 gt} udp(¥] B.2H), tep(H] 2.9 ==
tis(12¢t TCP) Z2 22 AH8- & 5~ Y& th CIDR F4 & ALg- sl Ze 28 AA =5
A7t @43tA A 2L IP F2471 obd A ¥ o] & = FQDNo] o oF Fhth.

tis FAHE ARG SHE 4§ TLS 541 & A3 BN 273k N3l ol 52 A4
oF 3t} Al = 82 openshift-logging X 2 4 E o] g)o]o} 3t & Fal= 7+ ?12*1% 7}
2 7] & tis.critis.key 2 ca-bundle.crt 7] 7} 9lo] oF gt}

A A} gho] 2ol 9] o] & A P

yjo] g}l & Alg3le] AEs £ 73 (application, infrastructure, ==+ audit)S
A g

i~

o] Flolxaelo g 18 AGT uj AL

e
v
)
L
all
o
)
o
d
L
fu)

A A13}: default =3 2 x4 3lo] U4 Elasticsearch Q1 28122 2 75 AYFh

t}.
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®

A Abgh: BAL. 220 F7be s o) el dlo 2l "true"s}l 72 2§ ke
Rg ghol ol B2 oz A4 F Yt

14

Ak AL E f80 0E Y 21 g0 212 AGHES o P2 7

g

inputRefs = pipeline: application, infrastructure =+ auditS A}-&3l A2
g2 FIIU

outputRefs= A8 &2 9] o]

afil

Ay

SERLIES TR ES R S N EE RED RIS

CRoHAEES AL
I $ oc create -f <file-name>.yaml
7101 WA A &) 23 A2 KW F71

AddLogSource ¥ = £ ClusterLogForwarder CR(A}-&-#} A 9] €] & 2)d F71514
namespace_name,pod_name, container_name 2 A& d|F=°] message Z =9 F71g 5 AH5Y

o}

spec:
outputs:
- hame: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
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tag: mytag

type: syslog

url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:

- application

name: test-app

outputRefs:

- syslogout

=
o] +4-& RFC3164 ¥ RFC5424 = t}¢} 53 ).

AddLogSourcegl = syslog WA A] &9 4

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message
Contents”, "timestamp'=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSourceE A}-8-3tk syslog vl A X] &3 o

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746¢c49-qxm7l,container_name=Ilog-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36",
"tag_key":"rec_tag", "index":76}

7.10.2. Syslog =l /| ¥ 5=

syslog =39 di&ll 032 7+A T § AdHFUh AA g U8 syslog RFC3164 5= RFC5424 RFC

g F=syA 9.

A A: syslog facility. 2+-2 1034 AF == g a2

t}.

i

TRHA e 7]

1

=4 5y
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240

AQ v A= 2] A$0=xE= kern

AFgA 3 WAA 9] 79 1 i user, 7| 2 AU T

2 = mail A]2€& W]

syslogdell o] y5-& oz QHAH A= ] 79 5 E= syslog

ROk 21 v A x| 2] 3¢ 10 T+ authpriv

FTP ol #2] ¢ 11 £

|
=
S

NTP 319 A ="l 9] A9 12 == ntp

syslog ZAF 212] 739 13 =+ security
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syslog 74 32 219] 719 14 =+ console

15 &+ solaris-cron

>
)
o
E
1o
oM,
o

Z2AGqA AR EHE=E A9 A9 16 -23 == local0 — local7

payloadKey vl /] 55 /4 3tA o2 v/l M7} syslog= AE =R &
Ut

0

rfc: syslogE AHg-3te] 215 B bl AHS-3 RFCY Y th. 7] 2312 RFC54249) Yt

A7t A H = syslog A Z =0 A4 & syslog A7 =dunh. @2 1075 B4 E= o

ARAE FEHA GE 7192 F d5U

A 2E2 2123 = Q182 YER & WA A 9] 2% 0 == Emergency

2A 8 24 Adlok 2 Vel WAR S 4§ 1 EE Alert

A% A4E 2 JeplE WAA o] 49 2 E Critical

|

¢ 5 el 2 vERllE WA A o] 2$- 3 = Error

2 278 YehlE WAA o] 7% 4 = Warning

BeIAR Tad 215 vl = WA A 9 Z-¢- 5 == Notice
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AR A WA A= JeERY = WA A 2] 29 6 =+ Informational
g8 2 3 vl A R & YER = vl A R 2] 7]$- 7 =+ Debug, 7123k
g 1: "l 2= syslog Hl A| A ol A Hl 12 A8 P 2= B =8 AU

trimPrefix: €] 2o 4] AP € HFALE A A g

7.10.3. =7} RFC5424 syslog vl 7 "1 4=

RFC54240] = t}-& vl /] ¥4} 2 29t}

appName: APP-NAME2 215 Bl | Z2]Al o] 4 A= Af d2=E FALE Y.
RFC5424°] dj 3] 273l ok ot

msgID: MSGID:= Wl A] ] 482 AW als 24§ 82~ 2ad91 . RFC54240] 3] %)
A sl ok it

prociD: PROCIDE A Bl E £4€ 1t} gko] WA= 9 syslog M7} FHH AL L
Uhe iU o). RFC54240] Tl sl <14 8l of §hu o

7.11. AMAZON CLOUDVIEW= 21 A

AWS(Amazon Web Services)d| 4] 32 83sl= mUEH 9D 27 ~Ea X A4 22 Amazon
CloudMonitord] 225 AgGd 4 A’“L]E} Elasticsearch 21 A Z A Z A 3l= 7|12 27 319 A
- g)A documentation o] 2] 9], == O] Al LogsS A2 4 Y&t}

CloudMonitorel] 3 =7 AGS 74312 A CloudMonitore] = o] %1+ ClusterLogForwarder
2182 3 9] 2] 42(CR)%F &S AHS-sh= ol Z el & A sl oF Futh.

A3}

aws_access_key id 2 aws_secret_access_key T =E A8}l base64= A7 JH
AWS Q13 A B = XA sl= Secret YAML %2 S vttt o & 59 o33 2454t
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apiVersion: v1
kind: Secret

metadata:
name: cw-secret
namespace: openshift-logging

data:
aws_access_key_id: QUtJQUIPUOZPRE50NOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

NaRe ARFUT S 59 e gaUTh

I $ oc apply -f cw-secret.yaml
YAML 5}2l & A AL B ot st

SBERS
ge3 24yt

ClusterLogForwarder CR ¢ BAEE
& AP 1% s

oA A2 ol L

L

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder

metadata:

name: instance ﬂ
namespace: openshift-logging 9

spec:
outputs:
- hame: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G

region: us-east-2

secret:
name: cw-secret @)

pipelines:
- name: infra-logs 9
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- cwW

ClusterLogForwarder CR9] o] &2 instances of g},

(2
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244

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging©] o] o} g},

O]
)
L
all
o
)
o
d
L
fiu)

cloudwatch #3 2 A A gt}

A Al 228 2Fsehe B A4

logType2 7zt 21 3 g 21 25 S A4 I

namespaceName& z} o] Zg]Alo] A Y| Y 2vjo] 2o Y3 21 2FS YAF
UthQlxzgt 2 A 208 98l Hxe 210 25 AP

namespaceUUID:= 7} o Za] Alo] A vl 23 o] 2 UUIDI i3t | 21 25 &
AAFUG. =z A X 2aE Qe He 20 a5 AU

A ALg}: 21 28 o] 89 2 7] 2 infrastructureName 3 FALE vl ta]d Ex19 -8

A gu

AWS 21 dS A4 gy

AWS 215 Z 17t x3d A 3819 o] 52 AR F

A A} ho] e}l 9] o] & XA P



74 AR B R AN 2o R 2o A

11

o] stolxeteloz g Agd o AL

v
)
L
all
o
)
o
d
L
v

CR e BAEZS AT

I $ oc create -f <file-name>.yaml

o] : Amazon Cloud Watchel 4] ClusterLogForwarder A}-¢-

of 719 ClusterLogForwarder A1-&2} A o] 2] 4 2(CR)<] o] 2} Amazon CloudMonitor=Z &3 5+
2 "oy 7t ZAF Y

myclusterﬂ}— OpenShift Container Platform 22 ~€ S 23 slx Iz 7/H3 gyt o3 93 &
U] aws B3-S A= ° AL =8 2 H 9 infrastructureName 2 w33 o}

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

o] dj Al 3 =1 HlolEE A A2 app ol = Ul ¢ 23] o] 20| A busybox PodZ 23 gt}
busybox ¥ == 3% v}t} stdoutol v A %] & %)

$ oc run busybox --image=busybox -- sh -c 'while true; do echo "My life is my message";
sleep 3; done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox Pod7} 243 == <} vld 2 o] 29 UUIDE =3 F dFY .

$ oc get ns/app -ojson | jgq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder A8} A 2] 2] 42 (CR)l 4] infrastructure, audit, application =1 3 &
all-logs zto] Z}l o] i3t o2 PP YT 3 o] Fo] Z e}l cw &8 o] 4431 us-east-2
2] A 9] CloudMonitor Q128122 232 AD3 ).
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- hame: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-cw

|

CloudMonitore] 7} gl A= Al 71A] 39 S B A E Y} £35 0] Y&t}

2338

ClusterLogForwarding CR2] groupBy: logType 2 A}l-235}+= 7% inputRefs ] A 714 =21 #3
£ Amazon Cloudwatchdl] 3719 21 282 A}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.application"

"mycluster-7977k.audit"
"mycluster-7977k.infrastructure"

|

7t 20 agele 21 2= Xgs o] Y&t

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application |
jq -logStreams|[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
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I da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams][].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log™

$ aws --output json logs describe-log-streams --log-group-name mycluster-
7977k.infrastructure | jq .logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
69f9fd9b58-zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989c905bf5ac5ca211b7cbb5c3d7b.log"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
797774f7c5-Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.10g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
79777417¢c5-Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252dada6472c9fff48623baee761911a9ef.log"

7zt 2 2EYAE 21 oWl E Y} X3 o] Y&t busybox PodoA] 22 o|MIEE KW
application 21 254 22 2E¥ S (A FY.

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events'": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6ad4facf09cal95ad76\"}
,\"kubernetes\":
{\"container_name\":\"busybox\",\"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"co
ntainer_image\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/
busybox@sha256:0f354ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524c8b60\
"\"pod_id\":\"870be234-90a3-4258-b73f-4f4d6e2777c7\" \"host\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e
1e1a-b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\",\"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-
write\" \"viaq_msg_id\":\"NWRjZmUyMWQtZjgzNCOOMjI4LTk3MjMt{NTk3NmY3ZjU4NDk1\",\"log
_type\":\"application\",\"time\":\"2021-08-20T01:25:04+00:00\"}",
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"ingestionTime™: 1629422744016
12

ol: 21 a5 o] 8ol FAAHE A A4

21 15 ol 59l = 71 infrastructureName 3 A1 mycluster-7977kE demo-group-prefix <}
2 A9 EALE ubE F JdFUT o] WA S 3P 512 ClusterLogForwarding CRel A
groupPrefix 2 =& ¢dlo] Eg ).

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix zk-2 7] &2 infrastructureName 3§ FA1S di A g o}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure"

oA: o EZ Al P LFol L olF Aol 21 a7 ol& AA

SEESCE R RS ERER DES DES TR ESE RER RES: B ERS E g
21 15FS CloudWatchol A A& 4= A5

e

NZe Aol M U Y =5]o] 2 @ HAES 24|33 o] Bo] 7+& Al F2-2 4454 CloudMonitor:= o]
Az FAI 23 2FS AE AT

[e)

o

I

= ol A%AQ o) E A o] A Q2 o] 2 Q1A

NE 5L o] ol Y E2 325 4% ol oAl
AR F2 PN e AS U Bt A% 27 1§ A2 PR} s 49 dA the " S A o]
A Qs o] = UUIDO that 22 25 44" AA L A 2.

of ZE Aol A P2 o] 9] o] F& 7|WtO Z o] Fo] Ql fEEA o] 21 21F S AAsteA
ClusterLogForwarder CRol| 4] groupBy Z = 9] 712 namespaceName2 2 A& g},

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupByE namespaceName 2. 2 A3 3tA o Z& Aol 22 2 FAT FFS v Yt audit 9
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infrastructure 21 1§ o]+ 93FL v XA L5}

Amazon Cloudwatchol| A 7} 21 1§ o] & ol Ul &H o] 2 o] Fo] AU, T o Zg]A o]
A vl 2F o] 22l "app"o] RoE = 3 &7 oA =mycluster-7977k.application tj 4l Al
mycluster-7977k.app =1 15 °] IA g4

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"”

"mycluster-7977k.infrastructure”

SEPEETEN:PRER ESE R DES RESE L R EREE PRI DES PYESS R
% e o] 22 gl EXHU.

groupBy Z =& o ZAlo] A 21 2 F T FFS v H Y. audit 9 infrastructure =1 1 5ol &
FFS MAA FHFUH

of: o Z] Al o] A Yl Y 20| 2 UUID ¥ 21 1§ o] & AA

Fe 289 2} S Al A Ul 23l o] 20] sl ol Sl A o] A vl 23] o] 2 UUIDE 7] w2 dhi=
21 15FS CloudWatcholl A A& 4 A5

NEel Aol A vlg 25l o] 2 B AES AA
age AU

132 Al @ BAEE AASHA CloudMonitoroll A A| 21

ofr

FAS o 5L H A5 A A FeA A Y230l 2 AAE N ThE RO 1FeE A3 of
dlolx et A= WAL ALESHAIA 2. EE o] H e ") EFA o)A Ul 25 o] 2 ol ol Bl e 21
2% olE AR AN FEAA L.

N = A o] A v Y25 o] UUID F o] 21 179 o] 52 XA 512 H ClusterLogForwarder CRol|
A] groupBy = = ¢] 712 namespaceUUID= A4 3t}

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatcholl A z} 21 1F o] F £ol vl 2 o] UUID7} A F Yt &Y = A
o] A Y| ¢ 23] o] 221 "app"o] Yo r 2 03 & A = mycluster-7977k.application tj 4l Al =&
mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf = 1 17 o] XA gt}
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$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b915-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"”

"mycluster-7977k.infrastructure”

groupBy Z == o ZE| Aol 21 2 F AT 4FS v P Yt audit 2 infrastructure 21 1 F o=
FFS "AA U

712. LOKIZ 21 A Y

Y] B 7] 2 OpenShift Container Platform Elasticsearch 1 2~€1= t) Al 9|} Loki 27 A|28glo 7
2a5ASE F dFUH

Lokioll tj 3t =2 Ag-& 745l Lokiol g =23 23 A3k vtol zEelo] A+
ClusterLogForwarder A8z} A 2] 2] 4 2(CR)Z A A3l oF & t}. Lokie] &3-& HTTP(H| Q) ==
HTTPS(® ¢t HTTP) 92 & A8 4= Id<5Y .

A 27 A

[ ]
CR9) url == x4 3k URLoI A Loki 27 Al 28-S A aaof gt

A3
ClusterLogForwarder CR @ HA E £ A o] 5t= YAML 3 & A stAY AFFu o

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: loki-insecure G
type: "loki" ﬂ
url: http://loki.insecure.com:3100 9
- name: loki-secure
type: "loki"
url: https://loki.secure.com:3100 G
secret:
name: loki-secret ﬂ
pipelines:
- name: application-logs G
inputRefs:
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- application

- audit

outputRefs:

- loki-secure

loki:
tenantKey: kubernetes.namespace_name m
labelKeys: kubernetes.labels.foo

ClusterLogForwarder CR9] o] &2 instances of g},

2]

ClusterLogForwarder CR2] d] ¢ 23 o] 2= openshift-logging o] o] o} g},

©

M
)
L
all
o
)
o
o
L
v

39L& "loki"2 XA}

0

Loki A]|2~¥l°e] URL 9 X EE § 33 Zd URLZ AAF F} http(v] 2. =
https(:.F HTTP) Z2 22 AL @ 4 9151t CIDR 742 AHg 8t 228 A
Z5A 7t BY5E A9 2L IP F27h obd Au] o] & E= FQDNo] o] of gt

o]
T
g
=

Bt AZ 9] 7% secret2 A A sle] Q153 https === http URLS A T 5= A5
Yt

https 3 FAFe] % TLS S419] A=FRAE Q3 Hel o] 52 AR P A=
g2 openshift-logging X 24 E o] Q)ojof 5t | F3sl= ZF ASA E 7HeEl7]+=
tis.crt,tis.key 2 ca-bundle.crt 7] 7} 9lo]oF Ut} 12| %] ¢ro ™ hitp 2 https HFAH2]
A AR o g3t 43t THA AR AT 5 AUt A G NG The "AHg
ZolE R U437 x3E AAR A d"E FxsHA A L.

©

A a3} go] Zejel o] o] §& A}t

9]
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sjo] g}l & Al-&3le] AGs £ #3F (application, infrastructure, ==+ audit)$
A g

10

~

2 o

all
o
)
ol
o
L
fu)

) AHg

o

o] yolZgolog 25 AGI

11

A8 A3} meta-data 7] 2 =& XA 314 Loki¢] TenantlD 2 = 313 A P} ¢
£ £ tenantKey: kubernetes.namespace_name2 4 A 3'd Kubernetes 1] J 23 o]
22] o] Fo] Lokie] HIUE ID %o 2 A$FUG AR S S Y e 21 da= =g
B O "Rt Hast A "2 g as Y= Pas FEA L.

Al ALg): 7182 Loki dlo] &S Ul Al & meta-data 2 = 7] 52 XA . Loki &
ol & o] F& A4 [a-zA-Z_:][a-zA-Z0-9_:1*¢} L A3 oF Fut}. vl E} o] E 7] 9] ZXd
2= golE o]l 28 dA 357 sl _= A g Yt o = So] kubernetes. Iabels foo H|
e}l gl o] ¥ 7]+ Loki g o] & kubernetes_labels_foo7} g1 t}. labelKeys= A A 31 %] ¢ko
H 7] B 7k [log_type, kubernetes.namespace_name, kubernetes. pod_name,
kubernetes_host] YU t}. Loki= 5] 85 = #lo] 59| A7]|9 +5 AT E= Fol & A E
£ A A} Configuring Loki, limits_configE x4 2. Ad ZHE ALL3s
o 2a¥gIa=gdeg 7|voe = AT + dFU.

Fx

Loki= Bt =" o) O3] 21 2EY S Snl=7 FE3|of st =
labelKeysoll = &7 kubernetes_host @] & Al E7} £ H ). o] 2 A s14H 2z}
ZEQo] @Y SAENA AZAHES 5o A2 & T2EQ FF o] = Q3
BRI FAAA = AS AT F U

CR oua=2 YA F
I $ oc create -f <file-name>.yaml

7121 Loki"FE REZ" 05 B4 A2

Fluentd7} th o] WA A 252 &% A$e 27 st Loki =74 Al2dd] Agal 4% Lokis "F
b Loki 4l 74 521! loki.yamlol A &% k& el

)
= - -
RE"QFE AP o] BAE NP3

e

4
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https://grafana.com/docs/loki/latest/configuration/#limits_config

73 . B AL 2P A 2"dog 20 AG

Fx

Loki.yaml2 Grafana &2 ¥ Lokiol A Al-&& 4= g4 th o] = Grafana
Loki Al H o= A L5 7 &5}

l-o{n
¥
ol

=7

ClusterLogForwarder A1-8 2 B 9] gl4A 2= 232 Loki2 AG3lEE 7AH o] A5

A" oA 2MBR T} 2 WA A] E5S Lokid] Ryt o & 54 b33 ZFUo

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNmMM2E5ZmViMGU4\" \"lo
g_type\"\"audit\"}"]]}1}

oc logs -c fluentdE ¢! & 5}'# OpenShift Logging 2] 2H 9] Fluentd 2 19 t}-3 W A]
27t EA U

429 Too Many Requests Ingestion rate limit exceeded (limit: 8388608 bytes/sec) while
attempting to ingest '2140’ lines totaling '3285284' bytes
429 Too Many Requests Ingestion rate limit exceeded' or '500 Internal Server Error rpc

error: code = ResourceExhausted desc = grpc: received message larger than max
(5277702 vs. 4194304)'

Loki A v]olA 225 49 o3 72 entry out of order v A| x] 7} LA P},

,\)nentry with timestamp 2021-08-18 05:58:55.061936 +0000 UTC ignored, reason: 'entry
out of order’ for stream:

{fluentd_thread=\"flush_thread_0\", log_type=\"audit\"},\nentry with timestamp 2021-

08-18 06:01:18.290229 +0000 UTC ignored, reason: 'entry out of order' for stream:
{fluentd_thread="flush_thread_0", log_type="audit"}
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Loki A 1] 2] loki.yaml 74 3o A o3 B =5 o7]o ZAE ez guo|Egy .

[}
grpc_server_max_recv_msg_size: 8388608
[}
chunk_target_size: 8388608
[}
ingestion_rate_mb: 8
[}

ingestion_burst_size_mb: 16

Loki .yaml2] ¥ 73 A}&@-2 Loki A v o] &g 3t}

loki.yaml 5} <

auth_enabled: false

server:
http_listen_port: 3100
grpc_listen_port: 9096
grpc_server_max_recv_msg_size: 8388608

ingester:
wal:
enabled: true
dir: /tmp/wal
lifecycler:
address: 127.0.0.1
ring:
kvstore:
store: inmemory
replication_factor: 1
final_sleep: Os
chunk_idle_period: 1h # Any chunk not receiving new logs in this time will be flushed
chunk_target_size: 8388608
max_chunk_age: 1h # All chunks will be flushed when they hit this age, default is 1h
chunk_retain_period: 30s # Must be greater than index read cache TTL if using an index
cache (Default index read cache TTL is 5m)
max_transfer_retries: 0 # Chunk transfers disabled

schema_config:

configs:
- from: 2020-10-24
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store: boltdb-shipper
object_store: filesystem
schema: v11
index:

prefix: index_

period: 24h

storage_config:
boltdb_shipper:

active_index_directory: /tmp/loki/boltdb-shipper-active
cache_location: /tmp/loki/boltdb-shipper-cache

74 R EgAL 2P A 2dog 27 AY

cache_ttl: 24h # Can be increased for faster performance over longer query periods,

uses more disk space
shared_store: filesystem
filesystem:
directory: /tmp/loki/chunks

compactor:

working_directory: /tmp/loki/boltdb-shipper-compactor

shared_store: filesystem

limits_config:
reject_old_samples: true
reject_old_samples_max_age: 12h
ingestion_rate_mb: 8
ingestion_burst_size_mb: 16

chunk_store_config:
max_look_back_period: 0s

table_manager:
retention_deletes_enabled: false
retention_period: Os

ruler:
storage:
type: local
local:
directory: /tmp/loki/rules
rule_path: /tmp/loki/rules-temp
alertmanager_url: http:/localhost:9093
ring:
kvstore:
store: inmemory
enable_api: true

Loki +4
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https://grafana.com/docs/loki/latest/configuration/
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Loki AW 7

713. 54 Z2AE JEgFAold 2 A

Cluster Log Forwarder= A1 83lo] E3 Z2AE Q] o ZAlo]Hd B AIE S QR 23 £ =
B 5 syt 712 Elasticsearch 21 2345 AHE-8td 71817 U g4l o] A S 3T 5+
%4t} OpenShift Container Platformoll 4] 27 dlo]H S FAS & X 23 37| FA 8o ¢
Yrch

ZAEe fFeAold 21 AL P Y Lz AEolA st ol g Y4, e =7 G
ol g Aela £, ole @ 9 B £ AgshE o] Lekel & AHg-ste] ClusterLogForwarder Ak

87} Aol 2 22(CR)E A4 sloF gt

A 27 A

i
R
rr
ogh
1>
il
>
oo
o
2
fu
oy
=
K
I
i
+
'
o
k1
J
-
o,
a)
fu
ow

AQe Z2E ) 417} glofof

.

ClusterLogForwarder CR @ HA E £ A o] 3t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tis://fluentdserver.security.example.com:24224' 9
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’

inputs: ﬂ
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/logging/#cluster-logging-exported-fields-kubernetes_cluster-logging-exported-fields
https://grafana.com/docs/loki/latest/configuration/
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- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure G

inputRefs: 9
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:

project: "my-project” @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR2] d] ¢ 23 o] 2= openshift-logging o] o] o} g t}.

29 o8 AF UG
=9 -3 & elasticsearch, fluentdForward, syslog &=+ kafka= %] & g }.

9% 22 97719 URL 2 =2 ficd 40 URLs: A 43k, CIDR 2492 414
S ZesE A Z2A7E BASA 2$ 292 P F47) obd AM o] & %= FQDNo]
olof g}

tls 4 FAS }\]._Q.ol. 73§ TLS 541S S8l E- A 8+3t= Al 2H o] 52 A A
of gy} A| =32 openshift-logging Z 2 4 E o 9lojof 3t z}z}te] QIFA & 7127 =
tls.crt, tis.key, 2 ca-bundle.crt 7] 71 3} o] o} I }.
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o

AR E Lz AEA fEACH 218 AH Y/ A8 9 AP

0

o]
H

S A5l Z2AE o ZaAo] A 215 93 Fluentd Q12822 B o]
2l 7

Ut

[kl
oX, filo
mE

9]

my-app-logs ¢ 2 4.

>
oo
1
v
A8
lo
L
all
o
L
v

el Abg): +%Z31H JSON 21 3H2-S structured 2 =04 JSON 2 HAE 7 ATt
A AHE AZ AU 22 FEo fag +x3+8 JSONo| E 3 ofof gt 143
ok o M OpenShift Loggingo] structured 2 =2 A A 3}32 i Al 7] & 2149 221 app-
00000x= 21 =-S5 By},

Ao b BAG, 270 F748 stk o] g9 dol 2 duith,

208 gg 23 QA7 BlE sol Zakel YU

A Aa: sho] majel o] o] B2 X4 gt

vlo] el & ALg-3lo] A 21 (3 (application, infrastructure, =+
audit)S A4 g

ol sholmatelow s Aud o ALY 29 o]

o
X
o
d
L
k)

A el A3} default 28 XA slo] W4 Elasticsearch Q128122 2 18 AG
Figah=
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74 AR B R AN 2o R 2o A

A g #AL. 20 F74 stk ol el Hel 2tk

CR e HAEE YA}
I $ oc create -f <file-name>.yaml
7.14. 57 PODOIA o SejAlo]d 2 A

2 2H #2] A= Kubernetes Pod g o] &5 A1-8-3to] 54 Podoll4 21 Ho|HE 35t 21
FRNZ2ASE F AdFU

g vl d 23 o] 29 Th2 pode} $H7] AP == podZ A o EE]A el il 7Hg F ol
o] 2] 3 podol | ZE]A 0l AS AEsl= HolEo]l = A ZE2HoHE 54 20 £77E 335
23 4

= T dFU

Pod =} -2 A4 st sl ©]/de] matchLabels 71-3% %82 AH&- Ut o2 7]-3 82 AR st=

A% PodE 5 A9 4 glojof k.
A%

ClusterLogForwarder CR 2 B A E & A o] 5= YAML 3< & AA s A Y AR I 3
oA o} o ¢} 7+<] inputs[].name.application.selector.matchLabelsol 4] 7+t 5 A A 7]ut
A8 715 AHg-3he] Pod #lol &2 A A3

it

ClusterLogForwarder CR YAML 3¢ 9] of

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
parse: json
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260

2]

©

L4

0

6]

o

inputs: G
- name: myAppLogData
application:
selector:
matchLabels: ﬂ
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- default

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging©] o] o} g},

inputs[l.nameol| A s} o] A}o] B g FE A 7+S XA}

outputs[]oll 4] s} o] e A= FEA S AAZFUT

Ae) ALsr: %315 JSON 21 3} =22 structured 2 =94 JSON e HAE=7 AT
A ARE AAFUGY 2 FE 23 7X31€ JSONo| Z3teojof gt 28]
ok o M OpenShift Loggingo] structured 2 =2 A A 3}32 i Al 7] & 2149 21 app-
00000x% =7 =& uc.

3¢ pod ol & F ol A= 7F N EF Aol Aol th3l] AL-f-¢ inputs[].nameS 3 2]
o

o{l

St s 27 el H 7t i Pod ghile] 7]-gk 42 4 gt 71 ek op e 7]
s} 3t w2 Aok Gich Al skew Pods} wE 7)-gt A3 LA ook Aot



73 . B AL 2P A 2"dog 20 AG

0

Ae ALE}: st o] 9] v AF o] A2 XA o)

9]

22 dolHE A2 222 st ol A G ATt of 7|0 T H default 22 ()
Aleh)e 2 glo]g = Y4 Elasticsearch Q1 2=€H =2 A43h .

A9 A 22 oy & SZ v &d o] A= A dstEE 9] dAe TAE A=
inputs[].name.application.namespaces= A}-& 3 t}.

Ael A} Pod o] o] The F71 ol Bel Aol Aol $A S st xetelow = HlolHE
w5 gy

Pod @0l 2o] L¢3 Z§uith EAH 27 §A18 F71 inputs[l.name A4 2 44

I
o] ol Zz)A ol €] Pod 2l o] 23 A 3= % selectorsE vl o] E T,
Al inputs[].name %2 inputRefso] F713 ) o & 59 oS3 245Ut
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
CR e HAEE YA}
I $ oc create -f <file-name>.yaml

Kubernetes ] matchLabelsol] o] gF x4 31 ] &2 Al E 7|ul @ 7 ALSkS x| Y35+ d 4
25 FxHA L.
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#resources-that-support-set-based-requirements
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715. 21 AG A sl 2

ClusterLogForwarder CR(A}-&-#} A 9] 2] 4 2)& A4S v Red Hat OpenShift Logging Operator
7} Fluentd PodE A} 52 2 A Z 31K oW Fluentd PodE AHA) 3t A= A28 4 95U

A 27 A

[ ]
ClusterLogForwarder CR(A1-&#} A 9] 2|4 2) e BHAE 7 AAHo] AdHU .

Fluentd Pod & 214l 3t 73A] 2 A vl 2o}

I $ oc delete pod --selector logging-infra=collector
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/networking/#nw-networkpolicy-audit-concept_logging-network-policy

8%.JSON 27 &4
87%.JSON =7 &4 3}

JSON #xg9 <& 7x3ld 9 HAER LR BN 2 Log Forwarding APIS A3 4 Q&)

8.1. JSON 21 & ¥4

JSON 225 ¥ 3 2= I o= message = o] £AE =2 A Y th wpehA] AHEA=
JSON A4 Ul ] 54 A== 2] s17]71 o] P45 Yth OpenShift Logging©] Log Forwarding APIS A}

435hH JSON 225 7 %319 2B A EZ 7 & B33 OpenShift Logging ¥ 2] Elasticsearch =+
Log Forwarding APlo| A X 913l 7] €} AL Al 2"l o 2 Agst = 5.

o] A% WA M stel W vk ol T23HA JSON =1 §2o] glrky /g Fuin

T+%3}¥ JSON 21 & 4

I {"level":"info","name":"fred","home":"bedrock"}

Adulzx o7 CIusterLogForwarder CR(A}ﬂx} A 9] g /‘v‘\)— —ﬂﬂ i:L %53 message 2 =9 A
AFY ‘3}

message Z & 9

{"message":"{\"level\":\"info\",\"name\":\"fred\",\"home\":\"bedrock\"",
"more fields..."}

JSON 2125 7 & B4 3 F J=F 3 oA 9 2o parse: jsonS ClusterLogForwarder CR2] s}
o] Zgtelo] F7Hg

parse: json2 HoF= I X7} 4

263



OpenShift Container Platform 4.9 =7

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

parse: jsong AHE-3te] JSSON 215 73 24 3h= 7 9- CR2 Thir o 9} 32| structured F =)
JSON 7% 2 25 BAgY ) 9 message =5 543

%3}5l JSON =1 8% o] E 3t structured =7 9

{"structured": { "level": "info", "name": "fred", "home™": "bedrock" },
"more fields..."}

2320 §as 1231H JSONo| £3t5 o] 9% ¢+o ™ structured 2 =7} 954

54 27 E9%ol Ul JSON 228 7% M 4 Y% sheld it A 2dow 20 AL 3
a4l

8.2. ELASTICSEARCH<] JSON 21 dlo]f +4

JSON 227} 5 7 o] 4e] 27|t mat ¢ v b zd AFsha 48 35 2 /e &
A 7 A 5= AL o] 2 kx| el CIusterLogForwarder A& A A 9] 8] 4 2(CR)E #4314
7t 2710t @ 9 o2 25 shslof it o] ZAl hA 2z 27| vhrh Mo b2z Ay,
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87%. JSON =7 &3}

OpenShift Logging©il 4] #2] 3+ 7] & Elasticsearch ¢Q12H 22 JSON 222 A
st Ao et Al QI A7 AUt YR & 1Y AE R iste A AdD A
A& BA st 3§ 27vtE HF3 st 753 27 v & A sk Aol EH5Y

o,

=3
=

=
o

TE R
ClusterLogForwarder CRo| A t}2 ++% 3 & Al-835}<] Elasticsearch 21 A 49| Qldl X o] &

2748 5 &y

structuredTypeKey (FA L, A9 AL)= WIAIA] D=9 o] 3G B=9] g2 ¢
92 o] & FA s Wl AHEEY T

kubernetes.labels.<key >+ <19 2 o] & 431+ o] A8 5+ Kubernetes Pod |
ol &Yt}

openshift.labels.<key>+ ClusterLogForwarder CR<] pipeline.label.<key> & 4-0]
o] Qe 2 o] g2 A 3k vl AHEEE ghol Axuith,

o

Ut

kubernetes.container_name2 Z g o] o] &2 Al&35}o] QA X o] E 8 A4

structuredTypeName: (F A€, A& A}4}) structuredTypeKey7t A4 = =] kA Y 7171
glo ™ OpenShift Logging2 7+%31H 3 2 2 structuredTypeName 742 AF8-3 .
structuredTypeKey 2 structuredTypeName-& 7] A}&31H structuredTypeKey2] 7] 7}
JSON = 1 "ol oA *+d A9 structuredTypeName2 th )] <14~ o] &L A F It

3

PE)" 2o EAH ZE

structuredTypeKey 7S "Log Record Fields(Z21 #l3Z=
3 2= TAFU

3§f; dez 4% 5 IAW HY FEF BEsk Ao T2 7T

A structuredTypeKey: kubernetes.labels.<key> example

tlo
e

e sl
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Z 2] 2€ oA "apache" 2 "google"?] T 71x] 2o =2 JSON 215 WA st= o =g A o]
A PodE A3 st dFH .

A8 A= logFormat=apache 2 logFormat=googleZ A}-8 35l o] 2] g o =] A o] A4 pod
o gol&S AR I

ClusterLogForwarder CR YAML 3} oA 03 = 72 A8-34 .

outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json 9

Kubernetes logFormat dlo] &2 A H 7]-7k 82| 72 A8y .

o
o,
o
v
o
}_l,
i
flo
ey

%23}t9 21 g 3 =7} app-apache-write 219 =2 o] 53}

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

o33 e %319 21 d I =+ app-google-write Q18] 2 2 o] F g}

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> example
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off

ClusterLogForwarder CR YAML s} oA o3 Z = Z7}-2 AFEsg a2 71 g o

I

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

OpenShift myLabel ol &2 4 4 7]-3 &9 #S A3

2]

myLabel £ 4= T x3l9 21 P Ao 249 7 myValueES A ).

flo

o] A9 o33 e F%x39 21 g FZ =7} app-myValue-write 219 2~ & o] 53},

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

F7t 3# A

[}
T%3149 g =) g Elasticsearch ¢/9 2= Fx3t9 §3 ol "app-"& F7}3aL "-
write"E F7}sle] FAF YL

FzoEA e AFEE o Auag A5 AR S TaAAH, Ax wE
22} Qe 2ol 4 QbR oz Qe fy o

Hlo] QIx] & Fx3HE F3 o] 9l A% structured B =gl o] unstructured Y Z=5 A
g3},
= H
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Elasticsearcho]] 7 @2 922 R 57F AR F= Aol T2UT 7 | Z2 A 0l =
g zsolzes B 723t FIR AHEsl=3lo] ol M) 23 FHo R AU A S
S°] t 2] Apache o} Z2]7©]"2 LogApaches} 112 53t JSON =2 P4 3 723148 35
AR T

8.3. ELASTICSEARCH =1 A4 =% JSON =21 A&

Elasticsearch 21 A &4 9] 79 JSON 21 3} 2 o| O} E A7|n}E o} =
ClusterLogForwarder A}8-2 A 2] g]4%~(CR)E +A 35l z} JSON 2=7|vlE Y &3 Aoz aFSs
#Utt. o] 27 sl Elasticsearch= 7t 27| wlo] tis] W= 9] QA9 25 AR

A AE 22 GE 270 E AGSHE 43 $F D AR EAN 2T 5 9

© v 2 Elasticsearch A @4 dlo]g & A 3}7] Aol o] AL F33]oF gt}

2 %*7}2 ClusterLogForwarder CR YAML 3} o] 3713t}

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

A9 A3} structuredTypeKey S AH8-sto] o] d o APA dE 20 gI=FE F
U= XA 353 Elasticsearchol] 0 g JSON 21 glo]H A4S AA UL 28X o o}
P AAFU.

o ot

€] A1g: structuredTypeName 2 A}-8-5l¢] o] A 5o A U2 <name>2 XA 5131
Elasticsearchol] tj g JSON =7 vl o] ¥ 74& ARt 234 dond b5 32 AAFY
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874.JSON =7 &4 3

JSON 21 & +& #4352 ¥ structuredTypeKey ===
structuredTypeName, structuredTypeKey 2 structuredTypeName 2 F+& A
A&l of gt

inputRefs 2] 7 -¢- application, infrastructure, === audit 5 33 Jo] 2}l & Al&351 A
galof st 22 #3¢ AQ T

parse: json 2 4~F vjo]Zglo] F713h ).

I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator= Fluentd PodE A vl = 3} o). Pod7} A vl 3£ & #]
2% 29 Fluentd PodE 2HA|sto] A= Al 2 5 AFU

I $ oc delete pod --selector logging-infra=collector

B Al 2Rl 2 A g

269


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/logging/#cluster-logging-external
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9%, FudlE]| 2 ol E 53 9 A3

OpenShift Container Platform o] 4l E 2}-9-E = Kubernetes c| 1 E S 7HA| 5131 27 31$] Al =€l
A FRE A8l 7155= Podyd Ut o|HlE g9 HE 52 = vl E3jof ot

O E ZHE RE XZAEJA oWl ES 3 3le] STDOUTY U th 28 o3 =371 a3
o] Wl E £ ClusterLogForwarder A} 22} & o] #] A~ %(CR)ol| Aold AZA= AG3]c}.

[e

ol E #9E = Fluentdo] 37} 22 27}atx Hed 4 Y= o2 27 WA A 5
ol 9 ¥A F JHUh

9.1. oWl E 2}9¢-H vl & 74

2 QA E ALt oW E B9 E S Za2Hd Wl U} 34 o] E 21-9-E = openshift-
logging Z 2 A E o) vl £35}a] S| 2F AA oA o|AEE +=F 3o Pt

+ HEN LHAEE oJHE 9o DA MU= AR, SHEH 4 B I 2 updd
2 AAFUG AELD e EF o WE 298 PodE 7453 vl Ut WA SHA] 5L o] SRS AL
%—s}}]ur Wl oHAE CPUS WRe 238 UAT F U

A 27 A

[ ]
A2 A S ARt 2

28 A9 g S Aol Ested A E3 Aol e
q= cluster-admin 9 &o] 9= A1 242 TS

Qe AP+ Atk

Red Hat OpenShifte] =7 9] A]&="lo] Az 5 o] glojof gtt.

oWME 2HEl g WERS AT

kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: eventrouter-template
annotations:
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description: "A pod forwarding kubernetes events to OpenShift Logging stack."

tags: "events,EFK,logging,cluster-logging”

objects:
- kind: ServiceAccount ﬂ
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: [
resources: ["'events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:

config.json: |-
{
"sink": "stdout"
}

- kind: Deployment 6
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter"
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:

ol

=~

A3
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labels:
component: "eventrouter”
logging-infra: "eventrouter
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:
- hame: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:
requests:
cpu: ${CPU}
memory: ${MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:
- hame: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"
- name: CPU ﬂ
displayName: CPU
value: "100m"
- name: MEMORY ©)
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace
value: "openshift-logging"

openshift-logging Z 2 A Eo A o] Wl E 2}-9-5 & A H| X2 AF S A

Z e 2E 9] o]l EE 21 E ¥ ClusterRole2 A4 3t}

ClusterRole& A v] 2 A A o] u}<l 9 51+ ClusterRoleBindingS A Al §

openshift-logging Z= A E x| 74 S A3t Q3 config.json 34 -S A

o
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& FuUE]| 2= oWl E =3 & X3

0

openshift-logging = =4 = oA v £ A3t oW E 2-9F PodS A4 7
A3,

6]

v0.4 o} 72 Bl1m AW EE o v A g A4

o

oWl E 2}-9-E] Podo] et

b
P>

CPU & A4t 7] 232 100meiy .

olWlE 2$E Podol &3 3

B>

2] ¢S AZFTUT. 71 232 128MiYd Y .
2 B A E = HX 3 openshift-logging 24 €= =3 g}

O B L AHg ko] BE RS A2 eta A4 g
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
dg 59 o3 2

$ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

2 o

o

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created
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274

o

o

openshift-logging ZZ A E o] oWl E 2}3-E 71 A X H QA=A A .

A olwl € 2+9-H Pod ®.7]:

$ oc get pods --selector component=eventrouter -o name -n openshift-logging

2 o

I pod/cluster-logging-eventrouter-d649f97c8-qvv8r

ol E g9 H oA 5718 o W= 1]:

I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

q=

i

W e 2ay.

I $ oc logs cluster-logging-eventrouter-d649f97c8-qvv8r -n openshift-logging

2 o

{"verb":"ADDED","event":{"metadata":{"'name":"openshift-service-catalog-
controller-manager-remover.1632d931e88fcd8f","namespace:"openshift-service-
catalog-removed","selfLink":"/api/vi/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion™:"21399","creationTimestamp":""2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-
catalog-removed”,"name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Co
mpleted","message":"Job completed","source”:{"component":"job-
controller"},"firstTimestamp':"2020-09-08T15:40:262","lastTimestamp'':"2020-09-
08T15:40:26Z2","count":1,"type":"Normal'"}}



Elasticsearch <132 g} <ldl
KibanaZ AH8-2 = 54
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10%. OPENSHIFT LOGGING {dlol &

10.1. A A== wd

A 534 2 A9 A 1E Red Hat OpenShift Container Platform @}o] = Alo] 2 A 3 &3z 514

o=

Al

OpenShift Container Platform w3 4.6 2 o] v} 2] OpenShift Logging 5.x=2 & ~¥ 27 9
A 929 o] =3}2]® OpenShift Container Platform 22| 2E 2 v A 4.7 =& 4.8% ol Eg}.
248 g oS operatorES g dl o] EF .

Elasticsearch Operator 4.xol /] OpenShift Elasticsearch Operator 5.x2 ¢ H o] E

Cluster Logging Operator 4.xol| 4] Red Hat OpenShift Logging Operator 5.x=Z Q4 d|o] &

o] A v A ¢] OpenShift Loggingol 4] AR W d o= ¢ 18 o] =3}zl OpenShift Elasticsearch
Operator 2 Red Hat OpenShift Logging OperatorZS d A v @ o 2 ¢ do] EgH .

10.2. A A= 7] HHOJE

AR vjAd oz 272 ¢ o] E sl OpenShift Elasticsearch Operator @ Red Hat OpenShift
Logging Operatore] A2 23 A2 HA .

Red Hat OpenShift Logging Operators ¢ gl ] £35}7] A o] OpenShift
Elasticsearch OperatorZ ¢ g o] E3f| o} g1 t}. = OperatorE U3 vjA o 7 ¢dlo]
Esjo} gt

OperatorE 2% <4 2 ¢Julo]E34H Kibanazl ¢ el o] E= X] ¢ Kibana A& A 2] |42
(CR)7} A =X ¢kt o] ¥4 = sl 2 5121 Red Hat OpenShift Logging Operator Pod = 214 g
1 t}. Red Hat OpenShift Logging Operator Pod7} A vl = =] " Kibana CR& A A 5132 KibanaZE t}A]
AHEE = AA Y

A 27 A
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OpenShift Container Platform 4.7 o]/ | & o] o] of gt}

27 A7t 34U

2 E Pod7} ready dH| 4 Yo}

Elasticsearch 8] 25 &= A 44U .

Elasticsearch 2 Kibana d] o] €] 7} W ¢} g},

OpenShift Elasticsearch OperatorE ¢ gl o] EgU o).

9 Z <44 Operator — A X ¥ Operators =gt}

openshift-Operators-redhat Z= 4 E 2 H & g},

OpenShift Elasticsearch OperatorS =2 g t}.

ABzagy - Ade 29

AB2APA JdolE Ad M7 o)A stable-5.x& A9 AFL ZF 3.

2 % A% 7]d2 F Operator —~ A 3] @ Operators Z2 ).

OpenShift Elasticsearch Operator ¥ & o] 5.x.x21A] <13 o).

e BEJAFoE BAE b7t 1@y
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https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html

OpenShift Container Platform 4.9 =7

2.
Red Hat OpenShift Logging Operator=S ¢ dl o] E gt}
a.
1 2294 Operator — A ]9 OperatorS = gt}
b.
openshift-logging Z2 A EE A&l 3]},
C.
Red Hat OpenShift Logging Operator=S =2 gt}
d.
AE23 94 - AEdS S
e.
AB2APA JdlolE Ald M7 o)A stable-5.x& A9 33 A FL ZF 3.
f.
2 % A% 7]de F Operator —~ A 3] @ Operators Z2 ).
g.
Red Hat OpenShift Logging Operator vz o] 5.y.zQ1 x| &2l }.
h.
Aol Bt AFeE RAE W7k ZIgdg o
3.

f
oy,
ey
o,
ko
B>
i
_I (
rO
ot
L
i)

I = Elasticsearch Pod”} ready €l 21 ] &<l ).

$ oc get pod -n openshift-logging --selector component=elasticsearch

2 o

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m
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Elasticsearch =& 28] 7} A AH¢1x] -2l s},

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch",
"status" : "green",

}

Elasticsearch Cron ztd o] A A = Q=X &<lg}.

$ oc project openshift-logging

$ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

271 AF 47} 5.xE G o] EX X ¢l€ 27} green?l x| 32l g},

I $ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices

29 o] app-00000x, infra-00000x, audit-00000x, .security <19 =7} 3= o] JE=X]
gl .

o 10.1. A 271 =4 Aol A= =

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 31 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPqgZQ 31 227623 0 295 147
green open .kibana_ 7

1SJdCqlZTPWIIAaOUd78yg 11 4 0 0 0

green open infra-000010
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iXwL3bnqTuGEABbUDa60Vw 3 1 248368
green open infra-000009
YN9EsULWSNaxWeeNvOsORA 31 258799
green open infra-000014
YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788
green open infra-000015

f

JRBbABEmMSMqK5X40df9HbQ 3 1 224371
green open .orphaned.2020.06.30
n_xQC2dWQzConkvQqei3YA 31 9
green open infra-000007
IIkkAVSzSOmosWTSAJM_hg 31 228584
green open infra-000005
d9BoGQdiQASsS3BBFm2iRA 3 1 227987
green open infra-000003
goREK1QUKIQPAIVKWVaQ 31 226719
green open .security
2eT65uOuURTKZMjg_bbUc1g 11 5
green open .kibana-377444158_kubeadmin
wvMhDwJkR-mRZQO084K0guQ 31 1
green open infra-000006
KBSXGQKiO7hdapDE23g 31 226676
green open infra-000001
bSxSWR5xYZB6IVg 3 1 341800 0
green open .kibana-6
RVp7TemSSemGJcsSUmuf3A 11 4
green open infra-000011
J7XWBauWSTe0jnzX02fU6A 3 1 226100
green open app-000001
axSAFfONQDmKwatkjPXdtw 3 1 103186
green open infra-000016
m9c1iRLtStWSF1GopaRyCg 31 13685
green open infra-000002

ewmbYg 31 228994 0 296
green open infra-000013

jraYtanylGw 31 228166 0 298
green open audit-000001
eERqLALMQOIQDFES1LBATQ 31 0

232 53717 FEelERAREA g

I $ oc get ds collector -o json | grep collector

0 317 158
0 337 168
0 292 146
0 291 145
0 0 0
0 296 148
0 297 148
1-
0 295 147
0 0 0
0 0 0
5H-
0 295 147
eH53BQ-
443 220
0 0 0
0 293 146
0 126 57
0 19 9
Hz6WVINtTvKcQzw-
148
KR9IMmMFUpQI-
148
0 0 0

Z9 7371 A=Y 7t £ 5] A=A AAFHT

I "containerName": "collector"

21 A 7z}ts} == 1 o] Kibana CRDE 2183t 5.x2 JHlo]|EHYE=A] 23}
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I $ oc get kibana kibana -o json

29 ) ready ] 7} 2= Kibana pod7F 35 o] Q=4 <l ).

<] 10.2. Kibana Pod”7} &v]€ A& &9

[
{

"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [

{

"lastTransitionTime": "2020-06-30T14:11:072",
"reason": "ContainerCreating”,

"status': "True",

"type": "

b

{
"lastTransitionTime": "2020-06-30T14:11:072",

"reason": "ContainerCreating",
"status™": "True",
"type": "

}

1

b

"deployment": "kibana",
"pods": {

"failed": [],

"notReady": []

"ready": []

b

"replicaSets": [
"kibana-5fdd766ffd"

]!

"replicas": 1

}

1
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117, S8 2 gA|RE 17|

OpenShift Container Platform $J &< <] Logging / Elasticsearch ;== 2 Openshift Logging ol A]
BREE= FAE o wsta Adst= o A8 4= 9J+= Elasticsearch Q1 'ﬂ ,l 718 Elasticsearch =
ol U@ A5 MY R E BelFU

OpenShift 27 diA| R == F82H 242, 7H8[X] 3], F282H 9| shard 2 Fluentd 5415 *
gtato] S8l 2=H Foll 4] Elasticsearch Q1 2® 2o g3t A AR E BAF= IET £ JF
Yt

2 7)/Elasticsearch == thA| R = o = 219 A, shard, &) &2 %«OII 3 AL ARE ¥35le] & 4
Z oA 22 Elasticsearch ¢1 2Bl 20 )3t Al AR E Ro|FE= JE7} 345 0] Y&

Fx

o AA S g olH S BEd YA B oA Grafana Ul 8] 2 & =¥ 5o Grafana UJA| X
= £ X &g o). Grafanax= OpenShift 2 2] 26 21U g 3 34 AlFg .

11.1. ELASTICSEARCH % OPENSHIFT LOGGING tjA] .= o] A A X
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12%. =27 &A 12
12.1. OPENSHIFT LOGGING €] 7]
Red Hat OpenShift Logging Operator 2 o 2] 27 319 A|2"] 74 249 AH = & 5 Jd5Ut.
12.1.1. Red Hat OpenShift Logging Operator2] €] 1 7]

Red Hat OpenShift Logging Operatore] A& & & 4 &Yt}

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} 3 t}.

openshift-logging Z= 4 E 2 W7 g},
I $ oc project openshift-logging
OpenShift Logging Z el & »2d b3S 3.

OpenShift Logging 3l & 74 ¥4 o

$ oc get clusterlogging instance -o yaml

2 o

o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
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nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- fluentd-2rhqp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff
- fluentd-flpnn
- fluentd-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
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ready:

- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

Z ol 2o 28 e 7L gH ZeAel vebdy T

2]

Fluentd Pod<l tj g A x..

©

=

Elasticsearch S 2|28 A7}, 52 A w= w749 33k

Elasticsearch Podol ) g A B ¢ t}.

4

Kibana Podol] oj 3t F w.

12.1.1.1. 73] WA A] o

22 OpenShift Logging <128l 2 9] Status.Nodes A A 9] A= A Ae] ) X A 9] o ¢t}

&3 FAHE A MAAE =27 TR Re AEnaE 2390w o] xEo shardt d3
A e e

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
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type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

TS fAFE A WAAE 227t FAE S QEvaE 23300 shard7} BE == Al
AR ey,

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

)23} §-A}F3k AHe] W A] R = CR9] Elasticsearch == X8l 7|7} 28 2 9] =9} 2 3] 3}#] &S
< Yerdyd

29 o

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch
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Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2

Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

23 FASE A WA A= 233 PVC7E PV vielgd & 4= Q122 v}epyy ).
29 o
Node Conditions:

elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)

Reason: Unschedulable

Status: True

Type: Unschedulable
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g3 FARE EH AR = == A9 7] 71 =9 A X 5HA] ¢&7] w]#9l Fluentd PodE o ¢F&t 4=

leS YeEkd Y.

o
i)
2

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

121.2. 27 31 A" 74 2 49] AH 1Y)

o 27 a9l A= 7 240 FHE & F sy

A 27 A

[ ]
Red Hat OpenShift Logging % Elasticsearch Operator7} A x| 5 o] ¢] oo} gt}

openshift-logging Z= A E 2 W73}
I $ oc project openshift-logging
Red Hat OpenShift $+73 o] gt =7 319] Al 2" o] FH & SAd .

$ oc describe deployment cluster-logging-operator

2 o

o
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Name: cluster-logging-operator
Conditions:
Type Status Reason

Available True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set
cluster-logging-operator-574b8987df to 1----

27 39 A 2" BEA R A E A B

A2 AES] o5& 73U

29 o

I $ oc get replicaset

o
i)
)

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m
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$ oc describe replicaset cluster-logging-operator-574b8987df

2 o

o

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-
logging-operator-574b8987df-gjhqv----

12.2. ELASTICSEARCH &1 A 42| ZdH B7]

OpenShift Elasticsearch Operator 2 o] 2| Elasticsearch 74 24 9] 4HE 2 4 J5Uth.

12.21. 2 A F4 9] A B7]

22 AR AeUE B 5 A&

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

openshift-logging T2 A E & W7 3]},
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I $ oc project openshift-logging

$ oc get Elasticsearch

%9 o
NAME AGE
elasticsearch 5h9m

21 A2 A0S AU
I $ oc get Elasticsearch <Elasticsearch-instance> -o yaml

oq=

il

W vkt 2o
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

Feolt et FARE 27t EFAUH

status: @)
cluster: 9

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
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status: green
unassighedShards: 0
clusterHealth: ""

conditions: [] G
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

2ol 2o 28 e =7k g 2eAe] vebdy T

23 4329 u):

g4 712 shard = Yt}.

g shard =t}
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%713} =91 shard =44 t}.

27 A G A, WA, = a3 YU

ZASE A9 LE U 24 27 A2 e PodE A 5 QA5
2AZE o) AR QHﬂqﬂﬂquZﬁ#ﬁﬁﬁhﬁ%ﬂ@éﬂﬂﬂﬂﬂﬂ-

Adloly 21 A4 W T2 Avo|UE /e F9UTh

Aoy 2 A4 9 Z2A AH oY 254 di& FEHAFHH-

Pod o o %7} E & of 2] 7Hx] EAlol )& 2710] LA TH=E W A]
A o Fz).

L4

upgradeStatus”} Q& S 2Ho 21 AFA kX,

©

‘failed’, notReady ==+ ready A =] olgjol Y2 d S 2He 222 AR S
o|AE, tlo]E % wlXH Pod

12.2.1.1. 73 e WA A] o
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t}-3-2& Elasticsearch 21 22¥ 2~ 9] AJg)

-
r

o Y= AR 27 WAA 2] ol YT}

O A MAAE =7 T Re EutaE 240 om o] ko shard7t @FEA B

ey o,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

o5 BH vMAA = =27 A E =2 AEvAE 233 e shard7 b E == AujAES
Ehiy o

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

oS A WA A= CRY 21 AF 4 =& el 7|7t S8 2E 9 =9 AX 614 &82 Jebyy
t}.

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.’
reason: Unschedulable
status: "True"
type: Unschedulable

= H WA A = 22 A4 CROA PVC(F 7 &F 28)7F EA6HA 4S5 vehdyd.
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status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z
message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)
reason: Unschedulable
status: True
type: Unschedulable

= FH WA A= 2O AF 4L ZEH F5 F S A D)0 S8 =27 eS UEEY
o}

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

ol Fel WA A= ELH AEZE FH¢ ==7H Y 253 iy

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

2 AHe]| WA A = Elasticsearch 252 %] 7} 173 AL x| QY 5}A S ebdyc).

dg 59 ged 2aun
status:
clusterHealth: green
conditions:

- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
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reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason % type I == A YHA A=W FF S AZFUG.

StorageClassNameChangelgnored

Z2EZA S o5 T ALHA = HA AU

StorageSizeChangelgnored

ZEZA A7)0 @ A LHA F= A3 AdAY .

StorageStructureChangelgnored

PA 2B A 729 FTAZZA £ Dol ALHA &= HA AU

W92 A AT PV(I T 25)E A4 8A gt

2 FH 43531 PVCE 2HA) 8] oF gy o).

12.2.2. 21 AFA 74 949 A 1)

o 21 A 74 29 JUE B F dFUTh

Elasticsearch ¢1 &) ~

Elasticsearch 919 9] Je| 2 & 5= g5t

Elasticsearch Pod<] ¢]&& 7[A 34Ut

$ oc get pods --selector component=elasticsearch -o name

2 o

o

AN 2 A NA G 2EA 2 A8t == ClusterLogging AH-&#+ 4 2] &)
2=2(CR)E 43l = 7% OpenShift Elastlcsearch Operator= PVC(3+ 2§ &

StorageStructureChangelgnored 3 €] & x]¢-& A ClusterLogging CR= 7 A}3
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pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

Qe o) el E 714 g

$ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

2 o

o

Defaulting container name to elasticsearch.

Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n

openshift-logging' to see all of the containers in this pod.

green open infra-000002
S4QANNf1QP6NgCegfnrnbQ 3 1 119926 0 157 78
green open audit-000001

8 EQx77iQCSTzFOXtxRgqFw 3 1 0 0 0 0

green open .security iDjscH7aSUGhIdqOLheLBQ

11 5 0 0 0

green open .kibana_-377444158_ kubeadmin
yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0
green open infra-000001

z6Dpe__ ORgiopEpW6YI44A 3 1 871000 0 874 436

green open app-000001 hlrazQCeSISewG3c2VivsQ

3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIq6iQW6wg

11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-

kaOW30kS-mQ 3 1 1 0 0 0

21 A &4 Pod

2 4428 5295 Pode] AHE 2 5 AFUTH

Pod o] &2 714 g th.

I $ oc get pods --selector component=elasticsearch -o name
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pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

Pod 2= & 7HAsU o
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

o= v W ARV 2dgy

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started: Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
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Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled True

Events: <hone>

21 252X Pod vl £ 74

23 AR NE T FUE 2 5 sk

W) E 74 9] ol 7HA gLt

$ oc get deployment --selector component=elasticsearch -o name

2 o

o

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

W) E A e S 7HA g o
I $ oc describe deployment elasticsearch-cdm-1gon-1

o= v W ARy 2dgy

I Containers:
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elasticsearch:

Image: registry.redhat.io/openshift-logging/elasticsearch6-rhel8
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s

timeout=30s period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available True MinimumReplicasAvailable

Events: <honhe>

FEAAFAEBAELAE
2 AL BAR AES] FHE 2 5 AFh
HAR AEL] o] B HA ST
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

BA R A E] Fel S 7HA g
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-618495

o= v AW ARV 2dgy

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-
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rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7
b1c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

Events: <honhe>

12.2.3. Elasticsearch 23 2 A4

OpenShift Container Platform §] &£ 2] Observe A /49 ¢J = Grafana tiA| R = =
Elasticsearch 22 2 ¢ 9] AJH 7} A E ).

OpenShift Elasticsearch &2 2~H 2] € & 714 2 21 OpenShift Container Platform g £ 9]
Observe A A9 = Grafana tj A] . == <cluster_url>/monitoring/dashboards/grafana-
dashboard-cluster-logging oA J x4 A] 2.

Elasticsearch A g 2 =

eo_elasticsearch_cr_cluster_management_state

Elasticsearch 22 2 g7} 38 A 9% = A 9A] &= Ao YEA2 TAFUL. o=
=1 gg3 ZHUh

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

A A A = A A Z = o okh A A &S 93] Elasticsearch = =71 thA] A1 4 314
o d & ‘i’i‘:}uﬂré‘{;q‘:}-

=
A
A

g %4

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total

Elasticsearch Q19 2= v g 25 o] 29] F =5 IAFUL. A &

et

W thg 3 U
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Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count

ZE g &dol 2o @ 2= 7 EAFEY T S S8 g2 Zsy

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch 2 =7} 25 71} vl o] 9-L" W] A] R

Elasticsearchel admin-cert,admin-key,logging-es.crt == logging-es.key 2 o] Q1= 79 U] A]
BEoE o2 o9 FAH e vl Al X 7F A E Y.

message': "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-
key, logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

12.3. 27 319 A28 A7 o]

I

27 43 7] 731 OpenShift Container Platform ) &< <] 7 3 Uld] Yag4t}.

5

123.1. 27 £37] B3 1]

12] 73 31 =)o) 5] OpenShift Container Platform ¢ Z<o] TAIPYUth. 3= 03 4

A8 A7 23 7]
AL A7) Bl Qe &

SEUGL O B ARE BAY A S nAW B

3
=
3

HF 3 243 x70] @A truecl A vt At 3ol =2 kA FUFU

AY3A e A3t @A 2l AHA g
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27 3t9] 129 4 7)€} OpenShift Container Platform 7312 nad 122 3 3t}
OpenShift Container Platform &£ o] 4] Observe - AlertingS 23 g .

A 9E SYgUTh A9 A9 met Fart gy

A Ul o3 A S U g2 4 el & FEaAlL.

123.2. 27 #3871 A1 AR

=27 #3717t 08

7 AT . 7 3 Ule] 7 32 5 o] X] 2] OpenShift Container Platform I
ZENA ol AaE E F

3 12.1. Fluentd Prometheus 7 31

A3 H A A] A4

FluentDHighErrorRate fluentd <instance><l 9] FluentD &8 279 &= = 733l
3 g Z=2] <value>oil A om 7/|RA o Z o] M58
e 7t EAAFU. F107H ol 4
FluentdNodeDown Prometheus+ fluentd Fluentd* Prometheus7} & Al 7+
<instance>Z 10% o] 4 A Fluentd 91 281 ~8 ~3
23a3_s F sy AT F gl By

FluentdQueueLengthinc A3 124] 71 5 <t fluentd Fluentd=  =7] 7} 2713} A zh
reasing <instances> v ¥ 7 Z 9] SLSiThAL B gy o)

=180 R&EF o7 =7}

AFUL A e

<value>¢J 4y t}.

FluentDVeryHighErrorR fluentd <instance><l <] FluentD 8 9 79 £ 7] Az}
ate 3 g2 =2] <value>9i| A B oz o] 155 5257
LF7t B FY T ooz w EHYT

12.3.3. Elasticsearch 23 i+3& AR

o] 2] g 73 +32 Prometheusd A 2 4= A5t}
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12%. 27

A

A &2

ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchdVMHeapUs
eHigh

ElasticsearchWriteReque
stsRejectiondumps

AggregatedLoggingSyste
mCPUHigh

ElasticsearchProcessCPU
High

12.4. RED HAT x| ¥ &

SU L A7 2% o) B ol s U EYAEH 27 E
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23 oG F7to] HE5le] A A H =7 Z8 = e nfTo =
gl FUT o] =0 %]"ﬂ'ﬂ shard7} 1= BE Q1 E 2o = ¢ 7]
AL B2o) FegUth t 2T A8 o] =2 QEntz oz o
oA Y X E5S FFORE A ) oF FTh

AR =20 VM P A4 o] I E51Th

Elasticsearch¢] A @ == oA 227] AR 7} 2735 Q51U o
o] x=E= YA & A B AdHFYTh

217

e
i

= o] A 2" o A ALE-EHE CPUZF YR =54 Th
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AL AHIE A= 3¢ S212H g gn 7 4 25 Red Hat A1 Al Al Fsha =+o] U

must-gather & & AFg 3 TR AE F Bas, FU2H FF U420 4 27 49 A2D 74

=7} Y& e 5 I == OpenShift Container Platform @ OpenShift Logging = tlol i A4t
ARE AT L.

Fx

hack/logging-dump.sh 23 HE S A} 8-35}%] vj4 Al Q. o] 2T HEE ¢ o] X UH
A gom HolHE F£75A S5U

12.4.1. must-gather & F 1.

oc adm must-gather CLI § 3 & A E ¢
AU

z
o
Q'L
i
k)
i)
ko
e
S
ofr
o

o

| & S LHAAN AR E

Z2AE +F9 Pod, 74 W, A8 =AY, 9, 42 g, o|HES X33
2= E]/\/\
T Hat

[kl
f
2
m

[ ]
S &H FE0 =5, 9T, g udd S A3 ST EH FE il
[ ]

2337, 23 AFZ A, 2 Nzs 22 a0 A S ¥3slo] openshift-logging 2
openshift-operators-redhat 1] ¢ 25 o] 2 2] OpenShift Logging & 42

oc adm must-gathers 2331w 22 28 o] A Pod7t A4 §Yth. 8% Podo] tl & t o] € 7} 43
=)o) must-gather.local = A 23l Al T A elo] AR o] HAE e ARl 2] A HAE
o A4 =) YHT

12.4.2. A}A Q@ F A}3}
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/support/#gathering-cluster-data

73 3191 A2+l 3} Elasticsearch7} A 3] 5| o] ¢l o]of gt

12.4.3. OpenShift Logging dl ° €] 53

oc adm must-gather CLI & & A1-&3l 27 319 Al 2"l Q3 AR E 4=

Z2A 2

o

Ut

T3

ol
filo

1w e

must-gather 2 7] 319 A|2€ AR E =3
must-gather 3 B £ A &3le] = dd g =2 o] 5}

U,

oé’.i!.
s

_Q_
=

OpenShift Logging ©] ] X o] d 3] oc adm must-gather

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath="'{.spec.template.spec.containers[?(@.name == "cluster-

logging-operator")].image}’)

=
Kia=y

must-gather -9l 4] &) o] & g 2] U o] must-gather.local = A] Zsl= A tJe g2 E
1y }. o : must-gather.local.4157245944708210408.

A4 & must-gather o Bl 2ol 4 g5 el g ¢
AFEHIAA e 93 L A3}

T

12.5. A ztst A 51 A |4
Al o]

12.5.1. Elasticsearch =& 2 A}t€] 7} w7121 9]

st o]’d2] 71 shard<} 3l 3 H-Al o] =0 FHA G5y

A 32

HEU T o & 5o Linux 94 AA &
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Elasticsearch 228 2¥ JH & g2l ZF22H status7} W74 Q1 2] 32l ).
I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health
2 2Ed @ =2 G

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

Elasticsearch pod= 14232 o] d @A 2] 93 &9 =9} n g}
I oc -n openshift-logging get pods -| component=elasticsearch

¢ H Elasticsearch :==71 S 2] 2o oA & 3¢ th Sl

i

—’Ffﬂ!

g

Ut

Elasticsearchol] A &l3 AEE

il

A4 ==71 d=

)

sl g o

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_cat/master?v

el AEE E99 =] Pod 218 ZEste] 2417 YA FAg .
I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

Zej2gol ZoaA e wro] 2104 EA7E AeA AEFU,

oc logs <elasticsearch_node_names> -c elasticsearch -n openshift-logging

7t 282 F @ B g5 SAE TSkl SEHLHM B Z2AE T

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true

W7 o] Qi AS BT LA2T BE FA AQolN AdHAY FoE 5 A5
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6.
BE F Aol dEA FAFUG
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health
|grep number_of_pending_tasks
7.
BR 5 Aol e A s U
Ae7 AZES FE2HI BT FAL Yl A9 AS A/ B Aze 29
269 =7]9} 71g 2.l wpe} g ok
agA god v T AY] B HAHA G AF 577 SAHJE S HEEY
t}.
8.
B 17 598 AR Y Bol= 79 cluster.routing.allocation.enable©] none® 2 A7 ¥ of
A Ao
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty
o.
cluster.routing.allocation.enable¢] noneo. 2 AA 5 o] Qo™ allZz A ).
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty -X PUT -d '{"'persistent’:
{"cluster.routing.allocation.enable":"all"}}'
10.

o Q1) 27} of2] W7hal Q1A Shel et
query=_cat/indices?v

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

1.
e 27} M7kl W g BA S S o] AU Th

AN E A et

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name>/_cache/clear?pretty
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HAd 23 A= 3

i
ills

A4,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

L~

fn

238 5

tlo

A7)

3

Ut

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_search/scroll/_all -X DELETE

>
o)
2
r (
il
i

A4,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout":"10m"}'

12.
ol WA oA WAl Qe A% N 9A pow Qu A AEA o AT

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_cat/indices?v

w2 Qe 22 Aba] gk
I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util

--query=<elasticsearch_red_index_name> -X DELETE

13.
W) Qe 27} 9l e 26 e/t warsol | HolE oA A& H o2 e 2Ev}
[e]

Elasticsearch JVM 3] A}-& o] 2% 3213t

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util
--query=_nodes/stats?pretty
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Elasticsearch ] 9l 4] "Free up or increase disk space"S 7 A 3} 572 mh7k20 0=
e 2H A E 33U

12.5.2. Elasticsearch 2 & 2H e 7} =& ¢

sl o] 9] 712 sharde] 242 sharde =9 35X &)

A 32

1.
ClusterLogging CRol| 4] nodeCountE x4 3lo] == +5 Y}

22 AL O JT 2EDA T4

fr
b
2
1=

Elasticsearch 5] 9ll 4] "Free up or increase disk space"S 7 A 3} 57 w7k =
&Y A E 33U

12.5.3. Elasticsearch == t]J 2~ = Low Watermark Reached

Elasticsearch= & Qg nl=19] =23l =0 shard= I331# 54Ut

w4 312

r
[
i
>
e
i)
v
i)

Elasticsearch”} vl 3£
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https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/logging/#cluster-logging-configuring-crd_cluster-logging-configuring-cr
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/logging/#cluster-logging-elasticsearch-storage_cluster-logging-store
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://www.elastic.co/guide/en/elasticsearch/reference/6.8/disk-allocator.html
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I oc -n openshift-logging get po -o wide

unassigned shards7} 9J=%] 820§ o).

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

e

157 e shardzt Q= A 7t sl t2a 30 FAg

for pod in “oc -n openshift-logging get po -l component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done
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