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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/support/#about-remote-health-monitoring
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/monitoring/#configuring-the-monitoring-stack
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2. ConfigMap ¢ B4 E7} gl= 79

a. th& YAML vy s = E 2 A gt ] o 4l o A = 5+ 2 cluster-monitoring-
config.yamlo] 2} 37 gy o).

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |

b. ConfigMap ¢ B4 E S A7) 9a] 745 A&Frh

I $ oc apply -f cluster-monitoring-config.yaml

232482 A Yaze R UEE A W A4

Alg2E Aol 22 A EE RUHHSE A 84S 4 318 W openshift -user-workload-
monitoring<l| 4| user-workload-monitoring-config ConfigMap < 2 4 & & A A 5} o} g1t}

23

user-workload-monitoring-config ConfigMap ¢ 2.4 E of t] 3 ¥ 7] A} 3
openshift-user-workload-monitoring Z 2 4] E o] & H = 1 = Pod”
FUtTE ol 8 g A 87 A £ 5 = U] A 7ke] tha A .
ol ZRAE 3t RUHH S &3t dell 4 B AL S F AFH S
PodE Ajulj £ 35tA] == Tt

e F
n

0 ;9,
fy
i
Rufies

A 27 A

e cluster-admin &} 2] Ab§AF2 S| 2 H o A 2 5= glofoF T Th
e OpenShift CLI(oc) 7} A X =] o] )54t}
EZ A
1. user-workload-monitoring-config ConfigMap © 2 A E 7} ¢) =%] &-¢1 gt}
I $ oc -n openshift-user-workload-monitoring get configmap user-workload-monitoring-config

2. user-workload-monitoring-config ConfigMap ¢ 24 E 7} §l= 729

a. 2 YAML ti Uy s 2EE A A gt} o] o Ao A= 3} Y 2 user-workload-monitoring-
config.yamlo] 2} 31 gy o)

I apiVersion: v1
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kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

b. ConfigMap ¢ B4 2 Adsl7] fla 742 4-&HYtTh
I $ oc apply -f user-workload-monitoring-config.yaml

3

Y B AT AR A D o] 22 E i RUE Y-S /3 skA] &=
st user-workload-monitoring-config ConfigMap ¢ X 4] &

A o] & st= o] AA FHFYTH
F7tE &
o A8z Ao xzAE FUEH &3}

OpenShift Container Platform 4.9¢f 4] = cluster-monitoring-config == user-workload-monitoring-
config ConfigMap ¢ B4 E 2 A} &3] RUEHH 28S 24T 5= 5y th 7+4 WS CCMO(Cluster
Monitoring Operator) S 4 8k t}& g o] 4 9 A2 Ao
AR 2T AL
e 314l OpenShift Container Platform U EH & 14 @ 492 7%
o cluster-admin & & 2] Al &2} 2 Fe] AF o BA AT 5= 9l o] oF g}
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
o AgARe ZeAES v Yt T 228 TG AR

o cluster-admin & & 9] A}-8-2} 2 =+ openshift-user-workload-monitoring 3= 2 4] E of] A
user-workload-monitoring-config-edit & 3t o] A& 2 2 ZF&] 2E o] AA| 23 5= 5 T
o] 2=

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

® OpenShift CLI(oc)7F A X] & o] )5t}

ZZA2
1. ConfigMap © 24 E 2 ¥ 3t}
e 314 OpenShift Container Platform R UEE 4 2 45 FASHHTGS T 3

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
gAY

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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b. data/config.yaml o}zj ] -4 & 7]-%k % % <component_names:
<component_configuration>°. = 37}3t4 o}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
<configuration_for_the_component>

o] ol w}2} <component> % <configuration_for_the_component> = v} 1t}

t}2 o #] ConfigMap 2 B4 E = Prometheus?] PVC(4 + 2§ Fdd)E +ATYU -
o] = & 4] OpenShift Container Platform -4 2. 4-%F 21 E 3 3}+= Prometheus 21 &~ H
28t o] AF YT

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: fast
volumeMode: Filesystem
resources:
requests:
storage: 40Gi

ﬂ Prometheus +4 QA4S A olsthH =& P2 3 AL A g}

o AR Ao ZrAES RUHP s 74 245 FASHA TS Y-

a. openshift-user-workload-monitoring 3= = 4] € o] ] user-workload-monitoring-
config ConfigMap ¢ 24 E & # 3] gt o}

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}zjj ] -4 & 7]-%k % % <component_names:
<component_configuration>°. = F7}34 o}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

15
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config.yaml: |
<component>:
<configuration_for_the_component>

o] ol w}2} <component> % <configuration_for_the_component> = v} 1t}

t}2- o 7] ConfigMap @ 2.4 E = Prometheusdl] t) 3+ v o] g B = 7]7F & 2 4 AE o]
Y gas 23ds FAATdYN ol A A A o] 224 Evt R Y E sk Prometheus
' 2ok Aol lFY T

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h g
resources:
requests:

cpu: 200m 6
memory: 2Gi ﬂ

Prometheus 774 2422 FolstHl & P2 aF +4& gk

Abg2E o] T2 A EE U E Y sl= Prometheus 91 228 2~0] tfj 8} 24A] 7} ©] o] E]
HE7IZHE g

Prometheus 7A€ol o] t)3F 200U ] ol o] H A A2 &3S Ao )

o0 09

Prometheus ZE| o] 14 o] tf) &+ W] ®.2] 2GiB¢] A Pod & &2 &3S A 93}

3

Prometheus 7+ W 4 2 4+ cluster-monitoring-config ConfigMap
9 B A E of A] prometheusK8sz} 12 5l user-workload-monitoring-
config ConfigMap < 2 4 E o] A prometheusz} 17 g1t}

2. 3192 4g3}e] ConfigMap B4 ol o W7 AHS 2 & Th Al 249 G 0t
Pod7} 2H5 . & thA] A 2Hg ek,

=
SYULE BYUATFAREA G O] Z2AEC I RUHY S G 5eHA =

user-workload-monitoring-config ConfigMap ¢ 2 4 E o] 2] 8 5] = F-4] o]

dskE o] A FsUTh

ik, 2
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7ol

27} AWM EE 5
2% T A 5 2y

o AHgAge mm

25 74 7 EYUEY 74 82

ol X FAY F d= RYUHH FA 24 ¢ cluster-monitoring-config 2 user-workload-
monitoring-config ConfigMap @ B A EoA A QA5 G slE Ul AFESH= 7] & o5yt

2174 M@ nUEY 74 a%

user-workload-monitoring-

cluster-monitoring-config -4

Prometheus Operator

Prometheus

Alertmanager

kube-state-metrics

openshift-state-metrics

Grafana

Telemeter Client

Prometheus Adapter

Thanos Querier

Thanos Ruler

W 7] config 4 9 7]
prometheusOperator prometheusOperator
prometheusK8s prometheus

alertmanagerMain

kubeStateMetrics

openshiftStateMetrics

grafana

telemeterClient

k8sPrometheusAdapter

thanosQuerier

thanosRuler
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OpenShift Container Platform 4.9 = E

23

Prometheus 7]+ cluster-monitoring-config ConfigMap < =2 4] € of A
prometheusK8sz} 1l 5} user- workload-monitoring-config ConfigMap < = 4] E o
4] prometheusz} 3. 34 o

AR 8 7 AL
e 3 2] OpenShift Container Platform 2 U g & 4 249 A%
o cluster-admin & &2 Al &2 2 Z] AF o] MM AT 5 glo]of o).
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
° AgAR A ZrAES RUHP = 7 245 A= 3T

o cluster-admin & & o] Al 82} 2 T+ openshift-user-workload-monitoring = = 4] & o] A
user-workload-monitoring-config-edit & 3t o] A& 2 2 ZF&] 2E o] AA| 23 5= 5 T

0] 2=

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

® OpenShift CLI(oc)7F A 2] 5 o] ) &Y ok

EL-D P
1. ConfigMap © 24 E 2 ¥t}

e 34 OpenShift Container Platform Z2 A EE U HHsl= 4 24 E o] 5 sttt
< Y

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
2 AP P

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. data/config.yamlo| A ++4 @ 4ol U] gt nodeSelector #| &F =71-& x4 gt}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

o] ol w}2} <component>E 431 <node_key>:<node value>= t == 25 &
AR st 71-3 Ao Z vbp Ut T35 @Y 71-3 A0 AR gE Y o
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ey
oX

T4 82N AFE - AL PUE e EqAT AP S AFUT wEd =
F7 ehiol Y& % gt
=8
gHEe] EUEE 74 84F F82H & =E oA o8 PodE At
5l WA FAFozA Mz RUEY 74 248 2
Aol 4 220 BEAL FA ] A8 A ete =
§ A8 4 Qe S S ST AP B W] e
Zhell 74 840 3t R E PodE Ml £ F = T &S =20 < &
Mol ¥ 5ol gleA Sl o e sl wiE 2 e g o
) AZE = AFUT
=77

nodeSelector #| o 2 AL A3 = R YUHH 74 247} Pending %
Bl Q1 74 % H| 2 E(Taints) ¥ “‘ E g o] A (Tolerations)s} FHHE 2 Fo tf
3t Pod 215 &elgy

o £ 9] &4 OpenShift Container Platform Z2 Al E 9] R UE Y 74 945

nodename: controlplane1, nodename: worker1, nodename: worker2 2 nodename:

worker29] Sl o] A ¥ 54 =E2 o] e sH ¥ tha& AMEF Y o

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: controlplane1
prometheusK8s:
nodeSelector:
nodename: worker1
nodename: worker2
alertmanagerMain:
nodeSelector:
nodename: worker1
nodename: worker2
kubeStateMetrics:
nodeSelector:
nodename: worker1
grafana:
nodeSelector:
nodename: worker1
telemeterClient:
nodeSelector:
nodename: worker1
k8sPrometheusAdapter:
nodeSelector:
nodename: worker1
nodename: worker2
openshiftStateMetrics:
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nodeSelector:
nodename: worker1

thanosQuerier:

nodeSelector:
nodename: worker1
nodename: worker2

o NgA A ZRAEE RUHY}E= F AEolFsEATS FH Y

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ 24 E & #3] gH o}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yamloi 4] -/ & 240l t}j gt nodeSelector | &F =715 %4

m

Y,

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

o] o] u}2} <component>=- =} 3 <node_key>: <node_values> = thAt === x4 8}
= 71-% A o E vhr Ut S5 9 Y 7]-3 AR AR Y ok

T RREAARD -G AL FRE e wEd Y DY F AFTh ==
27} ehto] 9 & gy
Fa

e BUEE 74 84 I EEY OE =204 o ¥ Podg Al
&t M E frAd e =N M xg Yt RYHY 74 848 2hd
HroZoled o 74 249 @HYE FX617] s dA k= ==

I i A A A SR R e B S e et

(ol 4 8.0 T E PodS W 5l
=

nodeSelector Ao 2 A FA 3 = R UHH 74 247} Pending %
g 21 7 % B Q) E(Taints) & ) E &g o] A(Tolerations)Z+ A HEE Q@ Fol oj
St Pod 225 gAY}
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2. 2YHy 29

o & Eo] AlE A Ao z2AE S 74 Q@ 4E nodename: worker1, nodename:
worker2 2 nodename: worker2¢] gl o] 2| A H EX 22 == 2 o] 5 5lEH thS
< A FY

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheusOperator:
nodeSelector:
nodename: worker1
prometheus:
nodeSelector:
nodename: worker1
nodename: worker2
thanosRuler:
nodeSelector:
nodename: worker1
nodename: worker2

2. g Agetel WA AL ALFUTE A A IS e A RAhE A 22 AF o
FHUS
= =77

1A e

IS
= 740l

el B ATFANE A F o] Z2 A Eo O 3 RYEH S &3}
user-workload-monitoring-config ConfigMap ¢ 2 4] E o] % 8 5

Qs o] 97 e

9]
AA BUHY 74 Yol W Aol AgHH A Z A

w227} A 2 5 9)
P
P

it ot

=
2% ThA] A ZFaF

o

It
-
)
N
il
>

o
off
£
A
2

d ==of Pod Hj| %]

e nodeSelector A| oF =71 o] o] &t X} A & Y] &2 Kubernetes 4] & Z2 84 Al &
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OpenShift Container Platform 4.9 = E

AR 8 7 AL
e 314l OpenShift Container Platform R U EH& 4 @ 492 7%
o cluster-admin & & 9] AL§-AF 2 Ze] 2F o Al 2 5 JlofoF gt
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
* AgA A ZrAES RUHP = 7 245 A= 3T

o cluster-admin & & o] Al 82} 2 T+ openshift-user-workload-monitoring = = 2] & o] A
user-workload-monitoring-config-edit & st o] A& 2 2 ZF&] 2E o] AA 23 5= 5T

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )& o}

® OpenShift CLI(oc)7} A =] 5] o] 9l .

EL-D P
1. ConfigMap © 24 E 2 ¥t}

o A OpenShlft Container Platform Z2 A EE RUHYst= 74 849 31§ 2x3E5 &89
st the2 Sy FYTH

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
AR

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. T4 8 49 tj &l tolerations = = 4 3H o}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

o] o] u}2} <component> % <toleration_specification>2- v} 1t}

o] 2 o] oc adm taint nodes node1 key1=value1:NoSchedule 2 key1<¢] 7] ¢}
value19] gto] 1= nodeld] HIJIEE F71 Uttt o] 2 A sl | F HIJIE ] 51§ &
Z}7F 4 = A = $hnodelo] RUHY 74 QA&7 2R &HU T o d A=
o A H ¢l EE 3] &3 == alertmanagerMain -4 2 45 4] gy ¢}

apiVersion: vi
kind: ConfigMap
metadata:

22



name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

]_

e

74 ekl 88 o3

i)

ol
i
i

o AgA Ao ZrAES R UHY
=3

Fatelwhe

o

ey

o

)

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ 24 E & #3] gHo}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 74 &2l t) g tolerations = # 4 g t}.

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

o] o] u}2} <component> % <toleration_specification>2- v} 1t}

o] 2 o] oc adm taint nodes node1 key1=value1:NoSchedule 2 key1<¢] 7] ¢+
value12] zto] 9l nodeld] HIJIEE F713tUth o] 24 sl sl G HIJIE] 3] & 2
2} 7F 4 = A = $tnodelo] RUHY 74 QA&7 2R &H5 U o d A=
o A HIQJIEE & &3l == thanosRuler 4 245 7AYo

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

L THAe At WG AFS A PUT AR g P L2 A P AF o= A gPUch
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=
S E BRI AR A A o] TR A E 3 RUH P S 4 stetA] g

user-workload-monitoring-config ConfigMap ¢ 2 4] E o] 2] 8- 5] &= 4] o]
dstE o] A FEFUTH

-
BB Y Wl WA Aol AFH W B T2 A E 9] Pod 9 7] g
= 43 =

a2t AWM ED 5 S Y T2 F9 BUEY T4
2% T AT S DT

e RUEH 74 WS Adste GAE A8l RUEE S8 A S S FEs A L.

o g2 Ao TrAE HUE Y &4 3}

it ot

® &2l E(Taints) ¥ &g o] A (Tolerations)el tf §F OpenShift Container Platform &4 & x5}

AL

e |2l E(Taints) ¥ &2 &l o] A (Tolerations)dl tf g+ Kubernetes &4 & FZ 34 A &

28. 47+ 2EHYA 74

P 2EYARZ FH2E RUEHY S At W E o] PV(Y T &F)l A= Pods thA] Al 2Hat
A ABRE 7 AFUTH H ol S M EY = A oy 7 a3 75 ] ;‘40“413} =
E“ﬂ HA0 AF BT 2EYAE Pt Al M- FEUG 2210 272 s 22 2EHAE AL

g3 2ol o] o] gyt
B3

dAE = 74 7ted 2EYA Ve & xRS A L.

o UX2IAV7L /IS AR REF FHAGZH JF 2EAE I L2 AZP YT Q3 2EFA
o] &2 Pod Frofl mpet @b yth  + 2E- A o] Al 2H] 8 Aol of g XA & W 82
Prometheus t] o] EjH] o] 22 2 E 2] X 8 F Ald} & ZZ 54 A 9.

o 7} Aol thaf shute] PV, PVC(° T E5F FUA)IPV(IT B28)E 8H T 171 5 o
A=A Bl g o) Prometheusol = F 7] 9] E-A] E-o] 9] 31 Alertmanagerdl = Al 711 2] 5-A)] & o]
Pdormg A RUEHH 2SS x435}17] 98l 571 9] PV7F 2 2 34t} Local Storage Operator
of| ] PVE A& & = Slofof 5“4‘:} FHOR 2R AYE 2EYA F A st o] EAl=
A& =R FEFUTH

* I+ EFS 74T v Filesystem S volumeMode mlj 7§ ¥ 4= 2 E 2| A] & 7H o= AFE-Y
o},

o =7 QT AEIAE TAFYT
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JIL 2EGA o 24 EFS AL 3= 749 LocalVolume 9 B A E o 4
volumeMode: Block ] 2™ H A B2 B-F S ALE3HA] vl Al 2.
Prometheust= 9] &2 E 52 A8 4 g5yt

282. 24 7 5 dd 74

PV(RT 28)E8 A3t 918 74 228 RUHYsHE 234 PVC(FT 28 28 748k 3

o},

AR 8 7 AL
e 314l OpenShift Container Platform = U EH& 4 @ 492 7%
o cluster-admin & & o] AL-§-2} =2 S8 2E o A 2T 5= glofok it
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
* AgA A ZrAES RUHP = 7 245 TS = 2T

o cluster-admin & & 9] A}-8-x} 2 = openshift-user-workload-monitoring 3= 2 4] E of A
user-workload-monitoring-config-edit & st o] A& 2 2 ZF&] 2E o] AA| 23 5= 5 T

o) 2=

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

® OpenShift CLI(oc)7F A %] = o] A HFY T}

EL-D P
1. ConfigMap © 24 E 2 ¥ 3t}

e 314 OpenShift Container Platform Z 2 A/ E & v EHA 5= A4 249 PVCE A 351
oS Sy

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
2 @RI

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. data/config.yaml o}zj] o] -#4 @ 49 tf sk PVC +4 & F7Fg U ot

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>
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W ol o

¢}
.

ot

volumeClaimTemplate & *] A 3} 8- PersistentVolumeClaimsol tj
5

3t Kubernetes &4 & %3514

>0

t}e- o Al = 3 4] OpenShift Container Platform 7-4 2 45 R U ¥ & s+ Prometheus
Aaelze 24 g7 2EAE 245t PVCE 74T

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

& 2] of o A Local Storage Operatorol] o]3 A H ~E 2] X & 2= local-storagec}
EICIa R

o} of| Al = Alertmanagerd] th3t 24 I+ 2EZ A E 2F 5= PVC

il

T4 ok

L

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

o AgA Qe A= wUHY e 74 249 PVCE FASERG S S FAT U

a. openshift-user-workload-monitoring 3= = 4] € o] ] user-workload-monitoring-
config ConfigMap ¢ 24 E & #1353t o}

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}z o] -4 @ 4o g PVC +4 & F713 Yt}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
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namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

volumeClaimTemplate 2 #] A s}+= =y of] o 3+ ] &-& PersistentVolumeClaimsel] o
3t Kubernetes ¥4 = 3 x 314 A 9.

T ol Al = AHE A G o] TR A E S RUE 5= Prometheus ISR 20 24 G+
2~EZA 2 243= PVCE A Y

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

]2 o ol A Local Storage Operatore] 93] A4 € ~E 2] %] &) 2~ & local-storagez}
3L gy

L oA A= Thanos Rulere] 224 o+ ~2EZ A E 9 3= PVC

o}
apiVersion: vi
kind: ConfigMap
metadata:
namespace: openshift-user-workload-monitoring

i

FA T

i)

name: user-workload-monitoring-config
data:

config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:

storageClassName: local-storage

resources:

requests:

storage: 10Gi
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OpensShift Container Platform2 7] X StorageClass &| &~ 271 9§+ £§ 7] 24
StatefulSet 2] 20| A AL&-3t= 7| & FF 2B A BF A7) 24 & A L3} :
7181 712 PVC(FT 285 )8 2EHA ZES YdulolEdf e o] A & AHAE PV(IT E285)E
A5k ) eF g oh

J8y FF5 Z2AAE ALESHE PVe 2715 24 4 &5 Yt Prometheus, Thanos Ruler E==
Alertmanagersh 0-& 2 B3 74 229 PVel 2718 285t ®l 74 847} 248 409 24 1
S JUlolEE 5 sk 29 v PVCo| sj X & 2 8315l pod & AHA| 8L el U Th T =5 1Y
3l StatefulSet @] 2227} 4] thA] A = 5L A PVC A A © 2 Podol] nl LEH 252 478 25O
2 Aol EdYT) o] A oA Ar] & Fto] WA sHA] hF Yt

PEE
® OpenShift CLI(oc)7F A X] & o] )5t}
e 314l OpenShift Container Platform U EH& 14 @ 492 7%
o cluster-admin & & 9] AL§-AF =2 Se] 2F o A 2 5 Jlofof gt
o cluster-monitoring-config ConfigMap ¢ 2.4 E £ A A 3} 4 5 o

o & 4] OpenShift Container Platform U E & 74 4 E 93 gt o] 2] PVCE 43
F4 .

il

o AgAAY Z2AES RUHYE TY L2 THHE DR

o cluster-admin & & o] Al 82} 2 T+ openshift-user-workload-monitoring = = 2] & o] A
user-workload-monitoring-config-edit & st o] A& 2} 2 F & 2 o] HA| 28 5= Q5 Th
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o user-workload-monitoring-config ConfigMap < 2.

o g gel ZRAEES BUHYSHE T4 axol tal st ol 4ol PVCE A& U Th

Z2A 2

1. ConfigMap © 24 E 2 ¥ 3t}

o 32 OpenShlft Container Platform =z A €

A3E 9 S FAFU

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap <

£ AR

A7} 44 o)

CER R

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. data/config.yaml o}2} o] /4 @
Yk

apiVersion: vi
kind: ConfigMap
metadata:

220 g PVC Aol g Al 2E2 A 2715 57}

909

name: cluster-monitoring-config
namespace: openshift-monitoring

data:

config.yaml: |
<component>:
volumeClaimTemplate:
spec:

storageClassName: <storage_class> 9

resources:

requests:

storage: <amount_of_storage> 6

ol mUE Y 74 228 A4 g
~EA 228 A5 P

~EeA BEe Al 2718 AR .

t}S o A of] A] &= 3 4] OpenShift Container Platform 4 &
Prometheus ¢1 2Bl ~9] 24 & L ~EZA &

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config
namespace: openshift-monitoring

data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:

storageClassName: local-storage

AE BYUHHS =
100GB=® A A 3l= PVCE #+A 3tk

e 74 829 PVCe A7 E =

HAE
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resources:
requests:
storage: 100Gi

ohS of A ol A = Alertmanager?] 224 9 2E 2 A 2 40GBE A A sl= PVCE +4
Y.

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

o AR Re] E2AES wUHPtE 74 249 PVCY 2718 25t W T £
Ut

23

Abg2F A o] Z2 A EE R E ¥ sk Thanos Ruler 2 Prometheus 91 228 2
ol 2Fe A7E AT T AFH

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ B4 E & #3] gH o}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml oA = U EH 4 240 tf3 PVC A4S o] =3y o}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class> 9
resources:
requests:
storage: <amount_of_storage> 6
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© ==aA 259 27s AYFYI

& dA = AL A Ao Z2AE S 21U E Y5 Prometheus 91 281 29 PVC =7 &

100GB= /3 &t}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 100Gi

t}& o A o)) A = Thanos Rulere] PVC =.7] = 20GB=& 4 & s} t}.

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 20Gi
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2]
AA BUEY T4 W) WA ARG AgshE B8 24 E9) Pod @ 7)e}
& \ =

gt A 2D 5 o},
2% OA A A S S

3. dulolE"E 2EA 802 HEPVCE 522 3% gt} v o 4| = openshift-
monitoring 4] & 23 o] 2~ 9] Prometheus 74 Q49 2 E 2| X 27| & 100GiZ =4 Tt}

$ for p in $(oc -n openshift-monitoring get pvc -1 app.kubernetes.io/name=prometheus -o
jsonpath='{range .items[*]}{.metadata.name} {end}'); do \

oc -n openshift-monitoring patch pvc/${p} --patch '{"spec": {"resources": {"requests":
{"storage":"100Gi"}}}}'; \

done

4. --cascade=orphan =} 7} H == A} & 35} 7] E StatefulSetS A4 g o}

I $ oc delete statefulset -| app.kubernetes.io/name=prometheus --cascade=orphan

2.8.4. Prometheus W E g t| o] o] B & A7} =4
7182 © & OpenShift Container Platform =Y 3 »~¥ & Prometheus d o] € o] T 3F B A] 7S 159
2 TFATUTE BE A LS FA s HolB 7 Al H = Al S WA S 5 dFY
AR 87 AL
e 314l OpenShift Container Platform = U EH& 14 @ 492 7%
o cluster-admin & &&] A28 S| SE o] QA2 5= glofof
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt
* AgA A ZrAES RUHP = 7 245 TS = 2T

o cluster-admin & & 9] A}-8-x} 2 = openshift-user-workload-monitoring 3= 2 ] E of] A
user-workload-monitoring-config-edit & 3t o] A& 2 2 ZF&] 2E o] AA| 23 5= 5t

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A A & o] )&t}

® OpenShift CLI(oc)7F A %] = o] A FY T}

EL-D P
1. ConfigMap © 24 E 2 ¥ t},

e 314 OpenShift Container Platform Z 2 A € 2 21 E ¥ 5}= Prometheus Q1 =& 292] ¥
EANZE FAEEE S P

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
g AT
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I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. data/config.yaml o}&j ol ®& A7+ 44 & F71HY o

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: <time_specification>

<time_specification>2 ms(2 2] %), s(x), m(£), h(A17h), d(&), w(F) == y(d) 7}
M gebe = A E uE

t}L- o A ol = 4 OpenShift Container Platform ++4] @ 45 R U EH H st
Prometheus 91 281 2~ 9] B E A 7S 24170 2 A A 3 o)

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: 24h

o g2 Aol x2AEES B E 3= Prometheus Q128 29 BE X 7HS 54
= FdgYT

o

R

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ B4 E & #3] gH o}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}gjj o] 2= A 7F 40 & F713HY o).

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: <time_specification>

<time_specification>2- ms(2 2] %), s(x), m(&), h(A17H), d(d), w(F) == y(d) 7t
= wehe s $AbE wE Y
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e el Aol A e AL A B o] T2 A E S R Y she Prometheus 91 2 9] BE A
72 2407102 AT

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: 24h

2. A& AFstel WG AFL A ST A T FFS W Podsk A5 02 ohAl A
o}
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29. 9478 27 2E A +A
Prometheus7t A7) 2E 8 A <] 924 A ~H 0]7].51 ATS B = QEE A ®my] AEF R 2 74
& 5= 91U ) o] 2 A 51H Prometheus”t Ml E 8] & 2] 43l= W ie= Zolo] 935
=
AR 8T A
e 314 OpenShift Container Platform = U & 14 @ 42 739

o cluster-admin & &¢] A1 g2 2 F2] 2~F o QA 28 5= glojoF ).
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o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 514 &1Lt

o AgRAAY ZeAEE RUHYSFE 7Y 248 PHRE A5

o cluster-admin & & o] Al 8-#} 2 T+ openshift-user-workload-monitoring = = 2] & o] A
user-workload-monitoring-config-edit & st o] A& 2 2 ZF&] 2~E o] AA| 23 5= 5T

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}
® OpenShift CLI(oc)7F A 2] 5 o] ) &Y ot
o Thanosg} 294 227 i% A=EFJNES A3 AE=EFQIE URLS &3L lofok it <

A»7) 715 H S3E = dEEAE 3 A HE= Prometheus 972 ol =201 E W A& 2] X
/ﬂwﬂ/ﬂ E 2A23IIHA L

o A7y A== U AF FuE AR o gk
A
BT E ZoleW FEHE A LS HTTPE 5o B USL ASax g dEzAER
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1. openshift-monitoring 3= = 4] € o] 4] cluster-monitoring-config ConfigMap ¢ 2 4 E & H 3
Eash=g

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. data/config.yaml/prometheusK8s<| remoteWrite: 4 4 & 37134t}

o

3. o] Mo =X E URL B 215 A RS F713 o,

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write.endpoint”
<endpoint_authentication_credentials>

o oAM= 7| ASS A FYT

basicAuth:
username:
<usernameSecret>
password:
<passwordSecret>
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o] o] u}2} <usernameSecret> %! <passwordSecret>2g v} T}

T} A1 Z -2 name¢] 5] remoteWriteAuth= -J =] 31 key kel o] sl user 2
password= 7 H 7] S HoFyth o] goll = A=2IE QIS 1 7F 29

U,

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write.endpoint”
basicAuth:
username:
name: remoteWriteAuth
key: user
password:
name: remoteWriteAuth
key: password

o T Aol = S A E TLS A5 4

%
T
o

tisConfig:
ca:
<caSecret>
cert:
<certSecret>
keySecret:
<keySecret>

o] o u}2} <caSecret>, <certSecret>, <keySecret>2 2 A 5] H AT o

S =2 name 3o = selfsigned-mtls-bundle & 4183} 32 ca key 7o & ca.crt £,
cert key 71 2 client.crt, keySecret key 7+ © = client.key= A}&3t=TLS 15 A4S B
oJF4 ot

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write.endpoint
tIsConfig:
ca:
secret:
name: selfsigned-mtls-bundle
key: ca.crt
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cert:
secret:
name: selfsigned-mtls-bundle
key: client.crt
keySecret:
name: selfsigned-mtls-bundle
key: client.key

L AZ Au Fe] 227] Aol T e FrHE

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write.endpoint"
<endpoint_authentication_credentials>
<write_relabel_configs>

<write_relabel_configs>t 97 =¥ E2 Bl fEY Q] 227] Aol & 74 =2 thA|

.
The A £ my_metricolehi ©he Wl E QS Agets W BolEU T

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write.endpoint”
writeRelabelConfigs:
- sourcelabels: [ _name__]
regex: 'my_metric'
action: keep

2271 A E ol E FA S ek A B = Prometheus relabel_config A A4 & 234 Al L.

Z & 3+ 7 -$- name 2 namespace metadata 7S TS 7 7Fo] WA Sl A} A Ao ZEAE
R U E ¥ 3= Prometheus 91 281 29 9174 22715 74 gy o}

o

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
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prometheus:
remoteWrite:
- url: "https://remote-write.endpoint”
<endpoint_authentication_credentials>
<write_relabel_configs>
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e cluster-admin & & 9] A}-8-2} 2 = openshift-user-workload-monitoring 3= 2 ] E of] A
user-workload-monitoring-config-edit & st o] A& 2 2 ZF&] 2~E o] AA| 23 5= 5 T

e user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] )&}

® OpenShift CLI(oc)7F A X] & o] )5t}

EZZAX

1. openshift-user-workload-monitoring > = 4] € o] A user-workload-monitoring-config
ConfigMap © 24 E 2 ¥ 1 gt}

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. AgA g Z2AE hd 2AYWE ) LR E ME 52 A PR
enforcedSampleLimit -4 & data/config.yamloj 3713t}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
prometheus:
enforcedSampleLimit: 50000 ﬂ

o] w7} % 7} 7]

A E 735 gke] € 23t} o] enforcedSampleLimit o 7 o) A = A}-&-#}
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o g Ao ZRAEN Y LU H S S5 AFY
e user-workload-monitoring-config ConfigMap < 2 4 E 7} A A & o] )&}
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apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
labels:
prometheus: k8s
role: alert-rules
name: monitoring-stack-alerts ﬂ
namespace: nsi
spec:
groups:
- name: general.rules
rules:
- alert: TargetDown 6
annotations:
message: '{{ printf "%.4g" $value }}% of the {{ $labels.job }}/{{ $labels.service
1} targets in {{ $labels.namespace }} namespace are down.'
expr: 100 * (count(up == 0) BY (job, namespace, service) / count(up) BY (job,
namespace, service)) > 10
for: 10m
labels:
severity: warning G
- alert: ApproachingEnforcedSamplesLimit a
annotations:
message: '{{ $labels.container }} container of the {{ $labels.pod }} pod in the {{
$labels.namespace }} namespace consumes {{ $value | humanizePercentage }} of the
samples limit budget.'
expr: scrape_samples_scraped/50000 > 0.8 Q
for: 10m @
labels:

severity: warning m

dS 23JE 5 flAY 717 2 A 4 §le ¢ TargetDown 73 3171 A8 gy o
TargetDown 733171 A == A9 289 E WA YYTH
74317t A8 5] 7] Aol TargetDown 73 510] Z=71 ©] o] 7] 7k trueo oF g T}

TargetDown 73 11.9] 4 7} =

i

3 e g o,
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Feld 238 AE JAge m2aAY 717 SR AH &
ApproachingEnforcedSamplesLimit 73 327} 2 s ¥ U o}
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73 3171 A 3 = 7] A o] ApproachingEnforcedSamplesLimit 73 722] 7 o] o] 7] 7}+e] true
of of gt

m ApproachingEnforcedSamplesLimit 73 72| 4 Z} = & 2 o] g} o}
2. gAY ZRAE THL 4P

I $ oc apply -f monitoring-stack-alerts.yaml
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OpenShift Container Platform 2 U B & 28] o] = Prometheus®] 7 315 2199 3}+= &2 Alertmanager
ol ~® A7} E 3 E o] 9l 45U th openshift-monitoring JEZJ E 4= user-workload-monitoring-
config 3 = 4 E o 4] cluster-monitoring-config -4 W & 4 5} 2] Alertmanager Q1 A2H A5 5
7he = dFUh
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v ghd shsbH o 9] & Alertmanager Q1 2EH A5 AFg5le] of 2] S8 2FHo Uis FAa g9 S AT
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AHA 87 AHRE
e OpenShift CLI(oc)7} A X 5 o] 5y th

e openshift-monitoring 22 2 A E o] 4| & 4] OpenShift Container Platform U E & 74 &
TAs= A%

B>
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o cluster-admin & & 9] A1 &2 & Z & 2E o] N A 28 = 2 ojof g}
o cluster-monitoring-config 4 % & A A A FY T}
o AHgA AL ZrAES RUHYFE T 248 FAFE DS

o cluster-admin & & o] Al 82} 2 T+ openshift-user-workload-monitoring = = 4] & o] A
user-workload-monitoring-config-edit & 3t o] A& 2 2 ZF&] 2E o] AA| 23 5= 5T

o user-workload-monitoring-config -/ @S A A A &5t

EL-D P
1. ConfigMap © 24 E 2 ¥ t}

e 34 OpenShift Container Platform X 2 2] € 9] 2}9-€] 73 310] U] gt 57} Alertmanagers
TR =S TR I

a. openshift-monitoring = = A & ol 4| cluster-monitoring-config 4 S H 3 gt}

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. data/config.yaml/prometheusK8s <}z | additionalAlertmanagerConfigs: 4 4 & 3
7Hy ok

c. o] Ao A F7} Alertmanagers®] A& Al H A B E F7}g o)

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
additionalAlertmanagerConfigs:
- <alertmanager_specification>
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<alertmanager_specification>2] 7 -¢- 37} AIertmanager ol ~El 9] ol= U 7 E}
AR ARE AU @A AL E QF Uy wo] 2 E2 (bearerToken) 2
Feto] A E TLS (tisConfig) Y Yt} th= A = ;LH e 2 FEo]AE TLS A F0] U&= H
o8] EES AFE5Lo] F7} AlertmanagerE 74 g4t

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
additionalAlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tIsConfig:
key:
name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanager1-remote2.com

[ A}Rz} Ao =2 A EoA 298 7oL o] g 37} Alertmanager Q128 2
== FdFUT

i

Al o

a. openshift-user-workload-monitoring 3= = 4] € o] ] user-workload-monitoring-
config 4 S Ik

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml/c| <component>/additionalAlertmanagerConfigs: 2 A & 7134
t}.

c. o] A o)A 7} Alertmanagers®] A& A5 A B E 2713 o}

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
<component>:
additionalAlertmanagerConfigs:
- <alertmanager_specification>

<component> 2] 73 9 2| Y = = 2] Alertmanager -4 2.4-21 prometheus ==
thanosRuler = 3}}+S vl 4y th

<alertmanager_specification>2] 73 -¢- &=7} Alertmanager 91 =¥l 2 9] 91 = 4l 7] g}
A AR ARE A FY T A A D= J% W 2 o] 2] £ (bearerToken) 2
F2Fo]AE TLS (tIsConfig) U th o2 M= 44 W2 wojeg] EF 2 ZFo|AETLS
?1% © =& Thanos Ruler& AH&-3to] 71 Alertmanager& /3 4 th.

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
additionalAlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tisConfig:
key:
name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanager1-remote2.com
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o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 514 &1Lt
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o cluster-admin & & 9] A}-8-x} 2 == openshift-user-workload-monitoring 3= 2 ] E of] A
user-workload-monitoring-config-edit & & 2] Al8-2 2 ZFe{ ~E o AA 2T 5= A5 T}

o user-workload-monitoring-config ConfigMap < 2 4 E 7} A4 & o] &}

e OpenShift CLI(oc)7} A X 5 o] 5y th

EL-D P
1. ConfigMap © 24 E 2 ¥t}

® @ OpenShift Container Platform Z 2 A € & 21 E ¥ 5}= Prometheus A1 = 25
o = BEAAIE @ A AHEA A g S AAs A e TP YT

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
2 @RI

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. data/config.yaml o}2fj o] = & W E o] 3718 2wl W& A o] g}

1

apiVersion: v1i
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:
<key>: <value> 0

<key>: <value> = <key>7}1 A 2l o) 3163+ o] 20| <value>7} 7kel 7]-% %
o2 vy o

lo
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apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:
region: eu
environment: prod

o A2 Aol =2 A EZ R UH Y= Prometheus AA2EHAZ R E A AL D o] AA 3}
HE 52 g

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ B4 E & #3] gH o}.

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}zfj 2] =& v E o) F71E 2hdl 9 A o3yt

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
externalLabels:
<key>: <value> 0

<key>: <value> S <key>7} Al 2 of] 317-gk o] F o1 <value>7} 312l 7]-%k <]
% 0.2 nh o,
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7ol

prometheus == prometheus_replicasS 7] o] 52 2 Al-&3}X] n}
AAI Q. of eFE] o] glom Hoj&k o o] 7] wj &Y T

- 2
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gL 28] s}3 Thanos Ruler= 7431 9 ¢ 39 &< % g g4t} user-

workload-monitoring-config ConfigMap < = 4] € o] A{ prometheus i
o ¢t externalLabels & A4 3lH 2] ol = A &= %] & W E g gt
o) 3 bl vk w4 gk

A Sol, et go] LA Es) pAE BE AAL 9 o] @Al L 7ol that v
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apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
externalLabels:
region: eu
environment: prod
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A 27 Ab

e openshift-monitoring = 2 A € o] 4] Alertmanager, Prometheus Operator, Prometheus =+
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o cluster-admin ¢} &9] A} &2} 2 F&| 2E o] AA| 28 = 9lo]of g Th
o cluster-monitoring-config ConfigMap ¢ 22 E £ A A 5} &1Lt

e openshift-user-workload-monitoring 3= 2 2 € o] 4] Prometheus Operator, Prometheus ==+
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o cluster-admin & & o] Al 82} 2 T+ openshift-user-workload-monitoring = = 4] & o] A
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® OpenShift CLI(oc)7} A =] 5] o] 9l T}

1. ConfigMap © 24 EE ¥ 3t},
e openshift-monitoring ZE= A Eo X ¥4 @49 23 F£FS AR SHUTS S T U

a. openshift-monitoring >~ = 4] E o] A cluster-monitoring-config ConfigMap ¢ 2.4 &
2 AP P

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. data/config.yaml o}zj ] -4 @ 49 logLevel: <log_level>& F7}& 1t}

apiVersion: vi
kind: ConfigMap
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metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
logLevel: <log_level> g

@ = s udsERUEY 28 7Y 22U R F9E RUEY ) A
S A1 e P 2k ghe
prometheusK8s alertmanagerMain prometheusOperator, thanosQuerier ¢ 1

=8

© Y andl 89 23 FEPUh AR 7S gL 2§73 3 info, debug 4
o
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¢ openshift-user-workload-monitoring Z2 A EolA] 74 @ 4ol 20 F£F S AHA
== FIYT

a. openshift-user-workload-monitoring 3= = 4] € o] 4] user-workload-monitoring-
config ConfigMap ¢ B4 E & A gyt

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. data/config.yaml o}zj ] 4 @ 49 logLevel: <log_level>& F7}& 1t}

apiVersion: v1i
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> g

@ =orseddsE mYHY 28 7Y a2 QU AR A AARE RYE
739 AL e A .4 32 pr ometheus JprometheusOperator, thanosRuler
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"log-level"
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1. openshift-monitoring 3= = 4] € o] 4] cluster-monitoring-config ConfigMap ¢ 24 E & H 3
Yt

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. data/config.yaml o}zj ¢] grafana +# 2 4~9] tj3l enabled: false=S 37} ).

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

grafana:
enabled: false
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1. openshift-monitoring 3= = 4] € o] 4] cluster-monitoring-config /3 @S HA Ry}

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. data/config.yaml o}z2jj 2] alertmanagerMain -4 2 4-¢j 3] enabled: falseE 7314t}

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

alertmanagerMain:
enabled: false
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I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
2. data/config.yaml ¢l enableUserWorkload: true & 7}34t}.

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true ﬂ
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cluster-monitoring-config ConfigMap ¢ 2 4 E o 7] A}lg}to] & =™

openshift-monitoring = 2 4 € ¢] Pod @ 7| €} 2] &7} A 2 5= <5
Utk alg Z2AEofA 48 T RYUE Y Z2AEE oA A 2 = Q)
s4o-

4. prometheus-operator, prometheus-user-workload % thanos-ruler-user-workload Pod 7}
openshift-user-workload-monitoring = = A E o] x| A &) Z912] gl gt} PodE A &él=
¥ Al 7kel AE 5 QU th

I $ oc -n openshift-user-workload-monitoring get pod

=99
NAME READY STATUS RESTARTS AGE
prometheus-operator-6f7b748d5b-t7nbg 2/2  Running 0 3h
prometheus-user-workload-0 4/4  Running 1 3h
prometheus-user-workload-1 4/4  Running 1 3h
thanos-ruler-user-workload-0 3/3  Running 0 3h
thanos-ruler-user-workload-1 3/3  Running 0 3h

F7tEas
o ZYAH RYUEYE 74 W AA
o RUEH &9 7

o N8R AHe ZRAE BUHYS TAY 5 A ALER AT R

55


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/monitoring/#creating-cluster-monitoring-configmap_configuring-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/monitoring/#configuring-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/monitoring/#granting-users-permission-to-configure-monitoring-for-user-defined-projects_enabling-monitoring-for-user-defined-projects

OpenShift Container Platform 4.9 = E

42. 44 Y TEAES RIHYT F = ASA AT o)
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A HFY

Y A A= N EA R GE AR A A Al Y] 22 A EE RUHY D e dde oD
d&Uth date g mUHY 98 2 U E ggsts oz Ry

® monitoring-rules-view &} &2 x 7 4 € o] PrometheusRule A}-8-#} 7 o] @] &2=0f tf 3l 8] 7]
WA S AT T

® monitoring-rules-edit & & A}-8&-x}o)| A Z Z 4 € o] PrometheusRule A}-&#} 2] g4
A, 74, A S Qe As gk

® monitoring-edit ¢} -2 monitoring-rules-edit & 3} 5 U 3+ W3S Fof gt} T3 AL}
= AH] 2 = Podol e Al 29 A3 O AFS A S 2 9l &L T o] A ES ALg s H
ServiceMonitor 2@ PodMonitor 2] & 2=E A4, 74, 2 AT = dHFUTh

EGAEA Aol ZRAES RUHYSE T4 4% FAT S A ADS AR Fel g FE

AHFY

e openshift-user-workload-monitoring 32 = 4] E o] 4] user-workload-monitoring-config-edit
o1 35 &3 user-workload-monitoring-config ConfigMap ¢ B4 E £ 715 & & &t} o]
o3-S E3) ConfigMap ¢ B4 E S AR 3le] Al 82 Ao Yazs RUEHS H 3
Prometheus, Prometheus Operator & Thanos RulerE +4 & &= &Yt}

o] A A o] A = OpenShift Container Platform §] < &= CLIE A& 3l o] 23t 9 &S st Wy
off thaf Al 5] A g o

421.5) £ AHgtel ALgAA AR o

OpensShift Container Platform ¢ &£& & A18-31] A8} 22 A EE ZUHHT F = dAHS AHE

Aol A Fol @ % AHY T

A 27 A
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4. A EA A T2AE BUHY B

5. 9 & o] F & =of 4] monitoring-rules-view, monitoring-rules-edit :=+= monitoring-edit = 4
ER ?‘51—1,] ]q_
-1 H

4.2.2. CLIE AHE-8ko] ARGl Al A & o

OpenShift CLI(0C)E AF&-8to] Al Z2AES RUHIE T F A= ATES AHEAANA #4235

U,

AR 27 AL
e cluster-admin ¢ @o] AHg- 42 Fe] 2B ol 4] 2T 4 glo]of T th.
o ofn EAlshe oW BT F ALE A AH AT

e OpenShift CLI(oc)7} A X 5 o] 5y th

o mEAEo AgAlA BUHY T FFFYTh

I $ oc policy add-role-to-user <role> <user> -n <namespace> ﬂ

ﬂ <role>-S& monitoring-rules-view, monitoring-rules-edit == = monitoring-edit = =} 1

o},

3 o o] Folo| & Fe2E HP AR 5 ZRAE tha) vl Dok 3

A

o £ £ <role><2 monitoring-edit = ¥} 4> 37, <user>=E johnsmith = v} 4237, <hnamespaces> =
ns1oz vl Uch o] & B3| W EEY AAMLS HASIT nsl U 2Ad o] 2oA] A F3L AA

g = 3= A8 johnsmith A gho] ah:ir%lb]q_
4.3 A8 B o] Z2AE BUEPE S 7Y 7 e AR A H e o
AR Ao ZeAEd e RUHP S FAY F ol AL AR A R 2 £ lFyT

A 27 Abg

e cluster-admin & &9 A}-&22 Fe] 2F o] A 2T 4= g ojoF P ).
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Z2A 2

e user-workload-monitoring-config-edit < <2 openshift-user-workload-monitoring = = 2
Eol 9l Aol A EEF

$ oc -n openshift-user-workload-monitoring adm policy add-role-to-user \

user-workload-monitoring-config-edit <user> \
--role-namespace openshift-user-workload-monitoring

4.4. 2187 AA o) B2 Ao e 98l Z22E 9| 3ol A ] B0 oA

Z}A) AH] 22 U E Y E o] 8 Zo 4 Prometheus 71 & 8] sl %y & Lol t} thanos-
waM%E%M&&dﬂaéaﬂT4¢HHﬂmﬂaﬂﬂm¢@¢ﬂng

AHA QT AL

o k}gx} Fo] mEHE HIEF gyl met AA| A B 2E v 2P F Y T
Z2A 2

1. Prometheusdl] A4t EES =3}

$ SECRET="0c get secret -n openshift-user-workload-monitoring | grep prometheus-user-
workload-token | head -n 1 | awk '{print $1 }"

$ TOKEN="echo $(oc get secret $SECRET -n openshift-user-workload-monitoring -o json | jq
-r .data.token’) | base64 -d’
A=

EE FEUh

$ THANOS_QUERIER_HOST="0c get route thanos-querier -n openshift-monitoring -o json |
jq -r ".spec.host"”
]

3. B Zol A A Au 2ol v EY S AU o & 59 e ZHY

$ NAMESPACE=ns1

$ curl -X GET -kG "https://$THANOS_QUERIER_HOST/api/vi/query?" --data-urlencode
"query=up{namespace="$NAMESPACE'}" -H "Authorization: Bearer $TOKEN"

Z 9ol of =7 o] pod7} 7hE® 71 3ko] A E Y-

o
i)

a)

{"status":"success","data":{"resultType":"vector","result":[{"metric":
{"__name__""up","endpoint":"web","instance":"10.129.0.46:8080","job":"prometheus-
example-app","namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},"value":[1591881154.748,"1"]}]}}
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4F. A EA A T2 AE B UHY B4}

INE ARG o] ZR2AE = AME2 A2 E BRYE P A AleE § dFUTh o] g A st ™ Fhol
false¢l = & ) E 1] ¢] 23 o] 2 o] openshift.io/user-monitoring © o] &< 37}a}w H Ut}

EZA A
1 ZEAE Y &g o]z gpdllg 71 o
I $ oc label namespace my-project 'openshift.io/user-monitoring=false'
2. RUH P S oA A shste vl s o] el A g & Al A g o
I $ oc label namespace my-project 'openshift.io/user-monitoring-'

—

3

4.6. Vg2 A o] Z2AE U E Y ¥ &4 3}

AbgA Aol ZRAE i RUHH S &433 & Ze] 28 2UEE ConfigMap 9 H A E of A
enableUserWorkload: false=S 4 % s} thA] v &A] 318 4= 5 Y o

23

o

EEAE A Ao Z2AE s RUE Y
trueE A A 4 A HFYth

v g4 3} 512 @ enableUserWorkload:

EZZAX

1. cluster-monitoring-config ConfigMap ¢ 2 < E & ¥ 3 gt}
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
a. data/config.yaml<i ] enableUserWorkload: = false = 7 g1t}

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: false

Aste] M7 A A4 U h 28 g AR A H o] ZeAEd o g wyE e A

3. prometheus-operator, prometheus-user-workload % thanos-ruler-user-workload Pod 7}
openshift-user-workload-monitoring == Z 4 E o] 4| A A H I =A] &AF YT} o] 2GS 73
h ] Thae] A 7be] Ad S sy

I $ oc -n openshift-user-workload-monitoring get pod

59



OpenShift Container Platform 4.9 = E

=99
I No resources found in openshift-user-workload-monitoring project.
e

AFER} A o] =2 A E o] Ry E o] v &4 3} = W openshift-user-workload-monitoring
3z 2 A E o] user-workload-monitoring-config ConfigMap @ 24 E = x5 0 2 214 ¥
A &Yt o] = ConfigMap © B A E o X A gk BE ALEA A 45 FA 38171 9

T AY Y
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OpenShift Container Platform 499 A= AU A A EFQNES Ea =& 5= 2P WEYS o) F
HAE A4 84S RUEHPE U TE AR A Z o ZRAE Yt EY A4S AT T % dFY

o}

off Zg] Al o] A F==ol Al Prometheus Z&}o] A E glo]H gl gl & AFE-31o] AHA] a2 =9 ta) Al 3 o

=de goe 4 s

Openshift Container Platformol| A] /metrics = ©] & ol ol HTTP Mu] 2~ 4 & T3l W EE o] =&
FH Yt} hitp:/<endpoint>/metricse] thall curl F 2] = A3 3to] AHu] 2o AME 7153 R E W EY S 1}
Q3 S St o 2 £ o] prometheus-example-app ol Al A 8] 20 h3t A2 S =&3 o S-S

A3yste] AHg 7 e RE W EL S AT S AFUTh
I $ curl http://<example_app_endpoint>/metrics
%9 o

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404",method="get"} 2

# HELP version Version information about this binary

# TYPE version gauge

version{version="v0.1.0"} 1

F7tEas

® Prometheus Zg}o] A E glo] B & g ol th 3+ 2}A| 3 W &S Prometheus A A & Z%X 34 A 2.

524182 Ao z2HAEY U HEY AL A

ServiceMonitor 2] 22 A A 5}o] AL 82} A o] =2 A E 9] AJH] 2 &3 o A uﬂ g~
Yt} of Z & A o] A L Prometheus E8to] A E glo]H g g & Al &5l | EE S /metrlcs o
oo 7HE Yok

oj >
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521 A Z Au]| 2~ v &

AHEAF A o] ZRAECAM MH A RUHY S HAES] 8] Al & AR 2E M Ed 55U

Z2A 2

1. Au| 2 Ao gk YAML 3+ & A d gy o). o] o o] A = prometheus-example-app.yaml ]
23 gy ok
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2. Bdol g Wl E QL Au 2 A AR HRE 27 o

apiVersion: vi
kind: Namespace
metadata:
name: nsi
apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:

labels:
app: prometheus-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.4.1
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: vi
kind: Service
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterIP

o] AL A&+ A 9] ns1 Z & 4 E o] prometheus-example-app ©] 2}= A H] 22 v £ g o}
o] Au] 2 AF&-AF A4 ] version M E 2 S =&t

3. ZEAHd AL ALy
I $ oc apply -f prometheus-example-app.yami
M| A2 W] et o) A 7ke] thA A=yt

4. Pod7h Aa 24 #0125 ALy
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i)
)

$ oc -n ns1 get pod

=99
NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq  1/1 Running 0 81m

5.22. 4B 2YHH WY A A

AB) 2o A =2 ete v EE S A2 5le W /metrics 2 7 Oﬂ AN HEZHS 23 ‘E}E% OpenShift
Container Platform U E & & A ) oF Yl A H)| A8 R U s of 3= WS XA st=
ServiceMonitor(CRD) == Pod& =Y ¥ & 3fl of &} = HP HS A g she PodMonitor CRDE A}-&-3}9] o]
el S8 Y 5 LUt Aol = Service © BAE 7L 8 @ 54 v 2ol = Q81X epon
Prometheus7} Podol| A =& 3t W EE £ A HEY S 4

oS 2 A 2ol = AFe R} A o] 7 A E o)A A 1] 20| o 3 ServiceMonitor #] 2
= BolFYh

)
il
0:::
QL
fr
li
EE

AHA 87 AHRE
e cluster-admin & g &= monitoring-edit & gt o] A} g2} 2 F2] 2F o A 2T = dHFU T
o ALEAL Ao ZEAE I XU H S &3 F T

e o] o A o] ] = prometheus-example-app 4 & A H] == ns1 Z 2 A Eof v £ H 1t}
ZFa1

prometheus-example-app 4 & 48] == TLS 15 & A Y akA] &HFH T

1. ServiceMonitor 2] 2~ 2~ F24] o] o 3F YAML 3} & A A sHy T} o] ofj Ao A 31U & example-
app-service-monitor.yaml o] 2} 37 gt o}

2. & ServiceMonitor 2] &2 A A A B E =713 o).

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
k8s-app: prometheus-example-monitor
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app
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e

ol = A v Eg o] ¥3+H prometheus-example-app 4! 2 A H] 20| A =
=3 5}+= ServiceMonitor 2] 2242 & 9] gk o)

Za

ARE-AL A 9] Y] 9] 27 o] €] ServiceMonitor #] A= 5 3 Y] ¢ 25| o] 2o A
A u] 29k A A s 4= 9l &1 o). = ServiceMonitor 2] 4~ 2 2] namespaceSelector
Bex g 2AEY

3. ZE2AH AL ALy
I $ oc apply -f example-app-service-monitor.yaml
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ServiceMonitor 2] &~ 2~ H]) =
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ot

4. ServiceMonitor 2] 227} 2 &) =9] %]

$ oc -n ns1 get servicemonitor

%9 o
NAME AGE
prometheus-example-monitor 81m

F7teas

o g Ho zeAE RUHY &4 3}

o A8 Ao A E | ServiceMonitor A ol A TLSE AFR-3lo] M EY S 2333 = WY
® PodMonitor API

® ServiceMonitor API

53.HEY Hz

OpenShift Container Platform R U E & thA] K =5 A8 31H Pacemakero| A A & W EY S 7 A}
3171 913 Prometheus Query Language(PromQL) A2l & A3 & 4 95U th o] 715 A-g-3td &
2B AE H EUE Y FQ RE AR H Y AR =0 v G R Al T H YT
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® Alertmanagere] @) 4] 228 4= 91 cluster-monitoring-view ¢ &
73

o ] F&o] AR FH A
alertmanager-edit & &

o 9 ol Jjut} slH oA A B YA eI S A2 AT 4 9= monitoring-rules-
edit 9 &
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apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
spec:
groups:
- hame: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} ==

o] 4 o] 4= example-alertzl = A3 o] AN FUTH AL FH S AZ Ao 204 =21
version W E& o] 0o] ' A1 E AP}
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2. 7] openshift.io/prometheus-rule-evaluation- scope g Zrleaf-prometheus”} Q= A2 £ 3
@ YAML 5tlol] 33 42 74 F7H o ol g 58 g 2ayh

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
labels:
openshift.io/prometheus-rule-evaluation-scope: leaf-prometheus
spec:
groups:
- hame: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} ==

—ﬂﬂ gl o] 9l = ¢ 7 31 713 o] openshift-user-workload-monitoring 3= 2 A € o] Prometheus 21 =
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I $ oc apply -f example-app-alerting-rule.yaml
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1. <project>dll Al A3 22 AT 5 Yk
I $ oc -n <project> get prometheusrule
A3 tH e T ddsEd gee A9,

I $ oc -n <project> get prometheusrule <rule> -o yaml
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AP 27 AHE

e cluster-admin & &) A} &A= Z&] 2H o] AA 2T 5= 9lo]of Tt}
A7
CLIo|A] Alertmanager 2% 2 WA 3 A &2 3l .

1. A &4 3}ld Alertmanager 742 31 alertmanager.yaml=Z &2 3 t}.

$ oc -n openshift-monitoring get secret alertmanager-main --template="{{ index .data
"alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml

2. alertmanager.yamloj A 44 & A F ).

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- matchers:
- "alertname=Watchdog"
repeat_interval: 5m
receiver: watchdog
- matchers:
- "service=<your_service>"
routes:
- matchers:
- <your_matching_rules> g
receiver: <receiver>
receivers:
- hame: default
- hame: watchdog
- hame: <receiver>
# <receiver_configuration>

@ services Fus dAs= Aul=E AR YL
@ <your_matching_rules>:= tl ¢ 315 A

9 receiver= 73 319 A} 83 =21 22 XA 3 o}
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target_match, target_match _re,source_match %=+=source_match_re 7] ©]
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< Alertmanager 24 o Al| o] 4] = PagerDutyS 73 3L &= 34

L

Ut

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- matchers:
- "alertname=Watchdog"
repeat_interval: 5m
receiver: watchdog
- matchers: - "servicezexample-app" routes: - matchers: - "severity=critical"
receiver: team-frontend-page
receivers:
- hame: default
- hame: watchdog
- name: team-frontend-page pagerduty_configs: - service_key: "your-key"

o] A4 & X831 example-app 4] v] 2ol 4] A 3] = = critical 4 Zt = 7 317} team-frontend-
page £ 42 At A AU AnA oz o @ £ o] AT EMNA FE EA SR
I=gYrh
3. o] Al 44 Hg
$ oc -n openshift-monitoring create secret generic alertmanager-main --from-

file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-monitoring replace
secret --filename=-

OpenShift Container Platform §] &4 A Alertmanager 23 2 WA &2 A o2 34 F o}
1. 9 2<9 A - e 2g AA - FA - Alertmanager » YAML 3] o] X £ o] 5 gt}
2. YAML 273 3945 483t
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* PagerDutyol i g 24l & W 8- PagerDuty 32| Ale] E& st Al 2.
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® etcd
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Dashboards

Dashboard Job Instance

Prometheus / Overview = prometheus-kBs = 100282119091 -

¥ Prometheus Stats

Prometheus Stats

Instance T Job Version

101282119091 prometheus-k8s 2260

v Discovery

Target Sync Inspect

Time Range Refresh Interval

Last 30 minutes = 30seconds w

Inspect

Uptime

85k

1-10f1 = 1 of1

Inspect

330PM

3:35PM

340 PM 3:45 PM 350 PM 355 PM
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IH 727182 Ao A B E 4
RedHat

= OpenShift i# A3 O © kubezadmin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

<> Developer

Project: openshift-monitoring v

+Add
Observe
Topology
Dashboard ~ Metrics ~ Alerts  Events
Observe
Search Dashboard Type Time Range Refresh Interval
Kubernetes / Compute Resources / Namespace (Workloads) + daemonset v Last 30 minutes  ~ 30seconds ~
Builds
Pipelines v CPU Usage
Helm
CPU Usage Inspect
Project
004
ConfigMaps
003
Secrets o
0.02
0.01
4:20 PM 4:25PM 4:30 PM 4:35PM 4:40 PM 4:45PM

M node-exporter - daemonset
quota - requests
# quota - limits

v CPU Quota
CPU Quota

Inspect

Workload T Workload ... Running P... CPU Usage CPU Requ... CPU Requ... CPU Limits CPU Li..

3
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t}.
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8.1. ] &S A&t EAF U E E Ulo]] o Al &~

OpenShift Container Platform 9] & & 53l Alertmanager, Grafana, Prometheus @ Thanos
Querier g Ulo] A2 4= AF U o
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e prometheus-k8s & |4 URLE X1 €] 3}l Prometheus Ul2] 2121 H o] X E A}
e thanos-querier 3§ o] 5] URL-Z X1 & 5}a] Thanos Querier Ul2] 2121 o] X & Gt}

4. OpenShift Container Platform 215 A B & A}8-5}o] 1218 OpenShiftzZ 1218 A9 g
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OpenShift CLI(oc) =12 A}&-3}¢] Prometheus, Alertmanager @ Grafana ¢ Ule] URLS 714 & 4+
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A 2.7 AL
e cluster-admin & gto] Al &2} = Z & AF o] AA AT 5 glo]of ).
® OpenShift CLI(oc)7} A x| 5 o] 5.

EZZA X

1. &2 433514 openshift-monitoring Z= A E 9] 9 E
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$ oc -n openshift-monitoring get routes

o
i)

a)

NAME HOST/PORT

alertmanager-main alertmanager-main-openshift-
monitoring.apps._url_.openshift.com ...

grafana grafana-openshift-monitoring.apps._url_.openshift.com .
prometheus-k8s  prometheus-k8s-openshift-monitoring.apps._url_.openshift.com

thanos-querier thanos-querier-openshift-monitoring.apps._url_.openshift.com

U@_

2. §1 B29-A & A8-3to] HOST/PORT 2H¢-E 2 o] 53Ut

3.
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penShift Container Platform 215 A B E A}£8-3}o] 21218 OpenShiftzZ & 1218 A9 gH
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cluster-admin & & 9] A2 2 Fe]2H o] AT 5= Qlofof gt}
OpenShift CLI(oc)7} A x| & o] 95Ut}

AHEA ol AR = A RUEY S S D 745t ojof gt
user-workload-monitoring-config ConfigMap ¢ B2 E 7} A 5] o] gJ&U ).

ServiceMonitor &) A~ 2~7} A A 5] o] YH5U).

. A]¥] 2 2 ServiceMonitor 2] 22 FA d| A sl G 2} o] 2 %] 5}=%] el o).

a. A2 A o] H 2 & 7HAF U b ol Al A = ns1 Z 2 4] E o] prometheus-
example-app A ¥] =& 7 2] gt}

I $ oc -n ns1 get service prometheus-example-app -o yaml

22 o

=
labels:
app: prometheus-example-app

o

b. ServiceMonitor 2] 22 ¢] matchLabels app z}'2 o] o] d &7 9] 4 =2 3} U 3
SAan =

b

-I il

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml
%9 o

spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app



2. openshift-user-workload-monitoring 3 2 2] € o] 4] Prometheus Operatore] = 15 Z A}

o,

a. openshift-user-workload-monitoring = 2 4] E 9] PodZ J4<d 3t}

I $ oc -n openshift-user-workload-monitoring get pods

=99
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2 Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. prometheus-operator pod2] prometheus-operator A gl o] J oA =221 & 7FA U b3
dj o] /] Pod= prometheus-operator-776fcbbd56-2nbfm ¢} 1 o}

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-
776fcbbd56-2nbfm -c prometheus-operator

Au A BUH| EA47F JE A5 220 23 A /7 E2FE F AFU

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it
accesses file system via bearer token file which Prometheus specification
prohibits™ servicemonitor=eagle/eagle nhamespace=openshift-user-workload-
monitoring prometheus=user-workload

3. Prometheus Ul A Z 2 A € o] A AE 2 A A 3ol A 9.

&
'l

a. openshift-user-workload-monitoring 3 2 2 € o] 4] Prometheus <1 2 & 29 oj] EA

g2 44

$ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-
workload-0 9090

b. 1 Bg}9-A oA http://localhost:9090/targetsS €31 Prometheus Uld| A 2 2 A=
o A e E AT g3 3dE 2 /7 WAIAE 1Py

4. openshift-user-workload-monitoring 3= 2 2] € o] 4] Prometheus Operator?] tv| 2 +=F £ 7]
& T,

a. openshift-user-workload-monitoring 3= = 2] € o] 4| user-workload-monitoring-config
ConfigMap ¢ B4 E & A ).

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

o1


http://localhost:9090/targets
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b. prometheusOperatore] logLevel:debugs data / config.yaml o} &jj o] F7}35lq =21 52
debugz A3 3.

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

o
)

A2 Agstel WA A A gHU
A3

openshift-user-workload-monitoring = 7 A € o] prometheus-operator=
23 5EWAL AEA AE R oA ARy

d. openshift-user-workload-monitoring = = Al € ¢] prometheus-operator vl 3 o] debug =
g 570 A4 HAEA A h

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o
yaml | grep "log-level”

2 o

- --log-level=debug

| m_m‘

Ou 2 F 272 Prometheus Operator7} 33t . & 358 A ).
e. prometheus-operator Pod7} 23} 5 31 Q) =4] 3213t}

I $ oc -n openshift-user-workload-monitoring get pods
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T4 w9 €123 4= Q1= Prometheus Operator loglevel ko] £39 239
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3t 23 AME 571 713 221071 9] vl Eg) o] uistg Ut}
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