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CertificateSigningRequest
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CustomResourceDefinition

Ingress

Ingress

IngressClass

Lease

LocalSubjectAccessReview

API

apiregistration.k8s.io/vibeta1

certificates.k8s.io/vibeta1l

rbac.authorization.k8s.io/vibetat

rbac.authorization.k8s.io/vibetat

storage.k8s.io/vibeta1l

storage.k8s.io/vibeta1l

apiextensions.k8s.io/vibeta1

extensions/vibetat
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coordination.k8s.io/vibeta1

authorization.k8s.io/vibetat
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https://kubernetes.io/docs/reference/using-api/deprecation-guide/#v1-22
https://kubernetes.io/docs/reference/using-api/deprecation-guide/#certificatesigningrequest-v122
https://kubernetes.io/docs/reference/using-api/deprecation-guide/#customresourcedefinition-v122
https://kubernetes.io/docs/reference/using-api/deprecation-guide/#ingress-v122
https://kubernetes.io/docs/reference/using-api/deprecation-guide/#ingress-v122
https://kubernetes.io/docs/reference/using-api/deprecation-guide/#subjectaccessreview-resources-v122
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MutatingWebhookConfiguration admissionregistration.k8s.io/vibet N
ail
PriorityClass scheduling.k8s.io/vibeta1 7R=s
Role rbac.authorization.k8s.io/vibeta1 SRS
RoleBinding rbac.authorization.k8s.io/vibeta1 Bre=s
SelfSubjectAccessReview authorization.k8s.io/vibeta1 U
StorageClass storage.k8s.io/vibeta1 7R=s
SubjectAccessReview authorization.k8s.io/vibeta1 U=
TokenReview authentication.k8s.io/vibeta1 FR=s
ValidatingWebhookConfiguration admissionregistration.k8s.io/vibet A
ail
VolumeAttachment storage.k8s.io/vibeta1 N
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https://kubernetes.io/docs/reference/using-api/deprecation-guide/#webhook-resources-v122
https://kubernetes.io/docs/reference/using-api/deprecation-guide/#subjectaccessreview-resources-v122
https://kubernetes.io/docs/reference/using-api/deprecation-guide/#subjectaccessreview-resources-v122
https://kubernetes.io/docs/reference/using-api/deprecation-guide/#webhook-resources-v122
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APIRequestCount APIE A}-8-31of APl 873 & 2315 Al AE APl 5 3tU&E AHE SUA AES = 2
s4
A 8 AL

e cluster-admin & &9] Al & 22 ZFe] A o] WA AT 4= g o] oF ).

Z2A 2

. 218} 5} 3. %= o] REMOVEDINRELEASE &S 7 Alte] & 2 A& 291 2] A € AP

t}.

i L

ok oo
r% of

oo off

L e

$ oc get apirequestcounts

o
i)

a)

NAME REMOVEDINRELEASE REQUESTSINCURRENTHOUR
REQUESTSINLAST24H

cloudcredentials.v1.operator.openshift.io 32 111
ingresses.v1.networking.k8s.io 28 110
ingresses.vibetal.extensions 1.22 16 66
ingresses.vibetal.networking.k8s.io 1.22 0 1
installplans.vialphai.operators.coreos.com 93 167

X!
Ao BAHE 08 358 FA8 % gy

o system:serviceaccount:kube-system:generic-garbage-collector %
system:serviceaccount:kube- system'namespace-controller AFE- A= A
A Y222 AL v 52E REAPIZ 5258 Ao EAE 5 9

Hu T

o system:kube-controller-manager % system:cluster-policy-controller A}
£ﬂLW“ﬂﬂﬁ%@%ﬂ%%%E%ﬂii%ﬁ%ﬂﬂiéﬂﬂEN
4 syt

-0 jsonpath= Al &-31e] A52 BE Y 5= A5

$ oc get apirequestcounts -0 jsonpath='{range .items[?(@.status.removedinRelease!="")]}
{.status.removedinRelease}{"\t"}{.metadata.name}{"\n"}end}'

2 o

1.22 certificatesigningrequests.vibetai.certificates.k8s.io
1.22 ingresses.vibetai.extensions
1.22 ingresses.vibetal.networking.k8s.io

| W‘W‘

4.2.3. APIRequestCount = Al-&3}o] 4| 71 € APIE A1 8-3l= Y a2 2
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° 4 81 3} 311 username ¥ userAgent Z == FALste] APIE ALE-SlE a2 =5 2

Y.

o OE
o

o dlo
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pac

I $ oc get apirequestcounts <resource>.<version>.<group> -0 yaml
d& =8 s ZsUnh
I $ oc get apirequestcounts ingresses.vibetal.networking.k8s.io -0 yaml

-0 jsonpath = A}&3}o] APIRequestCount ¢} 4~2=0)| A A&} o] & 4 userAgent 3t =3
TE AFHH

$ oc get apirequestcounts ingresses.vibetal.networking.k8s.io \

-0 jsonpath="{range .status.currentHour..byUser[*]}{..byVerb[*].verb}{","}{.username}{","}
{.userAgent}{"\n"H{end}"\

| sort -k 2 -t, -u | column -t -s, -NVERBS,USERNAME,USERAGENT

watch system:kube-controller-manager cluster-policy-controller/v0.0.0

%9 o
VERBS USERNAME USERAGENT
watch bob oc/v4.8.11
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A 27 Ab

e cluster-admin & & 9] A& 22 Fe] 2E o] WA 2T = glooF gt}

A sle] 7S 945§ o Fe] 2~ E OpenShift Container Platform 492 ¢} 2

o ey
dlol =8 Ful 7\ QA Sl g e,
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$ oc -n openshift-config patch cm admin-acks --patch '{"data":{"ack-4.8-kube-1.22-api-
removals-in-4.9":"true"}}' --type=merge
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cEX

NAME CONFIG UPDATED UPDATING
master rendered-master-ecbb9582781¢c1091e1¢9f19d50¢f836¢ True False
worker rendered-worker-00a3f0c68ae94e747193156b491553d5 True False

| m_m'

3. AF-E & 7 H = MachineConfigPool & YA TAI8taL tha B &S A F o
a1

2E B2 AN AT 5 gEU

-

I $ oc patch mcp/worker --type merge --patch '{"spec":{"paused":true}}'
4. eus-4.10 A2 2 WA slol vhx HH S AP FY

I $ oc adm upgrade channel eus-4.10
5. 49=% ol Estal v RS AP FUh

I $ oc adm upgrade --to-latest

2 o

o

I Updating to latest version 4.9.18

6. Zel2H HAS AES ths B H S A3 5t
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I $ oc get clusterversion
2 o

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.9.18 True False 6m29s Cluster version is 4.9.18

| HHN‘
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I $ oc adm upgrade --to-latest

EH2H WA AES b5 B8 S A st fdulo]EVF AR HAEA

_I |
o,
)
Id
)

$ oc get clusterversion

2 o

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.10.1 True False 6m29s Cluster version is 4.10.1

| HHN‘

o

Q8P

I $ oc patch mcp/worker --type merge --patch '{"spec":{"paused":false}}'

=9 9

e e g8y e s Eeyg U
NAME CONFIG UPDATED UPDATING
master rendered-master-52da4d2760807cb2b96a3402179a9a4c True False
worker rendered-worker-4756f60eccae96fb9dcb4c392c69d497 True False
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spec:
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upstream: '<update-server-url>' ﬂ
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B 91%%1 gl 2 & Upgradeable=False é7 ol 28 utolY M JU|olEE +
H] 3} d =&°] =% = oc adm upgrade 8 & 23 T 5= gl HFh

. Operator A& st AY Pod S o 32 ALESto] o Z Al S AT A dadolE 2=
Al Foll TvE F AdFHh PolesruptlonBudget of] A mmAvalIabIe IR A AL =
=g Zﬂﬂ ZRAEEARGE F A BF T WA A4S AL ) =gy o g
=7 AR Y EH 2E Pod7) shue] = A vk A= 4= 9] © ] PodDisruptionBudget 2
T == Egold S AT & dFHT

o AHolEr &F E A ¥o ™ CVO(Cluster Version Operator)= QEH O EE 27

S 5o BE AT g 20 AUE R 2820 E ol A udoE
29 2 A9 S5UTh Gulo] 27t $2H A o w Red Hat 4| 4 o]
2o 514 Al

flo

e unsupportedConfigOverrides 4 4 & A}-g &} Operator AR S W= A
ALEA gom S JUolEE AT = dFUTE SH2HE G o]
shelw A o] A S A AsloF Tt

m

o 75 A &= Operatoro] o) 3k 29 A 2

7.2. MACHINEHEALTHCHECK ] &2 L A] T4
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/authentication_and_authorization/#using-rbac-to-define-and-apply-permissions
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/operators/#olm-upgrading-operators
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/authentication_and_authorization/#sts-mode-upgrading
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/architecture/#unmanaged-operators_architecture-installation
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dagols ZZA A Fofl FH A w28 A FHOZ ALES = glA 2 F AdFUth FAA 2=9
%%1i%%ﬂﬂ@ﬂﬁﬂﬂﬂLEEM@%2 A5 ARE S = dH5UTh ol = E A
REEA o FHAHE dul o] ESL7] Aol =& MachineHealthCheck 2] &~2~5 U A] T4 7Y
o}
AA =74

® OpenShift CLI(oc)E A % &t}
EZAX

1 dA SA 5 = A8 71§ MachineHealthCheck 2] 225 25+ Uydeteid o5 H& S 2
.

I $ oc get machinehealthcheck -n openshift-machine-api

2 A AL U 43518 A cluster.x-k8s.io/paused="" 5=4] 2 MachineHealthCheck
Zhgyoh o B H S Ay h

$ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-k8s.io/paused=""

2] o] 2] 4 = MachineHealthCheck &) &~ 2= t}2 YAML 3+ 3} §-Aghy o}

_zl_

apiVersion: machine.openshift.io/vibetai

kind: MachineHealthCheck

metadata:

name: example

namespace: openshift-machine-api

annotations:
cluster.x-k8s.io/paused: "

spec:

selector:
matchLabels:
role: worker

unhealthyConditions:

- type: "Ready"
status: "Unknown"
timeout: "300s"

- type: "Ready"
status: "False"
timeout: "300s"

maxUnhealthy: "40%"

status:

currentHealthy: 5

expectedMachines: 5
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77%. CLIZ 285t S2|2H
=8

2™ o2 %3 S 43 slo] MachineHealthCheck 2] 2= 2o 4 A A] 2] 4] &
Al A o

k8s.io/paused-

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-
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Ut el = A st 735 eted WG S 53
HA S AHE et FHEHE 0] Al = EBE

o ulelE dojzso] AN el Bad £9 AA Fulol=st T A5 theEdel 4
W el 2E #el 9 A A AR 9 v AT

Aterol 29tE A5 thErYd o] Fol 5L
o] ZojFUth o] Af S8 &H HE =
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Fej2E el W ALE R AR v
rtglorg v =goy ©AE
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o oo AN Y Wast gl vl 74 W
1= 9
ED

o HulolE HolZEo] &G AA HHlo|E e WA A o] HAHA o e APl F o]
A Sk Al sl ol A g Y ok

T8

AElolEF 7R o] w29}k o] ALY F G =
1T o] A% B ES} AB 02 U A ¢

F3te WAl 74 W7 ARl o & &}A] 3 W] & & Machine Config Operator ©] 8| o] A]
]

7.4.CLIZ A&-3le] S8 2FH dUlolE
Aol o] E7F9lE 7 $ OpenShift CLI (0€) & Al-&-3le] Z 2] 2HE ¢ulo| EE

_/':
A} 7153k OpenShift Container Platform @3 @ Je|o]Ex= 2] 8 ¢ of 2l e} A A & 2314 A
o]

2ol 28 g Qulol 2 = v A AH) AL T AR FYUTH AALE B A Fat

olE

31


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/architecture/#understanding-machine-config-operator_control-plane
https://access.redhat.com/downloads/content/290
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AA =2

Qo] EF ¥ A 3} & %] 3} OpenShift CLI (oc)= A =] gt}

cluster-admin # dlo] Q= AL A2 S8 AHo| 223}
e jqH7IAE ATt

° £ MachineHealthCheck @] 222 A A] 22

)

Y.

1L 292HE AT 59

fr

A

A g o,

ot

I $ oc get clusterversion

2 o

=
NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.8.13 True False 158m Cluster version is 4.8.13
=2

A ol E Ad AR E 32l sl A d o] stable-4.9% 44 5o 2= 33

ot

$ oc get clusterversion -o jsonljq ".items[0].spec"

o
i)

a)

{

"channel": "stable-4.9",
"clusterID": "990f7ab8-109b-4c95-8480-2bd1deec55ff"

}

4 ol
"o
2
iy
ki)
[
o
ﬁ

7 - stable-*, eus-* 't = fast-* 2 2 o] 7} <] &) of ] o).
3. A& Vs dulol EE gRletal A &5t = HulolEY M HEE 7] F3l w4y T
I $ oc adm upgrade

2 o

o

Cluster version is 4.8.13
Updates:

VERSION IMAGE
4.9.0 quay.io/openshift-release-dev/ocp-

release@sha256:9¢c5f0df8b192a0d7b46cd5f6a4da2289c155fd5302dec795418f06c878160b8b

L Q=S 48Tt
a 121 1A A =2 A AlT= A 1 0O O A~ =017y 1+
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T AR Y=ot e = T 8 H YT
I $ oc adm upgrade --to-latest=true ﬂ
o S MHOoR Yol BT S FF Tk

$ oc adm upgrade --to=<version> ﬂ

7%. CLIZ AH8-3te] S8 2H Yol E

QO version-< o1 B el 2ol A Ag % 2l AelolE MY Tk

5. 22 ~¥ ¥ Operatore] Ae) & <18t}

[o

I $ oc get clusterversion -o jsonljq ".items[0].spec"
%9 o

{

"channel": "stable-4.9",
"clusterID": "990f7ab8-109b-4c95-8480-2bd1deec55ff",
"desiredUpdate™: {

"force": false,

"image": "quay.io/openshift-release-dev/ocp-

release@sha256:9¢c5f0df8b192a0d7b46cd5f6a4da2289c155fd5302dec795418f06c878160b8b",

"version": "4.9.0" ﬂ

}
}

Q desiredUpdate -+ <] version 1 & 7} 2] g g gk} U =

=8

6. S LEH HA GH 7S dHlClEdHE EYUHF YT =

<= "l A Zke] A9 4 YT
I $ oc get clusterversion -o json|jq ".items[0].status.history"
Z9 o

[
{

"completionTime": null,
"image": "quay.io/openshift-release-dev/ocp-

AL Gelol 2 S Sha st

release@sha256:b8fa13e09d869089fc5957¢c32b02b7d3792a0b6f36693432acc0409615ab23b

7,
"startedTime": "2021-01-28T20:30:50Z",
"state": "Partial”,

"verified": true,
"version": "4.9.0"
2

{
"completionTime": "2021-01-28T20:30:50Z",

"image": "quay.io/openshift-release-dev/ocp-
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release@sha256:b8fa13e09d869089fc5957¢c32b02b7d3792a0b6f36693432acc0409615ab23b
7"’
"startedTime": "2021-01-28T17:38:10Z",
"state": "Completed”,
"verified": false,
"version": "4.8.13"

150 = 2l 22el0] 88 A2 v S5o] o] slgrich o] ghe CVOs} ol =
8¢ JelolEPUTh 22e dREo R gAsn HA Qo Bt B2 o) Wl A o] A
Wﬂ%4%ﬂﬂiﬂmﬂéﬁﬁﬂﬂé@ﬂ%Cmmmwiiﬂﬂj%ﬂﬂéﬂéﬂﬂﬂ

CHlelEVE R S 2 WMol A oz U o] EE A=A gl gy

I $ oc get clusterversion

)

a)

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS

| HHN‘

version 4.9.0 True False 2m Cluster version is 4.9.0
=77
c get clusterversion ™ & o] /] PROGRESSING *} & 7} True ¢! 5ot o2 2 &
%E AlstE 49 /&8 —?*]%Lfr AFYTH

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.10.26 True  True 24m Unable to apply 4.11.0-rc.7: an
unknown error has occurred: MultipleErrors

S FEZEE WA Ayt o) g vhelu WO R § 2 ol =5t B9 A 7)ol Sz et o

AR E X3 Hofl ==& o] Est= Aol E=HFYTh
I $ oc get nodes

2 o

o

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.22.1
ip-10-0-170-223.ec2.internal Ready master 82m v1.22.1
ip-10-0-179-95.ec2.internal Ready worker 70m v1.22.1
ip-10-0-182-134.ec2.internal Ready worker 70m vi.22.1
ip-10-0-211-16.ec2.internal Ready master 82m v1.22.1
ip-10-0-250-100.ec2.internal Ready worker 69m vi.22.1

7.5.CLIS A}&3}e] AHjo]E A HA

HH o] E A W72 e Ay 22 o A X 5] o] 34 OSUS(OpenShift Update Service) 7} 91
LA QU o E Fo 24 AW E AL 3= A ¥ 9] URLS upstream o = A A 3| oF 3H ).
upstreame] 7] 2 712 https://api.openshift.com/api/upgrades_info/v1i/graph<] 4t}
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7%. CLIZ AH8-3te] S8 2H Yol E

EZZAX

o =2 ~E v Aol A] upstream vl 7| ¥ = 7HS W A o)

$ oc patch clusterversion/version --patch '{"spec":{"upstream":"<update-server-url>"}}' --
type=merge

<update-server-url> ¥ == ¢t o] E A w o] URLE #]4 &)

29 o

I clusterversion.config.openshift.io/version patched
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g F HUth o 2 S0 747110, 3070, 3071 ¢ :==7} 21 = workerpool-canary, workerpool-A,
workerpool-B, workerpool-C2} = 471 €] MCPE A 9 & &= &Yt}

A WA FA Feg] 717k 5 < workerpool-A, workerpool B, workerpool-Col| tj g MCPE U 1] =X %t
oS FE 2E AU ol EE A ZgUth o] A% sl Zo] A X A ¢ekr] w £ o] OpenShift
Container Platformeol| A A 8 =] &= 4] 3/\9} workerpool-canary MCP 2] #l 1#] 21 107]] &] = =7} 4 d] o]
ELEFUTH UM A 3714 MCP= dA] A H A B & QU o] EH A FUTE o gt o] fF &
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e
MCPE- t} £ OpenShift Container Platform B A 0. & v o] E3}A] &
E

o & £90] 3t MCPE 4.y.100 4 4y 112 T2 MCPE 4y.122 4l o]
tel et U 2EA got o8 e FH 2 et E F A%

i
.ﬂ

i1

Al FA Z& LA FA]3H Machine Config Operator7} 42 ¥ ==of 74 M7 A}
He3 5 glFU T MCPE A 2] 48 52 2 <=31H 215 4] 7} kube-apiserver-
to-kubelet-signer CA Q1541 o] A5 CA =8-S X gtsle] #H === FA A 54
kube-apiserver-to-kubelet-signer CA 21547} 9t 5 5 32 MCO7} 15X E A 5o 2 7Y
AVt 5L s A )ISA1 7 A E A RE s G H Al A EO] o) A& A EFU T o
2 213} oc debug, oc logs, oc exec, oc attach= ¥ 3}3to] oj 2] oc 4 & o] A=) g}
MCP d 2] & %] = kube-apiserver-to-kubelet-signer CA 21 54| kg of tsf A F31A 22
& sto] @77k F ek sl of g

o 2 ofN

8.1. 7t gl o} Eolx HUHIolE Z2 A~ U MCP A R

OpenShift Container Platformoll A === 71 A 0 72 7FF 5 %] ¢k4U ol ==+ MCP(Machine config
pool) 2 1& 3} Yt} 7] & OpenShift Container Platform &2 22 H o = & 7l 2] MCP7} 2l &Yt} sty
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8. 7htelo} Eob2 Qo E

2t o] E Z ol MCO (Machine Config Operator)& 7] 22 © & 194 %] 4 ¥ maxUnavailable == <=
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3. JHolE T2 A 29 R Z AJH o] EsHA] o= MCPE YA T4 gt
CPE A A] FX] 89 kube-apiserver-to-kubelet-signer 25 CA Q154 WA =

SAFUT A CAQISAM = AX SAZRE 2924 2 A = o] d 54
A A2 HE 3659 of] Al AFH U tha A5 CA QIS A WA 744 F-& Al
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o}l 2 2] Red Hat OpenShift 42] CA Q154 245 744l o8 & FZ 34 A
AFA WA 7F FA = Fo] A FA A = A=A gl gt MCP7t
%M] FA G QEA wA 7 iy Ex] o g Fe e e Aol A8t oc
debug, oc logs, oc exec, oc attach= ¥ 3+slo] o2 oc H&H o @771 A Y

¥

NES

A
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ol

rr

4. 2e28 Qo EE ST QU0 B LAl
A9 2k MCPE ¢4 o] E gt

5. Qo] EH oA o) T2] 70| e Bl AE o of Za A o] o] ol ATl = AEelen S
U,
6. b A MCP2 aub 1A 54 S48t R E B4 w=7) Qo] B8 g 74 s =
N Ze Aol 4L Bl 2EFU T MCPe] A4 42 54518 8] MCPet A4 H == o] o]
E 713

E Z A7 A AU 3] - SE S AR S S5t §) FE004 HHlolE
gola 4 45U th =& oc get machineconfigpools CLI ™ & 2 A}&-3Hu o}

950 JuolEF oA ALg A A dlo] B2 A A A A A4 MCPE AHA ]

N
2

8.3. 7tugol Eolx HU | EE 3 & A +4 A A

Fhtelol Bob& ol & S sk 3 WAl 24 & MCP(Machine config pool)& it ol 4 484 sh
At}

1 22 == A4 MCPE A A4 gt
a. FY2H A =28 gy

$ oc get -l 'node-role.kubernetes.io/master!=" -0 'jsonpath={range .items[*]}
{.metadata.name}{"\n"}Hend}' nodes

2 o

ci-In-pwnll6b-f76d1-s8t9n-worker-a-s75z4
ci-In-pwnll6b-f76d1-s8t9n-worker-b-dglj2
ci-In-pwnll6b-f76d1-s8t9n-worker-c-lldbm

| HHN,

b AT w9 A9 AHgA A 2l S o F7-F k.

I $ oc label node <node name> node-role.kubernetes.io/<custom-label>=
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https://access.redhat.com/articles/5651701

84 7htel ok Zob2 Qulol = 53

& =¥ v AEU T

$ oc label node ci-In-0gqv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary=

2 o

o

I node/ci-In-gtrwm8t-f76d1-spbl7-worker-a-xk76k labeled
c. Al MCPE ¥ &4t

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: workerpool-canary ﬂ
spec:
machineConfigSelector:
matchExpressions:
-{
key: machineconfiguration.openshift.io/role,
operator: In,
values: [worker,workerpool-canary]

}

nodeSelector:
matchLabels:
node-role.kubernetes.io/workerpool-canary: " 6

@ vcPelolge AT
Q worker 2 A2z} XA MCP o] &2 A A 3t}

© o =olM Aot mEol 27 AL A4 SEe AT

I $ oc create -f <file_name>
2 o

machineconfigpool.machineconfiguration.openshift.io/workerpool-canary created

| HHN‘

d. 228 MCP 5= a4 4e) & APk
I $ oc get machineconfigpool
29 9

NAME CONFIG UPDATED UPDATING
DEGRADED MACHINECOUNT READYMACHINECOUNT
UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT AGE

master rendered-master-b0bb90c4921860f2a5d8a2f8137¢1867 True
False False 3 3 3 0 97m
workerpool-canary rendered-workerpool-canary-87ba3dec1ad78cb6aecebf7fbb476a36
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True False False 1 1 1 0 2m42s
worker rendered-worker-87ba3dec1ad78cb6aecebf7fbb476a36 True
False False 2 2 2 0 97m
Al WA 4 = workerpool-canary 7t A 4 5] 2 AL-8- 2} A 9] #lo] B8-S F718 = F7) o
Al ol ZAEYTE ZFA A MCP W2l 5 L3 FUF S0 5 YT A &E 5 gulolE

s vl @ ®ol A€ % &Y ol sl A& shte] =7} worker MCPol A

workerpool-canary MCP Z o] &= ) 54t

8.4. W2l A EF AA] A

o] 7h}g] o} Zol2 HJH o] E = 2 A 2of A 1} %] OpenShift Container Platform S 2] 2H & JH| ol E
a4 &5 == g ol &5 A g § MCP(Machine config pool) & A4 st 3L 3l & MCPE Y Al $A %Y
. MCPE A A] 5] 3 MCO(Machine Config Operator) 7} sl & MCPe} A4 H == &5 HH o ET

Sl

23

MCPE Y A] 5% &} kube-apiserver-to-kubelet-signer 2}5 CA ¢1Z A WA = LA =
AUtk A CAdSM = A SR EFE 2924 = A HM o] ASM = A e/ =
HE 365 ol A AF YU thi Abs CA QLS A WA 74A] o2 A1 7HE drof 2™ Red
Hat OpenShift 4] CA Q154 25 7441 olsl & 23 A1 2. CARISA WA 71 +3 =
A Zo] AA A A H A=A FAF U T MCP7F LAl T2 5 1A wA] 7k &4 s)
A exo v Fej g el /5ol A sl= Il oc debug, oc logs, oc exec, oc attachE =3
ted o2 oc B ol 2.7 7} whg gk,

MCPE ¢4 545t ™l the- A g o

1 A EA8ke = MCPE o %) g o).

I $ oc patch mcp/<mcp_name> --patch '{"spec":{"paused":true}}' --type=merge

& =¥ e AEU T

)

$ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":true}}' --type=merge
of

=
I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched

8.5. F ¢ 2F YUl o E 43

MCP7} 1] 3e) 7t He o) 28 Qulo|E8 20T+ A&Uth FH 26 A8 ohe Gulo=
W F shhe Fa AL

o ) 2E2AG FH2H JulolE

o CLIZA&3lod 22 2H QulolE

e ol E7L R HH MCP2] dA| A& st Al & &= d5UTh

8.6. M Al 74 & dA A Al
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https://access.redhat.com/articles/5651701
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#update-upgrading-web_updating-cluster-within-minor
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#update-upgrading-cli_updating-cluster-cli

8%. 7h}elo Bob2 QulolE

o] Zhtg] o} Eol% o] E Z 2 A 20 A OpenShift Container Platform ¢ dl o] E7} &5 ¥ & A& %}
Aol MCPE sluH A A =4 el Al gy th. MCP &) U Al 3] = ) #] 3t MCO(Machine Config
Operator)7} sl MCPe} A48 ==& o] ET 4 &5 Th
MCP 4 A A& Al st ™ th< 3 U o

1. LA FA A MCPE 3 %] g4 o}

$ oc patch mcp/<mcp_name> --patch '{"spec":{"paused":false}}' --type=merge

& =¥ e AEU T

$ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":false}}' --type=merge

)

a])

| HHN‘

machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched

oc get machineconfigpools 3§ 3§ & A&t dulolE W& 42 geld 5 dFYh
2. dHle|EE kx| A fEE Aol d S Bl RESHe] o ZejAl o]l d o] dl d = AEst=A] #A

U,

3. U FAE th2 MCPE ahy A A FA) sl st of Se] Al el o] A58t Sl gt

8.6.1. o Z&| Al o] A “Fof LA A

Hrlo|Ed oA 2Fata] = fZeAcld T2 LR B st A9 29 =S ATt =
ojdste] o E2]A ol d podE thE =ER o] F st fEe|A T MH = FE S A BT F UF
Ytk A " MCP= 23 &Rt} 4] eobof

8.7.:==8 A Ml 74 ER o F

o] 7h}g of 2ol Jul ol E ZEA 2o A A& A o] MCP(MCP)E U A] 54 &) Al 8laL &l & MCP <}

AZE mEe fFe Aol ol | FHE 53R FAR F =S Fo4AHEA G Fol e A
3l = =2 Y MCPE thA] o] &3 of 3 o).

IIII .
s Zel 2B ol AR 25 sk o Zo] glo]of Pt

=2E 48 MCPE o] et th=S T3 FUth
1 == A ARG A ol a& AAFH
I $ oc label node <node_name> node-role.kubernetes.io/<custom-label>-
& &9 &3 2Fyth

$ oc label node ci-In-0gqv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary-

3
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=9

2

I node/ci-In-0qv1yp2-f76d1-ki2tg-worker-a-j2ssz labeled

42

MCO= ==& 98 MCPE thA] o] 5313l =5 MCP A o2 24 )
2. Y 2EH MCP E=3 dA) A= &
I $oc get mep
NAME CONFIG UPDATED UPDATING

DEGRADED MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-1203f157d053fd987¢7cbd91e3fbcOed True  False
False 3 3 3 0 61m

workerpool-canary rendered-mcp-noupdate-5ad4791166¢c468f3a35cd16e734c9028 True
False False 0 0 0 0 21m

worker rendered-worker-5ad4791166c468f3a35cd16e734¢c9028 True False
False 3 3 3 0 61m

L—_E—‘E AFE-2F 21 MCPof| A A A= oL 2 MCPRE thA] o] 5 @Y th Al =8l & o] Est=
T o] A4 & AdHK Yt} o] o A= shte] =7} A A ¥ workerpool-canary MCP o] A]
'work rMCPE o] =5 l&5 Yt

. A e A}EF AR A A ¢ MCP= AA) &k o)

I $ oc delete mcp <mcp_name>



9% RHEL 7159 A 282 T 3ot 2828 Yool

9% RHEL 7 8 A 2¥ & X3H5t= F 82 JHolE
OpenShift Container Platform S8 28 & dd o]l Ed Ay dad ol =< = 5y Z8 2F o RHEL
(Red Hat Enterprise Linux) A] 228l o] Z3tH 79 sl G A 28 S o] Eslr] g 71 A= =3 3

oFgu ).

O0.1. 44 =7

e admin Aol Y= AHEARE Fel 28 o 4 2tk RBACE AHg el 73t g9 2 4§ &
FEHA L

o JulolEs Aulshs AF A2 etcd M o] U3 FH2E S o) FH = HAs) o Pk,

o ZHXAEAN FFLE FA T H= UFT HHE A3t 49 CCO (Cloud Credential
Operator)7} 428 o] = 7ha gk el 1A gl Y ok 2pA] & W &2 AWS, Azure Ba= GCPO|
el FEo = 53 HelH = 95 JHE A Fel2E Y zEo]E FxHAAL

e =2 ~E|7} AWS Security Token Service(STS) ¢} 3| 522 FA] T 5= U5 HHE A
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Container Platform &&] =& ¢ z8/o] =& ZZ23H4 Al &

O

penShift

® Operatorg A st A Pod T 4F& ALE-31o] of Z]Alo] S AT A dadeol= 22
A2 Fel TaE 5 ‘21’5‘4 t}. PodDisruptionBudget ©| #] minAvailable ] 12 243 ¥ 79 =
S AA ZZALE AT F e BR FQ A S F 857 A8 =gy o8
7 AR Y EE 2 E Pod7) dube] m=oj A vk A E 4= 9] © ] PodDisruptionBudget 2
ToA == =g ol S AT AFUTh

V4 =) By

4

o a5 A &= Operatoro] o) 3k 2] A 2

9.2.%] £42 AHgste] F2 2 YulolE

AHE 75 HlOlEVE Lo §] &4 FH2HE JUH O ET & AdFU T
A& 7153+ OpenShift Container Platform 32 @ ¢lHj o] Ex= 27 £ €] of gle} 4 A & 22814 A
]
AA =2
e admin A go] 3l= AHE AR §) ZE& ol A Ak
e == MachineHealthCheck 2] 22 A A] 3] gt}
EL9 PN

1. §] 2<% 0l 4 Administration - Cluster Settings2 £ & 3} 3. Details ¥ ¢] W &S g2l g}

2. Z2Yd 22 2H 9 745 Channel o] Julo]Este] = vl tf 3 k& Ad = A7 o] 3l
=4 2l ti(]: stable-4.9 ).
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/authentication_and_authorization/#using-rbac-to-define-and-apply-permissions
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-restoring-cluster-state
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/authentication_and_authorization/#sts-mode-upgrading
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https://access.redhat.com/downloads/content/290
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29X Z8 2E o 79 stable-*, eus-* T=+= fast-* x| 'd o] 7143l oF &4 ¢}

® Update status7} Updates available©] o}'d 7% Z 81 2HE g ol =8 5= gl

e Select channel& Z 8] ~E 7} A8 Fol AU LU0l E T2l Fe]2F WA S YEY

. HHelEY A& A9 stal Save(AF ) E S8 AU T

18 A '@ Update Status”| Update to <product-version> in progressz * 7] = 32 Operator %
wEo] QY ES Bstel Fe2E Aulol = WY FFL AED 5 ALk

B3
22 E WA 4yl A 4(y)2 Aol =abe A9 A 75 S Aeate 92
3}

2 wzsty] Ao ==t dadol=H A=A Fs
el EFA] &2 2da =27 s 22 S8 AR H o)A o A g Y-

. Yol E7} $+5 ¥ 31 Cluster Version Operator7} AbE 7153t QH 0| EE A 2 233 5 & A

Ao M ALE 7he @ F7 FHOIETT =A Fd gy o

o JAuolEVI A= A F Y ol QHIED F glS W7A FA AdA fdH ol ES AL 5

CRRICE

o & F =g olEV Y E A AL s violy ¥ 9] stable-*, eus-* &= = fast-*
H d3k=

CEEREELEE R EER TREEE NI SEY
o g el RS U7 e $7 dulo|EE Faslof ¥ S E Ay

RHEL (Red Hat Enterprise Linux) 2t 2} A] 2~dHlo] L3t H F 2 AHE QU ol E
St FUl o] E Z2 A2 Fof sl AP AE A A 02 AN 5 A HUh
=2 2] 7} NotReady “J & 7} =™ Z} RHEL A 2"l o] thal 2@ ol= Fd o] &
S A3t du o] EE ghud)of Y

9.3. A 8] A} RHEL A] 2 ¥ o] A ANSIBLE 2 & A& 517 ¢t &3 F7}

OpenShift Container Platform< Qo] E& o] & =7Z A}-835lo] RHEL A8 A 2= o 4] Ansible 2F¢]

A]sgﬁl 1/\1/]1;}

9.3.1. d1d o] == 93 Ansible Hook A& A H

OpenShift Container Platform& HHlo|ES w] FZE AL-&35te] 54 2}
Enterprise Linux) = =0 A AFE-2F A o] 2 S AP & = dHFUth 3

¢} %o RHEL (Red Hat
Z 185 54 Qulol E 29

Ao AP 2P S Holsl= gy ] sk 4= 9J &Y o} OpenShift Container Platform & 2] 2~ ¥ o] A
RHEL ## 9 =28 QU o] 2T of $35 Abgoto] A82F o] Qlzete] R4S Arbet A AT
5’1 =N ]/] q—

Fz7h Ao shE AU ANFEE FA2 oo W AYSIL FAY A4S AL Ao ok v,

T = B A
== U i openshift-ansible =2 2183 = 9l x| 9k o] 2] g W5
Platform 2] 2o A G AG A AL = AdFUth-F3dE 2
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o3} 7+ A Fho] QiU th-S Ao = A o] 5] At AE JAEH o] 27 lFUH &
OpensShift Container

35
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A 7lsel JlenE $a 27



9% RHEL AF Y A 28" 2 ¥3sl= 22 YH

S QElol B Z2A 27t FREUT SR BASE EAE AT the 42 o =8 A
23] o gh]

9.3.2. 3 & A}8-3 == Ansible Q1 E2] 3} A%

all : vars 44 o}z] o] hosts 21 ¥l E7] 5} o] A 22} A 28 o] 2} a1 & sl= RHEL (Red Hat Enterprise
Linux) 275 A1 282 Julo] E2 o) A8 & 22 4 o gk

A 27 A

o RHEL Z# 1 A28 28262 F715Hs ol AL 5= P FE o] AH 28 5 Qojo] Uk,
RHEL A] 2251 & 7 o] 8= hosts Ansible 21 Wl £2] 5120 9l A 28 4= 310 of o

Z2A 2

= YAML 3 & wrEU T o] e the o o o]

1. $32 4738 % Ansible &S A 95
= 74 E o] glojok gt

Playbooko] o}d 2 & 9] zt¢] o

# Trivial example forcing an operator to acknowledge the start of an upgrade
# file=/home/user/openshift-ansible/hooks/pre_compute.yml

- name: note the start of a compute machine update
debug:
msg: "Compute machine upgrade of {{ inventory_hostname }} is about to start"

- name: require the user agree to start an upgrade

pause:
prompt: "Press Enter to start the compute machine update"

olE

2. hosts Ansible <1l & 2] 3} E‘% TAst A RS A FUT T2 DL TS 2ol [all:

vars] A M of| A w7l W Fhe ]?G%L]]:}
AW EL] oA T3 A 9] 9] o
[all:vars]

openshift_node_pre_upgrade_hook=/home/user/openshift-ansible/hooks/pre_node.yml
openshift_node_post_upgrade_hook=/home/user/openshift-ansible/hooks/post_node.yml

L

Pl g olel A ATl A= Al A AR E AU o

H
ol

aAHR B35S

o

9.3.3.RHEL 7 # 8 A 2d o)A ALE 7158 F2

OpenShift Container Platform & 2] 2~ € ol A RHEL (Red Hat Enterprise Linux) A 78 Al && & 4 d] o]
Edu ogg FAEAEE F AFUT

(17
of

EENE
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EENE

(27
of

openshift_node_pre_cordon_hook i
e 7} =7} 2tk (cordon)E 7] o] Aol Al H

Yot

o o FAL 7 :Ed s A%H o 4y
U,

o ZYo| thE T AE A A3 Eo]old= 7
% 33 29 & delegate_to ===
local_actiong A} 3l oF gt o).

openshift_node_pre_upgrade_hook i )
e 7} =7} 2tk(cordon)® ¥ ool E & 7]

Aol Ao

o o FAL 7 xEd s ALK 4y
U,

o ol g2 T AE A A Ho]okst= A
< g 2o delegate_to ==
local_actiong Ap&-3fjofF g

openshift_node_pre_uncordon_hook
o & Al

s
Bk

o 7 wEstgyolE | F
(uncordon)®] 7] Ao A

o o FAE 7w e A% oz A
Yt

o X‘%‘Ol tE T AEA A Hojoket= A
£ 2 &2 delegate_to ==
Iocal action & x}-&3) ofF 3 o)

openshift_node_post_upgrade hook i _ .
e 7} =7} 2tk 3| A (uncordon) Fe] A 3 5

Uk ol v et == el = A gy

o o FIL 7 xEd s ALK o A
U,

o ZYo]| thE T AE A A3 Eo]old= 7

£ & F 2 -e delegate_to ==
local_action & A}-g-sfoF &4t}

9.4. 2] ~E oA RHEL 7 8 A 2] duolE

ZH2HE QU o] E3 & ZF8 2FH o] RHEL (Red Hat Enterprise Linux) 78 Al 28] S ] o] E5f| oF

Fuh

T8

RHEL (Red Hat Enterprise Linux) B 8.4 2! ¥ & 8.5%= RHEL 2} &} (compute) A] =4
o A A 4 Y Th
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https://docs.ansible.com/ansible/latest/user_guide/playbooks_delegation.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_delegation.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_delegation.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_delegation.html
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9% . RHEL A F € A| 2" 2 ¥

o A A 2 A& = A AFE AL thE OpenShift Container Platform wlo] ] vjd o &
g T AdFUth vtoly M gulo] EE 43 & w RHELY| A RPM 3| 71X & A ] & H 8 7}

Z9
RHEL7 #F % HAS RHEL8E ¢ ad o] =3 & glEUth A RHEL8 32 E 2 W 23
oF &} o] RHEL 7 3 ~E 2 A # af oF gt}

A 2.7 A
o FYzEstgEERYS U

Fo
RHEL Al 2o o] o] & 24 22 k25t 93] 2o 2 o A A4 & <} ko]
¥ 9 8tm 2 RHEL 247 A 282 Qe o] B al7] Ao 22 2 2 9 ulo] Es)o}
.

olE

}\6‘1— e 01/\1/]1;}_ RHEL

e RHEL H ¥ #Al g Fej2H ol F71sh= ol AFE S 22 Al 2wl o] QA= A5

Al 2~¥l 9 upgrade Playbook$- % ¢] 31+ hosts Ansible 214l E 2] 3} o] O—HHIZ“—%L T AofoF &

U,

o uloju HAS JulolEsL7] 93l RPM 2]l A Bl = Sl L olA A3 F2 5L 3 HA
OpenShift Container Platform& AF&-31 32 )& U ok

ZREAX
1. 3 2E A firewalldE FX]3}a1 v &A] 813t}
I # systemctl disable --now firewalld.service
ZFa1

L.

Z|BA 02 "HA" AR Fd0l A= 7]H OS RHEL 9| 4] &= firewalld A ¥ 2~ & &4

sHY o S 2 E A firewalld A B =& &4 8131 2 #}2] OpenShift

Container Platform Z Z1of] A 2~ & —’F &Y} 24 & 2] OpenShift Container

Platform Z 710l Al & A A 25t H 5ol firewalldE &7 8}814] mF4 Al 2

2. OpenShift Container Platform 4.99] & @ 3l 2] XX E 8] & &4 313U o},
a. Ansible Playbook2 A3 sl HAFE oA B Q3 g EX EE & Ju| o] EFY th
# subscription-manager repos --disable=rhel-7-server-ose-4.8-rpms \

--enable=rhel-7-server-ansible-2.9-rpms \
--enable=rhel-7-server-ose-4.9-rpms

e
r
2
N
>
.

b. Ansible Playbookg- 4l 3 5}+= A] 2~ & o] A openshift-ansible2- £ 3slo] = o
dlel =g .

I # yum update openshift-ansible openshift-clients

c. ZFRHEL A8 == Zad g A L& dH ol EF Y-

47



OpenShift Container Platform 4.9 228 2H g o] E

# subscription-manager repos --disable=rhel-7-server-ose-4.8-rpms \
--enable=rhel-7-server-ose-4.9-rpms \
--enable=rhel-7-fast-datapath-roms \
--enable=rhel-7-server-optional-rpms

a. WA w= JEE F5hT Grlo| =Y RHEL A48 29 Ttk

ot

I # oc get node

=49 4

NAME STATUS ROLES AGE VERSION
mycluster-control-plane-0 Ready master 145m v1.22.1
mycluster-control-plane-1 Ready master 145m v1.22.1
mycluster-control-plane-2 Ready master 145m v1.22.1
mycluster-rhel7-0 NotReady,SchedulingDisabled worker 98m v1.22.1
mycluster-rhel7-1 Ready worker 98m v1.22.1
mycluster-rhel7-2 Ready worker 98m v1.22.1
mycluster-rhel7-3 Ready worker 98m v1.22.1

NotReady, SchedulingDisabled *}&f 21 A] ~#] & 3+l gt}

b. TF2 o 2} 7+o] /<paths/inventory/hosts ol 4] Ansible 1 Wl & 2] 31 S &<2135}32 NotReady,
SchedulingDisabled 4} e ¢1 ] 2~ &) vt [workers] A A o] Y& =& Y &S ool EFY
c}.

[all:vars]
ansible_user=root
#ansible_become=True

openshift_kubeconfig_path="~/.kube/config"

[workers]
mycluster-rhel7-0.example.com

c. openshift-ansible T] & & 2] 2 W7 g1t}
I $ cd /usr/share/ansible/openshift-ansible
d. upgrade PlaybookS- 413 gt t}.
I $ ansible-playbook -i /<path>/inventory/hosts playbooks/upgrade.yml ﬂ

@ <path>cl tis) B4 F Ansible AWl =2 o] Fw B X4 P

23

upgrade = g o] &5 OpenShift Container Platform =} 7] ] v+ ¢ Z2. &) o] = ¢}
Hth &9 A A s 71 A& dHl o] EsHA] 5 U T
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4. oA ©A o 2 A 2o wpet Fej2E 9] 7} RHEL 2Fd A} Al 228 & vl o] Ejfy th
5, RE ZAAE PU0|ES T R E FHAEH =7 A HA S Z ol EX Q=X 3ol d ).

# oc get node

=49 4

NAME STATUS ROLES AGE VERSION
mycluster-control-plane-0 Ready master 145m v1.22.1
mycluster-control-plane-1 Ready master 145m v1.22.1
mycluster-control-plane-2 Ready master 145m v1.22.1
mycluster-rhel7-0 NotReady,SchedulingDisabled worker 98m v1.22.1
mycluster-rhel7-1 Ready worker 98m v1.22.1
mycluster-rhel7-2 Ready worker 98m v1.22.1
mycluster-rhel7-3 Ready worker 98m v1.22.1

6. 18] A} upgrade Z el o] o] A4 gl o] 517 28 ¢ A4 772 = o] = g o}, 4.94]
QNN AE delel E st v the B H L AL FU T

I # yum update
Za1

498 4N u) A4 A7 FA T RPM 2] £A 2] & AL§5H 79 RPM 57
SERELE TR RS

49



OpenShift Container Platform 4.9 228 2H g o] E

AZo] #1 3E2 FH2EH =AY A28 = gle 3 G Uth oA R 2Eg ] A X
olm A = JH ot P A 2ET ZAEY) AU I ] Ao BFE AN 28 5= gE AS o)X
ST G Aol B FL AL v HH Sty TLE B o524 Ul“%oi% 7ML T AF
Utk 24 deEloly HA2Eg et Fel2H v g YA ZEG S S AEo A4dE A9 Y ouA &
FEAYAZEL R Y FA D F AdFHH

@ e oy o] m R HALER = ddo] B UEY AL o8] F2E U] ngHd olr|A & &
2g a7l FEFY

10.1.1. OpenShift Container Platform o] ] x| = &4~ v 2] &

AAo] F2 Aol A Fel2EHE JulolEsted S 2F A A td dule]Ed H g g ojnx] gl
a7t e vy AR 2Ed A 2T 5= lojoF FU T T FH o] X o = A F o] ¥ F&2E 9
A g 2ol ol m A & W E st W ol gk A F o] AF YT

® OpenShift Container Platform o] v] %] & &4~ w] 2] &

10.1.2. A 0] 7] S oA Z2)2H o] E 3

g A} F S A& 6te] 94 o] 271 OpenShift Container Platform 28 28 & QU0 ES 5= 3l
FUth

® OpenShift Update Service & AH-&3to] A4 o] #7] gH7 ol Al S ] 2E JH o] E

® OpenShift Update Service §lo] A4 o] #7] 7oA ZF8 2 JuolE

10.1.3. &2 2~E 9] 5] OpenShift Update Service 4 %] #| #
o2 A zpo whel F8 22F ol 4] OSUS(OpenShift Update Service)2] 24 AFE S A AT 4= A5}

o =7 2 E| oA OpenShift Update Service A ] A A

10.2. OPENSHIFT CONTAINER PLATFORM o] 1] 2] #] &2 1] ] &

Adol 1 AN ZHEHE ‘EEﬂO]E@}Eﬂ% nl e A EE ] HH o]y ol n| A & n] & P of &
Urth d4 € 7oA o] ZRZA LS ARG sl S2|AE 7 o F ZRI= 8] 222 Ao 218 =
st s QlE ZH o] o] v 1”}*‘5£0}E§§-*r AFHTH
10.2.0. A A =4

® Red Hat Quay<} 7+o] OpenShift Container Platform & 8] 28 & 32~ 8 & 9] X] 9 Docker v2-2

£ A dst= AEloly ol m ] gl A LE2] 7} 9lofof gyt

10.22. v S 2E

AN
=

e SAE FP 7] dell REE FH=E A SAL A7 A Z FAIE F8]7F Hof flofof gy

10.2.2.1. vko] 1 2] & v} & = 5}o] OpenShift CLI ]
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#mirroring-ocp-image-repository
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#updating-restricted-network-cluster-OSUS
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& = ¢l B ¥ o] 22 AL 3o} OpenShift Container PlatformJJr s 2es)
2 A3 4 95U} Linux, Windows = macOSel ocE A X & 4 945y DP.

=8
o] A ¥ A2 ocE A 3 7 -$- OpenShift Container Platform 4.9¢] =& = %‘ S gEst=
g AFE & U Th Al A ocE TheR =ste] AX Ptk A e] #7187 A

EH2HE == A d2dol=stE = oc A S AA U

Linuxol| 4] OpenShift CLI A %]
o A AHE AFE-3H] Linuxell 4] OpenShift CLI(oc) vlol 2] & A A& F 5yt

1. Red Hat 227} Z € ol 4] OpenShift Container Platform t}$-2 = ¥ o] x| & o] &3y t}.

2. WA EgTe Tl Ad e mAe A

)

Y.

il

3. OpenShift v4.9 Linux Client 3} & o] 3= A7 225 F8 a3 Y-S A4t
4. op7tolH o] k=S5 FUTH
I $ tar xvf <file>

5. oc u}o| LI 2] & PATHel 9l o el 2] of u) 2] g o,
PATHE shelslel vl oh& %<& 48 gt

I $ echo $PATH
OpenShift CLIZS A X3t & oc W& & A& 5 A5yt
I $ oc <command>

Windowsoll 4] OpenSfhit CLI A %]
th& A x}ol| wpet Windowsel] OpenShift CLI(oc) vlol U gl & A x| & 4= 9l & T

1. Red Hat 227} 3Z € ol 4] OpenShift Container Platform t}$-2 = ¥ o] %] & o] &3y t}.

2. Bd =5k v oA AET A A9 gy

3. OpenShift v4.9 Windows Client 355 19 l= AF 22 =5 S 5ta #d S Aot
4. ZIP =209 0 2 olFlo] Ho| QFE S E,

5. oc Htej gl & PATHe sl= e HE = o] & dH -
PATHS sHlsleiel 9% 25 2E8 93 & 93

I C:\> path

OpenShift CLIE 47 3 ¥ oc W8 & A18& 4 2%y o,
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I C:\> oc <command>

macOSol] OpenShift CLI A =]
t}-& A 2hol] mhe} macOSel 4 OpenShift CLI(oc) Hlo] U 2] & 4 ] & 4= gl &1 T

1. Red Hat 2274 Z € ol 4] OpenShift Container Platform t}$-2 = ¥ o] %] & o] &3t}

2. WA =Fuke-Hlol A AEZ S A gy

3. OpenShift v4.9 MacOSX Client &5 ¢ o] = A5 =2 =8 F8 83 34 S A4 o
4. o}7to]H o] gt=& e Al etaL =S FUTH

gy

e}
ST HEe A8

E

5. oc vloly 8] PATHe fd g g =
PATHE g<lsled Hujd S €

I $ echo $PATH

OpenShift CLIE A %] g % oc ¥ &

hA

o

AT 5 Ay

I $ oc <command>

10.222. olmA S 2 F A= AT A B A

Red Hatol| A ml 8| & o] m A & v HH T 4= Q)= ZEH oY o|v A HA2EL S AH gd S A FY
=8

m o)
FH2HE DX T o o] oju|x] YA 2EF QS AR 73U F A A= (pull secret)

o AbgekA BHIA 0. Zel 2T S AT ol o] e A AHE e 2Es] RE
A 2glel vl @A) 2E o et 7] Wako] Hel o

@ 7ol
ol ZE2 A LM & v A LEZ S HH oY olnA] A LEF ] ik 27] A

gho] glojof &t 1S A B E HA2EF & Al AZ 0 F718) oF FY T

o Aol B &R AN A D v HALEY S FAARFU
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o v HAREZAA ouAE v H T o|rA] ARG AAE FAJYFHT

M) ZaEd A the WA S ST Th

1. Red Hat OpenShift Cluster Managereoi| 4] registry.redhat.io £ A 23 & t} =2 =35} .json
shel ol 443 o

2. Y A ZEZ ] et baseb4Z I G H AL AL o] F B 4 E B EZS ALY

$ echo -n '<user_name>:<password>' | base64 -w0 ﬂ
BGVibYk3ZHAtqXs=

Q <user_name> 4 <password>¢] 7 $- gl x| 2E g o] A ALE A} o] B W 5 E X G T

U,

Al ZL 815 JSON & 2] o 2 HALgr T},
$ cat ./pull-secret.text | jg . > <path>/<puII_secret_fiIe_in_json>ﬂ

=
@ =123 A9T S B2l 4 USON Y 9] o5& AP

»

Y& ~/.docker/config.json I-= $XDG_RUNTIME_DIR/containers/auth.json & = % %3+

g

o

el o] U] 8- Thg o b AL g o,

{

"auths": {
"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}
"quay.io": {

"auth": "b3BlbnNo...",

"email": "you@example.com"
}
"registry.connect.redhat.com": {

"auth": "NTE3Njg5N;...",

"email": "you@example.com"
}

"reqgistry.redhat.io”: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
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"<mirror_registry>": { ﬂ
"auth": "<credentials>",
"email": "you@example.com"

}
}

<mirror_registry>¢] 73 ¢ 2] g A =
1:131]0] o] = U] T E (}\-]E]—] A].s]—)a X ]
registry.example.com:8443

Q <credentials> 2] 7 &

SR

W= g ATt

v g A 2E g o) thal base64 = 2

Q)

) & T o 2l 9 S AFE o

H

{

"auths": {
registry.example.com™: {
"auth": "BGVtbYk3ZHAtgXs=",
'email": "you@example.com"

2
"cloud.openshift.com”: {
"auth": "b3BlbnNo...",

"email": "you@example.com"

b
"quay.io": {

"auth": "b3BlbnNo...",

"email": "you@example.com"
}
"registry.connect.redhat.com": {

"auth": "NTE3Njg5N;...",

"email": "you@example.com"

2

"reqgistry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}
}
}

10.2.3. OpenShift Container Platform o] 1] %] %

T8

OpenShift Update Service o Z 2] 7| o] A ol| A 7} =31 v 28] AL-&
o A E HE L omA S EEe

ﬂxiﬂﬂaﬂﬂ%@ﬂﬂ—

AR 22
o AZo] B BHNA AET v AN 2ELE AY L LY AFA 2
¥ Ao
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107%. @2 o] FZ1 &7 oA 22 2H Yol =

Red Hat OpenShift Cluster Managero| A & A| 23l & t} 22 E5)o] njg] A &40 i3k A FS
ZEstEE S8 EFYTH

ZHA M E ASAE AR StE A Al FA A ol &2 A AF U

<

1. Red Hat OpenShift Container Platform Upgrade Graph A1 z}3} 2 73 9 ol E ZP4 =
Abg3te] g Ao A T2 W H o 2 9] ¢lH o] EE A & gt} OpenShift Upgrade Graph= %)
g agzet dAA) S 2H WA G ofd S8 2E A e JuHolE ARV A=A gl
WS Al F Y o

I $ export OCP_RELEASE=<release_version>

& It;release_version >l tff 3] & & o] E& OpenShift Container Platform ® & of] &f &3l =
B 25 A AU (d9:4.54).

b. 2 g A 2Eg o]5F L TA2E XES Y HYYLL
I $ LOCAL_REGISTRY='<local_registry_host_name>:<local_registry_host_port>'

<local_registry_host name>2] 73 v 8] A 49 PR 2EQ Tl o] &8 XA sl
<local_registry_host_port>2] 73 - el = & A F3l=] AHE-H = XEE A G Y

= A gk
d. OpenShlft Update ServiceE Abg-3t= A e 2 o|n|A S X5 71 24 8] £ 4
Ef o] &g uyyrth
$
LOCAL_RELEASE_IMAGES_REPOSITORY='<local_release_images_repository_name>'

<local_release_images_repository_name>=2] 7 ¢ g A 2 E g]of] 2 & A G4 o] & (o:
ocp4/openshiftd-release-images)2 =] 4 34 o}

e. "

ek

AgaolgS HEHY

$ PRODUCT_REPO-="openshift-release-dev'

z2YA 379 e 29 7§ openshift-release-devE = 4 & oF g1t}
f. AALED E A A8 ARE WYY

I $ LOCAL_SECRET_JSON='<path_to_pull_secret>'
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gt g A RE gk E AlA5e A A= Y 9l o] 55
<path_to_pull_secret> o] =] 4 gt}

~r

3
Z 2] 2~¥] 9 ] ImageContentSourcePolicy ¢ B A E 2 x}-8-35}o] %] 24 1]
q9 S Pt A v edE dAZEG g HE A IR AL

.j_
=
I dgUth TR E AL /1T eyt

g ZEl&vEHEHEYEYTTH

I $ RELEASE_NAME="ocp-release"

z2YM 37 o] P29 4% ocp-release= =] A & oF g t}.
h. 2B e] o} 7| el 2] 9 (ol]: x86_64)< W 2Tt

I $ ARCHITECTURE=<server_architecture>
i MEEE o nAE S2ET U FEE WEYYTH

I $ REMOVABLE_MEDIA_PATH=<path> )

@ 21 za00) A el AA AR AR FUT

EEE R IEREE B ISE PN L AR

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-${ARCHITECTURE}
--dry-run

4. W3 olu) A g v el @)X 2Eelo] vl Y g

o e} H2ETLE Y] AA 2T Qe 7
o] %4 vt o} & Qe o] A AY

i olmlX) W AR U 2EE o] 54 wT]o]e] v =2 e 8tk

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

ii. WTolE Aol B AL AA ou A& A AH oY HA LB JrE
Y.

$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror
"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} ﬂ
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REMOVABLE_MEDIA_PATH®] 739 o] x| 2 v 2] ) & o} =4 & A3+ 5 o
A2 E A org .

iv. oc CLI(B B E AHF o] 2)E AFE-ste] ol = F3l F 2 2F ol 20 F e
v. gy dals olu)x] A9 configmaps A2 ¥ Z8 2 283

$ oc apply -f ${REMOVABLE_MEDIA_PATH}/mirror/config/<image_signature_file>

<image_signature_file >& 3} o] 7 = 9} o] &2 X7 t}(al: signature-
sha256-8115415c03294534.yaml ).

vi. OpenShift Update ServiceE AH&-3t= 735 D el = o] p| A & HE o] 2440 v G

U,

$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-

${ARCHITECTURE}
${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL

EASE}-${ARCHITECTURE}

o = A" oY UALEL S} I Z2E 4" B9 oS Y-S I

o}

L gz olnAE 2 AXNLSEYE 4 FASI O BH S A ] T WS T
2ejol 2§ g

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --
from=quay.io/${PRODUCT_REPOQO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--to=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} --apply-release-image-
signature

3

--apply-release-image-signature 3% o] 3% 7 - o] v 2] A &<l
= §18l configmapS 24 skA] E Yt

1o
)
o
k>
=2
A
i)
o
%

ii. OpenShift Update ServiceE Al-&3l= 4% Dl oA & H T

U,

$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-

${ARCHITECTURE}
${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL

EASE}-${ARCHITECTURE}

10.3. OPENSHIFT UPDATE SERVICEE= A} &3l A do] 7] 7oA F
9 2H Qo

57



OpenShift Container Platform 4.9 228 2H g o] E

AEE S A QU E 4 S do Wl v AAE ARS-ste] A o] #71 S oA
OpenShift Update ServiceE A x| 5} 3L

10.3.1. A 4 o] & 71 $7 ol A OpenShift Update Service A} &

OSUS(OpenShift Update Service)+= OpenShift Container Platform & 2] =& ol t] gt J e o] E H & A}
-5 Al ¥ 3y th Red Hat& OpenShift Update ServiceE 37/ 402 S 2H s A4 H 379 S8~
Ei“ FEAPIE E3) Au] 2o A5l QuolE AA AL A AT 5= 9l )

lﬂi‘/} ddol B2 Ao FHLE e dulolE A RE A s] Al o2k & APl A AT
iU th 4ol B A AM FAHE H o E A S Al e sty 4 ol ] OpenShift ¢t o] E A

] o
voag AR sk 7Ase] Aol 21 BANM ALY+ Aw S

n&'i
gg’
HU

?_
27 0SUS 912261 28 M| 543 Z o] 2o fujo] = A A2 A FHES 24 3}
Y

® OpenShift Jdjo]E Mu] 2 g KW

o dadeol= A gl Helx o))

10.3.2. AP 8 7 AFg)

® oc WP = dHH | (CL) Eol AR H o] ookt

® OpenShift Container Platform o] m] %] A} &2 wj g o] A H ) 2 o] EZS Y3 Ad oy
olm| A 2 = HE o]y oA HALERE ZEZH| Al of g},

10.3.3. OpenShift Update Service 2] H ot g x| ~E ] of th gt A 2= 4]

Y] 2 ol 0] A 7k AHg A 9] 91Z 7] o] A HTTPS X500 9124 7} 43 & e 4| 2~ E ] o]l e 35
Aul o] = A u) 2o o @ The WA T B o] A X 2B oA 2E 9T Fh A AR TA WA
£ hrgyu.

OpenShift Update Service Operator= @A ~E 2] CA QS A o] -4 ¥ 7] o] & updateservice-
registry”} 2 2 3}

HEl o] E A u] 20 th g o] n] A PR 2E] CATA He 4

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
updateservice-registry: | ﬂ

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 9
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10%. A4 o] 3 g7 oA S 2H JHlo|E

ﬂ OpenShift Update Service Operatordll = @A ~E 2] CA QS Ao -4 ¥ 7] o] & updateservice-
registry 7} 2 @ gty ot

9 #) 2] 2= E g o|] registry-with-port.example.com:5000 722 L E 7} 9= A S 0] .2 WA HojoF FF
Eh=3

10.3.4. 22 FH2H F A A= HHolE

AR F AN AR WA FAY A E AL o oke] FY2E | FEY F AL QU ED 5 9
FuUth
AHg AL A Fol AHg R A A 2E T} o A E A g5t 18] MEe] A A ~EN S A s A

427 B e g,

A 27 Ab

e cluster-admin & &9] Al &2} 2 ZFe] AE o] WA AT 4= g o] oF o).

=2 A2
1oAE A E E AR A E A SRS TSR e BAE SR
a T HPL Aol EAAUL GEREFU

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}' ><pull_secret_location>

© == BEE ATTI

b.

o
=]

oE,
mlo
_o‘g
£
=
i
>
W
P
filo
A
)

gy

ot
‘ $ oc registry login --registry="<registry>" \ 3

--auth-basic="<usernamex>:<password>" \
--to=<pull_secret_location>

A FAA=ELE ATIUT TL T dA=Ed o8 2 2A B
Y} (o --reglstry_"<reg|stry/my-namespace/my-repos|tory&g

Z 0

@ NaAzE AT HRE ATHYT

© =1=: g AzE AT
i b @ 7] A A o) @ £ Qe EE FA Y AT
2. & 9EE gestel 2o 22y E ARG JulelEd

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

@ VEAaRAgg A= ATIYL
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o] gulolEL BE =ER BolsuH w2 )0 thet Aol eFzhe] Azre] AF & 9]

ofy

OpenShift Container Platform 47458 224 Z Al 382 WA = ¢ o] =
T ooy e "ol EYAHA FFH

10.3.5. OpenShift Update Service Operator 4 %]

OpenShift Update ServiceE A x| s} ™ = # OpenShift Container Platform ] &< &=+ CLIZ A}&3}
o] OpenShift Update Service OperatorE A %] &f of gt}

71 8 2=¥)ol| A ¥ Fe]2~F 2] 7 Operator Llfecycle
A ~E oA & 2~8 5= Red Hat A & OperatorHub
344 Lxce g B A4l Zash] Wi

pid

E9 ELOﬂ ] Operator Lifecycle Manager A}-8- & %}ié}ﬂ Al

<
Q
-]
Q
«Q
©
fr
N
e
2
[o
i
rj\g
N
Ay _@ L

o A 223 % gl T o] 2
o AbA @ -2 A S )

.

10.3.5.1. §] £& & A18-3l4 OpenShift Update Service Operator A %]

1 &£ & AHE-3Fe] OpenShift Update Service Operatorg A x| & 4 9l 54 T

Z2A 2

1. §) 2<% <] A Operator - OperatorHub= 2 31t}

a1
Update ServiceE 7199 == FHg... D =9 ¢ & slo] OperatorE t] W2 A 34
Yt

2. A& 7}5 3 Operator & 2o} 4] OpenShift Update ServiceE A€l gl t}& A X & 22 o}
a. A vl o] 2o A A8 S Qe st Aldol 22 Juo|lE AEE A
b. Ax] R FH2H 5EF UYL o] AL HAal gyt

c. AAB P2 o] 29 U 25)o] 25 e 57
service= 34 o}

-

U A3 v 9l 29 o] 2~ openshift-update-

o AF A A8t Operator A ¥4 o] =] & wj OLM(Operator Lifecycle Manager)
o] 2} © 2 OperatorE ¢ do|Ed 4= 9 &1t}
o I xS AlgFHH S 2H T AU} Operator Ay o] EE %ela)of 3T}

3. Operator - Installed Operator 3] ©] 2] 2 71 %} 5} o] OpenShift Update Service Operator7} A %]
HA=A Ay
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107, 440l &7 &7 A S 2F ulolE
4. OpenShift Update Service7} &l &k v ¢ 25| o] 2o AF ARl & A5 o] 9= &g ot

10.3.5.2. CLIE A}8 3}a] OpenShift Update Service Operator A %]

OpenShift CLI(oc)E A} 3le] OpenShift Update Service OperatorE A %

et
_
%0,
)4
i
o

EL-P PN
1. OpenShift OpenShift Update Service Operator2] W] ¢ 223 o] 25 A A §hu o}

a. OpenShift Update Service Operatorel t] sl Namespace ¢ 2 4 E YAML 3} (4: update-
service-namespace.yaml)& 7H5 4 o}

apiVersion: vi
kind: Namespace
metadata:
name: openshift-update-service
annotations:
openshift.io/node-selector: "™
labels:

openshift.io/cluster-monitoring: "true" ﬂ

Fel

ol

o] Y| ¢ 2= o] 2~0)| A Operator7} A48l &
S|

2H BUHY S AME S E S
openshift.io/cluster-monitoring @ o] & g

2
gy
b. Ul &d o] 25 At
I $ oc create -f <filename>.yaml
& &9 o3 2Fyth
I $ oc create -f update-service-namespace.yaml
2. L 2 BA E = A A 5Fe] OpenShift Update Service OperatorE A %] 1t}

a. OperatorGroup © 24 E YAML 514 -& vHE14 o} (¢f: update-service-operator-
group.yaml).

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: update-service-operator-group
spec:

targetNamespaces:

- openshift-update-service

b. OperatorGroup ¢ 2.4 E 2 A A gt t}.
I $ oc -n openshift-update-service create -f <filename>.yaml
d& 8 s ZsUnh

I $ oc -n openshift-update-service create -f update-service-operator-group.yaml
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c. Subscription ¢ 24 & YAML 3} (4: update-service-subscription.yaml)2- 2} 4 gt t}.

PEEELEER

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: update-service-subscription
spec:
channel: v1
installPlanApproval: "Automatic”
source: "redhat-operators” 0
sourceNamespace: "openshift-marketplace”
name: "cincinnati-operator"

ﬂ OperatorE Al sl= 7IE 2 1 A9 o] 55 XA Y o} A8} & 2] OLM(Operator
Lifecycle Manager) < A1-8-314] &= 28 /*Ei /] 4% redhat-operators = % 4 g t}.
OpenShift Container Platform 28] 2B 7} A4 o] #7] 37 o) A X H 3%
OLM(Operator Lifecycle Manager)-& ++/J & uj A/ ¥l CatalogSource 2 2 4] E 9] o]

S AFFY
d. Subscription ¢ 24 E = A A3 T}
I $ oc create -f <filename>.yaml
& =9 &3 2AEUTh

I $ oc -n openshift-update-service create -f update-service-subscription.yaml

OpenShift Update Service Operatori= openshift-update-service 1] & 2~ o] 2~ of] A4 X] =] 31
openshift-update-service U] 25| o] 25 t) Ao & ).

3. Operator A x| & 8¢l gt o}

I $ oc -n openshift-update-service get clusterserviceversions

%9 o
NAME DISPLAY VERSION REPLACES PHASE
update-service-operator.v4.6.0 OpenShift Update Service 4.6.0 Succeeded

OpensShift Update Service Operator7} Y& # 73 9 A X of] A
23t sy

ofl
r
P
ins
T
=
=z
=
E
fofs
)
5]
>
(it

F7teas

e ) A5 o] 20| Operator A .

10.3.6. OpenShift Update Service 22 3 © o] E] # " o] o] v %] A A

OpenShift Update Serviced & 28] = gl o] ¥ 7 El o]y o] m] x| 7} D @ ]t} o] o] x| & &3
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10%. A4 o] 3 g7 oA S 2H JHlo|E

OpenShift Update Service= #l'd ®lv 4] o] 9 Xtk ool E o Ao t gk F BE A o) A3
oc2 afZuolEe dadels 2 = doly gl XA EZ oA Y 7EAFUT JIEU A o] EVFs
3k 3k o A init AE| o] oA o] AKX EZ ZE3t= 21 %= OpenShift G H| o] E A B] 204 28] X glo] g &
B F AES st E OhE YU Thinit dEl oy o] & T o] & 24 AMES A F st
= Aol™ pod 2713} Fofl init Z1E| o] 7} A H| 2o A A 28 = = FF0 vlolHE HAet= A Y

U,

Z2A 2

1. Th&< ¥ sl Dockerfile(ol: ./Dockerfile )2 48 43 &1 o
FROM registry.access.redhat.com/ubi8/ubi:8.1

RUN curl -L -o cincinnati-graph-data.tar.gz
https://api.openshift.com/api/upgrades_info/graph-data

RUN mkdir -p /var/lib/cincinnati-graph-data && tar xvzf cincinnati-graph-data.tar.gz -C
/var/lib/cincinnati-graph-data/ --no-overwrite-dir --no-same-owner

CMD ["/bin/bash", "-c" ,"exec cp -rp /var/lib/cincinnati-graph-data/* /var/lib/cincinnati/graph-
data"]

2. $] A ANA A Docker 3 & AF8-3le] graph-data 71 € o] o] ] =] (:
registry.example.com/openshift/graph-data:latest ) = 2 =3t}

I $ podman build -f ./Dockerfile -t registry.example.com/openshift/graph-data:latest

3. ol A A o A A H graph-data A H| o] o] 1] 2] = OpenShift Update Serviceol] 4] o A 2~ &F
I e g EAEE Z YR Y Y registry.example.com/openshift/graph-data:latest ):

I $ podman push registry.example.com/openshift/graph-data:latest

3

Aol B @A 24 YAXEGE Y= vy o|r| A&
OpenShift Update Servicedl A} 4] =& 4= 9= 2] LA E 2] o
4 3 graph-data €| o] o] v x| & BAFU T} AL & 75 &
image mirror --help & 2 3 34 c}.

FAl st H
o] 2 A o A A
Ao th&l oc

10.3.7. OpenShift Update Service o Z 2] A o] A A A]

OpenShift Container Platform %] &< == CLIZ A8 3}o] OpenShift Update Service o Z 2] # o] A &
AR dFYTh

10.3.7.1. 9 &< 2 A}-8-3lo] OpenShift Update Service o S Al o] A A A

OpenShift Container Platform € &£ & A}-8-3}o] OpenShift Update Service OperatorE A}-& 3}
OpenShift Update Service e Z & Al o] A& A4 & + AFHTH

AA =2

® OpenShift Update Service Operator7} A %] = ¢ <54 t}.
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® OpenShift Update Service graph-data 71 €] o] o] n] X] 7} A 4 =] o] OpenShift Update Service
oAl MA 2T = Q= | XA BB Z F A HAHF YT

o ALY AHolE Y de]ie 2 AL Ve HALE R v HF HAFUT

1. %) ££of 4] Operator = Installed OperatorE &3 3ty t}.

2. A 29 Operator £ o A OpenShift Update ServiceZ A & ghu o

1
o

3. Update Service 8] & &3 gt}

4. Create UpdateServiceE 28 gt}

5. Name Z =9] o] &5 & dH Tt (4 service)

6. Graph DataIlmage Z =9 "OpenShift Update Service 28] 3= t] o] ¥] 7 H| o] o] u] =] A A]" o]
A2 @ graph-data Z o] o]u] x| o] 22 pullspecg 4 & T th(4:
registry.example.com/openshift/graph-data:latest ).

7. Releases & = o] 4 "OpenShift Container Platform o]n| x| 2] Z X E 2] n| & &"¢] &g 2 oju| x|
E XS ALY 24 YA LED W HEAELE JH T o4
registry.example.com/ocp4/openshift4-release-images ).

8. Replicas 2 =9f 25 4 H 3}

9. CreateZE Z g &} OpenShift Update Service o =] A o] A& A A & ot

10. OpenShift Update Service o Z 2] A o] A &<l

e Update Service ¥ 2] UpdateServices Z20j| A B BHE o] E AH] 2 o Z ] Al o] A&
SRk

)

Y.

e Resources 8|S =8

o 7} o ZaA o] g &2 AHE] 7} Created©l %] 3ol 3t}

10.3.7.2. CLIZ A}£ 3lo] OpenShift Update Service o] Z&] A o] A A A

OpenShift CLI(o¢)E A& 3Fe] OpenShift Update Service ol 28] A o] A S A T 4 A5t}

AA =4

® OpenShift Update Service Operator7} A X =] ¢ <54 t}.

OpenShift Update Service graph-data 71 €] o] o] v] X] 7} A 4 = o] OpenShift Update Service
oj Al AA 2T = Q= B XA B Z F A HAHF YT

o AL AHclE Y de]lie 2 AL Ve HALER R v H P HAFYT

Z2A 2

1. OpenShift Update Service th A W] 9 229 o] 225 4] §H4 t}(<)|: openshift-update-service ).

I $ NAMESPACE=openshift-update-service

64



10%. A4 o] 3 g7 oA S 2H JHlo|E

U] ¢ 225 o] 22 3= Operator 715 2] targetNamespaces 3t3} & %] &l oF g4 ot
2. OpenShift Update Service o Z2] A o] A 9] o] &< 7/ 1 th(l: service ).

I $ NAME=service

3. "OpenShift Container Platform o] n x| 2] Z X E 2] n]g| & "o A H dg] 2= olu|x] 2] 24 X
2Ef 9 g XA EYE A Y o registry.example.com/ocp4/openshiftd-release-
images ).

I $ RELEASE_IMAGES-=registry.example.com/ocp4/openshift4-release-images

4. graph-data o] "] %] o] 4 pullspec & "OpenShift Update Service 28] 3= g o] ] 7| o] o] u]
A A3 el A A4 graph-data 7 H o] o] v x| & A7 3 oh(all:
registry.example.com/openshift/graph-data:latest ).

I $ GRAPH_DATA_IMAGE-=registry.example.com/openshift/graph-data:latest

5. OpenShift Update Service sj Z 2] Al o] A e B A E

i

A I

$ oc -n "${NAMESPACE]}" create -f - <<EOF
apiVersion: updateservice.operator.openshift.io/v1
kind: UpdateService
metadata:
name: ${NAME}
spec:
replicas: 2
releases: ${RELEASE_IMAGES}
graphDatalmage: ${GRAPH_DATA_IMAGE}
EOF

>

6. OpenShift Update Service of Z 2] #| o] 4 ¢

¢

a Te EHL A A A1 ARE A ST

$ while sleep 1; do POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
"${NAME}")"; SCHEME="${POLICY_ENGINE_GRAPH_URI%%:*}"; if test "${SCHEME}"
= http -0 "${SCHEME}" = https; then break; fi; done

b. A AXoM e =& A ek th channelol] &3 M3 & A A s oF Ut} o & £
OpenShift Container Platform 4.9 4 A &) 5} = 7 -¢- stable-4.9 & A}-&-3}4 o}

$ while sleep 10; do HTTP_CODE="$(curl --header Accept:application/json --output
/dev/stderr --write-out "%{http_code}" "${POLICY_ENGINE_GRAPH_URI}?
channel=stable-4.6")"; if test "${HTTP_CODE}" -eq 200; then break; fi; echo
"${HTTP_CODE}"; done
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Za
A QAR AR o] 52 RFC-11232 7| ¥ o &2 634} o] 3l oF g t}. host must conform
to DNS 1123 naming convention and must be no more than 63 characters = <1 3j|
CreateRouteFailed ©] <} 317 ReconcileCompleted *} e 7} false<l 49 ¢ &2 o] &
° 2 JuolE Ayl =g AL

10.3.7.2.1. Cluster Version Operator (CVO) 4

OpenShift Update Service Operator7} 4 2] & 32 OpenShift Update Service ol Z 2] A o] A o] YAl H 5
Z o] A2 H OpenShift Update Serviceol| A 28] 3= "] o] E] = 7}# 2. == CVO(Cluster Version
Operator)& QU] EE F AF YT}

AA 27

® OpenShift Update Service Operator7} 4 X = 915U t}.

OpenShift Update Service graph-data 71 €] o] o] v] X] 7} A 4 = o] OpenShift Update Service
oAl AA 2T = Q= B XA BB Z F A HAHFY T

o A g HUoE i BEliae B QAL Vs A AL EY R v P HAFH T
® OpenShift Update Service o &&] Al o] A o] A4 = AF Y T}
EZZAX
1. OpenShift Update Service t] /g U] & 29 o] 2 & A 4 3+ t}(<]|: openshift-update-service ).
I $ NAMESPACE=openshift-update-service
2. Openshift Update Service off Z&] A o] ] o] &3 A4 g th(el: service ).
I $ NAME=service

3. A

o

_@1:,'4

AR B2 S A g

$ POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath='{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
"${NAM E}ll)ll

4. F e volEle) A g A4 T
I $ PATCH="{\"spec\":{\"upstream\":\"${POLICY_ENGINE_GRAPH_URI}\"}}"
5. CVOE 7| x]5}o] 24 OpenShift Update ServiceE AF&-3 T},
I $ oc patch clusterversion version -p $PATCH --type merge
ZFa1

HHolE B & A st=s CAS 7AW S 2F dA|o] 254 243t & =%
A AL

]_

of
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/networking/#nw-proxy-configure-object

10%. A4 o] 3 g7 oA S 2H JHlo|E

10.3.8. Tt} A
YL E AUl EsH] Aol b= 240 TFHA=A A I

® CVO(Cluster Version Operator)&= 2 Z o 4] 4 2] & OpenShift Update Service o Z 2] A o] A<
AbE St S A E o] lEF YT

o A Do HekolmA| Mg A wio] FLE o HE&H Y

o A Y2 JUoE U e ol mAE 2 A AT 5 e dA2ED R v Y
U,

o A= a7z uolE A oY o N X7t =4 w| A Aol v HE Y&

2 A A=) % OpenShift Update Service ¥ 22 v 8] g A 2ET & ALES 2 F F82HE 74T
F 0= JUHCIENHES A S s U

o S ZHL AN ZE2H JuoE
e CLIE AHE3t 282 fvlol &

e EUSYHI°|E 8 =1

o Jhuglol Eokx AUlolE 3

o RHEL Z# 8 Al2ulg xotale Se)2H Qo=

10.4. OPENSHIFT UPDATE SERVICE ¢l o] &1 2 o] #7] 87 oA 28] ¥
du ol

thg A=}l whel OpenShift Update Serviceol] o 4l 2314 9F31 A7 o] &
olEZ ).

SN FH2HE A

i
o

10.4.1. AA) =4
e oc HH = Q0 FH o] (CLI) Eo] Ao ojordy)

® OpenShift Container Platform o] 1] %] 2] &4 nj g o] A E ) 2 o] ES Y3 Aoy
olm| A &2 = ZAH o]y o] n|A] YA LEE ZEH| A 3| of FTh

e admin A3to] Q= A& 2 Fe) 2 o] A4 28 5 9lofo §h Tk RBACE Al&ale] Ag 4
o)W Heg FraUA L

o ouo|EV} Ay A% eted M o] Qojok sty F] ~EE o] A Abe 2 29 s of Tt}
e 1= MCP(Machine config pool)7} 28] S0l A A =X 5 A &te=A] Fels)of gyt )

o|E Xz A2 Fo] A X € MCPS} A4 H =28 AUPUTh At ol Bl dulolE A
g2 St 49 MCPE 94 24 5 Ay th

o FHAHINAN FFHOE FA FHHUHEAF HAHE A L= A S CCO(CIoud Credential
Operator) 7} ﬁlﬂﬂ o= 7hs 3 el 1A Fel s of gy A 7 W82 AWS, Azure EE=
GCPell el +&2 & 3] #eH= 95 FJHE 4§51 Fe]2F %’JEJ/O/E 23N L

® Operatorg A3 st A} Pod T o 2FS ALE-31] o ] A0S FAS A dadol= 2=
A2 Fo) 2 4= 94U th PodDisruptionBudget ] /] minAvailable o] 12 A4 ® 7 $ =
EeAA ZZAEEARGE F A BF T WA S A L] e =gyt o g


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#updating-cluster-within-minor
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#updating-cluster-cli
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#preparing-eus-eus-upgrade
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#update-using-custom-machine-config-pools
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#updating-cluster-rhel-compute
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/updating_clusters/#mirroring-ocp-image-repository
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/authentication_and_authorization/#using-rbac
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-gcp
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o7 AR Y EH 2E Podr) dhube] m=o A vk A E 4= 9] © ] PodDisruptionBudget 2
ToA == =Egold S HAT F AFHH

10.4.2. MachineHealthCheck & 22 & A] &X]

Fadol= Z2A L Foll FHAHY REE YAHOEZAES F R4 2 7 AFUT AFPA ==
B AN G HAAA ol T =EE Hl;‘é*oi Ao ARE S F dFUTh o8 d =25 A
B six] god FHAHE Qo o] EFH7] Ao =& MachineHealthCheck ¢] 4~2~5 U A] %] gy
=8
AA =7
® OpenShift CLI(oc)E A X &4t}
Z2A 2
1. 9A] x5 = A8 7H5 3 MachineHealthCheck &) 222 =% Uy dsteld oS 25 S A
R
I $ oc get machinehealthcheck -n openshift-machine-api
A e AL AU A FX s8] W cluster.x-k8s.io/paused="" F4] < MachineHealthCheck
E] o F7gU T o W R S A3 gy

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-k8s.io/paused=""
2] o] 214 ¥ MachineHealthCheck ] &2+ t}g YAML 3} 3} ALY o)

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
name: example
namespace: openshift-machine-api
annotations:
cluster.x-k8s.io/paused: "
spec:
selector:
matchLabels:
role: worker
unhealthyConditions:
- type: "Ready"
status: "Unknown"
timeout: "300s"
- type: "Ready"
status: "False"
timeout: "300s"
maxUnhealthy: "40%"
status:
currentHealthy: 5
expectedMachines: 5
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10%. A4 o] &3] 7oA S 2H HHlo|E

T8

S E QUlolER § WAl A A3 S oA Az Y o A ARS A A st
HH o HH S Ao MachlneHeaIthCheck A2 A YA 2] FAS
A AU

$ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-
k8s.io/paused-

27 OpenShift Update Service7} 3= 749 o] A 4l A4 € <)
AbESte] JulolET = dFU T

i
r

T=CLIRAHS

AA =7

o A D29 oln A HALEL v H Y5t AFH

A Pyl 29 D) 2 o]n x| A ¥ ConfigMap 2 S ¥ o] & 43513 25Ut
e o]u|x] A" ConfigMapoll A &g 29| sha256 &7 7S 4= 5 JdFYth
® OpenShift CLI(oc)E A %] gt

° £ MachineHealthCheck 2] &2 2 A A] =23t}

o S XAHE AUIETY T

$ oc adm upgrade --allow-explicit-upgrade --to-image
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}<sha256_sum_value> ﬂ

<sha256_sum_value> 7}-& o] u] %] 4 ConfigMapoll A & 2] 220l t) 3 sha256 $H4 4 Y
o} (4l
@sha256:81154f5¢03294534e1eaf0319bef7a601134f891689ccede5d705ef659aa8¢c92).

n] 2] 2 %] 2~ E 2] o] ImageContentSourcePolicy & A8 3= 7 - LOCAL_REGISTRY tjj 4l 3%
= HAZEY o] 5 AHEE & dFH T

3

ImageContentSourcePolicy 71| 7] 7} 2l =
T84S F AFUT Z2AE Z A A3

10.4.4. o] v A] H A 2E 2] A 74 v

Ay}

o AA

™oy dA e AFa v Ee HAA

ol

1A e ST dEU T
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o somA HALED ] AFLoA o NAE 1A A8l 2 WL Adg AT Y
oju] x| F A 2E ] 2] A A4 A o] & )4 5} == OpenShift Container Platform E& 2~H & 4

A,
o el Mt ohed A% ThE Y

Adas FAdgY ek

i

AHEE F AEE 2 A A Aol el o3 mlef |

t}&2 OpenShift Container Platform¢] #1 & 4 v &) 8] o] & 7}2] &4 9] th

ol ] F2 HALEF thEtY ol & H o7 AT F AF U

o Aol Bl &R FHHE T T A (o quay.io)dll A ol P A & 714 & 3L B AL S H
o YA LEHANA &€ oA & A Fst == & 5 AFUTh

o ojnx 7} 7] 23] Ao SHF UALED S E VA 7S A st dRbF o= o
T HALEZ & vpA e g A

o <9 ¥ 3l n g8 A B OpenShift Container Platform S 2] 2| ¢] B E = & o) A]
/etc/containers/registries.conf 7} & o] =715 Y}

o LUl AAAALNA oUAE QHFH QHH AU =E IS
A2 A =FUTE ZRE v Y7 A SH FH2He A2 AL

As =EE7HAE 5 s

Aoy et g2 Hez 44

e
4

50
o

Y,

® OpenShift Container Platform 4 %] A]
OpenShift Container Platformol] 2 & 3 A g o] o] n| x| = 714 & t}& s & o| v X E 3] A} W+
sty FH ol v A st A o] =71 739l 3= ol H Al H o] OpenShift Container Platform& A
A T AFY T

® OpenShift Container Platform 4 x] &
OpenShift Container Platform A %] 4] v 2] 9 & 44 %4 51#] % 32 ImageContentSourcePolicy 71
A& AHEste] Yzoll A8 4 AFYTH

i1

T ARl AR FEe TS AT I olm TS 4
BAES Y S Ay

3}l = ImageContentSourcePolicy <

o mEHaEE Aroly oln X Agie) A

o X AFroAM 2 FE AM=E A Fete 2 vl Aol I NE F &

3

v
[
a,
2
)
ot
iy
u
iE
i
>,
1
N
rEl
-4
o,
o
¥

ImageContentSourcePolicy 7 A 7} 9l = &
AEUth Z2A B E A AUE F7Me S ey

AA =2

o cluster-admin & 3] A} 82} 2 Z 2] 2 F o] A A8 5= 9l o]of 3},
ZEAX

L uEHYgHE ARLAE HA T

® Red Hat Quay Repository Mirroring ol 2™ ® t] 2 Red Hat Quay S AF-&-3to] mjej & ® A %
22 AARASHITE Red Hat QuavE AR5 S A & AollAl T2 A A A2 olulxl E EHAlsk
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https://access.redhat.com/documentation/en-us/red_hat_quay/3/html/manage_red_hat_quay/repo-mirroring-in-red-hat-quay

—_— = U = o e B e 4

AL A Zke] Aol whet s A G2 E vbRAA Asor 575 ¢ s

(ST oo — 1

skopeos} 7o 52 ALg5te] 22 e ED oA v P E AFLE 0N A S FEO0E B
Ay e

&] 2 S0}, Red Hat Enterprise Linux(RHEL) 7 &= RHEL 8 A] 2~ &) o] skopeo RPM o 7] %] =
A 28k &t} o 9} 7o skopeo H S A& 3 T

$ skopeo copy \
docker://registry.access.redhat.com/ubi8/ubi-

minimal@sha256:5cfbaf45ca96806917830c183e9i37df2e913b187adb32e89fd83fa455eba

a6\
docker://example.io/example/ubi-minimal

o] of A o] = example.io}= 71 H| o] o] ] #] H A 2E ] 7} 3] o H,
registry.access.redhat.comoi] 4] ubi8/ubi-minimal ©] 1] x] £ 2-A} &+ exampleo] 2}+= o] 7]

A A7 QH5Y T R 2EFE A S Z OpenShift Container Platform 28] 28 & A

Goto] hs A ae] e vEPY AT JUGAE 5 dHUh

2. OpenShift Container Platform &2 2~ o] & 291 gt t}.

3. ImageContentSourcePolicy 3} (of: registryrepomirror.yaml)g A A5t A~ W 0] E

A

g AASEY Y AL G oA 2 WA Tt

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:
name: ubi8repo
spec:
repositoryDigestMirrors:
- mirrors:
- example.io/example/ubi-minimal ﬂ
- example.com/example/ubi-minimal g
source: registry.access.redhat.com/ubi8/ubi-minimal 6
- mirrors:
- mirror.example.com/redhat
source: registry.redhat.io/openshift4 ﬂ
- mirrors:
- mirror.example.com
source: registry.redhat.io 6
- mirrors:
- mirror.example.net/image
source: registry.example.com/example/myimage G
- mirrors:
- mirror.example.net
source: registry.example.com/example ﬂ
- mirrors:
- mirror.example.net/registry-example-com
source: registry.example.com

2} thg Aol el o vl 2 £ el S vhebg U ok st o] 0] ¢ vk ohe | A5 of
g AF LA BE NS AT+ AEU T

71



OpenShift Container Platform 4.9 228 2H g o] E

v E Auxg ¥aelE A AE 9 AFLE U

Gl =F o] 9] o] H| A & AFESIEE B A ER] Wl Yd&Fo]| 28 A48
AHUTH HAZED £ £~ 2 AL8-351= 7 -9 ImageContentSourcePolicy 2]
T AIZER S RE G EAEY ] ALY

=
T
e

YA 2~E g o] &5 74 31 ImageContentSourcePolicy ] &2 7} A2 G A 2 E 2] of A
v HAZEYZ RE HYEAEL Y HE&H YT

mirror.example.net/image@sha256:... || x| & 7} # 34 t}.

u] 2] mirror.example.net/ myimage @sha256:... o 4] &2~ g A 2 E 2] Y| Y 2y o] 29
myimage ©] v A & 7}4 {1t}

u] 2] #] x| 2~ E 2] mirror.example.net/registry-example-
com/example/myimage@sha256:... o 4] o] u] %]
registry.example.com/example/myimage /myimage/myimage/myimage@sha256-2- 7}
<4 t}. ImageContentSourcePolicy ¢] &~ A2 PR 2E A 0] g R 2=EL
mirror.example.net/registry-example-com ©. 2 7 = ] ¥ x| E 2] o] & &5 Yt}

@ 90 ®© o006

4. A} ImageContentSourcePolicy 71 2| & A A 34 o
I $ oc create -f registryrepomirror.yami

ImageContentSourcePolicy 7l A 7} A A ¥ & A A A o] Zt m=of w2 @ FHAHE &2 A
oo sk 8 H ol v HHEH AFARE AFESH7] Al ZH Y o

=99
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.24.0
ip-10-0-138-148.ec2.internal Ready master 11m v1.24.0
ip-10-0-139-122.ec2.internal Ready master 11m v1.24.0
ip-10-0-147-35.ec2.internal  Ready worker 7m v1.24.0
ip-10-0-153-12.ec2.internal  Ready worker 7m v1.24.0
ip-10-0-154-10.ec2.internal  Ready master 11m v1.24.0

Imagecontentsourcepolicy 2] A~ & == 5 2 A 2F51A] 5t
b. A ZEALE A AL e Eof] A 29 o

I $ oc debug node/ip-10-0-147-35.ec2.internal
2 o

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host

| m,m
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d. /etc/containers/registries.conf 3} & x| 2.5} W

10%. A4 o] 3 g7 oA S 2H JHlo|E

FE Yd &g = /host 2 HA T

I sh-4.2# chroot /host

ol
>
i
oft
9
2
o
)
b4
rr
X,
_] i
r o
)
AW
o

I sh-4.2# cat /etc/containers/registries.conf
=49

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
short-name-mode ="

[[registry]]
prefix ="
location = "registry.access.redhat.com/ubi8/ubi-minimal”
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "example.io/example/ubi-minimal”

[[reqistry.mirror]]
location = "example.com/example/ubi-minimal"

[[registry]]
prefix ="
location = "registry.example.com”
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.net/registry-example-com"

[[reqistry]]
prefix ="
location = "registry.example.com/example”
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.net”

[[reqistry]]
prefix ="
location = "registry.example.com/example/myimage"
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.net/image"

[[reqistry]]
prefix ="
location = "registry.redhat.io"
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.com”
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[[registry]]
prefix ="

location = "registry.redhat.io/openshift4"
mirror-by-digest-only = true

[[reqistry.mirror]]

location = "mirror.example.com/redhat"

e, 2229 oln|X| ol A 2ES =2 7hA o AA 2 e ol o8] &4 E =R g
ImageContentSourcePolicy 7 | = o] v| #] B] 27} o} o] u] %] tho] Al ~E vk x| gt}

R

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi8/ubi-

minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
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e /etc/containers/registries.conf 5} & 2] o] 2 2ol WA E A HFUTE A A& TOML & 2] ¢
WA 29 Yt

10.4.5. S8 28 == A H Y WEE Fo]7] 918 vlg o|n]A] 7t E 20 H 9] &%

nE P E olmX] 7tg R | E AL FF Ee o §HS HAZED FFEox

= 1 =
4 9] 3l ImageContentSourcePolicy 2] A~ 2] A2~ W 7ﬂ o et = E A HE o) dt= 4=
Ayt

ImageContentSourcePolicy 2] A~2of| A 0] 2] oju]x] 7t 2 1o HHE 24 sle W v A5 43
Py .

AA =7

OpenShift Container Platform CLI ocE 4 ] §Hu t}.

cluster-admin @ 3lo] Q)= AF8- 22 2193t}
o AAo] Bl FelEH A A E vl H o v A 7tE R I E A d YT
EZZA

1. <local_registry>, <pull_spec>, ¥ <pull_secret_file>ol o 3} 712 x| A &l T} HH S 423
Gt

$ oc adm catalog mirror <local_registry>/<pull_spec> <local_registry> -a <pull_secret_file> --
icsp-scope=registry
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o3 S YT
<local_registry>
Aol 7 FE 2o el A3 22 A 2EF YUt (4 local.registry:5000).
<pull_spec>
Ado] #7 gA2=E ] +4H F AFFY Y (¢ redhat/redhat-operator-index:v4.9).
<pull_secret_file>
2 .json 1} & 2] 9] registry.redhat.io & A] =28 9 Yt} Red Hat OpenShift Cluster
Managerel A & Al A8 S 2= F A FHTH

oc adm catalog mirror § & -2 /redhat-operator-index-manifests t] @ & 2] & A A 5} 22
imageContentSourcePolicy.yaml,catalogSource.yaml 2 mapping.txt 3} 2 A A 34 o}

2. A} ImageContentSourcePolicy #] &~ 25 ZF8] 2~F o] H83 )

I $ oc apply -f imageContentSourcePolicy.yaml

oY
ol

ofl

e oc apply 7} ImageContentSourcePolicy<l] 7 A}&}-& A 5202 283 =4

I $ oc get ImageContentSourcePolicy -o yaml
=49

apiVersion: vi
items:
- apiVersion: operator.openshift.io/vialphat
kind: ImageContentSourcePolicy
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.openshift.io/vialphai","kind":"ImageContentSourcePolicy","metadata":

{"annotations":{},"name":"redhat-operator-index"},"spec":{"repositoryDigestMirrors":
[{"mirrors™:["local.registry:5000"],"source":"registry.redhat.io"}]}}

ImageContentSourcePolicy 2] A~ E ¢ d] o] E3F 3 OpenShift Container Platform& A 474 & 7} =
E.oﬂ HH:TJI_?S‘]‘I_ FHAHE A Xﬂ %}fj\_oﬂ 3t oA oﬂ =l 1‘% = 11 A= /\]__g_.(:sl_7] }\] Z_I]_;;-j]_q E}—

10.4.6. 7} 2| &2

o % 3tH W E ¢ Zoj A Operator Lifecycle Manager A}-&

o WA AR

10.5. £ 2] 2 H oA/ OPENSHIFT UPDATE SERVICE 4 %] A| A

Z & 22E o 4] OSUS(OpenShift Update Service)2] 27 A& 2| Asted ™ w4 OSUS ff 2] A o] A &
27 &k th8- OSUS OperatorE A A 8fl oF gy t}.
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10.5.1. OpenShift Update Service o] = 2] A o] A 2}A]

OpenShift Container Platform ¢ &< =& CLI= A}8 3lo] OpenShift Update Service o Z 2] #A o] A4 &
AHA S = A F YT

10.5.1.1. ) &4 & A}2-31o] OpenShift Update Service o =] A o] A AHA)

OpenShift Container Platform ¢ &% 2 AF-8-3l <] OpenShift Update Service Operator& OpenShift
Update Service o] Z 8] A o] A& 214 & 4= 9l 5 U th

AA =2

OpenShift Update Service Operator7} A X] = 1 & th.

. ¥ £ of| 4] Operator = Installed OperatorE &3 gty t}.

4 2] ¥ Operator & 2 o] ] OpenShift Update Service= & g1 o}
Update Service 51 & &8 g th

A 2] & OpenShift Update Service off Z 2] #A| o] A EZ oA AHA| & o Z ] A o] AL A& 3t
< Delete UpdateServiceE =€ gt}

Delete UpdateService? &¢1 Z £ 3 E o] 4] DeleteZ 28 sl A4 = &<l gt}

10.5.1.2. CLIZ A}-£-3}o] OpenShift Update Service of =] Al o] A AHA)

OpenShift CLI(oc) = AF-&-3led OpenShift Update Service off =] A o] 4 & AbA| & &= 9l & ot

=2 A

1.
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OpenShift Update Service o Z 2] A o] A o] A A © U] A 227 o] 2~(<l: openshift-update-
service) = A}-& 3o OpenShift Update Service o Z 2] A o] A o] &< 714 - th

I $ oc get updateservice -n openshift-update-service

%9 o
NAME AGE
service 6s

o] A A 2] NAME 7}t 3 OpenShift Update Service off Z 2] A o] 4 o] A A & W] Y 2= o] 2~(:
openshift-update-service) = A}-& sl OpenShift Update Service off Z 2] 7] o] A & 214 g t}.

I $ oc delete updateservice service -n openshift-update-service
g o

updateservice.updateservice.operator.openshift.io "service" deleted

| m_m‘
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ol Zel2H qeo =

10.5.2. OpenShift Update Service Operator A x| A #

OpenShift Container Platform ¢ &< T+ CLIZ A} 3}o] OpenShift Update Service OperatorZE 4 X
AAE F AdHFYT

10.5.2.1. ) &£ 2 A}8-35}o] OpenShift Update Service Operator A 2] A] A

OpenShift Container Platform € &£ & A}-8-3}o] OpenShift Update Service OperatorE A x| #| 7] &
T AFY T

AA =7

e 1= OpenShift Update Service o] Z 2] A o] A o] kA & o 9l ojof gt}
IZZA| 2

1. §] &< ol 4 Operator - Installed OperatorS &g g1t}

2. A x]¥ Operator & =-¢}| 4] OpenShift Update Service2- 42 3} 32 Uninstall OperatorE &3
Gk

3. Uninstall Operator? & ¢] tj 3} “4#}ol| A UninstallE 283t Al AE &g

10.5.2.2. CLIE A}£-3}4 OpenShift Update Service Operator A4 X] A #

OpenShift CLI(oc) S A}-&3}o] OpenShift Update Service OperatorZ #| A & 4= <54t}

BN

AA =2

I OpenShift Update Service ¢l Z 2] A o] A o] 2LA] 5] o] ) of o g1t}

Z2A 2

1. OpenShift Update Service Operator7} X3¢ =z 2 4 € & ¥ 73 gt th( <l : openshift-update-
service ).

I $ oc project openshift-update-service

29 9

I Now using project "openshift-update-service" on server "https://example.com:6443".
2. OpenShift Update Service Operator Operator 25 9] o] &< 74 34t}

I $ oc get operatorgroup
2 o

NAME AGE
openshift-update-service-fprx2 4m4is

| m,m

3. operator &< 214 ¥4 t}( <l : openshift-update-service-fprx2 ).
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2

o

I $ oc delete operatorgroup openshift-update-service-fprx2
Z o

I operatorgroup.operators.coreos.com "openshift-update-service-fprx2" deleted

. OpenShift Update Service Operator 4| 235 A 9] o] 58 7FA &Y T}

I $ oc get subscription
2 o

NAME PACKAGE SOURCE CHANNEL
update-service-operator update-service-operator updateservice-index-catalog v1

| quN‘

. o]4 &7 ¢] Name %< AH-&351o] currentCSV 2 = o] 4 %+ OpenShift Update Service
o]

Operatore] A A ¥ gl g o}
I $ oc get subscription update-service-operator -o yaml | grep " currentCSV"

2 o

currentCSV: update-service-operator.v0.0.1

| HHN‘

H 23S 24 §4 (o] update-service-operator).
I $ oc delete subscription update-service-operator

=
=

2

subscription.operators.coreos.com "update-service-operator" deleted

| HHN‘

14 <A €] currentCSV %18 AF-& 35l OpenShift Update Service Operatore] CSVE 2HA)] &Y

$ oc delete clusterserviceversion update-service-operator.v0.0.1

2 o

o

clusterserviceversion.operators.coreos.com "update-service-operator.v0.0.1" deleted



11%. VSPHERE| 4] 238 %2l ;== 4] st=9o] YJHoE

13 VSPHERE 9| A 28] 20l = oA sl=9 o] Ay ol E

vSphereol| 4] A& F21 == 7} OpenShift Container Platformol A x| sl+= st= 9l o] v 2 ol A A 3 &
3L A=A s of g h ARl = F 21 2H 9] vSphere 7HE w4l o A st=9lo] W 13 o] o] A4 HY

7S stEd o] S A dulolEst A vCenterdl] AT EE o oF & = AF YT

o] ) vSphereol| A A3 =2 Fe]2E =0 =g o] ¥ A 13& AFE 8= A o] U o] A
ARG E A FF U T o] M2 o 18] ¢hd 8] A9 =] A vk 3F% OpenShift Container
Platform ® & o 4] = X] ¢ o] #| A Y t}. o] A] OpenShift Container Platform<] vSphere
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11.1. VSPHERE A 714 sl=9 o] dy ol E

VMware vSphereo| A4l VM(7Hd M 41) 9] st=9 o] & Julo]EstH W 7 HAlS H =2 U ol Este] &
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11.1.1. vSpheredl A AEZ Z ¢l ==9] 714 st=9o] U0l E
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® OpenShift Container Platform 2 2] 28 & 3 28 3}i= vCenter 91 228 220f| A] 3
P e Felay FA dge] dEy Tk

i)
ko
ot
)
ot
o
1>

® VSphere ESXi 3 2E & 6.7U3 o] A4 B 4 Y th
2 A2
L S AEE Y =25 YEFYTH

$ oc get nodes - node-role.kubernetes.io/master

2 o

o

NAME STATUS ROLES AGE VERSION
control-plane-node-0 Ready master 75m vi.22.1
control-plane-node-1 Ready master 75m vi.22.1
control-plane-node-2 Ready master 75m vi.22.1

AEE FeQ w9 o] 52 APy
2. AEE EU9 =EE o] T F §1S 02 EA G Th

$ oc adm cordon <control_plane_node>

2 ZY == AZE VMUY HADNE TEFUG. VME vuf9- 2 Q EF HE
Power —» Shut Down Guest OSE A & 5} o] vSphere Z&}o| A Eof| 4] o] 2 &
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Power Ong- A9 5l vSphere Z&to] A E A o] 28 73 G

=

ol

6. ==7} Ready® = 1= u]7}x] 7]t} Y}

I $ oc wait --for=condition=Ready node/<control_plane_node>

1.1.2. vSphereo| A AFE ==9] 714 =9 0] JH o] E
et el 918 S 2ol w

23

AR AZ=EHEZ o8 A

AL = NotReady “J & o] 3] +=
w7} 9lejo} fsh/] ot A B s AF
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AA 27

® OpenShift Container Platform S 2] =8 & 39 5h= vCenter Q128 2o A H 2 oF AZHE 4
3 5 9E Y2 B Aol AdFUh

® vSphere ESXi & ~E = 6.7U3 o] ¥ Y th

ZZA 2
L Ze2Ee AFY =2 I Py

$ oc get nodes - node-role.kubernetes.io/worker

=9

2

NAME STATUS ROLES AGE VERSION
compute-node-0 Ready worker 30m v1.22.1
compute-node-1 Ready worker 30m v1.22.1
compute-node-2 Ready worker 30m v1.22.1

i
34

g =Eo o5 HPYh

N
un)
34
S
b

=g ol of Brhe BAFU G

I $ oc adm cordon <compute_node>
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