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https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management?extIdCarryOver=true&sc_cid=701f2000001OH74AAG#about-cost-management_getting-started
https://developers.redhat.com/products/openshift-local/overview
https://kubernetes.io/docs/concepts/windows/intro/#limitations
https://kubernetes.io/docs/concepts/windows/intro/#api
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https://kubernetes.io/docs/concepts/policy/pod-security-policy/
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https://docs.microsoft.com/en-us/windows/release-health/windows-server-release-info
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
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A S & RedHat

Installs operator .
Cluster admin —————————— On cluster OperatorHub OpenShlft 4

Windows machine
config operator

WMCB Kubelet Copy binaries
configure services

Windows virtual
machine

Kube-proxy Hybrid-overlay

Kube-proxy CNI Kubelet CNI

Hybrid-overlay L Configures J

Payload Windows machine config bootstrapper (WMCB)
& Watches

Results in creation of virtual machines [
Cluster admin ——»  Windows MachineSet —» Windows machine
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https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/networking/#configuring-hybrid-ovnkubernetes_configuring-hybrid-networking
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
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o Red Hat OpenShift Local
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https://kubernetes.io/docs/setup/production-environment/windows/intro-windows-in-kubernetes/#networking
https://github.com/openshift/prometheus-community-windows_exporter
https://docs.microsoft.com/en-us/virtualization/windowscontainers/container-networking/architecture#container-network-management-with-host-network-service
https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management?extIdCarryOver=true&sc_cid=701f2000001OH74AAG#about-cost-management_getting-started
https://developers.redhat.com/products/openshift-local/overview
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https://kubernetes.io/docs/concepts/windows/intro/#limitations
https://kubernetes.io/docs/concepts/windows/intro/#api
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/networking/#configuring-hybrid-ovnkubernetes
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/networking/#enable-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/windows_container_support_for_openshift/#wmco-prerequisites_understanding-windows-container-workloads
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4. Operator A ] 7] 0] x| ]| A T}-&< 43 gt}

a. stable A1 2 AJUHlolE @ =
A EE2E AR 5 dHFUT

gu)

Yt} stable Al 22 AF&-sHH WMCO 9] b 21 <l &

b. WMCO®= ©l | ¢ 223 o] 220 4| 7 AL& 7Hssl of stmz2 A% REshAbd A4 Yo

c. WMCO& o2 AXA v ol 25 A& gt} 7] Operator A7 U] 9 23| o] 2=
openshift-windows-machine-config-operator ¢ 1] t}.

d. Ul &3 o] 20 A Operator ¥ Z2|2H RUEHY A3} Q&S S sto] WMCOe] i
& EHaH RUHYE S s gy o

&S AF8-31H Operator Al W o] £1] = wj OLM(Operator Lifecycle Manager)
© 2 Operatorg HH | ET 5 AFYT

e steE A
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A4

ofN

3

o

7+2 AF&-2}7} Operator ¢ H o] E & %91 3

°
4
o off
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AR
i
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1 AAE E4dYth AA=E Operator 7 o] #] of] o]#] WMCO7} v+ H U ot
=

WMCO+= AF&-#F7F 4 o] g H] o 223 o] 2~ ¢ openshift-windows-machine-
config-operators} 7+o] #1450 2 A X gt}

2. WMCO7H 4w oz AAHJeA Fdsted Fel 7 A3 o2 A 5 =4 A gyt

4.1.2. CLIE A}£-3}o] Windows Machine Config Operator A %]

OpenShift CLI(oc)E A}-& 3l WMCO(Windows Machine Config Operator) & A X gk 4= 9l &Y t}.
31

WMCOo A 2] 3= Windows €1 2~El 2~ 4] T NIC7}F x| Y = x| <5

c
x

Az
1 WMCOE 13 U] 9l 25 o] 2~ 44 s oh.

a. WMCOE flgtdlgd &dol & @ BAE YAML 314 & A gty o o & <], wmco-
namespace.yaml-2 t}3-3 25U o)

apiVersion: vi
kind: Namespace
metadata:
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OpenShift Container Platform 4.9 OpenShift-& Windows 7 €] o] 1] X

name: openshift-windows-machine-config-operator ﬂ
labels:

openshift.io/cluster-monitoring: "true"

Q openshift-windows-machine-config-operator 4] J 2= 3| o] 220 WMCOE- v £ 3} &= A
o] FHFUYTH

9 WMCO¢dl th gt F 2128 ZYE S 4 ststed o] glol&e] Zagyth

b. U= o] 25 AT T
I $ oc create -f <file-name>.yaml
& &9 &3 2Euth
I $ oc create -f wmco-namespace.yaml|

2. WMCO= 93 Operator 252 A gy th

a. OperatorGroup ¢ 24 E YAML 3 & A A gt} o & 59, wmco-og.yaml- t}2-3} 7+
F4

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator
spec:
targetNamespaces:
- openshift-windows-machine-config-operator

b. Operator Z&5 & A A U o
I $ oc create -f <file-name>.yaml
& &9 &3 2FUth
I $ oc create -f wmco-og.yaml
3. vl 2H o] 27 WMCOE #5351 = gt

a. B2 A o HAE YAML 39S A A g th o 2 Eo], wmco-sub.yaml-& o8- 3} 7+
F4Yth

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator
spec:
channel: "stable"
installPlanApproval: "Automatic”
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4.2.

47 WINDOWS AHlo| 9azx= 343}

name: "windows-machine-config-operator"
source: "redhat-operators”
sourceNamespace: "openshift-marketplace” ﬂ

stable 2 )2 = %4 g o},

°12
N

windows-machine-config-operator 3 7] x| wj U 3 ~E 7} 3} redhat-operators
Tt 2 A~ 22 %A g4 k. OpenShift Container Platformo] A 38 Wl E 9] =(A 2 o]
z7 29 /\E1)0ﬂ A 2] " 749 OLM(Operator Lifecycle Manager)& 74 & uj] A Al &
CatalogSource ¢ 2 A E 9] o] &2 XA}
Q FherE 7 A 2o) ) 9 25 o] 29U T} 7] B OperatorHub 722 71 A 2o &=
openshift-marketplace= A}-& 31 t}.
b. MEAIAHHS I YT

I $ oc create -f <file-name>.yaml

& =W &3 2AEUTh

I $ oc create -f wmco-sub.yaml

o] 4] WMCO 7} openshift-windows-machine-config-operatorij 4 %] g 1 t}.

4, WMCO X & &3t}

I $ oc get csv -n openshift-windows-machine-config-operator

29 o
NAME DISPLAY VERSION REPLACES PHASE
windows-machine-config-operator.2.0.0 Windows Machine Config Operator 2.0.0
Succeeded

WINDOWS MACHINE CONFIG OPERATOR?] tf g A| =& 4

WMCO(Windows Machine Config Operator) & A3 stz ™ 7§ <1 71 7F 23 WMCO ] 9 23| o] 2= 0f] A]
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AAAFU

® RSA 7|7} £3t€ PEM Q1= Y 1t o] A = AHFH T

o Windows VMol & x| 2=35}17] &

:Oé
i)
o
o
>
H
)
o
o
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o
i
v
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$ oc create secret generic cloud-private-key --from-file=private-
key.pem=${HOME}/.ssh/<key> \
-n openshift-windows-machine-config-operator ﬂ

openshift-windows-machine-config-operator ¢} 72-0] WMCO U] ¢ 23] o] 2] 7} <1 7] = A A &)
of gt

it

B 2EE 4%

]_

e

2 0]
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o

sk
=)

A A3 THE Q) 71 AL

e
oifi

43,27} g 22
® ZYAE == SSHAMAE 937 B A

o = 2| ~¥E|of Operator F7}.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/installing/#ssh-agent-using_installing-azure-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/operators/#olm-adding-operators-to-a-cluster
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57. WINDOWS MACHINESET 2 B 4| & A 4]

5.1. AWS ]| /] WINDOWSMACHINESET 2. B A E A A

AWS(Amazon Web Services) 2] OpenShift Container Platform & 2E oA 53 &2 2 3 517] 93
Windows MachineSet $ HA EZ A& 4= A HUTH o 2 S0], (Y98 = 9 a2 =E A) Windows H Al
S 2 o]F & F UEF ¢z} Windows MachineSet 3l #& wAl& A4 & 4 AFH T

AR 27 A

® OLM(Operator Lifecycle Manager)2 A& 3Fo] WMCO(Windows Machine Config Operator) &
AR AFU

e X9 %= Windows ServerE Docker & 2] ZAH| o] HELY o =20] & 3stH &G A A o] v] X
Z AR Sy
U aws W H S AFE-SHe] a2 s AMI o] r| X & ] 2] Y o)

$ aws ec2 describe-images --region <aws region name> --filters
"Name=name,Values=Windows_Server-2019*English*Full*Containers*" "Name=is-
public,Values=true" --query "reverse(sort_by(Images, &CreationDate))[*].{name: Name, id:
Imageld}" --output table
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A= Docker & 2] o] 718 o] " EFS] o] Windows = = o A] AR8- U T
Kubernetes= t] o)A DockerE ZAH| o] #HE}Y © 2 A}8-51A] 9451t} Docker
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Kubernetes & 2] 2~ 9] Al = Containerd 7} Windows == 0| 4] 2| Q=5 = Al 29 71 H)
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5.1.1. Machine API 7} &

i

Machine API= Y4 2~ E ¥ Cluster API Z = 4 E 5l A}-&-2} 4] ¢] OpenShift Container Platform 2] 422~
Moz e Fa gire] 2PYU

OpenShift Container Platform 4.9 2] 28 9] ¢ Machine API= E 8] 2H AX7F48H S R E
SAE 22U AY #E FYS FA U o] Al&E o 7 2ld] OpenShift Container Platform 4.9+ o
B w meloly 2e19-= qlzelo] Yol Ao 7 FAl mau A WS 2 F U o

A Fo Hase Ged 2ayh

Machine
w2 3 2ES A she 7] @9l Ytk vl = providerSpec At kol 91O o= ThE FEh-g-
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Cluster autoscaler

o] Yl AAEYPYREY FHAH A 2ALdY 22 A EE 7wt o 7 gyl OpenShift Container
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w21 e 47
MachineHealthCheck 2] 21 w21 o] 1] 4 42 91 AHe) & 71 ho] AA & 5 A ] &= Z g F o) A

A v AL A4 I o,

OpenShift Container Platform ¥ 3110 A = Z 8] 28] 7} WAl T 28] 23S #a]stx] 2ot7] wj Fol ot
Z A9 o7 e A = A 2ol 5 gl 5 Y v} OpenShift Container Platform v 4,13 Ei ol &gz
EAE7M Y AYAFUTE 2 HA A ES] W9l @l oM AR HERE H2] 22 A}ﬁx}e
2l sle] 7184 o AA o WA MES R WUt T3 Al 2lo] 52 o] 31 o & Aol 71 1Y o]_o:] ™ Al 2
AMzAoret= A A2 = A= °ﬂ°ﬂ S grd 5 dFUTh Autoscaler= S8 2H o] 1 717 5 5

HA e 9L HATY

5.1.2. AWS9| A Windows MachineSet ¢ 2 4 E & 9|3} Al = YAML

mlu

o] A1 Z YAML-2 WMCO(Windows Machine Config Operator)oll A &3 4= 2= AWS(Amazon Web
SerV|ces)°ﬂ A 23] Z=¢]1 Windows MachineSet ¢ 24 E = A o] g} t}.

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-windows-worker-<zone> g
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
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machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> G
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role kubernetes.io/worker: " 6
providerSpec:
value:
ami:
id: <windows_container_ami> Q
apiVersion: awsproviderconfig.openshift.io/vibetai
blockDevices:
- ebs:
iops: 0
volumeSize: 120
volumeType: gp2
credentialsSecret:
name: aws-cloud-credentials
devicelndex: 0
iamInstanceProfile:
id: <infrastructure_id>-worker-profile @
instanceType: m5a.large
kind: AWSMachineProviderConfig
placement:
availabilityZone: <zone> m
region: <region>
securityGroups:
- filters:
- name: tag:Name
values:
- <infrastructure_id>-worker-sg @
subnet:
filters:
- name: tag:Name
values:
- <infrastructure_id>-private-<zone> @
tags:
- name: kubernetes.io/cluster/<infrastructure_id> @
value: owned
userDataSecret:
name: windows-user-data @
namespace: openshift-machine-api

([ 173,5,10,13,14,15 e e R R M RS E R R ES Sl i PR o Ean Y e ks

Fuh the Y AW sl QX IDE 7HA S & AFU

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster
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oF gyt

us-east-1as} 7+o] AWS &4 &8 2 A g o).
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3 A Windows 41-& 74 & o) WMCOe]| o B4 = A5t ol F-oll &, e 5 vl Al E
o | Windows-user-datas A}& 5 215y th

AA Z2adel A3 HFE WA AE ole A3 A NES BAFst] A 54 9ARE
Al AFY HarE sHoR AT F dFHTh

A 8T A
® OpenShift Container Platform &2 € & #l 2 3 t}.
® OpenShift CLI(oc)E A %] gyt

e cluster-admin @ 3to] = AF8A2 ocoll 2203 T}

1. W21 M E CR(AFE A} A1 A 8] &) Al Zo] £3HH o] 2 9] <file_names.yaml 2l A YAML 314 S
THEY T

<clusterlD> ¥ <role> ujj 7] ¥ kS A A &) oF gt}
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I $ oc get machinesets -n openshift-machine-api

%9 o
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. 54 AFE HA AE CRAHEA A o] ga2) e B o5 83 S 23y
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$ oc get machineset <machineset_name> \
-n openshift-machine-api -o yaml

2 o

o

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-<role> g
namespace: openshift-machine-api
spec:
replicas: 1
selector:

matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>

machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>

template:
metadata:

labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>

machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>

spec:
providerSpec: 6

A 2 Azt Qe
[l
=<

A

=

Ut}. CR9] &lt ;providerSpec > wlj 7l ¥ 5o o & A}A| 3 ) &
=

2 A E CR 74 & F=xsti Al L.

R4

ot zfu

t}& 838 A3 3le] MachineSet CRS A4 gt}

I $ oc create -f <file_name>.yaml

rr

SLiRs)

9 v A E CR9| &lt ;providerSpec > A A 9] Y= 7S Z A E ) wja}

&2 A AE A
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I $ oc get machineset -n openshift-machine-api

2 o

o

NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

A M2 A E7F AHS 7He @ 73 -+-DESIRED 3! CURRENT 3to] A A sty th WAl A EES A}
BRE S oA AP

51.4. F71 &2

[ ]
WA AE Aol o g A @ NS 5 Za] AN e AN 2.

5.2. AZURE<] A1 WINDOWS MACHINESET ¢ B 4 E 1l &7]

Microsoft Azure2] OpenShift Container Platform =& "E1 A 54 EAS F34317] 98l
Windows MachineSet ¢ HA EE A st 5= g5t o = A== gaz=E A Windows 1
Ao o5 F A= Q=g Wlndows MachlneSet o J&Eﬂ uvl S AT 4 g5y

A 27 A

[}
OLM(Operator Lifecycle Manager)2 A}-& sl WMCO(Windows Machine Config
Operator)E A X3 &4t}

A Y == Windows ServerE Docker & 2] ZAH o]y HELY] ol =20] SA3stE 24 A A o]
v R 2 AFg-staL A5 o
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& A= Docker @2 2] Ad o] ALY o] Windows =0 A AFEHU}.
Kubernetes+= t o] 4 DockerS #AH| ol g Y o 2 AFE-31X] &4t} Docker A&
A ol o g Z}Al g U] 82 Kubernetes {41 & =314 A 2. &5 Kubernetes 2 2 =
o]l 5] = Containerd”} Windows = =94 X5+ M 2-2 Adoly et o] gt

5.2.1. Machine APl 7l &

Machine API:= 4 2=Ed Cluster APl Z=2A € 9 2182} A o] OpenShift Container Platform 2] 4
25 7N 2 s F8 fax =AY

OpenShift Container Platform 4.9 & 2~€ 9] 719 Machine API= 282 X7l d45H T 2 &
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MachineAutoscaler 7} 3] = ClusterAutoscaler 7} 3| S A A 3t $ o) A& 5 A5}
ClusterAutoscaler ¥ MachineAutoscalerz] &~ 2= 25 ClusterAutoscalerOperator 2 H A € o]
A AHg 7P gL

Cluster autoscaler

o] lAAE Y ZEY S 2H AT ALY Z2AEE 7|vte 2 3. OpenShift
Container Platform -+ & oA = v 4l Al E APIE 833l Machine API¢} 53 g Ut} F9], =X,
w2, GPU 53 22 420 Fe2H AA A §F AeS AR F AFsHY. T8E7 32
Podel disl] Al ==7F 28121 AH 7l HX] =5 Z2H7L Podol] -4 98 43 + d&54
. 228 33 = AN FALAT FRYES FF AYS AAS £ dFYHL

R S

MachineHealthCheck 2] 42 v 410] 14449l Fe1E A sto] AR F A QA= ZRE
o4 Al vl AlS A4 T

OpenShift Container Platform ¥ A 3.110] & 28] 2E 7l A Z2H]A Y-S A2 s1A] 2&9k7] v
B 5 g9 o7 d A = A S0+ F Y5 th OpenShift Container Platform v 4.15¥
olg g T2 A7 H AYBFUTH Z v N ES H=dd YA AAHEZE X 22 1P
AL ALE QA5 718 A 99 AA 4 B A A ES R iUt T3 A 4to] F3F o] g9 Aol 7} vl 3}
o HAS AxAsoret= A5 AT F A= F9S 2T 5 IdHFY . Autoscaler= S8 2H9 F
W 717 s HA Y #9S FAEYUL.

5.2.2. Azured#] Windows MachineSet $ B A E £ 9|3l A1 Z YAML

o] A1 Z YAML-& Microsoft Azureo] /] WMCO(Windows Machine Config Operator)7} 9% 4+ 9
£ Windows MachineSet ¢ B4 2 3 o| g},

apiVersion: machine.openshift.io/vibetal
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <windows_machine_set_name>
namespace: openshift-machine-api
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spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> G
machine.openshift.io/os-id: Windows ﬂ
spec:
metadata:
labels:
node-role.kubernetes.io/worker: " G
providerSpec:
value:
apiVersion: azureproviderconfig.openshift.io/vibetal
credentialsSecret:
name: azure-cloud-credentials
namespace: openshift-machine-api
image:
offer: WindowsServer
publisher: MicrosoftWindowsServer
resourcelD: ""
sku: 2019-Datacenter-with-Containers
version: latest
kind: AzureMachineProviderSpec
location: <location> @
managedldentity: <infrastructure_id>-identity m
networkResourceGroup: <infrastructure_id>-rg
osDisk:
diskSizeGB: 128
managedDisk:
storageAccountType: Premium_LRS
osType: Windows
publiclP: false
resourceGroup: <infrastructure_id>-rg @
subnet: <infrastructure_id>-worker-subnet
userDataSecret:
name: windows-user-data @
namespace: openshift-machine-api
vmSize: Standard_D2s v3
vnet: <infrastructure_id>-vnet @
zone: "<zone>"

Ze2HE Z2uAYe o 44 226 ID
& 93 Aaste] Axe} IDE /AL 5 AHUTh

mlm

ko 2 sk Aze} IDE 44§ o
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I $ oc get -0 jsonpath="{.status.infrastructureName}{""\n"}" infrastructure cluster

000

Windows 1Al A E 9] o] &2 XA 3h]t}. Azure2] Windows 12l o] & 157} o] 3l o of §]
o mebA WA A E o] 2 w4l o] Fo] AAHE o= Q) 92 E 2348 5 slFU .

7

Al Al EZ Windows wAlo g 73t

©
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9]

2019-Datacenter-with-Containers SKUZ A ¢] 5l+= WindowsServer o] 1] x| A Z< A4 g4
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centralus<} 7+o] Azure &AL XA g ).
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A WA Windows 41& AT o WMCO9 93] A HUAFUL. o] Foll=, e & 4l
Al E oA Windows-user-dataZ A8 4 J 5.
HAS X & 2 A ) 998 AAZAFYL ST 2l do] AT 9 S APst=A AU
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A 27 A

[ ]
OpenShift Container Platform & 2] 2~H & v 3 ).
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OpenShift CLI(oc)E A X .

cluster-admin @ 3to] Y= AL A= ocol] =223t}

CR(AF&-A A A B4 ) A Z o] E£3HH o] & o] <file_name>.yaml<l A YAML 3}

<clusterlD> % <role> w7 W4 3H2 A A3 oF g}

R ALg: 54 B AT gol AUFA L A FHZHAA /FE AFY WA A

2 2H 9 e WA A ESE Ydsted o5 89383 A3
I $ oc get machinesets -n openshift-machine-api
%9 o
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m
b.
54 7%9 1A AE CRAIEA g9l glaz)e] e naw o 39S 249y
c}.

$ oc get machineset <machineset_names \
-n openshift-machine-api -o yaml

2 o

o
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32

apiVersion: machine.openshift.io/vibetal
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-<role> g
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>

machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
spec:
providerSpec: 6
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t}3 832 A3 3ste] MachineSet CRS A4 gy

I $ oc create -f <file_name>.yaml
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$ oc get machineset -n openshift-machine-api

%9 o
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1

agl030519-vplxk-worker-us-east-1b 55m

agl030519-vplxk-worker-us-east-1c 55m

1
1 1 1 55m
1 1 1
1 1 1
agl030519-vplxk-worker-us-east-1d 0 0 55m
0 0
0 0

agl030519-vplxk-worker-us-east-1e 55m
agl030519-vplxk-worker-us-east-1f 55m

o oF 74 $-DESIRED % CURRENT Zto] & X3yt 1Al Al EE A}
$TF Y= AT 2 ¥ Fol 932 vhA Aok

5.24. F7t gl &&

[}
oA A= Aol tha A N e-L i Fa] AN e FEaA L.

5.3. VSPHERE®l| /| WINDOWS MACHINESET 2 B 4 E A4

VMware vSphere2] OpenShift Container Platform 8] 2golA 54 5243 43 3}7] 93l
Windows MachineSet S BEAEE QAT 4= J&UTh o & Eo], A YHE gaz =& A Windows 1]
Ao 7 o]lFd 4 == ¢l Windows MachineSet @ & w212 AAT 4= &)

A 27 A
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OLM(Operator Lifecycle Manager)2 A}-& sl WMCO(Windows Machine Config
Operator)E A X3 &4t}

A Y =] = Windows ServerE Docker & 2] ZH o]y HELY] o =20] SA3stE 24 A A o]
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5.3.1. Machine APl 7l &

Machine API:= 4 2=Ed Cluster APl =2 A € 9 2182} A o] OpenShift Container Platform 2] 4
25 7N 2 s F8 fax =AY

OpenShift Container Platform 4.9 & 2~€ 9] 719 Machine API= 282 X7l g45H T 2 &
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MachineAutoscaler 7} 7] = ClusterAutoscaler 72} 3| S A A 3t $ o) A& 5 AFH )
ClusterAutoscaler @ MachineAutoscalerg] 2~ 2= 25 ClusterAutoscalerOperator 2 H A € o]
A AHg 7P gL

Cluster autoscaler

o] A= YJEEY FYLH AE 2AYe Z2AEE 7|uko 2 ). OpenShift
Container Platform & o A = w4l Al E APIE &-#35}a] Machine APIg} S3H Ut Fo], =&,
w2, GPU 53 22 gli2o F22H AA A §F AGS AZT F AU T8E7H RS
Podol disl] Al :==71 22121 AHl7l HA =5 ZF22H7l Podd 4 &#9& AAT 5 JdHY
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ol bF 99 o719 A E 47 S0l = 915U th. OpenShift Container Platform v A 4.1%L¥
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vSphere Windows VM~ o] n| 2] & A 43 5152 WMCO2] Wi 5 APl X 1] ¢}9] ‘F -5 2 5} 5} of
Windows #AH|o|{ a2 == ¢]3t vSphere 371 & =1 &j oF ).

5.3.2.1. vSphere Windows VM Z & o]u|x] A A

vSphere Windows VM(71 ] 31) =& o] X & A A .

A 27 A

OpenSSH A u o A] 7] 7149k Q15 A 5= dl AFSH = A/ 7] 22 AZAHFUL
7121 71 = WMCO(Windows Machine Config Operator) 4] ] 25 o] 20| 4] A & oF ] t}. o]
£ WMCO7} Windows VM3 5418 5= I == 3+ d 2 e gt A U -&-2 "Windows
Machine Config Operatore] A| =331 A" A HS F X34 A L.

Fx

Windows VM& A A & o o] 8] A4 ol A Microsoft PowerShell 22 & x}&3)oF &
Ut}. o] 7te]=9] PowerShell 32 PS C:\> FAl2 2Eg ).

Windows Server Semi-Annual Channel (SAC): Windows Server 20H2 ISO o] u] x| & A}
£-3}a] vSphere Z&}o]A Eq A VME A A ol KB4565351. o] 3| X] = VXLAN UDP £ =
£ A4 st=d 2 235, o] = vSphereo] A€ S 28 DUt AT &2

VMware 2 A E JZXs4A L.

VMe] 713 st=9) o] v A-2 OpenShift Container Platforme] <1z} @
AFEHE EF=8] oF g o). #HA g U 82 OpenShift Container Platform A ™ 4] o]
"VMware vSphere <1z} @ - A" A A S X544 Q. 3 71 1Al 5=
flo] vzl th g VMware A4 & FxsHi A L.

Windows VM¢di| 5] VMware Tools B A 11.0.6 o] A4S A X @ 7AAFU}h ZA g &S
VMware Tools A8 A & FZ3H4] Al L.

_] {
rO
Eﬂ’l'
L
v

o

Windows VMe¢]] VMware ToolsE& A x| 3 & t}-&
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https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://support.microsoft.com/en-us/help/4565351/windows-10-update-kb4565351
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.hostclient.doc/GUID-77AB6625-F968-4983-A230-A020C0A70326.html
https://kb.vmware.com/s/article/1003746
https://docs.vmware.com/en/VMware-Tools/index.html
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o2 g% 3 $H7 C:\ProgramData\VMware\VMware Tools\tools.conf 3} o] Q) &1
t}.

I exclude-nics=

tools.conf 7} o] gl= 739 exclude-nics ¥4 & AL8-3to] 4 A2 HA &2 3H
Z =3 v oz AAAshlc).

o] g2 2 hybrid-overlayS %3 Windows VMol 4] A4 € E.4] vNIC7} FA] = A] ¢
=5 4.

Windows VM2 vCenterol] &3 IP F47} Jd54th.
I C:\> ipconfig
VMTools Windows 4] =7} 43 St}

I PS C:\> Get-Service -Name VMTools | Select Status, StartType

Windows VMel] OpenSSH A v] = A x| 3} 31 74 g t}. A3 82 Microsoft2]
OpenSSH A 2] A& Fx4 A L.

#E] Aol U3 SSH N A 22 A FUt). o] = =35tz A A& AHE&#lo] o g Microsoft

BN E FEAYA L.

A6 AHEE I 7= BES B3k WMCO v 9l 23 o] 2 9] F R F o
A3k 711 7190 333l oF ¥ ot ZHA g U8 "Windows Machine Config
Operatore] A| 23 74" A& FxsH4 A Q.

Microsoft 4 ¥4 A of| m}=2} Windows VMol] Docker Z H| o] H gL A X g] ).

Aoy =29 ) S0l o= AAL 3835 Windows VMo A A w3 732 A
3ok $hth. U3 PowerShell w3 2 218 3te] TCP EE 1025001 4 Wsha 7722 44 g
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https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse
https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement#administrative-user
https://docs.microsoft.com/en-us/virtualization/windowscontainers/quick-start/set-up-environment?tabs=Windows-Server
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o}

PS C:\> New-NetFirewallRule -DisplayName "ContainerLogsPort" -LocalPort 10250 -
Enabled True -Direction Inbound -Protocol TCP -Action Allow -EdgeTraversalPolicy
Allow

Windows VM-S 5-A)| 3t AAHE- 715 o] vl A YU o A g U 82 7] <& 71 Al 21 S
B A 5l= uhy o] g3k VMware AP A & o= A Q.

28 Windows VMo 4] Windows Sysprep =72 A3 34 AL :

C:\> C:\Windows\System32\Sysprep\sysprep.exe /generalize /oobe /shutdown
/unattend:<path_to_unattend.xml>

unattend.xml 7 2] A2 = XA ).

WMCO9 2 a3 &

= 2] 2] 3= unattend.xml o] A] 7} Al ZH Ut} o] oA
£ Aok shm A AHS

W7 A
5 la

2 &
Uk,

o 5.1. ¢ A] unattend.xml
<?xml version="1.0" encoding="UTF-8"?>
<unattend xmins="urn:schemas-microsoft-com:unattend">
<settings pass="specialize">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
International-Core" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS">
<InputLocale>0409:00000409</InputLocale>
<SystemLocale>en-US</SystemLocale>
<UlLanguage>en-US</UlLanguage>
<UlLanguageFallback>en-US</UlLanguageFallback>
<UserLocale>en-US</UserLocale>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-1E185A80-0B97-4B46-A32B-3EF8F309BEED.html
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation#limits-on-how-many-times-you-can-run-sysprep
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Security-SPP-UX" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"

language="neutral" versionScope="nonSxS">
<SkipAutoActivation>true</SkipAutoActivation>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
SQMApI" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<CEIPEnabled>0</CEIPEnabled>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<ComputerName>winhost</ComputerName> ﬂ
</component>
</settings>
<settings pass="oobeSystem">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<AutoLogon>
<Enabledsfalse</Enabled> @)
</AutoLogon>
<OOBE>
<HideEULAPage>true</HideEULAPage>
<HideLocalAccountScreen>true</HideLocalAccountScreen>
<HideOEMRegistrationScreen>true</HideOEMRegistrationScreen>
<HideOnlineAccountScreens>true</HideOnlineAccountScreens>
<HideWirelessSetupInOOBE>true</HideWirelessSetuplnOOBE>
<NetworkLocation>Work</NetworkLocation>
<ProtectYourPC>1</ProtectYourPC>
<SkipMachineOOBE >true</SkipMachineOOBE >
<SkipUserOOBE>true</SkipUserOOBE>
</OOBE>
<RegisteredOrganization>0Organization</RegisteredOrganization>
<RegisteredOwner>Owner</RegisteredOwner>
<DisableAutoDaylightTimeSet>false</DisableAutoDaylightTimeSet>
<TimeZone>Eastern Standard Time</TimeZone>
<UserAccounts>
<AdministratorPassword>
<Value>MyPassword</Value> 6
<PlainText>true</PlainText>
</AdministratorPassword>
</UserAccounts>
</component>
</settings>
</unattend>

Kubernetes o] & A} %< u}z}ol 3= ComputerName 2 ] A gty t}. o] 2 & A}

F2 A VME A5t et A= A8 2EA P HE= ALE 0S AHEA A

ol = A ¢H .

39


https://kubernetes.io/docs/concepts/overview/working-with-objects/names
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2]

g A B4 Ade] 9t A B FRIE N FAS BASHAN A
¥ 2722 v o] ghe /] Rgholn] WA= < Fch

©

MyPassword =} 2] 3% A]z= Administrator A1 9] ¢+3 2 vl ). o] 2 A 3}
A 7] 2 A F Administrator A| Ao 7] 2A o 7 W ¢35 7} &t ¢S Ao gl st
Microsofte] =] A S =2 A Q.

Sysprep =771 ¢55A Windows VMe] A o] AR Yt} o] VMol A ¢ o] == A ¢
< AH&-3tE < Uy

Windows VM-&- vCentere] gl =3l o 2 W3lgh ).

5.3.2.1.1. 37} g &2

[}
Windows Machine Config Operatorol] oj 3t A] =231 4]

VMware vSphere <12} @ A}

5.3.2.2. vSphereo| /] WMCOS 91 & W5 APl A 1] ¢}¢] 41 &4 5}

WMCO(Windows Machine Config Operator)= W3 APl A u] &7 o) A] Ignition 74 7Y S o}
23t Windows 713 # 21(VM)9] Ignition 24 314 & 23 4= 93 A " VM| kubelet
o]l Y5 API A 9} ST 4= J =5 Y APl A ¢}o] S-S &4 s}l of .

A 27 A

vSphereol] 22 287} 425 0] AU

9] 1 APl 48] URL api.<cluster_names>.<base_domain>2< 7}2] 7] = api-int.

<cluster_name>.<base_domain>o]] x| & DNS 328 715t} o] =2 CNAME ==
F7HAFRZEY F dFU-
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https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-5B3737CC-28DB-4334-BD18-6E12011CDC9F.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/windows_container_support_for_openshift/#configuring-secret-for-wmco_enabling-windows-container-workloads
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/installing/#installation-vsphere-infrastructure_preparing-to-install-on-vsphere
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2|5 APl &4 o] o]u] vSphereo] 7] Z3 g Ax9] AR Z AAHAFUT

5.3.3. vSphered] 4] Windows MachineSet ¢ B A E = ¢]3l 1= YAML

R = |

o] A1 Z YAML-& VMware vSphere] /] WMCO(Windows Machine Config Operator)7} 383 4+
9J &= Windows MachineSet ¢ H Al E £ A o] 3]}

apiVersion: machine.openshift.io/vibetal
kind: MachineSet
metadata:

labels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <windows_machine_set_name> 9
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> G
machine.openshift.io/os-id: Windows ﬂ
spec:
metadata:
labels:
node-role.kubernetes.io/worker: " G
providerSpec:
value:
apiVersion: vsphereprovider.openshift.io/vibeta1l
credentialsSecret:
name: vsphere-cloud-credentials
diskGiB: 128 @
kind: VSphereMachineProviderSpec
memoryMiB: 16384
network:
devices:
- networkName: "<vm_network_name>"
numCPUs: 4
numCoresPerSocket: 1
snapshot: ""
template: <windows_vm_template_name> m
userDataSecret:
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name: windows-user-data @

workspace:
datacenter: <vcenter_datacenter_name> @
datastore: <vcenter_datastore_name> @
folder: <vcenter_vm_folder_path> @
resourcePool: <vsphere_resource_pool> @
server: <vcenter_server_ip>

Ze2HE Z2uAYS o A7 2]

93 2o ~¥ IDE 7utoz st 9lxe) IDE AAFU o
& yEe Agse Az IDE 7HAL 5 AxU .

I $ oc get -0 jsonpath="{.status.infrastructureName}{""\n"}" infrastructure cluster

Windows ™41 A E 9] o] &2 XA gt} WAl A E o] & vSphered] A Al o] Fo] AAH
Aoz A4 94 E xRS & %’1*‘44
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9]

o w7l W4 Windows el 4o} 7] 44514 kU th. unattend.xml s}
o2 A28 71} B Q3 )23 =7] 5 vSphere Windows VM(71 A1) ZE o|n)
A2 QA skl Windows 1| H 9] 2718 23T 4 dHUh

HA A EE u] £3 vSphere VM U EQ| 32 A A Y t) o] VMY E Q|3+ o} £ Linux A 3F
g Al 2do] Z2H d= A Ao .
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2183 Windows vSphere VM 5l Z2 9] A A =& A F g th(el: green -
images/windows-server-template ). ©] 52 323l oF gt}

2] VM RZ21L A G aA whg A 2. VM R Z 5 0] 7R glojo} ahu Al
Windows ©] o] sl 2As1ok gtk VM &2 A 2hshd VM R E3lo] SRE
o WMoz TR R A2g MER TS AT 5 Y A0 AL HA
.

Windows-user-data:= 3 WA Windows o] 344 € wj WMCOq|| 93] A/ g tt. o] Tl
E, 2 E 32 v Al EJ A Windows-user-datas A8 5= 95Ut
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>
2
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OpenShift Container Platform 22| 2~H & u| g }.

OpenShift CLI(oc)E A X 4.

cluster-admin @ 3to] Y= A} A= ocol] =223t}

CR(AF&-AF A A glax) M Eo] x84 o] o] <file_name>.yami?2l A YAML 3}

<clusterlD> % <role> ulj 7] W4 3H2 A A3 oF g}

R ALg: 54 B AT gol AUFA L A FH2HAA AFE AFY WA A

2 2H 9 5 WA A EE Ydsted o5 9383 A3
I $ oc get machinesets -n openshift-machine-api
29 o
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m
b.
54 7%9 1A AE CRAIEA g9 glaz)e] e naw g 39S 2493y
c}.
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$ oc get machineset <machineset_names \
-n openshift-machine-api -o yaml

2 o

o

apiVersion: machine.openshift.io/vibetal
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-<role> g
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
spec:
providerSpec: 6

328 d== DY Y

718 == ol Edyn
- 31

A m2u A e sl 2el e el A3 i WA
AEE A2 2 Adxe} 7 vl A4S 5 A5k
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t}3 ¥ 2 A3 3ste] MachineSet CRS A4 gy

I $ oc create -f <file_name>.yaml

o
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Oe 9Ee dastel FHY v

>
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m
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)

$ oc get machineset -n openshift-machine-api

2 o

o

NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 55m

agl030519-vplxk-worker-us-east-1e 55m

1
1 1
1 1
agl030519-vplxk-worker-us-east-1d 0 0 55m
0 0
agl030519-vplxk-worker-us-east-1f 0 0 55m

o oF 74 $-DESIRED % CURRENT Zto] & X3yt 1Al Al EZ A}
$TF Y= AT D R Fol 932 b Aok

5.3.5. F71 gl&&

[}
A AlE g o] o e AA 8-S v #a] AN S FEAA L.
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6°3. WINDOWS ZH|o|q A== oo

Windows ¢ a2 =2 Windows A F € x=o] ¢35 9

o)y

Ut

Fx

WMCO: Az so] tgt ZH5A A4L Fal EAHS 2499 T 5 917] W&ol 2o
2 QA 254 & AHg st 2E2H0A = WMCO7H A 954 ¢ th

A 27 A

OLM(Operator Lifecycle Manager)2 A8 slo] WMCO(Windows Machine Config
Operator)E A X3 &4t}

Docker 34 9] Zdlolu] €eky] o =2-0] $435Hel OS ol vl = Windows 28| o] 1 & 41§
sk glgith

Windows W4l Al EZE A JHU

A A= Docker & 2] o] ZAH o] A€} o] Windows == 4] A&t}
Kubernetes+= t o] 4 DockerS #AH| ol g Y o 2 AFE31X] &4t} Docker A&
A o] st A 3 U -8-2 Kubernetes #4142 %314 A 2. 3% Kubernetes 2 & 2~
o4& Containerd7} Windows ==X A A== A28 AH ol Aol Yt

6.1. WINDOWS POD ull 3]

Windows 913 =2 & Z & 2H) "] £3}7] A Pod7} &vl=2A dFH == Windows =& ~A =
2 FA&oF Ut} Windows ==2 3283 nilo] gloeu g Linux 71 =9} A5 #a
AU FASHI,L IR E, 51§ 24}, == A9 7] 9 22 Wi S AFg-she] 24 g Windows ==9]
Windows Pod= < 2F = o] o} gt ).

Y43 FH 2=HolA o8 Windows OS 32 A3 3l= 7|53 5L 8] 2HolA o2 Windows
L A3st 4= g = A9 RuntimeClass ¢ H A E E A}-825lo] Windows PodZ 7] &2 Windows
o vl F 3] oF It} o E S0, t}= Windows Server Z H| o] B A o] 4] o] & Windows =&
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/networking/#enable-cluster-wide-proxy
https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/

OpenShift Container Platform 4.9 OpenShift-& Windows Z €] o] 14 x|l
2H 9] Z} Windows OS ™ & o] dj3] RuntimeClass 2 B A E 7} 74 & o] glojof Ut} S| 2HolA

AH$- 7+ @ Windows OS ¥ g gt 9l= 73 -9-9 = RuntimeClass 2 BA E & A}-§-3t&= Aol 5L

AA G NELe 52 2 Ao v A 534 9] o] g Microsoft 4= F X314 A Q.

0l

ZElolY 711 o] u] A= ALg A7 o ksl of Sl oA A F2) Az 5
Windows OS ] & o] o] of g},

e

%3 Windows :==5 & W dox th2 Ao = s o= sl 73-$(ol: 20H20] A]
2022 o) AH|olH] 71 o]l S Al ¥ A3k LA Aok Tk A4l & vl &
Windows Z e o] vl d S84 & F=xsA Q.

[}

27 %2 & 2183 Pod ¥l Ao]
[}

%X HIEES ALg3ke] Pod WA 2] o]
[}

= A9 7] & 2183t 54 =9 Pod ) X|

6.2. =71% 9 WAUFS A&3}s17] 91 RUNTIMECLASS 2B 2 E A4

RuntimeClass ¢ B A EE A&
DHFUTH AL A= HIQIE 2 3§

oaE PHest= dErd
g o o ofd F AFUG. o8 29 AA WIS A dst= SeZHAAx HerY SHEE S
o]; tﬂ—],] 1;]_
A%
1.
RuntimeClass 2 H A E YAML 528 A A g} o 2 Sof, runtime-class.yaml-& t}-3
=

apiVersion: node.k8s.io/vibeta1
kind: RuntimeClass
metadata:
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https://docs.microsoft.com/en-us/virtualization/windowscontainers/deploy-containers/update-containers#host-and-container-version-compatibility
https://learn.microsoft.com/en-us/virtualization/windowscontainers/deploy-containers/version-compatibility?tabs=windows-server-2022%2Cwindows-11-21H2
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/nodes/#nodes-scheduler-about
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/nodes/#nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.9/html-single/nodes/#nodes-scheduler-node-selectors
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name: <runtime_class_name> ﬂ
handler: 'docker’
scheduling:
nodeSelector: g
kubernetes.io/os: 'windows'
kubernetes.io/arch: 'amd64'
node.kubernetes.io/windows-build: '10.0.17763'
tolerations: 6
- effect: NoSchedule
key: os
operator: Equal
value: "Windows"

RuntimeClass S B4 E o] &2 X A3}, o]= o] HE Y FH A= A Podoll A
gy

2]

o] ek 2o 2% A Qat o] EAslok st Ho]2e AAFUT of ARk
oS Aol Podis ol A8 A AL w ol oot 4 Sanie. kel 2
9] ;= Ad7]E Pode] 71 == AEl7] st §@gUch F50] BAsA Pods wxo

ok 5 glerioh B

318 Fol o] Aeke) Fe =
2 AR o] B FAet
futh

d(F2 A <)ol Fostela 58 o3

o 91 94 541 po
W Pod 2 2Ekel Ze 2ol 3l §HE = el A%
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RuntimeClass 2 BEAE

mlm

ARFI.
I $ oc create -f <file-name>.yaml

d& &4 g3 25U
I $ oc create -f runtime-class.yaml

Podol] RuntimeClass ¢ HA =2 583l 88 ¢ A2 WA djobgo] QA sl
Fud.

apiVersion: v1
kind: Pod
metadata:
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name: my-windows-pod
spec:
runtimeClassName: <runtime_class_name> ﬂ

Pod <l oF2 #2] & dEtd S =S AFAY T

6.3. 1= WINDOWS ZiH| o] 9|2 = v =

Windows A ¥ ==& A& 7153 49 Windows ZiH|o| 9a=

Ut

o] A] Service ¢ H A)

m

apiVersion: v1
kind: Service
metadata:
name: win-webserver
labels:
app: win-webserver
spec:
ports:
# the port that this service should serve on
- port: 80
targetPort: 80
selector:
app: win-webserver
type: LoadBalancer

o) A] Deployment 2 EA E

I apiVersion: apps/v1
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kind: Deployment
metadata:
labels:
app: win-webserver
name: win-webserver
spec:
selector:
matchLabels:

app: win-webserver

replicas: 1
template:
metadata:

labels:
app: win-webserver
name: win-webserver

spec:

tolerations:
- key: "os"
value: "Windows"
Effect: "NoSchedule"
containers:
- name: windowswebserver
image: mcr.microsoft.com/windows/servercore:ltsc2019
imagePullPolicy: IfNotPresent
command:
- powershell.exe
- -command
- $listener = New-Object System.Net.HttpListener; $listener.Prefixes.Add('http://*:80/');

$listener.Start();Write-Host('Listening at http://*:80/'); while ($listener.IsListening) { $context =
$listener.GetContext(); $response = $context.Response; $content="<html><body><H1>Red
Hat OpenShift + Windows Container Workloads</H1></body></html>"; $buffer =
[System.Text.Encoding]::UTF8.GetBytes($content); $response.ContentLength64 =
$buffer.Length; $response.OutputStream.Write($buffer, 0, $buffer.Length); $response.Close();

|5

securityContext:
runAsNonRoot: false
windowsOptions:
runAsUserName: "ContainerAdministrator”
nodeSelector:
kubernetes.io/os: windows

Fx

mcr.microsoft.com/powershell:<tag> 7 H| o]\ o]0 X = A} &3l= A9 o] 9H S
pwsh.exe= 7 2] 3f o} 4 t}. mer.microsoft.com/windows/servercore:<tag> 7 gl o]
oju| A & ALE-3t= -5 3lld W E S powershell.exe= A o] &l of gt} ApA| g ) &2
Microsoft 4 & Z=x34 A1 2.

o}
|
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WA AENA WA AXPEE FASAY AASEE WA AEES FEOZ 2ALYS 5 dFY
t}.

ol &3] Asstd Ax == o3 T2 AYHE Azt AR o dHo] dFUT AR A
B AR Z2H[A Y dzt ARlde | AlET flsy

A 27 A

o

OpenShift Container Platform 2]~ 2 oc W& 32 A X gt}

cluster-admin @ 3to] Y= AL A= ocol] =223t}

2 2go g WA AES FAFY
I $ oc get machinesets -n openshift-machine-api

H Al A E+ <clusterid>-worker-<aws-region-az> @ 2] 2 2 g},

Ze2Hd Y& WAL g
I $ oc get machine -n openshift-machine-api

AA sl v ale) 742 4g

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

$ oc adm cordon <node_name>
$ oc adm drain <node_name>
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I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api

=

s

gee Fag.

I $ oc edit machineset <machineset> -n openshift-machine-api

T YAMLE 5 §-3to] w4l A E

i
ol
[of

apiVersion: machine.openshift.io/vibetal
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

]_

ofr
i

Qs v AR S

AU,

J i

I $ oc get machines

+
i
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gy
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77%. WINDOWS == Jagol=

WMCO(Windows Machine Config Operator)E ¢ 23] o] =3} Windows :==9] 4l g0 E7}
A=A FHRE + dFU

7.1. WINDOWS MACHINE CONFIG OPERATOR ¢ 18| o] =

AR SH2H v A 335 = A =& A 2] WMCO(Windows Machine Config Operator)71 2 €]
%™ Operator= OLM(Operator Lifecycle Manager)2 A8 o] g7 AXd Jzdlol= 27 A
BAaPH 59 AL 7wt 2 gagol =gy WMCO g 1do] == 93] Windows w4 2]
Kubernetes 14 S 47} 4 2dgol=g Y}

Fx

A Z& A WMCO= 1 ol=3ta F82H RUHH S A5 d WMCO v
9] ~ ) o] 2] openshift.io/cluster-monitoring=true @) o] o] XA 5 ojo} Ft}. 7]&

WMCO u| ¢ 2=5i| o] 2=0]] &l o] &-& F7}3taL o] ] Windows ==71 748 75 WMCO
PodE T4l Al &3&te] 2= U EH YL 3§34

FAE 9T Fart e dadol =9 39 WMCOE= o)A ud o] WMCO] 23] 74 € Windows
HAS S5 AA HA L AFESt] o] 5 oAl A YT o= WA L BAE S AA|ste] P S,
ol 2 <l Windows ==7} =g 8l A gyt AL d Yol =E A3, WMCO= =& 7449
ko WA 48 FIHgY . ol = Foll WA FA 0] AR5 oA Windows v 2l o] 2135
A A A Y. ol Eshe ¢ Al E TS Has)str] s WMCO+ 3 Wl shte]
Windows =219t g d] o] E 3t .

WMCO+= Windows &% A A ¢ dlo] E7} obd Kubernetes 14 24 Z ¢Julo|E3]
of Iyt VM-S A4 & o Windows ©| | X & Al FstE = e o] ER o] u| X & A 53|
of gk th. MachineSet A} &l 4] o] v x| 744 -S W7 3t Qo] EH Windows oW A &
A+ dFh

OLM(Operator Lifecycle Manager)2 A}-2 3k Operator Q 2@ o] = o] 3t AA| g &2 DX H
Operator Y H o] ES F X4 A 2.
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8%. BYOH (BRING-YOUR-OWN-HOST) WINDOWS <1 2~¥ 2

i

2 A

BYOH (Bring-Your-Own-Host) £ A}-8-31'# Windows Server VM¢] & = £ ¥ 7 5] OpenShift
Container Platformol 7} 42 4 <41t BYOH Windows ¢1 28l 2= Windows A H] 7} @ =&}l 4
H7l H= 4% 598 T3S gslsta]l = A8 A A 8384

8.1. BYOH WINDOWS ¢1 28 2 4

BYOH Windows 21 2~€H 2~ & A Al 5l&H WMCO(Windows Machine Config Operator) 4] ¢ 23] o] 2~
o 74 W< Aok gt

A 27 A

o met FY2HA 42 Windows 12| 2= b3 8 7FARNS S53loF .

Docker ZiH| o] ] AELY-S Q2K 20 AR 3 of ).

P 2e S8 2H Linux A =9 A3 U EY 2 loof T

¥ E 2271 98 Jojok 3tv] SSH AW & A3 Folojof I}

SSH A H 9] 712 2 Windows & 4 == cmd.exed of ).

22 735 98 £E 102500] 22 lojoF g

U4 Q%9 SSH 712 A1 A=gel A= E A 717k &k

rd

A Fa)A Z2ZH|AY < Za(IPl) AWS =2 2 ] t]s] BYOH Windows Q12822 &)
Ast= 25 AR ==9] HAl A E 9 spec.template.spec.value.tag 73 & x]3}+= AWS 2l
2" 20 g 2E F7}8) oF ). o & S| kubernetes.io/cluster/<cluster_id>: owned =+
kubernetes.io/cluster/<cluster_id>: shared.

0

vSphereol] 4] BH Windows <1 &~
oF gt

i

A FHE 79 W API A v ste] $412 243t

[}
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OpenShift Container Platform 4.9 OpenShift-& Windows 7 €] o] 1] X

A1~ STAE oL TS EES ¥ g5t RFC 1123 DNS 0] 2 9.7 A2 ujetol

J5A #A= A

FxA 2= 9yt

%718 Windows 1 28 A2 A 3= WMCO Y] £ 3 o] 29 windows-instancesz} =
ConfigMap& A4 g .

username=<username> 2.2 YW 3}l= 59 F4LE 7| & AFLSle] A A
o dole AN 72t F5& EAF T

4 o

kind: ConfigMap
apiVersion: v1
metadata:
name: windows-instances
namespace: openshift-windows-machine-config-operator
data:
10.1.42.1: |- @)
username=Administrator 9
instance.example.com: |-
username=core

WMCO7} DNS o] & =& IPv4 4 5 SSHE 53] Q12820 AZA = dl A3t
FaYU o] F4-9] DNS PTR & Z =71 glo]of o). =F o] DHCPE A5l IP
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F4E5 335te 4 BYOH 126 29} 37 DNS o] 58 AH8-3t= Aol YUY 18X
2o AL A2E2d A IP F47 @32 wulr} wmdows-instances ConfigMapg ¢ dl
o] E3joF g},

2]

AR 27 Aol A4 R BElRe ol EQYTh

8.2. BYOH WINDOWS <128 2 A A

T8 WA Q=29 FE :% I sle] 2] 2Ho| A2 " BYOH ¢l 28 A= A AT & d&5Uth
Q2B AE A 3hA HD Q1 A8 A7t | 2E o] 3715 7] Ao AH 2 HEolgt) o] st Q1 AE A
o 21 % Ad oy dErY ofE ﬁ,j} 2715 A] ekt

A2E2E g3 A7 5k W WMCO] 138 @A) A 712 A28 5 glojof gtk o2 =
ol sl Aol A 10.1.42.1 A2E 2% AAS A 74 Wol oz WAHTh

kind: ConfigMap
apiVersion: v1
metadata:

name: windows-instances

namespace: openshift-windows-machine-config-operator
data:

instance.example.com: |-

username=core

windows-instances 24| = == o] 719 2 E Windows Q1 281 A E g A5l = 93 o =2 7253
.
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9%. WINDOWS == A A

F2E Windows A& 2t7] 5t} Windows :==2 A A& 5 &1t

9.1. 57 w4l A
=4 Mg AT 5 AFU
=31
AEE S AL AAT 5 A&

A 27 A

[ ]

OpenShift Container Platform &2 2~ & 4 X3}
[ ]

OpenShift CLI(oc)E A X3 .
[ ]

cluster-admin @ 3to] Y= A} A= ocol] =223t}

Ze2EolglE WAL ST AT WAL E T

it

I $ oc get machine -n openshift-machine-api

3 %9 o & <clusterid>-worker-<cloud_region> & 2] 2]

HAE AHAI Y o

I $ oc delete machine <machine> -n openshift-machine-api
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WMCO(Windows Machine Config Operator)2] A X & A| 7|5l WMCOE A X w] 7| BFH o7 F
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10.1. WINDOWS MACHINE CONFIG OPERATOR #| A

Z 2 2H 4] WMCO(Windows Machine Config Operator)e] A X2 A A& 5 d&5Y

A 27 A

[ ]
Windows a2 ==& 3 2~ 8 3= Windows 14l © B A E S Abx) 3 o).

Operators — OperatorHub = o] X ol A 7]l == A€ Y AA= A1-23} Red Hat
Windows Machine Config OperatorS 7 A g t}.

Red Hat Windows Machine Config Operator €} & &2} 3 t}. Operator E} Y &
Operator7} A X 9 9-&-¢ Yebd Y.

Windows Machine Config Operator A %z} 3| o] X o] 4] A| A& =& gt}

10.2. WINDOWS MACHINE CONFIG OPERATOR ] ] 23] o] 2= 2}A|

71822 o 2 WMCO(Windows Machine Config Operator)ol] i3] A v Y = o] =E 2HA| & 4=
JdHEY

A 27 A

WMCO7} 2 2] 2ol A A7 E k.

openshift-windows-machine-config-operator 1] ¢} 25 o] 20 A A A 2 &= Windows ¢
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AR=E AAFTYUL.
I $ oc delete --all pods --namespace=openshift-windows-machine-config-operator

openshift-windows-machine-config-operator ] ¢ 23] o] 2~ 9] B £ Pod7} 2HA| = A} &
B ZHE RusteA gy

I $ oc get pods --namespace openshift-windows-machine-config-operator
openshift-windows-machine-config-operator 1] ¢} 23] o] ~Z AbA]| g t}.

$ oc delete namespace openshift-windows-machine-config-operator

=& 2¥ o] 4] Operator 2}4]

Windows =& A #
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