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I $ oc get route oauth-openshift -n openshift-authentication -o json | jq .spec.host
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33 A& R} 29 OAUTH A4~ EZ Za]
AL-&-2l= LA OAuth W4 = 2

3.1 AFERE 2F OAUTH 4= EF 1} Y
=

Mg A} £ OAuth 42 EEL NI T 7 gLk EE o] F:2 Wgsls] §on 2 1¢l0) 448 F +

i) o

o nEREX 25 OAuth HA2 EZ 1L}Y:

I $ oc get useroauthaccesstokens

£ o
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<tokeni> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https.//oauth-openshift.apps.example.com/oauth/token/implicit  user:full
<token2> openshift-browser-client  2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https.//oauth-openshift.apps.example.com/oauth/token/display user:full
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https.//console-openshift-console.apps.example.com/auth/callback user:full

o =73 OAuth Fza}o] 91 E 9] A&} 232} OAuth A= EF 1} Y.

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

£ o
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https.//console-openshift-console.apps.example.com/auth/callback user:full

3.2. AL& R} 24 OAUTH 4] 2 EZ O] A2 g1 1H 7]
AFS R} 2245 OAuth YA 2= EFZ 9] A7 FJHE E 5 Q51
23
o Izl 22 OAuth A= EFZ o] A2 FH &:
I $ oc describe useroauthaccesstokens <token _name>

2 of

Name: <token_name> a
Namespace:
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Labels: <none>
Annotations: <none>
API Version: oauth.openshift.io/v1
Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg- HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client
Expires In: 86400 @)
Inactivity Timeout Seconds: 317 @
Kind: UserOAuthAccessToken
Metadata:
Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

API Version: oauth.openshift.io/v1
Fields Type: FieldsV1

fieldsV1:
f:authorize Token:
f:clientName:
f:expiresin:
f:redirectURI:
f:scopes:
f:.userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UID: f9d00b67-ab65-489b-8080-e427fa3¢c6181
Redirect URI: https.//oauth-openshift.apps.example.com/oauth/token/display
Scopes:

user:full @)

User Name: <user_name> G

User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6aba345
Events: <none>

Eﬂ4$ha256 A o] EE o] F L]k EE o] FL vz}
.
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oc logout '3 %f—g g Aol bjs) OAuth =& ¥H F g 3} g7 o t)& F 3} wje} o] o]y B 231 &
& AFERF 224 OAuth EZL kA & 5= Q51 ok
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24
o RIgxl 22 OAuth 42 = 214
I $ oc delete useroauthaccesstokens <token_name>

2 of

| MN‘

useroauthaccesstoken.oauth.openshift.io "<token _name>" deleted

3.4. F&/2E 9t 9]FEH R gFe 75 F T}
F 2| 2 He] = Fe e 9 & ulol 52 Ay 5Fof OpenShift Dedicated @] o} &2 ~E] ¢ & oI5

HX) G A EAE FAG 7 UG AEF K] G AR ] 5§ Fe] 28] & Go) JH 2T 7 8]
Fr/oh o] A9l B s Gpo vt 5 G A A = oF F1]

HA
G H A G A G A E The FeE] o g F71T T e T

® system:scope-impersonation

® system:webhook

e system:oauth-token-deleter

® self-access-reviewer
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AL 27 AL
® cluster-admin & $/9] A} &3} 2 F&] 2E o] AT 5= glofof gFi] ],

® OpenShift CLI(oc) 7} & x| ¥ o] {51k
=R

1. add-<cluster_role>-unauth.yaml o] 2}-= YAML 3} Q& 445} 7 o}& ZH = E F7}gh ]
apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:

annotations:

rbac.authorization.kubernetes.io/autoupdate: "true”

name: <cluster _role>access-unauthenticated
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group

name: system:unauthenticated
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I $ oc apply -f add-<cluster_role>.yaml
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Service account (Bot) Group 1 User1 User 2 User 3
Local role Local role Local role Local role Cluster role
binding binding binding binding binding
Bot can interact with Group 1can edit User 1 can view User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
Local role
(Bot)

Role Role
Project
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oc CLI°] 4] oc describe g 3 & A}§-31 o] Fe]=F & & v}l & & 5 A5t
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I $ oc describe clusterrole.rbac
zg o
Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:
Resources Non-Resource URLs Resource Names Verbs
.packages.apps.redhat.com [l [] [* create update
patch delete get list watch]
imagestreams [] [] [create delete
deletecollection get list patch update watch create get list watch]
imagestreams.image.openshift.io [ [] [create delete
deletecollection get list patch update watch create get list watch]
secrets [] [ [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]
buildconfigs/webhooks [ [] [create delete
deletecollection get list patch update watch get list watch]
buildconfigs [ [] [create delete
deletecollection get list patch update watch get list watch]
buildlogs [ [] [create delete deletecollection
get list patch update watch get list watch]
deploymentconfigs/scale [] [] [create delete
deletecollection get list patch update watch get list watch]
deploymentconfigs [ [] [create delete
deletecollection get list patch update watch get list watch]
imagestreamimages [] [] [create delete
deletecollection get list patch update watch get list watch]
imagestreammappings [l [] [create delete
deletecollection get list patch update watch get list watch]
imagestreamtags [] [] [create delete
deletecollection get list patch update watch get list watch]
processedtemplates [] [] [create delete
deletecollection get list patch update watch get list watch]
routes [l [] [create delete deletecollection
get list patch update watch get list watch]
templateconfigs [l [] [create delete
deletecollection get list patch update watch get list watch]
templateinstances [l [] [create delete
deletecollection get list patch update watch get list watch]
templates [ [] [create delete
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deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ [ [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks [] [l [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io [] [] [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io [] [l [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io [ [] [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io [] [ [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [] [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts [ [] [create delete
deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets [l [] [create delete
deletecollection get list patch update watch]

rolebindings [] [] [create delete
deletecollection get list patch update watch]

roles [] [l [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io [ [] [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [] [] [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets [l [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io [l [] [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io [] [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [] [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io [] [] [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps [ [] [create delete
deletecollection patch update get list watch]

endpoints [l [] [create delete

deletecollection patch update get list watch]
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persistentvolumeclaims [] [] [create delete
deletecollection patch update get list watch]

pods [] [ [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale [] [ [create delete
deletecollection patch update get list watch]

replicationcontrollers [] [] [create delete
deletecollection patch update get list watch]

services [ [ [create delete deletecollection
patch update get list watch]

daemonsets.apps [l [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale [ [] [create delete
deletecollection patch update get list watch]

deployments.apps [] [ [create delete
deletecollection patch update get list watch]

replicasets.apps/scale [l [] [create delete
deletecollection patch update get list watch]

replicasets.apps [] [l [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale [] [ [create delete
deletecollection patch update get list watch]

statefulsets.apps [] [l [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling [] [] [create delete
deletecollection patch update get list watch]

cronjobs.batch [ [] [create delete
deletecollection patch update get list watch]

jobs.batch [] [l [create delete
deletecollection patch update get list watch]

daemonsets.extensions [] [ [create delete
deletecollection patch update get list watch]

deployments.extensions/scale [] [] [create delete
deletecollection patch update get list watch]

deployments.extensions [ [] [create delete
deletecollection patch update get list watch]

ingresses.extensions [] [l [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ [] [create delete
deletecollection patch update get list watch]

replicasets.extensions [l [] [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale [] [l [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [] [ [create delete
deletecollection patch update get list watch]

deployments.apps/rollback [] [l [create delete
deletecollection patch update]

deployments.extensions/rollback [l [] [create delete
deletecollection patch update]

catalogsources.operators.coreos.com [ [] [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com [ [] [create update
patch delete get list watch]

installplans.operators.coreos.com [l [] [create update

patch delete get list watch]
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packagemanifests.operators.coreos.com [] [ [create update
patch delete get list watch]
subscriptions.operators.coreos.com [l [] [create update
patch delete get list watch]
buildconfigs/instantiate [l [] [create]
buildconfigs/instantiatebinary [] [l [create]
builds/clone [] [] [create]
deploymentconfigrollbacks [l [] [create]
deploymentconfigs/instantiate [ [ [create]
deploymentconfigs/rollback [l [] [create]
imagestreamimports [] [] [create]
localresourceaccessreviews [l [] [create]
localsubjectaccessreviews [] [l [create]
podsecuritypolicyreviews [] [ [create]
podsecuritypolicyselfsubjectreviews [] [] [create]
podsecuritypolicysubjectreviews [ [] [create]
resourceaccessreviews [] [ [create]
routes/custom-host [] [] [create]
subjectaccessreviews [l [] [create]
subjectrulesreviews [] [] [create]
deploymentconfigrollbacks.apps.openshift.io [ [] [create]
deploymentconfigs.apps.openshift.io/instantiate [ [] [create]
deploymentconfigs.apps.openshift.io/rollback [ [] [create]
localsubjectaccessreviews.authorization.k8s.io [l [] [create]
localresourceaccessreviews.authorization.openshift.io  [] [l [create]
localsubjectaccessreviews.authorization.openshift.io [ [ [create]
resourceaccessreviews.authorization.openshift.io [l [] [create]
subjectaccessreviews.authorization.openshift.io [] [l [create]
subjectrulesreviews.authorization.openshift.io [ [] [create]
buildconfigs.build.openshift.io/instantiate [ [] [create]
buildconfigs.build.openshift.io/instantiatebinary [] [ [create]
builds.build.openshift.io/clone [] [] [create]
imagestreamimports.image.openshift.io [] [] [create]
routes.route.openshift.io/custom-host [] [] [create]
podsecuritypolicyreviews.security.openshift.io [] [l [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] [] [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] [] [create]
Jenkins.build.openshift.io [] [] [edit view view admin
edit view]
builds [] [] [get create delete
deletecollection get list patch update watch get list watch]
builds.build.openshift.io [l [] [get create delete
deletecollection get list patch update watch get list watch]
projects [] [l [get delete get delete get patch
update]
projects.project.openshift.io [ [] [get delete get delete
get patch update]
namespaces [ [ [get get list watch]
pods/attach [l [] [get list watch create delete
deletecollection patch update]
pods/exec [] [ [get list watch create delete
deletecollection patch update]
pods/portforward [] [] [get list watch create
delete deletecollection patch update]
pods/proxy [] [] [get list watch create delete

deletecollection patch update]
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services/proxy [] [ [get list watch create delete

deletecollection patch update]
routes/status [] [] [get list watch update]
routes.route.openshift.io/status [ [ [get list watch update]
appliedclusterresourcequotas [] [ [get list watch]
bindings [ [] [get list watch]
builds/log [] [] [get list watch]
deploymentconfigs/log [] [] [get list watch]
deploymentconfigs/status [ [] [get list watch]
events [] [l [get list watch]
imagestreams/status [] [] [get list watch]
limitranges [] [l [get list watch]
namespaces/status [] [ [get list watch]
pods/log [] [] [get list watch]
pods/status [ [ [get list watch]
replicationcontrollers/status [] [ [get list watch]
resourcequotas/status [ [] [get list watch]
resourcequotas [] [] [get list watch]
resourcequotausages [l [] [get list watch]
rolebindingrestrictions [] [] [get list watch]
deploymentconfigs.apps.openshift.io/log [] [ [get list watch]
deploymentconfigs.apps.openshift.io/status [] [ [get list watch]
controllerrevisions.apps [l [] [get list watch]
rolebindingrestrictions.authorization.openshift.io [] [l [get list watch]
builds.build.openshift.io/log [] [] [get list watch]
imagestreams.image.openshift.io/status [ [] [get list watch]
appliedclusterresourcequotas.quota.openshift.io [l [] [get list watch]
imagestreams/layers [] [] [get update get]
imagestreams.image.openshift.io/layers [ [] [get update get]
builds/details [] [l [update]
builds.build.openshift.io/details [] ] [update]

Name: basic-user

Labels: <none>
Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: frue

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews [ [] [create]
selfsubjectaccessreviews.authorization.k8s.io [] [] [create]
selfsubjectrulesreviews.authorization.openshift.io [] [ [create]
clusterroles.rbac.authorization.k8s.io [] [] [get list watch]
clusterroles [] [ [get list]
clusterroles.authorization.openshift.io [] [] [get list]
storageclasses.storage.k8s.io [] [] [get list]
users [l [~] [get]
users.user.openshift.io [] [~] [get]
projects [] [] [list watch]
projects.project.openshift.io [] [ [list watch]
projectrequests [] [l [list]
projectrequests.project.openshift.io [] [ [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
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Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:
Resources Non-Resource URLs Resource Names Verbs
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$ oc describe clusterrolebinding.rbac

&

of

Name: alertmanager-main

Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: alertmanager-main

Subjects:

Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name  Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
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Role:

Kind: ClusterRole

Name: cluster-admin
Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name  Namespace

ServiceAccount default openshift-machine-api

oc CLI°]+] oc describe & 3 < A}§-31] 24 & X vjeld & & 7 AgH o
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Name: admin
Labels: <none>
Annotations: <none>
Role:
Kind: ClusterRole
Name: admin
Subjects:
Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name  Namespace

ServiceAccount builder joe-project

Name: system:image-pullers

Labels: <none>

Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.

Role:
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Kind: ClusterRole
Name: system:image-puller

Subjects:
Kind Name Namespace

Group system:serviceaccounts.joe-project

6.6. ALE-R} & F7}

oc adm # 2] 3} CLIE A}-§ 3} &g & v}
AF-§ A} Bz 2520 o 82 nFel B 8 L} ZF R H = YA
A A T e
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$ oc adm policy add-role-to-user <role> <user> -n <project>

¥ o5& & 3 3} joe Z = A E o] alice A}-§-3]-o] 7] admin <

iy

o =
I $ oc adm policy add-role-to-user admin alice -n joe

e =
gL F

O}S YAML & 2§ 3} of A}&=}Foj] 7] 9]

apiVersion: rbac.authorization.k8s.io/v1

kind: RoleBinding

metadata:
name: admin-0

namespace: joe

roleRef:
apiGroup: rbac.authorization.k8s.io

kind: ClusterRole
name: admin

subjects:
- apiGroup: rbac.authorization.k8s.io

kind: User
name: alice

o

2. 24 9oy

I $ oc describe rolebinding.rbac -n <project>

I $ oc describe rolebinding.rbac -n joe
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674. RBACE Al-8-3to A3k A 9

g of

Name: admin
Labels: <none>
Annotations: <none>
Role:
Kind: ClusterRole
Name: admin
Subjects:
Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

User alice a

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name  Namespace

ServiceAccount builder joe

ul

=

3]
Z]

8
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Name: system:image-pullers

Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this

namespace. It is auto-managed by a controller; remove subjects

to disable.

Role:

Kind: ClusterRole

Name: system:image-puller
Subjects:

Kind Name

Namespace

Group system:serviceaccounts:joe

G alice }-§- %} 7} admins RoleBinding o] &7} =] <! & 1] cf.

Yygspe] of o gg A& A vpel § e 7 2l gL T

43
| ZRHE 2H e Yy g FEL HYFr)
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
o] W oAl of5& A Y e o
® <names>: =7 9 & o] =
o <verb>: 9o N & T FAIE HEE FEG HEF
® <cresource>: ¢ go] F g H = gl LA
® <projects: Z Z i E o] Z
9| F E0], AFER7Fblue ZEZ A ES]PodE & 7 9= 2d JI4S YWY H oS FEFE Y
d oot
I $ oc create role podview --verb=get --resource=pod -n blue
2. A GG ARG R A vlQl 5l H OfS HH S H Y g
I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue
6.8. =g 9 g nloly FHg
oh& 39 & AFEafe] 2 9 ufel g o) tf oF AFE R} e 252 FEHE G e Hdeldhe FF -n F
ZE ARSI ZEAES XY 7 Q) X YR FOoH HA Z 2 A ETFALEH L .
OF5 H F 2 AFg5lo] 22 RBACE el g = g5t
#6.l Zd G uely Z¢f
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8
$ oc adm policy who-can <verbs <resource>

$ oc adm policy add-role-to-user <role>
<username>

$ oc adm policy remove-role-from-user
<role> <usernames

$ oc adm policy remove-user <usernames

$ oc adm policy add-role-to-group <role>
<groupname>

$ oc adm policy remove-role-from-group
<role> <groupname>

$ oc adm policy remove-group <groupname>

6.9. F/2E 9 g vlolyg 7

o2

67.RBACE Algste] Ad gl 2l 48

ghzol 49 ST 5 AE A4S e T

A 2 AENAM A A AL A ol A A A H oS
Bkl g g v
A A BN AP d A ARRE N FE I

AR T2 A E A G H AL} D S F ALE Ao A
&& 25 AAGY

A Z2AENA AFE 25 A H JEE vkl
EA s

A A s AME 25 AFH TS A7

N XNAH 22 g 152 9

o

F9) 2 AFg o] Fej2E] 8 vl T2 PG FE UFi]oh FE2E o8 upel g u] ¢z

o] 227} Ol ] 42} ARG H B E - Fol 27} S F 9 A& H A S5

£ 6.2 FH2E g upoly 39

9%

$ oc adm policy add-cluster-role-to-user
<role> <usernames

$ oc adm policy remove-cluster-role-from-
user <role> <username>

$ oc adm policy add-cluster-role-to-group
<role> <groupname>

$ oc adm policy remove-cluster-role-from-
group <role> <groupnames

6.10. A}-§-}ofl 4] B <) 73 Hof

222819 ID FFAHE 7457 ID FFAN A AHF

3o Fof & 7 T

FH2H Y BE T2 Ed 3] A8 A8 A A
ARBE 4L vl d d et

2 2E ] RE 2 E thal] A g | A A2
3.

Zej2He RE TRAES sl AP H GBS AF
# g vkl g g o,

=713l = dedicated-admin & &/ =5 H3F< A}
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A 27 AFG
® OpenShift Cluster Manager o 229l 3] &1/}
® OpenShift Dedicated & 2] =Bl Z ¥ 5t 51 oh
o 22D FFANE 7Y A5
ZEZA
1. OpenShift Cluster Manager 2 o] & 3fo] Fe8]~EE & e g1l
2. a2 Aof He Fel g,
3. Fe2E 8 © YA = o) AR FIFE FE G T
4. ID FF3) A1E2] 1A IDE 98§

5. AF&A} F7F = & ¢/ 5] dedicated-admin Z 2] = E] ¢ 15 A}& =} 7] 7o g1 O],

oy
ol

o A5l Hojsiu Al-g =} 7} F 2] 2~ E] 2] OpenShift Cluster Manager #] o] =] o] 4] Access Control -
Cluster Roles ¥ Access °J/ 4] dedicated-admins 2z 7<) o2 = 1} F 1] CL

6.1. 9/ FH %] @& 259 Fe/2El g npolg

7z
OpenShift Dedicated 4.16 o] 7l o= 9] FE X] &2 27 0] Y2 F]»E] & gof A48}

7= 9l A5 1] o}. OpenShift Dedicated 4.16 o]z Bzl o 4] ¢ o] EH ZF & 2El= 9155 =]
&> 259 g3 o] HA2E R o

H oFyo] o] 7 = OpenShift Dedicated 4 o A= Q15 EH X] & 257 0] Fe]2E & ghof] g gl 7] A~
Hehs 5] & 3517 e

system:unauthenticated = = 2/ €] 9] gFof] F7}5] of 5}= A}-§ AFE] 7} 5L OF
| 2E] ] QS H R GRS AFERE tfs Fel2E o gol] FIFE 7 Sl o
® system:scope-impersonation
® system:webhook
e system:oauth-token-deleter

® self-access-reviewer

F2
ANFE A G Y 2F FH Y 0 Gy EH ) B EES EFFEA FelH AL
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77 A 2 AR olsl) 2 A4
7% AH] = A5G o] & Bl Y

7.1 AJu] = A 7L

A B] 2 A 74 22 APl 25 o4 2 5= 9l OpenShift Dedicated 7] % ¢/ 1] tF. A7 8] 2= 7] 4 &
7} Z Z A E Jof] Ex5F=AP| © HAE QL] AH A A Z L AL 518 v} A R]o] xp7 = L 2o
SFA] Gl = APl 4] = Fele 79 81A) Ao & 7 Ll o

OpenShift Dedicated CLI 5=+= ¢ #2& & AF-§31H APl 220 APl 9] 1] 3} 9155 2] of. Y HF AF§-<}
o] X} H S AFE R FAZEAPIO) HA 2T 7 JEF 7Y QRFE AV A Y AFE T 5

ol
z} A H] 2 A G o] AFg R} o] B2 3z Z A E o] o] 2o wlA) F ] T,
I system:serviceaccount:<project>:<name>

HE A 2 A S ofS BE 25 Bl o] 7] = g o).

=
- A

ol

>

system:serviceaccounts Al 2=l o] g AH] 2 Al o] YL

[kl

AR

)

system:serviceaccounts:<project> XA H Eo g Mu 2 AA o] 2P Y L

2} A 8] 2 A G ol i= Of S 7 FR] Al 2B o] A& o 2 EoFH U ok
o APl EZ
® OpenShift Container Registry <}4 &%

WA EFAP| EZ W g AEZ] O] FH = WFFE EX] PRI pFR]F 8] L2 XA 5lo] g 3 = 9l oF
A| B L A FH A 2 2 A F B o] XFE O 2 WA H o] g F]E L]k

7.2. A1) 2 A5 4

A B o)A A H) 2 A& S o gl el Gahe] H e H o] g 7 2]

2}
L MG FH A ZE A EOJA A H] A A Y-S HelH oSS T g o
I $ oc get sa
22 o
NAME  SECRETS AGE
builder 2 2d
default 2 2d
deployer 2 2d
2. A ZRHE A A ]2 A Y2 Y G B ohS Y §L o
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I $ oc create sa <service_account_name> a

ﬂ o} Z Z A E o 4] A H] 2 7] g & 4 5} H -n <project_names> S <] g §} 1] T}.

g of

=
I serviceaccount "robot" created

0} YAML & 2] &8} of A]H] = A& 4G e = A5 o

apiVersion: vi1

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. MY AP A H] =AY e A| 2 5 S gl g o

$ oc describe sa robot

zg o
Name: robot
Namespace: project1
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-qzbhb
Mountable secrets: robot-dockercfg-qzbhb
Tokens: robot-token-f4khf

Events: <none>

7.3. A H] == A G ol & & Fof o} = of
O B} ALG- R} A F o] & S Hof 3= F ) 7R HFA O Z AJH] 2 A o] o S-S Hof 8 7= QL] o)

o ] xZAEO] AN AF S T 7 Q5] o & Eof top-secret 7] 7] oj] 4] robot 4] 1]
= Al g o) view & gFS F o151 H OS82 3 gL O],

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot
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7. Au = AR o3 % AA

&g 271 75 9

£ YAML & 5§ 5}<] o & )}

Ty

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding

metadata:
name: view
namespace: top-secret

roleRef:
apiGroup: rbac.authorization.k8s.io

kind: ClusterRole
name: view

subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret
8 5 Qo) o) & Fo] A H]= A

o IZRHE B AH| A A o) g oF A2 HoHES Fof
Zo] &35l ZZ A Eoi] -z T 75 A& 3} <service_account_names S <] ¥ 3} O}

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

TR
ZZH Eo] B AU A o] tf §F J A= HohS PofstE] H -z FH 25 ALE
gt o] Fa] 25 AFE S L EFE WA 5FaL X H A H] = A o uk o)A~ A

ohe Fo] & gl

Xl O =]
e E
[or N TZ' 7]. o} 7/: = /%7

£ YAML & 5§ 51<] o & )}

Ty

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding

metadata:
name: <rolebinding_name>

namespace: <current_project_name>

roleRef:
apiGroup: rbac.authorization.k8s.io

kind: ClusterRole
name: <role_name>

subjects:
- kind: ServiceAccount
name: <service_account_name>

namespace: <current_project_name>

Y DET D
EVDES N
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I $ oc policy add-role-to-group view system:serviceaccounts -n my-project

7 o]

A==
T= X

£H& YAML £ 5§ 3o o

oL

2 27

o
Ty

1]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

© managers = 2 # E o] 7 E X H] A 7] o] X my-project Z = F) E o] 2] 2 AF H 7] G
=5 olaH oes JI g o

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

e gH

7 o]

A==
T= X

oh& YAML & = & 3} &

ok

g 27

o
Ty

s

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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8. Al ZE|A o] Ao A Au] 2= AR AHE
8% of Z 27 o] &1 o ] A H] == A A}&

8.1. A/ H] = A 7f L

AJH] 22 A8 74 @27} APle] B o428 = 9= OpenShift Dedicated 7§ 9] 1] of. 4] 1] 2 7] 52
7 Z2 A E o EA5H= APl 9B E ]I A2 A S AE S SRS HH F L T
514 L= AP A2 H 8-S 591517 Ao F 7= £ o

OpenShift Dedicated CLI E+= ¢ Z& & A}§- 3} H APl EF 0] APl 0] ¢ ¢l 5& g1 of. Yk A& 3}
o] X} FH G AR FALEAPIO] HA 2 7 JEF 7Y QLF AH 2 A AEET T 5

o
Z} A H] 2= A G o] ARE-R} o] F& Z Z A E 9] o] 2ol 4] TfAH 1] ]

I system:serviceaccount:<project>:<name>

BEA A A YL 2 F 250] Yuo) 7= 3o

=
- A

ol

>

system:serviceaccounts Al z=gle] B E AMu) 2 AR o] Z3E Y

[kl

22

)

system:serviceaccounts:<project> A& ¥ E9 BE AMu| 2~ Al o] 2FH YL

2} A1) 25 A el = g 7 7}R] A 23 o] 02 EFE T,
o APl EZ
® OpenShift Container Registry <}4 &%

YYEAPI ES Y BN 2Eg] 95 YH = PR E ] G A2 A Ste] REF G 7 Y5
A| 8 L A FH A 2 2 A F B o] XFE O =2 WA H o] g & E L]k

8.2. 7] & A H] = A Y

OpenShift Dedicated 2]~ El o= Z&] »E] #a] & 93 7] 2 A u] 2 Ay o] EghEo] glon z} =z
=) E o) 5] O] BS A H] A A F L Sk o)

8.2.1. 7]E F ] 2 E] A H] = A%

of QFor Ol el HEF 2] 7} A] B 2 A 2p A FE S ARESFe] A H L O] OFsS A H] 2 A S A B A2
A] OpenShift Dedicated ¢1% 2} =z 2 2] E(openshift-infra) o] &% ¥ 17 &2/ €] F A oA O} & &0
=] g H ] of.

AH] 2= AR Avd
replication-controller  system:replication-controller & sto] &35

deployment- system:deployment-controller & o] &35
controller

49



OpenShift Dedicated 4 Q15 & A Yo

A H] 2 AR A

build-controller system:build-controller & & o] g3 5 AHFYTh 3 W3 JE D= podE A
Al Yl B JdE Bk AE ~E A oF A9 build-controller 4w 2= A A o]
ZoH o AFY Tk

8.2.2. 7]k ZZ A E 1] X A% gl o &}

ZZ A E g3 0] X H] 2 A F o] xpE o Z YA HL Tk
A8] 2= AlA A8
builder W= Podol| A AFESHY T W B Docker YA XREDYE AFL31o] T2 A E Q] o]jn| X
2EY O 7 oju A Z Yol Y& 5 9= system:image-builder ¢ so] A g Y
}.
Za1
»
Build 221 2H 7]5¢] &4 3}= % &2 7 $-builder 4y 2 #3
o] A=A &FUTh
deployer vl 3£ Podol| A A& 51 system:deployer & st& x| H sl 4$ TR A EoA &

A AEES D Pod2 B 548 5 ASUT

> CEl
DeploymentConfig =8 =¥ 7] o] @435 =4 & 4ol ¥
4 Zp A 2= Al o] A H A ek
default THE MRl 2= ARG S A 3HA e & 718 B E Podg A8 &t ol A S T

Z Z A E o] 7 E X H] A A4 o = system:image-puller & gFo] .o ¥ o] 1)) H F Ejo]1] o] o] x] #] x| A
Eg]E AlE3lo] ZZHEC] HE o] X] 2E g o] o] n] X E JEx] & = Q] o).

823 g o= WY H o]n]x] F A &

7] =] o iZ OpenShift Dedicated= 2} 4] H] = 7 & o] tf 3 o] m] x] 2 ] = 2 & 4 g1 o}

#z
OpenShift Dedicated 4.16 o] F o= 4% # 2} ] v] = A o] g] &) gF7] A]H] 2= A% API

EZ A ZH = Y H G5 1 o OpenShift Dedicated 4.16 2 E] o] A] 8] = Al APl &E3Z A]
=202 1] o] & YN HA Feri]

4= ¢ z8]o] =gt 7 Fr] A H] = H/XJAP/ EFZ A ZEES AFA = =] % D?’ A< s
Ol &) AE| o 4] Al& 9] ZF7] APl EZ-L 7R F AL} B Q 51X g -9 2FA) 5l= )
B o oj gF x4 ¢F 1§+ OpenShift Conta/ner Platform <] &}-7] A1 1] ﬁ/zJ APl EZ2 3}
Z 514/ 4] 2.
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87%. | Z&] A o] Aol A A H] 2 A AL
o] o] m] x| F A] 7 &.& OpenShift o] o] =] g) 2] = E 2] & F&] =] o] A}-& 3} 915 & 3 Hof A]=d o)
& gt F& g g ok
221} ImageRegistry 7] & 2% 3} 5} <] &7/ 1} Cluster Image Registry Operator - o A1 & &

5
OpenShift o] )] &3] 2= 2] & 1] 8- 2 5l 2} 1] 2= 7§ o] s o] ] <] & 2] 28] o] 45 5] e
] o

o] o] 8431 £ ¥l 4] & # OpenShift o] r] ] & %] 2 E 2] 7} 1] &4 55 ¥l o] o Y4 o] ] 5]
73] 2 7] 1 ghe] .0 & A4 v o

8.3. A/ 1] = A A4
Zg A E A A H) 2 A S Y5 o gl vpel Fsle] Hehe Fof & 7 g T

3
1 /(.]E}]/(lla—]. a‘J;(H _LEXJ]E:‘O]//(—/ /(7713’//K ;'//X‘] < 72775_’7 E[LEQ:—% 7/:%]3;’]_1’/5}
I $ oc get sa

g of

M

NAME  SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

o

2. HA ZEH ECA] A] A B2 A YL Yl H ofsE = I o
$ oc create sa <service_account_name> @)

Q@ = ==9=04 8= Age Y32 ¥ -n <project_name>E Y §F1] .

zg o
I serviceaccount "robot" created

=L

T} YAML & 5§ 3}of A H] 2= Al g2 44 8 7= g o

apiVersion: v1

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. MY ALY A H] = A L] A| 2 5 S gl g o

I $ oc describe sa robot
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52

o

2 of

Name: robot
Namespace: project1
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-qzbhb
Mountable secrets: robot-dockercfg-qzbhb
Tokens: robot-token-f4khf

Events: <none>



9. A H| = A3 & OAUTH S0l A EZ ALS
9% A 1] A F & OAUTH FaJo] 9l EZ A}-§

9.1. OAUTH &g} o] 9] E ZA] 2] A H] 2~ A%
A 8] = A g & A e F E 2] OAuth Fefo] 91 EZ AFE & = Q1] O} A H] = A g ol ] = AT H] = A g <]
ApA ] @ 2T o] = o] Q= Y I]E AR AR B g 7] vk H ghol] YA A3 5= 9l P 0L
A2+ Ag

® user:info

® user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
Af 8] = A g & OAuth F 2 o] 91 E 2 AL§ 3]+ 79 & tf53 251 o

e client_id+= system:serviceaccount:<service_account_namespaces>:
<service_account_name> ¢/ 1] C}.

o client_secret-2 sj 5+ A/ H] A~ 7] ZF o] APl EZ 5= 8f1} Y 5= 95l o &

iy
)
3
o
W
y
%)
I
J

I $ oc sa get-token <service_account_name>

o WWW-Authenticate % 2] <] Z 7}x] © &] ¥ A H] = 7] ] €]
serviceaccounts.openshift.io/oauth-want-challenges =<7 & true = & 73§ g1/l

e redirect_uri= 4] H) A #] 5 o] F4757 o) X)) oF 1] )

9.1.1. A} H] = Al g ©] URIE OAuth &2}o] 9l E 2 2/] g

F4] 7] ol = FFAF serviceaccounts.openshift.io/oauth-redirecturi. 5=
serviceaccounts.openshift.io/oauth-redirectreference. 7} 9l o] of gf1jc}. o & Ew o} = 7

Ty

1] o
I serviceaccounts.openshift.io/oauth-redirecturi.<name>

rerst S
=3

091

K] 7412 Algato] 4 E T T A URIE HH &+ derr]oh o & 5

{

=7

NN
% o

NN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https:/example.com”
"serviceaccounts.openshift.io/oauth-redirecturi.second”: "https://other.com”

#] el o] A1 first ¥ secondz} = & F]AR= 7 7] 9] & 9F 2] 1] g9 URIE 48] = 1] A1§-H 1 o
H 25 2ol X glr] el URIZE ZHGER] G2 =9 o2 5y EF FEZo] pE

Ingress & %4 g 71 © & 7FFg)of & 5= gl 1]k o] -7 serviceaccounts. openshlft io/oauth-
redirectreference & -FAFE £ &% 2] &4 URI 7} 2F& gL Ok

ANE EH 023 LT

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":

{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
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Ty
\
-

o] 7419 7o 4 &5 E JSON Hlo| 5] & ¥ §13/.02 H98 §40% #7] & 7 3l

~~

"kind": "OAuthRedirectReference”,
"apiVersion": "v1",
"reference”: {

"kind": "Route",

"name": "jenkins"

}

/
Sl 2= o] 2~

o] z] OAuthRedirectReference = 53 jenkinsc}= 3 2 Z 7 5+ 922 8ol g = Qo) o2}
4] &5 7 Z 9] 2EIngress 7} o] F] & 3 F o2 71=FH o OAuthRed:rectReferenceJ FA AP Y-S

027 &

{
"kind": "OAuthRedlirectReference”,

"apiVersion": "v1",
"reference”: {
"kind": ..

- @
"name" 9
-©

kind= =5 ¢ HA E 9] 2§ & e}y L] 4= routet}t x| ¢ H 1t}

name2 2 184 9] o] £ BT 9 B A E = A]H] 2 A g 7 & 2 6 v o) ] o] o] 2] 0] o

® &9

7)ok
group e 9 HAE 272 e Th F 2 150 ¥l £ Yo B o] YEF H] L]0
spote] FE o BB A Fohs O HE Hol& 7 Uik o & S 087

my

F4 HEAE
%

=

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first 3 ojAli= 54 & ¢ 4 3} = o] AFS-H o jenkins 7 Z o) https://example.com </ Ingress 7} $/ )37
714 31 H o] %] https://example.com/custompath = ¢ & s} 71 © 2 71+ = 2] 2} https://example.com-2
TR ACZ JFER G Hlo]E] HolRr]E B X o2 A gl § 4 osF gey ok

%5 H

3 -
27wt "https://"
TRE OB "//website.com”

"//:8000"

ke
m
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M

%3 7

=t "examplepath”

&z
FAE o] o2 F A Y e FEE L HAES FAE o] b o] E 7} A HEE )
A g3 5 & 3ho] o} ]t}
§] P BE 23 9F P FHL A D58 7 SlHL o
<scheme:>//<hostnames<:ports/<path>

FAY L ] F]5) FUF LB EZ F Y o)y FEY

o

s
)
L
U

A~
-

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkins z}+= 7 = 9] https://example.com Ingress 7} Sl ]2 71§ 5}H https://example.com:8000 %
https://example.com/custompath 7} 7= % & 3} 51 0 & 7FFH L] o}

5 W5 £ FA) AE o] HohE FHE AL 7 A

o
Ty

1

0

¥ -
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second”: "https://other.com”
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o user:full - 2 E A}-& 3} H sl APl oj] h] 6t Z A &) 7]/ 22 7] WA A E 5] &3]}
® user:info - A}§-<} G H(: o] F 2&) o] O] gF &) 7] FE HAHAE 3 & 3 ]

e user:check-access - self-localsubjectaccessreviews % self-subjectaccessreviews oj tjj s/
N AE 5] &Lk 3G 3FE-L Q3 Q9 HA Eo]A] H] AL X} &l 722 Hudl= =91}

o user:list-projects - AF§ R} 7} A2 7 Qs ZEAEE LD EE 9/ 7] HE dAAE 5§

gl ot
10.1.2. &g 29/
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e role:<cluster-role names:<namespace or * for all> - &z ~E] & & nje} x| g H 782 =
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Z A= o]H e F Qe FS ALl 5FH $12] o) oF AL o
10.2. &2 2E 93t Q)5 H R & 257 F7F
Z | 2E He] 3= Fe] e 9 g bpol 52 48 5] OpenShift Dedicated ©) oF & & &/ = E] & o] ¢ ?
H 2] @& APEAE FFE T g O QS R] 82 AP AP B 3E 8] 2E G g A2 =

F1]T) o] Z¢L B2 e G0 £ AR AbE o)A 7 S oF 7] T

56



¢

1073. ¥ 9] A

d

IS E R &S APERIE OFS Fe]2F g F71e 7 s o
® system:scope-impersonation
® system:webhook
e system:oauth-token-deleter

® self-access-reviewer

F2
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® OpenShift CLI(oc) 7} & x| ¥ o] {51k

g

1. add-<cluster_role>-unauth.yaml o] 2}-= YAML 3} 9 & 44 5} o}& ZH = E Fo}gF ]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true”
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. gg HEYS AY ] 7252 8

I $ oc apply -f add-<cluster_role>.yaml

=

[ok
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ALE 2 7 AFSH
e dedicated-admin < &+2] A}-§ x| = F ] AE] o] A2 = QS]]

o Au= A YL YW o] FA A= A H] 2 A 2] o] & o] build-robote] 2 7§ g

l EBF Z2gHE Fa B¢l Y H A ]~ A ESS AFESFEF pod & 7Y gL U

(=]

a. Of& ZH = Z A}-§3}of pod-projected-sve-token.yamlo] 2}= 5} Q- -5 gFL] ]

apiVersion: vi1
kind: Pod
metadata:
name: nginx
spec:
securityContext:
runAsNonRoot: true a
seccompProfile:
type: RuntimeDefault 9
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
serviceAccountName: build-robot Q
volumes:
- name: vault-token
projected:
sources:
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- serviceAccountToken:
path: vault-token @
expirationSeconds: 7200 9
audience: vaultG

e o] 1] 7} root 2 & Y H =5 s}o] 9§ ] o}F H5l 3§ oF

5L Fol7] Yo A 2H T2 0 2 A= 7] seccomp ZZE
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P F¢ e BEZ o0A2F Y0 B 7RIRE 7IRID I} B
ool Fa) 9 YA f=A] Folspar YA A] g P ESE Ao 9 .
o] 9124z 7] 5 0 2 APl Al 1] o] 4] 2} 9] 1] 7.
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o 7] 2] @F2 A7 Z HF-=] 517] ¢ & OpenShift Dedicated = --service-

account-extend-token-expiration 7] X2 z}o] true 9] & 7] = W4 4] 14
< Z expirationSeconds 7}S H o]/} o] FgS WF T T+ Qg o

b. PodE 44 3ot
I $ oc create -f pod-projected-svc-token.yaml

kubelet- pod & tjj ¢/ 3}e] EZ2 2 W A §6l2, 74 715
EELAEY 7 YRS 957, EZe] vaH v B2 A F

2. Wl E B2 Mg ale o FEA A= Bl AT 1 A ZEGE 9L A2

oﬁ ELL]E}
kubelet& =& o] 5= 0] 80% o] 32 Z 73] 7] L} 24 A] 7+ o] AFE 79 E=EZ L 5] %] §H] )

11.3. POD 2] H o x] H}o] G B A H] A A %] EZ 3

ALE 2 7+ AFSH
e dedicated-admin < &+2] A}-§ x| 2 F ] AE] o] A2 = QS]]

o AjH2 A F S HY A Th o] IRl A5 2 A% 9] o] o] build-roboto] 2}5 7} §1]
=]
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o 0% WEE JYse] Pod g K04 vpel GE A H] 2 AW EZE Y T

I $ oc create token build-robot
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® Pod 9 4] allowPrivilegedContainer = zj] 2 Z A}-§35}o] H3t Y= AEo]i]E J AT = 9=X]
of 2

® Pod 7} allowPrivilegeEscalation Z 2] 2 Z )] $F 5] =X] of 2
o HHo] ] 2FE 7 A=) E

® SAEUHHE EFOEANS

e FHEjo]i]o] SELinux HEAE

o o] AFERFID

* F2Egjnro]2 Wy EFY AL

® Pod £#< ¥ 3¢ FSGroup2] &5

o &= FIF 27 7Y

e FHEJoj]o)] EZE 5 XA O] ]St 32 7] WA A FHolo] H QX of H

61



OpenShift Dedicated 4 ¢15 2 A3 o]

® 3/ & 7}5 3t seccomp ZiZZ 7~

OpenShift Dedicated ©] 1] ¢) = 7] o] = o] openshift.io/run-level ] o] 22 % 5].3] n}4/
Al 9. o] glo] B2 ] OpenShift Dedicated 2% 2 4~ o] 4] Kubernetes API 4] 1] &
OpenShift APl A] B] S} 28 7.9 APl 257 9] ] 2F-& # 2] 8= b AF-§F 1 o
openshift.io/run-level zj o] B-o] g ¥ - 5] g 1] ¢] 2 7] o] = 2] Pod o] SCC 7} ] -§ &
] FonZ gy g ujo] oA HIYE = HE YT EEo =L Helo] RofFHo)

12,11 7] H ol AEAE ] oF Z 7

ofe] Fo] HFE = F]2Elo= B 7}x] 7] ESCC(H o AE)AE A oF 2 A) 7} EFFE o] Y51l
Operator 5= 7] E} 74 2 2 & OpenShift Dedicated of] 4 X] & uj =7} SCC 7} d =€ 5= 9l&1] o}

7]ESCCE 573 3}%] nf ] A] 2. 7]# SCCE AFER} Foj5}H IR ZFa =
OpenShift Dedicated 7} ¢ z & o] = 5] ¥ # A 7} @ eF = 9l 1] o). K3} =

9 2z o] = o] 7] SCC o] 7] E o2 )4 F HE = 5 5 SCCoJ ij oF & AFE R}
o) & A g o],

7]# SCCE 74 8l= tf) H 8 o] mpe} A SCCE Y ¥ 6 7 g of. A oF G &=

HOFPAE AE Ao 24 WY & FEHA L.

Bt AGXE AkzxA Ay
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e CHOWN
e DAC_OVERRIDE
e FSETID
e FOWNER
e SETGID
e SETUID
e SETPCAP
e NET_BIND_SERVICE
o KILL
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runAsUser:
type: MustRunAs

uid: <id>
ol &)
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MustRunAsRange 1]l o

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>
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runAsUser:
type: MustRunAsNonRoot
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® awsElasticBlockStore

® azureDisk

® azurefFile

® cephFS

® cinder

e configMap

® csi

o downwardAPI

e emptyDir

o fc

e flexVolume

e flocker

® gcePersistentDisk

® ephemeral

® gitRepo

® glusterfs

® hostPath

® jscsi

® nfs

e persistentVolumeClaim

® photonPersistentDisk

® portworxVolume

® projected
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allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities:

%7

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] 9
fsGroup: g

type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:

annotations:

kubernetes.io/description: ‘privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with

any SELinux context. WARNING: this is the most relaxed SCC and should be used

only for cluster administration. Grant with caution.’

creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 9
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext:
type: RunAsAny
seccompProfiles:
supplementalGroups: @
type: RunAsAny
users:

- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller

volumes: @
o
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apiVersion: v1
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: a
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

Q e o] K= pod 4] & 5] of 5fi= AFERFIDE 2 F R &= G -9, 72 UID+= o] pod & v Hijf
+=SCCo) nj2} o} F 1] ol restricted-v2SCC= 7] F 0 2 0)5H BEALGRI 7] Hojg oz 7
= AFERE B A]H] 2 A o A] ARE-EF = Q10 1] g FEFE O] P ALEH L,’ r}. restricted-v2 SCC =
securityContext.runAsUser Z = 9] 7}5 3} 1S ] 613137 7] E 7S 45 5}= o
MustRunAsRange 7/ 2}-& A& 3F o} 3] § &) 292 o] B & A g 5}=] &7] afiof gAY 2=
A £ o] 4] openshift.io/sa.scc.uid-range =4S o} ¥ 9] H = Z 91]c) d=F AE o] o= =
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5 A] 2] o] runAsUser &g

apiVersion: vi1
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0
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1. scc-admin.yaml o] z}.= YAML 7} o] SCCE % 2] 1]}

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

2 2 3 7 -¢ requiredDropCapabilities Z == ¢ 5}= 3l © 2 43 5} SCCo] B3 7] 5L 214
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- KILL
- MKNOD

requiredDropCapabilities:
- SYS_CHROOT

=l 37
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I $ oc create -f scc-admin.yaml

2 of

securitycontextconstraints "scc-admin” created
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® SCCrI Y= A=A =kl g ).
I $ oc get scc scc-admin

g of

o

NAME PRIV CAPS  SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true [] RunAsAny RunAsAny RunAsAny RunAsAny <none> false

[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]
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deployment.yaml 2] oj

apiVersion: config.openshift.io/v1
kind: Deployment
apiVersion: apps/v1
spec:
#...
template:
metadata:
annotations:
openshift.io/required-scc: "my-scc”

$ oc create -f deployment.yaml

o WA X FHSCCE AFE =X gl g o
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$ oc get pod <pod_name> -o jsonpath='"{.metadata.annotations.openshift\.io\/scc}{"\n"}'
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$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<namespace>

22 27 P 93 Y H

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name a
namespace: namespace 9

rules:
- apiGroups:
- security.openshift.io Q
resourceNames:
- scc-name @
resources:
- securitycontextconstraints 9
verbs:
- use
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I $ oc get scc

zg o
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES
anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny 10 false
["configMap", "downwardAPI", "emptyDir", "persistentVolumeClaim", "projected", "secret"]
hostaccess false <no value> MustRunAs MustRunAsRange  MustRunAs

RunAsAny <no value> false

["configMap", "downwardAPI", "emptyDir","hostPath", "persistentVolumeClaim", "projected", "secret"]
hostmount-anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny <no value> false

["configMap", "downwardAPI", "emptyDir","hostPath","nfs", "persistentVolumeClaim", |
hostnetwork false <no value> MustRunAs MustRunAsRange  MustRunAs
MustRunAs <no value> false

["configMap"”, "downwardAPI","emptyDir", "persistentVolumeClaim", "projected”, "secret"]
hostnetwork-v2 false ['NET_BIND _SERVICE"] MustRunAs MustRunAsRange
MustRunAs MustRunAs <no value> false

["configMap"”, "downwardAPI","emptyDir", "persistentVolumeClaim", "projected”, "secret"]

node-exporter frue <no value> RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false [
nonroot false <no value> MustRunAs MustRunAsNonRoot RunAsAny

RunAsAny <no value> false

["configMap", "downwardAPI", "emptyDir", "persistentVolumeClaim", "projected", "secret"]
nonroot-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsNonRoot
RunAsAny RunAsAny <no value> false

["configMap", "downwardAPI", "emptyDir", "persistentVolumeClaim", "projected", "secret"]

privileged true [™] RunAsAny RunAsAny RunAsAny RunAsAny
<no value> false [
restricted false <no value> MustRunAs MustRunAsRange  MustRunAs
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projected”, "secret"]



RunAsAny <no value> false

["configMap”, "downwardAPI","emptyDir", "persistentVolumeClaim", "projected”, "secret"]
restricted-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange

MustRunAs RunAsAny <no value> false

["configMap"”, "downwardAPI","emptyDir", "persistentVolumeClaim","projected”, "secret"]

12.7.2. H o} AEXE ] oF Z 7 ZA}
SCC7} & &5 &= AL& A, A H] 2 A1 g W 278 E3}elo] 55 SCCol i 3t J 2 Z

o] & Zof restricted SCC E 7/ A}l ¥ t}>S & d 1]

I

I $ oc describe scc restricted

=49

Name: restricted

Priority: <none>

Access:
Users: <none> a
Groups: <none> 9

Settings:
Allow Privileged: false
Allow Privilege Escalation: true
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>

Allowed Volume Types:
configMap,downwardAPl,emptyDir,persistentVolumeClaim,projected,secret

Allowed Flexvolumes: <all>
Allowed Unsafe Sysctls: <none>
Forbidden Sysctls: <none>
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>
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A orgh i of.
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0} 7] ZZ A EE= 2o Hdlo] 9= Ao 2 715 1 o). default kube-public, kube-
system, openshift openshlft-lnfra openshlft-node ! openshift.io/run-level = o] £-©]
05512 &35 7)ef A28 Y3 ZZ A EQ L]0 Pod B oF59] Ho AL 2E ) f
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13.1.1. Pod H ¢} 59] 2 =

) ¢) 23] o] 2=o] 3] T} Pod 1.9k 5:¢] mEE 74 8 7 gl g o)
3£ 13.1. Pod H9oF 50l 7 =
rE ol & A
enforce pod- AAE Z2H S FF5A e A5 818/ PodE
security.kubernetes.io/enfor 7 Bt}
ce
audit pod- Pod7} 44 € =28 & F584 ¥& 45 Aol
security.kubernetes.io/audit Ega
warn pod- Pod7l 44 d Z2H & F43A & 4§ 43 B4
security.kubernetes.io/warn
13.1.2. Pod H ¢} 5=¢] 22 H
Z}Pod B ot 59l REEZE 0}& 228 F 5l 2 4P 5= 951
F#13.2. Pod HQF 59l == H
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privileged HaAG A, Gzl A =AY ol & &
baseline FHagte] A A Gl A =AY ol dE WA
restricted 7Hd A gk A L A A A A Pod st = Abe & whE Y o

13.1.3. Hgto] =] g/ 2T o] =

o}2 A 28] 1] 9] A5 o] A= )3 privileged 9= Pod H ¢F 5=¢] Z 22 2 &3 H1] o}
e default
® kube-public
® kube-system

o]l st Aot Qli= v Y 2T o] =] Pod H ¢F Z 2 H L WH S 7 glg 1o

13.1.4. Pod 2 ¢F 5¢] & H o} AE A E ] oF 7

Pod 5 ¢F 591 T ¥ HOF AE2E A F 27 F o] EY AEEF ] o)a) =F ¥ HEFHT F
AEZe] = Hot YA 55517 98 5 ZR2A2E g3 HgF oz Egr)
| HePHH~E ok 27 71 EE e =Pode] g5EHSCCe wef JH HoF A 2E =g Wy
&+ ) & 5o seccomp ZZZ o] H]o] QA L} H G ER] g F-p-Pod 2] ggE SCC

o] 4] seccompProfiles Z = Z runtime/default = % §3}= 3¢ AEZ = 7|2 75
RuntimeDefault = &g $}1] c}.

2. Hol AEHAE A)F 24 AEZEFE=Pode] Hol AEAEE 9 2]58=SCCo b3 #=31]ck
3. Pod 1. ¢} 52¢] Z EE &l v ¢/ 25 o] 20 & gE Pod 1 ¢F E o] t] 3] Pod 9] H oF HH 2 EZ
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A o] W § v 925 o] = B openshift-* 5417} x| v 25 o] 0 4] Pod 1 9 9] 7]
37} 97502 v gy gL ok
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e default

® kube-node-lease
® Kkube-system

® kube-public

e openshift

o openshift-3]-7A} 7} 2l 2 & system-created v ¢/ =7 o] =
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o y]¢Lzjo] o] A] Pod HoF 59 B o] & & )55 H|EY 3} 5l H

security.openshift.io/scc.podSecurityLabelSync zj] o] 2 715 false = &7 g/1jc]
2 By e JYg

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityl abelSync=false

o ] LFjo] Lo A] Pod H o590l Bo]E &85 &Y} H
security.openshift.io/scc.podSecurityLabelSync z] o] E 7S true = &8 g}1] o}
TS Yo

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=true
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oy s]o) o] 47 8 2} Pod ¢k 59l =0 bjF o 5 E L H Y 5 o
$ oc label namespace <namespace> | a
pod-security.kubernetes.io/<mode>=<profile> | 9
--overwrite

ﬁ 74 g 1] ¢ 2~ 5] o] 2= Z <namespace> = &5 ¢ 1] .

9 <mode>E enforce, warn, 5= audit© = & 7§ ¢} 1] . <profile>5- restricted baseline 5=
= privileged = &g g1/}

13.5. POD H ¢} 59] 757 3 H

Pod H oF g=9] A E Z&] 2] 7FA} =5 9) Pod A2 7} ¢l )57 H 57 5} PodSecurityViolation 7 57 7} E 2]
AH T o] G5l FF & X SH Y o
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#2]8 + 2151/ 5) OpenShift Dedicated = @) 257 H W §2 393 1) 4] 715 S5 27 sHRFC
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LDAP 2] tj & 5}4] 3 1] &2 LDAP ID &35 74 & #E51414] 2.
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252 53517 H dedicated-admin & $lo] 9] of of 1]},
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14.1. LDAP &7]3} 7+ g1

LDAP ]38 d ) 3pel ¥l )3} 74 3¢ o] 82§ ) o] Feol = 7 2 LDAP Zefo] ol
T A AP Fo] 2] T

 LDAP 4w 9120] B2 74
o LDAP 4] B0 A] AR5 27 fo] F4E 715 74 54

® OpenShift Dedicated 2 ©]F& LDAP 4] 1] 8] 25 o] vj B &)= #ra] x} g 9] o] Z nj 3 B2 ¢]
.
T4 mp o] &) o Al-g o] A7) pl(RFC 2307, Active Directory Bt+= 1 ¥ Active Directory) of] w2}
o5 o
LDAP Z2]o] ol E 774
T2 LDAP Z2}o] 1 E 77 &% of 4] = LDAP A] Bl o] 0] I 12 <] $Fi] o).

7419 LDAP Z2}0] 91 E 24 44 9 A]= LDAP A1 m ] o & 912 & % o] 8] o

LDAP Zz2lo] ol E 74

url: Idap://10.0.0.0:389 €)

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false @

ca: my-ldap-ca-bund/e.crte

94 ZZEF fo]El o] AE T A= LDAP 4B IP £, 148 FEZ
scheme://host:port &/ &) © Z F]o] 9l51]r]
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false ] 7-¢- 1 oF LDAP(Idaps://) URL o] TLS & A}-§5Fo] 912 5] 37 ok 813 &S LDAP( Idap:/)
URL-2TLSZ ¢z o] =F 1]} true 9] -7 A v o] TLS 914 o] o] Zo] x| x] g0 nj Idaps://URL

© Y URLS a4 A5 I L Felep o] AE T AFA HE YT v]e] Y= %

OpenShift Dedicated = A] =B o A X 2] 5}= 2 EEZ A}-§ ¢/ ] insecure”} false = 87§ H 7
of vF X & H 1] o},

LDAP 7 2] g9

&7) 8] 742 7] 310 23 GEo) gl §LDAP Fe] o2 74 H 1) LDAP F 2] 5 g+
LDAP A 8] o] W 1] 5] & H & x| 5= b A}&Sl= 2=7] rfof] w2} o} 5 1] o).

LDAP 7 =] 2]

@@6 @@G

baseDN: ou=users,dc=example,dc=com a
scope: sub 9

derefAliases: never Q

timeout: 0 @

filter: (objectClass=person) 9

pageSize: 0 G

B o) 4] 5= T e El 2] £7] 9] DN( 2+ °]5) 1 5. H 4 2] E2) o] 2495 %4 o
si<] vk O e 5l 2] 58] E2) & X)F & 7= i)

A W29 o 7 & 3 71> base, one = sub ¢/ 1] o} glo] § L)X &S F 7 sub B Pl = 7F
YHY T Y S G ofef HE FEH A L.

LDAP Ea] 2] ¥ 3 07’/ 73t 7 EZ Lok 54 3 72 never, search base &= always ¢/ 1] t}-
wo] o H A & G- 7] E 4> always & = W F o2 Y FHro GFE FXo gl HEES
ofg] EE 244 L.
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EEES RS a4
never LDAP B2l gl ¥ Y& o F2ax == gtk
search AMEeE S gF 2 I T BAFIASF Y
base B QBAES e FHEAAW IJFZFYh
always &4 LDAP Eo] 2l e REHA S I

AL&A} g 2] o] & v F
AL§- R} g 9] o] F of 7 OpenShift Dedicated 2772 0]ZS LDAP A1l oA 278 Z= 245 &)
zpof] HA] X O Z g FIFL] ] o F o Al= Y uFYAML S AF-§ L O] A}-§<) 2] u] 32 L DAP 4]
v o] B 2570 gl ¢ Y& Fotel At 25 9] oF R F I 3 A5 of LDAP A 8] o] AR
2} g o] o] & wj o] §liz 2] Y= - &7)8) 5 7]E 552 OpenShift Dedicated 27 o] 52
B2 AYH S AR A Y

AFg} 2] o v

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

14.1.1. RFC 2307 *% 71 F H

RFC 2307 £7]vpE AF§ 8} 2 AF§A) 257 350 o ¢ LDAP 7 2] & <] <} v 7 OpenShift
Dedicated & Z = o A] &) GF SFE-S FR] &)= 24 2 A F23) of L]}

5 31517 5}7] ¥]3 OpenShift Dedicated o 4] 4 4 8}z 252 AF§R}F Boi= H e 3}-& o] gjaf 7}5
SF G- 3L o] F o] 9] YL A& E of F ) o & Fof o]r] & Z OpenShift Dedicated 27 2] A}-&
RpE 2 H I 2F o] F& FE o] F LR ALE G L s 7+ Y= o]l ek HAE Y I T

7

AFER] 9] o] F o FH & Al§ 3= F o= Y FHY o] Yok
RFC 2307 £7] o} & Al-&5l+=LDAP &~] 3] *%: rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi1
url: Idap://LDAP_SERVICE_IP:389 a
insecure: false
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com”
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: an @)

85



OpenShift Dedicated 4 ¢15 2 A3 o]

groupNameAttributes: [ cn ]@
groupMembershipAttributes: [ member | 9
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn Q)
userNameAttributes: [ mail ]ﬁ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

]

[m
]IO

o] ZF9] B Z =7} X FH LDAP A B 9] IP F2 ¥ &~ .

]
false ¢! 7 - 1 oF LDAP(Idaps:/)) URL o] TLS & A}-§-3}of 9125 77 9F7l51%] &2 LDAP( Idap://)
URL&TLSZ 9 z8o] =g 1]} true 9] - 4] B] o TLS 912 o] o] 2ol =] =] &0 Idaps://URL
7]l E AR 8 7 e o
LDAP A] B o] 4] 25 & 3747 8}7] 4] = <4 ¢/ 1] t}. groupUIDAttribute Z DN & A}-§ & ] =
groupsQuery Z 5 E X]§ 8 7 G5 A E3E HE o] F¢ 5§ EE/JH EE A EE

A3 44 2.

27 o] FLEZALE I Y YT

7 &)1 51 = 2= o) 1] o} userUIDAttribute 2 DN & A}-& & ujj =
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14.1.2. Active Directory %% 7 3 1

Active Directory =7 r}E AL§5F2] B AFE-XF gFE o] o 61 LDAP 7 2] 7§ 2] o} 1}/ 2 OpenShift Dedicated
27 dHE A G G e = 42 A 55 oF F

5 31517 5}7] ¥]3 OpenShift Dedicated o 4] 44 8}i= 252 AF§R}F Boi= H e 3}-& o] &l 7}5
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Active Directory 27| o} = Al-& 5}+= LDAP & 7] 3} ++7%: active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi1
url: Idap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com”
scope: sub
derefAliases: never
filter: (objectclass=person)
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pageSize: 0
userNameAttributes: [ mail ]a
groupMembershipAttributes: [ memberOf | 9

Q OpenShift Dedicated 25 &) E o A] A}-§-X} o] S0 2 A& 8 &4 /1] T}

@ Py IEE AT NEF YA

14.1.3. 2 7} #l Active Directory *% 2 & H

]

iy

5 ol o - LDAP 7 2] §2] 9} 1)
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i

2 7} EH Active Directory =7 nf-E& AF-§8F& H AF-& 2} gF&
OpenShift Dedicated 2% & ZE o] 4] &) G &2 F 4] &}
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5 31517 5}7] 93 OpenShift Dedicated o 4] 4 4 8}i= 232 AF§R}F Boi= H e 3}-& o gjaf 7}5
Sl G- 2143 o] F o] 9] 9] £ & AFg el o} gk o] & Eof o]y ¥ Z OpenShift Dedicated “z72] A}-§
R}E XS] 25 O] FE FE o] FLZE AIEF L O 7Y T A= o] gl g HAE Y F o)
H 7+H Active Directory 7] o} & AF-& 5f+= LDAP &7] 3} ++%:
augmented_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi1
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com”
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: an @€))
groupNameAttributes: [ cn ]9
usersQuery:
baseDN: "ou=users,dc=example,dc=com”
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]Q
groupMembershipAttributes: [ memberOf | @

LDAP *] Bl o] 4] 25L& 3743-3}7) 4] ¥ 5} 2= 9/ 1] r}. groupUIDAttribute Z DN-S A} &F ufj =
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I $ oc adm groups sync --sync-config=config.yaml --confirm
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ZlEF o2 HE 25 &8 Y2 A ¥ 4 o] 2= OpenShift Dedicated z&
7 2= v 7 312 v oc adm groups sync '3 F o] --confirm Zzj] 2 Z & &) of
g ot

H
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I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm
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]2 Ao 2 mE 75 FI5) ZFYe A]E ¢ o] = 2 OpenShift Dedicated 25
#l 2= Z v 7 32 ¥ oc adm groups sync 5 & o] --confirm Zzj] 2 3 3 oF
A g ot
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$ oc adm groups sync --whitelist=<whitelist_file> |
--sync-config=config.yaml |
--confirm

$ oc adm groups sync --blacklist=<blacklist_file>
--sync-config=config.yaml |
--confirm

$ oc adm groups sync <group_unique_identifier> |
--sync-config=config.yaml |
--confirm

$ oc adm groups sync <group_unique _identifier> |
--whitelist=<whitelist_file> |
--blacklist=<blacklist_file> \
--sync-config=config.yaml |
--confirm

$ oc adm groups sync --type=openshift |
--whitelist=<whitelist_file> |
--sync-config=config.yaml |

--confirm

=zl 37

Z|EH O Z BE 25 5713 3¢S A Y dd o] = = OpenShift Dedicated z57
7 2= E v 7 31z v oc adm groups sync '3 & o] --confirm Zzj 2 Z & &) oF
S} ;I_
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A 2FEES AASGFEE HEY T = Q5L 5 E/ 2FQ] ol = &7 3} F Y o] AP A &Y &) 3
”o’ﬁ/“”# & HE =T EES AL T 5= Q5o
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$ oc adm prune groups --sync-config=/path/to/ldap-sync-config.yaml --confirm

confirm

$ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/Idap-sync-config.yaml --

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
I confirm

14.4. LDAP =% F7]3}2] of

o] 4 1o = RFC 2307, Active Directory, 2 ¥ Active Directory 2=7] af-oj] bj 3l o 7} 3 g} & o] 9l 51] T}
F

o] 8 ol A A= = ARG RE S 25 HF W E 7)Y ok £, of W] ¢ 2FE
e 27 WHHE 7 GE T 5 H 252 F5ehs 4yl i Yus FF Ay
8 F713) o] 2 =54 2.

14.4.1. RFC 2307 A7) n} & A}-§& 3+ 715 &5 7] 3}

RFC 2307 27)n}9] 7% 02 o 7] o 4] &= Jane 7} Jimo] 2= = wl v 7} 9]= 2 adminsE & 7)3}3-1]
o} e A o Al = o5& H B g o

o 7 W A§ELDAP A uo] Eo}sli Y

® OpenShift Dedicated ¢] 47 25 #lZ == 573} £9/ 1ot

Ay

o] &l 9} e oAl B E MG E G 2F ] A W2 )Y Pk 55, ofw ¢ 2FE
o2 2F WHihE 7 Geth £ 2HE F156E 4ol He Ju s £F Wy
#5713 o & FE A L.

RFC 2307 £7]ofoj Al = AFg-=K(Jane X Jim) 2} 25 2= LDAP A] 1w o] )9 gfE o & Ex) 3l 75
W) 27 S o A FF o 29 Mdif =2} Al o] 27 vke) AHg R} B 2L F 9§ T

RFC 2307 £7] o} & AF-§&5}+=LDAP &E: rfc2307.1dif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

an: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

an: cn=Jim,ou=users,dc=example,dc=com
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objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

an: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com a
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

ﬂ 2Z 2 LDAP A 1] 2] F 39 S ¢j1] o).

@ APy I 2E Yo Y

ﬂllo

DEEEY DTy vic]

Al 27 AL
o Y AL YT

e dedicated-admin & 2] A}-§ X} 2 ] AE] o) A AT 5= 9lL1] )

g

e rfc2307 _config.yaml 7<) 7} 9] F 7] 515 & & §1] ).
I $ oc adm groups sync --sync-config=rfc2307 _config.yaml --confirm
OpenShift Dedicated = /2] &7]3} 2%/ 2] 4= o} 25 | ZE=F Y g

rfc2307_config.yaml 7} 9] 2 A}-& 5} of 5 F OpenShift Dedicated —z5

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T710:08:38-0400 a
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 Q
creationTimestamp:
name: admins @
users: 9
- jane.smith@example.com
- jim.adams@example.com

€ © Openshift Dedicated 2 0] LDAP 41] 9} vpx] ip.0 2 7] 8 IS0 6801 F4].© =
5] 951 o
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© LDAP w2 e T HE A,
© o/ 279 H== HGELDAP A B2 IP F4 W FAEY T,
@ =3 AU AY e 2F ) o) F YL T

© 517 B NG )2 o] 2] X FE 27 WH]o) 3 5l 4§ Y] o

14.4.2. RFC2307 7] n}.9} A}-§- 2] 5.2] o] 2 nj 3 2 A}-§ 5} 25 57] 3}

AJ§-3) G o] o) F wj Bz 28 ) FaE 74 7 o] o2 g w1 F & F Sl EF oz o) o] WHH
1]

A§-3} 7§ 2] o] & vl B 7 §}7] RFC 2307 7] a}-& A} 5}= LDAP 5 7] 3} 74
rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: v1
groupUIDNameMapping:
"cn=admins,ou=groups,dc=example,dc=com": Administrators a
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com”
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ]G
groupMembershipAttributes: [ member |
usersQuery:
baseDN: "ou=users,dc=example,dc=com
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail |
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

X187 F 2] o] & 1B 91 .

ARG} G 2] o] F mf G o 4] 7] o AF
g} = groupsQuery Z £} E =] g
A EE AFE-SF 4 A] L.

2] | 1] o} groupUIDAttribute 2 DN -8 A}-&
P ey ok A2 stE ZE Y] G 58 HE/ A H= )

o oo
&
i
ky
Jo

2
Mg,
2,
4
o,
o

ARER] G L] o] F ol 324 ] H X7} gl G- OpenShift Dedicated 257 2] o] Z& <] o= =

Y9/

LDAP A 5] o) X] AL-&X}-E 375 8}7] &) B 5}= <=4 ¢/ 1] o} userUIDAttribute Z DN & A}-§ F ] =
usersQuery ZE] & X g 7 o) AE3lE DE Yo G 5§ BE/ AT EE g EFE AL
S A] L.

o & o9

A1 87 A1
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o YR YY T

I
w
&
50
Ty
T
X

e dedicated-admin < 3Fo) A}-§& 3} 2 F & A<E]o] oH4]

g

e rfc2307 config_user_defined.yaml 7} &) 7} 2] 5 7] 31 & &) 3}1] c}-
I $ oc adm groups sync --sync-config=rfc2307 _config_user_defined.yaml --confirm
OpenShift Dedicated = /2] &7]3} 2%/ 2] 4= of& 25 el ZE=F Y g

rfc2307_config_user_defined.yaml 37 2] 2 A}-& 5} of %] OpenShift Dedicated Z5

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

Q@ &7 9 o) Y oa) X gH 27| o]

14.4.3. RFC 2307 7} A}-§ 3} §9] 2 5 31§ 23} & A} § 8 24 575

)0z )5 ol 2ite] Wl F2]o) §oH WHE Hojpis Gl i W} EeiE B 2

7 E7)3h0) 24727} By sre] A g

Error determining LDAP group membership for "<group>": membership lookup for user "<user>"in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the

base dn specified (dn="<base-dn>")".

o/&] gt ¢ F+= ]2 usersQuery Z = 2] baseDN o] 2% 74 5 95 <& el o). 221} baseDN
oo o) & oz QH 72 Hn 7} EFFEo] 9] g2 F-2, tolerateMemberOutOfScopeErrors:true =
HY et 2F S A< &7]8 8 7 g W E Hold Hrl= FAIF Y o

PRRIIIA E 25 &) B ZZ A L0 A 2 A E ZX] 2P @ F9) oA A g o

Error determining LDAP group membership for "<group>": membership lookup for user "<user>"in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-

existent entry".
Error determining LDAP group membership for "<group>": membership lookup for user "<user>"in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did

not refurn any results".
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o/l ot 7 bj i usersQuery Z =) F5 Y EH QLSS YEFY Y O 28/} 250 FEE AL
o] Z3}1E -2, tolerateMemberNotFoundErrors:true = & 3 5} 252 7)< & 7] 3}
5} = Qi) ok EA 7} Y= A= EAIHU o

% o,
LDAP 23 §7]3}9] 9 5 5] 89 41§ &8 £7]3} 2 24 20 4] &7} = W]

FE 7§ 0 LDAP 25 5] 31k S U} 2 Y HA GO H 712
OpenShift Dedicated Z5-of] w7} =el2 o= 9l &1/}

Z5 Au] o] EA 7} Y= RFC 2307 ~7] o} Z Al-& 3= LDAP 3%
rfc2307_problematic_users.ldif

an: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

an: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

an: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

an: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com a
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

© LDAP o) EA)51A] ghs W Y

© I3 i) & A8 F 2o A& 7 U ¥ baseDNo| g 7w 91 .
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$ o7 9) 2 FE &5 e §715 74 Yo heg Frpafof §L T

0 7 & 3] § 3] RFC 2307 7] n}& A}§ 3] LDAP 57]3} 7%:
rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig

apiVersion: vi1

url: Idap://LDAP_SERVICE_IP:389
rfc2307:

2]
©

groupsQuery:

baseDN: "ou=groups,dc=example,dc=com”

scope: sub

derefAliases: never
groupUIDAttribute: dn
groupNameAfttributes: [ cn |
groupMembershipAttributes: [ member |
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never
userUIDAttribute: dn @)
userNameAttributes: [ mail |
tolerateMemberNotFoundErrors: true 9

tolerateMemberOutOfScopekErrors: true Q

LDAP 4] 1 o 4] A} X}-2 37-3-3}7] 2] B 5}i= 24 9 1] T} userUIDAttribute 2 DN S A}-& 3 =
usersQuery ZE] E x| g st = H o)k A E3tEH DE H o) Fp 5§ LE/ R ZE pji] = F A}
o/l/w/n/ [}

true o] 77 713 8] oA YR W7} glis 2F L 58617 LDAP §-50] gl W E A F
e o e e 55 A1) e A e S A5

true ¢! G- & 7] 8 2 ol A= Y A B 7} usersQuery 7] DN o] X] g E AFER} 9 E Bl oji)
~za~g 5] & 332, Wn £3] YWoJE Hlojuf= W] E FA G 0L 27 Wul o} o] E Hlojil= 4
&8 o] 7] &2 H st A Y o

A1 87 A1

o 7YYL YY T

5L 2=~ o] A~

e dedicated-admin < §12] A}-§ 3} = ] AE] o) WA AT 5= 9)L1] O]

g

e rfc2307_config_tolerating.yaml 7} & 7 2] & 7] 315 & 3 gf 1] C}.
I $ oc adm groups sync --sync-config=rfc2307 _config_tolerating.yaml --confirm
OpenShift Dedicated+= ¢ 2] &7]3} 29 2] 272 0} 25 el ZEZ YH g

rfc2307_config.yaml 7} 9] 2 A}-& 5} of 5 F OpenShift Dedicated —z5

I apiVersion: user.openshift.io/v1
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kind: Group
metadata:
annotations:

openshift.io/ldap.sync-time: 2015-10-13T710:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389

creationTimestamp:
name: admins
users: a
- jane.smith@example.com
- jim.adams@example.com

&3 YA A GG Ol 2 27 HE o) & Sl AFERFY L T 28] 6]5H = 27T

w5 b 7} gl g o

14.4.4. Active Directory 7] r} & A}-§-3Fo] 257 & 7] 3}

Active Directory 2] rfojJ Al &= J= AF§-2KJane & Jim) 2= LDAP Al vl o] F 9] gFE 0 2 Exj 5l 7
7 H B ]S AFERF 2= of] X g ] o of2- o] Idif = ZFofj 4] = o] 7] npo] ALER] W 257 S g 2] g

=

Active Directory 7] v} = A& 5}+=LDAP 3}E: active directory.ldif

96

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

A8 2 WAL A E R S 07 L E, 2 Ao o= EA5A e

memberOf =% o] A}-g-x]9] 2]E] & 2=%] o] o]

L] 2~ o]~
ET—L—/MIH

L] ok Q5 LDAP A B oAl 24 5 4

5 0] ZFeFo] 9= o] yhEHE X] Bk B o] B w] o] 0] = 7] 5] 5] ] 1] o
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A1 87 A1

o Y FUL YT

o dedicated-admin < 3Fo) A} &3} 2 F&] AE o) A AT = 9l<r1] O}

By B

® active directory_config.yaml =} ) 71 o] 5 7] 512 & gFjC]
I $ oc adm groups sync --sync-config=active_directory config.yaml --confirm
OpenShift Dedicated = #/2] &7]3} 2%/ o] A2 0}5 257 f|ZE=F Y9

active_directory_config.yaml 7} & -2 X}-§ 5} of % H OpenShift Dedicated —z5

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 a
openshift.io/ldap.uid: admins
openshift.io/ldap.url: LDAP_SERVER_IP:389 g
creationTimestamp:
name: admins @

users: 9

- jane.smith@example.com
- jim.adams@example.com

0060 O

o] OpenShift Dedicated =z o] LDAP 4] v 9} npx] v} o & &= 7] 515 77 -21SO 6801 & & o =
Hoj gt

LDAP ] 8] 0| 4] 235 2] 3247 2] ¥ <} 9] 1] O},
o] 25 9] B A7} %] ZE LDAP A8 9] IP F2 2 §2E 9]}
LDAP 4] Bl o] 1} & & 25 9] o] ¢/ ],

£7]3) 7N X § 5 )2 o] Fo] X §H 28 WH o o §ofi= AFEAE 1]

14.4.5. © 7} Active Directory 7] n} & A}-§-3Fo] 257 & 7] 3}

H Z1H Active Directory Z=7] pfojJ Al = AF§- 2K Jane B Jim) S} =25 27 LDAP A1 o] F 3¢ g} o =
EA 51, 25 ) § & A& S8 o A GH L O 592 Idif Z 7P K] = o] Z7]u)2] A)E A} B 25

2 F el gk

M 7Z}H Active Directory =7] n}- & Al-§&35}+— LDAP 3=: augmented_active_directory.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
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objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com a

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberQOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

Q© e I 2FE Aol AER S oR YIFHY T
© 72 LDAP 4y F Y9 FE YT

AL Q- AL
o 7Y AILS YWY
® dedicated-admin 9 3/ o] A}-§ X} 2 Fef2E o HA =8 7 Qg O
Z FZA A
® augmented_active_directory _config.yaml 7} & 7 2] & 7] 35 & 3 gf 1]},
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm
OpenShift Dedicated = #/2] 7] 3} 2%/ o] A A= t}5 237 B ZE=F Yo

augmented_active_directory_config.yaml 5} 9 2 A}-§& 5} of 4% H OpenShift Dedicated

5
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apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T710:08:38-0400 a
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 G
creationTimestamp:
name: admins @

users: 9

- jane.smith@example.com
- jim.adams@example.com

o] OpenShift Dedicated =Z# ©] LDAP A] B 2] rlx] o} o & & 7]3lH F-2ISO 680] &4/ 0 =
5ol 2gr] o

LDAP *] Bl o] 4] 25 2] 3743 2] & 2} ¢j1] o).
o] 2Zo] A=} 3] FE LDAP A/ B ] IP =4 1 FAE QLT
F )8l B0 A] x| F 31 272] o] E /)]

& 718 YA X G 3 i 2 o] F o] X FH 2 HH] O & F = AFEAFY L

0060 O

14.4.5.1. LDAP 57 winj §] 57]319] of

OpenShift Dedicated 2] 22 5 # 5% &¢-1]t). o]l & A8 52 7 LDAP A1 w0 4] 2 1] 1] £
3 & 5] 5) of gfF1] o). Microsoft 2] Active Directory A1 #9471+ OID 1.2.840.113556.1.4.19419] ¢/ =
LDAP_MATCHING RULE _IN_CHAIN 773 & E3j] o] 7] 52 ] g1} B} o] U] 752 A& 5=
Fpolis gA o2 5 gH 298 7 U] o

o] A i o= 3t g o] A& 3] Jane] 3l1}o] 25 otheradmins >} 7 1 ¢] adminsz}l= 25 -S & 7] 3} 3=
1 7} 5l Active Directory 7] ofo]] tj] &) & 7} 9l £:1] T} otheradmins Z7 o= Jim o] 2}i= &) 15 o] A}-& =]
H B 7} Q5L O o] dj Ao A= TFS-2 & gL ok

o 757 B ALEXIELDAP A Bl o] F7}3l=

o LDAP 57]3} 74 52 ¢] v &

® OpenShift Dedicated 9] 47 2 g ZE+= & 7] 3} & ¢/ 1]}
i 71 H Active Directory 2] rlojl 4] = Al-&=)(Jane & Jim) £} 23 2= L DAP A 1] o] F )9 =0 =
ZA 5}, 25 W] 4L ARG} = 23 o] A FH U Ok o9 Idif Z ZFofj 4] = o] A7 ule] AL&

29 252§ 5 o

# 7} Active Directory 7] r}E 53 B8] 9} g17) Al-§5}+=LDAP 3=
augmented_active_directory_nested.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person
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objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberQOf: cn=admins,ou=groups,dc=example,dc=com a

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberQOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com G
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com @
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com e G
member: cn=Jim,ou=users,dc=example,dc=com

QOO &7 ¥ 259 Wy o BAYE £y o= g
wlaa% LDAP #] 1] 2] Z 9] sF=Z9]1] ).
6 otheradmins z7-2 admins —z5 <] @ ¢/ 1]}
Z7 2472 Active Directory £} 7] 3} &) uj A}-§- <} 5 5 72 5} o o 3 LDAP 7 2] 5 o 9} 1] 2
OpenShift Dedicated & #2.29) 4] s & 74 & F A sH= £ A Fa oF F1] Tk H 8t o] 759l =
Y il Fagry
® oc adm groups sync % % o 4] 75L& A &0 = 5] g5 oF §Fi] )

o [ DAP MATCHING RULE_IN_CHAIN 7% & &35} 7 AF-&X<}2]
groupMembershipAttributes °] "memberOf:1.2.840.113556.1.4.1941:" o] Z g} &) o] oF g} L] L},
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e groupUIDAttribute = dne = &g ) o} $f1] .
® groupsQuery<°] 3¢
o filter= &g 5/=] &ofof gt
o %2 ¢ derefAliasesE & &) of gF1]c}
o g glo] 74 == Z baseDNS &g 51 <] gofof gf1] o}
o G glo] FAIEHE Z scopeE -G R oo} g

5 31517 5}7] 913 OpenShift Dedicated o 4] 44 8} 252 AF§R}F Boi= H e 3}-& o] gjaf 7}5

o 7P 2 o] F 0] 9] 9] 4L A}§-aoF Fith o & Fof o]u)] &Z OpenShift Dedicated 25.9] AH§:
}E WL 2 o] F S FF FLE AGFUTE TS 7Y T A= o] & 3 BAE Y L

=5 #n] 9] gl7 1 71H Active Directory 7] o} =& Al-§&35}+= LDAP & 7]} 7+%:
augmented_active_directory_config nested.yaml

kind: LDAPSyncConfig
apiVersion: vi1
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: a
derefAliases: never
pageSize: 0
groupUIDAttribute: dn @
groupNameAttributes: [ cn ]Q

usersQuery:
baseDN: "ou=users,dc=example,dc=com”

scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
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