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ol B4 =lo] guth

24.2. 27 dolg 3

oc adm must-gather CLI 8 & A3t 24 dd AR E 57 E F dsHH-

Az

must-gather 2 27 AR E 4
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must-gather 3 B £ A &3le] = dd g =2 o] 5}

27 o]u] Ao Y3l oc adm must-gather 332 AP},

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath="'{.spec.template.spec.containers[?(@.name == "cluster-
logging-operator")].image}’)

must-gather 9| A & A ¢ & g 2] W ol must-gather.local= A] 23t= A tJaAHE S 75
1y }. o : must-gather.local.4157245944708210408.

W A /4 3 must-gather El A oA 45 AL S HEUT o & E0] Linux &9 AA =
AHgshe AASrH A vt 98 S A3 F o

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

Red Hat Customer Portalo| A a3 A 9 Al o] 4= 922 AR,
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https://access.redhat.com/

OpenShift Dedicated 4 27
3%. =27 &A &2
3.1. 27 &d 57

Red Hat OpenShift Logging Operator 2 7]e} 27 74 249 AH= & 5 JdH5UG.

3.1.1. Red Hat OpenShift Logging Operatore] “Je] 17|

Red Hat OpenShift Logging Operatore] A8 S & 4 J&Ut).

A 27 A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AUt

t}2 93-S 4135l openshift-logging Z=4 = WA,
I $ oc project openshift-logging
& 432 A3 3] ClusterLogging Q1 2€H 2 e S 714Ut

$ oc get clusterlogging instance -o yaml

2 o

o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
status: @)
collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
collector-2rhqp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-612ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
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3. 27 A

o
i)

collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- collector-2rhqp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all

cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0

clusterName: elasticsearch

nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization:
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1
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Hox S8 2 Fd =71 3d 2dR] Yehdy

o

Fluentd Podol tj gt A w.

Elasticsearch 2228 A7, HA, & == w78 7351351 Elasticsearch Pod
o dig AR YUt}

Kibana Podol tj st A 1.,

3.1.1.1. 2= WA R] ¢

t}&2 ClusterLogging <1 €l 2 9] Status.Nodes A H o] Q= AR =7 v AR 9 oY}

T fARR JEl WA AL =T TAE % dHrEE 2P0 o] o shardst 2
A 92 thehdy

29 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}
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et FAHE AH MAAE =2 P F e AHAES 239 o v shard7t ohE w2 Al
A2 ey

z9 o

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

o33 fAHS 3] Wl A A = CRe] Elasticsearch :== A9 7|71 S 8] 2H 9| =9 X314 &5
< JeEd Y.

=9

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
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Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

ohe 3 FAM A AR = 233 PVC7E PVel uil 98 5 18-S e U oh

29 o

Node Conditions:

elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)

Reason: Unschedulable

Status: True

Type: Unschedulable

&7 §A18 A MAR £ x= A7t mEe} 2254 97] W&o Fluentd Pod o oFat

e ey

g
i)
2
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Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

3.1.2. 27 74 24°] e 17|

oA 274 74 229 FH

i

2 5 gt

A 27 A

3. 27 A

o
i)

Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator7} A ] = o]

241t

openshift-logging T2 A E & W7 3]},
I $ oc project openshift-logging

273 &7 gH 17):

$ oc describe deployment cluster-logging-operator

2 o

o

Name: cluster-logging-operator

Conditions:
Type Status Reason
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Available True MinimumReplicasAvailable

Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set
cluster-logging-operator-574b8987df to 1----

EAE A ES o]5& 7 FY

29 o

I $ oc get replicaset

o
i)
2

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

BAE A E9 FeE & 7HA 3

I $ oc describe replicaset cluster-logging-operator-574b8987df
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29 o
Name: cluster-logging-operator-574b8987df
Replicas: 1 current / 1 desired

Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-
logging-operator-574b8987df-gjhqv----

3.2 249 #A A2
3.2.1. Fluentd Pod A vl 3£

ClusterLogForwarder CR(A1-&-#} A 9] 2] 4 2)& A4S v Red Hat OpenShift Logging Operator
7} Fluentd PodE A} 592 2 A Z 31K oW Fluentd PodE AHA) 3t A= Qw28 4 &Y.

A 27 A

[ ]
ClusterLogForwarder CR(A1-&#} A 9] 2|4 2) e HAE 7 AAHo] AdHU .

o2 9% S 24359 Fluentd PodE 24 5lo] 734l 2 Ajul) 34 o}
I $ oc delete pod --selector logging-infra=collector
3.2.2. Loki &= A3k o 7 A 3|2

22 AG2A APl A £ 5 AL 275 U5 WA R E=28 Lokiz2 AE3sHH Lokis £ % A g
(429) 2 7 & AU
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el e e HE AR A4E Fol AL 5 AFUTH S So] ojn] A¥ 277} Y& Fe2H o
248 e W 2ol E 21 GBS BT ~AGE 5O AR AL 0 AT+ AEh ol
AS A 2337 S5 SE ARRT oW 7% bolEst A% £ R AL8A A slol =

%1% A @77} A% B s ¢ LokiStack CR(AMSAL B 9] 2] 22)8 45l £AE sl A2

LokiStack CR ° Grafana 29 Lokiol A A& & 4 fl& U th o] &= Grafana
Loki A vjol= & 85X g5y

l-o[n
>
ol

=7

58

o
0
I

Log Forwarder API= 212 LokiZ Ag3l:== A o] IdFUrh.

A 2E A 2MBE T} 2 WA X] B2 2 Lokiz R YUt o & =53 23} 25U

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\""version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\""2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJKZjltNjYOMCOOYWU4LWIWMTEtNGNmMmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}

oc logs -n openshift-logging -| component=collector = ¢} & sl'd Se|2Ho 37 &
a0 5 27/ WAA F shvrt 34 o] TAH YO

I 429 Too Many Requests Ingestion rate limit exceeded

Vector 2 & " A #] 9] o

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.



3.2 A2

error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true

Fluentd 2 & WA A 9] ¢

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

ol 9%

o

e

FA EAE ZAF U} o 2 o] LokiStack ingester Podoll A t}3-2 43

Loki ingester @ & w x| x] 9] 9]

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =2 ¢ d o] E3 .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
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limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize 2 == 2 EA2F HY =22 SE AFAE A7 MB=
AUt o] #e = AUt o] 7S G FA 9 H 4 AH= HY 22 A7]|=2
A4t} ingestionBurstSize gt Rt & 9Y 2 F 2 5| & A &FUT

ingestionRate 2 == Z‘i FRE A= Ho FH(MB)o] g 2ZE AdYPYrt. =
1 8] go] AL 246‘}% T EEAY S /FIFBASA N 7= 225 A A EH

Utk £ J@o] ARt 2ol A2 A MY Qo] A|2"dL Bgty ¢ 27129 Y.

v}
o
L)
_>,4.'.
i
>
oo
P,L
2
il
frs)
[»
lo
fu
oY
oY,
K
S
Y
i
=o_\__r“
v
e
=
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oy
v
i)

3.3.1. Elasticsearch =2 2~ ¥ 4} 71 w714

s} ol 4be] 711 sharde} a9 B o] o] BFHA) &t 0 At whek o] AW BAS
AAFI-
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e AR

o] 9] o %2 $ES_POD_NAME 4 #5-5 A1§-3to] Elasticsearch Pods 3= % ‘4‘3} o]
A A AH “3 % B ALsle] Bojd W o] 4=Z Elasticsearch 28 2~Ho| a3 gt o A3l
of gy},

oS ¥ S Agste] ALE 7153 Elasticsearch Pod2 g & 4 9J&Uth.

I $ oc -n openshift-logging get pods - component=elasticsearch

ol

el ¥ Pod 5 shte A9st e o3 B9 2P sto] $ES_POD_NAME W42 413 g o,
I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A %ol $ES_POD_NAME 5 AH&& 5 sy

A
1.
Elasticsearch 22| 2 £ S<1staL v W% S Ay sto] S22 FH 7 274
A 2ol g,
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
2.
02 B3 S AYsto] Fe2EHA FA =8 AP
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v
3.
o3 9% & 235l Elasticsearch PodE U d35lal o] d @Alo] ¥ &89 =9 v
o
I $ oc -n openshift-logging get pods - component=elasticsearch
4.
Y K Elasticsearch :==71 S8 2H o FHs1A] &2 3§ tha HAE F3FU
a.
e 88 A5 =35 #F 5o Elasticsearchol] A€ g vAE =71 IE=A]
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

ge wae A Falo] e A =9 Pod 225 AEJT).

mlo

21

o

a =Y

il
rd

I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

fu)
u[o
mlo
Z
kd
o

=l
=]

tllo

A@ste] Fe2El FolaA e wmel 2aF Sl

I $ oc logs <elasticsearch_node_names> -c elasticsearch -n openshift-logging

oli

2ste] Ze|2H7} B

ttlo
r

RE wE7t ZesEo Feld A9 T 9L AAsn £
<~

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

W7 o] Qi AS BT LA 2T RF FA AQolN AdHAY FuE 5 A5

e 9Ee st 29 BFste] B A Aol YA FAFUh

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of _pending_tasks

Aol = A9 AulE mUBG U Fu7t WA R T 2 2H7 BT 59
S A% WAGU T B A7 Fe 26 o] 2719} 716k 2ol et g
BF F9 Ao vzt WAHA e A Bt FAAS S Uiy

lo fe °{N
B

EEE X
< YehlE 7
234 gow

23
7

Bt FE AAY Bolw gy wa A zaoh
cluster.routing.allocation.enable 7t©] none &2

mm
.1&,%9.‘-'

8o
g5o] A A

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty

cluster.routing.allocation.enable 7to] none 2.2 AAH 79 02 HH L A3slo] all =
AR .
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'

ol

ts W8S APsta =9

ttlo
r

2sto] <l

i}

227} WzEA Q1A Bl g o
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

1.
Qe 27} Mbaol v g WA S shel Aguith

e HE e daste] AAE AU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

e HEe dastel Ju) B AN E 52 YU

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

Tg HE e Agste] 232 RS BF A

3

Ut

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

e HE e dastel A7 27E S

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12.
ol GAGI A WA Qe 2% R 9] Fow QxS AEA 0w A G
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

oe B3

mlo
ol

A sto] wrray ole]

— 1

i

A

9

Y.

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13.
WZEA QY AT} QI Sl A H 7 WM o|| HlolH =t A EHA 0 R A 2=}
EF2A AP
a.
o 882 23 st Elasticsearch JVM 3] AFg-Fo] =24 gl
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty
g &394 node_name.jvm.mem.heap_used_percent Z == ZA E35}a] JVM 3
A4S sl g
b.

CPU ALg Eo] EoA 3

I CPU &89 o g 24| g U] &2 OpenShift
Dedicated "2 UE AE gAIRE" AYAE FZ4HA L.

3.3.2. Elasticsearch Z 2] 2¢ AH 7} =&

3t o] 2] 718 sharde] B4 2 sharde =] @952 ¢4t} ClusterLogging AH-&A A 2]
2] 22 (CR)9I A nodeCount 32 A3t == £8 54y

A 2
o}
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https://access.redhat.com/documentation/en-us/openshift_dedicated/4/html-single/monitoring/#reviewing-monitoring-dashboards
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status

3F. 2 EA A
3.3.3. Elasticsearch == tj2~3 & QEna &g

Elasticsearch= & Qg nl=d)] =235+ == shard= I331# 5Ut.

e gn

o] Fxo] dX wa o SES POD NAME 4 ¥4-= A}-&35}o] Elasticsearch PodZS #Fx g t}. o]
FAO)A A WL BApste] RoldelW o W Elasticsearch 2] 260 & ¢ ko= 443
of Pt

oS ¥ S Agste] A 7153 Elasticsearch Pod2 g & 4 9J&Uth.
I $ oc -n openshift-logging get pods - component=elasticsearch

U234 Pod = 31}

i

Adsla o MA-e A ste] $ES_POD_NAME ¥4 A4 gt

o

I $ export ES_POD_NAME=<elasticsearch_pod_name>
o] ¥ ol $ES_POD_NAME ¥ +5 A& = A5U T
A%
o3 W3S A3 slo Elasticsearch7l (| £8 == 2 23}
I $ oc -n openshift-logging get po -0 wide
o W8S A9t SR -2 shard7t =4 Ao

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

et

bl A @S shardzt 91 A% the BE S Adstel 7 o)A T 23 F2he g

Ut

$ for pod in “oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done
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oE.
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ue
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(12
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off

EA AHSE 23 MEES AP

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmein1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

ALSE O 23 M B8 o] 85%S 2H5t= A =27 U2 HuaE 273514 ¢ o] 9]
rxo) shardE &3 4 g5y
& A redundancyPolicy & 3215t H & HH S AP}

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

Z 2 2~H A ClusterLogging #] 222 A}-&3}

rlr

3% vhe 99

mlo
i
%
L
iu)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

Z 2 2~¥ redundancyPolicy z}°] SingleRedundancy z}1. t} =1 SingleRedundancy 3t
AR5l o] M7 AFaFS A A3 )

ol @A oA ¥ 7} AR o of

2
o
i)
¥
i
&
2
i)
L
i)

s 885 4335t Elasticsearche] 2 & Q19| 2 0] Fel & <l
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I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

AR 5 Qe ol d AU 22 FAFY T

ohe BY e dastel A2 AP

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4. =2 9 EHu}lza 9 =23 Elasticsearch == t]j A=

Elasticsearch= 9 vla QA AIFS 2751R] RS AT AL o] e v =3 =2 QFul3a
o] =23 =94 shard= Aull x| 5l#] 2 gt}

54 k= shardE 3384 3 oA 98 7S Fusof gyt g2 74+ 58 &
e A5 e 2Hd Al Hiolg ==& F7lstAY F Eel2H F5 348 &Yt
e AW

o] #A¢9] & oo $ES POD_NAME € ¥4-= X}-8 3} Elasticsearch Pod= =g}, o]

2AA AR ﬂg % B Alslo] Bol 22w o] W42 Elasticsearch 22 ~E o] § & & gto.= A4
oF g

o2 HH S A3 sla] AH] 7153 Elasticsearch Pod=S g3 4= &Yt
I $ oc -n openshift-logging get pods - component=elasticsearch

UJ<g4d Pod Z 31 }E A sta oS H#H S A3 sle] $ES POD_NAME W55 A4 3.
I $ export ES_POD_NAME=<elasticsearch_pod_name>

o)A %ol $ES_POD_NAME ¥+ AH4-& = &tk

Z2A 2
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oS 3438 A3 35l Elasticsearch7} v ¥ € == & 213},
I $ oc -n openshift-logging get po -0 wide

7

LB

7} o) gz

o
o
e

SR

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

Zg2g7F Q%A 214 soghr}.

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

3% £ ol shard AW 7t A HW B Aeuast 2AEAGUT 2L A8 7]
£ 90%¢1 .

=2 T e A-F S ZH A Hlo]

& A redundancyPolicy & <132 o3 B9 S A g

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

22 2¥o) A ClusterLogging & &2 A}-&-3}

rlr

3% vhe 99

mlo
i
s
L
)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

£ 2-H redundancyPolicy zt°] SingleRedundancy 3t 3.t} = SingleRedundancy %t
AR5l o] M7 AFaFS A A3 o)

ol @A #A7} S AR Fom o E 28 Abxl g Th
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o= 882 23 sl Elasticsearcho] =& Q19 29| e & Sl
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

AT 5 Qe ol A A8 S gk

te WEe A ste] A8 2g AT

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. Elasticsearch =& 0] 23 Z &= ¢ g vlad =235}

Elasticsearchi= o] 2] & + 271 & BF F55t= RE Qd 20 ¢7] A& Qd = 258 Ag3h
.
[ ]
3} o] 9] shard7l == g3}
[ ]

sl o] o] t 2=yt Zej= GAE 2AFUT

o A zpel w2} o] A3 #AE A g
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OpenShift Dedicated 4 2 7]

e AR

o] 9] o %2 $ES_POD_NAME 4 #5-5 A1§-3to] Elasticsearch Pods 3= % ‘4‘3} o]
A A AH “3 % B ALsle] Bojd W o] 4=Z Elasticsearch 28 2~Ho| a3 gt o A3l
of gy},

oS ¥ S Agste] ALE 7153 Elasticsearch Pod2 g & 4 9J&Uth.

I $ oc -n openshift-logging get pods - component=elasticsearch

ol

U< H Pod & shbE Ad st g W22 Qe she] $ES_POD_NAME ¥52 44 g th.

I $ export ES_POD_NAME=<elasticsearch_pod_name>

o] A %ol $ES_POD_NAME 5 AH&& 5 sy

Z2A 2

1.
Elasticsearch = =29] t] 23 F 72 714 34t}

$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

33 o)A Avail €& 9l

ol
o

to] 33 ==X ALS: 7he 3t 23 g7 gy o

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem Size Used Avail Use% Mounted on
/dev/invmeiln1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent
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3.2 A2

U 5 9le A4S Ze 2 Al do]

& A redundancyPolicy = 3<lsl&d oS 93 S A3 ).

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

22 2¥ o)A ClusterLogging & &2 A}1-&3}

[¢

rlr

3% vhe 99

mlo
i
e
L
)

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

Z 2] 2] redundancyPolicy 7}t] SingleRedundancy 7 ®.t} =21 SingleRedundancy 3t
o=

23 37+ A% 3Rsx 2 YEHP T AHS

AR5l o] M7 AFaFS A A3 o)

o2 832 2335l Elasticsearche] 2 & 2ld 29| Je| & Qg

e 9L daste] Ad 22 A g

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=<elasticsearch_index_name> -X DELETE

89 T2 7ol 90% W gko 2 Woix]

02 932 APslo] o] =9 7] AL AT
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM 3] A}& o] =2

AH8-¥ Elasticsearch == JVM(Java 7} ¥ 4l) §] vl 28 &= 75% ol A JUtt 3 2712 S = A
o] FFUt

3.3.7. 3419 =27 A 2H CPU7l =&

9] A28 CPU A8 ZFo] =5 Ut 282 =9 CPUE 23Ut o B2 CPU g 422
ko d3dte= Zol EFUL

3.3.8. Elasticsearch == 4]~ CPU7} =&

== 9] Elasticsearch = = 4| &~ CPU A& &o] =1t} 28 AH =9 CPUZ St} o 2
2 CPU A28 =9 &33t= Aol EFUH.

3.3.9. Elasticsearch t] 23 F7to] =3 o).

Elasticsearchi= dA| t] =3 AF§-Foll w2} FF 6417 oo 23 o] 532 Aoz A3
HUth o5 Al w2} o] A5 EAE A g

EZZA
1.
Elasticsearch = =29] t] 23 F 72 714 34t}
$ for pod in "oc -n openshift-logging get po - component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \
do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done
2.
HE 25 A Avail & 3213l 3G =04 ALE 7S b A= F7HS el
%9 o

I elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8
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3.2 A2

Filesystem Size Used Avail Use% Mounted on
/dev/invmeiln1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk7

Filesystem Size Used Avail Use% Mounted on
/dev/invme2n1 19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem Size Used Avail Use% Mounted on
/dev/invme3n1 19G 528M 19G 3% /elasticsearch/persistent

U 5 9le A4S Ze 2 Al do]

& A redundancyPolicy & 3215t & W& S A3 P}

I $ oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

mlo
oSL'
%

U,

rlr

Z 2 2H A ClusterLogging 2] & 22 A1 83lE A9 03 99

$ oc -n openshift-logging get cl \
-0 jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

22 2-H redundancyPolicy 3] SingleRedundancy g1t} =1 SingleRedundancy gt
2 MR o] ¥ AbeS A A}

ol A A oA EA|7} A AHA oW o)A o AE AR T}

th 88 S 2335t Elasticsearcho] 2& Q19| 2 0] Fel & <l
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.10. Elasticsearch FileDescriptor A}-& o] =3

A AHE FAE 7IFo 2 =29 o 3y A A 71 T2 3HA &5t Elasticsearch File
Descriptors ¥4 A4 9 o] 2 7} == 2] max_file_descriptors 2 <l }.

3.4. ELASTICSEARCH =1 A 74 9] e 17|

OpenShift Elasticsearch Operator 2 o] 2| Elasticsearch 74 24 ¢] HZE 2 4 J5Uth.

3.4.1. Elasticsearch 21 A &4-2] A w7|

Elasticsearch =1 A& 29 Ae & & 4 dFYUrh

A 27 A

[}
Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
AU th

S W3S 23 3o openshift-logging == A E = W7 3]t}
I $ oc project openshift-logging

FHE el b52 53

o

U,

oS W& S 23] 3] Elasticsearch 27 A F 4 A A€ 29 o] 22 714 &}

I $ oc get Elasticsearch
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3. 27 A

29 o
NAME AGE
elasticsearch 5h9m

o W H S 4383t Elasticsearch =1 A 34 FHl & 7HA 3.
I $ oc get Elasticsearch <Elasticsearch-instance> -o yaml

q=

e

W o3 2o
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

2ol o3t fA e A Rst TgR Y

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: "

conditions: [] 6

nodes:

- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}

pods:
client:

:Ol_é
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76

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt

shardAllocationEnabled: all

220l 228 A B} A8 2z Yehdy .

Elasticsearch 21 & &4 o] AH¢):

g4 712 shard =g Yt}.

g shard =Yt}

%713} 52 shard =Yt}

Elasticsearch 1 A &4 dlo]lH =9 =Yt}

% Elasticsearch 21 A &4 »= AUt}



3. 27 A

o
i)

Elasticsearch =1 % 74~ AH]: green,red,yellow.

©

ZA = AL nE );,PE]] Z%7. Elasticsearch 21 A A4 A H = PodE v x| &

F e A 2AEFHY o FE UeEiULth g9 2703 349 B E oMEV IAY
Yt
[ ]
A o] = Elasticsearch 21 A &2 @ 2] Ag oY= 25 )78
Yt
[ ]
A" o] = Elasticsearch 2 2 A4 @ =2 4] Ag o] 5o 3] &
EHAsUH.

Pod <l oF B 7} FEot o 8] 71A] #A o gt =7 o] TAFUHEZ v A]
A o F=x).

L4

upgradeStatus 7} 9= &2 £H 9| Elasticsearch =1 A F4 ==

0

215 3, notReady 5 += ready el o] U ¥ Z& 2 9| Elasticsearch 21 A
Fa ZEtolAE, dolH 2 nj2E Pod

3.4.1.1. 2] WA A o

2 Elasticsearch Q121 20] Fe) A Ao = A 270 WA A 9] ddyot.

g A MAAE 2T A E e AHAE 2700w of :Eol shard7t FFHA B
Uebd .
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status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

o5 BH vMAA = =27 A4 E =2 AEvAE 233 e shard7 b2 === AW ES
EPiy .

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

B>
b
[
2
i)
N
N
il
1.}
>
)
Lo

S A WA A= CR(AHE-AF A 9] 2] & 2)9] Elasticsearch =1 &%
=9 dAFA FaS vErd YT

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.’
reason: Unschedulable
status: "True"
type: Unschedulable

2 2} Wl A A = Elasticsearch 22 A 34 CRoA] PVC(3 7+ 2§ ZEY)7t EA5HA &2
Hepd Y

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z
message: pod has unbound immediate PersistentVolumeClaims (repeated 5
times)
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o
i)

reason: Unschedulable
status: True
type: Unschedulable

S el v A A & Elasticsearch =1 A &4 Z22Ho 52 AL A Pslr]d S8 ==7}

S YeEkd Y.

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

ol Fel WA A= S LHI AEZE FH¢ ==7HH T 253 YEiY o

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

L

t}-S A vl A A & Elasticsearch 2 &2 A7} W7 &¢]S

2

A 252 deEbdy o

dg W ged 2aun
status:
clusterHealth: green
conditions:

- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 9 type 2 == A YHA A=W FIF S AZFUG.
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StorageClassNameChangelgnored

22 A S o5 T AAEHA &= A3 AHRYEUT
StorageSizeChangelgnored

22 A A7) A AAHA &= WA AU
StorageStructureChangelgnored

PA 2EA Fx9 FTAZZA £ Dol ALHA &= HA AU

A 2EFANA gF 2EF A2 A3 == ClusterLogging CRE 4 3}
2] 22 3l OpenShift Elasticsearch Operatori= PVC(% 7 25§ Z# )= A A A
o PV(4 T+ 2F)E A SHA &4t StorageStructureChangelgnored 8] & ]
<214 ClusterLogging CR= W7 A}3}<S 3 43513l PVCE 2HA| 8] oF o).

3.4.2. 21 AAAL LA Q49 AH B
el 22 ARE 74 2kl AHE B 5 AxUn.
Elasticsearch <19~
Elasticsearch <ldgl 2~ 2] A E & 4 JdHF ).
Elasticsearch Pod?] o] &2 7[14 &4t}

I $ oc get pods --selector component=elasticsearch -o name

2 o

o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7
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Qe o) el 2 74 g

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

2 o

o

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n
openshift-logging' to see all of the containers in this pod.

green open infra-000002

S4QANNnf1QP6NgCegfnrnbQ 3 1 119926 0 157 78

green open audit-000001

8_EQx77iQCSTzFOXtxRqFw 3 1 0 0 0 0

green open .security iDjscH7aSUGhIdqOLheLBQ
11 5 0 0 0

green open .kibana_-377444158_ kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001

z6Dpe__ ORgiopEpW6YI44A 3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VivsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIq6iQW6wg
11 0 0 0 0

green open .kibana_-1595131456_user1 dglYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

21 A &4 Pod

2 4428 5295 Pode] AHE 2 5 AFUTH

Pod o] £ 714 g th.

$ oc get pods --selector component=elasticsearch -0 name

2 o

o

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7
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82

o

Pod 8l & 7FA 54t}

I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

o= v AW AR 2dgy

i)
£

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started: Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled True



Events: <hone>

21 252X Pod vl £ 74

272 AgEME 7Y JUE 2 5 A&

W 74 9] ol 52 7A UL,

$ oc get deployment --selector component=elasticsearch -o name

2 o

o

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

W) E A e S 7HA g o
I $ oc describe deployment elasticsearch-cdm-1gon-1

o= v W ARV 2dgy

e
i)
2

Containers:
elasticsearch:

Image: registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s

timeout=30s period=5s #success=1 #failure=3
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Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available True MinimumReplicasAvailable

Events: <honhe>

232 AL BALAE
23 AL BAL AEY FUE 2 5 AgFUTh
B2 A ES o 5L 7HA ST

$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

EAE A ES] ZHE 7Y
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-618495

o= v AW AR 2dgy

e
i)
2

Containers:
elasticsearch:
Image: registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7
b1c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s
timeout=30s period=5s #success=1 #failure=3
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Events: <hone>

3.4.3. Elasticsearch =& 2 ¥ AH]

OpenShift Cluster Manager ©] Observe 2] A o] 9] = Ul A] B =) = Elasticsearch 22 2 9] ]
7} EAFY .

OpenShift Elasticsearch 22 2H 9] JH & ®& A OpenShift Cluster Manager 2] Observe 4]
9] 9+ Al B =5 < cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging ol A1
FxsH Al L.

Elasticsearch A ] 2 =

eo_elasticsearch_cr_cluster_management_state

Elasticsearch 22 287} #] 41X B 2294 g Felol Y=AS EATIG. d 2
su gew paud.

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

AZA AA 2, E A Z EE o okd A A &S 93 Elasticsearch ==7} thA] A & 314
£ EAdUY. d & 54 g3 25U

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total

Elasticsearch Q19| = |l 25 o] 2 9] F +5 AAdU T o & S 33 2FU

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
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OpenShift Dedicated 4 2 7]

ZE g &Fol 2o i 2= 7 A FEY T S S 23 AEy

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch 2 =7} 25 Q] A1} v] o] I -S" v A] #]

Elasticsearchel admin-cert,admin-key,logging-es.crt == logging-es.key 72 o] Q1= 79 U A]
BEoE o2 o9 FAH e vl Al X 7F A E Y.

message': "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-
key, logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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Z 82 #2] A= OpenShift Dedicated 2 2] 2E o] 27 & u] £33 o] 2 Al&3lo] == A|2Hl 7}
A2, EE Aol AHolY 22 =g 238 SRS JAY F dFUH. 2-F 8 2H, Red
Hat 2] 21 28R & 233t Add 21 8o 225 AGT F AFUth.ulxd 201 2 &4
A & F M) u}g} OpenShift Dedicated §] &< T+ Kibana ¢} &4 22 Hlo]HE N3 8 5
AsY

Fx

Kibana §§ &2 &5 27 del=dA ¢ o] AHEHA SsU -

OpenShift Dedicated 2] 2~ # & A= OperatorE Al&-3la] 27 S v 23 = A FU o AA g

{2 24 AAE FXAA L.

Operator= =7 v £, ] 18 o= ¥ A RFTE F3 ). Operatorr} A X] = A ClusterLogging
A& A o] gl A&2(CR)E AAste] 27 Pod 2 27 & A Ast=dl 283 7[e S A28 AT+ A
Ut} ClusterLogForwarder CRS A5l = =2, | Y, AGH=E AAE AR T T
AFU T

1 OpenShift Dedicated Elasticsearch 21 A @4+ A 215 93 B 2 &
A E A FsHA &7] W&l A 22+ 7124 2 2 U4 Elasticsearch Q1 2€ 2] #
A FHFUT o & E0] KibanadlA A 228 Rejd ZA 22 E 7|2 U
Elasticsearch 2 7 A/ A4 2 BUlg|d 23 A 440 Al 22 Agd AddA )= =21
A2 APIE AHE-3l oF o

4.1. 27 o}7]1 €l A

279 79 74 Q4% U7 pEUTH

5371

F3A 71 & A EZ 7} OpenShift Dedicated = =o] PodS W] 3t} 2t = =0]A 21 b
olHE FH3L dlojHE WEs o3 A9 E o7 A th Vector 3 7] = A AA|
Fluentd =371 & AH&-2 & FU
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Fluentd:= T o]/ AHE-H A gon &5 |24 AAL «F YUt Red
Hate @A del X glo]ZAto]E F¢t o] 759 dig v 4 L A A& AlFaA
o] 7152 o o] MA AL ukx] ¢k}, Fluentd Ul Al VectorS A28 4= A&

Ut

23 AFA

2O AFEE BHS 8 22 bolHE ARst 21 AR 7lE AU 7

LokiStack =1 A &4, & AA] Elasticsearch 217 AZA2E Al23A Y 218 F71 93 21 AR
A2 A9 + dFy.

27 5.9 Y 2= dd o] E= OpenShift Elasticsearch Operator v} A o] 3}
o] 9A 25Ut AA Logging 5.83 37 2] 29 OpenShift Elasticsearch
Operators AMg-3h= 39 27 5.89 EOL7HA| 27 oA A& 25§ o} OpenShift
Elasticsearch OperatorE A}-8-3lo] 7|2 21 ~E 8 A E #2]5+= 4l Loki
Operators A8 = JFUTH 27 gho] Z Aol Z Eatol o 3k A & ] 82
Platform Agnostic Operators & Iz 34 A 2.
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Ul 74 828 A1gste] 2o dole o A28 B82S ¥ 5 dath Ul 439 238 24,
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4 Kibana §§ 2&2 &% 27 Y2 20A o o] 4 A}2 5 A k51 th
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AEANA =

Axe} Avlolu] o Fel Aol AL A9l st Fel2Eol A A FA AgA o el o] Aol o
4D Adely 2agyth

Sl =t}

88


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

4. 2R AR

ol =2} v ¢ 2 o] 20| A H A o] Z1: openshift*, kube* ==+ default 2 == 9]
journald v A] =] ¢} Y o}

A=

/var/log/audit/audit.log @} o] x| F &= == 7FA} A| 2E)Ql auditdo| A AR =29}
auditd,kube-apiserver,openshift-apiserver A 8] 2= 2 &4 3lH 739 ovn T2 A E o] 2 191t}

42. 27 W|E AR

2] A= OpenShift Dedicated 9§ &< T=+=0cCLI(OpenShift CLI)S A}-&3}o] 27 Operators A
25l 2 S 2T 4= A HF U Operator= 279 v £, dadol= 9 FARSFE § Y.

B et cf Zej Aol A /NEAE 1Y) Ao e Z2AES] 28 B F JdFUH

4.21. A48 Ao a2 27

7} Operatorell 4| 7@3H= CR(AHE 4 4 9] € 2:2) YAML 512 Abg-sle] 27 MEE 74T 5 3

4t

Red Hat OpenShift Logging Operator:

ClusterLogging (CL) - Operator7} 4 X] ® % ClusterLogging A1-&#} A ] 2] £ 2(CR)&

AAste] 27 Pod 2 27 A Yol Q3 7e} ]| 222 o k3 ). ClusterLogging CRS 4

A7l 2 AR S MEFUT A 7 =204 AP H= U2 A ER & v 7+ 94Ut Red

Hat OpenShift Logging Operator= ClusterLogging CRE 7|53 29 w2t 27 vl £ E X

Chishs s

ClusterLogForwarder (CLF) - AH84 749 228 A28 5317 742 A4

o}

Loki Operator:
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LokiStack - Loki 22| 2E & =1 AZ 4= A o]slal OpenShift Dedicated Q1% 532
A&t 9 ZE A E Aojste] HE HUAE A &FU.

OpenShift Elasticsearch Operator:

Fx

o] 8] 3 CR& OpenShift Elasticsearch Operatorol 4] A A 5}52 2] gt}
Operatorol 4] Qoj2:x] ¢t31 $% WAL £33 4= gl5Uh

Elasticsearch - Elasticsearch Q1 ~EH A2 7|2 2 7 A A A2 FA 3 v T3 ).

Kibana - 2 25 74, 9 9 17| 93] Kibana Q1 ~H 2

i
-
o,
Q'L
Kl
=

<l
o
L
v

4.3. OPENSHIFT DEDICATED¢] dj ¢ GRPC #7 A3+

=7 87 AFaol AWSECDHE £ 24 & 1881 Ao THU .

e

431. 27 4 A&

AA 27 29e SrgsteE g ¥ AFY Ph2 @ 2EeAst Dastn, ol e Au]
2 gyl wet 02 5 dEUTh AHY A2S 87 AHGS 48GB ol ol A AT+ AA T 2K

A 27 A2 1600GB o 4 5 AFUch 273 282 AR S oA APH oz ALg 7Hs e A2
R g azst ZolFU ol d @ el AR Bl AR 274 292 52950 Fe2H 29 u]go|
Cdiinshe

o5 @A

A 3 Y88 Amazon CloudMonitor= 21 1422 F X34 A L.

4.3.2. JSON OpenShift Dedicated Logging g x.

JSON = 7] & A}8-35}o] JSON &A1 HAlEg L& BA3 == Log Forwarding API
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2 74 4 AU oL AL 53

m°" tilo
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JSON =1 3 &4

Elasticsearchel g JSON =1 dlo]g F+4

Elasticsearch 27 A& 42 JSON =12 A Y

4.3.3. Kubernetes oMl E =3 @ 2| & AW

OpenShift Dedicated o] 9l E 2}-9-E = Kubernetes o] 9l EZ 71A] 5152 OpenShift Dedicated
Loggingell & 432 918l oled & oM ES 7| =3t PodYth oW E 2H9 Bl & 502 vl £ of
.

ZAA g U -§-2 Kubernetes oWl E 3 9 242 Fxs4dA Q.

4.3.4. OpenShift Dedicated Logging #A] sl 2 A1
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AAFHES UHEYY] 2= JHE JFXFHHA L.

ol E L HE 22 53 3 4 I =5 OpenShift Dedicated o]l EE 7FA] 5l= Pod g U t}.
O E Z¢HE RE ZZHE A oful Eé v’Fﬂ sl STDOUTO 44 t}. Fluentd= ©] 23 o] ES
43 3t<] OpenShift Dedicated Elasticsearch 2126 22 A g3t} Elasticsearch= o|HIEE Q1=
o] &) 2~ o] oldl A},

L
O

JWE F$EE FEO 2 u)E ok T,

A4 g Y] -8-2 Kubernetes oWl E =3 9 A4S FXsH A L.
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Red Hat OpenShift Logging OperatorE A x| sl 272 v] & 4= 9l 51 ). Red Hat OpenShift
Logging Operator= =7 29l o] A Q@ A5 WA sa APt

=31
L~ b ]
272 34 OpenShift Dedicated s} B = o] d 2] = Alo|Z3} 3 A 7(] ]——‘g—t}_ T4 9
/ 4 422 AlFg Yl Red Hat OpenShift Container Platform z}o] 3 Alo] & J A & g~
Qgiﬁ s g0l thal eks) A
5
=8

Al A x]2] 49 Vector 2@ LokiStack2 A& 3t t}. Elasticsearch 2 Fluentd= ¢ o]
A AHEEA erom FF Ll 2oA AAE YUk

5.1. ¢ £<&2 A18-31<] RED HAT OPENSHIFT LOGGING OPERATOR 4 %]

OpenShift Dedicated ¢} &4 2 A}-2351< Red Hat OpenShift Logging OperatorZ 4 x| & 4= A<
Yt

A 27 A

A2 7 Ago] A&

OpenShift Dedicated §] & AA 28 5 JdH5UH.

Az

OpenShift Dedicated ] &< ol 4] Operator — OperatorHub = 2 gt}

7199 == A = A=Al OpenShift Logging & ¢ &3},

o

A}& 715§ Operator 3= 9] 4 Red Hat OpenShift Logginge A€l g 2 A XS 29
Yt}
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FUth o714 xy & 4A 27 2 viold WAL Yyl o) & 59
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wAe dagug
6.
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2}e] Ao A InstallSucceeded 7} £33 =M 3ol E A9 Hu A H AE VL LA HEXR
3.

Operator= A X7} ¢¢5. 5 7] Ao A9 Jel & ZA S 5 A5t} Operator A 3] 7}
InstallSucceeded v A] x| ¢} $H7] k5 A oA = N2 YU

Operator7} A X9 A0 2 EAHA ow L £A)
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y
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ol
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i)
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i)
o
L
i)

Operator — A %] ¥ Operator 3| o] X 2 o] F3lo] ] o] 27
Yt

rlr

A7} QEA AR

darx= - Pod 3 o] X & o] % 3}o] openshift-logging = 24 E o] £A]= ¥ 3135}+= Pod
o] 25 A

5.2. Y ££& & A3t CLUSTERLOGGING & B A E A

27 Operators 223 F Se|2Ho =21 2&A, A1Zst 2 20 F3 715 745t
ClusterLogging A}-8-#} A 9] &l A2 A A& oF ).

A 27 A

[ ]
Red Hat OpenShift Logging Operator7} A x] = o] <51t}

OpenShift Dedicated ¢} && #&] A shd o] A2 F AHFY T

Custom Resource Definitions 3] 0] X] o] =3} t}.

ALgA A 9] gl 42 A 9] sl o] Ao A ClusterLoggingg &3 gt}
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AHEAE A 9] Bla o] Al AR | olA 2] A vyl A dAd X BIJE Ay

ClusterLoggings 3 o] ] o] 4] ClusterLogging A4 < =3 dt}.

Fluentdes of ol 4 A8 314 0w G @2 2ol 41744 o g5,
Red Hate @Al D)2 gho] Aol Z 5t o] 7)ol ek vl 4 2 A AL Al
oAt o] 7152 © o] F AA A}if}g m;q 2% Utt. Fluentd i 41 Vector=
A48 5 dsyth

logStore A X oA 43S AgFct.

Fx

27 5.9 g 20+ dd o] E” OpenShift Elasticsearch Operator 1] 4 o]
X3ty o] 99X ¢k&Udh A A Logging 5.87 §H7] 2 e] 2~ H OpenShift
Elasticsearch OperatorE Al8-3l= 7 =7 5.82] EOL7IA] 270l A A4 2+
&3y o} OpenShift Elasticsearch OperatorE Al8-35la] 7|2 21 ~2EZAE
2] sh= 4l Loki Operators AH8-3 = AFU T 27 glo] ZAlo]E &
o 3t =} A & &2 Platform Agnostic Operators & ZZ 3144 2.

5.3. CLIE= A}-83l4 RED HAT OPENSHIFT LOGGING OPERATOR 4 %]

s
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i
)

OpenShift CLI(oc)E A-8-31<] Red Hat OpenShift Logging OperatorE A |

A 27 A

A Aol AFU
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OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Namespace 2 2 A EE YAML < 2 A3

Namespace @ E 4| E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: <hame> ﬂ
annotations:

openshift.io/node-selector: "
labels:

openshift.io/cluster-monitoring: "true"

L

FUch 27 5.8 o] WA

L

Eats | °l’* o] &2 2 openshift-logging &

27 WA 5.7 2 o] A vyl
A4 REBL AL 5 AxU T

o} 9% 2 A3 3slo] Namespace Q HAE

il

SR

I $ oc apply -f <filename>.yaml

OperatorGroup 2 HA| EE YAML 2 = A ).

OperatorGroup £ B A E 9] 9]

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging
namespace: openshift-logging ﬂ

SEEL:
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spec:
targetNamespaces:
- openshift-logging g

273 WA 57 l’z}°ll = openshift-logging ] ¢} =5 o] 2= =G s]oF gt} =7 5.8
ol A2 AL RE Y Y2 A2 AL T S AFU T

o3 B9 S 2433t OperatorGroup ¢ HA E & A g3t}
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operatord]] Y] ¢} =35 o] 25 x| B 23 YA 3}+= Subscription
LBAES AT

Subscription 7] A <]

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

273 WA 5.7 °l’z}°ll = openshift-logging ] ¢} =5 o] 2= =G s]of gt} =7 5.8
ol vjA 2 AL RE Y Y2 A2 AL S S AFUT

2]
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stable === stable-x.y = @2 XA}

©

redhat-operators= %] 4 g4 t}. OpenShift Dedicated 2 2~E 7} A gtE U EQY =
(940l 71 E82H)d A x4 739 OLM(Operator Lifecycle Manager)2 4 & o A
A9 CatalogSource ¢ B A E o] o] 22 XA 3t}

6.
0 3R At ARAaPN L At
I $ oc apply -f <filename>.yaml
Red Hat OpenShift Logging Operatori= openshift-logging 4] ¢} 23] o] o] A x] P},
a5
1.
& 98 s A3
I $ oc get csv -n <namespace>
2.
=3 S #3313 ) ¢ 25 o] 2] Red Hat OpenShift Logging Operator7} Q14| 8213
t}.
29 o

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0

OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4. CLIE A}-83l9 CLUSTERLOGGING 2 B4 E A4

ALt 73T F A= FZ A dF B 48 24/

]

o] 71 =7 AL hFe 3

£

tllo

73
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OpenShift Dedicated 4 2 7]

3

NE

T4 FAE AEFYA L.

A 27 A
[}

Red Hat OpenShift Logging Operator7} A x] =] o] <1 ).

21 AF 49 g3 OpenShift Elasticsearch Operators A x| 3 &4t}

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

ClusterLogging S B4 EE YAML 5t 2 AUt}

ClusterLogging ¢ B A E 9] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi

proxy: 6
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a4
a7 ¢

resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

o] &2 instance©] o] of gt}

OpenShift Logging =] Ael U th. 299 w2} OpenShift Logging 71 23S W74

. ing 7] 2
3E 7% ©o] 2 Unmanaged 2 A Al oF gyt 28 #8 9 A ¢+ v £+ OpenShift
Logglngol thA] Managed Jel = € Wj71A] Qello] EE A g5y

Elasticsearch A< 93 A3
AAE A E = dFYH

JUth CRE 2183t shard B4 A2 @ g 2~

AAXAE O

Elasticsearch7} Zt 21 A2 & X]"‘]]O]: 3= A7+
A = AU oHF(w), A1ZHh/H), E(m) 2 Z(s)). &

o
=

1o X
=

AU A5 D A AA

ol gl A~

A9 =71 A3 HA L5

Eo] 7¢ 2 7dY Y t}. maxAge .t}
eHE 2a= 23U 4 2 A2 g BE A S A Ao U}, 18R] go
A 5] F A2 sl Elasticsearch

Elasticsearch == +& A AU} o] 5= Ho Y+ F AS

SEC RN
Elasticsearch 2=&E2]%] 9] 7|& 2E2A] F = o523 AHAYTh H 3 52 4

Eus 2EYAE dgehe *Eﬂﬂiﬂ*eﬂ%ﬁﬂQwiEﬂﬂi 28 A4
¢ o™ OpenShift Logginge A 2E2A S AUt
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102

g 9 o] o)z} Elasticsearchel i3t CPU 2 v 2] 9 H & A AJJU. o] 21| F
™ OpenShift Elasticsearch Operator7} tj i 529] wl X o] Z &3 7|2zt =2 AA 3.
7122 vz 23 A 16Gio]al CPU 2.3 Al 194

= 9 o] o)} Elasticsearch 2529 gk CPU 2 v 22] @ H S AA ) o] S
H] ¢] = OpenShift Elasticsearch Operator7} tj -2 9] v £ o] Z 23 7| Bzlo = MR
S 71 ke v 2e 24 A] 256Mio] 32 CPU 23 A] 100m Y o).

Kibana 742 918 44 AU th. CRL Abgate] 242 93 Kibanag gtz
Kibana :==9] CPU 2 v 22| & 748 & Y& Hth AAF W§e 21 Al zst =23

TR FEFAA L.

Fluentd 74& $1& 44 U th. CRS AL&-5te] Fluentd CPU 2 vl 2.2] A & 74
& 4 dguth A &2 " Fluentd 74" =314 2.



o

ol

Elasticsearch AEE Z 9 ==9] ) =3P 3G &
nodeCount £ x4 51 OpenShift Dedicated:= vl 2 E], E2}0o| A E 4 do]H
Q& AHS-she] vhH 24 =191 371 9] Elasticsearch :-=5 A4 3. 5
7} Elasticsearch :==+= S0 E 9l vlo]f | &Z AHg-5lo] HolH A& =
E2 ALEUT AEE 49 ==& QY& A = A4, shard 3 2 5
A o e Y2 AA AU S FAFUG v oY ==+ shardE B #-5}
31 CRUD, A4 g1 A9 242 dlolg &€& AYS FAF UG vlolg &4 Fg]
210, vl 22 2 CPU A gt A A ==d #7317 Aed o2 g gL
2 2UHPSE g B2 HolH =2 F7lst= Aol F oY

o 2 Eo0] nodeCount =49 4% o8 ==71 AAH YT}

$ oc get deployment

%9 o
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 171 1 1 18h
elasticsearch-cd-x6kdekli-1 1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1 1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3 1/1 1 1 6md4s

g 2 'l £ o] 7] ¥ shard 4=+ Elasticsearch H| o] E == 49} ZH5U T

openshift-logging Z 2 2] E o] PodS U g3l A5 33203 4= A5

8 93 A3t Pods Ja .
I $ oc get pods -n openshift-logging

e BE3 fAI 24 74 229 Podg #ag
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2 o

o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 11 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-q6bhp 2/2 Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2 Running 0 2mds

collector-587vb 11 Running 0 2m26s
collector-7mpb9 11 Running 0 2m30s
collector-flm6;j 11 Running 0 2m33s
collector-gn4rn 11 Running O 2m26s
collector-nlgh6 11  Running 0 2m30s
collector-snpkt 11 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2 Running 0 2m39s

5.5. 43 ¥ %9

Red Hat OpenShift Logging OperatorE 4 %] s+ ¥ ClusterLogging A}-&#} 4 9] €] 42 (CR)E A A
33 FAste] MES FAS 5 dFUh

Ze 3R

Elasticsearch 21 A 4 & A18351A] &+ 7% ClusterLogging AF&-AF A 2] 2] A&2(CR)A] W&
Elasticsearch logStore 2 Kibana visualization +4 45 A AT 4 A5 °] g3t A /A4S
A At AL A9 Aol A gt | A2F Aok 4 AF Y. Elasticsearch =1 A 445 AFg-s1A] &
B A AEEA e 74 22 A RN L.

551.Z82H 24 A1eA Ao L2 AR
27 372 WA sl A ClusterLogging A8 2 A 9] 8] 42 (CR)S AA st =3}
ClusterLogging A& 2 A o] 2142 (CR) 1=
apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ
namespace: openshift-logging 9
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spec:
managementState: Managed 6
#...

CR o] &2 instanced] o} g t}.

2]

CR-£ openshift-logging ] g 23] o] 2] A x] 3] oF T }.

©

Red Hat OpenShift Logging Operator 2] 48l Ut} A8 7} Unmanaged 2 A A 7%
Operator= A A=A G+= el o Juo]ETL AlFHA FFUh

5.5.2. 21 2E# XA 7A

ClusterLogging AH84 4 9 2] £2(CR)E F4 3te] =R ol A] Agate 22 2Ed4 #3274
& % s

A 27 A

[}
Bl A gl YU

OpenShift CLI(oc)7} 2 X 5] o] &1 t}.

Red Hat OpenShift Logging Operator<} LokiStack 5=+ Elasticsearch<l Wi 21 %3
25 AAJAFY

ClusterLogging CRS A A 54Ut}
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106

Fx

27 5.9 )29 = Hd o] EH OpenShift Elasticsearch Operator v & o] 35 o]
A ¥4 th A A Logging 5.8 37 2w 29 OpenShift Elasticsearch Operator=
AHEsh= 739 27 5.89] EOL7IA] 27 oA A4 53y o). OpenShift Elasticsearch
Operator= AHL sto] 718 2 2 &2 A& #2 5l= U4l Loki OperatorE A8 5= 9l
Ut 27 ol ZAlolZ YA ol o 3 AHAl 3 U] &2 Platform Agnostic Operators &
x5 A L.

ClusterLogging CR logStore A}42& A 3}

ClusterLogging CR <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:

type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}

#...

23 A2 9L XA T lokistack &=+ elasticsearch ¥ 4 954Ut}

Elasticsearch 21 A &4 O3 A&l 3 74 FAYYh
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LokiStackel] st A&l & A4 24t}

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

5 8% S 235t ClusterLogging CRS 48§44
I $ oc apply -f <filename>.yaml
553. 21 37 +4

ClusterLogging A&7 4 9] 2] £ 2(CR)E 543t 24004 AHgahe 22 97 432 74
4 AUt

Fx

Fluentd= 1 o]3 AF8-H %] o 3§ ] 2ol A 7€ 473 4t} Red Hat2
A de| & gfo] ZALo|Z <k o] 7wl 3 ¥l 53 S A DS AT AT o] 752
o ol M AFE A Yt Fluentd gl Vectors AH- 2 o= Sls 4y

A 27 A

[}
Bl A gl YU
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[ ]
OpenShift CLI(oc)7} A ] 5 o] 54t}
[ ]
Red Hat OpenShift Logging Operator7} A x] =] o] )1t}
[ ]
ClusterLogging CRS A A A 54Ut}
ZRAX

ClusterLogging CR 2214 A% 3 gt

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

2R3 AHE 22 7] 29U W £+ fluentd € 5 AsU

2 3% S 233l ClusterLogging CRS & &3t}
I $ oc apply -f <filename>.yaml
5.5.4. 21 A|z}s} T2 A4
ClusterLogging A1-8-2} A 9] 2] 42(CR)E 3 35t] 20N A= 22 N 243 =209 §3
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tlo
4
o,
et
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32
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A 8T A

224 A o] AU

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator7} A x] ] o] 1t}

ClusterLogging CRS A A 54t}

Az} 8}l OpenShift Dedicated 9§ &2 AH&sted =27 & 32U EA4 3k
o Ut "} FES AT 2 A s A @ AEAE FEsH Al L.

ClusterLogging CR A 73t Ab4-2 4 @ dh.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
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logsLimit: {}
timeout: {}
#...

27 A+ N ztst =2 a9 53 Yyt kibana == ocp-console ¢ 4= 9 FY
t}. Kibana &4 2 Elasticsearch 21 2E g x| & Al 43 = v 9} 9F 335 %] 9t
OpenShift Dedicated &2 LokiStack ul Z ¢} 7t 3 3¢},

2]

Kibana Z& 2] A9 & A4}

©

OpenShift Dedicated 9§ &< Adl % AU Y.

oS 43S 23 3to ClusterLogging CRS 283t}
I $ oc apply -f <filename>.yaml
555 == 2oyt @45 v T2AE ) =Y 5§

FY2H U EYA T AJA2 U EYA B E AP T 5 AdFYth o] -5 OpenShift Logging©l
A] v £3} operator7} X9 T2ZAE 7Y EYA EHF L 5 &3} a‘lq];}

HEAS B gE 224 Ed 9= pod £ AH| X 7Ho| Y EQ A EEIPJ2 AUt 2742
openshift-operators-redhat 3 = 2] & o] OpenShift Elasticsearch Operator £ /2 X] 3} 2L openshift-
logging = =2 E o] Red Hat OpenShift Logging Operator & A XUttt ulgtA] o] F Z2AE 7t E
# %2 3 g 3 of Fich

OpenShift Dedicated= Y| E 9 3 =2 2219 ] OpenShift SDN 2 OVN-Kubernetesol s #]
A= F7IA SAS AT YL o] F ¥adA= g U EY A B2 A S LA FYL

OpenShift SDNol| = o} Al 714 =71 54Ut

EEEERE
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o 1R REYG AAE O GA YL A LE B BT el 8L

P2 Aolshe A9 AWA 0T BE EAQNLS ARG b o9 E Frh5tel AU o] Z2A)
bop et AT ok o Eel Aol e FRE £ AU welA el 24 @
ZzAEdA e T2AER Edgo] $48 5 dEs YAz F4¢ TP

344 e4uth

OVN-Kubernetes= &4 U EY =3 A AL AL th oi2tA OpenShift SDN=} vl 714 2 51t9]
27 AH ZZ2AEA OE Z2AEZ EF o] FAE F AEE ZA S Ao g

% HYE 2 =d]A OpenShift SDNE A3l = B¢ F Z2A E0 FoqdU. o2 &

TEYESI AA = 9 OVN-Kubernetes2] OpenShift SDN9] 3¢ o1& FA S 53
Fuoh

openshift-operators-redhat ] ¢ 23] o] -0 ] F o] E-2& 4%
4 2y

i
oX,
i)
L
=
£
it
il
2
v
o

I $ oc label namespace openshift-operators-redhat project=openshift-operators-
redhat

openshift-operators-redhat,openshift-monitoring 2 openshift-ingress = = 4] € o]
#| openshift-logging ZZ 2 A E o] =413 4 ¢l+= openshift-logging vl ¢} 23 o] =9 Y| E
A3 A eBAES YYFUTh A E 5 e} ey

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:

ingress:

- from:

- podSelector: {}
- from:

m
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- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

[}

ELEUERERE
[}

OpenShift SDN 7| 2 CNIV|EQ3 I FA A B
[}

OVN-Kubernetes 7] CNI(Container Network Interface) VI EY|=Z ¥ 3 A X
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https://docs.openshift.com/container-platform/latest/networking/network_policy/about-network-policy.html
https://docs.openshift.com/container-platform/latest/networking/openshift_sdn/about-openshift-sdn.html
https://docs.openshift.com/container-platform/latest/networking/ovn_kubernetes_network_provider/about-ovn-kubernetes.html

64. 27 gJulo|E
6%. 24 o=

27 ddo]Ed &= vlo]{ X~ ?:'}]:-“o]E(Syz) Fo dax ‘EHIOIE(SV)-/]Tﬂ'X]-ﬂ- o] A&
Utk

6.1. vlolv = Yol

2 QUlolE 52 $4& AH8-3te] 7 Operators 4 ¢ 7 Operatorel] vio]] Bd gH ol E
tAE o2 AgEUt. 75 HulolE dAE @45 a7t flsUn

AL X143l 27) OperatorE A X3 7-$ wlo]y Bl A YUo|EE 502
s el oF AU AA @ W -8-2 B 5 <1 Operator || E & %‘ﬂ = FEsA L.

6.2. 78 ]2 Yol E
T8 v o] EQ] ¢ A 5 dAE sl of .
Fo da2 A 334 9 XY A B E OpenShift Operator 2}o] i Alo] 2 & F X4 L.

6.3. 2 E Ul & o] 25 XA =5 RED HAT OPENSHIFT LOGGING OPERATOR ¢ 18 o] =

27 5.7 o] A v A J 4] = Red Hat OpenShift Logging Operatori= openshift-logging v] ¢ 2 o] 2~
‘ﬂ 721 }. Red Hat OpenShift Logging Operatorol /| 22 2E 9] R E Y| Y A F o] 22 % A}5}8

W OperatorE A 3o Fuoh. 27 74 845 2HAI6HA] 3 4L Operators A vl 324 vh5 At
S 453 F JdFY

A 27 A

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

#elx Agol dguith

oS HH S Agste A BAIHPAL A4 FU .
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https://access.redhat.com/documentation/en-us/openshift_dedicated/4/html-single/operators/#olm-approving-pending-upgrade_olm-upgrading-operators
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

OpenShift Dedicated 4 2 7]

I $ oc -n openshift-logging delete subscription <subscription>
th& W32 23] ste] Operator groupS AHA] g o).

I $ oc -n openshift-logging delete operatorgroup <operator_group_name>
T W8S A3 ste] CSV(E 8 &H Au| = v d)E A gyt

I $ oc delete clusterserviceversion cluster-logging.<version>

4.
"2 7 A" A A oz} Red Hat OpenShift Logging Operator= A vl 3} o}
hs
[
OperatorGroup 2] 2= 2-2] targetNamespaces Z =7} QIAU ¥l BxE 2 A H o] A=A
g},

ol

o197l shelw the BH e A s 59

tlo

AAY .

e

$ oc get operatorgroup <operator_group_name> -0 yaml

2 o

o

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...

6.4. RED HAT OPENSHIFT LOGGING OPERATOR g H o] E

14



)

ol

t}.

Red Hat OpenShift Logging Operator= A 2 d &2 4]
AP A9 gdolE AL FA3) oF Fr}.

Red Hat OpenShift Logging Operator7} A x| = o] Q&Y

27 Age] A&

OpenShift Dedicated §] <& o] A 253 AR AL B3 JFUTH

Operators — A X ¥ Operator= o]

sy

openshift-logging Z =4 &

g Aug

Ao
3.
Red Hat OpenShift Logging OperatorE =] g t}.
4,
MB2IHA & SYFJUG A BT HA A ZR "“‘4011"1 Ad ‘EH]°IE EEA= s
Ut o] 3 dl2E = A o] E Q) ula} stable == stable-5.y ¢
5.

SRRk

 d&Uth
AB 2394 JHolE g ¥7 Ao JA

AA F=Q up,q_ Aol E g, stable-5.y &
292131} cluster-logging.v5.y.z ¥ A2 1t}

=

Al

f A

m
=B

A= 7193 % Operator » 4 x] ¥ Operator
Logging Operator ¥ A o] 4l cluster-logging.v5.y.z HJXLJr

23 L]l:} Red Hat OpenShift
] X 8f=A] =1}

Operator — A X] = Operator 3] o] X o]l A] Status =7} %

3o
o=

EAE q7kx] 71998y
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64. 27 gJulo|E

2 ¢dlo] Esl# ¥ Operator A
AHA &AM

ﬂ‘.
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6.5. LOKI OPERATOR g dlol &

Loki OperatorE A =2 ]2 vj@A o 7 JH o] EsEH Operator B 2T H ] JHO|E AL &
A8l oF .

A 27 A

Loki OperatorE 4 x| 3 &1t}

A2 7 Ago] A&

OpenShift Dedicated ) =&l A A 235} #2] A} 31

o
f
R
32
o)y
L
)

Z2A 2

1.
Operators — A X ¥ Operator= o] 53 t}.

2.
openshift-operators-redhat = = A E £ X &3]t}

3.
Loki Operator = 2 gt}

4,

MNEZAHA & SYFUTR M E2AHA AF Z R A A0A Ad ‘ﬁtﬂolE d3as 297
Ut} o] 3 ¥l 2E L A ¢Jd o] E Q) ul} stable == stable-5.y 4 4 &4

AMB2IHA ol E Ad WA oA A T2 wd ddo]E A, stable-5.y = A
sl AZS F8 . loki-operator.v5.y.z | A2 &2l 3],

l

o
ol

9 % A% 71t 5 Operator — A x| ¥ OperatorS 232 3 t}. Loki Operator B] A o] 3
Al loki-operator.v5.y.z v @ 7} A X]5}=4] &2l }.

Operator —~ A X € Operator 3| o] ] 9| 4] Status B =71 AF o= A2 dj71A] 7|+EY
.
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6. 274 ol E

6.6. OPENSHIFT ELASTICSEARCH OPERATOR ¢ dlo| &

S0

e
o
)

tllo

OpenShift Elasticsearch OperatorS & x| vl d o 2 QU o|EslEH B A3 HA

3

27 5.9 g2 dd o] EE OpenShift Elasticsearch Operator v] A o] Z 35 o]
AA] 25 dA) Logging 5.8 37 €229 OpenShift Elasticsearch Operators
AFE-Sl= 749 27 5.89] EOL7EA] = A oA A4 2534 o OpenShift Elasticsearch
Operator= A}-g3lo] 7|2 23 2 E 2 X 2] 3+= dj Al Loki OperatorE A& 4= 9
Ut 27 go] ZAto]|F B o g A4 g ] -&-2 Platform Agnostic Operators =
FxsA L.

A 27 A

[}
ElasticsearchE 712 21 A &4 2 A1E-35132 Ul KibanaE A18-3l+= 7 -$ Red Hat
OpenShift Logging OperatorS ¢ ] o] E5}7] Al OpenShift Elasticsearch OperatorS ¢
ol =gt

Operators 229 &4 2 ¢ o] E3A Kibanazl JUHlo|EXA] etw
Kibana A}-8-2 4 9 2] 4-2(CR)7} A4 = A &5t o] ZAE 3232 Red
Hat OpenShift Logging Operator PodE- 2}#] $ 4 t}. Red Hat OpenShift
Logging Operator Pod~} A vl & =] Kibana CR& A 4 5} 22 KibanaZ t}A] A}
£ & JA U

27 A7t 34

2 E Pod2] 4H 7} ready 94 t}.

Elasticsearch 8] 25+ A 44U .

Elasticsearch 2 Kibana ©) o] g 7} W1 ¢} g1 t}.

27 Aol A&
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html

OpenShift Dedicated 4 2 7]

[}
<l @A 918 OpenShift CLI(oc)E A A A5
EZA

1.

Red Hat Hybrid Cloud Consoleol 4] Operator — 4 X] ¥ Operator E &2 g}.
2.

openshift-operators-redhat = = A E £ X &3]t}
3.

OpenShift Elasticsearch Operator = 2 g},
4,

AE239A - AEdS SEYdH
5.

AB23HA ol E A'd W7 oA stable-5.y  Adsty AZS Y.
elasticsearch-operator.v5.y.z v] 7 & 313},

2 x A= 7|2 F Operator -~ A X ¥ OperatorE &2 g t}. OpenShift Elasticsearch
Operator 1] # o] 2 Xl elasticsearch-operator.v5.y.z B A 3} A x| 5} =4] &<l }.

7.
Operator — 4 X] ¥ Operator 3] o] x| o]l A Status Z =7} Az o2 TAE w7}x] 7]thHdY
o}
A5
1.
S 9dH L s =88 #F3lo] = E Elasticsearch Pod2] 4}#] 71 Ready <1%] 32l
ok

$ oc get pod -n openshift-logging --selector component=elasticsearch

=
=]

2

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl441-1-55b7546f4c-mshhk 2/2 Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2 Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

18
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64. 27 gJulo|E

v
oo
of
ot
tilo

o
)
Q'L
R
)
)
tijo

J
N

A Z3}o] Elasticsearch 22 2 €] AH 7} 54 <17 3<%

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbri44l-1-
55b7546f4c-mshhk -- health

2 o

{

"cluster_name" : "elasticsearch",
"status" : "green",

}

$ oc project openshift-logging

$ oc get cronjob

2 o

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

$ oc exec -c elasticsearch <any_es_pod_in_the_clusters -- indices
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%9 o] app-00000x,infra-00000x,audit-00000x,.security <19 =7} E3}t=]o] =% &2l
Yo

o 6.1. AP 27} =4 FEjd A E =9
Tue Jun 30 14:30:54 UTC 2020
health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size
green open infra-000008
bnBVUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 31 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_ 7

1SJdCqlZTPWIIAaOUd78yg 11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa60Vw 3 1 248368 0 317 158
green open infra-000009

YN9EsULWSNaxWeeNvOsORA 31 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 31 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuRTKZMjg_bbUc1g 11 5 0 0 0

green open .kibana-377444158 kubeadmin wvMhDwJkR-
mRZQO084KoguQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 11 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLtStWSF1GopaRyCg 31 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KR9mMFUpQl-
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6%. 27 gHolE

jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0 0
5

Hot2 222 Aol 21 A2 Lz agPe] 2uE WASE Yulol s

I $ oc get kibana kibana -o json

"type": "
b
}
1

{
2

%99 ready A H) 7} 2= Kibana pod7t 35 o] Q=] &1t}
"lastTransitionTime": "2020-06-30T14:11:072",
"reason": "ContainerCreating”,
"deployment": "kibana",
"podsH: {

d] 6.2. Kibana Pod7} v A= =9
[
{
"clusterCondition™: {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime'": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating”,

"status™: "True",

"status™: "True",

"type": wwe

"failed": [],

"notReady": []

"ready": []

b

"replicaSets": [

"kibana-5fdd766ffd"

I

"replicas": 1

}

1
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774, 21 A7t s}

7TA. 22 A Zs AR

W29 27 28X £2 49 ma} OpenShift Dedicated ] 24 == Kibana ] 2% 94 =1 1)
ol E A z+35+e 4= 9 & Ut) Kibana £ 2 ElasticSearch =17 A& 49} 3 A2 S 4 9o
OpenShift Dedicated ¢ &4 -2 ElasticSearch =1 A 34 ==+ LokiStack¥} $H A18-3 4= A HFY

Kibana §§ &2 &5 27 del=dA ¢ o] AHEHA SsU

741. 23 XN Z}3} =2 a8 A

ClusterLogging AH8-# 7 9] 2]l &2(CR)E 8t 24 A AH8-she 2 A48t 2239 £33
S 7AE F dsUh

A 27 A

[}
Bl A gl YUt

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator7} A x] =] o] )1t}

ClusterLogging CRS A A 54Ut

Az} 8}l OpenShift Dedicated ] &2 AH&-stad =27 & 921U EA4 3k
o Ut " FES AT 2 A s @ AP A E FEsH Al L.

Az
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7%4. =2 A7)

ClusterLogging CR A 73t Abd-2 4 @ oh.

ClusterLogging CR <j

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

27 A+ N ztst =2 a9 §-3 Yy kibana == ocp-console ¢ = 9FY
t}. Kibana 242 Elasticsearch =1 2 E 2 X & A28} v £ 99 S 3| gk
OpenShift Dedicated &< 2 LokiStack vl £ ¢} vt 5 351},

2]

Kibana &9 A9 3 A4

©

OpenShift Dedicated 9§ &2 Ag % FAAYG.

t}g W3S 23 3lo ClusterLogging CR2 2 &3t}

I $ oc apply -f <filename>.yaml
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71.2. 420 2 WY

A2 2a=A%d 2 17] 715 Al

= 3 2l t}. OpenShift CLI(oc) 2 9} &2
A1g3te] A= v @ Pod9} 7+ theke B4

il AN 9 Ry FAL AL EE 2P S AXNFUG. 2P L& == /\l-’:‘%‘ ZAL 23, A Eg Aol
ZE oy =1 @ ¢z}l =19} 7+ OpenShift Dedicated 28] ~Ho RE 215 A8 =21 AF
’\i AU 298 8 Kibana &4 =& OpenShift Dedicated ] 242 53] =1 Hlo]HE
g, A A A zt51 e - AFUTh AL 2ae 27 2 A G A0 AA 2R U

71.21. 8122 2 B

OpenShift CLI(oc) 2 ] & oA g3t glA20 208 B S UdFSUY. 2 29 Qo] =&
oA Ak

A 27 A

[ ]
OpenShift CLI(oc)ell oAl 23 o}

EL-9 EX(T]))

1.
OpenShift Dedicated Z& A Y22 - Pod 2 o] 53l AU XA & 8l 4228 53
Pod= o] 53t}

Heol e AR fihzde A3 AT Pod7E glsytt. ol g d2H X
A gz AR ZR Fo|Roi 21 YAE FE F AFHH.

2.

=goe il N T2 Es A Fh o
3.

ZA}e Pod o] 8¢ 293,
4,

U
M
i
iy
)
o
L
v
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74 273 A78

3 2 4] 2(CLI)

[
=4 Pode] 222 23

I $ oc logs -f <pod_name> -¢ <container_name>

g3 24yt

A Atg: S84 230 7|SEHE &S =25 AF Y.
<pod_name>
pod °] &5 AF FU .
<container_name>
A9 A13}: AE o] 9] o] &2 XAt Podol o] AdH o7 Y= AL AH 9]

1 ol &2 AR s oF Ak

S

il

W o3 2aU T,

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

=22 9 ygol 2R

I

A El Az 2

i
X

skol g o

I $ oc logs <object_type>/<resource_name> ﬂ
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I $ oc logs deployment/ruby
2 s el W go] 2P

72.90 ££2 A8 27 A75

OpenShift Dedicated 3 2& 2 AL& 3] 27 2% TS 745 21 UolElS Al Zsta 5
Az

Jhs ol B e A gL 3

i
B
BN

7.2.1. Red Hat OpenShift Logging OperatorE A %] %

)
o
t
oy,
ru
e
il
i)
M
[}

Red Hat OpenShift Logging Operator 2 X]¢] 93z 27 &£ =

& 8 a9ds ’z‘ﬁ}‘%—? AA T
2 2¢1 0] H] &4 519 A o) 4] Red Hat OpenShift Logging OperatorZ o] ] A x] 3 A
:o:]—)rlg].‘dl— = ,J\"L]E]-

A 27 A
[}

B4 Aol AL

Red Hat OpenShift Logging OperatorZ 4 x| 5} 32 Console =2 =221 o]] tj 5] Disabled
Ayt

OpenShift Dedicated §] & AA 28 5 JH5UH.

OpenShift Dedicated ¢ & &

T =

] A} 3}H o A] Operator — A X] ¥ Operator = o] 53

Red Hat OpenShift Logging 2 2 gt} 22] Operator A i Z 1 7| o] A &2 o] ]
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74. 21 A 75

o,
3.
AR A1 oA oA Console =229 &4 3l Disabled & 22 ).
4.
Z<& 29 2793 U5t A4 Enable & A9 gy
5.
S 29U
6.
Console =2 1291 34l Enabled 7} A 5= 323}
7.

W7 Apao] A4 § 2&ol Y ol EARUL. 9 £52 A 2ESdE Fol
AFUTh 9 Fol EA W Bebe A S A2 wPste] WA A A8 FUTh

7.2.2. Elasticsearch 21 A& 4 9 LokiStacke] A X" A9 =27

il

& =8 aA 74
2 7) v]A 5.8 o]A}o] A = Elasticsearch =1 A& 471 7| & =1 A A4 0] A 9k LokiStack= A %] 3+
3]

12 ALt 27 28 S90S B4 4 e

A 27 A

[}
B4 Aol AL h

Red Hat OpenShift Logging Operator, OpenShift Elasticsearch Operator 2 Loki
OperatorE A XA 5.

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut

ClusterLogging A1-& 2} A 2] g4~ 2(CR)S AA 54U

U 98 S Adste 27 & S ol 24stH ] J=A FAdY .

127



OpenShift Dedicated 4 2 7]

$ oc get consoles.operator.openshift.io cluster -o yaml |grep logging-view-plugin \
|| oc patch consoles.operator.openshift.io cluster --type=merge \
--patch '{ "spec": { "plugins": ["logging-view-plugin"]}}'

2 3% S 233} ClusterLogging CRoll
.metadata.annotations.logging.openshift.io/ocp-console-migration-target: lokistack-dev
Z}H 0 27]-6]—],] ];]_

$ oc patch clusterlogging instance --type=merge --patch \

'{ "metadata’: { "annotations": { "logging.openshift.io/ocp-console-migration-target’:
"lokistack-dev" }}}'\

-n openshift-logging

2 o

o

I clusterlogging.logging.openshift.io/instance patched

oY
ol\

[}
O 3L APt 9L ARl FA o JFH o R F/HHYEA FAFUG
$ oc get clusterlogging instance \
-o=jsonpath='{.metadata.annotations.logging\.openshift\.io/ocp-console-migration-
target}'\
-n openshift-logging
29 o

I "lokistack-dev"

olA =27 & =19 =7} vl gt} OpenShift Dedicated ] & = o] 53l R UEHY -
2 Ho]|X = Felsle] 24 HolHE & 4 JdFYr.
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7. =1 A 7}+3)
7.3. 28 2H YA/ R E 17|

OpensShift Cluster Manager ¢] = 7]/Elasticsearch === 2 Openshift 2 7] diA| R == FA4| & 9
vslal A slE o A& 4 9= Elasticsearch ¢1 281~ 9@ 7] Elasticsearch =9 tl]t& A=A
QAR AR 7L 35 o] AFY T

OpenShift 27 tjA| R =6 = S8 2H 2 &2, 7R 3, 8 29| shard € Fluentd 5715 ¥
3tslo] Z 2] 2H FF9lA] Elasticsearch Q128120 g3 AL AR E HAAFE= IJEV £3H o] YH5
=

= 7)/[Elasticsearch ;== AR o= 29 A, shard, 2] A2 5o st Al ARE £33l ==
FTolA B2 Elasticsearch Q1 2€l 20 g Al K F R E BoF= ET X3HH o] JFUHT

7.3.1. Elasticsearch 2 OpenShift Logging thA] 1. = o] A 2
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Bl 2d 271 de= B4 F &tuE 43U
6.

JSON & 2eaa ald ZAlol g =1 &

o 7.1. Kibanae] A= =g 21 =
{
" _index": "infra-000001",
"_type": "_doc",
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmFiOGUyOWM3",

JPﬂ
o
ke
>
L
L
v}

"_version": 1,
_score": null,
_source": {
"docker": {
"container_id":
"f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {
"container_name
namespace nhame

: "registry-server”,
": "openshift-marketplace",

"pod_name": "redhat-marketplace-n64gc",

"container |mage" "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-

index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-al1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

"namespace_labels": {

"openshift_io/cluster-monitoring":

b

"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

true"

]

1
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"'serving registry\"
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database=/database/index.db port=50051",
"level": "unknown",
"hostname™: "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd”,
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
13
"@timestamp': "2020-09-23T20:47:03.422465+00:00",
"viaq_msg_id": "YmJmYTBINDktMDMGQtMjE3NmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields™: {
"@timestamp": [
""2020-09-23T20:47:03.422Z"
I8
"pipeline_metadata.collector.received_at": [
""2020-09-23T20:47:15.007Z"
]
b
"sort": [
1600894023422
]
}

7.4.3. Kibana +4

ClusterLogging A1-8 &} A 9] 8] 2 2(CR)E 44 3l Kibana &2 A1&3te] AT 5 A&t

7.4.3.1. CPU 2 v 2 2] A3+ A

—_

openshift-logging 3 = 2] & o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E HA T .

I $ oc -n openshift-logging edit ClusterLogging instance
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi
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openshift-logging 3 = 2] E o] 4] ClusterLogging A}-& A A 9] €]4&2(CR)E AT d.

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

Kibana ==9] 2 XA g}
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S 2y o|WIEE AAS] A PUh 220 AHEA,L 25 D ID FFAE] FU7HEE A9 22 2

f2E Pas W7 AE AR

= ¢ OpenShift Dedicated 22 2o & 43 ALA & F718 + AFUh 15 AHERE 37
2], el R Fe 28 AL, Jadel s f4 #el R /e FA/L e Fe2H oW Ed tF olv]
A2 wg

8.1. OPENSHIFT CLUSTER MANAGERE A}-8-3l Au| X~ 21 B 7]

Red Hat OpenShift Cluster ManagerE A}-8-5}o] OpenShift Dedicated &2 2~ g 2] AH| X~ 235
2 dH5Ug.

A 8T A

OpenShift Dedicated 2] 2~ € 7} A 2] & o] 9lo]of gt}

AR}
1.
OpenShift Cluster Manager £ ©] g3l 282 E A9 gt
2.
S 2E 9 /]2 dolA A Z22H 7|5 Ao Al 2aE SRl
3.
A A =g vl A E= A4xs e S2H AuE 208 YU
AM Zol 54 FES A6t F71= 2HIP T F A5
4.
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https://console.redhat.com/openshift

8. OPENSHIFT DEDICATED 2] 2 ¥ o] /] 2 2 10 A4 2

AR}
1.
OpenShift Cluster Manager £ ©] 53l 2828 E A9 gt
2.
AQ ol ¢ AA A FoA & AHA F71 & ¢ G
3.
F71e A=A ] Red Hat AH§-# o] & =& oW <2 d=H AU T
3
AHgAL ol e oWl Y F4E F22H 7 vl ¥ Red Hat =2 9] A1-8-2}
AR A4 =] Aojof
4.
A=A F71E 293Ut
A5
[ ]
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https://console.redhat.com/openshift
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9%. 23 wx 74

9.1. 27 74 40 dig CPU 2 v g A3 +4

ool utel 2t 274 74 2240 @ CPU L W= AFL ¥ 74

e
=
¥o
|y
L
v

9.1.1. CPU 2 vy 2 g] A3 74

27 74 248 4889 CPU R vlxe] A8 5 28% 5 A&t

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E AT .

H

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
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9%%. 273 W ¥ 74

cpu: 500m
memory: 1Gi
proxy:
resources: G
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

doo) mat 27 A4 )3 CPU L e AT L 23S AFJ U
Elasticsearche] 29 23 7t3 A3 S 2 5F A8 oF gyth.

00

dood wet 23 A7kt 2o didk CPU % vl =] A 2 233 AFdU

L4

oo wet 27 537 o3k CPU R Wire Ad 2 S AFF
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1012252 d2 48

Red Hat OpenShift Logging Operator:= ClusterLogForwarder & 4~ A} %ol w2} =7 7] & vl &
gt o] Operatoroll A A Q3= 5] 7] %32 @74l Fluentd 55719} ¥l g 33719 F 7R 9 Y
t}.

Fx

Fluentdi= © o] 8514 9205 25 Aol 41719 of 31 c}. Red Hate
AR el 2 o] Zato]Z F9t o] 7o) tle W2 FH R ADL AFIATD o] 75
d ol 4 A4 AFgHS WA ehzvich Fluentd oA Vectors AH8 & 4 9141t

10.11. 222494

25371 AdHely 2 == 232 £335}7] 93 2zt OpenShift Dedicated = =9 Pod= ]
St HlZ A EY Y.

A, A ol @ElY 2 OpenShift Dedicated?] journald =1 WA A o] o] &) A
A A= g =g 234

B E ZH o]y & 19 4 g /var/log/containers/*.log

A 232 FP8EE 2 #3712 A 8= 3¢ /var/log/audit/audit.log ol A sl3 225 3
3.

2 57 olY3 220X 228 £ 27 FA O YR = e AgF).

10111, 22 37 3

e = 272 9138 Fluentdo] digte 2 A g == 22 #7719 Y o
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https://vector.dev/docs/about/what-is-vector/

ClusterLogging A1-§ 4 4 9] #42+(CR) A4 AL}S g ste] Zel el A ALgahe 27 4
N fde 7S+ dsdh

Vectors 43 7] 2 74 sl ClusterLogging CR2] il

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

10.1.1.2. 22 A A A g A3

AvlolY Ak e 2 WAIA Y A2(LZAE, Pod o] & 2 AvlolY ID)E 5] A A
o AREATFUT o] FUEE 2T 228 DS AFshrlol REFUGL 27 57014 2
A2l g Atal7] Aol AQH o] B3 Z2AE} i Podg Al Sl Fo| 2 9 4 7 -2 APl A ]
o) AR E AEE 5 QA HUTh 22 AN E W5 @ o] 5o Pod R A} 7Y Uy EE =
20 228 FAT WYl 912 5+ AFUT o] AV 27 57 L ATt FH Y =Fo 2 5

_%_
< o guch

715 fluentd vector
A Aoy =1 v v
i e v v
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715 fluentd vector
Q) 25 o] 2 1 2hog) v v
dzet Adely 22 v v
a4y = v v
kube API ZHAF 21 v/ v/
OpenShift APl ZHA} 21 v v
OVN(Open Virtual Network) 7+A} v v
=1
X102 A% o 2 QAF

715 fluentd vector
Elasticsearch <1 4] v/ v/
Elasticsearch A} &2} 0] & / 4 & v v/
Amazon Cloudwatch 7] v/ v/
Amazon Cloudwatch STS v v
Kafka ¢1=4] v/ v/
Kafka Ab&-2} o] &/ & v v
Kafka SASL v v
CloudEvent A&z} €& 4 v

I 10.3. Normalizations 2 iPXEs

715 fluentd vector
viag gl o] g =g - 9§ v v
viag glo] g md - 91z} v v
viag gl o] 24l - infra(journal) v v
viag gl o] § =9 - Linux ZFA} v v
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71

viag gl o] =9 - kube-apiserver

74}

viag "l o] =4 - OpenShift API

74}

viag gl°o] g =4 - OVN

loglevel Normalization

CLF A4 dol&

kel

104. 74

71

Fluent Readlinelimit

Fluentd ¥

- chunklimitsize

- totalLimitSize

- overflowaction

- flushthreadcount

- flushmode

- flushinterval

- retryWait

- retrytype

fluentd

v

v

fluentd

vector

vector
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715 fluentd vector
- retrymaxinterval v
- retrytimeout v

3 10.5. 7HA1A4

715 fluentd vector
v E 2 v v
A H = v v
733l v v

fluentd vector

x86 A v v
ARM =] <1 v v
IBM Power® =] v/ v/
IBM Z® support v v
IPv6 2] v v
22 olWE ¥ v

Ado] #1 Fej2H v v

10.1.1.4. 537 =9

ge 248 290 AAHY .
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715 fluentd vector

Elasticsearch v6-v8 v v

fluent forward v

Syslog RFC3164 v Cryostat (27 5.7 ©])
Syslog RFC5424 v Cryostat (27 5.7 ©] %)
Kafka v v

Amazon Cloudwatch v v

Amazon Cloudwatch STS v v

Loki v v

HTTP v Cryostat (27 5.7 o14)
Google Cloud Logging v v

Splunk Cryostat (logging 5.6 ©]2})

101.2. 21 A%

Ao FAHEe 20,98 9,
o % gy

&)
L

== 9 X = XA sl ClusterLogForwarder 2] 222 A A

ClusterLogForwarder 2] 22 ZH o, el @ 7AA} 225 FH2AH YR £ 9Rol EX &2
o7 ALt ° AHE S 4 &Yt TLS(Transport Layer Security)7 A 9522 35 A SHA|
FoleE 2 AGAE FAYE F dFUTH.

Hel At oW § 9 2ol Al 2akn AL T 5 Y= AUl AP L AHEAE g ol 3= RBAC 9
Fg VY % g1

101.24. 22 A9 +4

AAN T} BF 22 A JlFolds F /b 21 49 78S AST F EU
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ts 22 A2 7153 3 AHEE 5 =5 Vector 3 712 A gy
Fluentd =3 71= A A Al 78X T AHES = AF U

10.1.21.1. 71¥& +4

71E FRAA = S HA it 22 AGAN AT F dFHHL o] RE9
ClusterLogForwarder ] 2~ 2-1= instance & o} 3}7 openshift-logging vl ¢} =5 o] 20| X] A3l of &
Y}, ClusterLogForwarder &) 4~2-9l| = openshift-logging u] ¢ 2= o] 2] instance &}+= |3
ClusterLogging @] &2%= 2 Q ).

10.1.21.2. 0 20 AG# 7| &

0% 20 AgR 715 27 5.8 ol Aol A ALg e 4 glon] o

o
X
i
flo
N
olf
o
2
of4
i)
L
fu)

AR 22 2942 o) 5 9l

rr
>
oo
X
Lo
4»
o
et
>
30,
fr
!
M
i
2
2
e
-+
30,
oy
v

)
ko
r
)
r (
o
32,

EARAE F7 22 98 72 AR T F et

t o]’ AH8-5 A ©+= Fluentd =5 719 A Vector =3 7] 2 mlo] 1| o] A 3= A A=
Al zadgdRs ezt ez ixd = QlgUth daz=7t vpoladolds e 5 7]
S92 A 22 AGAT EA A5 F AU

% 21 A9A @A & ClusterLogForwarder 2] =20 0§ 3| Z ClusterLogging 2] &= 22
AT ot st g3 o9& A9 sta RE WY LT o] 2o A BE o] 55 A3l o7
ClusterLogForwarder 2] 4225 AT 5 dFUo

Fluentd =371 & Al&-3l= dAA 9AZZ2$E A Qs 22 ADAE 93] o= ol
glo v 2 openshift-logging ] g 23] o] 2] instance 2}+= ClusterLogForwarder 2] &2 25 A
4 g sy

TH71 80 2 92y o] 9o = 7 openshift-logging vl Y 23] o] 2] 4] collector &=
ClusterLogForwarder 2] 222 A S 5 gl

10.1.2.2. 8289 tdx 21 A2A 7|5 A3}

154



o)
oX
fru
M
+
N
NE,
r
e

0 22 A2 7158 AHS sk sl Al Al o g Au| 2 A 9 ZE2E A9 ngld
2 QA& oF gt} 18 S ClusterLogForwarder 2] 220 A A u] 2 A YL Fx o] A4 2 AF
S Aol 5 dFU T

openshift-logging Y] ¢} 23 o] 2 0] 9] 9] F7} YA A FH o] XA T F 21 AGLS X
A3E A 2 E Y Y 2d o]l 2~2 XA = Red Hat OpenShift Logging OperatorS ¢
o] E5f of g ). o] 7] 52 Al Z-¢ Red Hat OpenShift Logging Operator v # 5.8 A
AelA 712 H o2 gy

10.1.2.2.1. 22 Z 24 RBAC A& 29

2 7] 5.8 o] 44 Red Hat OpenShift Logging Operator+= collect-audit-logs,collect-
application-logs, collect-infrastructure-logs 22 2¥ 93-S A g3t 7171 AL 22, AN =2 A
old 2Rt a5 A7 1T + AFUH

23 SYLH TS AU A uidFste] 22 Z2d 0 i@ RBAC A @2 o 5 3l

kg

o)y

Y

A 27 A

°
Red Hat OpenShift Logging Operator= openshift-logging v ¢} 23] o] 2 o] A x| g},
°
22 Aol AFy .
IR
1.
FR719 Au 2 AL ARFIUD A5 L 8] E2o] Do 22 228 443
A AH| & A ol ESS s oF gt
2.

A3 FE 2 42 A= AR vl E g

oll
ol
ot
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$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_name>:<service_account_name>

RBAC # 3 o] Kubernetes ¥4 A&

8o 2 AGAA 222 A4 5= UL A o F ). ClusterLogForwarder CR(A}-&-2} A 9]
QEA)l e fEel 2o S TAee] GE XREFS Ao AU 202 1w 4+ dE.
10.21. Y= 20 AG =4

B 2Eo] AHS

Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector

Elasticsearch v7 HTTP 1.1 732.2,717.7,7.10.1 5.6+ Fluentd, Vector

Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ fluentd [, w1 g

fluent Forward Fluentd forward v1 Fluentd 1.14.6, 54+ fluentd
Logstash 7.10.1,
Fluentd 1.14.5

Google Cloud HTTPSE &3t latest 5.7+ vector

Logging REST

HTTP HTTP 1.1 Fluentd 1.14.6, ¥ & 57+ Fluentd, Vector
0.21

Kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
331
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/

B 2E o] AHS

Loki HTTP 2 HTTPSZ 2.3.0,25.0,27, 5.4+ Fluentd, Vector
%3 REST 221
Splunk HEC 8.2.9,9.0.0 5.7+ vector
Syslog RFC3164, Rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon HTTPSE &3 latest 5.4+ Fluentd, Vector
CloudWatch REST

Fluentd= 27 8] 4 5.6.29) 4] Elasticsearch 82 x| ¥ 3}#] g%},

9 E = 27 ¥A 5.7 o] 4l 4] SyslogE A @t

10.22. 2% 43 41

default

Z2]2H Y] Red Hat #2] 2 AF4dUrh 712

o
i)
filo
-
oX
]
i
fo
rr
5
o)y
L
)

718 =9 o] o] =8 2H on-cluster?]l Red Hat #2] 21 AAZAAE Az
¢ = ookslo] gomz /B 2 PASHE A9 0F WAAS LAH U
loki
FHo 2 3F 7153 /g4 bdF HYE 2 ZA Al 2=l Lokigd Ut
kafka

Kafka 2. = 7. kafka &8 &

l
_|
@)
nv)
t
fr
-
r
(7))
e
y,
o
>
o
]
4»
X0
oy
L
i

elasticsearch

9] 1 Elasticsearch ¢1 281 ~¢]Ut}. elasticsearch =8 2 TLS 922 A28 = 954Ut}
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fluentdForward

FluentdE A d3sl= 98 21 JA £FAYYH. o] 42 Fluentd A€ 22 € F 3 AHSEY
t}. fluentForward &2 -2 TCP == TLS A2 & A183 4 9l o A AR o shared_key 2 =& A3
3l T 71 Q152 A LAFqUY. T 7] A5 TLSE T35 A Y X331 A] & AL = A5y

t}.

fluentdForward =22 Fluentd 53 7] & A1&3slE 4 $o 9 X949}
Vector 371 & A&-sl= A t-dl= A LHA &5t Vector =371 & ALg-3t= 7
< http =3 & A183t] 21Z Fluentd2 A2 4= JdHU.

syslog

syslog RFC3164 == RFC5424 2 EF & X A3t 9% =21 JA £F YUt syslog &
22 UDP, TCP == TLS A2 < A3 4 gth

cloudwatch

AWS(Amazon Web Services)ol A "3l RYUEHH U 27 AEE A A H] 22l Amazon
CloudWatch¢j 4 t}.

10.3. JSON =1 Ag &4 3}

JSON ZA 8 & 7x3td LEAER & #4315 Log Forwarding APIS 74 & 5 54Ut

10.3.1. JSON 27 72 34

ClusterLogForwarder 9 B4 E = X} 8 5to] JSON 212 7239 oBnAEZ 7
A 2oz A2 5+ dFUh

S
i
i
9,1
K
N
dz

ol 2% WA Aty g8l e e 7238 JSON 21 g2 o] glrkz 7Hg v

T%3}4d JSON =1 & 4

I {"level":"info","name":"fred","home":"bedrock"}
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https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

o)
oX
fru
M
+
N
NE,
r
e

(=

JSON 215 7+ 4
ol za}lo) /g o

X
e

I I E=F 3 o ¢} 7o parse: json 2 ClusterLogForwarder CR2] 3}

parse: json2 HoFE= A= X7} 4

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

parse: json & Al-83lo] JSON 215 77 &4
JSON 7x3t9 21 22 BA3

e

] CR& t}& ¢f 9} 7+o] structured & =9

T%3}% JSON 21 3= o] 34 structured =3 4

{"structured": { "level": "info", "name™": "fred", "home": "bedrock" },
"more fields..."}

2320 §as 12318 JSONo] £3t5 o] 9% ¢+ o™ structured =7} 9%
Yt}

10.3.2. Elasticsearch2] JSON = 1 g|o] g 34

JSON 227} 5 7] o] A9 27|uE Mt 249 ¢ g2 425 43 35 9 7lgdae &
A7 AT F AFY o] & WA s H CIusterLogForwarder ALg-2E A 9] g2 2(CR)E #4514
Z} 27|vbs L% 28 Qolxw 2= 5s)oF It o]|RA shH 7+ AF|upr} W] oldl A7 A
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ofy
ko

OpenShift Loggingol Al &) 5}+= 7] ¥ Elasticsearch 2Q12=€ =2 JSON 218 A
st Ao wet Al I 27 A FHUT U B2 Y AE Hidte A4 38D B
FAE A A 5 27 vk2 RFE5t] 75 27)vk F5 FAFE o] 5

"

*

o
3

-+
BN

ClusterLogForwarder CRo| A t}2 % 3 & Al-83}] Elasticsearch 21 A F 4 2] Q19 2~ of
B2 AT F AU

structuredTypeKey = "l A|A] B=9] o] FdUth | F F=9] & Q1Y X o] & FA s
< ©l AH&-g Yt

kubernetes.labels.<key >+ <19 2 o] &8 74 31+ o] A8 5= Kubernetes Pod
ol &Pt

openshift.labels.<key>+= ClusterLogForwarder CR<] pipeline.label.<key> & 4-0]
o] Qe 2 o] g2 A 3k vl AHEEE ghol AFuth,

o

Ut

kubernetes.container_name2 Zg| o] o] &2 A& 35}o] QA X o] 58 14

structuredTypeName: structuredTypeKey Z =7} A 2] g7} 7171 gl o
structured 3 © = structuredTypeName 3}o] A1-8-3 Y t}. structuredTypeKey %59}
structuredTypeName = == 37 A}8-3}A structuredTypeKey 2 =¢] 7] 7} JSON £ 1 ] o]
HolA 29 7 ¢ structuredTypeName -2 tiA] 219 2 o] 52 Al F Tl

Fx

2
L
o

‘ ' structuredTypeKey 7t "Log Record Fields(Z 2 g2 = F &))" 5o TAE &
S22 A3 F AAN P F &} Z =7 4O Fx {§3 554 IA U

A structuredTypeKey: kubernetes.labels.<key> example

tlo
e

e FAFU
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Z2] 2 H 4 "apache” % "google"?| F 7}A] 222 JSON 225 A4 st= | =27

o] 4l Pod A3 5k3 9141 o,

218 A= logFormat=apache 2 logFormat=googleZ A}-8 35l o] 2] g o =] A o] 4 pod

o gol2e A4

ClusterLogForwarder CR YAML 3} oA 03 = 712 A18-34 .

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
outputRefs:
- default

parse: json 9

Kubernetes logFormat dlo] &2 A9 7]-7k 82| 72 A8y .

o] 4% vt e x5 21 9 3 =7} app-apache-write ¢19 A= o] E 3t}

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

o33 e Fx3t9 21 g I =+ app-google-write Q18] 2 2 o] F g}
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"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> example

ClusterLogForwarder CR YAML s oA 03 F = Z7}2 AFg-3sital 714

i)
k3
k)

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

OpensShift myLabel #lo] = #4449 7]-3t 29| 73S AH8- .

2]

mylLabel £ 4= =319 21 A= FA49 3 myValueS A 23}

L
)
o
v
o
:._l,
i
flo

T-Z3ld 21 g Z =7} app-myValue-write Q19 A2 o] 53t}

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

)
F7t 3# A
[ ]

Txz3}9 =0 g Elasticsearch ¢/ 5 2= x589 §3 %ol "app-"S F713ta -
write"E F7}sle] FAFE YL

7oA g dRst 7xotd AUz A5HA SHUch o Ee Al A, Axel &
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104. 27153 2 A9

rr
N
>
ro
i)
>
2
>
e
2
X
lo
ut
r o
i}
o,
)
L
fu)

Hlo] QA e Fx3tE FF o] R A% structured 2 =gl o] unstructured G T =5 A
g3}
= H

Elasticsearcho]] Y& @2 922 5571 BASHA] = 2ol TagYTh 7 QS A ol =
gaso] 2o Bl 7231 {3 W AMS-st=Z 0] oflet B 21 F0 R ALY A&
=o°] tl-&2] Apache ol &2] 7] °] 42 LogApache<} 742 E U3 JSON 21 F 43 72319 89S
AHS g o

10.3.3. Elasticsearch 21 A A4 = JSON =21 A

Elasticsearch 21 A4 9] ¢ JSON 21 §Eo] 0} E A7/nfEZ f=2=739
ClusterLogForwarder A}8-2} A 2] 2|4 2%(CR)E #+A 35l z} JSSON 2=7|vlE dd &3 Holg aF3}
. o] Z A 34 Elasticsearch= 7z} 27| vjo] djal M9 Q1€ 25 AHE- g

FAS AE 22 e 270k E AGSHE 48 5 2L AT A 2T 5

2o v & Elasticsearch A &4 = dlo|g & AZ3l7] Ao o] +AL A& oF gt}

o}2 %7} ClusterLogForwarder CR YAML 3} of] =713 o

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

structuredTypeKey Z == A3l 21 gZ= D= F 2 (A JY
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structuredTypeName 2 == A& 31 o] 22 XA gt}

JSON 2 1 & 77 #4324 structuredTypeKey 2
structuredTypeName 2 =& 2 5 AA 3| of g},

inputRefs 2] 73 ¢ application infrastructure, === audit 5 s 3 3} o] =2} 212 A1-831¢]
Agslop stz 22 432 AR T

parse: json 2 4~F o] Zglo] F713h ).

I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operatori= 4% 7] PodE A vl 323t} 28]} Al £ = #]
%oW +37] PodE 2HA| 5t A= A vl £ o}

I $ oc delete pod --selector logging-infra=collector

i}

10.3.4. 543 Pod9] ZlH o] 4] JSON 215 HEQ QY22 A

53 Pod Ul 9] o] AelolA e A Tl 2aE g S AU o 25
Ap8-ohel WEI 7 o 2918 A Sho] shol Lekel & 74 5 Pode] 418 Sofol gyt 7o
HFA} app- 7} 9l 2151 2:0] 71591tk ol & 8521 ¥l Elasticsearch® W4 0 = 74 oh= 2ol F

Ut

2719 JSON g4 2 o EgA ol w=t vyt U7 22 A9 25 AAdsha A4
ol FS VA EE FAHA &= JSON F o] = 220 i A 25 A4 517
A8l o] 7155 AHSS AU AL E AHE st T E VYol B 3=
JSON @4 9] 25 g

A 27 A
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ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AJF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputDefaults:

elasticsearch:

structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true 9
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

Kubernetes logFormat dlo] &2 A H 7]-7k &2] 72 A8y .

2| AH oY =85 43t

Pod CR 2 BAEZ A o5t YAML 2 S A A AU BT

apiVersion: v1

kind: Pod

metadata:
annotations:

containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:
containers:
- name: heavy 9

165



OpenShift Dedicated 4 2 7]

image: heavyimage

- name: low
image: lowimage

Format: containerType.logging.openshift.io/<container-name>: <index>
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Ao,

=7 430 U@ sto] el HolakA gom FolH e F3 o] =zt AAgY T

o] 2 So] application 2 audit 53 o] t & 3}o] 2}el - x4 5} 3L infrastructure §3 o] o &
vlo] Z2}el S A A 3HA] ¢k oW infrastructure =27} 2HA1 YU}

ClusterLogForwarder A1-82} & o] 8] &£ 2(CR) 4] 2] 3o 8L Algdlo] & =2
EZS A= Ao 222 1 = A5UT

o2 d A= AL 232 ¢HA 3 9] 1L Elasticsearch Q1268 22, Q28 2 12 ¢HA§A] 42 91
Elasticsearch Q1 ~EH 22 o Z g Alo]A £ 15 Kafka H27] 2, o] =g Alo] A £ 1E my-apps-logs
3 2 A E o 4] Y& Elasticsearch ¢1 28l 22 Ag3h]o}.

AR
=
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2aAg &Y
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o
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: elasticsearch-secure ﬂ
type: "elasticsearch”

url: https://elasticsearch.secure.com:9200
secret:

name: elasticsearch
- hame: elasticsearch-insecure 9
type: "elasticsearch”
url: http://elasticsearch.insecure.com:9200
- name: kafka-app
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs 6
inputRefs:
- audit
outputRefs:
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- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- hame: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"
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[ ]
=9 83 elasticsearch.
[ ]
HAFAIE £ 335l g&3 A URLSI Elasticsearch Q1281 2¢] 3¢t URL Y £ E
AU
[ ]

TLS 54& 918 - olA 873t= Al 23 YY) openshift-logging Z = 2 E o o]
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StA 5= ¢k Elasticsearch 3o tj 3k 74 :
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vto] il g A st ol 5 YUt
[ ]
inputRefs= =71 §3 o] 1 o] oA = audity Y}
[ ]
outputRefs= A}-&-3 % 9] o] &¢]t}.o] oo 4] elasticsearch-secure:= 1.3t
Elasticsearch Q1 =€ 2= FA g3} 31 default> Ul i Elasticsearch J12H =2 A3
[ ]

AeALg}: 230 F71 dlol &Yy

9]

Ael ALe): B, 230 3718 a4} o] Aol o] 2 th "true" 9 e 018 e B 7t
o] obd B4 gho.= AAFL h.
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my-project 3 2 A E o] 4] ] i Elasticsearch Q1 2~EH 22 35 A$3517] §Jsk vjo] =g}l -
AU
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stol kel & At ol S YU
[}
inputRefs= 573 ¢ &2l my-app-logs¥ Y t}.
[}
outputRefs:= defaulty o}
[}
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[}

inputRefs o] A applicationo] A =1 434t}
[}

outputRefs= A1 88 =8 9] o] &Yt}
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A5A ey,

TLS(Transport Layer Security)

A== glo] TLS URL(http://... == ssli//...) & A18-351H 7] 2 TLS A v = 2 Fo] EA431H Y
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5 (EAY)ARYHA TLS 72l 715 g2 g st ¢yt tis.key 7 Z 2 .
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username: ({=A+F) A F A&AF o] UYL 4 7 2 Q3

password:(F <€) 215 ¢S HYTH A& o] Fo] Qg

SASL(Simple Authentication Security Layer)
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SASL.enable (boolean)<ll /] SASL-S Explicitly &A1 3} === v &A1 313, =24
7% o€ sasl. 7|7} 24 =8 SASLo| A5 o % &3t g Yt

SASL.mechanisms: (array) 5] &5+ SASL W|AY F o] &9 EE5YYd. F8 ==
Hlo] 9l 7 A28 7] 2 gko] ALgHYth,

SASL.allow-insecure: (boolean) ¢t 2 E 915 & AFst= WAYUSFS 51 &Y
o}, 71 2 gk falsed Y o}
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e 3P L AHgSlel AFAH L 7] hde] TFE dE o] Bt BT & AFuh

$ oc create secret generic -n <namespace> <secret_names \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_usernames \
--from-literal=password=<your_password>
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ClusterLogForwarder &] 42 o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
pipelines:
- inputRefs:
- <log_type> ﬂ
outputRefs:
- <output_name> 9
outputs:
- name: <output_name> G
type: <output_type> @)
url: <log_output_url>
#...
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
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#...
spec:
tuning:

delivery: AtLeastOnce ﬂ
compression: none 9
maxWrite: <integer> 6
minRetryDuration: 1s
maxRetryDuration: 1s 9
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Amazo Elastic LokiSt Apache Syslog Google  Micros
n search ack Kafka Cloud oft

Cloudw 8 Azure
atch Monito
ring

gzip X X X X X
shapp X X X X
y

zlib X X X
zstd X X X
1z4 X

10.4.4. o3 = 9] FA &3}

Aoy 229 oJ7] £ 97 BAE
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B3 7E BA7I7E RS 499
A8l F7F 22 FEF F418 Kol
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£ oft

il

Java 9 9] o

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)
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ZEAE XS s FdedE AL GY 20 FJEOT AXAY F ALEE s8H
ClusterLogForwarder A8} A 2] ] 42 (CR)9ll zko] true <1 detectMultilineErrors ¥ =7} ¥
Fslo] QA g

ClusterLogForwarder CR2] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true

10.4.4.1. Al 5 H 1w

I WA A7 A 9] 28 FA S A5t AE AREE IAHE @Y s 2o d3=R 299
oA AR 2O AR O] FR=2E A FE] REMAIA] eS| A9 FH=22 wAH Y

¥10.10. 53 71% A Q5= Aol

o] fluentd vector
Java v v
JS v v
Ruby v v
Python v v
Golang v v
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o] fluentd vector
PHP 4 d
Dart v v

10.4.4.2. A 3|2

g4 ststA 771 4 type: detect_exceptions7t 39 A) A o] 3t}

e 74 A4 o

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config 2 41 of

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force line_breaks true
multiline_flush_interval .2
</match>
</label>

10.4.5. GCP(Google Cloud Platform)= =1 A&

Y] B 7] 2 OpenShift Dedicated =1 #] &4l 37}3} 7+ A Google Cloud Logging &2 &1
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https://cloud.google.com/logging/docs/basic-concepts
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Edeg F JdFUrh

Fx

Fluentdel A o] 71%2 AH8-3h 2 A AR k.

A 27 A

[}
Red Hat OpenShift Logging Operator 5.5.1 o] 4

23
1.
Google A= 714 7] & AH&-3te) N ARL AT
$ oc -n openshift-logging create secret generic gcp-secret --from-file google-
application-credentials.json=<your_service_account_key _file.json>
2.

olg] €l Z 3 & Al-835}] ClusterLogForwarder A1-82} 4 o] 2] 42 YAMLS AA 3.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp"
pipelines:
- name: test-app
inputRefs: G
- application
outputRefs:
- gcp-1

@714 7HAA CR o5& A28 = ofo} k. 5 22 424 FAAAE =E
olge g 4 Azxynh
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https://cloud.google.com/iam/docs/creating-managing-service-account-keys

o
o}
il
M
S
o
=)
2
e

G A A F@oA CR Y| Y23 o] 2+ openshift-logging °lojoF . b5 =21 A
g9z} TN E R E Y A2 o] A2 AL S 4 IdS5Uth

Au) 2= A A 9] o] 2Pt Au| 2 A AL 21 A7} openshift-logging Wl ¢ 23
ojzo | X5 A L Aot vF 22 AEx FH D e

GCP 2] 22 7|2 o] 212 A= 91X o) wjat
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Log Entry ©] logName Z =of 718 3t& A4 3.
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Google Cloud Logging ¥ 2] 21o] &4

10.4.6. Splunk= 21 Ag

B 712 OpenShift Dedicated =2 %] & 4ol 37} 4 tj 4l Splunk HEC(HTTP Event

Collector) 2 222 A2 5 d5 o
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Fluentdol 4] o] 7158 AH&-st= A2 A AHA 54
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https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy
https://cloud.google.com/logging/docs/reference/v2/rest/v2/LogEntry
https://cloud.google.com/billing/docs/concepts
https://cloud.google.com/logging/docs/view/logging-query-language
https://docs.splunk.com/Documentation/Splunk/9.0.0/Data/UsetheHTTPEventCollector

OpenShift Dedicated 4 2 7]

A 27 A

Red Hat OpenShift Logging Operator 5.6 o]
Wy 7} =3 7] 2 XA A ClusterLogging Q1 2~H *

base64= 21379 Splunk HEC =&

Base64= <139 € Splunk HEC E& & Al§-38lo] A 23S A

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal
hecToken=<HEC_Token>

obell | =3 & AH8-3ko] ClusterLogForwarder A-8-2+ 74 €] 2] 42(CR)E B8 stA B3

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
outputs:
- name: splunk-receiver ﬂ
secret:
name: vector-splunk-secret 9
type: splunk G
url: <http://your.splunk.hec.url:8088> ﬂ
pipelines: 6
- inputRefs:
- application
- infrastructure
name: Q
outputRefs:
- splunk-receiver @

W74 FHelA CR oL AXE X ojof Fhth. 0 21 A9 7NN E BE
g A8 F AxUTh

182



o)
oX
fru
M
4
N
NE,
r
e

AR F&A CR Y423 o] 2= openshift-logging o]ojo} . b5 =1 A
gz} T E RE YA A o] A2 /\]._Q.zﬂ— NESBIH

Au) 2= AA 9] o] 5 YUt Au| 2= AR L =1 A2 A}7] openshift-logging vl ¢ 2=
o|2o Wi X5 A &L At vF 22 gz 7+ e

g 53 < splunk 2 A3

o

Splunk HEC®] URL(ZE ¥3H)< A4 3t}

stoleel & Abgstel A9 27§ L AAFUTH ol Sel7lol 8, xe} E 7
Ab).

M)A sho] majel o] o] B8 A4 Fh

of el zetelow 2 g AR W AT F ol FL AFFTh
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HTTPS 53 21 4922 Fluentd 2 Vector 21 37| & olm QAU 243158 A
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ol &l =812 A}-&-3}o] ClusterLogForwarder CRS A A st v AQ o}

ClusterLogForwarder CR2] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
outputs:
- name: httpout-app
type: http
url:

method: POST
secret:

name: G

tls:
insecureSkipVerify: ﬂ
pipelines:
- hame:
inputRefs:
- application
outputRefs:
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10.4.8. Azure Monitor 219 A&

27 5.9 o] A= 7182 21 AF L6 F71stA Y WA Azure Monitor Logs 2 218 A9 4
A& Ut} o] 7152 Vector Azure Monitor Logs 4 =2 ol 4] A 23t}

A 2.7 AR

[}
ClusterLogging A}-8-# A 9] 2] 4&2(CR) Q1 2EH 2 Z #| st YA = iS22 I g
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ClusterLogForwarder CR Q12" 25 #g]st A5t WS 2 43 A5
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Azure Av) 2] )@ 71221 A4 o] Yrrivh.
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https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-platform-logs
https://vector.dev/docs/reference/configuration/sinks/azure_monitor_logs/
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[ ]

Azure Portal == Azure CLI x| ~8 o 7 A= Azure AlAQ o] Y5}
[ ]

Azure Monitor 21 7| 2 == B X B 7| S 7HA S5
[ ]
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HTTP ©lo| €l 431 7] APIZ 3] Azure Monitor 210 t & =1 A2L S s}atad oo
.

of4

# 718 Abgstel net

tlo

73

s

Ut

apiVersion: v1
kind: Secret
metadata:
name: my-secret
namespace: openshift-logging
type: Opaque
data:
shared_key: <your_shared_key> ﬂ

Bz 712 EasloF gk

e

232 $3 3= Log Analytics 24 270l i3 7] 2 =

4 715 7FA 228 Azure CLIY A o5 &S AHE S o AU

Get-AzOperationallnsightsWorkspaceSharedKey -ResourceGroupName "<resource_names" -
Name "<workspace_name>”

23 A9 3 A= dER S AHS-3to] ClusterLogForwarder CRS A s A v AR o).

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:

name: instance
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namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id ﬂ
logType: my_log_type 9
secret:
name: my-secret
pipelines:
- hame: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor
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AZE Z2l dole 9] Azure I 2= 3 YU ch B4}, 4,

273 % g&ynh

AEeAA R A=zt 2o A

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:

name: instance

namespace: openshift-logging

spec:

outputs:

- hame: azure-monitor-app
type: azureMonitor
azureMonitor:

customerld: my-customer-id

logType: application_log ﬂ
secret:

name: my-secret

- hame: azure-monitor-infra
type: azureMonitor
azureMonitor:

customerld: my-customer-id

s
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logType: infra_log #
secret:
name: my-secret
pipelines:
- hame: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor-app
- name: infra-pipeline
inputRefs:
- infrastructure
outputRefs:
- azure-monitor-infra

AZ F2l "Holg 9] Azure g 2= YU}
23 Fy -

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id

logType: my_log_type

azureResourceld: "/subscriptions/111111111" ﬂ

host: "ods.opinsights.azure.com”
secret:
name: my-secret
pipelines:
- hame: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor
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10.4.9. ER T2 A E 9] o S Alo|A =1 A

Wi 22 AFALE AHESHAY O 54 z2AEQ o ZE Aol R AHES 9 20 £V R
A2 4 A5 OpenShift Dedicatedol| ] 21 dlo]H & A= F &5 21 J A 71 & Aok
.

ZTZAE o ZgFold 21 AGL FASEE T2AEJA ) ol 94, g 21 JA
of thg Hel A %3, o] 8 4 @ E & AHE-dhe o] Za}el & AHE-3to] ClusterLogForwarder A
22 A o] #42(CR)Z AA3oF FUth

A 27 A

ARE Z2EZ EE FA S AHEE 24 HolHE FA8 =S #49 27 A8 7 o
°F gyt

ClusterLogForwarder CRS & ] 5l+= YAML 51 & A A 314 AR

ClusterLogForwarder CR<] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:
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outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224’
inputs: ﬂ
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q
inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:
project: "my-project” @
- name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:
clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR2] J] ¢ 23 o] 2= openshift-logging©] o] o} g},

M
JH
lo
o
all
s
L
fiu)
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[ ]
vlo] el & ALg-3le] A2 21 53 (application, infrastructure, =+
audit)S A3 J o
[ ]
o] gojzRlo 2 215 AGT v AL F9 o] 53 AAZY UG
[ ]
A9 AL default 282 XA st 228 7|2 22 AFAZ AG UL
[ ]

He) 4G BAL. 2a0) F718 sh ol gel el 2 Yyt
o) FHL AT wl LE WY 23 o] 29 s EelAolH =17 £

S 42 233t ClusterLogForwarder CRS # &3 o).
I $ oc apply -f <filename>.yaml
10.4.10. 574 podolA] s E]Alo|d =21 AG

2 2 ¥ A2 A= Kubernetes Pod &l o] &2 A18-3t] 54 PodollA 21 Ho|HE 35t 21
FRNZ ASE 5 AU

chekt Y] 9 2= o] 9] T} podst #7 A =& podz T H Sl Aol Mol Yotz 74 Tt
ol21 3 podel o] 22 A o] A& AW st FolLo] i AS 2 vlolHE 54 21 5172 Fea
=

% &t

]

=
=

Pod 214 x4 51219 sl o 4e] matchLabels 7]-zk 42 183t ol 2] 71-3k &2 AR s
7% Pod2 w% A9g 4 gojok Uk

A3}

ClusterLogForwarder CR ¢ B4 E & A o] 5}:= YAML 3¢ & WA A AZR P o). 3
Ao A o2 o 9} 2] inputs[].name.application.selector.matchLabelsol] A 7te3t 5L A 7]
vk A e 7] & AHS-ste] Pod dlol &5 Ao
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] G
outputRefs: [ default ] ﬂ
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- <output_name>

)

@74 F@oA CRo|B& A2E X oo} gtk thg 22 424 TN E RE

o5 AHEE & AU

G A A F@)A CR Y| Y23 o] 2 openshift-logging olojoF . b5 =21 A

9z} TN E B E Y A2 o] A2 ALL S 4 JS5Uth

inputs[].namedl| 4] s} o]l g3 = LEH

outputs[Joll A stu} o] Fe] Hi= FEE #2 ALY

&S AP
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6]

FAstE = 22 dolg 7t 9= Pod 2H2 9] 713k 8-S AUt 7@k o2} 7]
9} 7k 5 E A Qs oF . A g sl A Pod7t 2 E 713k B3 A A& oF o

o

A€ A}a}: st o] 4ol Y]l A o] A& A A ).

©

22 dolHE A9 £8L st o4 A3 AU

2.
A AR 22 b0l & SEZ vldEd o] A= Algsted 9] dAld ZAIE =
inputs[].name.application.namespaces= A}-& 3 t}.
3.
A+ Pod #lo] Eo] & F7t | Zg Aol Aol A FL G o]zl R 2 do]H
& R F sy
a.
Pod 3lo] 9] 3143 23 uic}t TAHE =23 §ALSH 371 inputs[].name A 42 A
.
b.
o] ol Z2] Al 2] 9] Pod g o] &3 ¥ A5t = selectorsE ¢ dl o] Eq}.
C.
Al inputs[].name %2 inputRefso] F713t} o S 59 oS3 245Ut
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4,

CReHYAEZS AP IY.

I $ oc create -f <file-name>.yaml

Kubernetes2] matchLabelsol] o 3t ZHAI 3 Y &S A E 7|ul Q 7 A13}S

g FEsAA L.

A st g A
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Aol X348 S EES A4
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A o 4d 2= ESAUth o EZL AP H A = HTTP 3 1= 554
OmitResponseCodes ¥ =& A}-8-5lo] S HolA HTTP H] =5 7|90 2 o EE AHA T 4 2
FU T 71232 [404, 409, 422, 429] i th. fhol W1 5[] A5 ¥ 2= AHHA &5
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ClusterLogForwarder CR 7}Al 73 2] 2 OpenShift Dedicated 1A} 4 4 2ol = & ot
ClusterLogForwarder CR At BB = 21 5577k d@ st W& WAL AL A8 A, 28,
Y&sol = B 2 A2 R AEIY S 71e2 AT AUT o3 A E B st L AL =EF- 9
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74 o] ohduth.

AL A o) o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: my-pipeline
inputRefs: audit
filterRefs: my-policy g
outputRefs: default
filters:
- hame: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived”

rules:

# Log pod changes at RequestResponse level
- level: RequestResponse
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resources:
- group: """
resources: ["pods"]
# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata
resources:
- group: """
resources: ["pods/log", "pods/status"]

# Don't log requests to a configmap called "controller-leader"
- level: None
resources:
- group: """
resources: ["configmaps™]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None

users: ["system:kube-proxy"]

verbs: ["watch™]

resources:

- group: """ # core API group

resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "lapi*" # Wildcard matching.

- "/version”

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: """ # core API group
resources: ["configmaps']
# This rule only applies to resources in the "kube-system' namespace.
# The empty string """ can be used to select non-namespaced resources.
namespaces: ['kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata

resources:

- group: """ # core API group

resources: ["secrets", "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: """ # core API group

- group: "extensions™ # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata
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THEE 22 /FIUYT. o] 29| g2 AL 23, S A0l 2] A E A, A=
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2]

SN EERSEDIECE

10.4.12. o] 5 Loki 27 A|2”lo g 21 AY

718 23 A AL F71 AU Al 98 Loki 27 A|2"dlo g 27

i

A 5 dFyh

Lokicl tj 3t =1 22 74 5tel W Lokiol th& 2% 222 A3+ sto] Zajelo] Y=
ClusterLogForwarder A8z A 2] 2] 4 2(CR)E A A3 oF ¥t} Lokie] &3 -& HTTP(M] e ==
HTTPS(:2.9t HTTP) 942 AH8 8 4 A& th

A 27 A

[ ]
CRe] url 2 =2 x4 5} URLoIA] Loki 27 Al 2% Aah s ok g,

A )
ClusterLogForwarder CR 2 HA E £ A o] 3t= YAML 3 & A A stAY AJF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> G
outputs:
- name: loki-insecure ﬂ
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type: "loki" 9
url: http://loki.insecure.com:3100 G
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure ﬂ
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret G
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
inputRefs:
- application
- audit
outputRefs: @
- loki-secure

@74 F@o)A CRo|BL A2E X oo} gtk b 22 A24 PN E RE
gL AL+ AFh

G A A F@o)A CR Y| Y23 o] 2+ openshift-logging olojof . b5 =21 A
g7 A= LE U ad o] 28 ST AU

Au) 2 AA 9] o] 5 YUt Au| 2= AR L =1 AD A7} openshift-logging vl ¢ 2=
o|2o Wi EH A &L At vF 22 gz 7 e

29 052 AR Tk

#82 "loki"= g k.

Loki A]~%l¢] URL 2 ¥ EE § &3 A URLZ X FJUt}. http(v] 2eH) &
https(s 2t HTTP) 32 £ 2. A8 @ + 3141 th CIDR 341 & AMg-sht el 8] A
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# ol & o] E2 A4 [a-zA-Z_:][a-zA-Z0-9_:]*9} A X3 oF F ). vl Eld| o] €] 7] o] BAEH
E2E= FolE o] B2 FA 7] 9d 2 wA P Yt} o & =] kubernetes.labels.foo v
eldl o] H 7]+ Loki d o] & kubernetes_labels_foo 7} g U t}. labelKeysE A A s}A] ¢t o
H 7] 27k [log_type, kubernetes.namespace_name, kubernetes.pod_name,
kubernetes_host] 4 Ut}. Loki= 3 &= = ol &2 7|9 & A2 = o] & AE
£ ZA A &Y o). Configuring Loki, limits_configE ZZ314 A1 2. A ZH = A18-3}
o 2adgia=gdeg 7|voe= AT + dFU.

M)A sho] majel o] o] B8 A4 Fh
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AR AU
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Lokit B9l el o) o)) 21 2EH S SulZ/ s} stz
labelKeysol| = &3 kubernetes_host # o] & Al =7} 3 Ut} o] 2 A 519 Z}
2EZ o] dd SAEQA A ZEHEE dlo] A& e S 2E F=2 xlo| & ¢l
B 2g 27 RAMA = AS AT F dF5YH-

S W2 233t ClusterLogForwarder CR ¢ BA EE A 23t}

I $ oc apply -f <filename>.yaml
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R 23 A4 F718A Y Al 9]} Elasticsearch Q128122 2 72 Ag9d 5 JH5U o
OpenShift Dedicatedol A] =1 dlo|HE FASEE {1 =1 JA 7S A8 oF U

2] B Elasticsearch ¢12€ 2o g3 21 AGS FAH A )T QA 2E 20 3 EH 7 =S A
&35t= golZeglo] A= CIusterLogForwarder A&7 A o] 8] 2 2(CR)E Ao U}, o3
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o]} =9 X Elasticsearch 21 3: ] 22 AGsEE K ol A€ A0 s =8 2 o]
Z 217 default =2 & A&t U 22 235 Adst= gol =S A FY
3
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ClusterLogForwarder CRS & ] 5l+= YAML 512 & A A 314 AR

ClusterLogForwarder CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: elasticsearch-example ﬂ
type: elasticsearch
elasticsearch:
version: 8 G
url: http://elasticsearch.example.com:9200 ﬂ
secret:
name: es-secret 6
pipelines:
- hame: application-logs Q
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example m
- default @
labels:
myLabel: "myValue" @
#...

AAA FANA CR el 5L A2R 2 ofof Fuivh. thE 2 AL PN E BE
l5< AH8 T 5 U

2]

# AR F& A CR ¢ 25 o] 2= openshift-logging o]ojoF Ut th&x =1 A
G2 TN = RE Y EFHo|2E AT F AFU T

©
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elasticsearch 3 -& XA g}
Elasticsearch ¥ 42 A4 3t} 6,7 == 8 < & dFYth

9] 1 Elasticsearch 912812 9¢] URL3} TEE § &3 dd URLZ XA Ft).
hitp(¥] .91 == hitps(2.¢F HTTP) Z=2 €28 A14-3 4= 95Ut CIDR 4 & A}8-3}
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M)A sho] majel o] o] B8 A4 Fh
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A g

o] lo]xzglelo g 5 AGT u ALET =9 o] 52 XA I Y.
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ClusterLogForwarder CRS &3]t}

I $ oc apply -f <filename>.yaml
ol: AHg A o] &3 Bt EFHE A AR A

AR ol 83 5k X

A% & dFUth

Fﬂ

AR L A3} 2] Elasticsearch ¢1 28 2 0] o3t Bol A4

filo

o & S°] BtAl7L Elasticsearch Q1 20 25 2-5517] w0l 42 TLS(MTLS) 71 AH8-& = fl=
73-% HTTP E= HTTPSE A}8-5taL AHE A ol 53 437 23 A A5le 44 5 sy

o} o ¢} A1 Secret YAML 318 A A g o). username 2 password I =9
base64= A IFJH FS A2t 7123 o 2 secret -3 2 opaque U t}.

apiVersion: v1
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <usernames
password: <password>
# ...

RERERE LR IE
I $ oc create secret -n openshift-logging openshift-test-secret.yaml
ClusterLogForwarder CRo| A4 A| 38 o] 52 A A Ft].

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- hame: elasticsearch
type: "elasticsearch”
url: https://elasticsearch.secure.com:9200
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secret:
name: openshift-test-secret

I $ oc apply -f <filename>.yaml
10.4.14. Fluentd AW 22 EZ 2 Al 85l 21 AY

Fluentd dg =2 €2 A} 83} 7] & Elasticsearch =1 A &4 4l == 7] & Elasticsearch =
A AFAE O] ZREZS SIS A Y 22 FAVIE 23 AR S B gy
OpenShift Dedicatedo| A] 215 FAISI=5 3 21 JA71& +A8oF -

A Z2EFe At 23 A42¢ TS alF 222 A48 Fluentd A u] 2 sto] Zajel
9 o g o] 3}} o] 4 9+ ClusterLogForwarder A-&2 A 2] 2] 22~(CR)Z A A )| oF gt}
Fluentd 222 TCP(¥] 2.9H) =& TLS(:.2H TCP) 942 A4 4= &Y th

%l
|k

A 27 A

o
ARE Z2EZ £ 2

of gt

filo
>
op
o
£
f
o
=
L
2
i
4
2
o
k1
S
=y
o
i
f
oN

) A1) 7} 9lo]

ClusterLogForwarder CR 2 HA E & A o] 5t= YAML 3 & A stAY AFF o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 9
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206

secret: G

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp:/fluentdserver.home.example.com:24224’
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 6

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default @

labels:
clusterld: "C1234" m
name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR9] o] &2 instances of g ).

ClusterLogForwarder CR2] 4] ¢ 23 o] 2= openshift-logging o] o] o} g},

3 o5 A ATk

o

fluentdForward 532 A4 .

235 Ad URLE 9% Fluentd <1281 2] URL @ ¥ EE XA} tep(H] B
N E=Us(BETCP) 22 €28 AT 4 A5 CIDR =4 & Algste 2829 A
L EA 7 E35HE 73S 2892 IP F471 obd A8 o] § E= FQDNo] o] of g}

2
[k

tls HFALS AH&-3he A9 TLS 541S Sl 36 2o A28 o5& AR5k
Yt} Al 222 openshift-logging Z 24 E o glooF ahn] Yehl & ASA S 7Hel 7=
ca-bundle.crt 7] 7} E 35 oo} gt}



7]
8]

sho] Zejel & Abgato] A
A4 g

e

21 %9 (application, infrastructure, === audit)2

9]

of ol wejelow 2 gAY W AT £ o FS AF T

A& A3} default =2 & x4 3to] WXL Elasticsearch Q128122 2 72 A4y

c}.
A€ A} e Bxd, 20 3713 s o) Ao dlol By
A (YA E 3 g2 R 27 JA0) 2218 ALGEE o 868 ¢
A
[ ]
ol atel & A9 ke ol F AU
[ ]
inputRefst pipeline: application, infrastructure ==+ auditE A} &3slo] A2
st ?ﬂol],]];}
[ ]
outputRefs= A1 88 =8 9] o] &Yt}
[ ]

A Ak EAD. 270) 74 sht ol el dol2gith

CRouAES 443

I $ oc create -f <file-name>.yaml
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10.4.14.1. Logstashell thal Uiez 482 84 3l5}o] fluentdol A HlolElE 73 4+ JFUTh

Logstash7} fluentdo| A] 21 Hlo]H & 4= 3l+= 7% Logstash 74 FdoA Yz =& &
3 3tal of ot

A7
Logstash 24 519 o) 4] nanosecond_ECDHEE true = A4 3t}
Logstash -4 512! 4
input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }

filter { }
output { stdout { codec => rubydebug } }

10.4.15. syslog T2 EZ 2 Al85lo] 22 AL

syslog RFC3164 == RFC5424 ~ 2 £ & A}l-8&3}o] 7] & Elasticsearch 21 &4 djAl =+ 7]
B Elasticsearch 2 1 A Z 4o galo] d|F T2 EZS TS5l 2 TAH R 23 JA| 7] =21 A}
22 w5 Ad&Uth OpenShift Dedicatedo| 4] 2 15 4151 = syslog Al 9} 722 91 27
AZ1E 8l oF g

syslog Z2 EZ S A183te] 20 AES T35 E sl &3S AHE-3t= syslog AW 2 wjo]xza}
Qo) th 3 =9 o] a1} o] 4 A= ClusterLogForwarder A&7 A ] 2] &2 (CR)E A A3l oF gt
syslog 232 UDP, TCP == TLS 94 & A28 4 A&t

A 27 A

ARE Z2EZ E= FA S AHEE 24 HolHE FA8 = #4849 27 A8 7 Ao

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFF o

I apiVersion: logging.openshift.io/v1
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2]

kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 6
syslog:
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tIs://rsyslogserver.east.example.com:514' ﬂ
secret:
name: syslog-secret
- hame: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msglID: mymsg
prociD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east Q
inputRefs: @
- audit
- application
outputRefs: m
- rsyslog-east
- default @
labels:
secure: "true"
syslog: "east"
name: syslog-west @
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

AAA TR CR el 5L A2R 2 ofof it thE 2 AgA PN E BE

oL A & A&t
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©

Au) 2= AA 9] o] 5 YUt AH| 2= AR L 21 A D A}7] openshift-logging vl ¢ 2=
o|2o Wi XA &L At vF 22 A9 7 e

e
JH

o< AQ P

syslog #3 S XA FU .

A8 AL o ol D A syslog vl | 52 X ).

2|7 syslog ¢12=€ 2] URL 2 X EE XAt} udp(B] HeH), tep(Rl BQH ==
tis(2.¢t TCP) Z2 E 25 A8 = F Ut CIDR F4 & AH8-sl= S8 2H AA =5
A7 A3t B 92 IP F471 obd A H o] F B+ FQDNoJ o] of gt}

tls HFALE AH8-35h= ¢ TLS 54 L 98] E4-0A 8335t A13R o] 52 AA
slof ot Al 2= L}EM < ?1541E 71E] 7] = ca-bundle.crt 7] 7} 3Z 3= o] of g
o}. gl A A 73 ol A= openshift-logging 3 Z 4 E o] A]=L8] o] ¢lo]o} g},

Re| AL so] Zepel o] o B2 A4 FuTh

sjo] g}l & Alg3le] AEs £ #-3F (application, infrastructure, ==+ audit)S
A g

of ol weielow 2 E G W A§F £ o FS AP

A& A3} default =22 x4 3to] WL Elasticsearch Q128122 2 72 A4Sy

t}.



®

Ael AL AL, 2320 F748 st o] 49 del B Yy th. "true"s} 22 A § gL
B-g gho] ofd A ghow A gyt

A AQHE 40 GE R 21 A0 218 A2 Es oy 2L 7

inputRefs = pipeline: application, infrastructure =+ auditS Al-&3lo A g
2 /FIYU

outputRefs= A8 &2 9] o]

afil

AU,

A AL EAD. 270) 748 sht ol el dol2guith

CR e HAEZ A4
I $ oc create -f <filename>.yaml
10.4.15.1. WA X &8 21 &2 F B F7}

ClusterLogForwarder A}-& 2} 4 ¢] & &2 (CR)l] AddLogSource T =& 3715}
namespace_name,pod_name, container_name 242 I =2] vA]| X D=9 F713 = AdF5U.

spec:
outputs:
- hame: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
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url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:

- application

name: test-app

outputRefs:

- syslogout

a1

o] ++4 & RFC3164 ¥ RFC54249} s 3y t}.

AddLogSourcegl ©] syslog WA A] &9 4

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message
Contents”, "timestamp'=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSource”} 349 syslog ¥ A1 #A] &9 ¢

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746c49-qxm7l,container_name=Ilog-generator,message=
{"msgcontent":"My life is my message", "timestamp':"2020-11-16 10:49:36",

"tag_key":"rec_tag", "index":76}

10.4.15.2. Syslog "I 7| 5

syslog Z8 ) dl3] &2 AT 5= Jd&Yth AA S U &2 syslog RFC3164 === RFC5424
RFCE Zx34A ©.

X A: syslog facility. g2 1034 A4 =

t}.

e

o) & F =}

i

TRHA e 7]

_.&

2= P
=4 FUsF

U

Ad WA A 9] 739 0 == kern
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AHEAF & WA A 9] 491 %= user, 7| 23U

2= mail Al29 8 v d

syslogdell ©]&] WA oz AAE wlA A9 B9 5 EE syslog

UUCP 35}¢] A]2="12] 739 8 =+ uucp

AlA "2 F$- 9 == cron

H et Q1 HWAA 9] 73 10 === authpriv

FTP el 2] A-¢- 11 == ftp

NTP 319 A|2="9] A9 12 == ntp

syslog ZHAF 212] 739 13 =+ security

syslog 74 31 219] Z1¢ 14 =+ console
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2AEE v 2] A-$ 15 =+ solaris-cron

Z2AA AR EHE A9 916 -23 == local0 — local7

Ae] x}a}: payloadKey: syslog Wl A x| o] so] 2 =2 AHg 8 d = =gt

payloadKey Wi /A5 A 5HA T2 w7l 47} syslog= AG = A &
FUth

rfc: syslogE AH8-ste 225 U&= vl AH8-3 RFCY Y. 7] 2312 RFC5424%] 1 o}

Al
=

= A

T

N

i
4 H

: A 5] = syslog #lZ =) 443 syslog A Zt=PUth 22 10305+ A4 =
oA g= 719 =Y = dEU

e

o

B>

>

1292 g8 4 9182 ehllE WA X 9] % 0 Ei= Emergency

248 ZA AdoF F2 veEhiE AR e 4$ 1 EE Alert

913 A S Je = WA R 2] A 2 == Critical

|

Q& AHE Jel = vA R 2] A9 3 == Error

7 228 vehlle v A A o] 4 ¢ 4 = Warning

Aol At Q& 2AL JERE WA A 9 A %+ Notice

ARA YA A E JeR) = v A R 2] A ¢ 6 == Informational
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o)
oX
fru
M
4
N
NE,
r
e

Ou 2 5% WAA S JehlE WA o] 49 7 = Debug, 7] £3t

Bl 1 B 1= syslog WA A ol A Bl 12 AHS- 2 dAlZE =S PP

trimPrefix: e) ol A A4 ® FFAS A A Tk

10.4.15.3. =7} RFC5424 syslog vl 7] ¥ 3=

RFC5424°l = o w7l 71 4 -8-g Y.

Fe A 922 24994

ofr
Sl

appName: APP-NAME S 212 Byl o Zg]Alo] AL 2
t}. RFC54240] o3 =43l ok g,

msgID: MSGID:= vl A #4382 28 aH A4 B2 #2991 th. RFC54249] 8] 4]
sl oF e,

procID: PROCID:= A @l 2E EAE Ut 3ol W7 =¥ syslog B 317 FHEHASS
ey Yok RFC54240) dj & A 3)of g th.

10.4.16. Katka B 272 =21 AG

712 23 A0 F7e AU tAl 24 Katka B27]2 205 423 F Us

<
v

s}o] sZ#}el o] 9= ClusterLogForwarder AH-8-21 4 9] 2] 2~2(CR)E A A s o Ut =84 53
Kafka A & 3t AU 71 235 AH- S o 5 U o Kafka &3 -2 TCP(H] 2.t == TLS(2.¢t TCP)
AAE A+ dFHH

A3}

ClusterLogForwarder CR 2 HA E £ A o] 5t= YAML 3 & A stAY AFJ o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
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name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- hame: app-logs ﬂ
type: kafka 9
url: tls://kafka.example.deviab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic G
- name: audit-logs
type: kafka
url: tls://kafka.qelab.example.com:9093/audit-topic
secret:
name: kafka-secret-qe
pipelines:
- hame: app-topic Q
inputRefs:
- application
outputRefs: m
- app-logs
labels:
logType: "application” @
name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"

W74 FHelA CR oL AXE X ojof Fhth o 27 A9} 7NN E BE
g A8 F AxUTh

2]

# AA &4 CR ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A
g2 T A = RE UYEFHo|2E AT F AFU T

©
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N
)
2

g o5 QAP

o

kafka %< A4 3ok

Kafka B2 7°] URL¥} XEE § 153 AU URLZ XA Aoz E FAE
AFEFHI T top(B] B.9H) E = tis(3.9 TCP) X2 E2-2 A& 4 214U th CIDR 742
Apgahs Fe e AA ZEA 7 BASE A S FAL IP 327k opd AH o] Ei

FQDNo] o] of 3.

tls FFALE AH&-8t= 4§ TLS 541 S 918l - 2 a3 A28 o] 58 ARl oF
gk Al 2ol = veRll = 154 & 712l 7]+ ca-bundle.crt 7] 7} £ g =] o] of Ut} )
A Al 38 o) 4 = openshift-logging Z = A E o] A] =& o] 9Jo]o} .

222 nulE W URL ol = tep FALE A8 R o] 29

M) Aba: v n et 292
o) 4] secret 7] ¢} sl 3 name& A kg ).

A e AL} gho] 2ol 9] o] & A P
vto] Z Q1S AM8-5te] M2 =1 {3 (application, infrastructure, == audit) S
A

o) sholxatelow mug A o ALY

A A BAG. 270) F748 stk o] g dlol 2tk

®
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°
sto] za}el & A ske olE ey
°
inputRefs = pipeline: application, infrastructure === auditE A}-8-3lo A
& 23 fIPUch
°
outputRefs= A1 88 =8 9] o] &Yt}
°

A Ak £AD. 20) 74 sht ol el dol2gth

Ae A G 92 ofe] Kaftka B 2712 Agstad v o 9 o] Kafka B =7] vj 2

spec:
outputs:
- hame: app-logs
type: kafka
secret:
name: kafka-secret-dev
kafka: @)
brokers: 9
- tls://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/
topic: app-topic G
#...

brokers 2 topic 7] 7} )= kafka 71 & A A o).

2]

brokers 7] £ AF-§-51o] st o] 2] B2 wjdS AF I

©

topic 71 & AH&-3te] 225 FA st A FAE AQ AU
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o2 W32 43 35}o] ClusterLogForwarder CRS & g3 ).
I $ oc apply -f <filename>.yaml
10.4.17. Amazon CloudView= 21 A<

AWS(Amazon Web Services)ol| A &€ 3]
CloudMonitordl] 2 15 AG T 4

a2 AEE F dFUY

= R2UHE 9 23 2E 7 X A44¥] 22l Amazon
JdsUdh 718 23 A AFA 46 7184 Yt 4l ReadWriteMany = =

CloudMonitordl] tjgt 22 A<

< 77332 CloudMonitore] = o] 3l = ClusterLogForwarder
AHE2E A o] 2]22(CR)¢ =8 & AHE

831 vpo] =atel & A4 oF o
23

aws_access_key id 2 aws_secret_access_key B == A}-8-35}1o] base64= 213 H
AWS 21= AR E A 3t= Secret YAML 219 & wt5Uth o S 59 o237 24Ut

apiVersion: v1
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:

aws_access_key_id: QUtJQUIPUOZPRE50NOVYQU1QTEUK
aws_secret_access_key:

dOphbHJYVXRuURKVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=
N AR S 59 G2 2HUh

I $ oc apply -f cw-secret.yaml

ClusterLogForwarder CR 2 B Al E & A o] 5}= YAML 3¥ & AA 5 A Y AR FY . 3
oA A|ZR o] FS AAZ P dE EH 33 25U

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> 0

namespace: <log_forwarder_namespace> 9
spec:

serviceAccountName: <service_account_name> G
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outputs:
- hame: cw
type: cloudwatch 6
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: cw-secret Q
pipelines:
- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

“ow (D
(1)

A AA 7+@8AA CROIE2 A2 L ool Puth b5 22 J9A AN E =E
ol < AHE F dHYH.

# AA F& A CR ¢ 23 o] 2= openshift-logging o]ojoF Ut & =1 A
G2 FaNA = RE Y EFHo|2E AT F AFU T

Au) 2= AR 9] o] 5 YUt AH| 2 AR L 21 A DA} openshift-logging vl ¢ 2=
oo Ml xH A &2 Aot vF 22 gz 7H g

e
JH
o
all
fllo

Adgu

cloudwatch #3 2 A A gt}

He| A 228 aFshshe $He AP

logType & 7} 21 {30 digd =21 25 S A FU
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namespaceName2 7z} o ZE]Al o] A Y| Y LFo] 2o O Z1 17 S A%
Ut l=zgtd A 235 98 Hx9 23 255 A4

oL

ks

namespaceUUID:= 7} o =& Alo] A vl 2 o] 2 UUIDI i3t | 21 15 S
AATUG. =z L X 2aE Qe Hx9 20 a5 AAd g

o

Ae A} e 2 1F o] 82 2 7] & infrastructureName 3 FALS vl eld #2449
S AR

0

AWS 2142 A4 gt

9]

>
=
w
rO
ol\
oX,
o
)

<l
%
it
>
l
)
Lo
o
uli
o
Y
o
i)
i
v

10

A ALg}: sho] 2}l o] o] & XA Y}

11

shol e}el & Abg-she] A

A4 gk,

e

21 %9 (application, infrastructure, === audit)2

12

~

ol ylojzQlo g a5 AEd W ALE T =9 o] 53 A I

CR onAE=2 443,

I $ oc create -f <file-name>.yaml

o] : Amazon Cloud Watchel 4] ClusterLogForwarder A}-¢-

o] 7] o] ClusterLogForwarder A}-8-2} A o] 2] 2~2(CR)¢] < ¢} Amazon CloudMonitorz &3 ¥+
Za do]g 7t A
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mycluster 2}+= OpenShift Dedicated Z 2] ~H S A3 312 Ay 7HF Tt O3 B H & YFo
aws H#H 2 A= g AHE S 8 2H 9] infrastructureName 2 uH33h] o},

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

o] oo t g =1 o] g = A A s app o] 2= vl Y 23 o] 29 4] busybox Pod= 43 g }.
busybox Pod:= 3% vlt} stdoutol] v A %] & 4t}

$ oc run busybox --image=busybox -- sh -c 'while true; do echo "My life is my message";
sleep 3; done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox Pod7} 23 = &= app U] Q2 o] 29 UUIDE %3 & 4 A&

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder A2z} A 2] 2] 42 (CR)l 4] infrastructure, audit, application =1 3 &
all-logs sto] Zz}Rld it g o= 744t E3F o] o] Ze}l-E cw & o A5t us-east-2
@] A 2] CloudMonitor Q12822 2 32 A},

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-cw
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oX
fru
u
+
N
Y2
)
e

CloudMonitore] z} g Adl= Al 7HA] 32 o B A E 7} £35 0] A&

21 1F

ClusterLogForwarding CR2] groupBy: logType 2 A}l-835}+= 7% inputRefs 2] A 714 =21 #3
£ Amazon Cloudwatchdl] 3719 21 282 A}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"”

"mycluster-7977k.infrastructure”

7zt 21 agole 23 2EYo] ¥35o] dFU.

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application |
jq -logStreams][].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams][].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log™

$ aws --output json logs describe-log-streams --log-group-name mycluster-
7977k.infrastructure | jq .logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
69f9fd9b58-zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989c905bf5ac5ca211b7cbb5c3d7b.log"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
797774f7c5-Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-
79777417¢c5-Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252dad4a6472c9fff48623baee761911a9ef.log"
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7t 2 2EHo &= 2 oWl EV} ¥35 0] A5l busybox Podo|A] 21 o|IEES B#A
application 21 2 FA 22 2EH S AFJUH.

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events': [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6ad4facf09cal95ad76\"}
,\"kubernetes\":
{\"container_name\":\"busybox\",\"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"co
ntainer_image\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/
busybox@sha256:0f354ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524c8b60\
"\"pod_id\":\"870be234-90a3-4258-b73f-4f4d6e2777c7\",\"host\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e
1e1a-b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\",\"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-
write\" \"viaq_msg_id\":\"NWRjZmUyMWQtZjgzNCOOMjI4LTk3MjMt{NTk3NmY3ZjU4NDk1\",\"log
_type\":\"application\",\"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime™: 1629422744016

b

o: 21 I o]l FAAHE A A4

211 1F ols9lA = 71 infrastructureName 3 A1 mycluster-7977kE demo-group-
prefixe} 748 Q] o] o] FAYE 2 viE = JdFUT o] A& 4332 ClusterLogForwarding CRol 4]
groupPrefix 2 =& ¢Jdlo] Eg ).

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix k-2 7] 2 infrastructureName 3§ FA1S di A g o}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"demo-group-prefix.application”
"demo-group-prefix.audit”
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o
o
il
M
4
)
N2
2

I "demo-group-prefix.infrastructure"

od: o E Al P LFol L olF Aol 21 a7 ol5 AA

S 289 ZF A E Aol vl P& o] 2o dial A EA ol P EF ol & o] 55 7IWe = st
21 15FS CloudWatcholl 4 A& 4 A5

ol Ee Al vl g 2o = @ HAE S AA|81aL o] Fo] 22 A 352 473314 CloudMonitor=
oA FA} 21 1F S AL AT

N EAF ol 5ol At A%H e o ZA oA gl 2do] = o BAES T s A5 o oAl
A9E 42 A2 ARSI B A% 27 252 AR R0k s A5 UlA e "o Eel A o]

A g 2so] 2= UUID digt 21 25 A" AHS FxsH4A L.

A Ee Al U Y 2slo] 28] o] § & 71ho 2 o] Fo] <l fFe Aol H =1 1F-L YA st
ClusterLogForwarder CRol| 4] groupBy Z = 9] 712 namespaceName2 2 A& g},

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupByS namespaceName© 2 A A 3tH o ZE]Alo]d 21 25709 ¥ &S v|FHY) audit 2
infrastructure 21 1 F o= 9L XA gy

Amazon Cloudwatcholl A z} 21 2§ o] & Eol Ul Y 23o] 2 o] o] BA PGt} & o =] A o]
A g d 2H o] 22l "app'e] oz 3 =2 A =mycluster-7977k.application tj 21 A
mycluster-7977k.app =1 1 F°] IA g4

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure"

SEEEET PP REERESE R DES RES L R EREE P R DB PP IS
A o g sle] 22 2F o] AR

groupBy 2=+ o Aol A 22 2 FT 9FS v Yo audit ¥ infrastructure 21 159

= 9P mAA g

of: o Z 2] Al o] A Y|P 25 o] 2 UUID ¥ 21 1§ o] & AA
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Zei2E 9| Z+ o) 27 ol vl g &3 o] 20l 3]l A Ze Al o] v 25 o] 2 UUIDE 7|Who = 3
= 21 282 CloudWatchol A A 5= 45Ut}

N ZE AN WA= o] 2 QBAEE Ax|aliL Al @ BAEE 445w CloudMonitorel A A =1
a5 AT}

@ ol B2 7H A%AQ o Eel Aol d g 2ol 2 AAE N ThE RO R BFFE A o
AGNA A e A2 WA S ALE AN 2. B ol 212] " E 2l A o] 4 ] 2=l o] 2~ ol o] T 51
B AR ARG FEFHPA L.

g = A o] A v Y2 o] UUID Fo 21 172 o] 52 XA 5tz ClusterLogForwarder CRol|
A] groupBy = = ¢] 712 namespaceUUID= A4 3t}

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatchol| A z} 21 717 o] & £l ¥ &3 o] 2 UUID7} EA gt 9 o S A
o] A ] ¢ 23 o] 22 "app"o] o B Z t}-S &3 A= mycluster-7977k.application th Al x| =&
mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf =1 17 o] A g}

$ aws --output json logs describe-log-groups | jg .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b915-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy Z =+ o Aol A 2 2FT 9FS v Yo audit % infrastructure 21 159
= FFE VAA dFUH-

10.4.18. 7] & AWS o &S A[-g-31o] AWS] dj g A| =23 A4

AWS9] 7]& 9 go] 3= A9 oc create secret --from-literal & & 2 A}-£3}a] STSE A}8-351
AWSS| Al ZRe AN 5 dHU T

Az

CLISIA O3-& 1 F5le] AWSel di 3 A2 RS AT
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$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Hol 49

apiVersion: v1
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

10.4.19. STS &A1 515 =] 2HoolA Amazon 10.0.0.1c 2 =1 A

AWS STS(Security Token Service)7} @A43ld Z2H2 249 AWS MU= AIA LS %
3} 7} Cloud Credential Operator(CCO) #- €2 €] ccoctl & A1 831 15 AW 9 H 2 AA
Yt}

Y0 oX
gy oX

oF A
S A~
g4 9

A 27 A

Red Hat OpenShiftol] tj g 27 : 5.5 o] 4

o2 =22 A1-83}o] CredentialsRequest A2 A o] & A&~ YAMLS A3t}

gRPC 215 31 274 Y=

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_name>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
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- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

ccoctl H & A1-8-314 CredentialsRequest CRS A1-8-35la] AWSo] t gt o a8 A A
t}. CredentialsRequest 2 B A E £ X185} o] ccoctl H3 & X1 = OIDC ID FF Ao} 44
€23 443 10.0.041 220 @AY L FPT 5 e ADL Rt A AL AHE
o] IAM 9 22 AR o] FH L =
/<path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_namex>-
credentials.yaml o] YAML 74 5122 A A gt} o] Bt 5t o= AWS IAM ID 35 #}-9}-9]
Q1% ol A1&-5+= role_arn 7]/gko] 35 o] A&FUh.

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=

<path_to_directory_with_list_of credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-
oidc.s3.<aws_region>.amazonaws.com ﬂ

<name>£ Ze}9 = 2 azo] Bl A Qe o AE H & ol BolH STS 2 2H
413 Fol AH8-H ol &3 A sl of Pt

AdE Bt

o

A&y

I $ oc apply -f output/manifests/openshift-logging-<your_role_names>-credentials.yaml
ClusterLogForwarder A1-8 2} B 9] 2|4 22 AA AL AZ I U

I apiVersion: logging.openshift.io/v1
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kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: clf-collector 6
outputs:
- name: cw
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: <your_secret_name> Q
pipelines:
- hame: to-cloudwatch @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

-ow (D

dAA FHAA CROIEL A2H 2~ ook Pt 0 21 A T E BE
o]

G AR F& A CR ¢ 25 o] 2= openshift-logging o]ojoF Ut & =1 A
G2 TaANA = RE Y EFHo|2E AT F AFU T

clf-collector Al H] = Al A & APt} A H| 2 AR L 21 ADF27} openshift-
logging Yl ¥ 2@ o] 2o Ml £ H A 42 Aot vF 22 A2z 78 e gyt

29 0|52 AR AU

cloudwatch #3 2 A A gt}
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230

logType 2 7zt 21 Fol g 21 255 A ¢

namespaceName2 7zt o Zg]Alo] A Y| ¢ Adol2o Y3 21 2F S WA
Uch 1z 9 R 2O dFS B8R gon logType o 93] 25319 BH =
AFY

namespaceUUID:= 7} o S2] 7] o A vl ¢l =5l o] 2= UUIDo th &t A 22 152
AT AzZe 2 Ak 208 g8 Mol 23 agE 44T

o

Al A3} 21 2§ o] &2 2 7] & infrastructureName 3 FALS vl el £219
S AR I

0

AWS 21 dS A gy

9]

>
=
w
r o
ol\
oX,
o
)

<l
o]
it
>
I
p)
Lo
o
uli
o
Y
o
%
i
v

10

A Aa: sho] majel o) o] B8 A4 Fh

11

shol etel & Abg-she] A

SE LN

e

21 %9 (application, infrastructure, === audit)2-

12

~

ol ylojziQlo g 25 A W ALET =9 o] 53 A I

AWS STS APl &=


https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

o)
oX
fru
M
4
N
NE,
r
e

10.5. =27 371 +4

Red Hat OpenShifte] =72 Z#2E oA ¢ R fZeA o)A 225 47313 Kubernetes Pod
%2 =24 E v eld o€ £ dlo]§ & 733t o). ClusterLogging AH8-#F 4 o] 2] 4 2(CR)9]
spec.collection ZH1 A& 53] =21 7] Yt A YHE RE 4L Fh4F 5+ dFUh

10.5.1. 21 53 7] 74

ClusterLogging A&7 4 9] 2] £2(CR)E 543t 2404 AHgahe 22 97 43< 742
% AUt

Za

Fluentd:= o o]’3 AH8-5 %] g0 &5 d2|=oM A7 € 44 44t} Red Hat>
A de| & gfo] ZALolZ <k o] 71wl M vl 53 S A DS AT AT o] 752
o ol M AFE A Yt Fluentd djdl Vectors AH8- 2 o= S5y

A 27 A

[}
224 A o] A&y

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

ClusterLogging CRS A A 54Ut}

ClusterLogging CR 2 & H At¥g 4 fvoh.

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
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#...

spec:

#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

=700 A8 27 547 FFYUTh ME T fluentd A 5 Y&

t& 9% & 235} ClusterLogging CRE 483t
I $ oc apply -f <filename>.yaml

10.5.2. LogFileMetricExporter €] &2 A4

27 v A 5.8 o] 4 vl A 4] = LogFileMetricExporter= 71 23 o 5 =3 7]9} 37| ¢ o] A vl £ 5
A k&t Aol E A3 sl AAH 204 v EE S AAs# A LogFileMetricExporter CR(A}
‘A A fax)E FFoE Ao A

LogFileMetricExporter CR2 A} A 5} %] ¢t 2 OpenShift Dedicated 9§ &< ] A] ¥ =] Produced
Logs ¢] No datapoints found v A x| 7} A€ 4= dFU .

A 27 A

[}
A4 Aol AHUh
[}
Red Hat OpenShift Logging Operator7} A x] ] o] £t}
[}
OpenShift CLI(oc)7} A ] 5 o] 54t}
=k
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ol)

LogFileMetricExporter CRS YAML 3¢ 2 A4 ).

LogFileMetricExporter CR <

apiVersion: logging.openshift.io/vialpha1
kind: LogFileMetricExporter
metadata:
name: instance
namespace: openshift-logging
spec:
nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] 6
#...

X8 A}g}: nodeSelector =¥l 2}+= Pod7} o ¢k =

2]

U,

©

A€l x}3}: tolerations 2~ €l 2= Podol| 4] 3] &3l 3] & ¢4}

o2 932 43 35}o LogFileMetricExporter CRE 283

I $ oc apply -f <filename>.yaml

resources ==&l 2= LogFileMetricExporter CRol| tj g 2] &2 @ 7 A3 H ol §
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logfilesmetricexporter Pod= 7} :==0] A =3 7] PodS AH&-3lo] FA o 23 HUd}.

o2 93 e 4335t 82 #235)o] LogFileMetricExporter CRE A A g J] d 25 o] &~
o] A] logfilesmetricexporter Pod7} A3 5] 21 =X 13},

I $ oc get pods -l app.kubernetes.io/component=logfilesmetricexporter -n openshift-
logging

2 o

o

NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9qbjj 1/1  Running 0 2md6s
logfilesmetricexporter-cbc4v 1/1  Running 0 2md6s

10.5.3. 21 4% 7] CPU ¥ v 2] A|3+ LA

27 5%71% CPU 2 v xe] AdS BF =4

e

+ a4t

A )
openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E AT .

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
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oX
fru
M
4
N
NE,
r
e

doo uet CPU R vime] A 2 23S AU A E 7ol 71283 A Yo

105.4. 4 24 T4

Red Hat OpenShift Logging Operator= A4 d Z} 98 219 o3t A v =
EZIZEH & F AE=F Ut o] AH| A= g8 FAAN ANAE TEE =F
2 Og3g 7Ivte s AAAH YL

2 W Ealo] 2ol
o AE = o) B

t}5 21 A2} ClusterLogForwarder CR W £ 9] 3¢ A H] X o] 2 <
ClusterLogForwarder CR_name>-<input_name > @2} 2 2 ¥ o] gJ& Ut} o : example-
http-receiver.

& A A] ClusterLogForwarder CR ul] 32 2] 7 ¢- o] &¢] instance ©] 3L openshift-logging dl
9l 2 o] 2 0] = A H] 2 o] &2 collector-<input_name> &) 2 2 o] AF ). 9:
collector-http-receiver.

10.5.4.1. ZA 225 HTTP A 2 A5 =8 7] 4

ClusterLogForwarder A}-8-# A 2] 2] 4 2(CR)9 A http & +21A 2o 2 X A3l HTTP 924 &
TS5 A 225 HTTP A E FASIES 21 718 +A8 Y + dF5U . o] & &3l OpenShift
Dedicated S 2| 2F U4 4 Qi oA +=1A A 219 35 2L AZALEAETS F AFsHH

A 27 A

[}
Bl A gl YU

OpenShift CLI(oc)7} A 2] & o] 54Ut
Red Hat OpenShift Logging Operator7} A x| & o] 51t}

ClusterLogForwarder CRS A3 &5U ).
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apiVersion: logging.openshift.io/vibeta1l
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service_account_name>
inputs:
- hame: http-receiver ﬂ
receiver:
type: http 9
http:
format: kube APIAudit 6

port: 8443 ﬂ
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver
#...

o
)
4
r

o] o] 52 A4 k.

2]

99

AA 79 2 hitp 2 AF FU

+

©

A= http 42 2219 ol kube-apiserver ¢ 3= 32w R A g}

L4

Ae) Akt 918 SR 54 U718 LEE X4 §1th 1024 ~65535 Ape] ] gt
olojef guth. o] go] AHA P& AS 71 BzhL 8443 YT}

©
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Al A A vl £ E A}8-31= 7§ ClusterLogForwarder CR2] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- hame: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit e

port: 8443 ﬂ
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...

9 #7253 http = AZF

& A = http 9= 2129 i3] kube-apiserver ¢ 3= &

948 Aol vl @ o] etel & P T

Ad4dUd.

=)
2
e
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oS 9 &S A3 3lo ClusterLogForwarder CRol| 17 A3} A 83t}

I $ oc apply -f <filename>.yaml

APl ZA1 29 7 &

10.5.5. Fluentd 22 AZx= 93 215 74

Fx

Fluentd= 1 o]3 AH8-H %] o 5 ] 2ol A 7€ 473 4t} Red Hat2
A de| & gpo] ZALo|Z <t o] 7wl M3 vl 3 S A2 AT AT o] 752
o ol A AFE A Yt Fluentd djdl Vectors AH8- 2 5= Sls 4y

=70l Fluentd =71 Ag4¢] Y% £33 ol AHS & 5 91 ol ¢ Fluentd vl 571 £
Utk o] @ vl M5 E AHg- 5ol thS Fluentd 5512 M3 5 A5vth

[ ]

cERE EREER
[ ]

cEEZ DR
[ ]

Fluentd= % =Z#}= &< blobolA 21 dolHE £ It} Fluentd7} =32 AT W IaE =~
o] Xl Q= ASZ 7hFHo] FArtHolH=E AYF Utk F=27t 75 A4A Fluentd= F2E& 7=
ol UL 7|4 A= SAIH 7] Ao RAFHAY did 715g Yt Fluentd= U E9 3 4] =
= U39 §3F EA9 22 A8 7HA] o] FE HAE FHAEA X F IdFUY. FAE SHAE F

£ 7% Fluentd= 74 € dl & Z2A1E tA] Al =gyt

71¥.2 o 2 OpenShift Dedicatedol] 4] Fluentd= </~ &/ 92 =z Il & A& 3lo] S HAE UA] Al =
gt 1714 Fluentd= 21X AA = 744 ZHO7] A17HS Tl E S22 gidd dig a2 23S
Zole dl =&l YUth A Mo x5 H|EA S A 77/ A = HH S AHE-5le] A A E 7HE
o2 HA ZTYANE AANE & F dFUH
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ge 7] A2ke AR set7] Slal AW EE ALgsto] HlolE & A e ®e] A%, v
A A e PASL, A MAS B B BEL, EGA L ANEES O A7 LS 5 A&

o

ClusterLogging A8 % 4 9] # 22(CR)eI A th& WA ALg3te] 321 9 SN S22 74
& % 9&Uth 229 Fluentdol A AH8-8 5 Y=% w7 M%7} Fluentd 74 Wl 4502 F7hgY)

3

olg @ w4 Oe 7 2.

[}
d¥ o) AL A} Bl glaUth 1R AR e T A 452 AZ e o
Ptk
[}
Fluentd 74 2 Asol )& A& A & o] = TF AHE ALl A ¥ o 3
U,
[}

oX
olf
S
ol
=
oo
s
i
v
Lt
oy
lo
N
ofr
2
Ay

ol S MAA L5

3 10.11. 325 Fluentd A4 =7/ S
wjl 7] ¥ = A 7|18

chunkLimitSize 7t R =) A =7 YT 8m
Fluentd+= o] Z7]¢] =gsld H =
o tlely 2271 & FA gtk 29
o} Fluentd= =25 #F2 2
JLAf A AE GU Tk
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ol 70 5

totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

240

A

N BEER EEERERE P

A 271Uk ¥ =277 o] gk

< %334 FluentdE H A2 9]

tlol¥
7 A

°|E =

3=
m(2),

6‘7—}‘0
=

Zejng

F7he AL e Fo

Ut A2 gl R E

a9y,

284 AQU T 8(2),
h(A17) =2 d(2)E A4
24 .

= 'l_ g }'"1:._; Ho]-tg:

lazy: timekey v 7} ¥ 4=
SN2 A5 &Y
Al gy o} timekey uH 7R

interval: flushinterval
P HFEE 7)o 7 A
a5 ZHAIYh

immediate: tj o] 5 7} 3
A F/HE AT HIE
Z A g}

F7H7hS e W A= B

EEE

throw_exception: = =2
o TA o 9] & BN
Ayt

block: 2 A w3 &4 7}
sl AE wj71x] ¢ o] g
£ TAYY

drop_oldest_chunk:

Mz EJe=HaAE S
etatr] s 7Hd e E
s AA G 2
HAIE=ENESHIR
ot 7Hx 7 A F U o

exponential_backoff # A =

o A (Z) Y T

1s

N
N

i
Jpu
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o 7 5

retryType

retryTimeOut

retryWait

Fluentd 3 = =3 571l i@ AAI 3 -8 Fluentd Z4] 9] w3 Z2]1<)

A3}

/\—]%]

=

S AL A AL A =

e exponential_backoff:
ZeAl A A= Abe] o] A
7+ =9 Yth Fluentd=
retry_max_interval j
MG =g d w71
T A A E=7HA] o 7] st
AN FE SHY

o}.

e periodic: retryWait vj
MNAFE 7IREe &2 F7]
Aow TN E AN E

Fuh

e W2 Ee A el A7HE)Y

Ut

exponential_backoff

openshift-logging 3 = 2] E o] 4] ClusterLogging A}-&# A 9] €]4&2(CR)E HF .

I $ oc edit ClusterLogging instance

ge ARG E FA8AY £4 3

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:
name: instance

namespace: openshift-logging

spec:

collection:
fluentd:
buffer:

chunkLimitSize: 8m @)
flushinterval: 5s 9
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flushMode: interval e
flushThreadCount: 3 ﬂ
overflowAction: throw_exception 9
retryMaxInterval: "300s"

retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m @)

EYAIE S8l ol F7H57] Aol 2k F=29] Aol 2712 AZFUH-

A3 EFA A4S AZFUH

lazy, interval == immediate 5 J 2 S2jAE 3L WY S AZFUL

B3 A A S 2= 5 A I

throw_exception, block =+ drop_oldest_chunk 5 771 715 &2 w2 F3 5%
< AR g

L

Yt

exponential_backoff 3= =& A v o] Ho 7-4 (X)) XA

A3 Z8A] A3 Al AA] = 73S exponential_backoff === periodico. = X3 g
Yt

s 32 E9A A AHER)S AZ U

cEREPELEVERE LIS
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Fluentd Pod7} Ajull £ 5 &%) 8215
I $ oc get pods -| component=collector -n openshift-logging
Al gro] fluentd 74 ol J=A &2A 3.

I $ oc extract configmap/collector-config --confirm

d: fluentd.conf

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread_count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT'] || '32"}"
total_limit_size "#{ENV['TOTAL_LIMIT_SIZE_PER_BUFFER’] || '8589934592'}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

10.6. FHUE] = oM E 3] & A7

OpenShift Dedicated o] ¥l E =}-9-E = Kubernetes o] E & A3t 24 & B3l 3 98 715
st PodUth oWl E 2t9-EH & 52 2 vl X3l oF .

oM E g9 HE=E BE ZZAEJA o]l EE £33t STDOUTH Ut 18 o3 3 7]1+= ol
sterLogForwarder A1-82} A o] 8] 2 2(CR)d Aol® A A4 = AGgr).

o
o
=z
m
it
3
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OpenShift Dedicated 4 2 7]

oW E 2-2-H ¥ Fluentddl] 371 =2 F718t2 A2 5 Qe & 2 WA A ¢
A 42 v + JdFUd.

10.6.1. o] E 2}9-F v £ L A

& DAE ALE e oW E F$EE 2 2E o] W £ ). G4 oW E 29 S openshift-
logging = =2 £ o] w] Ealo] Za]2E AA A o MES 38l of Fidh.

Fx

olwl & #}9-§ o]u] X & Red Hat OpenShift Logging Operatore] ¢ K7} o} u] ¥
L2 gLz edof gy

HAEE oWE g Bag A2 A, FH2H 4T L F2E g nayg
& AT 9ESS £ oW 2o PodE 74 s I . W E Sl
e AR sl M E o HAECPU L v=e 832 WAT 5 A&

A 27 A

A= AR S A5k 2 4 uRlE S Yol EstH A AA 3 Aol Ayt
ol & =] cluster-admin & o] = AHEAR T AISRE 432 + 54Uy

Red Hat OpenShift Logging Operator7} A x| ] o] ) oo} g},

=

EZ¢HE HES AT

apiVersion: template.openshift.io/v1
kind: Template
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: vi
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metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: [
resources: ["events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: vi
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:

config.json: |-
{
"sink": "stdout"
}

- kind: Deployment 9
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter"
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
hame: eventrouter
spec:
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serviceAccount: eventrouter
containers:

- hame: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: ${MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- nhame: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel9:v0.4"
- name: CPU ﬂ
displayName: CPU
value: "100m"
- name: MEMORY €@
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace
value: "openshift-logging" g

openshift-logging Z 2 A E o] x| oWl E 2}9-E§ A v 2 AA S AT

Zy2E o o|MEE RUEH T ClusterRoleS A3}

ClusterRole& A 1] 2 7| A o] u}<l g s}l+= ClusterRoleBindingS A A g t}.
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openshift-logging Z= A Ed|x] 74 WS A A 3te] & Q3 config.json UL A
A

openshift-logging = =4 = oA v £ A3t o] = 2-9F PodS A4 7

e
v0.4 o} 22 Bl oz AEEE o|uAE ARG

oWl E 24§ Podoll 23 H4 CPU ¢S AR Y. 71232 100mA Yo

o|Wl E 2}9-§ Podol] @33

B>

w2 FS AZ UG 71 232 128MiYd Y .
2 B A E = AX 3 openshift-logging Z 24 €= =3 g}

o B3 AHgstel AEE A s A8
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -

a2 59 o2&

$ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

2 o

o

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created
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o

o

openshift-logging Z2 A E 9] o]Wl E &9-E| 7} AR & A=A g2l

A oWl E 2}-9-F Pod H7]:

I $ oc get pods --selector component=eventrouter -o name -n openshift-logging

2 o

I pod/cluster-logging-eventrouter-d649f97c8-qvv8r

oM E S EolA 5§ o WME B:

I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

q=

e

W e gay.

$ oc logs cluster-logging-eventrouter-d649f97c8-qvv8r -n openshift-logging

2 o

{"verb":"ADDED","event":{"metadata":{"'name’:"openshift-service-catalog-
controller-manager-remover.1632d931e88fcd8f","namespace:"openshift-service-
catalog-removed","selfLink":"/api/vi/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion™:"21399","creationTimestamp":""2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-
catalog-removed”,"name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Co
mpleted","message":"Job completed","source”:{"component":"job-
controller"},"firstTimestamp':"2020-09-08T15:40:262","lastTimestamp'':"2020-09-
08T15:40:26Z2","count":1,"type":"Normal'"}}
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OpenShift Dedicated 4 27
11#Z. 21 288 R
M1 272 282X ZR

232 A7) Y&l S 2E A W3R Loki =+ Elasticsearch 21 A &4 2 A& A
ClusterLogForwarder A1z} &4 o] 2] 42 2(CR) & Al&3lo] 212 9B AA4LZ AGT = &Y.

1111, 22 288X 538

Loki= %o = 33 7153
Elasticsearche] dj¢te = Al Zg Yt}

¢
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)
%
o
v
ofN
I
'
m
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M
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X
>
>
o
[o
o
t
oy
o
do
)
fu
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X

X
B>
fu

Elasticsearch= 0] 9= 22 I Z =5 3 T &A35] AdAF UG Loki= =7 T 2 714
AFE HolEgt sy 228 AR T o B9 & B4 S PP F Loki= 22E ¢
m=A =838 4 JdHFUd.

11.1.1.1. Elasticsearch 21 A A A AR

2 7) Elasticsearch Q1281 2= 2k 79 ol tiy] 2@ x| Lo 2 HA3 2 g2EHJSULY. 21
£ A717F f A5 E "ol H & EA 2B A A| 2" o 7 o]l F55t= Aol EH5UYLL

Elasticsearch:= Fluentd?] =1 d|o]H £ Hlo|H A AFAA & /g 22 PAS OGS ZH Qa2 s
shardsz}3l o= 27t 2] 712 9] 23ty 28| 3 o] 2715 Elasticsearch 22 2~F 9|
Elasticsearch == A Eo] &4 v X1 g}, 4ol gt= o] 59 shard A} S A st ==
ElasticsearchE 74 & 4 <4t} Elasticsearch= ©] ¢ A] Elasticsearch == ol &4} vl X] g o}
ClusterLogging A1-8 7} % o] 2] 42(CR)E A1/ sharde] 2] %42 x4 slo] vlolg FEA 3 2
oo tf 3t 3] = e AL AF T F+ Y&t ClusterLogging CRe] BE A S AHg-5lo] thkst 21
TR REIS AT 7= U

g 2 'l £ o] 7] ¥ shard 4=+ Elasticsearch H| o] E] == 429} ZH5U T

Red Hat OpenShift Logging Operator 2! —19]] ‘54 = = OpenShift Elasticsearch Operator:= 7}
Elasticsearch ==7} A}A] 2 E 2 A EFo] Q= I {3 H|ZE A1L35 v THEE It D Qo] o}
2} ClusterLogging AF&-# A 9] 8] 4 2(CR)E Al&3}4 Elasticsearch == &% =2 F Ida5Ud. &
E8 A 74 AA A 18] AL Elasticsearch A4 A 2 F x4 9.
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https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html

N4 21 2E8%

317184 Elasticsearch $t7 o= zt 2t A= & I 2E 9 Y+ H4 3719
Elasticsearch :==7} 2 g 3.

Elasticsearch 919 =] 8-l RBAC(S & 7Iut QA 2= A o) & AHE-5HA 7l At o & 21 Al
EAE  AFUT. BA= BE 20 QAT F o MEAe 22 E] 2Rt 44
& 5 dFuh

Eal
Eal

1.1.2. 272 A2 A8

LogQL =2 2] 0] & Al-8-5e] Lokis A2 & 4 A&

11.1.3. 371 g &2

[ ]
Loki 74 4 24

Loki S HAlE A~ &g x] A

11.2. 20 2E2| X X

OpenShift CLI(oc) &=+= OpenShift Dedicated §] <& 2 A}-8-3l<] OpenShift Dedicated = 2 H
o 2 AFALEWMET F AFH

51

27 5.9 )29 = Hdlo] EH OpenShift Elasticsearch Operator v 7 o] Z glx] o]
A g5Ut. A A Logging 5.83 7] €] 2 ¥ OpenShift Elasticsearch OperatorE
AH&3tE A9 =7 5.89] EOL7HA] 2 A ol A A4 &5 3 th. OpenShift Elasticsearch
Operators A}-§-3te] 7] 2 2~ &2 & #&] 5t tl4l Loki Operators A8 = 2
Ut 27 go] ZAto]|F B o g AHA| g &2 Platform Agnostic Operators =
x4 A L.

11.2.1. Loki 21 A &4 vl

Loki OperatorE A}-8-3}lo] OpenShift Dedicated 2 2] 2~F o] U] Loki 21 AZ4AE v X 5= Q)
4t} Loki OperatorE A X]3t & B S AA 3t Loki QB A E ~Eg A E 743513 LokiStack
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https://grafana.com/docs/loki/latest/logql/
https://grafana.com/docs/loki/latest/get-started/components/
https://loki-operator.dev/docs/object_storage.md/
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

OpenShift Dedicated 4 2 7]

CROAME A B 9] 2] &2)8 WA sl oF Fuit.

11.2.1.1. Loki vl £ =27] =A

Loki®] 7] =4 & 1x.<size> F2] & WFH T 7|4 1x g2 22X 0] 3 < size >= A5 7]

52 AT

3 11.1. Loki =27] =4

1x.demo 1x.extra-small

dlolg A% o] =9k AL 100GB/<

=3 A8 $£(QPS) ©RTAS 200msol| A 1-25

QPS
24 29 S 2
%CcPUS e 147} 2] vCPU
rulerg AHg-sh= Sre=y 167} 2] vCPU
7% % CPURH
Fu=z 23 #le 31Gi
g 8E W 35Gi
T e 2%
R EE T 40Gi 430Gi
rulerg A}&-3h= 80Gi 750Gi
A EYra e
%

W E 2710 sl 54 1x B WA 5 s,

x.small

500GB/day

200msol| A 25-50
QPS

34 vCPU

42 vCPU

67Gi

83Gi

430Gi

750Gi

11.2.1.2. OpenShift Dedicated ¢ =<2 A}-835}<] Loki Operator 4 |

Ix.medium

2TB/day

200msel 4] 25-75
QPS

54 vCPU

70711 ¢] vCPU

139Gi

171Gi

590Gi

910Gi

OpenShift Dedicated 22 ~Hol| 272 A X331 A3l H 37} Operator=S A 3] 3j o} g t}.

o] Z¢]-2 9 &< W ¢] Operator Huboll A =3 & 5= 5t
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N& 21 28X

OpenShift Dedicated Operator= CR(A- &7 A 9] ] &£ 2)L ALg-35lo] s S Aol A D s A
3’\ 2 FE UG B F£F9 74 L A3 CRUAA A&7 Al 33Ut Operators 223 A A]
S Operator =2]o] 239 2 AHH S 7|wto g 319 +F Yo = Warl. CRD(AHEA 4 9
El** A 9])= CRE A9l star Operator A& A7 AHS S A= e 743 Ut Operators
A xsl'd CRD7I B4 == CRES A A sl= d AH8-gY.

A 27 A

[ ]
A A= 2B A E A4 (AWS S3, Google Cloud Storage, Azure, Swift, Minio,
OpenShift Data Foundation)ol] ) Al =3t 4= Ut

224 Aol dgUth

OpenShift Dedicated ¢ Z<9] AA 23 = A&}

A=}

1.

OpenShift Dedicated ¢ =& 2] #} 3} )| A Operator —~ OperatorHub = o] 53}
2.

7199 == F¥ ¥ =] Loki Operators ¢ & 3 t}. A8 7153 Operator &-5-of A

Loki Operator & & z‘& oL AxE Z8 3.
T8
Community Loki Operator= Red Hatol| A] A 13}x] &5

3.

¢ Hl o] E |2 & stable ==+ stable-x.y S A& g r}.

stable iﬂgo HAA 27 Dy 20 g3 Ju o] Evt Al Z3t) oA Ay~
o dg dulelEE A% oy AH2IA A2 S stable-x.y 2 73] oF
P o714 xy & AR F 274 D vlold] WAL depdynh o2 51
stable-5.7 ¢} Y }.

i
- W
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Loki Operator= = = Operator 15 4] ¢ 25 o] 2 openshift-operators-redhat ol ul &
Holol str g AX] R E 9 AXH Y Y2 o] 7} o]u] e o] Q&) o] U= o] 27}
oH gl 2% o5 98 AP H YU

o] Y] ¢l 2 o] 2] A operator-recommended 22 2~E ZUEH ALE2 A& ).

o] %42 Namespace 9 H A E o) A openshift.io/cluster-monitoring: "true"” =} & 43
gy &8 28 24 HH o] openshift-operators-redhat ] ¢ 25| o] A= A3 Y= = 5}
A o] FAS AgsoF gy

5.
HUolE ¢ 9] A9 As S A9d g5 AAE Yy
Mu2 A 59l Aol AF oz APH 3¢ Aest A LA Al Operator vl A & AL
|3+ de= FA l ZZ A7 A ZREU . 521 Aol Manual = 489 3¢ Wi
2 AUl EE 5o = FA&of gl
a5
1.
Operator ~ A X ¥l Operator = o] 53}
2.
openshift-logging Z= A E7} A 5o JI=A] gl
3.
Ze] &l A InstallSucceeded 7} £ 3HE =2 39l Z A9 HY G5 H AE VL LA HEA
syt

Operator= A x| 7} 95 5 7] Ao A5 A& S TA T 5 It Operator A 2] 7}
InstallSucceeded W A] x| ¢} 7] ¢k5 =W Ho]X & A= —,;gq];}

11.2.1.3. ) &2 A}1859] Loki S HAE A€ X2 Bl AA

Loki @B A= ~Eax = 7Aste]W 1eke AAs| ok It OpenShift Dedicated 9 =<9 A}
g3tel Al 4T F AU

A 27 A
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& 21 258X

224 Aol dgUth

OpenShift Dedicated §] &0l AAM 2T 4= JdFUh

Loki OperatorE 4 x| 3 &1 t}.

a7
1.
OpensShift Dedicated ¢} 22| A2zt A oA f1A2E ~ A A 0% o] g3
2.
AR EFTe 2204 YAML o] A A= 3o
3.

access_key_id 2 access_key_secret Z =5 Al§31o] Q15 AR A w7 o] F,EH, XY
=2 AAst QBAE 2EA YA E 4 2st= A2 S AP T AWSE v oA 9
A AHg-E Yt

Secret 9 H A E 9] 4

apiVersion: v1

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wdalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

Loki ¢ 1B 4]

|

2EdXR

11.2.1.4. 993 == ID H g ol A
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OpenShift Dedicated 4 2 7]

Az=E D Aol AL Fal B B2 ALg sl FTHSE Sl 272 A gl AFT 5 A&

=N

L

A 27 A

[}
OpenShift Dedicated 4.14 o]
[}
27 5.9 o4
Az
[}
OpenShift Dedicated §] =& A1-8-3l<9] Loki OperatorE A x| 351'H STS &8 27} A}
Fo 7 ZHAHUd. &S A A5 Loki Operatoro] A ¥ <H2- x]-$-+= CredentialsRequest 2
BAEZS AAst= "l 2R3 dolHE Algstet= WA A 7t E’\l%q‘:}
[}
OpenShift CLI(oc)= A1-83}<] Loki Operator=S ]z‘s}% S O3 d 9} 2ol 2EE A
TaA AE3 AE S AL st A BATHH o8 X—ﬂ & FFoE AAdoF gt o] Q1
S A= AA1E 25 A FFA gisiA T A A g

Azure 1= B 23HA

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-5.9"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: CLIENTID
value: <your_client_id>
- nhame: TENANTID
value: <your_tenant_id>
- name: SUBSCRIPTIONID
value: <your_subscription_id>
- nhame: REGION
value: <your_region>
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N 23 2e8A

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-5.9"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: ROLEARN
value: <role_ARN>

11.2.1.5. 9] 245 X183}l LokiStack A1-8A A 9] gl &2 A A

OpenShift Dedicated §] &2 A}8-3} LokiStack CR(AF&- A 4 o] 2l &22)S A4 5 A5
o}

A 27 A

[ ]
d A Aol sy
[ ]
OpenShift Dedicated §§ & o] A2 = JFU
[ ]
Loki OperatorE 4 x| 3 &1 t}.
e

Operator — A X € Operator sl o] A £ o] 5@t R E J2H = Y& F=h
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Create new =§Ft}-¢ 5S04 LokiStack 2 A&},

YANL 2715 HAe3 08 o8 9522 A183he] LokiStack CRS 414§ .

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- effectiveDate: '2023-10-15'
version: v13
secret:
name: logging-loki-s3 e
type: s3 ﬂ
credentialMode: 9
storageClassName: <storage _class_name> G
tenants:
mode: openshift-logging

logging-loki 2= o] 22 AH4- gk

2]

|2 3715 AP 27 5.8 o] A A Lokie] 29 M Q2g 2o R AH
= 37] 842 1x.extra- #159 ,1x. windows == 1x.medium ¢ t}.

©

20 2EAA N ALHE A2 AZ T

A9 224 432 A4 FUc

®© O

AA 2R 9] 2EZ A S o2 Y
2EFRAE G 28R FHEZE AAZTY

FUth Ao A5 AN E 2%

=
|
t}. oc get storageclasses 43 3 A&
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stel Ze 2ol AHg Thsd 2EDA FALE 1Y
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11.2.1.6. CLIZ A}-&3}<] Loki Operator A %]

OpenShift Dedicated S 2] ~E| ol 4% A X353 7/ 5t H 71 OperatorE A 2] 3jl oF g o}
o] #¢]-& OpenShift Dedicated CLISIA 43 & 4= AF ).

OpenShift Dedicated Operator= CR(AF& A} A 9] g4 2)& ALE-351a] o Z8]Alo]l A 2 sl 74
L2425 AU 2 759 748 2 242 CRU YA AH8-A7E Al 3 ). Operator= 225 A A|
#-2 Operator =2] ol E3H8l 29 Al E 71who 2 9] +& 2 o2 Mgk CRDAHE A 4 9
g a2 Aol)= CRE A 25l Operator A&7 AHE- & = 9= 2 E AL Y<E 3. Operators
A% 5w CRD7} 44 == CRS A48 vl ALe Yt

A 27 A

27 Ago] A&

[ ]
OpenShift CLI(oc)E 4 X ¥4
[ ]
ALE = LUAE AL AT 5 A FUT. o & E0] AWS S3, Google Cloud
Storage, Azure, Swift, Minio =+ OpenShlft Data Foundation{] 1] t}.
A=}t

Subscription 2 VA € = A A3l

apiVersion: operators.coreos.com/vialpha1
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

channel: stable 9

name: loki-operator

source: redhat-operators G

sourceNamespace: openshift-marketplace

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

259



OpenShift Dedicated 4 2 7]

2]

stable == stable -5.<y&gt; = A2 = A A}

©

redhat-operators= %] & g} t}. OpenShift Dedicated 2 2~E 7} A gtE U EQY =
(4] #7271 Z82H)d A X7 79 OLM(Operator Lifecycle Manager)S -4 & v A3
A9 CatalogSource ¢ B A E o] o] 22 XAt}

Subscription 2 B A EZ 2 23]t}
I $ oc apply -f <filename>.yaml
11.2.1.7. CLIZ A}£3}] Loki 2 B A E ~E ] x] 2] Wl AA]

Loki 9 A= 2 Ee]x & 4shel@ Bek2 44 slof vk OpenShift CLI(0c)E AHg-5to] o] &
2 #4925 &t

A 27 A

[ ]
el Aol YAk
[ ]
Loki OperatorE 4 x| 3 &1 t}.
[ ]
OpenShift CLI(oc)E 4 X ¥4
4
[ ]

e HE e daste] AFA R 7] vhedo] A T H o] Bt AT

$ oc create secret generic -n openshift-logging <your_secret_names \
--from-file=tls.key=<your_key file>

--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>
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Agel A7E 98] Avt EE BT F 2AS AL HYA .

o
ol\

ge WEe Aaste] neto] A4 HAEA FAF T,

I $ oc get secrets

11.2.1.8. CLIZ A}-8-3}] LokiStack A}-82 A €] 2|42 AA

OpenShift CLI(oc)E AI2-35lo] LokiStack CR(AI&-#} A o] 8] 4&2)S WA T = JdHFU .

A 27 A

el Agko] Ak
Loki OperatorE 4 x| 3 &1 t}.

OpenShift CLI(oc)E A X g4

LokiStack CRS A A ol

LokiStack CR<]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki ﬂ
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namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- effectiveDate: '2023-10-15'
version: v13
secret:
name: logging-loki-s3 9
type: s3 ﬂ
credentialMode: 9
storageClassName: <storage class_name> G
tenants:
mode: openshift-logging

logging-loki 2}= o] &2 A& o

2]

W ¥ 3712 AU 27 5.8 0] WA A Lokie] =z A2E 20 A Y
= A7) 4L 1x.extra- #159 ,1x. windows == 1x.medium ¢} 1 t}.

©

23 2ugAd A HE A2RE AT,

o

AT 2EdA FIS A AU
©
6/

PA 2EZA 9] 2R S oFS AHFUT ARG e A= &5
2EA & o= 2EA FH2E AZ AU oc get storageclasses BH 2 AR

ste] Zel2Eol AHS b5 @ 2EdA 2928 398 5 A&t

& 932 233l LokiStack CRS & &3t}
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ol

N& 21 28X

g3 43S 243513 &3S #2319 openshift-logging Z 24 E o] PodE 143l A
A S AAdU

I $ oc get pods -n openshift-logging

e 553 §A8 24 74 240 d§ o2 Pod7 EAHER Sl g

%9 o

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mnli82 11 Running 0 14m
collector-6¢cglq 2/2 Running 0 45s
collector-8r664 2/2 Running 0 45s
collector-8z7px 2/2 Running 0 45s
collector-pdxI9 2/2 Running 0 45s
collector-tc9dx 2/2 Running 0 45s
collector-xkd76 2/2 Running 0 45s

logging-loki-compactor-0 11 Running 0 8ma2s

logging-loki-distributor-b85b7d9fd-25j9g 11 Running 0 8ma2s
logging-loki-distributor-b85b7d9fd-xwjs6 11 Running 0 8m2s
logging-loki-gateway-7bb86fd855-hjhi4 2/2 Running 0 8ma2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2 Running 0 8ma2s

logging-loki-index-gateway-0 11  Running 0 8ma2s
logging-loki-index-gateway-1 11  Running 0 7m29s
logging-loki-ingester-0 11 Running 0 8ma2s
logging-loki-ingester-1 11  Running 0 6md46s
logging-loki-querier-f5cf9cb87-9fdjd 11 Running 0 8ma2s
logging-loki-querier-f5cf9cb87-fp9v5 11 Running 0 8m2s

logging-loki-query-frontend-58¢c579fcb7-lfvbc 1/1 Running 0 8ma2s
logging-loki-query-frontend-58¢c579fcb7-tjf9k 1/1 Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 11 Running 0 46s

11.2.2. Loki S B A E ~ &g X

Loki Operatori= AWS S3 2 Minio 2 OpenShift Data Foundation 7} 722 7]€} S3 33l o B A E
A A4S ALY Azure,GCS 2 Swift = X 4g ).

Loki 2~ E 2] % o] &%=+ nomenclaturex= logging-loki- <your_storage_provider> ¢/ 1] t}.
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https://aws.amazon.com/
https://min.io/
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://azure.microsoft.com
https://cloud.google.com/
https://docs.openstack.org/swift/latest/

OpenShift Dedicated 4 = 7]

e Bi 7 258 2340 03 LokiStack CR(AFE A 9 9] 2] 42) W ¢] 8 g nolZUch
AA G N E L 2EeA gFA] AH e Az A L.

N2 A3k I weE F=x

2E2A Fa2 B FI A
AWS s3

Azure azure
Google Cloud gcs

Minio s3
OpensShift Data Foundation s3

Swift swift

11.2.2.1. AWS ~E 2] A

A 27 A

[ ]
Loki OperatorE 4 x| 3 &4t}
[ ]
OpenShift CLI(oc)E A X .
[ ]
AWSe] 4171 2 B4 P&t
[ ]
AWS IAM B A 9 |JAM A} A2 A A A5
A
[ ]

t& W@ 2 A9l o § logging-loki-aws & AHg-stel QHAE 2EelA) AL A

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literalzendpoint="<aws_bucket_endpoint>"\
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based

N& 21 28X

--from-literal=zaccess_key id="<aws_access_key id>"\
--from-literal=zaccess_key secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

11.2.2.1.1. STS7} @439 Z ) ~€ 9 AWS ~E7]R|

Z e 2Ho| STS7I @A 3¢ 79 CCO(Cloud Credential Operator)= AWS EZ2 Al-&35lo T7]
S ALy

ol =
REare)

U5 %S APste] Loki QBAE e A HS FEo2 AT F AFUT

$ oc -n openshift-logging create secret generic "logging-loki-aws" \
--from-literal=bucketnames="<s3_bucket_name>"\
--from-literal=region="<bucket_region>"\
--from-literalzaudience="<oidc_audience>"

Ae A 4, 71232 openshift 4.

11.2.2.2. Azure 2~ E 2] A

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)ES A X3 o
[}
Azured] v7l & A AFUH
Az}
[}
& ¥ 32 A3 sle] name logging-loki-azure E Al835le] QBAE 2 Eg X A| AL
AT

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>"\ ﬂ
--from-literal=zaccount_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"
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https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blobs-introduction

OpenShift Dedicated 4 2 7]

A A== 37 788 AzureGlobal,AzureChinaCloud,AzureGermanCloud =+
AzureUSGovernment ¢j 4},
11.2.2.2.1. STS7} @A 35 Za2H 2 Azure Z2E8 X

Z ] 2¥ o STS7| &4 3td o—.— CCO(Cloud Credential Operator)= Azure AD Workload
Identity S A}-8-3l] ©7] J15S A AP

e B S daste] Loki QBAE 21BN RIS FEOZ AT 5 AFUTH

$ oc -n openshift-logging create secret generic logging-loki-azure \
--from-literal=environment="<azure_environment>" \
--from-literalzaccount_name="<storage_account_name>"\
--from-literal=container="<container_name>"

11.2.2.3. Google Cloud Platform =& 2] %]

A 27 A

[}
Loki OperatorE 4 x| 3 &4 t}.
[}
OpenShift CLI(oc)E A X3 .
[}
GCP(Google Cloud Platform)d]] =24 = QA3 H}
[}
FAG T2 Ed W7 & YA AFU
[}
GCP %< 913l 5Y 2o Au= A5 S Ays sy
A3
1.
GCPolA =213 Mu| 2 AA 2F AR E key.json o|2= wd o] AU O,
2.

& @S Aqste] o & logging-loki-ges = AHg-ste] S BAE ZEelx) AL A4
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https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/storage/docs/creating-buckets
https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account

N& 21 28X

Fud.

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

11.2.2.4. Minio 2E 2] A

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.
[}
OpenShift CLI(oc)S A X3 .
[}
Minio 7} 22| =H | vl £ o] 5U
[}
Miniool] ¥ 7l S A AEFU
Azt
[}
2 9 #H S A3 3sle] name logging-loki-minio & A1&3le] S HAE ~EA A|TANL
ARG

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=zendpoint="<minio_bucket_endpoint>"\
--from-literalzaccess_key_id="<minio_access_key id>"\
--from-literal=zaccess_key secret="<minio_access_key secret>"

11.2.2.5. OpenShift Data Foundation =% 2] %]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.

OpenShift CLI(oc)ES A X3 .
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https://operator.min.io/
https://docs.min.io/docs/minio-client-complete-guide.html

OpenShift Dedicated 4 2 7]

[}
OpenShift Data Foundation & wj £ 8 &1t}
[}
ovAE ~& X = 935 OpenShift Data Foundation &2 2HE #4354
Azt
1.
openshift-logging 1] ¢ 23] o] 2~o]] ObjectBucketClaim A} &2} A 9] 2] A5 A AT
t}.
apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:

name: loki-bucket-odf

namespace: openshift-logging
spec:

generateBucketName: loki-bucket-odf

storageClassName: openshift-storage.noobaa.io

2.

o2 93 S A3 slo] #A ConfigMap ¢ B A EoA A £AS 714 J Yo
BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOSTY}')

BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_NAMEY}’)
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

3.

O3 9% S Adste] A A AR gA A QA2 7] & 7HA U
ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath='{.data.AWS_ACCESS_KEY_ID} | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath='{.data.AWS_SECRET_ACCESS_KEY}' | base64 -d)

4,

oS W8S 233ty logging-loki-odf 2t = 0|80 2 9HAE ~EFA A AL AAFH
=

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key id="<access_key id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"
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https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.15/html/managing_and_allocating_storage_resources/adding-file-and-object-storage-to-an-existing-external-ocs-cluster

N& 21 28X

11.2.2.6. Swift 2~ E 2] #]

A 27 A

[}
Loki OperatorE 4 x| 3 &1 t}.

[}
OpenShift CLI(oc)S A X3 .

[}
Swiftel] HZl & A AFU

=B

[}

o W32 2ty o] F logging-loki-swift & 183t @ BAE ~E R A 2L A
AU
$ oc create secret generic logging-loki-swift \

--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"

[}

HeRoz thg 9P e AAste] Z2AE doH, A T F )

i
2
o
]
o
o
oy
L

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>" \
--from-literal=domain_name="<swift_ domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"
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https://docs.openstack.org/newton/user-guide/cli-swift-create-containers.html

OpenShift Dedicated 4 = 7]
11.2.3. Elasticsearch 27 A &4 v £

OpenShift Elasticsearch Operator= A}-8-3}<] OpenShift Dedicated =2 2~E] o] W}
Elasticsearch 2 17 A Z A4S W] £ & 4 Y&}

Fx

27 5.9 g 20+ dd o] E” OpenShift Elasticsearch Operator v] o] Z 35 o]
AR &<4Uth AA Logging 5.87 7] 2 2~H OpenShift Elasticsearch Operator=
AHg-3t= -9 27 5.89 EOL7EA] A ol A A& &5 ¢ o). OpenShift Elasticsearch
OperatorE A}g-3lo 7|2 21 2~ &2 A E &2 3= dl4l Loki Operators A4 = %)
FUth 24 2ol ZAto]F Ex] ol g A g ] &2 Platform Agnostic Operators &
FxsA L.

11.2.3.1. Elasticsearche] =¥ x| 318 A}3+

7} Elasticsearch vl X 24 ol = 9+ £+ ] 2 23t} OpenShift Dedicatedol] 4| = PVC(F + £
7 29 4Y)E Ao

%—3}% - LocalVolume 7} ] o] 4] volumeMode:

BT EAN 2E &
B 23}%] u}MA] ¢ .Elasticsearch:= 94 5% EF &

blockol] AW H A E=
AHEE = lsU Y.

oﬂ
ool

OpenShift Elasticsearch Operator+= Elasticsearch 2] &2 o] &2 A}-8-3} PVCe] o] 52 A
Yt

Fluentd= systemd # g 2 /var/log/containers/*.log ¢] =& =1 & Elasticsearch|| #| 33 o.

Fh3t7] A8 FE v Rz e W 2 e vt SR8

Elasticsearchol = ) = ¥ 3 2¢L
£ A5t d o ZE Aol Z1 dlo]H FS ASAL ALE T

A gom eaA &Y o £
@ 2gax g3 o 292 I

7|BA o 7 ~E g XA {Fo] 85%¢l 7% Elasticsearch= A Hlo]|H = =t o] d93s= AL X3
1] t}. 90%-9l A Elastlcsearch 7153 A4S 7€ shardE S| G oA T E =2 xl]u]]x]vlq .1
g ALE 7Hs st & 3F0] 85% vt o] == o f 2K X F7to] §li= 7% Elasticsearch= Al <1
= B B 7l—ro}_' RED7} g4t}
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

N4 21 2E8%

o] vre Qg nla 3 =& ¢ Hula e A A L2 o)A Elasticsearch 7] 2714)
Ug. o]ﬁ-]tf]— 71232 AT F dFUTh A7t 5YE 7| 23S AFR A 9 A A
ol @ e WAL 4 Ay

11.2.3.2. 9§ &£ 2 A18-31¢] OpenShift Elasticsearch Operator A |

OpenShift Elasticsearch Operator:= OpenShift Logging°ll A}-& = = Elasticsearch Z 2 2~HE
g st ey

A 27 A

[ ]
Elasticsearch= " 22| & @o] AL&-5h= ol Z2]A o] A 4 U t}. ClusterLogging AH-8-2 3
o] g axdA @] A QstA &+ § 7} Elasticsearch ==o &= v 22 @3 9 A3 250 J
4= 16GB2| W=7} 3 a3t}

%7] OpenShift Dedicated ;== A E+= Elasticsearch S8 2~ E X Y35}17]o] FE3] =
A &2 T AU A7 vl 2 o] dllA 74 Elasticsearch == tj3] ] 64GB7}Ix 23
o}'v'%‘?i OpenShift Dedicated 22 2~ o] ;==& F7}8) oF g }.

Elasticsearch === Y2 2] A o= 253 4= gA|gl =

A gFyth

lLl

294 8730 A%

Elasticsearchol] & 3t g7 2E2] A7t QA=A &1t} z} Elasticsearch :==o =
ZHA 22X BFol 2.

P 2EA | 22 2FL A 7
volumeMode: blockell A H AA] £E5 BF
Elasticsearch= 9] 22 252 A8 4 s 1:}.

OpenShift Dedicated ) &< ol ] Operator — OperatorHub = =2 g},

A}-4 7} %k Operator &-% o] 4] OpenShift Elasticsearch Operator & 2832 AX & &
Bk
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OpenShift Dedicated 4 2 7]

A X9 Y] Y 25 o] 2] 4] openshift-operators-redhato] A= o] =] 821§ }).

openshift-operators-redhat v ¢ 23] o] 2= ] A 5] o} g t}. openshift-operators ] ¢
27 o] 20 A& 4 gl Community Operator7} £3+2 4= 91 o1, o] 2 213 OpenShift
Dedicated A ¢} U3 o] 59 A XE AXNE F+ Ao B2 FEo] TG

o] Y] ¢ &3 o] 20| A Operator 87 E2]2F RUHY AHES A gt}

o] |42 Namespace 2 H A E o] A openshift.io/cluster-monitoring: "true” 2} 2 44
. &8 2E 24 EH o] openshift-operators-redhat ] ¢ 23| o] 25 A3 == 5}
W o] g4S Ml of gt

stable-5.x € JUlo|E Q= A3t}

25 AL A1-&31A Operator A v A o] Z=n]2 1 OLM(Operator Lifecycle
Manager)°] A+ © 2 Operators Qelo]Ed 4 U th.

5% A

alok gt

filo

AHS-stea A A e 27 S-S 7H AHS-AH7) Operator I H[ | EE <<

il
1
iy
1
o
L
v

oY
ol

Operator — A X]H Operator 3] o] x| 2 7 35}« OpenShift Elasticsearch Operator7} 4
AHYQeA Ao

e 7 A 32 = E 3 2 A E o] OpenShift Elasticsearch Operator7l U< 5 o] =4 &
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N4 232 ~E8x

11.2.3.3. CLIZ A}&-3}« OpenShift Elasticsearch Operator A X

it
4
32
oy
kJ
)

OpenShift CLI(oc)E A1-8-31<] OpenShift Elasticsearch OperatorE A ]

A 27 A

[}
Elasticsearchol] @ 2§ o3 ~E 2 A7} =X <13t} 7} Elasticsearch ;== o] =

A ~Ee]A EFol Ba gk

74 ¢~ LocalVolume 71| 3| o] A
R Al L.

T 2EA 24 BEFS AL
volumeMode: blockel]l A A AA| E5 EF S AHE-3HA
Elasticsearch= 9] 22 252 A3 5+ Q&5

Elasticsearch= v 2.2 & @o] Al &35 o Za A o] AUt} 7123 © = OpenShift
Dedicated= W 2.2 23 9 A 3lo] 16GB<l 371 2] Elasticsearch ==& A X g} o] %7] 3
71 2] OpenShift Dedicated == A Eol| = &2 2F U] o] A Elasticsearch= 23] 5}7] 0] F+3
= 317} S T JdFYr. Elasticsearche} A A v 28] FA7F A= 4§ 7€ =29

W22 S S8+ g4 28 2Fo Elasticsearch :==2 ¢ F713t}.

H & Aol AU

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

Namespace 2 2 A EE YAML < 2 A A3

apiVersion: v1
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector:
labels:
openshift.io/cluster-monitoring: "true"
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OpenShift Dedicated 4 2 7]

o3 4 S 233l Namespace S HAE

i

SRS ARLE
I $ oc apply -f <filename>.yaml
OperatorGroup 2 2 A EE YAML 31 & A AT .

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ
spec: {}

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

o3 W9 S A3 sto] OperatorGroup 2 HA E & A8t}
I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operatord]] 1] 9 235 o] 2 & x] B A 32 4 3 Subscription £ 2
AES A4 IU

REEETEER

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: elasticsearch-operator

namespace: openshift-operators-redhat ﬂ
spec:

channel: stable-x.y 9
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installPlanApproval: Automatic 6
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

openshift-operators-redhat ] g 23| o] 22 XA 3j| oF g}

stable === stable-x.y = 92 AAFUL. o3 F 2 A4S FZHHA Q.

o o

redhat-operators= %] & g} t}. OpenShift Dedicated Z & 2~ E 7} A|3tE Y EL A
(A4 0o] 71 F22H)d A A= 739 OLM(Operator Lifecycle Manager)2 4 & o] A
A9 CatalogSource 2 B A E o] o] 22 XA 3t}

ry

-

S ol i
>

&L

stableS A std ¢+ A A HA el A vdo] APyt
installPlanApproval: "Automatic” 3} $7] stable & A}-8-3}'A Operator7} <4
2l A Wo]A] & vio]q A A= AF Yadel=g Y.

stable-x.y £ A4 std 54 F2 de=9 A viold vido] AAHU.
installPlanApproval: "Automatic” 3} g7 stable-x.y & A3} Operator7}
Fo = oA A A wloly HelA7 AF Jadel=g Yy

O 88 Adstd HEA2aHAS A &d
I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operatori= openshift-operators-redhat u] ¢ 23] o] 2~ 0] A %]
95 2 2E9| 7 Tz A e AU
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OpenShift Dedicated 4 2 7]

ge

ol\

U RS Addyn

I $ oc get csv -n --all-namespaces

2] & #3512 OpenShift Elasticsearch Operatore] Pod7} Z} ] 9 2=5] o] 2~ 0] A +=A]

NAMESPACE

VERSION REPLACES
default

Elasticsearch Operator 5.8.1
kube-node-lease
Elasticsearch Operator 5.8.1
kube-public

Elasticsearch Operator 5.8.1
kube-system

Elasticsearch Operator 5.8.1
non-destructive-test
Elasticsearch Operator 5.8.1
openshift-apiserver-operator
Elasticsearch Operator 5.8.1
openshift-apiserver
Elasticsearch Operator 5.8.1

11.2.4. 21 2E8 A 74

NAME DISPLAY
PHASE
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded
elasticsearch-operator.v5.8.1 OpenShift
elasticsearch-operator.v5.8.0 Succeeded

ClusterLogging AH8-4 4 9] 2] £2(CR)E S 3te] = ol A Abgat 22 2584 #3274
@ % gt

A 27 A
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N4 21 2E8%

[}
OpenShift CLI(oc)7} A x| 5 o] A54 T
[}
Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l W& 21 %%+
25 AAAFU.
[}

ClusterLogging CRS A A 35Ut}

51

27 5.9 g 24 = ¢ d o] E= OpenShift Elasticsearch Operator v] o] E3}5 o]
A g5Ut. dA Logging 5.83 7] €] 2 ¥ OpenShift Elasticsearch OperatorE
AH23tE A9 27 5.89] EOL7HA] 24 oA A4 2% 34 o} OpenShift Elasticsearch
OperatorE A}-8-3to] 7] 21 2E 2 X & A 3t+= dl4l Loki OperatorE AH8-3 5 9
FUd. 27 glo] ZAle] F Exd t] 3 &}A) g U] &2 Platform Agnostic Operators £

CEL RS

ClusterLogging CR logStore A4S A 3t}

ClusterLogging CR i

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)
name: {}
#...
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OpenShift Dedicated 4 2 7]

23 A 9L XA T lokistack &=+ elasticsearch ¥ 4 954Ut}

2]

Elasticsearch 21 A &4 O3 A&l 3 74 FAYY

©

F2 292 AR T ol g
ZeroRedundancy,SingleRedundancy,MultipleRedundancy %=+ FullRedundancy ¢ 4
AU th

L4

LokiStackol that A9} 74 &4t

LokiStackS =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2 4% S 233l ClusterLogging CRS & &3t}
I $ oc apply -f <filename>.yaml
11.3. LOKISTACK =1 A &4 4
27 A A A LokiStack & OpenShift Dedicated 2135 532 AH8-31o] Loki € ¢ ZEx]9] 27
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A Y 23S e YUt CloudEventStacke] £ x] = OpenShift Dedicated <152 A}1-&-3le] HE H
YA E AL Loki= M A 94 9B AR4A= 27 AZAE Jepdyr

11.3.1. cluster-admin A} 2z} 9 3to] A 18 WA

cluster-admin A1-§-z 2 of 2] v 23 o] 2o it o S| A o] =25 Hd
o714 S8 2He RE YYAHolA FAE 512000 2 e YUY 948 2717 YR
71 (XXXX > 5120) © 571 WA &1 o). LokiStacke] 210 tf 3 AN 22 W}t &35
© 2 Ao]st2 ¥ cluster-admin A& 4 = cluster-admin 75 ] Wu] 2 44 gt}
cluster-admin Z15°] 9l A% a9 252 A3t Ast= AHEAE F7HU

+ AX}ell we} cluster-admin A 3ko] = AHSAE A% Al 258 A4 EU T

o0 9L dgata Al 282 AT
I $ oc adm groups new cluster-admin

ERR L e

]_

el
fr

Fol 91

el

AH8-AE cluster-admin 2§l 713 o).

I $ oc adm groups add-users cluster-admin <username>

& 9% 2 Y sk cluster-admin A2 4 &5 1F F7HE U H-
I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin
11.3.2. Z 2] 2€ & tA] A &38= 5<F LokiStack 52

27 v A 5.8 o] 4 v A 9] 4 = OpenShift Dedicated = 2] 2~ €] & t}A] A &a o LokiStack =3 2
A AEE =29 A 7He @ CPU 2 W 22| 242 YA AlE Z5 3y o 3, OpenShift
Dedicated 22 2] ¢ o] E %ol LokiStackel th 3 o} e} o] 15Ut o] 522
PodDisruptionBudget #] 225 A8 3} =3 @ }. Loki Operator= 53 7oA AAA 2 zYg
2 BA57] g8 A L 4AEE ALE 7153 4 Pod = 2 A 5= Loki2] PodDisruptionBudget 2]
22E ZEHAYIYL.

F7tEas
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Pod =4 o) 2F Kubernetes 4]

11.3.3. == Fol & 3| &3l =5 Loki 74

27) 5.8 o] 4 ] A A Loki Operator:= Pod §AM4 WA 78 AA L A Q5] ELI LA QA9
Pod7} 221289 4& ALS 7 @ =0 ddH =5 2 Fdy o

AP ol zh:;} 28 o) sk Pode] 449 th 4V WA Pod7k sl 4 of bl A e

OpensShift Dedicatedol 4| Pod 74} 2 Pod 741§ %= & A&t th& Pod9| 7] 7t 2ol o}
2} PodE o8 F e == AT F dHFU

Operator+= compactor,distributor,gateway,indexGateway,ingester,querier,queryFrontend %
ruler +4 A4S ¥35= 2 E Loki 4 249 &l 71 712 podAntiAffinity 73 & 2 A g ).

requiredDuringSchedulinglgnoredDuringExecution Z = oA & @ 3l A4S A5l Loki 43
8 4 9] 712 podAntiAffinity 23 2 Qo]& 5 Jd&Uth

ingester 74 Q 4ol 3 A& = A3 o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hosthame
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N& 21 28X

FHe A gy AR alof sk 71-3 Aol 2)I .

podAntiAffinity vi o] Kubernetes ¥4

=9 Pod &3 Kubernetes 43 4

FAHY 2 A WA 32 Abg-ste] thE Podell 44t 291 Pod i X

11.3.4. 49} 214 Hlolg |

27 5.8 o]} HPHOI]H Loki Operatori= Pod EZZX] &l Ak A4S T8l 99 214 dlojg EA)
EAdPdU o] 7S AHSstH 9 d9 Fell7t 2L B 2 EH @ MBS FH
7} Yok vl EL7] £ 1x.extra. tekton ,1x. tekton == 1x.med|um o7 FAdsHdA
replication.factor 2 =7} A5 0 2 27 At}

ll

A0 HAE AaAAE 54 a<llA ARG WG olgel /gy Feolol glolok WiTh 44l 2l
9 7h84 49L o Wol R4S 51 AW Folo] Zol5W 2R 44T F AxUTh 2t AL
Ho] 492 9ol FAH 5o AXAAE s2aof .

9o B3 7} 2439 LokiStack CRe]

apiVersion: loki.grafana.com/v1
kind: LokiStack

metadata:

name: logging-loki
namespace: openshift-logging
spec:

replicationFactor: 2 ﬂ
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https://access.redhat.com/documentation/en-us/openshift_dedicated/4/html-single/nodes/#nodes-scheduler-pod-affinity

OpenShift Dedicated 4 2 7]

replication:
factor: 2
zones:
- maxSkew: 1 9

topologyKey: topology.kubernetes.io/zone ﬂ

t o] AL H A 2= =2 ¢ HA 3HL replication.factor = Qo] %},
ol g2 vl x A7 AR A AgHW Ao s AFP Y.
T EEZEZEA =2 7+ Ho] Pod 5 kol Yunt. 712312 10]1 3 08 (AT + AHFU

ol dFes EZEA 7] FEHE 9L Ao}

11.3.4.1. A 3| 3 G A Loki Pod 5

OpenShift Dedicatedol A 54 7144 49 a0 A2 = QA HH I9 2771 2AFTY
G- 7H84 12 S gEAel dolE AH U] Ald Geiolnl TR AR & B3 el
913 A dYth. OpenShift Dedicated 22 2~ 7t o] & A& st=5 7 HAA &2 A-¢ A2 Qs
AU 2 B Holg 4ol 2T = Fy

Loki ¥ =+ StatefulSet 2] ¥} o] StorageClass 2 1-1751] Eox Z2u|AYJ3 PVC(I T+ EF =
4 <d)e A AlF@ Ut ZF Loki Pod 2 33 PVC= Y3 99 st S8 2HAAA 99 2R/
7h @Ay 51 StatefulSet 1 EZ 2] ol 4] A3l g G ol A %‘fz}g = Pods A5 o g BatE o gy
.
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https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/

N& 21 28X

?—91

oS Aol A= Aok g PVCe 1 ¢toll X34 2 E dlo]H S 24 Y
t}. 243 Hlo|g &AL vtz 32 LokiStack CRe] 24 @ 4~ A== 34111}
& # o2 AR5k LokiZt HA| = == 3 of gt}

A 27 A

[ ]
27 v]x 5.8 o]

LokiStack CRell 1¥ v} & 54 Q1571 J=A S1d o

AEE Za oA AT Go} goloh Ao @ o] w=t FHE FIA FROE

ke

StatefulSet A= S 2] = A& FojolA Pod A4 WAL A5o2 Axgith A49 PVCE 4
@ ool 917] Mol B Jo oz A5 AQ 24l A5 FHUth Al FololA el 474 Loki
Pods} Xz u 4 e PVCE thAl A4 Y 4 QxS Asld FololA PVCE 5502 Aalslof gth.

A%
¢ %% e s s Pending 48l o] Podg A th,

I oc get pods --field-selector status.phase==Pending -n openshift-logging

oc get pods =3 9]

NAME READY STATUS RESTARTS AGEG
logging-loki-index-gateway-1 0/1 Pending 0 17m
logging-loki-ingester-1 0/1 Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0 16m
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a3 PVC7L A3 gk g el 917] " &l ]2 g Pod= Pending 3 el 1o}

2.

T} ¥ & A3 ste] Pending Ae) ¢ PVCE Yy gt
oc get pvc -o=json -n openshift-logging | jq ".items[] | select(.status.phase ==
"Pending") | .metadata.name’ -r

oc get pvc =9 9
storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1
3.
the W= e dqste] Pode] PVCE AHAl gt
I oc delete pvc __<pvc_name>__ -n openshift-logging
4.

28 0 o B3 S Y stel Pods AR
I oc delete pod __<pod_name>__ -n openshift-logging
oleld HAES JF AR AR HW A 75 AN AF o A o ol of gt

11.3.4.1.1. £ 5 ¥ PVC &4 sl 24
PVC u]] Eld] o] §] &= A7} kubernetes.io/pv-protection 2.2 A H 739 PVCE 2HA4] glo]l 85 4

HE 399 5 dFUh F5AE AASHE PVCr/t Ao AAE = A5UTh

olg] BAL A3P3la] 7 PVCO 2 AE A AF S AHA| = thA] Al =3 o).
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I oc patch pvc __<pvc_name>__ -p '{"metadata":{"finalizers":null}}' -n openshift-
logging

EZ 22 2] A ¢k =4 Kubernetes £4]

Kubernetes ~E 2] x| A1 A,

11.3.5. Loki 29 dl gt Al &E3}d A~

27 5.8 o] 49| 4] Red Hat OpenShift Logging Operator= 7] 22 0 2 = A}& R} oA 210 T
Sk AA 2 AHS oA LYo A A= Operator7 1@ o] =5 3L o] A A o] A& HA A=
St AR A} AA2E FASOF T 4 2 2 89 wpgt 43S AHE-Ste] 20 Ui v A AN EE
TAZ + dFHH

EEECREEE
SRS BEEEE
AFgAL B o] B A 2% A4

gl v Eo] F e AT npelg B Fej2E
OpenShift Logging Operator= th3-3 22

cluster-logging-application-view = o] Zg] A o] A 215 2] 4 A+ AIS 14T

t}.
cluster-logging-infrastructure-view = ¢ g 2 75 2] & + J&= AFL R}
cluster-logging-audit-view = 7141 2212 92 F+ J+= AL Rt}

o]A v|A A Jadlol =3 F$ =71 F2H 9 logging-application-logs-reader 2 I3 Z g
2H 9 uleld logging-all-authenticated-application-logs-reader = o] A v A 7} 2] 34 S A&
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OpenShift Dedicated 4 2 7]

aho] HQzso] o)A AZH BE AL A 27] A 2E 58T

Fx

W gl aso] 21 oA = Aol Y ALSAE SN 22 A ) v
o] 2% A sl oF gk,

11.3.5.1. 22 2¥ AA A2

Ze2g 9@ ulelg Bast T2 482 Fray Feay A4 A8 AFFIT

S 2 9 updd o

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-application-view ﬂ
subjects:
- kind: Group

name: system:authenticated

apiGroup: rbac.authorization.k8s.io

Z7} ClusterRoles += cluster-logging-infrastructure-view 2 cluster-logging-audit-view ¢

U,

2]

ol AR A HE ALSA B 2HS AR

L

Ut

o

11.3.5.2. Y| 25 0] 27} A A A A 2

RoleBinding 2] 2~2+ ClusterRole @ B A E 9} S}/ A}-8-31o] AL A} =& 25 0] 220 AA 2T
F I vdEdeol & AT F+ AFHH
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RoleBinding2] <

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: allow-read-logs
namespace: log-test-0 ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

o] RoleBinding ©] & & 5+ Y23 o] 25 X4 ).

11.3.5.3. A1 &2} A 9] AR 2E AN A

>
o

B9 Aol Q3 AHE AV B R vl 271 = 79 adminGroup 2 =& AF8-5to] AL
2 A 1752 AT 4 Jd5U. LokiStack CR2] adminGroups Z =9 XA € 252 AH <l A}
A= #AH A= 78U g admin A18-2}+= cluster-logging-application-view & & = 43 719
g &so] e R E o ES2]Alo] A 229 AT 5 AFU T

op

e
fn

LokiStack CR<] o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging ﬂ
openshift:
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adminGroups: 9
- cluster-admin
- custom-admin-group G

AR A Fe) TFE o] HECIA T AL T F &1t

=

ol Ao Wl B[]S A8sha #E| A 250l vigAdstg g

718 a5 Qo] 7] (system:cluster-admins,cluster-admin,dedicated-admin)

11.3.6. CloudEvent=E A}83lo] 2EF 7|ut B E A3}

m il

F7tEas

27 WA 560142 AHg S 21 ~EHo ohet REFAL TAL 5 AFUTh ol @ FHL

o=
HuEds £t 5 g dddos 448 5 daUth £ 0 PASE 222 3 o dl HUE 73
SEEEIEES

2EY 7|9t R ES FA) 3}l A LokiStack CR(AHE A A 9] 2142)S AU

A 2y 71w BE o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
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selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

RE 2T 2EYe] Ue BEFAS AT FL: o] Y=L 0 HAE 2R
oM AR 230 BE 717l JBFL AN HUTh

2]

o] &5o°] CRel #7712 o] S8 2HlA BEo] 4stg Y.

27 2E9L g olshe ul AHeHE LogQL 7212 T3y h

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants:
application:
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OpenShift Dedicated 4 2 7]

retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' 9
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

HUEE RE A S AP FRF HIE I 2 ASAA,ZAL R A=

23 2E92 Holate vl A8 HE LogQL 712 & £t

LokiStack CR& # &3} t}.
I $ oc apply -f <filename>.yaml
3

ol AZHE 0] BES A2 5H7] AT Aol ohdU . A= A 30 5t
AZd a0 22 BE VS QHAE 2EA R FAP YL

11.3.7. Loki &= A3t 2 7 &4 sl 4
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NA. 21 258X

23 294 APIA S A S 238 d iR WAA 252 Lokiz Ag3hd Lokit &= A9
(429) @ -2 AT

el e e HE AR A4E Fol AL 5 AFUTH A S So] ojn] A¥ 277} Y& Fe2H o)
24& 340w 240l 1€ 22 R w5 S 5 Sw AW 7ML A o
A A 2337 SE7HE SE AR Fom S5 bolEst A% £ AT AHEA A slol =

= Ae w7k A2 gk

5 A @ {F71 A& A S= ¢ LokiStack CR(AFE A A 9] g A2)S 46l FAZ AT

LokiStack CR-& Grafana &2 LokiolA] A& 4 gl& Ut o] = Grafana 28
Loki A ¥l = & &5 A &FU.

=7

Log Forwarder APlI:= 2 12 Lokiz Ag3sl:=2 Ao &Yt

A 2H A 2MBE T} 2 WA X] B2 2 Lokiz R YUt} o & =53 &3} 25U

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\"\""version\":\"1.7.4
1.6.0\"}},\"@timestamp\'":\"2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJKZjltNjYOMCOOYWU4LWIWMTEtNGNmMmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}

oc logs -n openshift-logging -1 component=collector £ ¢} g 3ld Z 2 2E 9 77 =
a9 b 25/ WAA F shhrt £3E Po] ZAIF Y

I 429 Too Many Requests Ingestion rate limit exceeded

Vector 2 5 v A #] 9] o
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2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.
error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true

Fluentd 2 & WA #] 9] ¢

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

| & 7€ 74 EHolx A FYd. 9 £ Eof LokiStack ingester Podoll A o5& 43

Loki ingester @ & w X x] 9] 9]

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

LokiStack CRo9l 4] ingestionBurstSize 2 ingestionRate 2 =& ¢ d o] E3 .
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apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize Z == v X2} BA G A 22 &= A AZ 3715 MB=
Aoyt o] g2 = A YY) o] #hS G FA &’ﬂ °ll dase Hd 21 37|12
A A3t} ingestionBurstSize Rt 2 9 @ J o &5 A L5y

ingestionRate 2 == x93 39 A =2 A F(MB)dl] dig A= E A AUt 2
1 8] &) AT _%4:6}% AL S A 277 AR N S = 225 A A
Utk F Fdo] A 2o ALgz /Y glo] Al2"e Bysta @ {Frhsl 29y

11.3.8. 9] 22 QA A= 5] 25 == Loki 74

OpenShift Z 8| =gl A &zt dWtd o2 A IPYEL A S ALFUth A F o=
LokiStack #1v] 55 742 7|20 2 i<l IP U E AT ALE-ste 2 Ao

2] 2= memberlist 74 9] EH Pod J EQJ 3 E A&l d 4= 9l Ut} hashRing A}“Ol]/ﬂ podIP
= X835 == LokiStack CRS s+ &= )&t} LokiStack CRE A stad o8 93 S A&
1:}.

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"'spec™:
{"hashRing":{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'

podIP= ¥ 3}3l+= LokiStacke] <

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:

293



OpenShift Dedicated 4 2 7]

#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...

11.3.9. 7} g &2

°
Loki 74 8.4 ¥4

Loki 7 2] ¢1°](LogQL) &4

Grafana A R & 54

Loki & ¥

2
(m
[
f
i)
N
e
_>|:.

Loki Operator IngestionLimitSpec 4]

Loki 22 A] A7) v} EA4]

11.4. ELASTICSEARCH =1 A 3F 4 +4

Elasticsearch 62 A18-3to] =1 dlo|6 & A48tz 7T 4 Y&ch

tee Tesld 21 R4S £42 & deUh

Elasticsearch 2 & 25 2] 2E & X

AR BAANA BA 37K 22 2H 9| vlolg X 7t shard £-4]
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N& 21 28X

Elasticsearch d o] g o] O] 3 9] 5L o 4]~

11.4.1. 21 2E8 A 74

ClusterLogging AH&#t 4 9] 2] 2:2(CR)E F4 ste] ZQolN A8t 21 2EaA §32 74
@ 4 dzyn.

A 27 A

[}
A Aol AHUh
[}
OpenShift CLI(oc)7} A X 5 o] 54t}
[}
Red Hat OpenShift Logging Operatore} LokiStack 5=+ Elasticsearch<l W& 21 %3
25 AAJAFU.
[}

ClusterLogging CRS A A 35Ut}

3

27 5.9 |20 &= dd o] E” OpenShift Elasticsearch Operator v] o] Z 35 o]
A &5Ut. AA Logging 5.83 7] &2 2¥ OpenShift Elasticsearch OperatorE
AL8-3t= 4§ =74 5.89] EOL7HA] 2794 A4 253 o} OpenShift Elasticsearch
OperatorE A3t 7|2 21 22X & #&] 3l+= |4l Loki Operators A-83 4= 9
Ut 27 glo] ZAto]|F B o g AHA| g U] -&-2 Platform Agnostic Operators =

CEL RS

ClusterLogging CR logStore A}42S A 3}

ClusterLogging CR <]

apiVersion: logging.openshift.io/v1

kind: ClusterLogging
metadata:
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OpenShift Dedicated 4 2 7]

#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> G
lokistack: @)
name: {}
#...

23 A2 9L XA T lokistack &=+ elasticsearch ¥ 4 954Ut}

2]

Elasticsearch 21 |74 st A& 3 74 AU

©

FE R3S ARTUD. ol e
ZeroRedundancy,SingleRedundancy,MultipleRedundancy %=+ FullRedundancy ¢ 4
AU

4

LokiStackol ti g 9= 74 &4,

LokiStack2 =1 A 4= A4 3= ClusterLogging CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:

managementState: Managed

logStore:

type: lokistack
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lokistack:
name: logging-loki

#...

2.
t}3 832 433} ClusterLogging CRS 2 &34

I $ oc apply -f <filename>.yaml

1142 A 208 2O AFALAZ AG
7187 o & ClusterLogging A}-&# A 2] 2] 4~ 2(CR)°| &

27 W xoA A"l R A=} 2
AR 2 AFLE AdgUy

YR 2O AFLER

A ROE B 2EA S A FSA &7 w i) 7| 2F o
Tl SHutEA R HE

o AL 28 Agshe A2doe] 24 W AN FHS F

JW

t}.

o] 71 & A o] & F At F53t= 73 ClusterLogForwarder CRS ¥+ A& 2 a7 glsUth
ClusterLogForwarder CRo] 9= 73-%- 7182 &8 o] X 3td vo]x Q& FosA gi= F Z2a= U
2O AFZALZ AGHA FHFU.

:’,L'
ir.)
=)
£
o
tilo
4
o2

ol A2 A

A3}

Log Forward APIZ A}-&3}o] ZHAF 2 1 4 Elasticsearch ¢

.
1.

ClusterLogForwarder CR AEEZE Aol3l= YAML U & A A Y A I

Z ¥Y= CRE A Y. o3 <A

2E 271 &3-S YK Elasticsearch 91~

g WQsA g3 aU 2 A8 5 dEn

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder

metadata:
name: instance
namespace: openshift-logging

spec:
pipelines: ﬂ
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- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

go]ZZRRI2 XA A EH S AHEsI] A2 21 {FF S AUt 712 &
He 2 7Z & Elasticsearch ¢1 2

il
>
fr
P,
Ly
D'.?.,"
I
T

gro] Z Rl oA o ZE]A o] A, A=t D AL Al 7HA] F3 e 25
2E AR FULY 22 3L AASA god dlG 27t AFE A &
3 EAg Y.

7] ClusterLogForwarder CRo] 9= 79 A} 219] 7|2 =80 o] Za L F
7Y 718 288 Aod et syt & 59 a3 25Ut

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch”
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
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- name: infra-logs
inputRefs:

- infrastructure
outputRefs:

- elasticsearch-insecure
name: audit-logs
inputRefs:

- audit

outputRefs:

- elasticsearch-secure
- default ﬂ

o| uo]Zg}el & 9 H ol A" A9} 3/ W} Elasticsearch Q1 2H A= AL &2
a5 2y

=t ARk G =
11.43. 22 RE AT 74
7| ¥ Elastic A 21 AF4a7td=Eet 2, 38 220 20 D A 209 Al 7HA] 21 98 7}

Zho) U@ QA 28 RAFE /17S AR HE B2 YIS AT 5 AdFUh

BE QAo A5 A ClusterLogging AH-8# A 9] 8] &2 (CR)o|A] 2} =1 A 29] ]3] maxAge
o] 7| H == A A s tl. CRE Elasticsearch 2 ¢ 8] 27| =] o] 8 3 72 & 8 35} Elasticsearch7}
EoHHE JAI2E A 8= A 71 & 2R FU -

7} & A F 9 9 X151 Elasticsearch= @A) Q1A A o] 5313 A Q9 AE A A5
[e]

<14 27} Elasticsearchh CR<] rollover.maxAge zt 2.t} ¢ & = &1}
Qg2 77]71 40GB x 7] shard ~x.t} F4t}.

old) A~ 2] 4=7} 40960KB x 7] shard 412t} Z1t}.

299



OpenShift Dedicated 4 2 7]

Elasticsearch= A3 BE F Ao wjg} 2 ewd AU 25 AAFPUT 22 220 i} HEH
A AAQEA koW 7|1BAH o7 7Y Fo 217} AR P

A 27 A

Red Hat OpenShift Logging Operator 2 OpenShift Elasticsearch Operator7} A ] = o]
glof ok gt

A3}

27 REAZE TAREE g2

o

U,

retentionPolicy vl 7l =& F7}31 A4 1 44 3te] A ClusterLogging CRS 3 3o

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

Elasticsearch7} zt 21 &25 {AS)oF ot A H2 AZFUTH Ao 2 A1 AA
< A THE(W), A1 ZHNWH), 2(m) 5 %(s)). & S°] 1¢92 1d Y. maxAgeH t}
oY 2 AL 71 BEFow 2 7Y $4 FAFEU

Elasticsearch A}-&-2} 4 ] 2] &~2(CR) A AA S 30T + A5

o] Red Hat OpenShift Logging Operator7} 8A] 7tujt} Q1= 2 70] &4 QA9 A
= = ARl £TE BE ZA S +43517] 913l b Elasticsearch CRS- {jHl o] EF
A, 2908 d Add 2= o T 7ol XrpA 2HA] H Ut} OpenShift Dedicated+= 15% vt}
QY25 Z oW of st=A gl
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apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d 9
hot:
actions:
rollover:

maxAge: 8h
pollinterval: 15m

REAANS 7t 21 A2 g8 Y £20) 228 2GR 2om e A/ g
Wy

OpenShift Dedicated7} S 2 v ¥ Q19 22 AR5l B9 o] AP
ClusterLogging CRol| 4] 4 A 3t maxAge°‘L]1:}

ld 2= £ 9w u] 1 3] oF & OpenShift Dedicated2] 219 2 =]}, o] 3t
2 ClusterLogging CRell 4] A4 3l maxAgedlA 24|

OpenShift Dedicatedoll A] Q19 A& € QW 3| of 5}=A]
Eoln WA F glFyh

o
1S
P'L
e
o

S ol aRe 7

Elasticsearch CR A2 A4 5% &&Uth HE A A g3t 2 E WAL
ClusterLogging CRol| A $=3} 3l oF g},

OpenShift Elasticsearch Operatori= Cron #¢] & vl £ 35} 32 pollinterval 2 of k3 & o] €
A Ao me} 7} wj g 2] Qe A5 AP oL
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I $ oc get cronjob

29 o
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <hone> 4s
elasticsearch-im-infra */15**** False 0 <hone> 4s

11.4.4. 23 AF 20 g CPU Y v 2 3 1A

72 74 2.4 A4S 5 CPUR vime] 32 249

3 %4 t}. OpenShift Elasticsearch
Operator7} 33 370l Y2 S A2 o] 3 gk

=D
Feoez AT e syd.
3

EH:H'E'— Z 8 2ol A Elasticsearch ZZ5-A] ZAH| o] 9] 7|2 v 23] Aoz F73}
A XS F Yoz =X AH o7t OOMKiIIedi HAY}. o] A7} A sA
Elastlcsearch ZEAN Y vz 83 9 AL =H.

7} Elasticsearch ===t Y2 g2z AR o Z ZEd S XUt T2 w| T o= AAHA &
Uttt 2294 859 4% 7t Podd 7] & 16Gi o] A}o] &35 o] ojof gt 7132 PodZ Hd
64GiE 33l of .

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} 3 t}.

openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&#F A 9] €]4&2(CR)E HF .

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
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metadata:
name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:ﬂ
resources:
limits: 9
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

9 g o] u}z} Elasticsearchol t)d CPU 2 w23 232 AUt} o] 3L v ¢
S OpenShift Elasticsearch Operator7} tj J- &2 9] ujj ¥ o] 53 7|2 zlo 2 AA 3
o} 71 2@ v xe 234 A 16Gio]32 CPU &3 Al 1994}

2]

Podol A A}83 4 Q& A 2 2= FU,

©

PodZ ol otat o Ba g H& g ax2guth

L4

= Q o] u}&} Elasticsearch ZZ =] o] s CPU 2 92 2] 2 AL XA} o] 8
2 H]9] =3 OpenShift Elasticsearch Operator= o] -3 9] v X o] 223 7| 2712 A
AU 7122 vz g 2 A 256Mio] 32 CPU 23 A] 100m<] Y o).

Elasticsearch v =.2] 3¢ 4% o £ % A 5ol $AS 5k AHgslof Fich

o2

et

W thest 2

)

*

Y

resources:
limits:
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memory: "32Gi
requests:

cpu: "8"

memory: "32Gi"

25 Yth requests 2 limitsell dj3] U 7S AR 3H =0 ALE 7Heg vl 228 7 d o 7 st

FuUE|2E duk o 7 -t A8 F4511 Elasticsearch7l x| 4 A A 32 AL L5122 5] 23514
A3l
3 Elasticsearch7} 93t= vl 28] 2 A2 4= 54U

11.45. 272 A g 40 g 2a A2 74

Elasticsearch shard7} & 28 2] Hlo]g =Ed] EA = vbd L Hojs = &5

A 27 A

Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| 5 o] o]} g},

=R
openshift-logging 3 = 3] E o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E HF .

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ
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FullRedundancy. Elasticsearch= 7} 149l 2 9] 7] & shardE 2 E H|o]E =&
o] YA B AT}, o] HH L kA A o] 71 =X F @ 3 t] AT o] A B
dsol 7HF sy

MultipleRedundancy. Elasticsearch= 7z} 14 2 9] 712 shardE dlo|g ==
o] Awto 2 3] BAFU T o] WL AT A% Alole] # o] ¢+

SingleRedundancy. Elasticsearch= 7} Q149 29 ]3] 7]& sharde] A} s}
U= HEUH F A o] 3] Hol =Vt EXstE 3 2AEAEE F I E
T 5 AdFU 570 o)A === A8-31= 73-$- MultipleRedundancy ¥ ¢} A 59|
S48, 9 Elasticsearch == v X o= o] AL A 43 5 Q&)

ZeroRedundancy. Elasticsearch+= 7] ¥ sharde] A=< 2}‘;21 erZ ok =
7t gEAY AAdsteE - E2E A FAY EZ27 48 F dFU ¢
ARG 5ol d F85AY AA t23/PVC H/EH A=s —T“ﬂ?& 35
& AHE Yo

11.4.6. Elasticsearch Pod =4

Z ¥ 2¥ o)A Elasticsearch Pod 45 Zo]¥ dlo]g <42 Xt Elasticsearch A5 A 37} 24 F
g

Z48te 2% PodE @ ol sl 4813 S8 2HA shardel BA| 29 73S tA 23
= 9lojoF g ). Elasticsearch 23] 7} green® & Eo}71H b & PodolA 43 4+ &Y

3

Elasticsearch 2] 22¥] 7| ZeroRedundancy = 23 ¥ 71-$- Elasticsearch PodE =
&alAE e AU th

11.4.7. 2 A A L0 g J 3+ 2E2 A 4
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Elasticsearcholl= 9+ &2 A7} B @ 3ttt 2E 2 A7} w545 Elasticsearch 4 5] ®et3]
Yot

%sq

Lucene NFS7} Al %314 ok shel A] 28l £ x-S A4 3o 2 Elasticsearch
2EZ A= NFS 28R &5 BF = 9T 2F(EE Glusters} 72 NASE
)02 88 5 gluvh dolE &4 2 78 2471 24 § A5

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} 3 t}.

ClusterLogging CRS B3 alo] 2@ 28 9] 7t dlo]E =7t 47 2F 2o v
w2 Ao

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

o] do M= Z&2H2| 7} glo| g =7} AWS General Purpose SSD(gp2) ~E2]#] "200G"E &
Bt I 28 U Y vRIYH =S AR Y
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=31

I 2EFRA ) 22 BFL A1_3= A9 LocalVolume 7 A o) A volumeMode:

blockol] A4 A AA] E5 EFS AH8-31A vl Al 2. Elasticsearch= 94 58 55 &
‘ A 5 gl

11.4.8. emptyDir 2E @] X o] U3 22 A F 4 T4

emptyDirS 21 A 49 §H AF8-3HA YA vl 27 WA 51 A A2 A] Pode] & HolE 7} &4

Huyrh
2
: emptyDirS ARS8 o] 23 2E X7 A Al A 7 Ae| 25 dlo| g7 =44
Ytk

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

emptyDir2 x4 sl2] ¥ ClusterLogging CRS &g gt}

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

11.4.9. Elasticsearch 23 Z & 2¥ A A Z 3

elasticsearch +4 W =1+ elasticsearch-* v & A& WHAS v E7 AA 2L =33t}

=3l Elasticsearch Pod7} A3 5= =&

i
2
4z
ot
_Io_ll"
S
9#,
rr
o,
o
°
k1
U]
o
2
>
2
o
)
o)
ot
i
2

A 27 A
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Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

openshift-loggin == A € 2 W73}
I $ oc project openshift-logging
Elasticsearch pod?] o] &2 7[A 34t}
I $ oc get pods -I component=elasticsearch
Elasticsearch® A] 22 A4S FA == 5 7] Pod=S =434t}

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

OpenShift Dedicated es_util 52 A}-8-3}] shard 57]3} Z A1 S F3ste] T85317] A
o g4 7] 7] F< gl fl=A 1.

$ oc exec <any_es_pod_in_the_clusters -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

% 5W e 2aUth

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

2 o

o

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}
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N& 21 28X

OpenShift Dedicated es_util = 7= Alg3lo] o) F o2 =2 243t o shard A4
S YA FYUL.

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

% 5u e 2aUth

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

2 o

o

{"acknowledged:true,"persistent":{"cluster”:{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

ol
o
o
e
f
i
B
m

S Ze 28 9| 7t Wzl e T2 FAFY .

71827 o 2 OpenShift Dedicated Elasticsearch 28 2H & =9 U3 o} 22 =}
BE S AHE-5te] EotS 5]-8-5taL Pod7t W17 AHRHS A9 5l S gyt

I $ oc rollout resume deployment/<deployment-name>

o2

e

W ohg 3 25U

I $ oc rollout resume deployment/elasticsearch-cdm-0-1

2 o

o
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I deployment.extensions/elasticsearch-cdm-0-1 resumed

Al Pod7} vl 2 5 5 Ut Podoll Ad oy 7 FHIHH b3 vl £ 2 o] 58 + AFY
o}

I $ oc get pods -I component=elasticsearch-

2 o

o

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpw6k 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2 Running 0 22h

W E7 R Boh2 2 5§34 G=F Pod

i
2
il
o
o
v
i}

I $ oc rollout pause deployment/<deployment-name>

a2

fijt

W ohe 3 2EU T

$ oc rollout pause deployment/elasticsearch-cdm-0-1

2 o

o

I deployment.extensions/elasticsearch-cdm-0-1 paused

Elasticsearch 2 2 ¥] 7} green =+ yellow €] Q1 %] E2ls14 Al L.
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

3

o] W& oA A}-8-3 Elasticsearch Podoll A Eo} 22 3 A ¢ 1
Pod:= o o] EA81A] ¢o1 7] Al Pod o] 5°] € 23t}

o2

fijr

W e 2ay.

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

Al 4317 Aol o] vl /A5 ghol green FE= yellow1A] 81 5H4] A 2.

RS

Elasticsearch ConfigMap2- 1 7 3 71 -¢- Z} Elasticsearch Podel &) o] A S vHE-3
o).

2o RE w27} Zol2= W shard A Y & thA] A 3154 o

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X
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g 59 s 2aUTh

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X

2 o

o

{

"acknowledged" : true,
"persistent” : { },
"transient" : {

"cluster" : {
"routing” : {
"allocation" : {
"enable" : "all"”
}
}
}
}

47 7] PodE 333} Elasticsearchol] A] 212 »nyut}.

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

11.4.10. 22 A AL AU 2E AR =5

NeAow 2% A NEE 27 AGEE 27 F2H 9 RolA A4 2T & ggUth dolH
o oA Zah Ee] 20 A ga Au] 2o ThE 9| A2 98l ALES FEE J2E BYAG
+ g%uth

9| KoM= Aa st 4 2, OpenShift Dedicated E2 2 A€ 271 A Z 4 CA AFX S A4 3o
27 A ae] A2 S JgUth 29 F o TS CURL 808 2 A A AHl2E T
285 2o AA 2o

Authorization: Bearer ${token}
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[ ]
Elasticsearch A &5 3} 7 & 9 Elasticsearch APl 23
R TS B 5 e 9L 4 Ak 22 A%A Ze2H IPS A8 22 A4 A

yo flo
|y
L
F oy

2ol A 2 5

$ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

2 o

o

I 172.30.183.229

$ oc get service elasticsearch -n openshift-logging

%9 o
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

T AL W2 ALg Sl ZE2H IPF4E8 AT 5 dgvih

i

tilo
J

$ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -n openshift-logging -- curl -tlsv1.2 -
-insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

2 o

o

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 0 --i--i== ==i==i== ==i=-1-- 108
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OpenShift Dedicated 4 2 7]

A 27 A

[ ]
Red Hat OpenShift Logging 2 Elasticsearch Operator7} A x| =] o] ¢J o] o} g t}.

2] QA 25t d T2 A EJ AT 5 9lofoF gt

Az

2 AFAALAE R =33 d &L =g}

openshift-loggin Zz A=z ¥

)
d
L
o

I $ oc project openshift-logging
23 A7gaA CAJISAE F&38H3L admin-ca 3t ol U

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca

2 o

o

I admin-ca

22 AFA AUl 29 AZE YAML 3 = A AU ).

T Abgstel YAML sl & 44 Futh

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
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spec:

host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: |

27 A3 CAAZHE FA5HAL o SAlA B2 AHg I th 21 A
3} 7 2 9] = 2 3t spec.tis.key, spec.tis.certificate 2 spec.tls.caCertificate v}l 7l
% A—l)s)‘o‘]- Tﬂ_g_‘—- g}\/\],"];]_

02 B2 Agste o] A DAA A A2 YAMLo] 22 A ¥4 CARIZSA S

$ cat ./admin-ca | sed -e "s/A/ /" >> <file-name>.yaml

A=E AR

$ oc create -f <file-name>.yaml

2 o

route.route.openshift.io/elasticsearch created

Elasticsearch 48] 27} =& 5 o] 9+&=X] g},

230 AHE T o] AH| X AR EES 7HA S

$ token=$(oc whoami -t)

L

A7) 3t elasticsearch 25 37 W= AU,
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I $ routeES="oc get route elasticsearch -o jsonpath={.spec.host}

AR ATHoRE AALHJEA 3AelsEH =59 7 22 53| Elasticsearche]] ¢
M 23t o WE S A

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
SHe g3 A ey o

29 o

{

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch",

"cluster_uuid"” : "0eY-tJzcR3KOdpgeMdJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility _version" : "5.0.0"
b

"<tagline>" : "<for search>"

}

11.4.11. 7] 2 Elasticsearch 21 A &ZAAZ A} 23R L= A9 AL HA Lo 1A 94 A A

FAYAZAN 208 A 2 AF AR ADstal 7] 2 Elasticsearch 271 A FZAE AFES1R] &= 7
¢ 27 2EU2ENA AHEA e o 74 242 AAT S AU

=, 7] ¥ Elasticsearch 21 A F A& A2-51A] &+ 7 ClusterLogging AF& A A 2] 2] 4 2(CR)
o] A UL Elasticsearch logStore, Kibana visualization +4 242 A AT 4= AdFUt) o] 83 74
QA5 AASE A2 A9 ALgo| A gt g A2E H e = JdFY T

A 27 A
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23 JAGA7 21 dlo]HE 7] & Y|} Elasticsearch 28| 2HZ A431A =4 A

R

Uttt 2 A2-S A 5= o] A1&3 ClusterLogForwarder CR YAML 321 & 7 AFgH o).

==

default2 A& 3l+= outputRefs @ 4271 == A F Ut o & 54 tp& 3 245Ut

outputRefs:
- default

%91

ClusterLogForwarder CR-& 21 d| o] = U]} Elasticsearch Z 2 2~H = A
235132 ClusterLogging CRoll 4] logStore -4 24 A AT Y. o] A9 21 H|
olE] & A3 U4 Elasticsearch 22 =57} ZAHA] &HFUh o] 4% dlolH
EHo] AT = JHFUT

openshift-logging 3 = 2] = o] 4] ClusterLogging A}-&#} A 9] €]4&2(CR)E AT .

I $ oc edit ClusterLogging instance

2.
ClusterLogging CRol A logStore, visualization 2~gl 2} = A| 7] 3} 4] A] £..
3.
ClusterLogging CR<] collection 28l A2 §A @t} A= oS d 9} §A s oF Fud).
apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}
4.

’/F;lg 7] P0d7]' Z“HHEQ 21‘_‘—:-_;(] Q’?.?}"]ﬁ]—.

I $ oc get pods -| component=collector -n openshift-logging
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2 2EgZ A WAoo A Y Bl v E o oz} @28 Yl Red Hat OpenShift Logging Operator=
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=7 Alertmanager 1 2=H 25 | &4 3515HA] -2 79 71# 27 7 3= openshift-monitoring ] ¢}
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12101, 22l 4 2 A BN A B3 Ulel oA 2

7 31 Uli= OpenShift Dedicated §] 2&9] #A2|# 34 2 /22 A S 53 JAN=F = AFYh

227 BPA ZUEY - AT 2 o] 5T o] BN AL Ul Al 4R 2 H ol
AE ARLeAA D A 32 AelAA

N2z} A o] 4] Observe — < project_name> — 751 & o] 53 t}. o] AFo|A] 3L,
T2 R AN FFHE BF A oA A APk AL F o] Ao TAA A= A
ZRAE 54 A J

3

Mzt A QoA Z2AE: <project_name> EE A WA 2T F = 5o
OpenShift Dedicated @ A}-&x} J o] Z2 A EoA AE T 4= AdHFUt. 28 Fe2H
A A= 2321 31A ke A9 34 OpenShift Dedicated T4 E9l AWH A1, S 4
AL AL FF o] ZAHA gHFUT

121.2. 919 3 7] 43

27 5.7 o] A vA A= WY F£R 7] A oS 2 37 A A FH U th OpenShift Dedicated ¢ &< 9]
Aol BAuE B 5 AFUH

X 12499 =371 A2
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3L H A A A Azte
CollectorHighErrorRate g Z=2] <value>+= HE 28 o/ FerEHS AL
vector <instance><ll 23 = o] 15% F<¢H107) o] 4]
eHRFEAAEFU. Sh=2
CollectorNodeDown Prometheus+= 10m o]/} W E] = Prometheus”} 54 e,
W g <instance>S =39  Vector 128 A2 A9
sy T itk R gy
CollectorVeryHighError dlZ = 9] <value>= HE 74 848 QR FE Eay
Rate vector <instance>l 2]3] 7]E#H o=z o] H 158 25
L7t 2R AEFU NE 2ok
FluentdQueueLengthinc  ©}x] 2} 1hoj A fluentd Fluentd= 7 =717} S 7}st 751

<instances> ¥ 3| 3 Z o]
= 1R X HH o2 F7}
AU A g2
<value>¢] 1 t}.

reasing 3 JThal B sy o

12.1.3. Fluentd =3 7] 3431

3 12.2. Fluentd 38 7] 43

73 3L H A A Avd A=
FluentDHighErrorRate fluentd <instance><l 9] FluentD &8 279 &= = 733l
3 #ZE 2] <value>ol A om 7|EA o7 o)A 5% =
LF7H s F107] ol 4t
FluentdNodeDown Prometheus+= fluentd Fluentd& Prometheus”} & A zr
<instance>E 10& o]/ A Fluentd 1281 28 ~ 3
2aJ¥ F FY s 4oty B Sy
FluentdQueueLengthinc  ©}x] 2} 1hoj A fluentd Fluentd= 7 =717} S 7}st 751
reasing <instances> v ¥ 7 Z 9] SLSiThAL B ghy ok
12 A&EHor F7}
U A @2
<value>J 4 t}.
FluentDVeryHighErrorR fluentd <instance><l <] FluentD &8 2F2] = 7] A 7k

ate 3l gl Z=2] <values>ol| A
eHFFERAEFU .

12.1.4. Elasticsearch 73 31 13
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12.1.5. F71 &2
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e
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ol TRF Bt

12.2. AH-82 Aol =3 3

57014 WAL 24T W ALSAE AL A AR A3 % /158 W= A= LokiStack ¥l £
2 7RE 5 FUT ALERA AR A3 9 9= 722 A48t ¥ LokiStack 8 74 848 84

shallof gt

LokiStack 22 7|9l 3 4 7| 5@ W EEY L ¢ 74 249l LogQL X382 S A g3t ET| AR
Yt} Loki Operatori= A1 €13t LokiStack =.7] 0l & 389 =2 & #+2 $4 . 1x.extra- undercloud
,1X. windows ¥+ 1x.medium.

o] 3 LA AL A3l Prometheus 33 7 31 73 o]} Prometheus 33 @39 73 o] ¥3
 RecordingRule CRS ¥ 3}5l= Alerting Rule A}8-2 A 9] & 4~ 2(CR)Z A A 3l oF It}

el A E A A B e MU ES B 27 /W A EE /1S AXE T 5
gruth Bl Ado] Y AHFAE AA2Y 5 At o SelA ol A e fEe Aol H HuE] U@
220 AD EE /S8 AXS FHE F dEUh

27 Alertmanager Q1 28122 N84 51514 g & o) Sej Aol 4, 7HAH 2 Qe Ak /| RFo
= openshift-monitoring J] & 2] o] 2~ 2] OpenShift Dedicated =& & 2= Alertmanager= A%3
Yt}. openshift-user-workload-monitoring v] ¢ 23| o] 20| A Al g2} H o] T2 A EES R UEHH =
tl AH-8-5 = Alertmanager’t 29 3H€ 3¢ 7124 02 o] FE 7| ol A 7317} o] Ul Yo 29
Alertmanager= A%t}

12.21. &9 +4

o
e

LokiStack £ 74 247t @A HE AL AE 24 43 T 7S MELY S E2]7
LogQL X&4 182 A2l ¥ 4 Atk

Bl 2= LokiStack CR(AFE 4 €] €] 22)2 54 3te] S8 8488 5 AU th

A 27 A

[}
Red Hat OpenShift Logging Operator 2 Loki OperatorE A x| 3l &t}
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https://access.redhat.com/documentation/en-us/openshift_dedicated/4/html-single/monitoring/#modifying-core-platform-alerting-rules_managing-alerts
https://grafana.com/docs/loki/latest/alert/
https://grafana.com/docs/loki/latest/query/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://grafana.com/docs/loki/latest/query/

12%. 27
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K

LokiStack CRS A 4 %1 t}.

Bl A gl YU

LokiStack CRell T8 Ahe 74 0] EgHs|o] YA Shelste] £7

i
ek
oX
L
3
L
v}

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: <hame>
namespace: <hamespace>
spec:
#...
rules:
enabled: true ﬂ
selector:
matchLabels:
openshift.io/<label_names: "true"
namespaceSelector:
matchLabels:
openshift.io/<label_names: "true"

Ze) el oA Loki 43 2 &) =9 T

N

Kol
=

E SN

m {

27 A5 R e AHS-S B sstel = vl 2uo) 2o F7He 5 Qi AE AL 3

27 33 9 WEY ALGS BA sl U 2sl o] 2o 74 F U AHEA

12.2.2. LokiStack ++% RBAC #3 5<1

He A= FYUSH G ES A A ol 5ol vl g st AFS-A 7T AHA| 731 2 Y=g FJL YA s
#28 F dFUth FEHSH 42 A AN/ 283 RBAC(H E 710t AA| = Alo]) Age] =34
ClusterRole ¢ HA E 2 3 o] gt}
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27 5.8 o] A &= LokiStackel] 72 2
.

g =

F32 o8

alertingrules.loki.grafana.com-vi-admin

alertingrules.loki.grafana.com-v1i-crdview

alertingrules.loki.grafana.com-v1-edit

alertingrules.loki.grafana.com-v1i-view

recordingrules.loki.grafana.com-vi-admin

recordingrules.loki.grafana.com-v1i-crdview

recordingrules.loki.grafana.com-v1-edit

recordingrules.loki.grafana.com-v1i-view
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tilo
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12223 A3

Ze2H 932 ALgst= 9 vRld 3ol w2 S8 == H]%‘Z:Yﬂ]OL’: WA + dsU .
RoleBinding ¢ B A E 7} A& 5= 79 oc adm policy add-role-to-user 83 S Al&3l= A9 =
H 932 A A Y Y2 o]2d gt F &5 ) oc adm policy add- cluster-role-to -user 3 S A&
st o] ClusterRoleBinding L B A EJ} AlE 5= 7 F8]|2H 9L FH2HO RE Y Y2y o]
A8gdt.

go oAl 9He Zeaee) 54 ugasolxe] A F2 0 sl A AL8A A4, 27, 4l
o] = 1 2] (CRUD) A& Al 3@ th

EA Y2 o] oA A3 X CRUD Ao tj3 S 2H g

e
=)
ro
oll
ol
ot
lo
2

$ oc adm policy add-role-to-user alertingrules.loki.grafana.com-vi-admin -n <namespace>
<username>

EERE F2 ol sl A ALEA B A AR Hol P,

rlo
l‘ll‘(
=
=i
&
o
(>
lo
oﬂ

el 4 Aol e Fe2E 4T upeld P 9 o

I $ oc adm policy add-cluster-role-to-user alertingrules.loki.grafana.com-vi-admin <username>

12.2.3. LokiE AI8-3t] 21 7]ut 51 413 AA
AlertingRule CRell = &< LokiStack ?JZ: 2
Webhook 1% g |7} £ s]o] A&Uth & ) &

AlertingRule CRoll 2X¥ 717 7]7to] ¥39 ¢ X9 23 #3A4Udh

AlertingRule CR o]l 717+ §<t 831X &2 F=Eo] x3d Z¢ 2R A #A YU
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AlertingRule CRel] Z%% LogQL expr 7} 39 ZA$ 29 Ax FHYUth.

AlertingRule CRS 91 g fa st vl d 2o =

audit openshift-logging

oz} openshift-/*, kube-\*, default

A 27 A

[}
Red Hat OpenShift Logging Operator 5.7 o] 4

OpenShift Dedicated 4.13 o]’
=
AlertingRule A2z} A 9] 2] 4 2(CR)Z A A g}

ol g} AlertingRule CR2] o

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: loki-operator-alerts
namespace: openshift-operators-redhat ﬂ

labels: 9

openshift.io/<label_names>: "true"

spec:
tenantID: "infrastructure”
groups:
- name: LokiOperatorHighReconciliationError
rules:
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o)

- alert: HighPercentageError
expr: |
sum(rate({kubernetes_namespace_name="openshift-operators-redhat”,
kubernetes_pod_name=~"loki-operator-controller-manager.*"} |= "error" [1m])) by
(job)
/
sum(rate({kubernetes_namespace_name="openshift-operators-redhat”,
kubernetes_pod_name=-~"loki-operator-controller-manager.*"}[1m])) by (job)
> 0.01
for: 10s
labels:
severity: critical 9
annotations:
summary: High Loki Operator Reconciliation Errors G
description: High Loki Operator Reconciliation Errors ﬂ

o] AlertingRule CRo] A A 5] = 4] ¢ 2 5 o] 2~ 9]| = LokiStack
spec.rules.namespaceSelector & 2] o} A x| 3} g o] E-o] ojof gt}

2]

labels £=-2 LokiStack spec.rules.selector A 2] ¢} & x| 5] of g ).

©

ol Z g} Hld E o o g AlertingRule CR-& openshift-*, kube-\* =+ default 4] ¢ 23]
o] 2o A gk XA g}

L4

kubernetes_namespace_name: ] 72 metadata.namespace 7t < =] 3l oF

t}.

©

ol B A P2 TR, B FH ooF g

K
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ol W= BTk

o =] A o] A AlertingRule CR¢] <

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: app-user-workload
hamespace: app-ns
labels: 9
openshift.io/<label_names>: "true"
spec:
tenantiD: "application"
groups:
- name: AppUserWorkloadHighError
rules:
- alert:
expr: | e
sum(rate({kubernetes_namespace_name="app-ns",
kubernetes_pod_name=~"podName.*"} |= "error" [1m])) by (job)
for: 10s
labels:
severity: critical ﬂ
annotations:
summary: 9
description:

o] AlertingRule CRo] A A =] = ] ¢ 25 o] 2~ 9] = LokiStack
spec.rules.namespaceSelector 3 2] 9} A 3] 5}+= @ o] &-o] ojof g}

2]

labels £ =2 LokiStack spec.rules.selector A 2] ¢} & x| 5] of ).

©

kubernetes_namespace_name: ] 72 metadata.namespace 7r3 < =] 3l oF g

=N
(4
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o] W4 W0 ghe Aol U@ 2 okgiyrh.

o] B4 WE o e Aol that AAl S A k.

AlertingRule CRS & &34t}

I $ oc apply -f <filename>.yaml

12.24. 71 &2

[}
OpenShift Dedicated = U E & ZA 1
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Noisy ZlEl o] = b2 PHlojv & $Est= vRRIGHA #& 21 EAR S AT + 8l
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[ ]
R 235 FASE 24 Azt 2271 FolFUth
[ ]
EX 2SS ATE G R g raRYg T AFUG

13.1.2. &= A 74

SEAGe £P/182 FHIUh 5, A0 27 54 SEE SE AV 3B T/ AzE2 5
guth

2aE 7 xx0 G A2HoA $YHRE FH7E 2 2228 k=0 xR o S,
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2 F 71A] ¥y o 2 ClusterLogForwarder CR(A}&-#} A 9] glA )X &5 A 3He AT 5= 9
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ClusterLogForwarder A}-8-2} 4 9] 2] &2 (CR)E ¥ AstA ol vl 21 £ -5 XAH EHo g
A+ Axnh

A 27 A

[}
Red Hat OpenShift Logging Operator7} A x] =] o] 21t}

Bl A gl YU

A A" =9 9] ClusterLogForwarder CRol] maxRecordsPerSecond A 3t 2t-&
.

7Hid

3

S o A o) 4] = kafka-example ¢o] 2= Kafka B2 7 Z8 o) i3] 77 289 £5 A IS
Tt HH S HoFULh

ClusterLogForwarder CR<] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...

outputs:

- name: kafka-example 0

type: kafka g
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limit:
maxRecordsPerSecond: 1000000 G
#...

29 o5 gun
29 f39un

2229 £x ABQUD. o] e 2 Katka L2712 0 5 Qi Ao =229]
oizke AU o] gL N BA o AHER FaUTh /2 52 HHe| Qo =
2 AR FAL 5 Qe AS A==k AAFU T o] ghol 00lW =27t AgE R o
Ut

g

ClusterLogForwarder CRS &3]t}

9%

I $ oc apply -f <filename>.yaml

13.1.4. 27 Agx 98 &% A& LA

ClusterLogForwarder CR(A-& A A 9] gl A 2)8 At FAHE So]oE 219 £ E AT
F AFULY dH oV F E= vUdado]2d =z o AdS AF T + AFU
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Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

Bl A gl YU

A A =29 79 maxRecordsPerSecond #| g 312 ClusterLogForwarder CRol] 37}
.

g dAlolA e ke g 2o a9 S5 A

(o
filo

T PHe BAFU

54 2pa & AHg-st AEl ol ol tf g HEH o] qF A 35 A A st= ClusterLogForwarder CR
9] o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> 0
application:
selector:
matchLabels: { example: label }9
containerLimit:
maxRecordsPerSecond: 0 6

e
JH
o
all
s
L
fu)

2]

gol & E=3lUrt}. o]g g 2hdl o] Podol| &5+ 2 3 U x| 3hA
maxRecordsPerSecond Z =9 XA € A= o]HE A 3to] 3| F A= o]l &-E&F ).
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£ 5% A3 1A P} maxRecordsPerSecond 2 =& 0 o= AAsHH AH oY
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23 Ao g2 F71 Adelde S EY

A8 3 v g 23 o] 2o A ZH o] O3 ZH o] F A e+-S A A 3= ClusterLogForwarder
CRe] ol

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> 0
application:
namespaces: [ example-ns-1, example-ns-2 ] 9
containerLimit:
maxRecordsPerSecond: 10 6
- hame: <input_name>
application:
namespaces: [ test ]
containerLimit:
maxRecordsPerSecond: 1000

s
JH
o
all
1S
L
v

2]

Y] 23 o] 2~ E =91 }. maxRecordsPerSecond 2 =9 XA = AH o]d A3t
o] g d vYd2so] 29 nE AH o] A&t
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&5 A3 4 ot maxRecordsPerSecond 2 == 10 o2 A A s1A vpd=d
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I $ oc apply -f <filename>.yaml
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e A Aol Y&
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ClusterLogForwarder CR(A}-&-#} A 9] g4 2)S AAAIAEF Y.
A3}

ClusterLogForwarder CR2] Z | A}l g AL 7154 ).

g dAclE A AL Twe s 2 g
o FASE B nAF YT,

ClusterLogForwarder CR<] <

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: drop ﬂ
drop:
test:
- field: .kubernetes.labels."foo-bar/baz"
matches: .+ 9
- field: .kubernetes.pod_name
notMatches: "my-pod” G
pipelines:
- hame: <pipeline_name> ﬂ
filterRefs: ["<filter_name>"]
#...
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A= 7 2 5] matches == notMatches =L AR F YA & t} AA T —’F%
e R
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S 42 233t ClusterLogForwarder CRS # &3 o).
I $ oc apply -f <filename>.yaml
S|

ge 7 AN E $A <97} =
AFU .

flo

2 YIZ=T FA =S drop ZHE 7St S B

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- nhame: important
type: drop
drop:
test:
- field: .message
notMatches: "(?i)critical|error”
- field: .level
matches: "info|warning”

#...

T HAE 0l o2 A= ARE A= A o= E=PAR AP H = FIH2ES x9S
TE AFUS O oA s HEE 740 true2 F7H A I =7t AAFY T 23y 7 AA g =
E 749 AF T 2EAGS B true= 7S 2F trueo] o Py o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- hame: important
type: drop
drop:
test:
- field: .kubernetes.namespace_name
matches: "open"
test:
- field: .log_type
matches: "application”
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- field: .kubernetes.pod_name
notMatches: "my-pod”
#...

[0

13.22. 21 A= A=

il

W= gE 74

Qe W7t 7AEE 23 5971 A9 Aol BE o et 23 2=WL F7kEU T 5771 Pod
FH% 2o Re g AEE AAse] 22 A== A2 P

A 27 A

Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

Bl A gl YU

ClusterLogForwarder CR(A-8-#} A 2] 2] A 2)8 A AHFU.

Az

ClusterLogForwarder CR9] prune A}l 2§ 4 S F7194 .

g2 A= e AR S 7|vto 2 7 YA =E A== ClusterLogForwarder
CRS A8t WS HogFY

L= P bR I i B notln v Gof oz} 2= A 2] =, o] o% in vy
R AU notin M & & A8l Al Z =5 A2 shd in i & A5
A= Eyd.

ClusterLogForwarder CR<] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:

filters:
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- name: <filter_name>
type: prune ﬂ
prune:
in: [.kubernetes.annotations, .kubernetes.namespace_id] G
notin: [.kubernetes,.log_type,.message,."@timestamp™]
pipelines:
- hame: <pipeline_name> 9
filterRefs: ["<filter_name>"]
#...

28§32 AF Ptk prune D= 7Y WES Fol 272 A= PG

t}.

2]

prune 28 5 H837] A 74 FAS ABIUT inH notihn A== 2 I =
I AR AR o FRA ZE AR MdE AAFU . o3 AR =
alpha-numeric ¥z} @ ¥ =(a-zA-Z0-9_ )< ¥33 5 AFUtH(dl:
.kubernetes.namespace_name ). Al ZHE ]| o] HYE Hoju= FX7F £¢H Z - Al
JHEE w2 E 2 Folof (o : .kubernetes.labels."foo.bar-bar/baz".

Al A1g: o] jdo] A AFH RE FEE 2 I oA AAGYL.
Ae) Abg): o] W Aol AR HA & REHEE= 22 A=A AAFU.
prune Z €7} &5+ vpo] 229l A d .

S 432 233t ClusterLogForwarder CRS # &3 o).
I $ oc apply -f <filename>.yaml

13.2.3. 71 gl &2
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ERL A 2RO R 20 A AR

13.3. vlelelol Bl 2 21 BE Y

ClusterLogForwarder CRollX 225 dE sl U A7 & AHS-ste] vgtdlolH & 7|vto = A
A 22 2EQJS A9 AL FAZ & dFUh AA E= NS 22 29 S 33U A 9
sto] #3719 Wl=e 9 CPU —‘%3}% =9 F dFY

=8
o] 7152 27 "X Vector =2 717} A A ALo]7 ALL3 4= A&t}
=3
HE A ZEHY 2 2= AHPF A dFU T 48 A9 7= 22 g o g o o2}

AA 22 2EY S A9aAY RA U 2l AeE 22 259 % A3 5k 8=
EFdxg 7|wo g YAEE AASE FPF

133.1. U] 2so] = E AH oY o2& TaaAY Agdad A A ol ZeAA oA =2 BH

g2 Au7] S AL she] vl 2ol = @ Ado| o] 5L Flvtow o Ee Aol =g EeAY

A 27 A

[ J
Red Hat OpenShift Logging Operator7} A x] = o] 1t}
[ J
#7 Ago] Axh
[ J
ClusterLogForwarder CR(A-8-#} A 2] 2] A 2)8 A AHFU .
Az}

ClusterLogForwarder CRoll 4] ¢} 23 o] 2 9 A H o] o] F& EZ3stAY A 9] 8= 4
< F7H
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o2 A A = P2 o] = 2 HAH o] o] & XT3 AU A3t S
ClusterLogForwarder CRS 4 3= i S HoFY .

ClusterLogForwarder CR<] <

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder

#..
spec:
inputs:
- name: mylogs
application:
includes:
- hamespace: "my-project”
container: "my-container"
excludes:
- container: "other-container*" 6
namespace: "other-namespace"
#..

olgl @ v Ld o] oMt 228 =S AZF UG-

olg] g Aol At 212 FHEE A F}.
235 73S 9 FAS Y 2o) 2 HAEH S A {0

W ZA S Avol MEE A4,

fu
Ll
i
$
o
e
et

o2 W32 43 3}o] ClusterLogForwarder CRS & g3}

I $ oc apply -f <filename>.yaml
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712 Abg-shel Sl B84 EE AR sk 2l 719} D e Ao s fF A A =

A 27 A

[ J
Red Hat OpenShift Logging Operator7} A x] =] o] 1t}

A7 Ago] A&

ClusterLogForwarder CR(A-8-#} A 2] 2] & 2)2 A AHFU .

ClusterLogForwarder CR9] 918 Al<ko] H 7A4L F71g o

= H

O dAdA = ehd 13824 £= A5t 2Hd 7)/3e o2 228 XS
ClusterLogForwarder CRS 7 A sl= WL R o EF1 ).

ClusterLogForwarder CR<] <]

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs
application:
selector:
matchExpressions:
- key: env ﬂ
operator: In
values: [“prod”, “ga”] 6
- key: zone
operator: Notln
values: [“east”, “west”]
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matchLabels: ﬂ
app: one
name: app1

AR A2 FolL 712 AR

2]

OperatorE x| A ). a3 gholl = in,Notin,Exists 2 DoesNotExist 7} 2154
.

©

248 7ke] v €2 XA g o). operator ko] Exists == DoesNotExist o] 7} #j
Qo] Ho] glojof g,

L4

o
_] (0
r (
N
1
e

vl g2 A gy

S 42 233t ClusterLogForwarder CRS # &3 o).
I $ oc apply -f <filename>.yaml

13.3.3. 222 AL 9 Q=g 2 9] A Y

9 A7) AHgslel 218 £9S WAL 2 e A2 BEe PO+ AsUT

A 27 A

[ J
Red Hat OpenShift Logging Operator7} A x] =] o] £ ).

B4 Aol AL h
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ClusterLogForwarder CRo| A ZHA} 9 Q1 =g} A2 5 A 9]

t}-S o A o] A = aduit 2 infrastructure 425 # 2] 3} == ClusterLogForwarder CR&

TS WH S HAF U

ClusterLogForwarder CR<] <

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs1
infrastructure:
sources: ﬂ
- hode
- name: mylogs2
audit:
sources: 9
- kubeAPI
- openshiftAPI
-ovn

Node: ==9]A A =21

ol

].

Adoly: g 2Ho] 2o vl XH AR 21

fr
-+
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[
kubeAPI: Kubernetes APl Au|¢] =1
[
openshiftAPl: OpenShift APl A n]2e] 21
[
auditd: == auditd Aq¥] 22 21
[

OVN: 9 Z 713 | EQ I Au| 29| 21

S 42 233t ClusterLogForwarder CRS # &3 o).

I $ oc apply -f <filename>.yaml
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7 ) ALg A A o] ehil 5 Podol A QE A 712 Abg-shel Bol e Al/gk Ao 74
2

294 Pods 23 steid ==9] el 3 U3 71/3k == A9 77} Podol] 2lofofF Fuot.

Pode] ==t Ael7] s} e = 9] 2hll 2 ALg-3te] Podst ol o5l = XS Aol et 5 AFUth == M
71& AH&-31H OpenShift Dedlcatedcﬂlﬁ A X5l Bl o] ¥ 3HH ko] PodE o 2FgH ).

g S0l 2e=H HAE ASeAA A ARA7} A4S RE Podol] == AE) 72 ¥t
A M2 AR 7Pk v PodS ¥ e 5 gli= x2S 4 Y & ik of AN 2o
2HE F Ao 2uH do]gAH 57 2 A YUt} v]Fo A= =9 g 2 ys-east, us-central
= us-west= XAt of Ao} e H Y A A (APAC)OIIH = =x29 282 apac-east =+ apac-
west=2 A G gt /fEAE= A3 Podoll == A7 5 713t a3 =29 Pod7t ¢l ofH =5 &
& Jh

Pod @ HAEo| x-= Ael7]7} E3so] YA A st Filo] Yt =27 gl 45 Pode o o
ahA ek th
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FUF Pod 749 = Hely] 9 e = FAIS ALE FA A9 T FHNA =
o th Pod Wl X & Ao Fich.

nodeSelector ¢} nodeAffinityE & o} 44 sl= 4§ PodE $H =9 4
k5] el A= F el E 25 F58oF .

nodeAffinity 53 3 <12 ¥ nodeSelectorTerms= o 2] 7/ XA sl= A
nodeSelectorTerms = 3} E =Z51'H PodE =T 9| o 2ks 4= 9 &1t}

nodeSelectorTerms ¢} <14 ¥ matchExpressions= o] 2] 7] A A 3= A%
2 & matchExpressionsE 5= w ¢t PodE ==0f o 43 5 JFU

i

= Aely] 9 ehu g ALgsto] 54 Podst lobe =g Aol @ 4 Yrrith

Hel7) o il AHgstelw WA Podel 2
71E Podol| 7} .

18
oX,
o
BN
oX,
fu)
N
A
k1
Hu
b
Iy
2
i)
1
filo
N,
oX,
)
v

o s °FR 71Z Podol == Au 712 A4 $718 F QaUth MlE 747 2ol
PodE o] st @B AEo] ghul & 4 A8l of Fuith.
i

2

£ 5] 2 Node 2 BA E 9= region: east 2Hdl o] 9l &)

2} o] 9J:= Node S HAE A

il

kind: Node

apiVersion: vi

metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/vi/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11e9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z"
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labels:
kubernetes.io/os: linux
topology.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
topology.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
node.kubernetes.io/instance-type: m4.large
kubernetes.io/hosthame: ip-10-0-131-14
kubernetes.io/arch: amd64
region: east ﬂ
type: user-node

Pod == 419)7] 9} AR &l of 3l FA Ao},

Pododl = type: user-node,region: east === A&l 7] 7} A 51}

= A9 7]71 99 Pod R BAE A=

apiVersion: v1
kind: Pod
metadata:
name: s1
#...
spec:
nodeSelector: ﬂ
region: east
type: user-node
#...

—

= ehlls AR o s = AU mEolE= 7 == AE o) Ui g F o] ol
ghef ok gt
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o)Al Pod AHeF2 Abg-3he] PodE 44 5H4 ol Al :=Eol o k& & Y&y th

718 ZF82H = A7)

s

N
1)

718 FE2H £F =5 A7) 2 A1S-351E sl F8 2E o)A Pods A4 31 OpenShift
Dedicatedo] 4] 7] & == A= 7] =S Podol] F7135}3 ehdl o] A X 5l= =9 PodE o o3},

2AZ# Operator A} &2} A o] & A 29] 4

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

&L

AF 8] 2H 2] === type=user-node,region=east 2} o] A1t}

Node ¢ H A E 9] 4

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

=t A9 771 1= Pod L HA E 9]
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apiVersion: v1

kind: Pod

metadata:
name: s1

#...

spec:
nodeSelector:

region: east
#...

oAl 22| 2E|olA] ol Al Pod AbFS AFE5He] Podg A4 51 Podst e 28 5% = A
719} @7 AR H o] ehile] A H wxof o FgL T

Pod7} galo] A H =0 9 Pod B=9] 9

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <nhone>

PodE A4 s Z2A o) TRAE = A7} e A% D A7t 2
Y2y FFE = A9 7|Hi 434t Podoll Z2AE = XNEl7]71 gl ®H Pod
H ARSI AL A oksA g

L

Z2AE v A 7|5 A1E5hH o] T2 A E oA PodE A4 & o] OpenShift Dedicatedol] A4
Podd] == 4‘1‘5—“17]% F713taL gfdl o] X 5h= =0 PodE d Ut S 82 FE 7|8 ==
A 717} JE B ZE2EAE = Ad 7|71 A

o & So] g ZTZAE & region=east == A= 7|7} A&}

351



OpenShift Dedicated 4 2 7]

352

Namespace @ E 4| E 9] o

apiVersion: v1
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

& == &= type=user-node,region=east z} 2 o] 91t}

Node 2 H A E 9] 4

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

o] oA ZREA E A oA Pod AtLgS AHE-5te] PodE A4 51 Pod7t Z2AE =& Ad 7]
o} &7 A7 H o] pio] A H =0 d gy

Pod © B A E 9] o

apiVersion: v1
kind: Pod
metadata:
namespace: east-region
#...
spec:
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nodeSelector:
region: east
type: user-node
#...

Pod7} 2t o] X 8 == = Pod E=9] o

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <nhone>

Podol T} & == A8 7|71 39 ZA$ T2 A E 9] Pod7l A H A d 2k A 25Ut o=
E°] th3 PodE d|Al =24 E ] v 231H Pod7t B4 H A f5UT)

=& A8 77t f8235HA] 22 Pod @ BA E 9| o

apiVersion: v1
kind: Pod
metadata:
name: west-region
#...
spec:
nodeSelector:
region: west
#...

14.1.2. Loki Pod #]| X]
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LokiStack CR(AF& 2+ A ] 2] 2 2)L Al&3te] =1 A Z 4 Podd] 3-8 ¢3S 2837 == Ape

o] Y =0l taintS A § T + AFUTh == HAEE HAES

£% wso] A shE 71:gk AU th B2 Podel 91 54 71:gt 42 AL S P

% Podwt 43¢ 4 gl th

= A= 7]7} 9= LokiStacke] <l

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: """ g
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
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apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

147, 2] &2 o o}
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- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
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LokiStack(CR)2] nodeSelector @ 3§ ¢z} R =& 14321 A oc explain 3§ % & A}-83}¢]

gazel did AW 2 BES B 5 g

$ oc explain lokistack.spec.template

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

AAF NG 54 =S F7b

st
A
32
o)y
iJ
)

I $ oc explain lokistack.spec.template.compactor

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

1

%
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FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

14.13. 27 371 A @ 2l &= 74 R 2ASH

A= FY S Y = o] 20 931 X 9= = ClusterLogForwarder CR3} 5 gt o] 59] A=
ClusterLogging AH-&-2 A o] 2] &2(CR)E A st 3719 el T 2AEI S TS 7 IF

Ut

H| oA o3 22 A2AE AL 1 ClusterLogging CRoll 3 & 5= 26z =
managementState 2 collection ¢ Ut}. b2 2 & 2diz= FA g

A 27 A

Bl A gl YU

Red Hat OpenShift Logging Operator v] A 5.8 o] o] A x| 5 o] &t}

ClusterLogForwarder CRS A4 35U}

7]1& ClusterLogForwarder CRS =] €9 5= ClusterLogging CRS A gt}

ClusterLogging CR YAMLS] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: <hame> 0

namespace: <hnamespace> g
spec:
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managementState: "Managed"
collection:

type: "vector"

tolerations:

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000

resources:
limits:

memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:

collector: needed
#...

o] & & ClusterLogForwarder CR=} <! 3j oF g1 t}.
Y] ¢ 23] o] 3= ClusterLogForwarder CR=} 5 3l of g1t}

t}3 332 433} ClusterLogging CRS 2 &34

I $ oc apply -f <filename>.yaml
14.1.4. 27 53 7] Pod ®.7]

27 %717 Pod 2 A3 5 % =

s ==

i
e
o
30,
oy
L
v}

A3}

ZzAEd A e BH L daste] 27 5717 Pod 2 AN PR E gk

$ oc get pods --selector component=collector -o wide -n <project_name>

2 o

o
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NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
<hone> <nhone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <none>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <nhone>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 worker1i.example.com
<hone> <nhone>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <nhone>

14.1.5. F71 &2

== M) ALgste] 54 o] Pod WX

142 €)= 9 3] & A4S A1&5la} 27 POD vl o]

958 0 S ALS S sl o ofelof shi (£ ol okal A o Ht) PodS Aol 3 5

14.2.1. g| Q1 E(Taints) 2 &= & | o] 4 (Tolerations)2] o] 3

79/ 55 AHg-3HE Podell AAHE 58 237k Y A% =0l A Pod o %ke AR 5 A5 h

Node A} (NodeSpec)2 53l
A2 A4 PUT =0 HAES
=t Pod& WA & F glEU

o HAEE 28353 Pod A}°¥(PodSpec)g_ %3] Podol] 518 2@
A& o PodolA| HIRIEE 5188 5 gle A5 A=A alF

apiVersion: v1
kind: Node
metadata:

name: my-node
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#...
spec:
taints:
- effect: NoExecute
key: key1
value: valuei
#...

Pod AF3e] 51§ 9.3 o

apiVersion: v1

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1”
effect: "NoExecute"
tolerationSeconds: 3600

#..

HRIE

%a
iy

2 g o] 42 key, value % effect= 774 = o] JFH T

E 141 HJAE B Sddold 74 84

o 7] 5 A

key key= ) 253 A+ 4G YUtk 7= B4 i A2 A Z)of ] £}, 4=
2}, sl &, d, WES X388 S AdHFUT

value value:= Htj 63 z1¢] A YU th 32 B2 B 222 A &) oF shm £3,
£}, Bl E, A, WES ¥ £ S5t
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ol 7 5 v

effect s 8% T otuE Ay gy

o

NoSchedule 1

o H| S Eo] A 3}A] ek A pode S
o of o 2] gk T

o :E9| 7]ZEpodE I E AP T

PreferNoSchedule o ElelEs) 9K 5 e Al podi 5}1"4-
Lo ook R YA 2AZE =

27817 ek o,

o =29 7/|ZpodE 21U E FXF Yt

NoEx
oExecute o HlEG] A eA S Al podis ol @

o o 3 4= gl th

o UAsE g oMol gl =E )

< pod= A 7@t

operator
P Equal key/value/effect w711 =71 & X 5 oF 34

o ol 7 Bk o

Exists key/effect v 7 1 47} o) ] af oF g o). 21 A o}
= vl value w71 @43 U7 Zojodiu

AEE Z g9 =9 NoSchedule HIQIEE F7l5l= A9 o 7| BEF o 7 715 =
node-role.kubernetes.io/master=:NoSchedule H] 2l E 7} ¢] o]o} g t}.

% 5w et 2aUth

apiVersion: v1
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-
master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdc1ab7da414629332cc4c3926e6e59c
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name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master

operator ] 7] 37} Equal= 23 ¥

effect vl /| ¥ = 5L o

operator v 7] ¥ 3=7} Exists= A A

t}2 H] ¢l E = OpenShift Dedicatedo]] ¥ =< }.

node.kubernetes.io/not-ready: :==7} 4] AHo] YA FHUh o= == 27
Ready=Falsecl 3l 331t}.

node.kubernetes.io/unreachable: = =7} == AEZg oA A4 4 Q&) ol =
%7 Ready=Unknowno9j s 33 }.

node.kubernetes.io/memory-pressure: :==of W 2 g = FA 7} AdFHT o] = == %
Z MemoryPressure=True°l 333},
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node.kubernetes.io/disk-pressure: :==9 23 B= FA| 71 &Y. o]
DiskPressure=Truel] sl 331 t}.

node.kubernetes.io/network-unavailable: == JJE$ 3= A28 4 Q45U

node.kubernetes.io/unschedulable: == Z of 2}st 4= Q1 & o}

node.cloudprovider.kubernetes.io/uninitialized: == ZAEE &7} 9}

= 354

Z A ZAHE o] gl E o Al Brl5o = A Y1) cloud- controller-manager4 AE

Z87} o] == %7]|3}3A kubeleto] o] HIQEES A AU}

node.kubernetes.io/pid-pressure: ==9] pid pressure’} JFU T ol == A

PIDPressure=True °l 3l 331 t}.

OpenShift Dedicated+= 7]+ pid.available evictionHard & 4

U

14.2.2. Loki Pod vl %]

LokiStack CR(A}-8-#} A 9] 2] &22)& A}8-5le] 21 A4 Podol] 31§ 2215 & 831
o] & k=9 taintE 8T F IFUTD == HJIEE HRJAES 3§34 &= _‘-3_%
=8 2o AA 5= 713 YUt 2 Podoll gl 54 7]:3 82 AHS-skA Sl
4 Podut 23 = JdFYth

= A9 77} Q& LokiStacke] o

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki
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AH8-8to] Loki Pod7t A3 5= = =8 Aojslal & AA=E
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PodZE # &3}

koA 21 A



namespace: openshift-logging

spec:
#...

template:

compactor:
nodeSelector:
node-role.kubernetes.io/infra:
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:

= A7) 485E 74 24 Pod §3

Fold o] XE === olFH

I apiVersion: loki.grafana.com/v1

"0

e

o)

oflt
tllo

i
XN
oX,
i)

A4 g

147, 2] &2 o o}
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kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
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querier:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

LokiStack(CR)2] nodeSelector 2 31§ 92} 2 =2 4321 oc explain 8 & & Al&3lo] 53
oz gt Ay 28 B 5 AdFU-

I $ oc explain lokistack.spec.template

2 o

o
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KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

AAE N e 54 RES b 5 A

$ oc explain lokistack.spec.template.compactor

2 o

o

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

14.2.3. 3] & Q= A3l =21 3 7] Pod ] x| A o]
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Ned o 21 557 Podol & T3t e 318 ox 74l dath

apiVersion: v1
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists
#...

A 27 A

[ J
Red Hat OpenShift Logging Operator & OpenShift CLI(oc)S A XA &)

o=
7Hd

3 Aol 273 5371 Podol 4 27 577] PodE o % c o HAES F

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

g%
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I $ oc adm taint nodes node1 collector=node:NoExecute

o] d o) 5] = 7] collector, 3+ node 2 taint € 7} NoExecute= nodel9] taintZ uj x] g c}.
NoExecute taint & ¥ = A}-&3] oF §4 t}. NoExecute+= tainte} € %] 5= Podwt ~A| =3 532
A X]31A] &= 71E Pod+= A AU .

ClusterLogging A1-8 &} A ] ] £ 2(CR)<] collection 28l 22 HAJ sl =7 43 7] Pod
o A& 3§ eaE FAEAEYT

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:
- key: collector ﬂ
operator: Exists 9
effect: NoExecute G
tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

wEd 3718 718 AR T

2]

key/value/effect v 7| A =7} A X & A& Q 135} == Exists Operators A4 gt}

©

NoExecute & 35 A A ).

370



147, g A 2= o <k

2
i)
.IE
HU

RS E 2 AT

olerationSeconds v 7| ¥ =2 XA 3l Pod7} Al A= 7] A71A] =9

o] 3|-§& @ x}+= oc adm taint ¥ F o = A4 tainte} Y Att. o] 31§ 2271 J+= PodE nodel

o dloke % QU th

14.24. 27 3719 dig 22 A4 L 2AEH

AHAE FY T UY 2 o] 29 U XY= ClusterLogForwarder CR3} 52 8k o] 0] ¢
ClusterLogging A}-8-7 A 9] 8|4~ 2(CR)E A st #7719 elax= e 2AEI S 3T
Y

'1) %0,
%o rir
)

W] oA o8 23 A2AE A4S 1 ClusterLogging CRol| 3 &5 += 20z =
managementState 2 collection JUt}. & R & 2€dlxE= FAg Y.

A 27 A

224 A o] A&y

Red Hat OpenShift Logging Operator v A 5.8 o] A}o] A x| 5o JHFUh.

ClusterLogForwarder CRS A A3 &5}

713 ClusterLogForwarder CR2 X9 5}+= ClusterLogging CRS A A 3 of.

ClusterLogging CR YAMLS] <]

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: <hame> ﬂ

namespace: <namespace> g
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spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

o] & & ClusterLogForwarder CR=} <! 3j of g1 t}.
Y] ¢ 23] o] 2~3= ClusterLogForwarder CR=} 5 3| of g1t}

thS 43S A3 3to ClusterLogging CRS 283t}
I $ oc apply -f <filename>.yaml
14.2.5. 27 % 7] Pod K.7]
27 871 Pod 2 A3 FQ T =8 2 5 dFU.
A%}
ZRAENA O3 PP A5t 27 571 Pod 2 AR AR E Sl

I $ oc get pods --selector component=collector -o wide -n <project_name>

2 o

o
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NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
<hone> <nhone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <none>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <nhone>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 worker1i.example.com
<hone> <nhone>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <nhone>

14.2.6. 7} gl &2

= HAEE A18-5te] Pod WA A]o]
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153. 27 A A A

2] ¥ Operator 2@ #&d CR(AF&A A 9] 8]l 4 2)& A 7 5lo] OpenShift Dedicated 22 2~EHolA =

e AAT 5 dEUh

15.1. 27 A X A A

Red Hat OpenShift Logging Operator 2 ClusterLogging AF&-# A 2] g] 4 2%(CR)E 24|35l =1

AAE AL + dFUT

A 27 A
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222 Ago] A&

OpenShift Dedicated 9] &£ 9] &2 2 sl AN 2T = AHFU T

Administration -~ Custom Resource Definitions 3] o] X] 2 o]-F 3}<] ClusterLogging <

223,

AHEAL B o] Blat F o] AR F R FHo|A A JALDAE T

e

U,

£ &9 3} ClusterLogging 24| & S8 o).

Administration — Custom Resource Definitions ¥ o] x] 2 o] &3},

ClusterLogging &l 9= ¥4 ¥l

£ 225w AHgA A9 P42 go] A4 § Heghch
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ClusterLogging CRS 243l = PVC(E+ & Q)7 AAHA &
FUd YA PVC, PV(F+ EF) 2 34 diolH & AHAstE A F71 24
S G35l oF Ut PVCE sl Al st A 2HA) 31 PV7E 2HA) 5] 51 gl o] H &

Aol BT 5 ATk

ClusterLogForwarder CRS A A g 73 ¢- ClusterLogForwarder &9l 9+ 4 vl

2 2% o2 A A A9 Fax Fo Ax & FY T

Operator —~ A x| ¥ Operator = o] A = o] & ] t}.

Red Hat OpenShift Logging Operator &9 = &4 wl ¥

£ £33 1S Operator A3 A AS 23t

A9 A}3}: openshift-logging = 2 2 € 2 AbA| g o}

af

openshift-logging T= A E £ AtA|51A PVC(F T+ 2F SdY) =2 ¥
ot G vl =o)X B E F&o] AAlgU. 24 HlolH & A8t
2] openshift-logging Z 2 3 E £ 214 31 K] u}l4 A] Q.

=2AE Ho|x 2 o Tt

openshift-logging Z 24 E doj 9= 34 vl
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A 27 A

el Agto] Y&

OpenShift Dedicated ¢ =4 2] A2 #} 3pd o] A28 5= dH5U
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Red Hat OpenShift Logging Operator 2 #4& €] 42 E ol & A A s1A] ke 7

[e]
W ‘o T

ClusterLogging A}-8-#} 3 ] @] 4-2=0] A LokiStackel oj & Zx5 A AR5

Administration —» Custom Resource Definitions ¥ o] X] 2 o] &3} LokiStack 2 =2}
Yt

AHEAL B 9] A o] AR AR F oA A A2 EE S

e

U,

rO
by
)
[
e
2
s
e
o
2
=
3

2 293 o3 LokiStack 24 2 2834

Administration — Custom Resource Definitions ¥ o] x] 2 o] &3},

LokiStack €l 9+ 34 "l

£ 25w AHgA A9l P42 go] A4 § Ae g

euAE 2] AZAL AT

Operator —~ A x] ¥ Operator = o] A = o] & ] t}.

Loki Operator &9l 2= 34 ¥

£ &8¢ v Operator A 3] A AE Z ).

A€l x}&}: openshift-operators-redhat = 2 2 E £ 214§ o).
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o] Y| 2# o] 20 Tt} ZF = Operator7} A X9 79 openshift-
operators-redhat Z 2 4| EZ 2}A)| 5} %] vjdA] £

F - ZeAE oA % o Tt

b.
openshift-operators-redhat ZZ 4| & doj = 34 vl
]
L]
]
£ Z8g gs Z2AE A4 & S8
C.
) 3} A A9l openshift-operators-redhat 2 ¢} 2 3t AHA)| S <13 th-S 2HA)
4.

15.4. ELASTICSEARCH A X] A A
A 27 A

FE A Aol AHFY T
OpenShift Dedicated §] &< 9] A A} b A2 = AL

Red Hat OpenShift Logging Operator 2! & 2] A2 E o} & A AR ¥ A$
ClusterLogging AI-& 2} A 2] 2] &~20]| 4] Elasticsearchol] O3t F %= A AsjoF ).

rO
[
i
>
e
2
s
e
o
2
=
=r
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i
gt
&
&

t}-& Elasticsearch 2t & Z € g}

Administration -~ Custom Resource Definitions 3] 0] x| 2 o] &3] t}.

Elasticsearch €9 = 34 v

2 295 AR A9 Fax o AkA 2 A9y

euAE 2] AZAL AT

Operator ~ A x| 9 Operator 3| o] A] & o] 5 g}

OpenShift Elasticsearch Operator 29l = 34 Wl

£ &8¢ v Operator A x| A AE Z8 ¢}

X1 x}g}: openshift-operators-redhat 3 2 4 € £ 2}A)] o).

o] Y| ¢ 23 o] 2] T2 ZF 24 Operator7} A X4 739 openshift-
operators-redhat Z 2 2| EZ 2}A]| 51 %] vl A] Q.

af
!

=2AE Ho| A 2 o] F Pt

openshift-operators-redhat Z 2 A E doj 9= 34 vl

(&l

g 293 gL Z2A4E A4 & FY .

r (
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i s} A}l openshift-operators-redhat
Fuoh

tilo

g ste] A4S B3 The AHAl & 2

15.5. CLIS A}8-3l9 &3 2F oA OPERATOR 2}

Z8 2 B2 A= CLIE A}8-31o] A8 d v ) 23 o] 20)| 4] A ] H OperatorS 2HA4| 3 4= &1t}

AR 8.5 A

[ ]
dedicated-admin @ 3to] 2= Al S AHE-3}o] OpenShift Dedicated Z2] 2~ F ol A 2=
T JdHFUH.

OpenShift CLI(oc)7t 9l =L 2E] o] Aol A x5 o] 9l &1t}

T-= % Operatore] Al v A (4] : 4] v 2] 2~-operator)o] currentCSV I = o] 4] A 5 =X]
gl g .

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-
serverless -0 yaml | grep currentCSV

2 o

o

I currentCSV: serverless-operator.v1.28.0

A B 233438 A4A gh oh(el : 4 Wl 2] 2-operator).

$ oc delete subscription.operators.coreos.com serverless-operator -n openshift-
serverless

2 o

o
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I subscription.operators.coreos.com "serverless-operator"” deleted

o] A @A 2] currentCSV 73 AH&-31o] t/d d] 9l 23] o] 24| ] Operatore] CSVE 2HA g
Yrth.

$ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless

2 o

o

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted
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ZAqAA YR 27 PIF=0 e Ay QL S UGSyt 22 g IF=E dukz o 7 JSON 7)) A
AQ
1 O

EES EEREDLE DS R R ERE

Elasticsearch 2 Kibanacl| 4] ol2|gt 2 =& AAsteiA AT o AA A = o] AHEFY .
o 2 So] Elasticsearch /_search URLZ Kubernetes Pod o] && 3o 34

/_search/g=kubernetes.pod_name:name-of-my-pod= A&},

+ J&Uh

o

R EAST B\

f

449 sz P w

MESSAGE

AR 77 32 a2~E UTF-8= <1 ZYGFH Yt} Hlo] YA &2 structured =7} A= A o] =7}
AU o] A& = AFY T structured t g A A & U182 A S FxFH4]A Q.

dolg #¢ text
of| Al 7k HAPPY
STRUCTURED

Tz3E oBAES YR 77 FEAU )}, o] == Forwarder7} +=35l%E JSON 218 L& B4
SIE S TR A5 EAZ F JFUTL A8 2 5o fFad Fxsd 29 A5 ol Bxde
5L JSON 727t 2 Ut 28X 2™ o] A== Hlo] YA} §lor] message B ol = U
2 W AR 7} 23 Y ). structured 2 =0 = 21 WA X o] 23 319 2= IS 5 Jon oY)

o Aol d A Abatol flUTh

Holg &9 group

o Al gk map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618

worker:0]

@TIMESTAMP
Z2aHOZET AAAHAY A NS G F e AFE2H0ZE A FFE W IAHE
UTC Ut "@" H7Ale 53 =2 doa d=5 g iU gt 29 =771 7| £33 o=

Elasticsearch& A& 3}o] “@timestamp” & 25Ut}

doly 3 date
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16F. 2293z de

of| Al 7k 2015-01-24 14:06:05.071000000 Z

HOSTNAME

o] 21 WA X7} Al &E T A E 9] o] &9t} Kubernetes =] 2 E] 9| A] o] = kubernetes.hoste} =
Ao

oy 3 keyword

IPADDR4

a2 el IPv4 F2 YUtk M del B 55Ut

dlol e f3 ip

IPADDRG6

A 7@ A% 222 Ame IPV6 20U th Wl Fol € 5 AUt

glolE f3 ip

LEVEL

rsyslog(severitytext property) Python 27 =&

o

2 UE S R 22

1o
b
oY,
2
N
ins
i
v

o5 #2syslog.holl A 7k4 @ 31 1 Sl & Fsh= cA7F Ut

°
0 =emerg, Al =d2 AL 5 sy
°
1 = alert, A X & FHslof Y}
°
2 = crit, Az eI YU o
°

3=err, 27 FH AU
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http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l51

OpenShift Dedicated 4 2 7]

[
4 = warn, 73 3 A g}
[
5 = notice, A Fol A7t S 2 3 FeE Ut
[
6 = info, A W= A FI U}
[

7 = debug, T ¥ & WA A YT

& ¥ 74 syslog.he] A7} ol R gk A AL&g

8 = trace, trace-level ] X X] = debug | A| A ®.t} ] ZA g o}

9 = unknown, 27 A| 2o A 223X ¢+ @S A= AS-AdU

e 23 A2FY 27 57 B 94 298 o4 259 /M3 ke AR G50 WF Pk S

Eo] python 27 9| A= CRITICAL2 crit2 ERROR= err 53 ¢ X A2 4 AdF5Y

golg &3 keyword
ol Al %k info
PID

AHE 7158 A9 o]= =7 JlE e A A IDYY T

gl o] ¥ 63 keyword

SERVICE

AHE 7He @ A 274 AEE g AAE AquH| 29| o] FY Ut o & £ syslog®] APP-NAME %!
rsysloge] programname 442 A 8|2 H=of w3 g},

golg &3 keyword

384
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177 TAGS
17%3. TAGS

A A 5377 Ei= Aits710) olal 7 = 10] v] A 9 Operator o] €] B=2 A 2§ o
olzEx guoz 7Y B4 E2o] Yt BAL| AL EAY E2] JSON B 5 gl

dolg #¢ text
FILE

TRNA o] 2O F5S e 22 Y AU, ditF o g JY 1Y =9 /var/log 3 A
g9 = A=dUd.

dlolE f3 text
OFFSET
LEN ZAUT &Y 21 3 o] AYXEA gho] dASA GXFA S7HstE T LA 22

ehele] A A7hA o] vho] B 40 Ei 1 719 B 271 2kl WE(0 £ 1718)E Uehd 5 dadh
Al WA e 23 (3 A) el e ZuEE 5 et

dolg #¢ long
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187. KUBERNETES

el e 2 2 vl b ol ¥l o] | Q) 23 o] 2¢] 1 o

goly 3 group

18.1. KUBERNETES.POD_NAME

Pode] o] 21t

oy 3 keyword

18.2. KUBERNETES.POD_ID

Pod<] Kubernetes ID] 1 t}.

tleolE #3 keyword

18.3. KUBERNETES.NAMESPACE_NAME

Kubernetes?] v 23 o] 2 o] Y Y}

oy 3 keyword

18.4. KUBERNETES.NAMESPACE_ID

Kubernetes2] Y| 2=d o] 2~ IDY Y t}.

tlolE #3 keyword

18.5. KUBERNETES.HOST

Kubernetes == o] 5944t}
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gl o] ¥ 63 keyword

18.6. KUBERNETES.CONTAINER_NAME

Kubernetes®] 718 o] o] Y4t}

dolE 3 keyword

18.7. KUBERNETES.ANNOTATIONS

Kubernetes ¢ B A E o} AAH F4 ).

goly 3 group

18.8. KUBERNETES.LABELS

22 Kubernetes Poddl 9= @ o] &Yt}

goly 3 group

18.9. KUBERNETES.EVENT

187%. KUBERNETES

Kubernetes v} 2 APIo| 4] &2 Kubernetes o]gl EQJU}. o] o]dl E A2 Event vl 0] 9] type

Event & tgf&d o2 wFyd

o] &

do
oftl

group

18.9.1. kubernetes.event.verb

olyl € -3, ADDED,MODIFIED %=+ DELETED

dolE 3 keyword

Al %k ADDED

387


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#event-v1-core

OpenShift Dedicated 4 2 7]

18.9.2. kubernetes.event.metadata

ojHE A AX R A AHE AR A

tlolE #3 group
18.9.2.1. kubernetes.event.metadata.name

Ee7% o uAES o gt

olmE 414

tilo

gl o] E] 63 keyword

o Al 7k java-mainclass-1.14d888a4cfc24890

18.9.2.2. kubernetes.event.metadata.namespace

oWl E7} A& w3 ] ¢ 23 o] 2 9] o] &9l t}. eventrouter o] =] A o] A o] ul] £ ¥ U] Y 23 o]
2-9l kubernetes.namespace_name=} t}51t}.

g o] E 63 keyword
o Al Zk default

18.9.2.3. kubernetes.event.metadata.selfLink

SR R EDEIES

dolE 3 keyword

o Al 7k /api/vl/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

18.9.2.4. kubernetes.event.metadata.uid

ol Ee] & IDYY T,

tlolE #3 keyword
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AT %k d828ac69-7b58-11e7-9¢cf5-5254002f560c

18.9.2.5. kubernetes.event.metadata.resourceVersion

o] W mAe oM ES 24 s
R EERHERE L PNE LN

AL YU Feol|AEE o] #AAL AFg ] QBAE

e
A

WolE 48  integer

Al %k 311987

18.9.3. kubernetes.event.involvedObject

oW Ee] ¢ 1A ES .

Holg &9 group

18.9.3.1. kubernetes.event.involvedObject.kind

eBAE §3YUch

oy 3 keyword

o Al 7k ReplicationController

18.9.3.2. kubernetes.event.involvedObject.namespace

T 2 B A E 9] v g 29 o] 2 o] F Y YT} eventrouter ol Z2] Al o] A o] vl E A ] Y =¥ o] 2=
kubernetes.namespace_namez} o} & 4 A5

tlolE 3 keyword

o Al Zh default

18.9.3.3. kubernetes.event.involvedObject.name
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dlole 3 keyword

o Al 7k java-mainclass-1

18.9.3.4. kubernetes.event.involvedObject.uid

LBAES JF IDYYT.

dole 3 keyword

of| Al 7k e6bff941-76a8-11e7-8193-5254002f560c

18.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes w}2-H API2] ¥ A ¢}

gl o] E 63 keyword

Al 2k vi

18.9.3.6. kubernetes.event.involvedObject.resourceVersion

GNIEE SAAD AN U WA E S EARUY . ol AmE o BAUL AL
euAERWMAD AE AR 5 d&Uh
gl o] E] 63 keyword
o Al Zk 308882

18.9.4. kubernetes.event.reason

o] ol ES AT o] f-2 AFHE Fe WA ols] EALYL

gl o] E 63 keyword
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o Al gk SuccessfulCreate

18.9.5. kubernetes.event.source_component

o] ol EE B3 A 94Ut

gl o] E] 63 keyword

o A] 7k replication-controller

18.9.6. kubernetes.event.firstTimestamp

olMlEs} Ag 7128 ABAY T

goly 3 date

of| Al 7k 2017-08-07 10:11:57.000000000 Z

18.9.7. kubernetes.event.count

o] ol =7} A F R4 o).

WolE 48  integer

Al 2k 1

18.9.8. kubernetes.event.type

ol E {9, Normal == Warninggd Ut Al §F3& Uz F71% 5+ dF4 .

Holg &9 keyword

o Al Zk Normal
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197. OPENSHIFT

openshift-logging 573 v eld] o] €] 2] Y] Y 29 o] 2

Holg &9 group

19.1. OPENSHIFT.LABELS

Cluster Log Forwarder 743 ol 3-719 o] &

t o] B

do
of

group
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20%. APl Fx

20.1.5.6 =7 APl &=

20.1.1. =7 5.6 API &=

20.1.1.1. ClusterLogForwarder

ClusterLogForwarder:= 12 2 15 74 3t= APIg Yt

olgol A A 4 AFANA ol o] APH 22 A= Agw
= TR

rr
)

olxetel B52 A stel A
AutAel 27 s et /12 AF 9 ol Fol don g A YA Polste] F71 WYY

71 openshift =1 2 Z 40 tf 3t 712 AlF &3 ol5°] AA T URL 3 7|6} 942 B3R E A8t
o] AA & A olste] FHEE U EE RO E AL EE ZZAXNZ 225 J2T F AF

Ut

&4 3 A

spec object ClusterLogForwarder?] 93l& &
A Abok

status object ClusterLogForwarder] *}ej

20.1.1.1.1. .spec

20.1.1.1.1.1. 4249

ClusterLogForwarderSpec2 =15 974 o= Agst= i S F .

20.1.1.11.1.1. 738
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object

outputDefaults

e
)

Pipeline

20.1.1.1.2. .spec.inputs|]

20.1.1.1.21. 449

A AL Ag

& 22 0] A X o
AP

jine
)
o
i
i)
Avi)
fu

(A8 A}3+) DEPRECATED
OutputDefaults= 7] & 2 & 2o
s BA Aoz Aga AL A

gk

InputSpec2 =1 Wl X x| o] A& 7|5 Ao},

20.1.1.1.21.1. 738

[ J
array

name

20.1.1.1.3.1. 449

NEAl Y =1 Ae/lgUch 228
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20%. API Fx

.

20.1.1.1.3.1.1. 738

[ ]
object
£ +3 A
Y Q) o o] 2 array (g Al o ZE| Aol 2 s
FHRE U L= ol =g Y
A7) object (A9 A A x| 8= FE o] A=

Pode] 21 A7 T},

20.1.1.1.4.1. 4249

20.1.1.1.4.1.1. 738

[ J
array

20.1.1.1.5. .spec.inputs[].application.selector

20.1.1.1.5.1. 49

gdol& Ae7]= g a2 AP g Aol & A= du

20.1.1.1.5.1.1. /38

[ J
object

/\-]l%]

=

matchLabels object (A= A}gF) matchlLabels=
{key,value} 2] W ]t}
matchLabels¢] &< {key,valuet

20.1.1.1.6. .spec.inputs[].application.selector.matchLabels
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20.1.1.1.6.1. 24

20.1.1.1.6.1.1. 738

[ J
object

20.1.1.1.7. .spec.outputDefaults

20.1.1.1.71. 249

20.1.1.1.71.1. 738

°
object

=54 3 A3

elasticsearch object (A9 x}3}) Elasticsearch

OutputSpec 7] -3k

20.1.1.1.8.1. 4249

ElasticsearchStructuredSpec2 elasticsearch QA1 A& ZAA 57| 9] +ZF3d 22 HAA &
a9 AP

20.1.1.1.8.1.1. 738

°
object

%4 #3 47

enableStructuredContainerLogs bool (A= AL
EnableStructuredContainerLogs
£ A85E B3 Aoy P2 =
2538 7 dFYTH

structuredTypeKey string (A= A})) structuredTypeKey =

elasticsearch ¢lgl =~ o] S0 & A}
g2 vetelolE 718 AY P
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A X 3 A4
structuredTypeName string (A& A1) structuredTypeName
£ elasticsearch 2~7]n}2] o] &&
A gk
20.1.1.1.9. .spec.outputs]
20.1.1.1.91. 49
=92 2avAA 9 gdS A odyd.
20.1.1.1.9.11. 538
°
array
&4 3 A
syslog object (A9 A
fluentdForward object (A= A1)
elasticsearch object (A= A1)
kafka object (A9 A3
CloudMonitor object (A= A1)
loki object (A9 A3
googleCloudLogging object (A= AL
splunk object (A9 A7)
name string gto] ZEel o] S Fxsl=
A8 S E ol B U
secret object (A AL el =S 93 A TR Y
U},
tls object TLSO = TLS E2}o] A E o 4 9
A FAE Aosts Aol £y
o] AFY Tk
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A=A ‘?raé A
type string 29 Fea9le PPk
url string AE A 22 gazEs vy
URLJ Yt}
20.1.1.1.10. .spec.outputs[].secret
20.1.1.1.10.1. A9
OutputSecretSpec2 U] 9] 23 o] 27} gl o] % £¢st= B Fxdydh.
20.1.1.1.10.1.1. 538
[ J
object
=24 3 A
name string 2GR Bk 9] A
2w o] 20 Q= A AR 9 o] &
Yk

20.1.1.1.11. .spec.outputs[].tls

20.1.1.1.111. 49

OutputTLSSpecoll = &3 433 FA3 TLS A2 dl g 3 40] g o] AU

20.1.1.1.11.1.1. 58

°
object
= %3 A9
insecureSkipVerify bool InsecureSkipVerify 7} true<l 73

_?4
AZML e LFE FAFES

TLS S&elAdEZF A4 F Yt

20.1.1.1.12. .spec.pipelines][]
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20.1.1.1.121. 49

PipelinesSpec 2 3 AlE

i
)
o)
o~
zd
2
e
ih)
d
L
i)

20.1.1.1.1214.1. 38

[ J
array

i

ke

o:
Jo
oftl

detectMultilineErrors bool (A8 A1) DetectMultilineErrors
£ AHEsHH HH oY a5 o9

== AT FusUh
inputRefs array inputRefs= o] Jho]z g}l o gf gk

%18 ] o] E(input.name)< 1}

labels object (A8 AF&}) o] Fho] el
name string (A9 AL

outputRefs array outputRefs o] ujo] Za}ol o] &
2 o] 5 (output.name)< 1} ¢
Y.

parse string (A9 A3} Parse S AHg-3FH -
Stel 200 22 d 55 FF &

g5 dgvh

R

20.1.1.1.13. .spec.pipelines[].inputRefs[]

20.1.1.1.13.1. 49

20.1.1.1.13.1.1. #38

[ J
array

20.1.1.1.14. .spec.pipelines[].labels

20.1.1.1.141. 49
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20.1.1.1.141.1. +38

[ J
object

20.1.1.1.15. .spec.pipelines[].outputRefs[]

20.1.1.1.151. 49

20.1.1.1.15.1.1. #38

[ J
array

20.1.1.1.16. .status

20.1.1.1.16.1. 49

ClusterLogForwarderStatus+= ClusterLogForwarder2] #32 e & A 2] g}

20.1.1.1.16.1.1. +38

°

object
%4 3
conditions object
ok =7
X =7
Pipeline Bl

20.1.1.1.17. .status.conditions

20.1.1.1.171. 49

20.1.1.1.171.1. 538
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object

20.1.1.1.18. .status.inputs

20.1.1.1.18.1. 49

20.1.1.1.18.1.1. +3

=7

20.1.1.1.19. .status.outputs

20.1.1.1.19.1. 49

20.1.1.1.19.1.1. #8

=7

20.1.1.1.20. .status.pipelines

20.1.1.1.20.1. 49

20.1.1.1.20.1.1. +3

[ ]
conditions== ClusterLogging - Red Hat OpenShift Logging <1 2€ 2¢j1t}].
ClusterLogging-2 clusterloggings API2] 2 7]v}{l Yt}

/\—]%]

=

spec object ClusterLogging®] 9 sl= &= A
oo]:
status object status= ClusterLogging¢] ¥z

FeE Ao gy

20.1.1.1.21. .spec

20.1.1.1.211. 49

ClusterLoggingSpec2 ClusterLogging?] 3= AdH S A o g}
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20.1.1.1.21.1.1. 43

[ J
object

Felold

forwarder

logStore

managementState

A 7h5}

20.1.1.1.22. .spec.collection

20.1.1.1.22.1. 49

239 oWE 530 #AA Fu

20.1.1.1.22.1.1. 43

[ J
object

resources

nodeSelector
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object
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o
oftl
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ol
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&4 3 A

518 22k array (A9 A} Podell A &8 3] &
R

fluentd object (A& AL Fluentd = fluentd
B AGAE 9% +A S Ve
Sh=2

logs object (A AL T o) AR E A g
Utk S22 2E 9 2o 294 AL

type string A A TS 2 A8 A 9

20.1.1.1.23. .spec.collection.fluentd

20.1.1.1.23.1. 49

FluentdForwarderSpec fluentd -3 2] A E# = 93t +4 L e .

20.1.1.1.23.1.1. &8

°
object

%4 #3 ek

buffer object

inFile object

20.1.1.1.24. .spec.collection.fluentd.buffer

20.1.1.1.241. 49

FluentdBufferSpec2 = & fluentd =2 o] ¥]3 A& XA 3l+= fluentd ¥l 3 vl 7/l 9] A H A
ESUeiyc. vy 2 F 327 24, S8A FY 2 AXE FHAE A 6] S8l vl 9] s
A4S ALy

Aul of 7 M 4= 2] 735 https:/docs.fluentd.org/configuration/buffer-section#buffering-
parameters 2 JZ34A Q.
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A AR A B

section#flushing-parameters

AN E ARG RS b2

section#retries-parameters

20.1.1.1.24.1.1. 43

[ J
object

chunkLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxInterval

retryTimeout

retryType

404
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=z 314 Al L. https://docs.fluentd.org/configuration/buffer-

string

string

string

int

string

string

string

string

/\-]D(:)]

=

(A8 X}+3}) ChunkLimitSize = 7}
Az0) Av) 27] 8 Yepd o of
W E 7 gy o

(A& AF3H) Flushinterval & 145
T Z A Abolell ti 7] st Al 7S

ey o,

(A& AF3H FlushMode= 2.2
28 Z A AP B REE Y

Byt 2=

(A9 A3} fluentd B 7 o] A A}

e g = 5 SHA Y

(A= A}gH) OverflowAction-&
fluentd ¥ Z2] 2219 th 3+ 2+
< eI,

(A9 X}3}) RetryMaxinterval & %]
T e Ao Al A S v
Wyt

(A9 A1} RetryTimeout-& £ 7]
at7] ol AA =g Ao A7 A
< HEbd YT
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2 3 A

retryWait string (A= A}g) RetryWait2 Z 2] A] of]
g F o) A A A E Aol o] 7]
70 e

totalLimitSize string (A= AL TotallimitSize+=
fluentds 31 &8 == 37+ IA
e ey o,

20.1.1.1.25. .spec.collection.fluentd.inFile

20.1.1.1.25.1. 49

FluentdinFileSpec2 = & fluentd in-tail ¢} & o) gl g +4
A wiAE 2] B A ES Yepdy .

o

ZA3}7] 948l fluentd in-tail =& =

Aul of 7 H 4= 2] 739 https://docs.fluentd.org/input/tail#parameters & FZ314 A L.

20.1.1.1.25.1.1. #38

°
object
St 3 A
readLinesLimit int (A& AL3}) ReadLinesLimite zt
I/O ZF oA el & &) 5 Ve
Ut
20.1.1.1.26. .spec.collection.logs
20.1.1.1.26.1. 29
20.1.1.1.26.1.1. 9
°
object
&4 3 A3
fluentd object Fluentd 22 3 74 249 A}
oo}:
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4 3 Ek:
type string FAE =oAL FFYUt

20.1.1.1.27. .spec.collection.logs.fluentd

20.1.1.1.271. 49

CollectorSpec> =719l & 2AEY L 8228 A o) dh= AHFAH o

20.1.1.1.27.1.1. 43

°
object

= 3 A

nodeSelector object (A& A3} Pod7) o oF 5 & ==
E Aeldynt

resources object (A A =R 7] gAhs o
A&}

5§ 22} array (A9 AH3}) Podell A 5] 88 51§
2274 9

20.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

20.1.1.1.28.1. 49

20.1.1.1.28.1.1. +3

[ J
object

20.1.1.1.29. .spec.collection.logs.fluentd.resources

20.1.1.1.29.1. 49

20.1.1.1.29.1.1. +3

[ J
object

406



limits

requests

20.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

20.1.1.1.30.1. 49

20.1.1.1.30.1.1. +3

[ J
object

20.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

20.1.1.1.31.1. 49

20.1.1.1.31.1.1. #38

[ J
object

20.1.1.1.32. .spec.collection.logs.fluentd.tolerations[]

20.1.1.1.32.1. 49

20.1.1.1.32.1.1. 43

[ J
array

effect

key

o
oftl

object

object

Jo
oftl

string

string

20%. API Fx

(A9 213 Requests= 2 8 3+ H
A2AFE PR FE AP

A

of

~

A9 A3} Effect= 4 X A1 2 H)

JIE 35 Yepy Yk vlod &=
A REYAE g9 U xS
o m gy Th

(A8 AR 71 = 3518 227 A8
& taint 719Ut Blol e A
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%4 #3
operator string
tolerationSeconds int

value string

A

(A9 X}+3}) Operatore 7] 9} %ke)
HAE HERE Y T

(A= A} TolerationSeconds+=

518 @Kl oF &) 717k& e

20.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds

20.1.1.1.33.1. 49

20.1.1.1.33.1.1. #38

[ ]
int

20.1.1.1.34. .spec.curation

20.1.1.1.341. 49

21 §tdlo]A(Curator)s} #AF IR E ¥

20.1.1.1.34.1.1. 8

[ J
object

3}
=

3

e

.?_

=

o]
H

U,

/\-]l%]

=

Curator object

type string

20.1.1.1.35. .spec.curation.curator

20.1.1.1.35.1. 49

20.1.1.1.35.1.1. +3
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object

%3 A

=

nodeSelector object Pod7} ¢ ¢F5l == & A o] gt o}

resources object (A= A}g}H) Curatore] 8142~ @
A}3}

2A = string Curator #+¢j o] A 3] ¥ = cron &=
AZPYTE 712352 "303**"'Y
Uk,

3-8 Q= array

20.1.1.1.36. .spec.curation.curator.nodeSelector

20.1.1.1.36.1. 49

20.1.1.1.36.1.1. +3

[ J
object

20.1.1.1.37. .spec.curation.curator.resources

20.1.1.1.371. 49

20.1.1.1.37.1.1. 43

°
object
=2 3 A
limits object (A8 A A 3He 385 = F )
AFHY a2 Fs HeErg YT
requests object (A9 A3} Requests= 2 2.3
A2AFE HAEE FSAEYFY

20.1.1.1.38. .spec.curation.curator.resources.limits

20.1.1.1.38.1. 49
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20.1.1.1.38.1.1. +3&

[ J
object

20.1.1.1.39. .spec.curation.curator.resources.requests

20.1.1.1.39.1. 49

20.1.1.1.39.1.1. #3

[ J
object

20.1.1.1.40. .spec.curation.curator.tolerations|]

20.1.1.1.40.1. 49

20.1.1.1.40.1.1. 43

°
array

%3 3
effect string
key string
operator string
tolerationSeconds int
value string

20.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
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20.1.1.1.411. 49

20.1.1.1.41.1.1. §3

[ ]
int

20.1.1.1.42. .spec.forwarder

20.1.1.1.42.1. 49

ForwarderSpecoll= 54 A2z 73S 9]¢ 224 79 /A7 3o ds5H G 9]
= dukEgl 8o Padx gonz 7|2 AR 7|Eo &4 A AT AT FEdS
Ut} @A Y2 : fluentd.
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FluentdForwarderSpec2 fluentd -3 2] A ExE 9t +A4 L e .

20.1.1.1.43.1.1. 43

°
object

%4 #3 EL:

buffer object

inFile object
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[ J
object
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20.1.1.1.52.1. 49
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20.1.1.1.54.1. 49
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20.1.1.1.58.1. 49

20.1.1.1.58.1.1. #3
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20.1.1.1.61.1. 49
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20.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i
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20.1.1.1.64.1. 49
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