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#e] 2} Telemetry ¥ Insights Operatoro| A =3 W EY S AET 4= 5 Th

4.2.1. Telemetry = 5% 3} t o] |

b

Al

oL

fo

Telemetryoll A 742 & S 2] 2H 8 74 a2 AAIE HOlHE & F AFUH

A 8T A
® OpenShift Container Platform CLI(oc)E A %] 3l &4 t}.

e dedicated-admin & gto] ALgAL 2 ZF8 2~E o] QA 28 5 A5 Th

1 Zege 2aagyr

€] ©] Prometheus A H] =& 7] 2] 8} 2L Telemetryoll A 74 ] & % 7]

th2 o Al o) = AWS ¢] OpenShift Dedicated$} @ @ B 7}A] gho] 35 o] A5 T}

$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \
https://$(oc get route prometheus-k8s-federate -n \
openshift-monitoring -o jsonpath="{.spec.host}")/federate \
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--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\

--data-urlencode 'match[]={__name__ ="subscription_sync_total"}' \

--data-urlencode 'match[]={__name__="olm_resolution_duration_seconds"}' \

--data-urlencode 'match[]={__name__="csv_succeeded"}'\

--data-urlencode 'match[]={__name__="csv_abnormal"}'\

--data-urlencode 'match(]=

{_ _name__="cluster:kube_persistentvolumeclaim_resource_requests_storage bytes:provisioner:sum"}'
\

--data-urlencode 'match[]={__name__="cluster:kubelet_volume_stats _used_bytes:provisioner:sum"}'

\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
system_vendor="Red Hat"

name__=~"cluster:usage:.*"}'\
name__="count:up0"}'\

name__="count:up1"}'\

name__="cluster_version"}' \
name__="cluster_version_available_updates"}' \
name__="cluster_version_capability"}' \

name__ ="cluster_operator_up"}' \

name__ ="cluster_operator_conditions"}' \

name__ ="cluster_version_payload"}' \

name__ ="cluster_installer"}' \
name__="cluster_infrastructure_provider"}'\
name__="cluster_feature_set"}'\
name__="instance:etcd_object_counts:sum"}'\
name__="ALERTS" alertstate="firing"}' \
name__="code:apiserver_request_total:rate:sum"}' \
name__ ="cluster:capacity_cpu_cores:sum"}' \
name__ ="cluster:capacity_memory_bytes:sum"}'\
name__="cluster:cpu_usage_cores:sum"}'\
name__="cluster:memory_usage_bytes:sum"}'\
name__="openshift:cpu_usage_cores:sum"}'\
name__="openshift:memory_usage_bytes:sum"}'\
name__="workload:cpu_usage_cores:sum"}'\
name__="workload:memory_usage_bytes:sum"}' \
name__ ="cluster:virt_platform_nodes:sum"}' \
name__ ="cluster:node_instance_type count:sum"}'\
name__="cnv:vmi_status_running:count"}' \
name__="cluster:vmi_request_cpu_cores:sum"}'\
name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{

name__="ceph_cluster_total bytes"}'\
name__="ceph_cluster_total_used_raw_bytes"}'\
name__="ceph_health_status"}'\
name__="odf_system_raw_capacity_total_bytes"}'\
name__="odf_system_raw_capacity _used_bytes"}'\
name__="odf_system_health_status"}'\

name__ ="job:ceph_osd_metadata:count"}'\
name__="job:kube_pv:count"}'\
name__="job:odf_system_pvs:count"}'\
name__="job:ceph_pools_iops:total"}' \
name__="job:ceph_pools_iops_bytes:total"}' \
name__="job:ceph_versions_running:count"}"\
name__="job:noobaa_total_unhealthy buckets:sum"}'\
name__="job:noobaa_bucket_count:sum"}' \
name__="job:noobaa_total_object_count:sum"}'\
name__="odf_system_bucket_count", system_type="OCS",

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
I\
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--data-urlencode 'match(]=

{
system_vendor="Red Hat"}' \

--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
--data-urlencode 'match[]={__
{_
{_

4%. 22280 Adstel A4 4d) =Y

name__="odf_system_objects_total", system_type="OCS",

name__="noobaa_accounts_num"}'\
name__="noobaa_total_usage"}'\

name__="console_url"}'\

name__ ="cluster:ovnkube_master_egress_routing_via_host:max"}' \
name__="cluster:network_attachment_definition_instances:max"}' \

{_ name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\

--data-urlencode 'match[]={__name__="cluster:ingress_controller_aws_nlb_active:sum"}' \

name__ ="cluster:route_metrics_controller_routes_per_shard:min"}' \
name__ ="cluster:route_metrics_controller_routes_per_shard:max"}'\
name__="cluster:route_metrics_controller_routes_per_shard:avg"}' \
name__="cluster:route_metrics_controller_routes_per_shard:median"}'

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
\

{
{
{
{

--data-urlencode 'match[]={__name__="cluster:openshift_route_info:tls_termination:sum"}'\
--data-urlencode 'match[]={__name__="insightsclient_request_send_total"}'\
--data-urlencode 'match[]={__name__="cam_app_workload_migrations"}' \

--data-urlencode 'match(]=

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}'\
--data-urlencode 'match[]={__name__="cluster:alertmanager_integrations:max"}'\
--data-urlencode 'match[]={__name__="cluster:telemetry_selected_series:count"}' \
--data-urlencode 'match[]={__name__="openshift:prometheus_tsdb_head_series:sum"}' \

--data-urlencode 'match(]=

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \
--data-urlencode 'match[]={__name__="monitoring:container_memory_working_set_bytes:sum"}'\
--data-urlencode 'match[]={__name__="namespace_job:scrape_series_added:topk3_sumih"}'\

--data-urlencode 'match(]=

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \
--data-urlencode 'match[]={__name__="monitoring:haproxy_server_http_responses_total:sum"}' \

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_

name__="rhmi_status"}'\

name__ ="status:upgrading:version:rhoam_state:max"}' \
name__ ="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}' \
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__="cluster_legacy_scheduler_policy"}' \

name__ ="cluster_master_schedulable"}'\
name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \
name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}' \
name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__ ="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}' \
name__="rhods_aggregate_availability"}' \

name__="rhods_total_users"}'\

{_ name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.99"}" \
--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\

2)

o
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--data-urlencode 'match(]=

{_ _name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quantile="0.9¢
ll}l\

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size_in_use_in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quantile="0.9
9"}!\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_storage types"}'\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_strategies"}' \

--data-urlencode 'match[]={__name__="jaeger_operator_instances_agent_strategies"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{

name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\
name__="openshift_csi_share_secret"}'\

name__ ="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__ ="cluster:velero_backup_total:max"}'\

name__ ="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}'\
name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}' \
name__ ="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \

name__="log_forwarder_output_info"}' \

name__ ="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \

name__="namespace:noobaa_unhealthy bucket_claims:max"}'\

name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{

name__="namespace:noobaa_namespace_resources:max"}'\

name__="namespace:noobaa_unhealthy namespace_buckets:max"}' \

name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}' \
name__="namespace:noobaa_system_health_status:max"}' \
name__="ocs_advanced_feature_usage"}'\
name__="os_image_url_override:sum"}'\

name__="openshift:openshift_network_operator_ipsec_state:info"}'
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A8 o7 HolHE H7E 4 AUt OpenShift Dedicated AF-&#}+= Red Hat Hybrid Cloud Console
9] Insights Advisor A 8] 20l HIAE AT 4= ) F Y
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® Insights AdvisorE A}-§-3te] S 2] 2F 2415 2 sk Wy o] o gk AkA & W &2 Insights = A}
g3t S 2FH A A EH S XA A L.
4.4.1. Insights Operator 73 37 o] &

Insights Operator= Prometheus XY & A] =¥l S 53 Alertmanagerel] 7
% 31} = AL8-3}o] OpenShift Dedicated §) &< 9] 7 31 Ul A o] & g+ 7 3L

A=A
O~
£ EF

o A stHoM RUEY » AxE P
o iz} sl oAl RUEE - <project_name> - A3 & Z gt}

S 2] %7 0] =25 Insights Operatorol A th& 4 15 By}

3 4.1. Insights Operator 73 3L

A Avd
InsightsDisabled Insights Operator7} 8] &4 3} 5] o] <51 th
SimpleContentAccessNotAvailable Red Hat M B A=A fefoll A= 7-d g Al = oA

N ER-PAR S [

InsightsRecommendationActive Insightsoll &= &2 =¥ ol th3al &4 @7 Alato]
=

4.4.2. Deployment Validation Operator t o] ] ¢ = *] g
Operator7} A X ¥ 7 ¢ &2 22¥ &2 A+ DVO(Deployment Validation Operator)ol A H o] H & ¢+
3} 8} == Cryostat OperatorE 74 & 4= 2l <4 t}. workload_names 7} ©] insights-config ConfigMap

QEAE 2715 UIDR T Y 2 = o] E-rather7} Openshifte] Insightsell A 5 o] &2 2 ¥ ¥ 2}
7} g 2 1A E 4 9l 51Ut

AR 8 7 AL
o AAFE Birt At AdFU T (7123h).
® 'cluster-admin" & &< A}-8-3Fo] OpenShift Dedicated ¢ &0 & 2215 o] J&U T}
® insights-config ConfigMap ¢ = =] € = openshift-insights 1] ¢} =3 o] 2] 315Ut}

o Z ¥ 7} A & ¥ 3L Deployment Validation Operator7} A X] ¥ Y t}.

1. 9§32 = - ConfigMaps Z ©| &3l Project: openshift-insights & 4 8] g t}.
2. insights-config ConfigMap ¢ 24 € £ &2 5}o] Jy
3. ZYS &3 513 ConfigMap HF 2 A8 gy}

4. YAML B7] 2tt] o mES 29 gt

o

u}<d o 4| workload_names 3} 2183t b5 A2 A4S A3
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apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

dataReporting:
obfuscation:
- workload_names

#...

6. ARS =23t} insights-config config-map Al 5 B 1 3| o] X 7} A Ut}

7. config.yaml 3= = g] £4 ko] - workload_names = A 4 o] ) =% <1t}
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54. 28 =Hol e oy

8 £2 214314 OpenShift Dedicated 28] 2~E o tl gt W4 A RS AL 4 51

5.. MUST-GATHER & A X

flo
v
o
i
Rl
o]
ol
£
Mo
2
il
A
R
oY
ol
rr
=
i)
o
et
)
off
ox
o
i
rlo
ll
)
[
o

oc adm must-gather CL| &
AX ARE 3

o iAo
o Mulzg

Ex o 2 oc adm must-gather & & & 7] 2 Z 2 19 o|u| x| = A}-8-3} 3 ./must-gather.local o] %4

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.17.0

o I 22 FHEEH S Ao A t) £ - /ust/bin/gather_audit_logs ¢1 52 A& 3}
A .
o & EW s ZFUh

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

e
WA EE Y 2718 ol 7] A J1E Au A ES] AR E £ HA gy
o},

oc adm must-gather = 23 3} Z 2] ~E 9] A Z2A E o) ¢ ]9 o]E0] &= A} Pod7F A Yt}
3 Podol| A HloE] 7} =5 = o] A 24 t] & € g o] must-gather.local = A] 2+3}= A U] @ E 2] 9
A 7 h Y o

& =¥ e AEU

NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s
openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

) slo] 55 Yl Y & o] 2o 4] oc adm must-gather 7 = & 2

2 ¢ 3+ 7 $- --run-namespace &4 & A&
e

24
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$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.17.0

5.1.1. Red Hat X ¥ & 9|3 S 2] 2o T & vl o] B =7

oc adm must-gather CL| 7 & & A}-&35}o] F& 2Fof g gy 7

o
f
il
4
)
et
al
¥2,
o))
°
v

AR T AL
e cluster-admin & &29] A} &2 S ~Fof AAM A 4 glojof )
ZFa1
OpenShift Dedicated v 3 o] 5] CCO(Customer Cloud Subscription) =49 2 A&

5}A] &= 3172 oc adm must-gather 6 & & A8 4= gl& Ut} cluster-
admin ¥ gto] F g o}

e OpenShift CLI(oc) 7} A 2] =] o gl ojok gt}

EZ X
1. must-gather t| o] 5 & #| g sl = HdH = o] 5 &Y T

2. oc adm must-gather 5 & & 2 3 gt o}

I $ oc adm must-gather

ZFa1
] HH o 7| EHo 7 ol AEE Zg 2 ==& A9 3= = Pod”7} NotReady
4 SchedulingDisabled e} ¢l HEZ Z 72 == 2 o %@ T AFHH

a. d& E°] FH2HoA PodE o ke = gle A9 2ol B o] AulstH oc adm
inspect | & 2 Al&-3le] 54 a2z Ui AR E Y

a1
BAEE G ALAE JdoHE Red Hat A Qof] 9514 A L

3. 79 U g =)o A] A4 E must-gather U] 8 E2]ol| A o= 51 & 51U T o & S0 Linux &
G AA S AL = ATE A S HE S Ao

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q must-gather-local.5421342344627712289/= 2 A t] gl El 2] o] 20 & w x| 3H4] A <.

4. 9t% 719 RedHat 227 =9 ¢ 317] 2| ¢ 5] o] x| 2] 2] #A o] 2o HE3 ).

5.1.2. must-gather &8 2
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ge ol v

OpenShift Dedicated 4 ]

H Z3 2= oc adm must-gather ™ = 3} &4 A& 4= &Y T

3 5.1.oc adm must-gather2] OpenShift Dedicated =&

e

--all-images

--dest-dir

--host-network

--image

--image-stream

--node-name

--node-selector

=-=run-
namespace

--since

26

9%

oc adm must-
gather --all-
images=false

oc adm must-
gather --dest-
dir="<directory_
name>'

oc adm must-
gather --host-
network=false

oc adm must-
gather --image=
[<plugin_image
>]

oc adm must-
gather --image-
stream=
[<image_stream
>]

oc adm must-
gather --node-
name='<node>'

oc adm must-
gather --node-
selector='<node

_selector_name

>

oc adm must-
gather --run-
hamespace='<n
amespace>'

oc adm must-
gather --since=
<time>

A

operators.openshift.io/ must-gather -image 2] o] 37}
® Z e 2¥ 9 2 E Operatoro] th3k 7] 2 o|u] X & A}-&-3}
o] must-gather tjo|g| = =1 gt}

SRE HelE 71 S8 28 A 2R A 54 U s 44

Ut

must-gather Pod = hostNetwork: true = 23 gy &3
R oA 7 ZAE =5 HolH & A &) of of= Aok ¥ ™

o] ATk

21 8) & must-gather = 221 o] v X & A& F ) A 4 514
%2 © ™ OpenShift Dedicated¢] 7] 2 must-gather o] v %] 7} A}
Sgurh

2] &) 3t must-gather = 221 o] u] x| 7} Z 3} ¥ namespace =
name:tag 7t Al-&3}ed'<image_stream>'& =] 1 o}

ASTER == A7 E APPUG FY2E =2 P o
o[B8 FAI o A sl oF sH= B ol 1| A B 4 G W w Fd o]
2% o

53 afof at= 71 AT e vl Lol &

must-gather Pod =
E JAl vl 9l &3 o] 27F A H Y o

Al
= =
IV th A5 o o



5%

O .

SERCEELERERS:

=8 37 ol v
--since-time oc adm must- (RFC3339) go g BA " B4 Idxpel A 7F Foit 2 15 vt
gather --since- ST 712G e RE 29Utk 281298 AFEEHE A o]
time='<date_an  EAW S ALT IR = glHUTh O]F EE 1 o] F & 5
d_time>' Uuk A8 8 2= 9l <] o)
--source-dir oc adm must- +3 9 v o] & E A8l Podoll 54 tdH e S A4 g
gather --source-
dir="/<directory_
name>/'
--timeout oc adm must- A 7F 2 A b olHE £33t A 7HZE, & & A7k 35, 5m =
gather -- 2h) YTk A | A7k 0BT Aok itk A Q1A e A
timeout='<time> 7| 23S 10824 Y
--volume- oc adm must- must-gather o] AR T 4= 9= Pode] 9 BEFo Hu WES
percentage gather -- S AT o] Al gHS 27 3h= 7 ¢ must-gather = +3 &
volume- TASFA T FHE ol B & A& BEAF YL (A 8A] e A$
percentage= 71852 30% ] Y ok
<percent>
5.13. 54 7150l )3 vl +3
oc adm must-gather CLI & & & --image == --|mage-stream ol 49} A AVE-Bl] EA 7] 5o ol dt

=
g5 A%

RS

Y t}. must-gather &2 o 7

oA E A gtz T

E o] o] 75 g b ol HE 1T+ dFh

¥ 5.2. A1 9 5 = must-gather o] 7] 7]

°ojm 2]

registry.redhat.io/container-native-
virtualization/cnv-must-gather-rhel9:v4.17.0

registry.redhat.io/openshift-serverless-
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service-
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/rhmtc/openshift-migration-
must-gather-
rhel8:v<installed_version_migration_toolkit>

registry.redhat.io/openshift-logging/cluster-
logging-rhel9-
operator:v<installed_version_logging>

=5

OpenShift Virtualization¢] ©] o] €] $=3.

OpenShift Serverless©] d] o] €] 4.

Red Hat OpenShift Service Mesh 2] gl o] g 3]

Migration Toolkit for Containers®] ®| o] & 3
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°ojm ]

registry.redhat.io/openshift4/ose-csi-driver-
shared-resource-mustgather-rhel8

registry.redhat.io/openshift-gitops-1/must-
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/openshift4/ose-secrets-csi-

B A
= 1

OpenShift Shared Resource CSI = 2}o] ¥ 2] d] o]

=

Red Hat OpenShift GitOps<2] © o] ¥ 3

Secrets Store CSI Driver Operator2] ©] o] & <=3

mustgather-
rhel8:v<installed_version_secret_store>

3

OpenShift Dedicated 74 2.42] 24l WS g<l35l# W Red Hat Customer Portal 2]

OpenShift Operator ko] 3£ Alo] 2 §] F| o] X & FZ 4 A Q.
AR 87 AL
e cluster-admin &} 2] AbgAF2 S| 2E o A 2 5= glofoF T Th
e OpenShift CLI(oc) 7} A 2] =] o 3] ojok gt

EZZA X

1. must-gather t| o] 5 & #| g sle] = H P = o] 5 &Y T

2. --image -+ --image-stream <1+ &} 1} o] A1-8-3}o] oc adm must-gather ™ & 2 21 3)

U,

3

o =X 715 dolE 9 o= 7] 2 must-gather b o] €] & 53 5}

stream=openshift/must-gather Q1 & 71314 A] 2.

o] th& ¥y & 71 F8 2 ¥ d o] ¥ ¢ OpenShift Virtualization ¥ & 4

o &
]
R

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ

L

--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.17.0 g

ﬂ 7] & OpenShift Dedicated must-gather o] 7] %]

9 OpenShift Virtualization ] must-gather ©] v] =]

must-gather 55 37} 2159} 37 AL8-3Fo] 2 2~ 2] OpenShift 7 2 Cluster Logging

Operatorel & vlo|HE =3 & & 25Ut OpenShift 24 o] ¢ th& W32 4 FY

o}

I $ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
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logging-operator \
-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

d]] 5.1. OpenShift 2 7] ¢] must-gather =3 o

— cluster-logging

F—clo

—— cluster-logging-operator-74dd5994f-6ttgt
—— clusterlogforwarder_cr

——Cr

—— Ccsv

—— deployment

—— logforwarding_cr

— collector

| — fluentd-2tr64

— curator

| L— curator-1596028500-zkz4s
F—eo
—— Ccsv
—— deployment
—— elasticsearch-operator-7dc7d97b9d-jb4r4
F—es

— cluster-elasticsearch
—— aliases
— health
— indices
—— latest_documents.json
nodes
—— nodes_stats.json
—— thread_pool
——Cr
—— elasticsearch-cdm-1p8I38m0-1-794d6dd989-4jxms
—— logs

— elasticsearch-cdm-Ip8I38mo0-1-794d6dd989-4jxms
— install
—— co_logs
—— install_plan
—— olmo_logs
—— subscription
L— kibana
——Cr
—— kibana-9d69668d4-2rkvz
— cluster-scoped-resources

core

— nodes
| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes

— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
—— event-filter.html
—— gather-debug.log
—— namespaces

— openshift-logging

| |—apps
—— daemonsets.yaml
| | — deployments.yaml
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—— replicasets.yaml
—— statefulsets.yaml
— batch
—— cronjobs.yam|
—— jobs.yaml
— core
—— configmaps.yaml
—— endpoints.yaml|
—— events
curator-1596021300-wn2ks.162634ebf0055a94.yaml|
—— curator.162638330681bee2.yaml|
—— elasticsearch-delete-app-1596020400-gm6nl.1626341a296¢16a1.yaml
—— elasticsearch-delete-audit-1596020400-919n4.1626341a2af81bbd.yaml

—— elasticsearch-rollover-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|

—— events.yaml|

—— persistentvolumeclaims.yaml

—— pods.yaml

— replicationcontrollers.yaml

—— secrets.yaml|

—— services.yaml

—— openshift-logging.yaml

—— pods

|— cluster-logging-operator-74dd5994f-6ttgt
|— cluster-logging-operator

—— elasticsearch-delete-infra-1596020400-v98tk.1626341a2d821069.yaml
L— cluster-logging-operator
L— logs

—— elasticsearch-rollover-app-1596020400-cc5vc.1626341a3019b238.yaml
—— elasticsearch-rollover-audit-1596020400-s8d5s.1626341a31f7b315.yaml
| — current.log

| L previous.insecure.log

—— previous.log
L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff
|— cluster-logging-operator-registry

L cluster-logging-operator-registry

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db

L— mutate-csv-and-generate-sqlite-db

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
—— curator-1596028500-zkz4s
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— elasticsearch-delete-app-1596030300-bpgcx
—— elasticsearch-delete-app-1596030300-bpgcx.yaml
—— indexmanagement

L— indexmanagement

L— logs

—— current.log
—— previous.insecure.log
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| L previous.log
— fluentd-2tr64

F— fluentd

L— fluentd
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— fluentd-2tr64.yaml
fluentd-init
L— fluentd-init
L— logs
—— current.log
—— previous.insecure.log
—— previous.log

— kibana-9d69668d4-2rkvz

— kibana
L— kibana
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— kibana-9d69668d4-2rkvz.yaml
—— kibana-proxy
L kibana-proxy
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
L— route.openshift.io
L— routes.yaml
L openshift-operators-redhat

3. --image =+ --image-stream <1 4~& 3} 1} o] A}-8-31] oc adm must-gather & & 2 2 3§ 5}
Ut o & S50 th& B P& 7] S 21 2H d o] 9t KubeVirt #+d A1 E &5 ‘F@?Z}HD}.

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ

--image=quay.io/kubevirt/must-gather

ﬂ 7] ¥ OpenShift Dedicated must-gather ©] 7] %]

9 KubeVirt2] must-gather o] 1] %]

4. 24 Y Eg oA A4 ¥ must-gather U] g E2]of| A ¢} = 3L & WU o & 9] Linux &
G AAE St AFECAAN v BHE S A3 T

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q must-gather-local.5421342344627712289/= 21 4] t] @l El 2] o] Z 0 2 w314 A <.
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5 %= 7Y S RedHat 27 29 o] 517 =] 9l o o] x| o] #| ¢ A o] 2=of HF- T}

5.2. 37} 8] 222

® OpenShift Dedicated  d o] E &Fo] 32 Alo]| F

521U EHY = 20 FF

A RE REQUEYI 25 FHE F AU

Z2A 2

1. -- gather_network_logs & *}-83l<] oc adm must-gather 5 = S 4 3}

ot
k9
o

I $ oc adm must-gather -- gather_network_logs

23

7] -2 © & must-gather &2 Z 2] ~E] ¢ 2 E =94 OVN nbdb 2 sbhdb ¢
ol H o] 2 £ g th. OVN nbdb ©) o] B ¥ o] 20| o) 3F OVN-Kubernetes E

A Ho] X3E F7F 2 22 £33 == -- gather_network_logs &S 3713

U,

2. #4%] Tg Eelo] 4 44 ¥ must-gather o] e £ 2o 4 45 32 WEU T o] & S Linux &
G AAE AHSHE AFEHAA the B AP,

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

Q must-gather-local.472290403699006248 S 2 | t] & ] ] o] 0.2 w A T}
3. ¢F FHd S RedHat 7] 9 o] 317 2 | o] ] o] A A o] 2] H K-t}

5.2.2. must-gather ~E 2] %] A g} ¥ 7

oc adm must-gather & & A& 3t HolHE T o AR 7|2 A 2B A= HH 0|9 &
EZ A &2 30%UYYth 30% Al gto] =EstH HAe oYt FEEHIL 7 Z2 A 27 FAFH YT o
FHE R E 24 2EYAC b2 EH o dF Yt must-gather § & & thA] A st 2E 2] A
& ol o F FHIHE A SHAY A EF HE&S 2 oF Foh

ZAe o)\t 2E A A ghol] =&t the of oF f A O F WAl X 7F A A H U T

=49 9

I Disk usage exceeds the volume percentage of 30% for mounted directory. Exiting...

A 27 Av

o cluster-admin & & 9] A& 22 Fe] 2E o] WA 2T = glooF gt}

e OpenShift CLI(oc) 7} A ] 5] o glojoF gyt
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Z2A 2

° volume-percentage Z ) 2= A8 3] oc adm must-gather = %S 23 g4 o} A H-& 100
2 24T F syt

I $ oc adm must-gather --volume-percentage <storage_percentage>

53. & 2¥ ID AA

RedHat A] ol R E A3 wf S 28 9| Af AEAE Al 3 st<
Dedicated §] &2 AH&3lo] 28 LH IDE AFLE JHT F AF
(0c)E AHEate] 22| 2F IDE F5 22 AT 5 AFUTh

3t 7l o] -8t} OpenShift
Yt} ) &< == OpenShift CLI

AR 27 AV
o dedicated-admin & gt o] A} g2} 2 FEj2aE o A2 5 JH5Y T

e 2% ¢ 22 ¥ OpenShift CLI(oc)dl| 4] 28 4= 9l th

EL0 PN
® OpenShift Cluster Manager £ AF&3lo] S8 2H IDE F5o 2 7h o8 W oSS 3l gtk
a. FY&H BE507 ojFgdyh
b. A Ao 25 dojof st FH2H o5 FHIYTh
c. MQ He] AR AR AHo ¢l Cluster ID Z =0 A 712 241 T
o ] ZES ARGt AA Alo]2E A FHYAH IDE A FLE Yt S Sy Y
a. =1tollA (?) Help & A9l EZoA v=w F {5 A& gyt

b. 38 ol tall TellusAll A A Alo] = A7 & S I

°
©
rl
by
o
>
o
2
lu
i)
N
a
il
4
ol
o
ut
L
2
to
%)
1*)
vl
oo
o
+r
Og‘:,l‘
e
i
ul

a. T o8 2 o3}
b. 7t Details 4] 4 9] Cluster ID =0 A A& 7} 53 o),
e OpenShift CLI (0€)2 A& 3te] 2 2]~ DS JoHH thg He S 483,

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

54. 282 =29 A9 21 7 g

M ZFe]2H ==29 /var/log Yol journald &2 22 9 7el 215 43

et
)4

U,

PN
T U

RN

e cluster-admin & &9] Al & 22 ZFe] AE o] WA AT 4= g oo ).
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ZFa1
OpenShift Dedicated v 3 ol 5] CCO(Customer Cloud Subscription) =49 2 A&

3HA] ¢k = 31702 oc adm node-logs ™ & 2 A& 4= gl &t cluster-admin
Agtel oot

® OpenShift CLI(oc)7F A %] = o] A FY T}

Z2A 2

1. OpenShift Dedicated £ 2] 2~F =0} 4 kubelet journald %] 2 75 7] 2] gt} th2 o A ol
Me dEE S ==t Ay oh

I $ oc adm node-logs --role=master -u kubelet ﬂ

ﬁ 02 A 212 72 5 W kubelets 2 4 514 o) 2§ o).

2. 812 =9 /var/log/ ol ol Al = 54 k9l tdEH A 225 FHFUH

a. /lvarflog/ st g Ego) ¥3d9E 21 B2

S AU O A= REDEE EY <
=X 9] /var/log/openshift-apiserver/o] = 3L S

EEEARlES

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. /var/log/ 391 & Bl 2] W o] 54 228 Atk th& A= RE AEE EHU ==
o A /var/log/openshift-apiserver/audit.log W] &2 &= 3}

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

AZL A HEZ=E 2 YEYDD 45 TRt U ES D w4 s 23 &3 sto] Red Hat A| €12 A<

[)
e

14
o
5]

b o

ol

OpenShift Dedicated= W EH Z 42 ok te r=2 A

Abgpell e WS HE g o

02‘:",
P‘L
rr
<
N
)
D)
o%
s
ttlo
D)

¥ 53. H]E—ﬂﬂ—i[—@—%f'\—do}‘i_x]%ﬂi_‘:_ ]:g_]ﬂ

SEEUEADE s} oY wmo] SAo] X s Z17kel dal B2 WA E ST A G 7|70
A 3 TEEHA A WA stdo] ==X FElo|dE A 2H o R HFH Ut
54 AGAA NMESNZ T EAE EA= ol FENEAE F AFHUG A A E
AP e B4 2 Ed ASE AL 5381 22 AFL5te] B4 2 Adgy o)
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iy old & 75

OpenShift e == = shue] AE oyl A A E 3 o) tepdump B H S o 31

Dedicated == &= o2 Agste] sjF A 717HE AA T F AF UL

= ZH ol ol A

E93 =7 2y HA PAS FELE2AAIJLYENT FA EAZS EGAST IS A7 PS5
2 AT dHFYh

cat 3z} 4 e ML AL sle] e mi Auo o 4] Zetol e Al 2H
A Blol 88 A o

WEY S EAE FH 53 B o olg) wEo A AL A ] WEND B ZAS ALY F U

U,

oc adm must-gather 3 eg 7} registry.redhat.io/openshift4/network-tools-rhel8 7 €| o] 4 o] n| =] =g+
SAHE St =2 A AAE IS F AFUTE A A E FHSIH UEY A A ZAE 42
o}—,: d =%l d F AFYh

oc adm must-gather % % & 5% == 9] Podol| A tepdump % & S 2 3} 3}+= © A-&H Y} tecpdump
H® -2 Podol] 3§71 A & 7] & ). tepdump & ©] F 5= H oc adm must-gather ™ & 2 Pod<|
A I A7 e dLd S FHolIdE HA o g AT

SR L

Ui Akl Al & B %2 tepdump B R & ARE-ske] A2 WA S FAshE S HolgY Tk 2y -
image <170 A1 € ZE o] ojm XM RE HH S AP st} o k2ol TA A HHE 54
i e

A 27 A

e cluster-admin ¢ & 9] x}-8& 2} 2 OpenShift Dedicatede] #2215 o] A&t}
3

OpenShift Dedicated v 3 o] 5] CCO(Customer Cloud Subscription) =49 2 A&
3R] &= 3172 oc adm must-gather ™ & & A8 = gl& Ut} cluster-
admin ¥ 3lo] 2 @ gt}

® OpenShift CLI(oc)7F A x| = o] A FY T}

Z2A 2

L O HE S APst] dF 220X TAE YEYAA 7l YHE AP F o
$ oc adm must-gather \
--dest-dir /tmp/captures \ <.>
--source-dir 'timp/tcpdump/'\ <.>
--image registry.redhat.io/openshift4/network-tools-rhel8:latest \ <.>
--node-selector 'node-role.kubernetes.io/worker' \ <.>
--host-network=true \ <.>

_ﬂ‘
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--timeout 30s \ <.>

-\

tcpdump -i any \ <.>

-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300

<.>--dest-dir 215+ oc adm must-gather 7} Z&}o] A E w21 2] /tmp/captures 2} & H t] )
Blelol 320 5 & A ES A Pk 227 7@ e e g A 4 s Th < oc
adm must-gather 7} A] %] = t] ¥ 22 Podo| A tepdump 7} 2 &) = uj --source-dir 21 4~+= 3|
2L 21 A1 71 Pod €] /tmp/tcpdump o FEj 2] o] A4 o2 A G H =S XY 1t} <> --image <]
T tepdump % @ S £3sk= 7 EH o] o] w]A]. <> --node-selector 31 2 of A 72 2 #}
wE A Y YA E FAFES AU EE GY =S A A AHE DAY FES -
node-name <1 +E A4 & 4 2AF YT} --node-selector 3! --node-name 21 +E =7 A g
7L A7 RE oA FPH YT <> W2 A 7 == o] Y EL A QI H o] Lo A 3 &
=5 --host-network=true <1571 & 8 gt} <> -timeout A1 = 3! 7k Ty 2 Pod& 30 % &
AP at7] s A1 ok ~timeout <12} 7] 7HE A G 5HA] oW Tl ¥ 22 Pod7F10+ &<t
AgUch <>tepdump HH <] -iany Q5= RE Y EY A QA EF o] 2o A AL WX =
SAAFUT. Ee v EYA A |2 o5& AF T 5 AdFUTH

2. MENZ FH) A N AA S A UEYL BN A S Ee)AsHs 3 o) Z2 Ao 4 o)
Al 2ok 2 Qe S g ok

3. oc adm must-gather 7} Podo| ] E&}o]HE Malo g ALH 7 WA 9dS gy}

tmp/captures

— event-filter.html

— ip-10-0-192-217-ec2-internal @)

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:31.pcap

— ip-10-0-201-178-ec2-internal @

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:30.pcap

—ip-...

—— timestamp

5.5.2. OpenShift Dedicated == == AH| o] oA YE Y A 37 +=F

ZFA) A ¢l Y E 9] = & OpenShift Dedicated 4] & % A}E ] Red Hat A 992 53 OpenShift
Dedicated 2 2] 2F =& = 54 ZAH UM M EY A A7l 45 8T = A FY ot OpenShift

Dedicatedel A Y| E ¢ =2 52| 2 A st= o] @45 = 02 ¥ 2 PodE AH&-st= Ad Yt

RN

o cluster-admin & & 9] A& 22 Fe] 2E o] WA 2T = glofoF gt}

= 1
OpenShift Dedicated v 3 o] 5] CCO(Customer Cloud Subscription) =49 2 A&

3HA] ¢F= 31702 oc debug % %@ S A& 4 gl T cluster-admin A gko] 3

a3k
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® OpenShift CLI(oc)7F A X] & o] )5t}

® 7]|= RedHat XY Aol ID7} i Y th

A=At Ald o2 Solzy Tt o] A = <node_name>-debug @} = t] B 2 Pod =

I $ oc debug node/my-cluster-node

3. gz 4 Wof A /hostE root tH E 2] 2 A4 Yt} o] ¥ 2 PodE Pod W 9] /hostel] 5 -E 9]
FE 3 A 2" S up2ES Tt root U E2] = /hostE WA SHH S AE Q) A AR £
H ntoly g & AP AdHFUch
I # chroot /host

4. chroot -7 & A =9 el o] 2= o] 52 7FH Ut

I #ip ad

5. sosreport £ 23 st= vl Do uteldy 9 F2j2lo] £3HE toolbox HH o] | E A 2t Y

.

I # toolbox

3

7] toolbox Pod7} o] v] 413) 521 7 $- toolbox ™ 7 2 'toolbox-' already
existsE =% g ). Trying to start...= =3 3 t}. tcpdump &4 & =] 515
W podman rm toolbox-oj| 4] A 8 %21 toolbox 71 €| o] & A A 3} 3L A} toolbox
A" oW & AT

filo
i)

6. 82 oA tepdump A A& A ZHetal & A ol 2 2 g d gy o] dleA =
3.

ens5= 2l E | O]Z; o]%_g_i A& ul-]’]q.

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap @)

ﬂ toolbox ZAH| o] 4 7} & 2 E ¢] root U] @ E 2] £ /host] v}-$-E 17| o £ tepdump 7] =]
7+l o] 7 2= chroot $H7 €] %o A F Yt

7. == 54 ol tecpdump A 7F H 2 g A9 oh A E mEA A 9.

a. W7 AE ol IDE &l eyt toolbox A H o] 7} & A E €] root T & & 2] £ /hostol] v}-&
E3}7] u &) chroot host 8 & & o] TA| o] A crictl B & 1o} -4 3},

I # chroot /host crictl ps
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b. A" ol Z2ZA 2 IDE 33t} o] o oA AH ol IDX a7fe32346b120 %] 1] t}.
I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. ZAd o]y oA tepdump Al S Al &Hetal 28-S A A 2 2t A g} o] o = 7 H]
ol o] ZZ A~ IDE 49,628 AF-8313 QE|H o]~ o] B2 2 ensShE= A8 T T} nsenter
HE2 U Z2A 2 WY Aol 28 st sl G Y o] 28 AFgste] HE S
AP th o] o o] A thAF T2 A AE A ojH 2] TEA 2 IDo]2 & tepdump B H & &
2EoA ZAH ol WY 27 o] & AME-3ho] Ad gt

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap ﬂ

ﬂ toolbox ZAH o] 7} &2~ E ] root U 8 2] & /hoste] w2 E317] Wi tepdump 7}
=] 719 o] 4 2= chroot 37 &) Ko gl th

7

8. =45 fl8l v W T b= ARE-sted tepdump 24 A kel 3 Red Hat A e | of] A5 54 o
® OpenShift Dedicated &2 2~E] ol A] 213 7] Red Hat 2| ¢ 7l o] 20 91U & Y2 =3t}

a. toolbox ZA €] o] W o] A redhat-support-tool-s- 2 & 3}o] 7] = Red Hat #] 1 #| o] 2~9]|
A 9d g HEAUT o] doA = A Ak ID 01234567 5 A8 T

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

toolbox 71 H| ] 1 = /hoste]] ii_E_PJ root t] g £2] & v} & E gt} redhat-
support-tool 3= o] ¢ 2 =3 31U & X4 & ) /hostE Egs}e] toolbox A ]
Helroot HE EglolA AU A2 E @5@4 o}

® 7]E RedHat A1) Alo] 20 Y& =3

a. oc debug node/<node_name> ™ & & 4 &) 5l o] sosreport o}7lo] B E AZAs L &
o vhel ¥l e gl eh o] WL o] 4 oc debug A4S F 5 itk 714 gl oh

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

Q ¥ 2 78 o] = /hostol] 3 ~E 9] root TP EE & nfEFUTH A4 o)y
1S A8 v /hostE E3Hete] T 7 H o] €] root H | E ] ol A] A th 7
=g F=Fuch

b. Red Hat =7} & o] 517] 2] o] %] o] A] 7] = x| A o] 2= o] =3},

c. Attach files= A& 531 W A x| o] w}e} Y& 2 =3 o)

5.5.3. Red Hat x| Y ol 2 ¢t g o] E] A &

OpenShift Dedicated 4| & ZA1E uf] Red Hat 2] | o A A Alo] 2o X F Hlo|HE YR =3 =
233 5 ALYt 392 Red Hat Customer Portal S E3l A ¢ # o] 29 ¢ 2 =35} 71} redhat-
support- tooI & S AL-& 3ol OpenShift Dedicated 2] 2 ol A 2 2= & QlHU )
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AR QT AL
e cluster-admin & &9] 218212 ZF&] 2~F o] M| 28 4= 9l ofof Y Th
31
OpenShift Dedicated v 3 o] 5] CCO(Customer Cloud Subscription) =49 2 A&
&7 9 31702 oc debug % H 2 A8 & 5= gl5 Yt cluster-admin A §o] 2
LY
e OpenShift CLI(oc)7F A 2] 5 o] ) &Y ok

® 7]|= RedHat XY Al o]~ D7} iy Tt

EZA A
® RedHat 127 €& 53| 7] Red Hat | Al o] =0 ek do]HE J 2 =3t}
1. oc debug node/<node_name> g & & A}-8-3}o] OpenShift Dedicated :==¢] 3% xtk
HdS A4dsta 295 2 g dd gy oh2 o ol A = /host/var/tmp/my-
diagnostic-data.tar.gz = ¢ ® 2 7 g o] 9| A /var/tmp/my-diagnostic-data.tar.gz= Z-A}
Gk

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

© o AEluE hoste] E2E9) root Y H = & rheE gt A2 B 3
& A4 @ v /host £ ste] Tl AEo]U 9] root YA ] oM Arf A2 E Hx
Fth
2. Red Hat 217) £ o] 312 A9l 3] Ao 4] 71 A€ Alo] =2 o] F v,
3. Attach files= A g staL WA x| o] w2} 9L & ==Yk

® OpenShift Dedicated 2 & 2~ E oA 2% 7]F Red Hat x| 9 #A| o] 220f 2t glo] B & ¢ E =5
c}.

(A=

>

H = 555 75Ut
I $ oc get nodes

2. A == A Oz Ao 2 o]z} o] ¢ = <node_name>-debugz}l= Ty 2
Pod& Q1 &® 2319ty

I $ oc debug node/my-cluster-node

3. gz < WA /host= root Y H EH 2] 2 A A gt} o] 8 =2 PodE Pod W 2] /hosto] &2
Eo RE 9 A 2H S w2 EfY T root ¥l E2] £ /host= W73 8lH S 2E Q] Ad) 7
2o xgd vloj el & AT 4 AHFY T

I # chroot /host
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4. redhat-support-toolS- A3l 3l= ] € a3+ vloj ] 7} £5HE toolbox 7 H o] & A] 2L+

U,

I # toolbox

23

71Z toolbox Pod7} o] m] 23] =<l 7 -¢- toolbox ™ & & 'toolbox-' already
exists= =¥ gt} Trying to start...= =2 31t} podman rm
toolbox-oi| 4| 23] Z<1 toolbox 71 €] o] 1 & A| A 5} 3L Al toolbox Z1H| o] H &
A et EAE WA Y o

a. redhat-support-tool2- 2 3} 5} o] tj ¥ 2 Pod¢] 3} S 7] Red Hat #] Y 7| o] 2:0f] &
A HBFU ) o] oo A= x 9] Ao 2~ D '01234567' 3} o A 9t A =
/host/var/tmp/my-diagnostic-data.tar.gz= A}-& gt}

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

toolbox 7 8 ©] 14 & /hostol] £ 1 E 9] root U ¥ E 8] 2 vl E3 ). redhat-
support-tool F# ol J = wtd-& A4 & wf /host/E ¥ 35t toolbox 71 H ©]
Ul root e Eglo A A 425 FxFYch

5.5.4. toolbox ™ X

toolbox = RHCOS(Red Hat Enterprise Linux CoreOS) A] 28] o]l ] AH o] & A| Z5l= Ut o] &
© = sosreport 2 redhat-support-tool & 7+2 5 S At o] Do 3dt I vlolye] 2 S8
Aol 23E HH oY E Al 2Hst= ] AFE-FE Y

toolbox 7 E| o] o] F= 8 Z2 & ek JuE = sho] Red Hat #] 9l ol] A &-ob= A YUt 2} 37}
A =7t E8R 7 Al o 2

4 z 2
79 RPM A7) A & F7Fst AL B2 A9 w5 o] v A o] thA] o] v 4 & 4 F 5 3
Fu

toolbox A Hl o] o] 5 71| A %]

7122 © = toolbox ™ & & 4 3 511 registry.redhat.io/rhel8/support-tools:latest o] 1] x| = A= o] 4
E A2 o] o] u Aol = 7H AT ALE-E = A =7 £ E ] FU T o m A o] 3R] &
S AL ol o == HolH & S oF st= A FUH A E HAAD F AFHTH

AR 8 7 AL
® oc debug node/<node_name> ™ & o] = == of A 23FHAL Yl F YT

EZ A
1. Oz & el A /hostE root B2 2 A4 gt o) 2 Pod= Pod W 9] /hostol] S E 9]
FE 3 A 2" & upEgUthroot Y H E2] & /host®2 M7 st S 2E o] A 7 2o 23
H ol & AT 4 AdFUh

I # chroot /host

2. toolbox Z1 | o] & A] 23t}
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I # toolbox
3. wgety} F2 U 7| A& A X FY o
I # dnf install -y <package_name>

toolboxE AH8-3to] tj A o] W] x| A] 2

7122 © = toolbox ™ % S 43 311 registry.redhat.io/rhel8/support-tools:latest o] v =] 2 7 &) o] 1
£ A Z U o) toolboxre 7 & A A stal A d & ol w| A & A ste] Ui A] o] m A& A FHE A5
ct.

AL 2 ALg

® oc debug node/<node_name> ™ & o] = == of A 23FFAL Y F YT
EZA A
1 Bz & oA /hosts root t g Bl 2] & A4 Y th. HlH 22 Pod+= Pod W €] /hoste]] &~ E €
FE 3 Al 29 S vt ES Yt root T ¥ E2] & /hostE B178tH S 2E] A AR X3}
Hutol el E Ay = AFHTh
I # chroot /host

2. root AF&-=} Do) )3t & t] @ € 2] ol .toolboxrc 32 & A Al &+ o}

# vi ~/.toolboxrc

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

S AR L IR EAENSE R

et

U,
A A o)A o] vl A & A4 g o,

A8 AFg} toolbox Z1H o] 9] A o] 2 XA Ttk

o9 9o —— —

3. thA o] r A & ARE-8Fo] toolbox T H| o] & A 2H Y -

I # toolbox

T

3

71Z toolbox Pod 7} o] m] 23] =<l 7-¢- toolbox 3 & & 'toolbox-' already
exists= =3 gt} Trying to start...= =2 gy t}. podman rm toolbox-oj] 4|
A3 F<1 toolbox 7 H| o] & A A 5} 3L A toolbox ZAH| o] U & A A &1
sosreport =& 191 4| & WA g}
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6% 28 2 A 2o
6.1. Z ] 2H WA QEAE S AMEslo] S8 2FH ALY Q.oF
clusterversion ¢] &~ 2= 7 2] 5} o] OpenShift Dedicated &8 2~H ALY 2.9F 2 7142 4= &Yt

AR QT AL
e dedicated-admin & &2 A} & 2= S| AE o WA 2T 4= A& o]
e OpenShift CLI(oc)7F A 2] 5 o] 3] &Y ok

EZA 2
1 S928H WA, 7184, 7hes Al L At A E FHel Yok

I $ oc get clusterversion

)

a)

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

| n.qN‘

2. SYEH ALY AUl E 7HEA B H ol E 71 5ol th ek ARAIFE 2 oF S T S U o

I $ oc describe clusterversion

%9 o
Name: version
Namespace:
Labels: <none>

Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59¢c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:457

State: Completed
Verified: false
Version: 4.13.8

42



7. FA 2

71 == AE &

o

700 5 A, Bl A AL g 8 74 B9l
FH2H =EAH, B AL ASEF TA D =2 235 AT T /) == A kubelet A EH &

Ay

AP @ AHsr
o dedicated-admin & & 9] A} 8212 F & 2F o) A 2T 5 AdS5U T
e OpenShift CLI(oc)7F A 2] 5 o] ) &4Y ok

Z2A 2

o I AE R

i

= o &, g % o

ik

S UEddoh
I $ oc get nodes

o FY2E Yo 7} o t)g CPU B v & 2] AMS- S 2 oFghy th
I $ oc adm top nodes

o 54 =t CPUL W AHE &S ek

I $ oc adm top node my-node

7.2. OPERATOR = A & 4

Operatori= OpenShift Dedicated off Z 2] A o] A& 3 714, vl £ 9 #2]sh= HH YY
o el XYool & g o] 34 715 2 & OpenShift Dedicated 37 & ® Y shal & A 73
A 7ro & o)A A S WUt Operatores 28 o] =2 A&stA A8 star

ste] A7k deotsl] flel Az ES ol MY 2R A =S et A e

=8

OpenShift Dedicated 49l = &8 2E 7} Al 2 2}-5 sl ©] 8¢k 7] Operator M| E7F 23 E o] 5
Ut} o] g gk 7] & &9 =x}+= CVO (Cluster Version Operator)el 9] 2] € Y}

Z 2] 2 #2 AF+= OpenShift Dedicated %) &< == CLIS A}-8-3}o] OperatorHubel| A of Z 2] #| o] A
Operatorg A% & o AFUHh 17 th3 Operatorg &bt 0] 49] vl ¢l &3 o] 20 7FYAIA S 2] 2=H
o) A7} AR = == o) o Z 2] A o] A Operator= OLM (Operator Lifecycle Manager)of] A
e F ot

Operator 4| 7} 24 5}

o S £ sty Al 2. F 2] A ol A Operator
Pod el & <l stal XIS 93] Operator 225 5 ¢y

7.2.1. Operator A B2~ 34 e 63

MEAIAHAL G5 3 #3522 F AsHrh
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E71 ARSI gE 43

A

CatalogSourcesUnhealthy AN A EHE AR e RE 1SR 227 A A 7F ol g YUt
InstallPlanMissing B3 A Aol g

InstallPlanPending B389 A AR AlFoe] A 7] =YYt

InstallPlanFailed B 2~3YMH AR AF ol Au gy

ResolutionFailed BT 44 3ol Aoy

- -

7] ¥ OpenShift Dedicated 2 2 22¥] Operator= CVO(Cluster Version Operator)l 2] 3]
2] ¥l Subscription ¢ 2 4] E 7} §l&5 Ut} o] Z 2] A o] A Operator= OLM(Operator
Lifecycle Manager)ei 4] 3 2] 5} ™ Subscription ¢ 2.4 € 7} 9l &t}

7.2.2. CLIZ A} &3} Operator /] 2= 4 Ae] .7

CLIE AH&-5tof Operator JE =AY FH & & 5 s
A 8. AFg
e dedicated-admin & &) A} & 2= S| AE o AA 2T 4= A& T
e OpenShift CLI(oc)7F A 2] 5 o] ) &4Y o}
EZZA
1. Operator B2 H S }E gy}
I $ oc get subs -n <operator_namespace>
2. oc describe ™ & 2 A}-8-3}o] Subscription 2] A~2~E A AU T
I $ oc describe sub <subscription_name> -n <operator_namespace>

3. W S04 Operator | BE2AHA 27 /13 9] el o $ Conditions 4] A4S £F21%+
oS oo A AL 753 R E JtE 2 T 4~ 27 Aol = 2 CatalogSourcesUnhealthy = 7
% ©] ZH 7} false i 4 ot

»m.

=
I Name: cluster-logging

44
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7. FA 2

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

API Version: operators.coreos.com/vialphat

Kind: Subscription

#...

Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy

#...

- -

7] ¥ OpenShift Dedicated 22 22¥] Operator= CVO(Cluster Version Operator)] 2] 3]
&2 =1 Subscription 2 24 E 7} gl Ut} of Z 2] A o] A4 Operator= OLM(Operator
Lifecycle Manager) <l A4] #2] 3} Subscription @ 24 E 7} 9] &4t}

7.2.3. CLI= A}-8-3}o] Operator 712 221 A2~ A E] H 7]
CLIE A}-8-3to] Operator 7hE 21 220 Fej & & 5 dF Yot

AR QT AL
e dedicated-admin & &) A} & 2= S| AE o DA 2T 4= L&Y T

® OpenShift CLI(oc)7F A %] = o] A FY T}

Z2A 2

L g agoelre] stgd g2 225 UGyt o 2 Eo] Z8l2E AR 7tE R A2 AHE 5
£ openshift-marketplace 1] ¢ =3 o] 22 2l & 5= )5t}

i

I $ oc get catalogsources -n openshift-marketplace
%9 o

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. oc describe = & & Al&5lo] FheE T Ao T 3 A A S & @ A E =S 71 S U o

I $ oc describe catalogsource example-catalog -n openshift-marketplace

)

a)

| HHN‘

Name: example-catalog
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46

Namespace: openshift-marketplace
Labels: <none>
Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace

#...
ko] d A Z oA vix] et o 2 #zE AFe] = TRANSIENT_FAILURE S Ut o] AH = 718 =
Tz @ A4S A ek o B4 0SS vE U,

PRI 227 AR W Y & 0] 28] PodE YHEdY T

I $ oc get pods -n openshift-marketplace

=9 9

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

7VER 2 227 U & o] 2ol A = &l G ] A &9 o] 2ol FhE R A2 0] Pod7 A4
Yt} 9 ol Al =2 o] ] example-catalog-bwt8z pod<] 4 & = ImagePullBackOff$] U c}. o] 4
He 7tgE 2 229 Q1Y 2 o|n X & 74 o= v £A417F S YERH Y o

. A} 8 4 1= oc describe W % 2 A}&-51o] PodE AAME Yt

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

%9 o
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0
Node: ci-In-jyryyg2-f76d1-ggdbqg-worker-b-vsxjd/10.0.128.2
Events:
Type Reason Age From Message
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Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd

Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn

Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"

Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff

Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"

Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull
o] oAl M 7 MAA = dE Fo] BAZ Al FHER T k] JdE i olnAE A E
A0 7 7} 9 A %%J Aom FAEYT & ol AP L olmAl= 2O A5 AR H AT
A EEYN AFE F AFHT

7.2.4. Operator Pod & 7 2
Z 2 & W 9] Operator Pod B a1 g JHl & U2 & 5 A F Ut Al g Operator Pod 8.9k =&
= dFyth

A 27 Ab

=2 A)

1.

dedicated-admin & gt o] A} g2} 2 F 8] 2o A2 5 IS5 T
APl A H] 27} 2H5- 5k 5L gl of of iy ot
OpenShift CLI(oc) 7} A %] = o} 3l 54 o

<

e 2H A A8 F < Operatorg U< Y th. &3 ol = Operator 4, 7184 2 715 Al 7H A

wob EEE U

I $ oc get clusteroperators

Operatore] 4| 25| o] 20| A A 8] F21 Operator Pod¢} Pod “JEll, 2| Al 2}, 7 3} A 7HS A
Sh=3

g

I $ oc get pod -n <operator_namespace>
2} g Operator Pod 8 9% &2 o)

I $ oc describe pod <operator_pod_name> -n <operator_namespace>
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7.2.5. Operator 21 +3

Operator &4 7} 2A 31 Operator Pod 2 20| A zHA 3F A ek A B = =7 sk 5= Al F U}

AP 2 A
e dedicated-admin & & o] ALg A2 F8] 2F o] AN 2T = AF Y
o API A ] 27} 2HEstaL 2lof oF g o).
® OpenShift CLI(oc)7} A =] 5] o] 9l T}

o AEE ZH EENES

Ay

il

g ¢l Al 2=H o] A sk = Ql o] F o] 3lofoF .

Z2A 2

1. Operator?] v ¢ =5 o] 20| A 2 8 5 <1 Operator Pod<} Pod A&, A A 2, 7 2} A] 748 EA]
Yo

I $ oc get pods -n <operator_namespace>
2. Operator Pod¢] 2 22 AEg YT}
I $ oc logs pod/<pod_name> -n <operator_namespace>

Operator Podel] ZAH o7 o 2] 7] = 75 9 ME ol &8l 7z ZAH ol 9] o] Fo] 23+ 2
F7HAAE YT I Aoy e 2aE HE Y Th

I $ oc logs pod/<operator_pod_names> -c <container_name> -n <operator_namespace>

4l SSHE AHg-3te] 7 AEE Fd 2] :==9f| A] Operator Pod ¥ 71

3. API7} #5381 A] = 75
E 34t} <master-nodes.<cluster_names.<base_domain>2- # &3l 7t =2

Holy 21& 4
LISEARR=1

a. Z+ZEE F < =9 Podg Y& dY
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. Ready e 7} T A 5 A] &&= Operator Pode] 79 Pod A el & A}A| 8] H AU T}
<operator_pod_id>E o] & o] &5 o Uroﬂ El Operator Pod¢] ID2 w3 g1 t}.

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

c. Operator Pod¢} & 78 o] & VY& Yo}

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

d. Ready *JH| 7} 3 A] = %] &&= Operator Z1d| o] o] 739 78| o] el & Z}AI 8] AAFEY
t}. <container_id>= o] W ® o] ¥ o] YdE HH o] IDE vl ot
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$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. Ready 2} 7} 3 A 5] ®] &+ Operator ZA o] 9] 2 15 32l gty t}. <container_id>ZE o]
A HEe] 25 YyEd 78 o]y IDE vp Y o

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

3

RHCOS(Red Hat Enterprise Linux CoreOS)Z 4l 3 3}+= OpenShift
Dedicated 4 8] 28 ==+ W74 T 4= g1 21 OperatorE Al&-3o] Faj
Bl WA A S A & U T SSHE AH8-8te] S8 & == AA28k= 4
< A HA FEFUT SSHE T3l A vl o8& 3] 8l7] £l oc adm
must gather 3! 7€} oc M H S A3 sle] FETHOHE FIE T A=A
3ol 34 Al 2. 22 U OpenShift Dedicated APIS A& 3 9= ¢l A1} kubelet
o] A} = oA At 2 -5 5HA] = 7% 0oc Aol FFS wHFU T o]

2] gl A} 3}Foj A ssh core@<nodes>.<cluster_names.<base_domain>2- A&
sto] o] A 2T = FU T

7.3. POD =A| A}

OpenShift Dedicated+= 3the] T2 E o A vl 32 = = 3ty o] 2] 7 H o] <l Pode] Kubernetes 7l 'd
< &8 th Pod= OpenShift Dedicated 40l 4 g o], w2 &l Ae] & = = H 4 7€ AU

Pod7t H o= AE| oY 7t 52 W7hA] = A A2 W7HA] =M AP H s ddguch g3 9
TR IZ=o we} Pode T8 FAAHAY alF 220 AA 2T F =S FAFH U

Pod 24 4 A 714 ¥4 Pode] 4ol & 81§tk Pods] HA1 49l © R 7} BAst 7
o7 AHE & BR15ke] 54 o)A, B o] Ei Pod Y| £ 2 £41 2 sotgh o o 5 Aelol] w2} 1
@ o] B & 53§ T Pod o Wl E ] 4] %) 9} Pod 2 AB|o]Y 21 A B E Sl gtk B Zel A 4
%) 91 Podo] o4 251e) B4 §5 02 AekshA vt 2471 9 Pode] M 74L& /o s FE
oA 2= 80 2 T¥ 1 Pod & Al 2 o

Podoll A @ 771 A shd WA A @7 el & whehst™ oc get Pods = 2 9] status Z =04 &l e
P

3 7.2.Pod 2 7% H
Pod 2 7 A H A
ErrimagePull dukolm =] HA @ F Yt

ErrimagePullBa  o]mx] Ao Ao ale] ¥ ¢ 59l
ckOff
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Pod & & 3Hl A

Errinvalidimage XA 9 o|n|A] o] &0o] A X = H T
Name

Errlmagelnspec  on =] 7 Alol] A9 gl 51}
t

ErrimageNeverP  PullPolicy = NeverPulllmagec] 23 & A} oln| A = T 2B 242 XA 5 A
ull ZEUoh

ErrRegistryUna  #|A=Ezjo A o]ux] A A =g o HTTP 2 77 24 &Y o
vailable

ErrContainerNot A& Ad o]y 7t A=A Podoll &) 814 &7 1} kubelete] o8] a5 A &4 th
Found

ErrRuninitConta 7 H ol %73l A 35U T).
iner

ErrRunContaine Pode] Z g ol 7 AAA o & Az =] eFok&1] o)
r

ErrKillContainer Pode] A”H oY 7t AAA o2 ZF 5% &5t

ErrCrashLoopB 7|17} % 5 ¥ A5 th kubelet& A A 248 A £ 314] ek o
ackOff

ErrVerifyNonRo 7 el o]y T o] W] x| 7} root At & A8 slef 5L 5 th.
ot

ErrCreatePodSa Pod Al = v}~ A o)) A7) gl &1 o}
ndbox

ErrConfigPodSa Pod M= utx 3248 714 0 %] Zg &Yt
ndbox

ErrKillPodSand Pode] M=ut 7t A o2 FA A ks Th
box

ErrSetupNetwor == %7130 A9 g5k
k

ErrTeardownNet W EYz 5o Aug <5y
work

7.3.2.Pod 48 A&

50



773. %A 82

Pod*ﬂ%‘%lfl?r N E A 5 AU Th Podel HE W TS 83 718 oA HeAHE 7

AR 8 7 AL
e dedicated-admin & &2] A} &2} & FE] 2F ol A2 4= dE5Y T
® OpenShift CLI(oc)7} A =] 5] o] Q)5 T}
® skopeo”} A x| & o] glofof gttt
EZA A
1L ZE2AE=R Ayt
I $ oc project <project_name>
2. v &g o] = Yol A Al <l Podet Pod A, 57 A, A A1 &, 7 3 A1 7-S AT o
I $ oc get pods
3. vl ol A7l E Ao o] s Bl H =R FldyTh
I $ oc status

U 2so] 27b M E A 0 2 Bl K A YN M E P o B3 /1R o)v X F2r} Z

Hy

4. o] ¥R o EHA FxHe 7|2 ol r A& AAEG Y o
I $ skopeo inspect docker://<image_reference>

5. 71& o|u|A] Fx7F &utEA] G oW uj X FA A FEE JHl ol ETY T
I $ oc edit deployment/my-deployment

6. WE Aol $ER F WAHW o] AF o2 vhal Wl LFH Y Th W] £7h 219 5 & 9} Pod 4
B Sl she] #AI7E sl A H A B gy o,

I $ oc get pods -w
7. Pod Aol #HE It HRE HHH Y2 o] 2 o] o EE AEF YT
I $ oc get events

7.3.3.Pod 2 Aoy B2 AA}

Pod & 71E|o] 210) 4] B4 Pod 43l sl #hl el A3 % o7 W AAE AAE 5 A& ThFH 2
F8 Ao ute} Pod7t £ 88 5% Pod 8l ZElo]y 218 A% ALE 5 syt

A 27 Ab

o dedicated-admin & gt o] A} g2} 2 FejAE o A2 5 JH5Y T
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® APl MH| A7} AF6kaL glofof gy T
e OpenShift CLI(oc)7} 4 %] 5] o] 9141t
Z2A 2
.. 574 Podel 225 HFoh
I $ oc logs <pod_name>
2. PodelA 54 AHolH e 25 A gyt
I $ oc logs <pod_name> -c <container_name>

o] % oc logs 8 & & AH&-3t A

Az FAEY

AME Z1= Pod == A H oY U ol A stdouto 2 7 5 H Al

J::

3. Podol| A /var/log/dl] £3+¥ 215 A o)

a. Podoll A /var/logell =3td 22 v 2 319 td g = YLy}

I $ oc exec <pod_name> -- Is -alh /var/log
Z o

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .

drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog
drwx------ . 2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 witmp

b. Podol 4| /var/logel 23tE 54 21 9td S H2 )

I $ oc exec <pod_name> cat /var/log/<path_to_log>
%9 o

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
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2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. 54 ey var/logell E3hd 21 9k 4l 89 v s VE gy
I $ oc exec <pod_name> -c <container_name> Is /var/log

d 54 "dH ol 9| /varllogel 23td 54 =1 9d S gy
I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

7.3.4. 43 521 Podel oA =

Pod Wjofj A <

° o
= =
g AdFUTh

A EE ASS Bl W E T A2 A2 53] 49 F2 Pod

i

TR0

AHA 8 AR
e dedicated-admin & 9] A} &35 Z ] AE o] AA AT 4 QS Th
® API A H| 27} 2FF 314l 9lof of fTh
® OpenShift CLI(oc)7F A x| = o] A HFY T}

ZEA X

1 M 23l = Pod7 28 E 224 E
54317 97) W Eof 2 %‘4‘3}-

2 A3 Y} o] =o0c rsh i # o] -n namespace AL
I $ oc project <namespace>
2. Podell A 944 4-& A z2rgh o

I $ oc rsh <pod_name> ﬂ

Podell AE| ol 7} o] & 7] 2= 7% -¢c <container_name>-< <] 4 1% ¢ 0™ oc rsh=
A HA e olHW=E 7| 2 A g

3. PodolA 54 ZH oY E &4 A& A &9yt

I $ oc rsh -c <container_name> pod/<pod_name>

7.35. % o4 2 A50 7 T]W 2 Pod A &
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A7} 1 Pod Wl E i w0 E Ao me} £E A2 Ao 2 T 1 PodE A1 %S 4 AU th Y
9hA © 2 Pod AbgAHE REVF ol Ao R AYHA T YA RE AR £7) 8] 4 Pods 49 ot
A Aol 8T F AFUTh
ARA 8 AR

e dedicated-admin & 9] A} &35 Za] AE o] AA AT 4 S Th

o AP| A 8] 27} 25351l 9l o] of g o).

® OpenShift CLI(oc)7} A =] 5] o] Q)5 T}

I $ oc get deployment -n <project_name>
b. wjxo] we} FE A= v 2 PodE A 2ty o
I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. Wi A et FE A2 A0 2 vy 2 PodE Al 2H ot

a. ZRAE WE T4 o) FL /HAFYTH
I $ oc get deploymentconfigs -n <project_name>

b. Ml Ao g} FE Ao Z t]¥ L PodE A &)

I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

% e

7.3.6.Pod 4 71E] o] 7k 5kl A}
Pod 7tell 3} S B Atele]l 24 WAL HAESAY AR AR E 27T 5+ JdHFYTh
AP 2 AL

e dedicated-admin & &¢] A} g2} 2 F&] 2E o] AN 28 YL

e API AMu] 27} 253kl Qloj ok ot

® OpenShift CLI(oc)7} A =] 5] o] 9l T}

Z2A 2
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. 94 & Podef| HAMY T
I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

© csuolAFHA e BF Podel A WA A oL/} Ae Rk

2. Podel A s+l BALgH o
I $ oc cp <pod_names>:/<path> -c <container_name> <local_path> ﬂ

© <c&uol YA e A3 Podel A wA| ArlolLi st dE Py o

23

occp 7 A=3tE A Ag oy ol A tar vloly gl S A8 4= lojorg Yt

7.4. ~E 8 X A4 ] 4

U

741095 A4 o7 el4d

e 7R A FEE AL FE89H o2 "9 RWO(ReadWriteOnce) £ o] == oA nl&E & 2| =
o] ThE ==o A of oF ¥ Podoll A AHE S = 2l F U ot

ZHY RS et A" EE S R E SAS F U7 W Ed A == vt ES 5 glaY
=8
0% 94 9ok gy

o
i)
2

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used

by pod(s) sso-mysql-1-ns6b4

T EA =
b A4 EAE dste ¥ v 2 W T stuE AR Y Tk
¢ RWX EZHS AHEste] o8 d4& dA4sdY ot
o] 2B A £F 49 49 RWX (ReadWriteMany) &S AH8-3te] ths 14 S /FE W
A& AdFHTH
® RWOEFS AT o772 == %%4ﬂ4“ﬂﬁﬂﬂ
=~

VMware vSphere ¢} 7+o] RWXE = 95} & Eg Ao 4L RWO EFS thal A3 oFgt
Utk 284 RWO 252 o8 =0 v2ES  glHy o

}1

39 AY FE3I ==X podE ZA| = AHA|

RWO 25l t5 94 27 WA A 7} ZA H W
Z03% Yarse yoly £4< = 3T}

sho] F4 G BFo AAH 459} o

I $ oc delete pod <old_pod> --force=true --grace-period=0
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OpenShift Dedicatedol| & 314 Z2HZ 1A @ A5 RUEHT ¢ A& AP A, AV A X E 24
o] E R UE Y Ago] X3ty o] 9J &Y th OpenShift Dedicated 404 2] 2F #Ag]at= Ad A0

2 AL A Ao ZrAE e RUE S 8458 5 95T
e EA A sk A9 T A E AL S A 2.
o A WEYL AL 5 gl T

e Prometheust B vz F70S AFE &AL Y Th

751418 R Ao ZRAE MEL S ALEY 5 gl o] f 24}

SerwceMonltor Y oS AFLEH AR 2} A o] L8 A E of| A A H] 20 ,] N P EYS AIES
= WHE AT 2 ’“14 t}. ServiceMonitor @] 2~ 2 A A W v EE Ul A g W EY S =
S A% o) Tzl o] AR BAE SRS L
AR 27 AV
e dedicated-admin & & o] Alg-2L2 F& 2F o] AA 2T F QlFY
® OpenShift CLI(oc) 7 A 2] 5 o] ) &4Y ok
o AR Yo ZrAEN W RUEYS B R FARLUT
e ServiceMonitor 2] &~2~7F A A & o] A5 o
ZREA X
1. A1H] 2 9 ServiceMonitor 2] &~ 2= 2 o] A sl G 2t o] Y X 5F=A] A7 o}
a. Aujzo)] Heold gl S 714 S Yt oS o Al o A = ns1 Z g 4] € o] prometheus-
example-app 48] =2 ] 2] o},
I $ oc -n ns1 get service prometheus-example-app -0 yaml
%9 o
labels:
app: prometheus-example-app
b. ServiceMonitor ] 4~ 4] 2] matchLabels % 2] 7} o] 2 ©@A] 2] 2t &3 3} A X] 5}=A]
ol gy o} th- o Al ol A & ns1 = 2 4] E o] prometheus-example-monitor 4 H] 2= &1

HE A9y

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

=49 9
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apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

r 73___]_,_
ZZAE B7] Pdto] Y= sz = A v 2 2 ServiceMonitor ] 2>
WS gelsk = Ut

2. openshift-user-workload-monitoring 3 = & € o] 4] Prometheus Operator®] 2 15 7 AF5HY

o}

a. openshift-user-workload-monitoring 3= 2 4] € ¢] Pod & 1< 34 t}.

I $ oc -n openshift-user-workload-monitoring get pods

=99
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. prometheus-operator pod¢] prometheus-operator 7 g o] J | A 215 7} 3-Yt} o}
< 4 ol A Pod+= prometheus-operator-776fcbbd56-2nbfm ¢ 1 t}.

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

Mu s RY B A7 e ¢ 220 53 fAR L /7 E2EE F AFsU S

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. OpenShift Dedicated § &< Ul2] Metrics th A #l o] Z| ol A B3 2] A A= S el gy
5

—_

a. OpenShift Dedicated §] <& 2121313 #E| A st A BYUHE s gjdo=z o
=y
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b, ESol A A% BHE 23 el LolA ol el g P EFU

c. 8l 7} Down Q1 ¢ €74 ¢ URLE S sto] sl A3 dfde] di’d Al 8 1 5 o] ] o] tf

AT A BE AP

4. openshift-user-workload-monitoring 3= = 4] € o] 4] Prometheus Operator?] gu]zz +=F 2 7]
< AT

a. openshift-user-workload-monitoring >~ = 4] E o] A user-workload-monitoring-config
ConfigMap © 24 E 2 ¥ 3 g}

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. prometheusOperator2] logLevel:debug=- data / config.yaml o} 2] o) =7}l 21 =5
S debugz 44 ot

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...

c. HAL Ags] WP AFES AF T I
= A £H U o,

otk

S "= prometheus-operator Pod 7} 2% &

d. openshift-user-workload-monitoring = = 2] & ©] prometheus-operator Hj 3 o] debug =
O 570 A4EAEA FAFY .

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

2 o

| n.qN‘

- --log-level=debug

g 2 $£F 27 & Prometheus Operator7t 33 R & 325 YA g}
e. prometheus-operator Pod7} 2 &) =] 32 9l =%] &<l gy}

I $ oc -n openshift-user-workload-monitoring get pods
Za1

T4 ol €148 4= ¢l Prometheus Operator loglevel 7to] >3t 7
prometheus-operator Pod7} 2] A] 25 %] ¢k-S- 4= l&F Ut}
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F7H b3 B 1009 A9l e S U

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

o o= FAE AAshd Ad Al 7ol Mg B2 A AL HlolBH S A 1070 9] 2 S A st

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3 o 22 AE SR B e BE velgH R e gl ghe] 48 AT
o =gl AR Ao TR AE AAR A Ao TP W =Y 7]-5 AL Tl
FUIT} o] = o] Fe]A o] A %20 4 Prometheus Z2ko] 9l E eho] B ej o) & Ea) FAH

o el A A2 e AP H A e S el £E AT L

o u| Eg o] 4l OpenShift Dedicated T2 A E o} AHH 7 9-Red Hat 727 € o] A Red
Hat ] & Alo] =5 A T ot

4. dedicated-admin ¢ 2 2 121 wj t}S WA o w}a} Prometheus HTTP APIE A8 3Fe] TSDB
BHE S gy

a. U H#H S A3t Prometheus APl 7 2 URLE 7FA 3 o).

$ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath=
{.status.ingress[].host})

b. o= W&

mlo

Aslod AT B

i

FE=YUTh
I $ TOKEN=$(oc whoami -t)

c. o= W WS 23 st Prometheuse] TSDB el & # 2l ¢ ot
I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"
29 o

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

F7tEas

o AP ANE A Agetal B AL A S A= ol e AA g 82 AR AL G 9
ZeAES A AE AR Y S FEFYNL

7.5.3. Prometheusel t}j 3] KubePersistentVolumeFillingUp 73 327} 2 8} &

Z ] 28 #2] AF+= Prometheus©] o 5l KubePersistentVolumeFillingUp 7 327} Eg] 7 &5 = &4 £ 3l
A dFYTh
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openshlft-momtorlng 3 2 4 E o] prometheus-k8s-* Podol| A 24 3 PV(YE T+ &
F 7o) 3% 1 wrel A9 AU ) o] & <13 Prometheus7} vl H A& o &2 258 4=

Za
KubePersistentVolumeFillingUp 73 32 5 71X 7} 2l &4 o}

e critical alert: mounted PVe] & #-7ko] 3% njwho] ™ severity="critical" =} o]

Je A7t ELAAHYH

o A3 7;;137_ mounted PV¢] & F710] 15% v wto] 21 4 & o] o) z]-& Z1 o & o A+
¥ = 7 9 severity="warning" 2h¥ o] J = A1 EF A YT
o] A& &l 4 3t ™ Prometheus TSDB(time-series database) &=5 #| 7 5l PVol| B @& ¥ 745
AT+ AdFH

AR QT AL
e dedicated-admin & &) A} & 2= S| AE o AA 2T 4 A5 )

e OpenShift CLI(oc)7F A X 5 o] 5y th

B8R & At 7 2 AloM RN oz HEE RETSDB 559 4718 e

et

Y

-c prometheus --image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \

-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \

. o}

t}.

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
-- sh -c 'cd /prometheus/;du -hs $(Is -dt */ | grep -Eo "[0-9|A-Z]{26}")'

It,prometheus k8s_pod_name >-& KubePersistentVolumeFillingUp 7 37 A o] &
:LEI Pod& v} Yt}

2 o

o

308M 01HVKMPKQWZYWS8WVDAYQHNMWG6
52M 01HVK64DTDA81799TBROQDECEZ
102M 01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6B9ATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M  01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. AAZEF A B5 T4 2SS NI G2 ESS AAFUL b3 d A HE 2
prometheus-k8s-0 Podol| A 7174 @ 2] € Al 7}#] Prometheus TSDB &52 A A g4 t}.

I $ oc debug prometheus-k8s-0 -n openshift-monitoring \
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-¢c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \

-- sh -c 'ls -latr /prometheus/ | egrep -o "[0-9]A-Z]{26}" | head -3 | \

while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3. BleEE PVS) A&

o
fo

915t 3 e B YL A ste] ALE Th5 T FHkel FRBA FAFY

--image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \g

]_
o},
$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

It,prometheus k8s_pod_name >5 KubePersistentVolumeFillingUp 7 32 A ™ of] A
:LEl Pod & v} 4t}

Ehj 041 Al = E‘:‘Oﬂ*ﬂ prometheus-k8s-0 Podell A & ¢ 3t vk Ed PV7} Fol 3l F7ke]
%9 o

Starting pod/prometheus-k8s-0-debug-j82w4 ...

Filesystem  Size Used Avail Use% Mounted on

/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...

7.6. OPENSHIFT CLI (oc) A X

7.6.1. OpenShift CLI (oc) =1 4= ©] 3}

OpenShift CLI(oc) & A1-8-31H Bl u]d ol A off Z 2] A o] 4 & A A 3} 2L OpenShift Dedicated Z2 A E &
# g F AFHTH

oc 3H A EA7F IS oc B2 FFS ol HH o2 AP API 23, API 9 2 curl &3
AR AEE ZHIYTE o5 &8 54 oc & 2] 712 Aol the Al -2 Q) 17 E S8 &/ 57
e sZH S AT ‘ilg‘%ﬂ

oc 21 FE2 194 10704 Ut ths Lol oc 21 &S A9 dYoh

¥ 7.3.OpenShift CLI (oc) 21 5%
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1~5 stderrof] tf gt F7} 4 o] §lxYTh

6 stderrof] APl 83 & 7] &%t}

7 stderro] APl £ 9 3¢ & 7| =g}

8 stderrol]l APl 273, 3l t] 5l 222 API && 8t 9l BE& 753yt
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2asE a4
9 stderro]l APl 2%, 3lt] 2 28 APl $9 38t 2 =& curl 23S 71234t}
10 stderro] APl 2%, 810 & B8 API$9 35 & 2& curl &3S A A 712U

7.6.2. OpenShift CLI (oc) &1 =& A A

o] 21 $£3F8 9o OpenShift CLI (oc) 4] & Z2AME 5 &Yt

g kA © 2 OpenShift Dedicated Al-&2} 9] A AH EEZL Fast 4 2749 curl 3 o] 35
thoc @ o7& Z2Al A SHS GAEE HAED uf AL F A AFE- }4 AR BEES FE5o=E
M E R AFU

AR 8 7 AL
e OpenShift CLI(oc)E 4 %] g o).
EZZA
® ocFSAYL W oc 22 HHES AG I
I $ oc <commands --loglevel <log_level>
a2t AU h

<command>
A FA HHE S AG g
<log_level>

Yo AT 20 2 NI
o A AgAe MM ESLS dodw o3 9E < AP
I $ oc whoami -t
&9 49

I sha256~RCV3Qcn7H-OEfqCGVIOCvnZ6...

7.7.RED HAT #32] gl &2

771718

2 SRE-P(Service Reliability Engineering Platform) & o) 4] 2] 3} A U B 3 35} =& OpenShift
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o 55 39 A5 Z3 74 #E A 28 2l OpenShift Hiveol 4] 3#2] 3F+= OpenShift Dedlcated
a7 EAH dH5Y E} ol 3 gl e A X o B A H OpenShift Container Platform 2] &
9l o = A 2 g Yt} OpenShift Hivel:= 2 E OpenShift Dedicated 8] 2E] | A A #A A S X 0}34 L gt
Y t}. OpenShift Dedicated ] &2~ tf gt 1 7 A}&}-2 OpenShift Cluster Manager % Hive7} 5 7] 3} &
=& OpenShift Cluster ManagerE %3f ¥ 7 sl o g4 t}. OpenShift Cluster Managerol| A 3l 2] &2
name: ocp-namespaces
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-code
- namespace: openshift-monitoring

FA L A YE}A &= A9 ocm-feedback@redhat.com o] E2] 5141 A] 9
o 7.1. Hive #¢] =
Resources:
ConfigMap:
- namespace: openshift-config
name: rosa-brand-logo
- namespace: openshift-console
name: custom-logo
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-config
- namespace: openshift-file-integrity
name: fr-aide-conf
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-config
- namespace: openshift-monitoring
name: cluster-monitoring-config
- namespace: openshift-monitoring
name: managed-namespaces
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-code
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-trusted-ca-bundle
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-code
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-trusted-ca-bundle
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-trusted-ca-bundle
- namespace: openshift-security
name: osd-audit-policy
- namespace: openshift-validation-webhook
name: webhook-cert
- namespace: openshift
name: motd
Endpoints:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
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- namespace: openshift-scanning
name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
Namespace:
- name: dedicated-admin
- name: openshift-addon-operator
- name: openshift-aqua
- name: openshift-aws-vpce-operator
- name: openshift-backplane
- name: openshift-backplane-cee
- name: openshift-backplane-csa
- name: openshift-backplane-cse
- name: openshift-backplane-csm
- name: openshift-backplane-managed-scripts
- name: openshift-backplane-mobb
- name: openshift-backplane-srep
- name: openshift-backplane-tam
- name: openshift-cloud-ingress-operator
- name: openshift-codeready-workspaces
- name: openshift-compliance
- name: openshift-compliance-monkey
- name: openshift-container-security
- name: openshift-custom-domains-operator
- name: openshift-customer-monitoring

- name: openshift-deployment-validation-operator
- name: openshift-managed-node-metadata-operator

- name: openshift-file-integrity

- name: openshift-logging

- name: openshift-managed-upgrade-operator

- name: openshift-must-gather-operator

- name: openshift-observability-operator

- name: openshift-ocm-agent-operator

- name: openshift-operators-redhat

- name: openshift-osd-metrics

- name: openshift-rbac-permissions

- name: openshift-route-monitor-operator

- name: openshift-scanning

- name: openshift-security

- name: openshift-splunk-forwarder-operator

- name: openshift-sre-pruning

- name: openshift-suricata

- name: openshift-validation-webhook

- name: openshift-velero

- name: openshift-monitoring

- name: openshift

- name: openshift-cluster-version

- name: keycloak

- name: goalert

- name: configure-goalert-operator

ReplicationController:

- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-1

- namespace: openshift-monitoring

7. FA 2
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name: sre-stuck-ebs-vols-1
Secret:
- namespace: openshift-authentication
name: v4-0-config-user-idp-0-file-data
- namespace: openshift-authentication
name: v4-0-config-user-template-error
- namespace: openshift-authentication
name: v4-0-config-user-template-login
- namespace: openshift-authentication
name: v4-0-config-user-template-provider-selection

- namespace: openshift-config
name: htpasswd-secret
- namespace: openshift-config
name: osd-oauth-templates-errors
- namespace: openshift-config
name: osd-oauth-templates-login
- namespace: openshift-config
name: osd-oauth-templates-providers
- namespace: openshift-config
name: rosa-oauth-templates-errors
- namespace: openshift-config
name: rosa-oauth-templates-login
- namespace: openshift-config
name: rosa-oauth-templates-providers
- namespace: openshift-config
name: support
- namespace: openshift-config
name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-ingress
name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-kube-apiserver
name: user-serving-cert-000
- namespace: openshift-kube-apiserver
name: user-serving-cert-001
- namespace: openshift-monitoring
name: dms-secret
- namespace: openshift-monitoring
name: observatorium-credentials
- namespace: openshift-monitoring
name: pd-secret
- namespace: openshift-scanning
name: clam-secrets
- namespace: openshift-scanning
name: logger-secrets
- namespace: openshift-security
name: splunk-auth
ServiceAccount:
- namespace: openshift-backplane-managed-scripts
name: osd-backplane
- namespace: openshift-backplane-srep
name: 6804d07fb268b8285b023bcf65392f0e
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts
- namespace: openshift-cloud-ingress-operator
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name: cloud-ingress-operator
- namespace: openshift-custom-domains-operator
name: custom-domains-operator
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: osd-patch-subscription-source
- namespace: openshift-monitoring
name: configure-alertmanager-operator
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator
- namespace: openshift-rbac-permissions
name: rbac-permissions-operator
- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator
- namespace: openshift-sre-pruning
name: bz1980755
- namespace: openshift-scanning
name: logger-sa
- namespace: openshift-scanning
name: scanner-sa
- namespace: openshift-sre-pruning
name: sre-pruner-sa
- namespace: openshift-suricata
name: suricata-sa
- namespace: openshift-validation-webhook
name: validation-webhook
- namespace: openshift-velero
name: managed-velero-operator
- namespace: openshift-velero
name: velero
- namespace: openshift-backplane-srep
name: UNIQUE_BACKPLANE_SERVICEACCOUNT_ID
Service:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
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- namespace: openshift-scanning
name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
AddonOperator:
- name: addon-operator
ValidatingWebhookConfiguration:
- name: sre-hiveownership-validation
- name: sre-namespace-validation
- name: sre-pod-validation
- name: sre-prometheusrule-validation
- name: sre-regular-user-validation
- name: sre-scc-validation
- name: sre-techpreviewnoupgrade-validation
DaemonSet:
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-scanning
name: logger
- namespace: openshift-scanning
name: scanner
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-suricata
name: suricata
- namespace: openshift-validation-webhook
name: validation-webhook
DeploymentConfig:
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
ClusterRoleBinding:
- name: aqua-scanner-binding
- name: backplane-cluster-admin
- name: backplane-impersonate-cluster-admin
- name: bz1980755
- name: configure-alertmanager-operator-prom
- name: dedicated-admins-cluster
- name: dedicated-admins-registry-cas-cluster
- name: logger-clusterrolebinding
- name: openshift-backplane-managed-scripts-reader
- name: osd-cluster-admin
- name: osd-cluster-ready
- name: osd-delete-backplane-script-resources
- name: osd-delete-ownerrefs-serviceaccounts
- name: osd-patch-subscription-source
- name: osd-rebalance-infra-nodes
- name: pcap-dedicated-admins
- name: splunk-forwarder-operator
- name: splunk-forwarder-operator-clusterrolebinding
- name: sre-pod-network-connectivity-check-pruner
- name: sre-pruner-buildsdeploys-pruning
- name: velero



- hame:

webhook-validation

ClusterRole:

- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:

backplane-cee-readers-cluster
backplane-impersonate-cluster-admin
backplane-readers-cluster
backplane-srep-admins-cluster
backplane-srep-admins-project

bz1980755
dedicated-admins-aggregate-cluster
dedicated-admins-aggregate-project
dedicated-admins-cluster
dedicated-admins-manage-operators
dedicated-admins-project
dedicated-admins-registry-cas-cluster
dedicated-readers

image-scanner

logger-clusterrole
openshift-backplane-managed-scripts-reader
openshift-splunk-forwarder-operator
osd-cluster-ready
osd-custom-domains-dedicated-admin-cluster
osd-delete-backplane-script-resources
osd-delete-backplane-serviceaccounts
osd-delete-ownerrefs-serviceaccounts
osd-get-namespace
osd-netnamespaces-dedicated-admin-cluster
osd-patch-subscription-source
osd-readers-aggregate
osd-rebalance-infra-nodes
osd-rebalance-infra-nodes-openshift-pod-rebalance
pcap-dedicated-admins
splunk-forwarder-operator
sre-allow-read-machine-info
sre-pruner-buildsdeploys-cr
webhook-validation-cr

RoleBinding:
- namespace: kube-system

name:

cloud-ingress-operator-cluster-config-v1-reader

- namespace: kube-system

name:

managed-velero-operator-cluster-config-v1i-reader

- namespace: openshift-aqua

name:

dedicated-admins-openshift-aqua

- namespace: openshift-backplane-managed-scripts

name:

backplane-cee-mustgather

- namespace: openshift-backplane-managed-scripts

name:

backplane-srep-mustgather

- namespace: openshift-backplane-managed-scripts

name:

osd-delete-backplane-script-resources

- namespace: openshift-cloud-ingress-operator

name:

osd-rebalance-infra-nodes-openshift-pod-rebalance

- namespace: openshift-codeready-workspaces

name:

dedicated-admins-openshift-codeready-workspaces

- namespace: openshift-config

name:

dedicated-admins-project-request

- namespace: openshift-config

name:

dedicated-admins-registry-cas-project
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69



OpenShift Dedicated 4 ]

- namespace: openshift-config
name: muo-pullsecret-reader
- namespace: openshift-config
name: oao-openshiftconfig-reader
- namespace: openshift-config
name: osd-cluster-ready
- namespace: openshift-custom-domains-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-customer-monitoring

name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring
name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-image-registry
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
- namespace: openshift-machine-api
name: cloud-ingress-operator
- namespace: openshift-logging
name: admin-dedicated-admins
- namespace: openshift-logging
name: admin-system:serviceaccounts:dedicated-admin
- namespace: openshift-logging
name: openshift-logging-dedicated-admins
- namespace: openshift-logging
name: openshift-logging:serviceaccounts:dedicated-admin
- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: sre-ebs-iops-reporter-read-machine-info
- namespace: openshift-machine-api
name: sre-stuck-ebs-vols-read-machine-info
- namespace: openshift-managed-node-metadata-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
name: backplane-cee
- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
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- namespace: openshift-monitoring

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-monitoring

name: sre-dns-latency-exporter
- namespace: openshift-monitoring

name: sre-ebs-iops-reporter
- namespace: openshift-monitoring

name: sre-stuck-ebs-vols
- namespace: openshift-must-gather-operator

name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator

name: backplane-srep-mustgather
- namespace: openshift-must-gather-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-network-diagnostics

name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-network-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ocm-agent-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-operators-redhat

name: admin-dedicated-admins
- namespace: openshift-operators-redhat

name: admin-system:serviceaccounts:dedicated-admin
- namespace: openshift-operators-redhat

name: openshift-operators-redhat-dedicated-admins
- namespace: openshift-operators-redhat

name: openshift-operators-redhat:serviceaccounts:dedicated-admin
- namespace: openshift-operators

name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-osd-metrics

name: prometheus-k8s
- namespace: openshift-rbac-permissions

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-rbac-permissions

name: prometheus-k8s
- namespace: openshift-route-monitor-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-scanning

name: scanner-rolebinding
- namespace: openshift-security

name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security

name: prometheus-k8s
- namespace: openshift-splunk-forwarder-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-suricata

name: suricata-rolebinding
- namespace: openshift-user-workload-monitoring

name: dedicated-admins-uwm-config-create
- namespace: openshift-user-workload-monitoring

name: dedicated-admins-uwm-config-edit
- namespace: openshift-user-workload-monitoring

name: dedicated-admins-uwm-managed-am-secret
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- namespace: openshift-user-workload-monitoring
name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring
- namespace: openshift-velero
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-velero
name: prometheus-k8s
Role:
- namespace: kube-system
name: cluster-config-v1i-reader
- namespace: kube-system

name: cluster-config-v1-reader-cio
- namespace: openshift-aqua
name: dedicated-admins-openshift-aqua
- namespace: openshift-backplane-managed-scripts
name: backplane-cee-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: backplane-srep-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-codeready-workspaces
name: dedicated-admins-openshift-codeready-workspaces
- namespace: openshift-config
name: dedicated-admins-project-request
- namespace: openshift-config
name: dedicated-admins-registry-cas-project
- namespace: openshift-config
name: muo-pullsecret-reader
- namespace: openshift-config
name: oao-openshiftconfig-reader
- namespace: openshift-config
name: osd-cluster-ready
- namespace: openshift-customer-monitoring
name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring
name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
- namespace: openshift-machine-api
name: cloud-ingress-operator
- namespace: openshift-logging
name: dedicated-admins-openshift-logging
- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
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name: backplane-cee
- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
- namespace: openshift-must-gather-operator
name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator
name: backplane-srep-mustgather
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-operators
name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics
name: prometheus-k8s
- namespace: openshift-rbac-permissions
name: prometheus-k8s
- namespace: openshift-scanning
name: scanner-role
- namespace: openshift-security
name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security
name: prometheus-k8s
- namespace: openshift-suricata
name: suricata-role
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-user-workload-monitoring-create-cm
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-user-workload-monitoring-manage-am-secret
- namespace: openshift-user-workload-monitoring
name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring
- namespace: openshift-velero
name: prometheus-k8s
Crondob:
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: osd-patch-subscription-source
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-sre-pruning
name: builds-pruner
- namespace: openshift-sre-pruning
name: bz1980755
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- namespace: openshift-sre-pruning
name: deployments-pruner
Job:
- namespace: openshift-monitoring
name: osd-cluster-ready
CredentialsRequest:
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-aws
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-gcp
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-aws-credentials
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-aws-credentials
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-aws
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-gcp
APIScheme:
- namespace: openshift-cloud-ingress-operator
name: rh-api
PublishingStrategy:
- namespace: openshift-cloud-ingress-operator
name: publishingstrategy
ScanSettingBinding:
- namespace: openshift-compliance
name: fedramp-high-ocp
- namespace: openshift-compliance
name: fedramp-high-rhcos
ScanSetting:
- namespace: openshift-compliance
name: osd
TailoredProfile:
- namespace: openshift-compliance
name: rhcos4-high-rosa
OAuth:
- name: cluster
EndpointSlice:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics-rhtwg
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-4cw9r
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-6tx5g
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-gmdhs
- namespace: openshift-scanning
name: loggerservice-zprbq
- namespace: openshift-security
name: audit-exporter-ngfdk
- namespace: openshift-validation-webhook
name: validation-webhook-97b8t
Filelntegrity:
- namespace: openshift-file-integrity
name: osd-fileintegrity
MachineHealthCheck:



- namespace: openshift-machine-api
name: srep-infra-healthcheck

- namespace: openshift-machine-api
name: srep-metal-worker-healthcheck

- namespace: openshift-machine-api
name: srep-worker-healthcheck

MachineSet:

- namespace: openshift-machine-api

name: sbasabat-mc-ghgkn-infra-us-east-1a

- namespace: openshift-machine-api

name: sbasabat-mc-ghgkn-worker-us-east-1a

ContainerRuntimeConfig:

- name: custom-crio

KubeletConfig:

- name: custom-kubelet

MachineConfig:

- name: 00-master-chrony

- name: 00-worker-chrony

SubjectPermission:

- namespace: openshift-rbac-permissions
name: backplane-cee

- namespace: openshift-rbac-permissions
name: backplane-csa

- namespace: openshift-rbac-permissions
name: backplane-cse

- namespace: openshift-rbac-permissions
name: backplane-csm

- namespace: openshift-rbac-permissions
name: backplane-mobb

- namespace: openshift-rbac-permissions
name: backplane-srep

- namespace: openshift-rbac-permissions
name: backplane-tam

- namespace: openshift-rbac-permissions
name: dedicated-admin-serviceaccounts

- namespace: openshift-rbac-permissions

name: dedicated-admin-serviceaccounts-core-ns

- namespace: openshift-rbac-permissions
name: dedicated-admins

- namespace: openshift-rbac-permissions
name: dedicated-admins-alert-routing-edit

- namespace: openshift-rbac-permissions
name: dedicated-admins-core-ns

- namespace: openshift-rbac-permissions

name: dedicated-admins-customer-monitoring

- namespace: openshift-rbac-permissions

name: osd-delete-backplane-serviceaccounts

Velerolnstall:

- namespace: openshift-velero
name: cluster

PrometheusRule:

- namespace: openshift-monitoring
name: rhmi-sre-cluster-admins

- namespace: openshift-monitoring
name: rhoam-sre-cluster-admins

- namespace: openshift-monitoring
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name: sre-alertmanager-silences-active
- namespace: openshift-monitoring
name: sre-alerts-stuck-builds
- namespace: openshift-monitoring
name: sre-alerts-stuck-volumes
- namespace: openshift-monitoring
name: sre-cloud-ingress-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-avo-pendingacceptance
- namespace: openshift-monitoring

name: sre-configure-alertmanager-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-control-plane-resizing-alerts
- namespace: openshift-monitoring
name: sre-dns-alerts
- namespace: openshift-monitoring
name: sre-ebs-iops-burstbalance
- namespace: openshift-monitoring
name: sre-elasticsearch-jobs
- namespace: openshift-monitoring
name: sre-elasticsearch-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-excessive-memory
- namespace: openshift-monitoring
name: sre-fr-alerts-low-disk-space
- namespace: openshift-monitoring
name: sre-haproxy-reload-fail
- namespace: openshift-monitoring
name: sre-internal-slo-recording-rules
- namespace: openshift-monitoring
name: sre-kubequotaexceeded
- namespace: openshift-monitoring
name: sre-leader-election-master-status-alerts
- namespace: openshift-monitoring
name: sre-managed-kube-apiserver-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-kube-controller-manager-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-kube-scheduler-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-node-metadata-operator-alerts
- namespace: openshift-monitoring
name: sre-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-managed-upgrade-operator-alerts
- namespace: openshift-monitoring
name: sre-managed-velero-operator-alerts
- namespace: openshift-monitoring
name: sre-node-unschedulable
- namespace: openshift-monitoring
name: sre-oauth-server
- namespace: openshift-monitoring
name: sre-pending-csr-alert
- namespace: openshift-monitoring
name: sre-proxy-managed-notification-alerts
- namespace: openshift-monitoring
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name: sre-pruning
- namespace: openshift-monitoring
name: sre-pv
- namespace: openshift-monitoring
name: sre-router-health
- namespace: openshift-monitoring
name: sre-runaway-sdn-preventing-container-creation
- namespace: openshift-monitoring
name: sre-slo-recording-rules
- namespace: openshift-monitoring
name: sre-telemeter-client
- namespace: openshift-monitoring
name: sre-telemetry-managed-labels-recording-rules
- namespace: openshift-monitoring
name: sre-upgrade-send-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-uptime-sla
ServiceMonitor:
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
ClusterUrlMonitor:
- namespace: openshift-route-monitor-operator
name: api
RouteMonitor:
- namespace: openshift-route-monitor-operator
name: console
NetworkPolicy:
- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-insights
- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-olm
ManagedNotification:
- namespace: openshift-ocm-agent-operator
name: sre-elasticsearch-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-proxy-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-upgrade-managed-notifications
OcmAgent:
- namespace: openshift-ocm-agent-operator
name: ocmagent
- namespace: openshift-security
name: audit-exporter
Console:
- name: cluster
CatalogSource:
- namespace: openshift-addon-operator
name: addon-operator-catalog
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-registry
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- namespace: openshift-compliance
name: compliance-operator-registry

- namespace: openshift-container-security
name: container-security-operator-registry

- namespace: openshift-custom-domains-operator
name: custom-domains-operator-registry

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-catalog

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator-registry

- namespace: openshift-file-integrity
name: file-integrity-operator-registry

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-catalog

- namespace: openshift-monitoring
name: configure-alertmanager-operator-registry

- namespace: openshift-must-gather-operator
name: must-gather-operator-registry

- namespace: openshift-observability-operator
name: observability-operator-catalog

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-registry

- namespace: openshift-osd-metrics
name: osd-metrics-exporter-registry

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator-registry

- namespace: openshift-route-monitor-operator
name: route-monitor-operator-registry

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-catalog

- namespace: openshift-velero
name: managed-velero-operator-registry

OperatorGroup:

- namespace: openshift-addon-operator
name: addon-operator-og

- namespace: openshift-aqua
name: openshift-aqua

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-codeready-workspaces
name: openshift-codeready-workspaces

- namespace: openshift-compliance
name: compliance-operator

- namespace: openshift-container-security
name: container-security-operator

- namespace: openshift-custom-domains-operator
name: custom-domains-operator

- namespace: openshift-customer-monitoring
name: openshift-customer-monitoring

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-og

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator

- namespace: openshift-logging

78



7. FA 2

name: openshift-logging

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-og

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator-og

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-og

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-og

- namespace: openshift-velero
name: managed-velero-operator

Subscription:

- namespace: openshift-addon-operator
name: addon-operator

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-compliance
name: compliance-operator-sub

- namespace: openshift-container-security
name: container-security-operator-sub

- namespace: openshift-custom-domains-operator
name: custom-domains-operator

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator-sub

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: openshift-splunk-forwarder-operator

- namespace: openshift-velero
name: managed-velero-operator
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PackageManifest:
- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator
- namespace: openshift-addon-operator
name: addon-operator
- namespace: openshift-rbac-permissions
name: rbac-permissions-operator
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-managed-node-metadata-operator

name: managed-node-metadata-operator

- namespace: openshift-velero
name: managed-velero-operator

- namespace: openshift-deployment-validation-operator
name: managed-upgrade-operator

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-container-security
name: container-security-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-file-integrity
name: file-integrity-operator

- namespace: openshift-custom-domains-operator
name: managed-node-metadata-operator

- namespace: openshift-route-monitor-operator
name: custom-domains-operator

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator

- namespace: openshift-observability-operator
name: observability-operator

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-must-gather-operator
name: deployment-validation-operator

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-compliance
name: compliance-operator

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

Status:

- {}

Project:

- name: dedicated-admin

- name: openshift-addon-operator

- name: openshift-aqua

- name: openshift-backplane

- name: openshift-backplane-cee

- name: openshift-backplane-csa

- name: openshift-backplane-cse

- name: openshift-backplane-csm

- name: openshift-backplane-managed-scripts

- name: openshift-backplane-mobb
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- name: openshift-backplane-srep
- name: openshift-backplane-tam
- name: openshift-cloud-ingress-operator
- name: openshift-codeready-workspaces
- name: openshift-compliance
- name: openshift-container-security
- name: openshift-custom-domains-operator
- name: openshift-customer-monitoring
- name: openshift-deployment-validation-operator
- name: openshift-managed-node-metadata-operator
- name: openshift-file-integrity
- name: openshift-logging
- name: openshift-managed-upgrade-operator
- name: openshift-must-gather-operator
- name: openshift-observability-operator
- name: openshift-ocm-agent-operator
- name: openshift-operators-redhat
- name: openshift-osd-metrics
- name: openshift-rbac-permissions
- name: openshift-route-monitor-operator
- name: openshift-scanning
- name: openshift-security
- name: openshift-splunk-forwarder-operator
- name: openshift-sre-pruning
- name: openshift-suricata
- name: openshift-validation-webhook
- name: openshift-velero
ClusterResourceQuota:
- name: loadbalancer-quota
- name: persistent-volume-quota
SecurityContextConstraints:
- name: osd-scanning-scc
- name: osd-suricata-scc
- name: pcap-dedicated-admins
- name: splunkforwarder
SplunkForwarder:
- namespace: openshift-security
name: splunkforwarder
Group:
- name: cluster-admins
- name: dedicated-admins
User:
- name: backplane-cluster-admin
Backup:
- namespace: openshift-velero
name: daily-full-backup-20221123112305
- namespace: openshift-velero
name: daily-full-backup-20221125042537
- namespace: openshift-velero
name: daily-full-backup-20221126010038
- namespace: openshift-velero
name: daily-full-backup-20221127010039
- namespace: openshift-velero
name: daily-full-backup-20221128010040
- namespace: openshift-velero
name: daily-full-backup-20221129050847
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- namespace: openshift-velero

name: hourly-object-backup-20221128051740
- namespace: openshift-velero

name: hourly-object-backup-20221128061740
- namespace: openshift-velero

name: hourly-object-backup-20221128071740
- namespace: openshift-velero

name: hourly-object-backup-20221128081740
- namespace: openshift-velero

name: hourly-object-backup-20221128091740
- namespace: openshift-velero

name: hourly-object-backup-20221129050852
- namespace: openshift-velero

name: hourly-object-backup-20221129051747
- namespace: openshift-velero

name: weekly-full-backup-20221116184315
- namespace: openshift-velero

name: weekly-full-backup-20221121033854
- namespace: openshift-velero

name: weekly-full-backup-20221128020040
Schedule:
- namespace: openshift-velero

name: daily-full-backup
- namespace: openshift-velero

name: hourly-object-backup
- namespace: openshift-velero

name: weekly-full-backup

7.7.3. OpenShift Dedicated o] 4| g &=H o] 2~

OpenShift Dedicated 3o Y| =5 o] 2= F] 28 A X ol 7| EF o2 dAg Y.
managed_namespaces.yaml: |
- name: kube-system

o 7.2. o] Y &F o] & E=
apiVersion: vi
kind: ConfigMap
metadata:
name: ocp-namespaces
namespace: openshift-monitoring
Resources:
- name: openshift-apiserver

data:
Namespace:
- name: openshift-apiserver-operator
- name: openshift-authentication
- name: openshift-authentication-operator
- name: openshift-cloud-controller-manager
- name: openshift-cloud-controller-manager-operator
- name: openshift-cloud-credential-operator
- name: openshift-cloud-network-config-controller
- name: openshift-cluster-api
- name: openshift-cluster-csi-drivers
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- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
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- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:

openshift-cluster-machine-approver
openshift-cluster-node-tuning-operator
openshift-cluster-samples-operator
openshift-cluster-storage-operator
openshift-config
openshift-config-managed
openshift-config-operator
openshift-console
openshift-console-operator
openshift-console-user-settings
openshift-controller-manager
openshift-controller-manager-operator
openshift-dns
openshift-dns-operator
openshift-etcd
openshift-etcd-operator
openshift-host-network
openshift-image-registry
openshift-ingress
openshift-ingress-canary
openshift-ingress-operator
openshift-insights
openshift-kni-infra
openshift-kube-apiserver
openshift-kube-apiserver-operator
openshift-kube-controller-manager

openshift-kube-controller-manager-operator

openshift-kube-scheduler
openshift-kube-scheduler-operator
openshift-kube-storage-version-migrator

openshift-kube-storage-version-migrator-operator

openshift-machine-api
openshift-machine-config-operator
openshift-marketplace
openshift-monitoring
openshift-multus
openshift-network-diagnostics
openshift-network-operator
openshift-nutanix-infra
openshift-oauth-apiserver
openshift-openstack-infra
openshift-operator-lifecycle-manager
openshift-operators
openshift-ovirt-infra

openshift-sdn
openshift-ovn-kubernetes
openshift-platform-operators
openshift-route-controller-manager
openshift-service-ca
openshift-service-ca-operator
openshift-user-workload-monitoring
openshift-vsphere-infra

7. FA 2
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addon-namespaces:
ocs-converged-dev: openshift-storage
managed-api-service-internal: redhat-rhoami-operator
codeready-workspaces-operator: codeready-workspaces-operator
managed-odh: redhat-ods-operator
codeready-workspaces-operator-qe: codeready-workspaces-operator-qe
integreatly-operator: redhat-rhmi-operator
nvidia-gpu-addon: redhat-nvidia-gpu-addon
integreatly-operator-internal: redhat-rhmi-operator
rhoams: redhat-rhoam-operator
ocs-converged: openshift-storage
addon-operator: redhat-addon-operator
prow-operator: prow
cluster-logging-operator: openshift-logging
advanced-cluster-management: redhat-open-cluster-management
cert-manager-operator: redhat-cert-manager-operator
dba-operator: addon-dba-operator
reference-addon: redhat-reference-addon
ocm-addon-test-operator: redhat-ocm-addon-test-operator

7.7.5. OpenShift Dedicated 71 = Webhook
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o] 7.4. 715 Webhook &=
[
{
"webhookName": "clusterlogging-validation"”,
"rules": [
{
"operations": [

"CREATE",
"UPDATE"
1,
"apiGroups": [
"logging.openshift.io”
1,
"apiVersions": |
"V1 "

1,

"resources": [
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"clusterloggings"

1,
"scope": "Namespaced"
}
1,
"documentString": "Managed OpenShift Customers may set log retention outside the allowed
range of 0-7 days"

b
{
"webhookName": "clusterrolebindings-validation”,
"rules": [
{
"operations": [
"DELETE"
1,
"apiGroups": [
"rbac.authorization.k8s.io"
1,
"apiVersions": |
"
1,
"resources": [
"clusterrolebindings"
1,
"scope": "Cluster"
}
1,
"documentString": "Managed OpenShift Customers may not delete the cluster role bindings
under the managed namespaces: (“openshift-.*|kube-system)"
b
{
"webhookName": "customresourcedefinitions-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [
"apiextensions.k8s.io"
1,

"apiVersions": |

"xn

],

"resources": [
"customresourcedefinitions”
1,
"scope": "Cluster"
}
1,
"documentString": "Managed OpenShift Customers may not change
CustomResourceDefinitions managed by Red Hat."
b
{

"webhookName": "hiveownership-validation”,
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"rules": [
{
"operations": [
"UPDATE",
"DELETE"
1,
"apiGroups": [
"quota.openshift.io"
1,
"apiVersions": |
1,
"resources": [
"clusterresourcequotas”
1,
"scope": "Cluster"
}
1,
"webhookObjectSelector": {
"webhookName": "imagecontentpolicies-validation”,

}
}

"documentString": "Managed OpenShift customers may not edit certain managed resources. A
managed resource has a \"hive.openshift.io/managed\": \"true\" label."

}
{

"matchLabels": {
"hive.openshift.io/managed": "true"
"rules": [
{

"operations": [
"CREATE",
"UPDATE"

1,

"apiGroups": [
"config.openshift.io"

1,

"apiVersions": |

"xn

1,

"resources": [
"imagedigestmirrorsets”,
"imagetagmirrorsets”

1,

"scope": "Cluster"

b
{

"operations": [
"CREATE",
"UPDATE"

1,

"apiGroups": [
"operator.openshift.io"

1,

"apiVersions": |

wxn
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1,

"resources": [
"imagecontentsourcepolicies"
1,
"scope": "Cluster"
}
]

ImageDigestMirrorSet, or ImageTagMirrorSet resources that configure mirrors that would conflict
with system registries (e.g. quay.io, registry.redhat.io, registry.access.redhat.com, etc). For more
details, see https://docs.openshift.com/"

}
{

"webhookName": "ingress-config-validation”,
"rules": [
{

"operations": [
"CREATE",
"UPDATE",
"DELETE"

],

"apiGroups": [
"config.openshift.io"

],

"apiVersions": |

"wxn

1,

"resources": [
"ingresses"
1,
"scope": "Cluster"
}
1,

"documentString": "Managed OpenShift customers may not modify ingress config resources
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."

}
{

"webhookName": "ingresscontroller-validation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [
"operator.openshift.io"
1,

"apiVersions": |

nxn

1,

"resources": [
"ingresscontroller",
"ingresscontrollers”

1,

"scope": "Namespaced"

"documentString": "Managed OpenShift customers may not create ImageContentSourcePolicy,
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1,
"documentString": "Managed OpenShift Customer may create IngressControllers without
necessary taints. This can cause those workloads to be provisioned on infra or master nodes."
b
{
"webhookName": "namespace-validation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [
1,
"apiVersions": |
1,
"resources": [
"namespaces”
1,
"scope": "Cluster"
}
1,
"documentString": "Managed OpenShift Customers may not modify namespaces specified in
the [openshift-monitoring/managed-namespaces openshift-monitoring/ocp-namespaces]
ConfigMaps because customer workloads should be placed in customer-created namespaces.

Customers may not create namespaces identified by this regular expression (*"com$|"io$|"in$)
because it could interfere with critical DNS resolution. Additionally, customers may not set or
change the values of these Namespace labels [managed.openshift.io/storage-pv-quota-exempt
managed.openshift.io/service-Ib-quota-exempt]."
b
{
"webhookName": "networkpolicies-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [
"networking.k8s.io"
1,

"apiVersions": [

wxn

],

"resources": [
"networkpolicies"
1,
"scope": "Namespaced"
}
1,
"documentString": "Managed OpenShift Customers may not create NetworkPolicies in
namespaces managed by Red Hat."
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b
{
"webhookName": "node-validation-osd",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"

]

"apiGroups": [
1,
"apiVersions": |
1,
"resources": [
"nodes",
"nodes/*"
1,
IISCOpell: wxn
}
],
"documentString": "Managed OpenShift customers may not alter Node objects.”
|3
{
"webhookName": "pod-validation”,
"rules": [
{

"operations": [

wxn

]

apiGroups™: [
IIV1 "
P
"apiVersions": [
1,
"resources": [
llpodsll
1,
"scope": "Namespaced"
}
],
"documentString": "Managed OpenShift Customers may use tolerations on Pods that could
cause those Pods to be scheduled on infra or master nodes."
|3
{
"webhookName": "prometheusrule-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
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"apiGroups": [
"monitoring.coreos.com”
1,
"apiVersions": |
1,
"resources": [
"prometheusrules”
1,
"scope": "Namespaced"
}
1,
"documentString": "Managed OpenShift Customers may not create PrometheusRule in
namespaces managed by Red Hat."
b
{
"webhookName": "regular-user-validation",
"rules": [
{
"operations": [
1,
"apiGroups": [
"cloudcredential.openshift.io”,

"machine.openshift.io”,

"admissionregistration.k8s.io",

"addons.managed.openshift.io”,

"cloudingress.managed.openshift.io",

"managed.openshift.io”,

"ocmagent.managed.openshift.io”,

"splunkforwarder.managed.openshift.io”,

"upgrade.managed.openshift.io”

1,
"apiVersions": [

wxn

1,

"resources": [

ll*/*"

1,

"SCOpe": wxn
b
{

"operations": [

"xn

1,

"apiGroups": [
"autoscaling.openshift.io"

1,

"apiVersions": |

nin

1,

"resources": [
"clusterautoscalers",
"machineautoscalers”

1,

"SCOpe": "xn
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},
{

"operations": [

nxn

1,
"apiGroups": [

"config.openshift.io"
1,

"apiVersions":

wxn

1,

"resources": [
"clusterversions”,
"clusterversions/status”,
"schedulers”,
"apiservers",

"proxies”

],

"scope": "*"

b
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
],
"apiGroups": [

1,
"apiVersions": [

"xn

1,

"resources": [
"configmaps"
],
llscope": wkn
b
{

"operations": [

wxn

1,
"apiGroups": [

"machineconfiguration.openshift.io”
1,

"apiVersions": |

wxn

1,

"resources": [
"machineconfigs",
"machineconfigpools”

1,

"scope": "*"

b
{

"operations": [

"xn
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92

],
"apiGroups": [

"operator.openshift.io"
],

"apiVersions": [

wxn

1,

"resources": [
"kubeapiservers",
"openshiftapiservers"

1,

"scope": "*"

b
{

"operations": [

"in

],
"apiGroups": [

"managed.openshift.io”
],

"apiVersions": [

wxn

],

"resources": [
"subjectpermissions”,
"subjectpermissions/*"

],

llscope": wxn

13
{

"operations": [

1,

"apiGroups": [
"network.openshift.io"

1,

"apiVersions": [

win

],

"resources": [
"netnamespaces”,
"netnamespaces/*"

1,

"scope": "*"

}
]

"documentString": "Managed OpenShift customers may not manage any objects in the
following APIGroups [autoscaling.openshift.io network.openshift.io machine.openshift.io
admissionregistration.k8s.io addons.managed.openshift.io cloudingress.managed.openshift.io
splunkforwarder.managed.openshift.io upgrade.managed.openshift.io managed.openshift.io
ocmagent.managed.openshift.io config.openshift.io machineconfiguration.openshift.io
operator.openshift.io cloudcredential.openshift.io], nor may Managed OpenShift customers alter
the APIServer, KubeAPIServer, OpenShiftAPIServer, ClusterVersion, Proxy or SubjectPermission
objects."

b

{
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"webhookName": "scc-validation”,
"rules": [
{
"operations": [
"UPDATE",
"DELETE"
1,
"apiGroups": [
"security.openshift.io"
1,

"apiVersions": [

nxn

1,
"resources": [
"securitycontextconstraints”
1,
"scope": "Cluster"
}
]

"documentString": "Managed OpenShift Customers may not modify the following default SCCs:
[anyuid hostaccess hostmount-anyuid hostnetwork hostnetwork-v2 node-exporter nonroot
nonroot-v2 privileged restricted restricted-v2]"

b

{

"webhookName": "sdn-migration-validation",
"rules": [
{
"operations": [
"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

wxn

1,
"resources": [
"networks"
1,
"scope": "Cluster"
}
1,

"documentString": "Managed OpenShift customers may not modify the network config type
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."

}
{

"webhookName": "service-mutation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [

1,
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"apiVersions": |
"
1,
"resources": [
"services"
1,
"scope": "Namespaced"
"documentStrmg" "LoadBalancer-type services on Managed OpenShift clusters must contain
an additional annotation for managed policy compliance.”
"webhookName“ "serviceaccount-validation",
"rules" [
"operations“: [
"DELETE"
],
"apiGroups": [
1,
"apiVersions": |
"
1,
"resources": [
"serviceaccounts”
1,
"scope": "Namespaced"

"documentStrmg" "Managed OpenShift Customers may not delete the service accounts under
the managed namespaces, "

"webhookName“ "techpreviewnoupgrade-validation”,
"rules" [

"operations“: [
"CREATE",
"UPDATE"

1,

"apiGroups": [
"config.openshift.io"

1,

"apiVersions": [

wxn

1,

"resources": [
"featuregates”

1,

"scope": "Cluster"

"documentStrlng" "Managed OpenShift Customers may not use TechPreviewNoUpgrade
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FeatureGate that could prevent any future ability to do a y-stream upgrade to their clusters."

}
]
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