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apiVersion: apps.open-cluster-management.io/vibetai
kind: GitOpsCluster
metadata:
name: gitops-cluster-sample
namespace: dev
spec:
argoServer:
cluster: local-cluster
argoNamespace: openshift-gitops
placementRef:
kind: Placement
apiVersion: cluster.open-cluster-management.io/vibetai
name: all-openshift-clusters
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: application-set-admin
rules:
- apiGroups:

- argoproj.io

resources:

- applicationsets

verbs:

- get
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- list

- watch

- update

- delete

- deletecollection
- patch
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apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:
name: placement
namespace: nsi
spec:
tolerations:
- key: cluster.open-cluster-management.io/unreachable
operator: Exists
- key: cluster.open-cluster-management.io/unavailable
operator: Exists
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cannot create resource "services" in APl group "™ in the namespace
"mortgage”,deployments.apps is forbidden: User
"system:serviceaccount:openshift-gitops:openshift-gitops-Argo CD-application-controller”
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kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: argo-admin
subjects:
- kind: ServiceAccount
name: openshift-gitops-argocd-application-controller
namespace: openshift-gitops
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
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kind: Namespace
metadata:
name: mortgage2
labels:
argocd.argoproj.io/managed-by: openshift-gitops

of] =& A o] A 2] E]:tX]EE]Ol] )J\,_ RE JJEZgAolA A UY 2ol A2 Aelstn
Y] ¢} 23] o] 20 managed-by @ o] &S ¥ g of Fuch vl g2 o] A5 HAAF = HHS
BolRHA £} 225 7‘&3:’3}” ’~l 2.

Argo CD Pull 29 & AH&-3t2d oh3 8 7 AFS x4y Al .

GitOps Operator= hub 2] 2¥ % openshift-gitops ] ¢ =3 o] 2~ 9] O] &= S8 2H
o =5 o gt

4 5] B &2 2 OpenShift Container Platform GitOps Operator= #| & 1.9.0 o] o]
of o gt}

2 9 3 #] &2 2 H OpenShift Container Platform GitOps Operator:= hub 22 2 ¥ 9}
FA 3 vl Aol ojok gt

ApplicationSet A E Z 2] 7} # 2] 22 2€ 2] Argo CD ol =g 7A o] A B =S Avlsjof g
Yt

B E #38 28 2= hub 8 2H 9] Argo CD A 8] U] 23] o] 2o Z&| 2F A|A= o] 9
ook g}, o] B2 ArgoCD o Z2| Al o] M E ZAEE oA &2 Z22H<| Argo CD <ff
S0l MBS Axtet ol Ba g

e 2H BokS A A u X g4z g Fx71 £34 gitOpsCluster 2] 222 A
AUt placement 2] &= Pull 29 & X Y3st=d 293 2 E A8 Se2HE A9y
t}. GitOps S 2| 2H ZEE2]7F 24 = Argo CD A 4] Lﬂ%‘iﬂl o| oA FE] S 2H ol
gk S| 2E A A8 S A4

1.4.2. o} 7] €l X

FA 2 Pull 29 9] 739 hub 22 2¥ 9] Argo CD ApplicationSet 71 E Zz] 7} 2R ¥ o] z} d A4 &
2 2" g3 = 1115"1101"‘q a5 APAIUY. F 29 o7l Ea Ao dgd b3 FHE Fx3}

AN 2.



Red Hat Advanced Cluster Management for Kubernetes 2.10 GitOps

1.4.21. o}7) €1 A =

1.4.2.2.

10

F A 292 A1-8-31H OpenShift Container Platform GitOps7t % 154 38 Z2 &
HolA e Z2gHd FF e 4L28 A &3dUh

hub 2 26 o] A3l 541 Argo CD o} Z2] 7] o] 4 GitHub 2) x| =] o} F 41531 vl
US| 2EE B 2 2eol A7 M E g

FA w9 7¢o) = hub 22 2Elol Argo CD o Eel Aol st ¥ 350} Yow] whe) 2o
2¥lo] that 91Z P17} 9451k hub 22 2E] 9] Argo CD oj EelA o] & o) Fel Aol AL
fe] Zel2del Mx e 5 Yah

T8 iz o EFgAleldol B oo A F Z 8 2H A= OpenShift Container
Platform GitOps ZIEE & v 2] 2 CPU AL&-Fol di g FAZ A LS aHHA L. 2l &
2 e & A eled gla2 dFF e 2 A & FRS4AA

t

712" o7 FA 2d2 ApplicationSet 2] &1 =32l 4 A o] apps.open-cluster-
management.io/ocm-managed-cluster 2@ apps.open-cluster-management.io/pull-to-ocm-
managed-cluster 4] & 37}51A] &+ g W= A o] AL vl L35+ d AHEFE U

ol71elA] 744 9.7 mal

RIS H SYLH AESHA U HES SUC=2H FA 2o sl 34 ¢
AT 7 IATH G o LA™ Ruvpdesiyg

Pull =9 2 A}£-3}H OpenShift Container Platform GitOps = 59" §54/ 3/ H F& =
Elojx] #e] Fel2g o JF gl 25 5§ 513 &t Argo CD o Z2] 7] o] 42 hub S 2
2E oA B2 ZH2Hz Avgyn.

714 271 29 &2 OpenShift Cluster Manager 55, 1] X] 2 manifestWork APIZ %
&3ste] sl H Ze| 29 A SelXE Zh Bt $A A2 S AHS St HAAE W ES F IF
Yt

7t A8 ZYLEHE fas U AES 242 W E37] 9)3 GitHub 2] 2] E 2] 9} /)
WA o g EAER 7t e 8 2H GitOps OperatorS A x| 5}32 A4 8 oF gt}

Argo CD A H| = 7} U ] S8 2EH A 43 Folojof gyt Argo CD of Z2 Aol A


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/cicd/gitops#configuring-resource-quota

1. GITOPS 71l &

g aie e S EHdA A= 22 Argo CD AWl 4] vl 23yt #e] S 2Ho &
2+ Argo CD < =] Alo] A& 5] B S 2~ o &< Argo CD ApplicationSet 2] &2 Z A}-& 3}
A .

423

iy

2] 2~ H = ocm-managed-cluster =4 ¢] gto & A P ).

Pull 2dl & J5x o= 735 Argo CD o Z2] A o] A 1 EE oA ApplicationSet
<] template 4 A o]l 9)i= argocd.argoproj.io/skip-reconcile 541 & A}-8-3}o] FA] 2 o] Z 2
Aol B A2E ZAF ok I,

Pull mele] 7% 223 28269 Argo CD o Fe)7] o8 AEZe 7l Eel Al A2 u)
z3es =gguUnh

hub 28 2 ¢] Pull 9 /2~ 57]3] AEEZz2]+= 7zt 3] 22 2H <] OpenShift
Cluster Manager 24 V2 14 @ A2 F7]8 o 2 & 3to zF Argo CD o =] 7| o] Aol o &

fas 229 o R AR S AU

hub Se|2H 9 g7 AEEZ2 & 2|42 5713t AEEZ 9| dlo]H 9 manifestWork ¢] 4
B AR E AL-g3le] Z2]2H A A oA MulticlusterApplicationSetReport = A Al 3132 ¢ H] o]
Egd.

W el hub 2ol 2H 2 oA FAEAT RE AR Pt AFHAAE FEUT AL
£ AT A3l F7k e QU Esk FA1 402 2agAuh M =w e AN 7o) o]
v 7} ge] 228 GitOps Operator Git 2] £A 2ot S0k stz o 2] 8 Fo] BT
U,

1.4.3. ApplicationSet A-&# A 2] 2] 42 A A

Argo CD ApplicationSet 2] 22+ # 7] Ze]2H 222 714 9 = d] AHE-5 &= generator 2 = o) A
Push == Pull 29 & A1-8-5t A2 S 2H o Z2 A o] AS vl £5t= ] AHE-FHU

Pull 24 9] 3% o5 oo ZA1E = A EA ol tdS 712 =2 Kubernetes A 1]
2 AU EGAAL B S 2EH O fEZAld AEEHAA 222 Ml £

dZ 2 F4 3 3 Pull 292 X185l th-S o A] ApplicationSet YAMLo] A€ o 2
7182 FA S AR st d 2o FA4S FrHY

1



Red Hat Advanced Cluster Management for Kubernetes 2.10 GitOps

apiVersion: argoproj.io/vialpha1
kind: "ApplicationSet’
metadata:
name: guestbook-allclusters-app-set
namespace: openshift-gitops
spec:
generators:
- clusterDecisionResource:
configMapRef: ocm-placement-generator
labelSelector:
matchLabels:
cluster.open-cluster-management.io/placement: aws-app-placement
requeueAfterSeconds: 30
template:
metadata:
annotations:

apps.open-cluster-management.io/ocm-managed-cluster: '{{name}}‘ﬂ
apps.open-cluster-management.io/ocm-managed-cluster-app-namespace:
openshift-gitops
argocd.argoproj.io/skip-reconcile: "true"
labels:

apps.open-cluster-management.io/pull-to-ocm-managed-cluster: "true"
name: '{{name}}-guestbook-app’
spec:
destination:
namespace: guestbook
server: https://kubernetes.default.svc
project: default
sources: [
{
repoURL: https://github.com/argoproj/argocd-example-apps.git
targetRevision: main
path: guestbook
}
]
syncPolicy:
automated: {}
syncOptions:
- CreateNamespace=true

Pull =9l o] = apps.open-cluster-management.io/ocm-managed-cluster 7} 2 2 3}

Ut

A] 512 ¥ argocd.argoproj.io/skip-reconcile o] 2 @ g}

0

apps.open-cluster-management.io/pull-to-ocm-managed-cluster: "true" = Pull
Rdo] Fg3hr
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kind: MulticlusterApplicationSetReport
metadata:
labels:
apps.open-cluster-management.io/hosting-applicationset: openshift-gitops.guestbook-
allclusters-app-set
name: guestbook-allclusters-app-set
namespace: openshift-gitops
statuses:
clusterConditions:
- cluster: cluster1

conditions:

- message: 'Failed sync attempt: one or more objects failed to apply, reason: services is
forbidden: User "system:serviceaccount:openshift-gitops:openshift-gitops-Argo CD-
application-controller” cannot create resource "services" in APl group "" in the namespace
"guestbook",deployments.apps is forbidden: User <name> cannot create resource
"deployments" in APl group "apps" in the namespace "guestboo...’

type: SyncError

healthStatus: Missing
syncStatus: OutOfSync

- cluster: pcluster1
healthStatus: Progressing
syncStatus: Synced

- cluster: pcluster2
healthStatus: Progressing
syncStatus: Synced

summary:

clusters: "3"

healthy: "0"

inProgress: "2"

notHealthy: "3"

notSynced: "1"

synced: "2"

Fi: P 2as AR EoW B aavt as B2 THER SaUh AN T N EL 0 F WA
A2 FzAAA Q.

1.4.5. F71 &2

[
OpensShift Container Platform A\ x| A S8 2¥ FA O = o =g 7 o] AL ul] £3}
OpenShift 28 25 74 & FZX34HA L.

OpenShift Container Platform A 4 o] 4] Argo CD <1 2€H 2 A4S Fx34H A L.

1.5. OPENSHIFT CONTAINER PLATFORM GITOPS(ARGO CD)= A 3] & o] #g]

H ol A A& 5 %] ¢+S-: PlacementRule
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1. GITOPS 71l &

Argo CDel u}2} OpenShift Container Platform GitOpsE A} 83l B3 Ao & A#T 5 Y&Y
t}. o] === £ 3] 837 A Red Hat Advanced Cluster Management Hub S 2] 2 g oA Z =2 A
A 4= J == OpenShift Container Platform GitOps 2§ 4] 2= A 3H-S K ojdof gt 3 L v X =
A2, 471, dulolE D AHA S F d = AA £ AS AHE-51o] OpenShift Container Platform GitOps
o] tj & ClusterRole 2] &5 AW b5 A& =P

F<£ 9 A] ClusterRole & A A3 t}. ClusterRole & o4& o ¢} A = &5

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
rules:
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- policy.open-cluster-management.io
resources:
- policies
- policysets
- placementbindings
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- apps.open-cluster-management.io
resources:
- placementrules
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- cluster.open-cluster-management.io
resources:
- placements

15
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- placements/status
- placementdecisions
- placementdecisions/status

OpenShift Container Platform GitOps A 1] 2= Al A Y Al 2 A 3L openshift-gitops-
policy-admin ClusterRole ¢ B4 E o] 2.o] & ClusterRoleBinding ¢ HAEZ A4 gt}
ClusterRoleBinding & t}g o ¢} FAHS 4= AU

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
subjects:
- kind: ServiceAccount
name: openshift-gitops-argocd-application-controller
namespace: openshift-gitops
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: openshift-gitops-policy-admin

Red Hat Advanced Cluster Management A 2 & 2] 7} OpenShift Container Platform GitOps<} g+
A W 254 7} fe] S 2EH Y aso]lXd FA ARRo] AAFH U o] 2 3 HAME S HA 4 F ol
3 34t} OpenShift Container Platform GitOps7} B4 € A A2 ulE- 2 o 7 ALA|51%] £33} 7}
ArgoCD o =2 Al o] A o] 5 7] 3} 5 A ¢k= = argocd.argoproj.io/compare-options: IgnoreExtraneous
2] -2 Red Hat Advanced Cluster Management 3 3 Z g ¢ A0 A z} BA) Ao Rt5o = AAH
Yt

Argo CDol| 4| @ BAE & 33 3l= ] AH&-ste= #lol & 2 F24 o] JFH o Argo CD9J| 54 A 4 o]
XA H A ¢+ 739 Red Hat Advanced Cluster Management & 2 7 9] of] A
spec.copyPolicyMetadata = false = A3l Argo CD 37 glo]& @ FXo] B A o7 HAly
A FEE S IdFHH

1.5.1. OpenShift Container Platform GitOps<} A = A A 7] 53 (Argo CD)

Argo CD9]| u}2} OpenShift Container Platform GitOps= A}l-8-3lo] GitOps= 53] A& WA 7| =
AHE-Sle] A A S WA T 5= AH5Un. A A A A 7]= OpenShift Container Platform GitOps 7 €] o] 4
oln| R o)l A AR HA| Forvg AR AR A A o] F=3f 3] oF gt} Al &5t A OpenShift
Container Platform GitOps Operator”} Red Hat Advanced Cluster Management Hub Z&] 2~ g 4
A5 0] go]ok 51 hub Z&] 28] = 13la]oF gt}

KustomizeZ 2 3] g o] OpenShift Container Platform GitOps7} A 3 A A 7] o] Y 4] 2~35}=H Red
Hat Advanced Cluster Management Application Subscription 7 €] o]q o] u] %] o] 5] OpenShift
Container Platform GitOps 7 €] o] o] 9J+= Policy Generator v}o] 4 2] = E-A}sf of g}, =3
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KustomizeS 43 2 o --enable-alpha-plugins =2 -2 & | &5} %== OpenShift Container Platform
GitOpsE FA gl oF gt o dA S Sa Y

2 9 &S A}8-3l¢] OpenShift Container Platform GitOps argocd ¢ H Al E HZ S A
o

L2

I oc -n openshift-gitops edit argocd openshift-gitops

o237 722 71 YAML 24l = & ¥ 351 = OpenShift Container Platform GitOps
argocd 2 ¥ A E £ =43}, Red Hat Advanced Cluster Management?] | 2-& 92 ¥ A
o] A AH AA AA7E HA vlA o= ¢ o] EsE A Init Containero] A A1-&3l&=
registry.redhat.io/rhacm2/multicluster-operators-subscription-rhel9 o] 0] x| & FH Al g2 =2
dlo] Edfof ). L oA E B3I < version >2 2.10 == 935} Red Hat Advanced
Cluster Management v & © 2 ulF Ut}

apiVersion: argoproj.io/vibeta1
kind: ArgoCD
metadata:
name: openshift-gitops
namespace: openshift-gitops
spec:
kustomizeBuildOptions: --enable-alpha-plugins
repo:
env:
- name: KUSTOMIZE_PLUGIN_HOME
value: /etc/kustomize/plugin
initContainers:
- args:
--C
- cp /policy-generator/PolicyGenerator-not-fips-compliant /policy-generator-
tmp/PolicyGenerator
command:
- /bin/bash
image: registry.redhat.io/rhacm2/multicluster-operators-subscription-
rhel9:v<version>
name: policy-generator-install
volumeMounts:
- mountPath: /policy-generator-tmp
name: policy-generator
volumeMounts:
- mountPath: /etc/kustomize/plugin/policy.open-cluster-
management.io/v1/policygenerator
name: policy-generator
volumes:
- emptyDir: {}
name: policy-generator

Z31: == MulticlusterHub o] 23 9 A3 A X 5l== ArgoCD v U 2E @ &l Z 8 o]
¥ 34 ConfigurationPolicy 2] 222 AT 5= JdHFUT
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image: '{{ (index (lookup "apps/v1" "Deployment” "open-cluster-management"
"multicluster-operators-hub-subscription").spec.template.spec.containers 0).image }}'

AA S WA sH7] Aol Kustomize o] @ B 2] U H-2] Helm XL E A 2| & &4 3l3t W
spec.repo.env I =9 x| 317 ¥4 POLICY_GEN_ENABLE_HELM & "true" = A3 3t}

env:
- name: POLICY_GEN_ENABLE_HELM
value: "true"

OpenShift Container Platform GitOps<l| 4] Policy GeneratorE A} 88 = Jormn =g
OpenShift Container Platform GitOps<l] Red Hat Advanced Cluster Management Hub =&
2 AAS AAT F Y= AA L Ao Fofsojof . A=A W uj X & A4, &7], Gl
o]E @ AR 4= Q&= AA 2 AF o 2 openshift-gitops-policy-admin o] 2= ClusterRole &)
A2 AAF ). ealier ClusterRole @] A2 A S FZ3AA L.

OpenShift Container Platform GitOps A 1] 2= Al A N Al 2 A 3HS openshift-gitops-
policy-admin ClusterRole o] o] 3t ClusterRoleBinding 2 B Al E = A A ).
ClusterRoleBinding & t}3 gl 429 A1 4+ 54U

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
subjects:
- kind: ServiceAccount
name: openshift-gitops-argocd-application-controller
namespace: openshift-gitops
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: openshift-gitops-policy-admin

15.2. F71 &2

[
Argo CD &A1& Z=x3H4] Al L.

1.6. GITOPS OPERATORE A #]517] 913 B4 A A

Red Hat Advanced Cluster Management g 2 & 2tz o 7 A1-23l= AL 3 o] 42 @2 F Red
Hat OpenShift Container Platform & & 2= o] OperatorE A X3}l 7 Y U t}. Policy GeneratorE A}
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1. GITOPS 71l &

|35l FA S WA A A A F S AE-51a] OpenShift Container Platform GitOps OperatorE 4
Aot WHS AL oA L.

1.6.1. OpenShift Container Platform GitOps=Z d X sl A3 A4

A A PA 715 A3t OpenShift Container Platform GitOpsE A A 3l= A S WA S o+ d &Y
t}. OpenShift Container Platform GitOps Operator:= t}2 oAl A & = Q&= Z=E ¢ /\-1770/_’}_ A
2] 2= & AFTFU . - o 9 7-A5H openshift-gitops- subscrlptlon yaml o]gt= B A3 HA
Wy 2E 534S A

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

E4 w39 Operator°l] 174 512 spec.startingCSV: openshift-gitops-operator.v<version> vl
MRS} 7L F713 o). &lt jversion& gt; 2 A S 8l= vl A o = vy ).

PolicyGenerator T4 ¥ o] &2 policy-generator-config.yaml o] 2}= 4 3192 AL-g-3}
o] 2 E OpenShift Container Platform 2] 2 2 2 € o] OpenShift Container Platform GitOps& 4
At 34 AT O AR S a4 A 2.

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:
name: install-openshift-gitops
policyDefaults:
namespace: policies
placement:
clusterSelectors:
vendor: "OpenShift"
remediationAction: enforce
policies:
- name: install-openshift-gitops
manifests:
- path: openshift-gitops-subscription.yaml

ulx] vt F 4= 919 -2 kustomization.yaml ¢} Ut} o] 52 o o] Q)
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generators:
- policy-generator-config.yaml

44 € 33 e PlacementRule(t] o] 3 AHE- 54 %3)E AHgsto] the st fAME

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-install-openshift-gitops
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: vendor
operator: In
values:
- OpenShift
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-openshift-gitops
namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-install-openshift-gitops

subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy

name: install-openshift-gitops
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/description:
name: install-openshift-gitops
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-openshift-gitops

20
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spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialpha1
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
remediationAction: enforce
severity: low

OpenShift Container Platform A = 4] o] nj U 2~ E oA A A A= o] 2] F ). OpenShift
Container Platform 2 2] » & 34 X J & A YA 7| = A]—-Q-*]-o:] Q3 st

1.6.2. OperatorGroupso| 4] A3 F4 FE A&

OperatorGroup v U 3| 2 E & A}-8-3l« Operators 4 x| & v Subscription 2 A4 5}7] Al
OperatorGroup °| S & 2=gj lojo} Ut B3] F54 7152 B2 V4719 A AHg-sho] A H 2=
AHA A A S A -8317] Aol OperatorGroup A A& F35t=A AP}

U EE S Adte SAURE st A4 $5 5SS AFAUT d & So] AA gL olx
A RS WA sLaL the-o OperatorGroup 2 AAS L B 23 HHA S vpxjgto g AT dF5U

policyDefaults.orderManifests v 7| =2 &4 313122 A= WA 7] A vy 2= E o)A
policyDefaults.consolidateManifests = 1] &4 3} 5l W UH 2 E 7H)] E2EA L A5 o2 A

o}

1.6.3. 71 &2

°

Compliance OperatorE A x| 3}= A3 WAL FxAA Q.
°

ZHA 3 ] &2 GitOps= A&3le] A3 w| L2 Fx3H4A Q.
°

Z}A & U -8-2 OpenShift GitOps ©] 3] 2 Operator AR A & F x4 A 2.
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[ J
=¥ 2¥] 9] Operator 37} - CLIZ A}-8-3}<] OperatorHuboll 4] A %]
[ J
244 3 )82 Compliance Operator 284 & F% 3544 2.
[ J
HE Y gEmo] 2 AX RES FXF4 A L.
[ J
] o] Awo] A7} x| FH AR B2 FZI4HA Q.
[ J
PodE vl 3} 7] Ao Init Containers A1-&-3la] 24 +342 F=xs4A L.
[ J
Argo CD & Z=x3H4] Al 2.
[ J

OpenShift Container Platformol 4] ] 9135l:= YAML ¢ 8 9] t3 oA & Ao

o

MR F Fe2H A
o

WAL 2 A 7
o

BAl Ao 27 AT AR

1.7. ARGO CD W R} 7] o] o g A§-A} A8 A2 A A

hub =& 2 ¥ ¢ 4] managedserviceaccount &] A2 2 WA sl A ZFH2Eo| Au| = AAL WA
3o} clusterpermission 2] 225 AF8-5to] AH| 2= A o] 54 A HoAFY).

Argo CD W i 7] selo] AL§ & AHGA G2l 5 A u] 2 A S A thest e ool 94U
.

o E2 Aol B A =& 7zt #e] FE2HolA PPt 7|2 F o2 Argo CD AE
EE = AH = AR fE2A A AZAE AHE St ol2 3 gl A AE A FHULHE URY
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U,

AEA A MBI HA =LA fZgA ol A BeA v 25 ALSste] B2 2
g gl fEGA ol A S vl xSt R o ZE Aol A A Au| & AR = B2 Aol AsY
oA gE A3 F S dok= A5 AEGA A B A M2 AR S AHESHA vR Al L.

Argo CD | B 7] 23 AHE S G E AU 2 AZ S AL S 5 5. ArgoCD A EE
7t T4 AT 5lH S 2HAA A2 SESHE 2SS FAskE A5 712 AEA 0
A B A} g A= AR S A F AFUT & AUl 2 AR S AHS-sHE o] AulX A
Bl Hojd AL Aol 5+ AFUH

Au| = Aol A2 2 2Eol ojof duth. A4 d Aoz Aqu X AR S A B st
2 Y 3 B F 2] 2 ¥4 managedserviceaccount ] A2 9 A clusterpermission 2] 4~
28 A F L

& AAE BT S8 F B AU 2 AR Ze2H AR Fol @ 5 YFUh FH2H Aol
glow ghe] Aulz A Qo we] Fe2Eol o SeA oA B 2T W ES
o T AR S EaIAl L.

1.7.14. “Aa Au|2 AR BA”

2.
1.7.24. “Z |28 A AP~
3
1.7.34. “GitOpsCluster 2] 2204 A2 P A B2 A AHE”
4.
1.7.44. “Argo CD | = Ao A A"
5.

1.7.52. “A A S AL§-sto] 2] Av| = AR 2 S22H A3 A7

1.7.1. 32 Au| 2= AA AA

3] H o] managedserviceaccount A1-&2} x| A g &2 #8] 8 2 HolA serviceaccounts = Hz]
SHAl AT F A= LS A2t hub 22 2E 9] <managed _clusters ] ¢ 23 o] 20
managed serviceccount AF8-x} A o] gl4A 271 A EHA 2] 8 2H o) serviceccount 7} A HY

=N
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A7 vl 2 AR S WA e H managedserviceaccount of =

rlo
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1.7.2. 28 2 A3 AA

Aul 2z Aol AAHW AAR Ao] YEuth Al Al 2 AG o] AFL ol
clusterpermission 2] &~ 2Z A}-&-3HU o). clusterpermission 2] A 2= s H o] #g] F8]|2H Y Y2
olzol AR A, Be) FE2E A FH2H ot ¥a2S A4 rolebinding EE
clusterrolebinding 2] &5 F3l A8] 2 A9 vjIF T 4= = A g HH S Al P

< managed-sa-sample > A 1] = Al A A 3I-S < managed -sa-sample>2] mortgage vl 9 =
s o] Zof vl 32 A A E mortgage o Z]Al o] Al Fod3tH A T3 ZR=E A5t YAMLS:
A4 gyt

apiVersion: rbac.open-cluster-management.io/vialpha1
kind: ClusterPermission
metadata:
name: <clusterpermission-msa-subject-sample>
namespace: <managed cluster>
spec:
roles:
- namespace: default
rules:
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get", "list", "create”, "update", "delete", "patch"]
- apiGroups: [
resources: ["configmaps", "secrets”, "pods", "podtemplates”,
"persistentvolumeclaims", "persistentvolumes"]
verbs: ["get", "update”, "list", "create”, "delete", "patch"]
- apiGroups: ["storage.k8s.i0""]
resources: ["*"]
verbs: ["list"]
- namespace: mortgage
rules:
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get", "list", "create”, "update", "delete", "patch"]
- apiGroups: [
resources: ['configmaps", "secrets”, "pods”, "services", "namespace’]
verbs: ["get", "update”, "list", "create”, "delete", "patch"]
clusterRole:
rules:
- apiGroups: [""]
resources: ["*"]
verbs: ["get", "list"]
roleBindings:
- namespace: default
roleRef:
kind: Role
subject:
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apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>
- namespace: mortgage
roleRef:
kind: Role
subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>
clusterRoleBinding:
subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>

2.

YAML 3} 21-& cluster-permission.yaml o] 2} = 32 o] %] g o}
3.

oc apply -f cluster-permission.yaml 2 23 g t}.
4,

A& < clusterpermission >2 mortgage 4] ¢ 23] o] 2] A] < clusterpermission-msa-
subject-sample >o]g}= 9 &S AP o}F Q1 3-$ vl Y23 o] 2 mortgage & AA T

Ut

< managed clustersol A A A 222 AEFUG.

iy

g 2E ol g Bl axs AR

A Z < clusterpermission> S A A3 & A Z g

718 v d 29 o] 20| A & It;clusterpermission-msa-subject-sample&gt;]&t+= sh2] o
Ay

Q&S A2 AR = AR viIF 817] 13l 713 o] 9 =] o] =l A] < clusterpermission-
msa-subject-sample >o]2} 12 3} 31}2] roleBinding.

mortgage Y] ¢ 23| o] 29 A & It;clusterpermission-msa-subject-sample&gt;o] 2t s}
Ue] &g

q S A AH| = A vl 57 913 mortgage Yl ¢ 23 o] 2o A <
clusterpermission-msa-subject-sample >¢] 2} 32 3}+= 5}1}9] roleBinding.
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< clusterpermission-msa-subject-sample>o] 2= 32| clusterRole.

clusterRoleS 2] A u] 2 AR 9 viQl g 37] 9130l < clusterpermission-msa-subject-
sample >°] 2}:= sl1}9] clusterRoleBinding.

1.7.3. GitOpsCluster 2] 220 A &2 q Au| = AR ALE

GitOpsCluster 2] &2 W X & AHg-5l] S| 2F o AA 251 v AH-H= A R7F L34 Argo
CD S &H A2 A S £3st] HAd3 ] S22 E Argo CDE 7HA FU o 7123 2 % Argo
CD S &F A A8 & fZA ol A A M2 AR S AHE5He] #E] S 2H o AA g

g Mul 2= AR S AHE k== GitOpsCluster 2] 225 e ol Est2d A2 Au| = AF
o] o] &2 % managedServiceAccountRef &4 2 7154t}

GitOpsCluster A}8-#} A 9] glA&25 A5 A 03 YAMLS Gitops.YAMLS =2 A 33}
Yt}

apiVersion: apps.open-cluster-management.io/vibetal
metadata:
name: argo-acm-importer
namespace: openshift-gitops
spec:
managedServiceAccountRef: <managed-sa-sample>
argoServer:
cluster: notused
argoNamespace: openshift-gitops
placementRef:
kind: Placement
apiVersion: cluster.open-cluster-management.io/vibeta1
name: all-openshift-clusters
namespace: openshift-gitops

YAML 5}< 2 gitops.yaml o] 2t= 512 o] 243 ).

oc apply -f gitops.yaml & 23 3] t}.

openshift-gitops ] 9 &5 o] 22 o] 5 3}a] <managed cluster- managed-sa-sample-

cluster-secret>o|2}= o] 22 2 A Argo CD & 2¢ A 33 o] YA ).
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% oc get secrets -n openshift-gitops <managed cluster-managed-sa-sample-cluster-
secret>

NAME TYPE DATA AGE

<managed cluster-managed-sa-sample-cluster-secret> Opaque 3 4m2s

1.7.4. Argo CD o =g Alo] A A A

F A 298 AHg-3lo] Argo CD & 94 Argo CD o 2] 7 o] A& v £ t}. Argo CD o =7
o] A& #z] AH] 2 Al < managed-sa-sample>3} g7 v £ @ o).

Argo CD &<& o] 2103

2.

A o E2 Ao AA S 2 FhTh
3.

228 URLS Ao gt
4,

Argo CD o Z&]A| o] Ao & o] F3te] 43 & Fej 2 93} 7Ho] < managed cluster>=
vt A1 Z E Aol A=A AU

1.7.5. 482 AL g-ato] o2 vl 2 AR 2 228 AT 44

When the GitOpsCluster resource is updated with the ‘managedServiceAccountRef', each
managed cluster in the placement of this GitOpsCluster needs to have the service account. If
you have several managed clusters, it becomes tedious for you to create the managed service
account and cluster permission for each managed cluster. You can simply this process by
using a policy to create the managed service account and cluster permission for all your
managed clusters

managedServiceAccount 2 clusterPermission 2] 4 2Z hub & 2H ] % &35}H o] A A o] nj X|
7t 22 238 2H vl 3 gt GitOpsCluster 2] &2 v x| oA 2E A2 S8 2H | #2] S2LH
)9l 2w o] 20 3G 8] 22 BA T

A A& 21431 managedServiceAccount 2 clusterPermission 2] A5 A A A o2 44 9]

23gug.

Z A o] 5] managedServiceAccount ¥ clusterPermission ¢ HA E €l Z 319 ¢ d| o] E3}
W 2= A ZFe2HoA 2 E managedServiceAccount 2 clusterPermission @] 4227} ¢
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telEg Yyt

managedServiceAccount ¥ clusterPermission ]l 422 A3 Jdlo] E3}HA A A o] ]3]
AE&HER A FE 2 HEoh3iv o

GitOpsCluster v <o i g vl A o] WA= A2 e ) Fo 28 vlel 25 0] 29 o)
Az A R AR E B,
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apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-gitops
namespace: openshift-gitops
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: PR.PT Protective Technology
policy.open-cluster-management.io/controls: PR.PT-3 Least Functionality
spec:
remediationAction: enforce
disabled: false
policy-templates:

- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gitops-sub
spec:
pruneObjectBehavior: None
remediationAction: enforce
severity: low
object-templates-raw: |
{{ range $placedec := (lookup "cluster.open-cluster-management.io/vibetal”
"PlacementDecision"” "openshift-gitops cluster.open-cluster-
management.io/placement=aws-app-placement”).items }}
{{ range $clustdec := $placedec.status.decisions }}
- complianceType: musthave
objectDefinition:
apiVersion: authentication.open-cluster-management.io/vialpha1
kind: ManagedServiceAccount
metadata:
name: <managed-sa-sample>
namespace: {{ $clustdec.clusterName }}
spec:
rotation: {}
- complianceType: musthave
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objectDefinition:
apiVersion: rbac.open-cluster-management.io/vialpha1
kind: ClusterPermission
metadata:
name: <clusterpermission-msa-subject-sample>
namespace: {{ $clustdec.clusterName }}
spec:
roles:
- namespace: default

rules:

- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get", "list", "create", "

- apiGroups: [""]
resources: ['configmaps", "secrets", "

"persistentvolumeclaims", "persistentvolumes"]
verbs: ["get"”, "update”, "list", "create", "delete"]
- apiGroups: ["storage.k8s.i0"]
resources: ['""]
verbs: ["list"]
- namespace: mortgage
rules:
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"”, "list", "create", "update”, "delete"]
- apiGroups: [""]
resources: ["'configmaps", "secrets", "
verbs: ["get"”, "update”, "list", "create", "delete"]
clusterRole:
rules:
- apiGroups: ["*"]
resources: ['""]
verbs: ["get", "list"]
roleBindings:
- namespace: default
roleRef:
kind: Role
subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>
- namespace: mortgage
roleRef:
kind: Role
subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>
clusterRoleBinding:
subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>

{{ end }}
{{ end }}

update”, "delete"]

pods", "podtemplates’
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pods", "services", "namespace"]
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apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-gitops
namespace: openshift-gitops
placementRef:
name: Ic-app-placement
kind: Placement
apiGroup: cluster.open-cluster-management.io

subjects:
- name: policy-gitops
kind: Policy

apiGroup: policy.open-cluster-management.io

apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:

name: Ic-app-placement

namespace: openshift-gitops
spec:

numberOfClusters: 1

predicates:

- requiredClusterSelector:

labelSelector:
matchLabels:
name: local-cluster

YAML =<2 policy.yaml o] 2}= st o] A 3ot

oc apply -f policy.yaml & 233 ]t}.
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