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ApplicationSet U ¢ ] generators.clusterDecisionResource 7}2] t}2 oA & - Z 314 A 2.

apiVersion: argoproj.io/vialphat
kind: ApplicationSet
metadata:
name: sample-application-set
namespace: sample-gitops-namespace
spec:
generators:

- clusterDecisionResource:
configMapRef: acm-placement
labelSelector:

matchLabels:
cluster.open-cluster-management.io/placement: sample-application-placement
requeueAfterSeconds: 180
template:
metadata:
name: sample-application-{{name}}
spec:
project: default
source:
repoURL: https://github.com/sampleapp/apprepo.git
targetRevision: main
path: sample-application
destination:
namespace: sample-application
server: "{{server}}"
syncPolicy:
syncOptions:
- CreateNamespace=true
- PrunelLast=true
- Replace=true
- ApplyOutOfSyncOnly=true
- Validate=false
automated:
prune: true
allowEmpty: true
selfHeal: true

N R = S

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Placement
metadata:

name: sample-application-placement

namespace: sample-gitops-namespace
spec:

clusterSets:

- sampleclusterset
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SubscriptionReport 22 2= =
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CLI vpx o} e o] = A7
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< SubscriptionStatus 41 = YAML 512 & ZZ3514 A1 2.

apiVersion: apps.open-cluster-management.io/vialphai
kind: SubscriptionStatus
metadata:
labels:
apps.open-cluster-management.io/cluster: <your-managed-cluster>
apps.open-cluster-management.io/hosting-subscription: <your-appsub-namespaces.<your-
appsub-name>
name: <your-appsub-name>
namespace: <your-appsub-namespace>
statuses:
packages:
- apiVersion: v1
kind: Service
lastUpdateTime: "2021-09-13T20:12:34Z"
Message: <detailed error. visible only if the package fails>
name: frontend
namespace: test-ns-2
phase: Deployed
apiVersion: apps/v1
kind: Deployment
lastUpdateTime: "2021-09-13T20:12:34Z"
name: frontend
namespace: test-ns-2
phase: Deployed
apiVersion: v1
kind: Service
lastUpdateTime: "2021-09-13T20:12:34Z"
name: redis-master
namespace: test-ns-2
phase: Deployed
apiVersion: apps/v1
kind: Deployment
lastUpdateTime: "2021-09-13T20:12:34Z"
name: redis-master
namespace: test-ns-2
phase: Deployed
apiVersion: v1
kind: Service
lastUpdateTime: "2021-09-13T20:12:34Z"
name: redis-slave
namespace: test-ns-2
phase: Deployed
apiVersion: apps/v1
kind: Deployment
lastUpdateTime: "2021-09-13T20:12:34Z"
name: redis-slave
namespace: test-ns-2
phase: Deployed

1.3.2. SubscriptionReport 22 2H 5+
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8 2H +£F A= hub &2 £H 9] < namespace:<your-managed-cluster-1 >9|| gJ o 5|3 &
g Se12H 9| 7} o E Aol Aol dig AA Fe vk £33 th hub S 2 2H 9| 7t S22 v Y23
o] 2 9] subscriptionReport & t+& A8 5 s}=2 B w3}

[ J

deployed
[ J

A3
[ J

propagationFailed

< SubscriptionStatus 41 = YAML 51 & ZZ3514 A1 2.

apiVersion: apps.open-cluster-management.io/vialphai
kind: subscriptionReport
metadata:
labels:
apps.open-cluster-management.io/cluster: "true"
name: <your-managed-cluster-1>
namespace: <your-managed-cluster-1>
reportType: Cluster
results:
- result: deployed
source: appsub-1-ns/appsub-1 /I appsub 1 to <your-managed-cluster-1>
timestamp:
nanos: 0
seconds: 1634137362
- result: failed
source: appsub-2-ns/appsub-2 /I appsub 2 to <your-managed-cluster-1>
timestamp:
nanos: 0
seconds: 1634137362
- result: propagationFailed
source: appsub-3-ns/appsub-3 /I appsub 3 to <your-managed-cluster-1>
timestamp:
nanos: 0
seconds: 1634137362

1.3.3. SubscriptionReport o] =& Al o] A =&

Z} o) Z 2] Al o] A9l T & s} 2] o =2 Alo] A F subscriptionReport = hub =& 2 ¥ 9] appsub
4] o 27| o] 2 9] < namespace:<your- appsub - namespace><l Qo o} AW E EFFh .
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4] 2 °F: deployed,failed,propagationFailed

Z31: inProcess A el & vl X8 % u 7] , - failed ' 2 - 'propagationFailed )< U t}.

- SubscriptionStatus 3=

YAML 3} &

F=x

344 2.

apiVersion: apps.open-cluster-management.io/vialphai

kind: subscriptionReport
metadata:
labels:

apps.open-cluster-management.io/hosting-subscription: <your-appsub-namespaces.<your-

appsub-name>
name: <your-appsub-name>

namespace: <your-appsub-namespace>

reportType: Application
resources:
- apiVersion: v1

kind: Service

name: redis-master2

namespace: playback-ns-2
- apiVersion: apps/v1

kind: Deployment

name: redis-master2

namespace: playback-ns-2
- apiVersion: v1

kind: Service

name: redis-slave2

namespace: playback-ns-2
- apiVersion: apps/v1

kind: Deployment

name: redis-slave2

namespace: playback-ns-2
- apiVersion: v1

kind: Service

name: frontend2

namespace: playback-ns-2
- apiVersion: apps/v1

13
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kind: Deployment
name: frontend?2
namespace: playback-ns-2
results:
- result: deployed
source: cluster-1 /lcluster 1 status
timestamp:
nanos: 0
seconds: 0
- result: failed
source: cluster-3 /lcluster 2 status
timestamp:
nanos: 0
seconds: 0
- result: propagationFailed
source: cluster-4 /lcluster 3 status
timestamp:
nanos: 0
seconds: 0
summary:
deployed: 8
failed: 1
inProgress: 0
propagationFailed: 1
clusters: 10

1.3.4. ManagedClusterView

ManagedClusterView CR& A WA A3t S| 2HoA B aguUd). 42 v 71 A5l o8
2 2ed S Al AL v E5HH S B F2E oA A A Al Fel 28 g 25 o] 20 sl
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I % oc get managedclusterview -n <failing-clusternamespace> "<app-name>-<app nhame>"
1.3.5. CLI s} 2] Al ol A == 28l
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> HEs
22 2H 2] Al o] A SubscriptionStatus

e

I % getAppSubStatus.sh -¢ <your-managed-cluster> -s <your-appsub-namespace> -n <your-appsub-
name>

1.3.6. CLI v}A] 2} ¢ H o] E A] 7k

o] AR E A7 98 A==z FeLHo 20T F )l A+ AR E B SYH2HAA
AppSub?] iR 2} o] E A7+ 7HA & & AFU T upebA A2 F S 2=HolA AppSub?] mA]
9 AU O] E A7 A S destst] 98 fFEEEH 2AHEM AL HASFS Y. o] ZAHEE= Hub &
Z 2 A AP 5 =2 AA =25 ManagedClusterView & A2 2 A A slo] Ag] S 2E oA
AppSubE 714 @ 31 dlo|H & & #4151 vlA 7 QU] E A 7S 7HA S U o

multicloud-operators-subscription 9| 4 CLIZ =2 =3t}

O+ 982 Adste] #23 Se12=Holl4 App Sub 9] vx] 9} Q] d o] E A 7S 7““6“4
t} o] 23 Y E = hub Z8 2H A AW H =5 A7 =354t ManagedClusterView 2] &
g Az S 24 AppSubs 714 Q.31 Hlo|HE F& B4 31o] upx] 2t ¢ °IE

% getLastUpdateTime.sh -¢ <your-managed-cluster> -s <your-appsub-namespace> -n <your-
appsub-name>
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Helm 2] A El2] & A1 8 5le] &} 22

euAE 2R 2 EAEYE ALgete] A Ae
1.4.1. Git 2l TA E2 E A28t @ Fa)

of] Z 2] A o] A & A}-&-3l Kubernetes ] s+
2 Az} A Git Bl ZA E oA 8l AAE v 3t L dol i

A=A ol ol thall AAIS] Lol A A L.

rxg T

ol

3 BxA e AUt o
o) Z@ Aol A = 9 A o] o] A]

e AA 2 AG: N SANALS AT 5 A AHEA YU A Fo] TR YW 5
4 AU Th o8 7wk o8] 2= Ao} A Aol A] @A 2 27 Abgkol Tlal Gobr A e

e

R

22 g ol A o el Alol A S Selstel YA H o Hel7lol AL Sk A o) EeA
ol A< AT

2.

Ae) ALg: ARG N E Aol H FFL A9 G F YAML: On & Aelsfe] of F2) 7 o] 4 &
AL AT 2L YAMLE 2 5 d5Uth FA9] S92 1 YAML &2 #x3t
AN Q.

3.

g 5 ol AEAE B Git & A9
o) X Aol w} Qelo) we YAML B3 7] gho] W7

[ J
NEGit el EAEY A2E Adsts 45 Zeto Wl YEAELA 4 Ad AHE A
B¢ Bzt eyt A4 ARE AR AgHo] 9o oled e 2 ast gyt
[ J
A Git ) EA 2] AZE QP Ae Ao A Git AEAE A Git A2 3
RE QY 5 dFUTh

ZA $4E AUt merge AL 7|2 A8 Algo|, o] = A D=7} F71E L
a2 A 7]E B =7 AU ol EE S gyt wA & A9 5 55U replace &
Aoz 7|1& A7 Git 222 IAPGUGL A B AT HHA A v S0l G2 Ao F AAH
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17 A E2 A ol A A=

AZeA oA nrle] A=A 5715 & 2P 502 AT off 2 A =
AEA e

A A Abd W2 DL el E F A9 L AF AU o] dfZeA A gl a2g W X5 A
o]} Z o] 213 s Ansible Tower 2+ o] 2J= A9 Ansible Tower A| =28 & M;gﬁlq];}
Ansible z+9]-S 4 ©] 5}+= Ansible Tower 29} -2 O] 2] ¥ 2] & 7] ¢] prehook 2 posthook =t 4]
vl x5 of gt

FZES AL AT ARE FUhs|of = A9 A5 AR 571 & FYFUG. &9 X
< w24 A 9. Manage credentials overviewol] 4] 24 3k &2 F x4 A Q.

AR NG D EE2AS B 5 YE AL Aol draAg.

1.4.1.1. GitOps €

29 E AFs7] 98l Git ) XA ER & 24 517] 91 2 A E SolR A L.

1.4.1.1.1. GitOps o)A T el
o] dlAle] EXE Fo)H T o] Fo] ARHH, B HE Fe2HoN APHE o SA N EE T
o] ¥34 7+ Ed7} AUt

2 E Z managed-subscriptions: 3% #3 Z0 S g0 2 = ABATH o] £}
Heo] dFU .

59l =9 ¢§/: managed-clusters o v X & A}-&-5l] 35 ] E0 9 fEA A S
T3t o AH-EY

319 =1 config/: managed-clusters o] v x| = A} &3lo] & A2 M9 AL 15
3t d AH-E Yo

a9l Eu FA/ w9k @ %l FH el A4S At o AHgEUTh
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folder root-subscription/: managed-subscriptions 26 & A B2 23 Y 4 5}+= hub &8
2 9] 7] ME2aFPAYY

O olAE F2HA 2.

common-managed/
apps/
app-name-0/
app-name-1/
config/
config001/
config002/

managed-subscriptions
apps/
config/
policies/

root-subscription/

1.4.1.1.2. GitOps flow

o] @ H g 4%+ root-subscription > managed-subscriptions > common-managed £ 2 A4
A

root-subscription/ 2] @Y A B A3 42 CLIgv]doA hub S8]2H=Z &g ).

2.
AB2AA 9 Q22 managed-subscription £ 2] hub 28 2Hd] g2 E3le 3
$ddyd.
[ ]
19 12 managed-subscription 2] B2 P D A F 2 u) ] o] w2} 2
2 ZHAA AYS FAFU.
[ ]
placement= zZt HE A3 HA E= J A §F VA= #8 SH=EHE 24 HY
t}.
[ ]
MB2IHA £ A A2 uj X9} A5 S 2EHA A W§&-2 Fo .
3.
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. o Z= Aol A &
Ut o= vl A #F FI LA st BE
t}.

&2

5 o EANA 2L 7=

SRS

1.41.13. 9 22 9

root-subscription/ 2] <= application-subscription-all & ZZ 34 A] 2.
A3 XA ET 9 U= ZG E 71871 = A B A2a Y o= subscribe-all & %3}
AA L.

[ J
nginx -apps 2 £4 2] o) E Ao A ol AES} Q= F e EH Y A S Fzsh
ERES
[ J
R Ao Aol A4 S FRAA L.

1.4.2. Helm 2] X H g & A}-&3}9] ¢ #2)

o =g A o] AL 2183t Kubernetes ] 22 E ul £ uj
2ol A Helm Z2AH NN HasE M s HES

2o Y axt 54 AEA e ol AFUTh o
K M e FobgUh o=
A o Z2] 7] o] A m ol thal RpA S| Fobr Al

Aol A @ @ A oo
AL A2 Agh: Sl A AL AR T 5 QL= AFE A} o BT o BFo] B
2 QU Th o3k 7wk ol A] 2= A)o] Adm Aol A oA 2 @ Abahol sl Stou41A]

At 3y
g sl & HAl L
1.

i )

g=a]

e

Hirol Al cf ZSE]A ol A& S8 5t YL E QA EA ) HE 1L A off Z2 Al

A—]Ell /\]—”63— Agklzﬂ- o]] a]}]] ]/‘\:]_
A4S A

4%e A9e F YAML: On & Healo] of ZaA 0|82
& 2&o) A YAMLE 2 5 i&Uth FA9) 15750 9 YAML 52 gt
AN L.
3.
AT 5 Qe U EAED 554 Helm & Aelsts 2ube Beof g2 gk 2
&) 220l uhe} Aol whek YAML 93 7] gho] W7 5)=A) shel gk
A4 e 2T
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https://github.com/stolostron/application-samples/tree/main/subscriptions
https://github.com/stolostron/application-samples/tree/main/subscriptions/nginx
https://github.com/stolostron/policy-collection
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AR NG D EEZAS B 5 YE AL Aol draAg .

1.4.21. YAML A =

o2 ol A A A oJo A= Helm S XA HE & A= F4s-d .

Z31: Helme] 73 ¢ Helm x1E o] £33l & = Kubernetes €] A&2-9]] g o] & g 27} Yoof gt}.
o ZE Aol EZZA 7t ulEA ZAIHEF s2]4 {{ .release.Name }}' ¢}

apiVersion: v1
kind: Namespace
metadata:
name: hub-repo
apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: helm
namespace: hub-repo
spec:
pathname: [https://kubernetes-charts.storage.googleapis.com/] # URL points to a valid
chart URL.
type: HelmRepo

T A 9 Helm 2] £ H 2 AR 9] & th2 o 2 Bl FL o

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: predev-ch
namespace: ns-ch
labels:
app: nginx-app-details
spec:
type: HelImRepo
pathname: https://kubernetes-charts.storage.googleapis.com/

2 51: REST APIS 1w 2W APIS AL2 3 o}

1.43. S BAE 2R g EAETE ALL51 9 A3

o Z2] A o] A& AHE-31 Kubernetes 2] A&2E W & v gl 422= 54 A E A JdH5U. o
ZgA ol nd U A oo A o] Z]A o] A o] ] RA|S] LolRAHA] L.
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1. ol E2 Al

i
AR A2 Ak FLACI AL AT 5 Y AHEA A TYUT o Tol FTA AP FYY
% Qg Th 8 Z1uk a2 Alo] Aol Al 27 Aol thal obm Al Al
1.

FH 4 EFA
= v

A virel A o E2) 7o) A g Feste] YA
ol 4 < AR T

AS Fdsta A o Z2A

A A3 A S o Z ] Aol A |

#3& A6e F YAML: On & A9 sfe] of F2) 7] 4 &

AR AT 2L YAMLE 2 5 d5Uth FA9] S92 1 YAML &2 #x3t
AN Q.
3.
AT 5 At AEAEY BFN QHAE A FAE A Sute o] % 4
ik 29 A Dol wet Yol wek YAML B 7] gto] WA H =R shel gt

4,

A YU
5.

AR NG D EE2AS B 5 YE AL Aol draAg .

1.43.1. YAML A =

O3 dA A2 A= 2BAE AEA & AR F44sg Y.

apiVersion: apps.open-cluster-management.io/v1
kind: Channel

metadata:

name: dev

namespace: ch-obj
spec:

type: Object storage

pathname: [http://sample-ip:#####/dev] # URL is appended with the valid bucket name, which
matches the channel name.
secretRef:

name: miniosecret
gates:

annotations:
dev-ready: true

3L REST APIS Hejd APIE 2183t
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1.4.3.2. AWS(Amazon Web Services) S3 S HAE ~E 2| x| |7 WA

Zo Fod faxs

RSP EWP]

A 3l Amazon Simple Storage Service(Amazon S3) Q HAE X~ E 2] %] A4
752 F dFUT. v 2 FESHA A L.

AWS A4, A2 A} o] & 2 9+5 2 A}g-5ko] AWS &0 =2

Amazon S3 > Buckets & o] 53l ¥]F & H o] A 2 o] &3},

Create Bucket & Z93

l
E
o
2
=z
Yy
o
o
o,
o
L
i)

AWS S3 o B A E W2 S AAsE o B2 F AWS 23 < Ad g
M7 A= B2 AT

A 1 O o)A A& A} o] 20 7 o] F 3 oS =F - v oA My Security Credentials
g9

=
£ A

AWS IAM 215 g3 "o A CLI, SDK & API 4] =] g st HA] =T 2 o] 533l A2
7 A4e 29

N4 7] IDE A, A ZH JA= 7.

1

N

to
[z
3

A

m

YAML 3}¢

filo

Aol g ==

it

1.4.3.3. AWS Hj7]9] QHAE 7=

22

1.

A Z8 S AHE8te] S BAE BZl {3 A2 S AAste] AWS WA dA 8 9
AccessKeyID,SecretAccessKey 2 Region S XAttt A 7l2] 2 =+ AWS v Zlo] A
2 o Adgd.

URLSE F71gY . URL2 URLY s3 :/ == s3 2 aws 7|9 =71 =
A

= 39 AWS S3 4]
QoA ALL AAFh o 2 So] S ¥R URLS] RE AWS s3 17 23

Sh
=
AR FxatiA


https://s3.console.aws.amazon.com/

17 A E2 A ol A A=

1_-0

https://s3.console.aws.amazon.com/s3/buckets/sample-bucket-1
s3://sample-bucket-1/
https://sample-bucket-1.s3.amazonaws.com/

Z1: AWS S3 APIS} B 712 A7 3l ¥ AWS S3 9 B A E H5l URLo] B & 31A] 24y
t}.

1.43.4. AWS B A3 9H A

& AA AWS S3 e HAE 7l A2 AZ YAML 3L & Fx35H4 4] L.

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: object-dev
namespace: ch-object-dev
spec:
type: ObjectBucket
pathname: https://s3.console.aws.amazon.com/s3/buckets/sample-bucket-1
secretRef:
name: secret-dev
apiVersion: v1
kind: Secret
metadata:
name: secret-dev
namespace: ch-object-dev
stringData:
AccessKeylID: <your AWS bucket access key id>
SecretAccessKey: <your AWS bucket secret access key>
Region: <your AWS bucket region>
type: Opaque

kind: PlacementRule ¥ kind: Subscription 7} 7] t}3 A1 Z YAMLY] A€ dj 2 o4& AWS A
BAagdddux] 3 QHAEE AE& AAAS 5 AdHFUY.

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:

name: towhichcluster

namespace: obj-sub-ns
spec:

clusterSelector: {}
apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
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metadata:
name: obj-sub
namespace: obj-sub-ns
spec:
channel: ch-object-dev/object-dev
placement:
placementRef:
kind: PlacementRule
name: towhichcluster

onAE w7 54 39 E6 Yo QUAES PET FE 9
Mol F7ksto] QHAE M AN AR Mo 59 Frle m

subfolder-1 o] ¢+ 3212 bucket-path 2 Fx3 A 2.

annotations:
apps.open-cluster-management.io/bucket-path: <subfolder-1>

ah9l Eriol Ul g the AA AE L FEFH A <.

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
annotations:
apps.open-cluster-management.io/bucket-path: subfolder1
name: obj-sub
namespace: obj-sub-ns
labels:
name: obj-sub
spec:
channel: ch-object-dev/object-dev
placement:
placementRef:
kind: PlacementRule
name: towhichcluster

1.5. | EA ol A 7 74

Kubernetes-& Red Hat Advanced Cluster Management W] ol 4] o] 2] #A| o] A & o] g o =] 7| o] A
a2z FAPYUT A, B 2P, ul X D vl R] 73 2] A2 AHSSte] AR o) E2] Al o] S vl
X, gUolE 4 AT 5 dFY

G S 2H cfEA A & b5 S22 oA ol BT 5 U3 Kubernetes A2 AH8-5}
A gt HE S 2E QA EANAL2 M E R A E A0l e Stol ZAbol 29| A3y FE U
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Kubernetes °f| =] 7 o] 42 Red Hat Advanced Cluster Management?] 2 = o] Zg|Alo| A 74 Q&
A &A= YAML 31 AFE Al oA Aojdth s E8]Aleld 43 8.4 2|4&2E A AY |l
o|Ed ot 3l= AF B AEE B dt= dlolE S XTSI EE FAE AHS AAAFAY HAF S oF U

o5 AEACIA 3w 748 FAE S

[ ]
Gitgl a2 1%
[ ]
MB2aYA B A ol
[ ]
MB2IPA ARAR 54 L AR B2 44
[ ]
24 %4 F71
[ ]
B GitdAd digt sl ZE Aol A Ad R A B2AHA 74
[ ]
Ansible Tower z¢] 4 A
[ ]
A2 Z8 2HolA GitOps 14
[ ]
714 gojsr] 74
[ ]
Ad AE NS
[ ]
AMB2IHAAE NS
[ ]
EEE SRR T
[ ]

AEA A AE N
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1.51.Gitg| &2 +5

NeRoz AR AR ABAARAE o ZeA ol AL th Fa2E o) vl T o] S 7o)
B 227 & v &sol 2 AR glojx o ZalA | AL sl B2 A ]9l 25 o] o] u
THUG. A HAZFY B Ag o] o)A Ao A9E U= /2 542 WAT 5 AFU

EG e 2Eo] AFANH W22/t YT AH2AANS Foll Y AA e S AF ANE
azol A 9228 A48 F YFUTh HB2IPN Bl /1B 4L WGt Bhg T2A 2
£ gz L.
05 oA Ak ZelaE BelA
[ ]

Gitoll 4] o S Aol A g A2 A

[ ]

=4 Git 2.2 719
[ ]

A=A o] A vl g &3 o] £ 4
[ ]

gt Qo|2k7] 4

1.5.1.1. Gitol| A o] =& A o] A & 22 AA

T5% o g &2 YAML A apiVersion ©] A 1§ 2 WA S A A3l of @t} o & E9]
apiVersion: v1 & 7530 B33 AEEH/ B 2APX 9 Fa4 S AR &3
Resource /v1, Kind=lmageStreamo] x| 9 5] &4t}

apiVersion o] image.openshiftio/vli 2 A A B A23HH AEZEH] FaA
A2Vt AFAHOE AEPUrt

o

Agsta

apiVersion: ‘image.openshift.io/v1’
kind: ImageStream
metadata:

name: default

namespace: default
spec:

lookupPolicy:

local: true
tags:
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1. ol E2 Al

- hame: 'latest’
from:
kind: Dockerlmage
name: 'quay.io/repository/open-cluster-management/multicluster-operators-
subscription:community-latest’

o AH2aYA Belt /1R SRS WA

e

el o

TR EEE ST RRES

r (

1.5.1.2. Jj = A o] A Y| Y 2F o] £ 4

S dAgAE B ATaYA AGAZ 222150 &Y.

1.5.1.21. g2 | 2FH o] 22 o Z] A o]

Eige

Git JZA B ol AE g4 YAML 91d S HE 23 P st A H2IaH A4S A4 FUG. A

o= o3 2L gE v o] 2 Yo A= AB2agHe] x8H A5

AT A #3: Git

[}

ConfigMap test-configmap-1 & multins v g 23 o] 20| A WA F ]
[}

ConfigMap test-configmap-2 = 7] & d| 23] o] 20| A] A H ).
[}

ConfigMap test-configmap-3 ©] A B 23 A ] 23 o] 2o A AA U]

apiVersion: v1
kind: Namespace
metadata:

name: multins
apiVersion: v1
kind: ConfigMap
metadata:

name: test-configmap-1

namespace: multins
data:

path: resource1
apiVersion: v1
kind: ConfigMap
metadata:
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name: test-configmap-2

namespace: default
data:

path: resource2
apiVersion: v1
kind: ConfigMap
metadata:

name: test-configmap-3
data:

path: resource3

GE AL AL HE2IGHS AT A S B 2a G853 5 Ud2slo) 20 BE
ConfigMapeo] A g4t}

1.5.1.2.2. 543 | 29 o] 20] o] Za]A o] A

AB2IHA A= RE A EA A 2228 FLF UG EFo| = M2 5 AU

g LAY BHS U AYH B AT AY sl RE fFeAlA P22 NU2IHA Y
Q2esl o] 2o Wl £ 4 AL Th

apps.open-cluster-management.io/current-namespace-scoped: true =4 2 A B 23 H A
YAMLo 3713k ol & S0 AR 2agH A7} og AB2a A2 A4 8Ha oA ]2 Al
71 ¢] ConfigMapeo] 25 subscription-ns U] ¢} 23] o] 2] A Ft}.

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: subscription-example
namespace: subscription-ns
annotations:
apps.open-cluster-management.io/git-path: sample-resources
apps.open-cluster-management.io/reconcile-option: merge
apps.open-cluster-management.io/current-namespace-scoped: "true"
spec:
channel: channel-ns/somechannel
placement:
placementRef:
name: dev-clusters

1.5.1.3. | &2 Ho]2r7] 4

g A2 53 Git, ObjectBucket( Z£2] S BAE ~Ez7] X))
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. oA Z2 Al A

ZA3: helm I E ]2 2= Helmol| A Fa B2 g A2 Dojxry] AL Git 8l X Ed 2] helm 2}
Ed AL5A Hy.

o] oo Al = t A S8 2F 9] T+ ConfigMapo] o] 1] &1t

apiVersion: v1
kind: ConfigMap
metadata:
name: test-configmap-1
namespace: sub-ns
data:
name: user1i
age: 19

Git 2| A B2l oA T A S 242 YAML 321 75313 712 ConfigMap < w4 § o w0l &)
Aperel W7 e ZraA L.

apiVersion: v1
kind: ConfigMap
metadata:
name: test-configmap-1
namespace: sub-ns
data:
age: 20

1.51.3.1. 712 g 84

71 apps.open-cluster-management.io/reconcile-option: ¥ & 24 & A}-8-3o] Git 2] ZA] &g
oA the AE 722 YAML 5t 2 F2aH41A 9. thg o Al S x4 Al 2.

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: subscription-example
namespace: sub-ns
annotations:
apps.open-cluster-management.io/git-path: sample-resources
apps.open-cluster-management.io/reconcile-option: merge
spec:
channel: channel-ns/somechannel
placement:
placementRef:
name: dev-clusters

MB2IYA Bl A7t o] B 2aYH L A4 53 ConfigMap ] 428 73558 the ol A o4
2 5= 90| 7]& ConfigMape] ¥ gt}

7]
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apiVersion: v1
kind: ConfigMap
metadata:
name: test-configmap-1
namespace: sub-ns
data:
name: user1i
age: 20

merge 34 & AHE-SHE 75

SH Pz FEol 71 fazdN AAHAY Al EFUT 7]E
g azdAn FgEol A A HA FHUH.

TR ABAIHAS XS] Qoj2rE = 7]E B4 L7t vHE Operator £= A EE2] 9] 93] #
TOoR ZAHU ANB2AIPAI A EEE E= Operator = tholl o3 2] &2 74 o] ulo]Ef Ut
o] Z3-¢-oll= o] WS AHE-sHAl vh A L.

1.5.1.3.2. mergeAndOwn option

mergeAndOwn & A18-3A 759 2429 35| 7|E glazo A A A GuHlolEfg Y.
AB 2394 A2 2121519 apps.open-cluster-management.io/reconcile-option:
mergeAndOwn 4] & ALg-3te] A B2 JA S AT oS oA S B2 3544 2.

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: subscription-example
namespace: sub-ns
annotations:
apps.open-cluster-management.io/git-path: sample-resources
apps.open-cluster-management.io/reconcile-option: mergeAndOwn
spec:
channel: channel-ns/somechannel
placement:
placementRef:
name: dev-clusters

AB23HA A A7 o] B A3 H AL AASHA ConfigMap 2] 4222 5351A S oA o) A
2 4 9l % o] 7]F ConfigMape] ¥ g t}.

apiVersion: v1

kind: ConfigMap

metadata:
name: test-configmap-1
namespace: sub-ns
annotations:
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17 A E2 A ol A A=

apps.open-cluster-management.io/hosting-subscription: sub-ns/subscription-example
data:
name: user1i
age: 20

previosly mentioned<} 7+o] mergeAndOwn 3-4A& A18351H 5 4H g4 29 gEo] 7|&E g 4as
oA AASAY o] ER U 7] g A0l A gEo] A AH A <&t} T3 apps.open-cluster-
management.io/hosting-subscription &4 & F715le] B A3 HHo] AA| g A22E 2731 IS
2 YJelYy U B 23948 2451 ConfigMape] 2HA] g U o}

1.5.1.3.3. Replace -4

ABE 23194 A A2 2121351 apps.open-cluster-management.io/reconcile-option: 4 &
A st A HAIHAS ARG 5 A S FxsH A L.

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: subscription-example
namespace: sub-ns
annotations:
apps.open-cluster-management.io/git-path: sample-resources
apps.open-cluster-management.io/reconcile-option: replace
spec:
channel: channel-ns/somechannel
placement:
placementRef:
name: dev-clusters

ol ME2AAHHAS B 2aHA A2 A7 A A AL ConfigMap 2| &8 75
ConfigMapo] tt& ¢ 2 wx| g1t}

o
=}
N
'

apiVersion: v1
kind: ConfigMap
metadata:
name: test-configmap-1
namespace: sub-ns
data:
age: 20

1.5.1.4. 54 Git 24 7}¢]

ERJGtE/], AN E=H2E 5T F A5y

15141. 54 ¥/ +%
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multicloud-operators-subscription 2] x| E 2] o] 25 A B 233 Operator= Git g XA &
go] 712 71 E A B2 gAY & 715 F5steA A B2agAdd 7] ol§ F4& AR
of gt

T} o Ao 4] = YAML 3} < o] A apps.open-cluster-management.io/git-branch: <branch1 >=
AHgete] & 2712 (A S AL

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: git-mongodb-subscription
annotations:
apps.open-cluster-management.io/git-path: stable/ibm-mongodb-dev
apps.open-cluster-management.io/git-branch: <branchi1>

1.5.1.4.2. 53 AY 75

multicloud-operators-subscription 2] x| E 2]l ¥ A B 23X Operator= 7| 2 & o=
Git 9 EAEe] o] AFE B7)e AN AN MBAaFAFUL 5 ANS FSaEA Au2aY
Aol AXl S A& AHE-8t] A3te ARl FA4 S A3 oF Fudh

Tt} 9 Al = YAML 31 o] A apps.open-cluster-management.io/git-desired-commit: <full
commit number >& A3t & ABlS A A st= WH S TAdY

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: git-mongodb-subscription
annotations:
apps.open-cluster-management.io/git-path: stable/ibm-mongodb-dev
apps.open-cluster-management.io/git-desired-commit: <full commit humber>
apps.open-cluster-management.io/git-clone-depth: 100

git-clone-depth 54 & A9 x}goju] 7|2 o= 20 o2 AUt F HB2a PN AES 7}
Git 2] A E&] oA o]d 2071 9] AR 715 AN Pt LA 279 git-desired-commit & 2 5=
3% sh= 7191l wtet git-clone-depth £ =74 3l oF I b

1.51.43. 53 g2 7=

multicloud-operators-subscription 2] £ x| E 2]l 35 A B 23X Operator= 7| 23 o=
Git 2| EA £ o) AFH 7)o A ARG AR 2aFHAFh 54 28 7SR Ausay
Aol Bl 742 AA ok gtk
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17 A E2 A ol A A=

o3 Aol A = YAML 3} o] A apps.open-cluster-management.io/git-tag: <v1.0 >& A}-8-3} <]
O H2E AQste HHS ZA g

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: git-mongodb-subscription
annotations:
apps.open-cluster-management.io/git-path: stable/ibm-mongodb-dev
apps.open-cluster-management.io/git-tag: <v1.0>
apps.open-cluster-management.io/git-clone-depth: 100

23: Git 93k AW 2 B2 F40] B AQ AW 627t FAHY .

git-clone-depth 54 & A9 x}goju] 7|2 o2 20 o2 AUt F HE2a PN AES 7}
Git 2] LA E2] oA o]d 20 7Yl 7] 5& AU o] A git-tag E Wo] A st= 3¢ w29 =
7=l gt git-clone-depth = *] A4 aj| o} g t}.

152 AB2394 BelA A 1o

AR
FA2

SYA B A A2 AL Yol s Pyol tlsl BolBUTh HHATHH Bel e /B
A F DaUTh The Z2A 2ol A A 3] Fobr Al Q.

o

&

F <9 4] Red Hat OpenShift Container Platform 2 2] 2~gd] 2223t}

stk ol ol ALE RS AR FUTH AFS AL A Aol Tl ek AAl & Ul §-2 AL Ful 2 st
AN Q. 2% EE A2 AR S 2 S A&

A A 3= AH2-AH+= app-open-cluster-management.io/subscription ol = 2] Al o] A o] #-&]
2 Y o}. OpenShift Container Platform& A1-&-35}H A/ 2278 H A2 A7 71 2 5282 M7
g AdFUY. o2 g A AE 1 F 36 o] F A oA AW et= A BAAHA AE] 25 S
Yehd = dEU o

H u]do] A Red Hat Advanced Cluster Management 22| ~H | 22213 t}.

open-cluster-management:subscription-admin ClusterRoleBindingo] gl A% ©o|&
A ofF gyt o3 dlA & FXEHA A L.
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: open-cluster-management:subscription-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: open-cluster-management:subscription-admin

3 ¥ %S A8-314] open- cluster-management:subscription-admin
ClusterRoleBindingel o3 Al 58 F71g 4.

I oc edit clusterrolebinding open-cluster-management:subscription-admin

Z 31 289 = open-cluster-management:subscription-admin ClusterRoleBinding<i|
A o] gl

Aol g oz EAE 4 drih

subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: example-name
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: example-group-name
- kind: ServiceAccount
name: my-service-account
namespace: my-service-account-namespace
# Service Account can be used as a user subject as well
- apiGroup: rbac.authorization.k8s.io
kind: User
name: 'system:serviceaccount:my-service-account-namespace:my-service-account'

153 AB2a34 Al A= 518 2 AR 55 44

AMHE2AHA A= A3 € Kubernetes 3+ Elééui W = AEF 58 550 x4 Git
S EAEL o Z2AClA M EAHHANA o Z2A IS AT 5 A5y dl Z2A o) M E=
AHAl AR 555 A5t 54 Kubernetes 37 El’\é«l HEs ARS v syt

7187 © & policy.open-cluster-management.io/vl 2] &2 & o S Alo] A A H AP M 23] uj
EHA GFUT ol g3 71 & RS FA st E A BEAIHA AR S Aol A A BAAHAS
] 3] of o}
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7.l E2 A0l A=

=

08 58 2 AN AL ol B B L.

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
annotations:
apps.open-cluster-management.io/github-path: sub2
name: demo-subscription
namespace: demo-ns
spec:
channel: demo-ns/somechannel
allow:
- apiVersion: policy.open-cluster-management.io/v1
kinds:
- Policy
- apiVersion: v1
kinds:
- Deployment
deny:
- apiVersion: v1
kinds:
- Service
- ConfigMap
placement:
local: true

L =g Aol A ABATYA YAMLE &2 8 X E ] o myapplication T & € g o] 4] o =&
oldL M u A2 FEAEF I GE #4271 Yt vi/Deployment & A A9 v £ 2 E R A
Ay

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
annotations:
apps.open-cluster-management.io/github-path: myapplication
name: demo-subscription
namespace: demo-ns
spec:
channel: demo-ns/somechannel
deny:
- apiVersion: v1
kinds:
- Service
- ConfigMap
placement:
placementRef:
name: demo-placement
kind: PlacementRule

o] oA o Za]A o)A A B2 HH YAML) A = vi/Service 2 vi/ConfigMap 2] 222 A 9|3 &
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S&5e g2 T2 A AFH APl 23 Yol A 8 glAA RS JAstE QA " =2 27}
o] APl 180X RE 242 Z52 383 AY ARLS 4 ngq

o

g Aax ]1~1 apps.open-cluster-management.io/reconcile-option 2] 2 A}8-3lo] A B A3
23 FASARAE F dFUY

dE So] A B2aPAA Git gl X Ed] 9] 742 YAML9] apps.open-cluster-
management. io/reconcile-option F24 & Z A s}3L apps.open-cluster-management.io/reconcile-
option: B3 4 & F7hstd & gA27t A HE ¢ 3 S LHAA a7 Edg Y

1.5.4.1. 91 % Git A)'d =A

tilo
of
)
o
I

RS EEES:

ol

A2 A 9l A high,medium,low, off 5] H1x XS A9
ANE2THA FA g 7515 HA S + AFU

oy
L
=
[>
)
]
r.l
)
2
N2
iy
.}
[>
2
r.l
A
2

A A o] L Aol s Fxz3}4 A L attribute:<values:

off: | XA gl 22t zF o7 A X 241t} Subscription A} &2} A 9] 8] A0 W
Aoz Qd Aol AP UL FlolE = T4 F7HHAY Ul ER & dFU.

Wer a2 Git 2 EX Bl ol WAo] Q1 Aol w W ¥ 2l iaxE Az 5o
AHU.

o] A4 2 712 AA ¢ }.This is the default setting. | B3P A 92 += AA v £
%l_ A9 IDE 38 vl A~ XX EF S A A D9} vl w3t A S 2o A AL

SdUT. B ZA Ege WA o] gl A RE HAa27t A2 Git g EX EZ A D 2
EV\EIE oA A-ggd .

High: &2 Git Bl ZA Eg o] W7 o] il Aol X8 g2 e 28 5o s =3
AUt

B2 AqA Fxst= A2 AHEA A 9] 8 &2 9] apps.open-cluster-
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7.l E2 A0l A=

1

ol

% &t

management.io/reconcile-rate 2] & A& 3] o] = A

it

git-channel o Al & F =314 A1 Q.

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: git-channel
namespace: sample
annotations:
apps.open-cluster-management.io/reconcile-rate: <value from the list>
spec:
type: GitHub
pathname: <Git URL>
apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: git-subscription
annotations:
apps.open-cluster-management.io/git-path: <application1>
apps.open-cluster-management.io/git-branch: <branch1>
spec:
channel: sample/git-channel
placement:
local: true

o] A d] o 4] sample/git-channel & A} &3l RE B AaP M= e 24 vy Sdg ).

MEZ=AHA =3 HI%OI S Zor AU AE2aHAd HELACNA HE2E
Aote d A 1A 7ke] 29 5 sy & AEACIA B9 7hECA §713 & 26t
o FEe® =AU offi A5t 24 HA dHFUTh

=

A3 9] reconcile-rate A3 o] A gl o] A B A= Aol A Subscription A}-82} A o] 7] A2 o) A
apps.open-cluster-management.io/reconcile-rate: off 42 XA sl A5 AL AT 4= JdHU

o}

o} git-channel <A1 S F=x34 A <.

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:

name: git-channel

namespace: sample

annotations:
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apps.open-cluster-management.io/reconcile-rate: high
spec:
type: GitHub
pathname: <Git URL>
apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: git-subscription
annotations:
apps.open-cluster-management.io/git-path: application1
apps.open-cluster-management.io/git-branch: branch1
apps.open-cluster-management.io/reconcile-rate: "off"
spec:
channel: sample/git-channel
placement:
local: true

ZA-rate7} A'dolA high 2 A 5 o] o] % git-subscription ol A v £3t gl 427t A 5o 2 X
A B4 e FAFY T

1.5.4.2. ¥l = Helm Aj@ %A

152 u}t} A] B 22131 4 Operatori= AA) v £¥ Helm 2= 9] 3 A 9} &2 2] EXE 2] o] 5412 H]
T o ZE2E6) W7 Aol LAY 42 24 WEE O dZaAold ME 2 Ju)
olEe] A5l JFE ¥ AT

o2 o] 5u o) FAC|H AB 2P| YT E AB2IAAL A5 23
% 274 Azl § =tk

o

E

i
o

ol E2]7°] A ¢] Kubernetes 2] 420 w2} 243 =4 N7t 52 FEA2 5 s

offi M| X9 g A2E AFo 2 XAHHXA

¥t} Subscription A8-2 A 9] #]4& 29 W
o2 Qs 2ol AFAFUT golE B F4S

F7bsl AL gelel=g 5 dguth

Low: Subscription Operator= A A v] £ & A E v A] 7+ 22 2| X E 2] 2] A9} v L
st W7ol A& w thd S22l WA AHRHS A8y

o] A4 718 AA QY }.This is the default setting. /] 2233 A Operator= A A uj
ZH A9 168 vt &2 2 EAE 2] 9] J|A| &} vl stal M7 o] glS o g S8 2FHel WA
ALeHS A8y .

38



7.l E2 A0l A=

High: Subscription Operator= 3 A vl £ | A| = 28 vjo} &2 2 X E 2] 9] 3]A] ¢} v
A WFo] JS W A SejHel WA ALeS 483

AB 23 P A A FZ35= Channel AF8-2}F A o] 2] &2 4] apps.open-cluster-
management.io/reconcile-rate 2] & A}&3}¢] o] 7+& AA T 4 A HF Ut t}3 helm-channel < A
& x5 A L.

t}-2 helm-channel oA & %314 A 2.

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: helm-channel
namespace: sample
annotations:
apps.open-cluster-management.io/reconcile-rate: low
spec:
type: HelmRepo
pathname: <Helm repo URL>
apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: helm-subscription
spec:
channel: sample/helm-channel
name: nginx-ingress
packageOverrides:
- packageName: nginx-ingress
packageAlias: nginx-ingress-simple
packageOverrides:
- path: spec
value:
defaultBackend:
replicaCount: 3
placement:
local: true

o] o o]l 5] sample/helm-channel & A}43l= ZE AB 2P = @3S 24 vy ddg Y.

A4 2] reconcile-rate A7 ol AA YLl HHAHHA L o o o EA] € o) = Subscription A}-8-=}
A o] €] 4 2=9]] apps.open-cluster-management.io/reconcile-rate: off 22 XA slo] A5 =AH S 3l
A 5 A5

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
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metadata:
name: helm-channel
namespace: sample
annotations:
apps.open-cluster-management.io/reconcile-rate: high
spec:
type: HeimRepo
pathname: <Helm repo URL>
apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: helm-subscription
annotations:
apps.open-cluster-management.io/reconcile-rate: "off"
spec:
channel: sample/helm-channel
name: nginx-ingress
packageOverrides:
- packageName: nginx-ingress
packageAlias: nginx-ingress-simple
packageOverrides:
- path: spec
value:
defaultBackend:
replicaCount: 3
placement:
local: true

o] doj| A A - rate7} A QA high 2 2 A 5 o] 9lo]= helm-subscription o] o]3] vl £ € 2] 4
= AsoE A HA &FYt

1.5.5. B2l Git A 4o di s o Z]Alo] A A L B 2A3HHA LA

GitAld 2 B A3 2 HTTPS == SSHE %3] X132 Git 2l A Ed o A4 9t} B3 Git
AZAd gL ANZFA A A FAL AL = dFU

[ ]
AFEA R A2 EFS ASEHe] Q] ElEAHEld 942
[ ]
Git A ¥ o] v B o HTTPS 12
[ ]
HQFHTTPS A AH&-AF 4 2] CA RIFA AL
[ ]

Git x| ¥ o]l SSH a4
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Q154 @ SSH 7] YHlolE

1.5.5.1. AH&2 Bl A 2= EZS AHG-sto] AN S A HeEld 942

A 9 ALY ALE el Git Aol AZF 5 AFUTH AR B AR 2 B2 Aol
A P EAE o] AAeA b AAE FEA L.

AL LUl d 2 o] 2o BetS A FP T user Z=5 Git AHEAH IDE A3t
accessToken 2 =% Git 7] Q) A= EZ o7 AP U] 312 base6d= Q1511 ¥ o] of g
t}. user 2 accessTokeno] AYF o2 A =SS FXFHA L.

apiVersion: v1
kind: Secret
metadata:
name: my-git-secret
namespace: channel-ns
data:
user: dXNicgo=
accessToken: cGFzc3dvemQK

N =2 AHgstel AL T FLIh secretRef 7t A Y7 T AFS FEFHYA Q.

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: sample-channel
namespace: channel-ns
spec:
type: Git
pathname: <Git HTTPS URL>
secretRef:
name: my-git-secret

1.5.5.2. Git A/ ¥ o] H] B2t HTTPS 2

A BNA The A2 U AHE Sl ALEA Fo] E= AA AFE AF 7 @ol A AP SSL
AZM 2 A 529 Git Aujo) A2 T = YFUth 2o b AxpE T2g A A394 G5
o}

A2 At insecureSkipVerify: true & A A ot 22 A] oW Git A v ol di gk A4 o] A3}
IG5 AR @59 A Ao g
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I x509: certificate is valid for localhost.com, not localhost
o] Wil di gt A ALYE F71E AFE-ste] o AES FESH A L.

apiVersion: apps.open-cluster-management.io/v1
ind: Channel
metadata:
labels:
name: sample-channel
namespace: sample
spec:
type: GitHub
pathname: <Git HTTPS URL>
insecureSkipVerify: true

1.5.5.3. M.<F HTTPS A A o] A}& 2t A 9] CA Q1= A] AL

o A2 W ALE el AHgA Ao B A AHE AF /1Bl A NP SSLAZAZ A &
29 Git A el kAl A4 T & AU h

Git Ay £FE 9 7 CARIFAE PEM g 2] o2 ¥33 ConfigMapS A Ao
ConfigMap-2- 212 CR3} 5 U 3 v d 23 o] 2=0]] Jojof Ft}. B = o] F-2 caCerts o oF 3}
AFg | olofof Fith The A1 Eo) 4] caCerts o= FE % 7t CAS} & of e AZA 7 £ 3
4 5 Yz

apiVersion: v1
kind: ConfigMap
metadata:

name: git-ca

namespace: channel-ns
data:

caCerts: |

# Git server root CA

MIIFSDCCA8wCCQDInYMol7LSDTANBgkghkiGOwOBAQsFADCBszELMAKGA1UEBhMC

QOExCzAJBgNVBAgMAK9OMRAwWDgYDVQQHDAdUb3JvbnRvMQ8wDQYDVQQKDAZSZW
RI

YXQxDDAKBgNVBASMAOFDTTFFMEMGA1UEAww8Z29ncy1zdmMtZGVmYXVsdC5hcHBz
LndgdW5nLWh1YjEzLmRIdjA2LnJIZC1jaGVzdGVyZmllbGQuY29tMR8wWHQY JKoZI
hveNAQKBFhByb2tlakByZWRoYXQuY29tMB4XDTIWMTIwMzE4NTMxMIoXDTIzMDky

MzE4NTMxMlowgbMxCzAJBgNVBAYTAKNBMQswCQYDVQQIDAJPTIEQMA4GA1UEBwwH

VG9yb250bzEPMAOGA1UECgwGUMVKSGFOMQwwCgYDVQQLDANBQOOXxRTBDBgNVBA
MM
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PGdvZ3Mtc3ZjLWRIZmF1bHQuYXBwcy5yanVuZy1odWIxMy5kZXYwNiSyZWQtY2hl
c3RIcmZpZWxkLmNvbTEfMBOGCSqGSIb3DQEJARYQcm9rZWpAcmVkaGFOLmMNvbTCC
AilwDQYJKoZlhveNAQEBBQADggIPADCCAgoCggIBAM3nPK4mOQzaDA06S3ZJ0Ic3
U9p/NLodnoTIC+cn0g8gNCAjf13zbGB3bfN9ZxI8Q5fv+wYwHrUOReCp6U/InyQy
60S30;j738F635inz1KdyhKtIWW2p9Ye9DUtx1IIfHkDVdXtynjHQbsFNIdRHcpQP JKoZIhveNAQELBQADggIBAKZuc+lewYAv
jaaSeRDRoToTb/yN0Xsi69UfK0aBdvhCa7/0rPHcv8hmUBH3YgkZ+CSA5ygajtL4
g2E8CwIO9ZjZ6l+pHCugmNYoX1wdjaaDXIpwk8hGTSgy1LsOoYrC5ZysCi9dilu9
PQVGs/vehQRgLV9uZBigG6oZqgdUqEimaLHrOcEAHB5RVenFurzOgNbT+UySjsD63
9yJdCeQbeKAR9SC4hG13EbM/RZh0IgFupkmGts7QYULzT+0A0cCJpPLQI6M6qGYE
kh9aBB7FLykK1TeXVuANINU4EMyJ/e+uhNkS9ubNJ3vuRuo+ECHsha058yi16JC9
NkZqgP+df4Hp85sd+xhrgYieq7QGX2KOXAjgAW09htoBhOyW3mm783A7WcOiBMQv0
2UGZxMsR;jIP6UgB08LsV5ZBAefEIR344s0kJR1de/Sx2J9J/am7yOoqgbtKpQotlA
XSUKATuuQw4ctyZL DkUpzrDzgd2Bt+aawF6sD2YqycaGFwv2YD9t1YID6F4Wh8Mc
20QU5EGrkQTCWZ9pOHNSa7YQdmJzwbxJC4hqBpBRAJFI2fAlgFtyum6/8ZN9nZ9K
FSEKdlu+xeb6Y6xYtOmJJWFEMCRIi4i7IL74EU/VNXwWFmfP61adliUOST3w5t92cB
M26t73UCExXMXTCQvnpOki84PeR1kRk4

MIIFSDCCA8wCCQDInYMol7LSDTANBgkghkiGOwWOBAQsFADCBszELMAKGA1UEBhMC

QOExCzAJBgNVBAgMAK9OMRAwWDgYDVQQHDAdUb3JvbnRvMQ8wDQYDVQQKDAZSZW
RI

YXQxDDAKBgNVBAsSMAOFDTTFFMEMGA1UEAww8Z29ncy1zdmMtZGVmYXVsdC5hcHBz
LndgdW5nLWh1YjEzLmRIdjA2LnJIZC1jaGVzdGVyZmllbGQuY29tMR8wWHQY JKoZI
hveNAQKBFhByb2tlakByZWRoYXQuY29tMB4XDTIWMTIwMzE4NTMxMIoXDTIzMDky

MzE4NTMxMlowgbMxCzAJBgNVBAYTAKNBMQswCQYDVQQIDAJPTIEQMA4GA1UEBwwH

VG9yb250bzEPMAOGA1UECgwGUmMVKSGFOMQwwCgYDVQQLDANBQOOXRTBDBgNVBA

MM
PGdvZ3Mtc3ZjLWRIZmF1bHQuYXBwcy5yanVuZy1odWIxMy5kZXYwNi5yZWQtY2hl
c3RIcmZpZWxkLmNvbTEfMBOGCSqGSIb3DQEJARYQcm9rZWpAcmVkaGFOLMNvbTCC
AilwDQYJKoZlhveNAQEBBQADggIPADCCAgoCggIBAM3nPK4mOQzaDA06S3ZJ0Ic3
U9p/NLodnoTIC+cn0g8gNCAjf13zbGB3bfN9ZxI8Q5fv+wYwHrUOReCp6U/InyQy
60S3Q;j738F635inz1KdyhKtIWW2p9Ye9DUtx1IIfHkDVdXtynjHQbsFNIdRHcpQP
upM5pwPC3BZXgvXChhlfAy2m4yu7vy0hO/oTzWIwNsoL5xt0Lw4mSyhlEip/t8IU
xn2y8ghm7MilUpXuwWhSYgCrEVgmTcB70Pc2YRZdSFoIMN9OEt70MjQNOTXjoktH8
PyASJIKIRd+48yROIbUn8rj4aYYBsJuoSCjJNwujZPbgseqUr42+v+Qp2bBj1Sjw
+SEZfHTvSv8AqX0T6e06njr578+DgYIwsS1A1zcAdzp8gmDGagvJDzwenQVFmvaoM
gGHCdJihfy3vDhxuZRDse0V4Pz6tl6ikIM+tHrdL/bdLONdfJXNCgn2nKrM51fpw
diNXs4Zn3QSStC2x2hKnK+Q1rwCSEg/IBawgxGUsITboFH77a+Kwu40Oug9ibtm5z
ISs/JY4Kiy4C2XJOIOR2XZYkdKaX4x3ctbrGaD8Bj+QHiSAxaaSXIX+VbzkHF2N
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44

aD5ijFUopjQEKFrYh3093DB/URIQ+wHVa6+Kvu3uqEO0cgbpQsLpbFVQ/I8xHvtIL
kYy6z6V/nj9ZYKQbg/kPAgGMBAAEWDQY JKoZIhveNAQELBQADggIBAKZuc+lewYAv
jaaSeRDRoToTb/yN0Xsi69UfK0aBdvhCa7/0rPHcv8hmUBH3YgkZ+CSAS5ygajtL4
g2E8CwIO9ZjZ6l+pHCugmNYoX1wdjaaDXIpwk8hGTSgy1LsOoYrC5ZysCi9dilu9
PQVGs/vehQRgLV9uZBigGeoZqgdUqEimaLHrOcEAHB5RVcnFurzOgNbT+UySjsD63
9yJdCeQbeKAR9SC4hG13EbM/RZhOIgFupkmGts7QYULzT+0A0cCJpPLQIEM6qGYE
kh9aBB7FLykK1TeXVuANINU4EMyJ/e+uhNkS9ubNJ3vuRuo+ECHsha058yi16JC9
NkZqP+df4Hp85sd+xhrgYieq7QGX2KOXAjgAWo09htoBhOyW3mm783A7WcOiBMQvO
2UGZxMsR;jIP6UgB08LsV5ZBAefEIR344s0kJR1de/Sx2J9J/am7yOoqgbtKpQotlA
XSUKATuuQw4ctyZL DkUpzrDzgd2Bt+aawF6sD2YqycaGFwv2YD9t1YID6F4Wh8Mc
20Qu5EGrkQTCWZ9pOHNSa7YQdmJzwbxJC4hgBpBRAJFI2fAlgFtyum6/8ZN9nZ9K
FSEKdlu+xeb6Y6xYtOmJJWFEMCRIi4i7IL74EU/VNXwWFmfP61adliUOST3w5t92cB
M26t73UCEXXMXTCQvnpOki84PeR1kRk4

MIIFSDCCA8wCCQDInYMol7LSDTANBgkghkiGOwWOBAQsFADCBszELMAKGA1UEBhMC

QOExCzAJBgNVBAgMAK9OMRAwWDgYDVQQHDAdUb3JvbnRvMQ8wDQYDVQQKDAZSZW
RI

YXQxDDAKBgNVBASMAOFDTTFFMEMGA1UEAww8Z29ncy1zdmMtZGVmYXVsdC5hcHBz
LndgdW5nLWh1YjEzLmRIdjA2LnJIZC1jaGVzdGVyZmllbGQuY29tMR8wWHQY JKoZI
hveNAQKBFhByb2tlakByZWRoYXQuY29tMB4XDTIWMTIwMzE4NTMxMIoXDTIzMDky

MzE4NTMxMlowgbMxCzAJBgNVBAYTAKNBMQswCQYDVQQIDAJPTIEQMA4GA1UEBwwH

VG9yb250bzEPMAOGA1UECgwGUmMVKSGFOMQwwCgYDVQQLDANBQOOXRTBDBgNVBA

MM
PGdvZ3Mtc3ZjLWRIZmF1bHQuYXBwcy5yanVuZy1odWIxMy5kZXYwNiSyZWQtY2hl
c3RlcmZpZWxkLmNvbTEfMBOGCSqGSIb3DQEJARYQcm9rZWpAcmVkaGFOLMNvbTCC
AilwDQYJKoZlhveNAQEBBQADggIPADCCAgoCggIBAM3nPK4mOQzaDA06S3ZJ0Ic3
U9p/NLodnoTIC+cn0g8gNCA|f13zbGB3bfN9ZxI8Q5fv+wYwHrUOReCp6U/InyQy
60S3Q;j738F635inz1KdyhKtIWW2p9Ye9DUtx1IIfHkDVdXtynjHQbsFNIdRHcpQP JKoZIhveNAQELBQADggIBAKZuc+lewYAv
jaaSeRDRoToTb/yN0Xsi69UfK0aBdvhCa7/0rPHcv8hmUBH3YgkZ+CSA5ygajtL4
g2E8CwIO09ZjZ6l+pHCugmNYoX1wdjaaDXIpwk8hGTSgy1LsOoYrC5ZysCi9dilu9
PQVGs/vehQRgLV9uZBigG6oZqdUqEimaLHrOcEAHB5RVcnFurzOgNbT+UySjsD63
9yJdCeQbeKAR9SC4hG13EbM/RZh0IgFupkmGts7QYULzT+0A0cCJpPLQI6M6qGYE
kh9aBB7FLykK1TeXVuANINU4EMyJ/e+uhNkS9ubNJ3vuRuo+ECHsha058yi16JC9
NkZqP+df4Hp85sd+xhrgYieq7QGX2KOXAjgAWo09htoBhOyW3mm783A7WcOiBMQvO
2UGZxMsR;jIP6UgB08LsV5ZBAefEIR344s0kJR1de/Sx2J9J/am7yOoqgbtKpQotlA
XSUKATuuQw4ctyZL DkUpzrDzgd2Bt+aawF6sD2YqycaGFwv2YD9t1YID6F4Wh8Mc
20QU5EGrkQTCWZ9pOHNSa7YQdmJzwbxJC4hqBpBRAJFI2fAlgFtyum6/8ZN9nZ9K



7.l E2 A0l A=

FSEKdlu+xeb6Y6xYtOmJJWF6mMCRIi4i7IL74EU/VNXwFm{P61adliUOST3w5t92cB
M26t73UCExXMXTCQvnpOki84PeR1kRk4

o] ConfigMapo. 2 122 AU} o] d @A 9] git-ca o] & Al &35l TS A= F
=34 L.

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:

name: my-channel

namespace: channel-ns
spec:

configMapRef:

name: git-ca
pathname: <Git HTTPS URL>
type: Git

1.5.5.4. Git |1 l] SSH &2

1.
dlo]E] 2] sshKey Z =] 7121 SSH 7] = £33 A 33 S AAJULL 7171 Y32 B H
=35 °‘E T’J‘:‘ﬂl °ls E ANAF YT} o] Bk A2 CR¥ 5YU 3 Y] 235 o] 20| o]} g
1t} oc S AFg-3to] ®et Aul git-ssh-key --from-file=sshKey=./.ssh/id_rsa = Q4 gl o}
- base64 °1 A9 45 E F7HRYY. O3 AES FXHA L.

apiVersion: v1
kind: Secret
metadata:

name: git-ssh-key

namespace: channel-ns
data:

sshKey:passphrase: cGFzc3cwcmQK
type: Opaque

Nz g gl AQL FHFUT T AES FEFAA L.

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
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metadata:
name: my-channel
namespace: channel-ns
spec:
secretRef:
name: git-ssh-key
pathname: <Git SSH URL>
type: Git

AB 239 AEZHE A FH Git S2E o] &7 ssh-keyscan 2 3] 5l SSH &4 9]
4] MIT(Man-in-the-middle) 32 < %x]3}7] 913l known_hosts =2 Q=3 ]t}. o] 7k A
HUe 2 ¥ Re A4S wrsaA A3 A4 oA insecureSkipVerify: true S AH&-3 . o] ¥y
2 53] z29d A= 2 Ak 7L obd U o

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: my-channel
namespace: channel-ns
spec:
secretRef:
name: git-ssh-key
pathname: <Git SSH URL>
type: Git
insecureSkipVerify: true

1.5.5.5. Q154 2 SSH 7] o E

Git 12 942 740 CAQZA,2A3% AR T SSH 7|9 222 HUI0|EZF B Q3 A FLT Y
2# o] 2of A A ZZ 2 ConfigMapS A3 33 Al A]=8l 9 ConfigMap S x5t 5 AES o
d o] s of ot AHA 3 U] -§-2 1o HTTPS 1A o] AF8-41 A ] CA Q15 A AFES FxF4AL.

=il

1.5.6. Ansible Tower 2] 44

Red Hat Advanced Cluster Management:= Ansible Tower 253} ¢} 535 o] Git B 23 HA 9
Zg Aol A A = 93 prehook 2 posthook AnsibleJob 21 28H 2= A3t 4= &1t} Ansible
Tower 2] & AH8-351H 2] & A5 313513l Slack 2 PagerDuty 4] H] =9} 242 o] B xu] 29} §313 4
AFUL Git gl ZA Eg] Z 42 FE A2 = 9 vl ¥, ¢ HUlolE = S ZHAA JE AAS =
FA o] ARz A3 5= Ansible Tower 2] o t & prehook 2 posthook o & 2] 7} £3g Yt}

A 87 AR
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17 A E2 A ol A A=

Ansible Automation Platform Resource Operator 4 %]

Ansible &3

Ansible Operator 74 8.4~

Ansible 14

Ansible 4 & YAML

1.5.6.1. Abd @+ A}3}

OpenShift Container Platform 4.6 o]

Ansible Tower WA 3.7.3 ®== o] $ v o] A X5 o] Qlojof Ftt. A A== HAl
Ansible Tower B| A& A X 3}= A o] =HF Uk A4 g Y &2 Red Hatanchor 2 A4 2 Fx
SH Al L.

Ansible Automation Platform Resource OperatorE A x| 5}<] Ansible 24 & Git A B~
AHA glo] ZAato] Z o] AA g} AnsibleJobg A1-83lo] Ansible Tower 242 A &3 o
3’3o 435 P oA Ansible Tower 2H¢] ¥l Z 32l o] 55 o]ojo} gt}

INVENTORY 2! EXTRA VARIABLES & t}o] tj & g1 =3 o4 PROMPT ON >-<& A€ g} =
AU ge A9 FEele G L.

1.5.6.2. Ansible Automation Platform Resource Operator 2 %]

1.
OpenShift Container Platform 22 2§ £<&0) 222034t}
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https://docs.ansible.com/ansible-tower/latest/html/userguide/job_templates.html
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i

£<& g9 A OperatorHub & 28 3t}

Ansible Automation Platform Resource Operator & 74 A s}l31 A X3}, Far:
prehook 2 posthook AnsibleJobs & A & 3l2] ™ & OpenShift Container Platform v} 3 o]
A AFE 7 e sl v F o 2 AAP(Ansible Automation Platform) Resource Operators 4 X
.

OpenShift Container Platform 4.6l = AAP (AAP) Resource Operator early-
access”} © g3},

OpenShift Container Platform 4.7 = AAP (AAP) Resource Operator early-
access, stable-2.10] & @ 3t}

OpenShift Container Platform 4.8¢]| = AAP) Resource Operator early-access,
stable-2.1, stable-2.27} & g 3]},

OpenShift Container Platform 4.9 (AAP) Resource Operator early-access, stable-
2.1, stable-2.2 2 9

OpenShift Container Platform 4.10¢] = AAP(Resource Operator) stable-2.1,
stable-2.27} =€ @ ]

1.5.6.3. 205 Aw AA

ZE JAT ZR AR NN 2P AT ARE AL F AFUT. U FH F71 & Fg 5871
B o] 4] ] o] =] o] A 2F] . 915 g H FH = Ansible Automation Platformoj oj 5t 915 g1 4
YS FEHAL.

1.5.6.4. Ansible &3}

Ansible Tower 2} 9/ < Git | B=Z {0 91  gt{t). i & o] tjo]EHjo]= ZHE d =
o ol of Fa] 7 o] 9] -7 Ansible 2} 97} $}7] Ansible TowerE A}-§3}f b o] Eluo] 25 Q1 =H
23}5)of o} of Fe]A o] H-L Git /| EAZ S Fa A FH T A EA2ZHHS ALE8fo] ZHE
A= g wlol = of Fa]7) o] S | ¥E5}7] o b o] 5 o] =7} Q1= E X5} 1] .

o Fz&] A o] H x| H== g Operator} 3+ %] o] prehook % posthook -~ 7§ 2] 3} 9] Fr]E 2 &
T A& 7 Fr 2F Git 2| ¥R Eg] 2|22 FE F 2o gl onj, 2}7} prehook ¥ posthook
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7.l E2 A0l A=

57 871 .

Ansible 29} 2 7= 3}

L

AEZHE=

- — =

Git A/ H A g o] Py 5HH 2E ALF & post AnsibleJob 2] =27} 737 F4] 5] 57 v R 2]o] ¢ H
ALz 2 AnsibleJob 91 2Bl = Ay A 7] &

HEZ A FFUT. HEe]Ao]H B2 HH

25 gt

1.5.6.5. Ansible Operator 7% Q45
A H 278 CRL 4% & o Git-branch ¥ Git-path= Git 2] Zx] E2] FE 9 Z 7}2]z/ 1. Git

FE 9] = 7J9] 5}¢] Zr prehook ¥ posthook <= Kind:AnsibleJob z] =7} s}i} o] 3} Z &
X o] of it}

1.5.6.5.1. Prehook
71 E E 2]+ prehook AnsibleJob ¢ H 3] & & prehook Zr0j9] ¥ &=
AXEHAZ JYgr] Al QI8 2~ o]

A Fe]Ao]Hd A BELFFGH AEE
Kind:AnsibleJob CR-2 Z/ 4/ sl -3 A prehook AnsibleJob
2 prehook AnsibleJob 9 H A E o] 25 ¢]9]o] HuoJAl Fx}H91]].

B/~ o] Z: database-sync-1-2913063 oj #| & FZ 5} A1 L.

[

ol
2]+ prehook AnsibleJob status.ansibleJobResult = 3} <] 5}

AN Ze]Ao]Hd A BELZHH HEEF
= 182 FZox 23 23 L o] gj7] ¥ Y51t prehook status.ansibleJobResult.status 7} %

3 el o FeA o] d A BT E Ho] A% 7] A H 2T H AL vE T .

AEZE

—— =

1.5.6.5.2. Posthook
HABE2ZHH e 7} Yro]EXEH A/ B2 HH Je 7} A/ E2ZHH A A HA2F 88 Yef
&+ posthook AnsibleJob ¢ H 3] E Z

o] BE Oy FEAE AoEE Fe d A EET A
= = AnsibleJob Kind CR2 74 g}1]t}. 2 t]-% 4] posthook AnsibleJob ¢1H 25 44 3]}
A ol ~El A o] Z2 posthook AnsibleJob ¢ H A E o] Z5} ¢] o] o] FH oAl FE}HJL]r}.

] = o : service-ticket-1-2913849 Z F- L&l A] L.

oJAH~ o

1.5.6.5.3. Ansible v x| 7%
17 % ¢ prehook AnsibleJob-2 A}-& 317l v X 773 2§ #A4 % o] A}hook AnsibleJobo] 4] =

Hioh o & Eo] v =] 73 A HA= gL 795z 23t prehook AnsibleJobo] 1S + Y1)
HJ X] 7% Z 4 o] ¥l Z = A =2 prehook & posthook AnsibleJob 91 E]* 7} 44 1]},
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1.5.6.6. Ansible %

ths 2 9& AHg 519 Ansible Tower 7¥& 78 + &1,

1.5.6.6.1. Ansible *] =&

& A3l A] H A7 214 ] 9] ~ 5] o] ~o]] Ansible Tower X]=Z& CRE 45 oF gFL] ). Ansible
Tower A 2512 & U A/ B2 ZEH v o] 25 o] =2 A g 1] .

Ansible Tower ] =&l o] Z &2 Rl s}o] ZEoi] A|Z&H & WAL} Elo]dL A}-g5lof A]
2 Yysteld o yaml & B 52 FE g

02 §EL JYstel YAML #¢:2 F 75t

I oc apply -f

th& YAML &2 F=514/A] 2.

Faz: g 2s o] = = A B2 G4 o] 925 o] 29 & o v ¢ 25 o] 2 9] ] .
stringData:token & host = Ansible TowerojA] 7}J4]& A ¢/ 1] ].

apiVersion: v1
kind: Secret
metadata:
name: toweraccess
namespace: same-as-subscription
type: Opaque
stringData:
token: ansible-tower-api-token
host: https://ansible-tower-host-url

N ] HA 724 AE Za]ox] prehook 2 posthook AnsibleJobsE 4§ & uj] 4] H 27 g%
spec.hooksecretref o] X] Z &2 A}-g g + 9+ 7F-7 AnsibleJob CR spec.tower_auth_secret © =
#1452 AnsibleJob-2 Ansible Towero] 4 = g‘ T &Y

1.5.6.7. Hol =3 &%

prehook % posthook AnsibleJobs 7} = 7] A] H =784 9] 7-¢ 2E prehook % posthook
AnsibleJobs H+= 7] 2 ] H A7 g o] Git 2] ZX] E2] o] YHo]EEH ¥ main-sub A/ BT HHS T
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7.l E2 A0l A=

FaloF gl

Prehook AnsibleJobs 2 7] 2 x] H A~ =72 4.2 AnsibleJob o] 9] *~E]A~F XX 0 7 ZZ 5}
oA A S gF o,

AnsibledJob 7 o] ¢tz 5H 7] AJ B2 H S A dP .

2.
7] A H Ao AFGFo] W F HH A HAFHHL OfA] B Z g o] A HjE Z Z 4] X0
oHA| 7] A] B~ 7 84 YEE 9 b o] Esjof gt
3.
hub 4] B =734 Ye|E nil Z A& g, gj§ SFe]2E o] A/ BT 4 v 29 317
A|HAZ g Ho] A2 23 F].
o)y Fe]2g oA wjx 7} 25 H gy Fe|2E o] A/ BT HH e 7} A HAFHEH"
r="Hg" Z Jho]EX 7 hub F2]2E AJHA2=ZEH Jejo} 57]31d .
4,
7] 4] B A 7 84 o] ¢+ 5™ ] post-AnsibleJob 91 *E *Z T} A] A] Z3Fr]}.
5.

DONE A] B2z g { o] Qo] EX Y= gelgh . o5 =82 FEalA] L.

subscription.status == "subscribed"”

subscription.status == 2= o 3} Z2]2g "AH2Z 8"

AnsibleJob CRo] A% 5 ™ ] Ansible Towers] 5215} Ansible Tower 292 X] zF5}7] 9] 5]
Kubernetes 2] CRo] W4 g1}, 29 o] ¢l 55w 2] o] FH= 3Fe] 7} AnsibleJob
status.ansibleJobResult = vlslE 1]},

AnsibleJob status.conditions+= Kubernetes zF¢] 2zl W42 =] ZFél~7] ¥/sf Ansible 2F¢] 29 <}
ZF o ekgli] o}, status.conditions+= & 4] Ansible Tower 29 ¥ H] E HFY 5}1x] g1/}
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A]H ~z2 4 #AE Za2 = AnsibledJob.status.conditions tjj ]
AnsibleJob.status.ansibleJobResult o *] Ansible Tower 2¢] 31e] = 8Fol gfL] .

prehook = posthook AnsibledJob 9] ZZ Z-2ojJA] ¢lFoF A=] & 7]}k A] H A7 F Ho] Git 2] ZX]
Eaz]ojA] ¢bo] ExH & 22 prehook & posthook AnsibleJob ¢1* ¥l 7} Y& HL] o} aje}A] sfL}
o] 7] #] HA 782 Es) of 2] AnsibleJob 91 *El*o)] 914 & 5= 9l&1] ]

subscription.status.ansibleJobs<j ] 7] 2 =7} 3§ o] g1}

lastPrehookJobs: # {1 prehook AnsibleJobs

prehookJobsHistory: 2= prehook AnsibleJobs history

lastPosthookJobs: ] posthook AnsibleJobs

posthookJobsHistory: 2= posthook AnsibleJobs history

1.5.6.8. Ansible 1= YAML

Git prehook 2 posthook Ztj ) 9l= AnsibleJob .yaml 79 9] 0}.2 =2 FZ 3l A] L.

apiVersion: tower.ansible.com/vialphai
kind: AnsibleJob
metadata:
name: demo-job-001
namespace: default
spec:
tower_auth_secret: toweraccess
job_template_name: Demo Job Template
extra_vars:
cost: 6.88
ghosts: ["inky","pinky","clyde","sue"]
is_enable: false
other_variable: foo
pacman: mrs
size: 8
targets_list:
- aaa
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- bbb
-cce
version: 1.23.45

1.5.7. OpenShift GitOps Operator-§8 Managed Clusters %

GitOps = 74 3121 ™ Kubernetes # 2] 2]~ E/ 2] Red Hat Advanced Cluster Management 4] E
= Red Hat OpenShift Container Platform GitOps Operator 9] > ¥l *oj 3}1} o] ¥ &5 4 Q1]
o. &5 7 a9 Fe/2Fo) HEe]Ao]HES xS 7 AFH g N, 2Ho]Y X Z25H sG] F
2] 2B FHA A o Fa]Ao]H dAYES A5 ESF A5 GitOps 21352 43¢ ot

1.5.7.1. ALA Q7 A} &}

1.

Kubernetes-§ Red Hat Advanced Cluster Management©<j Red Hat OpenShift GitOps
Operator & & =] )| oF gF1]r}.

sji} o] o] #o] Zej=EE 714

1.5.7.2. #2] 9 2262 GitOpsel 55

1.
#e]F Fe|2H A EE Yyl A iy Fe|2H A EJ #e] F22EE FoFe o
multicloud-integrations managedclusterset o Ax] #2] 3 ZF&2E] A E9] o & FZ5FH A L.

A o1 1] &2 ManagedClusterSets 4% = #z] dHAE FZ514A]L.

Red Hat OpenShift Container Platform GitOps 7} v Z € ] 9] 2] o] »of g st #a]F =
2/ 2B A E BIQlY 2 Yy g

openshift-gitops ] ¢} 2] o] o] v} 2] 5 5= multicloud-integrations
managedclustersetbinding 2] 2] £x] E2] oA Z FZL 5} A L.

2pA) 31 1f]-&-2 ManagedClusterSetBinding 2] == 45 A5 A] & ZFZ 34 A] L.

Ha]F e 2E A E vf ol o] AF&E = v 92w o] 2o A] v X] AR} G O] ]2 AF A
4] 3} o] OpenShift Container Platform GitOps Operator ¢l > &l * o] 5Zg HA2] g ZF]2FE
A EE HAE g o5 Fel-+= 5§ A o)A 2] EX]Ee]9] JAE A& 7 S5y

HJ ] 3 = ManagedClusterSetsZ ujj 3] 9} 7] A}-§2 FZ 514/ A 2.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html/cicd/gitops
https://github.com/open-cluster-management/multicloud-integrations/blob/main/examples/managedclusterset.yaml
../../html-single/clusters#managedclustersets
https://github.com/stolostron/multicloud-integrations/blob/main/examples/managedclustersetbinding.yaml
../../html-single/clusters#creating-a-managedclustersetbinding
https://github.com/stolostron/multicloud-integrations/blob/main/examples/placement.yaml
../../html-single/clusters

Red Hat Advanced Cluster Management for Kubernetes 2.5 o] Z 2] #A| o] A

#32: OpenShift Container Platform Z 2] g 7} o} = Kubernetes 2] €] 7} o} Red
Hat OpenShift Container Platform GitOps Operator ¢/ *E *o] S=F 1]l

GitOpsCluster A g3} 3 9] 2] 225 44 5te] ] 23] we} #e] 5= Fej2E =S
Red Hat OpenShift Container Platform GitOps<] X] 3 H ol~EH *o] EE3}1]r]. o] = F3f
Red Hat OpenShift Container Platform GitOps ¢/*¥*~Z &3] Red Hat Advanced Cluster
Management #2] § Z 2] 2El o o Fe]7o]HE vfx e + &t

multicloud-integrations gitops 2]~ ] 9] 2] EX] E&]9] oA E A& gL}

Faz: FxE v A] 2] 22 GitOpsCluster 2] £ 29 & A 61 v ¢ 25 o] 2o glofof gli]
=

= 4 Z o 4] placementRef.name ©] all-openshift-clusters ¢/ 8 9/5} 7
argoNamespace: openshift-gitops o & =] & GitOps 91 =8 *9] gj3} F& 25 Z ] H1]
t}. argoServer.cluster A} 2Fo] = local-cluster glo] ¥ 2 3}1jc}.

apiVersion: apps.open-cluster-management.io/vibeta1
kind: GitOpsCluster
metadata:
name: gitops-cluster-sample
namespace: dev
spec:
argoServer:
cluster: local-cluster
argoNamespace: openshift-gitops
placementRef:
kind: Placement
apiVersion: cluster.open-cluster-management.io/vibetat
name: all-openshift-clusters

vl g A} 2] G} A] L. o] A GitOps ¢ ZZZ E njaf o Za]7A o] L A& + A&1]
o}, XA oF ) &2 GitOps 3 H E F-ZsI§A] L.

1.5.7.3. GitOps =&

placement = ManagedClusterSetBinding A}-& <} g9 2] 22 Z 54 GitOps ij] ¢/ =5 o] = of uf
o9 d 2 #a] Fe=E 9 tjs) GitOps Operators} & 518 ujf 1] 9]~ 5] o] ~ o] ManagedCluster j
A28k EFZo] Qli= A2 H o] YA HL T GitOps AEZ 2|4 HA2] F2]/2Ed g]22F 57|35
= O] 3. of Fa]A o] efo] ZAlo]F AL 3] 7] 9] GitOps v Q) =7 o] =of tjj ot # =]
2} A= A gto] FofEH ALZR]i= o] A|ZH B Az] 7o) gl A= AetE FofF o

54


https://github.com/stolostron/multicloud-integrations/blob/main/examples/gitopscluster.yaml
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/cicd/index#understanding-openshift-gitops

7.l E2 A0l A=

o] Z g }x] g G- AFEAE ] g2 F o]~ ¥9l admin & Fof] nfol J )= g Xl Yy H AL EAE
alol g sfi= b ALg & = N EF ] A o] H 2] 29} G O] A o= 9l AFEAF B o] o S ALg- g
= ClusterRole A & #F=3] /A L.

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: application-set-admin
rules:
- apiGroups:

- argoproj.io

resources:

- applicationsets

verbs:

- get

- list

- watch

- update

- delete

- deletecollection

- patch

1.5.8. Hj 3= o oF

EZJ R 7Fo ol A = 2 Tt = Helm X} E = 7]EF 2] £ A E H] EZ5)of 5f= F-¢ g g 2] &
HaggH2 Yolsel dT 5 A7 Fobu ) EE A G 5 Y]k i ] EE
}.

o & So] n]F F2Y 2F 10418 2F 114] Alo]o] x|zt 3-& §o|5te] & 2E o] | i 7]
£ ofEe] Aol d Yrlo]EE 5§57 218 Al 7] #e] 770z ALg I 7 AT

Hu) 9] A 7L FoF o 7] L W EE YA 5] SJal 55 A 7L Bl W EE A FepA) e
7 Gk A So] FHu] A7 WA F] S5 A HETHY 7]7he Felote] 27 85 2 84]
SE 97 8AIRE 2F 8] APojol] HJE A S WA E 5 A1l

ABxZYH ] A2 L F oo BE o E2A)H @ Fe2E ] gét o] EE EHE 7 2
LT o & So] N BAZHHE FoJdto] 25 64] ~ 25 114] 592 Apo]o] Al o Sz o] 4 2]
vl W] E 8] 2 T E A HEZEH L g olato] F]E 2ol Yo =H WA 94 124] K] 7A] 59 A}
o2 WEZ 7 Ao

A Bxz g Ho] g ek A7 Fo] B o HH A BEzgHo] 402 vgd o] A7k YT A
7 3E FJopis AH ARE G F Foll FY3} Ei= AP G ABEIGHL F g 7+ Ao

55



Red Hat Advanced Cluster Management for Kubernetes 2.5 o] Z 2] #A| o] A

A i H= W 0] M E s A B AT Y H o] B 3E G gt Al FH T A H AT
Ho] B o= AFRHUES] o] o] BAGIC] HBETHHL K] 222 i v 2 &0 e A%
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HelmRepo,ObjectBucket & Git 33 A H o) gt AJH AT o] F-¢
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A% JYFr

A B2z H A7 FS Fololevl Ba e HE e AHETHH 22 o YAMLA] F71s)
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A2+ F 58] block 9] 79 W= o H A7 A 9] FH A FG 7 YA v 2 A Fo]
A A G 7 AT F8 T YHES eGP o] 4L G 7 AN 5 A7 Y
9] ok L} FEZ Ao} Ptk o F E0] o]

A 2|5l Kot #e Y| EE AAER] HES 7 A% Al

orr- &=

2L A8l 0 H 104 HE] 2F 24
7 F2 FIF 7 Al
Y2ds 7ol

.

&+ 9

wp} X7k 32 3 2] 517] fla) N HAZGHe] o X7k F2 A9

1.5.9. F 7] =] Ho]R7] 74

AHAFZHHES &

gl 7 7] x| Ho]2 7] E 74 g}

& *% oF Helm I E &= Kubernetes 2] 9] AJ H A7 g { Hol]sx7] gl O

7] x] Ho]sx7]E 74512 Kubernetes 2] 22 AJQtjjo] H =2 Fz Hro] ztoz tojg Hr
Z 2 g g ZA zHL value Z=29] gro 2 g gl

o] & Zo] A] BEA= g #H Helm 2] E 2] Helm & 2] 2] spec 1] 2] values & =E A g 2]l of 5}= 7
> A B2 HH g 2o/ o] path = 12 spec 2 2 &g s)of g}

packageOverrides:

- packageName: nginx-ingress
packageOverrides:
- path: spec

value: my-override-values

value ¥ = 2] 5 2= Helm AL %] spec B= 2] 712 A9 2] 5= bl A-&H L.
Helm 2 2]~ 2] 7-¢ spec &= 9] Ho]27] zglo] Helm & 2]~ values.yaml 5} 2] o] 1 ¢} 5]
of 7] g Hoj#ur). o] 7e Helm P2] 2o ¢t 74 7}5 ¢
Lok,

P
T 4

of = o] AFE-H

ga]~9] o]~ o] 72 A g o] 5] oF 5= -7 packageOverride 4] -2 g o] o] =g}
g} oS d == ¥ glslof Helm 2 2]~ <] packageAlias = 7§ 2] ¢/ t].
o

Y 5}+= PACKAGENAME.
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packageAlias = 2] o] F& A g 95l Q152 veyd.

7] 2 A oz Helm g 2]~ o] Fo] X F =] o2 7-¢ da]~F A sl= b Helm 3LE
o) Fo] AFgH ). 5 F AE 79 H o] D=} e G99 Zo] FE0] By T
Ag1] i, G2~ o)5e vjg) Ao~ o] 41~z EH Sl 2 f ok gk 44
= A HA2FZ M) ]~ o]Fo] 751X gom 9 F o) v il packageOverride =
S o) sto] HH*ﬂ%WOII sl o2 ge] 2 o] §L HF A} gk & BT FHH o
oA o] 52 ¥t H A S F A H2FHHES A o5 7]E de]= o]F o Z & H
2ZHHEL OA] Y s oF g

packageOverrides:
- packageName: nginx-ingress
packageAlias: my-helm-release-name

e Hesle gl Alg g + 9l= A5 2 YAML g o] = 89l gfi] of. #f Y (channel.apps.open-
cluster-management.io):> Kubernetes o = 2] 7] o] 1-§& Red Hat Advanced Cluster Management =
Yoz #e]st7] 9o A5H el 3 W A& A 752 AT

OpenShift CLI £-& A1-§ 512 ¥l -2 H3& FZ3HA 2.

e
\0'3_1'
e
[l
Y
T
o

ALg-apo] o 27 o] YAML 728 4552 ) 4 3] .

™

o]

o

5g2

it

/g 5} o] 7el2 APl Al w0 3§ gFr] ). 5}e o] §2 7 o] F.0 =2 upE L]k,
I oc apply -f filename.yam|
g HEL APt o FeA o] H 22 ) Y H A=A el g,

I oc get application.app

[ ]
Y YAML 7%

A9 YAML g o] 2
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7.l Z2]A o1 A A=)

L HAE ~ &z B Z](ObjectBucket) <
Helm 2] x| €/ 2z](HeImRepo) 7] ¥

Git(Git) 2] =] E2] A9

1.5.10.1. A9 YAML %

H| Z T 5 Y= o Za]A o] H HZ2 stolostron 2] FX] E2]E FZFHA] L.

2 YAML 7Eols A9 B HES) A $F AGS B} EA50] A YAML 7=
@ 7% B4 = | gho] E gt o]of F]}. //—2‘58171101/5 e 27 410 1) 5 9 g

=z &‘a Egsof I+ UAFHO BE F H AF ZEYA 2 YAML ZH =& ¥ + Az

apiVersion: apps.open-cluster-management.io/v1
kind: Channel

metadata:
name:
namespace: # Each channel needs a unique namespace, except Git channel.
spec:
sourceNamespaces:
type:
pathname:
secretRef:
name:
gates:
annotations:
labels:

1.5.10.2. 5j9 YAML gjjo] 2

3 —
=

A
apiVersion 25 3=y} 5 apps.open-cluster-
management.io/v1 = A3 g}
kind Ao FEdunh g aavk Ad S el 7] &l 7
< Channel = 43 gt}
metadata.name P gEely) xd e o]=d Yt


https://github.com/stolostron/application-samples
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i —
=

metadata.namespace

spec.sourceNamespaces

spec.type

spec.pathname

spec.secretRef.name

spec.gates

spec.gates.annotations

metadata.labels

spec.insecureSkipVerify

A

o FEIUeh g o vl 2= o] =gt 7k Ad
A= Git IS A st L83 Y Ao ~7HQ
2Aslc)

Al Atek zld AEZE A IS AT
71 9130 A E e o] EE M E Vb RS R
U E st Ul v o] 2 A g gk

F 3E5dycth A I3 YU AdE = 32
HelmRepo,Git, ObjectBucket ( console¢] ¢ B 4]
E2EZA)YYh

HelmRepo,Git ObjectBucket =3l 2 2 3t}
HelmRepo 12 2] 7 ¢ 7+ Helm 2] £ 2] E 2] 9
URL = 474 gt t}. ObjectBucket 3 o] 7 $- s 3
#He e BAE ~2Eg X 9 URLE A4 gt Git Al
o] A5 P whS Git 2] A 2] 2] HTTPS URLZ

i
o
i
i)
i)

MYl Abek g TA B EE FE AA 28kE AT
o] ¢1=9] A}8-3 Kubernetes Secret 2] &2~5 2] ¥ 3}t
Y t}. HelmRepo,ObjectBucket 2 Git &3 =g =+
AHE-EE QIF O HebS AbE S = AF Y ok

A AR A ol M vl 7 & 548
TFAFSS Aoyt 9 F Aldto] AR X ke A9
A vl 2w o] 2 i A FbE HE TS
g2 A9 4 Al°] E 312 ObjectBucket x) 2
fd ol 4451 HelmRepo 2 Git 12 #d ol &
A& ¥A EFUTh

(o]
o
fo

==
Nt
=

19 ¢ 541 94Ut} deployablese] = =14
A 8t T4 o] 3lefok g th

EE RS B IR E

A Absk 7)1 2 zke false U thtrue =2 449 4%
= Ad A4 o] =gy

o
A
T
48
3
2 r

ANy g FEE o2 YAML 28 = 9] AL o

apiVersion: apps.open-cluster-management.io/v1

kind: Channel
metadata:
name: predev-ch
namespace: ns-ch
labels:



7. oA =2 A ol A

app: nginx-app-details
spec:
type: HelmRepo
pathname: https://kubernetes-charts.storage.googleapis.com/

1.5.10.3. ¢ B3] E * & 2] %] v]Z](ObjectBucket) A 9

o} d A Ajd g <]= Object = E 2] =] B|Z L AHE 2 F33g]].

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: dev
namespace: ch-obj
spec:
type: ObjectBucket
pathname: [http://9.28.236.243:xxxx/dev] # URL is appended with the valid bucket name,
which matches the channel name.
secretRef:

name: miniosecret
gates:

annotations:

dev-ready: true

1.5.10.4. Helm =] 3= <] €] 2](HelImRepo) A ¥

o} oA Y g e A= Helm 2] £ E] 2] & A Y 2 F+43] g

41§ 58 9: 259 79 Helm 2] £ =] £ 2] SSL 91541 & 71115 =% A Configap Z-=e]

insecureSkipVerify: "true" Z <] g 5}@ O o] 3 A& EH =] sl gjil A YoJA] AlEH=
spec.insecureSkipVerify: true = A}-§-3lo] 05 HA #EF] WA E FE144 L.

apiVersion: v1
kind: Namespace
metadata:
name: hub-repo
apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: Helm
namespace: hub-repo
spec:
pathname: [https://9.21.107.150:8443/helm-repo/charts] # URL points to a valid chart URL.
insecureSkipVerify: true
type: HelmRepo

Eige
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-2 A Y o= Helm 2] £ 2] €] & .2 o & Blz1]g.

#32: Helm A} E o] £ gl & Kubernetes 2] &2 0j] = o) Z 2] 7] o] EEZX] 7} L v} 27 Z A3}
2w o] 2 g z]~ {{ .Release.Name }} 7} $lo] o g}1]r].

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: predev-ch
namespace: ns-ch
labels:
app: nginx-app-details
spec:
type: HelmRepo
pathname: https://kubernetes-charts.storage.googleapis.com/

1.5.10.5. Git(Git) 2] Zx] =2] A<

o2 Y g oo Git 2] EX]E2]o] Y o & B ojs1]l. o2 o o] 4] secretRef = F Z o] F
o z]g = Git 2] EX]E] 2] o] WA 23l O] A& EH= A& IDE el L] o). 32§ 2] ZXEl 2] 7} 9= 7
-7 secretRef 2] o] E ¥ glo] ¥ 235} 51/

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: hive-cluster-gitrepo
namespace: gitops-cluster-lifecycle
spec:
type: Git
pathname: htitps://github.com/open-cluster-management/gitops-clusters.git
secretRef:
name: github-gitops-clusters
apiVersion: v1
kind: Secret
metadata:
name: github-gitops-clusters
namespace: gitops-cluster-lifecycle
data:
user: dXNicgo= # Value of user and accessToken is Base 64 coded.
accessToken: cGFzc3dvemQ

1.5.11. A B2 HH{ AZF 7] 2

HAL HES= g AFE S 7 = AE H YAML g o] = spolgito). A Y7 npd o} 2 A HA2T g
4 (subscription.apps.open-cluster-management.io)2 o Zz] o] X Ae] & 9ot X]E=F ol g 2 =]
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OpenShift CLI £& A1-§ 512 ¥l -2 A5 2§42,

e
\O'L
e
[l
oy
T
o

™

o]

o

iy

it

I oc apply -f filename.yaml
g B3 JYspo] A Fe]A o] 222 YHHAE
I oc get application.app

[ ]
AJH A~ =724 YAML +X

A|H 2784 YAML ] o] 2

]

PEEECEE T

l
b3
My

PEEET RN EX

Ho] R 7} EeFH A H AT o

Helm 2] ZX] gl 2] A]BA=7 8 4# o

Git 2] ZX] E2] A|H2Z G H o

1.5.11.1. A B2 g H YAML =

2 YANML 2= A H 28 H @ I3 35 H95 9o g7

=9 85 g @ gro] wgslolo} g1k

[ A e B R R i

AF&afef df Z2]A o] H YAML 7} 2L X}y 513 %] g g

)Y 5te] 522 api Alv]e] 5§ G, e o] FL e o] F.0.2 vpF T,

%] 2ol g o},

= dojgig. YAML 7=
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o]0l BE] 27 A Gl mep e A9 E B 2 g ERol ¥ AT BE F2 A
&35l x1F YAML Zel=E 24 8 5= 951

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name:
namespace:
labels:
spec:
sourceNamespace:
source:
channel:
name:
packagefFilter:
version:
labelSelector:
matchLabels:
package:
component:
annotations:
packageOverrides:
- packageName:
packageAlias:
- path:
value:
placement:
local:
clusters:
name:
clusterSelector:
placementRef:
name:
kind: PlacementRule
overrides:
clusterName:
clusterOverrides:
path:
value:

1.5.11.2. A B2z g4 YAML g o] Z

d= 7

apiVersion 25 g2y} -5 apps.open-cluster-
management.io/v1l = 273 gt}

I

kind L5 FEPUTh 2227t B2 H A S e
] 918 %<5 Subscription © 2 243Ut}

N
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metadata.name 3z
o

metadata.namespace b
Ao

metadata.labels A8 AR M B2~ ] gl 9y T

spec.channel A ALeh B 2385 AfES o stE vl 2 o)
2 o] 2("Namespace/Name")JUth 2@ == A~
I+ source == source Namespace Z == & 9
syt dvbE o 2 source ==
sourceNamespace 2 == A& 3} o4 channel
& ARg st AE S 7T & ol e 2=t
A=A H o A WA =7k AR H YT

spec.sourceNamespace A e Abgk wl £ th o] hub 2] 2B ol A4 5
vld ol =gyt o] =EE Y Yo =
T AREF YT Al'd s A2 T source B
source Namespace 2 == & 2| gt} dubz o
= source T+ sourceNamespace 2 == 1}-&-3}
= 4l channel 2 =& AHg-3hof A1d S 7He) 3y ot

ENEN
ol

=
T
A
=
T

spec.source Ae] Abek vl 2 ) o] A= = Helm 2] 4] E 2] ©]
7 2 o] 2("URL") U th. Helm & 4] €] 2] A o gt
o] .JJ ==2 /\]__9_6‘]-]/]]:}_ ZH 155 ) T X = source B
= source Namespace Z =5 # o] gt} I3
© 7 source *=+= sourceNamespace Z == 1}-&
st di2l channel 2 =& 21-8-3tof A1 S 73 Y
}.

spec.name HelmRepo 3 z12 9 & @ 31 vt ObjectBucket
3 Adole A8 A gyt i Helm At E 9] 5
Aol e AlE WA Wi xd & AFYTh =7}
Aeld A2 £ o diel name &= packageFilter
S 4 stA o RE WX by &S 3oL 7))

7be FE Hal wxo] A gy

l-kl m

spec.packageFilter Ae) Abak oA o) E 7S RS 2 g A8 u) )
WA EE X bs $89) 59 09
o2} W) 20 S Ao A M E M RE B
=1E& FFsoF duth

spec.packageFilter.version A A e v E 7Hssk d mE AU YT WA i
AE>1.0, EE <3004 183 5 AHYTh 7|2
2o 7 71 Z 22| "creationTimestamp” %ol A+ H

Ao] ALgH U

spec.packageFilter.annotations Al Abe) v 3 7 s s F4 QYo
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i [
Hnx

spec.packageOverrides

spec.packageOverrides.packageName

spec.packageOverrides.packageAlias

spec.packageOverrides.packageOverrides

spec.placement

spec.placement.local

spec.placement.clusters

spec.placement.clusters.name

/\-]l%]

=

e Abak Al d W o] Helm 2HE, vl 3 7Hs = 7] €

Kubernetes @] &9} ZFo] ME AT HMS £ 7+ 5
3} Kubernetes 2] &~2=0) T3 o227 = A 9] 8l =
289,

AE AL ol ) Al o) A o] Wa g Bojak

Kubernetes 2] 22 = 21 ¥ st}

A& A}ak g o] 22 = Kubernetes 2] & 2~0 H A & 2| A

gy,

A€ Abs): Kubernetes 2] 222 A A o] 5= ©] A8 3
w2 A k] g Yyl

25 FEQUTL W E 7bs FB-2 w1 s ok s A H
AP S 2 e Fe2EHE HYsth= A
A ARG Th A FH L ALgste] ThE 2o 2H
W ghe o g o

AE Aol vt A4 st BY 49 Y 2

HEes ZeaHd ZaFUT AN EAa-HA S 242
off wj 33l of st=A] o & G FUth 5o A H
Ad 571 E =5 ghe true 2 A FYTh A B~
AP AAH A RE glhxo 7MY stA &
st = st ke false 2 A4 ok S8 27}
5H3Y Fel=Ho| AV o] F8EHE A Y #Este
Aol AEEAE YT S8l 2H I EHE E8 2H
ol dRola ZHAHE A A @odH =29
2~ clusterSelector == = placementRef = 31}
T ARG St MBI HA L T X E T
. S8 2H7F 2E Z82H9 Hubo]a S8~
BE A4 AsEn An2aga $947t @
Az 240 71 5t7] Aol Hubs #23 24¢
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A g EAIHAS XS FHAEHE PO
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spec.placement.clusterSelector

spec.placement.placementRef

spec.placement.placementRef.name

spec.placement.placementRef kind

spec.overrides

spec.overrides.clusterName

spec.overrides.clusterOverrides

spec.timeWindow

spec.timeWindow.type

spec.timeWindow.location

7.l Z2]A o1 A A=)

A4

A At MEAIHAS AT SHEHE 2 st
S U AHE S 2 A7 E Aoyt S22,
cluster Selector == = placementRef = &1} 7+ A}
gt 9E Fe LB MBEAIHA S WA S 93]
S Aoyt FH2E7E S E Fe2H b old 51
g ZHzEHA 4923 FHEHEALS T =2

Ut

Ae] Ak A B Ao AFS S e ] 22 F o
Uth =8 2, cluster Selector ==
placementRef = s}t wk AL&61o] HE] 2 2E ¢
MB2aPAS AT A E H gAY FH2H
7FHub E8l2E 7t old 59y S8 2HA 422
Y EHE AL = dFYTh

A Apagol A vk ul A 77 & Abgshe o Ba T,
SERELEEE LT EEE RIS

e} Abgrol A Rt v X] 2] & AF§-she Wl o gt
74 PlacementRule ¢ & 44 sl AT S

ARG gE ) ol Wi A] o F o] AFS-H & YEF Y Tk

A AbeE Zel 2 A 3 2Eo] A A o) 3 oF sh=

e Abek w0 3ol A ol H = Sl AE e

EEES-ERSETIEICY
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Ae) Apol A A1 A TS W Wagych 7
7170 B o] B FE) QA ek R of i
£ el Y thindicates whether the subscription is
active or blocked during the configured time window.
MEB2AHA v 2= B A7 0] D74 5t
| A-g-ollvk gy

7+t = Time Zone (tz) tlo] o] 2 o
& oF 3 ‘4@ ZpA) BF -2 A 7k ©) o
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spec.timeWindow.daysofweek

spec.timeWindow.hours

spec.timeWindow.hours.start

spec.timeWindow.hours.end

ANE APE St A S TEEH A 8He 2Y

el Abgrol A vt A7k A T FE W Bk A
Hé o =

the time range is applied to create a time window. ¥

Z=2o g9:["Monday", "Wednesday",

"Friday"] o} 22 wj g = & o] sl oF Tt}

A Aol A AR g P s vl B R HU T A
2 AAE B FUTE AL WAL A A 2H B
A Zbe 2k A7 B s G ol slof ik A E sy
EEEEEEREE S EEE LTt

YAML S 7§ o] g mjj ] H =78 .2 packageFilters = Al-§35}<] o] 2] Helm X} E, vj Z 7}

+ 7] E} Kubernetes 2]
FH Bl @ E= | E 7}

7te]d = s . 221} A| B2Z {2 5o AFE ]

o g o,

Al Windows 2] 7g-9- F2] A 7F B 95 g o] g v A2 A 7S & Al 7F H o Yol ES
HZ sl oF gt A B2 H sl of 2] A7 FE g o] sl P Fel A WA S5E
7 A& &A A 7F ¥ 9] subscription-controller Z1 g o] 1] A] 7Fg 7] vk o 2 31, o] ZlH]
oju= F¢ S Al7H F A9 O 2 A 7F A fA 2 AP 7 e

A B2z 4 ALl A] Helm E2] = w3 & A B2z 8 H 9] APz §o 8 75 g
L}, 2 A HEZHHE )E WA 738 FEAG B2 HH §0] dolA] HFH WA 7

2 o 7 AFioh

spec.placement {0 ] HXZHH L B3] & A 35t F9 5 Fe|2E 874
o] &2/~ ¥ ,clusterSelector i=+= placementRef 5= 5fL} 71 A& 5F 4 A] 2.


https://godoc.org/time#pkg-constants
https://godoc.org/time#pkg-constants

17 A E2 A ol A A=

=

£ o] o] WA HFL Eotis G ofr)e] 45 o] AHEHE ohE g o] FAF L T
2 PAES = ABETYH LI} MG UF S s o AHEFH T

placementRef

clusterSelector

A HA 4L ]2 YAML 26 =9 §AF ] o}

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: nginx
namespace: ns-sub-1
labels:
app: nginx-app-details
spec:
channel: ns-ch/predev-ch
name: nginx-ingress
packagefilter:
version: "'1.36.x"
placement:
placementRef:
kind: PlacementRule
name: towhichcluster
overrides:
- clusterName: "/"
clusterOverrides:
- path: "metadata.namespace”
value: default

1.5.11.3. /B A=z 8 H 7o U=

WEY 7 i o Fe]

&
S
i

3
Uy
Mo

stolostron 2] Zx] E2] & #2354 A] L.

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:

name: nginx

namespace: ns-sub-1

labels:
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app: nginx-app-details
spec:
channel: ns-ch/predev-ch
name: nginx-ingress

1.5.11.4. HE A9 A F

o] 2] g A (N Fe] A o] 4 2= X FL)o] = 7F ¢ A B2 g4 YAML 9] secondaryChannel
2 X F & 5 YAgrjr). of ZajA o] AJ B AT g o] 7]k A UL Alg5le] 2] X E 2] ABjof] o F 5]
KofH HZE YL ALgs}o] 2] EXEa] Ajv]of AZ ). HE A Yo 2] Fgd of ZFa]A o] & uf ]z =
EZ} 7] A d 3 &7 315 A=A g2l g . secondaryChannel £ AF-g-3}o oS #& A/ HA27 g H
YAML S F=31 4] 2.

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: nginx
namespace: ns-sub-1
labels:
app: nginx-app-details
spec:
channel: ns-ch/predev-ch
secondaryChannel: ns-ch-2/predev-ch-2
name: nginx-ingress

1.5.11.4.1. A H A= 8H K] 7F F off

o1& oA B2z g Hol = FHH o2l A7k Fo] Eepeo] Agr]h A7 F-& v F Y2, 78
o, 729 07 104]~2F 104] Afo]o] BYFITh. A7+ F2 dad, 799, F2 0 gjap o5 124]
~ 9 F 1A~ 2 F 14] Ao]o] BA T T A B2 HL W EE A 5el7] 55t 69 Foke] 7|7 & ko]
v &2 51 o).

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: nginx
namespace: ns-sub-1
labels:
app: nginx-app-details
spec:
channel: ns-ch/predev-ch
name: nginx-ingress
packagefilter:
version: "'1.36.x"
placement:
placementRef:
kind: PlacementRule
name: towhichcluster
timewindow:
windowtype: "active" #Enter active or blocked depending on the purpose of the type.
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7.l E2 A0l A=

location: "America/Los_Angeles”
daysofweek: ["Monday", "Wednesday", "Friday']
hours:
- start: "10:20AM"
end: "10:30AM"
- start: "12:40PM"
end: "1:40PM"

1.5.11.4.2. Y o] 7] 7} ESFEH A]HAFEH o

o}2 o A o = Helm XL E o] gj gl Helm & 2] =2°] 0} = da] = o] 22 g 9] 5+= F 7] ] ¥ o]227]7}
Egryo] Y5l F7]x] Ho]R 7] H73L my-nginx-ingress-releaseName o]5-2 nginx-ingress
Helm g2]29] 02 Pe]2 o] g0z 475 b AL FLiTh.

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: simple
namespace: default
spec:
channel: ns-ch/predev-ch
name: nginx-ingress
packageOverrides:
- packageName: nginx-ingress
packageAlias: my-nginx-ingress-releaseName
packageOverrides:
- path: spec
value:
defaultBackend:
replicaCount: 3
placement:
local: false

1.5.11.4.3. Helm 2] <] E] 2] A] H A=z 2# of

= A H A2 F 242 1.36.x H]F 2] FHRI nginx Helm & 2] ~F x5 © & 7}4]51]}]. Helm & 2]~
H Z 7}5:2 222 Helm 2] Z X B 2] o] 4] A] 8] S ALg & + 2= -7 my-development-cluster-1 Z 2]
2E o Hj 2] F 1.

spec.packageOverrides 4] o = Helm & 2] =2 gt& ] o] o= b] H.2 5 J &% v ¥ 7} &
Al 5 o] Qls1] ). Hojs27] zHe Helm 2 2] = values.yaml 2} o] ¥ s} 5 7] Helm & 2] 2] 745 7}&5 3t
vTE dA = b AHgF Y

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:

name: nginx

namespace: ns-sub-1

labels:
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app: nginx-app-details
spec:
channel: ns-ch/predev-ch
name: nginx-ingress
packagefFilter:
version: "'1.36.x"
placement:
clusters:
- name: my-development-cluster-1
packageOverrides:
- packageName: my-server-integration-prod
packageOverrides:
- path: spec
value:
persistence:
enabled: false
useDynamicProvisioning: false
license: accept
tls:
hostname: my-mcm-cluster.icp
sso:
registrationlmage:
pullSecret: hub-repo-docker-secret

1.5.11.4.4. Git 2] ZR] E2] A]HAZ 4 o

1.5.11.4.4.1. Git 2] Ex £ 9] 55 £7] 2 ] dEz] 75

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: sample-subscription
namespace: default
annotations:
apps.open-cluster-management.io/git-path: sample_app_1/dir1
apps.open-cluster-management.io/git-branch: branch1
spec:
channel: default/sample-channel
placement:
placementRef:
kind: PlacementRule
name: dev-clusters

o] aj A A]H ~ =72 oA £4] apps.open-cluster-management.io/git-path = A] H 2= & # o]
Yol X145 H Git 2] Zx] £ 2] 2] sample_app_1/dir1 ¢] & gl 2] J]¢] 2= Helm X} E 2 Kubernetes 2]
220 7} eFS et o A HAZ S 7] 3 © 2 master 7] & A/ B2 g g . o] oA
A] H 7 & H o] = 4] apps.open-cluster-management.io/git-branch: branch1 o] x] g 5 o] 2] &
x| Ea] 9] branch1 7] & A]H A=z 2] 4 31] .
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Helm A} EE 753} Git A|d A/ B2 H AL ARl F¢ 2|22 EEZX] HI]o &
7} Helmrelease 2] =27} A E 4 Qg1 r). o] ]2 g odf Fa]7o]{ el e]i20]nf
A= Hi o

1.5.11.4.4.2. .kubernetesignore 7} Y =7}

Git 2] X = 2] ZE 2 g 2] o] .kubernetesignore ¥} Y-S E §ls5] AL} A H A2 H F4]of x5
# apps.open-cluster-management.io/git-path t] 2/ g/ 2] 1] o] ZgF3F = 9l ol

o] .kubernetesignore 7} 2 2 A} &5} H vl = 519 O elE] 2] o] FE = F Jfx] 2Fo] HE
= g 5lof A H2= g Ho] 2] ZX]E] 2] o 4] Kubernetes 2] H:= Helm X EE vj £ 3 o] FA] 3t +
s

A3l H 2 E g o .kubernetesignore 7} 92 A}-§& 5} <] Kubernetes 2] £=EF { e o 7 gl
T & 9l41] o). .kubernetesignore 712 o] T €] & &2 gitignore 7 7 5 gL}

apps.open-cluster-management.io/git-path 4] o] g o] 5] x] @} F-¢ 7EJA] 2| ZX] E2] &
E g gl z] 94 .kubernetesignore 7 22 =51]]. apps.open-cluster-management.io/git-path &
7} F o] ¥l F-¢ ] H =78 42 apps.open-cluster-management.io/git-path T ] g] 2] o] 4]
.kubernetesignore 7 J & &1} 4] H2 =73 HL of 2 O g g 2] o] 4] .kubernetesignore 792 7/
Y epA] graer]oh.

1.5.11.4.4.3. Kustomize #-&

A] H A =7 8] 4 H Git Z1 o] kustomization.yaml 5= kustomization.yml =} 2] o] 9]= 7-¢
kustomize~] #-& H 1] }]. spec.packageOverrides = A}-§ 35} AJH X724 v Z A] kustomization
2 Yojg + g1

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: example-subscription
namespace: default
spec:
channel: some/channel
packageOverrides:
- packageName: kustomization
packageOverrides:
- value: |
patchesStrategicMerge:
- patch.yaml
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kustomization.yaml 7} -2 ] g <] 5} 2] ™ packageOverrides <j] packageName: kustomization
o] Z gt Hoj2r]= A FELS FIlelAY 7]E 5L YHo]EfL . 7]E P& o] AAHA &
ok,

1.5.11.4.4.4. Git WebHook &5 3}

18502 Git A A M2 g Hol A= 132 epet A Hol X5 H Git 2] E| 2] & BA 57 A
ID7} 1179 o W17 AFGS 3 ). Ei= Git 2 £ 2o 4] 2] EAE]2] PUSH 2 PULL ] 72 ]
WE FE2 B ot MG AL EFEF A HAIYHL FH G 7 AF]h

Git 2] ZX] E 2] o] WebhookE 4 3}2] 9 tj] 3 Webhook =] o] 2= URL=} 22 st 79 x]=8l o]
2 gl

1.5.11.4.4.4.1. 7] o] Z = URL

hub =& ~ €] o] 7 Z(ingress)E A4 5o A]H*= 5 Operatore] € £ o] Wl E 2] *1] A]H]

oc create route passthrough --service=multicluster-operators-subscription -n open-cluster-
management

z#l % oc get route multicluster-operators-subscription -n open-cluster-management g
F2 AFg o] 9ol 4] AT 7 glE SAE o] 2 L]k

Webhook = o] 2 = URL-2 https://<externally-reachable hostnames/webhook ¢/ 1] t}.

1.5.11.4.4.4.2. Webhook H ©F

Webhook = ¢k 8] AFg 9Ll ] E i 9/ =5 o] = o] Kubernetes | ZH <& 4¥ g A=
2l o] = data.secret o] ¥ g5 o] of gt}

ok oA E 32344 2.

apiVersion: v1
kind: Secret
metadata:
name: my-github-webhook-secret
data:
secret: BASE64 ENCODED _SECRET
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https:

172 o= Aol d &

data.secret 2] -2 Al-& & base-64 91375 WebHook A] = &1 ¢]1]}.

2wl Rl z} Git 2] EA] E 2] o 255t A2 2L A} T
1.5.11.4.4.4.3. Git 2] £/ &= 2] o] 4] WebHook 74

Fjo]Z = URL & Webhook A] = 3L Al-&35}<] Git 2] ZX] & 2] o] WebHookS % g/i]r].
1.5.11.4.4.4.4. 7] 9 o] 4] WebHook o] Wl E 2+&] &-% 3]
WBxZGH Ao FAE GrT. T dAE FE AL,

oc annotate channel.apps.open-cluster-management.io <channel name> apps.open-cluster-
management.io/webhook-enabled="true"

A2 52 AF§ 5}o] WebHookS 7 8 75 o] & Al-§ 51 A Yo 742 Frh o 7]4] <
the_secret_name > Webhook *] =&l o] 3 g+= kubernetes A] Z& o] 9]/}

oc annotate channel.apps.open-cluster-management.io <channel name> apps.open-cluster-
management.io/webhook-secret="<the_secret_names"

1.5.11.4.4.4.5. Webhook =] ¢ A9 A] H ~=z g

A] H 27 8 #H o] Webhook™® 7% o] &2 3}x] @41t

1.5.12. v 3] 73 4 & ) 2

wj x| 77-& (placementrule.apps.open-cluster-management.io):% Hj ¥ 7} & Z2/2EHE B & 5
A= gy Sl E Jo g v 73S AFESFH | X s OF Fe2HE FA WES T U
Ziioh.

OpenShift CLI &2 A}-&3l5 d o5 A5 F=ol 44 2.

&

T
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ﬂllo

Al-g5}of of Za]FA o] YAML 7} L 214 5} 7 ] 3§ ],

Rl
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g g9

=L

o

\0&

of 5 AL APl Al 8] F&gjr]r}. 5 o] FS 3¢ o]F 0 F vl L]
I oc apply -f filename.yaml

s FES dPslo dEe]A ol e| 271 YYH A=A gl
I oc get application.app

°
B =] 73 YAML =

w3 73 YAML zF o] 2

1.5.12.1. B =] 7% YAML =

02 YAML 7= 0 73 2 93 FF 95 GEo] G239 GEE 1ol YAML 7o)
= @ ) G B2 g gro] EFEofof gk A E e Al #e] 27 AFGl mpeF B2 e H HE
9 e EFol & 7 AT BE £ D AF 2y 249 YAML ZHEE 5% 7 5.

O

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name:
namespace:
resourceVersion:
labels:
app:
chart:
release:
heritage:
selfLink:
uid:
spec:
clusterSelector:
matchLabels:
datacenter:
environment:
clusterReplicas:
clusterConditions:
ResourceHint:
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type:
order:
Policies:

1.5.12.2. B) x] 7= YAML Z} g] o] £

)
{r

apiVersion

kind

metadata.name

metadata.namespace

metadata.resourceVersion

metadata.labels

spec.clusterSelector

spec.clusterSelector.matchlLabels

spec.clusterSelector.matchExpressions

status.decisions

status.decisions.clusterName

status.decisions.clusterNamespace

spec.clusterReplicas

spec.clusterConditions

spec.ResourceHint
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g= v

spec.ResourceHint.type e Abah AR 7 gk H R Bl Aol whet Sl
£ Ad e cpu S cpur A5t ALE 7Hs g
CPUFREE=HREE E70o =z FH2AHE Ay

g,

spec.ResourceHint.order e A sl S asceoll thell ase = A sk,
orderef o)) 5] desc for desc = A A 3 o}

o

8

D
e

L

spec.Policies el AFak: vl x| 2 o) o)

| Z 3 = 9l o Za] A o] HZ2 stolostron 2] ZX] Ea] & Al A] 2.

ZIE WA 7 F o= WA 17 5] YEE ey = oS FESF 28 7 AgH o] FH 482 7
Zlof] gj st YAML >=2] spec 441 o] F7Fg 1] .

status:
decisions:
clusterName:
clusterNamespace:

i —
=

status Wl 2] 72 o] A g 2y ok
status.decisions 3 715 R0l i HE A FH2HE F Ty
=3
status.decisions.clusterName g S 2=He ol
status.decisions.clusterNamespace g FH2H o v d o]l 2yt
°
of A 1

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:

name: gbapp-gbapp
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7.l E2 A0l A=

namespace: development
labels:
app: gbapp
spec:
clusterSelector:
matchLabels:
environment: Dev
clusterReplicas: 1
status:
decisions:
- clusterName: local-cluster
clusterNamespace: local-cluster

oAl 2

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: towhichcluster
namespace: ns-sub-1
labels:
app: nginx-app-details
spec:
clusterReplicas: 1
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"”
clusterSelector:
matchExpressions:
- key: environment
operator: In
values:
- dev

1.5.13. A Ee A0 H 4

S WEslE bl AFE 8 = Q= A& ® YAML § 2] = g2l g7/ . Kubernetes§- Red Hat
Advanced Cluster Management2] of Z 2] 7 o] #1(Application.app.k8s.io):2 o 2] 7 o] 74 2%
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I oc apply -f filename.yaml
0 Bg 2 AYala] o Fe]A ol 2220t YHHAEA el g
I oc get application.app
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oA =e]7 o] YAML 7=

o Zz] A o]+ YAML &jo] £

ofEe] Aol d Fel YE
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o Za]Ao]{ Bl L AE A SIAL) Y bo] ES)E] Y8 o Z&]A] o] F<o] YAML & Z—E— 34 512
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apiVersion: app.k8s.io/vibeta1
kind: Application
metadata:

name:

namespace:
spec:

selector:

matchLabels:
label_name: label_value

1.5.13.2. o Z2]7] o] YAML 5 o] £

gq= A9 A
apiVersion app.k8s.io/vibetal pEpa
kind of FE] Aol A I g5
metadata
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spec
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B 223 AL 22 2= 9l )
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of oj 3t x4 3t 1f]- &2 Kubernetes SIG Application CRD ] 1] E] A} & FZ A 2.
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apiVersion: app.k8s.io/vibeta1
kind: Application
metadata:

name: my-application

namespace: my-namespace
spec:

selector:

matchLabels:
my-label: my-label-value
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