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open-cluster-management-observability 1] J 2~3] o] 2o = T} A5 A 7} & Y}

e observability-server-ca-certs: A ¥ = <15 o] A &17] 93 CA 154

e observability-client-ca-certs: 2} o] U E = Q1 F Aol ™ 3}7] 3 CA ASA

e observability-server-certs: observability-observatorium-api vl 3£ | A A}-& 3= A1 Q15 A

e observability-grafana-certs: observability-rbac-query-proxy v Z ol A} A}& 3= ZFEfo]HE
AEA

open-cluster-management-addon-observability 1] 3 =3 o] 2~ ¢ = #2] F8] 2E oA Tt A S A 7}
EoHY
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openssl genrsa -out serverCAKey.pem 2048

openssl genrsa -out clientCAKey.pem 2048
o 7Rl 71E AbEate] AHA M HE CARISAE A TUTE O B & A3 T

openssl req -x509 -sha256 -new -nodes -key serverCAKey.pem -days 1825 -out
serverCACert.pem

openssl req -x509 -sha256 -new -nodes -key clientCAKey.pem -days 1825 -out
clientCACert.pem
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oc -n open-cluster-management-observability create secret tls observability-server-ca-certs -
-cert ./serverCACert.pem --key ./serverCAKey.pem
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2. e1& A4 9 7l 9l 7] & A1-8-3}e] observability-client-ca-certs 2] 2312 A A
APk

oc -n open-cluster-management-observability create secret tls observability-client-ca-certs --
cert ./clientCACert.pem --key ./clientCAKey.pem
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I openssl x509 -noout -text -in ./observability.crt
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oc -n open-cluster-management-observability create secret tls alertmanager-byo-ca --cert
Jca.crt --key ./ca.key

oc -n open-cluster-management-observability create secret tls alertmanager-byo-cert --cert
Jingress.crt --key ./ingress.key
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for ns in multicluster-engine open-cluster-management ; do echo "$ns:" ; oc get secret -n $ns -0
custom-
columns=Name:.metadata.name,Expiration:.metadata.annotations.service\\.beta\\.openshift\\.io/expiry
| grep -v '<none>' ; echo "™; done
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oc delete secret grc-0c925-grec-secrets -n open-cluster-management
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I oc delete secret -n open-cluster-management ocm-webhook-secret
Fa YR Aqu 2o AA s oF ke Al AR 0] 9l 5 AFU T

2 S 28] 5l OpenShift Container Platform 2] Q1Z A ¢} <44 | AJH]| 2 E thA] A &

o)A A 38 Pode] 2.0F 2%} PodS ThAl A7) Aol B.ekg kA s of k=)
)

Au)2 o] & v Qs o] 2= SEPRECES
%)

channels-apps-open- open-cluster- multicluster-operators- channels-apps-open-
cluster-management- management application- cluster-management-
webhook-svc 8c446664c-5Ibfk webhook-svc-ca
multicluster-operators- open-cluster- multicluster-operators- multicluster-operators-
application-svc management application- application-svc-ca

8c446664c-5Ibfk

cluster-manager- open-cluster- cluster-manager- registration-webhook-
registration-webhook management-hub registration-webhook- serving-cert
fb7b99c-d8wfc

cluster-manager-work- open-cluster- cluster-manager-work- work-webhook-serving-
webhook management-hub webhook-89b8d7fc- cert
f4pv8
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1.1.4. E}A} Q15 A]

I oc edit secret -n openshift-gatekeeper-system gatekeeper-webhook-server-cert

2. data 2] A oj A ca.crtca.key, tls.crt' ¥ tls.key = 2F#| &t}

3. g W H S A8 3lo] gatekeeper-controller-manager PodE 2HA| 5l Ao E 7| ¢ 53 A]
H| 25 Al A A9 o

I oc delete po -n openshift-gatekeeper-system -1 control-plane=controller-manager

FAR B ) $AJAFSAE wA s oS A E s

1. IntegrityShield AF-& =} 4 ¢] 2] 222 ¥ 7] 3} 3L integrity- greld-operator-system ] ¢] 23] o] 2~
£ inScopeNamespaceSelector 7 ol A #| ] # Y| 25| o] 2~ E-Fof 71t th3 B &
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oc edit integrityshield integrity-shield-server -n integrity-shield-operator-system

ofr

2. o

By 49

alle

ol

tol #2474 Fe dSM7F 23 E 2ok A A gy vk

oc delete secret -n integrity-shield-operator-system ishield-server-tls

Al A8 o] thA] A A | == OperatorE 2HA| & t}. Operator Pod ¢] & 9] A] 22 H] 2] Pod °o] &3}
x| t=A Ayt v HH S AP F ok

oc delete po -n integrity-shield-operator-system integrity-shield-operator-controller-manager-
64549569f8-v4pz6

4. R4 22 v Podg AHAlslof th WH 0= A A5A AHES A2 Y T
I oc delete po -n integrity-shield-operator-system integrity-shield-server-5fbdfbbbd4-bbfbz
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OpenShift 712 521 154 & 218314 92 7™ Kubernetes 4 2 & ¢ dlo] Esle] #a] 4
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1.20. &8 52 A5 E A7) 3 AP @7 AL
management-ingress 154 2 7R <l 7] & Y] 8FaL =R U o E 8.8 4 9 OpenSSL-E AFE-3ke] TLS
ASAME AT & AdF Y A5 A 2]CN(Common Name parameter)S- manangement-ingress =

AUt A A= A5 s A4S 2F T

e <]=x] SAN(Subject Alternative Name) & =-¢f] Kubernetes-& Red Hat Advanced Cluster
Management?] A & o] & =l o] 5o 2 X33l

RS

| 1
e B A ste] A o] FS FATY
I oc get route -n open-cluster-management
e e $He e £ AEUh

I multicloud-console.apps.grchub2.dev08.red-chesterfield.com

e

121122 WA 7] 98 AR 79 4

oS oA A4 7Y 2 OpenSSL B & & OpenSSLE A4-31e] TLS 9124 & A A 51 v of] o 3t of #]
£ A 2P Th OpenSSLE 154 & 44817 918 74 44 & 4 2l sh= ki esrenf 74 7Y & HY
=

[req] # Main settings

default_bits = 2048 # Default key size in bits.

prompt = no # Disables prompting for certificate values so the configuration file values are

used.

default_md = sha256 # Specifies the digest algorithm.
req_extensions = req_ext # Specifies the configuration file section that includes any extensions.
distinguished_name = dn # Specifies the section that includes the distinguished name information.

[dn] # Distinguished name settings
C=US # Country

ST = North Carolina # State or province
L = Raleigh # Locality

O = Red Hat Open Shift  # Organization
OU = Red Hat Advanced Container Management # Organizational unit
CN = management-ingress # Common name.

[ req_ext] # Extensions
subjectAltName = @alt_names # Subject alternative names

[ alt_names ] # Subject alternative names
DNS.1 = multicloud-console.apps.grchub2.dev08.red-chesterfield.com
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[v3_ ext] # x509v3 extensions

authorityKeyldentifier=keyid,issuer:always # Specifies the public key that corresponds to the private

key that is used to sign a certificate.

basicConstraints=CA:FALSE # Indicates whether the certificate is a CA certificate during

the certificate chain verification process.

#keyUsage=keyEncipherment,dataEncipherment # Defines the purpose of the key that is contained
in the certificate.

extendedKeyUsage=serverAuth # Defines the purposes for which the public key can be
used.
subjectAltName=@alt_names # |dentifies the subject alternative names for the identify

that is bound to the public key by the CA.

F3: DNS.1 o] gh= #lo] & o] A SANS ¥ g 2o SulE S 2E o] Fo.2 o] B4 A
Q
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1.2.1.2. Q1 =] = A A 51 7] ¢ 3F OpenSSL = #
THg OpenSSL W # & o 74 37} gl Abgsle B3 TLS 154 2 44t
1. CA(IF 713) RSA 7RI 715 A4 ot
I openssl genrsa -out ca.key 4096
2. CA71E AH&3t AA 48 E CARISA & A8y Th
openssl req -x509 -new -nodes -key ca.key -subj "/C=US/ST=North
Carolina/L=Raleigh/O=Red Hat OpenShift" -days 400 -out ca.crt
3. lZ Ao AFEZ RSA QI 715 A Yo

I openssl genrsa -out ingress.key 4096

ol

4. M 71 E AHR et ASA AT 2 (CSR)= A FU Tt
I openssl req -new -key ingress.key -out ingress.csr -config csr.cnf
5. CAJZEA 9 7|9t CSRE A&-ste] M E ISAE AU
I openssl x509 -req -in ingress.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out ingress.crt -
sha256 -days 300 -extensions v3_ext -extfile csr.cnf
6. A5 W& HAAU T
I openssl x509 -noout -text -in ./ingress.crt
1.2.2. BYO(Bring Your Own) =21 2154 4]

BYO =2l /ISAM & wAl st | thy @ S S5 d Yt

ot
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oc -n open-cluster-management create secret tls byo-ingress-tls-secret --cert ./ingress.crt --
key ./ingress.key

2. & B H S AFEste] Beto] SutE vl A o] 2ol A H A=A gl o
I oc get secret -n open-cluster-management | grep -e byo-ingress-tls-secret -e byo-ca-cert

3. Ae A the BH S A ste] CAQEA T EHE B A

oX

Fuch
I oc -n open-cluster-management create secret tls byo-ca-cert --cert ./ca.crt --key ./ca.key

4, qE2=9 42 A v Z 5121 H management-ingress A B =13 A S AbA| gy T} o] A ©HA o)
A A Bt A5 o2 AMS P Yt v W E S Ay ok

I oc delete subscription management-ingress-sub -n open-cluster-management

5. @A M7} A1 Z M0l 1 BE B oA 2 % 219 750l FUSA fAHEA FAFU

WS AL8-sted A 15A 1Sk 7hA 2718 A Y o
I oc delete secret byo-ca-cert byo-ingress-tls-secret -n open-cluster-management

2. A E2=Y AL A ) Z3l2 W management-ingress A B33 A& A g U T o] A WA o
A A Bt A5 o2 AMSHYth v Wi S Ay ok

I oc delete subscription management-ingress-sub -n open-cluster-management
3. 8A ASA L ASA L RE TE A2 Y 219] 750l Tl fAHEA AT
Red Hat Advanced Cluster Managementol| 4] A A 2 2] st
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Governance Wl E g o] A =% } ] A 2

ro

2

o FAAVEZY: de N FeIHol sty o] gl A A3 A4 2 Aol thall & 713kl ]
of o) & Kubernetes o|HIEE A FUth s B F 28 2 Yvto] dutguyh A X0 34
A AEE = Kubernetes 74, 154 R IAMY YL AMEA H o] A AEEE LD

AHFY

011 Uoil
T oX g

it

o 9 F 22> FAH{FYHE: Red Hat Advanced Cluster Management 4 % =@ A= 7|vto & 7 H
UE 712 AUk 3 AEZ2] 4 el 4 2 S stolostron/policy-collection ] ¥ %] & 2]
o] AR} GitOpsE AL&-aho] 4 A& 7)ol ol 2 vl E ol Wy & Sobi U Th A & ulg&
GitOpsE Ab&35te] A v 25 FFZ3H4 A 2. BFAF A A 2 Red Hat Advanced Cluster
Management for KubernetesQ} FgolE S Yol A A 2. AA g U -&2 Integrate third-
party policy controllers & ZFZ s} Al Q.

Kubernetes 4 2| Z & ¢ ] 3-8 Red Hat Advanced Cluster Management -+ % 4 Kubernetes 7| ¥ \d =&
Red Hat Advanced Cluster Management A}-& WH ol /5] Lol B 4 A] @

LR
o HAAEEY
o AUHE A
o kA B

® hub Z7]2E =t

22. 74 M

Red Hat Advanced Cluster Management for Kubernetes B ot A 2 = g ] ] 35 AF-8-3}o] AF&A} ] 4
A AEEY 9 71} F A& A FY ) Kubernetes CRD(AHE-AF A 9] 2]z F o)) d 26l 2~ A 3
< QA3 ske= o AFE-g Yt CRDO bl g 2hA| 8 W] 82 CustomResourceDefinitions & AF-&-5}]
Kubernetes APl 78 22314 Al 2

Kubernetes 7} Red Hat Advanced Cluster Management & # o] &= 3}1} o] A ¢] Bl =gl o] ¢)S
Ytk A2 g Ao o) gk 2pA gk Y 82 o] Flo] Ao tha FF YAML Ejo] & A/d-& FEHAH A L.

AR &= AR A7t 485 = F8 2EHE 4o st Placement Rule =+ Placement$} Red Hat
Advanced Cluster Management for Kubernetes g 2| & uj] %] {P‘d o] v}21 9 3}+= PlacementBinding ©] &
29y E} PlacementRule = 74 ¢] 5= W] o ?fl ARA & 8- o Z 2] Al o] A 2ol ZAto] E AT A €]

Hi 2] o 2 2 YA L vl A & A o st W ol ti g ARA g W 82 S| &2H gho] ZALo| E A T A9
Hj 2] 7] 8 & FERSHH AL
=9:
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https://github.com/stolostron/policy-collection
https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/
../../html-single/applications#placement-rules
../../html-single/clusters#placement-overview
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+ Placement ¢} A4 3| oF g},

PlacementBinding & A A 5} o] PlacementRule &=

vl Abel: WX 2 AAE ALE S w CLI(EE S A Aol 2)8 Al8ato] FA2 Qo =Ft
Ut

v Qs o] 2o B A S A 5

S8 2H Yl &F ol 2 & A9 st hub S 2 2H 9
JdH5U F8 29 g 2do] 2 A A2 AAsHH Red Hat Advanced Cluster

2 A=) .=
Management for Kubernetesol 4] 2}A] g 1] c}.

[ ]

7 Fetol e B FHAE Aol Fehes o) Lxede] AAold, net Ayl
B9, Bl 9 Kubernetes Z 8] 2H oA 320 == Az =d g 4 &5 UF AF
Tatol= Bt HEL FHIAES slof FUTh AvdE 2 w75 e Agad BEL F59
71 918 7S SRt 78S FA A L.

ohe A Ao AA 74 220 dsl A GoluilAl L.
[ ]
A3 YAML %=
[ ]

A3 YAML | o] &

gallol gth 34 A=

B2 ARG W B ARG D= L @S X
E‘%%k%zfia—ﬂ%@#%l%qq.é%%uﬁmﬂ*%‘E«lE}"YAML%L g

apiVersion: policy.open-cluster-management.io/v1

kind: Policy
metadata:
name:

annotations:
policy.open-cluster-management.io/standards

policy.open-cluster-management.io/categories
policy.open-cluster-management.io/controls:

15
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spec:
policy-templates:

- objectDefinition:

apiVersion:
kind:
metadata:

name:
spec:

remediationAction:

disabled:

apiVersion: apps.open-cluster-management.io/v1

kind: PlacementBinding

metadata:
name:
placementRef:
name:
kind:
apiGroup:
subjects:
- hame:
kind:
apiGroup:

apiVersion: apps.open-cluster-management.io/v1

kind: PlacementRule

metadata:
name:
spec:
clusterConditions:
- type:
clusterLabels:
matchLabels:
cloud:

2.2.2. 33 YAML H| o] &

3 —
=

apiVersion

kind

metadata.name

16
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management.io/v1 = 274 gt}
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4= A3

metadata.annotations g Atgh A A ASelE e T A TS AH s
Bt AR R[S A= AR H Y T o 7]l
AHE RE FHSHEARE 7Y 550 X3¢d &4
G2 IAPY T FaL FE A A2 g o] A o A A A
o sl G el gt HE R e e & Ao R F Y Sl
<& AFUH

annotations.policy.open-cluster- AAYo) BHFE Bt TFo o] F Es o] FYULE A&

management.io/standards £ 9], National Quarkus of Standards and Technology
(NIST) 2 Pay Card Industry(Payment Card Industry)
7t dF Y

annotations.policy.open-cluster- Het Ao} 7he| L8] = sty ol e] FEd Ulst 54 @

management.io/categories T AVEE e YT o & Sof Al&R 2 A H 74

2 74e 2] = A she] 7 2] o ECDHE ¥ PCl 3 Fol] u}
27l AR=2 RE7] e Holy A TEEZo)
x5S vebd F dFyTh

annotations.policy.open-cluster- ol
A
o

TAHJAEES ol FAUT ol & S0 ATA
management.io/controls gl

spec.policy-templates A FEAUTh B2 F FH 2E e {83 s ol
KRp DS
= o

s dl AhgE U,

spec.disabled I FE YU 2 true E=false = 24 ot
disabled vii 7§ ¥ 4= 4 2 & &4 5} 5} a1 W] &g 3t 8}
=75 ATdYrh

spec.remediationAction A Abg AR S AU i H S e 7
A AP DGR JUTE A" F 5 A od
spec.remediationAction 7} ] policy-templates
Aol A 3] A 2 ol A <] ®l remediationAction v
NHFE ol Utk o & &
spec.remediationAction value 4] 4 o] 73A] & &

=2 449 4% policy-templates 4 4 ¢
remediationAction o] @ E}l¢) Sl ZA] 2 & o
SAMEUG T dF AL A8 75e Adst

A gE T dFUTh

H

0

223. 44 A= ¥d

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-role
annotations:
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/categories: AC Access Control
policy.open-cluster-management.io/controls: AC-3 Access Enforcement

17
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spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-role-example
spec:
remediationAction: inform # the policy-template spec.remediationAction is overridden
by the preceding parameter value for spec.remediationAction.
severity: high
namespaceSelector:
include: ["default"]
object-templates:
- complianceType: mustonlyhave # role definition should exact match
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: sample-role
rules:
- apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ["get", "list", "watch", "delete","patch"]
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-role
placementRef:
name: placement-policy-role
kind: PlacementRule
apiGroup: apps.open-cluster-management.io

subjects:
- name: policy-role
kind: Policy

apiGroup: policy.open-cluster-management.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-role
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- {key: environment, operator: In, values: ["dev"]}

2.2.4. YAML A & 31 wj %]
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PlacementBinding 2 Placement 2] & 2E o] A A A o A 9} 4 335l PlacementRule API 2l &
# 2 )X APIZ AL43to] AL ¥ 4= AHUh,

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-role
placementRef:
name: placement-policy-role
kind: Placement
apiGroup: cluster.open-cluster-management.io

subjects:
- name: policy-role
kind: Policy

apiGroup: policy.open-cluster-management.io
//Depends on if governance would like to use vibetal
apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:

name: placement-policy-role
spec:

predicates:

- requiredClusterSelector:

labelSelector:
matchExpressions:
- {key: environment, operator: In, values: ['dev"]}

AAS w=7 o] EsE A Bol A #Ae] = F%3514 A 2. Red Hat Advanced Cluster
Management 3 A EEZ2 & @435t 9 HJulolEste] AA E54E AT FE s B FEE
E Fx4 A L.

A AEZee SYH2H/HAA ] SAHEA ARE RUHAY AL BIAPU o FA] AL 7Hs g
AF AERAS AHE5t AL A oja A AEE 9 A F S A 85te] Red Hat Advanced Cluster
Management for Kubernetes A 3 #9922 A&t A4 AE E 2= Kubernetes CRD(A}&
A A9 glaz Ao) d2d 2

CRD9 ) 3t A A 3+ U] &2 CustomResourceDefinitionsE A& 3}l<] Kubernetes APl 342 A%
AL AR AEEH = A AutS 451 F82H JHE 58S gy
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AE A ZHYAZE AHEste] AHEA AR AA D AA AEZLHE AT + dFHUT AT U
___A}_Q.x]. 24_,] zix_li 7—]152;51 /Kg}\‘](]:—] o]}d— /\]._Q.Qx] %)_% ;} ]_ ]

2 FA & FZ35}o] Kubernetes A 2 A E £ 7 2] Red Hat Advanced Cluster Management for
Kubernetesol th3j]l zHA|3] Lolw A Q.

Kubernetes 74 AF AEZ7

A AE AEEY

Fo:r 7 AN AEEY AAN 4§ /15 AAFUT B3 A= S olA Al 752 ALSHA &
=49 FEoz SN0k U

A Al N ZAA T W &2 A2 BA S FxsHHA Q.

2.3.1. Kubernetes 74 A3 A EE¢

8%

—T“é 4 DEZ2E AHE-5to] Kubernetes 2|28 748t S22 2F AA B A S 4

TA AA AEE2 = 22 Kubernetes APl A 1] ¢} 521351 S8 2H9 A= 74 5= 71434

=

t}. CRDJ 9] g #}HA) 5k U] &2 CustomResourceDefinitionsE A}-23}lo] Kubernetes APl 832 A%
3 Al L.

)

[t

i
frs)
rr
X
ofo
N,
olr
filo
N
l.:(g

74 AA A=Se = AX Fol hub & 2Eo] A AT 74 A7)
ﬂlq%%ﬁ4%¢%EHH%§HW

vl e] AHg T A A
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Pod A &
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74 33 YAML Ho] &

2311. 74 A3 AEEZY YAML 7%

Name: configuration-policy-example
Namespace:
Labels:
APIVersion: policy.open-cluster-management.io/v1
Kind: ConfigurationPolicy
Metadata:
Finalizers:
finalizer.policy.open-cluster-management.io
Spec:
Conditions:
Ownership:
NamespaceSelector:
Exclude:
Include:
RemediationAction:
Status:
CompliancyDetails:
Configuration-Policy-Example:
Default:
Kube - Public:
Compliant: Compliant
Events:

2312. 73 AR A=

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-config
spec:
namespaceSelector:
include: ["default"]
exclude: []
remediationAction: inform
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod
metadata:
name: pod
spec:
containers:
- image: 'pod-image’
name:
ports:
- containerPort: 80

22



evaluationinterval:
compliant:
noncompliant:

2.3.1.3. 7+ A3 YAML "l o] &
3E 21, w7/ Hol &

3 —
=

apiVersion

kind

metadata.name

spec

spec.namespace

spec.remediationAction

spec.remediationAction.severity

spec.remediationAction.complianceType

27 AWa 2

3

o =AYt 344 policy.open-cluster-
management.io/v1 = A3 g}

2 FEIUT A IS veiEE
ConfigurationPolicy = 71& 27 gyt

e E LT !
25 FE QU BUHY S 74 33 o) & 245
ol o A ok

Y A o] A7 A A HA _Q_Exﬂ_E_
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IS ERES Y
ol |
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oF 3= o & % 7)€} Kubernetes S BA E o] of| 4 &
& vdske vl AFSE YT o SAFE Wi S R
o & ARgsfof gt

mustonlyhave: g 33t o] 53 A =7t e @
HAET} Qlofof & vEbd Y ot

musthave: % % ¥ object-template 3} 5 < 3t o] &9
LBAETLglojok 3 thEb U th A &3l e 2
X 9o BAEJ &A= 2o 59 AUt
mustnothave: o] & =& @ o] 0] 7+-& 7 4 7} =)
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ek Y o
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g= v

spec.evaluationinterval.compliant Ae
=
-

ol oot
4
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&
oX
=
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X0,
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>
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-+~ do
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=

7F A= Ao 242l 717 F 2 o]
=0 12h30m5s =12 A 7}, 3

th A A AME & ol ESA ke @ #F
2E oA A AL A H A &= neve
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2 4
4y

spec.evaluationinterval.noncompliant A Atk v g el o] A A e st N E
A o st= W AHgH U TH
evaluationinterval.compliant v} 7} 1 5= ¢} A} &}
Al 32 AR e A s A A 281 717k
& 2)olojof Futh A ALF & Aol EHA] &
g A o] HlE SElAE oA THA] BUHEA =
never = 443 = lFyh

NIST Special>-< 800-53 (Rev. 4)2 A}-£3}32 CM-Configuration-Management =t 2] Red Hat
Advanced Cluster Managementol| 4| 2] sl= A& WES Fx4HA 2. hub S 2H A A& A&
st el did AAg &2 A g F A2 FxsdA L.

BA 7] R ARSA A Bl g AAE L2 B A A E FESAA Q. AEZSH
g ZHA R &2 FH AEZHE FXHA L.

23.2.9354 B3A AES

AN A AES S AHgshE BRol /e AFAME AART YT AAL AR E AW 2
40 S DNS ol 37 A2 A0S AT 4 S

EZY ZF A g5 wi/fHFE Aol Bty JASA BF AEEHE A AHEA A Y

o}.
[ ]
minimumDuration
[ ]
minimumCADuration
[ ]

maximumDuration
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[ ]

maximumCADuration
[ ]

allowedSANPattern
[ ]

disallowedSANPattern

= AuEl e T stuE d& B S E5HA 42 F AU

DNS o] 5ol Q& A3} LA 64A = ¢

A5 AA AEEH = A S 2HA APt ZEEZ = =Z Kubernetes APl A H ¢} 5
AN3ate] AZEA 7 TFA A A BE2L 1A Q3 R E 53 AFAE AAFUh CRD s AA s W
{2 CustomResourceDefinitions= A}-8 3} o] Kubernetes APl 332 %34 A L.

ASA A FAEZSHANA AW 752 ALstA Fs4 -

23.21. 0354 A AEEZY YAML 7%

olZA AA 9 L oA S B YAML glo] B9 8 A AEI]L).

apiVersion: policy.open-cluster-management.io/v1
kind: CertificatePolicy
metadata:

name: certificate-policy-example

namespace:

labels: category=system-and-information-integrity
spec:

namespaceSelector:

include: ["default™]

remediationAction:

severity:

minimumDuration:

minimumCADuration:

maximumDuration:

25


https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/

Red Hat Advanced Cluster Management for Kubernetes 2.5 7] 8]\ 2

maximumCADuration:
allowedSANPattern:
disallowedSANPattern:

2.3.21.1. 0354 A ZAEE 2 YAML Hlo] &

X 22. vj7A < Hol &

8= 3

apiVersion 24 g2y -2 policy.open-cluster-
management.io/v1l = 23 gy}
kind g FgEeuh A M &8

o
=
3

CertificatePolicy = 24 3}

i)

metadata.name A FEJU Z Y& 23t E ol FY Y Th

metadata.namespace S
4

1o gl
=

metadata.labels e Ae: OJ%—/H % ) o] | category=system-and-
integrity gl 22 A FReLASH FH S 4
A A2 5 AFY T A5 A A A 2] category 7] <l
ek o ol e A A AEZH AN #S E

SESicH

o
N

Oo

m;r

1l

spec 25 GEQUT RUEY L A2 T8 AFA 9 A

spec.namespaceSelector 4 gEdyd. S A4 PE% = @89 28 2H
Q Fa clu

ol t}. Include 2 Exclude ¢ v 7}

sy RISA BAS A8t T A Se12Ho
Hes= 74 % 7} 4 2 namespaceSelector o] t}&
< of g

2 Y

spec.remediationAction ¢ FEJUth Z Y 45 A FUch EE wio)
WP s AFdUG RS A AEEY =R H
71 ¥ A9 gy o

spec.severity Ae Al A A & FFEA Be A AR Al A A7
T2 gHYT g S S AS T (R
et EeEY)
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4= A3

spec.minimumDuration 4 FEdUnh @S AR A Fod 71 gk
100h ¢yt o] Wi AP ASAH E =554 &e
Ao g 7h38t7] Aol #4717 (Ah) S AR TS
u 7] ¥ = 342 Golang @] Al 7F 71 7F @ 2] & AHE- 3 ot
ZpA) 8k 82 Golang Parse Duration & 332314 Al
iS

spec.minimumCADuration A Abgk e RISA G E o Z UEE F e

S AA A oW CARJTA T E &
minimumDuration ¢ A}& 5
€8 Golang Parse Duration

A7 Q1A & AEshE ghe A4 I h A g
Y

ru[o
el
BN
ol

>
>

fo

spec.maximumDuration A Abgk ots A Te 2Fske 7|2 A E
SAE AE e e AF U o] WiV =
Golang®] A7k 717+ @4 & Ab& gy ok A4 g W &2
Golang Parse Duration & #2384 A] 2.

spec.maximumCADuration a Abel g o ® A g 2k 712 A E A
ASAE AdstHd g2 AT o] i/
Golang®] A1 7+ 717 @ 4] & A& o A4Al & W
o

Golang Parse Duration & 3z 3}4 A 2.

oo | of

spec.allowedSANPattern e Abgk RIS Aol A & &k & SAN 353 o A 5 of
s Ay ) o] w7l <= DNS o] &£ "l 9
sl 8ol gy o AHA §F 82 Golang Regular

& FEIHHA L.

spec.disallowedSANPattern A AFE) el Z A o] 4 &) 3k SAN &3} & %] a1 A] kol
of st= A2 duth o] M7l 4= DNS o] 55 s &l
It zste] Sl gyt

A3 9l =vle 9= 2 X sk W the SAN J
< 2183 ) 5] 8 51A] ek =SANPattern: "[\\*]"

A & W &2 Golang Regular Expression & & 3+
Z sk Al Q.

2.3.2.2. Q%A A A=

hub Z &2 AFA A F AEZ 7 AAHE Az Fe2Hol A F o] AAFUH AFA
A =2 w A policy-certificate.yaml & Fx34 A L.

A% A A e Belahs Wiol dd A B NS w4 BalE BN 0. AH T LS

A AEZEE FxHA L.

233. IAM Z 3 AE =g
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AM(Identity and Access Management) AA AEZE AHE5ta 3R e IAM Z A4 g+
dHS FAT F dFUTD 4 =5 AAE IAM B A oA AT wiZliFE 7]wre = gt

IAM 38 AEZ= SHLHAAN &

Z2] 2 o &(d: ClusterRole)o] =
FE EUHI UG 2UHHY 711331 2 9

A3 Ao AHgA

cluster-admin ¢Uth. IAM A2 AEEHE 2

Z Kubernetes API A 1] ¢} 413t} #HA] g U] 88 CustomResourceDefinitionsE A}-&31<

Kubernetes APl 332 ZZ314 A Q.

IAM 33 A= B2 Fel2eoA A guch A gL b A8

IAM 3 3 YAML *+=%

IAM 3 3 YAML H| o] &

IAM A3 B E

2.3.3.1. 1AM A 3 YAML =

IAM 7 2] o] T}-3- ol 2| & 2.3 YAML 8] &-9] w7l d+5 HEF

apiVersion: policy.open-cluster-management.io/v1
kind: lamPolicy
metadata:
name:
spec:
clusterRole:
severity:
remediationAction:
maxClusterRoleBindingUsers:
ignoreClusterRoleBindings:

2.3.3.2. IAM 3 3 YAML Ho] &

flo

Aee b uAWS LE FEAA L.

X 23. v/ A s Hol &
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4= A
apiVersion 24 g2yt 72 policy.open-cluster-

management.io/vl = 274 gy}

kind 2 FEJUh 42 58S Jepd e d g2 Policy
Z A FYTH

metadata.name A2yt AA g ALE 2HelE o] 2 YT

spec o gEAdUch Yo gt 4 A FJRE F715
Y

spec.clusterRole Ad A e R UE Y = 1./:E1 o &H(
ClusterRole)i Ut X1 4 5
cluster-admin Yt}

spec.severity A8 At A A S F5EA & A S AR Al Al A 27t
ZE SHYT O v HE S A (R
SFTEEES)
spec.remediationAction A Apeh A S AT FH .
spec.ignoreClusterRoleBindings Ae) Abgl BA S Fel 2 9 npely o] B8 YERY
= At (regex) 3k S5A YT ©] f& Zé i kis=
1

Go regexp 7+ & webof gyt 7
system' 2 A Fsle o]éo]
HPO FAFHU o] &

spec.maxClusterRoleBindingUsers dFFEAULE A S F5eA e Ao 2 73]
A

2333.IAMZ ™ A=

IAM 3 2 A =S B4 policy-limitclusteradmin.yaml & F% 84 A 9. A 3 ] &2 B3t A =
dE = FxHAA L.

AAG WG P AESe S FRIAA L
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234. A NE AEE

AY NE ZEE = sdd LT ol 2o Fojd Aoz A FE HIE JFAFUL. &
m%éﬂﬂéﬂﬂ%%ﬂ%l%ﬂ%%ﬂWEPNm5w%%@§H4JWEﬁﬂ4EE%Q%
PolicySet ¥ Placement = nv}219 3}7] $]3l PlacementBinding & A A 5la] A€l st 2] 2Ho| 7
vl Xg Ut A= A E7L hub S 2Hol vl g Ut}

w3 Aol o A A ES ARl AL 7|E D A v X Fih2E A Fol ALY Th AL A
BE AEAA AL AAHE ZH AEAA Jed Fe|2Hd A o] AL HA FA A= =
FAEUG B3 AE JdEZL = Z A AE XS £3stE Fe2H 9 vt ALt Qg

Z31: Red Hat Advanced Cluster Management 731 1 = A 3] M Eo A= ZE 2H v & A&
U 28 2H a X & ALt A3 FFo] XA v 2de] 25 e F 2 AE uldgd iy
ot S8 2H vl X] ALgel gl A A | 8-S FEAHo A A a2 E Fx4A L.

EER EEPEEELEESELEY EROTRRES

2.3.4.1. 33 A E YAML +x

A2 AEE TS YAML 512 3§41 o

apiVersion: policy.open-cluster-management.io/vibetal
kind: PolicySet
metadata:
name: demo-policyset
spec:
policies:
- policy-demo

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name: demo-policyset-pb
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placementRef:

apiGroup: apps.open-cluster-management.io

kind: PlacementRule

name: demo-policyset-pr
subjects:
- apiGroup: policy.open-cluster-management.io

kind: PolicySet

name: demo-policyset
apiVersion: apps.open-cluster-management.io
kind: PlacementRule
metadata:

name: demo-policyset-pr
spec:

clusterConditions:pagewidth:

- status: "True"

type: ManagedCLusterConditionAvailable
clusterSelectors:
matchExpressions:
- key: name
operator: In
values:
- local-cluster

2.3.4.2. 33 A E Hol &

A

flo

o5 Wil S 8 FESAHA L.

X 24. v/ A Hol &

4= A

apiVersion 25 =yt s g 3kS policy.open-cluster-
management.io/vibetal = 44 gy}

kind A FEPUth A2 F3 & UetiEd ald s
PolicySet ¢ = 4434t}

metadata.name A FEAYT B A gasg Adss ol EdYth

spec e FgEYPUTh B Ao AR AT AR E F71S
Eh=

spec.policies e Abak A A Eo A 3 253 H A E59Y
t}.

2343. A A EAE

apiVersion: policy.open-cluster-management.io/vibeta1
kind: PolicySet
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metadata:
name: pci
namespace: default
spec:
description: Policies for PCl compliance
policies:
- policy-pod
- policy-namespace
status:
compliant: NonCompliant
placement:
- placementBinding: binding1
placementRule: placementi
policySet: policyset-ps

WL FH Ao FAo] FHAME AL AAE JXFAAN L. EF M| ET ZA QYAP 77 H 2%
stable PolicySets, PolicySets-- Stable < <1t A 2 A A 7] A A= F24 A L.

2.35. 482 Aol 34 AEgd AQ(H o4 AL HA e

Mg g A AESAE A4, A g, 1] 2 Julol st U S SEFth Y A=SH <)
YAML 5120 & A4 ste] el 2elo] X d 5 JAFUth ohe AHL B 33 AE S S

2.35.1. 38 A2 Z4

governance-policy-framework gl ZX| E2]d)] = A AEE ZHJAIAE ALFUG. ZA A
EZYE AAsEE g5 dAE g5y

o2 WS A3 sle] governance-policy-framework @ X E 2 & 2| gt}
I git clone git@github.com:stolostron/governance-policy-framework.git

R 270k B ol & Pulol=ste] A=EH AL SR AZ AU AL e W eH
o)

metadata:
name: samplepolicies.policies.open-cluster-management.io
spec:
group: policy.open-cluster-management.io
names:
kind: SamplePolicy
listKind: SamplePolicyList
plural: samplepolicies
singular: samplepolicy
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https://github.com/stolostron/policy-collection/tree/main/policygenerator/policy-sets/stable
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%

Y

mlo
i
L
L
v

EZ¥E ddl°o|Este] SamplePolicy 3 & AT 5 93

for file in $(find . -name "*.go" -type f); do sed -i "" "s/SamplePolicy/g" $file; done
for file in $(find . -name "*.go" -type f); do sed -i "" "s/samplepolicy-controller/samplepolicy-
controller/g" $file; done

e 9AE gustel 44 AEE S O Adstz AP

Zej g gy,

AH8-A} olo] & A 3k th-2 Configure client £ 28 g}

T4 ARE BAlele] HEHZo] 223 Enter 7] 2 321t}

9& 99 e daslel 44 CRDE #8313 A=E S A 2ghrh

export GO111MODULE=0n
kubectl apply -f deploy/crds/policy.open-cluster-management.io_samplepolicies_crd.yaml|
export WATCH_NAMESPACE=<cluster_namespace_on_hub>

go run cmd/manager/main.go

AEEY7TA3E S Yehll= d= 90 2A1E 5 54

{“level”"info”,"ts”:1578503280.511274,”"logger”:"controller-
runtime.manager”,”"msg”:"starting metrics server”,”path”:”/metrics”}
{“level”"info”,"ts”:1578503281.215883,”logger”:"controller-
runtime.controller”,”"msg”:"Starting Controller”,”controller”:”samplepolicy-controller”}
{“level”"info”,"ts":1578503281.3203468,”logger”:"controller-
runtime.controller”,”"msg”:"Starting workers”,”controller”:”samplepolicy-controller”,
count™:1}

Waiting for policies to be available for processing...

worker

Nl

B AR AEEANN FAL QM Fe] e o] A
Fud oo 9Ee dAg .

_l?;'t,

2 A g

_] i

I kubectl apply -f deploy/crds/policy.open-cluster-management.io_samplepolicies_crd.yaml
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o] 44 HW AR Jo] AEENA FA S BT FAY LS ekl
AR 7 EAFUT WAR = T W8T FARI

{"level":"info","ts":1578503685.643426,"logger":"controller_samplepolicy","msg":"Re
conciling SamplePolicy”,"Request.Namespace:"default","Request.Name":"example-
samplepolicy"}
{"level":"info","ts":1578503685.855259,"logger":"controller_samplepolicy","msg":"Re
conciling SamplePolicy”,"Request.Namespace:"default","Request.Name":"example-
samplepolicy"}

Available policies in namespaces:

namespace = kube-public; policy = example-samplepolicy

namespace = default; policy = example-samplepolicy

namespace = kube-node-lease; policy = example-samplepolicy

5 W8S APste] A8 £ AT R g dH 2=5 FIF
I kubectl describe SamplePolicy example-samplepolicy -n default

=9

o W83 AR Yo

flo

status:
compliancyDetails:
example-samplepolicy:
cluster-wide:
- 5 violations detected in namespace “cluster-wide’, there are 0 users violations
and 5 groups violations
default:
- 0 violations detected in namespace "default’, there are 0 users violations
and 0 groups violations
kube-node-lease:
- 0 violations detected in namespace "kube-node-lease’, there are 0 users
violations
and 0 groups violations
kube-public:
- 1 violations detected in namespace "kube-public’, there are 0 users violations
and 1 groups violations
compliant: NonCompliant
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SamplePolicySpec < 316l 1o} YAML 5o A =8 F/HHch AFEe o
Mg fAHE 5 Aau,

I spec:
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description: SamplePolicySpec defines the desired state of SamplePolicy
properties:
labelSelector:
additionalProperties:
type: string
type: object
maxClusterRoleBindingGroups:
type: integer
maxClusterRoleBindingUsers:
type: integer
maxRoleBindingGroupsPerNamespace:
type: integer
maxRoleBindingUsersPerNamespace:
type: integer

dlo] =g .

A AEEHE AP35 A =2 & AH8-31 samplepolicy_controller.go 3 o]
A] PeriodicallyExecSamplePolicies 3% ¢ €l ¢] 3 o}. Periodically
ExecSamplePolicies @ = 9] o] & 1 2] stolostron/multicloud-operators-policy-
controller & F=34 Al 2.

A AEZY7t 25 FU o

2.35.2. 28 2HJ AEEH L

A2 AR AR AEEHE FYL2H w253 I AEEHE g A RESY FFHFYUL o
S GA=E A5

o BE e AYste] A AES oA E W= F .
make build
docker build . -f build/Dockerfile -t <username>/multicloud-operators-policy-controller:latest

o

2 HH S APl o|n X E AT HEAEHE YRYUL oS Eo] S HH
8 3lo] o] =] = Docker Hub= F A g t}.

/‘x__l
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https://github.com/stolostron/multicloud-operators-policy-controller/blob/master/pkg/controller/samplepolicy/samplepolicy_controller.go
https://github.com/stolostron/multicloud-operators-policy-controller/blob/master/pkg/controller/samplepolicy/samplepolicy_controller.go#L208
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docker login

docker push <username>/multicloud-operators-policy-controller

3.

Red Hat Advanced Cluster Management for Kubernetesoll ] 32 5l+= S8 2HZ 713

71 == kubectl & A g},
4,

712 AF ol A o] & A8 == Operator vl Y| 2 E & WA 5l5L A S A
& ol 25 delolEdU T vl &3 o] &= 2] 2H Lﬂ%‘éﬂl o] Zaofof gt} ﬂHLMLé
EE o g3 AL

sed -i " 's|stolostron/multicloud-operators-policy-controller|ycao/multicloud-operators-policy-
controller|g' deploy/operator.yaml
sed -i " 's|value: default|value: <namespace>|g' deploy/operator.yaml
5.
o& 9% ¢ 433t RBAC &< gdol =gt
sed -i " 's|samplepolicies|testpolicies|g’ deploy/cluster_role.yaml
sed -i " 'slnamespace: defaultjnamespace: <namespace>|g'
deploy/cluster_role_binding.yaml
6.

T BE e dAstel 22 Aul= AR S AFE .
I kubectl apply -f deploy/service_account.yaml -n <namespace>
o3 ¥ S 41331 Operatorel 0l g RBACS 2 A .

kubectl apply -f deploy/role.yaml -n <namespace>

kubectl apply -f deploy/role_binding.yaml -n <namespace>

oX
2

=g70 g RBACE 243t gg Bde 4

osT_'
d
k3
T

kubectl apply -f deploy/cluster_role.yaml
kubectl apply -f deploy/cluster_role_binding.yaml
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2 A ste] CRDAIEA B ol 242 g o))E A et

=

kubectl apply -f deploy/crds/policies.open-cluster-
management.io_samplepolicies_crd.yaml|

t}g 432 23] 31 multicloud-operator-policy-controller

& W E o
kubectl apply -f deploy/operator.yaml -n <namespace>

ohe 9

=

AYstel AEE 7L F5eheA FATU

kubectl get pod -n <namespace>

AEZHNN RUHPT AL APt A AESHE S0k G AT NS
L FEoA FHH Bt AA AL FZIAHA L.

23521. AEEZ | ¥ =AY

38 AESY MTE A4 = AAS AAHA SEUTL TS 2AAGshe] MEI 4§ E
FEE JUolET F YFUth B BAE SR F
1.
#el g Fe el 223t
2.

AHgAL o] AR AEEe o] WL o] 5T

=
ql
i

J (
o)
i)
k3
k)

L EE 07 9] Pod= 33314 A 2 A o]z} vl =71 v]| @A kg Yt
Hj| 3Z o] o] 3 z}A| 3 ] -&-2 OpenShift Container Platform uj 3

g Fx3hiA 2.

39 A7t 220l ME L SFAYS UL AE A AES S SAFUh A4 )
g 4a Anse s FEaiAQ
2.4. B} A}
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https://docs.openshift.com/container-platform/4.10/applications/deployments/what-deployments-are.html#deployments-kube-deployments_what-deployments-are
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B A AL E3eto] AA AZ oA AR AR 4L AQstel st ol 14 £ EE,
Aol FHel el @ Ao 274§,

ohe B B S BEehE B Totua e,

AEEUEREESEEDESEEE S

cEREL

24.1. Al EF7| ¥ Ak = R Ak =7 &

il

o

Gatekeeper=0OPA(Open Policy Agent)=S A} &3} 23 5= CRD(AI&AF A 9] g]42 A 9]) 7] vt
AAZ ALste A5 A FAYUG AICIE 73 = Al EFH A F A S AHg-sto] S22Hol| A
A& F AFHUT Aol EF| ¥ A A& AHE-5le] Kubernetes 2] 42 A Eeo|d 25 H71E F dFU T
OPAS A dld o=z 8313 A3 o] = Regos A& 5= JFUh

Aol E7] 3 A A2 Red Hat Advanced Cluster Managementoi] A Kubernetes +4 3o 7 YA
AU Aol EF]H A A= Ak =71 F &=l (ConstraintTemplates) 2 A ¢k =71, 74 IEE, 52
HZ 3 o] ¥3gd Ut} AAI S Y 8-S Gatekeeper 2=EH g A B8 = FZ4HA Q.

—

Red Hat Advanced Cluster Management:= Gatekeeper& # @ 3.3.02 #9131 Red Ha
Advanced Cluster Management gatekeeper Ao A o} S 2+ At 274 =2 S A &

=4

=

Ut

ConstraintTemplates 2 #| ¢} =7 : policy-gatekeeper-k8srequiredlabels & 3] -& A}1-8-3}
of Az S EHAA Al ETH Aok 21 AERAS AT

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: policy-gatekeeper-k8srequiredlabels
spec:

remediationAction: enforce # will be overridden by remediationAction in parent
policy

severity: low

object-templates:

- complianceType: musthave
objectDefinition:
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https://github.com/stolostron/policy-collection/tree/master/community
https://github.com/open-policy-agent/gatekeeper#gatekeeper
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apiVersion: templates.gatekeeper.sh/vibetat
kind: ConstraintTemplate
metadata:
name: k8srequiredlabels
spec:
crd:
spec:
names:
kind: K8sRequiredLabels
validation:
# Schema for the ‘parameters’ field
openAPIV3Schema:
properties:
labels:
type: array
items: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8srequiredlabels
violation[{"'msg"': msg, "details": {"missing_labels": missing}}] {
provided := {label | input.review.object.metadata.labels[label]}
required := {label | label := input.parameters.labels[ ]}
missing := required - provided
count(missing) > 0
msg := sprintf("you must provide labels: %v", [missing])
}
- complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vibeta1
kind: K8sRequiredLabels
metadata:
name: ns-must-have-gk
spec:
match:
kinds:
- apiGroups: [""]
kinds: ["Namespace']
namespaces:
- e2etestsuccess
- e2etestfail
parameters:
labels: ["gatekeeper"]

7ZHA} "1 =381 : policy-gatekeeper-audit S A}8-3lo] 7|9 22 d A S 7R 51H7] sl &
SH=AlolE 719 Ao gisl] 7| H o2 7|E g A2E 9135t FrHg o

apiVersion: policy.open-cluster-management.io/v1

kind: ConfigurationPolicy

metadata:
name: policy-gatekeeper-audit

spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
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object-templates:
- complianceType: musthave
objectDefinition:

apiVersion: constraints.gatekeeper.sh/vibeta1

kind: K8sRequiredLabels

metadata:
name: ns-must-have-gk

status:
totalViolations: 0

%<l ¥ =32: policy-gatekeeper-admission 2 A}-&3}lo] Alo] E7] ¥ %<1 Webhookol] €]
3 AAdEHE=E ZEE AL 3.

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-admission
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: mustnothave
objectDefinition:
apiVersion: v1
kind: Event
metadata:
namespace: openshift-gatekeeper-system # set it to the actual namespace
where gatekeeper is running if different
annotations:
constraint_action: deny
constraint_kind: K8sRequiredLabels
constraint_name: ns-must-have-gk
event_type: violation

Z4A 3 ) &2 policy-gatekeeper-sample.yaml 2 3314 A 9.

tE g H Bl e AT NEe T A Bel S FRSAA Q. uek =99 =0 It A S
SRR SRR =S NRES

24.2. 33 A7)

A A WA 71= Kustomize= A} 351 Kubernetes A 2 & Red Hat Advanced Cluster
Management for Kubernetes oll Z&| A o] A glo] ZAlo]|F B ATHE AT =9 AT,
Kustomize & A}-£-3}o] Kubernetes % 2 -8 Red Hat Advanced Cluster ManagementZ A A g t}.
A A M A 7]= Kubernetes v U 3| 2~ E YAML 1< o) 4] Kubernetes 3 3-8 Red Hat Advanced
Cluster Management= 2 =3} += d] A8 5 & PolicyGenerator v U 2~ YAML 319 -$& 53] A4

== o

40


https://github.com/stolostron/policy-collection/blob/main/community/CM-Configuration-Management/policy-gatekeeper-sample.yaml
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Ut 33 A4 7]= Kustomize A4 7] S8 22102 &g} Kustomized] o g zpAl gt ) &2
Kustomize A 4 & =34 A 2.

o] Red Hat Advanced Cluster Management ¥ @ o] S A 3 A A 7)== v1.8.04 Yt}

2.4.21. A2 WA7] 715

A3 A4 7] 2 Red Hat Advanced Cluster Management o Z&] A o] A g}o] ZAlo]Z A B~ A
GitOps<} 9] 532 Red Hat Advanced Cluster Management 3 3 2 53 Kubernetes @] 42 9 H 3]
EE & OpenShift Z2]2-€ 9 Kubernetes 22| 2Ho ml £ 4= J == 3o 53] F 3 A
4715 A&k v AY S gyt

(=

2 = Kubernetes v U3 2~ E 3192 Red Hat Advanced Cluster Management 4 4 =]
° 72 |

A4 € Red Hat Advanced Cluster Management g & o] 4+¢] 5] 7] Ao ¢4 & Kubernetes
U 2~EE X

Kubernetes-¢ Red Hat Advanced Cluster ManagementS 53l Gatekeeper 2 Kyverno
A3 glute] ds] B2 5 A F7h 74 AL AT

hub 2 2Edlx F A AES AAFUT. A B N E&L P2 A= A=) 2 F2aA
Al Q

i )

FA1 A <.

[0

AA G R E-L o ol the FAZ Sl

e ER RS

OperatorS A x]3}17] 913 A2 QA

OpenShift GitOps= 4 x| 3}= & 2

oX
B

Compliance OperatorS A X] 5} +=
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https://kustomize.io/
../../html-single/applications#applying-kustomize
../../html-single/governance#kubernetes-configuration-policy-controller
https://open-policy-agent.github.io/gatekeeper/website/docs/
https://kyverno.io/
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OpenShift GitOps(ArgoCD)ell A2 A Al 7] A X]
CEREHEXE =S DE:

2422 . AR A7 A +F

A A A A 7] = PolicyGenerator 5+ 2 policy.open-cluster-management.io/vi APl ¥} & 9] v Y
H2E & A% Kustomize A 7] = E—]:l 21U},

%—E—] 1?1% AHg-351# A kustomization.yaml 3} ol generators 2 A& 3715l A1 &gy} oS

generators:
- policy-generator-config.yaml

o] A o Ao 4] F=3}= policy-generator-config.yaml 31212 A A3 A A o] 2] H o] £3HA YAML

sAgch 2ee Z 3 A7 74 e the ol o} fAbg o

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:

name: config-data-policies
policyDefaults:

namespace: policies

policySets: []
policies:

- name: config-data

manifests:
- path: configmap.yaml

configmap.yaml 2 & @ o] g3 Kubernetes v U~ YAML 39S Jepd U, o3 A=
ol 3t}

apiVersion: v1
kind: ConfigMap
metadata:
name: my-config
namespace: default
data:
key1: valuei
key2: value2
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https://kubectl.docs.kubernetes.io/references/kustomize/kustomization/

A4 € Policy + PlacementRule 2 PlacementBinding = $H7] t}2- ol ¢} AU o).

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-config-data
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions: []
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-config-data
namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-config-data

subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy

name: config-data
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:

annotations:

policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53

name: config-data

namespace: policies
spec:

disabled: false

policy-templates:

- objectDefinition:

apiVersion: policy.open-cluster-management.io/v1

kind: ConfigurationPolicy
metadata:
name: config-data
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
data:
key1: value1
key2: value2
kind: ConfigMap

2. AMa s
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metadata:
name: my-config
namespace: default
remediationAction: inform
severity: low

ZHA| 3 | 82 policy-generator-plugin 2] X g 2] & J X34 A 2.

2.4.2.3. OperatorE A x]5}7] ¢]3 F 2 AA

Red Hat Advanced Cluster Management 3 2 2 dul# © & Al8-3l+=
OpenShift 2 2~ g 9] Operator= A x| 3l= AUt thgs A3 v = A
sl g

2.4.2.3.1. OpenShift GitOpsE A x| 3l= A 2|

o] dA A= A WA 7] S A& 31 OpenShift GitOpsS A X 3l= AL WA= WHE L 1w
% Ut} OpenShift GitOps Operator= == 1 ¢/ =5 o] ~ A A R =2 AFguth WA o3 oA 2
o] openshift-gitops-subscription.yaml ¢|g}= A B 23 H A v 3| 2 E 91U -5 A A3 oF ).

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

E A4 v] A 2] Operatoro] A3 A TS v/ H ¢ 2 28 371 5= A5} . spec.startingCSV:
openshift-gitops-operator.v<version > . &It ;version& gt; 2 7| 2 vjd o 2 vl ).

t}2-© 2 policy-generator -config.yamlo]2l= A3 A 7] 74 gdo]l daguUth. g2 de= &2
E OpenShift #g] 2 & 2 € o] OpenShift GitOps= A x5l @ A AL HoF ).

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:

name: install-openshift-gitops
policyDefaults:

namespace: policies

placement:

clusterSelectors:
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https://github.com/open-cluster-management-io/policy-generator-plugin
hhttps://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html/operators/administrator-tasks#olm-installing-operator-from-operatorhub-using-cli_olm-adding-operators-to-a-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html/operators/administrator-tasks#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster

vendor: "OpenShift"
remediationAction: enforce
policies:
- name: install-openshift-gitops
manifests:
- path: openshift-gitops-subscription.yaml

= 9 3t vl x| 5} 91 Y 2 kustomization.yaml 312 ¢} 1] o}. kustomization.yaml 3} o] =
a3

generators:
- policy-generator-config.yaml

AR B e e HAFH FAFU .

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-install-openshift-gitops
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: vendor
operator: In
values:
- OpenShift
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-openshift-gitops
namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-install-openshift-gitops

subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy

name: install-openshift-gitops
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration

27 AWd A
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policy.open-cluster-management.io/standards: NIST SP 800-53
name: install-openshift-gitops
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-openshift-gitops
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialpha1
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
remediationAction: enforce
severity: low

2] 8 o] OpenShift Container Platform A\ X o4 Al ZH = 2 E AL A QA 7| o35 &4
3] A1 4 Y} OpenShift Container Platform 2 g A4 o A x4 += YAML ¢ & 9] o} oA = &<l s}

AAIL.

[ ]

AR F 2928 49
[ ]

A= A 74
[ ]

EAL A 2ERlo g 20 A AR

ZHA) 3 U] 22 OpenShift GitOps @ Operator A A o] & F XA L.

2.4.2.3.2. Compliance OperatorS A x| 3}+= A )

] ¢/ ~Fjo] 2~ H AR R =E AE-5l+= Operatore] 7 Compliance Operatore} 72o]
OperatorGroup Wl 2 E = ¥ @ gt} o] o A o] A = Compliance Operators A x| 3t= A4 A 3
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https://docs.openshift.com/container-platform/4.10/post_installation_configuration/cluster-tasks.html
https://docs.openshift.com/container-platform/4.10/security/audit-log-policy-config.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html/logging/cluster-logging-external#cluster-logging-collector-log-forwarding-about_cluster-logging-external
https://docs.openshift.com/container-platform/4.10/cicd/gitops/understanding-openshift-gitops.html
https://cloud.redhat.com/learn/topics/operators
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html/operators/administrator-tasks#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster

2. 7Ama

AR vl = o] 271 = YAML 3+, ] B2~ 3 /4 9 compliance-operator.yaml o] 2}=
OperatorGroup vl U=l ~E S s oF gyt o3 A A= ol & & vy s] =EE compliance-
operator Y] ] 23 o] o] A X gt}.

apiVersion: v1
kind: Namespace
metadata:
name: openshift-compliance
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: release-0.1
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
targetNamespaces:
- compliance-operator

t}2-© 2 policy-generator -config.yamlo] 2= A 3 A A 7] 74 5do] I e Ut o2 A=
2 E OpenShift &8 2] 2¥ o) Compliance OperatorsE A x| 3= @ A AL B oFU ).

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:
name: install-compliance-operator
policyDefaults:
namespace: policies
placement:
clusterSelectors:
vendor: "OpenShift"
remediationAction: enforce
policies:
- name: install-compliance-operator
manifests:
- path: compliance-operator.yami
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= 9 3t vl x| 5} 91 2 kustomization.yaml 3+ ¢} 1 o}. kustomization.yaml s} o] o3 A o] &

23T

generators:
- policy-generator-config.yaml

A ow A4 AL e A% FAHsIoF G,

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-install-compliance-operator
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: vendor
operator: In
values:
- OpenShift
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-compliance-operator
namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-install-compliance-operator

subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy

name: install-compliance-operator
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
name: install-compliance-operator
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
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kind: ConfigurationPolicy
metadata:
name: install-compliance-operator
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-compliance
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialpha1
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: release-0.1
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vi
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
targetNamespaces:
- compliance-operator
remediationAction: enforce
severity: low

ZHA) 3 U] 82 Compliance Operator A A & JFx314] A &.

2.4.2.4. OpenShift GitOps(ArgoCD)dl] A 2 WA 7] A X

ArgoCD £ 7]uto 2 3= OpenShift GitOps = A1-&-3lo] GitOpsE 53l A3 WA S AT F =
AFU T B2 A A 7] 71 OpenShift GitOps Z € o] o]v]| R o] Abd X =R gorz AR ALEA} A
Aol A3t 34 X E 93] OpenShift GitOps Operator 7} Red Hat Advanced Cluster
Management hub 2] 2 g A x| 5 o] hub Z& 2Hd| &2} g}

OpenShift GitOps7} KustomizeE 243 & v Z 3 A 7] AA 2T 5 Y= Init Container=
Red Hat Advanced Cluster Management Application Subscription Z1 €] o]\ o] 0] x] o] 4] Kustomize
£ 219 3= OpenShift GitOps el oY 2 A 2 44 7] volul el & HAlslof Fuich A& )&
PodZ vl i3} 7] # o] Init Container= Al-&3}a] 92 4813 t}. =3 KustomizeE 23 & of -

49


https://docs.openshift.com/container-platform/4.10/security/compliance_operator/compliance-operator-understanding.html
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https://docs.openshift.com/container-platform/4.10/cicd/gitops/installing-openshift-gitops.html
https://docs.openshift.com/container-platform/4.10/nodes/containers/nodes-containers-init.html
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enable-alpha-plugins =2 & Al 33 == OpenShift GitOpsS F+A &l oF Fuc}. b3 BH S A18-3)
o] OpenShift GitOps argocd ¢ B4 E H -2 A 23 o}

I oc -n openshift-gitops edit argocd openshift-gitops

a8 o8 g 371 YAML 2812 2 ¥ 38 E OpenShift GitOps argocd ¢ B A EE A 3]},
N 28 52 v 2] Red Hat Advanced Cluster Management’} 22| 253 J 3 AAA 7| E HA vj@A o
=2 o] E3# 4 Init Containerol] 4] A}-8-3}+= registry.redhat.io/rhacm2/multicluster-operators-
subscription-rhel8 o] n] X = H A gl 22 ¢ulo] Edjo} FUr}. t}-& oA S K3 < version > 2.5 &
+ ¥93}+= Red Hat Advanced Cluster Management ¥ A © 2 w A3},

apiVersion: argoproj.io/vialpha1
kind: ArgoCD
metadata:
name: openshift-gitops
namespace: openshift-gitops
spec:
kustomizeBuildOptions: --enable-alpha-plugins
repo:
env:
- name: KUSTOMIZE_PLUGIN_HOME
value: /etc/kustomize/plugin
initContainers:
- args:
--C
- cp /etc/kustomize/plugin/policy.open-cluster-
management.io/v1/policygenerator/PolicyGenerator
/policy-generator/PolicyGenerator
command:
- /bin/bash
image: registry.redhat.io/rhacm2/multicluster-operators-subscription-rhel8:v<version>
name: policy-generator-install
volumeMounts:
- mountPath: /policy-generator
name: policy-generator
volumeMounts:
- mountPath: /etc/kustomize/plugin/policy.open-cluster-management.io/v1i/policygenerator
name: policy-generator
volumes:
- emptyDir: {}
name: policy-generator

OpenShift GitOpsol| ] B3 A7 & A8 4 J 2= = Red Hat Advanced Cluster
Management hub S 2] ZHox Z 2 & AT 5 &= OpenShift GitOpsoll A A2 Hgho] Fof 5 ofof
St AA, 2171, Aol E, AkA] FF 2 ul ] o] A A 23 4= 2)= openshift-gitops-policy-admin o]
#}= t}L ClusterRole 8] 222 A A3 ). ClusterRole & t}& o 9} §A18 4= 95Ut

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
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name: openshift-gitops-policy-admin
rules:
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- policy.open-cluster-management.io
resources:
- policies
- placementbindings
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- apps.open-cluster-management.io
resources:
- placementrules
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- cluster.open-cluster-management.io
resources:
- placements
- placements/status
- placementdecisions
- placementdecisions/status

=3 ClusterRoleBinding ¢ Y A E £ X A 3}o] OpenShift GitOps A 1] 2 A A AA 2= AT
openshift-gitops-policy-admin ClusterRole ¢l -« g1}, ClusterRoleBinding 2 t}- &l &29 #
Atg = AU

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
subjects:
- kind: ServiceAccount
name: openshift-gitops-argocd-application-controller
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namespace: openshift-gitops
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: openshift-gitops-policy-admin

24.25. 33 A7 +4 Fx HElolE

y] ¢ 23 o] 2 = A €] 3} policyDefaults 4] A o]

i —
=

apiVersion

complianceType

kind

metadata

metadata.name

placementBindingDefaults

placementBindingDefaults.name

policyDefaults

policyDefaults.categories

policyDefaults.controls
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g= v

policyDefaults.consolidateManifests A Abgk ol g A &t G A oA P H = EE iy
2Ed i3] @ 4 A S Aok A FAF
Yrtt.false = 2w vivs 2EQ 4 g2 o] A
A"y 71 208 trued Yok

A A ek A o] YutE Ao EVH AH ujU 3 ~E
2z o}‘_ 3¢ Red Hat Advanced Cluster

Managemento A A 2 9]ub-& wro W 7t 4 4
A g AN oF st=A AR T 71232 trued Y
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policyDefaults.informGatekeeperPolicies

i e

Bu

policyDefaults.informKyvernoPolicies A9 A1k A A o] Kyverno A & v YH| ~EE 3335}
= 7% Kyverno A 2 & 949tg ] Red Hat Advanced
Cluster Managementol] A & 2 968 4=215}17] 9] 3
27b 24 A2 Aok A AR FITh ) Bk

2 true Yt}

policyDefaults.namespace 7 FEdUth BE Ao Udzdo] =Yg Yth

policyDefaults.placement Ae) Apgk Ao gk v 2] FAAYY T 7 Ee 2
€ ZH2E dA = A AU

placement.clusterSelectors Mg Abek ohg- 3 2 <l key:value 3 2] o = ZF 2] 2~ F

e 715 A ojste] mj X & A G 71 L & A
7 3t ¥ placementRulePath & 3 %314 A <.

placement.name e Abgk Fd g S 2H A7 E 23sk= WA
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placement.placementRulePath e Abgk: 71 i 2] 2 & A A s

kustomization.yaml 51 & 7|F0 & of 7)o A =
E AZ I o] v A & 7 EA 02 BE A
A AR U TE A B RS A A sk
clusterSelector = 3% 314 A 2.

policyDefaults.remediationAction e Abg g A o] 4 MAYS AU v g
ZAA Al 2 AR Qo 7 252 inform ¢ Y o).

policyDefaults.severity Al gk A A uke] Azb=d Ut 712z low
Yt
policyDefaults.standards e 218 policy.open-cluster-

management.io/standards 4] o] A}-8-& %= uj
dAyh 71 23S NIST SP 800-53 < v th

Policies 2 g2yt 71 27 == policyDefaultsol] A
BE ol g A o)} A AL A 55
Jych.
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S =1 A

policies[ ].manifests 25 =AYyt A Ao 23 Kubernetes 9 H 7]
U AE S5t

policies[ ].name F FEJUTE AT F ] o] Yt

policies[ ].manifests[ J.complianceType A A m U 2ES S LF 0] L HAES v
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Kubernetes 74 A A= e E vl xe) AH83 A9 4ol S s L ch vme AHg F42
AHg-ste] Wl me] B AFY ASFS A BSAL A BFUTH A4 @ U182 Kubernetes ¥4 9 7 5

Ag F=sAA L.

oo Ao vl 2] AHE F A Fxo g5 AAS] dolR A Q.

[}

v el AHgw A F YAML &
[}

W 2.2 AL 3 o] &
[}

vxe] A F A AE

2521, W22 ALL 2 A YAML -3

vl 22 A QAL oS YAML 3 3} A1 ot

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-limitrange
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind:
metadata:
nhame:
spec:
limits:
- default:
memory:
defaultRequest:
memory:

type:
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https://kubernetes.io/docs/concepts/policy/limit-range/
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2.5.2.2. V| 28] AHEF A A Hola

3 —
=

apiVersion

kind

metadata.name

metadata.namespaces

spec.namespace

remediationAction

disabled

spec.complianceType

spec.object-template

2523 W2 AL AH A=z
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=541 A .
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A Z-2 B4 policy-limitmemory.yaml
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https://github.com/stolostron/policy-collection/blob/main/stable/SC-System-and-Communications-Protection/policy-limitmemory.yaml
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W zsol 2 g A

2531. dd s o]~ FA YAML +x

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-namespace-1
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
kind:
apiVersion:
metadata:
name:

2.5.3.2. v g =3o] 2 A A YAML gl o] &

o

RS

3414 2.

2% 7wd

<

4= A

apiVersion 25 =y} kS policy.open-cluster-
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kind o FEIUh A2 §3 & et ¥ kS Policy
2 AT

metadata.name o AUt 44 fass st oledud

metadata.namespaces

2
)
S
>
o
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spec.namespace

remediationAction

disabled

spec.complianceType

spec.object-template
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https://github.com/stolostron/policy-collection/blob/main/stable/CM-Configuration-Management/policy-namespace.yaml
https://github.com/quay/container-security-operator
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olulA] P A AL A4 A=A AR Foll FEsHA FFUT

olw|#] F ok A =2 IBM Power % IBM Z o}7] gl X o)l A A A = A] &Yt Quay
Container Security Operator & A}-8-34 t}. container-security-operator 2| ] 2~ E 2] 9|
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olmlx] # ok A YAML 72
[}

olulx] 7ok A4 YAML ¥l o] 2
[}

2.5.41. olu]A] HeFH A=A YAML +=%

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-imagemanifestvulnpolicy
namespace: default
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: DE.CM Security Continuous Monitoring
policy.open-cluster-management.io/controls: DE.CM-8 Vulnerability Scans
spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name:
spec:
remediationAction:
severity: high
object-templates:
- complianceType:
objectDefinition:
apiVersion: operators.coreos.com/vialpha1
kind: Subscription
metadata:
name: container-security-operator
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https://github.com/stolostron/grc-ui/blob/main/src-web/components/common/templates/spec-imagemanifestvuln.yaml
https://operatorhub.io/operator/project-quay-container-security-operator
https://quay.io/repository/quay/container-security-operator
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hamespace:
spec:
channel:
installPlanApproval:
name:
source:
sourceNamespace:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name:
spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion: secscan.quay.redhat.com/vialpha1
kind: ImageManifestVuln # checking for a kind
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-imagemanifestvulnpolicy
namespace: default
placementRef:
name:
kind:
apiGroup:
subjects:
- hame:
kind:
apiGroup:
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-imagemanifestvulnpolicy
namespace: default
spec:
clusterConditions:
- status:
type:
clusterSelector:
matchExpressions:
[1 # selects all clusters if not specified

2.5.4.2. olu]x] H°kd 4 A YAML g o] 2
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71 €} Kubernetes . B4 E & 1} ¥ 51 o] AFEgU T}

254.3. olvlA Fokd B A

policy-imagemanifestvuln.yaml & Z=34A| 2. AT Y] &2 B A2 A& FXIFHA L.

TA AEZYA 2 UHHSI= g2 74 F 2 S vl Kubernetes 74 A A AEE8 S Fx3
AA L.

2.5.5. Pod A &
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https://github.com/stolostron/policy-collection/blob/main/stable/SI-System-and-Information-Integrity/policy-imagemanifestvuln.yaml

Red Hat Advanced Cluster Management for Kubernetes 2.5 7] 8]\ 2
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2.5.5.1. Pod 4 & YAML =

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-pod
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: Pod # pod must exist
metadata:
hame:
spec:
containers:
- image:
name:
ports:
- containerPort:

2.5.5.2. Pod A 3 " o] &
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disabled g2 gzl yt) +< true == false = 23 gt}
dlsabled N S A AL 24 sheta v 24 8 s)

spec.complianceType 45 gEY Ut 32 "musthave” = 47 3o
spec.object-template e Abg el S 2Eel Frbsk g A 88l of sk
71€} Kubernetes ¢ B4 E & 1} 4 8} o] AL83 ).

2.5.5.3. Pod 3 3 A&

AF WZ2S B9 policy-pod.yaml & F x4 A £.

32 1Y Kubernetes 14 A4 2AEEHE Fx38}
FxsHHA L.

2.5.6. Pod 2 QI A3 A

Kubernetes 74 A3 AEZ#+= Po
. AHA|

BF 9 ZeHE RUH P g Pod Bt A g 283}
o] Pod & ZE oY & BE P 2o,

dy
3§ % Kubernetes %4 2] Pod  9F 3§ 2 3
the A o] Pod Bt A A Fxo sl AAS] LolRAFA L.

Pod B¢t A3 YAML =
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Pod B¢t A3 Hol&

2.5.6.1. Pod B¢ A= YAML ++%

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-podsecuritypolicy
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: PodSecurityPolicy # no privileged pods
metadata:
hame:
annotations:
spec:
privileged:
allowPrivilegeEscalation:
allowedCapabilities:
volumes:
hostNetwork:
hostPorts:
hostIPC:
hostPID:
runAsUser:
rule:
selLinux:
rule:
supplementalGroups:
rule:
fsGroup:
rule:

2.5.6.2. Pod 2 < J 3 Hlol &

i —
=

(17
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i —
=

apiVersion

kind

metadata.name

metadata.namespaces

spec.namespace

remediationAction

disabled

spec.complianceType

spec.object-template

2.5.6.3. Pod Bt B4 ME

AZ AL »aH policy-psp.yaml &

]_-o

27 AWa 2

25 =y} kS policy.open-cluster-
management.io/v1 = A3 g}

A5 FEAdUnh. A - < veh 2 E -2 Policy
24434

A FEJAUTH Z A L2222 AEste o] EYU
e Aha

P FEPYh G Ao A& E S e 2E Y9
Ul 2ol gyt A o) 48 dP s o] X <l
ot g w7l 4= ghS o 2 sy ok exclude v 7l A 4=
AL AR LR godd e s ol
2 AP F: A AESe 9] 2B E ¥ F
o A G =Hol A= 4 A g
Hlo] 28 Holgyth

e

A ek A RS A G i g2 A
A Al 2 AR QY

¢ FEAYTh whe true E=false = 44 Fuoh
disabled v} /| ¥ == A W& 34 5} 5} 77 v B4 55}
=758 AFdyh

3 2=
25

o

FE U 3k-S "musthave” = 44 ok

Ae] Abeh e] F8 2E o HrhetA Y A &3] oF k=
71€} Kubernetes ¢ B4 E 2 1}Y 51 o] A}-&3u).

=S A 0. A NG A 4D Bl g B A

AEZYOA TUHP = v 74 F 3L v d Kubernetes 74 33 AEEHE F234A

}_-o

2.5.7. 98 A

Kubernetes 74 A3 #
9] 9

g olstel Zej el o] 57

o [

=

2 93 FF 9 e S U H ). object-template o4 G T2
Eiiae b e R R
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EEREEELEE RS EE RS BENTRRER

[ ]

g A3 YAML +=
[ ]

g AF HolE
[ ]

25.71.938 A3 YAML +x

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-role
namespace:
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: PR.AC Identity Management Authentication
and Access Control
policy.open-cluster-management.io/controls: PR.AC-4 Access Control
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-role-example
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
namespaceSelector:
include: ["default"]
object-templates:
- complianceType: mustonlyhave # role definition should exact match
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: sample-role
rules:
- apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ["get", "list", "watch", "delete","patch"]
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
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metadata:
name: binding-policy-role
namespace:
placementRef:
name: placement-policy-role
kind: PlacementRule
apiGroup: apps.open-cluster-management.io

subjects:
- name: policy-role
kind: Policy

apiGroup: policy.open-cluster-management.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-role
namespace:
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"
clusterSelector:
matchExpressions:

f

25.7.2. 93 AR Hol&

4= A
apiVersion 25 =y} kS policy.open-cluster-

management.io/vl = 274 gy}

kind A FEAYT B4 £33 & vehi | g2 Policy
PSSR
=

metadata.name A5 FEJUth A L5 A= ol e Yy th
metadata.namespaces e Abak

spec.namespace
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2= L
disabled g2 gz lyt) < true == false = 23 gt}
dlsabled R RS NS P R B RS BTt R S B R

=75 S AFTIYUL.

2= 3=l t} 72 "musthave” = 4 4 & o

spec.complianceType
spec.object-template e AL el Fe2El Frtsk g A8
71€} Kubernetes ¢ B4 E & 1} Y 3} o }% ; [RR=

2573. 93 A A=
U g o g =

Zel2H9 54 gl g 23 AdS A5 A AT ZAL 48
AG e o & 7uk oA 2 Alo] & BN 2. A8 FF 9] A E2 el Frich. policy-role.yaml
= BEFYA L.

R g R R 5'&3]?3‘}% ol ot A g2 4 A4
B 2] Kubernetes 74 33 ZAEE8 & FX34A L.

2.5.8. 9% nlQld A7
Kubernetes 74 43 AEZ2= 4 vdld A F 9] B & RUEHAG AU A2 S22H o v
H A nelg FAS 7‘—1%5{}‘—]‘:}

29| o] 2ol B A5 niQl g 5t

2 A A 2.

oA g 25l ol 2 B A ol v A &

e A4
[}
g velg 3 YAML 72
[}
SRR NEEE R DE
[}

2.5.8.1. 9 nylelg A A YAML +x

apiVersion: policy.open-cluster-management.io/v1

kind: Policy
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../../html-single/access_control#role-based-access-control
https://github.com/stolostron/policy-collection/blob/main/stable/AC-Access-Control/policy-role.yaml

metadata:
name:
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
kind: RoleBinding # role binding must exist
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: operate-pods-rolebinding

2% 7wd

<

subjects:
- kind: User

name: admin # Name is case sensitive

apiGroup:
roleRef:

kind: Role #this must be Role or ClusterRole
name: operator # this must match the name of the Role or ClusterRole you wish to bind

to

apiGroup: rbac.authorization.k8s.io

258.2. 9% vhlg F4 do|2

3 —
=

apiVersion

kind

metadata.name

metadata.namespaces

spec

metadata.name

metadata.namespaces

spec.complianceType

(2
of

=AYt} 3k<S policy.open-cluster-
management.io/v1l = 24 gt}

iy

—

Puth Aol AP H= A SHEH W

o o] 291 ok,

I FEZ Ayt 348 "musthave” = 474 gyt
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4= A

spec.namespace A FEdUth B4 S A gstele #2d F84H
IR B AR R B | 1 Bt ) Bt
o B g el 7 4 32 o 2 9y o exclude v 7 =
= AAE BAH LR A &stA] gow = vl ol
25 AAZFUTE FAL Z A AEEL] Y QHAE H &
e AR A 2so] 2T 49 Ao A=
H ol 2E Yoyt

spec.remediationAction Iy Ut A A4S A AF Yo w7 S5 7h
S B3A AW 2 AR U

spec.object-template 7 Gyt & F 2=F ol H s A Y A &3
oF &= 7] €} Kubernetes ¢ B4l E 2 1} Y 3} &= o] A&
Eanhe
25.83. 9% ulRIgd AA AE

AF ME=2 » A policy-rolebinding.yaml & FZ34A 9. o2 A 2 e d] g st AA s &2
T4 B3 A2 E FRAAL.

g2 1A A Ao 3t A 3 U] 22 Kubernetes 114 A3 AEZHE F 2344 9.

2.5.9. e AL A E Aok = A AR

Kubernetes 74 A3 AEZE 2= SCC(H AY2E Aok 27) Ao Fd & 2UHIFY L A
Ao A 272 A 25t Podell tj st A3HS A o] k= SCC(RQt A 2E A|oF =7) A& 283}

e A4 o)A SCC A Aol thal AHA 5] Folr A 2.

°
SCC A3 YAML +=x
°
SCC B4 Hol&
°
SCC A A=
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2.5.9.1. SCC A 3 YAML +=x

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-scc
namespace: open-cluster-management-policies
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: SecurityContextConstraints # restricted scc
metadata:
annotations:
kubernetes.io/description:
name: sample-restricted-scc
allowHostDirVolumePlugin:
allowHostIPC:
allowHostNetwork:
allowHostPID:
allowHostPorts:
allowPrivilegeEscalation:
allowPrivilegedContainer:
allowedCapabilities:
defaultAddCapabilities:
fsGroup:
type:
groups:
- system:
priority:
readOnlyRootFilesystem:
requiredDropCapabilities:
runAsUser:
type:
seLinuxContext:
type:
supplementalGroups:
type:
users:
volumes:

2.5.9.2. SCC A 4 Hlo] &
0= A

=

apiVersion 25 =y} kS policy.open-cluster-
management.io/v1l = 23 gy}
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= A

kind 45 FEPUh 44§92 denheiw g2 Policy
2 AZIYU

metadata.name A5 FEJUth A fLo2E At ol ey th
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SCC A &) 2] Zel=o] th 3 A & -8 OpenShift Container Platform 23X oA Bt A 2=
Aok 27 A& FxsA L.

2593.SCCAA A&

BANAN =& A o] ste] Podoll t] 3 A3 A o] st= SCC(R A XE Aof 7)) AL 48
o} AAl 3 42 Managing Security Context Constraints (SCC) ol A ZZ3}4 Al L.

2

A3 AES B A policy-scc.yaml & x4 A 2. ot A A Ao A AA G HES 74 A
A 431% *3}43/‘] Q.

o2 74 A F ) g3 A g U-8-2 Kubernetes +4 A3 AEEHE FX3H4 A L.

2.5.10. ETCD ¢t 3} A 7
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https://docs.openshift.com/container-platform/4.10/authentication/managing-security-context-constraints.html#security-context-constraints-about_configuring-internal-oauth
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etcd 453 S A 83te] ETCD dlo]€ AAZA0A FQ g dHolH dssE A AU S35}
gt ). Kubernetes 4 A 2 A E E 2 = etcd-encryption A 3 2] el = =Yg H o} ZAIS Y&
2 OpenShift Container Platform A A 2] etcd d| o] ¥ ¢33t & FF34A L. Z3: ETCD ¢33}
A A2 Red Hat OpenShift Container Platform 4 o] 37+ X g3 o}

o3 A A A etcd-encryption A 2 -z o g A 3 W] &S A Q.

°
ETCD ¢¢=3} A3 YAML +=
°
ETCD ¢t53} A4 ol &
°

2.5.10.1. ETCD ¢ =3} A3 YAML +=

etcd-encryption A 2 & t}3- YAML 3< 7 AU o).

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-etcdencryption
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
encryption:
type:

2.5.10.2. ETCD ¢}55t A4 H o] &

X 2.5. v/ Hol &
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4= A3

apiVersion 24 g2yt 72 policy.open-cluster-
management.io/v1l = 273 gy}

kind I FE5YUth B3 {3 & Jeld = 32 Policy
2 A3 gy i(d: ConfigurationPolicy ).

metadata.name 5 FEAYTh A A g Aaxg AEstE ol YYh

metadata.namespaces e Apak

spec.namespace I FEPYT A F o] AEH =52 F2H2H W
vl 2w o] Atk G Mo 24T P2 o] X <l
o B g el 7 4 32 o 2 9y o exclude v 7 =
= A S B LR A EEA] o s vl YL o]
S2EAATUT FAZ A HEZ LS QHAE A&
ol AF A vldEF ol A=l AF9] Ao vl
Hol 25 HojgYth

remediationAction el Abek A A 48 AT ui A ES e 7t
Zﬂ A 2ZR UG . T2 dR FHLe A8 77

H
= AdstA F& F AdFU

disabled 24 gEell ) 7S true == false & A 4 o)
dlsabled w7l = A A S &g shekal v 82g 5tst
=758 AFdyh

spec.complianceType 4 g2 yt) zHS "musthave” = 44 3y o

e

spec.object-template el Abgk e Sl 2E el Frhsk Ay A8 of st
71} Kubernetes 9 B4 E 2 1} ¥ &l o] AFL-gHU o)
OpenShift Container Platform A ¥ 4 2] etcd H] ] €
dost & FxsA L.

2.5.10.3. etcd 53} A W=

A A M= 2 policy-etcdencryption.yaml & FZ 34 A 9. ZHA 3 U] 22 1ol A 2 23]
AL

i
iy
BN
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EEN 2UHP = tE 748 A4 2 221 Kubernetes 74 A3 AEEHE F=s4 A

}_-o

2.5.11. 71 =<} o] 2 2 Operator & 2|

Compliance Operator= OpenSCAP2- 2 3] 5}:= Operatoro] ] & @ 3t 1 QI ¥l X vl = 9} g7 Red
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Hat OpenShift Container Platform 22| 28 & A& &4 4 J54Hth Compliance Operator 3 2 &
AHg-3te] el S8 28 3 &5 Operators A X + AFH

A = Operator 3 3 & Red Hat Advanced Cluster Managementol| 4] Kubernetes +4 A3 o
2 A *4%]141:} OpenShift Container Platform 4.7 9 4.6 3 =4 Operator F 3 & A A g} =
A g U] -8-2 OpenShift Container Platform A = 4] ¢] Compliance Operator o]3] = JFx314 A 2.

Z51: Compliance Operator A 3 2 IBM Power 5=+ IBM Z o} 7] €l A o] 4] =] 9 ] X] 2k+= OpenShift
Container Platform Compliance OperatorE A}-£8-3t}. Compliance Operatorol o gt z}A] 3 ] &2
OpenShift Container Platform 4 ™ 4] 2] Compliance Operator o3| & FZ3I4 A1 2.

2.5.11.1. Compliance Operator 2] 4~

T4 F4 Operator A2 AA A 02 427 AAE YUY

Operator A X = 93 7

e

2}o] 1 2 Operator 4] ¢} 23] o] 2~ (openshift-compliance)

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-ns
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-compliance

A v Y 23 o] 2= XA 5}l Operator 25 (compliance-operator) ¢ 1 o}.

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-operator-group
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
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apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: compliance-operator

namespace: openshift-compliance
spec:

targetNamespaces:

- openshift-compliance

# A& Fx35= A B 239 A (comp-operator-subscription)@ Uttt B 23 HA
A dst= A olvE Z2F S 7Y

oo 2
tlo o

e

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-subscription
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: "4.7"
installPlanApproval: Automatic
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

AZgolAd 2 29 A A AL X 5HH compliance-operator,ocp4 ¥ rhcos4 o] =7} A H .
policy-compliance-operator-install.yaml 2 && Iz 314 A Q.

7178 &< OperatorE 213 5 E8 71 AL 4 2] 2! OpenShift CIS AL B2 & A3t 4§82 7=
AFUTh ZHA 3 -8 E8 Z AL A 2] @ OpenShift CIS 271 A 3 S FZ23H4 A Q.

AR 5 S9A A Ao A3 AAF UL Bt AR A E FXAHA L. 74 AA gt
ZA g U] 82 Kubernetes 74 B3 AEEZE Fxs4A L.

2.5.12. E8 ZAA A 7

Essential 8 (E8) AL A& & viAH @ ¢} =Eo| 4] E§ Bt T2 A S F5351=

N
J (0
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278 w2

£ W ¥ E8 AL A4S 488 W 74 &4 Operators A3 of gk,

E8 7 A} A A 2 Red Hat Advanced Cluster Managementoi] 4] Kubernetes +4 F @ o 2 AAHY

t}. OpenShift Container Platform 4.7 2 4.69] 4= E8 ZAAI A A& A AFU}h. AA S &2
OpenShift Container Platform A2 4 9] Compliance Operator o35 Z+Z 3 Al L.

2.5.12.1. E8 AAL AR &~

E8 A 22 AAdshd t+ gla27F A4 EY

AAE

=

K

232 433 ScanSettingBinding @] 4~2~(e8)J U t}.

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-e8
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by
checking the status field
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
kind: ScanSettingBinding
metadata:
name: e8
namespace: openshift-compliance
profiles:
- apiGroup: compliance.openshift.io/vialpha1
kind: Profile
name: ocp4-e8
- apiGroup: compliance.openshift.io/vialpha1
kind: Profile
name: rhcos4-e8
settingsRef:
apiGroup: compliance.openshift.io/vialphal
kind: ScanSetting
name: default

status 2 =& 3215l AA7F 45 H A=A &213F= ComplianceSuite ] &~
(compliance-suite-e8) ¢ 1 t}.

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
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name: compliance-suite-e8
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by
checking the status field
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceSuite
metadata:
nhame: e8
namespace: openshift-compliance
status:
phase: DONE

ComplianceCheckResult CR(AI-&# A o] 2] 42)L 32l ste] AL 239 A7 »is)
+ ComplianceCheckResult 2] 42 2(compliance-suite-e8-results)$¢] 1] t}.

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-e8-results
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: mustnothave # this template reports the results for scan suite: e8
by looking at ComplianceCheckResult CRs
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceCheckResult
metadata:
namespace: openshift-compliance
labels:
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: e8

3 A-s 73 o] A4 g Yo ScanSettingBinding 2] 425 A4 s5H7] A8l 48 HA=5 74 A4
< A4

policy-compliance-operator-e8-scan.yaml 1 =& Fx 34 A 9. AA 3 Y 22 Bt A A A S
Fzxs A L. F5: E8 A A o] A A A U S22 T FE2HIAA AAFU.

2.5.13. OpenShift CIS 7 A} A =

OpenShift CIS Al A A & vl2H 2 QA ==& &2l35le OpenShift CIS Bt Al X|nf3 5 F4
3= AALE W) £ o). OpenShift CIS B 22 2 g-3teld #4 F5 OperatorE A x| & oF g ).
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OpenShift CIS 7 A A 3 & Red Hat Advanced Cluster Managemento]| 4] Kubernetes 4 A3 o
2 AA"d Y. OpenShift Container Platform 4.9, 4.7 2 4.62 OpenShift CIS A} F 3 & x| A3
t}. z}A 3 U] -2 OpenShift Container Platform 2 % 4] ¢] Compliance Operator o] &l 2 Fx3}4] A|
o

i )

2.5.13.1. OpenShift CIS #] 42

OpenShift CIS AL B 2 & A5 b+ gl&27H AU

[}

AALE 298 24 31= ScanSettingBinding ] &2 (cis)Yd Y t}.
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: compliance-cis-scan
spec:

remediationAction: inform

severity: high

object-templates:

- complianceType: musthave # this template creates ScanSettingBinding:cis
objectDefinition:

apiVersion: compliance.openshift.io/vialpha1

kind: ScanSettingBinding

metadata:
name: cis
namespace: openshift-compliance

profiles:

- apiGroup: compliance.openshift.io/vialpha1
kind: Profile
name: ocp4-cis

- apiGroup: compliance.openshift.io/vialpha1
kind: Profile
name: ocp4-cis-node

settingsRef:
apiGroup: compliance.openshift.io/vialphal
kind: ScanSetting
name: default

[}

status 2 =& 3215l AA7F 45 H A=A &213F= ComplianceSuite ] &~
(compliance-suite-cis)

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: compliance-suite-cis
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spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by
checking the status field
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceSuite
metadata:
name: cis
namespace: openshift-compliance
status:
phase: DONE

ComplianceCheckResult CR(AI-&# A o] 2] 4 2)L 32l ste] AL 239 A7 »is)
+ ComplianceCheckResult 2] 42~ 2~(compliance-suite-cis-results)$¢ 1 t}.

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-cis-results
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: mustnothave # this template reports the results for scan suite:
cis by looking at ComplianceCheckResult CRs
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceCheckResult
metadata:
namespace: openshift-compliance
labels:
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: cis

policy-compliance-operator-cis-scan.yam| 3} o] A Z & FZ3H A . ZF A Aol o g z}A| 3+
W82 et ZA el & FxsHA Q.

2.5.14. Kyverno Y EY = A A F7}

Kyverno add network A 2 & A U] 2y o] 2= AT v = E EgH S #1351+ default-deny &}
= A NetworkPolicy 8] 222 A gt} Kyverno A A2 A}1-&-5l2] W Kyverno ZAE Z 2 & A x| 3] o}
ot Ax] A AL policy-install-kyverno.yaml & JF %34 A 2.

T}-& A M o)) 4] policy-kyverno-add-network-policy A 3 £z o] o 3 ZHA| 3 U] 82 S A L.

RS
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Kyverno:= Ul E9]= Z 3 YAML % 37}

Kyverno V| E9] 3 A3 A Z F7}

2.5.14.1. Kyverno= U EQ|3 A A YAML *+ % F7}

policy-kyverno-add-network-policy g 2 & t}3 YAML 3+ 3 §-A1g4 o

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: add-networkpolicy
annotations:
policies.kyverno.io/title: Add Network Policy
policies.kyverno.io/category: Multi-Tenancy
policies.kyverno.io/subject: NetworkPolicy
policies.kyverno.io/description: >-
By default, Kubernetes allows communications across all Pods within a cluster.
The NetworkPolicy resource and a CNI plug-in that supports NetworkPolicy must be used
to restrict
communications. A default NetworkPolicy should be configured for each Namespace to
default deny all ingress and egress traffic to the Pods in the Namespace. Application
teams can then configure additional NetworkPolicy resources to allow desired traffic
to application Pods from select sources. This policy will create a new NetworkPolicy
resource
named ‘default-deny’ which will deny all traffic anytime a new Namespace is created.
spec:
rules:
- hame: default-deny
match:
resources:
kinds:
- Namespace
generate:
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
name: default-deny
namespace: "{{request.object.metadata.name}}
synchronize: true
data:
spec:
# select all pods in the namespace
podSelector: {}
# deny all traffic
policyTypes:
- Ingress
- Egress

2.5.14.2. Kyverno Y E9| 3 B M= F7}
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A A AW Z2 policy-kyverno-add-network-policy.yaml & JZ34 A1 . A2 L 74 A A F o
i@ 2hAl & Wl -8-2 B F 7l 8 A 9 Kubernetes 77 B3 AEEH S Fx34 A 2.

2.5.15. Kyvernool| A &3z J A 7}

Kyverno 57} @33k A3 2 A v Y 25 o] ~E A4S v A ResourceQuota 2 LimitRange 2] &
22 A FY T Kyverno 3 & & A1&-35le] A Kyverno AEEH S AR &of YUt Ax] A I
policy-install-kyverno.yaml & F=x3}4] A 2.

t+-3 A Ao A policy-kyverno-add-quota g 2 o th g zHA| 3 | &2 32l 314 A 2.

Kyverno:= @33 A3 YAML +x% 37}

Kyvernool A @33 44 A&

7}

H

2.5.15.1. Kyverno= @33 43 YAML +x 37}

policy-kyverno-add-quota g 3 -& t}5 YAML 2} 3 A o

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: add-ns-quota
annotations:
policies.kyverno.io/title: Add Quota
policies.kyverno.io/category: Multi-Tenancy
policies.kyverno.io/subject: ResourceQuota, LimitRange
policies.kyverno.io/description: >-
To better control the number of resources that can be created in a given
Namespace and provide default resource consumption limits for Pods,
ResourceQuota and LimitRange resources are recommended.
This policy will generate ResourceQuota and LimitRange resources when
a new Namespace is created.
spec:
rules:
- name: generate-resourcequota
match:
resources:
kinds:
- Namespace
generate:
apiVersion: v1
kind: ResourceQuota
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name: default-resourcequota
synchronize: true
namespace: "{{request.object.metadata.name}}"
data:
spec:
hard:
requests.cpu: '4'
requests.memory: '"16Gi'
limits.cpu: '4’
limits.memory: "16Gi'
- hame: generate-limitrange
match:
resources:
kinds:
- Namespace
generate:
apiVersion: v1
kind: LimitRange
name: default-limitrange
synchronize: true
namespace: "{{request.object.metadata.name}}"
data:
spec:
limits:
- default:
cpu: 500m
memory: 1Gi
defaultRequest:
cpu: 200m
memory: 256Mi
type: Container

2.5.15.2. Kyvernool| 4] &3 A3 A

il

7t

A F M Z2 policy-kyverno-add-quota.yaml & FZ3H4A1 Q. A A D A A A Aof g zHA]
U843 e 4 9 Kubernetes 74 43 AEZZ S Jxs4A Q.

2.5.16. Kyverno 573} B9t A )

Kyverno 5713} Bt A A& 7] 2 u] Y 25 o] 20 £ 3= regered 2= K-S A U] Y 25 o] 2=9]]
EAstaL A Aol §X2 w A A8 S o] Ety v Kyverno 4 3| & AL-§-512] W Kyverno A EE
g2 A X sl oF gt A A F & policy-install-kyverno.yaml & ZZ314 A1 Q.

t}-& A M o)) ] policy-kyverno-sync-secrets A 3 7o) tj3] AHA5] LolH A L.

Kyverno 5713} » ¢t 43 YAML +%
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Kyverno 5713 Bet A A=

2.5.16.1. Kyverno 5713} ®gt A A YAML %

policy-kyverno-sync-secrets 3 2 -2 t}3- YAML 3 3} AL o}

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: sync-secrets
annotations:
policies.kyverno.io/title: Sync Secrets
policies.kyverno.io/category: Sample
policies.kyverno.io/subject: Secret
policies.kyverno.io/description: >-
Secrets like registry credentials often need to exist in multiple
Namespaces so Pods there have access. Manually duplicating those Secrets
is time consuming and error prone. This policy will copy a
Secret called ‘regcred” which exists in the "default’ Namespace to
new Namespaces when they are created. It will also push updates to
the copied Secrets should the source Secret be changed.
spec:
rules:
- hame: sync-image-pull-secret
match:
resources:
kinds:
- Namespace
generate:
apiVersion: v1
kind: Secret
name: regcred
namespace: "{{request.object.metadata.name}}"
synchronize: true
clone:
namespace: default
name: regcred

2.5.16.2. Kyverno 5713} Bt A4 M=

A A M Z L2 policy-kyverno-sync-secrets.yaml & ZZ3HA . A F 9 A F A D=0 O =
A &S AF 7l e F4 2 Kubernetes 74 43 AEE2 S FxsHA Q.

2.6. Rt A= A=

AvHE A RES AHEsto] B ZA 2 AA outs A4, B 2 A4S = A5G CLIZ &
oA ZA o g YAML 34 & A8 = JdsU
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A 51/} Ansible Tower ¢} g Z 3]0 == EXTRA VARIABLES (7} ¥ 57) 441 s
PROMPT ONECDHE(] % ] PROMPT)7} &4 315 0] 9]o]oF §1]t}.

Disabled: < 5 <5317} ¥ 943} §02 855 45 0] §ju]o] EF n 7] 2527
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Ho] 2 FgoA] §Ae delaie Zao)x 02§ o] EAFH .

AP YR AR YRGS Y ste] FH AP GO} ujA] A YHE Felg o v) 3] EH]
o] &9 Compliance &€& Z A 5= S22 9] 77 &5& 8 0ls)= J=2E A3

A7 9S dYsle FA AFdE 2E Fe2HO| Ho]E F5L .

Message & o] View details 3 =2E Zg/5}o] @& A7 F2, = YAML 2 &€ 2]
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2] o} 31 524 9] A 7H2 2] .

g FAE ] 1ok §Y Y 2 Gelo] =0l ta) A5 Fop A,

e
X
o
&
iy
L

A v v~ Z 9] s Ansible Tower 7%

A3 ] §-2 oA FE AL,

2.6.2. Ay A~Z 2]t Ansible Tower -+

Red Hat Advanced Cluster Management for Kubernetes 7] v/ 1~ Z Ansible Tower 3} &3] 9} &
gFofo] g 9juk A E51E YA & + 9151 ). Red Hat Advanced Cluster Management =< oj 4] =}
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2.6.2.1. A}d 87 AL S

Red Hat OpenShift Container Platform 4.5 o] 3

Ansible Tower v] 7 3.7.3 = o] F vl 7 o] HX] 5 o] glofo} ghjo). A& == FH
Ansible Tower v] &S &3] 3}= 3] o] F& 1]} A4 o+ 1] &> Red Hat Ansible Tower & 75 4]
& FEHA L.

Ansible Automation Platform Resource OperatorE hub 2]~ E] )] & x5} <] Ansible
ZRFo] 2 A n]H A Zg]o] o] Fof] o4 gl] ], AnsibleJob£2 A}-§35}<] Ansible Tower 292 A] 2
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Automation Platform Resource Operator’} g+ 7-7 Red Hat OpenShift Container
Platform OperatorHub = o] X] o A] &2l g+ = Ql& 1]l

Ansible Tower x}53} ] & 7] tj g+ 2}A] ¢+ 1] &2 Ansible %} 9] 8§ FZ51 44 2.

2.6.2.2. &l FF vt JEF Y

Red Hat Advanced Cluster Management hub Z 2]~ Ef o] Z 29l st 7 B4 mjj 47 o] 4] Governance
Z deg o2 §4 g2 Felalo] FH H o B2 Felgh]ol.

A3 oA 78S FEol] 5 FH gt A5} E 7 FH A3 A E o] EAH
H 2}&515 ¥ & 5 A5t Ansible A7 57 4 H 4] =502 vrE F 2 5} Ansible 217
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2. 7Ama

02 AZ2 7lo] =2 Al-& 3] PolicyAutomation 2] £ *Z &4 g1}

apiVersion: policy.open-cluster-management.io/vibeta1
kind: PolicyAutomation
metadata:
name: policyname-policy-automation
spec:
automationDef:
extra_vars:
your_var: your_value
name: Policy Compliance Template
secret: ansible-tower
type: AnsibleJob
mode: disabled
policyRef: policyname

o]zl 41 = 9] Ansible zF¢] gl Z 3l o] =2 Policy Compliance Template ¢/ 1]}, ¢} g9 Z
o o5 AN FEE AT e T

extra_vars 4] o] A] Ansible 2] g Z & o] FYsl= b B3t o/ Hl+F FoFg .

w0 @Y 2 49 5] once mE oAl 92 ¢ ¥ HY o g mE
g,

RZA=C =N
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7} disabled =
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PolicyAutomation 2] 29| t}-2 54]2 #7}510] § 4 AE2he] 7440l A2 A]
8t 5= gler]ol.

metadata:
annotations:
policy.open-cluster-management.io/rerun: "true"
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= 22 Red Hat Advanced Cluster Management } & 3] & & &] 2 E/ <] APl A] H] 4
ZA] g o ~°—Hf§- URLo] ZA] 5] gow LujE Fe]~EE 7}e]7] =% CLIE 7
A F 1] &2 OpenShift CLI A}-§-2 F-Z 514 A 2.

I oc create namespace policy-namespace
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g 7%

ﬂllo

Jeeto] Fel=E o AL wE g,

/deploy.sh -u https.//github.com/<your-repository>/policy-collection -p my-policies -n policy-
namespace

your-repository = Git A}-§ 3} o] F HE+= 2] £X] Ez] o] F 2 Z vl 1]

Fa: F=E /3] deploy.sh == FH E 9] HA ¢l H5F2 & 72 AHE

S

1,

/deploy.sh [-u <url>] [-b <branch>] [-p <path/to/dir>] [-n <namespace>] [-a/--name
<resource-name>]|

2} 915]

2
Mol

g 4

Mo

grol g .

URL: 7] g3 +5 e] ZX Ee] o4 #7] 2 2] =] 2] 2] URL ¢/1]r}. 7] URL:S
https://github.com/stolostron/policy-collection.git ¢/ 1]t}.

2] 2 7la)7]= Git 2] EA Ea] o] 279 7] E 27]= main 9.

519 t e 2] J2: Algalel= § AL et Yo o9 e F =Y.
o] A 4 Z A= my-policies 3-9] ] & E] 2] & A & A 7t A 3 & FL] & A F & 75 Q%
L/}, o] & 5o] my-policies/AC-Access-Control £ A}-& & 5 5o 7] E ZFo+=
stable ¢/ 1]t}.

namespace: 5/ H Ze] 2E]ojJA] 2] £ W G A o] Yy 5= Lf/of*iﬂo/*owz:} o]
7 %12 policy-namespace tj] ¢] =z o] = Z Al-& g}1] ], 7] E 1] ¢ ~ 5] o] == policy ¢

:1

o] E HEAL: A W A]HAFZ M gL A0] HEAL L 7] E S demo-stable-
policies ¢/ 1]t}

deploy.sh =2 HEEZ P ]H e] X Ea] o] A2 7 Q= ZE AEAI] 7] tf ¢ ¥F A}
Y& ANG T onz FeLH9 J|E JH oz wG AFgo] FAIFH L .
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Bl A B2 GH S AP SF] FHAL WE e H S GAE A L.

open-cluster-management:subscription-admin ClusterRole-2 AJH *= -2 -5 oF
ARgApol Al Hpel F g] o

A B2z P 5§ BT AE = G O APl 22 EFEhL.

- apiVersion: policy.open-cluster-management.io/v1
kinds:

21l

- apiVersion: policy.open-cluster-management.io/vibetat
kinds:

21l

- apiVersion: apps.open-cluster-management.io/v1
kinds:
- PlacementRule
- apiVersion: cluster.open-cluster-management.io/vibetal
kinds:
- Placement

2.6.3.4. Z £ A] GitOps g & v = 29l
Z&o A WG AL g o] F Yo &Y= el ZEA §HL Fo7 WA T 7= YA 7
A B2z o] Git 2] EAE2] 2 2 HH WF AFFo] HEog ok oS BAE g2 7.
Red Hat Advanced Cluster Management Z2] = E] o] Zz29]¢gl1]r].

g4l o ;7o 4] Governance & 1 & g1/}

ol WEF Y& L1, GtOps & A15-310] WS = G ol o2 1 Git o o] 2
o] Y&} F o] & F8 3o Git 2] X Ez] o] Al FHEF golg.

2.6.3.4.1. CLI9J 4] GitOps g & uj & 3}¢]

o gAE

"&Q
mq.
T
)
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WEH Fe e et 55 § YL EFAAY v]EFoE o] i FALY?

2 ZE2E o §H o] 58 FH7?

o] § o] Fe2Elo] WEH] e 5 ol FAY7?

%.

5l A1} 75 ¢ GItOps HlE § 4 & Gt GitOps W EH § & o2 58

G RS2 T S, GHOPS WE § Al A A TS G2 T,

N

apps.open-cluster-management.io/hosting-deployable: policies/deploy-stable-policies-Policy-
policy-role9

apps.open-cluster-management.io/hosting-subscription: policies/demo-policies

apps.open-cluster-management.io/sync-source: subgbk8s-policies/demo-policies

GitOps 7412 94 & Y48 A B2 EH 2 FAshe o] 8 F1eh Ao 2L 7oz
992 At dre A2 E FYY 7 ALF FA) w2 Ao e FAE 7 Al

o & Eo] o5 FF S A& FH O e} EL F1E 7 sy
I oc label policy <policy-name> -n <policy-namespace> <key>=<value>
28 05 o5 TS A& eFdo] = JAL Al g + s
I oc get policy -n <policy-namespace> -| <key>=<value>

g AL GitOpsE AF§-3}of v ZH 1]t}

74 §F e o HAE Fojo] Golang HAE HEH L EFe 5 Y2 A gL oo HEH
2 &g ZE 209 BEH 7Y L AlEd hub F22H i )y Az] Ze=E A deie 4] 52
Hit). o] 2 F4 £4 2=z 74 FAL gl t) s e =E o] A€ <9 H Kubernetes z]
2zo] P HE T 5 Y
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[ ]

A 87 AP
[ ]

g g
[ ]

7Y G 51 Fe2e] F

My
N
X
)

o
EEL
o
AA 2 E 9o S5 74
o
CESEERDE B
o

[ ]
PE5 752 Golang P =3 ¢lo] AFYES =73 of 5} FolH HEH A YYH 2]
g 9] = 75 YAML ] o] o} gi] . x4 5 1] §-2 Package & Z2!°] tj ¢ Golang & 5] S #
ZoYAL. HEG FdFo] mE Q7= F A guroz XL r) AlEx) X F HED g2

Arg3he EEpe] 4] gho] wAIH .

gl AAw W ojul 23] HEg 7|57 7o dZg 7]52 hub 22~ E 94 Kubernetes 2] 2+ Z
#2355 YHL/O( {{hub ... hub}} 78 75 A-§), B #e] FHZE({ ... }} 73 AF&). AT 1
g2 72 FAo] 5] H ZFa] AE HZE] gL FZIHAQ. |22 7|52 Hol 2 o] A& o] Z]
220 ZElzo B} 47 FA 2 5= Q] ok 9] lookup 2 A& 5= -9 X3 5H= 24
29] YAML 7=l tjs] & &2 &= A o] 71 FH T o] 2] gt 9] =
base64encode,base64decode, = o] 227],%}-& & ] 227],Tolnt,to Bool &°] 7€ 2]E] g% A& 7
A& o

VAML 782 ALEoFo] ER S EFoteldl mpSIL i 85 2| Fis > )E AR FH 22
o] £ 2 S G} LT ol olal o H DEL iz £AL o] FLIT ol F AF el
FE5 9 FF 7|52 = toint = toBool & A1-§-5}9] g& 77} F FE= L 22 45 FA 5
§at #7132 2 A FF .
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2] Y E = A&} 2] F ©

fromSecret g}~

2P

fromConfigmap &

fromClusterClaim g

lookup -

baseb4enc 7] &

base64dec g+

autoindent 7] &

Toint 7] &

toBool 7] 5

Tl HE

2.6.4.2.1. fromSecret ¢+

I func fromSecret (ns string, secretName string, datakey string) (dataValue string, err error)
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o] 7] 5L A& 3}l= ¢ Kubernetes Secret 2] = 2] namespace, name, data 7] = ¢/ & g1/ t].
5/ H Fe|2E GEFB A GTE AIE T g FH o AlEH = & Yol ] g 2mo] 2 F A& S| of g,
pA] o 1] &2 £ F A o] 5] H Fe] <5 dEF5] A4S FEHAL.

#32: hub F2] 28] HES 7 G0 o] 55 AFGFH 15 7] 5 Mgt Z8o] JEOE 9T

2 H

Kubernetes Secret 2] =27} gf 3 F 2] 2El o = F-¢ F& ¢Jvko] ZAFL] o} gj3F F2] =g
b o] &l 7] 7} glow gro] ¥l ¥} o] Fijt}. 3 F2~E o] Secret 2] &5 X &3)E S 74 B
2 2ol g1]c}. PASSWORD t o] €] 7] 9] 72 t] 3 Z2~E 9] 2 ore Fzals dEHA YL ok

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
data:
USER_NAME: YWRtaW4=
PASSWORD: '{{f fromSecret "default” "localsecret” "PASSWORD" }}'
kind: Secret
metadata:
name: demosecret
namespace: test
type: Opaque
remediationAction: enforce
severity: low

2.6.4.2.2. fromConfigmap g+

oI g o
I func fromConfigMap (ns string, configmapName string, datakey string) (dataValue string, err Error)

o] 7] 41§ 5= % Kubernetes Confightap 2] £2-2] ] 9] =5 0] =, o] & & dlo]E 7] & ¢ &
ik 51 FE2E HEL] G55 A8 ] FHo A8 F = FAE ]9 0] = F AgaF Fr]
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of. ApA ot ] &S 7 F A 2] 5| H Fej~E @55 XS FE 514 A 2. Kubernetes ConfigMap =]
2271 Oj g Fel2g o gl g7 F A fJuto] A FHU . ik Fel2F ) b o]E] 7|7} gl e gho] ¥l
w X} g o] Hildl. )y Az Ze]=E 9 Kubernetes 2] =25 & -&35+= o5 7+ F AL 3ol
log-file ] o] €] 7] 9] 72 ConfigMap 4] log-file <] #-2 7 4135} 2, default 1] ¢} = =] o] ~ ] 4] logs-
config, log-level o] tjo]E] 7] 2z 470 2 H3H A== 1]}

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromecm-lookup
namespace: test-templates
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: demo-app-config
namespace: test
data:
app-name: sampleApp
app-description: "this is a sample app"
log-file: '{{ fromConfigMap "default" "logs-config"” "log-file" }}’
log-level: '{{ fromConfigMap "default"” "logs-config" "log-level” }}’
remediationAction: enforce
severity: low

2.6.4.2.3. fromClusterClaim gl

fromClusterClaim $+-x ClusterClaim 2] = 2] Spec.Value z+< vFatgi] o). §F4-9] O} 2 7#&
= Folgo.

I func fromClusterClaim (clusterclaimName string) (value map[string]interfacef{}, err Error)

o] 7] 52 Al-&35}—= -7 Kubernetes ClusterClaim 2] £~ 2] o] 2 ¢} & g}1]c}. ClusterClaim &/
227F = F 7 FF f/vko] A FU . O #e] F2/=F 9 Kubernetes 2]+ &5 & &3+ 74
A o] ]2 oA E Firl ZZ blo]E 7]9] z& platform.open-cluster-management.io 2] =]
F# Yo 7R E HA5l= @EE ¢ vpE7kR] Z ClusterClaim o) x] A& % vl d & A g,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: demo-clusterclaims

namespace: default
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spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: sample-app-config
namespace: default
data:
# Configuration values can be set as key-value properties
platform: '{{ fromClusterClaim "platform.open-cluster-management.io” }}'
product: '{{ fromClusterClaim "product.open-cluster-management.io” }}'
version: '{{ fromClusterClaim "version.openshift.io"” }}’
remediationAction: enforce
severity: low

2.6.4.2.4. lookup g+

& JSON 271 gl.0.2 Wl gL, 24 2227} glovl vl of

lookup ¢+ Kubernetes 2] ==&
= @& gt ol A3 HE o5 &2 error: invalid value; ¢

o] BrRH L) B 227) gl T
24 o] ZAE 5 Azr] .

F2: B PEY F7E G FEE gl YEY ol LUHE fF o] AFHUT 9F L2 7]
FUE 75 482 FEFHA L.

I func lookup (apiversion string, kind string, namespace string, name string) (value string, err Error)

o] 7] &E& AFE 8= F -7 APl vl 8, 47, ] ¢/ =¥ o] =, Kubernetes 2] =*9] o] &2 ¢/ gf1] t}
5/H ZFe|2H YEFH LHOI/H B H o) AL EH = o Lf/"”‘#?o/" = Algalf of gl A ot ] &
7Y GH ] 5] H Fe| 2 Y2 YL FERoINHAI L. o 2] 522 9 Kubernetes Eléég =
&3l= 74 FA ] -2 oA E 1]} metrics-url t] o] E] 7] 9] 12 default vj] 9] = 5 o] 2o 4]
v1/Service Kubernetes 2] &= ] % Z A5l 7 2] & 2] &0 4] Spec.ClusterlP 2] zto = &g &
g9,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: demo-lookup

namespace: test-templates
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spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: demo-app-config
namespace: test
data:
# Configuration values can be set as key-value properties
app-name: sampleApp
app-description: "this is a sample app"
metrics-url: |
http://{ (lookup "v1" "Service" "default” "metrics").spec.clusterIP }}:8080
remediationAction: enforce
severity: low

2.6.4.2.5. base64enc 7] 5

base64enc ¢} ¢/ g djo]E] Zx} Y 9] base64 Q7Y & vFE gl gh9] oS
5‘7—1,/ E,l_
H

o

I func base64enc (data string) (enc-data string)

o] G5 AFg S B 72 92 §] . basebdenc F+F AE o= 14 FHA 0L AAF
ol g .

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
USER_NAME: '{{ fromConfigMap "default” "myconfigmap"” "admin-user” | base64enc }}'
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2.6.4.2.6. baseb4dec ¢}~

baseb4dec g+ ¢/ 2 enc-data F X} ¥ <] base64 £]Zy
sFol gy

e
0
o
T
e
=
I
R
9'1.1'
3
L
%
W«
M
o

I func base64dec (enc-data string) (data string)

o] G55 A& S EXY 712 5/ 7]} basebddec F5-F A& = 7Y F Y OZ AAE
ol 5] o,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
app-name: |

"{{ (lookup "v1" "Secret” "testns"” "mytestsecret”) .data.appname ) | base64dec }}"

2.6.4.2.7. 5227 g+

indent 35 padded 2] 5] ¢ 2 VR §2] T TS G g,

I func indent (spaces int, data string) (padded-data string)

o] GE AEHH 5 79 FUS AL§ o] Hlo]E EL2 9 g} indent §F AFE 3}
=74 A 02 AAE G,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: demo-fromsecret

namespace: test
spec:

namespaceSelector:

exclude:
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- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
Ca-cert: |
{{ (index ( lookup "v1" "Secret"” "default” "mycert-tis” ).data "ca.pem" )| base64dec |

indent 4 }}

2.6.4.2.8. autoindent 7] 5
autoindent g}+= Y EH Fo] 39 7o ije} JF FH o] 75 AJEFLE FF 5= 5o 27 g7
A g Z-& g o autoindent gt = Al§-5l= 74 FH ] of5 A= el

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy

metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:

Ca-cert: |
{{ (index ( lookup "v1" "Secret” "default” "mycert-tis” ).data "ca.pem" )| base64dec |

autoindent }}

2.6.4.2.9. Toint 7] &

toint #1-i= 5121 2] 37 @& 7125 5h2 PR . £ WS
12 A2 gl ol gho] YAMLOA] §+-2 &4 5 =% 57,

1871] 1},

HxE 77,
O
T—

| = ge]
S

I func tolnt (input interface{}) (output int)

o] StrZ ALg 5t F52Z Ao} st Hlo]El Z 9 L] tolnt T2 AL-&5F= 24 A

o] % A E Sl g
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apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
spec:
vlanid: |
{{ (fromConfigMap "site-config” "site1"” "vlan") | toint }}

2.6.4.2.10. toBool 7] 5

U2 P Wy P22 nag e e HEHY AT /)5 3
5] — ey,

I func toBool (input string) (output bool)

o] B A& =GP P2Z Wetdol o= £ Hlo]H S 98 §1]r]. toBool §4-5 A& 5
£ 74§49 g oA E g

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
spec:
enabled: |
{{ (fromConfigMap "site-config

mwin

site1"” "enabled”) | toBool }}

2.64.2.11. 7] H%
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protect 7] & A1-§-51% 5]1 FHAE] 94 PER ] BALL 953 7 dgr]r. FAL F I}
o o 2] FHAE A FEOE PE A FHY T HE 5L g 74 I g AE T
gt

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
spec:
enabled: |
{{hub "(lookup "v1" "Secret" "default” "my-hub-secret").data.message | protect hub}}

o] YAML o] 4] 9] = lookup 3}F A}-§5HE5 32 € 7] & hub Z2 =8 34 dF3 ] Y]
ol. #e] ¥ Fe]2F b Q=g o] 0] BA g A oA ghe
$ocm_encrypted:okrrBqt720l+3WT/0Ovxel3vGa+wpL7ZxFMLvL204 7= 7 A} g1 o}

A& E 2} 9153} P2 52 256H] E 7] Al-§-5)+= AES-CBCY L] 2} 9153} 7]= #Aa] Fal=
El¥Z 7335l 30 F5 0 2 =3H 1]l

o] 5t 945 a5 H Fho] Hel Fe=E ] G A FHA Gerr]h.

SA] =215l hub Z2/ 2 E 9] #A2]§ a2/ 2H 4] g5 o]~ 2] policy-encryption-key Secretoj
A] policy.open-cluster-management.io/last-rotated 7412 414 gFij o). 2 ¢ 02 Al ¢Fs 3] 7] 5 AF-§
3= gHo] gA] Ae]Hro.

2.6.4.3. 7§ FH A ] H Fe|2H GEFH XY

Red Hat Advanced Cluster Management:= tjj ¢ Z 2] 2 E]o] &5 0 Z A&} o] d #Ae]F F2]
2H Y& 2ok 5] H Fe]2E YEHES ¢l hub 2] gh AFgsto] 74 FHES Fost
L) o] 22 AFESIH YA gl zF gly FelLH Es ofE = 7Y g el WE ALY
Yalfof & H 2 Yo] Fo]F1
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Hub 2] =¥ @Z32 Golang 5/=E HZ & A} 92 7]uto 2 5o {{hub ... hub}} 7#E 21+ 7%
FH o] 518 Fej2g P ey

B RS 9a] B FH2E PER 242 R
oLz AT, G AEE 9121 5 15 Sl A ot & H DAL

Q:5|H Fa|2E Y EH L AM§5}o] A|2FH = J]e} vgel H]o]E| & Ayl 5| H Fal 2E 9]
#e] Fel2 y) 9] 23o] 29 "l/“*%*i,”ol H) ¥ 5]+ #A2] 3 Fe]=g o vlzhst glo]g 7} s g
ol x] gl =2 ZHl= 7} sH35 r] g .2 OpenShift Container Platform ETCD ¢} 3] ] ¢l o] <]5) ¢F
o315 A g o] FAE “1/75?”7137'17 A2 oA gFS ApF o2 QT3 O 2 G2 ¢+ stelE
= 1§ 5]+ fromSecret £ Al-& g1/l

2.6.4.3.1. 9=2] Az

7Y G Fojo= 5] B Fe]2E ) Ae]F FelLEH @EHo] BF xegE 5 g5y . Hub ¢
2 @EEE hub Z2] 2E & WA 2 2]d t]5 3}2lH 5/ H Fe|2g dF5 o] Q=3 & g7} 0
A F g2 dag o da] g F2/XE oA ConfigurationPolicyController = g & g o] ojA] 2 &
He] Fel2g GEFHS FH ]l of5 g 5] $old e HAE o5 H Q5] golgir).

2.6.4.3.2 A2 & 5 S5 74

2 Y A] = o] E Fo vk 5] Fa A A A Hr] T M 6B FaE2E PE
99y Eo ol A #2282l 2n0] Ho| B 25 Gl Fd 2 bl e WY A
97 GF0 2 57557 Fer]o.

o

P
o =
i O

=% 4] 9l policy.open-cluster-management.io/trigger-update = A& 5}<a] g Z & o A] FZ 5}
tjo]E] o] ¥IF AIYS ZA S 7+ Agd. T+ 74 g2 WysH gEH ] A ZEH 2, FEH

29 FH ZH=7} Ae] F2]2F 2 Ae]E ‘177 HopRpol g& golojA] gl 3z YuHo]EFH . o]
S ALEg = Yur ol WS ghe o v o sl =l A Y o

2.6.4.3.3. =5 A 2] vfo] 7=

Red Hat Advanced Cluster Managementoj 4] x]2]3}x] groal= dlZalo] EgH FJHL J3 &
7 9141}, 7] 22 o = Red Hat Advanced Cluster Management= 2 = g Z 2] 2 =] 2] g1}

hub 2]~ g 9] g Z3 %] 2] E vlo]5] ~35]lz] 1 {{ template content }} = {{ '{{ template content
W= WG oF g,

= g4 2] Configuration Policy 4] o5 +4& F718 + &1 .policy.open-cluster-
management.io/disable-templates: "true". o] 4] OI Xgd F7 o] s d g o] HoslR Y5
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r}. ConfigurationPolicy o] tjs] @& * 2] E v o] 7l =g} 1] .
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2.6.4.3.4. hub Z2/~g ¥ #2]§ Fe/2H 55 v~

H#2.6. HFHE

=z hub cluster A2 E S 2H
T Golang €] = E &) Z 8 A} Golang 8] ~E €] =] A}k
ZEAE {{Hub ... hub}} !
context detd Al el AaH et 2 AYEE HFTH S
H2E 9 o] 5o & I HE=
.ManagedClusterName <=2
AHEE T A FU
A Al 2= Al o] Policy 2l &~ot gt vl =l Fe2Ee RELAE 2T
o] o) Sl vl & o] A7 A A T AFUT
Kubernete e BEAET XS
UFHTH
&= Kubernetes & A2~ 4 Expd %%+ 8 Z 2] 7] 5 Al EE Kubernetes g
A g 2 AANEE ALt LAY EAL A W T4 o
ZA FFAEYUT. AAGF HE A2EALFY S AA 82
SHEs T E RN 2 HIE g & FREAL.
3] A g ALY QA 2 A o] S F

hub & 2 ¥] ¢] fromSecret & =
2 3 AT e B A
vl =g o] 2o HA A o] ¢ts
st FAE = A

FLT T EAME e FES A
$% % 9% {{hub "
(lookup "v1" "Secret"
"Secret"” "default" "my-hub-
secret").data.message |
hub}}
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)

oX rlo
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W
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processing A EAE ZA L Fe2Ed  AHye dyHe F2H
Avtsls Fethub 8289 A ConfigurationPolicyControll
B Al FREUT A W] AF erold FHYT H A2 A7H

gl S aHgEe HEs o2 AgHn, o] A2 Fxd
SUEAY G EZ Wiwrhub 2o HolHE S oHAE
Fe =gl A2 gy e E As o ol EdY Tk

A2 97 SB ZeaE BB eREd BYE FH2HPEA o FE
go] A= el FezEe 9 ko] WA 54 g FH 2
o= AP A e BA P Y.

2.6.5. A~ fjEg]

A Z Q)= JH | E H 7Y F4E HAJFE=AEE =& hub F2/ 2E o4
policy_governance_info x| Z 5 A}-&3}o] FAE B2 J& A s 241

2.6.5.1. X Z 72
policy_governance_info == OpenShift Container Platform 2 1] E] 3 o] o5 =g 5] 22 7

b o] E] = & 31 H 7 -7 Red Hat Advanced Cluster Management Observability o] <] sj ?{,’ .

#az: A& 7] 5 o] g¥3}d -7 Grafana Explore 7| o] ] o 4] v Eg] Fe]E ¢ &3 + 51
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FAL Yy u FE FHAL YY) Zg o9 2= HAa] Fel2go FHL ) E)7] Yl A
A2 Yyt o= Z 24 5)7] 95 PlacementRules 2 PlacementBindings ¥ v} ofi]z] ZE 32
#ZA . FE JA Ao g wFo gjs JHo] FrEe F5- 02 AJFEI}7]FEHZ 1 0] S8
A Gz - 19] 715 HH .

& o iy

y

1,

policy_governance_info 7| E 22 ]2 ZJo] B2 Al-&

°
type: 2] o] E zF2 root o] 71} #z}g 1.
°
Policy: <12l =l root g & o] o] Z¢/1]r}.
°
policy_namespace: ZE 3§ J o] 2] H hub Z&] 2 E]2] v g A5 o] A9 1]},
°

cluster_namespace: g & o] v ZH ZF&] 2El 9] ] g X u]o] A~ 9/L]],

o] 2] 3t g o] B3} ghS AFE-ofH Fe|2E oA By shs B2 ¥ FH 7] ojFE 7 e A2l E

4188 + glgr T,

v Ego] Bdtx] Fon Y Ei Mot ot ] AFgFo] gl Fp o] 52 AFg A &
== g3 5+ 9l51] ] propagator vl ¥ o] x| DISABLE_REPORT_METRICS %7 vl+Z true = &
g o] &3t policy_governance_info X]ZE Al-&<} X]°g <] = observability allowlisto] =7} &
TE Ao AT ] &S AFEAF F o v Eg FI) & FEHAL.

2.6.6. H ot FH Az

2 H Bt H, FlE| 2] B Ao]E Zjpro 2 Fe| e HEFEjo]drFE Wl 5T 7 e H
o g2 Ay gljr}]. Red Hat Advanced Cluster Management for Kubernetes<j] oj st °g 2 -2 4%
st el #re] Zel=Eo) YAML 722 4y s o} 5.

F2: 9] 7] § 3L HALste] Policy YAML o] #0512 4 glgi]th 7= § A2 el 9:g of vl
v WES glo] AE0z YHF T FHY 5L AFgstel F YAML o4 Zel=E 4o
= e

o1& 442 ol g,
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HoF g2 v] gy 5]
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FE oA §H A E AA]

26.6.1. HoF g & 4y

CLI('FF = QlE|F|o] ) E= ZEoA HoF FAL YT + Awt.

TR 5% Fel2g o JHL F &5t H uf =] 7F X uf 2] vfol g S g2l of gl Cluster
selector Z = o & st 72 ¢/ & 5}lo] PlacementRule 2 PlacementBinding < § <] g1t} 5-& ot %
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& 412 Kubernetes 4] 9] 4] E 7] vk Q 4% A}3F-2 2] ¢ 6}= 2] & g =
Advanced Cluster Management g Joj] 2 2 ¢} 9 HA E o] = 3} ?E?’—l ot

~.L
oy
nd
fo
3
Q
¥

PlacementRule: g &2 v &) o} 5}= F&]2E He7]E 3o gl
PlacementBinding: v} x| Z v ] 73 o v} ol g1},

F 4 72004 §H YAML 5] o 5 4] ¢ &5 FAF YA L.

26.6.1.1. FFF QB H o] 2o) A HFFH Yy

CLI(F = e FH o] =)o~ JALS Y slet o2 GAE g

o8 HELe AP FHL Y
I kubectl create -f policy.yaml -n <namespace>

B o] Apg ot HEHL FI Pk HEHLS §9)F HEL GEF F 7}l .yaml
o2 AGITh FHAE oS YAML 597 FAFE o,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy1
spec:
remediationAction: "enforce"” # or inform
disabled: false # or true
namespaces:
include: [""default']
exclude: ["kube*"]
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
namespace: kube-system # will be inferred
name: operator
spec:
remediationAction: "inform"
object-templates:
- complianceType: "musthave” # at this level, it means the role must exist and
must have the following rules
apiVersion: rbac.authorization.k8s.io/v1
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kind: Role
metadata:
name: example
objectDefinition:
rules:
- complianceType: "musthave"” # at this level, it means if the role exists the
rule is a musthave
apiGroups: ["extensions"”, "apps"]
resources: ["deployments’]
verbs: ["get”, "list", "watch", "create”, "delete","patch"]

PlacementRule £ g 2] g}1]}. PlacementRule £ %7 3] <f clusterNames, ¥+
clusterLabels o] 3§ &L Z gsfjo} 5}= F] g E ] FsfoF gfrjl. v =] 7 #WZ 721
7]

PlacementRule & t}2 1] &3 GAFSF o+ &L

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement1
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"”
clusterNames:
- "cluster1”
- "cluster2”
clusterLabels:
matchLabels:
cloud: IBM

% & @ PlacementRule 2 v} 9] 5l 3] =% PlacementBinding 2 g ] §}1] ]
PlacementBinding & t}2 YAML # =3} §AFF = Q151 o

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding1
placementRef:
name: placement1
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
subjects:
- name: policy1
apiGroup: policy.open-cluster-management.io
kind: Policy

2.6.6.1.1.1. CLIojJA] H ot g & H7]
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CLIojA] BoF FJ AL Hald o5 dAE =3,

o5 FFS dPslo] 5F Hot F Ao gt 4] FHE sFolgid.
I kubectl get securitypolicy <policy-name> -n <namespace> -0 yam|

o2 F3 S Pt HOFF A gfor HEL gelgi].
I kubectl describe securitypolicy <name> -n <namespace>

2.6.6.1.2. Z&ox] Fe]2g HF G Gy

Red Hat Advanced Cluster Managemento]] =z 913l 5 #&] #o]x]Z o] 5 sfo] J JHL F
g gl

2ol 4] § Y2 Y§FE YAML 52l YAML H 5 7oA 45 F1)ch. YAML 7] 32
Create 9 94 2] A3} S0 2= w22 e alo] 245811,

Create policy form2 ¢/ 1 3 Submit B] E2 g g1}

YAML )2 g § 45 AP 7= £ o,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-pod
annotations:
policy.open-cluster-management.io/categories:
'SystemAndCommunicationsProtections,SystemAndinformationintegrity’
policy.open-cluster-management.io/controls: ‘control example’
policy.open-cluster-management.io/standards: ‘NIST,HIPAA’
spec:
complianceType: musthave
namespaces:
exclude: ["kube*"]
include: [""default']
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod
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metadata:
name: pod1
spec:

containers:

- name: pod-name
image: 'pod-image’
ports:

- containerPort: 80
remediationAction: enforce
disabled: false

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name: binding-pod
placementRef:

name: placement-pod

kind: PlacementRule

apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-pod

kind: Policy

apiGroup: policy.open-cluster-management.io

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-pod
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"”
clusterLabels:
matchLabels:
cloud: "IBM"

FY Yy e FY I ZEA wel §AL Y.

2.6.6.1.2.1. Z&ojx] HOF FZ H7]

Z&A 2= Hot JH B &g e = 32l gl Governance ¥ o] x| Z o] &3] F <] B o]
& EFS AT Fau: I § e Foj2FH AU YL JYepo] FIY) X EF5S FHY I 2l
Caakes

A g HeH JA F ofpE ME g AF FH, FelLE H PSR o] ZAIFU T
= 7 o d AR 7 A F Y A S E 8
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2.6.6.1.3. CLIoJA] F A A E 4

Z|EH oz FA AEE= A = uf 2] Zlo] YYHU . FH A E] g ot Hb’x'/ Yyl Fef =
El o] EA] )= g F o] 5L} o]AFMIofoﬁ sijcl. F A A EEZE A oyl F AL =)k = Ql4L]
o k2 WG2 Aol CLIA 498 942 447

I kubectl! apply -f <policyset-filename>
2.6.6.1.4. Z&fA] FH A E 4y

g1 o] 5o ] Governance & {18 g}, 2¢ 0.3 FF 4% L 9 g Create policy set
HEL Mgl )G FY ). FH HE AR FHE FI}F Submit B EL 8 g

W EE 98] & YY7]7F e g H FH A EES gelgi] . PolicySets-- Stable.

2.6.6.2. HoFgA o] E

e 4L Folste] Wt § AL Yo Esls WL Lol

2.6.6.2.1. CLIJA] 5155 5 o] 55 7]

2 g3 2 Ao A 4 EE HE ]l kubectl edit policysets your-policyset-name

F & 4] E 9] policies 4] {9l 3 & o] F& #7}¢F]]. kubectl apply -f your-added-policy.yaml 3
g2 A1gotel 0he BEL A1g el 93 A=o] WA A0 Fo1E F AL 48 i,
PlacementBinding & PlacementRule o] ¥ d1]c}]. F7: v x| 6} Q152 A}A] 5} H g 2 A E o o}z
g4 o] A% w3 F]rh.

2.6.6.2.2. @& o] HFE FHo FH 77

Policy sets 2 {8 5}o] HFH F A FAS 771 F¢ ofo]ZL J¥slx2 HY & I
$1) o}, Edit policy set formo] 1}e} 1]},

94/ 9] Policies 4/#1.0 2 o] 53to] 3 Al Eo] #7518 § IS e ]},

2.6.6.2.3. ¥ oI 7 n] Y3}
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2. 7Ama

FH2 e oz Y55l Yer/rh ZEo)A YL 1By

msx

1,

Mo

Kubernetes £ 2] Red Hat Advanced Cluster Managementoj =z 2] 3} 3 Governance ¥j o] X]
Z o] Fdfo] Y o] Z 5L oy

Actions o}-o] > Disable policy & &gt} 54 v] 243} o2 §27F e o,

Disable policy & 2 31t} 4] v] 2§ 3150] A1t

2.6.6.3. B oF 3 A

CLI & 2o 4] 129k § 42 4§ h.

2
L
X
kz
R
o,
l}é‘
ﬂllo
I
Yy
)
L
)

0 §8e dPsio B ZAL AP
I kubectl delete policy <securitypolicy-name> -n <open-cluster-management-namespace>

g o] A HH t) ) Fe2E i FE 2N AAFUD. g FHL AP
3 & o] A 7] 5 =X] g2lgl]]. kubectl get policy <securitypolicy-names -n <open-
cluster-management-namespace>

ZgoA] 11 ok FH2 A F] .

g4 v 379 4] Governance & &g 3lof F ] glo]E F5L olgto). F& ] vk gl o]
Hoj 4] A} & 3 & o] Actions o} o] =2 Z & gFi] ]

A& FE ik F A A )5 SN G AA & FE 5o,

2.6.6.3.1. ZZ o] F 2 A E &}A]

Policy sets g o] g & 4] E 2] Actions o}o]ZL Hdelgi]c}. AtA] & Felstd Ja g
© 2 XA A 5 71? gl g YA} e H Y .

=)

2 g7
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FES FETIYA L.

2.6.7. 7§ g4 #2]

7 A YY, HE, 2] B YHo]E B LS g oS gl2ts Y FA YO
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Pod # oF g &
[ ]

ofgF g &
[ ]

ol gF vfolg g
[ ]

SCC(H oF Zdl= Aok =) g
[ ]

ETCD ¢Fs 3l g A
[ ]

7] =z} o] 91~ Operator g 2

120



[}
75 94 45
o
CLIoNA] 25 34 45
o
CLIoNA] 25 54 57]
o
Z&oa 74 HY 45
o
o] 74 Y 17
[}
74 4 Yol =
o
EEEE e
[}
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(CLYoIA 74§42 Yy ataldl g BAE eha g/

ﬂllo
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I
)
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I kubectl create -f configpolicy-1.yaml
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7Y AL he FAG A 7 g,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-1
namespace: kube-system
spec:
namespaces:
include: ["default"”, "kube-*"]
exclude: ["kube-system"]
remediationAction: inform
disabled: false
complianceType: musthave
object-templates:

o8 BE e dYoe] 4L Felstz HL g
I kubectl get policy --namespace=<namespace>
7Y g F o] Y¥H

2.6.7.1.2. CLIoJA] 4 g H7]

CLIoA 74 S Hed o5 gAE g,

o0& FES Pt 5 78 FH gjot AP FHE golgd.
I kubectl get policy <policy-name> -n <namespace> -0 yam|

s FES Pt 7+ N gjd G golgi .
I kubectl describe policy <name> -n <namespace>

2.6.7.1.3. ZEJA 74 F4 4
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ZENA] 7Y F S Y HH YAML 72 = YAML HE 7]~ 45 H 1.

Z 2o x] Fa] 2E o] Z 291512 B4 b7 4] Governance E ¢ g1},

FH YL FYFUE A Aol ) 7Y FH F JE At YL IHL A F 5
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F3 FA e FYote] 74 FY YL A G O Do HA e g YF AL H g
.
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[}
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[}
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[}
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SHelsz2]
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Y& FEgdT. 7Y JF o] YYF

2.6.7.1.4. Z & 74 FA H7]
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& oA Fel 2o 22913 & Governance E {Els}o] g H 9 Hlo] B EF2 golg]r]. F
2 REZJA Y w= Fe| 2 Ul g2 MYl Ho] Z 5L HE P S 5 g

A &S B JI g ofpE ME g A7 25 R GE5H go] ZAIFL .

2.6.7.2. 74 9 9jrol=
02 A2 gelsle] 74 FAL Qo] Esls Byle oL,
26.7.2.1. 74 F4 v @53}

7Y A B Yzl G o7 et A F A A 2291 51o] Governance F o] x| £ o] &
g

Hlo] 2 504 74 32| Actions o o] 2 € ¢l 12 Disable & 22§/} 33 u] &4 3
o3} §3E7} P o,

Disable policy = Z ¢ ¢}1]t].

74 o] ¥ 2515 o] glgr]h.

2.6.7.3. 7§ 4 44

CLI == 2&o)4] 74§42 4 gk,
CLIoNA] 74 FF-2 A 5] .

0 §3L APl 74 FAL A
I kubectl delete policy <policy-name> -n <namespace>

G o] A HE )3} e 2E = Fel2E A AAF
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g BFE 2 AP ate] FH o] Al A5 Y= g2l g,
I kubectl get policy <policy-name> -n <namespace>

FZeA] 7Y S A7 -

B4 v ir o] 4] Governance £ g/ 3}o F ] Ho]E F52 golg.

B3 $vk Elo] Zo4] A7) & § 42| Actions ofo] =g FE Fr]ch. 28 g AAZ F
giick 94 A7 )5 FRpolA] A AAZ FE 5.

g A o] AA]F

CM-Configuration-Management Z <] Red Hat Advanced Cluster Managementoj ] <] ¢l 5}+=
2] A N EL FZSH AL,

[ = =21

= Kubernetes 74 § 3 AEZ8]E Fxo}o] AEE oA ZUHPsl= 0= 74 S £
M”"L/E} o= g4 —J*E/#—L: PRl ol o oF x4 oF Y] &2 H oF F ) Ae]E FE oA L.

2.6.8. 7] o] E 7] ¥ 2 ¥R FH F=e]

Al £ 2 G GG A}§ote] B Fej2Eol Ao =75 LY B A EA]HE JA ]
o g A AN Ao E 75 LG HAE AY, 2] © el Edti= B P

Ao E 7] ¥ 2GR} Z AL AFE-dfo] A o] E 7] ¥ =]
ZE oA Ao E 7] FFH 4y

A o] £ 7] %] Operator CR

wux
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¥z o] = A o] E7] 7 B 7] o] E 7] Operator

Aol E 7] ¥ 2GR} ZH ¢ o] =

Z&oA] Ao E 7] LG 127]

A o] E7] 5] 2G| F ] 6] ZY 5}

Al o] E 7] 7] Operator g & AF+]

Al E 7] ¥ G F, Alo] EZ] ¥ & A o] EF] ¥ 2 FAF FH HA] A7

2.6.8.1. 7)) E 7]5] £} §HL A& 3ho] Ao] = 7] 5] 4]

AujE2 Za Q)P TE AL} Alo] E 7] H 2 FAE HX| gl A o] EZ] = Operator=
OpenShift Container Platform 7} €2 7o x] A}-& & = 1] o} 4] 8t 1] &2 OpenShift Container
Platform & 3 4] o 4] Z 2]~ FE] )] Operator =7} & FZ 5] A L.

7% FF A EZ 2 F Al§5}o] Ao]EF]H] LG} FAL A G ] A o LY 25T 5
2 A o] EF7] 5] L YA E 7|49} He] Fe2E o A Grr). 28 05 Al o] E 7] 7] LG} Ao E 7]
7/( gatekeeper)E 7% 5}7] 9]3l 7 o] E7] 7 CRE 44 31/ t]. Gatekeeper operator CR &£ 39l
g o

Alo] EF] 5] 2G| FAL g Z9]2 x]¢s5l= Red Hat Advanced Cluster Management % 7§
A AEFe|ox] U] Alo]EF]H 2P| FAL A FEo] HYH F¢ AEZ A &5
o= gy

2.6.8.2. ZE A Alo|E 7]¥ JH YY

& oA Ao E 7] ¥] FH LS YYsfo] Ao EF]H AL LA g

Z 2] AE 9] Z29]3F F Governance 7 o] X] Z o] EgF]r].
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A YL Megi]o), ¢ 2 5t uf A}k T = o 4] GatekeeperOperator = 18] §f1]c}. 3 2
o] w77 & AFELZ A YA 2 FAo] 7] o2 Ay o7 HYFH Ao]EFHE HAJESF
Aol g 2L HF gt 4ZL a2y policy-gatekeeper-operator.yaml £ FZ 3}/ A 2.

+ #37: Operatorof 4] 7] E S YY e 5 A1) 7 o] E7]H G} FH o AF& e + A+
2] o 7)) ¥l =0 o] 5t H 32 Gatekeeper Helm Chart & F-Z5}4]A] L.

2.6.8.2.1. 7] o] E 7] ¥ Operator CR

apiVersion: operator.gatekeeper.sh/vialphat
kind: Gatekeeper
metadata:
name: gatekeeper
spec:
audit:
replicas: 1
logLevel: DEBUG
auditinterval: 10s
constraintViolationLimit: 55
auditFromCache: Enabled
auditChunkSize: 66
emitAuditEvents: Enabled
resources:
limits:
cpu: 500m
memory: 150Mi
requests:
cpu: 500m
memory: 130Mi
validatingWebhook: Enabled
webhook:
replicas: 2
logLevel: ERROR
emitAdmissionEvents: Enabled
failurePolicy: Fail
resources:
limits:
cpu: 480m
memory: 140Mi
requests:
cpu: 400m
memory: 120Mi
nodeSelector:
region: "EMEA"
affinity:
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
auditKey: "auditValue"
topologyKey: topology.kubernetes.io/zone
tolerations:
- key: "Example”
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operator: "Exists"
effect: "NoSchedule”
podAnnotations:
some-annotation: "this is a test”
other-annotation: "another test"”

2.6.8.3. 9z o] = Flo] E7] ¥ W o] E7]=] Operator

Aol E 7] ¥ & Alo] EZ] ¥ 2P x| v]HdE Y zdo]=g 7 Qg os BAE k2.

Ao E 7]5] LG} YL A& 5}e] Ao]E 73] 2Fx}E 3] & uf installPlanApproval
< @& &2l 9 ]t} installPlanApproval o] %50 %2 &9 # 77 Operator §/27] | =7} A&
oz g/ g1t} installPlanApproval o] Manual = &% 57 + 2} S/ 2K 9 bjs] 7 o] £ 7]
¥ Operatore] ¢} za]o]=E 450 =2 59ls)oF gt}

2.6.84. 7| o] E 7] ¥ 2 G} G o=

2 AH 2 gelete] Aol E 77 LI FAEL YHlo]Est= WL Ul

2.6.8.4.1. Z& )] A o] E 7] LG} FH B 7]

Al E] 5 £GA A B Bl G FHE G g

Z& oA Fej2E o 22919 7 Governance £ &g s}o] F A 2] glo]E 52 ol F
3 YA F = Fel2E YL Y5t XM/EIE EE52 ZHF T 7 dFH

Z}A) Bt 1] &2 H 2] H policy-gatekeeper-operator g 22 €] gfi]}. Clusters ¥-2 {18/ 5laf g
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