& RedHat

Red Hat Ansible Automation Platform
2.4

VM 7149t 4 X1 = 9] 3t Red Hat Ansible
Automation Platform Automation Mesh 7} ¢| =

Zaloc YolE B WA o & R 2 2}ES

Last Updated: 2024-06-13






Ansible Automation Platform Automation Mesh 7

].

A %

Red Hat Ansible Automation Platform 2.4 VM 7] vl

ol =

]

e NEER R EER: ARt}



WA A

Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

O

| 7}o]l = A = VM 7] 8t Ansible Automation Platform &7 2] X 2 2} %3} | A] & v L 5}= ¥

= Hojsyth



1% VM 7] vk RED HAT ANSIBLE AUTOMATION PLATFORM 373 o] A] #}-53} W A] A 8]
11 253t wjA] A B

12 AEZ 5 A9 299

27 AT B U Al A ittt
2.1 A5 3k W Al A A
22.CA(SIZ 713) A5 A 7FA 271

B AFES AL A TIEL
3198 SolHE= == 9
329U AP wEVMAE DY == AEE FY
33. A2 g 74
34.299 24 9 974 49 74
3.5. MULTI-HOPPED A ==
36. WEEY o Bt op2 vpe =

=z
ft
A
o
1A
£

2
i,
rEI

472 8 = B OF TZH|AY A
41. 482 2%
42. 4% Z2 ¥y

S AFgEte] N = Z2H A A
S A g3t I ZREAY A

A



Red Hat Ansible Automation Platform 2.4 VM 7] 8l A X1 £ ¢] 8} Red Hat Ansible Automation Platform Automation N




H

vl

Red Hat Ansible Automation Platformel] &A1& 7}4 =44 7Z+A}gHY o). Ansible Automation Platform
2 Ansible 7] 8F 84 of] Al o], 2] 2], 9] S F7tsle] Hol| B3¢ vh5 Al S ul & &l ste o =)ol H
g A sy

o] 7}o] o A = Red Hat Ansible Automation PIatformSﬂ VM 718t A X ol A 2}53F WA & A A 3= d)
Q3 QF ALty T RAAE ol&f e U] =& o] HY ) o] A& &4l Ansible Automation Platform
g 2o gt JRE JKLOPEE Aol ol EE A HFY



Red Hat Ansible Automation Platform 2.4 VM 7] 4l A 2] £ 9] 3} Red Hat Ansible Automation Platform Automation N

RED HAT & 4ol &3l 3 &= vl A 3

[

ol ¥4 & 87 ) Aol YA 2
) Qo] £ 2]} docs-product 74 &4
A& A7 sH Al L

FE FS 5 AE A S https//access.redhat.com o A4 7] <
= A}-8-3lo] Ansible Automation Platform Jira T2 4] Eof] &


https://access.redhat.com

1%. VM 7] 4t RED HAT ANSIBLE AUTOMATION PLATFORM 37 o | 253} w] A] A] &

1%¢. VM 713t RED HAT ANSIBLE AUTOMATION PLATFORM 3}
7ol A AbE 8} v Al Al

t}& FA ol = VM 7] 5k Ansible Automation Platform 7 o] 4] 2}% 3} 1) ] vl ]
He ZAE7FEE dFU T g A oA = A5 s A EEEAE A ol
A 2ol AFst wAE FA skl E el ts] AEF YT AEs A E 2T F 91—‘5 e S A
Hal7] Y8l B3 EEZA] A 7 £ E O] G T

11 253 WA A B

A5 WA E 1= NEADE ALE 5ol AR o] F 3ol AF 2 MYSHE =EE Tl iR 4G
AP FL e GA M) A ool ENIL

Red Hat Ansible Automation Platform 2:= Ansible Tower & A& H ==& 253} A

FEEZ gAYt A5 AEE 8 = Ul RESTful API, RBAC, 922 4 “‘ Cl/CD &%
AEE ZH0S Al Fste v A5 3L vl Al & ALE-ste] Alo] 2 A3 AlF S I ste =25 A4, A4,
MW Ee 3T T AFUTh

A3} A& A TLS G558 At o R Y EA(AE Y EE 7 eHE FasHE Edj o]
A% Fol gzsgyh

P

==

453} ) A 9] =9

o ANEZ ZYR &§FH SHAHALE Yol H 243 §FS IFL FA=AES L A S
el duoh

o 7] A 7to & Fola, Tk glol AT F A= wME AY, T gle]l AFEL FdeH, &
GAOEAEE FHOE A SR F AFHTH

® FIPS( Federal Information Processing Standards )¢} 235 & ek v & WA 541 7154

o] £3}8 AFYUh.

AES S 2 oo HYE L E W AES » o2 YYD AES S A2 sE Z2AE
AulolE 3 el 2] gl § AW B 2 Tl aw A 9} e G AFS RS A 2E 4Ty
=8

o FlojHlE -2 AE ¢ olE, #] 24y 4 ansible-runner 24 2 3 722 2453k 71
EEYH HEY 7SS HYSIEAEE S =29 7|2 8 §3A U slolHEg e 2=

25 8k A 3 ol = AL H YTk

o

I8 - AEE e du 4910] obd S A= 9 Qe Gefol= 5 s g
k13
H

Yt} o] ¢ 3 == A a‘ffﬁ 7ol vl2A st o] syt

1.2.2. 43 =42l



Red Hat Ansible Automation Platform 2.4 VM 7] vl A X] £ 9] 3t Red Hat Ansible Automation Platform Automation N

AP ZYA L AEE ZH QA S U2lst] A53E A HEE 750l =y =2 +A4HY
O F2es 5208 U5yt A3 S92 o === AEA T At A sln AEE Z# <l
A 7] Al kel Z1 A A o2 FEE < AFHTH
o A3 vt - A3 === podman 7 g = A}-8 3] ansible-runner o A 4‘)&% A gyt o]
LE FEe AEE =29t AU TR ol = Ad ZE¢ k=0 7B == §3 AU
¢ S ExE-HIZISAE FAH F rEc EYRI S EAY =2 Y PUL F 2 EE
2tsste A9 sy
1.2.3. 3] ¢

go] #A = == 7F A4S A 9 gy t} [automationcontroller] 2! [execution_nodes] =& T+
[automationcontroller:vars] &= = [execution_nodes:vars] 75 & A1&35to] F o] & F Y& F U5
o},

1.2.4. 253t vl A == 73 4 9

o] 4 H o] Ao A Ml Ee] o] EAE UlF wE §82 AR e e HelFU T

>

A | E2] 284 & == 9] node_type & A A& + dHH T A A

Z9 < A
A o5t 215 9] vars 2=l z}ol] node_type S 473 ¢t

-
-

e 7 EZ Z 7 <l [automationcontroller] 2o A node_type °|| 3] & 5= 7o dlolH = (7] &
) B Ao} Yt

e [execution_nodes] 25 o 4] node_type °l| & & == a2 execution (7] 23 2 F Y}

v
alle
1-40
=
f
AL
rr
)
[
il
e
)
ro
1o
A}
e
ol
o
|z

= wew TP

[automationcontroller]
control-plane-1.example.com
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[automationcontroller]
control-plane-1.example.com node_type=control
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[automationcontroller]
control-plane-1.example.com

[automationcontroller:vars]
node_type=control
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[execution_nodes]
execution-plane-1.example.com
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[execution_nodes]
execution-plane-1.example.com node_type=hop
execution-plane-2.example.com

5 oA node_type & A4 steH A == 4 F o ds] Hxe 158 Ao gy

[execution_nodes]
execution-plane-1.example.com
execution-plane-2.example.com

[execution_group]
execution-plane-2.example.com

[execution_group:vars]
node_type=execution

[hop_group]
execution-plane-1.example.com

[hop_group:vars]
node_type=hop

o] A4

peers= T ~E HEE AL Slo] == 7F A4S AA T Ut v 9 A9 A= control-plane-
1.example.com - execution-node-1.example.com ¢j 17 3} 3. execution-node-1.example.com <
execution-node-2.example.com ¢j] <17 3t}

[automationcontroller]
control-plane-1.example.com peers=execution-node-1.example.com

[automationcontroller:vars]
node_type=control

[execution_nodes]
execution-node-1.example.com peers=execution-node-2.example.com
execution-node-2.example.com
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2. mesh_ca_keyfile H= 3713131 7121 RSA 7](.key)e] A A 2 25 # 4 gt}
3. mesh_ca_certfile 152 3713513 CA Q12 A 3t o] A 4 Z(.crt)S 2 A o)
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[all:vars]
mesh_ca_keyfile=/tmp/<mesh_CA>.key
mesh_ca_certfile=/tmp/<mesh_CA>.crt

AW EE gtdof CAgtdo] FrteEH AX 22 1S Adste] CAE A& Tt o] Z2 A 2= v A
U EY =9 zF Alo] & A3 == 9] /etc/receptor/tis/ca/ t] & ] g] o] CAS E A} T}
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[automationcontroller]
aap_c_1.example.com

aap_c_2.example.com
aap_c_3.example.com

T olr A= o] MIA U E ] EZ2A S A EY

PN

Control nodes

aap_c_1 (< aap_c_2 44— aap_c_3

HAEZE Z9 oA ==2] 7] 2 node_type & 3lo]H gl = Yt} 7 ==9] node_type &
[automationcontroller group] ¢l A 3lelB2l= 2 WA A o2 Hd4 T 4 ) HFYth

[automationcontroller]

aap_c_1.example.com node_type=hybrid
aap_c_2.example.com node_type=hybrid
aap_c_3.example.com node_type=hybrid
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[automationcontroller]
aap_c_1.example.com
aap_c_2.example.com
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aap_c_3.example.com

[automationcontroller:vars]
node_type=hybrid

U AEE ZHQA AEE =25 S/ F AP A ZEHA slo|BeEl= 2o st ¥ o] aF
S A 9]stal 279 o gk node _type%éé_@'é}% Aol EHFYth

[automationcontroller]

aap_c_1.example.com
aap_c_2.example.com
aap_c_3.example.com

[hybrid_group]

aap_c_1.example.com
aap_c_2.example.com
aap_c_3.example.com

[hybrid_group:vars]
node_type=hybrid
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[automationcontroller]
aap_c_1.example.com

[automationcontroller:vars]
node_type=control

peers=execution_nodes

[execution_nodes]
aap_e_1.example.com
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Control nodes

aap_c_1

A

aap_e_1

[automationcontroller] 228l z} = A o] === A 2| gy t}. Al = =E Automationcontroller 259 37}
311 aap_c_1.example.com = =9} 25 0 & v o] 3 F 1t}

o A58 AESY 15 A =EE F7451W = 30| control = 44 H Ut

[execution_nodes] =:i A=W EZ S REAY U F =25 UEFYTL 7|2 =5 /3
execution JUth /| ==9] = S AH T & AdFYTL

rlo

[execution_nodes]
aap_e_1.example.com node_type=execution

== [execution_nodes] 2 &9l &= R E A3 9] node_typed AT F AFYUTH 2EN A ==
E F718tA A5 o2 A === Ayt

[execution_nodes]
aap_e_1.example.com

[execution_nodes:vars]
node_type=execution

1
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[execution_nodes]
aap_e_1.example.com

[local_execution_group]
aap_e_1.example.com

[local_execution_group:vars]
node_type=execution
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[automationcontroller]
aap_c_1.example.com
aap_c_2.example.com

[automationcontroller:vars]
node_type=control
peers=execution_nodes
[execution_nodes]

aap_e_1.example.com
aap_e_2.example.com

[automationcontroller] 2~El A} = Ajo] = =2 Aot AEE Z¢ 2o RE == A& vo|dH
Yot Al 2= =& Automation controller 250l 3715t ] =9} A5 0 & J o fH L th

[automationcontroller:vars] 28l 2} = AEE Z 72l <]
st A wrop He =5 A5t WHS Aoy
e ] === execution_nodes 7 E o] F713H AEE Z ¢l =7 AFO 2 yolH P Yt

o AS3 AEZH J1F0 A === 2715H == §3 o] control 2 A F Ut}

T olr A= o] MIA U E 28] EZ2A S A FY
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Control nodes

aap_c_l — aap_c_2

34.%e18 22 2 94 49 74

o] PHE FwEs 97 49 =S B 7o) FAFUT F msolq 97 A3 wse] AAY
F gyt

A7 )R o)A A =S MY 5L DMZ W ES) o)A AE5E A sl of s A5 o] AL AL
g 5 Ayt

peers=instance_group_local
[execution_nodes]
aap_e_1.example.com
aap_e_2.example.com
aap_h_1.example.com node_type=hop
aap_e_3.example.com
aap_e_1.example.com
aap_e_2.example.com

[hop]
aap_h_1.example.com

[hop:vars]
peers=automationcontroller

[instance_group_remote]
aap_e_3.example.com

[instance_group_remote:vars]

[automationcontroller]
aap_c_1.example.com
aap_c_2.example.com
[automationcontroller:vars]
node_type=control
[instance_group_local]
peers=hop
o}
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[automationcontroller:vars] 2~&l =}
1=2]
H

aap_e_3

aap_h_1

P kY

Control notes

aap_c_l (et—

aap_c_2

Y

aap_e_1

7} 2 AW mE sk FASE

== 79 o]&¢] instance_group_ = A gt ETH A X] 22 oA JIAE A IF O F Q1A EAL
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Ansible Automation Platform A}-& %} Q1 5| o]

| #71g e,
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[automationcontroller]

aap_c_1.example.com
aap_c_2.example.com
aap_c_3.example.com

[automationcontroller:vars]
node_type=control
peers=instance_group_local

[execution_nodes]
aap_e_1.example.com
aap_e_2.example.com
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aap_h_3.example.com node_type=hop

[instance_group_local]
aap_e_1.example.com
aap_e_2.example.com

[instance_group_remote]
aap_e_3.example.com

[instance_group_remote:vars]
peers=local_hop

[instance_group_multi_hop_remote]
aap_e_4.example.com

[instance_group_multi_hop_remote:vars]
peers=remote_multi_hop

[local_hop]
aap_h_1.example.com
aap_h_2.example.com

[local_hop:vars]
peers=automationcontroller

[remote_multi_hop]

aap_e_3.example.com
aap_e_4.example.com
aap_h_1.example.com node_type=hop
aap_h_2.example.com node_type=hop
aap_h_3 peers=local_hop

o}

= oAl = o] WA I E A EEZZAE EA YT
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aap_e_4

aap_e_3 aap_h_3

Control nodes

[automationcontroller:vars] 2~&l =}
7} 2R A9 wEs S B

[local_hop:vars] 2~ z}+= [local_hop] Z&F < RE =8 REZAEE =9 g o]H gt}

= 254 o]Eo] instance_group_ E A ZE W A X TR I A QI AE
Ansible Automation Platform AF-& =} ¢1 B 3] o] 2~0f] =7} o}

36. AEEY =9 )3t o} 2 ul = Ay

—_ 1 | Y

o] QA M ED UL F I AEZ =9ty AP =2 FTAY AEEZ ZYAS i ETYL A
EEZ7 o 3t o}l L= A AV execution_nodes' 2H 9 RE -t = AEED] Z# Qo RE =

=9} sl PP .

[automationcontroller]
controller-[1:2].example.com
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[execution_nodes]

execution-[1:5].example.com

[execution_nodes:vars]
# connection is established *from* the execution nodes *to* the automationcontroller

peers=automationco

ntroller

= oAl = o] WA I E A EZZAE BA YT

Control nodes

aap_c_|

3% A-s3t v A 24 S

— receptor_listener_ports

PN

[

RN RN

aap-e-1

aap-g-2 aap-e-3

aap-g-4

aap-e-5

Execution nodes

17
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Ansible Automation Platform A x] T2 23 & A} 85l 2153} WA A =22 Z 28| A4 AT 5
AeUth AW ED 3d S HASI =28 ZZ2H| A Y A =S TA| ST A X 22
Uoh AXx 22038 Al oo A28 e 74 dd3 2= A AgE YL
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[automationcontroller] 25l A A 3 HA| S AEE ALl JAWER S SAEE
ZR2HEAY AT AFH T

ZZA| 2

o I ZH|AY A st = A X 9o =0 node_state=deprovision & & 7}§t o}

o A

ol el Al AWl E] v ApF st vl A] FANAM F N mEE Z2H|AY s A T

[automationcontroller]

126-addr.tatu.home ansible_host=192.168.111.126 node_type=control

121-addr.tatu.nome ansible_host=192.168.111.121 node_type=hybrid routable_hostname=121-
addr.tatu.home

115-addr.tatu.home ansible_host=192.168.111.115 node_type=hybrid node_state=deprovision

[automationcontroller:vars]
peers=connected_nodes

[execution_nodes]

110-addr.tatu.home ansible_host=192.168.111.110 receptor_listener_port=8928
108-addr.tatu.home ansible_host=192.168.111.108 receptor_listener_port=29182
node_state=deprovision

100-addr.tatu.home ansible_host=192.168.111.100 peers=110-addr.tatu.home node_type=hop

411 A28)E == = 28] A4 A

awx-manage deprovisioning f+ 2 2| H & A}-&-5t] AE|E =25 522 A A= F4do] A

)4
i
°

9]
AA Z2u) Y A L Aol A =R vlo] 2ol dH A e Aed e

@ AAT A5 3} o7 9NN 4 g 24 oA A el A o
X 2233 PSS FU
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4% 71 o= B g 2 A A

ZEAX
L 2" 2E TP oh
I $ automation-controller-service stop

2. thE QlzE 20N 2 A Y 34§ S 49 ste] host_name < 1M E2) w1 U o)
2 LT olEo 7 wA gk

I $ awx-manage deprovision_instance --hostname=<host_name>

42. 9 222 S ALt 1 Z2H| A 57

Ansible Automation Platform A x] Z 2 23 & A} 85l 2153} WA oA AA 2L Z =28 AW 3 A
G EAdFULE AX 22 0P S HAYsH BE T LA a2F = AAd" a7t Al AE Y

Za
[automationcontroller] 2 &0 A A E A AR SAEE Al AWNED ] RE T2
EE Zz2HAY AT F AFY T
ZZA| 2
o =AY A sle]= 257 94 ¥ [group:vars]ol node_state=deprovision & 7} 3t}
of A

[execution_nodes]

execution-node-1.example.com peers=execution-node-2.example.com
execution-node-2.example.com peers=execution-node-3.example.com
execution-node-3.example.com peers=execution-node-4.example.com
execution-node-4.example.com peers=execution-node-5.example.com
execution-node-5.example.com peers=execution-node-6.example.com
execution-node-6.example.com peers=execution-node-7.example.com
execution-node-7.example.com

[execution_nodes:vars]
node_state=deprovision

421 A8 H 128X 28 T 2H|AY 34

awx-manage deprovisioning f+ 2 2| E| & A}-&-5to] A A 2|2 OF S 522 A A= 4] A

FUth.
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9]
AA = A SA BH 2 ALEste] Al A 2d s 2FE A AU th A5 A
: =z

o
AN AN A 2E s 2FS Z2u A SRl s E A A Z2a PP

AHgFI T

ZZA X

o T}S HH S Agsle] < name& gt S A AE A 18 o] B0 & vt

o}
I $ awx-manage unregister_queue --queuename=<name>
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