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I [root@rbd-client ~]# rbd help <command> <subcommand>
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snap list & F o] gt =3 2S FA|

I [root@rbd-client ~]# rbd help snap list
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[root@rbd-client ~]# ceph osd pool application enable {pool-name} rbd

=
[root@rbd-client ~]# ceph osd pool create {pool-name} {pg-num} {pgp-num}
[root@rbd-client ~J# rbd pool init -p {pool-name}
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[root@rbd-client ~J# rbd create <image-name> --size <megabytes> --pool <pool-name>
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I [root@rbd-client ~J# rbd create data --size 1024 --pool stack
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I [root@rbd-client ~J# rbd Is {poolname}
dg 5w o 2

I [root@rbd-client ~]# rbd Is swimmingpool
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I [root@rbd-client ~J# rbd --image {image-name} info
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I [root@rbd-client ~]# rbd --image foo info
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I [root@rbd-client ~]# rbd --image {image-name} -p {pool-name} info
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I [root@rbd-client ~J# rbd --image bar -p swimmingpool info
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I [root@rbd-client ~]# rbd resize --image <image-name> --size <size>
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I [root@rbd-client ~J# rbd rm {image-name}
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I [root@rbd-client ~]# rbd rm foo
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I [root@rbd-client ~J# rbd rm {image-name} -p {pool-name}
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I [root@rbd-client ~]# rbd rm bar -p swimmingpool
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I [root@rbd-client ~J# rbd trash move {image-spec}
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I [root@rbd-client ~]# rbd trash remove [{pool-name}/] {image-id}
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I [root@rbd-client ~]# rbd trash move [--delay {time}] {image-spec}
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I [root@rbd-client ~]# rbd trash restore [{pool-name}/] {image-id}
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I [root@rbd-client ~]# rbd feature enable <pool-name>/<image-name> <feature-name>
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I [root@rbd-client ~]# rbd feature disable <pool-name>/<image-name> <feature-name>
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I [root@rbd-client ~J# rbd feature enable data/image1 exclusive-lock
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I [root@rbd-client ~]# rbd feature disable data/image?2 fast-diff
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I [root@rbd-client ~J# rbd object-map rebuild <pool-name>/<image-name>
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I [root@rbd-client ~]# rbd image-meta set <pool-name>/<image-name> <key> <value>
o Al

o last_update 7] & dlo] &} %] g o] 6] A= o] ] x| ol 21=2016-06-06 gko. = A4 52l Th&
Sa gy
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I [root@rbd-client ~J# rbd image-meta set data/dataset last_update 2016-06-06
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I [root@rbd-client ~]# rbd image-meta remove <pool-name>/<image-name> <key>
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I [root@rbd-client ~]# rbd image-meta remove data/dataset last_update
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I [root@rbd-client ~]# rbd image-meta get <pool-name>/<image-name> <key>
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I [root@rbd-client ~]# rbd image-meta get data/dataset last_update
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I [root@rbd-client ~J# rbd image-meta list <pool-name>/<image-name>
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I [root@rbd-client ~]# rbd data/dataset image-meta list
32 o)A ] 7|2 74 Qoj27]
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I [root@rbd-client ~]# rbd image-meta set <pool-name>/<image-name> conf_<parameter> <value>
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I [root@rbd-client ~J# rbd image-meta set data/dataset conf_rbd_cache false
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Active Snapshot

Image of Ima?e

(stop i/o) (read only)

3.1. CEPHX NOTES

cephx 7} @43 H ™ (124 07 D) A8A o] & Ei IDS} A& A2 % 717 £ 2
A= g ARt gtk 0S WA ASE A A4 k=% CEPH_ARGS #7 W48 371
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[root@rbd-client ~J# rbd --id {user-1D} --keyring=/path/to/secret [commands]
[root@rbd-client ~J# rbd --name {username} --keyring=/path/to/secret [commands]

1



Red Hat Ceph Storage 3 &5 # x| 7lo|=

oz

et

W e gay.

[root@rbd-client ~J# rbd --id admin --keyring=/etc/ceph/ceph.keyring [commands]
[root@rbd-client ~J# rbd --name client.admin --keyring=/etc/ceph/ceph.keyring [commands]

te g

CEPH_ARGS #7 4o AHg4ks} A28l F7bskel il 928 B.a7t iyt

3.2. 2 Ak 7182 A1

t}.

w A= BEE00A rbd BE S AHE st 2SS A, U2 H AlIA s BHE RAFY

3.2.1. 2 Y AF A A

rbd = 2Y kS w52 snap create 34, & o5 R o|v|A] °o]5F& A FH T

[root@rbd-client ~J# rbd --pool {pool-name} snap create --snap {snap-name} {image-name}
[root@rbd-client ~J# rbd snap create {pool-name}/{image-name}@{snap-name}

d=
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W thet 2

[root@rbd-client ~J# rbd --pool rbd snap create --snap snapname foo
[root@rbd-client ~]# rbd snap create rbd/foo@snapname

3.2.2. 29 AF g

12

ol A 2YAkS »asteEd & o534 olvA olF& AF Y.

[root@rbd-client ~J# rbd --pool {pool-name} snap Is {image-name}
[root@rbd-client ~]# rbd snap Is {pool-name}/{image-name}
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[root@rbd-client ~J# rbd --pool rbd snap Is foo
[root@rbd-client ~J# rbd snap Is rbd/foo
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rbd £ A1-g38to] 2WAke 2 Zulsle W snap rollback 34, & o] &, o] o] @ 2 Ak o] 5
AP dot.

rbd --pool {pool-name} snap rollback --snap {snap-name} {image-name}
rbd snap rollback {pool-name}/{image-name}@{snap-name}
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rbd --pool rbd snap rollback --snap snapname foo
rbd snap rollback rbd/foo@snapname
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t}.

[root@rbd-client ~]# rbd --pool <pool-name> snap rm --snap <shap-name> <image-name>
[root@rbd-client ~J# rbd snap rm <pool-name-/<image-name>@<shap-name>
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[root@rbd-client ~J# rbd --pool rbd snap rm --snap snapname foo
[root@rbd-client ~J# rbd snap rm rbd/foo@snapname
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rbd S A1g3le] o]u] R o] R E AWYAFS AbA| 512 A snap purge &3} o] n] x| o] =& A A ).

[root@rbd-client ~]# rbd --pool {pool-name} snap purge {image-name}
[root@rbd-client ~J# rbd snap purge {pool-name}/{image-name}
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[root@rbd-client ~J# rbd --pool rbd snap purge foo
[root@rbd-client ~J# rbd snap purge rbd/foo

[root@rbd-client ~J# rbd snap rename <pool-name>/<image-name>@-<original-snapshot-name>
<pool-name>/<image-name>@<new-snapshot-name>
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I [root@rbd-client ~J# rbd snap rename data/dataset@snapi data/dataset@snap2
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snapshot o] & WA o & 71 Al AR E Z A 31214 rbd help snap rename 3 % 2 23 ).

3.3. 7153}
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Snapshot Child refers Clone of
of Image Snapshot
to Parent
(read only) (writable)
—
Parent Child
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2 YA BA) 2o COW(Copy-On-Write) === COR(Copy-On-read) 24 22 4 95U th.
COW(Copy-On-Write)= 220 dja] 34 243}5 o] 9132 COR(Copy-on-read)S H A= o 2 243}
3| oF g th. COW(Copy-On-Write):= H-A1 & W] o] $F= R 32 QHAE & v F9]oA AL
Z dolg & EAU LT BA1E U o] @FHA &2 e BAEA ¢S 1 COR(Copy-on-read):= “44]
X BEAZO R dolHE HAIGUTH A4 tolE & ¢] o QHAEJL BA| 2 o7 Qe 43¢
ot &9l dlolg vt ¢lF Utk RADOS £5 FX= & o|v|A & o WA (7123 AMB)=E #3313 &
£ COW(Copy-On-Write) @ COW(Copy-On-read) z¢l o] AA| Q@ H A EoA BASIH(F, 1ulo]ES
BRo] 2= A9 g4 2B A E 7L o)A COW/COR #¢] 2] BA|Ea o} & EA)8}A] &= A9 EA 9
1MB 2 B A EZ 2] 71 B 7]=4).

COR(Copy-On-read)7t &4 sts o] J=A ol F-o FAIQle] EAA 7|2 e BAES ¢loH F=3
T e BE Ve 292 g SRyt 2] o g @ Aol §l7] Wil (5AE 5 dFu
o BA g 5 ol reroute= QBAEZ BAH ALY 7|2 G olujAE =2 wl7HA ASHUc
COR(Copy-On-read)S AH§-3t =5 AT B¢ SAldA FH B34 £k ZE 9718 2994
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o3 3 o Bl S BA 2ol 2y stel FARRE AV Yo% A AANA FLF /18 FHY 5
¢tk

Aoz o] ARl & duls o BAEy Fu FAAU T ol HAl/F RR(TE A A ANl o
E F9] Z91)NA 7] 1\] 7‘°l % AZd A+ B¢ 53] &t COR(Copy-On-read):= ¢ 7] A
A AE SUUTS AT B A 7= B0 FrHEolHE ¢17] WEel B 7] A 7bo] oA aL(d:
EA Zo A 1ulo] EE °‘gx]?} AAE AMBE Aol A &3 B0 7| =80k 3F) R E FF 97|71 &2
A AA A AF-FU .

2 Y Ako| 4] COR(Copy-on-read) 5-#] -2 A Al 312 H ceph.conf 312 9] rbd_clone_copy_on_read
= true o} <l rbd_clone_copy_on_read = trueE 713t WA & 0 2 o] 7]5& &4 s}sl oF ).

3.3.1. A5 A A A #st7]

thSEﬂﬂﬂiﬂLﬂﬂﬁiinmﬁiﬂﬂﬂﬂdﬂ%aqﬂdMﬂA*ﬂ&%%ﬁ

slof U Th 2WAL B Ealol U o] & 3 BAS $AF T WA BA S A2 5+ d5UT
Create Block Device Image —p Create a Snapshot
|
Protect the Snapshot —p Clone the Snapshot

EA A olul A= ZH @Skl @ F=x7F on] £1D, olvA ID F 22k ID7F £dgU T &
ID7} 3o o 3 oA & Z9| on A2 2 BAT 5 s

oln A AZ2: S FX AlF3He] Al AL Al = vhAH o] n| x| ¢ BA| o | E
LS e 2WAS A5t APU T d & S0 AHSA= RHEL7 v £-§ o] & A4 o}_’
G 2YAS AT = dFUTH A A= F718 0% o] v A & JulolEdtL Al 2YAES 1
T A5 Y (el : yum update,yum upgrade, rbd snap create). o] u] x] 7} A &5 A o] w}2} A}
A= 2YWA F s 5AE + dsUth

ol:o mln

F AH Abdlol 712 o uART H B ARE ATt P9I oA
2 So], AL AE ol Tl A (ol: VM R E3)E BRI 53 thE 2xEgo](ell:
Be] A2d, B4 A2 5)E AR S S, /12 o] vl A o} vhabA = 3
ZI:

Ut

A AEA: 3
ol LU o
ol o] 2, AR =
7 olul A & 2y Ake
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e
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.19.

AES E:BE GA AS AR L A @ 7wy e g s vy oln]
Ao} oG DI Aysto] ¥3E EL BEE AQUTh 28 G AL AT E Ulo)A] 27
B glo] YA BAR LS 97] A8 ARS Ag Aol A 5 A%

olulA] vpol 1ol H/HT: B FX AF AP A B /A PH S & FolA thE
£ )o|E1 2 vhol ol AakA} B 7ok AT

33.2. 2YAkH3S

°]
3

)

B Be ] g sko] M 2P TH AFS AT A2 A YL AT A BE B
U dol8 £8¢ BAs7] 98l BAlst7] Aol 2WAS wE U ol 2 selw o
s gk

=
3

o oy

[root@rbd-client ~J# rbd --pool {pool-name} snap protect --image {image-name} --snap {snapshot-
name}
[root@rbd-client ~J# rbd snap protect {pool-name}/{image-name}@{snapshot-name}

dg 59 gew g4yt

et

[root@rbd-client ~]# rbd --pool rbd snap protect --image my-image --snap my-snapshot
[root@rbd-client ~J# rbd snap protect rbd/my-image@my-snapshot

Fx

I
fot
i
>
=
o
tilo
&
2
]
+
5
oy
L
o

3.3.3. 2 Ak B

2yate BASEW 49 E, o vlx|, 294, 519] E 9 o]v] A o] 52 Agalof gt BAlslE W
WA =YL B slof guth ol gl el the WS A gt

[root@rbd-client ~J# rbd --pool {pool-name} --image {parent-image} --snap {snap-name} --dest-pool
{pool-name} --dest {child-image}

[root@rbd-client ~J# rbd clone {pool-name}/{parent-image}@{snap-name} {pool-name}/{child-image-
name}

A% 59 gew g4yt

et
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I [root@rbd-client ~J# rbd clone rbd/my-image@my-snapshot rbd/new-image

3

@ ZolA T Eo] oulA 2 2YAL HAL F AFUTh A F So shte] FelA

9471 A g olmA @ WAL AEUOR §X Bl sta T2 FolA 227] 7Hsd BAR

2 FA2 F AFUTh

3.3.4. 2% 05 S

2SS AR SN WA BEE slAlsloF FUTh TS BA oA FETh Qe WS A
YTk WS AR S7) Aol 7k 29 BA 2L Fustalor Gt o2 Selw ke 3
Aok

[root@rbd-client ~J#rbd --pool {pool-name} snap unprotect --image {image-name} --snap {snapshot-

name}

[root@rbd-client ~J# rbd snap unprotect {pool-name}/{image-name}@{snapshot-name}

o2

et

GRS Bl

[root@rbd-client ~J# rbd --pool rbd snap unprotect --image my-image --snap my-snapshot

[root@rbd-client ~J# rbd snap unprotect rbd/my-image@my-snapshot

335. 2YAF EE

29 ake] ah9l @52 hdshew ohe-2 gy h

rbd --pool {pool-name} children --image {image-name} --snap {snap-name}
rbd children {pool-name}/{image-name}@{snapshot-name}

o2

et

W the 2

rbd --pool rbd children --image my-image --snap my-snapshot
rbd children rbd/my-image@my-snapshot

3.3.6. 2|5 o]u] x| BT+
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£ AASH 29ske] AHE BALOE Halsle] o] WA E HFHA 0 "Hefol x g ch HAI S W
sh ©l A A7 23 aE 270 wheh Soldth

ah9] ol A sk #AH 4] olml A 29 AL Al sk W WA 39] ol m & W Fallof Fich.

[root@rbd-client ~]# rbd --pool <pool-name> flatten --image <image-name>
[root@rbd-client ~]# rbd flatten <pool-name>/<image-name>

g 59 o &

[root@rbd-client ~J# rbd --pool rbd flatten --image my-image
[root@rbd-client ~J# rbd flatten rbd/my-image

WA olul Ao 29k RE JRst X5l gou s WihE olu AL ASsHE BARu
ge =

d Eelx $7+¢ A FU T

Fx

oju| x| o] Z1 2 flatten 7] o] A 3tEH 7|2 02 o|u|x] A7} FHdA S35

Ut
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4. &5 AA v

RADOS = %|(RBD) v 2|5} & & o] 4| Ceph 22 2¥] 7to] Ceph 22 %3 o|n| A & u]57] &
Aste TRA2AUG B Y e Ay] R 2], 85 A 27 24, 2908%, B4 R FRL FFate] o]
vl o] g BE WA ALl @ AES ABE BARL BFTU

P A5 A8 F=3 RBD A2 7152 AHE-5td] olvu| Ao digt R E 4 ALYS A= &
A2 71533t o] ZA] 31H o] A 9] FE UX| vHE AT F dFUT o] R & o] FEH2H
o vl FstH A WA AdP S A sEoF Ut AA S 82 4.12. “journalctling &43}” & F=x
Al L.

vEPE E5 AX G A4E 7|2 2 R Fo] AAFHE ol Hojnzg 7|E 9 1B x E9| CloudEvent
AS +xE Y
Y EY I AdAd= v B 0]

Ut

#rEed §3 % A% SHL Haslof Gt ES /B Alo] =9} ¥z Alo]E 1}
A7k glol Mol FAHES 5710 32 S 9% o] glofof T

=
FAd 8% 2 A% S40] gojof sk 23 th7] A2k flol vle P e wgsts] e A
23 o] Zo] glojol G ol & o] 7|12 Fe2E o] o|u| x| ol o) § X MiB/s % 2
7l Az ol i A UEAZNA NESNZ AN N* X A2l FL nx Ao Eo] 1]
N olul < & 2= sl Yo%e] b 2912 A sl of gt

rbd-mirror o] &

rbd-mirror ] =2 3 Ceph 222 9] o|u]x] = t} & Ceph Z g 2H= 57133t

BA 49 wa rbd-mirror = 9 S8 2E = v Yo Fosl= RE ZFE2gHaA AP

718 FE2HoA WY 9L 5= B F2HE2 dolg 7t wle Y= A rbd-mirror
€ Bz FYZHAMT A Y. RBD v]E o= o2 /e B AIETL S + Aw
Yok
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4%. 5

i
ON

2] v 2%

e B A= 7| 8 Z 2 2F 9 rbd-mirror B 22 F713l2 2 o|u| X7} A|AE I HE
ZE2golAN 42 F AFUTh 238 g Bx ZH2EH ouAE WA - don B
Z Y LHAA B FHISHE qUEFHFe s EAgUY. F S LH BF F 292
HollA oA & 5433 sl 5 = Y= = rbd-mirror 7} AP 2 Qojok Ut A &
W BA £ F Aol E vt A d gyt

rbd-mirror 3l 7] A] = rbd-mirror = A F ).

T8

¥u}ak B A o] A rbd-mirror ©] 7t Q1 A€ A= v} Ceph 28 2Ho| Ao 9448 &
Aojof Foh. 3t v H Y S A g 3t7] al F ol g AY Alo] E Zhol] T3 o o F o]
Y E 9]0l glojoF .

“;L 9]

Ceph =& 2H 93 T2 rbd-mirror d] =7+ 23] g}

gy 2=

v P2 vo] L Wl EEE 7AH Y. Cephe £9] o|v| A7} v Y ==X ol w2} F 7}

A r=Es ALdEU

>
=+HE

Ad¥ 7150l 4sta 29 2E olv A7t v F Ut AAZF W E2 E v 74 & F=x
st Al 2.

ojm|x] R =

E o] 54 olvA] sh¢] W m D 7} olm o) sl vl e H e A salof grich A4

F gL olulA v Y T S FEFHAA L.

oju| =] “FH
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ol A& FAAZ F A=A A= AT FH el w2t dEY .

A8 el oA E £ 4 AFU

072 el olnAE £48 F e

ojul o] w2 Po] WA SA3EHE oA 7} AFeR 7| Row SAPUY. s TAT F AUsF
o}

[ ]
oA v P BYstse] AR O R (427, “F T RE)
[ ]
=7 olvA] vd Y g By sstel WA o2 AP FUTH 4.3, “olv| x| 2HFZ).
7 ol v A S ERFHI W72 v NS 54T F AFUTH AAF NG 438, “olv] ] MY 2
Az 2.

4.1. JOURNALCTLING &4 s}

RBD 443 7152 243518 4 d&Uth

olm A7t 44 A 72

EREEEE=

Agge =g Sy salo s Mekd 22 7150 B iU o8 $AE Az

ol A& AT o A 2Y S &4 3}ste]d -image-feature 542 AHS-FU o
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I rbd create <image-name> --size <megabytes> --pool <pool-name> --image-feature <feature>

9=

et

o33 2Eyo

I # rbd create image1 --size 1024 --pool data --image-feature exclusive-lock,journaling
oA AAH oA oA AP S &/d3}3te] ¥ rbd feature enable & & S AHg-U ot

I rbd feature enable <pool-name>/<image-name> <feature-name>

9=

et

W e gay.

# rbd feature enable data/image1 exclusive-lock
# rbd feature enable data/image1 journaling
78R o7 R E A oA A AP L SAstste A Ceph 74 Y b3 AA S F71g .
I rbd default features = 125

4.2. & 74

o] Mt the AL FAE FHS AP P

[}

Eol A v e 243}
[}

Fol A vl v B S
[}

Ze2H o] 37}
[}

sofo] g B 1 1]
[}

Zej2H 0] 47
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29 v e 7HA 7]

% o] 2o 2N e BE L AP

204 Y 243

24 MY S FAststEE 52 s3dU
I rbd mirror pool enable <pool-name> <mode>

q

data 2}= A £ v FS SA3stH A v+

tilo

T3

d
kJ
k)

I # rbd mirror pool enable data pool

data 2= EolA olv]A] = v Y e WYt E oha-g FAT

I # rbd mirror pool enable data image
AA G UL v Y =S Fxd4A Q.

oA v w5t
204 v AP S v s d a2 F3FUG

I rbd mirror pool disable <pool-name>

o A

data Z v S A ssteEd b5S F3dUT
I # rbd mirror pool disable data
P S v 2Adststr] Aol vo] FH2HE AAFUT AT &2

24
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Fx

204 AP S v ststd v o] on|A] REoA Er g A4stE £ W9 o
A oA = 3 o] v A & v A ST AA W82 o] vA] FAAS FxsH A L.

Ze2H vo] 37}

rbd-mirror vl o] v]o] ZH2HE A ™ Fol ¥ & SH3loF F

rbd --cluster <cluster-name> mirror pool peer add <pool-name> <peer-client-name>@<peer-cluster-
name> -n <client-name>

g A

site-a 2 2] 2H & site-b Z 2| 2H o I o2 F7}51# A site-b S| 2H 9| FEo|JE A &
BES AYPF .
I # rbd --cluster site-b mirror pool peer add data client.site-a@site-a -n client.site-b
s ojol g Fx 17

dolol g AR E AW -2 FPFU
I rbd mirror pool info <pool-name>
o A

# rbd mirror pool info data

Mode: pool

Peers:
uuib NAME CLIENT
7e90b4ce-e36d-4f07-8cbc-42050896825d site-a client.site-a

228 w0 217

m e o] Fe2EE AAS Y e FAFIT
I rbd mirror pool peer remove <pool-name> <peer-uuid>
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Z o] &3} 3] o] UUID(Universally Unique Identifier)E %] & g t}. 31o] UUIDE B2 rbd mirror
pool info 3 & A& 3t}

o A

I # rbd mirror pool peer remove data 7e90b4ce-e36d-4f07-8cbc-42050896825d
29| v dd 714 271

EERE T R R s

3

Yt
I rbd mirror pool status <pool-name>

g A

ol F A& /A8 b3S S Ay

# rbd mirror pool status data
health: OK
images: 1 total

9| BE v olujA o 3 Fel] A F FHE =232 W -verbose ¥4 S A& F T

4.3. o] A] 44

o] FolHE the AL S PP 4

ol
k3
k)

[ ]

ojmA] v Y &/ds}
[ ]

ol A w2 v &/ s}
[ ]
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44. 2% 4R v

olv| A A& 713}

S olul x| 2] w2 FH| 7HAH 271

A 22BN OGS FHL AT

ojmA] v Y &/ds}

54 olv A v AP S FAststEd 52 FFFH

% vo] Ze2EoA olnlx REolA WA Eeo| v WL BASIIG. AMF NS 4.2

4. E T BRI L.

m il
o
L:
d
kJ
k)

a3 g F oA 54 oluA o] @ vHP L PAHo
I rbd mirror image enable <pool-name>/<image-name>

o A

tl o] E°A image2 o|v] x| o] v] ¥ S A st a2 SIS

I # rbd mirror image enable data/image2
oju x| w3 H| &/ 3}
54 olu A 9] v H P& v 2 ststEd =S SR U

I rbd mirror image disable <pool-name>/<image-name>

o A

tl o] E°lA image2 o|v] A v Y-S v st 22 SIS

I # rbd mirror image disable data/image2
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ojnA =4 g H=®

o] A & H| 7] & (non-primary) . & A A5t A T3-S TP
I rbd mirror image demote <pool-name>/<image-name>

o A

tl o] €] Z0]A image2 o] v X & A|A3H A &S AT
I # rbd mirror image demote data/image2

olmA & 7|Ro 2 5A3 A v

tllo

52

L

Yt
I rbd mirror image promote <pool-name>/<image-name>

o A

tl o] 8 Zo|4] image2 ©| WX & $A5HA g

tlo

e

d
kJ
T

I # rbd mirror image promote data/image2

AbgsHe Ve P ol thet Sd g v H W2 Abgsto] AlS) B i P v HH o
S L EXRRES

--force & A1&3le] H| 7| & oA & AA| = 54 P ).
I # rbd mirror image promote --force data/image2

TE= 54 Fd0o 7 93] demotiong o] Ceph S 2Hod Axd 5 ¢l
AR o 24| U] 82 Non-Orderlydown ©] 5 3] 9 1] & F% 35144 <.

28

e
=
%

s

o
35

21

A


https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/3/html-single/block_device_guide/#recovering-from-a-disaster-with-one-way-mirroring-block

Fx

4 Fol= o|u A7} R sHA| 7] Wl 2ol F713t 1 ¥ 712 o] v A& AR 57
SHA] v A L.

olv x| A% 7] 3

713 olu| R o A F715tE 25 5SS P
I rbd mirror image resync <pool-name>/<image-name>

o A

tl o] Eol4 image2 o] X 9] AF715tE QA5 A b3S TSI
I # rbd mirror image resync data/image2

T 3o F22H 7ol dAHA X2 Fe 9] S rbd-mirror ﬂlL 2 BUAE FEsl= oA & v
3R FHFUT o] FAIE A= Wil qw ZHA & U 82 Aol A B3t *ﬂf}ig e
Al L. AFg-st= v 3ol mat i v S AMSSke] Alsl] B e FHE v e E o] A= Al
3 BE x4 L.

S olul x| 2] w2 FH| 7HAH 271

v P E olu A 9] FHE 7HA A b3S S
I rbd mirror image status <pool-name>/<image-name>

o A

tl o] E°A image2 o]v] x| o] & 7HA 28 v5S T3 U

# rbd mirror image status data/image2
image2:

global_id: 703c4082-100d-44be-a54a-52e6052435a5

state: up+replaying

description: replaying, master_position=[object_number=0, tag_tid=3, entry_tid=0], mirror_position=
[object_number=0, tag_tid=3, entry_tid=0], entries_behind_master=0

last_update: 2019-04-23 13:39:15
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4.4. 1-WAY MIRRORING +4

e v Y e shte] Fe2H o) /18 ofu A7} nx FH AN BABL oJugUTh nx 2

H2EolA A o n A& v/ BYUTh 5 BF Fx Setol AL ofm Ao 2 5 elgUh

30

SF v P2 o2 Bx Aol ES A AFU T o B Alo|EdA T v 2
S 1ASEE 7t B ZH2HA g8 AAE vrEgg.

I v AP L ol R o] FEA AHES FA FElEhe W AT 9 v e
S NG uHP S AT o) S 2E 7 A S5 917] W&ol OpenStackel #1-s ol
Utk ol @ Auel ol e v H P2 ALE T Tk AH @ W2 454, “2-Way
Mirroring 74" & Z =34 A Q.

g AR E 0ee g .

T M9 S82H7 A 7|2 S8 2HoA R FHAHE oA & BAsHE A Ut
o] Axteo] BA O F 7| & o|u A7} = Fe]HE site-a S| 2HE F=x813L o]v] X £ site-b
Y 2HZE A = S 2HE Fxetd F 8 2HE 23U Ceph Storage S8 2
g A x] o] o] g A3 &2 Red Hat Enterprise Linux-§ 4 =] 7}o] = &=+ Ubuntu-§ &3] 7}

o] =g FzEHAL.

site-b 2 2] 2 ¥ ol = rbd-mirror t] Zo] A3 == So|AE =71 AA =] UdFUT o]
o) =2 o] n X 2 site-b Z & 2E ] 57131317 $)3) site-a =& 2F o] A A} Ceph 2}
o] E A x| o d g AA| 3 ] &2 Red Hat Enterprise Linux-§ 4 =] 7}o] = =& Ubuntu-§ &
2] 7Fo] EE FE A L.

iy

=

T 282
2 )

Holl 43 o152 2ol AU ofd oA A E2 Hl°lg o]F°] AFPY
= &
2.

82 2&2/% et 7}o] = == Red Hat Ceph Storage 3¢] & &2 F=34A|

=

o= v Pt oA 7F X3 o] dom A d o] AstE o] AFHT ofef el A
A] o]u]A] 9] o] &< imagel 2 image2 U t}. AA) 3 U] &2 MeteringConfig &4 512 JFx3}
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/
https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/3/html-single/installation_guide_for_ubuntu/
https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/
https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/3/html-single/installation_guide_for_ubuntu/
https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/3/html-single/storage_strategies_guide/#pools-1

22 g v FAFE P B F /A ATk

olmlAE v PFsteH = v 7 Z2ALE ASF Y.

[}
0 T e mE
[}
olmA] vlel®: & Ul A A @ olul x| S vl s o] vl x| vl 74 ZeA LS A}
3T
z v 74
1.
dolH & e BE olulAo] 53 @7 2 Ad=de] A3l o] YA FAF T AA @
EE RS

g 414, “journalctlmg A3 &

2.
site-b 2] 2 2] Sa}o|UE ==9f rbd-mirror 3] 7] X & A X g t}. 3l 7] ] = Red Hat
Ceph Storage 3 Tools 2] X E 2] oA Al g}

Red Hat Enterprise Linux
I # yum install rbd-mirror

Ubuntu

I $ sudo apt-get install rbd-mirror
3.

site-b & 2 € 9] F}o]AE =S o]A CLUSTER 342 AA3 9o 713l FE2H

o] &< x A g ). Red Hat Enterprise Linuxol 4] /etc/sysconfig/ceph 3} & ¢ dl o] E3} 3L

Ubuntuol 4] /etc/default/ceph 52 -S 2] A 317 ¢ dl o] Egt}.
I CLUSTER-=site-b

T ZE2gHoA BF Hlolg E AA 2355 dlF 7] ¥S < cluster-names.client.<user-
name>.keyring 3t o] &3 A gto] A= AHAE AP

site-a 81 2H 9 2 Y¥E s X2E A client.site-a A-&-25 A A 3132 keyringS- site-

a.client.site-a.keyring 3} o] == g}
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# ceph auth get-or-create client.site-a mon 'profile rbd' osd 'profile rbd pool=data’ -o
/etc/ceph/site-a.client.site-a.keyring

site-b Z 8 2H 9] 2 U Y S 2 EJ A client.site-b A} &A= WA 5131 Q1= 7] = site-
b.client.site-b.keyring < o] &2 3},

# ceph auth get-or-create client.site-b mon 'profile rbd' osd 'profile rbd pool=data’ -o
/etc/ceph/site-b.client.site-b.keyring

Ceph 74 517 A= 449 RBD 7|9 52 & Alo| Eo] ] BUEH =0 site-b =
UH 2 ZejoldE mEg B3,

# scp /etc/ceph/ceph.conf <users>@-<site-b_mon-host-namex:/etc/ceph/site-a.conf
# scp /etc/ceph/site-a.client.site-a.keyring <user>@-<site-b_mon-host-name>:/etc/ceph/

# scp /etc/ceph/ceph.conf <user>@-<site-b_client-host-namex:/etc/ceph/site-a.conf
# scp /etc/ceph/site-a.client.site-a.keyring <user>@-<site-b_client-host-name>:/etc/ceph/

Fx

Ceph 74 722 site-a 9l 4] site-b U E = A43t= scp 9 H L 7Y o]
&2 site-a.conf = WA 7189 Y o] 52 FYsHA FAE UL

site-b 8] 2 Zg}o|AdE A ceph.conf & 7} 7] = site-b.conf 2l= A E2 =3
2 A4 e

# cd /etc/ceph
# In -s ceph.conf site-b.conf

site-b Z g} o] A E = o] A rbd-mirror H| 2 &4 s}l A &3t}

systemctl enable ceph-rbd-mirror.target
systemctl enable ceph-rbd-mirror@<client-id>
systemctl start ceph-rbd-mirror@<client-id>

& lt;client-id >= rbd-mirror d] o] A8 3 Ceph Storage 2] 2 A& A= W7 ?,;PL] t}.
AFE A Al S8 2H ol gt A3 cephx A A2 Aol lojof ). A}A g U] &2 Red
Hat Ceph Storage 3 # 2/ 7}o] =2 A} &2 He] FS FZ34A L.
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D
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o3
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v}
o

site-b & AHg- AL 5 ol Aol wheh ohe WP AT

A

# systemctl enable ceph-rbd-mirror.target
# systemctl enable ceph-rbd-mirror@site-b
# systemctl start ceph-rbd-mirror@site-b

site-a 22| 2H 9] RUH =EdA g3 ¥R S A st site-a S 2H = ol &
v S s g.

I # rbd mirror pool enable data pool

v ol dFH oz BAASHAAE=A FAH Y.

# rbd mirror pool info data

Mode: pool
Peers: none
o.
site-a 8] 2 H £ site-b 8] 2H 9] Fo|AE oA O HH S 23] 5o site-b Z
289 7o) 2 F73
I # rbd --cluster site-b mirror pool peer add data client.site-a@site-a -n client.site-b
so7t 43 Aoz FHEAEeA AP
# rbd mirror pool info data
Mode: pool
Peers:
uuiD NAME CLIENT
7e90b4ce-e36d-4f07-8cbc-42050896825d site-a client.site-a
10.
<+ vl

ZHA] 3 image1 2 image2 o] v] x| 9] g & 32l gt Al up+replaying o] = 73
#Go] A 2 ZAEFUt). site-b Tl 2H O RUH oA o HH S AP}

# rbd mirror image status data/image1

image1:
global_id: 7d486c¢3f-d5a1-4bee-ae53-6¢c4f1e0c8eac

state: up+replaying
description: replaying, master_position=[object_number=3, tag_tid=1, entry_tid=3],

mirror_position=[object_number=3, tag_tid=1, entry_tid=3], entries_behind_master=0
last_update: 2019-04-22 13:19:27
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# rbd mirror image status data/image2
image2:

global_id: 703c4082-100d-44be-a54a-52e6052435a5
state: up+replaying

description: replaying, master_position=[object_number=3, tag_tid=1, entry_tid=3],
mirror_position=[], entries_behind_master=3
last_update: 2019-04-22 13:19:19

ojwA vHAY 4
1
dlolE] E ol el olulA S Y st 54
stol ot A4l g 82 4.14. “journalctling 24351 &

= O

e

vy A ZZA20A 2-7GA = PP

site-a 2| 2H 9 R UE =t dHo|g Z9| o x| v YL FA3}
I # rbd mirror pool enable data image
vejgo] AFA o2 A HA=A FA A

# rbd mirror pool info data
Mode: image
Peers: none

site-b 2] 2 2] Z}o|AE =t oA site-a F ] 2EHE Fo] 2 Fr )

I # rbd --cluster site-b mirror pool peer add data client.site-a@site-a -n client.site-b
Fol7t HEH o2 F7HEAEA FAF .

# rbd mirror pool info data

Mode: image
Peers:
uulD NAME CLIENT
9c1da891-b9f4-4644-adee-6268fe398bf1 site-a client.site-a
5.
site-a 2 26 9| RUH S04 imagel 2 image2 o|w] x| 9] ou]x] u] Y HAH 0
2 84331}
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# rbd mirror image enable data/image1
Mirroring enabled
# rbd mirror image enable data/image2
Mirroring enabled

A % image1 9 image2 o] "] X o] =& A3 ). e up+replaying ol 1= 739 7]
fgo] A E ZFFt site-b Ze]2H O RUEH ==X v B93-S AP

# rbd mirror image status data/image1
image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+replaying
description: replaying, master_position=[object_number=3, tag_tid=1, entry_tid=3],
mirror_position=[object_number=3, tag_tid=1, entry_tid=3], entries_behind_master=0
last_update: 2019-04-12 17:24:04

# rbd mirror image status data/image2
image2:
global_id: 596f41bc-874b-4cd4-aefe-4929578cc834
state: up+replaying
description: replaying, master_position=[object_number=3, tag_tid=1, entry_tid=3],
mirror_position=[object_number=3, tag_tid=1, entry_tid=3], entries_behind_master=0
last_update: 2019-04-12 17:23:51

4.5. 2-WAY MIRRORING +4

PR vl ALESE F 2 2E e o= WPORE WA S HAY F AFUTh F 22
HolA S oluAo] e W7 e 2 5 glon ¥7 Adto] Az AvEEs 3 4 gy 2
A2ElA ou A7t AR AY AR E ] 27] 7Fsd 99 5713 A2 AR,

& AR E Bee M R

T 79 8287 o F FH2H 7h o]u|A & BAT 5 ofoF Gt o} o A o
A 28] 2HE site-a 2 site-b 2] 2¥ 2132 gt} Ceph Storage 22 2~€ A X o] o g =}A)
3t U] 82 Red Hat Enterprise Linux-§& 4 X] 7}o] = &= Ubuntu§ & ] 7}o] =& FE 3} A]
o

.

T+ 28 2Hol 25 RBD -mirror g o] A== Zo|JE =71 A4 H AFY
site-b 2 2] 2 9] H| &£ o] site-a Z 2] 2ol AZ 3} o]v| A £ site-b o 5 7]35}3}aL, site-a &
2 28 9] &2 site-b S 2 2H ] dAsl] o]n| A £ site-a 9] 5713t o}. Ceph Sz}o] A
E A A9 o3t ZA| 3 U-&-2 Red Hat Enterprise Linux-§ & 3] 7}o]= &=+ Ubuntu -§& &3] 7}
ojEE FX3IHAL.
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e ZHol $Y3 o] 59 Fo] AU o} A A FL& dHolH o]Feo] AP FY
o} ZAI S U 82 2 &2/ %] 7 gk 7}o] = = Red Hat Ceph Storage 32| = &2 X314 A
L

o= v Pt oA 7F £FH o] dom A d o] EAstE o] AFHT ofef oA
A] o]u] ] o] &2 image1 2 image2 ¢ t}. AHA g U] &2 MeteringConfig &4 312 =314
AlQ.

22 g v PAFE P B F /A7 A
Evleg: F o] RE v E e Yt vz okdol F vz F AL B

ol x| vl Q: E Ulol A Ae g ol vl A 2 vl sl ofd ofrg 7 g 4L uEy
.

Z " 74

1.
dolH & W BE oluAo] 5 @7 2 A=l AslH o] YA FAF T AA| @

W82 4.14. “journalctling 431" & F X34 A Q.

One-Way Mirroring 774/ §5 % Z 124 74 MA|A 2-THAE S ske] & 744 v
EEER L As1ch

site-a Z 8 2H 9] F&o|AE =T rbd-mirror 3 7] X & A X g}, 9 7] X] = Red Hat
Ceph Storage 3 Tools @] £ %] E 2]l A A &g},

Red Hat Enterprise Linux

I # yum install rbd-mirror
Ubuntu

I $ sudo apt-get install rbd-mirror

site-a 2 2H 9] F}o|AE =4 CLUSTER 343 A A3 9o F7tsto S22H
o] 54 A& g t}. Red Hat Enterprise Linuxol 4] /etc/sysconfig/ceph 71 & o] Esl L
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Ubuntuol 4] /etc/default/ceph 52 -S 2] A 317 ¢ dl o] Egt}.
I CLUSTER=site-a

site-b Ceph 773 3¢ % RBD 719 31U & site-b U E 3 STo|AE =2 EAY .

# scp /etc/ceph/site-b.client.site-b.keyring root@<site-a_mon-host-name>:/etc/ceph/
# scp /etc/ceph/ceph.conf user@<site-a_client-host-name>:/etc/ceph/site-b.conf

# scp /etc/ceph/ceph.conf <user>@-<site-a_mon-host-namex:/etc/ceph/site-b.conf
# scp /etc/ceph/site-b.client.site-b.keyring user@<site-a_client-host-name>:/etc/ceph/

i =71
' site-b XU H ==X Alo]E-bE Ceph +4 Y-S AE 5= scp 882
34 9] o] F-& site-b.conf = vl ). 719 Y o5& FYH AU

site-a RBD 7] ¥ 3122 site-a monitor ;= =0l 4] site-a S} o] E = & H A
I # scp /etc/ceph/site-a.client.site-a.keyring <user>@-<site-a_client-host-name>:/etc/ceph/

site-a Z 8] 2 F oA E =9 A ceph.conf = 7}2] 7] & site-a.conf 2= 28 Y3
£ A4y

# cd /etc/ceph
# In -s ceph.conf site-a.conf

site-a Z &} o] A E =9 A rbd-mirror t| 22 &4 3}3} 31 A Zg ).

systemctl enable ceph-rbd-mirror.target
systemctl enable ceph-rbd-mirror@<client-id>
systemctl start ceph-rbd-mirror@<client-id>

o 7] A <client-id >= rbd-mirror €] o] A1 &3 Ceph Storage & ~H A&A YU} A}
LAl A 82l O] g &2 cephx AA 2 Aol Qlojof g}, zHA g U] 82 Red Hat
Ceph Storage 3 #z] 7}o] = 9] AF&A} ] FS FxAA L.

site-a £ A18-3 A4 53 Aol o g Wy e A9

L

Y.
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# systemctl enable ceph-rbd-mirror.target
# systemctl enable ceph-rbd-mirror@site-a
# systemctl start ceph-rbd-mirror@site-a

site-b 2| 2H 9] RUH kEdA g5 RS A st site-b S 2H A = oy &
v S s g.

I # rbd mirror pool enable data pool
v Pol AFHow SASHAEA AAAdYH.

# rbd mirror pool info data
Mode: pool
Peers: none

site-b 2| 2H 9] S}olAE oA U5 BB S AP st site-a FELH | vo|=
site-b 8 2=HE F71g .

I # rbd --cluster site-a mirror pool peer add data client.site-b@site-b -n client.site-a
o7t EH o2 FAHAEA FAFY T

# rbd mirror pool info data

Mode: pool

Peers:
uulD NAME CLIENT
dc97bd3f-869f-48a5-9f21-ff31aafba733 site-b client.site-b

1.
site-a 2 2E 2] Zdo|AE oA u]y g Ag = el ).

# rbd mirror image status data/image1
image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopped
description: local image is primary
last_update: 2019-04-16 15:45:31

# rbd mirror image status data/image2
image1:
global_id: 596f41bc-874b-4cd4-aefe-4929578cc834
state: up+stopped
description: local image is primary
last_update: 2019-04-16 15:55:33
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i
ON

2] v 2%

o|u] x| A}el] 7} up+stopped o of g th. of 7] o 4] up & rbd-mirror g o] A3 Fo|i F
A HASZES JeEH UG o] & o] v A7 & S ZH oA HA| gdo] obd & ov g o] 1]
A7} o] 2 ZH A 710l 7] YEYPU

ol d WHddAN = HEF v S AP T o o]v|A] 7} site-b 2 HAHES
TR HAFUT o] & 9138 site-b o] A E =9 rbd-mirror & 4 X] 5}
site-a ol A site-b 712 "7FAH 271" JEl | EF = AFU T o] A A Alo] E-
S 2E e v P T SN 7HEJA T 2 F ol A EU . site-a 9] o]
U] x| 7} demoted = 32 site-b 9] o|u]X| 7} SAH A5 & WF o= v o] A
Zg Ut o|ulA & 54353 Al A st= ol digk AR W& o] v A A S
Fx3AA L.

oA vEF +74

1.
el oz vy s AP

ofr

olf MAHA e AS

One-Way Mirroring 7§ 2] & r]2] 3 774 A dA 2-7¢AE F3F .

One-Way Mirroring 7-§9] o]v]=] v]2] % 77§ AAA 3 -5QAE TFFH-.

AN

Al

flo

2- Way Mirroring 742] Z 2% 74 AA6A 3-7 @A $4 o). o] A4
99l AU

site-b S 2H 9] Fo|AE =X O3 FH S AP35t site-a S2LH| Foj2
site-b 8 2H & F71g4g.

I # rbd --cluster site-a mirror pool peer add data client.site-b@site-b -n client.site-a
o7t ¥ Ao Z FIHE A=A FAJAFYU

# rbd mirror pool info data

Mode: pool

Peers:
uulD NAME CLIENT
dc97bd3f-869f-48a5-9f21-ff31aafba733 site-b client.site-b
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4.
site-a S 2 2H 9 FTto|UE oA v P FHE A .

# rbd mirror image status data/image1
image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopped
description: local image is primary
last_update: 2019-04-16 15:45:31

# rbd mirror image status data/image2
image1:
global_id: 596f41bc-874b-4cd4-aefe-4929578cc834
state: up+stopped
description: local image is primary
last_update: 2019-04-16 15:55:33

o] u] x| A}el] 7} up+stopped o of g th. of 7] o 4] up & rbd-mirror g o] A3 Fo|i F
A HASZES JeEH U o] & o] v A7 & S "X HA| gdo] ofd & v g o] v
A7} o] Z 8 ZH A 710l 7] YEYPU

ol MAdAXE Y F v IS AL W o|r|A] 7} site-b = BAHE=F
TR HAFUT o] & 9138 site-b o] A E =9 rbd-mirror & 4 %] 5}
site-a <l A] site-b 7}2] "7kA 271" JEl | EF = AFUT o] Al AN Apo] E-
22 v 2P SH7HE YA T F e 3 G o A &5t site-a 9] o]
"] x| 7} demoted = 3 site-b 9] o|u]X| 7} SAH A4 & WF o= v o] A
gyt ol v A& SA st A st WA 3 A W &2 oA H S
FxsHA L.

4.6. QA9 )

ik B 2 A}SSHE e A2 X183 #7glo] RADOS Block Device (RBD) ©] 2] 3 o] u]
- mA 2 BA 7] Aol F oA 94X = WAL o}
o AW BAE FAS 5 AFYTL

Aad BAE T A g 22 2H W9 rbd-mirror gl 2o A rbd v] 2 A A A = G2
<minimum delay > 274 & A A3l of ). o] 432 rbd-mirror ] Zo| A A1-&-35}A 7] o]u]A] 7]
vko 2 ALg8-3l= ceph.conf 3t Yol 4 AR Ao =2 A8 + AFHT

54 olu A 9] A Add EAE AHE s 712 o|v] Aol A t5 rbd CLI 93 & AP gyt
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4. 55 FA v ¥
I rbd image-meta set <image-spec> conf_rbd_mirroring_replay_delay <minimum delay in seconds>

d & E°] F vms9| o]v]X] vm-1o] A HA 10% 7He] H A& BA XA
t}.

e oS 233y

filo
ol

a4

I rbd image-meta set vms/vm-1 conf_rbd_mirroring_replay_delay 600

SIS GBI B Ak BTHN OF AAE RN S Bel 20 S
4% Z2HE ol A (failover)sts Y @ Fol 27 YL RAFULL FEE €4 B
A7) o 29 % e

o A A A= 71 S 2HE site-a ZE2HE AL 5 Bx Fe|AHE site-b S| 2FHe ¢
U =3 S| 2Hl= F 719 o|v#] imagel ¥ image2 7} 1= dlolE £o] JFHTH

G 1P e ole BE Al ES AR h F7t nE FH2HE ALE e
ol 2T nx Fe2H F b AdgUh gl B3 Fol U F ﬁ*ﬂﬂﬂi

A 27 A

1Y e oA P T 7HA] Ao FAAE Y

%A 8 & Ao zx(failover)

712 o|u] A & AHE-sl BE SEo|REE FA YU o]l QA= oA & AL st A 9
w2t 5 o & E9] o]u]X] & Al4-3l= =& OpenStack Q1286 204 25 E2
Red Hat OpenStack Platform 139] 2 E2/%] 7jo]= o] B5 ~E]x] & BiF & FX 3
o

i )

o
g
BN
)

>
>

site-a 28 2H 9] RUH T b5 WH S A5} site-a Sl 2Hol = 718 o]
A5 AdF Y.
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# rbd mirror image demote data/image1
# rbd mirror image demote data/image?2

site-b 2 ~E o] BUH wEolA] thg HH S At site-b Zel 2H o] Y= 1]/ o]
A& 54

# rbd mirror image promote data/image1
# rbd mirror image promote data/image2

Al 7 site-b 2| 2H 9] RUE =94 o]n| A 9] FHl & <At up+stopped 3 H
& F A oF 5l A -2 primary 2 XA 3] oF g o).

# rbd mirror image status data/image1
image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopped
description: local image is primary
last_update: 2019-04-17 13:18:36
# rbd mirror image status data/image2
image2:
global_id: 596f41bc-874b-4cd4-aefe-4929578cc834
state: up+stopped
description: local image is primary
last_update: 2019-04-17 13:18:36

Non-Orderlydown o] ¥ 3] @ H]

1.
72 28287 g eAQex A

713 oA & AHE- St BE SOl AEE FA UL o] QA= v A & AHS-Sh= 34 9
w2t G5 o & E9] o]u]A] & A}4-3l= =& OpenStack Q1286 204 25 #2 g
Red Hat OpenStack Platform 10¢] 2 &z/ %] 7}oj= o] B2 A Ez]x] @ EF FS FZ3H4 A

=
o

I )

site-b 2| 2H 9] RUH =E0A 7]—‘101 old olu| X & %4 @t} demotiong site-a 2
2 E Avg 5 Q7] y & -force 342 A&t}

# rbd mirror image promote --force data/image1
# rbd mirror image promote --force data/image2

site-b 28 2 9] YUY =T o)A o|u x| g S 32l 3 o). up+stopping_replay el 7+
EAH 3 A2 force promoted S A A &l of gt}
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# rbd mirror image status data/image1
image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopping_replay
description: force promoted
last_update: 2019-04-17 13:25:06
# rbd mirror image status data/image2
image2:
global_id: 596f41bc-874b-4cd4-aefe-4929578cc834
state: up+stopping_replay
description: force promoted
last_update: 2019-04-17 13:25:06

failback 1]

ojd 71 E8&H E7HE L /7 2AASs U

T 2287} 99 B veggonw A8 A9 Fol S A9l oM A vl YPo %
Astew v e 8 712 2o 2EE T ok g,

site-a Z 2] 2 2] Sa}o|UE =9 rbd-mirror 3| 7] X & A X g t}. 3l 7] ] = Red Hat
Ceph Storage 3 Tools 2] X E 2] oA Al g}

Red Hat Enterprise Linux
I # yum install rbd-mirror

Ubuntu
I $ sudo apt-get install rbd-mirror

site-a Z 2] 2F 2] Solo|UE =EoA CLUSTER 4 S A A3 9t F7lste] S8 2H
o] 24 x A g ). Red Hat Enterprise Linuxol 4] /etc/sysconfig/ceph 3} & ¢ dlo] E3} L
Ubuntuol 4] /etc/default/ceph 52 -S 2] A 317 ¢ dl o] Eg}.

I CLUSTERs=site-b
site-b Ceph 773 ¥ %! RBD 713 3¢S site-b XU H 9 S0 E === BEAgY T

# scp /etc/ceph/ceph.conf <user>@-<site-a_mon-host-namex:/etc/ceph/site-b.conf
# scp /etc/ceph/site-b.client.site-b.keyring root@<site-a_mon-host-name>:/etc/ceph/
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# scp /etc/ceph/ceph.conf user@<site-a_client-host-name>:/etc/ceph/site-b.conf
# scp /etc/ceph/site-b.client.site-b.keyring user@<site-a_client-host-name>:/etc/ceph/

Ceph 74 31 & site-b XY H :==9]| A site-a.conf= A %3}+= scp ¥
o 9l 9] o] 2¢ site-a.conf 2 WA 719 AU o] F L FU3HA W;q:,aq

ey

site-a RBD 7] ¥ 312 2 site-a monitor ;== 9] 4] site-a S} o] E = & H A
I # scp /etc/ceph/site-a.client.site-a.keyring <user>@-<site-a_client-host-name>:/etc/ceph/
site-a Z&l0] A E =9 4] rbd-mirror 8] =& &4 3} 5131 A Z3H ).

systemctl enable ceph-rbd-mirror.target
systemctl enable ceph-rbd-mirror@<client-id>
systemctl start ceph-rbd-mirror@<client-id>

& It;client-id >& rbd-mirror gl o] A}-8-& Ceph Storage & 2H Al &x=2 HA ?,;h,]l:}
AL&ALO Al S8 2ol O] g A A3k cephx A A 2 Agto] glojof gt ZHA| g W82 Red
Hat Ceph Storage 3 # 2/ 7}o] =2 A} &2 #e] FS FZ34A L.

site-a £ 218§ 43 ol &lo] W} BH e e BaU

# systemctl enable ceph-rbd-mirror.target
# systemctl enable ceph-rbd-mirror@site-a
# systemctl start ceph-rbd-mirror@site-a

site-a Z 2] 2 9] Zao]AE | A site-b 2 2EHE vo] & F71g
I # rbd --cluster site-a mirror pool peer add data client.site-b@site-b -n client.site-a

oy Wz Fe2EE AHGSHE A wE ZE 27t Foll =2 (Failover)st== A8 g 7
<o) 9t o] %X|(failback)7} 37} o] of ]t}

site-a 2226 9] RUE oA site-b 2 2E 7} Fol2 A3 A0z FAHYEA G
Ik
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# rbd mirror pool info -p data

Mode: image

Peers:
uuib NAME CLIENT
d2ae0594-a43b-4c67-a167-a36c646e8643 site-b client.site-b

failback

ojd 71 E8&H E7HE L /77 2AASs U

site-a 2| 2H 2] RYF =94 o]u|X] 7t oA 3] 7] AR FAF .

# rbd info data/image1
# rbd info data/image2

o3 o] &2 oA primary: true =+ mirroring primary: false £ 2o} Ag| S &<}

site-a 22 2F 9] RUH oA gz Po] BH e APstal /Lo YdH on A2
2 g o

I # rbd mirror image demote data/image1

A7t obd FE7E Q= Aol g o] v A F Al F713U T AfolE - e 2H ] mUH
wEoA Tg BH e st siteb oA site-a 2 olnAE oA F713k g .

# rbd mirror image resync data/image1
Flagged image for resync from primary
# rbd mirror image resync data/image2
Flagged image for resync from primary

A F ©lv A7} up+replaying 3ul Q1A gl ste] o]m A & thAl 713tsHoF Ptk
site-a F 2| 2H < RYUE =EoA] o3 WH S At FHE AT

# rbd mirror image status data/image1
# rbd mirror image status data/image2

site-b 2| 2=H 9] RUH kEdA g3 RS A st site-b S 2H 9] o|u]A & A
.
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# rbd mirror image demote data/image1
# rbd mirror image demote data/image?2

3

S 2H7I o8 A FF 548 Bx ZFeZ=HAAA v T3 3] oF gy

site-a 22 2H 9 XU kEA b 8% S A5t site-a S Z2FH e oA 7] #
olu|A & F4 It

# rbd mirror image promote data/image1
# rbd mirror image promote data/image2

Y 2Ho RYUF oA o]u|X] e & AT ). up+stopped el S E A3 of 31
A& 27 oA 71 71 & oA g i ot

# rbd mirror image status data/image1
image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopped
description: local image is primary
last_update: 2019-04-22 11:14:51
# rbd mirror image status data/image2
image2:
global_id: 596f41bc-874b-4cd4-aefe-4929578cc834
state: up+stopped
description: local image is primary
last_update: 2019-04-22 11:14:51

FHEF P AA

o] Faof =X 4] AMdo A FL3F v g 7] 54 = site-b S| 2H A site-a FE2HE F7]
313 =T FAHJF Y. failbacke] 5= olgj g F+E AHSHA F=F AZ T F AFY
o}

site-a Z 2| 2 oA ¥ o] £ site-b ZH2HZ A AF}.

$ rbd mirror pool peer remove data client.remote@remote --cluster local
# rbd --cluster site-a mirror pool peer remove data client.site-b@site-b -n client.site-a

site-a Ed} o] A E | A] rbd-mirror 4] &8 =X]s}3 v &4 513 o).
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systemctl stop ceph-rbd-mirror@<client-id>
systemctl disable ceph-rbd-mirror@<client-id>
systemctl disable ceph-rbd-mirror.target

% =W g 2EUh

# systemctl stop ceph-rbd-mirror@site-a
# systemctl disable ceph-rbd-mirror@site-a
# systemctl disable ceph-rbd-mirror.target

o] ] x| demoting, 2 2 Al-'5715}tol O g AA S Y &2 £E5 x| 7po]= 9] o|u|x] +A]
S FxFHA L.

GBI P E A s B AslolA St v AAE AR SN L. 712 - EH T F
dF nx Zel2ee v PE dole 2 ol £ (failover)st= " R Aol £ & HoAFY
A Ee A7t ok =AY = AUt

O d A A = 718 S 2 2HE site-a S8 2He I 3t B F22HE site-b S| 2H 2o ¢
U =3 S| 2Hol= F 79 o|v|#] imagel ¥ image2 7} 1= dlolE £o] JFU T

A 27 A

A3 F2A SHXZH F I o4

2 0P B olvA Y2 3 7HA B o E 4P

%A 28 F Zo ZX(failover)

71 o|u] A & AHE-ole BE SEolJESE FAAUL o] GAE oA & AHE-sh= A 9]
w2t gFU . d & E9] o|v A& AHS-sh= 2 OpenStack QI 2H X204 E53 Ee o
Red Hat OpenStack Platform 109] 2 &2/ %] 7}o]E o] 22 ~=2]%] & BF A2 FZ34 A
o

i )

site-a 28 2H 9] RUE ==X Ty P2 AP st site-a S ZFH O = 7]E o]7]
A& A3

o
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Red Hat Ceph Storage 3 &5 #A] 7lo|=

# rbd mirror image demote data/image1
# rbd mirror image demote data/image?2

site-b Z 2] 2H o] BUE wEol4 Thg 3% 2 A sto] site-b e 2E o] Qi u]7] & o]
A g 4@

# rbd mirror image promote data/image1
# rbd mirror image promote data/image2

A ¥ site-b Z el 2H o] mUH :==o)A] o]ul A o] 4e) S &1 h. up+stopped 4
2 EASa /120 dso]of itk

# rbd mirror image status data/image1
image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopped
description: local image is primary
last_update: 2019-04-17 16:04:37
# rbd mirror image status data/image2
image2:
global_id: 596f41bc-874b-4cd4-aefe-4929578cc834
state: up+stopped
description: local image is primary
last_update: 2019-04-17 16:04:37

olu Aol th g oAl 28 ThAl A AT o] BAE o] WA & AL8-shE Ao we} gEy
t}.

Non-Orderlydown o] 3 | @ H]

1.
N 228t GeEAeA FAFY

712 o|u A & A sk BE SOl JEE FAFUL. o] DA = o|v|A & AR St LA
w2} Ut o & Sof o|uA & AHS-3h= R E OpenStack Q1 2=€H 204 B{S Ry
Red Hat OpenStack Platform 109] 2&2/4] 7loj= o] Z5 224 & 25 ZS Fxe4A
o

i )

site-b S 2H 9] RUE =EdA 7]20o] ol o] n| A & 57 P t}. demotionS site-a =
H2EE A9 5 gl7] " &l —-force 345 AHE- U o
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# rbd mirror image promote --force data/image1
# rbd mirror image promote --force data/image2

site-b 28 2 9] YUY =T o)A o] x| A€ S 32l 3 o). up+stopping_replay el 7+
XA 3 A2 force promoted S A 4 &l of Ut}

# rbd mirror image status data/image1
image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopping_replay
description: force promoted
last_update: 2019-04-17 13:25:06
# rbd mirror image status data/image2
image2:
global_id: 596f41bc-874b-4cd4-aefe-4929578cc834
state: up+stopping_replay
description: force promoted
last_update: 2019-04-17 13:25:06

failback

ojd 71 E8&H EHY /77 EAASs U

site-b 2] 2H o] RUH =4 o|nX] FJHE thA] <213t} o] ¥ -2 up-stopped
ZElE EASoF 5t A2 =22 ol A7} primary ¢l Z1 o2 E A o]of ““fl‘:}

# rbd mirror image status data/image1
image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopped
description: local image is primary
last_update: 2019-04-22 17:37:48
# rbd mirror image status data/image2
image2:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopped
description: local image is primary
last_update: 2019-04-22 17:38:18

site-a & 2H 9 ZYUFE =T oA o]u X7} oA 3] 7] E<21X] A}

# rbd info data/image1
# rbd info data/image2

o3 o] &2 oA primary: true =+ mirroring primary: false £ 2o} Ag| S &1}
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50

site-a 22 2F 9] RUH oA gz Po] BH L APstal Loz YdH on A2
2 g o

I # rbd mirror image demote data/image1

M7k obd 27k A Aol w ol v A S thAl F718Hghth Al E - Z e 2B o] mUE
o)A the YL APt site-b A site-a = ouAE BhA Fr1stg ok

# rbd mirror image resync data/image1
Flagged image for resync from primary
# rbd mirror image resync data/image2
Flagged image for resync from primary

o) ol w4 & THA] £71 8}l ok it site-a

ZA] ¥ o]u] =] 7} up+replaying el A
¥E o] Fel & el

A 2
Zel 2o mUE =Sl A the ;

Q
A3

w&

# rbd mirror image status data/image1
# rbd mirror image status data/image2

site-b 221 2H 9] RUH kA v ¥H S AP35t site-b S 2H 9 oA & A|A
o

# rbd mirror image demote data/image1
# rbd mirror image demote data/image?2

3

x 29 2E7told 9 AS S48 Bx Fel 2ol sl o g

site-a 28 2H 9] RUH oA b5 WH S A5l site-a Sl 2Hol = oA 7
oA & FAJ Y.

# rbd mirror image promote data/image1
# rbd mirror image promote data/image2

Ze2E 9 RUH =S4 oju]R] FEl & &<l th. up+stopped FE] S E A3 oF 3tr
& 27 o|uA 7} 71 oju A Pyt
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# rbd mirror image status data/image1

image1:
global_id: 08027096-d267-47f8-b52e-59de1353a034
state: up+stopped
description: local image is primary
last_update: 2019-04-22 11:14:51
# rbd mirror image status data/image2
image2:
global_id: 596f41bc-874b-4cd4-aefe-4929578cc834
state: up+stopped
description: local image is primary
last_update: 2019-04-22 11:14:51

[ ]
o]u] z] demoting, 52 2 A5 7]13}t0l g AA 3 P& B x| 7po]= 9] o|u] ] 4]

2 FxayA Q.

4.9. 7 %2 AHg 3ol Q262 qHo| =

Ceph Block Device mirroring2 A1-83ta] v 5 7] QHo|EZ Z2HE Hulo]ET uf Yo E 9
A A AL gt 28 18 Ceph Block Device Q1 26 A2 thA] A &gt}

3

A2 2Z A A &5t d 223 471 gl Ut Red Hat2 7] 2 oo x| & AL&
g o3 vEdE ES 7V 29T e ISR EE A A F6E Aol 5
t}.
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57%. LIBRBD(PYTHON)

rbd python % 5-& RBD o|v] Ao 5t o} §A1g A28 AZFUD o] 712 AT EL AL
rbd 2 rados 2 5& 714 ¢lof .

A 9 o]u|R] o] 227]
1
RADOSo] A3t 10 A€ ~EZ Q).

cluster = rados.Rados(conffile="my_ceph.conf')
cluster.connect()
ioctx = cluster.open_ioctx('mypool’)

olu| X & M A5t °] AHE-3HE= :class:rtbd.RBD 2. B A E £ 9 ~€ A3 3}

rbd_inst = rbd.RBD()
size =4*1024**3 #4 GiB
rbd_inst.create(ioctx, 'myimage’, size)

olu] x| o A I/0Z 43P 5l= A :class:rbd.Image ¢ HA E = <28 A3 o}

image = rbd.Image(ioctx, 'myimage’)
data = 'foo' * 200
image.write(data, 0)

o] W& & o]ux] 2] -2 600u}°] E 'foo'S qu q] o] €= :type:unicode - librbd =
:c:type:char B0} F 93 A5 A 2lsh= HHS € F sy

o], 10 71g) 2~ E, RADOSH| t) 3 9142 =3t

image.close()
ioctx.close()
cluster.shutdown()

At E 7+ & 0] M9 Hfinally 50 glojorgy .

import rados
import rbd

cluster = rados.Rados(conffile="my_ceph_conf')
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57%. LIBRBD(PYTHON)

try:
ioctx = cluster.open_ioctx('my_pool’)
try:
rbd_inst = rbd.RBD()
size =4*1024**3 #4 GiB
rbd_inst.create(ioctx, 'myimage’, size)
image = rbd.Image(ioctx, 'myimage’)
try:
data = 'foo' * 200
image.write(data, 0)
finally:
image.close()
finally:
ioctx.close()
finally:
cluster.shutdown()

o= HAZEY 4 9o == Rados,loctx, Image FH 2= A Fo 2 3| AY FEHEA
H2E AAE ALEE F JdFUT DAY ZE AAL=E o] & AHE-5HE 919 o= g3 25y
.

with rados.Rados(conffile="my_ceph.conf') as cluster:
with cluster.open_ioctx('mypool') as ioctx:
rbd_inst = rbd.RBD()
size =4 * 1024**3 # 4 GiB
rbd_inst.create(ioctx, 'myimage’, size)
with rbd.Image(ioctx, 'myimage’) as image:
data = 'foo' * 200
image.write(data, 0)
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A = A9 ¢ A5 W 23 9 Ceph 22267} ol ok gtk

RHEL(Red Hat Enterprise Linux)2 A] ¢] gt Linux v £ 9] Za}o]dEE 5 &5 A v+
AAHA FFUL o2 g SEOIAEE AL W] 22 =E|(o: MDS)dl £A17F 2= 7
< Red Hat2 o] 2| 3t A & sl A3tA 7t Ao] SHO|AE Foll = A+ AL TF 4
Aol o3l A5 sl Al oF It

6.1. o] v X E-5 714 Q7]

o wjg gy tt. o]u|A] o] F, F o] F R AHEA o] 52 AA

rbd & AHE-3Ho] ol A ol -2 AW B E
A 9ke 744 RBD 74 R 5& 2=gun

ﬂ%vhh}nsnﬂwpﬂicﬂ

olg7 st w TS AP
I [root@rbd-client ~]# rbd map {image-name} --pool {pool-name} --id {user-name}

o2

e

W vkt 2o
I [root@rbd-client ~]# rbd map --pool rbd myimage --id admin

cephx 215 ALg8ts A9 A= AQalor GUth AF 7] = AZ3L E3ate HAolA 7t
A& 5 AxUTh
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6F. A

l
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2
A2

ol g7l shelW the-2 Ao

[root@rbd-client ~]# rbd map --pool rbd myimage --id admin --keyring /path/to/keyring
[root@rbd-client ~J# rbd map --pool rbd myimage --id admin --keyfile /path/to/file

(2]
w
2
ol
e

S g7 A

rbd %S AH&-st] 718 25 M€ &5 AA °|v|A S EA 512 showmapped 34225 A4

Ik

o|ZA A b3S AP
I [root@rbd-client ~]# rbd showmapped

6.4. &= =] v} 3)A

ol g7l sheW the-2 AT

I [root@rbd-client ~]# rbd unmap /dev/rbd/{poolname}/{imagename}

e

A& &9 953 Zsuyt

I [root@rbd-client ~J# rbd unmap /dev/rbd/rbd/foo
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7.1. 0 44

rbd_op_threads

v

2= 232 &4 2d= F9Ud.
3

A
Default

1

%-‘4

1130 2 =2 AR dolg 7 €42 5+ do == rbd_op_threads 2] 7]
B3-S WA SHA] v A Q.

rbd_op_thread_timeout

A

£S5 42 A9 2d =9 gdol(x)9dth.
2

A
Default

60

rbd_non_blocking_aio

g

true Q1 73-¢- Ceph= A2 WA 517] 93l A YA 2 =N &5 FA vE7] /0 A<
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A2 .

o
oft

4
o

Default

true

rbd_concurrent_management_ops

A

Ao A ] A (el ol vl A A == A7) 23)
2

A
Default

10

rbd_request_timed_out_seconds

A

A A 83 A7 23 A9 AZHE)YU S
2

A
Default

30

rbd_clone_copy_on_read

Ay

true = 24 3}H copy-on-read E-A] 7} &4 3H .

o
oft

4
o

B
BN
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Default

false

rbd_enable_alloc_hint

Ay

true 21 3¢ &3 Aty 55 %
OSD Wal=o] 31 E

AAE QAdHE 27 LEAEEZE el 7] 93

3
ng
Default
true

rbd_skip_partial_discard

g

A LEAE Yol HE AAstE 2 & v ¥ 02 Adgy

Default

false

rbd_tracing

Ay

Linux Trace Toolkit Next Generation User Space Tracer(LTTng-UST) 7 x| & & &4
3}alE | o] $AL true = AR} A4 & U]-2-2 RBD Replay 7] 52 A1-&-3t9] RADOS
Block Device (RBD) §Z2 2= FA & I ZXHA L.

o
3

—z
o

Default


https://access.redhat.com/articles/1605163

N

N
il
e
o
-
oX
o
BN

false

rbd_validate_pool

A

RBD 3842 913l Wl £ f 842 HAstE ™ o] 42 true = Ao
3

&
Default

true

rbd_validate_names

A

olv| A AkFE AF et o] FAE true = AH T
3

&
Default

true

7.2. 71 2A

o]

A AA7 @ /18 A ARG T 5 951 th Cephis 9 28 2Ewto]Fo] gl ol ]

A AT

rbd_default_format

Ay

g2 F2o] AAHA 42 AL 712 F42AUt. 2 18 2 & v A9 librbd 2 kernel
2EFH S8EHE A o|v A9 A& FA oA gt Ao} e HA 75 A WA FFUT. F A 2
+ librbd oA A A= B]A 3.11 o] F2] 7Ad 25 (FF A Q)M ALdgUT F2] 2 = 5A
ALE F7HHL FF 9 B2 715 S sl &85 ¢ 47 &3 5+ dsU

.
3
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Default

rbd_default_order

A

e A7 AR HA &S A5 718 &4A9UHS
2

A
Default

22

rbd_default_stripe_count

g

0 2Eo| I AGTt AP HA S AS 718 2Ede]

RS w v2 7% 2ol P sl of itk

.
3

64¥] E A ¥ x| ¢F-& Integer

Default

rbd_default_stripe_unit

g

F7F A US. 7123

O
=

]

T 2Ewo] X ZX 7t AP HA G A G /|2 2Ewe] Z B YUh FAS0(F,

HAE F7])ez WAsted 2Ego]g v2 7] 5°] .

.
3

648 E A =] #] 2k Integer

Default
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rbd_default_features

Ay

25 g2 orlAS AH Y W /12 5ol BASHUG o] A P4 20w 4§

AUk 43 de# 2aUth

1: 7135 AQ AS S AR BAS AT F A&

2: 2Evto] P v2 A Q. AEFo| P& oje] QA E HoHE BN 2Ee]FL
£AA 971/ Az sd da ¥E A2 e SAse o =20 Y.

e
it

X,
X

o]

2
:lt
X
e
o
N
olr
ftlo
2]
%,
12
ol

b 7] Aol Zeto] AL Al TS FFS B

H o nAEs} AR EASHEA FA5E o £go] H
tH=ahol o] A4 HlolE). QUAE § A 9L AN BA B iz A9 o]u]A]

16: W2 Q. A5 e A Qe euAE g A9 D 57 @7 Ao weh gy )
Al ol hE $4 S F7hste] o m R o] 2y skT 2y ske] AA) vlol B A8 7bol diffsE B
m=A A4 5 daUth

32: Deep-flatten %] 1 Deep-flatten& o] v] %] z}A] 2|0 B E o]u]x] 2 WAk A rbd=S H
W3} gyt oju|R] AYAELS AF 9o AlE EStEE Ay sko] AR E wf7EA] 9] FES AHA
& o 15U o Deep-flatten2 W Sko] Qe Aol BRI H g 49 55 Byt

64: 429 A Y QYL ol m Ao thg RE 4 AL v e AU 2 71SFU
ol@A s 97 olnx o] 25 AA MAES 2AAA AL 5 A&

gAstd 7152 A A4 9 dAdUS

=
oft
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A
Default

61- A% 3}, A8 B, A W, fast-diff 2 F F) 28 A8 5 A&k

A4 712 474 & RBD A'Q Selolu Ei o4 RBD Zeho] AE S H83)
A gk

rbd_default_map_options

Ay

dRe] g4e OuA 2% WA ulgel F2 483Ut A4S 8-S 9 4 ol ©] man
o

Default

7.3.0A] AA

Ceph 2.2 33](Z, librbd)e] A&7} E7+ 7&-L Linux 50| AA S 288 5 1oz RBD AA
olghe A Wme) W AL EFFUT RBD AR L dt= f2=a Aol 2 488 AAY A5
o 0Sol A 3 =& FeA 23L mw ZE dE dloEs 0SDd AR =, UE 227 A4

< A3k R0l FAA(F, Linux 712 >= 2.6.32)8 2ut=27 d4ehs VM @7 2 45 HE 294
3t= 23 & AF8-3h= AAH A F Y. 7| A = Least Recently Used (LRU) ¢312] &2 AH8-351aL,

UE 27 mEdAE A F P4 A8 A5 23S WEE = AFch

Ceph= RBD9] write-back 7| 4 & =] 3] t}. &4 515t ceph.conf 312 9] [client] A4 9] rbd
cache = true & F71gt}. 7124 2 = librbd = 7|4 & A FFUT. 227] 2 7= 2EFHA
el ZHol AF ol &3taL A7|= HIo|H7l BE A £ t]2Ad IS w v vistg . 7] 4 o] &4
315 rbd cache max o o]/¢ Z2|A| HA] &4 ulo]E7} glo 2277} FA] gigbg Ut} o] 73§ 227]
= 2718 EFASIAL T3 vlo| EVE A2 7R gy
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73

e

= 34X 74 F=

Ceph:= RBD9]| write-through A A< XAt 7|4 2712 AT 5= o, 15 227] 7| A ol A
MY ES B8 272 AT EE UG L ATFS AAT F AFUY. 27)-2F REF &4 35514 rbd
AA Hdl dE & 022 AFPUh S 27|= dHolH7 RE A £ t2F9] QS w7t vkgks] x| gk
H71= WA ANA 7HA S F dFUT A A = SEtolAd E Q] v R gom zF RBD o] v ] o = z}A| 7l
A7 U ANA = S2o|A Eo EZo|u g g Z ALE A7) o] v A o] WA 235)= 739 A o] Q5
Yt} RBD 4] ScanSetting === OCFSE 2331 74 o] dAstd A F&31A L.

RBDo| o & ceph.conf 5} 474 74 stele] [client] 4 M o] A slof gtk A4 & thest 24
Ut

rbd cache

Ay

RADOS &= #=(RBD)°l i3 A4S S5t d.

o
oft

4
o

e
0
ot
R

%2
o

Default

true

RBD 7 A] =.7]

g

RBD 7§ Al Z7](vlo] E)Y Y o

o
oft

644 E

25 4%

=

Default

32MiB

RBD 7| A A A ¥

63



Red Hat Ceph Storage 3 &5 #A] 7lo|=

A

A 7F Y5 2271

AbgFU T

i

EgA st vholE @919 HE AFAUT 0 B¢ A 27l LS

oft

o
T

64H = A4

25

o2

i
=

N5

A

2

=7

rbd 7| A Z7] Wt} Fofol .

Default

24MiB

RBD 7] oj ¢ A ¥l

a9

A7t dolel 2Eel Aol vlolE 2718 Al2at7] Aol HEl g th Ao that 7]
g st gk

oft

o
T

64v| E

o]
=

09.',

P
T

N5

A

&

=7

rbd 7| Al Aol B E B} Fofok T,

Default

16MiB

RBD 71 A] ] Gl 7|2

A

64



writebacke] A %= 7] Aol T g "ol ¥ 7} A Al Y= A HE)D U

=
oft

float

Default

rbd_cache_max_dirty_object

objectsdl] t g A E] A& - rbd_cache_size o4 A5 A& A9 002 AAFP U}

A4
3

A
Default

0

rbd_cache_block_writes_upfront

Ay

true <1 7% aio_write 3&0] ¢ 7] Aol AA ] g 27| & AP} false
aio_completion o] &% 7] Aol FH Y.

3
ng
Default
false

£ w712 RBD A A 22718 3Pt

g

B
BN

[e]
T
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A 27l RER A FSA A dA F2A] 23 ol FAE F UF 272 AdPUg. o &
2 3tst= A2 rbdoll A A3 5= VMo] 2.6.32 o] A 9] virtio =2}o]u] 9} 3ho] Z A& AF3t
71l g7 ol & A5 HyAo|Aut kA AF Ao

oft

[e]
T

Default

true

7.4. 2 $]/ECDHE ¢} 7] A A

rbd_balance_snap_reads
A

Ceph=dwrx o2 7|2 OSDo|A] S HAES
52 AFg-5lo] 7] OSDe} A& 7k snap 2] 7]4 &

3
By
Default
false

rbd_localize_snap_reads
A

rbd_balance_snap_reads = =y ¢]7] H—ﬂ BAES 79351 uldA,

rbd_localize_snap_reads S &4 3}3}H B2 F=x
OSDE ZFH4Yt.

.
9

4
o

Default
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N

_|>4_
il
e
o
-
oX
o
BN

false

rbd_balance_parent_reads

Ay

Cepht: UutA o 712 OSDelAH LBAES 5t 971 W4T F glonz o 7]
& Abgate] 722 OSDsE BAl 2 7ol 491 94719 #3¢ =4 F & A&

3
By
Default
false

rbd_localize_parent_reads

g

rbd_balance_parent_reads = 391 ¢171E 938 HA12& 729136 = vha
rbd_localize_parent_reads & &/Jslstdl &5 33 = parents ¢17] 913 713 7H7H-(22)
OSDZ #7] 13l CloudEvent 92 21t}

3
By
Default
true

7.5.08] Br] 44

RBD: ¢171/Abd X & A flate] A& 244 9715 AR S AuA o2 VMe] A5 A2E
0SolA] o] AY& Azlalo AA W RE 2ol ELA 27 FAZE BAGA BE 4 AFUTh A
ol vEA W w2 94717 A5 oz vBA sEUh

RBD readahead E&] A 2.3

Ay

vl ¢71E EAS= dl 2ag =314 97 83 YU

¢

o
oft

67



Red Hat Ceph Storage 3 &5 #A] 7lo|=

Default

RBD readahead # ] vlo]| E
Ay

] 7] 239 Adl 2719yt 0 A% vl 8717t v sk Y.

=1
oft

644 E

e
N
oot
1

Default
512 KiB
RBD readahead”} H}o] E 5 v|&-A] 3}
Ay
RBD o] u] Ao A & Hlo]EE ¢ F9

71-8l =7t vl @A st g Ut o 2A A AXE
Q A% wa 2717 4 s ow gun.

£ olu A7} 5 w71A] |G o]u] x| o] sl &}
OS7 & =d v g7l & dAE + AHFHUH. 0

oft

[e]
'IT

644 E

25 4%

N5

Default
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50 MiB

7.6. 9T 2E 43

rbd_blacklist_on_break_lock

A

Aol FohE ZetolAdES B 2ER AP TA o BYU T
3

By
Default

true

rbd_blacklist_expire_seconds

A

OSD 7] 2gkoll disl] &8 g 2Eo) 718 A ZHZ)YU T
3

A
Default

0

7.7. SCANSETTING 2 A

rbd_journal_order

A

A QHAE HAY A7 & ARG ES AT v E FUY T g2 12 ol 4] 64 Aol A .
R

321 E X = A] ¢F-2 Integer
Default
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24

rbd_journal_splay_width

A

g A e BAE £t
3

324 E X9 =] A] ¢ Integer
Default

rbd_journal_commit_age

A

A% A2 24 ()}
3

R L
Default

rbd_journal_object_flush_interval

A

Ad e BAEG AY B{F FU
3

AT
Default

0

rbd_journal_object_flush_bytes

Ay
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journal 2 ¥ A EF
3

A
Default

0

rbd_journal_object_flush_age

A4
3

HE 2583 FEF
Default

0

rbd_journal_pool

A7
=
L
m
o
11/
L
v

A »{ 5

Ag euAEe] 2 Q.

A4
3

A
Default

B
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8%. ISCSI Al o E 4 o] AL&

iSCSI 7l o] E 9] o] = Red Hat Ceph Storage= iSCSI % %7 £33l RADOS Block Device (RBD)
olu|x] = SCSI t]2==3 2 YR U+ HA(ZL7I8-A) iSCSI ] 42 Al &Yt} iSCSI Z2 EZ 3 A8-31H
Ze}o] A E(initiator) 7t TCP/IP Y E 9] 2.2 53 SCSI 93 ()0l SCSI B AL 2 5= YFUh o] &
53l Microsoft Windows<} 72 o] 7]1% Z&}o] 21 E 7} Red Hat Ceph Storage &2 2~H o] A 2T I
AFU

Z}+iISCSI Al el E g o] = Linux 10 |4 A2 519 A| == (LIO)S 235l iISCSI Z2EF X AL A+
gyt LIO= tisMU(AH8-#} 37k 3| 22 F)E AF8-3lo Ceph<] librbd z}o] ¥ 2 2] ¢} A5 #8351
RBD o] u] ] £ iSCSI Zz}o] A E ] =%3t}. Cephe] iSCSI Al o] E gl o] & A3t 7]&
SAN(Storage Area Network)e] =& 7|53 o]d oz aA3] 5T £ 2 XA Ad=es ax3o
Z AP F AFYT.

19 8.1. Ceph iSCSI Al o] EgJ o] HA A A

Cluster Network

OSD 1 OSD 2 OSsD 3 OSDN
I’\—
Public Network -
RBD Image

iSCSI INITIATOR

- DUERLLEIES  iSCSI GATEWAY — +—— Various —>  iscSI GATEWAY ([GEPNTS -
Operating

Systems

8.1.ISCSI 1’3 8 7A g+

Red Hat Ceph Storage HA(3271-8-4) iSCSI Al o] E g o] £ Z M o] = OSDE 7+A]317] 3 Al EY
ol mE &, viwe] &3 2 eholv] Aol Fe gt

o3 e 5

il

H2 % 79 ISCSI A S| E g0l == A ek 9 L VO A< Eelel@ Av) 471 9] iSCS|
Aol Eglo] ==& 4 Fich
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8% 1SCSI Al o] E 9] o] A}
VR o3 AL

RBD o|v]X| 9] W22 FZAEJ} & A72 F712 § AFUTLISCSI Al o] Ego] =0 w34 7}
RBD o] u] x| = oF 90MB<] ™| % 2] & A}&§t}. iSCSI Alo] E¢lo] =0 u] L= z} RBD o] v x| & %
Q3716 FEF v 2 st A=A FAF .

£ 0SD &x

Ceph Monitor === OSDell dj gt 54 iSCSI Al o] Eg o] F A2 YA, o]y A o] A7k 23} 715
A& £017] 913 OSDE A 817] 3l 718 ol & Fol= Aol T2 oY A]dlo] g A7k =3}
73 & 0171 9138 OSDE A 37 91 gloly A o A S =4 A L.

A4 g U] 22 Red Hat Ceph Storage sl=9o] A&l 7ol =2 J X314 A 2.

AM B LS 22 G sto] 2ol 0SDE 2| 6l7] 918 elolv] 44 7aE FZFAA
o -

8.2.0SD TS 913 Blojm] 44 74

OSD 12 75171 18 Eholu] A4 & Zofok a1= 497 &1 oS Sof Red Hat Ceph
Storage ISCSI 7l 0| E9 o] = A}&-31= 74 0SDE 74517 18l ol AL 2P0 24 o[
oolH Ak 23 7Fs A e £ 5 A&

A 27 A

[ ]
213 %21 Red Hat Ceph Storage &2 2~ H.

A
osd:Z A ZelE R E P& X35 = 7]1F ceph_conf_overrides A4S A Q.

ceph_conf_overrides:
osd:
osd_client_watch_timeout: 15
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osd_heartbeat_grace: 20
osd_heartbeat_interval: 5

site.yml Ansible Z o] &-o] OSD == s A3 =H 9] 2] A=A o] ceph.conf A
o F7H Yo

Ansible& A}-83}a] ceph.conf 3} -& ¢ do]

E3}al 2 E OSD :==9]4 OSD g =<
ThA] A1 2R o). Ansible #2] ==X thg HH S A3

Fc

)

I [user@admin ceph-ansible]$ ansible-playbook --limit osds site.yml

o

Ut

ceph_conf_overrides ol 4% € glo]w| A o] LA &<l

a3y

il
oX,
tilo
-I |

3l o] 2] OSDell 4] ceph daemon 38 3 2 A8 31

# ceph daemon osd. OSD_ID config get osd_client_watch_timeout
# ceph daemon osd.OSD_ID config get osd_heartbeat_grace
# ceph daemon osd. OSD_ID config get osd_heartbeat_interval

ol A :

[root@osd1 ~]# ceph daemon 0sd.0 config get osd_client_watch_timeout

{

"osd_client_watch_timeout": "15"

}

[root@osd1 ~]# ceph daemon 0sd.0 config get osd_heartbeat_grace

{

"osd_heartbeat_grace": "20"

}

[root@osd1 ~]# ceph daemon 0sd.0 config get osd_heartbeat_interval

{

"osd_heartbeat_interval™: "5"

}

A9 AL OSD Hl 25 SA Al A& 5 §l= 43 Ceph ZUH kXX = 2 E
OSD =94 A 22l GulolES FP Pt OSD vl 22 thA] A1 &shd 9o A€ o
£ AnsibleS AH8-3to] ceph.conf o] A Blo]v] & F71st] AKE Al Aol FAHU.

2YY =04 OSD eto]v] 245 22 dHolEsed g2 33U
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# ceph tell 0sd.OSD_ID injectargs '--osd_client_watch_timeout 15’
# ceph tell 0sd.OSD_ID injectargs '--osd_heartbeat_grace 20’
# ceph tell 0sd.OSD_ID injectargs '--osd_heartbeat_interval 5'

o A :

[root@mon ~]# ceph tell 0sd.0 injectargs '--osd_client_watch_timeout 15'
[root@mon ~]# ceph tell 0sd.0 injectargs '--osd_heartbeat_grace 20'
[root@mon ~]# ceph tell 0sd.0 injectargs '--osd_heartbeat_interval 5'

OSD ==94 OSD gojr] 443 2 dulolEstdd v5S 3

# ceph daemon osd. OSD_ID config set osd_client_watch_timeout 15
# ceph daemon osd. OSD_ID config set osd_heartbeat_grace 20
# ceph daemon osd. OSD_ID config set osd_heartbeat_interval 5

o A :

[root@osd1 ~]# ceph daemon 0sd.0 config set osd_client_watch_timeout 15
[root@osd1 ~]# ceph daemon 0sd.0 config set osd_heartbeat_grace 20
[root@osd1 ~]# ceph daemon 0sd.0 config set osd_heartbeat_interval 5

Red Hat Ceph Storage= iSCSI Al o] E g o] 2 A3} W ol O g A A3 | 82 5= &
=] 7}ol =9] Ceph iSCSI Al o] Eg o] &7l & FZ3H4]Al L.

8.3.ISCSI v/ +4

dwrA o 2 Ceph &2 A Fe2dHo Ud 85 5F A 2= QEMU ¥ librbd 2 A &= Y5 th.
o] = OpenStack 273 oA AMdst= 8 S84 d Yt Ceph ~E2 XA S 2H Ui £5 FF
A 2 o)A ISCSI £E L F§5to] HolE] 2EAAE AT 5 Asuth

A 2T A

[}
Red Hat Enterprise Linux 7.5 o] .

213 %<1 Red Hat Ceph Storage & 2 H|, ¥z 3.1 o] 4.
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OSD =& = A& =9 37 v X & 5 U= iSCSI Alo] E o] :=E.

iSCSI Al o] E4l o] :==29] §-3 3¢ Red Hat Enterprise Linux 7 2 Red Hat Ceph Storage
33 QAEo|EHE/A B ATHA,

Ansible

8.3.1. Ansible& A} &-3}o] iISCSI A 4

87 AL

[}
Red Hat Enterprise Linux 7.5 o] .

213) %<l Red Hat Ceph Storage 3 o] 4.

iSCSI 7l o] E 9] o] :==9]| ] Red Hat Ceph Storage 3 Tools & ZX 2] = A 35 ).
ZHA| 3 ] 82 Red Hat Enterprise Linux & 3] 7}o] = 2] Red Hat Ceph Storage 2] ¥ =] = 2]
gy S FxHA L.

ceph-iscsi-config sl 7] | & A X g o).
I # yum install ceph-iscsi-config

Ansible #2] :== oA root A}g-AZ U3 GAE FAF Y
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87%4.ISCSI Al o] E f o] A&

Red Hat Ceph Storage 3 Tools 2] x| 2] & &4 3154 ). x4 3 U] 82 Red Hat
Enterprise Linux & =] 7}o] = ] Red Hat Ceph Storage 2] <] =] 233} A2 A=
AA .

Y

]_

ol

o=

ceph-ansible 3| 7] x| & A x| g }.

I # yum install ceph-ansible

Al o] E g o] L& 2] /etc/ansible/hosts 3} o] 3422 F7}3 ).

[iscsigws]
ceph-igw-1
ceph-igw-2

OSD ==¢9} iSCSI Alo| E o] & FF v X sl= A $-0SD ===
liscsigws] 8 4o % 7kghch.

ceph-ansible 3l 7] K] = iscsigws.yml.sample 2} = /usr/share/ceph-ansible/group_vars/ t] 2 g ]
of Y& v X}

iscsigws.yml.sample 32 o] A}S A A 5151 o] 22 iscsigws.yml 2 2] g},

Al 7Y o] F(iscsigws.yml) 2 A Ad A & ([iscsigws])> Red Hat Ceph
Storage 3.1 o]l 2t A 83 4 5o o] A w7 ] Red Hat Ceph Storage
oA 312 gaaol=35H o] A 2Y o] & (iscsi-gws.yml)z} o] A A A A &
([iscsi-gws])S A& AHS-HU o

2.
AR & iscsigws.yml 34 S Gt}
3.
gateway_ip_list 34 9] 724 & A A 5L IPv4 == IPV6 F45 AMg-sto] gh& A dsA
tlo] =gt}
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d & £ 10.172.19.21 € 10.172.19.222] IPv4 4= F /| 9] Alo]E o] & F7131 v
¥} 7+o] gateway_ip_list & 74 3o

I gateway ip_list: 10.172.19.21,10.172.19.22

gateway_ip_list 3419] IP 342 A g3k §1ith. IPv4 2 IPV6 48 &
et A3 4 gluyo.

rbd_devices ¥WiF 9] FA L A Astal 1o wpgt L HuolEFULh o= £ 23 7
FUth.

rbd_devices:
- { pool: 'rbd', image: 'ansible1’, size: '30G', host: 'ceph-1', state: 'present’
- { pool: 'rbd', image: 'ansible2', size: '15G', host: 'ceph-1', state: 'present’
- { pool: 'rbd', image: 'ansible3', size: '30G', host: 'ceph-1', state: 'present’
- { pool: 'rbd', image: 'ansible4', size: '50G', host: 'ceph-1', state: 'present’

}
}
}
}

client_connections W2 =4 & d|A| 5L 1o we} 7S QU EJU T & EH o
=3 ZEUd.

CHAP Q15 &4 3}

client_connections:

- { client: 'ign.1994-05.com.redhat:rh7-iscsi-client’, image_list: 'rbd.ansible1,rbd.ansible2’,
chap: 'rh7-iscsi-client/redhat’, status: 'present’ }

- { client: 'ign.1991-05.com.microsoft:w2k12r2', image_list: 'rbd.ansible4’, chap:
'w2k12r2/microsoft_w2k12', status: 'absent' }

CHAP Q15 v & 35} <

client_connections:
- { client: 'ign.1991-05.com.microsoft:w2k12r2', image_list: 'rbd.ansible4’, chap: ", status:
'‘present’ }
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I - { client: 'ign.1991-05.com.microsoft:w2k16r2', image_list: 'rbd.ansible2’, chap: ", status:
'present’ }

CHAP u] &4 51 = Red Hat Ceph Storage 3.1 o] 3}o) 4] 2+ %] 91 g 1 t}. Red
Hat2 CHAP7} €743t 5o Q13 4 CHAPZH v & sta So|JE E35 A
A SHUT AA ZAE 2 E S8to]lAE= CHAPo] &4 315 o] of 3}
CHAPo| H| &/ 3} 5] o] glo]of ).

filo
o

& Ansible W4 2 43¢ FEsa Bad 4 APsA gulel =g

3% 8.1.iSCSI Ao E o] Yuk H

Variable meaning/Purpose

seed_monitor Each gateway needs access to the ceph cluster
for rados and rbd calls. This means the iSCSI gat
eway must have an appropriate /etc/ceph/ direc
tory defined. The seed_monitor host is used t
o populate the iISCSI gateway's /etc/ceph/ direc

tory.
cluster_name Define a custom storage cluster name.
gateway_keyring Define a custom keyring name.
deploy_settings If set to true, then deploy the settings when the

playbook is ran.

perform_system_checks This is a boolean value that checks for multipath
and lvm configuration settings on each gateway.
It must be set to true for at least the first run to
ensure multipathd and lvm are configured prope

rly.

gateway_iqn This is the iISCSI IQN that all the gateways will ex
pose to clients. This means each client will see th
e gateway group as a single subsystem.
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Variable meaning/Purpose

gateway_ip_list

rbd_devices

client_connections

The comma separated ip list defines the IPv4 or
IPv6 addresses that will be used on the front end
network for iSCSI traffic. This IP will be bound to
the active target portal group on each node, and
is the access point for iSCSI traffic. Each IP shou
Id correspond to an IP available on the hosts defi
ned in the iscsigws.yml host group in /etc/an
sible/hosts.

This section defines the RBD images that will be
controlled and managed within the iSCSI gatewa
y configuration. Parameters like pool and imag
e are self explanatory. Here are the other param
eters:

size = This defines the size of the RBD. You may
increase the size later, by simply changing this v
alue, but shrinking the size of an RBD is not supp
orted and is ignored.

host = This is the iSCSI gateway host name that
will be responsible for the rbd allocation/resize. E
very defined rbd_device entry must have a hos
t assigned.

state = This is typical Ansible syntax for whether
the resource should be defined or removed. A re
quest with a state of absent will first be checked
to ensure the rbd is not mapped to any client. If t
he RBD is unallocated, it will be removed from th
e iISCSI gateway and deleted from the configurat
ion.

This section defines the iISCSI client connection
details together with the LUN (RBD image) mas
king. Currently only CHAP is supported as an aut
hentication mechanism. Each connection defines
animage_list which is a comma separated list
of the form pool.rbd_image[,pool.rbd_imag
e,...

]. RBD images can be added and removed from t
his list, to change the client masking. Note, that t
here are no checks done to limit RBD sharing acr
oss client connections.

3 8.2.iSCSI A o] E 9 o] RBD-TARGET-API 1 5=

Variable meaning/Purpose

api_user

api_password
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Variable meaning/Purpose

api_port AP| A}go] & TCP £ E HEJUt} 7| 2 7H&

5000 ¢} Yt

api_secure value=true = =false 9 = &Yt 7| 232
falsej vt

loop_delay iISCSI #g] LBAEES £33/ Y3 77 4H
HA(Z)S AUk 71232 1 gy

trusted_ip_list APlof] A 2~ = 9= IPv4 == IPve F4 22

el ) 71 24 0 2 iSCSI Al o] E 9 o] == w1 o 4

rbd_devices 9] ¢ Z o] & E& o|v]RA] o] v E()7F AS F AHY

=N

AclEdol 74 WS @ WMol shtel Aol =solol A vt A k.
e Al EsNoIE Fal FAN WA AFS AP steln e 7Y B
R EAR I B 5 AU

Ansible-& ceph-iscsi-cli 3 7] X] & 4 %] 5} 52, ansible-playbook ™ &
o] A3 = u group_vars/iscsigws.yml 312 o] A2 o] u}z}
/letc/ceph/iscsi-gateway.cfg 312 2 A A3 012 Yol EF . HH =
AR A& AHg-ste] o] Aol ceph-iscsi-cli #l| 7] %] & A X] gt 7 - iscsi-
gateway.cfg 7121 2] 7]& 4 &S group_vars/iscsigws.yml 3} of] B x}35)
ofF g
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A A iscsigws.yml.sample 7S & H 1= A 7 Z iscsigws.yml 712 & FZ3H4 A

o
i ]

B

Ansible &2 == o] A root A} &A= TS QA S =33}

Ansible Z o] &2 233}

# ansible-playbook site.yml

I # cd /usr/share/ceph-ansible

.

Fx

Ansible Z 3 o] &2 RPM %4 35, RBD A4 9 Linux iSCSI 4 +A4 &
Aggo.

=3 433 iSCSI Ao Edlo] =94 &ulE Red Hat Ceph
Storage 3.3 2= E o] e] £X £l 7t 43 o] A=A SAFY T AHE
& 5 QlE A4S A2 F97)A7 AP

ohe 3P e dastel 7142 SAgY

I # gwcli Is

S LI =

82

targetcli 92 €] & AHg-3to] 742 WASHA vHIA 2. 12 ALUA &
298 74 2 A2 gol 23 EA7H 2Tk vl E s &4 5ol do
™ iSCSI Ao E 9o oA T4 o] AX5kA] ek WWN 17t A 54 ekot Ze
JAE A= EAZF BAY 5 AFUTh
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ceph-iscsi-config 3] 7] A o] A = A & =2 ¢} rbd-target-gw =} = Systemd A H] 22 A x| 3]
t}. Systemd A ¥] 27} &4 3} =H ¥ A] rbd-target-gw 7} A1 Z5] 32 Linux iSCSI g A e] 71 B4 4
U}, Ansible Zd| o] 52 A}2-5}¢] iISCSI Al o] E gl o] & vl Z5H A A 8] 27} v @A s o

I # systemctl start rbd-target-gw
t}-2-& rbd-target-gw Systemd A 8] 29} 335 2835 += A7

I # systemctl <start|stop|restart|reload> rbd-target-gw

reload

Al 2= @ 32 rbd-target-gw 7} AL A el A A AP F2l SA o) A LE= A &
23} 7 Algko] Ansibled]A] R E iSCSIAlo]|Edle] =2 HBAZ p|¥FHer g Jdutxlog I
8384 5y

A

A 23 AolEsols] ¥d AE 0|22 B3 Zalo|dEd tgt AAL AT 7Ll
A} AA) Linux ISCSI o4+ 742 b4 . o] 27 18l iSCSI Al o] Eslo] 7 28 el = wahg Y]
. 2ol A 9] AZo] Bo|AW e AE 2 g% A= AZ o 24 07} 2 iSCSI 7l o]
902 thA sl ekE .

4]

it

/usr/share/ceph-ansible/group_vars/iscsigws.yml 31 o] = Ansible =g o] &o] A Hsl= o8 &
@ AAEZ 57 I

%91

Red Hat-& Ceph iSCSI 7| o] E 9] o] E(<l: gwcli 2 ceph-ansible )o] A U] B
RBD o] ] ] &&= A Y3HA syt =3 rbd @ H & A5l Ceph iSCSI 7l o]
Ego]oA W2l RBD o]v]#] 9] o] 52 WA ALY A Astd BT 2EL A
8 2H7 3 = A5y
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“ik 9]

iISCSI Al o] Efll o] F4dollA] RBD o] ] A & A A 317] Aol &F AANA =E=]

A ZAE AASE EF AAE 24N Q.

Red Hat Enterprise Linux 72 A}-23l= So]dE @ A 2"l 9] F$ FX] A A
o] o 3 #}A) g ] -&-2 Red Hat Enterprise Linux 7 Storage # 2] 7}o] =& 3 %3}
AA L.

¥ 834 9azzs

| want to... iscsigws.yml 51 2. .o 2 QH ol Egh}.
RBD o] u]#] 7} A elw A ok g7 rbd_devices 4 4ol thE F5S
F7Hd e
712 RBD o|u| x| =7] %A rbd_devices 4] 4 o] A size v} 7] A2 U0 ESF

Utk o 2ze) A 2718 A st e SeoldE & 4
gol Bagurh

Zalo]lE 27} client_connections 4 4o & &< 713}

xY

ool el RED Tt 2ol A E < image_list W 4=0) ¥ & RBD
pool.image o228 =7}sh )

o] AE A RBD A| A clients image_list *1 5= A RBD pool.image ¢] &
= AAFY

#) 29 %] 4 RBD A A RBD %= 48] W4& absent = w7 1t} %17
RBD o] 1] A & -9 A Ao A & 343 oF k.

Zglo]AE CHAP #4 = ¥ 74 client_connections o 1] # 3 CHAP Al - B =
AuelEFU) o= a3 28k Uk A E &
o] oA E=ISCSI 2 a0}£-S w3 sla A4 513
o] Ansible Z#| o] 5ol ¢]3] M7 =3 A4 FH o] F}
OJAEA MAH o oA E=ISCSI 2190
TR

Zalo]| A E 7 A #d client_connections 3 =2 absent 4} &) 2 ¢
g o] EgFu ) Ansible Z @ o] Eo] A = Fgto]d
E7F A &R A A A H A v 2= A A L A A
&2 913l LinuxiSCSI th ol Fo} lFy .
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Storage_Administration_Guide/removing_devices.html
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W7 Abato] $== W Ansible Zd 0] %2 thA A3 5ta] iSCSI Aol Ego] :m=o] W7 AFE A&
ok

I # ansible-playbook site.yml
AR AA:
1.

iSCSI Al o] E 9l 0] AL A A7) Aol R iSCSI o] LA o o€l ¢] AAL &4 Tt &
A% 29 AAE 93 of) AAE B YA Q.

Red Hat Enterprise Linux initiators:

-
M

I iscsiadm -m node -T $TARGET_NAME --logout

$TARGET_NAME < 74 ¥ iSCSI t} 4 o] &0 2 up# 1o},

o A

# iscsiadm -m node -T ign.2003-01.com.redhat.iscsi-gw:ceph-igw --logout

Logging out of session [sid: 1, target: ign.2003-01.com.redhat.iscsi-gw:iscsi-igw, portal:
10.172.19.21,3260]

Logging out of session [sid: 2, target: ign.2003-01.com.redhat.iscsi-gw:iscsi-igw, portal:
10.172.19.22,3260]

Logout of [sid: 1, target: ign.2003-01.com.redhat.iscsi-gw:iscsi-igw, portal:
10.172.19.21,3260] successful.

Logout of [sid: 2, target: ign.2003-01.com.redhat.iscsi-gw:iscsi-igw, portal:
10.172.19.22,3260] successful.

Windows o] U] X] o] o] §] :
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86

ZHA & W82 Microsoft A A 2 2344 ©.

VMware ESXi o] U x| ol o] §]:

2 -2 VMware A1 4 & 25414 2.

2.
Ansible ] == 4 Ansbile A}-2 %} 2 /usr/share/ceph-ansible/ t] &l g 2] 2 H 7
t}.
I [user@admin ~]$ cd /usr/share/ceph-ansible/
3.
Ansible Z ¥ o] &S 2335} iSCSI Al o] Eg o] AL Al AF .
I [user@admin ceph-ansible]$ ansible-playbook purge-cluster.yml --limit iscsigws
4.
Ceph Monitor == Client ;= =9l A] root A &2} = iSCSI Alc] Eo] +A LB A E
(gateway.conf)E A A g o).
I [root@mon ~]J# rados rm -p pool gateway.conf
5.

Rel A

] » 3l Ceph RADOS Block Device(RBD)7} ¢ o] & 2 54| ¢S 73-¢ RBD o] v X = A
#3t}. Ceph Monitor == Z 80| E =94 root Al &A= T2 HH L A},

o

_?_

I rbd rm $IMAGE_NAME

$IMAGE_NAME < RBD o]u]x] o] 20 & n}l&Ut}

o A


https://docs.microsoft.com/en-us/powershell/module/iscsi/disconnect-iscsitarget?view=win10-ps
https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.storage.doc/GUID-18DC3112-7689-4C66-963D-8DEF97203358.html

87 ISCSI Al o] E ¢ o] A&

I [root@mon ~]# rbd rm rbd01

8.3.2. W% = o3 o] 22 AL4-3ko] ISCSI )4 74

Ceph iSCSI 7l o] E 9 o] = iSCSI 4 :==0] 1 Ceph S| E =x=0]7] % 3]t} Ceph iSCSI
AolEdol= 5 433 =x=o0] 7} Ceph OSD(Object Store Disk) :==9 3%F X2 = A5
LS 9IS gashA 7182 2L 93] Ceph iSCSI Al E o] & A X atx A F .

27 AHeh:

(]
Red Hat Enterprise Linux 7.5 o]

413 %21 Red Hat Ceph Storage 3.3 & 2H o|4

o= A 71AE AA S oF Fu )
targetcli-2.1.fb47-0.1.20170815.git5bf3517.el7cp == H Al 3 7] A
python-rtslib-2.1.fb64-0.1.20170815.gitec364f3.el7cp =+ Al 3| 7] A
tcmu-runner-1.4.0-0.2.el7cp == H A 7] X

OpenSSL-1.0.2k-8.el7 == H Al 7] A

o] 3t 7| 7] x| 2] o] A ulAo] A= AS HA vAL AR 317] Ao A
A A7 A E A A oF FU ). ol 23t H 4l v A& Red Hat Ceph Storage =
A EZ A A 3| oF ).
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gweli § 92 B S A183l7] Aol 2Ee]A Fe 289 »E Ceph RUH ==dA 08 BAE 53
Fud.

root Al-&-22 ceph-mon A 8] 25 t}hA] Al ZH3HU o

I # systemctl restart ceph-mon@$MONITOR_HOST_NAME
q= &9 g3 2FUoh

I # systemctl restart ceph-mon@monitor1

Installing 2| A& A3 517] A Ceph iSCSI 7| o] E o] :==0]| A root AHEA 2 T} GAE =3
Yrh.

Ceph iSCSI Al o] E9l 0] 7} OSD :==of v X =] A] -2 ¢ 2EZ A Se2Ho 43 92
Ceph ==9]| A iSCSI Al o] Eg] o] ;=== Ceph 74 3 & 51‘—}\]-?;51,]1;} Ceph 74 Hg &
letc/ceph/ 2] iISCSI Al o] E o] ==o] ojof ).

Ceph B3 = g 0|28 AR 33 7+ 34 Al 2. AA 3 U142 Red Hat Enterprise
Linux-$& Red Hat Ceph Storage 3 & =] 7}o] =2] Ceph F 3 = <] E]J;V o] A~ A AL A Z34
AlL.

Ceph & 2] ¥A &2 & &4 sty
I # subscription-manager repos --enable=rhel-7-server-rhceph-3-tools-rpms

F o 79 w3l oA TCP £E 3260 2 50002 ¢t}
A2 wE57] =& 7]& RADOS &= # X (RBD)Z A3t}

ZHAI R W82 218, “APd @ 7 ALRETE FESH Al L.
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/#installing-the-ceph-command-line-interface
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%91

Ansible& A}-8-3}< Ceph iSCSI Alo]E g o] & o|v] A X3t A ¢ o] A=}
344 vk Al 2.

g

i

Ansible-& ceph-iscsi-cli 3l 7] x| 2 A %] 5} 3L, ansible-playbook & & o] 23] <2
o group_vars/iscsigws.yml 3 o] 44 o] u}z} /etc/ceph/iscsi-gateway.cfg =}
PSS AT b3 Aol EFUTh AT U8 27 AL E FEsHA L.

A%
W YA aA ek @ 2 ISCSI AlOIE9l0] ol A root ALE AL E TS BA S ST

ceph-iscsi-cli #| 7] A1 & A X .
I # yum install ceph-iscsi-cli

tcmu-runner # 71 x] & 4 x| g o).
I # yum install tcmu-runner

2 9 3 7 openssl 7 7] X & A X g}
I # yum install openssl

a.
712 iSCSI Al o] Eflo] :==9d) A SSL 715 AZ T fd g & sy

# mkdir ~/ssl-keys
# cd ~/ssl-keys

712 iSCSI Al o] E o] :==oA AFA & 7] 3L & B F T

# openssl req -newkey rsa:2048 -nodes -keyout iscsi-gateway.key -x509 -days 365 -out
iscsi-gateway.crt
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Fx

A st WAA 7t EAR Y

i

BARAR

ol

718 ISCSI A o] E 4] o] :=E o4 PEM 5+ & 4 4 ot
I # cat iscsi-gateway.crt iscsi-gateway.key > iscsi-gateway.pem
712 iSCSI Al o] E g o] =04 F7 715 AA T

I # openssl x509 -inform pem -in iscsi-gateway.pem -pubkey -noout > iscsi-gateway-
pub.key

712 iSCSI Al o] E 9] o] =T 0| A] iscsi-gateway.crtiscsi-gateway.pem,iscsi-
gateway-pub.key, iscsi-gateway.key 32 & t} £ iSCSI Al o] E 9 o] ;== 2] /etc/ceph/ T]
e 2 o BA

/etc/ceph/ t] A €] 7] 9] iscsi-gateway.cfg #}= 21U S WA T

I # touch /etc/ceph/iscsi-gateway.cfg

a.

ol

ttlo
»
N
e
L
£

iscsi-gateway.cfg 39S HAF 3} O3 3

-
M

[config]
cluster_name = <ceph_cluster_name>

gateway_keyring = <ceph_client_keyring>
api_secure = true
trusted_ip_list = <ip_addr>,<ip_addr>

g A
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[config]

cluster_name = ceph

gateway_keyring = ceph.client.admin.keyring
api_secure = true

trusted_ip_list = 192.168.0.10,192.168.0.11

olE g FAdol N AA T HEL2 a7 AH: o] 3 8.1 & 8.28 F=xsHAl L.

I E iSCSI Al o] E9J o] :==9] A iscsi-gateway.cfg 3} o] F A3 of
.

iscsi-gateway.cfg 312 2 = iSCSI Al o] E ¢ o] == o] BA}g]t}.
APl A u] =g g4 383 A) A3 o,

# systemctl enable rbd-target-api
# systemctl start rbd-target-api

T
iSCSI Ao EQQo] W= AEH o] 25 A Z3 .
I # gwcli

IPv4 == IPV6 22 A}-g3ke] iSCSI 7l o] E g o] A

-
M

>/iscsi-target create iqn.2003-01.com.redhat.iscsi-gw:<target_name>
> goto gateways

> create <iscsi_gw_name> <IP_addr_of_gw>

> create <iscsi_gw_name> <IP_addr_of_gw>

o1
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o A

>/iscsi-target create iqn.2003-01.com.redhat.iscsi-gw:ceph-igw
> goto gateways

> create ceph-gw-1 10.172.19.21

> create ceph-gw-2 10.172.19.22

IPv4 2 IPV6 F2:2 E33te] AL8 @ = g&Uth

3.
RADOS £ = %% (RBD) 7}

T
> cd /disks
>/disks/ create <pool_name> image=<image_name> size=<image_size>m|g|t
max_data_area_mb=<buffer_size>

of A
> cd /disks
>/disks/ create rbd image=disk_1 size=50g max_data_area_mb=32
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Z olF E& o9 A olFl v E()7F RS T s

max_data_area_mb 342 7z} o] 0] %] 7} iSCSI tj 443} Ceph 28 2H
ZHol] SCSI ¥ dlo|H & A st= dl A = Jd= w2 Z7|(MB)E A
o]yt o] Fol Y F # oW Aot i AA AAEE TAAA A5 ¥
FS v F AFUY Fre]l UF 39d 20 Al 2" vzt R &
o] ALgH o] & 519 Al&"Hd &3 Q77 2T S JFUL 7| B g2

8.

°] #x2 gwcli reconfigure 3t9] ¥ % & AH8-3te] MBS = AFU T
o] %<& & &3tew iSCSI oA o] HAA o]w] A & ALZ-s) A= <t g
Yt o] £A o A 34| 2711t Red Hat 2] o A] 2] A 31A] 232 79
gwcli reconfigure 3}-9] B8 & AH8-st] O & F48 & =R A PHA A 2.

M

.?_

I >/disks/ reconfigure max_data_area_mb <new_buffer_size>

ol Al

I >/disks/ reconfigure max_data_area_mb 64

ZEolJdES AP

Y
e
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> goto hosts
> create ign.1994-05.com.redhat:<client_name>
> auth chap=<user_namex>/<password>

o A

> goto hosts
> create ign.1994-05.com.redhat:rh7-client
> auth chap=iscsiuser1/temp12345678
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CHAP y] &4 31 = Red Hat Ceph Storage 3.1 o] }ol| A v+ x| 1 U t}. Red
Hate CHAP7I @435 o] Q3 AKX CHAP7} &4 3td Zdo]dE T2 A
A31A) LU 2 E Zalo]d Edli= CHAPo| 34 315 o] 9171} CHAPo] v &
AstE o] lojof gt 7] 2 T2 o] Aol o] E] o] F o= ¥E o] A o] H &

d5st= AU
ojyA|o o] B 7} tdoll =2 5kA] XA CHAP g150] 4 o]y Aoy

oA dia 23X F+8HE0S & AU

ol Al

I 0- NOSES woveiiiiiiiiee [Hosts: 2: Auth: MISCONFIG]

g

Ut

F2E SFolA T WH L FA5] CHAP A58 w5 44

/> goto hosts
/iscsi-target...csi-igw/hosts> auth nochap

ok
ok
/iscsi-target...csi-igw/hosts> Is
0- NOSES oveiiiiiee [Hosts: 2: Auth: None]
0- ign.2005-03.com.ceph:esx ........... [Auth: None, Disks: 4(310G)]

0- ign.1994-05.com.redhat:rh7-client .. [Auth: None, Disks: 0(0.00Y)]

>/iscsi-target..eph-igw/hosts> cd iqn.1994-05.com.redhat:<client_name>
> disk add <pool_name>.<image_name>
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o A

>/iscsi-target..eph-igw/hosts> cd iqn.1994-05.com.redhat:rh7-client
> disk add rbd.disk 1

API7} SSLS &ut=2 A AH8-3tar J=A &l st A /var/log/rbd-target-api.log 319 & 3=

AL ol s 5 o3} 2HUTh
I Aug 01 17:27:42 test-node.example.com python[1879]: * Running on https://0.0.0.0:5000/

& @Al = iSCSI o] Y Aol o] H & A 5h= A YUt} iSCSI o] Y AJ ol o] § A ol o & =}
Al g U182 8.4, “iSCSI Initiator 74”7 & Fx a4 A 2.

o
ol

o
4
Og‘:",
i
L
k)

ISCSI Ao Ego] 7t A E et Ssteld ohe

o A

/> goto gateways
/iscsi-target...-igw/gateways> Is

0- gateways ......ccccceevvcvrveeeeenn. [Up: 2/2, Portals: 2]
0- ceph-gw-1 .. [10.172.19.21 (UP)]
0- ceph-gw-2 ....ccoeeviiiiie [10.172.19.22 (UP)]

842 gAFg o wa
Q13 t}. iISCSI 7l o] E 9l
rbd-

3l 7 UNKNOWN o|A Y EQ = FA4] 9 ZXH

3}
B -target-api A 9] =
t}.

2 Al sl A4S AAS TCP LE/ A& »l% A
01 7} trusted_ip_list A9 Y o] A=X] &gt
7}iSCSI Aol Eg) o] == A A3 F2AA el
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2.
o]y Al el o] E] 7} iSCSI tidell @A H o] =4 &gtz o] Ao o] E] LOGGED-IN ©] i
Ayt
o )
/> goto hosts
/iscsi-target...csi-igw/hosts> Is
0- hOSES .eveiiiiiiiee, [Hosts: 1: Auth: None]
0- ign.1994-05.com.redhat:rh7-client [LOGGED-IN, Auth: None, Disks: 0(0.00Y)]
3.

LUN©] iSCSI Al o] E 4l o] 7ol EE=A] &Qlsled b3S Tyt A L.

/> goto hosts
/iscsi-target...csi-igw/hosts> Is

0- NOSES weoviiiii [Hosts: 2: Auth: None]
0- ign.2005-03.com.ceph:esx ............ [Auth: None, Disks: 4(310G)]
[0-1UNO oo [rbd.disk_1(100G), Owner: ceph-gw-1]
[o-Tun 1 e [rbd.disk_2(10G), Owner: ceph-gw-2]

O3 E AT o o]y Rr|oo|H 9 thF A= A5l wel t] 2= iSCSI Al o] E9J o] 7} &
FA=Z g U o|UAdo]H e tF 4= A5 ALUA AOptimized(AO) el = B 31g Y
t}. & 7 2= ALUA Active-non-Optimized (ANO) Ao 9= Ao 7 B g}

AO 7 =7t A5 3k the ISCSI Ao Edlo]  shbrt AL U Th ol 23] Ao Eg o]
SAE AMHo R WA A ARE /o sl o Aol E o] 0F AR AZl we} g
gyt

AA| LUN®] 14 o] 52 0] A 241t} iSCSI Aol Eslo] =t 22 44 A Adw W
A% 5 gtk

8.3.3.iSCSI 32| 5 43}

iﬂﬂﬂmﬂﬁméﬁi 53 dol8 g A5t Wi Aojshs e Agol dFUnh ol d T
< AHg-3te] iISCSI Aol =0l o] A< AA ST 5 AFrith
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%91

Red Hat 2| 9114 A A 317 o] Aol WA E o2t ol 3 242 WA

2t
T
k)

gwcli reconfigure 319 4 #

gweli reconfigure 3] % & iSCSI Aol E9)o] ] A%< AR shal o) AHEHE= A4S Aol 7

t}.

ISCSI tl o] 5ol P2 mA= 43

[}
max_data_area_mb
[}
cmdsn_depth
[}
immediate_data
[}
initial_r2t
[}
max_outstanding_r2t
[}
first_burst_length
[}
max_burst_length
[}
max_recv_data_segment_length
[}

max_xmit_data_segment_length



874 ISCSI 7| o] E 9 o] A}-&

gwcli reconfigure & A1-8-3le] A st= WY S HAF = AdAE £33
max_data_area_mb ol Ot A R = BF P 7fo] =9 FF = O/ E F o] ~F A& 3} <] iSCSI
o] 7% A& 2l o Zlg o] 7fo] = & ZlE] o] ] o 4] Ceph iSCSI 7] o] EgJ o] 1#& &-H

AFY

8.3.4. i B2 iSCSI 7 o] E g o] =7}

2 Ea]z] #a]x}= Ansible = gweli 33 & =7E AF& 8l £7] 7 7] 2] iISCSI 7] o] E g o] Z 47
9] iSCSI 7| o] EgJo] 2 3 = Q51 O] B2 iSCSI Alo]EgJo] & Fr}5}HH Haf Bl & w5 @
B §HES AIE T g $EHY S O Fo] A3 v F-dYo] FY¥F.

H v =

8.3.4.1. A7 Q7% Al

[}

2/ 3 59l Red Hat Ceph Storage 3 &2/~ F].
[}

iSCSI 7| o] EgJo] £ ZE gJo] &3]
[}

=T 5= 7]# 0SD =& o]
8.3.4.2. Ansible2 A}-§3}o] iSCSI 7] o] E g o] &7}
Ansible A}-53} € 2] E] & Al-&5}of 5] B2 iSCSI Ao] Ego]Z F7}8 = gl ). o] HzJoA]

= 7 7)< iISCSI A o] E o] 2] 7] & & 47]9] iSCSI A o] EgJo] = g} 5F JPF ==
A1 ISCSI A o] E g o] & 78] 5} A1} 7]= OSD == 9} g7 wj X & 7 &1t

A1 25 A

[}
23 59l Red Hat Ceph Storage 3 &2/~ E].

iSCSI A o] E gJo] £ ZEgJo] &H=]

Ansible # 2] = o] A] root Al A7} WA AT 5= 9l == ]l

A k== o] A] root AF-§ 7} AA =8 = QU= F g
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/3/html-single/block_device_guide/#configuring_the_iscsi_target_using_the_command_line_interface
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@3

100

A Z 2 iISCSI 7] o] E g] o] &= =jJ 4] Red Hat Ceph Storage 3 Tools 2] ¥ %] £ 2] = & 3}
gt

I [root@iscsigw ~J# subscription-manager repos --enable=rhel-7-server-rhceph-3-tools-els-
roms

2JA) oF 1 &2 2 X] 7}Fo] = o] Red Hat Ceph Storage 2] % =] 2] 845} A4 2 FF514/
Al Q.

ceph-iscsi-config 7 7] X & 4 ] g1 }.
I [root@iscsigw ~J# yum install ceph-iscsi-config
gateway —z5 9] /etc/ansible/hosts 7} 9 o] B = o =7}3}1]].

o A

[iscsigws]

ceph-igw-3
ceph-igw-4

OSD *==9} iSCSI A o] EgJo] & & & Hj X 5}+= F - OSD ==&
[iscsigws] &) o] F7}gk] .

H < 93 /usr/share/ceph-ansible/group_vars/iscsigws.yml 7} 92 ¥ 7 IPv4 F57}
1= 7 7§29 iISCSI A o] E g o] & gateway _ip_list 5% )] =7}1] .

o A


https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/#enabling-the-red-hat-ceph-storage-repositories
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I gateway ip_list: 10.172.19.21,10.172.19.22,10.172.19.23,10.172.19.24

gateway_ip_list 59 IP =2F A 373l oF g} IPv4d & IPv6 +525 &
gtofof AF&e + A5y

Ansible # 2] x=Z o] 4] root Al-& <= Ansible =& o] -2 &l gi]].

# cd /usr/share/ceph-ansible
# ansible-playbook site.yml

ISCSI o] L] ] o] o] E] o K] A = =7} ISCSI 7] o] E g o] & AF& 5} =5 gpA] 2291 g

iSCSI Initiator A}-&-oj O o1 4] oF 1] &2 iSCSI Initiator 774 & FZ I A] L.

8.3.4.3. gwcli & A}-& 3} <] iSCSI 7] o] E g o] F7}

gweli B 5 & EL 41§ 519] ISCSI Ao EsJ o] & 7718 5= g1/} o] AApoA]= 7 7] iSCSI
A E S 0] 2] 7] 52 47]2] ISCSI Al E 5o Z gt

A 27 A

[
4/4 52l Red Hat Ceph Storage 3 &2/~ F.

iSCSI A o] E gJo] £ ZEgJo] &3]

ln

root A& x|} A == = OSD = =9 Wi A5l E= il
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Ceph iSCSI 7] o] E 9] o] 7} OSD === of] uj | 5] x| &> 3¢ 2Ee]x] F2/2E9] g 591
Ceph == 4] A] iISCSI 7 o] Ef] o] === Ceph 7§ 7 d& FAIF1 . Ceph 7§ 72
/etc/ceph/ r] 2 ] 2] 2] iSCSI 7] o] E #]] o] == o Qlo]of g},

Ceph 33 & Qg F]o] 25 & X5l 74 g} xIA] 3 1] &-2 Red Hat Enterprise
Linux-$& Red Hat Ceph Storage 3 & =] 7}o] =2] Ceph 7 3 = QI mjo] ~ ] < FZ54
Al Q.

A Z 2 iISCSI 7] o] E g] o] &= =jJ 4] Red Hat Ceph Storage 3 Tools z] ¥ x| £ 2] = & 3}
.

I [root@iscsigw ~]# subscription-manager repos --enable=rhel-7-server-rhceph-3-tools-els-
roms

2P 8 1] &2 H =] 7}o] = o] Red Hat Ceph Storage ] ¥ =] =] &85} 414 £ FZ514
Al Q.

ceph-iscsi-cli ¥ tcmu-runner 7 7] x| & & ] g}1]].
I [root@iscsigw ~J# yum install ceph-iscsi-cli tcmu-runner
a.
2 2§ 79 openssl 77| %] & & =] g o}

I [root@iscsigw ~]# yum install openssl!

Z]& iISCSI Al o] Eg] o] == F 5} o] A] /etc/ceph/iscsi-gateway.cfg 7} 22 HF 5} A
iSCSI A o] E g o] :==29] A IP =2 Z trusted_ip_list 5-#< =711 ]

=

o A

[config]

trusted_ip_list = 10.172.19.21,10.172.19.22,10.172.19.23,10.172.19.24
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o] 5t 3-410] ] & A4 ¢ t]-§-2 Ansible = A}-4-5]%] ISCSI t] 3 742 BEHA

o
. )

¢ & o] E H /etc/ceph/iscsi-gateway.cfg 71 22 2 E iSCSI 7] o] E gJ o] =E=of] HEAlgL]
.

B E iSCSI 7] o] E g o] == 9 A] iscsi-gateway.cfg 7} ¥ o] & d3sjoF gFL]

Z ot -7 SSLE A& 3}+= G- 7]= iSCSI A o] Ef o] == 5= 3}1L] o) x] ~/ssl-
keys/iscsi-gateway. pem,~/ssl-keys/iscsi-gateway-pub.key = ~/ssl-keys/iscsi-
gateway.key 7122 & iSCSI 7| o] E 9] o] == & d}1}o] gl+= ~/ssl-keys / iscsi-gateway.key
7L A ISCSI 7] o] E9J o] == 5 3fr}o] FAIgL o).

A ISCSI 7] o] £ 9] o] 3==0]L4] APl A]6] 2= 8- 35} 5}52 A] 3 5F1] of.

[root@iscsigw ~J# systemctl enable rbd-target-api
[root@iscsigw ~]# systemctl start rbd-target-api

iSCSI 7| o] E g o] FF = QIE 7 o] =5 A] &g ].
I [root@iscsigw ~]# gwcli

IPv4 == IPVv6 542 Al-§5}9] iSCSI 7] o] Eg]o] H4l:

>/iscsi-target create ign.2003-01.com.redhat.iscsi-gw: TARGET_NAME_
> goto gateways

> create ISCSI_GW_NAME IP_ADDR_OF _GW

> create ISCSI_GW_NAME IP_ADDR_OF _GW
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o A

>/iscsi-target create ign.2003-01.com.redhat.iscsi-gw:ceph-igw
> goto gateways

> create ceph-gw-3 10.172.19.23

> create ceph-gw-4 10.172.19.24

1.
ISCSI o] 1] Al o] El o A] 4] 2 7} iISCSI 7 o] E 5] 0] & A}-§- 3} A =2l ],

iSCSI Initiator A}-&-oj O] o1 4] oF 1] &2 iSCSI Initiator 78S FZ 5l A] L.

8.4. ISCSI INITIATOR %

Red Hat Ceph Storage<= Ceph iSCSI 7] o] E g o] o] 1.4 5}7] 95 4] 7}x] 2F A A A] iSCSI o]

1] ] o o] Bl £ =] €l $11] -

Red Hat Enterprise Linux

Red Hat Virtualization

Microsoft Windows Server 2016

VMware ESX vSphere Web Client

8.4.1. Red Hat Enterprise Linux-§ iSCSI Initiator
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A 27 AL

iscsi-initiator-utils-6.2.0.873-35 7 7] X] & 4 X] )] o} §1]}.

device-mapper-multipath-0.4.9-99 7] 7] x] o] §-o] ] 5 o] Qlo]of g}

LIZEg o] HA:

—_

ISCSI o] 1] A9 o] ] B 0} F =2 FL HA] g

# yum install iscsi-initiator-utils
# yum install device-mapper-multipath

Initiator o] & 4%

o] L] A] o o] E] o] F2 Ansible client_connections 3% oj] A}-& ¥ o] L] A] o]
o]E] o] HEi= gwcli & Al-§3lof Z7] 8 5o A1&H P& LA 5] of g}

7] £ /etc/multipath.conf 7} 2} 2 44 3] 37 multipathd 4] 5] = Z g% 3] g1 }.
I # mpathconf --enable --with_multipathd y
/etce/multipath.conf 7} Y of] O} 2-2 F7}gH]].

devices {
device {
vendor "LIO-ORG"
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hardware handler "1 alua”
path_grouping_policy "failover”
path_selector "queue-length 0"
failback 60

path_checker tur

prio alua

prio_args exclusive_pref_bit
fast _io_fail _tmo 25
no_path_retry queue

multipathd 4] 8] = Z o} A] A] ZFgf] o},
I # systemctl reload multipathd

CHAP &7 = iSCSI Discovery/Login:

29 oz} /etc/iscsi/iscsid.conf 72} 2 ¢f ] o] E Lo CHAP A& o] Z37 o} &
Lok

o A

node.session.auth.authmethod = CHAP
node.session.auth.username = user
node.session.auth.password = password

o] 2] 5t §4L ¢ o] Esf= -9 iscsiadm discovery 52 A

g,

g xS d49d.

o

# iscsiadm -m discovery -t st -p 192.168.56.101
192.168.56.101:3260,1 iqn.2003-01.org.linux-iscsi.rheln1
192.168.56.102:3260,2 iqn.2003-01.org.linux-iscsi.rheln1
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o3 =29l
I # iscsiadm -m node -T iqn.2003-01.org.linux-iscsi.rheint -/

= dZ210 7+4 ©27:

o5 ZZ dl&Z(multipathd)-& multipath.conf 4732 7]ilo 2 Fx]E xJ-5F0 2 A4 gLl
multipath 332 dJsldH 2z} FZo gt 2 9] 250] = Gl B F#HNA] FA] Hg o] FZA
HFYo & EH o234 deud.

# multipath -l
mpathbt (360014059ca317516a69465c883a29603) dm-1 LIO-ORG ,IBLOCK
size=1.0G features='0" hwhandler='1 alua' wp=rw
[-+- policy="queue-length 0’ prio=50 status=active
| - 28:0:0:1 sde 8:64 active ready running
-+- policy='queue-length 0' prio=10 status=enabled
- 29:0:0:1 sdc 8:32 active ready running

multipath -Il output prio =2 ALUA g E Ll ely L]}, of 7] 4] prio=50 = ALUA Active-
Optimized 3 €] 9] 4] iSCSI 7] o] E g] o] o] 7 = ¢/ 1]}, prio=10 2 Active-non-Optmized 7 = ¢/ 2 L} e}
Wil status F == AFE 59 F 25 e LT o] 7] 4] active = HA AFEH F2E e,
enabled = ¥ §e] 7} A sl= F-7 Gl £F FEZE tetd ) iSCSI 7] o] E g o] o 4] FA] o] F
(ol : multipath -Il Z g o) 4] sde )2 2] x]7] 2] H iSCSI A o] Eg o] 4] T} 5 FF S JP gl

I # iscsiadm -m session -P 3

g7+ XY k2 gweli o] 1} F € iSCSI 7] o] E 9] o] B = Ansibleo] A}-§-€ -7 gateway_ip_list o] 1}
&H ISCSI A o] Ef]°] & 5pH}o] IP 749/ .

8.4.2. Red Hat Virtualization-§- iSCSI Initiator

AP 87 AP
Red Hat Virtualization 4.1

2 = Red Hat Virtualization == of 24 = MPIO %3]
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iscsi-initiator-utils-6.2.0.873-35 7 7] X] & 4 X] &) o} g1]}.

device-mapper-multipath-0.4.9-99 7] 7] x] o] §-o] H ] 5 o] Qlo]of g1}

o= 4= 10 7#%:

/etc/multipath/conf.d/DEVICE_NAME.conf 5} 92 r}S-3} ZFo] ¢ ejo] E gl .

devices {
device {
vendor "LIO-ORG"
hardware handler "1 alua”
path_grouping_policy "failover”
path_selector "queue-length 0"
failback 60
path_checker tur
prio alua
prio_args exclusive_pref_bit
fast _io_fail _tmo 25
no_path_retry queue
}
}

multipathd 4] 8] = Z o} A] A] ZFgfL] o},
I # systemctl reload multipathd

iSCSI 2= &= 2] =] 7}

2E2]A] 2|2 {E FY o] J)E g2 A mvels v d g

2.

New Domain 1] =2 & 5} New Domain 32 ¢/1]r}.
3.

A 2 E2] A Ev el o] &< 9 F gLt
4.

bl o] E] HE] =5 )% v & AF§-3}o] b o] E JEE g gt
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E%E}—L‘% u] 7 Al-& 3} Domain Function (=19l 7]5) & Storage Type (ZEgA %
st} [El sl mojol 7] 5a saER] g AEFR] mujo]l 282 AlLs 5 Qs

& 41g) HEoja By s2Eg g Hojg A5 X v bl
~ =2 Jeso} §r]d.

Use Host (&=
=njolo] o} A2 gjo]El #E <] 10.0.0.1 &

iISCSIV} =& 2] %] 3-8 ¢ 2 e 5)r New Domain F-2 AFg 5 X &= LUNS A& 35} 2
H U §g AEo7 EAFT. ZEEAE Fopetis v o] Bl gl G5 U 7 AL A}
Pre #e 7 Advth 285 govl og BAE AP g

&3t o F

0 A s BYSSIEE oY A FY P o H e Z2ele
New Domain (4] v 91) 3041 $L74 oA A1&-3}] ghiz LUNS A}-§-5e] b go] AH-5.0.2

FEAH o

27

#17 9] 39 LUNE Z A F1 .

Discover Targets 5% Al-§3}of of & gj3fo] LUNS &7}5fA ) 5 s LUNYJ <f

o A2E FE 7 U

b.
Address Z=9]] i[SCSI 5 *~E29] gy73lH =19l o]F E=IP F2 &

g ). ] E kS

C.
Port (2E) HE=ofj4] tf3& H A o] S2E0] AFT FEE ¢

3260 ¢/ 1]r}.

d.
CHAP(Challen Handshake Authentication Protocol)E A}-&3lo] ~Ez] =] E H S 3}
+= Z-# User Authentication (A}-& 2} 015) 8ol g2 8¢l }. CHAP A}-& X} o] 3}

CHAP ¢}5 2 92 3]t}

Discover (7 #) vl EL ZFg gLl

4 AN A8 158 sz el W ES T, T B 22
gato] 2 4H 2= oo 229l ],

2
o
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1.

5 o]go] F2 A= dgo] dagd ¢+ Hod w
32 gaete ZzolaoF gtk @A 7717
W ole g ok A2 dA) A A Gl

f
Uy
i
QL
\OL
tn i

st Oy Gol A+ v EL ZEFLT o] G L JEL FF7 t] ol A4 H AE

HA] gh= BE LUNS ZA§1 .

24 Evele 4] $J5 A§ 59 7F LUNS| glehe de g,

Warning Low Space Indicator Z =) ¥ 28 zF2 ¢ & gfjr]. 2 E2]x] )] olojA]
Al& 7ls ot o 7 g 7Fo] o] W28 o] vkl G- ARG RFol A G M AR 7} FEA]H] 2 7] FH

1,

Critical Space Action Blocker ¥ =9 GB -2 ¢/ &g 1]r]. Z~E 2] X] T 2l A] A}
& 7158t of 7 F7Fo] o] gtE o ZF o Q7 v AR I} AFG Ao A HA|H 2 7] 55 2 FLH
2 £8]3]E A 2o YA F oz AAFr] ).

Mo

XA & AbA] 542 84 515} @ Wipe After Delete 2191 g2 28] gfi]r}. o] §-+
xS Yy 7 AY I 7 A gt o] ] A 5}i= O] =79] AlA] F A g

23] 5 414 4] 3412 &3] 5] ¥l Discard After Delete 891 gH2 15 §/1]c}. o]
S e Yy F AJG 7 Atk o] S BF 2Ez]x] B olofA]vt 1§
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8.4.3. Microsoft Windows-& iSCSI Initiator
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A 2 AL

Microsoft Windows Server 2016

ISCSI o] ] A]oo] E], 74 & &7:

iSCSI o] ] A] o o] & =2l o]u] @ MPIO £& &4 §]t].

MPIO ZZ 7382 & 213} Discover Multi-Paths 22 2] ]37 iSCSI x| o) g st ] ¢ =
7} golere e ohg Fo) & ZE gk o] Wy AFg-L ARy o] B2,

iSCSI o] L] x] o o] E] £=%4] FFo] AW &

ofjAl gl ZE S F7}g ] Ceph iSCSI 7] o] E 9] o] 9] IP 7=~ = DNS o] =

J

m
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12

ul
()

T
o
[}
m
m

Targets Discovery  Favorite Targets  Volumes and Devices

RADIUS Configuration

TE
Discover Target Portal .
T
4 Enter the IP address or DNS name and port number of the portal you
want to add.
To change the default settings of the discovery of the target portal, dick
the Advanced button.
_T IP address or DNS r1amna:° Port: (Default is 3250.) o
20,15.0.131] 3260
T
t
Advanced... K, Cancel
iISMS servers
The system is registered on the following iSMS servers: Refresh
Mame
To add an iSMS server, didc Add Server, Add Server.,..
To remove an iSMS server, select the server above and Remave
then didk Remove.,
K Cancel Apply

o
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iSCSI Initiator Properties >

Targets !ismuery Favorite Targets  Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.

Target: Quick Connect...
Discovered targets
Refresh

Mame Status

ign. 1999-09, com.redhat:ceph Inactive
To connect using advanced options, select a target and then Connect q
dick Connect.
To completely disconnect a target, select the target and Disconnect
then dick Disconnect.
For target properties, induding configuration of sessions, Properties. ..
select the target and dick Properties,
For configuration of devices associated with a target, select Devices
the target and then dick Devices.

K Cancel Apply

ol A28 g s d= FY 5H
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o
2
£
ol
[y
Ky
T
R
i

Zas o]

NN
L

=
=

Connect To Target

Target name:
ign. 1993-09, com.redhat:ceph

Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the

connection every time this computer restarts.

Enable multi-path o

Advanced... e

(0] Cancel

Connect using 4 o] o] 3} Z¢ IP o
Z 9 ] o,

o /] CHAP =291 &4 3]& {14 3}37 Ceph iSCSI Ansible Z2}o] 91 E Q15 g K 4
Al o] B oj g A|ZH g
o -

—_’-ZE‘:II-I_
h=a

Mo M
ol

g zo,
4

o
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Advanced Settings ? >

General  IPsec

Connect using

Local adapter: Default w

Initiator IP: Default e
o Target portal IP: 20,15.0.131 / 3260 e

CRC / Chedksum
[ ]Data digest [ ]Header digest

° Enable CHAP log on
CHAP Log on information
CHAP helps ensure connection security by providing authentication between a target and
an initiatar.

To use, spedfy the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is
specified.

MName: myiscsiusername

Target secret: ITIITTITITIITIIIY

[[] perform mutual authentication

To use mutual CHAP, either spedfy an initiator secret on the Configuration page or use
RADIUS,

[ ]Use RADIUS to generate user authentication credentials
[ ]use RADIUS to authenticate target credentials

O = 1 o | i

ISCSI Ao Es]o] & 4§ g o] § 25 2} o] EEo] tjs] 5579 62AE vk g,

o] ] Aol o] E] o] Zo] 7] d7 5ol AFE-H oA o] E] o] E7 T2 - o] t] Ao o] E]
o] 2] o] F-& ¥4 #1] ). ISCSI oL o] 5] %4 Fo] 74 H
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<
2
g

2 e

2 Fespo] oJi]Aloo]E o] 59 o] F-g LT,

15C5| Initiator Properties
Targets Discovery Favorite Targets Volumes and Devices  RADIUS Configuration

Configuration settings here are global and wil affect any future connections made with
the initiator.

Any existing connections may continue to work, but can fail if the system restarts or
the initiator otherwise tries to reconnect to a target.

When connecting to a target, advanced connection features allow spedfic contral of a
particular connection.

Initiator Mame:
ign. 1991-05, com.microsoftiw 2k 16

To modify the initiator name, dick Change. Change... 9
To set the initiator CHAP secret for use with mutual CHAP, CHAP
dick CHAP, o

To set up the IPsec tunnel mode addresses for the initiator,

IPsec...
dick IPsec. SEE
To generate a report of all connected targets and devices on Report
the system, dick Repart.
Ok, Cancel Apply
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oz 3210 47%:

MPIO 2= W&l FAL ZA5) 7 X 7F 237 2 AR = 42 HA 5= CHAP claim g3 o =
PowerShell 2 A}-& g1 c}. iSCSI Initiator EofJA] = 1} o] x| 542 74 g}

27

PowerShello] <] PDORemovePeriod 5412 1202 2 &)= %l o] 41t} o =z2]
A o] i o et o] gt EFEF & 7 e BE FEI} g5 12057/L vrE 5
2% A A0 23 HAE A g

I Set-MPIOSetting -NewPDORemovePeriod 120

Foll =4 94 49

I mpclaim.exe -l -m 1

1.
Gl =2 g gl

mpclaim -s -m
MSDSM-wide Load Balance Policy: Fail Over Only

1.
iSCSI Initiator & A}-&3s}of g3 &)

o

o] 4] devices... HEL Z]

°

wy

1,

17
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15C5l Initiator Properties
Targets  Discovery Favorite Targets  Volumes and Devices RADIUS  Configuration
Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DS name of the target and then dick Quick Connect.
Target: Quidk Connect...
Discovered targets
Refresh
Mame Status
ign. 1999-09.com.redhat:ceph Connected
To connect using advanced options, select a target and then Connect
dick Connect.
To completely disconnect a target, select the target and Disconnect
then dick Disconnect.
For target properties, induding configuration of sessions, Properties
select the target and dick Properties, =
For configuration of devices assodated with a target, select Devices q
the target and then dick Devices.
K, Cancel Apply

F3] FolA] £~

419/ 5132 MPIO... 5 E

Uy
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Devices pd
Mame Address
Disk 1 Port 1: Bus 0: Target 0: LUM O
Disk 1 Port 1: Bus 0: Target 1: LUM O

Yolume path names:

Legacy device name: W \PhysicalDrive 1

Device interface name:
£

Configure Multipath IQ (MPIQ)

To configure the MPIO palicy for a
selected device, dick MPIO,

Wmpio #disk&ven_lio-org&prod_tcmu_device&rev_0i

>

MPIO,.. ?

Ok

YA A YR GOl A zF of - EE 2] F 27} HA]FH 1 ceph-ansible E7g WS AFE- 5
7 iISCSI 7 o] EgJ o] i= ALUAE A}-§-3] ] iSCSI o] L] x| 9] o] E] o] 7] £ 3 Z =2 A}-&-5]] of &}

o} A] gl

=4
+ F=Z 2 iSCSI Al o] EgJo] E &Fr]]. Load Balancing Policy Fail Over 7}t £ €]

sl o 717t
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Device Details
MPIO
Load balance policy:
Fail Over Only w
Description
The fail over policy employs one active path and designates all
other paths as standby. The standby paths will be tried on a
round-robin approach upon failure of the active path until an
available path is found.
This device has the following paths:
Path Id Status Type Weight Session ID
0x7701... Conne... Active nfa ffffe 1817363c0 10-4000
0x7701... Conne... 5Standby njfa ffffe 1817363c0 10-4000
£ >
Details Edit...
K, Cancel Apply

PowerShelloj 4] ot} 5 3= F4 L o

B4

y
L
X

I mpclaim -s -d $MPIO_DISK_ID

+ $MPIO_DISK_ID & #H &3l o]~ =7 AWz} = blF ]
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LUNE %9313 9= iSCSI 7 o] E g] o] == 9] 7 = ¢l 8%/Optimized 3 Z 7} 51}
e n] x 2 0= iSCSI 71/011::74/0] rrof gl FY/g3slA & F=7 sH .

EN Administrator: Windows PowerShell - O *

ministrator> mpclaim. ex

01 Paths, Fail Over Only, Implicit and Explicit
t DsM

Supported Load Balance Polici FOO RRWS LQD WP LB
Path ID z . Weight
001 | 000 | 000| 000 0
, Id: 2, : 2
dministrator= mpclaim. ex
02 F‘ath , Fail Ou;:zr' only, Implicit and Explicit

60014054EE1 E:
Supported Load Balance Polici

001|000|00L|000 O
TPG_Id: 1, : 1

0000000077010000 Active/O zed 001|000|000|000 o
= TPG_State : Active/ imiz TPG_Id:

02 AR AER] 4§ AFE s A o] E4U

Windows ©] == &] 7} A 51

7]

I HKEY _LOCAL MACHINE\System\CurrentControlSet\Services\Disk

&4

I TimeOutValue = 65
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Microsoft iSCSI o] L] A] o] o] E] =&}o]H]

7]

HKEY LOCAL_MACHINE\\SYSTEM\CurrentControlSet\Contro/\Class\{4D36E97B-E325-
11CE-BFC1-08002BE10318}\<Instance_Number>\Parameters

LinkDownTime = 25
SRBTimeoutDelta = 15

8.4.4. VMware ESX vSphere Web Client-§ iSCSI Initiator

AL 2 4% AFSF:
VMware ESX 6.5 o] 3}oJ ] VMFS 62} 713 o] &l 314

vSphere Web Clientoj] 4]

x
I
Y

VMware ESX 3~ E ] gjst FE A~ Z esxcli T3S JF
iSCSI Discovery ¥ Multipath Z+=] 473 :

HardwareAccelerated 10.0.0.1 (XCOPY)£ H] &% 5] g}1]].

# esxcli system settings advanced set --int-value 0 --option
/DataMover/HardwareAcceleratedMove
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SCSI £ Z E gJo] Z 84 3] ¢}/ }. Navigator 3o 4] = E 2] =]

= 2o o/ YH o

-

t}. Confgure iSCSI °
.

g

g
g

=
=
=)
Y

My Mo

vmware ESXi” 100t@20.15.041 v | Help |
"T% Navigator | | [ localhast.localdomain - Storage |
~ [J Host Datastores ° Adapters | Devices
Manage
Moritor ' Configure iSCSI 8 Rescan | (3 Refresh Actions (@ Search )
~ 51 Virtual Machines n Name v Model ~ Status ~  Driver v
- (51 Ivmis/volumes/Sa13bd... @ vmhbal Gougar Point SATA RAID Gontroller Unknown vmw_ahel
Monitor E vmhbabd ISCSI| Software Adapter Online iscsi_vmk
v (51 /vmis/volumes/59efSe... 2 tems
&
More VMs...

€3 Networking n

Recent tasks
Task

~ Initiator ~ Queued ~ | Started

o] & B W A HoA o]t o] E o] & &g}
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iSCSI enabled " Disabled = Enabled
» Name & alias . 1994-05.com.redhat:th7-client o
- R A e [ Do not use GHAP unless required by target v]
b Mutual CHAP authentication l Do rot use CHAP ,l
» Advanced settings Click to expand
Network port bindings @ Add port binding | Femove port binding
VMkernel NIC v| Port group vl IPv4 address w
No port bindings
Static targets 3 Add static target [ Remove static target 7 Edit settings (@ search )
Target vl Address v| Port >
No static targets
Dynamic targets 3 Add dynamic target 5 Remove dynamic target /' Edit settings (@ Search )
Address ~ Port v
20.15.0.239

save contraton
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ojt] x| o] o] E] o] F o] gweli & A& 3} £7] HF o EF2lo]dEE JFTF
o] A}-& = o]iL] ] ool E] o] E3] O} E Z-¢ &= Ansible client _connections: Z
Zfo] 9 E v o] AFgH o] Ao o] E] o] Fo] O} E F-p- 3 HX}o mja} o] L] A]
o o] ] o] =& W3 ). VMware ESX 5= E 4] ]2 esxcli 532 &J g

1.
1.
ISCSI === E g]o] o] o] Y ¥] o] 5L 7}4]51] ]
> esxcli iscsi adapter list
> Adapter Driver  State UID Description
>
> vmhbab4 iscsi_vmk online iscsi.vmhba64 iSCSI Software Adapter
2.
o] Ao o] E] o] &2 43 gl
T

I > esxcli iscsi adapter set -A <adaptor_name> -n <initiator_name>

o A

I > esxcli iscsi adapter set -A vmhba64 -n iqn.1994-05.com.redhat:rh7-client

. gwcli auth g% 5= Ansible client_connections: |4 &% W4E A& 5l 7] 4%

o] Al-&5 CHAP o] Z ¥ Secret °
27 sHS g ¥5 CHAP Q15 414
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126

o " CHAPS A1 31| &g"o] H el 5]o] 2li=x] &2l gt

& contigure isCSI

ISCSI enabled

» Name & allas

~ CHAP authentication

Name
Secret

» Mutual CHAP authentication

» Advanced settings

Network port bindings

Static targets

Dynamic targets

%—%’

Disabled = Enabled

ign.1984-05.com.redhat:rh7-client

Do not use CHAP unless required by target

| myiscsiusername

Do not use CHAP

Click to expand

## Add port binding
VMkernel NIC

3 Add static target

Target

i3 Add dynamic target

Address

Remove port binding

w | Port group ~ | IPv4 address v

No port bindings
Rernove static target 47 Edlt settings (Q Search )
~  Address v Port W

No static targets
Remove dynamic tanget Edit settings (Q Search )
~ Port w

[ Save configuration J [ Cancel J

oA,

vSphere Web Cliento]-= CHAP &-°g o] =]&-of] Al-§ X X] &= B] 27}

9l&1]r]. Ceph iSCSI 7| o] EgJo] ==, 7|9 & 704 o] Bl 29] A= o}
=7 & 277} ZAIFY .

> kernel: CHAP user or password not set for Initiator ACL
> kernel: Security negotiation failed.
> kernel: iISCSI Login negotiation failed.

o] W2 2 32] ¥ esxcli §72 41§ 51°] CHAP 852 74 3}t

t}. authname /= vSphere Web Client2] Name ¢/1]t}.

> esxcli iscsi adapter auth chap set --direction=uni --
authname=myiscsiusername --secret=myiscsipassword --
level=discouraged -A vmhba64
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iSCSI 4g< 74 o). 25 4% o
< g-g g1/t recoveryTimeout #& 25

Z g

K4 configure isCSI

~ Advanced settings .
ErrorRecoveryLevel e

0

LoginRetryMax e ‘:,
MaxOutstandingR2T | 1 | 2 i )
FirstBurstlength | 262144 | "] ‘:'
MaxBurstlength | 262144 | o
MaxRecvDataSeglen | 131072 | 2 (7 ]
MaxCommands ’3 (7]
Default TimeTo\Wait el ‘:,
DefaultTimeToRetain A ‘:,
LoginTimeout | 5 | e i
LogoutTimeout e ‘:'
° RecoveryTimeout | 25 | ” P
NoopTimeout | 10 | ) (i ]
Nonnlnteral [1e ] om A

Save configuration | | Cancel

—?‘—_éﬁ

ol 4] Ceph iSCSI 7] o] E ] o] F #1}9] IP 725 F7}r] i} 5}1F] IP 74 5+ F7}a o
ik Aoz 24 A3 v E

o

2 ZE gk 7]E e H o] =2 F3] §ol RBD o] v |7} EA F1] .

B
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K4 configure iSCSI
ISCS| enabled Disabled = Enabled
» Name & alias ign.1994-05.com.redhat:rh7-client
» GHAP authentication Do not use CHAP unless required by target v
+ Mutual CHAP authentication Do rot use CHAP v
» Advanced settings Click to expand
Network port bindings i Add port binding
VMkernel NIC ~ Port group ~  |Pv4 address ~
No port bindings
Static targets ( 3
targ 3 Add static target (a )
Target ~ Address v Port v
No static targets
namic ets . ) - ~
Dynamic targ ° 3 Add dynamic target ) Remove dynamic target /7 Edit settings (q |

0 Address ~ Port w
°| 20.15.0.239 3260

°| Save configuration || Cancel

F

LUN 42 ALUA SATP & MRU PSPE Al-§3]o] xl& 0 2 =3 g 1jr}. o}
£ SATP ¥ PSP+= A& 3] 4] = ¢F HU ] o]= esxcli § 3 & A& 351 g2l +
ey

I esxcli storage nmp path list -d eui. $DEVICE_ID

$DEVICE_ID & 59 5 93 4 ¥z p#r] ],

05 2o} 22 A H A=A Gl g .

P22 I,

oA

# esxcli storage nmp device list | grep iISCSI
Device Display Name: LIO-ORG iSCSI Disk

(naa.6001405f8d087846e7b4f0e9e3acd44b)
Device Display Name: LIO-ORG iSCSI Disk

(naa.6001405057360ba9b4c434daa3¢c6770c)
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o] B9 4] Ceph iSCSI t]==20] tj g 5 4= 1 & 71451t

o A

# esxcli storage nmp path list -d naa.6001405f8d087846e7b4f0e9e3acd44b

iqn.2005-03.com.ceph:esx1-00023d000001,ign.2003-01.com.redhat.iscsi-gw:iscsi-
igw,t,1-naa.6001405f8d087846e7b4f0e9e3acd44b

Runtime Name: vmhba64:C0:T0:L0

Device: naa.6001405f8d087846e7b4f0e9e3acd44b

Device Display Name: LIO-ORG iSCSI Disk
(naa.6001405f8d087846e7b4f0e9e3acd44b)

Group State: active

Array Priority: 0

Storage Array Type Path Config:
{TPG_id=1,TPG_state=AO,RTP_id=1,RTP_health=UP}

Path Selection Policy Path Config: {current path; rank: 0}

iqn.2005-03.com.ceph:esx1-00023d000002,ign.2003-01.com.redhat.iscsi-gw:iscsi-
igw,t,2-naa.6001405f8d087846e7b4f0e9e3acd44b

Runtime Name: vmhba64:C1:T0:L0

Device: naa.6001405f8d087846e7b4f0e9e3acd44b

Device Display Name: LIO-ORG iSCSI Disk
(naa.6001405f8d087846e7b4f0e9e3acd44b)

Group State: active unoptimized

Array Priority: 0

Storage Array Type Path Config:
{TPG_id=2,TPG_state=ANO,RTP_id=2,RTP_health=UP}

Path Selection Policy Path Config: {non-current path; rank: 0}

oA £2lo)x] 2} G 2ol TS P87 §7) ISCSYSCSI o] Fo] LT,

o] 1] ] o] o] E] o]F =>-<n .ECDHE-03.com.ceph:esx1 ISID = 10.0.0.1 23d00000 2 o]
4} o] F = redhat.iscsi-gw:iscsi-igw Target X E 775 =
naa.6001405f8d087846e7b4f0e3e3acd44b

Group State ZI active = iSCSI 7| o] E g o] o] & ¥ E] 7 =< v}eldr]. gweli
H 52 iSCSI Alo] Ego] 2722 Ty JEE JIg . tojx] F=Z= 3 HA &2
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130

o

Group State z}2 7}A] v &4 7 27} dead §ef 7} H'H g =] F =271 H1.

55 ISCSI Ao Es] o] o] v et mi= F =5 A7) E ke HEe JP G,

# esxcli iscsi session connection list

2 o

vmhbab4,iqn.2003-01.com.redhat.iscsi-gw:iscsi-igw,00023d000001,0

Adapter: vmhba64

Target: ign.2003-01.com.redhat.iscsi-gw:iscsi-igw
ISID: 00023d000001

CID: 0

DataDigest: NONE

HeaderDigest: NONE

IFMarker: false

IFMarkerinterval: 0
MaxRecvDataSegmentLength: 131072
MaxTransmitDataSegmentlLength: 262144
OFMarker: false

OFMarkerinterval: 0

ConnectionAddress: 10.172.19.21
RemoteAddress: 10.172.19.21
LocalAddress: 10.172.19.11
SessionCreateTime: 08/16/18 04:20:06
ConnectionCreateTime: 08/16/18 04:20:06
ConnectionStartTime: 08/16/18 04:30:45
State: logged in

vmhbab4,iqn.2003-01.com.redhat.iscsi-gw:iscsi-igw,00023d000002,0

Adapter: vmhba64

Target: ign.2003-01.com.redhat.iscsi-gw:iscsi-igw
ISID: 00023d000002

CID: 0

DataDigest: NONE

HeaderDigest: NONE

IFMarker: false

IFMarkerinterval: 0
MaxRecvDataSegmentLength: 131072
MaxTransmitDataSegmentlLength: 262144
OFMarker: false

OFMarkerinterval: 0

ConnectionAddress: 10.172.19.22
RemoteAddress: 10.172.19.22
LocalAddress: 10.172.19.12
SessionCreateTime: 08/16/18 04:20:06
ConnectionCreateTime: 08/16/18 04:20:06
ConnectionStartTime: 08/16/18 04:30:41
State: logged in



87%4.ISCSI Al o] E f o] A&

=
—r-_é %’

2247 ISCSI 7| o] E g o] 9] IP

iz o] Z5 ISID g7 2 X] 5} 32 RemoteAddress #}
Lok,

8.5. ANSIBLE S A}-§ 3} CEPH ISCSI 7] o] Eg] o] ¢z o] =
Z9 g zglo]=F 9] & A E Ansible =] o] E-2 A& 3] Red Hat Ceph Storage iSCSI 7] o] £
dlo] Yzao| =& T 5 ]k

A 27 AHE
[ ]
243 52 Ceph iSCSI 7] o] Eg] o].
[ ]
23 3¢l Red Hat Ceph Storage Z 2] ~E]
e
ISCSI 7| o] Eg o] =7} 1} H 5 o] Y

Ansible ol ¥l &= 2] 71 2(/etc/ansible/hosts)o) 21}
=X golgi ol
2o Ay,

2.
&9 2o = Fao]F

I [admin@ansible ~]$ ansible-playbook rolling_update.ym/

2 JYspe] Y 2ao]=F L 3.

3.
AFOJE F o] &2

I [admin@ansible ~]$ ansible-playbook site.yml --limit iscsigws

8.6. T35 = Q|7 o] ~2F A& 5] CEPH ISCSI 7| o] EgJo] ¥ zg]o]=
Red Hat Ceph Storage iSCSI 7] o] Eg] o] A o] EgJo] ¢z o] =+= gl ¥l o] 5}1}2] iSCSI 7] o] EgJ
o] =g Yzdo|Esto] Y WA OE FHT 7 U],
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“;L 7]

Ceph OSDE ¢} zd]o] = & O] A Z5}= 5 2FISCSI Alo] Ego]E ¢ zafo]=
3lx] o] Al 2. OSD ¢ zd]o]=7) 255 7 X E & X ZF&] ~E 7} active+clean 3
g7 € wj7]x] 7] g}

A 27 ALY

[}
&3 52l Ceph iSCSI 7 o] E 5] <].

44 5ol Red Hat Ceph Storage 2] *H].

ISCSI 7| o] E ¢ o] 2==0]] root 4] = ¢ hS Zk =5 gf].

iSCSI 7 o] Eg] o] F7] ] & ¢ 5] o] EgFr]].
I [root@igw ~J# yum update ceph-iscsi-config ceph-iscsi-cli
iSCSI 7] o] EgJ o] t] &5 A g1}

[root@igw ~J# systemctl stop rbd-target-api
[root@igw ~]# systemctl stop rbd-target-gw

iSCSI A o] E 5] o] o] eLdd] Fx 5 A= gl

I [root@igw ~J# systemctl status rbd-target-gw

a.
rbd-target-gw A v] 27} & & 0 2 FX| g H 404 2 A H1 .

rbd-target-gw AJH] =7} FXHX] o g g E gLl
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targetcli 7 7] x| 7} H ] 5 =] &2 -7 targetcli 7] 7] 2] & & =] g} 1] o}
I [root@igw ~J# yum install targetcli
Z|E QY e HA EZ Folgi].

I [root@igw ~J# targetici Is

Zg o
O/ e [..]
0- DaCKSIOreS ........oeeeeeieeeeeeeeeeee e [..]
[ O-USEr:Irbd ........ccoviieiiiieia [Storage Objects: 0]
O ISCSI et [Targets: 0]

HEX gL W 2Ea]x] 9 BAE 7] vlo] gl o H [SCSI t] o] 2+Fl35] &&=
4972 A94d + sy

iii.
o o HAET} o} 2l G o FY

2 A A gk

o

2 slo] B E gj3 o HAEEZE 714

o

I [root@igw ~J# targetici clearconfig confirm=True

72—%'

of 2] A H] A7) iSCSI ] 32 A}-& 8} 72 g5} 2o
targetcli = & sl 53 o HA)

It
My
St
&Y
iy
I
3

tcmu-runner = 7] X & ¢ 6] o] E g}1] .
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I [root@igw ~J# yum update tcmu-runner
tcmu-runner A] 8] 2 & FX] gFL]r].
I [root@igw ~J# systemctl stop tcmu-runner

o2

%

A 2 2 & iISCSI A o] EgJ o] A]H] =& grA] A &gt

[root@igw ~J# systemctl start tcmu-runner
[root@igw ~J# systemctl start rbd-target-gw
[root@igw ~J# systemctl start rbd-target-api

8.7. ISCSI 7 o] E gJo] mL]E]F

Red Hat-2 1}] #'# RADOS Block Device(RBD) o] o] x] o] ¥ &2 2 1]E & 5} Ceph iSCSI 7] o] E 5]
o] g0l £} £2 AT

gwtop 52 iSCSIEZ 535 Zefo] ¢l E9) ] RBD o]ujx]o] FA %5 AFZE FAol= Y=
1/}, g = g/.2 PMDA(Performance Metrics Domain Agent)ojA] 7}%]-5 1] o}. Linux-10 gj-3/(LIO)
PMDA<] 5 12= 912 H Zafo] = @ 7 IO A FZ ) 211l 2} RBD o] ]2 1} & 5}= o AL H1]

.
B Al
[ ]
&g 5=2I Ceph iSCSI 7] o] E g]] o]
HA]:

root Al &2} Z iSCSI 7| o] Eg o] == 9ojJA] O]:5 TA|E 53 g/l

Ceph & 2] A E2] & @381
I # subscription-manager repos --enable=rhel-7-server-rhceph-3-tools-roms
ceph-iscsi-tools 7| 7] x| & & =] g}1] ]},

I # yum install ceph-iscsi-tools
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3.
4 & co-pilot 7| 7] 2] & & 2] gfr] o}
I # yum install pcp
Az
Ao & FHF Y g st x4 ot 1j] -2 Red Hat Enterprise Linux § 5 7%
spol =5 FE A L.
4.
LIO PMDA 7 7] x| & & X] g}1] ]
I # yum install pcp-pmda-lio
5.
performance co-pilot A1 8] =& 2§ 3] 5] 7 A] 2} gFi]d}.
# systemctl enable pmcd
# systemctl start pmcd
6.

pcp-pmda-lio ojo] HEZ F= g/t

cd /var/lib/pcp/pmdas/lio
/Install

7] 2] o Z gwtop + iSCSI A o] EgJo] 74 © H A EJ} rbd 2] gateway.conf 2}+= RADOS ¢ X
A Eo] 2] gH oz gl o] 7S ¥ EAE T A3 ‘27755’5‘ iSCSI A o] EgJo] & §
ol -g = -c T 2E AFE S} XY 2 7 o Al e &S gwtop —-help & FE 31

Al Q.

LIO 742 %4 & co-pilotof] ] =3 %

Y& &7 7L 299 gwiop 7} A 35 LIO 752 &
7 1 37 Apg A} g7 f] 2325 ZHo v gwtop 9 4] LIO

1 LIO 4712 2502 9 g

gwtop =2 Jj:

Al =] Wl 9] ~ & 2] x](iPXEMU) 3-3] 2] Z-¢:

gwtop 2/2 Gateways CPU% MIN: 4 MAX: 5 Network Total In: 2M Qut: 3M 10:20:00
Capacity: 8G Disks: 8 IOPS: 503 Clients: 1 Ceph: HEALTH_OK OSDs: 3
Pool.Image Src  Size iops rMB/s wMB/s Client

135


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/performance_tuning_guide/ch-performance-co-pilot#sec-pcp-overview

Red Hat Ceph Storage 3 2= %3] 7}o]l=

iscsi.t1703 500M 0 0.00 0.00

iscsi.testme1 500M 0 000 0.00

iscsi.testme2 500M 0 000 0.0

iscsi.testme3 500M 0 000 0.00

iscsi.testme5 500M 0 000 0.00

rbd.myhost 1 T 4G 504 1.95 0.00 rh460p(CON)
rbd.test 2 1G 0 0.00 0.00

rbd.testme 500M 0 0.00 0.00

Zapo] ol = gol4] (CON) ISCSI o] 4] o o] El(F2} 0] 1) 7F #4] ISCSI A o] E 5] o] o 7] F 5 &2

LeFY o -multi- 7} ZA] 5 H of 2] Fefo] o EZ} B RBD o] vj =] o vj g H 1.
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SCSI G+ o 92 2] g 5 =] 1]} SCSI § 7% o OF2 A& 6}7] = Fa]2FH
012 7Y A2 = FE| 2 Y £ EZE o] E AFE5l= 47 o 2] iSCSI o] L] 4]
of o] €] E RBD o] v] x| o] vj F 5}i= 7] 5o] A H L} o E E0] ATSE A1-§5}=
VMware vSphere 372 =] ¢l =] <] 7+ MSCS(Microsofts] 2] *E % A]H]) A}-&-2
A=A G
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B A 4 ISCSIGWS.YML 72

# Variables here are applicable to all host groups NOT roles
# This sample file generated by generate_group_vars_sample.sh

# Dummy variable to avoid error because ansible does not recognize the
# file as a good configuration file when no variable in it.
dummy:

# You can override vars by using host or group vars

HHHHHHAHHAH

# GENERAL #

HHHHHHAHHAH

# Specify the iqn for ALL gateways. This iqn is shared across the gateways, so an iscsi
# client sees the gateway group as a single storage subsystem.

#gateway _iqn: "ign.2003-01.com.redhat.iscsi-gw:ceph-igw"

# gateway _ip_list provides a list of the IP Addrresses - one per gateway - that will be used
# as an iscsi target portal ip. The list must be comma separated - and the order determines
# the sequence of TPG's within the iscsi target across each gateway. Once set, additional

# gateways can be added, but the order must *not* be changed.

#gateway ip_list: 0.0.0.0

# rbd_devices defines the images that should be created and exported from the iscsi gateways.
# If the rbd does not exist, it will be created for you. In addition you may increase the

# size of rbd's by changing the size parameter and rerunning the playbook. A size value lower
# than the current size of the rbd is ignored.

#

# the 'host' parameter defines which of the gateway nodes should handle the physical

# allocation/expansion or removal of the rbd

# to remove an image, simply use a state of ‘absent'. This will first check the rbd is not allocated
# to any client, and the remove it from LIO and then delete the rbd image

#

# NB. this variable definition can be commented out to bypass LUN management

#

# Example:

#

#rbd_devices:

# - { pool: 'rbd’, image: 'ansible1’, size: '30G', host: ‘ceph-1', state: ‘present’}

# - { pool: 'rbd’, image: 'ansible2’, size: '15G', host: ‘ceph-1', state: present’}

# - { pool: 'rbd’, image: 'ansible3’, size: '30G', host: ‘ceph-1', state: ‘present’}

# - { pool: 'rbd’, image: 'ansible4’, size: '50G', host: ‘ceph-1', state: ‘present’}

#rbd_devices: {}

# client_connections defines the client ACL's to restrict client access to specific LUNs

# The settings are as follows;

# - image_list is a comma separated list of rbd images of the form <pool name>.<rbd_image _name>
# - chap supplies the user and password the client will use for authentication of the

# form <user>/<password>

# - status shows the intended state of this client definition - ‘present’ or ‘absent’

#

# NB. this definition can be commented out to skip client (nodeACL) management

#
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# Example:

#

#client_connections:

# - { client: 'iqn.1994-05.com.redhat.rh7-iscsi-client’, image_list: 'rbd.ansible1,rbd.ansible2’, chap:
'rh7-iscsi-client/redhat’, status: ‘present’ }

# - { client: 'iqn.1991-05.com.microsoft:w2k12r2', image_list: 'rbd.ansible4’, chap:
'w2k12r2/microsoft w2k12', status: ‘absent' }

#client_connections: {}

# Whether or not to generate secure certificate to iSCSI gateway nodes
#generate_crt: False

i

# RBD-TARGET-API #

e

# Optional settings related to the CLI/API service
#api_user: admin

#api_password: admin

#api_port: 5000

#api_secure: false

#loop_delay: 1

#trusted_ip_list: 192.168.122.1

HHHAHARGIHHA
# DOCKER #
HHAHARGIIHA

# Resource limitation

# For the whole list of limits you can apply see: docs.docker.com/engine/admin/resource _constraints
# Default values are based from: https://access.redhat.com/documentation/en-

us/red_hat _ceph_storage/2/htmli/red_hat _ceph_storage hardware guide/minimum_recommendations

# These options can be passed using the 'ceph_mds_docker_extra_env' variable.

# TCMU_RUNNER resource limitation
#ceph_tcmu_runner_docker_memory_limit: 19
#ceph_tcmu_runner_docker_cpu_limit: 1

# RBD TARGET GW resource limitation
#ceph_rbd_target gw_docker_memory _limit: 1g
#ceph_rbd_target gw_docker_cpu_limit: 1

# RBD TARGET API resource limitation

#ceph_rbd target api docker_memory_limit: 1g
#ceph_rbd_target api docker_cpu_limit: 1
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