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PUT /admin/user?caps&format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
Content-Type: text/plain

Authorization: AUTHORIZATION_TOKEN

usage=read
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admin AL-g219] A28 7] & AL8-5l22 SHA1 HMACS base-64 21319 #2142 wt3gc}. 7}
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httpRequest.addHeader("Authorization”, "AWS " + this.getAccessKey() + ":" +
base64ShalHmac(headerString.toString(), this.getSecretKey()));
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import java.io.lOException;

import java.net.URI;

import java.net.URISyntaxException;

import java.time.OffsetDateTime;

import java.time.format.DateTimeFormatter;
import java.time.Zoneld;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.Header;

import org.apache.http.client.entity.UrIEncodedFormEntity;
import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpRequestBase;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.client.methods.HttpPost;
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import org.apache.http.client.methods.HttpPut;

import org.apache.http.client.methods.HttpDelete;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.message.BasicNameValuePair;
import org.apache.http.util.Entity Utils;

import org.apache.http.client.utils.URIBuilder;

import java.util.Base64;

import java.util.Base64.Encoder;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
import javax.crypto.spec.SecretKeySpec;

import javax.crypto.Mac;

import java.util.Map;
import java.util.lterator;
import java.util.Set;

import java.util.Map.Entry;

public class CephAdminAPI {

/*

* Each call must specify an access key, secret key, endpoint and format.
*/

String accessKey;

String secretKey;

String endpoint;

String scheme = "http"; //http only.

int port = 80;

/*

* A constructor that takes an access key, secret key, endpoint and format.
*/

public CephAdminAPI(String accessKey, String secretKey, String endpoint){
this.accessKey = accessKey;

this.secretKey = secretKey;

this.endpoint = endpoint;

}

/*

* Accessor methods for access key, secret key, endpoint and format.
*/

public String getEndpoint(){

return this.endpoint;

}

public void setEndpoint(String endpoint){
this.endpoint = endpoint;

}

public String getAccessKey(){
return this.accessKey;

}

public void setAccessKey(String accessKey){



this.accessKey = accessKey;

}

public String getSecretKey(){
return this.secretKey;

}

public void setSecretKey(String secretKey){
this.secretKey = secretKey;

}

/*

17¢. CEPH OBJECT GATEWAY 332 AP

* Takes an HTTP Method, a resource and a map of arguments and

* returns a CloseableHTTPResponse.
*/

public CloseableHttpResponse execute(String HTTPMethod, String resource,

String subresource, Map arguments) {

String httpMethod = HTTPMethod;

String requestPath = resource;

StringBuffer request = new StringBuffer();
StringBuffer headerString = new StringBuffer();
HttpRequestBase httpRequest;
CloseableHttpClient httpclient;

URI uri;

CloseableHttpResponse httpResponse = null;

try {

uri = new URIBuilder()
.setScheme(this.scheme)
.setHost(this.getEndpoint())
.setPath(requestPath)
.setPort(this.port)

build();

if (subresource != null){

uri = new URIBuilder(uri)
.setCustomQuery(subresource)
.build();

}

for (Iterator iter = arguments.entrySet().iterator();
iter.hasNext();) {
Entry entry = (Entry)iter.next();
uri = new URIBuilder(uri)
.setParameter(entry.getKey().toString(),
entry.getValue().toString())
.build();

}

request.append(uri);

1
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headerString.append(HTTPMethod.toUpperCase().trim() + "\n\n\n");

OffsetDateTime dateTime = OffsetDateTime.now(Zoneld.of("GMT"));
DateTimeFormatter formatter = DateTimeFormatter.RFC_1123 DATE_TIME;
String date = dateTime.format(formatter);

headerString.append(date + "\n");
headerString.append(requestPath);

if (HTTPMethod.equalslgnoreCase("PUT")){
httpRequest = new HttpPut(uri);

} else if (HTTPMethod.equalsignoreCase("POST")){
httpRequest = new HttpPost(uri);

} else if (HTTPMethod.equalsignoreCase("GET")){
httpRequest = new HttpGet(uri);

} else if (HTTPMethod.equalsignoreCase("DELETE")){
httpRequest = new HttpDelete(uri);

} else {

System.err.printin("The HTTP Method must be PUT,
POST, GET or DELETE.");

throw new IOException();

}

httpRequest.addHeader("Date", date);
httpRequest.addHeader("Authorization", "AWS " + this.getAccessKey()
+ """ + base64ShalHmac(headerString.toString(),
this.getSecretKey()));

httpclient = HttpClients.createDefault();
httpResponse = httpclient.execute(httpRequest);

} catch (URISyntaxException e){

System.err.printin("The URI is not formatted properly.");
e.printStackTrace();

} catch (IOException e){

System.err.printin("There was an error making the request.");
e.printStackTrace();

}

return httpResponse;

}

/*

* Takes a uri and a secret key and returns a base64-encoded
* SHA-1 HMAC.

*/

public String base64Sha1Hmac(String uri, String secretKey) {
try {

byte[] keyBytes = secretKey.getBytes("UTF-8");
SecretKeySpec signingKey = new SecretKeySpec(keyBytes, "HmacSHA1");

Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);

byte[] rawHmac = mac.doFinal(uri.getBytes("UTF-8"));

12
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Encoder base64 = Base64.getEncoder();
return base64.encodeToString(rawHmac);

} catch (Exception e) {
throw new RuntimeException(e);

}
}

}

$24 CephAdminAPIClient ] #l| o]l X] = CephAdminAPI 2 =& 128 2 35}35151, @ F w7l ¥

import java.io.lOException;

import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.HttpEntity;

import org.apache.http.util.Entity Utils;

import java.util.*;

public class CephAdminAPIClient {
public static void main (String[] args){

CephAdminAPI adminApi = new CephAdminAPI ("FFC6ZQ6EMIF64194158N",
"Xac39eCAhITGcCAUreuwe1ZuH50VQFa51IbEMVoT",
"ceph-client");

I
* Create a user

*/

Map requestArgs = new HashMap();

requestArgs.put("access", "usage=read, write; users=read, write");
requestArgs.put("display-name", "New User");
requestArgs.put("email”, "new-user@email.com”);
requestArgs.put("format", "json");

requestArgs.put("uid", "new-user");

CloseableHttpResponse response =
adminApi.execute("PUT", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
HttpEntity entity = response.getEntity();

13
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try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*

* Get a user

*/

requestArgs = new HashMap();
requestArgs.put("format", "json");
requestArgs.put("uid”, "new-user");

response = adminApi.execute("GET", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

I
* Modify a user

*/

requestArgs = new HashMap();
requestArgs.put("display-name", "John Doe");
requestArgs.put("email”, "johndoe@email.com");
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");
requestArgs.put("max-buckets"”, "100");

response = adminApi.execute("POST", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

14
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* Create a subuser

*/

requestArgs = new HashMap();
requestArgs.put("format", "json");
requestArgs.put("uid”, "new-user");
requestArgs.put("subuser”, "foobar");

response = adminApi.execute("PUT", "/admin/user”, "subuser", requestArgs);
System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*

* Delete a user

*/

requestArgs = new HashMap();
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");

response = adminApi.execute("DELETE", "/admin/user", null, requestArgs);
System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}
}
}

ZA g U -8-2 Red Hat Ceph Storage 7] @<} 7}o] = o] S3 o] 5 44

Amazon S3 Q1= A=}
REST 28 A% 2 13 A4S F2IA L.

]
EL

o =
Ea

CRREN

o] 3 A & 82 Amazon Simple Storage Service A8 4] 2]
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/developer_guide/#s3-authentication_dev
http://docs.aws.amazon.com/AmazonS3/latest/dev/RESTAuthentication.html

Red Hat Ceph Storage 4 7] 2z} 7}o] =

1.4. 32 AH-82 A4

Ceph Object Gateway == 4] radosgw-admin = & 23 5}l2]H =9 admin
717F A=A &1yt admin 7] = =& Ceph Monitor := =9 4] B-ALg &= 9l & o

A 27 A

[ J
Ceph Object Gateway = =] 3 FE F3 HA| X,

to

HAE Alo|Ed o] AHAES AU

I radosgw-admin user create --uid="USER_NAME" --display-name="DISPLAY _NAME"

ol Al

I [user@client ~]$ radosgw-admin user create --uid="admin-api-user" --display-name="Admin
API| User"

radosgw-admin {5 = <1 E]# o] 2= AHE-ALE vk )

2 o

o

16



"user_id": "admin-api-user",

"display_name": "Admin API User",

"email": ",

"suspended": 0,

"max_buckets": 1000,

"auid": 0,

"subusers": [],

"keys": [

{

"user": "admin-api-user",
"access_key": "NRWGT19TWMYOB1YDBV1Y",

17¢. CEPH OBJECT GATEWAY 332 AP

"secret_key": "gr1VEGIV7rxcP3xvXDFCo4UDwwI2YoNrmtRIIAty"

}
1,
"swift_keys": [,
"caps": [,
"op_mask": "read, write, delete",
"default_placement™: ",
"placement_tags": [],
"bucket_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1
2
"user_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1
}

"temp_url_keys": []

A st AHEANA #8715 S @3y

4
e

I radosgw-admin caps add --uid="USER_NAME" --caps="users="*"

o A
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I [user@client ~]$ radosgw-admin caps add --uid=admin-api-user --caps="users=""

radosgw-admin % & & <1 3| o] 2= AL A5 ¥EEHgY ). "caps”: ol = A& ALl A &G

A 7% 0] Y1t

2 o

o

"user_id": "admin-api-user",

"display_name": "Admin API User",

"email": ",

"suspended": 0,

"max_buckets": 1000,

"auid": 0,

"subusers": [],

"keys": [

{

"user": "admin-api-user",
"access_key": "NRWGT19TWMYOB1YDBV1Y",
"secret_key": "gr1VEGIV7rxcP3xvXDFCo4UDwwI2YoNrmtRIIAty"

}
],
"swift_keys": [,
"caps": [
{
"type": "users”,
"perm": "*"
}
],

"op_mask": "read, write, delete",
"default_placement™: ",
"placement_tags": [],
"bucket_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1
2
"user_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1
}

"temp_url_keys": []

18
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o)Al #z] Aol Y ALEAT} AF U

1.5 A2 AR 714 2 7]
AR g 7hA UL

capabilities

I users=read

-
M

GET /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

¥ 11. 8% wAS

32
o

uid AR7F A" ALEAJ YT =2rd foo_user

user ARg-2F Bl ol B H RE 9]¢ H o] Yt 7" ol Slh=s
=
user_id AL& 2 DY Y T} 239 user
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display_name AFg2Fe] o] B8 F AT T} =A< user
AA A E AFEAF7E DA F A H T Trued U o B user
max_buckets AL EA 7 26 Ao A A YT A user
subusers o] Abg-H A A H 3] AR A Y Y T e ol user
keys o] Ab& A AR T AAH S3 71 YU Th g o]y user
swift_keys o] Ab&2}F Al Y A4 E Swift 714 o Ad o] user
caps A& 7] 5. g oy user

A-gstd Sl A8 A AW 7 23g U
EFeHnsY
5.
1.6. A&7 A

A AHEAE TEU T 7122 0 2 S3 7] Aol Aso® QYA SHAA v Y access-key
= secret-key 5 3ttt Al FEHH AE 7|7 AF o2 AAFUG 7| EH 07 7|E 7] A4S A
A 3 AP A 7171 15 719 73 Y th. access-key 7} A G H o] AL&A7E £2737 71E 71 & FES
=73+ 4889t

capabilities

I ‘users=write’

-
M4

20
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PUT /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

¥ 13. 2% AAas

uid A s AFe 2} DY o) A= foo_user A=
display- e AHE Ao A o] F U Y TH =24 foo user A
name
email ALgAbet A E oM Y F AP 24 foo@bar.com 8=
key-type AT 7] {82 swift, s3(71 2z d Yok a9 s3[s3] b7e=s
M A 2 7] AN A 2 712 2 A g} =29 ABCDOEF12GHI gl
J2K34LMN
secret-key ANZE 71E A FY . TAE 0AbCDEFg1h2i 5=
34JkIM5nop6Qr
STUV+WxyzaBC
7D8
user-caps AHEA} 75 L] usage=read, STRC
write;
users=read
generate- N7 AL AR NEQE T B F1% Re True [True] NS
key Y.
max- AR RS R e AU Al FEAE AF 500 [1000] =
buckets gty
YA FAE AEAE FAIA ARE A FYT = false [False] =

ke

1.4. 34 d¥

o

user AREAFHl ol H A EE f3 AE ol Tk ZE| o] ElhcH
E8a
user_id AH&2HIDY Y T Ay user

21
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display_name

AN TA =

max_buckets

subusers

keys

swift_keys

caps

b

A o) B2 EAIFU T

AR DA F X HH Trueg) U e,

A AT} 258 Ao M2 $Lu T

o] A8} A AZH 519 ALE ALY T

o] A2 A 3 A4 H S3 71 Yt

o] Ab&-7} A4 7 72 9 Swift 7] 4V of.

AR )%

A gshm Sl ALeA BRI TEUTh

+H

ki
&
I
&
to
Ju

UserExists

InvalidAccessK
ey

InvalidKeyType

InvalidSecretKe
y

InvalidKeyType

KeyExists

EmailExists

InvalidCap

22

A4

NE AR AR S A=Y

ZEE JA 2 77 A G Hof sy

i
o
)
N

| 8ol AR H ol AHuTh

A ZH A 2= 7] 7} £ A 3] ThE AL AR A & FU o,

e
o

o
iy

ZHl o]

ZHl o]

ZH o]

SERIE

400 25 € 2%

400 25 € 2%

400 Zx€ 2%

400 23 € 2%

user

user

user

user

user

user

user
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9] ALg A4S 44 512 7 Red Hat Ceph Storage 7 24} 7o) = & ZZAA <.

1.7. 487 53
NE AERAE SRS

capabilities

I ‘users=write’

4
e

POST /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

£ 1.6. 23 WAL

uid 228 b2 2} IDY U T} 22149 foo_user A
display- S A A o] A ol F YTk 44 foo user Bl
name

email AbgAL et AAT ol d FAY U T =24 foo@bar.com =
generate- A7 A ARSI 71EAF T & FHE B true [False] b7y
key Yt

M A 2 7] AN A 2 712 A A g} =29 ABCDOEF12GHI gl

J2K34LMN
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/developer_guide/#create-a-subuser_dev

Red Hat Ceph Storage 4 7] &#} 7}o]| =

secret-key A== 7S AFFU A4 O0AbCDEFgih2i gl&
34JkIM5nop6Qr
STUV+WxyzaBC
7D8
key-type AT 7] {82 swift, s3(71 27 d Yok =24 s3 ey
user-caps  AEAH7IS =g usage=read, S
write;
users=read
max- AT RS e AU Al FEAE AF 500 [1000] A
buckets s o).
YA FAE  AHEAE FATA ARE AL FUG e false [False] Sre=y

user AHE AL E ol B A B E §l g e ol gyt ZH o] 3l g
=
user_id A& IDY Y T 2214 user
display_name A& 2Fe] o] B8 F AT o) 2214 user
YA A E AFE A7 DA F A = Trued U o B user
max_buckets AV& A7 26 A WAl =YY ok A user
subusers o] Abg-H A A H 8] A A Y Y T e o] user
keys of Ab&AF A I AZH S3 71 dY T ol user
swift_keys o] Ab&-2}F Al Y # A4 E Swift 714 o Ad o] user
caps AHg2) 7] 5 g o]y user

R gl A4 gust EEU

kel

18. 5% 9% 39

24



olg ]

InvalidAccessK A5 M2 77 A A = o] JdHFY T

ey

InvalidKeyType Z5E 7] o] A H o dFY

InvalidSecretKe 25 Bt 7|7 XA H o dHFYTh

y
KeyExists AFE oA 2 7] 7F EA Sl e ALS AR A SPUh 409 FE
EmailExists Algd ol Y F47F AFHTH 409 &
InvalidCap 229 admin 71 %< B o sty a2 gyt 400 ZXxH oF
F7t e
[ J
39l AH&AE % 5}2] ¥ Red Hat Ceph Storage 7)) ¥+3} 7}o] = & FZ 34 A

1.8. AL A1 7
& A AE AR

capabilities

I ‘users=write’

-
M

DELETE /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME

£19. 2% WAAs

K
(n

400 23 € 2%

400 23 € 2%

400 23 € 2%
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/developer_guide/#modify-a-subuser_dev

Red Hat Ceph Storage 4 7] &#} 7}o]| =

uid A A& AFLAF DY Y T 229 foo_user v, 2
a3y
o}.
purge-data X4 3 ALEA A SR B Rg True e
Ex AAFY
SH dE¥
=
ErFow ¥
=
F7tEas
[}
319 A+ 22 Al 7 sl Red Hat Ceph Storage 7] 24} 7}o] = & Z 23 A1 L

1.9. 3k 9] AL8A 44

Swift APIS 218 5te] SefolAEo] 22 8@ Al 59 A& RS WEU T
3

23 2 F o= gen- subuser =+ subuser’} 23Ut} dutE o 7 319 AFE-A}F
E 83 AHEsle A AA S A A st ATS Hod)of Y. 519 A AE B
Slol AA st A5 AHEA B v IHR 2 A 2" 7] 7 A o2 AP Y

capabilities

I ‘users=write’
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/developer_guide/#remove-a-subuser_dev
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-
M

PUT /admin/user?subuser&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

¥ 1.10. & F w74

ol & A 3 o A A+ FE
uid 3L AFg A2 A Eard foo_user A
A&7 IDY Y T
subuser 3 A8k 319 AF8- A} 221 sub_foo d (== gen-
IDE A A T ok subuser)
gen-subuser A A8 819 AFE A} e sub_foo o (& 5H4)
IDE A4 gt AL}
secret-key ANZH7IEAZTFY EAE 0AbCDEFg1 5=
o}, h2i34JKIM5n
op6QrSTUV
WxyzaBC7D
8
key-type AR T RS =29 swift [swift] S
swift(7] 2%k), s394
=2
N A 2~ 3191 ARG Apel] o < =2d read s
oﬂg{]/\i?‘slofgé S}
Ytk ¢171, 2271, ¢
7] -&7]5 ‘_Z'“vé——o]—
thedof ghu o
generate-secret v 7] = AA Y 2e true [False] SR
=2

subusers AHg A A 7 AAE B9 AHE A Y T Aol S
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id &) A8} ID. 29 sub
user

A ARG A T 59 A oA 2 244 sub
user

R Eaa Sl 39l A8 ARt TEEU .

°l& v =
SubuserExists A H 3L AL A7) &t 409 ==&
InvalidKeyType 233 7] %3] A4 = o] H1th 400 239 2%
InvalidSecretKe  Z%¥ 1<l 7171 A4 5o] AdHYh 400 &xd 8%
y

InvalidAccess A5 o9 AFEAF A A A o] A H ol Sl T 400 #xd 2%

1.10. 3191 AL R 54
1% 9 AHeAE AT

capabilities

I ‘users=write’

o
e
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POST /admin/user?subuser&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

F113. 2 vi7lA 4

uid 3H9l AFEALE 8 ARE AL #2449  foo_user =
DAY}
subuser A3 519 AFEA DY Y T A sub_foo I
generate-secret 319 AR& ol TSk Af W 7] — true [False] g
E A 71E 71E A
Yt
Secret ANz 71E AT TAE 0AbCDEFg1h2i 5=
34JkIM5nop6Qr
STUV+WxyzaBC
7D8
key-type AT 7] /82 swift(7] 2 =29 swift [swift] S
), s3d Yo
oM A 2 SF9] AR-g-Aol] v g A & =24 read =

e AR 97], 2271,
Q7] 27], A % shrjeio}
.

subusers AHg A A 7 AAE B9 AHE A Y Th Aol S
8

id 391 A}-8-2F ID. 2 sub
user
S

A% AHg-2} A7 of] th & 39 AR A} o A 2, =49 sub
user
S
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R Eaa Sl 39l A8 ARt TEEU .

°l& A EAS
InvalidKeyType 233 7] %3] A4 = o] H1th 400 239 2%
InvalidSecretKe  Z%¥ 1<l 717t A4 5o] AdHYh 400 &xd 8%
y

InvalidAccess 25w &9 AR A A A 2~ AFho] XA o] YFYTh 400 225 93

1.11. 3+$] AR Al A
71 3] A8 AE A AT Y.

capabilities

I ‘users=write’

4
e

DELETE /admin/user?subuser&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

¥ 1.16. & F w74

32
o

uid F AL RS A A S ALE- A} 22rd foo_user
IDY YT}

30
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subuser A A 519 AL =FIDY Y ] =2 sub_foo I
purge-keys 3} 9] AR Aol 5= 7] & Al P& True [True] S
Ay
SH dEH
N
S5TF e SH
N

1.12. AL2 RHA 7% 37}
AR A AEANA el 7152 FAg

capabilities

I ‘users=write’

4
e

PUT /admin/user?caps&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

F117. 2 F w74
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uid # 715& F71E AHEAID A foo_user
AR
user-caps Ab-g 2ol Al F7ver #e) 7] 5. ] usage=read,

write

user AHE-2F Hl ol H F BE 9l g A H ol U th AE el
user_id A& DY Y T} 239
caps A& 7] %5 2 oy

REaE Sl At 750 TeEU .

3 1.19.

At

Fo% g

°l&

InvalidCap z

b
i

1.13. 218 7] 71%5 2171
QA AL A B 7152 AAGU.

capabilities

I ‘users=write’

-
M4

32

admin 7] &S Fofst& oL gy ok 400 #xH 2%

user

user




17¢. CEPH OBJECT GATEWAY 332 AP

DELETE /admin/user?caps&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

¥ 1.20. & F w74

uid & 7S AAT F A= A =24 foo_user RS
42 IDYY e
user-caps Apg A A A A g P 7S w214 usage=read, N
write

user AHEZL H ol H BB E 95 AE o] | Yy Th ZAd ol e
N

user_id AF&2F DY Y ok ] user

caps A2} 7 = ZH o] user

R gshm Sl ALgALe] /5ol THEUTH

122 5

FoR g9

InvalidCap Z5g B A 715 S AASE L U 400 &5 24
NoSuchCap AR Al AF 7 F el s T 404 25 F 9le

1.14. 7] A
Al 718 YUY 819 AHEALS A A5k 71 A o2 A A 7]71 swift £ o] HU o} access-key
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= secret-key 5 st Tt Al g A ARl EH 7] 71 A5 o2 A A =, o] = secret-key ¥t XA H 73§
access-key 71 A4 5o =2 AU 7|2 A 0 7 7|E 7] BS ZASHA &L AP E 7171 QA5 719 F
7Fd Ut} access-key 7} (A o] AL A7 A543 71E 71 S FX8= 249 F3EUY. $HS AAE
719 5L 7] 2E 71 E UEs= Aol d U

51

1A
e

o
Q'L
=]
l:op
:._l,
Ny
%2
oy
L
)
tH

swift 7] & 75 v access-key 34S A St Z} AF&- =}

3k9] AL A7} shkel swift 715 BR @ 5 QgL

capabilities

I ‘users=write’

4
e

PUT /admin/user?key&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

¥1.23. 2 F vjsA 4

uid A 718 e ALgA IDYY . #A9 foo_user o=
subuser A NE FAS EY AFEAFID 2219 sub_foo S
Pk
key-type A e 7] & 2 swift, s3(71 =24 s3[s3] e
B AU
A A 2 7] M 2~ 712 2 A 3o 221y ABO1C2D3EF45 gl
G6H71J8K
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secret-key ANZE 71E XA FY . TAE Oab/CdeFGhijik  1&
ImnopgRSTUvV1
WxyZabcDEFg
Hij

generate-key A7) AL e T )= 0= B true [true] S

71l & F7Fg Yt

keys o) AbEA AR T AAE AAE F8 ) 719 Th A oy s
N
user 719t A4 AR A G A o 2 key
s
AA = 7 HA 2= 7] 4y 229 key
s
secret-key =S TAE key
s
1125 54 07 SH
°l& a4 A=)
InvalidAccessK  Z2¥ A2 771 21 G = of 25Ut 400 Z&H 9%
ey
InvalidKeyType ZEE 7] FF ol A AHFY T 400 #&#H o %
InvalidSecretKe — &= 1<t 77 A = o AdHFYh 400 Z&EH 2%
y
InvalidKeyType Z5E 7] & ol A AFU T 400 Z&H 9%
KeyExists A M2 7)1 7F A 64 T2 AL A A S3YTh 409 FE
1.15. 7] Al A
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71E 715 AAZ U

capabilities

I ‘users=write’

4
e

DELETE /admin/user?key&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

¥ 1.26. 2 F v/

M A 2~ 7] A AT S3 7] Aol &3l=S3 N BExY ABO1C2D3EF45 &
Al 714y ok G6H71J8K
uid 7= A AT ARG YT =2 foo_user e
subuser 71 A AT 5k ALY Y =229 sub_foo Sre=3
=2
key-type A AT 7] 8L swift, s3YP Y =24 swift Ae
=3
Za
swift 7] & A
A3 oF e o}

=5 oR e
S
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olo
m
2
Su)
Su)

%2
o

1.16. Y7 &H

2eeA BelAE ol 8§ APIZ A 8ate] WA 24 WAL S0l g 74 D Ao} AL o] =8 A F
& JHUTh API FAIE 53 249 Aol g £3ste enAEge ol ggUth M2 UL FAS
=% WAF AT S3 12 F MM AL v Aol g AA T e AT HUT

3

R E FA ZAYolA vzl 4= el dH URLo|9 application/x-www-form-
urlencoded €1 = {3 L A}25}lo] WA R BEo A4FHUt}.

3

FA Qo =S A g st A9} olv] AW LE W2 2L oA A oF T
.

.
;

1.16.1. A}A Q@ F A}3}

[ ]
Ceph Object Gatewayoll A WA ¢S AP}

1.16.2. &= A A

H 7 AL AA37] Ao FAE AAAET 5 A&t FA41= SNS(Simple Notification Service) <l
HE 9 2 & 54 A, 5,848 ,24A4,55 2 714 27] AUE vt 5o w7l &go] A=

o AL = B3 vzl Wk ool it 9 F o] At SH WA Y S A o] FAE F
%3l d] AH2-3 4= 9= topic Amazon Resource Name(ARN)o] £ 3Hg 1}

Fx

topic_arn & W7l 4 7S AF sty FAE e F AAHU.

A 27 A
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/developer_guide/#s3-bucket-operations

Red Hat Ceph Storage 4 7] &z} 7}o] =

[ ]
213 %2l Red Hat Ceph Storage &2 2-H.
[ ]
FE FF A2
[ ]
Ceph 71 A Alo]E 9] o] AX.
[ ]
AL A2 7] 2 A=A 7 Ay
[ ]
A=TQIE v HGFA T
A3

ohe 8% 342 AHgatel FAE AN T
TE
POST

Action=CreateTopic

&Name=TOPIC_NAME
[&Attributes.entry.1.key=amqp-exchange&Attributes.entry.1.value= EXCHANGE]
[&Attributes.entry.2.key=amqgp-ack-level&Attributes.entry.2.value=none|broker|routable]
[&Attributes.entry.3.key=verify-ssI&Attributes.entry.3.value=true|false]
[&Attributes.entry.4.key=kafka-ack-level&Attributes.entry.4.value=none|broker]
[&Attributes.entry.5.key=use-sslI&Attributes.entry.5.value=truelfalse]
[&Attributes.entry.6.key=ca-location&Attributes.entry.6.value=FILE_PATH]
[&Attributes.entry.7.key=0OpaqueData&Attributes.entry.7.value=OPAQUE_DATA]
[&Attributes.entry.8.key=push-endpoint&Attributes.entry.8.value= ENDPOINT]
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OpaqueData: 573 o7} F4 740 AR =% )G FANN Ea| A LE &

Yol F7hau

HTTP &24:

URL: http[s]://FQDN[: PORT |

X E 7] 832 53 25U} 2ol w2t HTTP[S]ell 80/443S A8 ot

verify-ssl: Zelo] AE oA A1) AZAE AZ A 12 Yehduh 7| Eghe
true ] 1 t}.By default, this is true.

AMQP0.9.1 &4

URL: amqp://[[USER : PASSWORD @] FQDN [: PORT][/VHOST].

ARSAE B 95 9] 7] 24k guest B guest YU T}

AHgA D QFEE HTTPSOI A & AT & Aauth 297 o 74 44 &
Ho] ARFUTh

XE 7| 832:567299 Y.

vhost 7] 2.7k "/"d Y.

olo} ghith. AMQP0.9.19] B vl AWMU FAF AEFAES shel7) & the
FAE A w712 ALgslof gk

AMQP-ack-level: £ Ol o2 WA X 7} AGH7] Ao B2 A7} X457 A
o B2 AN AEHEZ A AA S TEE Ok FUT Al 714 52 Wil A5
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None: B 270 A58t 25 AR WgsE Aoz HFgunh

T HINA 72 H = Ao w g

| |
broker: 7|2 & o 2 B 277} 5213 74
Yt
| |
299 b HEATL 2uAR A9 RT 5 YA A2HE WAAT}
EAFE Y.
23
54w W) 7o) e FAF E EE 5 SHZ AF
FHLE GAY A A AE g ok Stk 54 A e

A oA A Bt Ay

topic-name 2 AMQP A & $]3l] A1-&8 4.

Kafka 24 :
[o]
URL: kafka://[USER: PASSWORD @] FQDN[: PORT].

7|8 A o 2 use-ssl o] false 2 A H 7. use-ssl o] true & AR HH B F 7

A7) net Aol AL T

[e]
ca-location o] Al g 53 Bt AZo] AL H = 3¢ HEF
)4 214" CAZ} AHEE Y ).

AHgA 9 hEE HTTP[S]E ST AT S & A%

A7 23] AREYY

AH8-2 2 ¢+5 = use-ssl F A A
St AdAdo] Aot

il
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XE 7] 832:9092¢] Y ).

Kafka-ack-level: W A] 2] 7} 3§ ZA A 2 dd7] Ao BzFdA A&E 5
7] W&l 5ol B3HA syt F 74 5 Wyl dsyth

None: B 70| 55t A5 A7 MgsE Aoz gy

broker: 7|28 o g2 HE A7l 53 A A A7 2 E = Ao 749

<CreateTopicResponse xmlns="https://sns.amazonaws.com/doc/2010-03-31/">
<CreateTopicResult>
<TopicArn></TopicArn>
</CreateTopicResult>
<ResponseMetadata>
<Requestld></Requestid>
</ResponseMetadata>
</CreateTopicResponse>

2¢9] ARMN(Amazon Resource Name)e] A =
arn:aws:sns:ZONE_GROUP:TENANT : topic

0o AMQP0.9.1 24 9 o3}

TE
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"client.create_topic(Name="my-topic' , Attributes={'push-endpoint': 'amqp://127.0.0.1:5672',
'amqgp-exchange': 'ex1', 'amqp-ack-level": 'broker})"

1.16.3. A F 1 A7|

54 %ol U@ AR E VAU ATE A9 BY ARs T 5 AFUnh

A 27 A

[ ]
213) %<2l Red Hat Ceph Storage = 2] 2-H].
[ ]
FE FE A=
[ ]
Ceph 71 A Alo]E 9] o] AX.
[ ]
AFEAE A 2 7] D A AR 7] YU
[ ]
AEFQNE wi7fHFYU S
A%

v
o
ko
ot
oft
N}
lo
it

FA ARE 7t

POST
Action=GetTopic
&TopicArn=TOPIC_ARN
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<GetTopicResponse>
<GetTopicRersult>
<Topic>
<User>
</User>
<Name>
</Name>
<EndPoint>
<EndpointAddress>
</EndpointAddress>
<EndpointArgs>
</EndpointArgs>
<EndpointTopic>
</EndpointTopic>
</EndPoint>
<TopicArn>
</TopicArn>
<OpaqueData>
</OpaqueData>
</Topic>
</GetTopicResult>
<ResponseMetadata>
<Requestld>
</Requestld>
</ResponseMetadata>
</GetTopicResponse>

3

EER L EEF
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<Y tt.Here is an example of the response format:

User: 74| & A4 3 AH-8-#19

Name: 7] ] o] Yt}

EndpointAddress: Al =¥ <2 & URLY Ut d=¥2AE
B3l 2gsloF ghich 294 e A

£3H9 739 HTTPS=
Ut

EndPointArgs: &

EndpointTopic: a1l =

=

"4

LY

3o

=
nn

2l

o

Y

E=

SETISIE

o}

A

2
<

g
=

A

o

URLo) AHg# 2 9b5 g1}
A5 A 714 271 8F el AN

18¢ 919 74 ol 53 B2 5 AFUTh
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TopicArn: FA YU},

1.16.4. 74 1}

e AT Bl A E YD F

A 27 A

[ ]
213 %2l Red Hat Ceph Storage &2 2-H.
[ ]
FE FF A2
[ ]
Ceph 71 A Alo]E 9] o] AX.
[ ]
AL Al 2 7] 2 A=A 7 Ay
[ ]
A=FQNE v HGFAY
A3

e 2% o FA ARE YT

POST
Action=ListTopics

S 329 d & v <5 Uth.Here is an example of the response format:

<ListTopicdResponse xmins="https://sns.amazonaws.com/doc/2020-03-31/">
<ListTopicsRersult>
<Topics>
<member>
<User>
</User>
<Name>
</Name>
<EndPoint>
<EndpointAddress>
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</EndpointAddress>
<EndpointArgs>
</EndpointArgs>
<EndpointTopic>
</EndpointTopic>
</EndPoint>
<TopicArn>
</TopicArn>
<OpaqueData>
</OpaqueData>
</member>
</Topics>
</ListTopicsResult>
<ResponseMetadata>
<Requestld>
</Requestld>
</ResponseMetadata>

</ListTopicsResponse>

17¢. CEPH OBJECT GATEWAY 332 AP

=51
€4 URL AH8A 2 ¢S Anyt 38 A9 ZE F51A4 HTTPSE &
- dl 832 TR UG 2¥9A B2 A9 TA 55 23 ARdEYH.

1.16.5. 5] 214

A 27 A

213 %2l Red Hat Ceph Storage &2 2-H.

e
[t
-
AN
2L
=
[»

Ceph 71 A Alo]E 9] o] AX.

AEA A2 ) B 2R 79
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23 FA L A1e5 FA S AHA R T
e
POST

Action=DeleteTopic
&TopicArn=TOPIC_ARN

S 329 & tg33 <5 Uth.Here is an example of the response format:

<DeleteTopicResponse xmins="https://sns.amazonaws.com/doc/2020-03-31/">
<ResponseMetadata>
<Requestld>
</Requestld>
</ResponseMetadata>
</DeleteTopicResponse>

1.16.6. oW E g i=

o] ¥l E o] = Ceph Object Gatewayol| ] 3 3 2o dig 7} Jon, A g A=FAE(:
HTTP, HTTPS, Kafka === AMQO0.9.1)& 53l slc|2==2 AEFg Ul o|WlE YA == JSON FHo =z
g0 &t
o A

{"Records"[

{

"eventVersion":"2.1",
"eventSource":"ceph:s3",
"awsRegion":"us-east-1",
"eventTime":"2019-11-22T13:47:35.1247247Z",
"eventName":"s3:0bjectCreated:Put",
"userldentity":{

"principalld":"tester"
b
"requestParameters":{

"sourcelPAddress":""

b

"responseElements":{
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"x-amz-request-id":"503a4c37-85eb-47cd-8681-2817e80b4281.5330.903595",

"x-amz-id-2":"14d2-zone1-zonegroup1"
b
"s3":{
"s3SchemaVersion":"1.0",
"configurationld":"mynotif1",
"bucket":{
"name":"mybucket1"”,
"ownerldentity":{
"principalld":"tester"

b

"arn":"arn:aws:s3:us-east-1::mybucket1",

"id":"503a4c37-85eb-47cd-8681-2817e80b4281.5332.38"

|3

"object"{
"key":"myimage1.jpg",
"size":"1024",

"eTag":"37b51d194a7513e45b566524f2d512",

"versionld":"",
"sequencer": "F7E6D75DC742D108",
"metadata":[],
"tags"[]
}
b

"eventld":"",
"opaqueData":"me@example.com"

olWlE H = 7|9 T Ao AU

flo

awsRegion: Zonegroup.

eventTime: o] E7} ETAH A 7] E Jeh &= g

event name : | E 2] §-3 AU},

EEDIEEEN

userldentity.principalld: o] I EE E 2] A3t AFg-2}9] IDY Y .

requestParameters.sourcelPAddress - o | EE E 2] 7

ol W=t AAHA FHUh

Zetol A9 IP F 2t

r (
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[ ]
responseElements.x-amz-request-id: o|HI EE Eg] 73 @ 3 IDY U}
[ ]
responseElements.x_amz_id_2: o|sl E7} E2] 7] H Ceph Object Gateway2] ID¢ ] t}.
ID & 2] & RGWID-ZONE-ZONEGROUP U t}.
[ ]
s3.configurationld: o] E = A A3 <3 IDYYH
[ ]
s3.bucket.name: {71 9] o] F YU}
[ ]
s3.bucket.ownerldentity.principalld: 7l o] &F-AJ Yo}
[ ]
s3.bucket.arn: B} 71 2] Amazon Resource Name (ARN)¢ 1 t}.
[ ]
s3.bucket.id: B] 71 9] IDY Y }.
[ ]
s3.object.key: 2 2 A E 7]¢}.
[ ]
s3.object.size: 2 VA E o] 7]t}
[ ]
s3.object.eTag: & ¥ A E etag.
[ ]
s3.object.version: B d o] A A WF o] QHAE WAY T}
[ ]
s3.object.sequencer: Monotonically increasing 16315 7] 2| W7 2 z1¢ ).
[ ]

s3.object.metadata: x-amz-meta  A45 = L EA Eo AAd 2 E vEed o€ YY)
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[ ]

s3.object.tags: S HAEd] 4 H nE gl 2Pt
[ ]

s3.eventld: o9l E 9] 31§ IDY ]
[ ]

s3.opaqueData: Opaque ©l|o|El = FA] A0 AR HL G FANA ES AT RE &
ol F7H Yt

ZAA G W G2 oWl E mj AR 725 FEAA L.

Z}Al 3 U -8 Red Hat Ceph Storage 7)) -3} 7}o] = o] x]¢] o]Wl E 55 AAS F %314
Al Q

i )

1.16.7. A1 Y = ol E &3

JE {Fo] Aldguth.

v
o
}_l,
i
flo

o

s3:0ObjectCreated:*

[}
s3:0bjectCreated:Put
[}
s3:0bjectCreated:Post
[}
s3:0bjectCreated:Copy
[}
s3:0bjectCreated:CompleteMultipartUpload
[}

s3:0ObjectRemoved:*

AP
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https://docs.aws.amazon.com/AmazonS3/latest/dev/notification-content-structure.html
https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/developer_guide/#supported-event-types_dev

Red Hat Ceph Storage 4 7] &#} 7}o]| =

s3:0bjectRemoved:Delete

s3:0bjectRemoved:DeleteMarkerCreated

1.16.8. 7} gl &2

Z4A) 3 U] 82 Creating bucket notifications A& F =814 A <.

1.17. B/ 3 g1 7]+ 2 7]

2)E A9 59 F gl i e FuE THA gL T WA glo] uid & X7 5P AFERPo A & 2 E v

Aol prAE YT R B X g o 5§ mAel t ek F o A4 F .

capabilities

I ‘buckets=read’

GET /admin/bucket ?format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

Z1.27. 2F o5

bucket Aug vt 2ae
i M7 AR AT eI B
o

50

foo_bucket A=
foo_user e


https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#creating-bucket-notifications_rgw
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A E]E]

1.28. &

Ry
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ZH o]

o
ﬂo
I
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SERIE
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nam

buckets

ZH o]
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X

AN
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Aoy Yo,

pool

bucket
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VA
ai g

oI
s

o
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AN

id

bucket

B
VA
ai g
o

Y
~

>

¥ 0] A

Ut

mar
ker

bucket

il

VA
ai g

o

—

NS

ol
oF
i

o
4

bucket

Vil

VA
ai g

NS

o+
=3

X

bucket

DY Y

inde

bucket

A o]

# R o] g pretg] .
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B Z JHI} E
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o#o

S

(N
iy

B

bl
™

.m.o
o

g

by
Ko

()]
F

)

IndexRepairFail

ed

51



Red Hat Ceph Storage 4 7] &#} 7}o]| =

1.18. B/ Z] oldl A~ 3}o]

check-objects 7} 9= 0} B E Q HA E 7 g2 8t9l5lz] w43 A}32 True= &
g8l oF gl

capabilities

buckets=write

&

GET /admin/bucket ?index&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

% 1.30. 2 F vl

bucket JEE WekstE Yy #29  foo_bucket Ae

check-objects UF E QEAE A S & e true [False] ST
Qg ek

fix EFFAG v A 2E  Fg false[False] S
FAEY

¥ 1.31. & F AEE
o1& 4 P
index B 7 Qe 0] AFE) B9



ol & A
IndexRepairFail H 7l
ed

1.19. 5% 2] A
71E mZ S AA G

capabilities

I ‘buckets=write’

\LJ
M4

DELETE /admin/bucket?format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

£ 1.33. 2 F v H+

17¢. CEPH OBJECT GATEWAY 332 AP

bucket

purge-objects

010
Ry
L3
Suj
u

5
Ulo

ki
@
I
S
fo
Sl
010
Y

=2 foo_bucket A
2 true [False] Sre=
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°l& a4 A=
BucketNotCras Hlo] 1A & WZLE& AbA| st 3L Y FH o) 409 =
hLoopBackOff

ObjectRemoval MAE AAST S s UTh 409 £ &
Failed

1.20. B/ %] A4

WS 25H A el d 55 o] 2 A& WA A T,

capabilities

I ‘buckets=write’

PUT /admin/bucket?format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

£ 1.35. 2 F o H+

bucket A4 wA YU #2d  foo_bucket =
uid M7 AZE AL IDYY #2414  foo_user o
t}.

3 1.36. &H AEE]
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bucket wd W7l A RE e oYYy Th
name Hzle] o] 4yt

pool W Zlo] AE EJt

id AFE DY Y

marker W5 H 7 e

Bl o W7l Aol AREAFIDY Y T
AHgH rEfA A ST AR

index H 7l Q1] 2o AH).

olg ]

BucketUnlinkFa A& ¥ Al 2RE WAL d43 5 g&UTh

iled

BucketLinkFaile =% % Al 7ol MR & A4F 4 915Y

d

1.21. B]Z AF A

Z1d ol SiR=
e
A buc
ket
A buc
ket
A buc
ket
A buc
ket
=2 buc
ket
ZiE ol buc
ket
=A< buc
ket
=
409 =%
409 =%

9 H AL A WAL B P WA £7-AL WG o F2 58 F T

capabilities

I ‘buckets=write’
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POST /admin/bucket ?format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

3 1.38. 2 v H+

32
o

bucket AAE WA YU Th =24 foo_bucket
uid WS Arcs Abe a2 IDYY Exd foo_user U
=2
SH AEE
A=

ol & A9

BucketUnlinkFa AAAAIEAZEE WS A4S

iled

capabilities
I ‘buckets=read’
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GET /admin/bucket?policy&format=json HTTP/1.1
Host FULLY _QUALIFIED _DOMAIN_NAME

3 1.40. 2 vf 7 H+

32
o

bucket AL el S WMzl Ydyh A foo_bucket

52
o

object AL oS oA EYI YL =24 foo.txt

policy o) Al 22 A o] A 3. Ael oy s

o
i
X

ol
a1
I

IncompleteBody  »7l 42 83 &= wZlo] thsl ¥Zlo] AF A Fke 400 2EH %
M oBAE G ool tal] 2BA B XY H A &
2=
F4yth

1.23. o HAE 7

7] & A E A A g1 of.Removes an existing object.
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b1 74

= s i,

22 YA FAHA FE

-

capabilities

I ‘buckets=write’

DELETE /admin/bucket?object&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

3 1.43. 2F o H+

AASAAZF gD HAAY EAD

bucket
o).
object A A& 8 A thThe object =A<
to remove.
S JdeE
A=

32
o

foo_bucket

32
o

foo.txt
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°l& v A=
ObjectRemoval MAE AAST S s UTh 409 £ &
Failed

1.24. d33

#2] 29 APIZ AFE 519 ARG A7} 255 AFGA) 2 WA o] SFFE HF G 7 Aerr] ek AL o=
o] Ao 9 HAE 729 Hrf 2= =27)(MB)7F % F-H 1.

g5 3S H oW users=read 7] 5] glojo} gjdl. FGFS HY, 7 E= v]FYs}s}E]H AL EA}
o] 7] users=write 7] 5 o] ¢lofjof gr]r}].

gggrl A A= e B,

Maximum Objects: max-objects &
25 72 o] HF L v @Y.

oY,
o
3
o
\0'11'
Nt
&
2
fo
lz
&
m
)
Uy
&
o,
]
)
3
Ty
I
J

H1j 27]: max-size $-4-2 A& 51 FHuj o) E o] v et P F2 AT + Al
27 e o 4Fe Mgy,

grggk v 9: quota-scope 54 G F W E L%

SR L P

T

1.25. 183} 853 714 9 7]
G g2 71x 0 2] A& o)A 2 7] A e oz HFH AER 7] 0] lo]of gl

&

I GET /admin/user?quota&uid=UID&quota-type=user
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1.26. Al§AF ST HY
dG LS oW ALEAO) A 227] @tz HYH AEA 7]5 0] ofoF g

&

I PUT /admin/user?quota&uid=UID&quota-type=user

ZH =0 ' 2]7] ZY oA QIZHH S EF ol f @ JSON ZA] 7} E gHe o] oF g .

L

1.27. vjZl g 714 2 7]

~

A G A 2 H ARER A 217] A Z ARER 7] & HF S oF g

X

\LJ
M

I GET /admin/user?quota&uid=UID&quota-type=bucket

dGGFES ol v ALEA) A 227] @t 2 HYH AEA 7]5 0] ofoF g

&

I PUT /admin/user?quota&uid=UID&quota-type=bucket
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ZH =0 ' 2]7] ZFY oA QIZYH S EF ol f g JSON ZA] 7} E e o] oF g .

1.29. 7J ¥ vl Zl o] tjj 3l stgtak &g

FFFS o2 H AFER A 227] Az v A 7] 5E HF 5k g

I PUT /admin/bucket?quota&uid=UID&bucket=BUCKET_NAME&quota

ZH == g Y9 JSON X FHo] Zgl5 oo g

1.30. A}1-§ F 1 2]
% ArE 3 g 273,

capabilities

I ‘usage=read’

GET /admin/usage ?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
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3 1.45. 2 F vf ) H+

uid AR 9 E AR AP Y Th L. A=

start ¥ HolEl e AR A7k A sk B L (AE AL =AY L)
%)1z‘ 1]t} E.q, 2012-09-25 16:00:00

end 23 H GolE e 28 A AASE IR L (A9 A} AL Sre=y
) A 79 A g U Eg., 2012-09-25 16:00:00

show-entries HolH 52 v o B2 A Qg g =

show-summary  ©lo|E 2K whe A o HE X P} T Be

o1& A 3
AH&H A& AR E 93 dE ol Yyt Al o]
Kiass AHE FE A RE 93 Ag ol gy h RS
user AREALH o B A BE 913 AE ol AUt ZHl o]
e WIS &frshe AFE ALY o] E 4 Y Th =2
bucket W7l ol &Yyt a4
time tlol Bl 7F A G = = Al ZHA MA A A7 o= vhe Yy 229
Hu

epoch 1/1/1970 o] 5 A A A A 7H(Z)Y Yt 2219
7} 322 S A ZHe| Lol v &k A H o] Y o 7l o]
= A FEo gk HE ol Yt A o]
category EANAZEE 23 Ftelarg]l o o] YU Th A4
bytes_sent Ceph Object Gatewayol| A B U&= vlol E =1t} A
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olF A R
bytes_received Ceph Object Gatewayol| 4] =213+ nlo] & 4= t}. e
ops A Fddd A5
successful_ops A F3 2 AUk A 2=
summary Al 2oFS g AEleld Atk A ol
total A aoF Al g AE ol A o A ol

Yot gl 23 1o} EeE

1.31. AR B A A
APE FHE AAG . SR} X G HA] S F P EEANS FRE A A G

capabilities

I ‘usage=write’

DELETE /admin/usage ?format=json HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME

£ 1.47. 2 F oj 7] ¥

uid AR7F 23" ALEAJ YT 22rd foo_user

51
o
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start A golE e A7 A 7S A A FE U at 2219 2012-09-25 =
2 (e A Ay o 16:00:00

end s 9@ dlolH e T8 AHE AR sk 25 =2 2012-09-25 Sre=y
(A" AR A1 (A9 AR A Y Tk 16:00:00

remove-all o AL A ol B Al AE 521817] 98] e true [False] NS
uid & A1 g 3stA % 49 F5 FEdYh

132. ZF= 27 §H
o3 ZojAl= H& 07 SH X e HFE 2A5] Hg g
°l& v A=)
AccessDenied oM A 2~ A B 403 forbidden

InternalError

500 U5 A &

NoSuchUser AV 2} 7} =7 51A] ek o) 404 S Fgle
NoSuchBucket  wzlo] X314 eF54th 404 3o Fgle
NoSuchKey ol 2 gk oAl 2= 7] 7} gl ok 404 %S S Qe
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27%. CEPH OBJECT GATEWAY % S3 API

7 ¥xl= Amazon S3 o] ] HA]~ w4l 535 = RESTful API(9]Z 2] A o] ZZ 2]y 2IEl =
o] 2)E Al-g g = 9l 5 1]}]. Ceph Object Gateway = 5 3j] Red Hat Ceph Storage 2] ~~E] o] =] Z-H
W7 AHAE #e] & 5 Aok

2.1. A}d 2 7 A1

[ ]
44 5ol Red Hat Ceph Storage 2] *Hj.

RESTful Ze}o] 9l E.

2.2. §3 A 5} AL G

o} A AFGE F A ALE-SF Gt SFEglo] Hej 7 AelH §go] Yom
Red Hat 713 §3} 34 ]2 & 27 AL 32 =2]a]o} §1] 1.

Amazon S3 Al-& A] Hg] o HAE z77]: 7§ Amazon S3 9 HA E o] 77] = F L 0BoJA]
F o] 5TB7IR] o} kg o). PUT G Yo ¢ 2= & 5= Ql= 73 & 2 HA E= 5GB Y/ 1]
100MB X o} 2 7§ 9] 7 -2 Multipart Upload 7] 52 A}-§& 3= Al o] E&1] ]

Amazon S3 A}-§ A] FHoj vl ro]E] Z7]: ¢ BA Eo] gt = Q= A A&} v Efe] o]
E] 7] g2 d A gto] x| 7 @ HTTP 2 F-2 16,0005} o] E = ] 3t 1] ],

Red Hat Ceph Storage 2/~ E/7} S3 ¢ HA E & mjelg]o] 5] & X] FF5l7] 9Jaf & 5l=
o] E] 9 Hj5] = ¢ 200-3006}0] ES} 9 HAE o] 29] Zo] ]}, 3l H 9 HAEE b
F=of] H]a5}i= FIF FHE AFE L g A F ol eHF|EE g PR Y2 W J]g E
A Qo] E 5o Yy H A ek o] 2] gt @ v]d] == sH] ] 7 Fol] BpH Lo

2]l 5 =] oki= d5] 2 =9 gj 3t x4 31 1] &2 Red Hat Ceph Storage 7] #<} 7}o]= & FF

ZEHA L.
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/developer_guide/#s3-unsupported-header-fields_dev

Red Hat Ceph Storage 4 7] &z} 7}o] =

2.3. S3 API= A}-& 5}0] CEPH ¢ B A E sjo] Eg]o] o4~

7l ¥xl+= Amazon S3 APIEZ A}l-&35}7] Z o Ceph Object Gateway & STS(Secure Token Service)<j
o ¢+ A 2 Z 75 oF gk

2.3.1. ALF 27 AL}

[}
214 =9I Red Hat Ceph Storage =&/~ H.

i
&
o
S
&

ph ¢ HAE 7jo] E gJo].

RESTful Ze}o] ol E.

Ceph Object Gateway <] tj 5t 2 32 ¢l55 A} Q155 &< 5 2151/} Ceph Object
Gateway= ¢1F 5= &2 Q3 o] 9 A&} 7} A5 H}z 7}g gf1] ). Ceph Object Gateway= 7}1}
Z/oF ACLS =] ¢l g}l

O] 22 o] X}-g Al o] 79 Felo] ol E= Amazon SDK<] AmazonS3Client @ Python Boto 9} 7+2
|E QE LA Flo]Heg]E AL g @Z £~ Flo]Hea] 5 A& 5] H A~ 7)o A|FH ] E F
gsfyd gfo]Hala]oA] 2 F s e} o1& A FES WG 2} 2 F 2 Y2 A G 75 UF
1t

232 9ol535}2] ™ Ceph Object Gateway 4] B Z 4=517] o 2F o tj ot HA= 7] = 7] 2 64 9]
=Y A 7] vk oA x| ¢ol1F Z=(HMAC)E ¥ ¢+3) oF g/1] ). Ceph Object Gateway+= S3 &8 oI5 W
WS ARE oo

o A

HTTP/1.1

PUT /buckets/bucket/object. mpeg
Host: cname.domain.com

Date: Mon, 2 Jan 2012 00:01:01 +0000
Content-Encoding: mpeg
Content-Length: 9999999

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET
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9] o o ] ACCESS KEY & 4]~ 7] ID Hoj ZZ(:)<] gro = nlF 1]l

HASH_OF HEADER_AND_SECRET 2 X315 5] 24} a4 @ 4= 7] IDoj &) Gal= Al =22

o2 @A o
sl 2L @ A2 e] A 4y

s|r] FAL W A2 5 9] YA E YY) H O5S T
gl FEx} L o] 72 714751 t].Gets the value of the header string.
2F 4 FALEL & FH o= Frstgdd.
SHA-1 3] #] g2 2] &2 AFg-3lof HMACE ¥ gt}

hmac Z 7= base-64= 9174 1]l

sl g 17 3}

b E Ez FH o= st

\O'E

#el og

Mo

9

T

1,

2 E content- sG] & 7}4] 51/}

2.
Content- type ¥ content- md5 = ] 2] s} &= content- 3] 5] 5 A 7 g1 .
3.
content- 5] o] Zo] & FEx}]olx] sFo] gFi]r].
4.
A 02 ZH= 6 E g E g
5.

G o7} Ql=X] gl Z

o] & x| g F I} 9 o] o] kafkaZ A}-&sl=X] &<lg]d.
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6.
X-amz- Z A Zsl= 2 E S0 E 7-x] S]]
7.
X-amz- 3 o] 7} &7 £E2FQIR] ol i)
8.
X -amz- g E Al d w0 2 FJE gL
9.
595t HE o]F9 oja] JIAEHAZ o Hr 2 FAgslu FE FHe FF=2 223
10.
o o] FWH F vlF S s} o] Ful o Z vl L.
1.
FEZ or Ho gL A A g
12,
z} s Hoj A = =71 o
13.

IHE 23 allo] g W eE o,

HASH_OF_HEADER_AND_SECRET £ base-64= ¢/ 4 d HMAC Z X ¥ Z v}# 1]}

2] A oF 1] &2 Amazon Simple Storage Service 4 FA]2] REST 273 4] 5 & ol5 A2
FEHA L.

2.3.3.83 A1) = o} 5 3}

Ceph Object Gateway+= S3 o Z ] 7 o] { ZZ 22y ¢IE] 7 o] X(API)oj] tjs] ¥ =Z=H 9 HAE ]
A H] 2 o153l E A g]o). AJu] = ¢Fs 3= S3 Falo] A EF} 9l A] g g oz HTTPE 5
5] tj o] 5] = 4 5}1, Ceph Object Gateway+ ¢Fs s}€ 34/ 2 2 &S o] E] = Red Hat Ceph
Storage & =] 2E] ] =g gt
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http://docs.aws.amazon.com/AmazonS3/latest/dev/RESTAuthentication.html
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=7

t;;n_ o ]

E . Red Hat2 Static Large Object(SLO) 5+ Dynamic Large Object(DLO)<2] S3 7} 7
K EE AU S,

b vy

o} S 515 AFESlEH Fafo]E 2 F o] SSL FL &3l 232 HujoF gy,
Ceph Object Gateway o 4] SSLE A}-§&35]x] &+= ¢} Red Hat:2 Z 2} o] 91 E 9] S3 ¢} 5}
& A g alA] el 22} Ae] = el o rgw_crypt_require_ssl 1§ 4%
false 2 473 5}, Ceph 7% 72 4] false 2 &g 5], A|o]Ego] JJ2EHAE }JA]
Al ZF5f A L}, Ceph 74 5} 2o 4] false = 473 5} 3Z, Ceph Object Gateway = ¢/ 5)]
Ansible Z 2] o] 52 A P 3slo] H|2E Fof SSLEL v] &y s}e + &1

Ez §GoE SSLE Fol 95 H 2 7L B 7 gk o]H e G 4]
W] 2 912319} g HTTPE A1 dle] 232 1)),

Ay & 915318 AFg o] HTTPE 74 ot el t et A4l o ] §-2 el 2] 77}

o153} 7] Bl & S5 7 APH §4lo] A,

22 A g 7]

2 A F T E AFE-f= -7 83 Fefo] N E= ¢Fo s H b o] E| & g A} 227] f]&) 2} 2 F 3
o) 7| & AE g o]g] st 7] & Al of= AL 27 o] A9 v 7} Q HAEZ 915 55}
= b A}-&¥ Ceph Object Gateway 2] 7] Z 7] 9] sff of g}1]t}.

Ceph Object Gateway+ Amazon SSE-C A}l o) nj2] S3 APIoJA] :27] A g 7] & &S 7+ gl

2L 7] #Az]E # 2]l S3 F2fo] ol E 7} 7] Z Ceph Object Gateway <] 7 &5} 2 Z Ceph Object
Gatewayol = o] ¢} 331 m =5 ] H5}7] 9ot T 7y o] F Q351 getir

7] 2] A]v] =

7] #e] AJH]AE Al§ )= F -2 B ol 7] #Aa] A H] A= 7] E %] 35132 Ceph Object Gateway = djj o]
EE ¢k slal A} & 5l= 2FS F2]a}7] fls] B mjaf gdAgh].
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Ceph Object Gateway+ Amazon SSE-KMS A} o njz] S3 APl 4] 7] #&] A]v] A F2S 78 g
1.

A g~ EH 53t 7] #A2] -8 HashiCorp Vault & OpenStack Barbican ¢/ 1]
o} z&1} OpenStack Barblcan2 Jl& Za]Fo]n] Z2 gy A|Ad oAl A& T 4 QlE
1] cf.

Amazon SSE-C

Amazon SSE-KMS

Alv] % 953 74

HashiCorp Vault

2.3.4. S3 YA = Ao &=

Ceph Object Gateway+= S3 & 8 ACL(Access Control List) 7] 55 *] g g1] . ACL2 Al-&<|7}
W EE QHAE A 78 5 i FYL A Y E YA~ A o] B2 2} Ag Roj=
o HA o § 85 WA HEE u] O I E B,

HE 2.1 AFEA F Y

4% bucket A
READ grantee= H{Zle] L HAES YI T &+ AFY] A3 HojAs QHAES 92 & U5
o Ut
271 grantee® MR L HAEES AP AT AL T 8l
T AdFH
READ_ACP grantee= HZ ACLS ¢1& = A H5Hth grantee= S HAE ACLS ¢S 5 A&
Yt
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https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#configuring-server-side-encryption_rgw
https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#the-hashicorp-vault
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a3 bucket 70 A

WRITE_ACP  grantee=#{Zl ACLS B4 & 5+ &Yt granteet= @ B A E ACLY| & 4 U5
o).

FULL_CONT grantee:=#zle] S BAE tjg A AgS grantee= S HAE ACLS eJAY & 5

ROL Zr5U ) AFY T

2.3.5. S3Z Al-&3}of Ceph Object Gateway<j o 5t 4] FH]

p a4

Al o] E g o] A n]o] WA ~35]7] o] Ceph Object Gateway ==ojJA] & 7}X] ALZ @ 4+ AFgH2 nfa}
of gHj .

71—%'

FE 80 2 41§55 Ceph 74 #U2 +73 1% 2z Civetweb o] 7]
Ansible 2% ¥ E 8080 2 A}-&5l== g}

AH 277 AFE

[}
Ceph Object Gateway =2 E gJo] & X].

Ceph Object Gateway ==9j g3t FE +F HA=

FE ZA] Ys}y] o] ZE 8080 2 1t

[root@rgw ~]# firewall-cmd --zone=public --add-port=8080/tcp --permanent
[root@rgw ~J# firewall-crd --reload

2 13 A]0] 5 3]°] -4 2 g12] 7he] ol elstel vz Al E Al 1] 48 ohis DNS ]
W] 9 =T EE Fo5 .

22 DNS 7] go] t] & Aol Es]o] ==& 458 75 déih o g7 s2]v o8 gAE
JY g
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#add-a-wildcard-to-the-dns-rgw
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root = dnsmasq & & * 5] &g gl

[root@rgw ~]# yum install dnsmasq

[root@rgw ~]# echo

"address=/.FQDN_OF GATEWAY _NODE/IP_OF _GATEWAY_NODE" | tee --append
/etc/dnsmasq.conf

[root@rgw ~J# systemctl start dnsmasq

[root@rgw ~]# systemctl enable dnsmasq

IP_OF_GATEWAY_NODE = FQDN_OF_GATEWAY_NODE Z 7jo] E g]o] = =9/
IP 4 @ FQDN2° Z v} 1]},

FE Z 4] NetworkManagers ] g1/l

[root@rgw ~]# systemctl stop NetworkManager
[root@rgw ~]# systemctl disable NetworkManager

FE 4] o] =9 o] AH] ] IPE o] & Au2 45 gk

[root@rgw ~]# echo "DNS1=IP_OF _GATEWAY_NODE" | tee --append
/etc/sysconfig/network-scripts/ifcfg-ethO

[root@rgw ~J# echo "IP_OF _GATEWAY _NODE FQDN_OF GATEWAY_NODE" | tee --
append /etc/hosts

[root@rgw ~]# systemctl restart network

[root@rgw ~]# systemctl enable network

[root@rgw ~]# systemctl restart dnsmasq

IP_OF_GATEWAY_NODE = FQDN_OF_GATEWAY_NODE Z 7jJo] E g]o] = =9/
IP 4 @ FQDN2° Z v} 1]},

a9 =rjel 232 gFolgi).
I [user@rgw ~]$ ping mybucket. FQDN_OF GATEWAY _NODE

FQDN_OF_GATEWAY_NODE & 7] o] E§] o] x=x=2] FQDN2 2 4] g}1]r].
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'@ Fof
ZZ DNS 73 2 93] Alo]Eg o] A8 E HAsl= AL HAE

ZX ozt AIgH ], o] YL g oF Folji= ] HERF ) A4
238t = gls 1/ ). Red Hat Ceph Storage &2/ ~E] ¥ 7Jo]EgJo] =&
o] & ol DNS A vl & A}&35l+= A o] E51t].

Object Gateway Configuration and Administration Guide °j ¢1H bj = S3 4] =) ojf
g} radosgw AF&RFE 5 6}7] vHE 2 44 F access_key X secret_key Z EA}gL] ] o] &
ol 7]i= S3 A= B 7= v A FAe] FY o g,

2.3.6. Ruby AWS S3= A}-& 3] Ceph Object Gateway©l A=

S3 A4 2] gj&f aws-s3 gem = 7] Ruby ZZ 225 olo] Z Al-& 3 + ¢4 1/ }. Ruby AWS::S3
= AF& 3} Ceph Object Gateway 4] v o] 4] =5}= b A}& EH = E=E0f4] ofgo] ¢lmd GAE &Y
gl

A 27 ALY

[ ]
Ceph Object Gateway ] b F A&} 57 YA .

Ceph Object Gateway o] 4| =5}= =0 gjsl ZE =57 A 2¢/1]].

QNE] G o A .

ruby 775 & &3]t

I [root@dev ~]# yum install ruby
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#creating_a_literal_radosgw_literal_user_for_s3_access

Red Hat Ceph Storage 4 7] &z} 7}o] =

74

=} 57

f]o] FFL rubyE ¥ X512 ruby gems = ruby-libs <} Z

A} 9199 P WYL HEF
2 g},

el
=
A

=

=
=

aws-s3 Ruby 7 7] x| & & X] g} }.
I [root@dev ~]# gem install aws-s3

B e EEEER Bl

[user@dev ~]$ mkdir ruby _aws s3
[user@dev ~]$ cd ruby aws_s3

old sel e 4y g,
I [user@dev ~]$ vim conn.rb

02 - &L conn.rb 79l o] o @41}

&

#l/usr/bin/env ruby

require 'aws/s3’
require 'resolv-replace’

AWS::53::Base.establish_connection!(
:server =>"'FQDN_OF_GATEWAY_NODE
‘port =>'8080,
:access_key id =>'MY_ACCESS KEY/
:secret_access key =>'MY_SECRET_KEY'

Pty

FQDN_OF_GATEWAY_NODE = Ceph Object Gateway = =< FQDN2° Z v} 1]t}
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MY_ACCESS_KEY % MY_SECRET_KEY £ Red Hat Ceph Storage ¢ H ] E o] E gJo] 5~

Y @ #@a] 7}o] =04 ¢l et t)z S3 A= F 9]5] radosgw A§A}-F Y4 & o Y5 H
access_key % secret_key = b}# 1]}

o A

#l/usr/bin/env ruby

require 'aws/s3’
require 'resolv-replace’

AWS::53::Base.establish_connection!(
:server => 'testclient.englab.pnq.redhat.com,
‘port =>'8080',
:access_key id =>'98J4R9P22P5CDL65HKPS’,
:secret_access_key => '6C+jcaP0dp0+FZfrRNgyGA9EzRy25pURIdwje049’

I [user@dev ~]$ ./conn.rb | echo $?

selo] g LUl AT 9 FE ] 2820 o Fioh

vj 7S BHE7] 9 A F S vhE .
I [user@dev ~]$ vim create_bucket.rb

& &S o o

o

.
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#create-an-s3-user

Red Hat Ceph Storage 4 7] &z} 7}o] =

#l/usr/bin/env ruby
load ‘conn.rb’

AWS::S3::Bucket.create('my-new-bucket1’)

I [user@dev ~]$ ./create_bucket.rb

of

3 &9 o] true o] ¥ v/ %] my-new-bucket1 o] 3 F o = Y= A1

.
e Al s vt

by

1},

B>
Jo
R
N
o

I [user@dev ~]$ vim list_owned_buckets.rb

o

2 82 Feo] ol g g,

#l/usr/bin/env ruby
load ‘conn.rb’

AWS::S3::Service.buckets.each do [bucket/
puts "{bucket.name}\t{bucket.creation_date}"
end

12.

I [user@dev ~]$ chmod +x list_owned_buckets.rb
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13.

I [user@dev ~]$ ./list_owned_buckets.rb
=98 g57 Zofof g

I my-new-bucket1 2020-01-21 10:33:19 UTC

14.
SHAES YY}7] e A FLS YE g

I [user@dev ~]$ vim create_object.rb

oL,

8 &2 Ao Eajggr].

#l/usr/bin/env ruby
load 'conn.rb’

AWS::S3::530bject.store(
‘hello.txt’,
'Hello World!",
'my-new-bucket1’,
:content_type => "text/plain’

NS}
e
o
=
¥
\OJL
ky
&
Y
X
]
oy
1
b
N
+

15.

16.

I [user@dev ~]$ ./create _object.rb
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o] &7 5} Hello World!! FZx} ¥ o] 3 g+H hello.txt 7Y o] A& 1]}
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17.

18.

19.

20.

78

{

WA ZHzE 1}

e

EL]

o}

o
i

1,

-

I [user@dev ~]$ vim list_bucket content.rb

& &S Fd £

o,

.

#l/usr/bin/env ruby
load ‘conn.rb’

new_bucket = AWS::S3::Bucket.find('my-new-bucket1’)
new_bucket.each do [object|

puts "{object.key}\t{object.about['content-length'[}\t{object.about[last-modified']}"
end

g A9 s v,

[user@dev ~]$ chmod +x list_bucket content.rb

hello.txt 12 Fri, 22 Jan 2020 15:54:52 GMT

vl v Z1& A 5}7] $13l A FeE 4 g

I [user@dev ~]$ vim del_empty bucket.rb

& &S e £

o,

.

#l/usr/bin/env ruby

load 'conn.rb’
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I AWS::S3::Bucket.delete('my-new-bucket1’)

NS}
e
o
x
¥
\OJL
ky
&
Y
)
Ny
oy
1
b
N
+

21.
AL AY rfso=Z HFgdg
I [user@dev ~]$ chmod +x del_empty _bucket.rb
22.
7S Ao
I [user@dev ~]$ ./del_empty bucket.rb | echo $?
Bl Zlo] HF& o2 A FEFHL 0L 822 vhaglo.
=} 37
create_bucket.rb 7} -2 H g 5}of vl v]Zl(d: my-new-bucket4,my-new-
bucket5 )& J Y gt 2¥ o5 ¥l v Z L A 5E7] Fof £12]
del_empty_bucket.rb = 22 = A 5}A] HZ gl
23.
Hjo] QIA] G2 v AL ApAS}7] P& A LS YY g .
I [user@dev ~]$ vim del_non_empty_bucket.rb
o2 &2 4o Eof¥ g
#l/usr/bin/env ruby
load ‘conn.rb’
AWS::S3::Bucket.delete('my-new-bucket1’, :force => true)
7S A gl HF 7] E TEFHT
24.
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I [user@dev ~]$ chmod +x del_non_empty bucket.rb

25.
ele Y.

I [user@dev ~]$ ./del_non_empty bucket.rb | echo $?

0L ZgoZ g

1,

T

Mo

v Ze] 4550z AAHE 5

26.
Q HAEZ AL 5]7] 95t A 3L L]

I [user@dev ~]$ vim delete_object.rb

o,

8 g2 Ao Eojygr].

#l/usr/bin/env ruby
load ‘conn.rb’

AWS::53::530bject.delete('hello.txt', 'my-new-bucket1’)
72 g5l AH7E FE2 5

27.

I [user@dev ~]$ chmod +x delete_object.rb

28.
ele JPe.

I [user@dev ~]$ ./delete_object.rb
—z2] ™ hello.txt ¢ H 3] 7} k4] g 1]}

2.3.7. Ruby AWS SDK = A}-& 5}of Ceph Object Gatewayoj 24>

S3 Y4~ EF 93] aws-sdk gem3} 3F7] Ruby Z 2 22] g ¢lo] = A& & + &1/ tl. Ruby
AWS::SDK = A}-&3}o] Ceph Object Gateway ] B] o] o} 4] 23} tj] A}-& 5= =Eof4] oo oIFH
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1,

r
X
Uy
2,
o
L

Al 27 A G

[}
Ceph Object Gateway o tj 3t A&} =7 A=

Ceph Object Gateway]] 4] =>3}i= = =0 tf gt FE 5 A= ¢/]r].

OIE ] 4] 2.

ruby #)7] 3 & &4 1]t

I [root@dev ~]# yum install ruby

=} 37

f]o] FFL rubyE ¥ =512 ruby gems  ruby-libs o} 72 2+ £ &
MR CE 9)o)o] Ze HEo nE E2 FrEo 350 oF

A

o
=
Al

=

=
=

aws-sdk Ruby 7] 7] ] & & =] g}1] }.
I [root@dev ~J# gem install aws-sdk

Zg A O H g Y4

[user@dev ~]$ mkdir ruby_aws_sdk
[user@dev ~]$ cd ruby _aws_sdk

oz L Y.

I [user@ruby _aws_sdk]$ vim conn.rb
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82

o2 &2 conn.rb 7 o Eof Y51}

&

#l/usr/bin/env ruby

require 'aws-sdk'
require 'resolv-replace’

Aws.config.update(
endpoint: 'http.//FQDN_OF _GATEWAY_NODE:8080",
access_key id: 'MY_ACCESS_KEY’",
secret_access_key: 'MY_SECRET_KEY'
force_path_style: true,
region: 'us-east-1'

FQDN_OF_GATEWAY_NODE = Ceph Object Gateway = =< FQDN2° Z v} 1]},
MY_ACCESS KEY ¥ MY_SECRET_KEY & Red Hat Ceph Storage ¢ E 3] E 7j]o] EgJo] 4
Y @ fe] 7l =4 7@ o2 S3 Y2 F 94 radosgw AlEA}E Y o] Y H
access_key % secret_key = v} #1]r].

o A

#l/usr/bin/env ruby

require 'aws-sdk'
require 'resolv-replace’

Aws.config.update(
endpoint: 'http.//testclient.englab.pnq.redhat.com:8080),
access_key id: '98J4R9IP22P5CDL65HKPS;,
secret_access_key: '6C+jcaP0dp0+FZfrRNgyGA9EzRy25pURIdwje049',
force_path_style: true,
region: 'us-east-1'


https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#create-an-s3-user
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I [user@ruby _aws_sdk]$ chmod +x conn.rb

welg AP,

I [user@ruby _aws_sdk]$ ./conn.rb | echo $?

elo] Gre LrlEA AFE 5 FEH ] FFL 0] G,

HAS WE7] fld A LS v

I [user@ruby _aws_sdk]$ vim create_bucket.rb

& &S Fd #

oL

St

&

#l/usr/bin/env ruby

load 'conn.rb'’

s3 _client = Aws::S3::Client.new

s3_client.create bucket(bucket: 'my-new-bucket2'’)

I [user@ruby _aws _sdk]$ chmod +x create_bucket.rb
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I [user@ruby _aws_sdk]$ ./create _bucket.rb

of,

2] o] 22l o] true o] ¥ B]Zl my-new-bucket2 7} 4 3= o 2 YA 51

1.

e

N
o

I A e gt

by

1y,

I [user@ruby _aws _sdk]$ vim list_owned_buckets.rb

& &S Fd £

g

Fut.

#l/usr/bin/env ruby
load ‘conn.rb’

s3 _client = Aws::S3::Client.new
s3_client.list_buckets.buckets.each do [bucket|

puts "{bucket.name}\t{bucket.creation_date}"
end

12.

13.

I [user@ruby _aws_sdk]$ ./list_owned_buckets.rb
282 g3 gofof gk

I my-new-bucket2 2022-04-21 10:33:19 UTC

14.
o HAEZ PA5L7] ¢t A FdS HA L]
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I [user@ruby _aws_sdk]$ vim create _object.rb

& &S Fd #o

oL

Fut.

#l/usr/bin/env ruby
load ‘conn.rb’
s3 _client = Aws::S3::Client.new
s3_client.put_object(
key: 'hello.txt',
body: 'Hello World!",

bucket: 'my-new-bucket2’,
content _type: 'text/plain’

15.

16.

I [user@ruby _aws_sdk]$ ./create object.rb
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o] &7 512 Hello World!! FZx} ¥ o] 3 g+H hello.txt 7Y o] A& 1]}

17.

{

WRe] ZH=E g A 7L 7

by
I
+

I [user@ruby _aws_sdk]$ vim list_bucket_content.rb

& &S o

o,

.

#l/usr/bin/env ruby
load ‘conn.rb’

s3 _client = Aws::S3::Client.new
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s3_client.list_objects(bucket: 'my-new-bucket2').contents.each do |object/
puts "{object.key}\t{object.size}"
end

18.
elg A9 s v,

I [user@ruby _aws_sdk]$ chmod +x list_bucket content.rb

19.
I [user@ruby aws_sdk]$ ./list_bucket_content.rb

Fe2 0gH o] LA HH .

I hello.txt 12 Fri, 22 Apr 2022 15:54:52 GMT

20.
v] B Z] 2 2} 517] 5l A 5L YA SHL] ]

I [user@ruby _aws_sdk]$ vim del_empty_bucket.rb

& &S Fd £

o,

1.

#l/usr/bin/env ruby
load ‘conn.rb’

s3 _client = Aws::S3::Client.new
s3_client.delete_bucket(bucket: ‘'my-new-bucket2’)

AL Al HY71E FEFH T

21.

I [user@ruby _aws_sdk]$ chmod +x del_empty bucket.rb
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22.

I [user@ruby _aws_sdk]$ ./del_empty bucket.rb [ echo $?

WZo] oz AAHE FFL 0L 2H0Z b

1,

T

create_bucket.rb 7} 22 HF 5] ¥l vjZlL Y4 g1 }(: my-new-
bucket6,my-new-bucket7 ). =z &l ] vl B]Z1-2 A 5}7] Ho 91<]
del_empty_bucket.rb 7212 5 &5} H 7 gl

23.
Hlo] QIX] &2 v]Z & AA] 5}7] flaf A LS 4 g

I [user@ruby _aws_sdk]$ vim del_non_empty bucket.rb

& &S Fd £

g

S,

#l/usr/bin/env ruby
load ‘conn.rb’

s3 _client = Aws::S3::Client.new
Aws::S3::Bucket.new('my-new-bucket2’, client: s3_client).clear!
s3_client.delete_bucket(bucket: ‘'my-new-bucket2’)

24.

25.

I [user@ruby _aws_sdk]$ ./del_non_empty bucket.rb | echo $?
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WAo] §FH oz AAHE FYL 0L FHOoZ v

m&v

1,

Mo

26.
QO HAEE Al 5)7] 95t A H AL A ]

I [user@ruby _aws_sdk]$ vim delete_object.rb

& &S Fo

oL

#1/ot.

#l/usr/bin/env ruby
load ‘conn.rb’

s3 _client = Aws::S3::Client.new
s3_client.delete_object(key: 'hello.txt', bucket: 'my-new-bucket2’)

Hele A ga A 71E R

27.

28.

I [user@ruby _aws _sdk]$ ./delete _object.rb
—z2] ™ hello.txt 9 H 3] £ 7} k4] g 1]}

2.3.8. PHPE A]-& 3] Ceph Object Gateway©j A=

S3 o) 20 PHP 224 EE 41§ 8 7 Y1)k o] FAoA = WZ Ei ¢ HAE A9} 2
ot §9 2 Y= ¥ 715 PHP 22 E o & A 38 .

7

Mo
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o}z oj A= php v5.4.16 2 aws-sdk v2.8.24 o] tj3l] g]=E 1] c}. php >= 5.5 o] 3}
o] Ho3slu 2 FH v aws-sdk E A& 51X] v}/ A 2.php 5.5 = RHEL 7 9] 7] 2 2]
FAEz] A AFg-g 7= gl o). php 5.5 5 A1-§-512] " epel ¥ 7]E} €]} 2] R E2] S
g4 3} sl o §F1 ). E 5t php 5.5 2 21 1] 7 2] aws-sdk 74 $4-2 OE1] .

A 27 ALY

[}
ELEEC DEL R F R VB

QIE] G o A .

43
1.
php 7] E H A g .
I [root@dev ~]# yum install php
2.
PHP-& aws-sdk 9] zip o}7}o] HE ]2 Z =5l ¢S il
3.
ZzAE O Y55
[user@dev ~]$ mkdir php_s3
[user@dev ~]$ cd php_s3
4,
F2H aws e 25 Z2 A E g 2o 2ALg] o). o] & So] 27 P,
I [user@php_s3]$ cp -r ~/Downloads/aws/ ~/php_s3/
5.
old sl 44 gk,
I [user@php_s3]$ vim conn.php
6.

conn.php 7#¢)0) tg 1] 42 #o] Hi1)oh.
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&

<?php

define(AWS_KEY', MY_ACCESS _KEY");
define((AWS_SECRET_KEY', 'MY_SECRET_KEY');
define('HOST', FQDN_OF_GATEWAY_NODE');
define('PORT', '8080’);

// require the AWS SDK for php library
require /PATH_TO_AWS/aws-autoloader.php’;

use Aws\S3\S3Client;

// Establish connection with host using S3 Client
client = S3Client::factory(array(

‘base_url'=> HOST,

port' => PORT,

key' =>AWS_KEY,

secret’ => AWS_SECRET_KEY
);

?>

FQDN_OF_GATEWAY_NODE & 7jJo] Eg]o] :==2] FQDN2 = w ] g}1]}.
MY_ACCESS_KEY ¥ MY_SECRET_KEY = Red Hat Ceph Storage ¢ H 2] E #]o] E gJo]
Y & FAe] 7fo] = x] Q1w ol g = S3 Y 4] =& radosgw Al EX}E Y S g Y E
access_key ' secret_key = v}#1]r}l. PATH_TO_AWS = php ZZ 3 E ] gl gl 2] o] Z A}
FZ¥# aws 0 gz o] Ho] F=2Z wA g,

I [user@php_s3]$ php -f conn.php | echo $7?

elo] Gre LrlEA AFE 5 FE ] FFL 00 G,

v A& WE7] P Al AL vy

I [user@php_s3]$ vim create _bucket.php
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2%. CEPH OBJECT GATEWAY ¥ S3 AP

<?php

include 'conn.php’;

client->createBucket(array(‘Bucket' => 'my-new-bucket3’));

?>

o.
el e AP g
I [user@php_s3]$ php -f create_bucket.php
10.
24 WAL JI A 7L v

I [user@php_s3]$ vim list_owned_buckets.php

oL

02 82 Feo] ol g,

&

<?php
include 'conn.php’;

blist = client->listBuckets();
echo "Buckets belonging to " . blist['Owner']['ID'] . ":\n";
foreach (blist['Buckets'] as b) {

echo "{b['Name'[}\t{b['CreationDate'}\n";

o1
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F2 A G332 B ]S FEFU

s

1.

I [user@php_s3]$ php -f list_owned_buckets.php
282 097 Al oF 1k

I my-new-bucket3 2022-04-21 10:33:19 UTC

12.
hello.txt 2}= == 91 S WA YFslo] o BHAEZ YYgi]r].

I [user@php_s3]$ echo "Hello World!" > hello.txt

13.
Af php 792 whEL .

I [user@php_s3]$ vim create_object.php

02 W2 o Eof gLt

T

<?php

include 'conn.php’;

key = 'hello.txt’;

source_file = "/hello.txt’;

acl = private’;

bucket = 'my-new-bucket3’;
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client->upload(bucket, key, fopen(source _file, 'r'), acl);

?>

14.
oS 4ot
I [user@php_s3]$ php -f create_object.php
o] &7 5} hello.txt 7] 7] 7} my-new-bucket3 1] %l o] A& 1]}
15.
WA ZHzE e A UL v,

I [user@php_s3]$ vim list_bucket _content.php

oL

08 &2 Ao Eajggr].

&

<?php
include 'conn.php’;

o_iter = client->getlterator('ListObjects’, array(
'Bucket' => 'my-new-bucket3’
);
foreach (o_iter as o) {
echo "{o['Key'}\t{o['Size'[}\t{o[' LastModified'[}\n";
}

?>

FU2 A G372 B E FEGU

s
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16.

I [user@php_s3]$ php -f list_bucket content.php
Fg2 087 FAF .

I hello.txt 12 Fri, 22 Apr 2022 15:54:52 GMT

17.
vl R & ) 317] el A 72 4 5.

I [user@php_s3]$ vim del_empty_bucket.php

2 82 Feo] ol g g,

<?php
include 'conn.php’;

client->deleteBucket(array('Bucket' => 'my-new-bucket3’));
?>

18.

I [user@php_s3]$ php -f del_empty bucket.php | echo $7?

WZo] §FEH oz AAHE FHL 0L 2H0Z vhe

m
I
=
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create_bucket.php 72 H 7 5l vl 6] Z](q]: my-new-bucketd4,my-
new-bucket5 ). 44 g}, 2 oj2 ¥l B]A2 A 17] H ol FoA] ¢lwe
del_empty_bucket.php 722 77 g1}

H]o] QIx] gF2 B %] ArA= F A PHP 2 & aws-sdk v] # o 4] X] g1 5] <] &4
Lot

19.
LA EZ A 57] 58k A HLL Y B

4

I [user@php_s3]$ vim delete_object.php

08 g2 Ao Eojygr].

<?php

include 'conn.php';

client->deleteObject(array/(
'Bucket' => 'my-new-bucket3’,

'Key' => 'hello.txt',
)

?>

20.
wele JY o

I [user@php_s3]$ php -f delete_object.php
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z 2] 5 hello.txt 9 H 3] E 7} A} H 1]}

2.3.9. AWS CLIZ A}-£3]4] Ceph Object Gatewayojl <Jl4] =

S3 A4 ~F 25 AWS CLIE Al & & + 51 ). o] A=}ojA]+= AWS CLI & MFA-Delete &% 3}
WA LB E A} 2L et FYS 7A s B 71N oA FE S AT .

A 27 A

[ ]
Ceph Object Gateway <] b F A&} 57 YA~

A f 2o o] B8 FE 75 A~

Multi-factor authentication (MFA) TOTP &2 radosgw-admin mfa create= A}-§ 35}
YYH A5 o

awscli 7| 7] %] & & X g}
I [user@dev]$ pip3 install --user awscli
AWS CLIZ Al-§3} <] Ceph Object Storage©)] 44|35l == awscli & 7% g1l

&

aws configure --profile=MY_PROFILE_NAME

AWS Access Key ID [None]: MY _ACCESS_KEY
AWS Secret Access Key [None]: MY _SECRET_KEY
Default region name [None]:

Default output format [None]:
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MY_PROFILE_NAME £ o] Z =82 & Y3l:= b Al 8 o] F o2 wA g,
MY_ACCESS KEY ¥ MY_SECRET_KEY & Red Hat Ceph Storage ¢ E 3] E o] E g]o] 4
Y g #a] 7po] =o)x] 7o v Z S3 Y4 =& radosgw AFE-AE Y o 45 H
access_key % secret_key = v} & 1]r].

o A

[user@dev]$ aws configure --profile=ceph

AWS Access Key ID [None]: 12345
AWS Secret Access Key [None]: 67890
Default region name [None]:

Default output format [None]:

Ceph Object Gateway == <] FQDNL 7}2] 7] = W3 L 48 g1l

&

I alias aws="aws --endpoint-url=http.//FQDN_OF _GATEWAY_NODE:8080"

FQDN_OF GATEWAY_NODE = Ceph Object Gateway = =<] FQDN.c = n}Z1]t}.

o A

I [user@dev]$ alias aws="aws --endpoint-url=http://testclient.englab.pnq.redhat.com:8080"

A BjZ& G,
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#create-an-s3-user
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&

I aws --profile=MY_PROFILE_NAME s3api create-bucket --bucket BUCKET_NAME

MY_PROFILE_NAME & o] =22 Al-g5l =% Y43 o] 202 A §1]t].
BUCKET_NAME 2 4 H]]9] o] &0 2 nj# 1],

o A

I [user@dev]$ aws --profile=ceph s3api create-bucket --bucket mybucket

I aws --profile=MY_PROFILE_NAME s3api list-buckets

MY_PROFILE_NAME & o] =282 Al 852 Y43 o] 02 wa gl

o A

[user@dev]$ aws --profile=ceph s3api list-buckets

{
"Buckets": [

{

"Name": "mybucket”,
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"CreationDate": "2021-08-31T16:46:15.2572"

}

A

"OWner": {

"DisplayName": "User",
"ID ".. "user"

MFA-Delete<j doj sl v] %L 7#4 1]}

&

TOTP_PIN’

aws --profile=MY_PROFILE_NAME s3api put-bucket-versioning --bucket BUCKET_NAME --
versioning-configuration '{"Status":"Enabled","MFADelete":"Enabled"}' --mfa 'TOTP_SERIAL

MY _PROFILE_NAME £ o] ZZ2H S Al &35l =5 Yol o]5F o2 wAg]d].

BUCKET_NAME £ A v]Zl o]F° Z wA gl

TOTP_SERIAL £ 2} 2 v}537 TOTP_PIN 2 MFA 915 3x]o] FA]H & #lo
2 vl

TOTP_SERIAL 2 S39] tjj35j] radosgw A& X}S TFHs wf x]g&H &2} F 9]l

MFA TOTP =2 4% o g] st x4 st 1j] .82 Red Hat Ceph Storage Object Gateway
7Y 2

#12] 7jo] = o] 422 tpekA] 915 TOTP B 44 442 #2542,

oathtool2- AI-§ 3l MFA 3-7] 4§ o) tj ot x}4j] ot 1j]- &> Red Hat Ceph Storage 7
vzl 7}o] = 9] oathtoolS- A& 3} g7 ¢l5 Y4 AHES

B2,

99


https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#creating-a-new-multi-factor-authentication-totp-token_rgw
https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/developer_guide/#creating-a-seed-for-multi-factor-authentication-using-oathtool
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o A

[user@dev]$ aws --profile=ceph s3api put-bucket-versioning --bucket mybucket --
versioning-configuration '{"Status":"Enabled","MFADelete":"Enabled"}' --mfa '"MFAtest
232009’

vzl v]d #2] 3e] 2] MFA-Delete 3] S 29l 1]}

I aws --profile=MY_PROFILE_NAME s3api get-bucket-versioning --bucket BUCKET _NAME

MY _PROFILE_NAME £ o] ZZH S Al &5l =5 ol o]5F o2 WA g
BUCKET_NAME £ A v]Zl o]F° Z wA| gl

o A

[user@dev]$ aws --profile=ceph s3api get-bucket-versioning --bucket mybucket

{
"Status": "Enabled”,

"MFADelete": "Enabled"

MFA-Delete &% s}¥ BjZlo] ¢ HAEZ Z7}gFL] o}

&
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aws --profile=MY_PROFILE_NAME s3api put-object --bucket BUCKET_NAME --key
OBJECT_KEY --body LOCAL_FILE

MY_PROFILE_NAME & o] =282 Al 852 Y43 o] 02 wa gl
BUCKET_NAME 2 % m %l o] 2.0 2 w3 §1] .
OBJECT_KEY £ w9 9 HAlEZ 135l7A JHali= o] 02 wi gLt

LOCAL_FILE & 923 27 7 o] F 2 Z vl

o A

[user@dev]$ aws --profile=ceph s3api put-object --bucket mybucket --key example --
body testfile
{

"ETag": "\"5679b828547a4b44cfb24a23fd9bb9d5\"",

"Versionld": "3VyyYPTEulofdvMPWhbr1znlOu7IJE3r"

/

aws --profile=MY_PROFILE_NAME s3api list-object-versions --bucket BUCKET_NAME --key
OBJEC_KEY]

101



Red Hat Ceph Storage 4 7] &z} 7}o] =

MY _PROFILE_NAME £ o] ZZH S Al &5} =5 ol o]5F o2 WA g

BUCKET_NAME £ A v]Zl o]F©° Z w3l

OBJECT KEY £ W79 9 HAEE 2437 4Eel7] g4 <-4 o] 50z 2
1,

o A

[user@dev]$ aws --profile=ceph s3api list-object-versions --bucket mybucket --key
example

{
"IsTruncated": false,
"KeyMarker": "example”,
"VersionldMarker": ",
"Versions": [
{
"ETag": "\"5679b828547a4b44cfb24a23fd9bb9d5\"",
"Size": 196,
"StorageClass": "STANDARD",
"Key": "example”,
"Versionld": "3VyyYPTEulofdvMPWbr1znlOu7IJE3r",
"IsLatest": true,
"LastModified": "2021-08-31T17:48:45.4847",
"Owner": {
"DisplayName": "User",
"ID": "user”
}
}
I
"Name": "mybucket”,
"Prefix": ",
"MaxKeys": 1000,
"EncodingType": "url”

MFA-Delete &% 3} € v]Zl o] 9 HAEZ 1 §f1]c].

&
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aws --profile=MY_PROFILE_NAME s3api delete-object --bucket BUCKET_NAME --key
OBJECT_KEY --version-id VERSION_ID --mfa 'TOTP_SERIAL TOTP_PIN'

MY_PROFILE_NAME & o] =282 Al 852 Y43 o] 02 wa gl

Ol

BUCKET_NAME £ 2} 8 9 B E7} ¥ ¢H8 WA o] 502 njFL] .

I

OBJECT_KEY & v]ZlojA] 9 HA EZ 518 35l74 & ¥W3l= o] F 22 WA g

VERSION_ID & #}4]3}2] i 57§ u]d <] W dIDZ v}F 1]},

TOTP_SERIAL 2 TOTP £29] IDE v}elji= 74192 u}457 TOTP_PIN & MFA
15 GA o FAH = A Ho=Z vl

o A

[user@dev]$ aws --profile=ceph s3api delete-object --bucket mybucket --key example --
version-id 3VyyYPTEulofdvMPWbr1znlOu7IJE3r --mfa 'MFAtest 420797"

{
"Versionld": "3VyyYPTEulofdvMPWhbr1znlOu7IJE3r"

/

MFA E=Z0o] Zghx o] Q1] o ofgfo] ZAIH 279} g7 2 o] Aot

o A

[user@dev]$ aws --profile=ceph s3api delete-object --bucket mybucket --key example --
version-id 3VyyYPTEulofdvMPWbr1znlOu7IJE3r

An error occurred (AccessDenied) when calling the DeleteObject operation: Unknown
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1.
MFA-Delete &4 55 W Zolx] ¢ LA E7} A 5= Gl5t7] 9Jaf 284 = v
g,

o

&

aws --profile=MY_PROFILE_NAME s3api list-object-versions --bucket BUCKET _NAME --key
OBJECT_KEY

MY _PROFILE_NAME £ o] ZZH S Al &5l =5 ol o]F o2 WA g
BUCKET_NAME £ B %] o]F9o = wA g}

OBJECT_KEY & v]Zlojx] @ HAEZ 3743

\O'E

7 29 5}

rr

ojFe = wA g

o A

[user@dev]$ aws --profile=ceph s3api list-object-versions --bucket mybucket --key
example
{
"IsTruncated": false,
"KeyMarker": "example”

’

"VersionldMarker": ",
"Name": "mybucket”,
"PreﬁX ".. "",

"MaxKeys": 1000,
"EncodingType": "url”

2.3.10. oathtool 3 3 & A& 35l oA Q15=o) gt A2 THA] 44

104



2%. CEPH OBJECT GATEWAY ¥ S3 AP

05 oI5 (MFA)2 43512 d Az 78k 1 3] 985 (TOTP) 4-47] B # o= MFA A =50 4] A1
o A= 3 B EE Y43k 7]} oathtool 2 41§59 1635 X 4185 0 = qrencode & 45 5}
E22 MFA 942 714 OR Z=E 4 T 7 AF1] o

A 27 A

[}
Linux ] =gl 9]1]].

FYE o) a2 5],

Linux A] =gl 9] g] st FE = sudo Y+,

oathtool 7 7] x| & 41 x] g}1] ]
I [root@dev]# dnf install oathtool

qrencode 7 7] x| & & =] g} 1] T}
I [root@dev]# dnf install qrencode

urandom Linux #3] 512 o 4] 303182 WA 3lof € vl SEED o =] zgf1]c}.

o A

I [user@dev]$ SEED=$(head -10 /dev/urandom | sha512sum | cut -b 1-30)

SEED %9 4] echo= &3 5}of shim2 =2 g/}

o A
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[user@dev]$ echo $SEED
BA6GLJBJIKC3D7W7YFYXXAQ7

SEED Z oathtool & & o] AJ32gF1]}.

&

I oathtool -v -d6 $SEED

o A

[user@dev]$ oathtool -v -d6 $SEED

Hex secret: 083c65a4294285b1fedfc1717b821f
Base32 secret: BA6GLJBJIKC3D7W7YFYXXAQ7
Digits: 6

Window size: 0

Start counter: 0x0 (0)

823182

MFA g4 9] Q153 o) F 2] o] Ho] 122 F7}5}2] ¥ base32 A5 o] ¥
29 QR ZEE AIg3)o] EZE 15 7] dFe]A o] oz Tpx] @A)
base32 A]Z2H 2 5o 2 #7118 7

A AP QR 1= o] n] %] 5 Y 5po] AF 7] EZE FAF .
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I grencode -o /tmp/user.png ‘otpauth.//totp/TOTP_SERIAL ?secret= BASE32 SECRET'

TOTP_SERIAL £ (TOTP) 9] IDE 1} ElY]+= # 2} ¥ = vl 437 BASE32 SECRET =
oathtool o] 4] 4%l 31 Base32 x| Z 3]l © Z H}H L]}

o A

[user@dev]$ qrencode -o /tmp/user.png ‘otpauth://toto/MFAtest?
secret=BA6GLJBJIKC3D7W7YFYXXAQ7'

Y4 E QR ZE o]r]=] Y2 2 5to] MFA $3]9] 915 ofFe]A o] Ho] EZL 7715
.

radowgw-admin g 3 2 A&} AFERFE f] ot gfd A ¢l5 TOTP 522 vhsir.

MFA TOTP =& J %4 o g3t x4 3t 1] §-2 Red Hat Ceph Storage Object Gateway 7%
2l Fg] 7fo]= o] Az rjkA 915 TOTP EZ 44 AL FZ514A2.

2.3.11. B oF EF A{H] X

Amazon Web Services <] STS(Secure Token Service)= A} &<} 152 s J&H] ¢JA] H ok x}7
=32 vlelgl]c}. Ceph Object Gateway= STS API(cf Zz] 7o) Z=Z 2] QlE]Fo]X) 4] H A E
= 7835} ID B A4 = A2 (IAM)o) g] st A }F G A &g o]al st YA AF FHE AFE
5} Ceph Object Gateway<] STS 9l 71 2 A}-&35lo] S3 &< oI5/} STS APIo] A G-H oj7) v+
ol IAM g F & A& 35l QA Q15 FHE F712 A eteh = Y1
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Amazon Web Services ¥ 9F EZ x]H] A X] =z} #] o] 7],

STS Lite & Keystone<j] ] s x4 st 1j]-8-2 Red Hat Ceph Storage 7} &<} 7}o] = 2]
Keystones7 ¢17] STS Lite +% A< F=Z5]4 A 2.

STS Lite & Keystone 2] ] §F A} 3ol o] o =}4j oF 1 &> Red Hat Ceph Storage 7 23}
7Fo] = 2] Keystones7} g}7]] STS LiteE A}-§-5}+= A 3t A} 2142 FZ51HA L.

7 =

2.3.11.1. HoF EF AJH] X o Fa]A o] ZZ 7] 9lE] 5 o]~

Ceph Object Gateway+= t}2 STS(Secure Token Service) API(o) Zz] 7] o] H ZZ 221 olEl H o]
2)E Fe .

AssumeRole

o] APli= 23] A4 2o g Al A5 F1 FEL vaghch o]z g 9] AF FHL AJE

7 O O =

5] Assume Role APIo] ¢1Zd 93 W Ao dFdd Adt §FL 27 A8 T 5 51/ RoleArn

=T = -7

o RoleSessionName 2 3 v /)] ¥l H5o]X vt O} 2 QF o 7| ¥l 4= 8 A3 ]].

RoleArn
=)
Amazon Resource Name(ARN)oj] Zl o] 7} 20~ 2048=] 9] A o = 7} gt o gt 9/},
79
R
g4 gz
A2
RoleSessionName
=g

Q) sk gk A o] F L
EZ o] g Z AHL 25514 A
and - characters= 3] &£ 5]z

HAgr). G AH o] 5L G Fe Y uf OE FA Ei
7 QEirh o] wlAWT-2] F-2 2~647 Do Yr]Th 5, ., @,
e 5§57 gt

o
79
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A
g5 I
A&
ckl
ek

o]z} ol Aj 4o ] AL-& 3 JSON F 2] <] IAM(Identity and Access Management Policy) ¢/
vl o] mj 7] ¥l429] gh2 Z o7} 10]4] 2048} 7l ¢/l

o =
ks

&A=

DurationSeconds

=k

A4 Z) 7N =) ol H 2 7F 900 = o 4] H o 43200 =2 48 H ol 7] 22 3600 = 9
L.

Jo
ofY

g
N
o
e

Externalld

=k

o= Alg e gjet G 2L 1Y S m] AFE S 7 A= G A2 9P Y ERE A S A]
9. o] o7 wg=2] gk 20]A] 1224x}9] Z o] 1]}
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7

serialNumber

k]

AZE OF 24 AF(MFA) 3|4 AP 48 WS Y]k, f7) W] g2 =]
o] FA] E= 7}3 FA] <] dd Wz 5 gon] Zo|s} 9~25671Y 5 &1Ll

TokenCode

gy

}12] g & o] MFA-} 22 31 - multi-factor authentication (MFA) Zx] o A] 44 = #F¢]
L/o}. MFA 33] 7} .2 3} 52 o] 7] wl5-9] glo] v]o] 1} vk H Z-¢ AssumeRole = o A]
"access denied" ¢ 7 v A x| & PFetgir] o). o] mj ¥ o] ghS g o= 63}/

79
22
o5 9=
&I_Q_
| =4

AssumeRoleWithWebldentity

o] API:= OpenID Connect &= OAuth 2.0 ID 3*FA} 2] Z+2 o Z&] A o] H o A] ¢l 53t AF-§=}2] ¢
x| ol & F H Z vlglgl]cl. RoleArn 2 RoleSessionName 2 3 vf 7 ¥l = o] ut o} 2 @ F nj /)
vz A9 AL .

RoleArn

k]

Amazon Resource Name(ARN)<j Z o] 7} 20~ 2048%} 9] A o = 718 & a9/,
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X

o] ©
| =4

RoleSessionName

=k

ol Gt A o] 5L AHGL ). FF A H o] FL JFL s}F S g O E FH Ei=
= o] F 2 A S 2751 T = Q). o] g H 9] g2 2~64x Ho] ¢t} =, ., @,
and - characters+ 3] & 5 x| v} 372 3] & 5 <] &1Ll

7
A
25 I
A&
ckl
ek

olz} ol 4 # o ] A1-& & JSON & 4] <] IAM(Identity and Access Management Policy) ¢/
Lo}, o] sf7f W2 g2 Z o7} 19 4] 2048=}2] k1] o}

73
A
5 35
A=
DurationSeconds
=
A 7] 7 (ZE) YU ok FH2 gF 900 & o4 FHof 43200 == &3 Fl o). 7] 2 zHe 3600 = ¢
L.
78

m
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Z

o

A=
T g

A=
providerlD
49

ID 353}9] =9l o] F9] Fi73lH T2E 74 2291t o] nj7j¥l49] gk OAuth
2.0 JA = EZO vt 7 & 5] g o] 7} 4~20487F 21 A ¢/ o}

o =
78

7

WebldentityToken

k]

ID 327 R}olj 4] ] 3*3}+= OpenlD Connect ID &Z == OAuth 2.0 4] EZ¢ ], o]
o 7 ¥l =] zFe Z o] 7} 4~2048=] 9] 1] }.

79
224
o+ g7
72

2] oF 1] &2 Red Hat Ceph Storage 7| &<} 7}o] = o] 11 oF &= AJu] > APl 4142 F=
3f A L.

Amazon Web Services H oF EZ x]8]~, AssumeRole 2¢] ¢/ 1] t}.

Amazon Web Services & 9F &= Z 4] H] =, AssumeRoleWithWebldentity =F9].
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2.3.11.2. Hol EZ A]u] A 724

Ceph Ansible2 A}-§ 5l<] Ceph Object Gateway <} ¢}7] A}l-§& 35} == STS(Secure Token Service)
& 7.

S3 ¥ STS API:= & Y 31 ] ¢/ =5 o] =] g*F=35] 32 2= Ceph Object Gateway<] &

Al ZF oA A= = &L

A 27 ALY

[}
Ceph Ansible #z] ‘==

24 39l Red Hat Ceph Storage ] ~H].

2 59l Ceph 9 HAE FJo] Egjo].

23
1.
group._vars/rgws.yml 792 AZF sl =& Z ¢}
a.
g &2 #7181
rgw_sts_key = STS_KEY
rgw_s3 auth_use_sts = true
A A
[}
A|H ESES e 3]s} b AF&H = 7] 7F 1= STS_KEY.
2.
group_vars/rgws.yml 7} o] vl 7 A}k ] FFefi] .
3.

] z1 51 Ceph Ansible Z ] o] 32 r}#] & g1}

13



Red Hat Ceph Storage 4 7] &#} 7}o]| =
Hj o] uj € Hj Z:
I [user@admin ceph-ansible]$ ansible-playbook site.yml --limit rgws

Z e o] vjE:

I [user@admin ceph-ansible]$ ansible-playbook site-docker.yml --limit rgws

STS APl tjj st =} 4] 3t 1j] &2 Red Hat Ceph Storage 7j Y=} 7}o] = 9] 1 oF &= AJH] =
A FalA o] ZZ 22y Qg FH o] X AL FRHAL.

2.3.11.3. OpenID Connect 327 3}-2] A} &=} B4

Ceph Object Gateway <} OpenID Connect 3>} 7Fo)] ?12] E 7=3517] 98 AF-&2} AEJE] S} o o
NE gL Yy

A 27 ALY

[ ]
Ceph Object Gateway == ojj 3t A}-§ 2} -7 WA,

Aj Ceph AF-§-41-5 44 g1},

radosgw-admin --uid USER_NAME --display-name "DISPLAY NAME" --access_key
USER NAME --secret SECRET user create

o A

14
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[user@rgw ~]$ radosgw-admin --uid TESTER --display-name "TestUser" --access_key
TESTER --secret test123 user create

Ceph A1-&-A} 7] & g g o

I radosgw-admin caps add --uid="USER_NAME" --caps="oidc-provider=""

o A

I [user@rgw ~]$ radosgw-admin caps add --uid="TESTER" --caps="oidc-provider=*"

STS(Secure Token Service) APIE A-§-3}of 93 {12 FA o] AL Fo1g .

"\"Version\":\"2020-01-17\",\"Statement\":[{\"Effect\":\"Allow\",\"Principal\":{\"Federated\":
[\"arn:aws:iam:::oidc-provider/IDP_URL\"[},\"Action\":
[\"sts:AssumeRoleWithWebldentity\"],\"Condition\":{\"StringEquals\":
{\"IDP_URL:app_id\"\"AUD_FIELD\"\}\}\}\]\}"
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99 77 oA 9] app_id = E0] 9= EZ29] AUD_FIELD 2 =29} 23] of
g

Amazon ¢ AFo] E ¢] OpenID Connect ID 373} #4] Z ¥ 2] # ZE CA Thumbprint =
FEIHA L.

STS APl tj st =} 4] 31 1f] &2 Red Hat Ceph Storage 7j Y=} 7}o] = 9] 1 o} &= AJH] =
o Fe]A o] ZZ 22y Qg FH o] X AL FRIHAL.

P4 5t 1] &2 Red Hat Ceph Storage 7] ¥} 7}o] = ©] H oF &= x]u] = APl 41342 F=%
A L.

2.3.11.4. OpenlD Connect 35 A}9] x| & 7}4 2 7]

OpenlD Connect 37 2HIDP) 4 #4] & 7} 9 &

)
{
o
o
4
&
=
I
J

A 27 A

[}
openssl % curl 77| x| Z & =] g} 1]}

IDP2] URLA 74 %415 714-§1] o},

T
curl -k -v \
-X GET\

-H "Content-Type: application/x-www-form-urlencoded" |
"IDP_URL:8000/CONTEXT/realms/REALM/.well-known/openid-configuration” |

/iq -

16
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o A

[user@client ~]$ curl -k -v |
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" |
"http://www.example.com:8000/auth/realms/quickstart/.well-known/openid-configuration™ |

/iq -

IDP 9154] & 714 31] of.

\LJ
M

curl -k -v |
-X GET \
-H "Content-Type: application/x-www-form-urlencoded" |
"IDP_URL/CONTEXT/realms/REALM/protocol/openid-connect/certs"” |

//q -

o A

[user@client ~]$ curl -k -v |
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" |
"http://www.example.com/auth/realms/quickstart/protocol/openid-connect/certs" |

[1a -

o] & G A "x5¢" &5 dAE F Ao} certificate.crt 72l o £ o] F g o). AJFf P
of --BEGIN CERTIFICATE-- & ¥ ¢}3]3Z Zoj --END CERTIFICATE-- & ¥ g g1/}

17
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ANFA] A #-g AP F1] T,

\LJ
M

I openssl x509 -in CERT_FILE -fingerprint -noout

o A

[user@client ~]$ openssl x509 -in certificate.crt -fingerprint -noout
SHAT1 Fingerprint=F7:D7:B3:51:5D:D0:D3:19:DD:21:9A:43:A9:EA:72:7A:D6:06:52:87

SHA1 X o] 2 E Z&2 4755 IAM 2 §A] IDP A Ee] & 44517 98 950z
418 g o,

Amazon ¢ AFo] E <] OpenID Connect ID 373} #4] & ¥zl # ZE CA Thumbprint
FEHA L.

STS APl ojj st =} 4] 3t 1j] &2 Red Hat Ceph Storage 7j Y=} 7}o] = 9] 1 o} &= AJH] =
o FalA o] Z=Z 22y Qg FH o] X AL FRIHAL.

2}A) 5t 1] &2 Red Hat Ceph Storage 7] ¥} 7}o] = o] H oF &= x]u] = APl 4142 F=%
3}/ A L.

2.3.11.5. Keystone =} 37 STS LiteZ 7% = Al-& (7]= Za] 1)

Amazon STS(Secure Token Service) ¥ S3 APIl:= & ¥ ¢t v §] ~ 5] o] = o] gE 3] r}. STS 542
Keystone 47 g7 74 & 5 g%t}

18
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S3 & STS API= 2= Ceph Object Gateway o 4] & 31 Z 52 Al-&
T sy

A 27 A

[}
Red Hat Ceph Storage 3.2 o] 3.

23 59l Ceph 9 HAE Fjo] Egjo].

Boto Python = &, v/ & 3 o] ¥ & A].

o5 58S AFg-8}of group_vars/rgws.yml 225 J v HF g}

rgw_sts_key = STS_KEY
rgw_s3 auth_use_sts = true

2A:
A S B o 485 E 7I7F i STS_KEY.
] 21 51 Ceph Ansible Z ] o] 32 c}#] & g1}

Hjo] v g vj Z:
I [user@admin ceph-ansible]$ ansible-playbook site.yml --limit rgws
ZE] o] vy 2Z:

I [user@admin ceph-ansible]$ ansible-playbook site-docker.yml --limit rgws

she] o428
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120

EC2 314 5152 448 oh.

o A

[user@osp ~]$ openstack ec2 credentials create

| Field | Value /

T T +

| access | b924dfc87d454d15896691182fdeblef /
[links | {u'self': u'http//192.168.0.15/identity/v3/users/ |

/ | 40a7140e424f493d8165abc652dc731c/credentials/ /
/ | OS-EC2/b924dfc87d454d15896691 182fdeblef'} /
| project_id | c703801dccaf4a0aaa39bec8c481e25a /
| secret | 6a2142613c504c42a94bazb82147dc28 /
| trust_id | None /

[ user_id | 40a7140e424f493d8165abc652dc731¢c /

T T +

YA H 27 F5L A1-g5}o] GetSessionToken APIE AF-&3}of QJA] H ot x}7 F1] Z]
= 7HA S o

o A

import boto3

access_key = b924dfc87d454d15896691182fdebOef
secret_key = 6a2142613c504c42a94ba2b82147dc28

client = boto3.client('sts,

aws_access_key id=access_key,
aws_secret_access key=secret key,
endpoint_url=https://www.example.com/rgw,
region_name=",

)

response = client.get _session_token(
DurationSeconds=43200

)

T
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YA 915 FHE P b= S3E E &)= tl AFE Y + st

o A

s3client = boto3.client('s3’,
aws_access_key_id = response['Credentials’[[AccessKeyld'],
aws_secret_access key = response['Credentials']['SecretAccessKey],
aws_session_token = response['Credentials']['SessionToken],
endpoint_url=https://www.example.com/s3,
region_name=")

bucket = s3client.create bucket(Bucket="my-new-shiny-bucket’)
response = s3client.list_buckets()
for bucket in response["Buckets"]:
print "{namej\t{created}".format(
name = bucket['Name'],
created = bucket['CreationDate’],

)

A S3Access 92 WYl FALS Y.

] CAPS/} 9= Al-g <} goggi] .

I radosgw-admin caps add --uid="USER" --caps="roles=""

o A

I [user@client]$ radosgw-admin caps add --uid="gwadmin" --caps="roles=""
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S3Access 9 &S ¥ gl

radosgw-admin role create --role-name=ROLE_NAME --path=PATH --assume-role-
policy-doc=TRUST_POLICY_DOC

o A

[user@client]$ radosgw-admin role create --role-name=S3Access --
path=/application_abc/component_xyz/ --assume-role-policy-doc=\{\"Version\":\"2012-10-
17\"\"Statement\":\[\{\"Effect\":\"Allow\"\"Principal\":\{\"AWS\":\
[\"arn:aws:iam:::user/TESTER\"\]\},\"Action\":\[\"sts:AssumeRole\"\|}\]\}

S3Access 9 o] Aot FAL A4}

)
L
By

radosgw-admin role-policy put --role-name=ROLE_NAME --policy-
name=POLICY_NAME --policy-doc=PERMISSION_POLICY _DOC

o A
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[user@client]$ radosgw-admin role-policy put --role-name=S3Access --policy-
name=Policy --policy-doc=\{\"Version\":\"2012-10-17\",\"Statement\":\[\
{\"Effect\":\"Allow\" \"Action\":\[\"s3:*\"\],\"Resource\":\"arn:aws:s3:::example_bucket\"}\]\}

oA o= A&7t gwadmin AFE-A12] 6 & 7Fg e = g o & =°f gwuser
A8 A= gwadmin AREA}S] Aets 7Y & = i o

7} A-g=}2] access_key ! secret_key #=2 7] =F5 w1

o A

I [user@client]$ radosgw-admin user info --uid=gwuser | grep -A1 access_key

AssumeRole APl 3 2 A}-§35}of assuming Al-§ <} 2] access_key = secret_key 7=
A 3¢t ot

o A

import boto3

access _key = 11BS02LGFB6AL6H1ADMW
secret_key = vzCEkuryfn060dfeed4fgQPqFrncKEIkh3ZcdOANY

client = boto3.client('sts,

aws_access_key id=access_key,
aws_secret_access key=secret key,
endpoint_url=https://www.example.com/rgw,
region_name=",

)

response = client.assume_role(
RoleArn='"arn:aws:iam:::role/application_abc/component_xyz/S3Access),
RoleSessionName="Bob’,

DurationSeconds=3600

)
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AssumeRole API9j]= S3Access < §Fo] & Q 3}L]r].

Boto Python &2 & & =] o] 4] st z}4] 3t 1j]- 8-> Red Hat Ceph Storage Object Gateway 7}
o]= o] Test S3 Access 42 FZ 3] A] 2.

2p4) 31 1f]-8-2 Red Hat Ceph Storage Object Gateway 7}o] = 2] Create a User 4412

B2,

2.3.11.6. Keystone©<jJ 4] STS LiteE Al-&5}= A ot A& (7] = Z2]H)

Keystone 2] A 5 A} 312 STS 2 F S X H51A] S=r)= A9 Fo] 2= ] A= 2 g5
2] et o] gl ot 7 7}R] A ot AFFE & 2 S}2] ¥ Boto 915 Z=E g oF .

Al 27 A G

[}
23 <] Red Hat Ceph Storage 2] ~E], v] & 3.2 o] 3.

o] Ceph ¢ HA E #Jo] E g]o],

N
o
oy

Boto Python = &, v/ & 3 o] ¥ & X].

class SigV4Auth(BaseSigner):
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/object_gateway_configuration_and_administration_guide/#test-s3-access
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Sign a request with Signature V4.

ey

REQUIRES _REGION = True

def__init__(self, credentials, service_name, region_name):
self.credentials = credentials
# We initialize these value here so the unit tests can have
# valid values. But these will get overriden in “"add_auth™
# later for real requests.
self._region_name = region_name
if service_name == 'sts’:

self._service_name = 's3'9

else: G

self._service_name = service_name @
08 F 22 2= 2= #1844

def_modify_request_before_signing(self, request):
if "Authorization’ in request.headers:
del request.headers['Authorization']
self._set_necessary_date_headers(request)
if self.credentials.token:
if '‘X-Amz-Security-Token' in request.headers:
del request.headers['X-Amz-Security-Token']
request.headers['X-Amz-Security-Token'] = self.credentials.token

if not request.context.get(’'payload_signing_enabled’, True):
if 'X-Amz-Content-SHA256' in request.headers:
del request.headers['X-Amz-Content-SHA256']
request.headers['X-Amz-Content-SHA256'] = UNSIGNED_PAYLOAD a
else: 9
request.headers['X-Amz-Content-SHA256'] = self.payload(request)

Boto Python &2 & & =] o] 4 st z}4] 3t 1j]- 8-> Red Hat Ceph Storage Object Gateway 7}
o]= o] Test S3 Access 42 FZ 3] A 2.

2.3.12. STS<] 44 7] vk o) 4] = ] o](ABAC)o] tf 3t 414 ]2

A B 2= AL EAFE AP S Fok A SE 5 2lE 7]-3 B L oh 1.9k EE A 2(STS) o) 4] vigt
HE A E= ¢ A 015 F H o x] aws:PrincipalTag = d g1}l o] 2]t 7] 2 g2+ o & 7}
=Y 52 Q2o I3 A FEHE AH B 22 75 H .
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Red Hat Ceph Storage 4 7] 2z} 7}o] =

126

27

& 2] 44 e 2= AssumeRoleWithWebldentity = 25 = ¢ EZo] Q= ot =]
& H Y.

B 2 Z 33 of2 o] 9 27 o] Xojx] X]F 8] o} g}F1]]. hitps://aws.amazon.com/tags.

S & o] & A}gAFo 25 A= ¢ EZo) AH 2o} EFEH > K5 G A
sts:TagSession #slo] glojof gfi]]. z& =] gk o i AssumeRoleWithWebldentity =}

% o] &z gl

sts:TagSession = A}-§ 3t 2] F 9] of:

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":["sts:AssumeRole WithWebldentity", "sts: TagSession"],

"Principal":{"Federated":["arn:aws:iam:::oidc-
provider/localhost:8080/auth/realms/quickstart"]},

"Condition":{"StringEquals":{"localhost.8080/auth/realms/quickstart:sub":"test"}}

H
/

AME Hz2E g5 o2 498+ At

o5 Al & Blz= AWS(Amazon Web Service)oj+] =g 5 =] &1l



2%. CEPH OBJECT GATEWAY ¥ S3 AP

Keycloak-2 F 0] 507 2] 4]+ &) 27} ¢+ OpenID Connect ID 3*7<}IDP)= &3 3 + ¢
w4

5§ 5= 719 Hr 27 12844 1] .

5 5= o] o Z7]= 25629 1] .

Bl 7 &= 12 aws: Z A ZFeF = glsy o

H QF = A] ]~ o] g gt XFA] oF 1] &2 Red Hat Ceph Storage 7} &1} 7}o] = o] H QF &
AlB] = 7S FEH A L.

| =4

2.3.12.1. g/z 7]

et

N Y EE G A JH o AFEF 7 A= v A Y

Mo

o2

o]
%

aws:RequestTag
49

2Fo) HGE 75 4L o8] Iz FA] 7]-5k B v G .

AssumeRoleWithWebldentity <] 737 <] & {2 g =]+ 4] & B 2& aws:RequestTag
Z AT 5 s o] AlH gl 2= ¢ EF 4] Keycloakdj 4] Ag-g 1t} 47502 7
o g o] Al§ A= o 82 71§ & = gk

aws:PrincipalTag
49

FA o A2 H 7]-zt S FH2] 7]-7 FF 6|2 g .

AssumeRoleWithWebldentity 2] 7 -2 A4 g 2= AF&R}7F o155 ™ JA] 217 S5
T "B z2 FAH Y. o]2] el Al H e 2= ¢ EZ 4] Keycloako 4] deH o). g Ast g

# o ] aws:PrincipalTag = A}-& & + Y5
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iam:ResourceTag
49

2l 2o] 912 H 75l B-& FA] 75 H7 vz g o

AssumeRoleWithWebldentity ©] 77 & gro]] 12 H g 27} 2] & o] o &z} v] w5
o] AF&AI7} G- g e - Sl

Ceph Object Gateway+= o] || % &of gj3t 8]z =g, 1} &, 8]z 4] =¥
o =] ¢l517] 9 RESTful APIE =] €3] ol

AWS:TagKeys
dg

Q23 gl 25 FA o ez v] g

AssumeRoleWithWebldentity o] 7 -7 A& X7} & a2 7}g5)7] Foj & =2 F 2 =
= det JHo)A] 5]z 7] 5 FolatE b ALgH

s3:ResourceTag
49

)
N
[
e
fo
]
&
Int
NS
[
W
A
B>
%
Ky
3

= H25 9

&

o] #et § 42 B2} W F )

Ceph Object Gateway <l 4] S3 %}9]2 50l 3}i= t] A1-& & 5= 1] ). 221} o= AWS
oA 5] & ]l

oHAE T plFlo] AdFH B 2E FZl= g AFEHE= 7] Y1) gl 2= 53l A}
& 7}5 3t RESTful APIE A1-&35lof 9 HAE rX= nlFlo] A4 5 951l

2.3.122. S3 2]~ E 7

5% g9 5L fla] A HHE=8S3 22 g2 5L HoF .

Mo

0o 22
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Bz 53: QHAE gl 7
9
GetObject,GetObjectTags,DeleteObjectTags,DeleteObject Tags , DeleteObjectTags

JInitMultipart, ‘'ListMultipart , 'ListMultipart,GetAttrs, GetObjectRetention ,
GetObjectRetention,GetObjectRetention, GetObjectLegalHold,GetObjectLegalHold

Bz %3 : Bucket B =z
2]

, GetBucket Tags,GetBucketTags,DeleteBucketTags , GetBucketTags
,GetBucketReplication,GetBucket Versioning,SetBucketVersioning,GetBucketWebsite,
SetBucketWebsite ,SetBucketWebsite, DeleteBucketWebsite,StatBucket,ListBucket
Logging ,GetBucketLogging,GetBucketLogging ,DeleteBucket Location, DeleteBucket
,GetLC,DeleteL C,GetCORS ,GetRequestPayment, SetRequestPayment FlexVolume
Policy,GetBucketPolicy,DeleteBucketPolicy,
DeleteBucketPolicyLock,GetBucketObjectLock,GetBucketPolicyStatus,

GetBucketPublicAccessBlock,GetBucketPublicAccessBlock,DeleteBucketPublicAccessBlo
ck

Bz %%: W2 ACL| tj 3t v] %] B 2, 9 H A E ACL9] 9 B E 5 2
39/

GetACLs, ACLs

HzZ7%: 42 9HAES] 9OHAE g 7, 4§ 519 v]Zl 5 =

FlexVolumeObject,CopyObject

2.4.83 WA Y
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H 7] Z}o]Z Alo| F nrRzxo gAY expiration, NoncurrentVersionExpiratio
H n 2 AbortincompleteMultipartUpload =]

%
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Bucket Lifecycle 2+A] A H
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71 3 e
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2.4.1. 217 27 AT

[}
/3 59l Red Hat Ceph Storage 2] ~E].

RESTful Ze}o] ol E.

2.4.2.83 vjzl 4E 4y

B Z ol A vl A G S Yo & 74 o= Red Hat Ceph Storage Object Gateway S3
o] ¥l £, ObjectCreated ¥ ObjectRemoved 7} Sl t]. o] & A A]s)oF }lr] BIZ AH L B gjyol
. w A 2E-S S3 2 9.

s3:objectCreate 2! s3:objectRemove o] Wl E o] ] st v] %] &2 44351zl W PUTLS A1-& g1}

o A

client.put_bucket_notification_configuration(
Bucket=bucket _name,
NotificationConfiguration={
"TopicConfigurations': [
{
'Id’: notification _name,
"TopicArn': topic_arn,
'Events': ['s3:0ObjectCreated:™, 's3:0ObjectRemoved:*]
W)

Red Hat2 t}]537 72 ObjectCreate o] ¥l E(<f: put,post,multipartUpload, copy )
= x]-¢ ¢}/ }. Red Hat:2> object_delete & s3_multi_object_delete 2} 72
ObjectRemove o] ¥l E = x] ¢l g}1]]}.
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Malformed XML
=
XML o] #] o] = =2 = =] &ls1])
400
Ay Z=
InvalidArgument
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7 Id == ~2Hd 74 ARN == 7
404
Ay Z=
NoSuchBucket
=
B] Zl o] EAY ]2 &1l
404
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NoSuchKey
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FAF EANFA Gt

id="s3-get-bucket-notifications_dev']
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Get /BUCKET ?notification=NOTIFICATION_ID HTTP/1.1

Host: cname.domain.com

Date: date

Authorization: AWS ACCESS KEY:HASH OF HEADER AND SECRET

o A

Get /testbucket?notification=testnotificationlD HTTP/1.1

Host: cname.domain.com

Date: date

Authorization: AWS ACCESS KEY:HASH OF HEADER AND SECRET

S5 o

<NotificationConfiguration xmins="http.//s3.amazonaws.com/doc/2006-03-01/">
<TopicConfiguration>
<ld></ld>
<Topic></Topic>
<Event></Event>
<Filter>
<S3Key>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Key>
<S3Metadata>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Metadata>
<S3Tags>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Tags>
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</Filter>
</TopicConfiguration>
</NotificationConfiguration>
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HTTP &4
404
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NoSuchBucket
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gz #Xl/‘: S3 o+g API2] 3+3 9]}, vl Zl o] F o] H A4E-L nZlo] AA]E u Al
HAo & gle dH(4: o] "‘Xl/)e" Aol = XS L2 e HA e

I
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g 2 ArA) 5l Wl DELETEE Al-& ¢ tl.

I DELETE /BUCKET ?notification=NOTIFICATION_ID HTTP/1.1

o A

I DELETE /testbucket?notification=testnotificationlD HTTP/1.1

2% JdeE
notification-id
=k
gl o] o] Z 9], A ID7} A *H A o v Zlo gt BE g o] AAFH ol
%
22
HTTP &4
404
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NoSuchBucket
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B Zlo] N 26}= F 7FA] B EJ) g A wA 2 7] E 3y v 3L URIA] F -39 o g =]
= g

o A

GET /mybucket HTTP/1.1
Host: cname.domain.com

GET/HTTP/1.1
Host: mybucket.cname.domain.com

YA By ol = H]-§& o] Bo] == Euj ol 15 ® DNS 9} J =71 =7} F 2 317] mj# o Red Hat:2 A

2.4.6.53 2= 0
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GET/ &= AF&217F 2 F ¢ o] Z H52 ptagi . GET/ = 158 Al 7} A5 8 vz vk vhgl
Lo 9F 23S & 7 fwi.

T

&

GET/HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

# 23 &H AEH

ol5 3 A

LI EA " ol W7l E 50 AdeolyYdyh
bucket ZAd ol W7l A28 e oy Yyt
ol & A S EARCIE= L AR
CreationDate g W Zlo] A H UTC Al 7+ Y o

ListAllMyBucketsResult 718 o] Aol HH ol Yyt

283} AE o] w7l 257 ID 2 DisplayName ¢] A g o] ¢y}
ID ] W7l &f-2ke] IDY Y T
DisplayName A W7l 2 Abe] Al ol F Py Th

24.7.S3 ]zl 9 HAE == o ulgsi] o).
WA A FZL o).

&

GET /BUCKET ?max-keys=25 HTTP/1.1
Host: cname.domain.com
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ListBucketResult o] = z} ¢ B E 7} Zel = g o]i] o] 9= ¢ BHA E} Zolx]o] gLl

F 27 9HAE ot} JEE

o1& R A

W& 2k oBAE Abolur

7 214 oBAES 7)Yt

LastModified s 9B A E 9| npx| g ¢y o] E Gat/A] 7+ U T}
etag ] 9 B A E o] MD-5 &j| A]. (entity Bf 1)

7] Ch eBAE] A7 AYTt.

StorageClass 2219 2 STANDARD = w3lsj o gty o).

2.4.8.S3 A B 4%

M A YT WAL Y5 E 2 FL 215517 H AF&A} IDS} 3E o AWS 42 7]
ID7} 9lo]of Frir). wAL 9] F Al A= YA 5= gl 1)

Constraints

oJpra 0z wZ] o] F& Erel o] F Ao 27 & mao} g

[}

WA o] F& ZHdl} F T
[}

WA o] F& 227 A He2 Zrio} Fh].
[}

v Z o] Fo= giA(-)E 28 7 Awi.

PUT /BUCKET HTTP/1.1
Host: cname.domain.com
x-amz-acl: public-read-write
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I Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

£ 2.8 m 7 W

x-amz-acl ACLS 494 private, public-read public-read-write, authenticated- 551
T AFU read

o

HTTP &%

2] o] Fo] A =7 WA A5 1§ HH] e F5 o] §FE T St o] 5 b
o] of ] EAF2 AL§ A} U]H A2 79 o] HFFLE WA o] Fo] o] n] ALE F 5
¢/ ] &) F)}.

Qo

HTTP Ag e 2=

409 BucketAlreadyExists H 7o o2 AL A ] A f-Hol o] m] A g Tt

2.4.9. S3 v/ 5] AFA]

WL AT HFZH o] ) A7 F F 0] 5L AT 7 ]

&

DELETE /BUCKET HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

#Z 2.9. HTTP &%

HTTP ¢ = 4w

204 ZHl=gl& wZlo] 2l A = A5tk
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HTTP Ag) e 2=
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2.4.10. S3 B Z] alo] Zrlo] Z

W R Bo] ZARO] Z 72 AFg e 7 7o) AAo) S H o7 A FHES AAE #E g 7 U
1] }. Ceph Object Gateway<] S3 API:= AWS 1] 3] 2} o] 3z AJo] Z ZF¢] o] 51¢] F g2 x]-H g

expiration: B Z] 1] o] x] ¢ HA E o] =512 Fo]gli]r]. Ceph Object Gateway~ ] ¢ H A E
& Ao} b del= AT E2) B e Y g vZldA vd Aa] 5 gy s} ged
Ceph Object Gateway 7} ¢ B EZ ¥ 7F 0 = A o]}, v ZloJx] Bl FH A2l & &4 3}51H
Ceph Object Gateway 7} T A vl & o] tj oF A} 4] v} & 44 F of 5 FAY v &S A4 g o}

NoncurrentVersionExpiration: 8] Zl vj] o A] 13- & 5}%] &2 Q@ HA E B] 7] 432 g o] g}
L}, o] 7] & A&l H Bl Zl o A] v]F A2]E g S8 oF gyl F A YA} Y el F
= o 57} £ 2 50, o] X7 j+] Ceph Object Gateway -} & 5}%] &2 Q@ HA EZ Al g}
L.

AbortincompleteMultipartUpload: o]= E¢8 ¢t 0} 5 B E Y2 =7 S5 7] dof gy
s}Eo]of 5fi= Y +F Fo] gt

2po] AP0 Z 4ol = < Rules 225 A1-§ 5= 81} o] §9] 73] o] g1

o A

<LifecycleConfiguration>
<Rule>
<Prefix/>
<Status>Enabled</Status>
<Expiration>
<Days>10</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>
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ZJo] ZAJO] Z 3732 BJo] ZAJo] Z 7 F o 4] 2]’ 5}= < Filter > 2 25 7]pl0 2 u]Z] o] BE 74
wE 39 Fool 48T 5 etk geke Wy oz JEE XY F 5 Ak

7] FFA

7] FFAL B S o] §9] e HAE B2 & ]

7] FFA

7] o] F HFARE ZIvke 2 @ B E 9] 519 F oo efo] ZAIO|Z 7 F & HE& T 7 Agt AE
Eo] <keypre/ >& =]g 5}H keypre/:Z A] F}5}i= ¢ HA Eof & &F1]d].

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>keypre/</Prefix>
</Filter>
</Rule>
</LifecycleConfiguration>

2 7] HFAFE AF§ 3] L HA Eo] G E Bfo] ZAlo]Z 77 L AT = g,

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>keypre/</Prefix>
</Filter>
</Rule>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>mypre/</Prefix>
</Filter>
</Rule>
</LifecycleConfiguration>

PHAE B2

<Key> ¥ < Value > 2 2 F5 Al-§3}of 57 g]27} Ql+= Q HA Eofjul glo] ZA]o] ZF 73S X g5

+ Azl
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<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Tag>
<Key>key</Key>
<Value>value</Value>
</Tag>
</Filter>
</Rule>
</LifecycleConfiguration>

HFAL ” S o] 59 B2 F o
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Bpo] Ao Z 7 F A= 7] A rf o] §9] B 2E FJvro = HEE A YT 7 Ao,
<And>g 0] F& 27} 5]t 119 BEE FHFAL} hLpo) L 0 o] 4] 625 E§ T 7

A&

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<And>
<Prefix>key-prefix</Prefix>
<Tag>
<Key>key1</Key>
<Value>value1</Value>
</Tag>
<Tag>
<Key>key2</Key>
<Value>value2</Value>
</Tag>

</And>
</Filter>
</Rule>
</LifecycleConfiguration>

W R 2po] Ao Z 714 2 7)o T g 4] & ) -2 Red Hat Ceph Storage 7j 2=} 7}-0] =

2 gz AL.

B]Zl 2} o] ZAlo] Z WA o) g 3t x}A4)] oF 1f]-§&-2 Red Hat Ceph Storage 7} <} 7}o]= & &

ZEHA L.
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https://access.redhat.com/documentation/en-us/red_hat_ceph_storage/4/html-single/developer_guide/#s3-create-or-replace-a-bucket-lifecycle_dev

Red Hat Ceph Storage 4 7] &#} 7}o]| =

B]Zl 2} o] ZAJo] Z AFA] of O 3t x| 4] 3t 1)]-§-2 Red Hat Ceph Storage 7} &z} 7}o]= & &

ZEFHA L.

2.4.11. S3 GET W% 2lo] ZA}o] 2

2 2po]ZApo] Z-& 714 9 2T GET & A1-§-9] t 3 W22 =8 g,

&

GET /BUCKET ?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

27 3d

24 3F 1] £ Common Request Headers & Z-Z 5} 4] 4] 2.

TH

SHA= vlA 2lo]ZAlo]F R 3T 2427F ¥FHFH .

2.4.12. S3 B} ] 2}o] 3 Alo] ZL YA 5EA L} ZA

WA o] EApo] F2 Y4 AL} Al 5 H PUT 2 ALgshel tf 3 W o 2fo] ZALo]Z 742 4]
% g1/ 7. Ceph Object Gateway:= S3 20| o] Z 7]%-9] 349] 7 82t 2l 3] o}

&

PUT /BUCKET ?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER AND_SECRET
<LifecycleConfiguration>
<Rule>
<Expiration>
<Days>10</Days>
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</Expiration>
</Rule>

<Rule>
</Rule>
</LifecycleConfiguration>

#210. 2F &l

content-md5 base64 = 21T ¥ H A] %] 2] MD-5 3} A] 2 4yt 7] s
SARL= Bk e A of 2
Aol flEY ok

vF=] o] Amazon S3 2 7F 3] o g F 4] oF 1j] &2 Red Hat Ceph Storage 7] ¥<} 7}o]

B A2,

Amazon S3 B[l g} o] ZZA}o] Z 9 L g x}4] ¢t 1ff-&-2 Red Hat Ceph Storage 7} Y=} 7}o]

= 2 FEaHAL.

2.4.13. S3 v/ Z] 2}o] Z A} o] Z AFA)

v]Zl 2l o] ZAo] Z & AlA5}2] W DELETE & A3} o v]z& x| gl o

&

DELETE /BUCKET ?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET
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Amazon S3 Y39l & ¥ Z=9] 5 B E FX5§AL.

2.4.14. S3 v} %] 9] 7}=]2 7]

v ¥ 25 dYg . o]F S5 H AT} v Z L3R of gl PUT 23 39
LocationConstraint & A g*3} o] v|AE F 4 27 Aot T A&t

location subresourceE t}5-7 ZFo] vjZl 2] 0 Fo1gh] .

&

GET /BUCKET ?location HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

HZ2.11. &F AEE

°l& R v
LocationConstraint 29 W7lo] Qe P 28, 7| o 1] ¥ Bad

2.4.15. S3 ¥ A v A #=&]
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&

GET /BUCKET ?versioning HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER AND_SECRET

2.4.16. S3 W% & Az

o] 519] Bt F]E WAL WA Be] FEE HF G AP WA Be] FHE e
WA 2FA o] of Gk wd Be] FE 7} Ao 4FHA e 79wl Be] FH7F Q5o GET
Wl B2 23S +YHNE WA A2 Yo G-g vl g

vjZl vl He] Yef 29

Enabled : v]Zl o] 9= 7)Ao g ¢t v] & #e]E 3} gL] o). vjZl o] F7}H 2E © HA Eodj
73 Bl ID7} B of g1, suspended : v/ Zl o] 9= ¢ BA Eo] gjst v]x #2]E v] Y 3}g]ol. B
Ao F71d mE 9 BHAEX v ID nullL 5213 .

&

I PUT /BUCKET ?versioning HTTP/1.1

3 212. B/ Q& AEE]
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VersioningConfi A o] 84 gt A el Yy
guration Y

“SH
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pARe:) H 7] 9] versioning A E] & A A T Ut} F 2 3 3k Suspended/Enabled

2.4.17. S3 get bucket access control lists

WA WA= Ao] BES HAFG T A= WA LA o] A1} v Zlo] v 3 READ_ACP & 3]
Hof Hofo} g1},

&7 2ol acl 5} 9] 2|25 A 2F o F7Fg .

&

GET /BUCKET ?acl HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

#2.13. &H AEEH

ol 4 A
AccessControlP Z1 g o] SgS 93 Aol ygd YUk
olicy Y

AccessControlLi 218 o] ACL A B th3 AdlolddYth

st Y

22 2 o] W 7l 22 ID 2 DisplayName ¢ 7 &) o] g1 o}
Y

ID BAE ¥ 2729 IDYY T

DisplayName =44 W7l kel A o] F Yy
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oI5 3 A

o Z"e] A 2 A A5 9% AE oY,
Y

o 7€) ©] A3 o= =28 AHe#12] DisplayName 2 ID of) th 3k A8 o] 9 Y
Y o}

Rakis =249 Grantee W7l Fo® AU

2.4.18. S3, bucket Access Control Lists

A4 2 A o] & 7] & WA ol 47 gk WA 33F0] A1} v Zl o tf 3 WRITE_ACP € #o] o] 5
o] of g}1] .

o237 7] acl 5}9] B2~ E WA 23 F71E o

&

I PUT /BUCKET ?acl HTTP/1.1

¥ 214. 23 JdEE

e
olg %8 A9

AccessControlP Z g o) oA A3 Aol dYch
olicy Y

AccessControlLi 218 o] ACL A B th3 AdlolddYth

st Y

22 2 o] W 7l 22 ID 2 DisplayName 2] 7 &) o] g1 o}
Y

ID BA4E ¥ &2FAe] IDYY T

DisplayName =24 W7l fAbe] A o] F Y Th
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oI5 3 A

o Z"e] R R A A E 9% AE oY,
]

o 7€) ©] A3 o= =28 AHe-#1<] DisplayName 2 ID of) th 3k A g o] 9 Y
Y o}

2.4.19. S3 vz = 71X 2 7]

WAl 45 cors 7§ FuE FAFUTH A= WF & Aol A1} WA v ¢ READ_ACP
#glo] $ojHo]of Fr]r.

o}2-# gro] cors 519 ]2 25 Bl Q F o] Folg ot

&

GET /BUCKET ?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

2.4.20. S3 put bucket cors

WA 2] cors 724 4 Gtk AFEAHE W Z £fApo] A1} v Zl o] o] i READ_ACP # g0 H.0] 5]
of of gt}

o5 2ol cors 5}9] 2] F vlZ 2 o FoFg o

&

PUT /BUCKET ?cors HTTP/1.1
Host: cname.domain.com
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I Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

2.4.21. S3 bucket cors 2}

W Zo] 474 H cors 74 1 & KA L] . AFEAE v F &3 0] A1} M Z o] o] e READ_ACP
#gto] Hajso]of g,

o5 2ol cors 5}9] 2] F vlZ 2 o FoFg o
T

DELETE /BUCKET ?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

2.4.22. S3 list bucket ¢ H A E bzl

W ] = A W) e WEt]o]E B2 wretgh] . wZlo] ¢ READ o4~ dglo] .2
gk

o}S- o] versions 819 2|25 Bl 2 F o FoFg ]

&

GET /BUCKET ?versions HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET
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GET /BUCKET?versions 9] tjj st o 7] vl =& X] g s}

I 2.15. g7 ¥+

QA ok o] 5= 5] ]

ol 3 A4
A5A A} AAA JFA A7 E2TE 717 = 18 T2 d2=5 gy
[e=]
delimiter A HFAR UHA] @ BAE o] F 2] P& 7| Z Y YT
[e=]
key-marker =7 HEE F59 Az ek Py ok
[e=]
max-keys A A8 FA Hd 2= FAYTE 7123210009 Y o
version-id- 2 225 A2 A WAL A A TG
marker g
£ 2.16. &5 A EEH
ol& 3 A4
KeyMarker 2 key-marker 2% viyiH T2 A€ 7] wpA (A= A )T
o=}
NextKeyMarker w2+ IsTruncated 7} true <1 7§ 34 2 3 of] AFE- 7] A YY)
[e=]
NextUploadidMarker =22 IsTruncated 7} true ¢l 7 ¢ & QAo AR S YR = ID A YY)
= =3
IsTruncated Be  trued 49 WA gEE Fdx HH A EvkusE Ut
A7) AF JRz="E RE I/YYUYG
DisplayName A a2fAe] 24 ol 4T
[e=]
ID A} 22 DY Y o
[e=]
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olF 3 A

283} A SBHAEZ 483 21-821<] ID 2 DisplayName ¢ o g+ 78 o] 4 ¢
oy Yt}

StorageClass 2 A3 eBAEZ AgstE d AHe s E U gyt STANDARD ==
| REDUCED_REDUNDANCY

HA 72| HA AR HeH oY Jth
oy

versionid Ak eHAE] A IDIYT
[e=]

versionldMarker A ZYE g A 7] A Y Y Th
[e=]

2.4.23.S3 5= WA

WA o)A HEADE 5 & s} o 5 Wzl o] EAh==] 9} 5 &0 JAl= Agto] =] golgrh.
W o] 97 5ol A4 €] 210w 200 OK & vl §f1] ok wZo] gli= 75 404 Not Found; 1]
o] EAY5Hx] 5k 5 Z =} 4= 7 o] gl - 403 Forbidden ¢/1]t}.

T
HEAD /BUCKET HTTP/1.1
Host: cname.domain.com

Date: date
Authorization: AWS ACCESS KEY:HASH OF HEADER AND SECRET

2424.S3 55 03 JE 9=

GET /2uploads = #4] A9 59| 15 HE Y22 £22 pha g 5, JFel7 ] Ho] HE] 7
E Y 2Eg A w2 o s BE Y2 EE BRI Gt

&

I GET /BUCKET ?uploads HTTP/1.1
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GET /BUCKET?uploads oj tj] s+ vjf 7} ¥ 4=

FZ 217, o7 W

ol & +3
At w7

[e=]

=
delimiter T2

[e=]

=
key-marker E=}

[e=]

=
max-keys A
max-uploads A
version-id- 2
marker e

¥ 2.18. & H AEE

£ A3 g 5 A vk A G o= D2 5A ]
4]
148 AEAEEE A7 Qe A F dREE wag T

SEREE PP R RIS

A% 29 H) P2 FYY ) 7] 23410009 U o

Hol 9 HE J2E FAYT1-10002] ¥ APyt 7] 252 10009 Yt

o) O

key-marker 7} 2] 4 =] %] ¢k-& 79 F AU hID <

A Aol wat AbA &
sz Uugdad A Uy g=2=9ID & AP

ol & 3 44

ListMultipartUploadsR  z18  ZA3}o] g A g ol dth

esult o]

ListMultipartUploadsR &2  HFA o3 vi/lis2 A48 HFA 9U TSl E 4$).

esult.Prefix g

bucket R EAR T B = R EA TR =
o

KeyMarker w2 key-marker 2% v/l 4R A 7] vhA(J= A )P YT
o

UploadidMarker w2+ upload-id-marker 2% v/} W= AAHH wpAJUTG (A= A 9).
o

NextKeyMarker &2+ IsTruncated 7} true <1 74§ 54 2 o] AH8-3 7] wpA U
o
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olF 3 A

NextUploadldMarker £7  IsTruncated 7} true <1 7 §- 32 2 o AlE S 2= ID A JY
e c}.

MaxUploads 4%  max-uploads 2% i/l ¥+ A4 E Ho =AYt

T2k A AR A HFAE Y@ 2 B4 7 CommonPrefixes &= o)
e EAEY S

IsTruncated & truedd A WZle 2 Frl= A E N EVE RS Y

A== A H 7] Uploadld InitiatorOwner StorageClass 2 Initiated & 4~<] #
o] Hloly Yyt

71 4 OEFEdERDVIUEEYE LEAE 7dYH
o

Uploadid w2 g R dR=s AEsi=ID dyt
o

oy Aol o]H 28 dR=E A& A1820] ID 9 DisplayName & ¥ 38k o,
o]

DisplayName A oJyAlddlolE o] HA] o] F Yt
o

ID 2 oyl H ¢ IDY YT
o

297} A JdrRedE QHAEES 43 AH221<] ID 2 DisplayName o o g 71

SER S EDE =

StorageClass 2 A3 2BAEZS AgstE d AHS s E 9 d Ut STANDARD ==
| REDUCED_REDUNDANCY

R R gt AR QR EE A F S G Aol A7 Y o

CommonPrefixes 7| oA LBEAE FAg FFAVE 2EE A o] B A FHYTH

o|ui

CommonPrefixes.Prefi A} HFAF 23 w7l Wdd Fo)d HFAFFe A= 719 39 A8 9y
X d c}.
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2.4.25. S3 v A g A

Ceph Object Gateway+ B/ Zl o] -85 Amazon S3 g ¢lo] 9] 5]¢] g2 =4 grl.

4y 2 A7

Ceph Object Gateway+ radosgw-admin CLI & A} &3] &7 3+ S3 <
42 gl gl

of

sl S3 Bucket

#e] 2= s3emd 532 AFg 3ol J AL HY A HAEG 7 gl

o A

$ cat > examplepol

{
"Version": "2012-10-17",

"Statement”: [{
"Effect": "Allow",
"Principal”: {"AWS": ["arn:aws:iam::usfolks:user/fred"]},
"Action": "s3:PutObjectAcl”,
"Resource”: [
"arn:aws:s3:::happybucket/*"

]
H
/

$ s3cmd setpolicy examplepol s3.//happybucket
$ s3cmd delpolicy s3://happybucket

A et A}

Ceph Object Gateway+= t}5 S3 29 7F x] g g1 cf.

s3:AbortMultipartUpload

s83:CreateBucket
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s3:DeleteBucketPolicy

s3:DeleteBucket

s3:DeleteBucketWebsite

s3:DeleteObject

s3:DeleteObjectVersion

s83:GetBucketAcl

s83:GetBucketCORS

s83:GetBucketLocation

s3:GetBucketPolicy

s3:GetBucketRequestPayment

s3:GetBucketVersioning

s3:GetBucketWebsite

s3:GetlifecycleConfiguration

s3:GetObjectAcl

2%. CEPH OBJECT GATEWAY ¥ S3 AP
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164

s3:GetObject

s3:GetObjectTorrent

s3:GetObjectVersionAcl

s3:GetObjectVersion

s3:GetObjectVersionTorrent

s3:ListAlIMyBuckets

s3:ListBucketMultiPartUploads

s3:ListBucket

s3:ListBucketVersions

s3:ListMultipartUploadParts

83:PutBucketAcl

s3:PutBucketCORS

s3:PutBucketPolicy

s3:PutBucketRequestPayment
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s3:PutBucketVersioning

s3:PutBucketWebsite

s3:PutlLifecycleConfiguration

s3:PutObjectAcl

s3:PutObject

s3:PutObjectVersionAcl

27

Ceph Object Gateway = A}-§-3}, 25 = o gho] tj g § 5 4152 A 21514 eri]
.

Ceph Object Gateway= Amazon 12x}2] 75 ID tj{l RGW 'H] Y E' & Wz} A} & §1] ]
AWS(Amazon Web Service) S35} Ceph Object Gateway S3 719 5 -2 Al-& 32 = Ceph Object
Gateway 2] xl-= Al x5 A4 8 g Amazon 7§ IDE ] E IDZ A}-& 35 oF g1,

AWS S39] 4] = 2 E glHUEF} T g 2Fo]AE F5 g1l &= o Z Ceph Object Gateway
= B E HYEJ BlZ o] XA ] JLuo]AFE AFgY . HA O-E g Y E £5]+= n]Z]of Hi=3]
Z] 22 5}+= Ceph Object Gateway Z =} o] ¢1 E= S3 2 3 o] 4] tenant:bucket © Z FF x| g3l of gfr]
.

T

AWSOA] WA 942 oF2 AF ol tj et a2~ A g Fel g 5 gon] ag AF &R AE
Ae2 71 Y AF§ A A2 AL Fe] & 4 2 #1] . Ceph Object Gateway = o} AF§-3},
G W 25 AL A UFN omE AY £ AE AFGAPA HF PAZ A2 ol oF 3
1) of.
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WA ek A AF BA= dee Sojatel T A 2] 2E g A A=
#glo] Soj F1jh.

2

aws:CurrentTime

aws:EpochTime

aws:PrincipalType

aws:Referer

aws:SecureTransport

aws:Sourcelp

aws:UserAgent

aws:username

Ceph Object Gateway ON-2 ListBucket 29/ )] djsf o}% &

Y
X
Uy
)
A,
e
)
N
3J

s3:prefix
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s3:delimiter

s3:max-keys

Swifto] r] x|+ ¥ 3

Ceph Object Gateway= Swift APl 4] v Z] g A& HF sl 7] & A& olA] e 22/} S3
API govern Swift & S3 2} 9] © 2 Hgd v]Z JL oL P

Ceph Object Gateway+= g & o] X]-g € ¥ oF A 2] v 5lof Swift X}-4 5 F 37 A gl

2.4.26. S3 vzl "] o 2°F HA 7¥E A5 H T

requestPayment 519 2] 222 Al&al] W o) 23 AA] 7AL ATk AFEA= WA 27
o] A1} W o o $ READ_ACP #3to] o] 5 o] of §1]r}.

r}-2 7 zFo] requestPayment 519 ] 22 E Bl % Q 3 o Fo}g] ]

&

GET /BUCKET ?requestPayment HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

2.4.27.S3 B Flo] R F AA 7L HF

requestPayment 51-9] 2] 228 A1-§-31] WA o] 23 A 74L A JEH oz wZ &
BAE HRA L2 Eo tja] 1] EL AEFTE o] 74 A HFE ALE S WA LA T
2EZ 275 Algo] WA 27 @ Ho]H gerEE g6 HAHER Y 5+ Asr

r}-2 7 zFo] requestPayment 519 ] 22 E Bl % Q3 o Fo}g] ]
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&

PUT /BUCKET ?requestPayment HTTP/1.1
Host: cname.domain.com

#219. 2 F dEE

ol& 3 A

payer enum 29 9d 23S v AESY 858 SHIEE NG P
RequestPayment 71| o] Payer A&l ol Ut

Configuration =

2.4.28. ZE H|YE vjZ] ZF¢]

Zelo] 91 E o Fe]F o] i o] v]Zl o] A28l FiF FF AFEAFL] AFF FH e 2 ZE ¢ ). Red
Hat Ceph Storage Z 2] 2 E]oJA]+= EE Al X7} HHUEo] ¢ ). A& o 2 7E BZ] ZF¢ =
B|HYEZ} FA|F o2 X gE=] L F-7 A =Eo ¢hAF g EF} Qlgt] . mjefi] F2H v]A 7
AL&AF7} & 3t B E o S5 3¢ WE] HHA]= o] d de]=9 2LH 5] o] d v Hd 7 S

G4 HUEE NGt A8 H = 88 752 AHEH ZEEZ B A5 A 2Hd iz EF.

g oA FE EAE HHES WAL PR gy 4F URLE 023 251t
I https://rgw.domain.com/tenant:bucket
vt Zhekel Python o Ao A= ]2 W A oA el E S} v] 72 ¥ 2] gk

o A

from boto.s3.connection import S3Connection, OrdinaryCallingFormat
¢ = S3Connection(
aws_access_key id="TESTER",
aws_secret_access key="test123",
host="rgw.domain.com"”,
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calling_format = OrdinaryCallingFormat()

)
bucket = c.get_bucket("tenant:bucket")

1 74

F2E o] Fo] FEoJi} vjF o] FR5A FL OfE |5 EFgEH T AL
B2 JE gYAE A& 5= 83 25 Y of9] Eu oS A& 7 At 7] 7HE AFE-SF
w 7 5ol #Fo] i1l nj2lA] bucket-in-URL-path & 2] 2 ZE] g A] 2] g}7] A}
&3l oF g

AA o &2 HE] I EE FE A L.

2.4.29. &7} g] 2=~

[
B Zl ¢ Alo] E g o ] 3t 2} Aj 3t 1] &2 Red Hat Ceph Storage Object Gateway -+
g Fz] 7po] = F FRHAIL.

2.5.83 e HA E 9]

7)) ¥x}= Ceph Object Gateway = 53 Amazon S3 o Zz] 7] o] & ZZ 221 9lEl # o] ~(API)Z A}
&ofo] QHAE ]S =3t + QG

o2 Ho= gh-2] ¢ §e 9} 77 2B A =] o g Amazon S3 75 F¢]o] 115 ]t

F220. oHAE 2

SEE
QBAE Fu 7HA 27 BEE
o HAE X REE
QuAE Az BEE
ole] QA E Az BEE
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Red Hat Ceph Storage 4 7] &#} 7}o]| =

A4
QHAE ACL 714 2.7] 2]
9B E ACL %7} PR
LHAE HA} A 4H
SHAE A 4H
SHoHAE A AH
Multipart Upload A] & A AH
Multipart Uploade] X8 37} A
Multipart d 2= B2 44 A
assemble Multipart Upload 244
Multipart Upload 2 &} 2 A4
Multipart Upload % A
Multi-Tenancy A4 H

2.5.1. AL L7 ALY

[}
449 <9I Red Hat Ceph Storage Z 2]~ E].

RESTful Ze}o] ol E.

2.5.2. S3 v/ F] oA ¢ BAEZ 7}x]51]r].

WA 9 BAEZ ZA5h]T],

b

&

I GET /BUCKET/OBJECT HTTP/1.1
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versionld 3} ¥ 2] & 2& F715fo] 58 vl 2 B ES Z 4 g

&

I GET /BUCKET/OBJECT?versionld=VERSION_ID HTTP/1.1

#221. 2F &0

LR AAE @ BAE o MYt} W $]: bytes=beginbyte- e
endbyte

if-modified-since E}S) 2Bl o] 3 WA H Ao vk 7S Timestamp ge
Y t}.Gets only if modified since the
timestamp.

if-unmodified-since BFQ] 2B ST o] F A A ok A g-olwt Timestamp ol
7FA g T

if-match ETag 7§ & 7} ETag e} & %] 8} 73 9-of qt ANEE B2 N
7HA sy o

if-none-match ETag 7§ #| 7} ETag 9} & %] 3} 73 9-of] 1t AEE B2 A=
7FA g T

FZ222. g4 3 H

°l& v

content-Range tolEl M9 23 o range 8ol 2 =7 A A A Ao vk wkskg Ut}

X-amz-version- WA ID E= nullE wkskshy o}
id

2.5.3. S3 7 A ) Tj ot F B 7}A 2 7]
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Ao o ot JH EZ vrE gl o] 2 32 Get Object 2 37 53t 5] §HE vlslsi=] vk 7] A o
o] E] 5] o] Z =7} o} e} o] €] 7F Z gl

I HEAD /BUCKET/OBJECT HTTP/1.1

versionld 3} 9] 2] £ 2&F Fo}6}o] 5 vl @ gjel Fu 5 FA g

&

I HEAD /BUCKET/OBJECT?versionld=VERSION_ID HTTP/1.1

#2283 2% &9

W 9 7AAE 0 BAE o Hdt) H 9]: bytes=beginbyte- e
endbyte

if-modified-since E}Y 2B o] & HAH Ao vt 7L A & Timestamp e
Y t}.Gets only if modified since the
timestamp.

if-unmodified-since Bl 2Bl T o] & A K] & Aok Timestamp 7S
7HA U o

if-match ETag 7l A 7} ETage} & %] 3h= 7 -0l T+ AEE B2 A=
7HA F Y o
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o

AEE B2 b7

if-none-match ETag 7R A 7} ETagel & X 3t 74§l
7HA F Y o

r\:l

H#224. & 4

ol g v
X-amz-version- WA ID E= nullE wrskshy o}
id

2.5.4.S3 HjZlo] 9 HAE F7}
W Zlo] o HAEZ Fo1g] o). o] 39S g5t w o gj e 27] Fgto] go]oF Fil.

&

I PUT /BUCKET/OBJECT HTTP/1.1

# 225 2% &

content-md5 base64 2 99 H 1| A X EAL AUk 7 B3 e Ak 2 A0] glsyth g
°] MD-5 3| Al YJ Y t}.

content-type X F=MIME #3844yt R E MIME #4. 71 23} binary/octet-stream NS

x-amz-meta-  Ap&2} W Bl o] B, @ B4 8kb 7}#] 2] B Utk 7| Bk 9L 9

<L EZ g Urh

x-amz-acl AlZ gk = 9l ACL. private, public-read, public-read-write, e

authenticated-read

H#226. &4 dH
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ol & v
X-amz-version- A ID =& nullE viskshy o

id

2.5.5. S3 7 A 2}A)

NAE A A g o} g B 319 WRITE 7 ¢to] &g 5 o] glofoF gt

HAE A g ) @ HAE Bl Aa] 7} g EHo] Qlow upAZ P gL

&

I DELETE /BUCKET/OBJECT HTTP/1.1

v #a] x] 9o HAEZ Az sla]H versionld 319 2] &= & ArA] e 9 H A E o] vzl
gt

I DELETE /BUCKET/OBJECT?versionld=VERSION_ID HTTP/1.1
2.5.6. S3 of 2] 9 HA E A4
o] APl 32 Bl ZloJ4] of 2] @ HA EZ AlAg}r] ).

&

I POST /BUCKET/OBJECT?delete HTTP/1.1

2.5.7. S39) A1 7 A 2] ACL(J A= A o] 5F)E 71451 .

174



I GET /BUCKET/OBJECT?acl HTTP/1.1
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versionld 5} 9] 2] & #715)9] 54 v d o e ACLS Z45j1]ch.

&

I GET /BUCKET/OBJECT?versionld=VERSION_ID&acl HTTP/1.1

FZ227. & 3H

°l& A

X-amz-version-
id

WA ID =& nullS ¥Hsgy o)

3£ 228 & AEE

olg %8 A9

AccessControlP 7 H o] SHEE 93 AEHl oy A Ytk

olicy Y

AccessControlLi Z g o) ACL A ® o) th3 Adloldd Yt

st Y

282 74 o] 1B AE 442 ID 2 DisplayName ] A g o] g dych
Y

ID =24 SEAE LFA9] IDY YT
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o1& R
DisplayName =2
5o g o]
Y
o e el
Y
asgk =2

gk F-of 2 Al sk AE-#ko] DisplayName 2 1D of of ¢+ 21 8] o]\ Y 1

Grantee ¢ B A E o] A A A3}

2.5.8. 53941 7319 ACL(FA= o] 5%) 4

A QHAE vlFo] gjst e HYE ACLE 4%

I PUT /BUCKET/OBJECT?acl

#229. 93 AEE]

°l&

#4

AccessControlP A dl o]
olicy Y
AccessControlLi A E o]
st Y
A5A 718 o]
Y
ID A4
DisplayName =2
B Z1 g o]
Y
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=

SHEHS AT AElH A Th

ACL g ol th g 2| o] T

1B AE 442 ID 2 DisplayName 2] A g o] g dych
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ol #+3 Ag

o 2 o] A B2 215 AL8-#-<] DisplayName 2 ID of] o & 71 g o] 9] Y
5 t}.

A3t =g Grantee ¢ 2 A Eoj x4 5 Ast )

2.5.9. S3 7 A HA}
WA E FAFSFE H PUT & AFg-5l32 o ¢ v]Z 7 7] A o] 55 2] gl

&

PUT /DEST_BUCKET/DEST_OBJECT HTTP/1.1
x-amz-copy-source: SOURCE_BUCKET/SOURCE_OBJECT

#230. 2F &l

X-amz-copy-source a2 WFl olE + LEAE o] 5d Yt BUCKET/OBJEC S
T
x-amz-acl A Z ek 4 = ACL. private, public- Sy
read, public-
read-write,
authenticated-
read
x-amz-copy-if-modified-since = E}Y 2B o] T M A E Ao vk BALg  Timestamp SrE=y
Ut}
x-amz-copy-if-unmodified- B} BT o] B A E x| ok e 7 Qo qt Timestamp e
since E A T}
x-amz-copy-if-match QB AE ETag7} ETagel & x| 8= 4% QIETE] B2 SrE=y
o 2 = AL g o,
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x-amz-copy-if-none-match ETag 7} Al 7} & x| 8}A] e & 7 $-of 7+ & AEE B i

AU

o

£ 231. &H AEEH

olF 3 A

CopyObjectResult A oY S g 4o gk Ad ol g gyt
LastModified g s O B A E o ulR| gt =4 Il th
etag LR A 9B A E ¢ ETagy Yt}

<additional resource 2>

2.5.10. S3HTML 342 A]-§-5}o] Mo 9 HAE 37}

HTML 942 A1-g-31o] iAo 984 =g 275t o] ¢ & s atzvl WAl g 27] A3
o] glojo} #r]rh.

&

I POST /BUCKET/OBJECT HTTP/1.1

2.5.11. S3 23 541 3o

~

] 230] £ 212, HTTP i = 2 &5 & A}-§5}0] Bl 5= gi=x] o315 2 g 5= A1d 2
9] .
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I OPTIONS /OBJECT HTTP/1.1

2.5.12. S39)J 4] WE] HE 9=t A2}

05 JE 92 Z i A2 A2 —,—7f—r%§—§ F7}et g x]g gk = ¢l= Uploadld = w8l s}
32, FFES YLy, We JE QR E g5 Ee ¥ 7 sy
T

I POST /BUCKET/OBJECT?uploads

H#232. 2 §lH

content-md5 base64 & <1 F ¥ H| A A ERD AUt 7| 2k e Aok 2 1d0] 154 NS
°] MD-5 3| Al 4 Y th =

content-type X+ MIME 84y »E MIME #+4. 7123} binary/octet-stream ¢l &

X-amz-meta-<... A&7} W Ehe| o] H]. 9. B A 8kb 7}kA] o] FAFE YU T 71 3k gl e

> EZ AAE Yo

x-amz-acl A28 4 9= ACL. private, public-read, public-read-write, e

authenticated-read

£ 233 & AEEH

o
ol% %8 A9

InitiatedMultipartUploa 71 Aol o gk e o] Y Tk
dsResult oy
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& 3 49
bucket P eBAEZU=E ST WAYU
o
=
71 4 7l e asE AR ) (Y )Yy
=
Uploadid Bz gFE 2E¢z=2 4¥se upload-id o3 WA WEE A4 " DY
= Yeh(e 44)

72 HTTP 5] et e = g1t

3£ 2.34. HTTP &4

HTTP Z3H dH 2= A
404 NoSuchUplo A A E upload-id7} o] LB A E ] 7] 2 =9} A XA L&
ad

25.14.83 g5 P& g2 25

o3 g E ¢z JBZ 1]F5laH uploadld 314 2l 2 ¢ Z= IDE X]g g

&
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I GET /BUCKET/OBJECT?uploadld=UPLOAD _ID HTTP/1.1

3£ 2.35. &H AEE

°l&

#4

A

InitiatedMultipartUploa  #1¥) Aol 3 Ae ol Yt

dsResult ol

bucket 2 QHAE ZH2E FATFHAYYT
[e=]

7] A e MRS E (Y I (e A YUk
[e=]

Uploadid 2 OF REYE=E AdsiEupload-id o3 v A A€ IDY
4 (A= 3 9).

o] A] o] o] ] A9 9R=E A Fe AHEAHe] ID 2 DisplayName & 33y o
oy

ID 22} olYAloe]H o] IDY Yt}
[e=]

DisplayName A oy Alddlol§ o] 3 A| o] F YUY T
[e=]

297} A JdrRedE QHAEES &3 A2t ID 2 DisplayName o o g 71
oy Heoly .

StorageClass 2 AF eBAES sk v A8 Uy YUt STANDARD &=
e REDUCED_REDUNDANCY

PartNumberMarker 22} IsTruncated 7} true ¢l 3¢ 2 o A} &S BB mAJYL &
| 2L AAZ PHYh

NextPartNumberMarke  ##  IsTruncated 7} true ¢! 3% <& 2 3o A& opg B & np7 Ay

r 4 ok 550 Zutt

MaxParts A+ max-parts 27 v Hro] A E 2 Sl 5 &= A Y

Yt}
IsTruncated e trued A9 oBAEQRE Zel=9 &9 F gk vhskg Yt
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olF 3 A%

part A H| 7] Part InitiatorOwner StorageClass 2 Initiated 2 2~ ¢] g o]
oy Pk

PartNumber e HEYAEHS.

etag 2 SHES AHE gladY
|

7] e JEEEREY IA/NYYTG

2.5.15.83 ¢z HE xg

HEEH PF2 EolZ A e HAEZ YYsjo] O3 P& JE2E g

L
R

o3 JE Y 2EE e s W uploadld 51-9] 2] ® ¢ 2= IDE A]7F g .

&

I POST /BUCKET/OBJECT?uploadld=UPLOAD _ID HTTP/1.1

#236. 23 dEE

CompleteMultipartUpload ZH ol st ol e HEo 7 FAHE A oYYt NS
part ZA g o] PartNumber 2 ETag ol th 3+ A= o 4o} A+
PartNumber ey He] Ayt A
etag A JE dEE Yk A

3£ 237. &H AEE
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CompleteMultipartUploadResult 718 o]
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71 TAE
etag =24

2.5.16. S39Jj 4] 1} 5 HE ¢ 2= HA}

7]& @ BA EoA] Hlo]g £ 2 Ho]EE
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of\
&
N
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by
[
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e
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3
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A

H o SRS 9@ Anedyt

=
to
z
2
[t
1o
i)
B
[>
1>
il
=
©
Q
5
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i
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Bapsle] R g 9w
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R

& sl 2] ¥ uploadld 5}¢] 2] 2 ¢ Z = IDE =] g g

PUT /BUCKET/OBJECT ?partNumber=PartNumber&uploadld=UPLOAD _ID HTTP/1.1

Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

#£238. 2% &lH

X-amz-copy- £ M7l o]g W endE
source o] EJdYth

X-amz-copy- A2 Q BAE o A HALg
source- Hlo] E W oYt}

range

£ 239. &H AEE

BUCKET/OBJECT

range: bytes=first-last - 3 ¥ #j o} v} =] w}-& i}
T AR 70 alo]l E @ ZAIQUTE o & 9,
bytes=0-9 = & ¢] A& 10 Hlo| EE B A}3lE] =
g YJEFE UL

s
o

5
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ol g 3

{17
oF

CopyPartResult 7€ ©]
Y

t
n

SH 84 dis AH Y Y

etag 4G A REo ETagE wagh,

Mo

LastModified =2 SGEZF v o = H IR

s

wrgh gy o,

I Additional Resources

[ ]
o] 7] &l tj e A ¢ v &2 Amazon S3 Afo] EE FE 5l A] 2.

0% 7E 92 =g 5942 H uploadld &9 2]+ @ 9 2= IDE 9 g

I DELETE /BUCKET/OBJECT?uploadld=UPLOAD _ID HTTP/1.1

2.5.18. S3 Hadoop ¥ 5 2&%

HDFS(Haop Distributed File System) 4 4] =7} 2 2 ¢F g o] E] F4] o ZF&] 7] o] 4 29] -7 Hadoop-§&
Apache S3A 7] 9 E] £ A}-§35}o] Ceph Object Gatewayoj 24 = st = 5 1]r}. S3A 7] Y E] = b o] E]
7} Ceph Object Gateway ol %] 35+ & F HDFS 5} 2 x|~ o] HDFS 3} Q] x| *d 0 Z o Zz]7)] o]
of tj 5t g} 7] B 227] o]u] A A Z 83 & F IYFH 2EE]AE A F o= LE £ =Y

Ceph Object Gateway+= Hadoop 2.7.37} g}7] A 3*5]+= S3A 7/ Y] ¢} g8 517 & glH 1o}

2.5.19. F7} g| &£~
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HE] gl HA] 9 g ok x4 ot ] 82 Red Hat Ceph Storage Object Gateway +~% = #&]

=~ =
7Fol = & FEFHAL.

2.6. &7} g| 2=~

[ ]

Amazon S3 ¥ vt 2 F o] L5 A E FE5A L.
[ ]

Amazon S3 Y vFF 0] &4 ¥e F=9] L= B E FENAIL.
[ ]

A=A Fi=dlr] HE= 5 CE FEIH4L.
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3% CEPH ¢ HA E o] Eg]o] @ SWIFT API

7§ @x}= Swift API 5] o] E] 4]~ 7 e 585 = RESTful API(of Z2] 7 o] 4 =2 229 ¢l o]
2)E A& e 5 951 t]. Ceph Object Gateway = -5 3f Red Hat Ceph Storage Z 2]~ E] o] x| g+ ]
A7 A E A2l e + A5

02 Z A= A Swift 7] & 7] 52 XY S| E dF g

Z31.7]5
71s A+ remarks
AZF 2 A4
717 vl el o] ] 714 9 7] A A AHEAF A o] v Ebd o] B §l&
Swift ACL A% Swift ACLe] 3] 13 2 €
ZAd ol Y A A
Zd ol o] e BAE I A A
Zi" ol A4 A AH
Z g o]y 2}HA] A A
Z = o] viletu o] € 7}A 9 7] A A
A" ol vlglel o] § 71/ AH ol E A A
Z = o] vl elul o] § A A A
QHAE 712 9 7] 2 919
LBAE QYA /AH O E R
O QHAE QA A A
2 BAE AR A A
QBAE EA} A A
LB AE vgtd o] E 714 2 7] A A
QBAE wgtd ol F7H/ddlolE A A
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71’5 3] remarks
YAl URL &4 ER

CORS A A=A &

BHAE Uiy =) 9=

LoHAE WA A A LEA ZH

278 Aol = AN A FE

3.1. 417 27 A1

[ ]
g 39l Red Hat Ceph Storage =] ~F].

RESTful Ze}o] ¢l E.

3.2. SWIFT API ] s+

o A AL TS A A&k ) =)o HHF BEH J o] Yorz
Red Hat 7§ §5} 4 o] 2] & 27 A2 =23 o g1 }.

Swift APIZ A8 g Fg] ¢ HHE =7]: 5GB

Swift APIZ A}-§- g o] FHoj veleo]E] =27]: ¢ HA Eo] gt Q= FA A&} v e} e
o] E] Z7]9)] g2 H A gto] =] vF T HTTP 2732 16,0004} o] E = ] o1F 1] .

3.3. SWIFT A}- &} vt=7]

Swift ¢1E]5] 0] =& HI = E 512 ¥l Swift 51-9] AF&A}E THEL]T). Swift AFEAE ThE= AL F 7]
e Zz A=)k A WA BAl= A& Y o AT F v Bl v E 7] E e
A9
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27

0} AFO] E v Z oA master ¥ 9 25 9] rfE] FG o] Y TLE ALERE Y

gt
AL Q7 ALF
[}
Ceph 7| A 7 o] E 9] o] & A].
[}
Ceph Object Gateway ==0j 5} FE & W4,
A}

Swift 4187} & w1,

&

I radosgw-admin subuser create --uid=NAME --subuser=NAME :swift --access=full

NAME & Swift 4]-§-5} o] £.0.2 vjF1] 0. o & S0 G237 251t

o A

[root@rgw]# radosgw-admin subuser create --uid=testuser --subuser=testuser:swift --
access=full
{
"user_id": "testuser”,
"display _name": "First User",
"email": ",
"suspended”: 0,
"max_buckets": 1000,
"auid": 0,
"subusers": [
{
"id": "testuser:swift",
"permissions”: "full-control”
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}
I
"keys": [
{
"user": "testuser”,
"access_key": "O8JDE41XMI740185EHKD",
"secret_key": "idAu2yxG5wir1JKO1mI8kjJPMI3HNAoVWOSTdJdE"
}
I
"swift_keys": [
{
"user": "testuser:swift",
"secret_key": "13TLIAEW7bCqgttQgPzxFxziuOAgabtOc6vM8DLA"
}
I
"Caps "-. [],

"op_mask": "read, write, delete",
"default_placement”: ",
"placement _tags": [],
"bucket_quota”: {
"enabled": false,
"check _on raw": false,
"max_size": -1,
"max_size _kb": 0,
"max_objects": -1

}

"user_quota": {
"enabled": false,
"check _on raw": false,
"max_size": -1,
"max_size _kb": 0,
"max_objects": -1

}
"temp_url_keys": [],
“type": "rgw"

}

A=2H 7| E Yy

&

I radosgw-admin key create --subuser=NAME :swift --key-type=swift --gen-secret
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NAME £ Swift AFE-A} o] F 2 2 vlF L. & S 53 51

o A

[root@rgw]# radosgw-admin key create --subuser=testuser:swift --key-type=swift --gen-
secret
{

"user_id": "testuser”,

"display _name": "First User",
"email"_. ""‘7

"suspended”: 0,
"max_buckets": 1000,
"auid": 0,
"subusers": [
{
id": "testuser:swift",
"permissions”: "full-control”

}
I
"keys": [
{

"user": "testuser”,
"access_key": "O8JDE41XMI740185EHKD",

secret_key": "i4Au2yxG5wir1JK01mI8kjJPMI3HNAoVWOSTdAJd6"
}

I

"swift_keys": [
{

"user": "testuser:swift",

secret_key": "a4io T4jEP653CDcdU8p40OuhruwABBRZmyNUbnSSt"
}
I
"caps”: [],
"op_mask": "read, write, delete",
"default_placement”: ",
"placement _tags": [],
"bucket_quota”: {
"enabled": false,
"check _on raw": false,
"max_size": -1,
"max_size _kb": 0,
"max_objects": -1
}
"user_quota": {
"enabled": false,
"check _on _raw": false,
"max_size": -1,
"max_size _kb": 0,
"max_objects": -1
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"temp_url_keys": [],
"type".. "rgW"
}

3.4. SWIFTo ] AL-g3} 915

AFgRIE ol F5}a H g o] X-Auth-User & X-Auth-Key 7 Zg+dH @ F< w51

\LJ
M4

GET /auth HTTP/1.1

Host: swift.example.com

X-Auth-User: johndoe

X-Auth-Key: R7UUOLFDI2ZI9PRCQ53K

S5 o

HTTP/1.1 204 No Content

Date: Mon, 16 Jul 2012 11:05:33 GMT

Server: swift

X-Storage-Url: https.//swift.example.com

X-Storage-Token: UOICCC8TahFKIWuv9DB09TWHFOnDjpPEIhaOkAa
Content-Length: 0

Content-Type: text/plain; charset=UTF-8

FF37

015 5o X-Storage-Url -2 41§31 GET 232 & & 35}o] Cephe} 215+ A]H]
o] gjgt tjo]E|E H A + Az
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Swift 2 F 3]+ Red Hat Ceph Storage Developer Guide = &FZ 5] A] 2.

Swift -4 3 ]+= Red Hat Ceph Storage Developer Guide = &= 3] A] 2.

3.5. SWIFT Zl 5] o]1] 9]

7l ¥k=]= Ceph Object Gateway = 53j Swift API(o Z2] A o] ZZ 225 olE] o] ~)E Al-&35}of
e oy ZYe T+ & T+ As . A o]yqE 1}, Y4, o] H A g + Az HeH o]
o] vjete] o] 5| & F7Fol A} YE o] ES = QgL

3.5.1. A1d 27 A1 T

[}
2/ 3 59l Red Hat Ceph Storage =&~ H].

RESTful Ze}o] 9l E.

3.5.2. Swift Z1g]o]1] =z

AEo]t] = b o]g] @ HA EE x| gd}= v A ¢/l A o= of 2] AEelo]r] 7} UL + A 2k
7 e o] ] o] F& 273 oF gir]}. o] APIE A& 51 H Felo] E= o] E Y 3]Z, Y= Ao]
2 vjelro] Bl E &g}z, AH|o]r] o] FH=E 73, AE|o]HqE A4 e + 51l o] APl= &
B AR A G o] FE 9} AHE QFL sfrZ A o]i] o] A= Ajo] s} o] =F o Z FAPX] o Z A~
& 7 9l F-7E A2 512 o] APIS] B E 2FL QFEoF g 5 9/Fo] R F L 5& .

Amazon S3 API= 'bucket'o] 2}= -§ o] & Al-& 5} of bo]E] AEo]]E &3 gL]}.
o} = A} gro] Swift APl <] 'bucket' S F=35l+= 31& 52 W 'bucket'o]2l+= §o] =
‘container.’ §-o] 9} 53 Ao2 4 E 7 l&r]o)

QHAE ~Ea]R]o] o 7[R 7] 52 Al 5F FE Eie gy E XA Fege AYH o il
z} fAeojr]o] @ HAEZ} FoFE  Qli= i} o] ¥ AH o]y Z ¥ H sl S A .
RADOS 7] o] E g o] o] Swift & 3l API:= ‘pseudo-hierarchical containers'e] 7] 4 2 x] ¢ g1}, o]=
QHAE o] F ] Z S AFgs}o] AEoj] Ei= O E 2] A5 FEE AAZ 2Ea X A=A +H 5]
2] g3 7+ sl= 991l pseudo-hierarchical o] 2 2 ¢ HA E o] o] 25 g + Qg1 H:
photo/buildings/empire-state.jpg) o] X] 7F Zl g o] 1] o] F o)== S A|(/) ZAE Z8F + A5 -
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bj-& 3 ¢ HA EZ nl 7 Swift 7] o]1] o] ¢J = =3} uj python-swificlient -3- € 2] E] o}
gt7) --leave-segments 512 A& g1 ]. --leave-segments = A}-§ 3] X] &= F-¢ of
Y2 E 9dS Qo] njel] 7]& YA E §o]2 W bjo]E] &8 2 o]o] FL]
r}.Consequently, an existing object is overwritten, which leads to data loss.

3.5.3. Swifto]] 4] Z1¥] o] 1] <] ACL(4] == A o] 55)& 9] 5] o] = gtr] .

AF&AI7F A e o] & Y e wf 7] A 0 Z X R]= ZE| o] gl 2] 7] W R7] A~ HSHS ZF
g OgEZ A&7 Ag o] o] ZHl=xE g/ A} ZAgo]r]d & 4 =5 5l H AIgAE 55 &
Y slsoF gl BE AFERF7F A E o] o A] gl A} & 5 =5 X-Container-Read 5= X-
Container-Write #-°g o] * & A g % . € * = AH o] E A 5, JF AR}

7} Aee] o4 A & 7 A,

&

POST /AP_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY QUALIFIED DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Read: *

X-Container-Write: UID1, UID2, UID3

F 32 23 39

X-Container- Ad ol ol th3k el 7] Wako] A= AFEAL Ar8AIDe] HRE FEE T STRC
Read IDY Y o} 28 Fk.
X-Container- ZAd ol ol tf 8k 227] @alo] A= AFEAL ArgAIDe] HEE R E T STRC
Write IDJ Y o} 24 7).

3.5.4. Swift == g o]1]

APl 142 5] g o= GET 2§ o]n] A 52 55 A8 AF ol vt Aro]] £5g gt 2
Fo] 54 A1gA0] AHo1E pEerz g o= o5 Edo] Ao o] 3L oFoz s
7 gl ok

&
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GET /API_VERSION/ACCOUNT HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

H# 3.3. 23 v+

limit A 2 AAE o 2 A gy | 1l s gl
o= o)
T h=)

34 Aol 2 S AgoPgych b A JSON =&
A} < xml
[e=}
=

marker whA PR & 43 558wy = A A Qe
A} -
[e=]
=

SHol= Ao o] EgFso] A1} HTTP 204 &5 =8 21§ 3fo] vril ]},

¥ 34. &H AEEH

o1& A 3
AA ARG AR E=JUth g o)
Y
e oy Adoly 5=, A o]
Y
name Aeleld 9] o] Fd Y 29
bytes Aelelde] 271 dY A5

3.5.5. Swifto]x] AE|ojife] o HAE 1}

Aeo]] o] o HAEZ stz w API v d, AF 2 AE o] o] 32 Algdte] GET 2 32 v
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Lot F e o7& =g st HA ZE G A o 7] WM& FE5F] ZH o] ] gd

o
2 10,0007 9B AE o] F 5L VAT 7 g

i
:

&

GET /AP_VERSION/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

3£ 3.5. w7 ¥

32 A7) P& Ao 22 JSON=xZ:  gle
o xml
A5FA A7 JFS AR HFAZ A Aote LEAER A L e 78 FR=s
gty ok =]
marker wA R A3 528 vk gy 22 g e Qe
[e=]
limit A% 45 AQE o2 A DU 4%  0-10000 @&
delimiter HEAS UM @ BAE o] & 7be] TR 7|5 UT. Ea 9ol g
[e=]
A= $ B.A E o] pseudo-hierarchical 7 2 ¢} t}. 2 g le A=
[e=]
# 3.6. &H A EE
ol A 3
Zd ey ZAd ol Yy th. Z1H] o]
Y
object Aelolq Weo e BAEJYT) 71 €] o]
Y
name ZAd ol Y 2 BAE 9] o] F9 Yt} =24
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o1& A R
hash SHAE Tl =9 A ZEYYTh AR
last_modified o HAE Zel 27} upxuto 7 =45 A7+ ot =R
content_type B AE] FEl= §3 YTt ]

3.5.6. Swiftof 4] Zlg]o]1] vrE>]

A Aejo]HE Yyl API vl 8, A]°g = A HE]o]1] ] o] FE AFg3slo PUT 22 vhst]
Z g o] o] 22 735 oF 5} forward-slash(/) Zx}-& 3£ 8F5}x] Qrofo} s}r] 2566} o] E o] uFo] o] oF g}
Lol Qo) A= Ao] Fjr] B vlefr o] S5 E E et + s Hj X F A|EL] 7] E & ¥}
2Eagx] JAL Egad % Q5. 9 = o], execute radosgw-admin zone get to see a list of
available keys under placement_pools. =& 2] 3] g S A}-&5}H ZlE] o] hjsl 4 F A E(:
SSD 7|vF 2 2] =) E A F e + g o] Y H&5 9. ojr] Exfs}= AE o] 4¥E 2%
8} -7 HTTP 202 vFsl 57 = 9f g}7) vl 5 <] vt Of 2 HE| o] & Y4 517 &1

&

PUT /AP_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY QUALIFIED DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Read: COMMA_SEPARATED UIDS
X-Container-Write: COMMA_SEPARATED UIDS
X-Container-Meta-KEY:VALUE

X-Storage-Policy: PLACEMENT_POOLS KEY

3£ 3.7. headers

X-Container- gl ol that ¢ 7] Wato] U= AR A IDY Y A8 A} A=
Read IDe] 4

=

FEE

24
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X-Container- ZAd ol o tf gt 227] Asto] = AHE-AFIDY Y T AFE&- 2} =
Write IDe] 4

X2

e &

2+

.
X-Container- delo] TAE #s AHE sk AHEA A o] v EF vl ol B 71t =24 BER=s
Meta-KEY
X-Storage- Ceph Object Gateway ] placement_pools oA} ~Ez|x] Z2  F2d 7R=s
Policy £ A ¥t 7YYtk AHE 7153 7] o o s radosgw-admin

Foe 7HAgUT.

S5t o] F9] 2ot 7} o]n] Az AT} AEo]r] £7Ae F9 FY o] HFFT. 2] &
E T DRE

#£ 3.8. HTTP &%

409 ZE ol & ol w] th& ALg A9 AfA] AFYTh Bucke
tAlrea
dyExi
sts

3.5.7. Swifto] ] 7 e o] 1] 2}A)

5oL A} 5}2 ¥l APl v, A9 2 FElo]t] o] £ A1 3to] DELETE 232 vhz ok 7]
oJti7} H]o] glo]of gr]rh. ZE o]t 7} Hlo] 2li=X] Felste] v Aot o] tja) HEAD 232 9%
L]}, AE o] & &5 02 AAGE AHo|t] o] F& AT 7 U]

&

DELETE /AP_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN
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# 3.9. HTTP &%

o8 47 g 2=

204 A o] 71 Al A = R F U T NoContent

3.5.8. Swift 7} E+= 7 g o] 1] r et o] E] ¢]t]]o] E

Zl e o]r] o] v e} o] 5 E 752 H APl v d, A & A o]t] o] F& AF§3lo] POST 2 L vh
L o}. ] e}t o] E| & F7}5}A v} Y] o] ES}E] H Z K] o] 1] o 227] # to] Yl o] of gt

&

POST /AP_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY QUALIFIED DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Meta-Color: red

X-Container-Meta-Taste: salty

#3.10. 2 F &

51
o

AE G A A4 G e ey EXY

X-Container-Meta-KEY 9] 9]
o]
H

3.6. SWIFT ¢ HH E 9]

7l ¥Fxl= Ceph Object Gateway = 5 5j Swift API(o = 2] 7] o] ZZ 223 QI E] 5] o] »2)E Al-& 5}
QHAE ]S g g, QHAEES Jd, Yy, o] E W AA e + Q. o HAE

of WjEp] o] E & #7151} YHo]E S & g,

3.6.1. ALF 27 Alg}
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214 =9I Red Hat Ceph Storage =&/~ H.

RESTful Ze}o]olE

3.6.2. Swift ¢ HA E 9]

L HAE = fo]E] B n] el b o]E|E A gl HE o] ¢ ZE o] o= B> @ HAET] Qe
7 YA @ HAE o] 22 w750} §ir}. o] APIE A& 5} Fefo]lEE QHAEZ YAl o
A= A o] & mj e o] Bl & H 7 5}32, ¢ HA E 9] b]o]E] ® e} o] H E ﬁ#’o}z LHAEZ A
7 SlF U o] APl= 5 A1g 3} Al g o] Fr o} A 23S 5722 o] APIS] & Q3L 255k
g} Aeo]i] EE= 9 HA E O] i A Ho] 7} o] =2 0z FAF oz A8 5= 9l o, = 959
2L 51 &9

3.6.3. Swifto]A] ¢ HAEZ 7} 1]}

oBAYEEZ 7452w API v, 4§, AEloj] B 9 BAE o] 22 A1gsto] GET 238 vHr].
AEo]1] oA 2B =E A steE Asleliie] fet 7] #eto] fo]oF Tk

&

GET /AP_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1

Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

#3.11. 2F &

L LBAE Felz9] 5t H S AAstE A vlo]E Y EANZE  IA e
T AFUT

if-Modified- 22 @ B A E o last_modified &4 2] G5 /A7 o] T A= = S

Since 7ol vk EARg U o}

if-Unmodified- 22 0 B A E 9] last_modified 4] o] G4/ A7 o] F A HH I A=

Since &2 Aol v EAL Y T
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copy-If-Match Qo) 2= ETag7t &2 9B A E o] ETage} Y X st= 7 - vt etag. e
ALY o

copy-If-None- 239 = ETag7lt &2 9 BA E o] ETaget YA 8l4] &= A4S etag. e

Match of gk B A}EFL T}

FZ312. &5 39

olF v
content-Range erxAE Zel 29| 59 AT HAYUthrange st 2 =7} 2 o] A H A $o 7wt
gy

3.6.4. Swift create X += update an object

A o B =g Y yste] v APl v, A, Ao o] F % A LB A =] o] £g A}§sle] PUT 2
32 Bt 9 HAES Y oIAL) Yelo|E A e Feo]rio] 27 o] M'ofo/f gk o 1A=
o] g2 AvloJ1] W] Z 73k Fr]Th. PUT 252 Bl 50] oji]mz 755 o] 52 AHgelx] ghou
2Yo] 21 ES g0 = 9], 22rp 911 o] %] pseudo-hierarchical -£-2 418 5] T}-=
oA} 2 A o) Y= ¢ FU et o5 GE oHAEY 7+ A1k 2 F ol BA= Ao
Sl @ vete]o]E S5 E e 7 L]

&

PUT /AP_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1

Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

#3.13. 2 &l

etag QHAE Fd = MD5 s A Ytk #@A AL e 2

o
oo 2
oft
5
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content-Type eHAE g Fel=xo FE Yt =24 N a1 |l
o

transfer- MAZEE Z ZJA A ARAA ARE e Y BAE jls chunk

authorization t}.Indicates whether the object is part of a larger ed

aggregate object.

3.6.5. Swifto] 4] ¢ HA E ALAj]

o HAEZ sl H APl v]H, A%, ZE o] ¥ 9 HAE o] 52 Al-§ 3o DELETE 8 32 vH5
Lol fdeo]u o4 e HAEZ "‘ A 5}2] H ZE o] 1] o] g gt 22 7] @ gto] Qlojof g} A E H 3
5.0z QA5 A oIS A AHEF 7 gL

&

DELETE /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

3.6.6. Swifto] 1] 9 HAE A}

PHAEZ BAlsiH QHAE AH 5 BANE S ytE = glon i o] g ez rslo] g2 Ao
iz g zsg Fest gt o e HYES] ZHAS OE oA s HAlsz v PUT 2.3 Ei=
COPY 2 32 API v, A5, Ao o] F02 vhE + Azt

PUT 239 3¢ 230 t] ¥ o] B 9BAE o] 52 41§67 8% st &2 Aot} 2
HAEE A8 G

HAL QF o] F-¢ 23 A £ AEojife] @ HAEZ X1g35] v QF 3r]oA] & AEo]] <] 2
BHAEZ AL Aeojiyo] o HAEZ HRls]la]H 2£7] #Hgto] 2107"# gy gy e HAE o]
‘5"3—‘ e o] tjoA] 275 oF g} R FL BFo] o EZ 735 o] T2 AFESIR] P FF 2 F

2 gji 9 HAEZ o] EgF]) Q@ HAE o] = 9f pseudo-hierarchical —?—Lre AF& sl O 28
&;’E Z ] Z pseudo-hierarchical T] & E] 2] o] 9]= ¢ 53l o] F9] £ 9QHAEQ R = QI
Lol R F ol A= Ao] Fjr] B vlefr o] S5 E g + s
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&

PUT /AP_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
X-Copy-From: TENANT:SOURCE_CONTAINER/SOURCE_OBJECT
Host: FULLY_QUALIFIED _DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

[
rr
J{
Ulo
o
4
0%
o
N
J{

\LJ
M

COPY /AP_VERSION/ACCOUNT/TENANT:SOURCE_CONTAINER/SOURCE_OBJECT HTTP/1.1
Destination: TENANT:DEST_CONTAINER/DEST_OBJECT

#3.14. 2 F &

X-Copy-From PUT 2% 3 st/ Abg-3te] &2 ZAH 0|/ BAE H2E 49 2 o,
3ok PUT=
AH-&-3F
=4
=1k g AH o/ BAE B2 E Ao st= COPY 2.3 34 3 AL =24 o,
R ReE= COPY
=
ClR=]
_?_
if-Modified- 22 2B A E o last_modified 4 9] /A 7k o) M A=A =@ e
Since 73 g-of| ¥k E AU o
if-Unmodified- 2z 2B A E 9 last_modified 4 9] @4/ A7k o] 3 - =1 Im =y
Since &2 7ol vt BAg Y o
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copy-If-Match QA A= ETag7t 222 @ B A E o] ETage} & %) &= 7 -0l vt etag. e
ALY o

copy-lf-None- Qo] A= ETag7t &2 9B A E o ETagel YA stA] &= 49 etag. g

Match of gk B A}EFL T},

3.6.7. Swifto] ] ¢ H A E mJe] o] E] 7} 2 7]

o B = ueE o5& FAst2 v AP, A, AHoH] B 9 BAE o] £ 41§ 5] HEAD
2FL vk Zelo]t] o] 9 B o4 u]ElE] o5& H M5tz FHo]ro] e ¢ 7] deto] 2l
ofoF gfr]t}. o] 2 FL o HAE Ao t] ¢ 2 FH FUe S HuF v ek 9 HAE Hlo]H
vhgtalx] i) oh.

&

HEAD /AP_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1

Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

3.6.8. Swift =7} == ¢ HA E gjElH]o]E] ¢H]o]E

oA Eo] wjEf] o] 5] & F7}5t2] W APl v, AF, AHo]t] @ 9B A= o] g2 41§ 5] POST
2FE v WEfH] o] H & F}atA1} glvl o] Estel vl 5] ZElo]t] o] 2:7] 7 eto] 2lojof F1]Th.

&

POST /AP_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1

Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

H# 3.15. 2 F &l
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X-Object- Qelo) BAL e A e A o e dolE YU BAD ¢l
Meta-KEY

o

3.7. SWIFT 9J4] URL 29/

o] A =F 5] &3]7] )5 radosgw ©] swift A= F QA Eox] ¢JA] URL 7] &S A gt} o=
£0] GET 2 2 244 F5 LS 378 F 2 Jlo] e HAE gjot 9 ¢/l

o] 7] &29] F-¢- #]5 ) X-Account-Meta-Temp-URL-Key = X-Account-Meta-Temp-URL-Key-2 -
g oF gFio). Temp URL 7] 52 o] 2] ¢t H] @ 7] o ojsl] HMAC-SHA1 4] '3 & AFg-3i] o],

3.7.1. Swifto] 4] 9JA] URL @ HA E 7}%] ¢ 7]

914] URLE 1} @48 E§3h 9155 HMAC-SHAT 4] 52 1S 8]},

273 el gk o LEH 2] "GET”

epoch o] F2o] vkg A]17H(Z F4]), 5 Unix A] 7F

V1" o] 7o) 2F F=

59] § 5.2 A F Ao]o] #7145 F2 § 79152 HMAC ©] 24 7148 Temp URL 7] 5 sftfol
5] SHA-1 53 Fza] &=L Al-gsto] Y4 EHL

HE HoFE= AZ python 2= g EX= o} 23 7241t

o A

import hmac
from hashlib import shat
from time import time
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method = 'GET'

host = 'https.//objectstore.example.com’

duration_in_seconds = 300 # Duration for which the url is valid

expires = int(time() + duration_in_seconds)

path = /v1/your-bucket/your-object’

key = 'secret’

hmac_body = '%s\n%s\n%s' % (method, expires, path)

hmac_body = hmac.new(key, hmac_body, sha1).hexdigest()

sig = hmac.new(key, hmac_body, sha1).hexdigest()

rest_uri = "{host}{path}?temp_url_sig={sig}&temp_url_expires={expires}".format(
host=host, path=path, sig=sig, expires=expires)

print rest_uri

e
&
3

https.//objectstore.example.com/v1/your-bucket/your-object?
temp_url_sig=ff4657876227fc6025f04fcf1e82818266d022c6&temp_url_expires=1423200992

3.7.2. Swift POST ¢/A] URL 7]

25 717} Y= swift 7’9l vj 5 POST 232 A9l ¢4 URL 41 =& A3 5 = AF o ol
¢ A2 94 URL 7] 4 §r] ok Fuj 5 2] 7]7} A 55 A8-& 5 7] o s el mz
o4 URL2 R 53]51%] g 7§ =88 + w1t

&

POST /API_VERSION/ACCOUNT HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

# 3.16. 2 F &
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X-Account-Meta-Temp- Ao FAE #S AHEshE AR A o] 7l YT A4 U
URL-Key

X-Account-Meta-Temp- Aol o FAL & AHE e AHE AL G o] YUt =44 fls
URL-Key-2

3.8. SWIFT ZE] g Yr] AEo]i] 2

Falo] A E djFa]FAo]H o] ZlEo]ur]o] YA~ uf gy B A&} 9] Q15 FHE AFES}A F5F
1/ }. Red Hat Ceph Storage ] 2 E] o A]= B E AL A7} HHEo] £gt]r), A7 oz vE Ayl
oji] &¢o= HlHES} PA X o 2 X GEA] g2 F-¢ A =E QR H HlHE S} gl 1] ). nfafA]
FzH = Heloju o] FZol= AF&A7F & o U E 2:51= Z ¢ DE] HUA]= o] F a9 ghzl
8] o] 7l w] FH 7 s 8H L]

G4 HUEE N g et o] A8 HE= 88 752 AHEH ZEEZ B A5 Al 2Hd iz tEFT.

I https.//rgw.domain.com/tenant.container

vlh] 2 create_container() v 4] = o] 4] Z g o] 1] v A] = 2} A o] A] B H E 9} 7] o] 1] & # 2] g

oA

I create_container("tenant:.container”)
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3.9. 7] gL~

[ ]
W E] 5]y A] o o ot =}4] $F 1] &2 Red Hat Ceph Storage Object Gateway 4 = #z] 7}

o] = & FzFHA 2.

Swift 2 F 3]t bj et 75 D & F=E3l A L.

Swift -5 3]t O] et 75 EF F=E3l A L.
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Red Hat Ceph Storage 4 7] &#} 7}o]| =

H= A S3 Juk 2 F

o2 Eoli #EE FF 2 59 d5 o] o] g,

FZ A1 27 g

23 9y A
CONTENT_LENGTH 2% BEe doldyt.
DATE 2% A% 9 GRUTC)
srE smE A el ol BT
A ol A% R B2
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0

o
b

o= 5 35 HTTP S5 Yo 2 o5 Z =71 g5 o] g5,

¥ B.1. &5 ¥H

HTTP € SsH A=

100 A <

200 4

201 Created

202 sAH

204 NoContent

206 RE A=

304 NotModified

400 InvalidArgument
400 InvalidDigest

400 BadDigest

400 InvalidBucketName
400 InvalidObjectName
400 UnresolvableGrantByEmailAddress
400 InvalidPart

400 InvalidPartOrder
400 RequestTimeout
400 EntityToolLarge
403 AccessDenied

403 UserSuspended
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HTTP el s 3=

403 RequestTimeTooSkewed
404 NoSuchKey

404 NoSuchBucket

404 NoSuchUpload

405 MethodNotAllowed
408 RequestTimeout

409 BucketAlreadyExists
409 BucketNotEmpty

411 MissingContentLength
412 PreconditionFailed
416 InvalidRange

422 UnprocessableEntity
500 InternalError
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1% C.S3AAHA 23y B=

75 C.S3 A YHA &+ &t 2=

# C.1. A HA &= 86 B=

ol & +3
x-amz-security-token 27
A8 g
x-amz-delete-marker g
x-amz-id-2 g
x-amz-request-id g
x-amz-version-id Rl
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H=D. SWIFT 23 3

ZD1. 27 g

X-Auth-User ¢1Z=3 F 9 Ceph Object Gateway AH&=}F o] &Yt} TAE
X-Auth-Key Ceph Object Gateway A&} o] 53 A2 71 Yot =2
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B2 ESWIFT 8¢ 3ld

H= E SWIFT &% 55

4]1] 9] -g-gFo = X-Auth-Token zlo] E g5 0] oF F1]t}. §-Foll= APl 4] HA 4] T2 23] 5]
sl API_VERSION/ACCOUNT 3 -FAFE A 3*3}+= X-Storage-Url = 2 g2 + &1l

FZEIN &9 94

ol& A ¥
T o

X-Storage- 23 x4 ¢ X-Auth-User o] tj 3 212 E&Z ¢t} =2

Token

X-Storage-Url A&7kl URL 2 API_VERSION/ACCOUNT 7 =9t} A4
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HZF, ol EZ A 6]~ APl A}-& <f

o] 2] gt o = Python<] boto3 2 52 AI-§& 3} STS(Secure Token Service)2] Ceph Object Gateway
e YT Ig5l= A9l o] ooji] TESTER2 = < gtoj] ¢1ZH @t g o nja} TESTERT o] &
17 ¢F S8 2] 2 20 A4 A 3}= Z1 %] F TESTER1 o A] 44 o 9 &2 71g g .

AssumeRole Ao 4= G gE W= GaE Bt gy YA A FHE AHE] S3 2=
oy o A= B QA AF FFE TIA L= qdEe 71 g

AssumeRoleWithWebldentity of 7] o] 4] == Keycloak 9] 9] of Zz] 7] o] 41 L A}-&3}o] AF&ALE oZF
a"—LlEIl OpenID Connect ID 2% A= gigl-_gll A3t %leyo]/ T—ﬂ-E]— %IA] X]—Z‘;’ _?_%,_{g_ 7,_2721 S3 F,’,’ __o]]
o}],{-ly/\o}_':_ %7%_"—5 7].%43-1_,/]:]_

AssumeRole <j

import boto3

iam_client = boto3.client(‘iam’,

aws_access_key id=ACCESS KEY OF TESTERI1,
aws_secrel_access_key=SECRET_KEY_OF TESTER1,
endpoint_uri=<IAM URL>,

region_name="

)

policy_document = "{\"Version\":\"2012-10-17\",\"Statement\"':
[{\"Effect\":\"Allow\",\"Principal\":{\"AWS\":[\"arn:aws:iam:::user/TESTER1\"[},\"Action\":
[\"'sts:AssumeRole\"[}]}"

role_response = iam_client.create_role(
AssumeRolePolicyDocument=policy_document,
Path="’,

RoleName='S3Access’,

)

role_policy = "{\"Version\":\"2012-10-17\",\""Statement\":
{\"Effect\":\"Allow\",\"Action\":\"s3:*\",\"Resource\":\"arn:aws:s3:::*\"'}}"

response = iam_client.put_role_policy(
RoleName='S3Access’,
PolicyName="Policy1’,
PolicyDocument=role_policy

)

sts_client = boto3.client('sts’,

aws_access_key id=ACCESS KEY OF TESTER2,
aws_secrel_access_key=SECRET_KEY_OF TESTER2,
endpoint_url=<STS URL>,
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region_name=",

)

response = sts_client.assume_role(
RoleArn=role_response['Role']['Arn’],
RoleSessionName="Bob’,
DurationSeconds=3600

)

s3client = boto3.client('s3',

aws_access_key_id = response['Credentials’|['AccessKeyld'],
aws_secrel_access_key = response['Credentials']['SecretAccessKey],
aws_session_token = response['Credentials’]['SessionToken'],
endpoint_url=<S3 URL>,

region_name=",

bucket_name = 'my-bucket’
s3bucket = s3client.create_bucket(Bucket=bucket_name)
resp = s3client.list_buckets()

AssumeRoleWithWebldentity Example

import boto3

iam_client = boto3.client(‘iam’,

aws_access_key id=ACCESS KEY OF TESTERI1,
aws_secretl_access_key=SECRET_KEY_OF TESTERI1,
endpoint_uri=<IAM URL>,

region_name="

)

policy_document = "{\"Version\":\"2012-10-17\",\"Statement\":\[\
{\"Effect\":\"Allow\",\"Principal\":\{\"Federated\":\[\"arn:aws:iam:::oidc-
provider/localhost:8080/auth/realms/demo\"\]\},\"Action\":\
[\"sts:AssumeRoleWithWebldentity\"\],\"Condition\":\{\"StringEquals\":\
{\"localhost:8080/auth/realms/demo:app_id\":\"customer-portal\"\W\I]\}"
role_response = iam_client.create_role(
AssumeRolePolicyDocument=policy document,

Path=",

RoleName='S3Access’,

)

role_policy = "{\"Version\":\"2012-10-17\",\"'Statement\"':
{\"Effect\":\"Allow\",\"Action\":\"s3:*\",\"Resource\":\"arn:aws:s3:::*\"'}}"

response = iam_client.put_role_policy(
RoleName='S3Access’,
PolicyName="Policy1’,
PolicyDocument=role_policy
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)

sts_client = boto3.client('sts’,

aws_access_key id=ACCESS KEY OF TESTER2,
aws_secrel_access_key=SECRET_KEY_OF _TESTER2,
endpoint_url=<STS URL>,

region_name=",

)

response = client.assume_role_with_web_identity(
RoleArn=role_response['Role']['Arn’],
RoleSessionName="Bob’,

DurationSeconds=3600,

WebldentityToken=<Web Token>

)

s3client = boto3.client('s3’,

aws_access_key_id = response['Credentials’]['AccessKeyld'],
aws_secrel_access_key = response['Credentials']['SecretAccessKey],
aws_session_token = response['Credentials’]['SessionToken'],
endpoint_url=<S3 URL>,

region_name=",

bucket_name = 'my-bucket’

s3bucket = s3client.create_bucket(Bucket=bucket_name)
resp = s3client.list_buckets()

Python=<] boto 2 &£ Al-& 3l ¥ o d] ¢t x4 ¢F 1] &2 Red Hat Ceph Storage Object
Gateway Configuration and Administration Guide <] Test S3 Access 4142 FZ ol A 2.
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2

B2 G.STSolA 54 71w 94| = Aojo] AH Bl 15 AL8ah

32 G. STSo4] 54 7]vk o4 = A o] o] )4 6] 2E AFE-5= o

o} BF o= STS] 54 7] vk o4 = A o](ABAC)e] T & A& E] 2 AF§ ol 7} vFo} LI5ri]ch.

¢ '=29] Keycloako] ] et 4141 £]22] of

"jti": "947960a3-7€91-4027-99f6-da719b0d4059",
"exp": 1627438044,

"nbf": 0,

"iat": 1627402044,

"iss": "http://localhost:8080/auth/realms/quickstart”,
"aud": "app-profile-jsp",

"sub": "test”,

"typ": "ID",

"azp": "app-profile-jsp”,

"auth_time": 0,

"session_state": "3a46e3e7-d198-4a64-8b51-69682bcfc670",
"preferred_username": "test",

"email_verified": false,

"aCr"_. "1 "’
"https.//aws.amazon.com/tags”: [
{

"principal_tags": {
"Department”: [
"Engineering",
"Marketing"
I
}
}
J
"client_id": "app-profile-jsp”,
"username": "test",
"active": true

aws:RequestTag<] o

"Version":"2012-10-17",
"Statement”:[

{
"Effect":"Allow",

"Action":["sts:AssumeRole WithWebldentity", "sts: TagSession"],
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"Principal":{"Federated":["arn:aws:iam:::oidc-provider/localhost:8080/auth/realms/quickstart"]},
"Condition":{"StringEquals":{"aws:RequestTag/Department":"Engineering"}}
H
}

aws:PrincipalTag<] <j

"Version":"2012-10-17",
"Statement”:[

{
"Effect":"Allow",

"Action":["s3:*"],
"Resource":["arn:aws:s3::t1tenant:my-test-bucket”, "arn:aws:s3::t1tenant:my-test-bucket/*], "+

"Condition":{"StringEquals":{"aws:Principal Tag/Department":"Engineering"}}
N

aws:ResourceTag<j

"Version":"2012-10-17",
"Statement”:[

{
"Effect":"Allow",
"Action":["sts:AssumeRole WithWebldentity", "sts: TagSession"],
"Principal":{"Federated":["arn:aws:iam:::oidc-provider/localhost:8080/auth/realms/quickstart"]},

"Condition":{"StringEquals":{"iam:Resource Tag/Department":"Engineering"} }ﬂ

9] 29} o] 25 5}2] ¥l 'Department=Engineering’ 5] 2 Z <] gtoj] ¢ Z3joF g1}

aws:TagKeys=<] of
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{

"Version":"2012-10-17",

"Statement”:[

{
"Effect":"Allow",
"Action":["sts:AssumeRole WithWebldentity", "sts: TagSession"],
"Principal":{"Federated":["arn:aws:iam:::oidc-provider/localhost.8080/auth/realms/quickstart"]},
"Condition":{"ForAllValues:StringEquals":{"aws:TagKeys":["Marketing,Engineering"[} }0

H

}

ForAllValues:StringEquals = 2 3 9] 2 E gz 7] 7} g A 2] g 72 7] A]H 4] EQ]=] of HZ g
2Egh]d. gjefk] 2748 2 F 0 H9H "z 7] E Aty

s3:ResourceTag 2] o]

"Version":"2012-10-17",

"Statement":[

{
"Effect":"Allow”",
"Action":["s3:PutBucketTagging'],
"Resource":["arn:aws:s3::t1tenant:my-test-bucket\"”,"arn:aws:s3::t1tenant:my-test-bucket/*"|

~

"Effect":"Allow",

"Action":["s3:*"],

"Resource":["™"],

"Condition":{"StringEquals":{"s3:Resource Tag/Department":\"Engineering"} }a

#1o] Zeo] T HeH o] FH L H &)= vA Eis Q HA EJ
'Department=Engineering’ ] 2 Z &2 sj o} g1]c}.
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aws:RequestTag 2} iam:ResourceTag2] <

"Version":"2012-10-17",
"Statement”:[

{
"Effect":"Allow",

"Action":["sts:AssumeRoleWithWebldentity", "sts: TagSession"],
"Principal":{"Federated":["arn:aws:iam:::oidc-provider/localhost:8080/auth/realms/quickstart"]},
"Condition":{"StringEquals":
{"aws:RequestTag/Department":"${iam:Resource Tag/Department}"} }ﬂ
N
}

ol Foj o 2§ B2} o g A H w25 AN o 2 1Y F et ALk
AWS:RequestTag = JSON ¢ =Z(JWT)ojA] 5o 2= glzo]r jam:ResourceTag — 7}-§ 5+
o gtof] AFH g z¢/r]r}.

s3:ResourceTag 7} $l+= aws:PrincipalTag <] j

"Version":"2012-10-17",

"Statement":[

{
"Effect":"Allow",
"Action":["s3:PutBucketTagging'],
"Resource":["arn:aws:s3::t1tenant:my-test-bucket\”,"arn:aws:s3::t1tenant:my-test-bucket/*"|

~

"Effect":"Allow",

"Action":["s3:*"],

"Resource":[""],

"Condition":{"StringEquals":{"s3:Resource Tag/Department":"${aws:Principal Tag/Department}"}}

(~
N~
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o] dfj 4] o 4] = tag department =Engineering & =z} Keycloak2]JWT(JSON Web
Token) 4]~ EZ0 2 Hg5E= z0 2 714 gLk

# -*- coding: utf-8 -*-

import boto3
import json
from nose.tools import eq_ as eq

access _key = 'TESTER'
secret_key = 'test123’
endpoint = 'http://s3.us-east.localhost:8000'

s3client = boto3.client('s3’,
aws_access_key id = access_key,
aws_secret_access Kkey = secret_key,
endpoint_url = endpoint,
region_name=",)

s3res = boto3.resource('s3,
aws_access_key id = access_key,
aws_secret_access _key = secret_key,
endpoint_url = endpoint,
region_name=",)

iam_client = boto3.client('iam’,
aws_access_key id=access_key,
aws_secret_access key=secret key,
endpoint_url=endpoint,
region_name="

)

bucket_name = 'test-bucket’

s3bucket = s3client.create _bucket(Bucket=bucket_name)

bucket _tagging = s3res.BucketTagging(bucket_name)
Set Tag = bucket _tagging.put(Tagging={'TagSet":[{'Key':'Department’, 'Value': 'Engineering’}]})

try:

response = iam_client.create_open_id_connect_provider(

Url="http.//localhost:8080/auth/realms/quickstart’,

ClientIDList=[
‘app-profile-jsp’,
app-jee-jsp’



]
ThumbprintList=[
'F7D7B3515DD0D319DD219A43A9EA727AD6065287"
]
)

except ClientError as e:
print ("Provider already exists")

policy _document = "{\"Version\":\"2012-10-17\",\"Statement\":[{\"Effect\":\"Allow\"\"Principal\":
{\"Federated\":[\"arn:aws:iam:::oidc-provider/localhost:8080/auth/realms/quickstart\"[},\"Action\":
[\"sts:AssumeRoleWithWebldentity\",\"sts:TagSession\"],\"Condition\":{\"String Equals\":
{\"aws:RequestTag/Department\":\"${iam:Resource Tag/Department}\"}}}]}"

role_response = ""

print ("\n Getting Role \n")

try:
role_response = iam_client.get_role(
RoleName='S3Access’
)
print (role_response)
except ClientError as e:
if e.response['Code'] == 'NoSuchEntity':
print ("\n Creating Role \n")
tags_list =[
{'Key':'Department’,'Value''Engineering’},
]
role_response = iam_client.create_role(
AssumeRolePolicyDocument=policy document,
Path="",
RoleName="S3Access’,
Tags=tags_list,
)
print (role_response)
else:
print("Unexpected error: %s" % e)

role_policy = "{\"Version\":\"2012-10-17\",\"Statement\":
{\"Effect\":\"Allow\" \"Action\":\"s3:*\"\"Resource\":\"arn:aws:s3:::*\",\"Condition\":{\"StringEquals\":
{\"s3:Resource Tag/Department\":[\"${aws:Principal Tag/Department}\"[}}}}"

response = iam_client.put_role_policy(
RoleName="S3Access’,
PolicyName="'Policy1’,
PolicyDocument=role_policy

)

sts_client = boto3.client('sts’,
aws_access_key id='abc’,
aws_secret_access key='def’,
endpoint_url = endpoint,
region_name =",

)

print ("\n Assuming Role with Web Identity\n")
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response = sts_client.assume_role_with_web _identity(
RoleArn=role_response['Role'[['Arn’],
RoleSessionName="Bob’,

DurationSeconds=900,

Webldentity Token='<web-token>"')

s3client2 = boto3.client('s3,

aws_access_key id = response['Credentials'[['AccessKeyld'],
aws_secret_access_key = response['Credentials']['SecretAccessKey],
aws_session_token = response['Credentials’]['SessionToken’],
endpoint_url="http://s3.us-east.localhost:8000',

region_name=",)

bucket_body = 'this is a test file'

tags = 'Department=Engineering’

key = "test-1.txt"

s3_put_obj = s3client2.put_object(Body=bucket_body, Bucket=bucket_name, Key=key,
Tagging=tags)

eq(s3_put_obj['ResponseMetadata’]['HTTPStatusCode'],200)

s3_get obj = s3client2.get_object(Bucket=bucket_name, Key=key)
eq(s3_get obj['ResponseMetadata’]['HTTPStatusCode'],200)
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