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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/new-features#BZ-2166332
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/new-features#BZ-2189946
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/new-features#BZ-2189954
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/new-features#BZ-1975930
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o] A W A o] 4] = hub = consumer & &2 74 & ] dsconf -3 € 2] E] o] 4] 65535 o] 2] 2] 3to =2
replica-id 34 = 'Eﬂﬁﬂgbl t} o] H U o]EE E3&) dsconf E ¢ E] = 65535 = hub B+ consumer
o &9 replica-id gt o = 518t} dsconf g 3 o o] gt& x| 54+ & 2.1 Directory Serverej A
replica-id 7} 65535 & 2} 52 2 g3 h

(BZ#1987373)

dscreate ds-root dH & A= A3}

olQel e REIL obd AME AR Q2B 2 S AT T8 S A 7F 3 bin_dir 914 3 A3 )
dscreate ds-root 7| $PATH ¥ =9l A bin_dir 7S 2% 235Ut A48 0= EE 7} ol d AF-&-=} o}
ol 2R A7F A E A FgkF Ut ol §jH o] EE 3 dscreate ds-root % & 7 25 A )3}
AT G E A H YT

(BZ#2151868)

ol 4] dscont 2 2] El ol entryUUID Z2] 12lo) th et 54 FAL AT 5 Y= 54 g4
U

o] A o= dsconf € ] E] o] A entryUUID =2 2219 I3t =4 AP S AAsIE= 34 E AlF35HA
doksuUh 278 o2 #e A= dsconf S A}ﬂ—s}o:] 71 @29 entryUUID £4 2 A5 0 2 F7}at
= A4S AT 7 AAFUY ol HIoEE F3l 3 343 37 dsconf {2 2 €| & AHE-5to
entryUUID S22l g 53 A S ARY F dFU ol & 59 uid o] X3+
dn=example,dc=com 35 o}d o] 2 & 52 A5 H S 4=

l

A~

T
A~
T

I # dsconf instance_name plugin entryuuid fixup -f “(uid=*)" “dn=example,dc=com"

(BZ#2047175)

A A 2 2204 FIPS 2 =04 Directory ServerS A x5l 5 O o] 27 WA XS EA 1A &

o] A v A A& FIPS 2. =0] A Directory ServerE A& v AAx 27 A4 -3 7 WAA
7F EAEAEFUS.

[time_stamp]

- WARN - slapd_do_all_nss_ssl_init - ERROR: TLS is not enabled, and the
machine is in FIPS mode. Some functionality won’t work correctly (for
example, users with PBKDF2_SHA256 password scheme won’t be able to log
in). It’s highly advisable to enable TLS on this instance.

ol JHOIEE T3l FAZFAZAHA o QAL 20 Q7 WIAA 7Y o] % A HA dFUH

(BZ#2153668)

389-ds-base 3] 7] A o]] 3234 Directory Server 12.3 vz =3 82 Red Hat Enterprise Linux 9.3
P& = E A Ho] JdFUT
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[ J

Ak AL-G-2}E] H o] 2] A o] 5ol dFS VXA F&
[ J

LMDB 7}4 2 7171 ¢] W=7 -5y o
[ J

Directory Serverol| A 27| u} B-A| 7} &ul=27] 255
[ J

Directory Servero|Aq] Zx =7} 2ul=2A 5351 I
[ J

A F-7 3 dirsrv A H]| 27} Sut= A A2
[ J

Hek vl AW W Abgte] SubEA AE UL

48] A EA o) &l Lol x5 Directory Server 12.39] 3| 2 #Hy o] tjal] Lol A A Q.

Directory Server+= /var/lib/dirsrv/slapd-instance_name/ldif/ol| 4] T+ LDIF ¥ & 714 & 4 I H5U o

RHEL 8.3 5] RHDS(Red Hat Directory Server)= #}A] 7l 2l ] & g 2] & Al-&35} LDAP A 18] 20
i3l PrivateTmp systemd X A] &o] 7] 2 o 7 &4 319} up2}A4 RHDS+= /var/lib/dirsrv/slapd-
-instance_name/ldif/ ©] @ € 2] o] A LDIF 3} 7t 714 2 4= <54t} LDIF 51 o] /var/tmp,/tmp, /root
o e g2 ga s A g 74 @717 Al s g7 FAF @ F7b AT o

I Could not open LDIF file "/tmp/example.ldif", errno 2 (No such file or directory)

o] A& sl dstHd v GAE SEHA L.

LDIF 51 & /var/lib/dirsrv/slapd-instance_name/ldif/ t] & g 2] 2 o] 53 ).
I # mv /tmp/example.ldif /var/lib/dirsrv/slapd-instance_name__/Idif/

dirsrv AL827E A & 22 7 A== 3] 83t

i)

e

A PP
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/bug-fixes#BZ-1974242
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/bug-fixes#BZ-2116948
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/bug-fixes#BZ-1759941
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/bug-fixes#BZ-2053204
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/bug-fixes#BZ-2179278
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/bug-fixes#BZ-2189717
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I # chown dirsrv /var/lib/dirsrv/slapd-instance_name/ldif/ example.Idif

SELinux A9l 2~ E

i

2AgU.
I # restorecon -Rv /var/lib/dirsrv/slapd-instance _name/ldif/

AA e

£ 2 X E 4 LDAP Serviceo A 2 E o] /tmp ¥ /var/tmp t] & g &) o} o] 3} oj o
A2 = sy

(BZ#2075525)

389-ds-base =l 7] ®] o] <] FA|

Red Hat Directory Server 12.3 3 389-ds-base 3| 7] R] ol] 4 3&2 v X &= & ¥4]+= Red Hat
Enterprise Linux 9.3 28 2 =Ed] Aw o] &1t}

nsslapd-numlisteners 4 zto] 2Rt} A Directory Server7} 2 =) g o).

5.4. AL H A F= 75
Red Hat Directory Server 12.30]| 4 ¢ o]F Al&- 5 A] ¢t 7] 50l s Lol Al L.

389-ds-base W 7] x| o A H o] & AHE-HA B 7S

389-ds-base 3| 7] A | A ] o] F A& 5 ] ¢k= Directory Server 12.3 7] ‘52 Red Hat Enterprise
Linux 9.3 232 = Ed] A 50| &Yt}

nsslapd-ldapimaprootdn v 7] ¥ 3=7} ] o] A} A& 5 %] &S

55. A A€ 7|5
Red Hat Directory Server 12.39]| 4] | A& 7]-5<l dj3] Folr Al L.

389-ds-base = 7] X oA A AA 715

389-ds-base ¥ 7] ®] o] E£3}¥ Red Hat Directory Server2] A 71 € 7152 Red Hat Enterprise
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https://access.redhat.com/solutions/5707881
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/known-issues#Jira-RHEL-17178
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.3_release_notes/deprecated-functionality#BZ-2170494
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Linux 9.3 282 = Ed] A o] &t}

nsslapd-conntablesize 74 vl 7| \H =7} 389-ds-baseci| 4] | A = Y 54Ut
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/considerations_in_adopting_rhel_9/assembly_identity-management_considerations-in-adopting-rhel-9#ref_removed-functionality-identity-management_assembly_identity-management
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6%. RED HAT DIRECTORY SERVER 12.2

M2 A 27 A, T2 dulolE R A= 75, €2 X] 4] & Directory Server 12.29] 4]
TdE O o] AHSHA e 7150l thal Lot YA L.

6.1. T8¢ HJUIOJE LD Y=L 7|5

Red Hat Directory Server 12.29] |2 & 7|5 9 S 23 HH o] Eof U]3] LolRHA] Q.

Q2EY WA 2.2.79 wke} el e An) 12.2

Directory Server 12.2%= Q] 2E ¥ vl A 2.2.72 7|uto & 3l o] A vl A H|&| o B2 3 2 7]
A AFE AFTBUT F2 87 AL A4 H2 Julo]E A J2EY LA~ ES FRAA L.
https://directory.fedoraproject.org/docs/389ds/releases/release-2-2-
1.htmlhttps:/directory.fedoraproject.org/docs/389ds/releases/release-2-2-
2.htmlhttps://directory.fedoraproject.org/docs/389ds/releases/release-2-2-
4.htmlhttps://directory.fedoraproject.org/docs/389ds/releases/release-2-2-
5.htmlhttps://directory.fedoraproject.org/docs/389ds/releases/release-2-2-
6.htmlhttps://directory.fedoraproject.org/docs/389ds/releases/release-2-2-7.html

dsconf §22) €0l A 2ol e A7 23S 24

e

e

oAl = &g o] 4% o] A2 H dsconf ol A Oh& WA A & w3 U

I DEBUG: The backup create task has failed with the error code: (None)

ol A H 7]5& F3l -timeout 30 S AH§-ste] Aol o A 23E AR E F dsHH-
AZF 2= Y-S TAFA = FA tdsconf L E7F A A E Ve A S SARUG

(BZ#1993124)

olA P EEL AL FIY AZANE P o YR 5 Q&)

ol Aol 9 Z& ALgste] Au T Al2g) o] Aol A e AFHE AL+ AU Th oW &
2] 20) A& base6dz AP A AFAE BAtste] AL 7ML FE AFUTH EE AF 72 @ Aw

AZME N & A5y,

(BZ#1751264)
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https://directory.fedoraproject.org/docs/389ds/releases/release-2-2-2.html
https://directory.fedoraproject.org/docs/389ds/releases/release-2-2-4.html
https://directory.fedoraproject.org/docs/389ds/releases/release-2-2-5.html
https://directory.fedoraproject.org/docs/389ds/releases/release-2-2-6.html
https://directory.fedoraproject.org/docs/389ds/releases/release-2-2-7.html
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389-ds-base = 7]1x1¢] 23 YHo|E D 2L 7%
389-ds-base 3| 7] A il £3H¥ Directory Server 12.2 7] 52 Red Hat Enterprise Linux 9.2 & ] 2

FEJ AHH AdFY

te e A= TLSE 918 ECDSA 72l 7] A9

Directory Servero| A A2 zQjo] 334 27 A9

NUNC_STANS 2.7 27 o] |23 1048576 =27 =20 =2 7 A2

Directory Servero A Bt 21 = ¢

Directory ServerolA] o}7lolBd 271 3d S 4E5T 5 J S

ZF M 7] : Directory Serverol| 4| dlo] g H o] 2o) 719 A3} F 85| YT A=
a4t

' e
o oft

O
=
t N

Directory Server 7-A} = 19] A] 2 ¢ nsslapd-auditlog-display-attrs 4] vl 7] =

A -8 gRPC ModulelsThread>-& It; 74 342 AH8& 4 A H5U o

Directory Serverol] A Q154 HES 714 5 I

6.2. vz +4

A& Aol Al 2433 | F2 1] X &= Red Hat Directory Server 12.20] 4 <=4 € u] z20]] t 3] Zolr 4 A

o
i ]

Directory Server 12.2 389-ds-base = 7] Z] o] £3+€ v] 1 53 J]-8-2 Red Hat Enterprise Linux 9.2
P& e E A Ho] JdFUT
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/new-features#BZ-2096795
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/new-features#BZ-1859271
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/new-features#BZ-2057070
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/new-features#BZ-2093981
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/new-features#BZ-1132524
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/new-features#BZ-2075017
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/new-features#BZ-2136610
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/new-features#BZ-2142639
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/new-features#BZ-1878808
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[ J
Directory Server 22| &2} Al Qo A& ¢35 WA ALgto] &ul=7 e
[ J
db_dir vl 5= ALg A B o) B2 E AHg-3Hs 2% dscreate FE e El b Ll A5
Y.
6.3. g1 4d &A

48] A EA o) &l Lol x 51 Directory Server 12.29] 3| 2 vy o] djal] Lol A A Q.

Directory Server+= /var/lib/dirsrv/slapd-instance_name/ldif/ol| A] T+ LDIF ¥ & 714 & 4 I H5U .

RHEL 8.3 5] RHDS(Red Hat Directory Server)= #}A] 7l 2l o] & g 2] & Al-&35}H LDAP A 18] 20
i3l PrivateTmp systemd X A] &o] 7] 22 o 7 &4 319} up2}A4 RHDS+= /var/lib/dirsrv/slapd-
-instance_name/ldif/ ©] @ € g] o] A LDIF 5} 7t 714 2 4= <5t} LDIF 51 o] /var/tmp,/tmp, /root
o} 7+ g fgd g AFEHE 7tA 27| 7F A9l stal 53 FAFe /77 A P o

I Could not open LDIF file "/tmp/example.ldif", errno 2 (No such file or directory)

o] A& sl ZdstH A v GAE SEHA L.

LDIF 51 & /var/lib/dirsrv/slapd-instance_name/ldif/ t] & g 2] 2 o] 53 o).

I # mv /tmp/example.ldif /var/lib/dirsrv/slapd-instance_name__/Idif/

dirsrv AL827E A & 22 5 A== 3] 835t

o

e

AL AP P
I # chown dirsrv /var/lib/dirsrv/slapd-instance_name/ldif/ example.Idif

SELinux A 2~ E

i

BAg

# restorecon -Rv /var/lib/dirsrv/slapd-instance_name/ldif/

ZAA T UL &2 4 LDAP Serviceo| /] 32 E ¢] /tmp 2 /var/tmp t] D E ] o}z o] 5o o

18


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/bug-fixes#BZ-1956987
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/bug-fixes#BZ-1924569
https://access.redhat.com/solutions/5707881
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(BZ#2075525)

Access log:= FIPS 2 =] 4] Directory ServerE A X 3l+= 52 &7 WA A E TAI UL

FIPS x = x| Directory Servers A x| o] AA 2 27 9o O3 7 WA A7} TA P}

[time_stamp]

- WARN - slapd_do_all_nss_ssl_init - ERROR: TLS is not enabled, and the
machine is in FIPS mode. Some functionality won’t work correctly (for
example, users with PBKDF2_SHA256 password scheme won’t be able to log
in). It’s highly advisable to enable TLS on this instance.

o] g S22 %L o] = Directory Servero] A TLS7t 27|85 4] & AL @A T 07 HAAS
7123}7] W&o A gt 22 5ol dscreate 22 El 7} TLS 27|32 9538t BeHS B4 35}
3d 2. F MAAZL Y ol EA A F5vith

(BZ#2153668)

389-ds-base =} 7] ®] o] <] FA|

Red Hat Directory Server 12.2 389-ds-base 3| 7] X] o] 4 &2 v]x] = ¢ X #4]+= Red Hat
Enterprise Linux 9.2 28 2 =Ed] A® o] &1}

[ J
dsconf € 2] ¥ ol = entryUUID &2 22l g 53 #AY S AT F+ A= 4] &
Y.
[ J
Directory Serverol| A Fu] Aol O 3 =3 A A9
[ J

4
2
I
lﬂi

z31A Directory Server7t o 71| Al 859

6.4. A8 HA &= 7T

Red Hat Directory Server 12.20]| 4] ¢ o] A}2- 5 #] et 7]59l ] Lol Al L.

389-ds-base W 7] A o] A o] & AHE-HA B+ 7S

389-ds-base | 7] A | A ] o] F A& 5 A] ¢k+= Directory Server 12.2 7] ‘52 Red Hat Enterprise
Linux 9.2 2 a2 = Eo] A% do] JFU
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/known-issues#BZ-2047175
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/known-issues#BZ-2063140
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/known-issues#BZ-2053204

Red Hat Directory Server 12 Red Hat Directory Server 12 2] 2 = E

nsslapd-idlistscanlimit v 7§ /5= 7} ] o] & A} 5 X @ on 7] Ezlo] HAHUYFUT
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.2_release_notes/deprecated-functionality#BZ-1952241

Directory Server 12.10] 4 739 A2 A|2=" @ 7 AI3H U0l E X D A28 75, 4R

77%. RED HAT DIRECTORY SERVER 12.1

77%. RED HAT DIRECTORY SERVER 12.1

e

A 2 H o] G AHEHA &= 7150l tEl GotHAA Q.

71 FQ AUl E R N2 75

o] Al Aol A= Directory Server 12.12] |28 7| 53 5 23 JH o|EE FA 35U

gagag Ay 121 429 vld 2.1.39] 7]

Directory Server 12,12 o4 uld ol u]s) o1& M2 54 @ AN AL AT e
2132 7lvo 2 guith F2 W7 Ao AR B5e guolEay] Aol JLEY Yel 2 wES Fx

EERES

https://directory.fedoraproject.org/docs/389ds/releases/release-2-1-0.html

https://directory.fedoraproject.org/docs/389ds/releases/release-2-1-1.html

https://directory.fedoraproject.org/docs/389ds/releases/release-2-1-3.html

LDAP B.2}-9-% 7} $hd 3] < 49

gee

2=~ 3
T

3

o] #4712 $3) 9 =& LDAPECDHE o)A LDAP 352 2 ¢ 4 &Yt o & 59
& 4 dxynh
7] BE HolE RS A8 A 25U

e, 1%, 4, 22 ©99)(0U) L AHEA A FE3% 2 GBS Bl

i)
k3
k)

ACI() Al 2= A 0] %] ) #ha).

AH| 2 3 9(CoS) S HF .
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https://directory.fedoraproject.org/docs/389ds/releases/release-2-1-1.html
https://directory.fedoraproject.org/docs/389ds/releases/release-2-1-3.html
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3=

tlo

AAF .

389-ds-base H| 7] 2] F & YUlo|E D 2L 75

389-ds-base 3 7] A oll = Red Hat Directory Server2] 7] ‘52 Red Hat Enterprise Linux 9.1 &
2l & ke Eo Aol JdFUT

[ J

Directory Serverol] 4 IdapdeleteZ A8 wj] A7 2HA] 2 x4
[ J

Directory Server %] Fol 7] A $AS AZ T & JdFUh
[ J

Directory Serverol A z-5 wu]4 S8 29 FH4: A
[ J

Directory Serverol| A £E7} ojd A& x}7} Q126X A XL
[ J

Directory Servero| x| 24 17 =1 Eg]"o] 7|2 A o2 A3l o] &Yt}

7.2. 3 d FA

o] AAMAE AN EA S EA3181a AL 7153 79 Directory Server 12.10]] 32 whi 2 A

I
Directory Server+= /var/lib/dirsrv/slapd-instance_name/ldif/ol| A T+ LDIF 2} & 714 & 4 I H5U .

dsconf backend import -2 AH-8&-35t2 W 714 & LDIF St o] A2 5 A Qs oF guvt. 22 3t
2 A]2d 2 SELinux @3 2 7€} £ A A A3 AL o= <13] Directory Server=
/var/lib/dirsrv/slapd-instance_name/ldif/ t] 2 € ] o] A LDIF 3} 7t 7148 4= A5 ). LDIF 31 o]
g gdaggd AZ=EA o534 {ARE @79 37 714 2717 A gy o

I Could not open LDIF file "/tmp/example.ldif", errno 2 (No such file or directory)

o] ZAE A5t d5& FIF
319 & /var/lib/dirsrv/slapd-instance_namel/ldif/ t] @ €] 2] 2 o] 53 o}
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.1_release_notes/new-features#BZ-2057063
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.1_release_notes/new-features#BZ-2057066
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.1_release_notes/new-features#BZ-2052527
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.1_release_notes/new-features#BZ-1872451
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.1_release_notes/new-features#BZ-2062679
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I # mv /tmp/example.ldif /var/lib/dirsrv/slapd-instance_name/ldif/

dirsrv AL8A7E A & e & 7 A=S

311’

g3

e

AL 2AII .
I # chown dirsrv /var/lib/dirsrv/slapd-instance_name/ldif/ example.Idif

SELinux A9l 2~ E

i

2A3h
I # restorecon -Rv /var/lib/dirsrv/slapd-instance _name/ldif/
(BZ#2081352)

2A) 2R AR H5E WA F O A A BA] A

&3 W7 5 Directory Serverol x| EA] A oke] ¢35 AMAIE Sut=A U0l ESHA E5UT. A3
AoF BA AR AR ¢35 E AR SHH HA 7 FEF U o] A E 3l 4 32A Directory Server
ANE2HAE OhA] A2 o whebx] A1 2 A] A A7 Al FEE 5 BA] dZ o] o]d ¢s tiil Al ¢
2 uRIgE .

(BZ#1956987)

389-ds-base =l 7] ®] o] <] FA|

389-ds-base 3] 7] A o]] 33 Red Hat Directory Server2] &zl 4]+ Red Hat Enterprise
Linux 9.1 22~ = EJ] A9 o] dHYr}

dsconf € 2] E] ol = entryUUID =] 2219 di 3t =4 Y AA 34 0] glsUt.
Directory Serverol| A Hu|Al7} A9 3l= 39 4

Directory Server7} R ==& A|Z5H o 7] X] &A F5H Yo

389-ds-base @ 7] A o] A H o] & AHE-HA B 7]s

389-ds-base | 7] ®] o]l /] A 7] ¥ Red Hat Directory Server:= Red Hat Enterprise Linux 9.1 & g] 2~
rEo Aol JdFHH
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.1_release_notes/known-issues#BZ-2047175
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.1_release_notes/known-issues#BZ-2063140
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/9.1_release_notes/known-issues#BZ-2053204
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OpenLDAP Ze}o]AE e ElolA -H % -p 4L o o4 A5 &
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