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# dsidm -D "cn=Directory Manager" Idap://server.example.com -b
"dc=example,dc=com™ group create --cn "simple_group"
Successfully created simple_group
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# Idapmodify -D "cn=Directory Manager" -W -H Idap://server.example.com -x
dn: ch=unique_members_group,ou=groups,dc=example,dc=com
changetype: add

objectClass: top

objectClass: groupOfUniqueNames

cn: unique_members_group

description: A static group with unique members

adding new entry "cn=unique_members_group,ou=groups,dc=example,dc=com"
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# Idapmodify -D "cn=Directory Manager" -W -H Idap://server.example.com -x

dn: cn=simple_group,ou=groups,dc=example,dc=com

changetype: modify

add: member

member: uid=jsmith,ou=people,dc=example,dc=com

modifying entry "ch=simple_group,ou=groups,dc=example,dc=com"
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dn: ch=unique_members_group,ou=groups,dc=example,dc=com
changetype: modify

add: uniqueMember

uniqueMember: uid=ajonson,ou=people,dc=example,dc=com

# ldapmodify -D "cn=Directory Manager" -W -H Idap://server.example.com -x
modifying entry "cn=unique_members_group,ou=groups,dc=example,dc=com"
3

& 2 uid=ajonson A}-&- %} £ cn=unique_members_group & °f| 7134t}

# ldapsearch -xLL -D "cn=Directory Manager" -W -b dc=example,dc=com "
(cn=simple_group)"

dn: cn=simple_group,ou=Groups,dc=example,dc=com
objectClass: top

objectClass: groupOfNames

objectClass: nsMemberOf

cn: simple_group

member: uid=jsmith,ou=people,dc=example,dc=com
member: uid=mtomson,ou=people,dc=example,dc=com

1.3.2.LDAP B2} A o] A A 120 uln] 37}



1%. DIRECTORY SERVERO|A] 18 A&
LDAP Be}$-A & Abg-ste] 9 &0 B4 25 AW S F712 5 dH4th

A 27 Ab

o IF =l dFyUth

o S FLoA claE 2o 2 alE o] dHUT ¢ Lol 22l e ol thEF AHA §F W8S
9 2 S AFEste] Y e Ao 211l L

1. LDAP B.g}9-A vl 77 2 o] &gt

2. E¥ wE HolE B E AA8sted WM E F/4e 1 F2S AP o
cn=unique_members_group,ou=groups,dc=example,dc=com

3. 4 v ( Cryostat) & 25l 3 BgE A sho] npy b 3¢ GUth Fo] AA| 9o BEo] X
A,

4. A ] 2] RS A e g o

5. 714 ol Wl e] uid T on £4 gre] Hu
Solt aFe] F71E 5 A ALER

6. W1 DNE de sl stk (&gt ;)& S8l st fnjo AW =g o] 53y h

oY
ol

® cn=unique_members_group,ou=groups,dc=example,dc=com 15 & &S
B AR A F7hE AgAE U

_] \
ol
off
O
K
otk
Jfu
=

14. 9 H =2 AHE5to] 4 215 A4

Directory Server= 3 =17k AL8-5lo] 52 25 A4S ALYt Idapmodify 7€ 2] E] = A& 35}
groupOfURLs % groupOfCertificates ¢ Z 4l E Z | 22 52 2153 A FYoh

t}-2- of 4] ol A = ou=groups,dc=example,dc=com 3} =0 5= 7} o] 524 255 A A Yot

A 27 Avg

e ou=groups,dc=example,dc=com %} ¢ 3} & o] gl &1t}

Az

° groupOfURLs QBEAE F ~E AHE-3le] ch=example_dynamic_group 152 A A sl& ™
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# Idapmodify -D "cn=Directory Manager" -W -H Idap://server.example.com -x
dn: cn=example_dynamic_group,ou=groups,dc=example,dc=com
changetype: add

objectClass: top
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objectClass: groupOfURLs

cn: example_dynamic_group

description: Example dynamic group for user entries

memberURL: Idap:///dcz=example,dc=com??sub?(&(objectclass=person)(cn="sen))

adding new entry "cn=example_dynamic_group,ou=groups,dc=example,dc=com"

(cn) zre] @ 2 1o A person object class ¥ sen &9 Fxd 2 W=
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# Idapmodify -D "cn=Directory Manager" -W -H Idap://server.example.com -x
dn: cn=example_certificates_group,ou=groups,dc=example,dc=com
changetype: add

objectClass: top

objectClass: groupOfCertificates

cn: example_certificates_group

description: Example dynamic group for certificate entries
memberCertificateDescription: {ou=people, I=USA, dc=example, dc=com}

adding new entry "cn=example_certificates_group,ou=groups,dc=example,dc=com"

=] A= DN9J| ou=people,l=USA,dc=example,dc=com ©| &% w1 = e
oAU
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ol

e groupOfURLs ¢ BAE S 2& AL&ete] |2 A E 25 AU

# Idapsearch -xLLL -D "cn=Directory Manager" -W -H Idap://server.example.com -b
"dc=example,dc=com” "objectClass=groupOfURLs" 1.1

dn: cn=example_dynamic_group,ou=groups,dc=example,dc=com
e groupOfCertificates S B A E F 25 AL&51o] N2 A E 252 AU}

# Idapsearch -xLLL -D "cn=Directory Manager" -W -H Idap://server.example.com -b
"dc=example,dc=com” "objectClass=groupOfCertificates" 1.1

dn: cn=example_certificates_group,ou=groups,dc=example,dc=com
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I LDAP: error code 65 - Object Class Violation

1.5.3. MemberOf Z & 121 F+&
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dn: cn=MemberOf Plugin,cn=plugins,cn=config
cn: MemberOf Plugin

memberofallbackends: off

memberofattr: memberOf
memberofentryscope: dc=example,dc=com
memberofgroupattr: member
memberofskipnested: off
nsslapd-plugin-depends-on-type: database
nsslapd-pluginDescription: memberof plugin
nsslapd-pluginEnabled: off

nsslapd-pluginld: memberof
nsslapd-plugininitfunc: memberof_postop_init
nsslapd-pluginPath: libmemberof-plugin
nsslapd-pluginType: betxnpostoperation
nsslapd-pluginVendor: 389 Project
nsslapd-pluginVersion: 2.4.5

objectClass: top

objectClass: nsSlapdPlugin

objectClass: extensibleObject
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof
enable
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I # dsctl instance_name restart
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof show
dn: cn=MemberOf Plugin,cn=plugins,cn=config

nsslapd-pluginEnabled: on
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l‘ll’
i
i
B
filo
>
oo
off

MemberOf Z 8] 2¢lo] 24 S BEAslx dovjd B = o Lol 7} A u] o] A 22E 0 =

Zeae FARI.

1.5.5.1. 38 =& A3t ZF A9 o A} MemberOf &2 121 74

7| B2 0 2 MemberOf 8] 1291 & 18 & X9 4] member membershlp 242 2] 31 memberOf &4 &
AR o] 7Yt 28y 259 T2 WA £ S ¢5L AR e g E 54 S FUHeHa,
S B S A Se el 1 83N EAE S Bl 2l E 7 260

o},

o] 2 0] MemberOf Z & 101 o) 4 t}e-& =8 & == o}

°
N
i

5ol A uniqueMember 573 & ¢} 3 # 4] & 2 H o
o FHE IFS UYL

o mEHolE ol 2o SR FEL AN T

A 27 A

® MemberOf Z& 291& 433 FUTth AHA & &S MemberOf =2 2291 &4 312 F=x 314
Al @

.

1. A8 A} MemberOf E 2] 2l 74.& EAsho] el 29lo] AA 1§ G54 ¢l % 9 W
N 542 gy,

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof show
memberofgroupattr: member

Z2]29e A 25 &4 member 48 ol 7 W S AT
2. Z7# 22 FA oA uniqueMember =4 S memberOfGroupAttr = 7 1 3= zko = A 3 sty o).

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof set --
groupattr uniqueMember

memberOfGroupAttr =} 7] ¥ 5=+= multi-valued o] ™ =5 --groupattr v 7] ¥ S=of] A &3} of 2]
Hs AT FUFUS dE EH U S EHFYTH

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof set --
groupattr member uniqueMember

Al 27 dlol B o] 2= t) 2l BE b o] B ¥ o] 2= 2] AL§-}

3. B4 dlolEu] o] 28 A S B0
Fue AMFES T 292 TP

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof set --
allbackends on
3

% 2 memberOfAllBackends vjj 7l ¥ =& A A 31 o}
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ol\

1%. DIRECTORY SERVERO|A] 18 A&

il

g2dE g

H s

|

gAY =S

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof set --
skipnested on

o] 1 & -2 memberOfSkipNested v 7} ¥ == 4 4 g o}

E

5 A8 Apgh 7124 02 811212 memberOf 54 & 5] 83t S BAE F| 27 gle A5 At
22} 3o nsMemberOf ¢ EAE F| 2= 27}1}14 t}. nsMemberOf tf Al inetUser 2 X 4
E FY2EA SR FH Frtete s S8 1S AW v Ay

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof set --
autoaddoc inetUser

o

] 7 % - memberOfAutoAddOC vlj 7§ 1 5= 5 A4 g o}
6. A" 2E T Al A &

I # dsctl instance_name restart

® MemberOf Z2]29 -4 & el gy}

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof show
dn: cn=MemberOf Plugin,cn=plugins,cn=config

cn: MemberOf Plugin

memberofallbackends: on

memberofattr: memberOf

memberofautoaddoc: inetuser

memberofentryscope: dc=example,dc=com

memberofgroupattr: uniqueMember

memberofskipnested: on

nsslapd-pluginEnabled: on

o 53 AU A& s AFEAL 5ol 4 memberOf 4 3t fH ol E
e ] 7k MemberOf Z& 19 74 &%
® MemberOf Z2]219] Y AH

® MemberOf Ze8]1¢1¢ Iy o HAE S~

1.5.5.2. ] &8 AH&-5ho] ZF A Bl o)l 4] MemberOf E2] 281 44

7182 © & MemberOf Z 2 2218 15 & o4 member membershlp 4445 ¢ 32 memberOf &7 &
AREAF o] kU o 28y 2 FdA e HHA A4S YL SHE 25 S AUHAL 9 255
ARgste] B HolEul o] 2 gl 7 A ol A Aot S8l 2S4S F s

o &

S 0] MemberOf Z&] 20l oA thS-& =3 3} == 3o},
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AH A S 2 E 7] 98] 2F 54 @8 3 uniqueMember 54 S ¢ F1 T
Z 22219 ¥ 9= dc=example,dc=com © = 24 gt}
SHE 25 & AYgEY L

BE Yol Euo] 2o M ALg A FBE 7

g

Uk

A 27 Avg

16

o TN ArHzd maAE] YHUTH Y =

. Group Attribute Z = ¢j| uniqueMember 54 2 5713

A E& 2 Mgl e Auo] 22902 FEIAA S

MemberOf Z 2] 1212 A 3}3) S5 Yt} 24 3F W &S MemberOf = 2] 291 24 3}

Al @

.

. LDAP H.2}-9-7) v 57 2 o] £ g o},

i3
v

291 E2 oA MemberOf =2 118 A&l g},

Y
Z 22219 ¥ 9= dc=example,dc=com: & = A4 3]t}
a. dc=example,dc=com & Subtree Scope Z =¢f ¢ &gt}

b. =& t}& = =94 Create "dc=example,dc=com" & &3 g1t}

il

Z

Soll 2adlabe ol e A B Ul gL

=

MemberOf Plugin o Plugin is enabled
Membership Attribute memberOf o -
Group Attribute member X  uniqueMember X  Type a member group attribute... 0O -~
Subtree Scope dc=example,dc=com O @ ~ U AlBackends

Exclude Subtree

C A e Abek A 9 E R R F19) ERE AU o= ,=E 2Rl

ou=private,dc=example,dc_com 3] E ] ol A 4% SHA] =& Yo

a. Exclude Subtree Z =9 ou=private,dc=example,dc=com & ¢} & gt}

b. =& t}& & =94 Create "ou=private,dc=example,dc=com" & &2 3}

AEstel 2 bl o] B Wl o] 2 vk oy 2} B= vl o] B H] o] =) ALE-

CEFH RS AUHES F2129S 74818 Skip Nested 5 418 g o).

. Save Config & &3 3}

Create "dc=example,dc=com"” O Skip Nested

5 [e]
2F FES

o
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1%. DIRECTORY SERVERO|A] 18 A&

® x| ® 7F MemberOf Z& 12 +4 &

N

o WAZL AHgsho] MemberOf Hef1919] 9 473

i

i

® memberOf &2zl

o 3 YL AHEst AHE AL E A memberOf 73 3t it ol E

1.5.6. A1 1] 7} MemberOf =& 121 A & &

v

714 0 2 2t v & MemberOf #21.218] A4 4.¢ A 4Ptk Fe1 2219l B T4 Agsha
7 Ao FEO R TS FASA I 5U S AH L A8 T+ %1 o) Directory Servers
cn=config vl A} €] 3o Ff 74 & A et HA g o,

d 2 Eo] T2 ¥ 74 S cn=shared_MemberOf_config,dc=example,dc=com 3} = oj| %] %5}

ZE AL FAstelE S8 192 ¢en= MemberOf Plugin,cn=plugins,ch=config =i
1 ARE BENARFE FAST TR 74 G5 AHD AR R
A 2 AF

o L EEZ g9 nE A oA MemberOf 222218 &4 335Ut AA g &2
MemberOf Ze] 29 A 32 JZFA AL

LoAEAAN Ff 74 FEL BT
# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof

config-entry add "cn=shared_MemberOf_config,dc=example,dc=com™ --attr memberOf
--groupattr member

Successfully created the cn=shared_MemberOf_config,dc=example,dc=com

MemberOf attribute nsslapd-pluginConfigArea (config-entry) was set in the main plugin
config

o] % # 2 nsslapd-pluginConfigArea <4 <
cn=shared_MemberOf_config,dc=example, dc com & = A A g},

2. A2REE A A H A Al 2

I # dsctl instance_name restart

# dsconf -D "cn=Directory Manager" Idap://server2.example.com plugin memberof
set --config-entry cn=shared_MemberOf_config,dc=example,dc=com
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b. A2=E 28 ThA] Al %8141 2.

I # dsctl instance_name restart

o
ol

1. MemberOf Z& 28l0] FF 742 AH&st=A] gyt

# dsconf -D "cn=Directory Manager" Idap://serveri.example.com plugin memberof
show

dn: cn=MemberOf Plugin,cn=plugins,cn=config
cn: MemberOf Plugin

nsslapd-pluginConfigArea: cn=shared_MemberOf_config,dc=example,dc=com

# dsconf -D "cn=Directory Manager" Idap://serveri.example.com plugin memberof
config-entry show "ch=shared_MemberOf_config,dc=example,dc=com"

dn: cn=shared_MemberOf_config,dc=example,dc=com
cn: shared_MemberOf_config

memberofattr: memberOf

memberofgroupattr: member

objectClass: top

objectClass: extensibleObject

F7tEas

® nsslapd-pluginConfigArea

1.5.7. MemberOf Z 2] 221¢] ¥ A A

oy Wal= =5 738 FJuALE 74 3 4 - memberOfEntryScope 2
memberOfEntryScopeExcludeSubtree v 7| ¥ = & A}-8-5F>] MemberOf &2 2219 HrALSE 44T
T AFUTH

ALEAHE ol F71ekE 29, MemberOf £8] 2918 A& #F9 o] 329 W Yol sl Aol v
memberOf £ & 189 F7}3 Yt}

o 2 Eo] t}& Azl A = de=example,dc=com 2] 2 = gE oA 253 == MemberOf 28 291&
T4 3} A 7t ou=private,dcz=example,dc=com ¢] 3} &S A £] gt}
A 8. AHg

o Hx BEEZ 2o BE Ao MemberOf Z 2 191< B4 848 51T} 24A 3 ] &2

MemberOf Z2] 121 &4 31 = FZ3H A L.

Az

1. MemberOf Z 21121 2] scope %= dec=example,dc=com © = 47 3}
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof set --
scope "dc=example,dc=com"

2. ou=private,dczexample,dc=com 2] & & #| 9] :

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof set --
exclude "ou=private,dc=example,com"

~-scope DN o 7} ¥ 55 Abg 5to] Abg 2k F2-2 9] 9 0o A o] 53 35

° MemberOf Z# 2912 member of 2 WA £ S IF FEA QU o] EFFA AL}

N #ts Al AU o
® MemberOf Z2] 1918 A1&%} &5 o] memberOf 44 & dlo] Esle] 215 DN 32 Al A
gt
Z3
--exclude v 7] 1520l A4 © 71- --scope o] A E YR} A =947 &

FYTH F A el A E 97 A 2 MemberOf 2] 2912 4
A A = U H P FEo w2 dy o

MemberOf Z2]1212] HE At Wl thk AA & W& ] ZES ALE51e] 78 A v of A
MemberOf Z 2] 221 -4 & XA A 2.
1.5.8. 4 2 & ALE-3tod AFE-2} &E-o 4] memberOf &7 7k Aol E
MemberOf Z& 21> 25 352] 7o upet 257 W 52 memberOf &9 & 2t5 0 2 a3y
oh e B g A R A AR stel AW B 1gle] st memberOf T 7 AR B
Bofl ol A W4l 2hel B & WA s ok ek

® MemberOf Z 8] 2918 &3} 517] Aol 2E 28 9

o AREAF 5ol memberOf £ 5 Fs o2 AU

e memberOf 54o] o] 1] 9= AW A ALEA FEL 7hA @ AL BAI YU T

FA ZAAe 2 AT AP 4= A FY ) BA §7 o A Directory Server+ Directory Server7} 4 g
olEF GBS HA T T A o] &= tls] memberOf 54 ¢l H o] 2t

A 27 Ab

o LA EFZX 9 BE AH|A MemberOf &8 290 &4 skl FUth AA s Ul &2
MemberOf Z 2] 221 A3 & FZPAI L

£ o] dczexample,dc=com &= 2 3} 9] =0 A memberOf L& Jdo]EsH A t}S

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof fixup
"dc=example,dc=com"”

Attempting to add task entry...

Successfully added task entry

Q
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1=
= v 0O

7182 0 2 £3 242 inetUserinetAdmin == nsMemberOf 7} 2] 28 =2 ¥3tale R E
&0l 4 memberOf k3 dHlolEd Yt

oX

A9 e T QUAE Fe 27t £3E FRAMNE ASSH W FDH $AL AT

# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin memberof fixup
-f "(](objectclass=inetuser)(objectclass=inetadmin)(objectclass=nsmemberof)
(objectclass=nsmemberof)(objectclass=inetOrgPerson))" "dc=example,dc=com"

o] 44 =91 inetUser,inetAdmin nsMemberOf &= = inetOrgPerson 7| x| 2] =2 %33l =
R E 3=+ memberOf 7+< ¢ H o] Eg o

F7tEas
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27%. DIRECTORY SERVER©9I 4] & & A]-&

27. DIRECTORY SERVER| A & & A}-&

o g+ X183 Directory Server & 52 2538 UL 92 A4 25 4 54 252 s
Fyth 988 P ¢ A ERE IFHRANESH 7Y A5Uth dE B ol ZEAlAE &7
S At oy 2F W BEES g5t Al &2 A E H st o] el dTd BES T}
AL S dHFUt

Hg s e 9 25 & AMEetd 988 A2 = dFYh

2.1. DIRECTORY SERVER?] &1 &
e stolHe| = aFF Al A4 8l 54 aF s Edynh
® 15S AMS-3lW Directory Servero| A 15 @& &5 & w2 F7hgy o

* %= Directory Servert= © & &4 2 G50 F718 the o] £4& AHgste] o & G| W)
g AFos 4ugun.

AEYE B HAY FHYYT AL FI) Bt Gl YN E A HO R B BHoR A4
% 4 Sl o Directory Serveri= th #89] o2& A gy o}

o B YT
#e] P BN A W BFo] dFUTh B G B ALG ] A 1FOR S 2
BA AL FAT F AHU

o ZyYH I
4 2§02 DY s 23 A BHY Y 4L ALl T AW E FHY D 5 9
%1tk Directory Serveri 2] 9 o] g9l 8l 54 540] 97 o} ol wot e 8 92
o 5 G Tk

o« FHHYY
FHE ATl wel 9 DI W G Po] £FD F AF U

LS AN D W) AFEATE G oA A S FIESEAY A A S = A=A GAFH T A 8222
Z. "Directory Serverd| A SF s} A o & AF8" o] A 2 Al 2.

=

q e Hrhske A2 Aqu 7t 2ol AE fZef Aol el thal &S s st7] el L
o Breke AR fas oA AUtk G &g AbE st ZEFo|AE o FE Aol el

1 nsRole 54& At 4 Wim4 S e o AFH T nsRole £42 J50] £
e A dS A= AlAE 4 YY) Directory Server+= nsRole 4 & A 351+ &
FYT SEOIAE o 2 A o8 oM WA & SRl shs WS Fd s A Y S
A rdEUG

7 g g o g g 2] A u] = GA] Al oAl [ 253 o g 7k a]]ofA] o g AME-8t7] §

g AN S e U o

2.2. DIRECTORY SERVER©|| A <F# 31A] o

A GFL ARG W AERTE G AN A S HA FAAG AAY 5 AEA D UL N 5
of Cryostat Biking ¥4 21§ 9 @9 AL 47 47 F7H AR AA D + AUtk 2o} oY o @
o] GYH AL AT A BN H AN FAFAUY AAFES 8§ & Pk

Y

i

g

S 7HA A A Q) Bek 919 e o 2 B Bl e AR L BB E ALY
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] Abef th s ACI(Special Access Control instructions) 7| A o] 5] o & th |27 9 &2 =
F7IAL A AT 5 A= A ol H S A A= v S G Dol A AR S Al A S AA S s A

AFH

st :I};
I
R

o & o] AbE ol Al Al o So] gt A7 v &/ 515 4185t Directory Server7t o] #g] <
S 71 Directory Serverd] A 3 @ 2182} ¢] nsAccountLock <4 < true = 7| 2Hat 2 2 AL-&- 217}
Aulel vl g & 4= gl th 28y A& AF7F o] W] Directory Serverol] uQld ¥ of 2] &2 Faf &
Ao m AEALE 81T F20] 4] nsRoleDN %4 & A A 31 31 ACIZ Al @514 2= A9 e 432 5
A 4 AFYh

A+ 71 nsRoleDN %3 & 4| A 514 231 =% stelwl & 3 ) et o ACIE A8 g o
o Bel 9F Bel 4T WA FEI FS b ACIE AH§ I

aci: (targetattr="nsRoleDN")

(targattrfilters= add=nsRoleDN:(!(nsRoleDN=cn=AdministratorRole,dc=example,dc=com)),
del=nsRoleDN:(!(nsRoleDN=cn=nsManagedDisabledRole,dc=example,dc=com)))
(version3.0;acl "allow mod of nsRoleDN by self but not to critical values"; allow(write)
userdn=Idap:///self;)

o JE gy &Yt FE o &al= &4 B 5 (nsRoleFilter). A8 217} DB & ® o Shof| ] ALE
Sl BEA S 71 A A B AT 4 gl =2 g ) Directory Server 7} filter 224 9] 1S A 2¢
Sl Aol ZH EA US TA T F A= RE S S BEsof 3k

2.3. 4 % =% A}-83lo] DIRECTORY SERVER©|| A ¢ g #-¢]

2.3.1. Directory Serverol| 4 a5 &= & A A

el HE g WAE DA Yol BEo 9

= 015t o WAl A &9yt Idapmodify -f- 2 2] E] & A}-8-3tof #He] o
S AT F AU v d A A = v

| g Ay &S AT

on fr

A 8 AFe
e ou=people,dc=example,dc=com 4} ] & &-o] Directory Servero] &1t

e cn=Bob Cryostat,ou=people,dcz=example,dc=com A}-& 2} & &-o] Directory Serverd] 3l &

=8
A=}
1. Idapmodify 5 = 2 -a &4 3} &7 Al83t] cn=Marketing managed & & 3} &< A A g o}

# ldapmodify -a -D "cn=Directory Manager" -W -H Idap://server.example.com -x << EOF
dn: cn=Marketing,ou=people,dc=example,dc=com
objectclass: top
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objectclass: LDAPsubentry

objectclass: nsRoleDefinition

objectclass: nsSimpleRoleDefinition

objectclass: nsManagedRoleDefinition

cn: Marketing

description: managed role for the marketing team
EOF

sk

i

g 9 R g CHAE Fej 27t £3Holok Pk

O:

e | DAPsubentry

® nsRoleDefinition

o nsSimpleRoleDefinition

o nsManagedRoleDefinition

o] AF&%} 3o nsRoleDN £-4] & 37}3}o] cn=Marketing,ou=bob Cryostat,dc
=zexample,dc=com A}- &2} g&&-2 cn=Bob Cryostat,ou=people,dc= example,dc=com A}-& =}
& ey

# ldapmodify -D " cn=Directory Manager" -W -H Idap://server.example.com -x << EOF
dn: cn=Bob Jones,ou=people,dc=example,dc=com

changetype: modify

add: nsRoleDN

nsRoleDN: cn=Marketing,ou=people,dc=example,dc=com

EOF

modifying entry "cn=Bob Jones,ou=people,dc=example,dc=com"

S~

18] A} userRoot t o] Ef #l] ©] =0 4| nsRoleDN <7 of] th & 28 Q1E] 25 -2 shof Q1H] 4
A 82 A S WA Y T

AN

=
# dsconf -D "cn=Directory Manager" Idap://server.example.com backend index add --
index-type eq --attr nsroleDN --reindex userRoot

ot

=

o

cn=Marketing,ou=people,dc=example,dc=com 3 2] & & & 3}= ALE =} vy

o}

# ldapsearch -D "cn=Directory Manager" -W -H ldap://server.example.com -x -b
"dc=example,dc=com" "(hsRole=cn=Marketing,ou=people,dc=example,dc=com)" dn

dn: cn=Bob Jones,ou=people,dc=example,dc=com

dn: cn=Tom Devis,ou=people,dc=example,dc=com

F7tEas

LDAP B g} o A & A4 A

ldapadd, [dapmodify 2 Idapdelete 2 & gl o) & A&
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o HH=

o

AHg-3te] 57 o] B o] 2 9] Q1 ¥ X {3

o |dapmodify(1) v} F< # o] ]

2.3.2. Directory Servero A} ZE] g ¥ o & A4 A

G o] 54 E40] H <] ¥ 79 Directory Server= LE| | o sto] P2 FkiLich 9 g Qo=
nsRoleFilter LDAP = E] £ |4 U th. LEl o} YA o = o ao] ww i)

dapmodify 92 €| 2 A 851 LEFH QS AT 5 AFUTH Ohe A= G 24 2
Aol el B E T2 44 T o,

A 27 A

e ou=people,dc=example,dc=com ] & &-o] Directory Servero] &1t

A3}

—

1. Idapmodify 7 & -a -4 3} 7 AL8-5}o] cn=SalesManagerFilter 2 53 & & & & &
ey ot

o

A

# ldapmodify -a -D "cn=Directory Manager" -W -H Idap://server.example.com -x << EOF
dn: cn=SalesManagerFilter,ou=people,dc=example,dc=com
changetype: add

objectclass: top

objectclass: LDAPsubentry

objectclass: nsRoleDefinition

objectclass: nsComplexRoleDefinition

objectclass: nsFilteredRoleDefinition

cn: SalesManagerFilter

nsRoleFilter: o=sales managers

Description: filtered role for sales managers

EOF

cn=SalesManagerFilter 2 & & ¥ & & 3} 59 = o=sales &2 A7} & Tof sl ZH=H o
A A Fkol A= 0 FAo] U=

LY E G B P AR B o

dn: cn=Pat Smith,ou=people,dc=example,dc=com
objectclass: person

cn: Pat

sn: Smith

userPassword: password

0: sales managers

(

m\i |

SEEERS

ek

F2 o

fr

Tt 22 QEAE S

[>

7F kof ok g ot

LDAPsubentry

nsRoleDefinition

nsComplexRoleDefinition

nsFilteredRoleDefinition
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7] 913l nsRoleFilter & & I B o] A A}-&-3} & £:4 o
| A o2 o=sales #EAE LEZE A& Y ) o}

# dsconf -D "cn=Directory Manager" Idap://server.example.com backend index add --
index-type eq --attr o --reindex userRoot

oY
ol

e cn=SalesManagerFilter,ou=people,dc=example,dc=com Z &] H ¥ & gof] &5} = A&7} P&

S UHEFYH
# ldapsearch -D "cn=Directory Manager" -W -H ldap://server.example.com -x -b
"dc=example,dc=com™ "
(nsRole=cn=SalesManagerFilter,ou=people,dc=example,dc=com)" dn

dn: cn=Jess Mor,ou=people,dc=example,dc=com

dn: cn=Pat Smith,ou=people,dc=example,dc=com

F7teas
e LDAP He}-g-A oA o A
e |dapadd, Idapmodify ¥ Idapdelete € 2] €] o] ¢ & A&

e Idapmodify(1) 7 +< & o] A

THE o= HA 2L AP H
3= nsRoleDN &4 o] & @ 3Fu ).

ek

2.3.3. Directory Servero| A =39 A& 4 A
[e5]

i
o
]
L]
it
al
30,
o))
v
£
ofN
i)
i
12
i
ot
4
2
fr

[e=]
H

)
o

%4 2

Idapmodify # 22 E] & 21831 SHE 928 AT 5= A HF Ytk b2 ol Al o A & Directory Server
o A &l 5= 9T vrE7] 9 Di ectoryServerOﬂH HE gy d8 BEr] oA BE e @ g o
wol TghEl 4 4TS BEUL

A 27 Av

e ou=people,dc=example,dc=com 4} ] & &-o] Directory Servero] &1t}

Az

1. Idapmodify = & & -a %43 37 Al-8-31 cn=SalesManagerFilter = & & ¥ < &3}
cn=Marketing managed ¢ &S ¥ 33}= cn=MarketingSales 5% < & =S H A3t}

# ldapmodify -a -D "cn=Directory Manager" -W -H Idap://server.example.com -x << EOF
dn: cn=MarketingSales,ou=people,dc=example,dc=com

objectclass: top

objectclass: LDAPsubentry

objectclass: nsRoleDefinition

objectclass: nsComplexRoleDefinition

objectclass: nsNestedRoleDefinition

cn: MarketingSales
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nsRoleDN: cn=SalesManagerFilter,ou=people,dc=example,dc=com
nsRoleDN: cn=Marketing,ou=people,dc=example,dc=com
EOF
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LDAPsubentry

nsRoleDefinition

nsComplexRoleDefinition

o nsNestedRoleDefinition

o
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e cn=MarketingSales 53 & & &3l= AHEA &5 I P oh

# Idapsearch -D "cn=Directory Manager" -W -H Idap://server.example.com -x -b
"dc=example,dc=com" "(nhsRole=cn=MarketingSales,ou=people,dc=example,dc=com)"
dn

dn: cn=Bob Jones,ou=people,dc=example,dc=com
dn: cn=Pat Smith,ou=people,dc=example,dc=com

dn: cn=Jess Mor,ou=people,dc=example,dc=com
dn: cn=Tom Devis,ou=people,dc=example,dc=com

o LDAP He}-g-A oA o & A
e |dapadd, Idapmodify ¥ Idapdelete € 2] €] o] & A&

o |dapmodify(1) v} F< o o] %]

o))

e uid=user_name A}-& =} 3}&0] o Sto] Sty )5 Th
e nsRole 7} 4] o] 14 ¥ uid=user_name 32 7 4 g o).

# ldapsearch -D "cn=Directory Manager" -W -H Idap://server.example.com -b
"dc=example,dc=com" -s sub -x "(uid=user_name)" nsRole

dn: uid=user_name,ou=people,dc=example,dc=com
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nsRoIe cn=Role for Managers,dc=example,dc=com
nsRole: chn=Role for Accounting,dc=example,dc=com

" & 2 uid=user_name A}-§-#}7F Wl ¥ 9l BE &S H A
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2.3.5. Directory Serverol 4] & g+ A}
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e cn=Marketing ¥ 2] 9 & 55 2l st ™ oh2-& A Pyt

# ldapmodify -D "cn=Directory Manager" -W -H Idap://server.example.com -x << EOF
dn: cn=Marketing,ou=People,dc=example,dc=com

changetype: delete

EOF

deleting entry "cn=Marketing,ou=People,dc=example,dc=com"
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3%, DIRECTORY MANAGER ¢+ 5 ¥ 7

F ol Hl ol B u o] 2 A AFd

Directory Manager+ Linux £ A 7 ¢] root AF-& 2} Bl & = &= A3 Y=
HY}. &2 x}+= Directory

U t}. Directory Manager 3} & 9 & @ ¢+ 5= Sl Al 2 A x| Fo) 44
Manager 5 & W7 ste] th2 o5 AHE T 5 dFH o

dostE AA ALY G5 S Y FYL e EA 2 A4S AMEEH STt
YEYI =22 FAFUT A7 43535 A28 A DalA] =AY Z2ES 4
£ 310 Directory Manager &3 2 ¢t o] Eg T}

o 1S &AM & sl E A}-8-3lo] Directory Manager ¢F3 & A A 3 o}
° YT EAFLE JIeHHE xS FE I

# dsconf -D "cn=Directory Manager" Idaps://server.example.com config replace
nsslapd-rootpw=password

Directory Server= nsslapd-rootpw tj 7]l H =of] A4 s dut &) ~E kS AF o7 94353}

gy

-
Az e TZE{} S AHE3HA] mF4] Al 2. Directory Server=

{password-storage-scheme}hashed_password & 2] 0 & I} 5 = A
AU AW E 2259 EAE U5 2R AAZ AT &
AEo] ARE 2EA AA | AY GZ It SHEA A H A FoH
Directory Manager7} Al ¥ o] 42 4 ¢l th

soz asaeu 0eg FAPIh

&

o o3FT =

{0

o

L A Gz siAEAYTUE & 1 e ZAE U

[¢]

# pwdhash -D /etc/dirsrv/slapd-instance_name password
{PBKDF2_SHA256}AAAgAMWPYIhEkQozTagoX6RGG5E7d6/600J8TVty...

<+ % = Directory Server Q1 2~H 2 -4 o] nsslapd-rootpwstoragescheme <43 of] A4 %

=5l =

43 2EYA LT vE AR st dEskE Y-

2. STARTTLS <145 Al-&3}lo] nsslapd-rootpw 54 S o] d ©HA| o] ZAE gro 2 A3
Y
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# dsconf -D "cn=Directory Manager" Idaps://server.example.com config replace
nsslapd-
rootpw="{PBKDF2_SHA256}AAAgAMwPYIhEkQozTagoX6RGG5E7d6/600J8TV

ty...
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1. Server — Server Settings — Directory Manager = +2 ¢4 t}.

2. Directory Manager Password 2! Confirm Password 2 = A} &3 = ¢ &gt}
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4%}, DIRECTORY MANAGER ¢35 2| A2 A
Directory Manager+= Linux &% A Al 2] root AF-&- 2o} vl sk 5= )& W3 = dl o] Ejwo] 2= &2 ALY
Yt 9128 2 A X] 0| Directory Manager &3 7} 44 g Uth &5 7F &4 5™ v g g g ol o g A
A= oﬂ/p-“/\ ia‘]—Oixﬂ}v‘X—]iﬂ-/\ 01/\]/]1;}
4.1. 5 =2 A5t DIRECTORY MANAGER &5z 4 A

Directory Server 91 2~& 2~ 0] tf) 3} root o Al 2~ A ko] 1= 7 - Directory Manager?] 43 2 #2444 st
Fa&dn
Y= .

A%
LA 9B S AT S S et pEU

# pwdhash -D /etc/dirsrv/slapd-instance_name new_password
{PBKDF2_SHA256}AAAgABUObKhyjY53NcxY33ueoPjOUW1I4iyYN5SuUW...

Directory Server Q1282 4 A2 5 X4 §l 7] | ol pwdhash 2/ 7] = nsslapd-
rootpwstoragescheme & /J o)l A & s 2EZ X A7|vlE AF O 2 ALE5 A A4S E
el 5 R )

2. Directory Server Q1 28 A~ & Z2] &t}

I # dsctl instance_name stop

3. /etc/dirsrv/slapd-instance_name/dse.ldif 3} 2 ¥ %] 5} 12 nsslapd-rootpw <4 & 3l HA|
Ao IAIE o= 43}

I nsslapd-rootpw: {PBKDF2_SHA256}AAAgABUObKhy]Y53NcxY33ueoPjOUWH4iyYNSUW...
4. Directory Server 91 28 A~ & A] 2}3] ).

I # dsctl instance_name start
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# dsconf -D "cn=Directory Manager"' Idap://server.example.com pwpolicy get
Global Password Policy: ch=config

passwordstoragescheme: PBKDF2_SHA256
passwordChange: on
passwordMustChange: off

passwordHistory: off

passwordInHistory: 6

2. 43 A A S 2ATUTALE 7hed A o AA 5=

flo

e g P,

# dsconf -D "cn=Directory Manager" Idap://server.example.com pwpolicy set --help

i
i
{d

of 45 TR AMNE BHHEIL AL GE Qo 1242 AYshelw the S AP P

# dsconf -D "cn=Directory Manager Idap://server.example.com pwpolicy set --
pwdchecksyntax on --pwdmintokenlen 72

3 HET AHAAY A= 7eS EEsd Tk

# dsconf -D "cn=Directory Manager" Idap://server.example.com pwpolicy set --
pwdlockout on

NeHom 22 GE A AL v BYsE ] AFUTh Y TES A T2 45 A
g & Ay

_1514:[“
i
-«

A 27 AR
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o Ha s Aol e dE w2
w7 <= el] o @k en=config @ -0l & © 2 ST & ol 52 EA sk A Sl vk
ANE FHY

3 ARe 2L

54.24 435 AA =

dsconf localpwp addsubtree *=+= dsconf localpwp adduser ™8 & S A}-8 5} Directory Serveroi A
EAAST AN SAHAS AT IS S AFo2 AU

she) 2ol A9 The FEo] g

X513 ETe =4 35 A 3=

3= olg v

nsPwPolicyContainer a9 E7] 39 AH oY T 3¢ B2 9 2 E k9] gEol g
g G A ad FE
nsPwPolicyEntry 27 oFE AR A}k g o) Erle} HEE RE G5 A
ExS|
e}
nsPwTemplateEntry CoSHl =3 a& nsPwPolicyEntry &= 2 7}z
7]+ pwdpolicysubentry 7+
<cos & ] 35 DN> &9 Eg] 52 CoS 4 o & cos 7 9| &

objectClass: top
objectClass: nsContainer

dn: cn=nsPwPolicyContainer,ou=people,dc=example,dc=com
cn: nsPwPolicyContainer

‘ o 5.1. 3} 9] E¢] ou=people,dc=example,dc=com<] nsPwPolicyContainer &%

o 5.2. 5} ¢] E32] ou=people,dc=example,dc=com2] nsPwPolicyEntry &%
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cn=nsPwPolicyContainer,ou=people,dc=example,dc=com
objectclass: top

objectclass: extensibleObject

objectclass: Idapsubentry

dn: cn="cn=nsPwPolicyEntry,ou=people,dc=example,dc=com",
objectclass: passwordpolicy

dn: cn="cn=nsPwTemplateEntry,ou=people,dc=example,dc=com",
cn=nsPwPolicyContainer,ou=people,dc=example,dc=com

objectclass: top

objectclass: extensibleObject

objectclass: costemplate

objectclass: Idapsubentry

cosPriority: 1

pwdpolicysubentry: cn="cnh=nsPwPolicyEntry,ou=people,dc=example,dc=com",

o 5.3. 5} 9] E 2] ou=people,dc=example,dc=com?] nsPwTemplateEntry g%
| cn=nsPwPolicyContainer,ou=people,dc=example,dc=com

dn: cn=newpwdpolicy_cos,ou=people,dc=example,dc=com

objectclass: top

objectclass: LDAPsubentry

objectclass: cosSuperDefinition

objectclass: cosPointerDefinition

cosTemplateDn: cn=cn=nsPwTemplateEntry\,ou=people\,dc=example,dc=com,
cn=nsPwPolicyContainer,ou=people,dc=example,dc=com

cosAttribute: pwdpolicysubentry default operational

‘ o] 5.4. 3} 9] E2] ou=people,dc=example,dc=com?] CoS A} &=

AR 7§ the G 5o] Fobg U T

E52. 418740 24 45 4 5

FEolE v -8

nsPwPolicyContaine 49 %< Ae| o]y & AHE Lo} B E 519 8= o &t T}
r R R R e
nsPwPolicyEntry A GG AYF G AHg Aol BEE R E s G &

objectClass: top
objectClass: nsContainer

dn: cn=nsPwPolicyContainer,ou=people,dc=example,dc=com
cn: nsPwPolicyContainer

‘ o] 5.5. A8 A} uid=user_name,ou=people,dc=example,dc=com2] nsPwPolicyContainer 3%
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cn=nsPwPolicyContainer,ou=people,dc=example,dc=com
objectclass: top

objectclass: extensibleObject

objectclass: Idapsubentry

dn: cn="cn=nsPwPolicyEntry,uid=user_name,ou=people,dc=example,dc=com",
objectclass: passwordpolicy

|
| o 5.6. A}-&#} uid=user_name,ou=people,dc=example,dc=com<] nsPwPolicyEntry g%

AA T E 2ol o 3

| cSRd I A4S Gy 2 ¢4
Efo I AAdUth dA=HF ==

=] A& 5
Abgste] 28 45 AN 44 AFYh
APd @ A

o NS AT ALEA T 59 EE g5 o] oln] tyE e FYh
A}

1 8h9) Ee] i ALS A G2 @ 28 95 B o] o]n] YA FAFUTh oS W
2

# dsconf -D "cn=Directory Manager"' Idap://server.example.com localpwp get
"ou=People,dc=example,dc=com"
Enter password for cn=Directory Manager on Idap://server.example.com:
Error: No password policy was found for this entry
2A M e AT S A8
o 9 E s AAS A =S FFFUTH

# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp
addsubtree "ou=People,dc=example,dc=com"

° A LT AH LAY b2 FAFY

# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp adduser
"uid=user_name,ou=People,dc=example,dc=com"

2. 22 32 54L AFFUAE M@ A0 WA BFLe 022 4T
I # dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp set --help

% Sol & NEE BT Ao FE 7172 142 (1209600 %) O = U Y 5 he
=3 3k o}

o 319 Ef] &E A Ao A T}SS S F o
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=
1S

# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp set --
pwdexpire on --pwdmaxage 1209600 "ou=People,dc=example,dc=com"

o &R T AANA TGS FAFY

# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp set --
pwdexpire on --pwdmaxage 7209600
"uid=user_name,ou=People,dc=example,dc=com"

5.6. ¥ & ALgste) 2 b5 4 A v 24 8

A 24 H A2 A3d T o en=config 35 2] nsslapd pwpolicy-local /N HF7F A S 2 on 2 A
Uth 24 o3 A& S et Fotof st A4 W8 E2 AHEste] FEoz nadstd s

t}.

A3}

e EAdAATVEYSIAYEL 22 AAS AAT I

o e A3 AAS B E ves s

# dsconf -D "cn=Directory Manager Idap://server.example.com pwpolicy set --
pwdlocal off

o Z|E gd a9 B dE A A A S I

# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp remove
"ou=People,dc=example,dc=com”

o /& VY AR B AL AASAA Thee ST

# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp remove
"uid=user_name,ou=People,dc=example,dc=com"”
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Directory Server ¢+& 4 2 2 Ab&-2F Al ol A Al GE A S ALFUTH AR A A I 5 s &
g3t 7% Directory Server= A& A7F b5 5 WA S W) 74A] FF WA o] 919 thE A S ARFY
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QA 59l 75 e R

e cn=Directory Manager Al g Wt A A 43 E &F& = AdHFYUd

_,d
d

® Directory Server= 3 ARV G EE ZASHA] R EE 1Y SIS A EE 5 &
® Directory ServerE A1 £35tH A E A S AZ A oA A A3FE A 5 FH AL T

T
FRES THY 5 A Th

® Directory Serverol| A = AL 27} AL& 8t AU A A A 8HA] = A AN G IIEHES A
AR AL EANAFT A EE 3 S FYh

e <13o] 4T3 73 Directory Servers| A A& A 7h THE 291 S 53 57] Aol 45E A UH
shok gt

v

EA o oA s AL W B H o 3l

)4

Uth F2dH =24 a5 Aoz TS = IS5y

E
L FYATE AL T A5 S AHEAE 2 steto] S WA oF &
2. FRE AT AAANAN 75 I

A2 A 7T A8 #F2] userPassword < 4]

< E [l
Directory Server ol A oA &3 37 & 483}

o

3} 3. passwordMustChange <:4] & o] & 44

Az

LBt A EE ALAD FALAT) FEE WAFES T T,

# dsconf -D "cn=Directory Manager" Idap://server.example.com pwpolicy set --
pwdmustchange on

2. 2RH YA

Jg.l:‘:

ol QA gE A AL TG

# dsconf -D "cn=Directory Manager" Idap://server.example.com pwpolicy set --
pwptprmaxuse 5 --pwptprdelayexpireat 3600 --pwptprdelayvalidfrom 60

o A oM E TS 3 vk

e --pwptprmaxuse A& AR YA UYFTE SR ARG F A= FHPAIE 25 AAT

U,

e --pwptprdelayexpireat -4 & A &5 7} 3600 (1N ZHZ THE 5 7] Ao A7+ A3
Ytk
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e --pwptprdelayvalidfrom -4 & 32| =} 7} A}i’uz} s E AMAEAH T & -
pwptprdelayexpireat ol 47 ¥ A]7Fo] 60 % Fof A gt e =5 A o).

H

o
ol\

o A S FHL A 4L EAFT

# dsconf -D "cn=Directory Manager" Idap://server.example.com pwpolicy get | grep -i
TPR

passwordTPRMaxUse: 5
passwordTPRDelayExpireAt: 3600
passwordTPRDelayValidFrom: 60
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# dsconf -D "cn=Directory Manager" Idap://server.example.com pwpolicy set --
pwdmustchange on

# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp

addsubtree --pwptprmaxuse 5 --pwptprdelayexpireat 3600 --pwptprdelayvalidfrom
60 ou=People,dc=example,dc=com
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# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp adduser -

-pwptprmaxuse 5 --pwptprdelayexpireat 3600 --pwptprdelayvalidfrom 60
uid=example,ou=People,dc=example,dc=com
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--pwptprdelayvalidfrom &4 & #2| 27} AL &2 452 AL HF 5 -
pwptprdelayexpireat ] A7 € A 7to] 60 2 Foll A 2HE =5 4yt
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# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp get <DN> |
grep -i TPR

passwordTPRMaxUse: 5

passwordTPRDelayExpireAt: 3600

passwordTPRDelayValidFrom: 60
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# I[dapmodify -D "cn=Directory Manager" -W -p 389 -h server.example.com -x << EOF

dn: ou=people,dc=example,dc=com

changetype: modify

add: aci

aci: (targetattr="userPassword || nsAccountLock || userCertificate || nsSshPublicKey")
(targetfilter="(objectClass=nsAccount)")(version 3.0; acl "Enable user password reset"; allow
(write, read)(groupdn="Idap.///cn=password_admins,ou=groups,dc=example,dc=com");)
EOF
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# dsconf -D "cn=Directory Manager" Idap://server.example.com pwpolicy set --
pwdadmin "cn=password_admins,ou=groups,dc=example,dc=com’
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# I[dapmodify -D "cn=Directory Manager" -W -p 389 -h server.example.com -x << EOF
dn: ou=people,dc=example,dc=com

changetype: modify

add: aci

aci: (targetattr="userPassword || nsAccountLock || userCertificate || nsSshPublicKey")

)
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(targetfilter="(objectClass=nsAccount)")(version 3.0; acl "Enable user password reset"; allow

(write, read)(groupdn="Idap.///cn=password_admins,ou=groups,dc=example,dc=com");)
EOF
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# dsconf -D "cn=Directory Manager" Idap://server.example.com localpwp set
ou=people,dc=example,dc=com --pwdadmin
"en=password_admins,ou=groups,dc=example,dc=com’
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# dsconf -D "cn=Directory Manager' Idap://server.example.com config replace
nsslapd-allow-anonymous-access=off
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# |dapsearch -H Idap://server.example.com -b " dc=example,dc=com" -
Idap_bind: Inappropriate authentication (48)
additional info: Anonymous access is not allowed

8.2. %) 2&< AHgatol oo nel g M B3

ek
i‘l

A 27 Abg

o 3 ZHoA QAaE A 239150l &Y T

1. Server - Server Settings = Advanced Settings = ©] &34t}
2. Allow Anonymous Access "l 7| H -5 off = d A g}

3 AZS YA

44



o

ol\

o AGAAHS AYSHA Fa A S AF Tk

# |dapsearch -H Idap://server.example.com -b " dc=example,dc=com" -x
Idap_bind: Inappropriate authentication (48)
additional info: Anonymous access is not allowed
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manually-inactivating-users-and-roles

It
s
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# dsidm -D "cn=Directory Manager" Idap://server.example.com -b
"dc=example,dc=com" account lock "uid=user_name,ou=People,dc=example,dc=com"
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@ 943 99 he e AP

# dsidm -D "cn=Directory Manager" Idap://server.example.com -b
"dc=example,dc=com" role lock " cn=Marketing,ou=People,dc=example,dc=com"

AR B 2 B stetEE R EOA T RS AUk

# dsidm -D "cn=Directory Manager" Idap://server.example.com -b
"dc=example,dc=com" account unlock
"uid=user_name,ou=People,dc=example,dc=com"
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# dsidm -D "cn=Directory Manager" Idap://server.example.com -b
"dc=example,dc=com" role unlock "cn=Marketing,ou=People,dc=example,dc=com"
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# dsidm -D "cn=Directory Manager" Idap://server.example.com -b
"dc=example,dc=com" account entry-status
"uid=user_name,ou=People,dc=example,dc=com"

Entry DN: uid=user_name,ou=People,dc=example,dc=com

Entry Creation Date: 20210813085535Z (2021-08-13 08:55:35)

Entry Modification Date: 20210813085535Z (2021-08-13 08:55:35)
Entry State: activated
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o 9.1. 27 A ol Al g ZAA T =

"dc=example,dc=com" account entry-status
"uid=user_name,ou=People,dc=example,dc=com" -V

Entry DN: uid=user_name,ou=People,dc=example,dc=com

Entry Creation Date: 20210824160645Z (2021-08-24 16:06:45)
Entry Modification Date: 20210824160645Z (2021-08-24 16:06:45)
Entry Last Login Date: 20210824160645Z (2021-08-24 16:06:45)
Entry Time Until Inactive: 2 seconds (2021-08-24 16:07:45)

# dsidm -D "cn=Directory Manager" Idap://server.example.com -b
Entry State: activated

o 9.2.¥] &4 Al H AT =4

"dc=example,dc=com" account entry-status
"uid=user_name,ou=People,dc=example,dc=com" -V

Entry DN: uid=user_name,ou=People,dc=example,dc=com

Entry Creation Date: 20210824160645Z (2021-08-24 16:06:45)
Entry Modification Date: 20210824160645Z (2021-08-24 16:06:45)
Entry Last Login Date: 20210824160645Z (2021-08-24 16:06:45)
Entry Time Since Inactive: 3 seconds (2021-08-24 16:07:45)

# dsidm -D "cn=Directory Manager" Idap://server.example.com -b
Entry State: inactivity limit exceeded

o AT AGEHE AT

# dsidm -D "cn=Directory Manager" Idap://server.example.com -b
"dc=example,dc=com" role entry-status
"cn=Marketing,ou=People,dc=example,dc=com"

Entry DN: cn=Marketing,ou=people,dc=example,dc=com

Entry State: activated

a9l B2 o) AE S EAFIT.

# dsidm -D "cn=Directory Manager" Idap://server.example.com -b

"dc=example,dc=com" account subtree-status "ou=People,dc=example,dc=com" -f

"(uid=")" -V -0 "2021-08-25T14:30:30"
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# dsconf -D "cn=Directory Manager" Idap://server.example.com pwpolicy set --
pwdisglobal="on
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# dsconf -D "cn=Directory Manager" Idap://server.example.com repl-agmt get --suffix
"dc=example,dc=com" example-agreement | grep "nsDS5ReplicatedAttributeList"
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nsDS5ReplicatedAttributeList: (objectclass=*) $ EXCLUDE accountUnlockTime
passwordRetryCount retryCountResetTime example1 example2
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o] o] o] 4 &= accountUnlockTime passwordRetryCount, retryCountResetTime 7= * )
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# dsconf -D "cn=Directory Manager" Idap://server.example.com repl-agmt set --suffix
"dc=example,dc=com" --frac-list "example1 example2' example-agreement
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# |dapsearch -H Idap://server.example.com -D
"uid=example,ou=People,dc=example,dc=com" -w "invalid-password" -b
"dc=example,dc=com" -x

Idap_bind: Invalid credentials (49)

. Ab&-x}2] passwordRetryCount 54 & 3 A &t}

# |dapsearch -H Idap://server.example.com -D "cn=Directory Manager" -W -b
"uid=example,ou=People,dc=example,dc=com" -x passwordRetryCount

dn: uid=example,ou=People,dc=example,dc=com
passwordRetryCount: 1

| EZ2X] 0] th& Ao A o] W& S A3 gt} passwordRetryCount 57 o ko] &
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11.1. REFERENTIAL INTEGRITY &2 12l 9] 25 5f= W2

Referential Integrity =2 2912 &4 5} 311 s uniqueMember,owner o A -2 4 Hd| o] EE 43 &}
LAY AR E BEAS B S UAFYTH
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o] & Z 2 1¢1-& uniqueMember,owner 2 see also 54 Oﬂ sl &L stA 3 g ok

7122 © & Directory Server= 98] 27 U3 Edll A Ao A A3} EUch A4 9 g
o|E ®eje A 7to] o) ALY S 9omz g zo] SEH T o= X Yt} dsconf =3
191 referential-integrity set 3 & ] --update-delay 5412 A}-8-5l] A=) “E% TAA duol E9}

yo 2
El>

1A 2 o] sl ASE A HES SelW FE T AN o2 PN AFFE S L A9

—
—

2. W =2 218 3o REFERENTIAL INTEGRITY Z& 129 +4

% &2 AHS-3lo] Referential Integrity Z2] 2918 7+ & dHUh
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin referential-
integrity enable
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin referential-
integrity set --entry-scope "ou=People,dc=example,dc=com"
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin referential-
integrity set --exclude-entry-scope "ou=Special
Users,ou=People,dc=example,dc=com"
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin referential-
integrity set --container-scope "ou=Groups,dc=example,dc=com"
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin referential-
integrity set --membership-attr attribute_1 attribute_2
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin referential-
integrity set --update-delay=5
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I # dsctl instance_name restart
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# dsconf -D "cn=Directory Manager" Idap://server.example.com plugin referential-
integrity show

nsslapd-plugincontainerscope: ou=Groups,dc=example,dc=com
nsslapd-pluginentryscope: ou=People,dc=example,dc=com

referint-membership-attr: member
referint-membership-attr: uniquemember
referint-membership-attr: owner
referint-membership-attr: seeAlso
referint-update-delay: 0
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# |dapsearch -D "cn=Directory Manager" -W -H Idap://server.example.com -b
"cn=demoGroup,ou=Groups,dc=example,dc=com" member

member: uid=demoUser,ou=People,dc=example,dc=com

3. uid=demoUser,ou=People,dc=example,dc=com A}-& 2} = 2} A g+ c}.

# dsidm -D "cn=Directory manager" Idap://server.example.com -b
"dc=example,dc=com" user delete "uid=demoUser,ou=People,dc=example,dc=com"
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# |dapsearch -D "cn=Directory Manager" -W -H Idap://server.example.com -b
"cn=demoGroup,ou=People,dc=example,dc=com™ member

uid=demoUser,ou=People,dczexample,dc=com ©] ©] o] 4 275 ¢ W & Yd x| o
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11. Save Config & =¥ Yt}
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# |dapsearch -D "cn=Directory Manager" -W -H Idap://server.example.com -b
"cn=demoGroup,ou=Groups,dc=example,dc=com" member

member: uid=demoUser,ou=People,dc=example,dc=com

. uid=demoUser,ou=People,dc=example,dc=com A}-& 2} = 2} A gt}

# dsidm -D "cn=Directory manager" Idap://server.example.com -b
"dc=example,dc=com" user delete "uid=demoUser,ou=People,dc=example,dc=com"
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# ldapsearch -D "cn=Directory Manager" -W -H Idap://server.example.com -b
"cn=demoGroup,ou=People,dc=example,dc=com™ member

uid=demoUser,ou=People,dc=example,dc=com ©| i o]} ZF o] W 2 YE &R ko
Referential Integrity & 2.¢1 0] 25 g4t}
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