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o AD X idm .example.com for IdM-§ ad.example.com

example.com % idm.example.com

® [dM<e] ¢
e AD z example .com for IdM<] -7~ ad.example.com
7} He] oF Fe] £-F49S 27 DNS =1 91 o] & §}E DNS ] vl o 4] #H2] ¥ ] 7F o} £ H 7 & 2F DNS 4] B/
EALE T 7 Q= B Y Y o
7] E DNS = o] o] F2] ] X} v] 7
FEX} Ol FExFe] 7] 2 DNS Z o o] o] 23 &3 of L) o =
- Kerberos 49 o] 22 AD. EXAMPLE.COM ol

Kerberos % ¢ o] =:
Kerberos &9 o] Z& 2 =
o] o] Zo]IdM <] AD ¥ idm.example.com <] 7
g 95
g = glofof g o).

IDM.EXAMPLE.COM o] o] o} §}1] o}
=g gy

R12] 9] 2= DNS &= ¢loJ 4] DNS 2] 2
B A2 E 2 X 2] P o] #HEE 2E DNS = ¢l
IdM 2 AD DNS Z=rjj 9l
8]0 of 2] DNS 3= 1] 9] o] v 3£ 8F 5= ¢{ 5 1] o). Red Hat -2 Active Directory 7} £
= Zo] E£r1] T 7] EIdMDNS =1 9o = AD E 22 E E'X/

IdM o] 14 & A] =8 E
DNS & 9 o] [dM &2}o] 9] E Z vl ¥ 5}&=
215} 7] ¢)&f & &SRV &= 7} §lo] of gFi] ok
o] 4] = Active Directory DNS %= rj] ¢/

7
IdM =} Active Directory 7Foj 12 & 4= OJ = Y7 37
o] o) H O] 5 2E M EB}O/OJEEE IX & 7= Yok 28 H 2B Linux 54/
o) o= HAYEH = 7+ 0] of]r B IEX] A gk AFglo] 9l
=) Q1o A] IdM & efo] A E 74 & FE3I4H A L.

_k_Q_ _E]—_Q_Ul{:/z‘ﬁ/{g

IdM 7] 5
of. 2}A) 8F 1) -§& Active Directory DNS
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Red Hat Enterprise Linux 9 IdMz} AD 7} A1 5] A 2]
& HEe dYslal 2y 437 BEH BLASRY HAE BEL 1AL 5 el
I $ ipa dns-update-system-records --dry-run
Yy H 222 025 o] L e 5 ] o)

IPA DNS records:
_kerberos-master._tcp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos-master._udp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos._tcp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos._tcp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos.idm.example.com. 86400 IN TXT "IDM.EXAMPLE.COM"
_kpasswd._tcp.idm.example.com. 86400 IN SRV 0 100 464 server.idm.example.com.
_kpasswd._udp.idm.example.com. 86400 IN SRV 0 100 464 server.idm.example.com.
_ldap._tcp.idm.example.com. 86400 IN SRV 0 100 389 server.idm.example.com.
_lpa-ca.idm.example.com. 86400 IN A 192.168.122.2

FE 3 dM ¢ o] 2251= o2 DNS =) 0] 9] Z-2AD o) &) 12 7} 7242 w) SRV A E=E 724 2
Lot Al o] 3=AD £ 9] AEEZ A SRV BHEE AL-E 519 KDC g2 EE HRIEME= gl 2]
Bo] o] F FH oA} e}-+-5 FHEKDC Z o) 7] gts}7] o i+ ¢ 1] o}

7.2.IDM €] Ul o] 4] DNS g & of 724

IdM €] Ul & AF$-3}o IdM(Identity Management) A1 8] oj] DNS d g ¥ & & #7}3l2] H t}s3 3} E nf =

F AL,
DNS {8 & 9 & A& 5 § 92 DNS 7 2] & o} DNS A v =2 g
AD(Active Directory) =] 9] o] 0] 5+ DNS 7 2] & AD DNS A/ ¥ Z { & 5= 9]

A1 87 A

o He|x} Foro] i AFE AL A S Z IdM Ul ol of 4] = gFu] o

o DNS 41 8] 7} 1127 745 6] 2l<r1] o}

’737—

. #e]=}F At ZIdM ¢ Ulo] 229 gFi] o] A &F v & 9] Hef-7-4] o 4] IdM €] Ul 24 ==
E B A L.

2. HESZ A= G Fe 5.
3. DNS 52 22 §1]

4. EFog o) DNS 48 g9 5.2 F2 1]
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RED HAT' IDENTITY MANAGEMENT

77%. 2= o) djgk DNS 9 o] A4

& Administrator

Identity Policy Authentication Network Services IPA Server

4

Automount DNS ~

DS Fones

AUtO moun DMS Forward Zones

DNS Servers

Search
[J  Location
O | default

showing 1 to 1 of 1 entries.

5. #7} v ES ZE )0

6. DNS Ag ¥ F7} 3] §F R} A &

7. Zone forwarders 3}= o] 4] Add W E

Z Refresh | 1 Delete | 4 Add

DNS Global Configuration

R

o] &2 FHE

o
iy
NI
w
N
J

8. Zone forwarders Z =oj4] {1 G S WH A IP F2EF FoFgFL] o)

9. 2 HES 2§

Add DNS forward zone

() Zone name *

() Reverse zone
IP network

Zone forwarders *

Forward policy

Skip overlap
check ©@

* Required field

ad.example.com

192.168.122.3 Undo
Undo

Add

(® Forward first (O Forward only O Forwarding disabled

Add | | Add and Add Another || Add and Edit | | Cancel

A5 §©10] DNS ¢35 0 #7}50] DNS # & J o4 G918 7 el ik U= 525 2 B9
W) A5 & Ap§ 5] 3ol 3] Y]] ck DNS 8 § 0] F71 A] oh
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Red Hat Enterprise Linux 9 IdM3} AD 7+ 213] A X]

RED HAT IDENTITY MANAGEMENT

Identity Policy Authentication Network Services

Automount DNS ~ A
DNSSEC validation failed: record 'ad.example.com. SOA' failed DNSSEC X
validation on server 192.168.122.2.

D N S FO r'wa rd ZO nes Please verify your DNSSEC configuration or disable DNSSEC validation on
all IPA servers.

Search Q

[J Zone name Status

Zone forwarders
O | ad.example.com.

+ Enabled 192.168.122.3
Showing 1 to 1 of 1 entries.

DNSSEC (Domain Name System Security Extensions) = &4 2 Z 25/ DNS E ¥ & 5}7] ¢
5 t] XY 415 2 Z DNS fjo] Bl & B & gl o) o] A 8] 2=[dM 4] v]oj 4] 7] =] o =2 g
§31E o] 2lErL]Th 2174 DNS 4w o) 4] DNSSEC & A}-§-51-%] &7] a0 B 27} EA
1]t} £17 DNS 4] 1] 9] 4] DNSSEC & 24 3} 5= A o] £ 1] .

217 419 4] DNSSEC 752 84818 7= gli= 4 1dM 4] 1] o] 4] DNSSEC & 1] &3] 3}
& 7 2l g o

1.

&

HE HH e Y HYL A o

® |dM A]B] oA RHEL 8.0 B = RHEL 8.1& A}-&3}= 7

- /etc/named.conf 7}
e Fo

® [dM ] B A] RHEL 8.2 o] & A}-§-3}+= 7 -+ /etc/named/ipa-options-
ext.conf 7} 2/ & ¢71]C}

2. 0} DNSSEC w7} 3 =5 7} §}1] o

dnssec-enable no;
dnssec-validation no;

3. Y YL P F BEL T

4., DNS A 8] AZE OJA] A ZF&F4] 2] Q.

I # systemctl restart named-pkcs11

¥ 2 DNS 4] 8] 2] o] 23} 3}7] nslookup 5 &S A}-& $}1] -
$ nslookup ad.example.com
Server: 192.168.122.2
Address: 192.168.122.2#53

No-authoritative answer:
Name: ad.example.com
Address: 192.168.122.3

ool S &

uRE A 74 8§ 212 DNS A #]9] IP 727} FA] 1] o
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77. 220 U3+ DNS 2 o] 43

7.3. CLIojJ 4] DNS A5 & of 2.4

CLI(% 3 & o155 0] ) & A}-& 8} dM(Identity Management) 4] 3] o] ] DNS & & o2 = 7}5}2 o

Oh& FAFE mfE 4 A] 9.

DNS {8 &9 & A& 5 § 92 DNS 7 2] & tfEDNS A v =2 g
AD(Active Directory) =] ¢ o] 0] 5+ DNS 7 2] & AD DNS A/ ¥ Z { & 7= 9]

A1 87 A1
o 223 dito] i A& AT L2 CLIOY o4 2 FH] T

o DNS 4#7} Sup2 7 7245 0] 215 t] ok

o AD =19/ DNS A9 ¥ 5 S 4§ 5} --forwarder 5595 A}-§ 3} o] ¢ Z DNS +] # 2] IP 4

= Ag g

=

o

4

I # ipa dnsforwardzone-add ad.example.com --forwarder=192.168.122.3 --forward-policy=first

N

named-pkcs11[2572]: no valid DS resolving 'host.ad.example.com/A/IN':
192.168.100.25#53

L] T}, 212 DNS A1 5] o]l 4] DNSSEC & 2§ 8} 5= o] F1]

g+ 2z o)
1. /etc/named/ipa-options-ext.conf 7 &) S 1] c}.
2. )2 DNSSEC w7} ¥ =& 7} §}1] o

dnssec-enable no;
dnssec-validation no;

3. 7Y Y2 AP F BE

4., DNS A 8] AZF OJA] A ZF&F4] 2] Q.

I # systemctl restart named-pkcs11

o /7 DNS #/ B 2] o] 23} 317 nslookup 5 %< A} §F1]c}

g} & /var/log/messages +] &) Z 2] 4] DNSSEC 45 &/

=

)

DNSSEC (Domain Name System Security Extensions) = &4 2 Z 25/ DNS E ¥ & 5}7] 9]
5 £] x| & 4] 2.2 DNS 6 o] E] & 5.5 311] } 0] A]H] 2= IdM 4] 1] ol 4] 7] 25 0.2 2
sl x o] grr] )l 817 DNS 4] 1] o] ] DNSSEC & A}-§-31%] & 7] w0l F 327} F A H

217 4 1] 9 4] DNSSEC 752 #4818 7= gli= 4 1dM 4] 1] o] 4] DNSSEC & 1] &3] 3}
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Red Hat Enterprise Linux 9 IdMz} AD 7} A1 5] A 2]

$ nslookup ad.example.com
Server: 192.168.122.2
Address: 192.168.122.2#53
No-authoritative answer:

Name: ad.example.com
Address: 192.168.122.3

=0 9] 7 o] Lul2 A 74 H -7 nslookup 2 3o €12 DNS 4] 1] 2] IP 527} 3 4] 5 1] of.

7.4. AD ©] 4] DNS #g 7+

IdM(Identity Management) A #] ¢] AD(Active Directory) ol 4 DNS # &+ 4 3}2] ¥ t}S & 2}E nf= 4]
Al 2.

A 27 AFE
® AD 7} 4 ] ¥ Windows Server

o Fjno]A] BEDNS ZEZ}F I 95

1. Windows Servere] 2z 9] g}1] ]

2. Server Manager £ ¢ 1/}

3. DNS #aj=}Z ¢t

4. Conditional Forwarders o] 4] T}&-& A}-§-3}of Al 277 JY9xpE F7Fgh ol
o [dM A1 H]IP &2

o Y73}l H =n) 9] o] F(: server.idm.example.com)

7.5. DNS 24 9]

Rl 2] E 74 3}7] = o] IdM(Identity Management) % AD(Active Directory) 4] B 7} 4] 2 3F9] & = ] =X]
ol g ot

A 27 A
® sudo #Here = Z 79l oF g o)
3}
1. UDP& &3t Kerberos % TCP A/ v] = 2] Z =5 &5 LDAP <] tj] $ DNS 7] 2] & & & /1] -

[admin@server ~J# dig +short -t SRV _kerberos._udp.idm.example.com.
0 100 88 server.idm.example.com.
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7.2 9) & DNS 2 Fo] 44 74

[admin@server ~J# dig +short -t SRV _Idap._tcp.idm.example.com.
0 100 389 server.idm.example.com.

% o) i= £ [dM ] 1] 7} 1} & o] oF F1] T

2. IdM Kerberos & 97 o] E0 Z TXT g]Z=9)] t]sFDNS H 2] & & gF1] ) L 71-e [dML 4 3]
o A% leerberos 7 oF 7 o] %] ) o §)1] T

[admin@server ~J# dig +short -t TXT _kerberos.idm.example.com.
"IDM.EXAMPLE.COM"

o] FA A A YEH = BE B ZEE vIelspx] e 8 H B ZEZ DNS Y& 9ol &
o o

® [dM 815 o 4] & 3 DNS A B & A}§ 5= F - A28 |2 EE Y o] E8 54 gl] ipa
dns-update-system-annotations % 32 ¢/ & ¢f1] .

I [admin@server ~]$ ipa dns-update-system-records
® [dM 21 o] A] & 3} DNS A1 v] & A& 8] &= 77 -~
1. IdM 4] 8] o 4] IdM DNS #Z =& 7Y 2 ] H ¥l 1]},

[admin@server ~]$ ipa dns-update-system-records --dry-run --out
dns_records_file.nsupdate

o] W&o A& |dM DNS #] 7= Z Al-&35}of dns_annotations_file.nsupdate 2}+= 7} &/
= Ao

2. nsupdate 7 ¥ 2] E] & dns_file.nsupdate 7} Y-S A}-§ 5Fo] DNS 478/ o] DNS ¢ 5] o] E
LRF L A ZF] ) A S &2 RHEL 7 4 5 4] o 4] nsupdate & A}-§- 31 2] DNS
2 7= b o] Eo A FEl 4] 9. H=DNS g ZEE F=7}1517] £]3 DNS 4] 5] 4734

g P24 2.

F

o
o)

3. IdMo] Kerberos % TCP A/ H] A~ #lZEE E3] LDAPY) tj 5 DNS # 2] & &3] 5l= 5 & & ALE
o _]‘_——___ /

of AD 9] AJH] 2 gl ZEE 3Fo]sF 5= 9] 3ol gFL] I}

[admin@server ~J# dig +short -t SRV _kerberos._tcp.dc._msdcs.ad.example.com.
0 100 88 addc1.ad.example.com.

[admin@server ~J# dig +short -t SRV _Idap._tcp.dc._msdcs.ad.example.com.
0 100 389 addc1.ad.example.com.
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Red Hat Enterprise Linux 9 IdM3} AD 7} A1 2] A ]

8 %L ACTIVE DIRECTORY DNS %=1 9] o] 4] IDM &2} o] 91 E 2%

Active Directory 7} #F2] 5}+= DNS = 9] o] F&}o] I E A Bl o] Q] 7 & G Fi2fo] 1 E7FRHEL 7] 5%
g+-83517] 93l IdM 4] 8] o] 914 )] oF 5}= F -2 Active Directory DNS %=1 9] o] 4] & 2 E o] Z- AL&5}of
Fefo] A E] A 2 EFE RFRE Y 7 5T

T2

ofi= ¢35z 74 o] ofr]ml B 7}x] A 5 AP o] £ L]tk Red Hat S 84} Active
Directory 7} 223+ DNS & ¢/ 9] [dM &2}o] I E E v 7 5} 32 IdM &~ E o] 22 3 [dM
Fepo] ol = o] o428 X2 e o

IdM & &}o] 91 E 2418 Kerberos &= SSO(Single Sign-On) 7} & 2 $1-x] o] Hoj nje} gral-F 1] o}

8.1. KERBEROS SSO(SINGLE SIGN-ON) 7} §1+=IDM Zz2}o] ol E 2%
org 9] 52 IdM &2} o] 91 E 7} Active Directory DNS &= 1)) 910 Q1= - AF§2F7FIdM Zefo] 91 E 9] 2]

azof A2 = Q= 7Y o 915 W ¢/ 1] of. Kerberos Single Sign-On §l o] &2}o] 91 EE 4 3} &
H o FAE 2§ A] Q.

@3

1. SSSD(System Security Services Daemon) 7} IdM A] W 2} B & 5= 9l &= & --
domain=IPA_DNS_Domain 5+ 0 2 |[dM &za}o] 9l EE 4 *] 1] L}.

I [root@idm-client.ad.example.com ~]# ipa-client-install --domain=idm.example.com
o] %492 Active Directory DNS =1 9] o] tj] $F SRV #ZE X}-5 x| & H] &4 3} §1] o}

2. /etc/krb5.conf - 71L& 7 [domain_realm] <] o] 4] Active Directory = mj 9] 2] 7] & mj &
= ZFg ok

.ad.example.com = IDM.EXAMPLE.COM
ad.example.com = IDM.EXAMPLE.COM

3. % @2 Active Directory DNS & 97 o]] 9l Linux &2}o] 91 E9] FQDN( % 77318 =1 9] o] F)
IdM & 9] & v g 5}+= g& 0 = Hf L] o

I idm-client.ad.example.com = IDM.EXAMPLE.COM

7] o 2 & tj] 7] 5} Kerberos 7| Active Directory =1 919 tj] 51 2 %< IdM Kerberos Hj ¥ 4 E]
(KDC) = #5317 g} gj{] Kerberos+=SRV DNS #] Z =5 & ¢} X}& S AF& 3o
KDC & #51o.

8.2. SINGLE SIGN-ON g7 o] SSL 9]54] 2%

SSL 7] BF A] H] 20l = H ZJ(A/AAAA) 8F CNAME g Z =7} 3= Q] 541 o) Qlojof 5l 2 & ZE A28 &4
£ o] #& F 5= ANSName 33 251 7} 9= 1 54] 7} B2 g ok &) IdM-L oM 5] o] £ 1] o] -
o QHAEZ FAEG = AFA B WY T

PM

Single Sign-0On -2 A}-§- 8 5= gl= 4 5 5 &g o] 4] [dM o] = &) o] E] 0] 0] 22 0] FQDN 9] AE @ H A E 7}
o/n] gl o 1 certmonger = ©] o] F& A}t QISAE 2 F 7 gk
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87. ACTIVE DIRECTORY DNS =]l x| IDM ZZ}o|AE 4]

A1 87 A1

® Kerberos Single Sign-On gl o] IdM &z2}o] 91 E 74 ZX}of ufelIldM Zefo] e Fx] & 724

2}
® certmonger = A}-§ 3} FQDN & A}-& 3} <] Q1541 5 2 F g o}

[root@idm-client.ad.example.com ~J# ipa-getcert request -r |
-f /etc/httpd/alias/server.crt |
-k /etc/httpd/alias/server.key |
-N CN=ipa-client.ad.example.com |
-D ipa-client.ad.example.com |
-K host/idm-client.ad.example.com@IDM.EXAMPLE.COM |
-U id-kp-serverAuth

certmonger +] 5] == /etc/krb5.keytab 7} &/ o] =] g 7] 5 ~E 7] E A}-§ 3} IdM CA( 15 7] &) 9
oIS ot

8.3. KERBEROS SSO(SINGLE SIGN-ON) & A}-§ 3} IDM Zz2}o] 91 E 7
IdM Z2}o] 91 E 9] 2] 520 24 =3} 7] §]3)] Kerberos Single Sign-on o] ¥ 2 ¢F 4 ¢ &2}o] ¢/ E=IdM
DNS = mj 9]( <f: idm-client.idm.example.com ) 1jj o] Sl o]of g}1] O} IdM Zz2}o] 91 E 9] AJAAAA B Z =
= 7}2] 7]+ Active Directory DNS %= o] 91 )] CNAME 2] Z = idm-client.ad.example.com & %5 3} o} &
1] o

Kerberos 7] ¥F of Z2] 7] o] 4 4] 1] 2] - MIT Kerberos = of Z2] 7] o] 21 9] 7] €] o 4] A}-& 7} &3+ TAE
7| F FAE e 7 e WS A g o

@3

e [dM Zz2}o] ol E o] 4] /fetc/krb5.conf % 512 9] [libdefaults] 44 of O} 5412 473 5l<f
Kerberos 3] 7 Kerberos A B| & g] § 2 2 3} b AF&5H = Y4 oF JAIE v] &5

I ignore_acceptor_hostname = true

8.4. SINGLE SIGN-ON2© Z SSL 9]54] @ %

SSL 7] BF A] H] 20l = Y ZJ(A/AAAA) 8F CNAME g Z =7} 3= Q541 o) Qlojof 5l 2 & ZE A28 &4
E o]F& ¥ ¢Fsl+=dNSName 33 2] 2 =7} Sl= 91541 7F E 2 g1 o) & A IdM & IdM &) o] ] 1] o] 2=
Y LEHAEZ S2ESE ASA v HY g .

o}S & =)ol ujalldM o) A] ipa-client.example.com o b 3} &~ E ¢ H A EZ 43157 &4 [dM A] =
Ho) $2E QHAEV) o] $2EEF AT 5= =X ol

ALl @ AFSF

® Kerberos Single Sign-On 2. Z |[dM &2} o] 91 & 74 o] & H & 1] Z Kerberos )] 7} Kerberos 4/
M E O] E S ] ARSE = ARyl bf f ¥4 oF HAFE v gy 3w o

Az
1. IdM A] 5o A & AE @ HaleEZ A4 3k ).
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Red Hat Enterprise Linux 9 IdMz} AD 7} A1 5] A 2]

I [root@idm-server.idm.example.com ~J# ipa host-add idm-client.ad.example.com --force
S AE o] 22 A/AAAA ) 7 = 7} o] CNAME o] 2 2 --force 5-49-S A}-& 3] o}

2. IdM ] B] o 4] I[dM DNS & = E o] FZ o] [dM 5] o] E] ] o] = 2] Active Directory &2 E &H&-2 #z]
3 7 YEF &g

[root@idm-server.idm.example.com ~J# ipa host-add-managedby idm-client.ad.example.com
|
--hosts=idm-client.idm.example.com

3. o] 4] Active Directory DNS = 1] ¢] 1} o] &~ E o] Z o) 5] dNSName 33} &) Z = Z A}-§& 5}
IdM Z 2} o] 1 ELS]SSL 01541 & 23 & = Sl 51 .

[root@idm-client.idm.example.com ~J# ipa-getcert request -r |
-f /etc/httpd/alias/server.crt |
-k /etc/httpd/alias/server.key |
-N CN="hostname --fqdn" \
-D “hostname --fqdn" |
-D idm-client.ad.example.com |
-K host/idm-client.idm.example.com@IDM.EXAMPLE.COM |
-U id-kp-serverAuth
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9. 47 4

9 M= EY

o] Ao A= B E F L AL& SFof IdM 9] A IdM(Identity Management)/Active Directory(AD) E 2] =~ E
& 7Y ole WS HE g o
AFE Q7 AL g

o DNS7} 2127 7450 Y51tk IdM HAD A u) 523 4] 2 o] &3 591 8 5= o] oF Fr]
2B &-E I E G DNS 2§ 45 742 FE AL

o )¢ x=AD ¥ |dM v F o] v 3z H 1] of. XA oF 1f §& =] ¢/ ] = Windows Server ]

4]

Y
mlo

}1:'
Y
O
L

-

® Kerberos EJ A& BFFL] O} LA SF L) &2 kinit & A}-§-3}f [AM o] =50 2 2 79 gF1] O}

9.1 12 Z 2] 3HIDM 4] 1] 1]

AD E 2§ 3} Rl 2] E #23}7] & o IdM 4] Bl o] 4] ipa-adtrust-install -5~ € 2] E] & A}-§& 3}-<F [dM &= 1] 9]
< o] s of gt

7

ipa-adtrust-install 5 % & <} 50 =2 J & 5}= A 2E S AD {2 AEZ ez 7} itk 2
L} IdM 4] 5] o] A] ipa-adtrust-install = 3} @ 7F & 5 o} 3 1] .

AH 27 AL
o [dM 47} 4 3] o] 2]} F1] T,

o 7R E A5} IdM 4] B] 2 E r}A] A FS)a] W ZE Fdto] B.Q F o)

L. 5 7| E =] g ot
I [root@ipaserver ~J# dnf install ipa-server-trust-ad samba-client
2. IdM #e] == ¢lF g .
I [root@ipaserver ~J# kinit admin
3. ipa-adtrust-install %€ 2/ ] & &/ 3 g} 1] C}.
I [root@ipaserver ~J# ipa-adtrust-install
IdM o] & 3} DNS ] 8] 9} 5}7]] & =] g -7 DNS A] H] = g2 =7} A& < 2 44 H 1] .

£ 575 DNS 4] 1] §°] IdM-S & 3] 3 -9, ipa-adtrust-install > DNS o] -2 2 7} of 5=
AJH] A g7 E 222 ol o]

4, 2= g E <] /etc/samba/smb.conf 7} o] o] Exj 5} 37 T} A] 2y H S EBi= m A x] E F A gk o}

I WARNING: The smb.conf already exists. Running ipa-adtrust-install will break your existing

a)
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Red Hat Enterprise Linux 9 IdM3} AD 7+ 21 =] A

)41

4 3]

Samba configuration.

Do you wish to continue? [no]: yes

5. =g EA] o] H Linux 2] A EI} M E & 7= = AFERFE Y 8 7 gl Sy Fel 29l
o] slapi-nis Z2/29]% 74} == =

Do you want to enable support for trusted domains in Schema Compatibility plugin?
This will allow clients older than SSSD 1.9 and non-Linux clients to work with trusted users.

Enable trusted domains support in slapi-nis? [no]: yes
6. SID 4 29 S H s} 7]= A& R SIDE Y 3} el= w] A =] 7F FEA]H U o
I Do you want to run the ipa-sidgen task? [no]: yes

of= gl F R Q] ZYo] B 2 AL I] HS G- oF Bl o] IS HaA S 7 Qg

7. (M8 A3} 7] 2 F) o = Dynamic RPC 2 E ¥ 2]= Windows Server 2008 o] 3-oj] A/ ,’: 49152-
65535 = o] F 1l 27 o] 5] ofE Dynamic RPC ZE ¥ 9] Z % o] &)]of &}= % =2 FXE
& AFE- 3l =5 Samba & 4 3l W H oA dlY XEE g oS af/Xf/of/ﬁ—J_z FE Y
9E 55000-650002£ 2 e o).

[root@ipaserver ~J# net conf setparm global ‘rpc server dynamic port range’ 55000-
65000

[root@ipaserver ~J# firewall-cmd --add-port=55000-65000/tcp
[root@ipaserver ~J# firewall-cmd --runtime-to-permanent

8. 12]5] DNS 74 ¢lo] 45 H tj 2 DNS7} 21l 7] 745 =] Gl §) .

AA T

&9

ipa-adtrust-install A& sl F ozl =x] DNS 524 8-o]oj] &2 = j Z DNS +*
S 3l 8f= A o] E5H (53] IdM E=AD 9| 4] & 3 DNS 4] # & A}-§ 3}%]
= A7)

9. ipa 4] =E O}A] A] ZFel4] A 2.
I [root@ipaserver ~# ipactl restart
10. smbclient -2 &l 2] E] 2 A}-& 3} Samba 7} IdM 2 ¢jJ ] Kerberos 912 o] & EF)=x] 8ol §F1] C}-

[root@ipaserver ~J# smbclient -L ipaserver.idm.example.com -U user_name --use-
kerberos=required
Ip_load_ex: changing to config backend registry

Sharename Type  Comment

IPC$ IPC IPC Service (Samba 4.15.2)

9.2 WHFE 41§ 5o 12 A F 4
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9%4. Nz 44

2 A)-g 5] X 2] A oFS {7 ele]H oS FRE uZ 4 A] 9. IdM(Identity Management) A ] &
S A Z}R] 3 9] {12 A oFL 7+ T = 5L o

{

® One-way trust expects. T4 gk X 2] =2 2]3] AD(Active Directory) AF§-2F & 237 0] IdM <] 2] &
Zof] Ay ATp = QIR v OfE PR L A4 ~oF = I o) [dM = 91 & AD 22| A EE {1 =]

514 5P AD F 2] 2 E o Al 1M 1] €12 <12 545] QL] o)

9

o RISk trust expect: Two-way trust & &3l AD A} X} B Z57 0] [dM 9] 2] &2 o] 4] 2~ 3F 3= Q]
& o
S4U2Self 2 S4U2 Proxy Microsoft 2+3ojj 4] {JIZ]gF 4= Q= F A & Fol 3§ 5F%== Microsoft
SQL Server ¢} zre & Z 4 o] gj ol Yk {12 E ¥ ) oF g o} RHEL IdM & = E 9] of Z&] 7
o] 49:& AD A}-§ =J-9]] t] 3} Active Directory =] 9] 71 E Z 2] o] 4] S4U2Self E= S4U2Proxy
HE QF T 7 e GFrpgk Rl goi]= o] 7] 55 A3 o

o] FHFgF 2] 7] & [dM AFE-X}7F Windows A] =8 of] 22918 = 0 1] [dM 9] FHF3F {1 2=
AFERJ) Al AD 2] BFg 3 R1 2] 240 vl o) H oS Hofalx] ]l

o YHFNIFHE YY) W FH ) v 5HE F7Fp o -two-way=true

o 9B - = a2 E][dMAAD =) ¢l 7
3 Active Directory 2] A E °] FE Fu] 9] 7} N 2] E 753l of 5}x] 7F 2] 7 X 2] = [dM o 4] 3
B AE ] Eroloz o) EX2ES FY T 7 gi]u) o] gl i 259 of 7.2 olF
Ee]rE FE B o] phof] Ee|2EL NEE YT 7 gl G ool v A gH

L

y
My o
i,
o

o
L
Jr
2
)
i1
Y
oX,
Y
&
)
of,
off
<
{
o
o
r
o
aIl

7}l o}, --external=true

A 27 A
® Windows #z] x}o] A}§X| o] Z 7l of 5 91T}
o NEE 93] IdM A B E F 5] 5 1] o
o3
® ipa trust-add % %2 Al-&35}o] AD w9l 2 IdM = v 9o o 5t {1 2] A oF& 4% g} o}
© SSSDE A}§3}e] STSE 7] vFe Z AD AF§-AFSUID H GIDE 522 Y8 + =5 3}

2] ¥ Active Directory v 91 ID 29 7% 2] {1 2] A oFS Wy g of. 7} Jers ol 7+
¢/ .
H

[root@server ~J# ipa trust-add --type=ad ad.example.com --admin
<ad_admin_username> --password --range-type=ipa-ad-trust

o Active Directory o 4] AF-§XFo)] o 5+ POSIX <= & 174 5} 32( of: uidNumber % gidNumber)
SSSDojj 4] o] F H E =] 2] 5}2] 2 POSIX 54 ID ¥ 9] %32 A}l-& 3] Active Directory =
o o137 o] 2 2] A oF& Y 5f{ A L.

[root@server ~J# ipa trust-add --type=ad ad.example.com --admin
<ad_admin_username> --password --range-type=ipa-ad-trust-posix
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Red Hat Enterprise Linux 9 IdM3} AD 7+ 213] A X]

'@ 79
E2EZ YYD ¥ 7S A YA FLHIdMA] 2] 2E FE &nf

O]S) AD Erjjo] AEZa o i] HE FHE Q3 she] XH el B9 05L x)EO =
& gL ) IdM o) 4] POSIX 48 2] 514] 8.0 Bl 212] 3] 2215 E94] Active
Directory =191 ID ¥ 9/ Z &) §1] ).

[dM o] E2] 2 E 2 0] 9] o 4] POSIX 44 75| 5} 7l £18] 4] 22 HE o] 4]
POSIX <4 ID ¥ 9] 7} $l+= Active Directory =v)] 9] & €757 UID ¥ GID 7} AD
o & upZ 7 o5 o] 2Ttz 71F §1 o AD 4] POSIX 24 o] £ 1p.2 7] &5 5 %]
Fe F2+AD ALEXE 301 - 5 O

oA E Eof IdM A| =gl o] h] oF N A =7} H 2 o AFEA}F B 27 o] Za]HE RE T
0] YR} opt Ee] = E Zuj¢le] 5)F] =r 219 Y= B f HA 2T Y E 4] 5
2/ AD = ¢l o] o] € POSIX &4 =] 5}x] 28 7 Qi) o] F- X2 E &
g W POSIXID 2] 8 & WA &2 2 Y 3= 5] o] F51 T

9.3. IDM g Ul o ] 31 2] 7] oF & %]

IdM ¢ Ul & AF-§-3}of IdM =9 A7 IdM(Identity Management)/Active Directory(AD) 1 2] #] eF-< -4 5}
¥ oS HAE mf 24 A] Q.

N

AL 27 AL
® DNS7} 2ulz A #4H o] Y]k IdM 2 AD A B &= 4] 2 o] 22 89] 3} 5= 9] o] of g}1] T}
o x5 =AD T [dM B # o] v EE 1]}
® Kerberos E] A& 2ot51] ]

o YU T NFHE Y] Wl thgo] & FE v A=) e IdM A v & 1] g ok 12
Z I8 IdM A ] Z )

® [dM #z]x} = = 7 9]5)of FFi]}

. #e]=}F At ZIdM ¢ Ulo] 229 gFi] o] Al &F v & 9] H -4 o A IdM €] Ul 24 ==
FE A L.

2. 1AM ¢ Ul A1 IPA 18] €5 22 3] o).
3. IPA A1) o4 212 52 Z2 g

4 Egoe il <2 548 g
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/accessing_identity_management_services/accessing-the-ipa-web-ui-in-a-web-browser_accessing-idm-services

9. A= A

RED HAT IDENTITY MANAGEMENT

Identity Policy Authentication Network Services IPA Server

Role-Based Access Control « ID Ranges Realm Domains Trusts ~ Topology
Trusts

Roles

Global Trust Configuration

Add(#7}) @+& & gt
1 2] 37} 1) 35} 3 =}-o) 4 Active Directory %=u] 9] o] F2 ¢/ & g}1] .

A8 ® ¢Fs Z =) Active Directory #e] xF2] #e] A} X}4 578 & F 71 ok

Add trust x
Domain * ad.example.com
Two-way trust @ O
External trust @ O

Establish using
(=) Administrative account

Account * Administrator

Password * SENNNERRNNRR

S8 A} ) AD A48 A} B 250 [dM 9] 2] 2250 o) 28 5 Y 5
& §1) ok 22 H M ] YT A E i AR AP AAD S B
Pojsix) QL)oh & RH BE B 225 EYAE B

Iy
[
m

&,
o
ey
X
lo

(A& AP AD Ew¢lo] RE Eu|9lo] ojHd Ee]2EE 745+ F-¢ R B E g g
Za]~E 2= 318 IdM 7} Active Directory 2]~ E 9] Z2E o] 7Fe] 2] 3l
X wk AD Zg]2Eo] Qli= B Er ol g3 R EF2EZIIM A ZE mreloz g

b. Active Directory o 4] A}-§xF2] POSIX <=4/ 74/ 5} 3Z( o: uidNumber = gidNumber)
SSSDojj 4] o] g1 & ] ] &}-2 21 POSIX <=4 ID ¥ 9] ¥ o] 1= Active Directory =1 ¢]
= g g

a)
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Red Hat Enterprise Linux 9 IdM3} AD 7+ 213] A X]

o] ] 21 2] 914 2 Kerberos ¢

1.

Range type

(® Detect
O Active Directory domain

O Active Directory domain with POSIX attributes

@ 79
7] Detect 5% 9] Range 73 &3S 94 FHIdMJA] Ee]~E =

E =09/ AD £ Q] HEFE oA A FHE

O & O
782

IdM o] Ze] ~E ZE Zuj 9] o] 4] POSIX <4<

2 Fepe] e ¥

A&0 2 e g ok [dM o] 4] POSIX <4 & ZF=X] o}X] &t
2] 41 X] 2= 8 E o 4] Active Directory = 9l ID 2 9] &) g}1] C}-

ZHR] e H {8 =] &
= g E o +] POSIX £ ID ¥ 2] 7} ¢l Active Directory = 9] <
25127 UID % GID 7} AD o] &8} 2 7] % pe o] =] o]

o} 7 7} g o) AD off

4] POSIX 4/ o] 2HF2 A 45 55 8 7§ AD A&} & 91 & 7

CEE)

o E Zof IdM A] 2~ Elof] b 3} A A A7) B Q 6} AF-§ R} Bl 7F0]Zz]H
2 R Evelo] YR} opY EelAE Evj9le) o8] Eu o] i 7
P &3] 225 E )4 59AD Eo] 2ol 598 POSIX 542 29319
23 5 Ye]) o] 35 H2& 45 4 POSIXID B9 #52 A
Ho 2y ke Z o] F51) T

F71E 22§

s g7

IdM 7 5] o] X1 2] 7} & &+ 5] ©.

7] §117 o

o Windows Server 2] A}-§-x} o] & &l o} & 7} LH}Z A FE7}E Y41 O]

RED HAT IDENTITY MANAGEMEN

1

2 Z71 1M Ul 3540 g9 Fo] EAFU T o) 522 9

& Administrator «

@ Trust successfully added. Established and verified x
dentity Policy Authentication |

Role-Based Access Control «

Trusts

[J  Realmname
[0 | AD.EXAMPLE.COM

Showing 1to 1 of 1 entries.

9.4. ANSIBLE & A}-§-3}<of 3
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olFS A% HEES 7 g

APl Browser

Configuration

Z Refresh || @Delete || +Add




9. A% 44

Ansible & )] o] %-& A}-§ 3} [dM(Identity Management) 2 AD(Active Directory) 7Foj] TF3F&F R1 2] #] oF

[}

2 Y e h FAPE WA 2. TG P A T 7YY B 2E A RS FH @ F ]k

® One-way trust expects. T4 gk {1 2] 2 2]3] AD(Active Directory) AF§-2F & 237 o] IdM 2] 2] &
o] AT 5 SUA T OE WS AT 5 Bl o IdM =) 9.2 AD 2] A E E 41 E)
SR FFAD ¥ 2] 2 E o 4] = [dM I v 918 {1 2] 5}%] gF 1] T

l

o RIS trust expect: Two-way trust & &3l AD A} X} B 257 0] [dM 9] 2] & 2 of] 4] 2 3F 3= Q]
&1

= T AR
SQL Server s} -2 g2 29 o] 4] 31 QFu}Fa} A 2] 2 24 5o} §F1) ) RHEL IdM & A E 9] o Zz] 7]
o] 4&AD AL-§=} 07’/ ] $F Active Directory =1 9] 71 E Z&] o) 4] S4U2Self == S4U2Pr0X.V %4
HE 2F = 9lon Gupgk Rl ofji]= o] 7] 52 A FL )

S4U2Self 2 S4U2 Proxy Microsoft 83041 X1 2] g+ = 1= F A E E&) =& o;}_E 5 Microsoft

o] G 37 7] %5-& IdM A}§- 217} Windows A1 2= 8]l 2291 8 7 §1.0.1] [dM 2] G 31 7] =
AF§ 3O A AD 8] T 1] &R o) b3 o} A ehE Fof5hx] e o

o IR B E WYl W o}z ZFao] 9o }S B =F E7)FgL] o) two_way: true

!

o Rz OE e 2EAMAAD 9l 7Fe] {1 F #A YT Ea] 2 E X EE §dM
7} Active Directory Eg] 2 E 9] ZE o) o] 7} X 2] E 6] of 812 uF 2] H 2] 2] = [dM o 4] Z
B AE Y EHeloR B Ef2ES HY T 7 dlgr]oh o) s el Hi =H 9 o] 42 o

= T My

Fe2E RE B9l o) Eej 229 JHE 4G 7 gs G dg P

o =2 T BHAT
o 9H N Z WY ol Fao]E 2o ofS B 5F )3} o} external: true
Al 87 A
® Windows &) X} o] A&} o] & 1l 9FF 9]}
o 1M B2} 59
o HE S M A5 & Fo) ]

® 487 v IdME AFE-3F 3L Sl o A vl o H X ¢FdM B ¥ & H e ipa --version E &
g o

o ]9 QAL 2E3EE Ansible Aol = EE Y POk
o Ansible B 7] 2.14 o] 32 Al-& 35l 9]<=1]C]

o Ansible 71 E & 2] ansible-freeipa 7] 7] x| 7} & 2] ¥ o] 95 1]}

o o] o Ao A]=~/MyPlaybook/ ] & E] 2] o] 4] [dM 4] ] o] 5] 17 3}E =] 9] o] Z(FQDN) <
A}-& 3led Ansible ¢ vl = 2] 512) S WA F ol 7} g o

o o] o Ao A]=secret.yml Ansible x}7 £ 122-0] ipaadmin_password & x] F3}= 72
= 71 g ok

o ansible-freeipa = &o] {3 &= =9 gj3F === IdM =91 2] JEH ] |dM Fefo] 91 E, A/ 1]
Eo B9

1. ~/MyPlaybooks/ t] g/ E] 2] = o] & g}1] .

I $ cd ~/MyPlaybooks/
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management

Red Hat Enterprise Linux 9 IdMz} AD 7} A1 5] A 2]

2. ARE AtE] o] wpel tfss Alpe] @ 3 SppE g g o

 ID mjg 212 A opL 4 5} 2 ¥ SSSD oA libc & 7] ¥k-o iz AD A} A} B 27 ] UID ¥ GID
Z X EO = W= FHE O ZH =22 AL o]—o-'/ add-trust.yml Zzj o] 52 4% g1] o},

- name: Playbook to create a trust
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: ensure the trust is present
ipatrust:
ipaadmin_password: "{{ ipaadmin_password }}"
realm: ad.example.com
admin: Administrator
password: secret_password
range_type: ipa-ad-trust
State: present

A oAl thsE T g o

o realm&AD ¥ 9] o]F #A}FE F g ot

°© admin & AD =1 o] el 3} 3} FL g L] g o

o password =AD =)o Az z}o] o} Fx}HS F o]

® POSIX 2] 7] oF& vFEa] H SSSD o 4] AD of] =] 3 POSIX <=4( <J: uidNumber =
gidNumber ) & =] 2] 3}= 7 -9 05 Z =2 Z A& 3lo] add-trust.yml Zz) o] &2 JHE L) ol

- name: Playbook to create a trust
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: ensure the trust is present
ipatrust:
ipaadmin_password: "{{ ipaadmin_password }}"
realm: ad.example.com
admin: Administrator
password: secret_password
range_type: ipa-ad-trust-posix
State: present

e VirtlO ZE &0/ AD =) 9] HEE &/ oA O} ZE| X E AFE§5fo] 42 FJ1HE Q% 8
of [dM e 4] = & 31 ¥ 9] 33, ipa-ad-trust 5= ipa-ad-trust-posix = x50 = {8 5} =
2] A oFS WY Sfe] H ]S ZEHl 2 E A)§-5)f add-trust.yml Z ] o] 55 A g o],

- name: Playbook to create a trust
hosts: ipaserver
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vars_files:

- /home/user_name/MyPlaybooks/secret.yml

lasks:

- name: ensure the trust is present
ipatrust:

ipaadmin_password: "{{ ipaadmin_password }}"
realm: ad.example.com
admin: Administrator
password: secret_password
State: present

'@ 79
R 2 E WA ] ID B 23S )4 51x] &7 IdM o 4] AD forest EE =

H] 919 POSIX %412 2 4 515] 8.0 1 1 2] &3] 2= ¢ E ol 4] Active

Directory =4 2] ID ¥ 9 & X & 3/ 1] ]

IdM o] E2] 2 E 2 E =) 9l o 4] POSIX <42 7+<] 5} 1

N2 HA 2T F

E 9] POSIX 4] ID 8¢/ 7} 9l= Active Dlrectory cmjo] o e 7
UID ¥ GID7}AD 9] & Bl Z 7] g2l & o] Qo 7} gFi] o).

O

221} POSIX %4 o] AD o)l 4] 2 H}2 7] 45 5] &0 71 AD AF§3}& 29]

& 7 QgL h o & o, IdM A 28] tf 8 427} B2

St ALG ) 2 7

FolZzglHe ZE zpjo]o] oQJH 7l ol Fa] A E =] o]9] 58] = o]o)
ol = AL AR A7 EA] 5L AD =1 o] o] 2 o] E POSIX £=41-L 7Fx]
514 28 7 glgr]oh o] ¢ 5% 49§ 5 POSXID 5 9] £ 82 54

502 Jesls Ao E41]T

3. J,Lol o /7772]—611/,7;}

4. Ansible Zgjo]% & & al g} ) Playbook 7Y, secret.yml 7} 92 ¥ 3 5}
o ol E 2] 7S =g g o)

= YEE A Y=

)

I $ ansible-playbook --vault-password-file=password_file -v -i inventory add-trust.yml

T} E] £
® /usr/share/doc/ansible-freeipa/README-trust.md

® /usr/share/doc/ansible-freeipa/playbooks/trust

9.5. KERBEROS g 2}9]

Kerberos 74/ & 2} ¢/ 3} 2]  IdM(ldentity Management) A}-§-%}9] E]Z-& 2rg 5
APG 27} A B 2 E] AL @ 3] 3F = 9l =X] | AE 3] ]

@3

1. AD(Active Directory) A}§3}Fo] E]HS 2 3 5} 4/ A] 2.

A=X] B = E 5} [dM
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Red Hat Enterprise Linux 9 IdM=} AD 7} A1 8] A %]

I [root@ipaserver ~J# kinit user@AD.EXAMPLE.COM
2. IdM = o] vjj o] A]H] *<of bj] &} A H] X E] AL 9 & 514/ A] L.
I [root@server ~J# kvno -S host server.idm.example.com

AD Ajv] = E]Flo] R o2 F=0lxH 2 FH ofE BE B A §7) TGT(Cross-realm ticket-
granting ticket) 7} # A H 1)tk TGT 2] 0] 2-2ECDHEtECDHE/IPA.DOMAIN@AD.DOMAIN 9] 1] TF

[root@server [# klist
Ticket cache: KEYRING:persistent:0:krb_ccache hRtox00
Default principal: user@AD.EXAMPLE.COM

Valid starting Expires Service principal

03.05.2016 18:31:06 04.05.2016 04:31:01 host/server.idm.example.com@IDM.EXAMPLE.COM
renew until 04.05.2016 18:31:00

03.05.2016 18:31:06 04.05.2016 04:31:01 krbtgt/IDM.EXAMPLE.COM@AD.EXAMPLE.COM
renew until 04.05.2016 18:31:00

03.05.2016 18:31:01 04.05.2016 04:31:01 krbtgt/AD.EXAMPLE.COM@AD.EXAMPLE.COM
renew until 04.05.2016 18:31:00

localauth = =]z 912 Kerberos A}-§-%}E SSSD(Local System Security Services Daemon) AF-§-X} o] Zj
n] F g o} o] F &3] AD Al = Kerberos 9152 AF&-3}3Z Linux A] H] 2= of] 4] =5} of GSSAPI 915
< B H =AY g?ﬂsﬁd

9.6. IDM o) ] ] 2] 74 &Fo]

Q2] E 74 5F7] A ) IdM(Identity Management) B AD(Active Directory) A1 8] 7} A] = 8ol &F = Q=]
_Q‘]— o] a‘LL/ E/L

A1 87 A

o Fzlx} Hgto Z = 295 o} gilr)
F=f

1. UDP & E3FMS DC Kerberos Z TCP AJH] A~ Hl 7 EF FE] LDAP o] o 3 DNS # 2] & & & g} 1]
=

[root@server ~J# dig +short -t SRV _kerberos._udp.dc._msdcs.idm.example.com.
0 100 88 server.idm.example.com.

[root@server ~J# dig +short -t SRV _Idap._tcp.dc._msdcs.idm.example.com.
0 100 389 server.idm.example.com.

==4) 5} 4 ipa-adtrust-install o] &3 # 2 = [dM ] B 7} 1} G FH 1] o & 6FF
A& 4% 3}7] 79 ipa-adtrust-install o] /dM Al v] o A] & B X] G F - &8 o] H]
.

P AR
39, 12, of,
Ty by o

rly, Mo

L

2. TCP A1) 2 g2 = & &) Kerberos ¥ LDAP )] tjj §+ DNS 7] 2] & &/ 4 5} IdM o] AD <] 4] 1]
HHEE 398 5 =X 3ol §) ok

[root@server ~J# dig +short -t SRV _kerberos._tcp.dc._msdcs.ad.example.com.
0 100 88 addc1.ad.example.com.
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[root@ipaserver ~J# dig +short -t SRV _Idap._tcp.dc._msdcs.ad.example.com.
0 100 389 addc1.ad.example.com.

® [dM(Identity Management) & 2 g A] H] 2= AD(Active Directory) A] Bl o 4] &1 &F = Sl 1] O}

o AD 4122 AD Al B o) A] 91 E 7 £l 5]

A1 87 A1

@3

1. AD AfnB]ojjA] AJH] = g7 =E F 3] 5} %= nslookup.exe -5 € 2] E]

o Fzlz} Fgto iz = 295 o} gl

Mg
e,
o
b
Ay
Ny

C:\>nslookup.exe
> set type=SRV

2. UDPE & ¢t Kerberos <] &=m¢] o] F3 TCP AJH] 2 g Z =& &3 LDAPE ¢ & g1 o).

> _kerberos._udp.idm.example.com.
_kerberos._udp.idm.example.com. SRV service location:

priority =0
weight =100
port =88

svr hostname = server.idm.example.com
> _Idap._tcp.idm.example.com
_Idap._tcp.idm.example.com SRV service location:

priority =0
weight =100
port =389

svr hostname = server.idm.example.com

512 TXTZ 1 F 5t IdM Kerberos & 9 o] Z& AF&Fo] TXT &l ZE o) o - DNS #
5

C:\>nslookup.exe

> set type=TXT

> _kerberos.idm.example.com.
_kerberos.idm.example.com. text =

"IDM.EXAMPLE.COM"

4. UDPEZ E3FMS DC Kerberos Z TCP AJH] 2 HlZEE E] LDAP o] o 3 DNS # 2] & &/ & g/ 1]

=

I C:\>nslookup.exe
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> set type=SRV
> _kerberos._udp.dc._msdcs.idm.example.com.
_kerberos._udp.dc._msdcs.idm.example.com. SRV service location:
priority = 0
weight = 100
port = 88
svr hostname = server.idm.example.com
> _Idap._tcp.dc._msdcs.idm.example.com.
_Ildap._tcp.dc._msdcs.idm.example.com. SRV service location:
priority = 0
weight = 100
port = 389
svr hostname = server.idm.example.com

Active Directory o A]= t}ZAD =19 AEEZ2 HIdM 2] AEZ S} F2ADY Z 2 EF
LF o) &G 9= 2o o] AEE ] v F ) oF §1] ). ipa-adtrust-install =& A}§- 35} <]
IdM ] Bl Z 2] 2] A EE &2 2 57 5} 1 ipa server-role-find --role 'AD trust controller’ 3 32

A1g-afa] o E Aul7} <12 A EFE el ol 8+ U]t

5. AD A/ B o]JA] AD A B] A& 3Fo] g} = 9l =Xx] 3Fo] gF1] ],

C:\>nslookup.exe
> set type=SRV

6. UDPE & ¢FKerberose] = ¢l o] F7 TCP A H] = g7 =5 F¢HLDAPE ¢ & 31}

> _kerberos._udp.dc._msdcs.ad.example.com.
_kerberos._udp.dc._msdcs.ad.example.com. SRV service location:

priority = 0
weight = 100
port = 88

svr hostname = addc1.ad.example.com
> _Idap._tcp.dc._msdcs.ad.example.com.
_Ildap._tcp.dc._msdcs.ad.example.com. SRV service location:
priority = 0
weight = 100
port = 389
svr hostname = addc1.ad.example.com

9.8. X 2] o] HE Yy

W] o] AEZAD = 9] A EEE] ) 3 ID £5E 7Y & 7 2= [dM A1 ¥ 1] T

o & & o] Active Directory o] t] 3+ 21 2] 7} Sl+=1dM 4] #] & B-%] 28 3] 5} = 3 -p- B4 & X 2] o o] 7
EZHYE 7 dgo HAEGAD 212] o o] FE 9 gto] x5 0 = X F <] G o,

B H

ALFl 2 7 AFSH
® |dM-& Active Directory 4] 2] ¢} 817 4 X]E 1] T}

e sssd-tools = 7] x] 7} & ] F 1] Cf.
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1. 7]& R 2] 7 EE 2] o] 4] ipa-adtrust-install --add-agents 5 % & & &) g} 1] ].

T

I [root@existing trust _controller]# ipa-adtrust-install --add-agents

5o 0] 2)a) 74 HH S )T o) HEE HF ket BRd HIRE 98 sjels uA=
ZA

mlm o&

2. {1 Z] of o] { E o A] IdM A]H] =& r}A] A] Z} 3] T},
I [root@new _trust_agent]# ipactl restart
3. {1 E] oo] F E ] SSSD 7 A] o 4] B & &S A A gL .
I [root@new _trust_agent]# sssctl cache-remove
4. BAEJAD 21 2] o o] { E ] 3Fo] H =] & =% g9l g ot
[root@existing_trust_controller]# ipa server-show new_replica.idm.example.com

Enabled server roles: CA server, NTP server, AD trust agent

e --add-agents 57 o] o] §F }-4j] 3} 1] §-> ipa-adtrust-install(1) o 77 & ] o] x| & F= 314 A] L.
o g ofo]HE ) O]t A e 1] &S A FID #He] 7fo] EL] AEZEe] W 2F] o o] HE N E
FZEFH A L.
9.9. CLI9J 4] POSIX ID 2 8] o) tj 6} X}& 7} Q] 25 o ¥ &% 5]

7] E X 0 2 SSSD +=AD o] 3 POSIX ] o] E] of] 9] &=3}+=POSIX E&] ~EEF {7 s F-AD(Active
Directory) A}&=Fej o s 7] 91 27 v F 6} 2] 1] ok AD AF§-=}oj 7 7/_1z ZFo0] 2y E ] e A
P IdM& o] & g1 = gl o

r}2 # 2l o 4] = 5 & & o] 4] auto_private_groups SSSD 1) 7} ¥ =0 tj §F sfo] Ha] & 8472 &g 5}of
ID £l tfalf Rp& 7HQ 25 v F S Y 3}ol= WS o 43 o ZIdMSAD ] 7] 257
o] 7 EH A ¥:SAD AFEAE gl Qg o

AL 27 ALg

o |[dMZAD 3-7 7F] POSIX 222 ] 2E QIE 7} 4 FF o2 A5 L]0

| BREID ¥9E FA 52 =Y FADID ¥ E 7] 25 F1] T

[root@server ~J# ipa idrange-find

Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 882200000
Number of IDs in the range: 200000
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Range type: local domain range

Range name: AD.EXAMPLE.COM_id_range

First Posix ID of the range: 1337000000

Number of IDs in the range: 200000

Domain SID of the trusted domain: S-1-5-21-4123312420-990666102-3578675309
Range type: Active Directory trust range with POSIX attributes

Number of entries returned 2

2. ipa idrange-mod '3 3 & A}-§-31J AD ID ¥ 9] 2] RF-& 7f ¢l 25 &3S 2F o

[root@server ~J# ipa idrange-mod --auto-private-groups=hybrid
AD.EXAMPLE.COM_id_range

3. ¥ HF S gYstata] H SSSD YA E A4 g ok

I [root@server ~J# sss_cache -E

Nl e

o AD A}§3}9) ZejolH]l 2 & AEOE B TE §

9.10. IDM WEBUI 9] 4] POSIX ID 2 9] 2] x}-& 7] 9] 257 vjj 3 &% 5}
7] 2 © 2 SSSD += AD o] %] g€ POSIX tj] o] E] o] €] &= 3}+=POSIX E&] ~EE {87 F 4 --AD(Active

Directory) AF&-RFo)] Tl 7] ¢ 2375 v & 5} X &t of AD AFE-=}o) 7] 7/—‘E Z37o] Y HA &S
F1dM<2- o] & 0l 3 = Rl .

L} & 2} o] 4] = IdM(Identity Management) WebUI o} 4] auto_private_groups SSSD ujf 7} # = o] ] &F

sho| B e = % 45 5h0] ID ¥ele s A5 A ¢l 27 vjFS FY i Wy 4o 49
H.02IdMEADS) 7] 2 2ito] 745 e AD A& AE Fe 8 5 gt

A 27 A
o [dMIZAD 37 7+ POSIX ZZ A ZE] AE QIE 7} A2 o2 4551
2}
L. ApE R} o] F 7 ¢F o F AFE-8lof IdM ) Ul =2 9] gt of.
2. IPA A{8] - ID ¥ 9] 5 91}
3. WA FID ¥ E e g o <: AD.EXAMPLE.COM_id_range ).

4. Auto private groups E 50} 1t 170 A] o] Hal & §-49-9 el ] ).
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dentity Policy Authentication Network Services

IPA Server

ID Ranges » AD.EXAMPLECOM_id_range

Settings

& Refresh || "D Revert || L Save

Range Settings

Range name AD.EXAMPLECOM_id_range

Base ID * 1045000000

Range size * 200000

Auto private groups

Role-Based Access Control ~ ID Ranges Realm Domains

D Range: AD.EXAMPLE.COM id range

Range type Active Directory trust range with POSIX attributes

Domain SID 5-1-5-21-4029230055-4155305145-370140224

Trusts «

Topology

T} E] £

o AD A}ER} Zefo]H] & AEOE WY 5
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2. ipa trust-add

L

3. RNF g = QlEest FE Zoolg JHHID HYE FFeL/ ok ID B9 3 ¥ 2= jpa trust-
add '3 3 o) 0] $F 541 0 2 X] g 3R] & 4 -7~ Active Directory o 4] 741 H 1] T}.
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b. IdM 4] v # 2] = LSA QueryTrustedDomaininfoByName & 2 & A}-§ 5} of 212
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c. TDO 7} ojm] ¢l= 7 -2 L SA DeleteTrustedDomain & &£ A}-& 8o =] A g} C}-
7z
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Rp& 0 2 A AR R FOHAD 2]} 7FAD o 4] &L = A A 5 of § i o}
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e. 28 2 4] TDO 7} LSA SetinformationTrustedDomain & =5 E3j] 5=% & o] 2] 2] o A]
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i. AES128_CTS_HMAC _SHA1_96 ¥ AES256_CTS_HMAC_SHA1_96 ¢}5 3} -8 o] ZF
sl o Sl

7z

7] #2202 RHEL 9= AD o] B .2 3 o} 7 2] Z9] SHA-1 ¢} 31-& &) & 51%]
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SetinformationTrustedDomain call.
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1. 1dM #] W of] tf 31 T] B 3 S &% 3} 6} W O}S ZE =2 E A& 5} /etc/ipa/server.conf =} 2 S 4
/(‘7 oll/w/K/*Q,

[global]
debug=True

2. httpd A1 H] 2 F 0} A] A Z}E}of O b] 7 7+4& Z =g o
I [root@trust_controller ~J# systemctl restart httpd
3. smb 2 winbind 4] 5] =& =] 3] O}
I [root@trust_controller ~J# systemctl stop smb winbind
4. smb 3 winbind 48] = 9] ] g 27 =7 HY e o
I [root@trust_controller ~J# net conf setparm global 'log level' 100
5. ldM Z 2] &) 9] Z o 4] A}§-SF+=Samba &2}o] 91 E Z = fj o ojnl 2 2 7S &Y}t H

3
/usr/share/ipa/smb.conf.empty > 7} S ¥ F 5}o] O}S ) &2 H 5L o)

I [global]
log level = 100

6. o/F Samba Zz2E A7 gL]C}
I [root@trust_controller ~J# rm /var/log/samba/log.*

7. smb % winbind *] 5] =& A] &} g}1] .
I [root@trust_controller ~J# systemctl start smb winbind

8. A4 HH EA BES) FYHE EHSEE Yot G By AHEE S

) o

o

I [root@trust_controller ~J# date; ipa -vvv trust-add --type=ad ad.example.com

9. Yt 2F o) ot JH = oS F 22 G YL g9l A 2.
a. /var/log/httpd/error_log

b. /var/log/samba/log.*

10. 0132 v gy o
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[root@trust_controller ~J# mv /etc/ipa/server.conf /etc/ipa/server.conf.backup
[root@trust_controller ~J# systemctl restart httpd

[root@trust_controller ~J# systemctl stop smb winbind
[root@trust_controller ~J# net conf setparm global 'log level' 0
[root@trust_controller ~J# mv /ust/share/ipa/smb.conf.empty
/usr/share/ipa/smb.conf.empty.backup

[root@trust_controller ~J# systemctl start smb winbind

N (8 AP 15 BA 2L G 7 g F P

a. FZo] YHH 27 HY g 7752 BEF T

RS

[root@trust_controller ~J# tar -cvf debugging-trust.tar /var/log/httpd/error_log
/var/log/samba/log.*
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vars_files:
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tasks:

- name: ensure the trust is absent
ipatrust:

ipaadmin_password: "{{ ipaadmin_password }}"
realm: ad.example.com
state: absent
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