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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/preparing_for_disaster_recovery_with_identity_management/preparing-for-data-loss-with-idm-backups_preparing-for-disaster-recovery
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/ipa-ca-renewal_managing-certificates-in-idm#changing-ca-renewal_ipa-ca-renewal
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_replication_in_identity_management/assembly_managing-replication-topology_managing-replication-in-idm#managing-topology-remove-cli
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-ipa-replica_installing-identity-management
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1. Kerberos ticket-Granting-TicketZ |dM Al &2 2 A 32 o 2 7] A 5o A E-#] E o) A Kerberos

Ml 2 B 2EFY o,

[root@server ~)# kinit admin
Password for admin@EXAMPLE.COM:

[root@server ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal
10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM

2. Abg2F A BE A S| Directory Server @ SSSD 4 £ Bl 2 E $ o}

[root@server ~J# ipa user-show admin
User login: admin
Last name: Administrator
Home directory: /home/admin
Login shell: /bin/bash
Principal alias: admin@EXAMPLE.COM
UID: 1965200000
GID: 1965200000
Account disabled: False
Password: True
Member of groups: admins, trust admins
Kerberos keys available: True

3. ipa cert-show ™ & & Al 8-3lo] CA A4 & HA2EG YT}

[root@server ~# ipa cert-show 1
Issuing CA: ipa
Certificate: MIIEgjCCAuqgAwIBAgljoSIP...
Subject: CN=Certificate Authority, O=EXAMPLE.COM
Issuer: CN=Certificate Authority, O=EXAMPLE.COM
Not Before: Thu Oct 31 19:43:29 2019 UTC
Not After: Mon Oct 31 19:43:29 2039 UTC
Serial number: 1
Serial number (hex): 0x1
Revoked: False
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/ipa-ca-renewal_managing-certificates-in-idm
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[root@newreplica ~J# kinit admin
Password for admin@EXAMPLE.COM:
[root@newreplica ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM
Valid starting Expires Service principal
10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM
2. AP A B E 7 A slo] A B4 B0l A Directory Server 2 SSSD -4 & H| 2 E Yt}

[root@newreplica ~J# ipa user-show admin
User login: admin
Last name: Administrator
Home directory: /home/admin
Login shell: /bin/bash
Principal alias: admin@EXAMPLE.COM
UID: 1965200000
GID: 1965200000
Account disabled: False
Password: True
Member of groups: admins, trust admins
Kerberos keys available: True
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/performing_disaster_recovery_with_identity_management/recovering-a-single-server-with-replication_performing-disaster-recovery#recovering-from-losing-a-regular-replica_recovering-a-single-server-with-replication
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/preparing_for_disaster_recovery_with_identity_management/preparing-for-data-loss-with-snapshots_preparing-for-disaster-recovery
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/preparing_for_disaster_recovery_with_identity_management/preparing-for-data-loss-with-snapshots_preparing-for-disaster-recovery
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[root@server ~]# ipa server-del lost-serveri.example.com
[root@server ~J# ipa server-del lost-server2.example.com
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4. ol A VMCAixﬂiolc 7§41 2w Utk Red Hat2 74 o] A t}& C
7§ AW A4S Sk Blol FHYTE 1AM CAZE Al A wi7d Bl A2 & st Al L.

5. %a = ¥ 2=(CA DNS)E ARE-sto] =71 Al 25 w28t ot 542 EE2X & A A
AU Th IdM SA4 2 A A S st Al L

6. N EAE EZ2RE g elE = DNSE ¢dl o] Eth IdM DNSE A1-8-5H DNS A1 H] 2 g
=7t AFe R ol Ef Ytk

N

IdM Zetol AETH M Aol AR S 5 DA FAFU T 27 Fol [dM Sefo] A= 24 &
S RRE

ol}l

A

1. Kerberos E]# £3 E] A S IAM AL &A1 2 A Z A o072 AAlste]l 2 E A Eo| A Kerberos A H &

| 2= o

[root@server ~)# kinit admin
Password for admin@EXAMPLE.COM:

[root@server ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal

10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/preparing_for_disaster_recovery_with_identity_management/preparing-for-data-loss-with-snapshots_preparing-for-disaster-recovery
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-ipa-replica_installing-identity-management
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[root@server ~J# ipa user-show admin
User login: admin
Last name: Administrator
Home directory: /home/admin
Login shell: /bin/bash
Principal alias: admin@EXAMPLE.COM
UID: 1965200000
GID: 1965200000
Account disabled: False
Password: True
Member of groups: admins, trust admins
Kerberos keys available: True

3. ipa cert-show ™ & & Al-&3lo] R E CA EA 24 CAMHZE H2EFTYUT}

[root@server ~# ipa cert-show 1
Issuing CA: ipa
Certificate: MIIEgjCCAuqgAwIBAgljoSIP...
Subject: CN=Certificate Authority, O=EXAMPLE.COM
Issuer: CN=Certificate Authority, O=EXAMPLE.COM
Not Before: Thu Oct 31 19:43:29 2019 UTC
Not After: Mon Oct 31 19:43:29 2039 UTC
Serial number: 1
Serial number (hex): 0x1
Revoked: False
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/planning_identity_management/planning-the-replica-topology_planning-identity-management
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/preparing_for_disaster_recovery_with_identity_management/preparing-for-data-loss-with-snapshots_preparing-for-disaster-recovery
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/uninstalling-an-ipa-server_installing-identity-management
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4.

5.

[root@restored-CA-replica ~J# ipa server-del lost-serveri.example.com
[root@restored-CA-replica ~J# ipa server-del lost-server2.example.com

=g Mejel o} & e Fel Au o] BA| Aol gl A4S HUR AW E thE Au e A
Astel a1 AW o do] =g o

[root@restored-CA-replica ~J# ipa topologysegment-add

Suffix name: domain

Left node: restored-CA-replica.example.com

Right node: server3.example.com

Segment name [restored-CA-replica.com-to-server3.example.com]: new_segment

Added segment "new_segment"

Segment name: new_segment

Left node: restored-CA-replica.example.com
Right node: server3.example.com
Connectivity: both

/var/log/dirsrv/slapd-YOUR-INSTANCE/errors ol 4] Directory Server 2 7 £ 15 7 Eslo] &
W AES] CA B 2o vhu] A [dM A1 ¥ o} Sul2 A F7) 3852 el g

6. dolemo] 27t YR ef o] B8 Au o] BA 7L Ashahel B E M S thal 278

7.

ol}l

2.

12

t}If replication on the restored server fails because its database is too older, reinitialize the
restored server.

[root@restored-CA-replica ~J# ipa-replica-manage re-initialize --from
server2.example.com
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[root@server ~)# kinit admin
Password for admin@EXAMPLE.COM:

[root@server ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal
10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM
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[root@server ~J# ipa user-show admin
User login: admin
Last name: Administrator
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Home directory: /home/admin

Login shell: /bin/bash

Principal alias: admin@EXAMPLE.COM
UID: 1965200000

GID: 1965200000

Account disabled: False

Password: True

Member of groups: admins, trust admins
Kerberos keys available: True

3. ipa cert-show ™ & & Al-&3lo] R E CA EA 2o CAMHEZE H2EFYT}

[root@server ~# ipa cert-show 1
Issuing CA: ipa
Certificate: MIIEgjCCAuqgAwIBAgljoSIP...
Subject: CN=Certificate Authority, O=EXAMPLE.COM
Issuer: CN=Certificate Authority, O=EXAMPLE.COM
Not Before: Thu Oct 31 19:43:29 2019 UTC
Not After: Mon Oct 31 19:43:29 2039 UTC
Serial number: 1
Serial number (hex): 0x1
Revoked: False

F7tEas

o VM Aol A Bpatal A2 & IdM 8738 TEIU T

4.3.VM =Y AFf A B35t A IDM 37 A H

B8 VMO HAl) 2@ ake] CA(RIS 713) B A o] b A e} §7] 54T 5 gle 45 VM 2=
Aeel A Al 1dM 8H73 S A8 %HE}

A 1M 87 & 24 5128 VM A1 & 228l F7t BA B e
= A8y

o2,

At IdM S2foldEE A 4 o

A 27 Ava

e CAEAEL VM VM 2§ aks EH P EF YT VM 2 sko 2 HiolE &4 =0l & Fxsigd Al L.

A%
1 CA B4 2 VMe] f15he 29 ake 2 g gy
2. BEBA EEA ATNES A Aste] @A) W) £ el A RN BAE A& ¥ FY)

o}
.
a. AA REEHRl 5A EZEA AN IHEE A Fu

[root@restored-CA-replica ~J# ipa topologysegment-find
Suffix name: domain

Segment name: new_segment
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Left node: restored-CA-replica.example.com
Right node: server2.example.com
Connectivity: both

Number of entries returned 8

kel

b. &o = A HE

fr

=l B2 2 A 2HES A Fuoh

fn

Egshe =

l

[root@restored-CA-replica ~J# ipa topologysegment-del
Suffix name: domain
Segment name: new_segment

Deleted segment "new_segment”

=~

c. Mo REcAaEERA AINES Aol AT 4L ST,

ol

[root@restored-CA-replica ~J# ipa topologysegment-find
Suffix name: ca

Segment name: ca_segment

Left node: restored-CA-replica.example.com
Right node: server4.example.com
Connectivity: both

Number of entries returned 1

[root@restored-CA-replica ~J# ipa topologysegment-del
Suffix name: ca
Segment name: ca_segment

Deleted segment "ca_segment"”

3. EdHE AuelM SETIdM A 25 A st i 2 225 A2 Gt oAl F /o] o] &
1 1dM i 27 & 5

4. A 1dM B Zofl gt et= I F2E 2835t IdM S| EE d&ato] Af v 25 A8
Ytk 5 Foll IdM S 2ol AE 24 &
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1. Kerberos €] &3 €1 A & [AM AL 822 Z A 0 2 AMG] B E A EA Eof A Kerberos A
HE H2EYY o

I [root@server ~]# Kinit admin
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Password for admin@EXAMPLE.COM:

[root@server ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal
10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM
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Fo] = E A E-A) B of A Directory Server @ SSSD +4 & H| ~E gt}

[root@server ~J# ipa user-show admin
User login: admin
Last name: Administrator
Home directory: /home/admin
Login shell: /bin/bash
Principal alias: admin@EXAMPLE.COM
UID: 1965200000
GID: 1965200000
Account disabled: False
Password: True
Member of groups: admins, trust admins
Kerberos keys available: True

3. ipa cert-show 5 & & A}-&-3lo] & A CA BA EA CAMHE HEEG YT

Issuing CA: ipa

Certificate: MIIEgjCCAuqgAwIBAgljoSIP...

Subject: CN=Certificate Authority, O=EXAMPLE.COM
Issuer: CN=Certificate Authority, O=EXAMPLE.COM
Not Before: Thu Oct 31 19:43:29 2019 UTC

Not After: Mon Oct 31 19:43:29 2039 UTC

Serial number: 1

Serial number (hex): 0x1

Revoked: False

| [root@server ~# ipa cert-show 1
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5. IDM 9] & AL-§-3hof W o] B &4 B
ipa-restore %2 2] €] & AF&-3ko] 1dM A1 8] 1dM w1 o] 73] © o] A AFe) 2 2913 4 gLtk
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5%.1DM W ¢]& AL-g-5to] Hlo] g £4 By

e /tmp = /vartmp Tl E o e WY Ao = 54T F AFUTh IdM Y g v =
PrivateTmp U & B 2] & A1-&-3}1 & A A oA dubx o g ALgd 4= 9 & /tmp =& /var/tmp
ol e go) AA g4 lsyrTh

welol A BelaEw wlo] 8w AAH o4 BaEe] EAF 42 E 9 o) (RPM) M do] 2 2 g
w)gfo A AT AL AFFU T A R &S VM

5.3. 9 }{ el A IDM A1 =9

ok A XA = IdM ¥ i ol A IdM A ] Bo= el & LDAP Hl o] B & - st= Wi S Ay th
I 5.1. 0] oA ALGHE BA EEEXA
cai icati
IdM Server S emente IdM CA Replica D" 1dM Replica Server
T TP + Server T »
serverl, example.com _Eéf;ﬂ;l‘;;;e- ;E:,t;FJ_'C_ﬂ_U'_Cl;_ caReplicaz.example.com replica?.example. com
agreements
51 0] Ao A AHEHE Au] o) & AH 73
AW S 2E o] & Ll
serveri.example.com B o A E-afof sf= A Y Th
caReplica2.example.com serveri.example.com T ~Ed] 943" CA(Q=
713) EAE Yo
replica3.example.com caReplica2.example.com & ~Eo] A 4% A2

Ut

A 27 Ab

o ipa-backup 92 E S AL8ate] (M A w o] A A E E dloE A8 Wl A AEY T
R =X RN
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e W< v}l L /tmp & /vartmp Y g £ §l& Ut

o A Au WMol A AR A BUg e Aol e el A [dM 2 7 53l o) 1 3% 5 & A
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1. ipa-restore -2 2 E] & AHE-3te] WA AW E=dolEH A& PS5

L)
o
i
rlj
hines
)
%
L
ut

o uwi¢l Td g g7} 7] £ /var/lib/ipa/backup/ ] 2] ol 2= S T] 4l E

I [root@server1 ~)# ipa-restore ipa-full-2020-01-14-12-02-32
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o w OUE 7 E A e A AA FERE AT

I [root@server1 ~]# ipa-restore /mybackups/ipa-data-2020-02-01-05-30-00

Za
ipa-restore € ¢ El = qaﬂaa]oﬂ/q Eaets el 88 2pE o = 7h%] 5}
BNRHoR FAF 4 BAS FA T DA A WG] vl

g B8 4351 W ipa-restore & & o] --data 3-41-& F7}5HY o}

I [root@server1 ~)# ipa-restore --data ipa-full-2020-01-14-12-02-32

2. Directory Manager ¢t3 & ¢ & gt}

I Directory Manager (existing master) password:

rr
A

3. yes = 1 sle] @Al HloE S uglo 2 Hojx

Preparing restore from /var/lib/ipa/backup/ipa-full-2020-01-14-12-02-32 on
server1.example.com

Performing FULL restore from FULL backup

Temporary setting umask to 022

Restoring data will overwrite existing live data. Continue to restore? [no]: yes

4. ipa-restore 2 2 E] = A8 715 S B E A W oAl EA & v & sy

Each master will individually need to be re-initialized or

re-created from this one. The replication agreements on

masters running IPA 3.1 or earlier will need to be manually

re-enabled. See the man page for details.

Disabling all replication.

Disabling replication agreement on serveri.example.com to caReplica2.example.com
Disabling CA replication agreement on server1.example.com to caReplica2.example.com
Disabling replication agreement on caReplica2.example.com to serveri.example.com
Disabling replication agreement on caReplica2.example.com to replica3.example.com
Disabling CA replication agreement on caReplica2.example.com to serveri.example.com
Disabling replication agreement on replica3.example.com to caReplica2.example.com

P ]S 23 Tk A E A oA Al Y]

ol

29 g § 92 EE £8) 1dM A A2 F3
=8

Stopping IPA services

Systemwide CA database updated.
Restoring files

Systemwide CA database updated.
Restoring from userRoot in EXAMPLE-COM
Restoring from ipaca in EXAMPLE-COM
Restarting GSS-proxy

Starting IPA services

Restarting SSSD

Restarting oddjobd

Restoring umask to 18

The ipa-restore command was successful
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5. 1DM 9] & ALg-3te] dlo]E &4 %7

Segment name: serveri.example.com-to-caReplica2.example.com
Left node: server1.example.com

Right node: caReplica2.example.com

Connectivity: both

Segment name: caReplica2.example.com-to-replica3.example.com
Left node: caReplica2.example.com

Right node: replica3.example.com

Connectivity: both

Number of entries returned 2

Update in progress, 2 seconds elapsed

[root@caReplica2 ~)# ipa-replica-manage re-initialize --from=serveri.example.com
Update succeeded

15 71 HolB 2 o] &3l ca HPALY] BE EA| EZEZA A DHES I FYTh

[root@server1 ~]# ipa topologysegment-find ca

Segment name: serveri.example.com-to-caReplica2.example.com
Left node: server1.example.com

Right node: caReplica2.example.com

Connectivity: both

Number of entries returned 1

EA9E Anjo] AZ2€ 2E CAEAES O 27133tk
o] of o A = serverl €] ] o] E] = A}-& 1] csreplica 2] re-initialization of caReplica2 =
TPk

[root@caReplica2 ~]# ipa-csreplica-manage re-initialize --
from=serveri.example.com

Directory Manager password:

Update in progress, 3 seconds elapsed
Update succeeded
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6. £ % serveri.example.com o] A Ho|E 2 RE A 87l Q0| EE w712 B EZZAE
A&l A& HAEg thA] Al AU T
o] o 4 o] 4] = caReplica2 <] ] o] €] 7} Z 3+ ¥ replica3 o] 4] =2l 7 v A} gk ThA] % 7] 8}s) of
gt

[root@replica3 ~]# ipa-replica-manage re-initialize --from=caReplica2.example.com
Directory Manager password:

Update in progress, 3 seconds elapsed
Update succeeded

7. AFE HolHE sl A5 ZAE WA st B A H oA SSSDe| A E A

—[o
>
>
to

b. SSSDeA WA H BE ZEl =& AHA FH )
I [root@server ~]# sss_cache -E
c. SSSD A H] A E A &3 T}
I [root@server ~]# systemctl start sssd
d AHE AFE g

F7tEas

o ipa-restore(1) == H oA = 5 Foll 534 HA AU & A2l ste Y= A4 8] th&F

U,

54. 3 3td oA

o] Axfol = daste IdM W oA IdM A B = B3 o} ipa-restore € 2] E] = IdM W J o] &%
StE A=A A5 o2 FA31aL GPG2 FE QIF 71 & Al§-38te] By

A 8T A
¢ GPG d3stIdM . Foshe IdM ul e A & F23H4 Al L.
® | DAP Directory Manager &%

e GPG7I A A AHSH= 4=

1. GPG2 715 A & u) AL&-A g 9] ?1F 7] 9121 & AH&- & 4 ¢ SGNUPGHOME #7131 57}
F e Y=o dEA FAFUTL GPG2 7] A4 & FastiA e

ofr
==

[root@server ~]# echo $GNUPGHOME
/root/backup
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5%.1DM W ¢]& AL-g-5to] Hlo] g £4 By

2. ipa-restore -2 2 E| & W ¢ T g H g 9] X Al FFTh
I [root@server ~]# ipa-restore ipa-full-2020-01-13-18-30-54

a. Directory Manager ¢t5 & ¢ & gt}

I Directory Manager (existing master) password:

b. GPG 718 B4 & v AH&3 45 E ¢

=48y

|
Please enter the passphrase to unlock the OpenPGP secret key: |
"GPG User (first key) <root@example.com>"

2048-bit RSA key, ID BF28FFA302EF4557,
created 2020-01-13.

Passphrase: <passphrase>

|
|
<OK>

<Cancel> |

HAuol] AZ2E RE HAl &S vhA] 2713t ]I ol A 1dM A H] 2

CES BB
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6. ANSIBLE =& o] 52 AF-8-31] IDM A &4

mw%hmMﬂnﬁgiﬂ%a W o] A |dM M ¥ 29 & #1553} 3} 3L A 1] ¢} Ansible A E 22 7o)
o)

o |dM #TE 93| Ansible Al o] =& Z=H)

® Ansibleg AFg3lo] Ao A AH WA A IdM A B¢

® Ansibleg A} 3o Ansible AEE 2| ol X &% W0 A [dM v EY

® Ansibleg A}-83lo] IdM A v 2] W] L2 Ansible AE E 2 o] E-A}

® Ansibleg A}-8-3}o] Ansible ZIE E 2] o] 4] IdM A ¥ 2 |[dM AW ¥l ¢ E-A}

o Ansible Al-&3lo] IdM 48]0l A 1<} A 7]

6.1.IDM 8 & 95 ANSIBLE A o] =& ZFH]

Red Hat Ansible Engine ¢ & ¢} & uj] IdM(Identity Management)< 2] &} A 28] 2] 2
T3t Aol E=HFYTh

fr

o=

o

o 3 tdH oA Ansible Z8| ol & & st9] H g E & 44 g (4l ~/MyPlaybooks ).

e /usr/share/doc/ansible-freeipa/* 3! /usr/share/doc/rhel-system-roles/* t] & & 2] 4 5} %] ¢ &
E] 2] o A] ~/MyPlaybooks T] & € ] o] A} & 24,

o oWl E g Y& ~/MyPlaybook t] 2 & 2] o] *§F5H o}

ol S wEt RE FH ol HS o Fe F e RFE HE SE6A] AL SRS AL T

& sl
e
ipaserver ipareplica ipaclient ipabackup,ipasmartcard_server 32! ipasmartcard_client
ansible-freeipa o] &2 28 alel W ] & =0 A7 root @ 3to] D @ gt} o] 2] g o
e sdsteid e H e gdnf S E o] s 7] 2] Hef ol o g A& A gho] Jéﬁ%‘
Y.

Ansible Zd| o] 5-& A 7FataL Ad ot= dl AHET 7+ I =5 ~/MyPlaybooks o] g Bl 2] & 4 /d &} 5L 43

st d o AAE mEA A

A 8T A
e 723 == server.idm.example.com ¥ replica.idm.example.com ¢l |dM AW & A X 3| F 1 T}

o Ao =AM A #E| Y X, server.idm.example.com ¥ replica.idm.example.com o] 21
A%+ YESDNS L U EHY S T AE U

o [dMAFA AUF = A Y& T}



67¢. ANSIBLE E3d| o] 5-& AH8-31o] IDM A B¢

. & HdH A Ansible 74 2 Z#l o] o] td B g & A T

I $ mkdir ~/MyPlaybooks/

. ~/MyPlaybooks/ t] g & 2] & H 4 3+ t}.

I $ cd ~/MyPlaybooks

. The el = = Al-g-5lo] ~/MyPlaybooks/ansible.cfg o+ S A A gt T}

[defaults]
inventory = /home/your_username/MyPlaybooks/inventory

[privilege_escalation]
become=True

. TS ZHl = = A}-8-3}o] ~/MyPlaybooks/inventory 3 & wH5U o}

[ipaserver]
server.idm.example.com

[ipareplicas]
replical.idm.example.com
replica2.idm.example.com

[ipacluster:children]
ipaserver
ipareplicas

[ipacluster:vars]
ipaadmin_password=SomeADMINpassword

[ipaclients]
ipaclient1.example.com
ipaclient2.example.com

[ipaclients:vars]
ipaadmin_password=SomeADMINpassword

o] FAE ol e 9139 Y= BB el eu o} us o) gh F o] EAE TFS Aol
E

Edol TS eud us 1FY RE TAEES ¥95E ipaserver Z2E 15 A o gt

. [A8 AL SSH 70 /i) 718 A F Uk Bl 2E S oA AA 2 E deststE | i 7]
o F52 WA A vk AL

I $ ssh-keygen

. SSH 371 712 7 #e) ;=) [dM B2l A 714 ol BAgY o,

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com

ol ¥E LS UH T W IdM AR FE S A FsloF Ttk
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F7tEas
® Ansible Z#) o] &< A}8-3}o] Identity Management A #] A %] .

ks

o QWEHE 53}

e

u:E

6.2. ANSIBLE S A}-851o] A wjo]] 245 wl f ol 4] IDM A v} -¢)
b5 A A} A = Ansible Z8] o] 53 AF-8-3te 3l F S 2E ] AFE WP A 1AM AW E H- 3= WY
= AW gy
AR &7 AR
® T3 8T AMEE T3 =5 Ansible Alo] ==& A A FY o
o Ansible B 7 2.14 o] A& A} &5} 3 9l & o).
o Ansible 71 E & 9| ansible-freeipa 3} 7] 2] 7} 4 X 5] o] 15 Y v}

o o] alA| | A= ~/MyPlaybook/ 1 g Bl 2] ol A IdM A H ] FQDN(7 7314 =v <l o] F)<
Abg-she] Ansible 91wl E2] stel o A R oha b FU ok

o o] o A o A = secret.yml Ansible 2} 7 &7 ®2-o] ipaadmin_password £ # &3kt 7}

g o

e ansible-freeipa X 50| AP == == Y ==
e EAEY YL

rr
a
<
H
)
e
Lo
1
4z
e
=
<
iy
)
o
2
I
X
)

e |DAP Directory Manager ¢+5 2 &3 154t}

1. ~/MyPlaybook/ t] @ & 2] £ o] &gt}
I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks t] @] €] 2] o] 3] = restore-server.yml 3} & o] A} 2.2
eyt

I $ cp /usr/share/doc/ansible-freeipa/playbooks/restore-server.yml restore-my-server.yml

3. 3 & restore-my-server.yml Ansible Z# o] & 1S gt}

a. hosts A& QAWED Y TA2E JF 02 G AU o] doA = ipaserver S ~E

b. ipabackup_name ¥4 £ 595 ipabackup ¢ o] 5o 2 4G Tt

c. ipabackup_password ¥ =& LDAP Directory Manager &5 2 A4 34 o}

i

- name: Playbook to restore an IPA server
hosts: ipaserver
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6%. ANSIBLE =g o] -2 A} £ 3}0] IDM A #] 2]

become: true

vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00
ipabackup_password: <your LDAP_DM_password>

roles:

- role: ipabackup
state: restored
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$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
restore-my-server.yml

F7tE A=
e /usr/share/doc/ansible-freeipa/roles/ipabackup t] @ & 2] ¢ README.md =} < 9] U t}.

e /usr/share/doc/ansible-freeipa/playbooks/ ] 2 & 2]

6.3. ANSIBLE & A}-8-3}o ANSIBLE A EE 2]l #45 9 oA IDM A H

=5
& 2] A = Ansible e ] %2 AHg-3ho] Ansible T EE# o A8 W Jo A 1M A & 59 5=
e A g o,

AR 8 7 AL
o T3 8T AIEE T3 = Ansible Aol ==& AU SFY L
o Ansible B]# 214 o] A& AF&3} A 25U T
o Ansible 71 E £ & 9| ansible-freeipa 3} 7] 2] 7} A4 X 5] o] 154 v}

o ol ¢ ol A= ~/MyPlaybook/ “4 g e 2l ol A IdM A 1 &] FQDN( 7 sk =rl <l o] F)&
Ab&8te] Ansible 91Hl 2] vkl & Aokl 7Ry Sy ok

o o] o A o) A = secret.yml Ansible #}72 =7 R -2-0] ipaadmin_password = #] %3+t 7}

Ay
¢ ansible-freeipa 2 50| AP == =0l Y === 1dM =11 9] JF-21 IdM E2te| A E, A1 H
e EAEYU
® | DAP Directory Manager ¢ 3 & ¢ 54Uttt

1. ~/MyPlaybook/ t] & & 2] £ o] % gt t}.

I $ cd ~/MyPlaybooks/
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2. lusr/share/doc/ansible-freeipa/playbooks t] 2 & 2] 9| 3l = restore-server-from-
controller.yml s}l o] A} RS vy o)

$ cp /usr/share/doc/ansible-freeipa/playbooks/restore-server-from-controller.yml restore-my-
server-from-my-controller.ymi

B Yo T 2E OFO 2 AT o] deA = ipaserver S ~E

b. ipabackup_name ¥ 45 213 ipabackup ] o] 5o 2 4G Tt

c. ipabackup_password  4== LDAP Directory Manager & 2 A7 gt t}.

i

- name: Playbook to restore IPA server from controller
hosts: ipaserver
become: true

vars:
ipabackup_name: server.idm.example.com_ipa-full-2021-04-30-13-12-00
ipabackup_password: <your LDAP_DM_password>
ipabackup_from_controller: true

roles:

- role: ipabackup
state: restored
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g o] B 9} S %] A &} Ansible =& o] B2 2 3 g T}

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
restore-my-server-from-my-controller.yml

F7tEas
e /usr/share/doc/ansible-freeipa/roles/ipabackup t] @ & 2] ¢ README.md =} < 9] U t}.

e /usr/share/doc/ansible-freeipa/playbooks/ T} 2 & 2]

6.4. ANSIBLE & A}-£-3}<] IDM A5 2] ¥ 9] S- ANSIBLE 71 E & 2 o] B-A}

& A el A = Ansible 28] o] 55 AH& 3t IdM A Bl ol A Ansible A E Z 2] 2 |dM A ¥ o] ¥ 5 HA}
st WHe AW YT

A 27 AR
o The T AL FHHES Ansible Alo] =S FAYHU T

o Ansible /A 214 o] A& AF&-3}3L 95U Tk
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67¢. ANSIBLE Z 8] 0] -2 A}-8-51c] IDM A #] 2-¢]

o Ansible 71 E & 9| ansible-freeipa 3} 7] 2] 7} 4 X 5] o] 15 Yt}

o of a Al M= ~/MyPIaybook/ T] @l B 2] of| Al IdM A 8] ©] FQDN(A 73+ =12l o] )<
A& 3] Ansible o1l 2] 912l S A oh 74 S o)

o o] o A o] A = secret.yml Ansible #}72 =7 7 -2-0] ipaadmin_password = #] %3+t 7}

g,

ansible-freeipa = 5] 23 5= =2l
e EAEYU
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e
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e
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AC)
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. WG e A stelH Ansible HE =21 9] & v B2l &9 HdE S 4 I
I $ mkdir ~/ipabackups

. ~/MyPlaybook/ t] & €] 2] 2 o] &gt}

I $ cd ~/MyPlaybooks/

. lusr/share/doc/ansible-freeipa/playbooks t] @ & 2] ¢f| 3l = copy-backup-from-server.yml 3}
J o] AHES ¥R T

$ cp /usr/share/doc/ansible-freeipa/playbooks/copy-backup-from-server.yml copy-backup-
from-my-server-to-my-controller.yml

a. hosts A& QAWED Y T2E JF 02 AFAUT o] doA = ipaserver 5 ~E

b. ipabackup_name
Fyo.

ZE Ansible AEE 2 o] AL |dM A1 2] ipabackup o] 5o 2 4A

c. 71& Ao ® W e Ansible AEE2] 9] A 2 v ol AdH Utk 1dA A vk ¢
g ¥ 2] = #| 4 3} ¥ ipabackup_controller_path == 713} 12
/home/user/ipabackups T} & 5 2] & A4 4 gt}

- name: Playbook to copy backup from IPA server
hosts: ipaserver
become: true
vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00
ipabackup_to_controller: true
ipabackup_controller_path: /home/user/ipabackups

roles:

- role: ipabackup
state: present
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7. AW EY 3 gl S o] & A2 A4 8te] Ansible Z# o] HE& APt

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory copy-
backup-from-my-server-to-my-controller.yml

3

RE M WS AEE2 o BAlste] W Ansible =9 o] 2 2] ipabackup_name ¥ £ all
2 A4

vars:
ipabackup_name: all
ipabackup_to_controller: true

o £ £ /usr/share/doc/ansible-freeipa/playbooks t] @ & 2] ] copy-all-backups-
from-server.yml Ansible Z @ o] &2 FZ 34 A 2.

[user@controller ~]$ Is /nome/user/ipabackups
server.idm.example.com_ipa-full-2021-04-30-13-12-00

F7tE A=

e /usr/share/doc/ansible-freeipa/roles/ipabackup t] @ & 2] ¢ README.md =} < 9] 4 t}.

e /usr/share/doc/ansible-freeipa/playbooks/ ] 2 & 2]
6.5. ANSIBLE & A}8-35}o] ANSIBLE A E £ 2 o 4] IDM 4] 8 =2 IDM A 1] =i
A EA}

T}2 8 2o A = Ansible £ 0] -3 AF8-3he] Ansible 71 2 2o 4] 1dM A 1] 2 dM A8 9] w9 < 2A}
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o o] o A of| A] &= ~/MyPlaybook/ T] @ E] 2] o] A] IdM A] ¥} ¢] FQDN(A #3138 =1l o] )<
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67¢. ANSIBLE E3d| o] 5-& AH8-31o] IDM A B¢

. ~/MyPlaybook/ t] 9 E] 2] & o] &3} t}.

I $ cd ~/MyPlaybooks/

. lusr/share/doc/ansible-freeipa/playbooks t] 2] & 2] o] 3] += copy-backup-from-

controller.yml 5} o] AFE S dh5 Ut}

$ cp /usr/share/doc/ansible-freeipa/playbooks/copy-backup-from-controller.yml copy-backup-
from-my-controller-to-my-server.yml

a. hosts I+ E W ED Y T2E 1802 AAFT) o] g oA & ipaserver 3 ~E

b. ipabackup_name = |dM A B o] E-A}SF Ansible Z1E E 2] 2] ipabackup o] 522 A%
Gk

- name: Playbook to copy a backup from controller to the IPA server
hosts: ipaserver
become: true

vars:

ipabackup_name: server.idm.example.com_ipa-full-2021-04-30-13-12-00
ipabackup_from_controller: true

roles:
- role: ipabackup
state: copied

el A AU .
A=) vhe) 8l e o] B vl & x4 ahof Ansible E#] o] H- 418 ).

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory copy-
backup-from-my-controller-to-my-server.yml

F7teas

e /usr/share/doc/ansible-freeipa/roles/ipabackup t] @ & 2] ¢ README.md =} < 9] 1 t}.

e /usr/share/doc/ansible-freeipa/playbooks/ ] 2 & 2]

6.6. ANSIBLE S A} 23} IDM A H o] A 91 & ] A

A 27 Avg

® U5 &7 AEE TS Ansible Alo] == A SFU
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30

o Ansible & 214 o] A& AFL3513 95U T
o Ansible 71 E & 9| ansible-freeipa 3} 7] 2] 7} 4 X 5] o] 15 Yt}

o o] o A o) = ~/MyPlaybook/ t] @ €] 2] ol A |dM 4 1] 2] FQDN(H 7+3}% = ¢l o] Z)&
A& 3Fo] Ansible o1l & 2] w}e) S A A E ok 74 gy o)

o o] oA o A = secret.yml Ansible 24 F% ®.&©] ipaadmin_password & A 7ggtthal 7

g e,
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. ~/MyPlaybook/ t] & B 2] & o] -5 ¢ t}.

I $ cd ~/MyPlaybooks/

. lusr/share/doc/ansible-freeipa/playbooks t] @ & 2] ¢f| 3! remove-backup-from-server.ymi

g o] AR S BEY T

$ cp /usr/share/doc/ansible-freeipa/playbooks/remove-backup-from-server.yml remove-
backup-from-my-server.yml

. A3 & remove-backup-from-my-server.yml 7} & 1}

a. hosts I+ E W ED Y T2E 1802 AAFT) o] o oA & ipaserver 3 ~E

b. 1dM A 1] o) A 214 5} = = ipabackup_name *H 4~ ipabackup © = 47 3o}

- name: Playbook to remove backup from IPA server
hosts: ipaserver
become: true

vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00

roles:
- role: ipabackup
state: absent

st A g g o
QM e 59 B Fe o ¥ 542 A4 ko] Ansible Fef ol B AP Tk

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
remove-backup-from-my-server.yml
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64. ANSIBLE Z g o] 22 A} 23} IDM A 1] B¢

Z31
[dM A B ol A & |dM W & #) 4 32 ™ Ansible Z @] o] &-2] ipabackup_name W=
all 2 44y}

vars:
ipabackup_name: all

o) £ £ /usr/share/doc/ansible-freeipa/playbooks t] @ & 2] ] remove-all-backups-
from-server.yml Ansible Z @ o] 52 FZ 34 A Q.

e /usr/share/doc/ansible-freeipa/roles/ipabackup t] @ & 2] ¢ README.md =} < 9] 1 t}.

e /usr/share/doc/ansible-freeipa/playbooks/ ] 2 & 2]
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dolE &4 oMl e 4 A% ST JFL W BAR S50 249 vloj g fF 0w depyy)

dolE &4 ol E L M Sl Z4) G FS Wi AW E Aelstel HolE £4¢ A s 29 o
& B0 G WA Gt A B0 A A HA 22 AU
AR 27 AR
o o BAEC Y FYWIAM BA ESZAYUT A S 5 A0 =4 TS FRAYA
]

23
L Holg £4& A8t 54 EZE2A AW EE A Aste] YA EZ2A] A FFe T
T RE SR A4S BHUT
a. ME REXWQ A EZEX A IUEES AT
[root@server ~J# ipa topologysegment-find
Suffix name: domain
8 segments matched
Segment name: segment1
Left node: server.example.com
Right node: server2.example.com
Connectivity: both
Number of entries returned 8
b. 9FS ME U S £33le ZE 2HlQ EZZX A 2HEES AHA o
[root@server ~J# ipa topologysegment-del
Suffix name: domain
Segment name: segment1
Deleted segment "segment1”
c. ¥ S W= AHE LTI = REcaEZEA AU ENA FL3 2 S AU Th

Suffix name: ca

| [root@server ~J# ipa topologysegment-find
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7. Holy &4 ¥

Segment name: ca_segment

Left node: server.example.com
Right node: server2.example.com
Connectivity: both

Number of entries returned 1

[root@server ~]# ipa topologysegment-del
Suffix name: ca
Segment name: ca_segment

Deleted segment "ca_segment"”

2. dlolE 49 GFL W AN Fas ol FUTh A AL YA 54 Aok
el A BT FEe AL

7.2. 2= A 7o) A ghE vlolH &4 |
g o]E &4 oW ELE Bx| 7} R E AuloM A5z A EHE E 840 RnE Ba ko) Jake n2 2= 9]
%Y t}h.A data loss event may affect all replicas in the enwronment, such as replication performmg an

accidental deletion between all servers. gl o] E 24 o] A& A 3L A|3H& o] H &2 H Ho|HE FF5OE

oAl F7He o,

A 27 A

A%
1 SHR HolEE AEo S B VM 29 B Mg e Mue yES S AeE AnE
A5 2

nj

2. ipa =+ ldapadd "8 % & A}-8-sto] e A B E d o] B W o] 2of] F7het o

F7tEas
® VM ZWAES ALgate] ol B £ B
® ldMMi} Bl =4,
7.3. B= AWz o= X] G2 HolH &4 &
Hlol B &4 o] AdzbshAY A o= 4] & A5 A o] VMZEE #2l) =5 skl A Al 73 & i 2 o
AR 2.5 AV
® VM(ZFd HAl) 2=yl skell = &4 dlol 87 28 H o stk

Az

1 UM 2] skol A 9Fel 1 5 @ AFE) 2 1dM CA(S1 S 7] 2 B4 22 2.1 8k 5 Af 1dM 3172 v) 2

FUTH VM 2 Ak 4 5 572 254 A 2.
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IdM A & B3k ok BA R EE2A 0] WA AL B st d dM Zetol AES Yok B
A&t
A%

1. DNSAH x=4:

1= F 9 = IP-hostname v 3 o]

oft

[e)
Chy

rr

a. /etc/hosts o IdM A ¥ o)) th 3k F% 7} L35 o
F 2 3HA] A4 Al &

b. IdM Zgto]AE 7} o] & &<l S 9)5) IdM DNSE A+ 8l 7 - /etc/resolv.conf 2|
nameserver 3} =-©] DNS 22 A= IdM B 2 7ha] 7] =% Bl gt o).

2. Kerberos +4 %A

a. 7|EH o 2 |dM F2lo] A E = Kerberos A/ 2] DNS MHE| A P ZEE 37 A E EZ Z 4]
R e r

[root@client ~]# grep dns_lookup_kdc /etc/krb5.conf
dns_lookup_kdc = true

b. /etc/krb5.conf ol A E& IAM A H & A1 83 E |dM S oY EV e ZHHE A

[root@client ~]# grep dns_lookup_kdc /etc/krb5.conf
dns_lookup_kdc = false

/etc/krb5.conf ¢] kdc,master_kdc % admin_server & =Zo] At & 25 3= |dM A 8 & 7}

Z71=A gy

[realms]

EXAMPLE.COM = {
kdc = functional-server.example.com:88
master_kdc = functional-server.example.com:88
admin_server = functional-server.example.com:749
default_domain = example.com
pkinit_anchors = FILE:/var/lib/ipa-client/pki/kdc-ca-bundle.pem
pkinit_pool = FILE:/var/lib/ipa-client/pki/ca-bundle.pem

3. SSSD A A =4
a. 712Z8 02 |dM Z8o|AdEE= LDAP A H O DNSAH A YA E AP R EA R EEZZ
A o] W73 Apgtof gbA] =4 gy

[root@client ~]# grep ipa_server /etc/sssd/sssd.conf
ipa_server = _srv_, functional-server.example.com

b. IdM Z&}to] A E 7} /etc/sssd/sssd.conf ol 5] EF |dM A B E A1 L322 sl T H HAS
ipa_server &= o] A &2 25 3t= M AW E 718 7] =X &2 35H4 Al £

[root@client ~]# grep ipa_server /etc/sssd/sssd.conf
ipa_server = functional-server.example.com
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4. SSSDe] AA| & AR 21A:

® SSSD A dl= = e Aot B eefe RV 23E 5 dFUTh ARG A A d B4
e A5 A 7H A sk 74 §- SSSD Al & A Al gy T

>

I [root@client ~]# sss_cache -E

A

ol\

A

1. Kerberos ticket-Granting-TicketE |dM A}-&-2} 2 7 Al 5} o] Kerberos 143 & &<l g4 o

[root@client ~]# kinit admin
Password for admin@EXAMPLE.COM:

[root@client ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal
10/31/2019 18:44:58 11/25/2019 18:44:55 krbtgt/EXAMPLE.COM@EXAMPLE.COM

2. 1dM b8 2 B 1.5 7 A 5o SSSD T4 Sl Pl T

[root@client ~]# id admin
uid=1965200000(admin) gid=1965200000(admins) groups=1965200000(admins)
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