& RedHat

Red Hat Enterprise Linux 9

D #rejol A A4 2% 2& &

IdMo] %173 o] &) A4 2 e

Last Updated: 2024-06-26






Red Hat Enterprise Linux 9 ID &#&g] ol A A4 &

ol

IdMol =1 7H3E dl o] B A 7 5l g



WA A

Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

PN
!

T N
[0) -
o N

W RS AH 2z g lE A FHH e FastUoHE AR, AN Y FHE 7 U=
t IdM(Identity Management)2] ¢4 3t 9] x| YUt} H 3 = =& Ansible Z ) o] B8 AF-8-3} <]

B Ege BT S ALY

ofN & ol

N
)



] D o TN e o e e i L L

1. IDM9] A7 24 2.2
A4 =9 28 9 o]
1.2. VAULT &f#F de] 2 A=}

13. %%, 013 4 SYMMETRIC 244 57 =&
14 b7}, MUl 29 26 244 =9 no
1.5. VAULT 71 g o]

16. 712 IDM A4 %% 2.8 9
17.1DM¢]| 7] B3 7] 2 4 %)

ol

27%. IDM A4} A7) 27 B8 A Bt 4G 2 74

A R EX L RELEE
220487 AA S B o)A A28 74

23. F7F A&

34.ANSIBLES AH8-3to] IDM A8 A A4 37 2 del: nk A3 2 A4
31 ANSIBLES A}&3}o] IDMo]] 3 A2} 214 29 78 39l
3.2.ANSIBLES AHg-3lo] IDMe] B3 AFgA} A7 57 2ol 1ok na
33.ANSIBLES AF&-3te] IDM2] 3 A7 247 51 mgolA Al a3 14
47, IDM My 2 Btk A2 Wt A g 2 AN
41. A 27 29 28 IDM A H]| 2 Al =8 A%
4.2.IDM A H] 2= Q1 28] 2~ o] AJH] 2~ A =L 8] A A
43. 49 A IDM AR 2= 24 1 B3 A28 WA

4.4, 27} g 2

54. ANSIBLES A}sl#oq IDM A 8] 2 242 =5 2.8 #a]: Bel A4 2 A A
[e)

5.2. ANSIBLE S A}-g-3to] SYMMETRIC 244 %5
5.3. ANSIBLES A}&-3lo] SYMMETRIC #1-4 53
5.4. ANSIBLES A}-&-3}o] IDM A 1] 2 2] Aj 6] 2 A]
5.5. ANSIBLES A}&35}o] <215 7% IDM A H] 2~ =}
5.6. 37} 8 A2

fo do
2
o,
< E
X
z
P
4»
L

SR

IR
b
2

A

o N OO Oy U1 N~

22
23
25
26
28

31
35



Red Hat Enterprise Linux 9 ID &g oA A4 54 28 #4¢




RED HAT &-A] o &3t
RED HAT &A] o] #3F v =) 7] &
A g o] A=Y T o gA A A=A SEFAAL.
Jirag 8l Y= A& (55 2 Q)
1. Jira §] AfolEof] 2 aelgy o
2. 4G A RS WY & EFYITh
3. Summary (8.9F) J o A% A &S JHg P
4. Description (A %) I =9 A& Y AtS AHFYUTh EA 9 #H B s =
gt
5. s} A st A A & gt

= A
S

3L
o


https://issues.redhat.com/projects/RHELDOCS/issues

E“tel rise L 9 -‘4’
Inux ID
T 0“}\ A

y
)
;OH
= b FE
< Eo 3
< olp = Ko 5T
w P G 7T o R %o M Az
< Y - £X 2 o 2o W 5 o
F Nlo i & 5 AR M o 3
e il D gw B Y5 o
: Nooop ik =< gl Mo El B
W mM ol N 25 T X - oy AT Njo
‘ i=] -1 0 TR
i & In S =) P 1oJ Nlo o R il
0 o~ NJo i o T >’ T o 1 of X
el B N Z s © =0 X 6 o _E =
= Ao < T < X i W o] 5
o A o oF ny = W o
v T T oF M
= B o Y = o) Py =
> o wv o o E g > ﬂ_@ < W oF i
ok o . %o of w M B
i’ B T o ®d wd A Ew o
W s ® o & o A TRl 5
o T % . o = =& GG =
R jiE ® o 9 3 W oo o G °
g X T T R g Rl R
X L 5 o ) ~ o o W o o o s =
o o S A}~ . o- — B o ) Ly = ™ a3
2 r T B ~ o e I UGN X .
= g o L = o % o N ™
c o- oy do . b~ Ly ’ gy No < i
§ w W P g B N 2 Ko ) T
s 2 ° T X R o DS AR 5 T KRR A
5 3 3 % I = B Ba S A k2 %
© oI ° X - o —_ Bo < X RO © N
c N = 9 ~ Wy e Mo T oml T
s o o T - No N X ™ W
s o Ak s ° ol vl 0 of =r - %o o
= W = - koo R <R R T o ;
= T 7 AR p = T B N ETIR ()
= = my R s 00 - ~
2 5 T X G g i o0 P T e xow__m uw of o
B ook o A o ¥ Mk % NE RO o 4z = % o o 7
i) oM ow = o Mo M o X ol W . % o i
s ® B ¥ oy T X op W oy T T W o o o
5 Mo N B 3 aj o 53 ﬂ of o CIRSAGY il B _m
wm rx ~ o Ne T T o0 N Jjo - R oy g0 ﬁ X No T o
r X X kf - T < I WP z ok e R N o
T 4 0% 3 3 No %% T P — o g ny
T e e X T 5T obT I PmTe o N
X ° — o i do iy m wn _~ T x o) N
— o o T g0 b M5 < o 3 K o
- N N T Hogh oo
= Mo g e s TG S ke 25 =
_ T o e} 0 o = E N E
XK FEIE pE - STEY
= XX T 5%@3 W
¥ OKET o XN B o
A ey il
S O_ ﬁ_OI T T ~
=
i)

A= A4

pd

St IdM

L &

st Y

ek

o ARgAtolA A



o AleAw HulasldM Ev el 528 RE A 2o 247 28 2o AAE A= o
A 23 4= 9l T

o Shiol 44 3w shbel A=) st ) THY + AFUTh 2}
AAE 5, AW EE A F A g oo A28 S T S AT
3

VaultE= 1dM € Ul7) o} IdM CLI(E 3 )| A 9k A8 = 9l & o

1.2. VAULT 28}, s 2 &2 %)

IdM(Identity Management)& t}2 3 7+ vault AF& A 58 & FE S o}

Vault 2=}
A 2 me 2fAE AA 29 meol tia 7] B Ago] Y AR i A AU,
S50l 44 33 BE 274 A4 39 229 42 FHHAL A 4G 9 me AuE F7)
o AFYh
2} A S5 BgolE 2fA7k 3 W o) glojok Gtk A2 F9 mgdE ol Ao 27747} 3
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Vault @ v
AA S ES W E o2 AR A = A 2o A A AA S 3ol AN 2T = 9= AL
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Vault &2 =}

Vault e #b= & A4 S5 Zaoll e FA e A& dedo] lom BE A 9 25 A4S

6£6L/\ 01/\1,]1;}_
] 7;‘:}'_—1—’_
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Vault A& =}

vault AH& 2= 24 S 9 ol e dH oY 7t A= AHE-AHE YrEFE Y . ipa vault-show oF 7
54 B E ] 9ol Vault AHg-A 4 B 7 Z A g Ut

$ ipa vault-show my_vault
Vault name: my_vault
Type: standard
Owner users: user
Vault user: user

A Zw 28 Aoy WAL A A4 ZFH B o g ZA g &S Vault containers 2 3% &}
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Al Q.
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IPA =32 24 57 IdM 24 578 2& 5 A Z A4 % 2 880 dd /g A s aA g
X

ipa vault-add --help, 4 ipa vault-* 4 3 o --help A& F718ld &4 2 sl G W H o AHg 7153

ipa vault-find --help ApA g =g o] ZAH Y Th

ipa vault-show A7 5 BE AHE AL T8 BE FAN0R A S 2ol qA T o A
user_vault --user A= B 2f2E XA 8ok s th vault 2GRS XA 1A o [dMof A =}
idm_user A58 EEs A 2l dHsyd

[admin@server ~]$ ipa vault-show user_vault
ipa: ERROR: user_vault: vault not found

IPA vault-show FHAA STH Zyol AN ) A 2 E A S BEol IR AA 5
shared_vault - E3AA XA o FUth 18 A oW [dMo| A 214 S5 R3S S & glu
shared aH Ut}

[admin@server ~]$ ipa vault-show shared_vault
ipa: ERROR: shared_vault: vault not found
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e idm user= A7 =9 222 AAsEE= ALY YT
o A7 ZW RS HYLEFE LR uHE AFA o] AA 23E A AHEAT A2 FY Y
=
A 8 Abg

e idm_user 9] ¢} E &1 HFYTh

o |[dM Zglo]HEC T AE 285 0] A& T

A=}t
1. idm_user of t g+ Kerberos E] 7l .o E]Zl (TGT)S RO A 2.
I $ kinit idm_user
2. X A4 =9 252 A A sted ipa vault-add = 2 S --type standard &4 7 37 AF& 3

Added vault "my_vault"

Vault name: my_vault
Type: standard
Owner users: idm_user

o}
$ ipa vault-add my_vault --type standard
Vault user: idm_user
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o & E°] admin ¢} 222 tFE A&7} usert of o g 3 H A AFE-A} AA S8
B A s A A8 S B A o)L 9] %X}+adm|n o] ¥
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T sy

3. ipa vault-archive = & & --in &4 2} a7 AL 51 secret.txt o} & =24
p

U,

ofN

g Eol Hagt

$ ipa vault-archive my_vault --in secret.txt

Archived data into vault "my_vault"

22 487} 42 2 w G o A Al =

,
x

IdM(ldentity Management) & & AF&-2} 7R Q1 244 S B4 22218 B & IdM S2tol A E o t &
ANZRES AT = dFHH

& A o] whe}idm_user 2hi= [dM A& A2 my_vault 2hi= ALE AL A A F 8 2 8ol A
idm_client.idm.example.com of] tj 3 A| =23 S A A3 o}

A 27 Abg
e idm_user = my_vault &] &~/ A<J Y}
o idm_user = A4 S 2o Al=ZES B G5 UTh

B2 44 29 mooln, o]t idm_user 7} A4 2 © S o] melxo] o) 4] 25}7]

1. idm_user 2 idm_client o] SSHZ = 121 o}

I $ ssh idm_user@idm_client.idm.example.com
2. idm_user 2 212034}

I $ Kkinit user

3. ipa vault-retrieve --out & % & --out &4 2} 7 A}&-3ke] 24
secret_exported.txt 3} < of] A &g o},

ofN
ol
td
oo
o
ru
T
[N
FU[FU
ol
2
o
Rl

$ ipa vault-retrieve my_vault --out secret_exported.txt

Retrieved data from vault "my_vault"
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idm_user 7} )15 & Z 271 gl5 U th idm_user = AF&- A7 22218 B E IdM S o] A E A 21U &
AN 5 gy

AR QT AL
o Hxlo A E AP st= T 2EQ] Ansible A E & 2 9] ansible-freeipa 3| 7] 2] & A %] g 54 U}

e idm_user 9] ¢} E &1 YT

1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 534t}
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. AW E g IS A Y (4l inventory.file ):
I $ touch inventory.file

3. inventory.file & < 11 [ipaserver] 2 Aol 24 & [dM A E G Ut o & 9,
server.idm.example.com & 4] 3} == Ansibleol] x| A] 5}2 ¥ t} =

Ho to,

[ipaserver]
server.idm.example.com

4. ensure-standard-vault-is-present.yml Ansible Z @] o] & 1} o] AL E-& wt5U T} o 2 o] t}

&3 ZHUTh
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3%4. ANSIBLES A1-8-31o] IDM AFE A 47 37 =g ¥he): et 4% o

=

i

I $ cp ensure-standard-vault-is-present.yml ensure-standard-vault-is-present-copy.yml

5.

=)

#

ek

s A = = ensure-standard-vault-is-present-copy.yml 3} & ¢4t}

6. ipavault 23] A dolA b5 WS A4 st L =g FTh

e jpaadmin_principal H 4= idm_user = 47 34}

o H

ipaadmin_password == idm_user o] 3 2 A gt}

=20 H

AHE A W2 idm_user = 44 T
e name ¥+ E my_vault 2 A4 3ok

e vault_type S XI5 o2 A FYh
o] A oo thall 4 © Ansible g o] & s} g}

= H

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
vault_type: standard

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
standard-vault-is-present-copy.yml

Ansible Z#]o] % & Alg el Fod AR E A A

A FW EEo AgetE W o AR E gEHYA L
AH8-E of A o A idm_user A8 A= my_vault 2} = #14 F7 22 password.txt 2F= ¥17Hg A H ot

9% 519 & ob7bo] W g ok,

A 27 A

A ze] A= A3 5= S 2EQl Ansible 74 E Z 2] 9 ansible-freeipa o 7] A & 4 X 3l &Y th.

e idm user9 U3 = I Y&}
e idm_user & &f*}o] At my_vault o] W8] A& Y T

® password.txt.txto]] Al 225k &= 9l & U Tl my_vault o] o}7fo] B& Al =

Y
iR
i
a
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2}

e B g da3 A sk = IdM *13%7} [ipaserver] 4 4 o] 1< = o]

o

4

. lusr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 53t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
A :
o E £}, server. |dm example.com & G4 3} = & Ansibled] ] A] 3}& # D}%% %} 23y o}

server.idm.example.com

I [ipaserver]

. data-archive-in-symmetric-vault.yml Ansible = & o] & 1} o] A} & wFE %] vk "symmetric" S

"standard"® vl Ut} o & £ g3 5yt

I $ cp data-archive-in-symmetric-vault.yml data-archive-in-standard-vault-copy.ymi

. AR T & A == data-archive-in-standard-vault-copy.yml 3} & 4t}

. ipavault 214 4 o] 4] T MRS A she] & 2 LI Th

e jpaadmin_principal H 4= idm_user = 47 34}

ipaadmin_password ¥ 4= idm_user ¢ &3 2 44 g Th

A2 M E idm_user 2 A A 3o}

e name WS my_vault 2 A& g ot

iNnWHFE TR AR SE L] A A2 APk

e 2] M55 member = A Y]
o= & A o o el =4 A Ansible =7 o] ¥ 1 ¢t}

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
in: /usr/share/doc/ansible-freeipa/playbooks/vault/password.txt
action: member
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$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-standard-vault-copy.yml

3.3. ANSIBLES A} £-3}o] IDM9] %3 AV 82} 214 &9 R oA A28 A

“
Al
AN
Ansible =& 0] 5-& AFE-8Fo] AREAL QL AHA S8 Bg oM A AR E A s vhe AAE mEA
A2 ok A Abell AFE-H o ol A idm_user A& 2F= my_vault 2h= 55 9 9] A T8 E%Oﬂ*ﬂ

_L]_o] Oﬂ [e))]

hostO1 o] 2}= IdM Z&to] A Eof ti gt T a gt HlolE 7} = A S AU} idm_user =
AAE IdM FEgto] A E 9

Al 2~sku el=s Z Q 7} g5 Y ol idm_user = Ansible g A8 3} Ansible o]
A FdS ANE 7 dFUTh
AR 8T A
o T}3 QT AM}S FFH3 =S Ansible Alo] = =5 A A F U
o Ansible % 2.14 o]4S AF8-313L 54t

o Ansible 71 E & 9| ansible-freeipa 3} 7] #] 7} 4 X 5] o] 15 Y v}

o o] ejl x| 9| A = ~/MyPlaybook/ T ¥l 2] ]| 4] |dM X 1] ] FQDN( 77 3t = ¢l ©] F)&
AH&3Fe] Ansible Q1 T 2] 2t 2 A A okal 7Hg o

o o] o A o) A = secret.yml Ansible #+72 =7 7 -2-0] ipaadmin_password = #] %3+t 7}

3 g o,

e ansible-freeipa = 5| 4 3 =
e SA YUY

fr

=x=9]

)
o
18
[
rr
a
<
H
)
e
Lo
1
4z
e
a
<
it
)
o
2
i
X
)

e jidm_user & 5= <3 J&HUTh

e idm_user &= my_vault &] 2~/ A<J Y}

e idm_user = my_vault o] A|Z 3 A FIH HFL )

e Ansible2 Az & AAsE = IdM T 2E9 fdEH o) & F AdHFYTh

e idm_user= A3 S AT M 3 2AE 0 tydE oA oS 4 UL

=E!
1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 53t}
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2. e sd S I, Al A S A = IdM Ske]d Edt = ®eetA Fold Ao A+
U o & S9f, An5|ble°ﬂ A 22 S hostOlidm.example.com o] 7 M3l & & 2| A &l H Tt}
< 48P
[ipahost]

host01.idm.example.com

3. retrive-data-symmetric-vault.yml Ansible Z @] o] & 1} o] A} &2 & vk5 4t} "symmetric' S

"standard" = W}EY T} o 2 So] g3 paU .
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ol}l

44

o

I $ cp retrive-data-symmetric-vault.yml retrieve-data-standard-vault.ymi-copy.yml

4. HZF s}7] ¢l retrieve-data-standard-vault.yml-copy.yml 39 & 1t}
5. hosts 4= ipahost & 44 &lo] vld & =4 gt
6. ipavault 4] 4 A0] A T W42 A4 s B =AU,

e ipaadmin_principal ¥ <== idm_user & 44 gt}

ipaadmin_password ¥ 4= idm_user ¢] &3 2 A4 o

AFeAF 42 idm_user 2 A A 3 o)
® name HE my_vault 2 473U}
o ANAFSUYRE FPdo] AA| AZZ ol HFE ATt}

e state M= retrieved 2 A% I}
ol A ool thall =4 @ Ansible Z# o] & 3} ¢t}

- name: Tests
hosts: ipahost
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
out: /tmp/password_exported.txt
state: retrieved

~
)

SRR

ol

ot
8. TelolHe Ytk

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-standard-vault.yml-copy.yml

A

1. 8SH to hostO1 as userO1:
I $ ssh user01@host01.idm.example.com
2. Ansible Z#| o] & I} o A out M ol A XA gt 3L & gy

I $ vim /tmp/password_exported.txt
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ol Al W A 22 g 2 % gy Th

Ansible g A}F-8-3to] IAM 2174 S H B& W ARS A HQE #e] W F o] & H o gl gk AhA| g
22 /usr/share/doc/ansible-freeipa/ t] @] & 2] o 4] A}& 7|53 README-vaultmd v}= 3}

=} /usr/share/doc/ansible-freeipa/playbooks/vault/ t] @ Ej 2] o] 1= M= Z g o] &S %35}
AL
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47 IDM A H] 2= Wk #2): 1ok 24 9 31 4)
o] Al Aol A& #a] A7} ansible-freeipa vault =5 & A}-&3lo] Au] 2 BOHS S A5 A
o}ﬂl Aste WS BoFy o Ao ARgH e A4 51 B 2 CloudEventd Yo =, ] } =5
= SAE Fd ok S P FY Tk
1. openssl 2 2] E] ¢} o] & AFE-3lo] 72l 715 A o
2. M 718 71wtz 37 715 A FY ok
B AT AR S8 Bgol opFfol Bd wf MR A A ABE 3] 7|2 dEstE YT o] F =l e 54
Al 2] oM E AR E = AR A IA-b A Q) T E AR S Al E S AR o A H & gl e At
Hoto] A2~
Hef e A2 A S RgollA o] & WA T vha S E A e A E AR <l
T dFUh
AR &7 AR

o 7] B 7] F(KRA) Q154 Al 2=Hl 4 8 47 IdM w91 9] A 5 kit o] el A %] 5] o]
Yk ZAA &2 [dMel] 7] B0 73 A A S FEs A 2

0
zy

o] Mol th A7t E3HE Y o
1L oA A4 59 2o ldM M v 2= Al =m8 A%
2. IdM A u] 2~ ol ~El 2~ 0] Au]| A~ A= 8 A
3. &24E AL IdM M| 2 24 29 28 A T8 WA
gol ALg
kel 75
o AA = AUl U435 E A st AH AU
o prlvate key-to-externally-signed-certificate.pem-& A v] 2~ 51_0}0] 239 FAdgui(e] A4S
B ogEE ez ggk /el 7]). o] 1 715 AE 28 RS Al AL A o AL
5 719 719 B A whA Al S
® secret_vault = A H] 2o tisl) AFE 24 T Z2d4th
e HTTP/webserver.idm.example.com & & ¢to] B 25 77 Q) &= A H] 2~ Yt}

® service-public.pem & password_vault o] A& H U435 E IS 3}F5t= Ut AE5 = AH] 2 )

719y th
® service-private.pem & secret_vault o] A4 H 4T E s S5l vl AR EHE A2 QA 1Y
Ytk
41 3 A4 T B0l IDM AH| = Al =5 A4 %

o} A = w2} asymmetric A4 S 2

o

RFS 3L o] & AR st MBI A A A E S Ba ey

A 27 Abg
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47.IDM A u] 2 ot #a): et X4 2 A4

1. FYxE 22203t
I $ kinit admin

2. ARl & QI 29

ofl

7N 715 7FA & U T} o 2 Eo] openssl € 2 E] S A& T}
a. service-private.pem 7l ¢l 7] & A A g o}
$ openssl genrsa -out service-private.pem 2048

Generating RSA private key, 2048 bit long modulus
A+

e is 65537 (0x10001)

b. 7H<l 71& 71¥ S = service-public.pem ¥-71 7] & A4 g T}

$ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key

3. AH| 2 A28 A A ZH B8O 2 symmetric 214 29 28-S AA S 2 7] E AT
c}.
$ ipa vault-add secret_vault --service HTTP/webserver.idm.example.com --type
asymmetric --public-key-file service-public.pem
Added vault "secret_vault"
Vault name: secret_vault
Type: asymmetric
Public key: LSOtLS1C...S0tLSOtCg==
Owner users: admin
Vault service: HTTP/webserver.idm.example.com@I|DM.EXAMPLE.COM
A7 5% Bgo BoE dFE V2 REgUT

$ ipa vault-archive secret_vault --service HTTP/webserver.idm.example.com --in
private-key-to-an-externally-signed-certificate.pem

Archived data into vault "secret_vault"

AlZZlo] Qg BE AH & I2E 2o gl o] B & vHE ]
symmetric 14 £ 258 vHEUTH

4.2.IDM A 8] 2~ Q1 A~El 2~ A H] A~ Al =8l A

19
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o

AH) 22 Q2R 2B b shel 2ho] AgE A2 N9l AR AEl 2 A $ mg Al aE g P s

A 27 Ava

o Mulx A ZFW B8 AfslE A H] 2 4 9 keytab(dl:
HTTP/webserver.idm.example.com)ol] o} 4] =& &= 9l &1 T},

® symmetric 274 S R55 A SkaL A4

ofN

G RE TR

)3
i
)

o My AA FY e AN AMeE o AL HE AR F)0] M2 F g

L &A= 2 a9 ok

I $ kinit admin
2. AH] 229 tf gt Kerberos E] 721 & 71434 t}.

I # kinit HTTP/webserver.idm.example.com -k -t /etc/httpd/conf/ipa.keytab
3. MR AA FH ES dEE AN

$ ipa vault-retrieve secret_vault --service HTTP/webserver.idm.example.com --private-
key-file service-private.pem --out secret.txt

Retrieved data from vault "secret_vault"

x
=
[>
By
N
ofN
ol
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o
>
1
Y
o
E
ol
o
£
b
ox
)
>
=
[
rO
[>
it
[>
il
Mo
L)
o
A%
)
)
oo
()
R
FU[FU
R=}
il
>
>

AHA 87 AHRE
o IdM#AEA s & G dFH T
o XH|2 BotS A AE7] Yall symmetric 244 1 2SS A FH5UTh

o x| Al =B S A EIAL o] Al ZL B o] A 2T 4 9l &1 TH( o] new-private-key-an-externally-
signed-certificate.pem 3} ).

1Al A 2B A E) 2 2E 2 A A

ofN

g Eaol Bagy

$ ipa vault-archive secret_vault --service HTTP/webserver.idm.example.com --in new-
private-key-to-an-externally-signed-certificate.pem

Archived data into vault "secret_vault"

20
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=
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4.4. 71 E A2

® AnsibleS AF8-3}] IdM A 8] 2 =}

Aol A &
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57 ANSIBLES A}-851o] IDM A u] 2= 27 27 =& 2a]: ek A
1=4]

a4
o] A Ao & ] A7} ansible-freeipa vault =5 & AF-&-3lo] A u] 2 BoMS S R 54 9 x]d] obA
A A g et= MRS BolF Utk dl Ao AR& ¥ = A4 S 22 2 CloudEventd Yt =, #e] A= o

= GAE TR ok S ey
1. openssl 582 E] ¢} 7Fo] & AFE-ELe] 72l 712 A T
2. A 71E 7t = Fol 71E A FY o
A =27} =;

2:]_l
A 2" A &
HQkoll Al 2=

AR 8 7 AL
o 7] 5 7] H(KRA) IS A28 7744 8 47FIdM w1 e M1 5 st o] Aol A x| o 35
Ytk A g W &2 [dMe] 7] B 7] 3 A2 F2e AL
o] Aol vk AAF7F 2 Y ok
® Ansibleg AF&3Fo] Mo symmetric A H] 2~ 274 &£ 2-8-0] 9l E=X] &9l
® Ansibleg AF&3Fe] symmetric A4 £ 2L8-9 IdM A U] 22 A| =8 A
® Ansible s AF8-35to] IAM AJH] 2] A H] 2 Al A8 A
® Ansible Ab& et E44E A 1AM M u| A= 244 S8 B Al 23 1A
A apel 75
o AR = MM gEE A st AHAY U
° prlvate key-to-externally-signed-certificate.pem-& A v] 2~ E'_°P°] X A gy (el B¢
FArE IS gk /i<l 71). o] 711 71 & A S X EoodlA AR S A e vl AHS

= MR 719k EF kA vh Al 2
® secret_vault &= 48] 2 Bt A Ast7] Yl AAH 14 94 w2}
e HTTP/webserverlidm.example.com & 27 & B 2-9] 4F2Ql A H] 2]t}

e HTTP/webserver2.idm.example.com % HTTP/webserver3.idm.example.com & #}7 &4

EE R E B

® service-public.pem & password_vault o] A 48 93 = ¢t 5 3} 6tE o] AFRH = A8 2 2

7Y,

® service-private.pem & secret_vault o] A4 H 4T E s S5l vl AR EHE A B2 QA 1Y

U,
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57. ANSIBLES A}-8-5to] IDM A u| 2= A4 57 B3 de]: Wt 273 5l A

[‘J

5.1. ANSIBLE 2 A} &3} IDMol| SYMMETRIC A 8] 2~ 274 =1 2L-0] Q)
) 8e)

rr

T8 A RE b A get7] 918l Ansible 28| o] 55 AF8-3ho] dhut o] 4Fe] TRl A4 T R
Eﬂ olUE A et v A E wEAA 2. okl Habol] AHE = 041 oAM= J&ﬂx}ﬂsecret vault
= symmetric A4 S5 R&5S AU ol FA st A4 S B WH 7N 71 E ARSEke] &
TR EFAAZHEE Ao FU T AA T Ee W e ZEIdM S0l ECA Sd 2 A4 d
T AFYh

*ﬁﬂﬂ

AR 8 7 AL
o 43 8T AIEE T3 = F Ansible Alo] ==& AU SF YL
o Ansible ¥ 214 o] A4S AF&3}a3 954 o)
o Ansible 71 E £ & 9| ansible-freeipa 3} 7] #] 7} A X 5] o] 15 Yt}

o o] aAAM = ~/MyPIaybook/ H e E 2ol A IdM A1 ¢] FQDN(E 3t =v <l ©]F)<
AF8-3Fe] Ansible 1wl 2] 7t S A Tkl 71 g o)

o o] oA o A = secret.yml Ansible 24 F% ®.&©] ipaadmin_password & A 7ggtthal 7

3o

e ansible-freeipa 2 E0°] A H = =2l
e EAEYU

)
o
1
it
rr
a
<
H
=)
e
Lo
1
4z
e
a
<
it
)
o
2
i
X
)

o IMBA 4T E AT YL

1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 534t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. Au] 2 9l el 2]

0}11

7N 71 S 7FA & U T} o 2 o] openssl {9 2 E] S A& T}

a. service-private.pem 7l ¢l 7] & A A g o}

$ openssl genrsa -out service-private.pem 2048
Generating RSA private key, 2048 bit long modulus
A+

e is 65537 (0x10001)

b. 7i<l 71 & 71¥k o & service-public.pem 37l 71 & A 4}

$ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key

3. A8 Atk inventory fileo] gl A5 AWM EE] 3L -& A g th(el: inventory.file ).

I $ touch inventory.file
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ol Eg] utd S 4 [ipaserver] A Ao 4] A IAM AW E A o] U ) o & S0,
server.ldm.example.com T4 3l =2 Ansibledl] XA & W T3-S o E g o}

24

[ipaserver]
server.idm.example.com

ensure-asymmetric-vault-is-present.yml Ansible =] o] & 5} o] A} .S whE Ut} o = £ o]

oe3 24y

$ cp ensure-asymmetric-vault-is-present.yml ensure-asymmetric-service-vault-is-
present-copy.yml

=)

A

gk

7 ) == ensure-asymmetric-vault-is-present-copy.yml 39 & 1t}

service-public.pem ¥ 7] 7] & Ansible Z1 E £ 2] 9| 4] server.idm.example.com 4] ¥ 2 E-A}35}+=

24 F7H o

ipavault 4] A 464 T W52 A4 st FA o) A BES 54

L

Sl

e ipaadmin_password <= IdM #8]2 42 & A4y}

o name W5 E A&ate AA 29 wL0) o] BL A ¢ g th(el: secret_vault).

vault_type ¥ <= symmetric © 2 A4 gt}

B B R R AP NCRCDE (PR T
HTTP/webserverlidm.example.com )2 A4 gt}

public_key_file S ¥7] 7] <] 912 2 A8 gt
o] = & A o Al A 4 E Ansible Z ¥ o] & 7 ¢t}

- name: Tests
hosts: ipaserver
gather_facts: false
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Copy public key to ipaserver.
copy:
src: /path/to/service-public.pem
dest: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem
mode: 0600
- name: Add data to vault, from a LOCAL file.
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
vault_type: asymmetric
service: HTTP/webserveri.idm.example.com
public_key_file: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem



5%. ANSIBLES AH8-31o] IDM A1) 2 47 373 =g el Bt A8 R A4

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
asymmetric-service-vault-is-present-copy.yml

5.2. ANSIBLES- A}8-3}lo] SYMMETRIC 24 57 5ol ®lH A2 F7}

Ansible Z ¢ o] - Abg-te] A u] 2 214 Z1 B Lol Wul M| 28 Fr}ete] BE A2 F3 Bgo
A ANTRL AN =2 e AAJE w2 A A Q. ofg) A XM] AHE-E oAl oA 1dM 2] A=
HTTP/webserver2.idm.example.com 2 HTTP/webserver3.idm.example.com A H] 2~ £ &
HTTP/webserverlidmexample.comol| A 4§ 3Fsecret_vault vault.com o] &7} o}

A 27 Abg

o Ansible 71 E £ & 9| ansible-freeipa 3} 7] 2] 7} 4 X 5] o] 15 Y v}

o o] A AlM = ~/MyPlaybook/ “4 g E g ol A 1dM A H 2] FQDN(A 1734 =<l ©ol 5)<

A& 3] Ansible o1l 2] 912l S A A oh 74 S o)

A

o o] o A o A = secret.yml Ansible 2} 7 &7 ®2-o] ipaadmin_password £ # &3kt 7}

g o,

e ansible-freeipa . E0] A3 == ==l o
T SA29 Yok

o

o

rr

IdM =] Q1] L K21 IdM S &old E

L
-

e IdM#AZA 5 E &

k]
o)
iy
o

o XuH|2 BotS A AE7] Yall symmetric 244 1 2SS A H5UTh

1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 534t}
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. A9 Abgkinventory fileo] §l= 75 AWl Eg] 913 A4 Y t(ol: inventory.file).
I $ touch inventory.file

3. Wl Ed wdS & [ipaserver] A Ao A A s IdM A H = A o] g 2=
server.idm.example.com & -4 3} == Ansibleo]] x| A s} ™ 22 o & gyt

server.idm.example.com

I [ipaserver]

4. data-archive-in-asymmetric-vault.yml Ansible Z o] & 34 & AUt} o 2 Eof th
syt

I $ cp data-archive-in-asymmetric-vault.yml add-services-to-an-asymmetric-vault.yml

5. AF3}t7] 93 data-archive-in-asymmetric-vault-copy.yml 32 S 41t}

2}
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6. ipavault #§] 4 8o 4 the W58 AR she] A& 54 G T

e ipaadmin_password W= IdM #2]2 42 & A4yt

® name HEE x4 1 Rgo o207 ATt secret_vault).

o MH|AWHIEE A F B30 AH] 2 AFAH(: HTTP/webserverlidm.example.com)
EARSE R ARICS

® services HFE AFE Sl A4 T S A A8 o] QM 2T = e Au2E A o g

e ¢l W E member = A4 g )
ol= &R ool thall =4 A Ansible Z# o] & 3} ¢ T}

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
services:
- HTTP/webserver2.idm.example.com
- HTTP/webserver3.idm.example.com
action: member

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file add-
services-to-an-asymmetric-vault.yml

5.3. ANSIBLE & A}-83ld SYMMETRIC #43 =9 2 S-9)] IDM A 1] 2~ A| =8
7

ol AH] 2o A AME = Q&2 Ansible Z 8] o] B8 AL 3t AU 2 24 ZH B o A28 S A
At thS AaE 24 A 2. ot A xpol] AFR-H o o)l A = 2] A} 7} secret_vault 2= symmetric
X}ﬁ 2”3 5o /\]ﬂ‘gol 2 3E PEM 11 & A4t o] A st Au] 27} i<l 71 & /‘}9‘0}04 Z}
H EEoA A A S Ao T A4 T B e EE IdM S| Ed A oY
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A& 3] Ansible o1l 2] 912l S A A Foha 74 Sy o)
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Hoke Ansible Z7EE 2] 24 & A " Y th(<: /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-signed-certificate.pem ).

. lusr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 53t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

A8 Abglinventory.fileo] §le ¢ dwl B2 v1d & A A Y th(el: inventory.file ).

I $ touch inventory.file

AWED FdS I [lpaserver] A A AA T IdM A E A o) g 2=
server.idm.example.com & -4 3} == Ansibled] x| A s} ™ 22 o & gtk

[ipaserver]
server.idm.example.com

data-archive-in-asymmetric-vault.yml Ansible Z & o] & 3} & SAF YT o & S &34
24Ut

I $ cp data-archive-in-asymmetric-vault.yml data-archive-in-asymmetric-vault-copy.yml
HAZ3L7] 93l data-archive-in-asymmetric-vault-copy.yml 39 & ¢ 1t}

ipavault zt¢} A d oA o5 WS A st 9L =

g,

EN

e ipaadmin_password <= IdM #8] 2 42 & A4y}

® name W5 A4 S o] o5 o2 AAFY (el secret_vault).

o MH|AWHIEE 2 F B30 AH] 2 AFAH(: HTTP/webserverlidm.example.com)

o o in HE "{{ lookup('file', 'private-key-to-an-externally-certificate.pem’) |
b64encode }}" 2 A A gt} o] E A 3 Ansibleo] A IdM A ¥ 7} o}d Ansible 7 E 22 9
2k e g oA 7Hl 71 & AHE st 3t & A Y ok

e ¢ W E member = A4 g}
ol &R ool thall =4 A Ansible Z# o] & 3} ¢t}
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- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
in: "{{ lookup('file', 'private-key-to-an-externally-signed-certificate.pem’) | b64encode }}"
action: member
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$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-asymmetric-vault-copy.yml
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® Ansible 71 E &2 ¢] private_key_file ¥ ol 4] XA gk 9] X|of| A MM 2= 244 S B3 A B S
A= H AHEE = M 715 ARG AEFY o

1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 534t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2. 8 A&k inventory.fileo] gl A5 AWM EE] U & A g th(el: inventory.file ).
I $ touch inventory.file
3. UM ED Hd S I vx SAES G gy
e [ipaserver] A4 ¢ IdM A ¥ & A o] g1t}
o [webservers] A A oA A FB8 S AT T AEE ATt o 2 Eo], Ansibled] A =2

< webserverlidm.example.com,webserver2.idm.example.com %
webserver3.idm.example.com o] 7 sl == Al sl H t}2S 4 H U}

[ipaserver]
server.idm.example.com

[webservers]
webserver1.idm.example.com

webserver2.idm.example.com
webserver3.idm.example.com

4. retrieve-data-asymmetric-vault.yml Ansible Z @] o] & 3 &] A} RS wtH U T} o & Sof TS
I ZEFY

I $ cp retrieve-data-asymmetric-vault.yml retrieve-data-asymmetric-vault-copy.yml

5. #F3L7] ¢l retrieve-data-asymmetric-vault-copy.yml 3} & 1}
6. ipavault 2tg A HdoA o3 W& At IS A FoH
e ipaadmin_password ¥ £ IdM #2] 2} ¢ts 2 A4 g o)
® name HIEE 27 9 BSo o]20o 2 AT () secret_vault).
o XNH|AWMFE A W B89 AHl 2 A82(d: HTTP/webserverl.idm.example.com)
o private_key file 15 A v = A4 59 B35 Al A8 S A= d AFSEH = 1< 719 9
A2 AT

® private-key-to-an- externally certificate.pem A =2 (]: A A 2 O A g])S A2 5HH
E1dM A H o] 93] 2 ob W ARy

o 9] ¥ E member = A A 3T}
o] = & A oo U5 44 H Ansible Z g o] & 5} ¢t}
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- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: private-key-to-an-externally-signed-certificate.pem
state: retrieved

7. 1dM M Ejel A Ansible AEZ 2 & tl o] ¥ < & H A st= Sl ol ol A& 7Yt

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false
tasks:
[--]
- name: Retrieve data file
fetch:
src: private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: true
mode: 0600

8. A A H private-key-to-an-externally-signed-certificate.pem 3} & Ansible A E &2 9]
Ansible 71 E & 9] Playbookel| &3st= A A& 4 o] & F7Fg ot

- name: Send data file to webservers
become: no
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key
mode: 0444
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$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory.file retrieve-
data-asymmetric-vault-copy.yml
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[}
A H] = B oES A gst7] 93] symmetric 2+ 578 252 A4 AU
[}
IdM S 2E A A3 == 4 Au] 20 3k A httpd 7] 2 WA 5te] &4 oA 712 ZAF
Utk
[}

Al httpd 7] = Ansible AE E 29 24 =2 A 7Zg Y }(el: /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-signed-certificate.pem ).

/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 &£ 2] 2 o] 53 ).
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

[e]
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AW e F2E7} vt Ho|Ho] QEuA FAF

[ipaserver] A1 A €] IdM A ¥ J 1 o}

[webservers] A A oA A|ARS AT SAEYUTh o & E0], Ansibleo] A 23S
webserveri.idm.example.com 2 webserver2.idm.example.com of] 7 X3} == X] A] 513
W e A

[ipaserver]
server.idm.example.com

[webservers]
webserveri.idm.example.com
webserver2.idm.example.com

220 &49 9 Au7t 3 o] QA A FAFUh AR oA
webserver3.idm.example.com.

HF 3}7] 9131 data-archive-in-asymmetric-vault-copy.yml 3} & g}
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ipavault 5] A Aol A the W5 kel AL 54T

[}

ipaadmin_password H4-= IdM &2 # 432 A 3.
[}

name W& A4 59 259 ol & A7 (el : secret_vault ).
[}

A2 W5E AA 9 el A 2G5
HTTP/webserver.idm.example.com )= 4 A g},

9] in HE "{{ lookup('file', 'new-private-key-to-externally-signed-
certlflcate pem) | b64encode }}" = A A3t} o] 2 A 31'H Ansiblecl] A IdM A 1] 7} o}d
Ansible AEE 29| 2q T e A A 7S AHEsHe] HA S AT o

ZH] H4-E member 2 A A 3.

ol &A oo sl -39 Ansible =g o] & 32 Yt}

- hame: Tests
hosts: ipaserver
gather_facts: false

vars_files:
- /lhome/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserver.idm.example.com
in: "{{ lookup('file', 'new-private-key-to-an-externally-signed-certificate.pem’) |
b64encode }}"
action: member

$9e AgEch
Eeol B¢ A Pk,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-asymmetric-vault-copy.yml
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AR 35171 $13l retrieve-data-asymmetric-vault-copy.yml 3¢ & v}

ipavault 5] A Aol A the W5 kel AL 54T

ipaadmin_password H 5= IdM &2 # 432 A 3.

name W42 274 9 289 o] o 7 A3 th(: secret_vault ).

ME) 2 W5E A7 F meo] Au 2 2Rl
HTTP/webserveri.idm.example.com )= A4 3] t}.

private_key_file 55 Au| 2= A4 F9 23 A1ZAS AN 5= d AHEHE A9 7

CEEERE LS

71¥ A4 vl g ¥l ¢ 2+o] new-private-key-to-an-externally-certificate.pem A] =21
< AA st = IdM A Bl o] X 2 o WS A FY

ZH] H4-E member 2 A A 3.

ol& &A| oo sl -39 Ansible =g o] & 32 Yt}

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}
out: new-private-key-to-an-externally-signed-certificate.pem
state: retrieved
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- name: Retrieve data from vault
hosts: ipaserver
become: true
gather_facts: false
tasks:
[...]
- name: Retrieve data file
fetch:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: true
mode: 0600

7 2 = new-private-key-an-externally-signed-certificate.pem 121 & Ansible Z1E &£ 2| 9]

L= S B S

Ansible A E £ 2] ] Playbookell AdFst= A4S Zd ol &l F7Hgud

- name: Send data file to webservers
become: true
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tis/private/httpd.key
mode: 0444

1.

33 o]
ds A%

3

U,

H

12.

g

Ut

Aol Ay

il

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-asymmetric-vault-copy.yml

/usr/share/doc/ansible-freeipa/ t] 2@ & 2] ol /1 README-vault.md v}=t} & 94 & =3}

AAL.
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