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o] T NetworkAttachementDefinition(4l: ocs- publlc—cluster)g FaR=iR

Cluster Network Interface S 8] ¢ 51t}

2 AEFUL 1A AR S A5 W Back(H 2 )L F8 81 o] d 74 H ol

o =

1. KV( Vault Key/Value) A1 =28 ol A API, ] 7 27} KMS(Key Management System) 2 Z 2] 28 A
Al ¢k 5 s}ol] A}-§-= = 7% configmap s HY FHTh

+

a. OpenShift 9 &4 93 2= - ConfigMaps 2 ©] 534
b. KMS 44 A% A B E 1A ocs-kms-connection-details & =2 &1t}
c. configmapg HH Tt

i. 2 W (TI) -» ConfigMap A Q&2 ¢ gt}
Yt}

L

i. VAULT_BACKEND vjj 7| H45 v2 2 44

kind: ConfigMap
apiVersion: v1
metadata:
name: ocs-kms-connection-details

[...]

data:
KMS_PROVIDER: vault
KMS_SERVICE_NAME: vault

[..]
VAULT BACKEND: v2

[..]

o

RElch

i. A F9

ol}l

A

L 2EYA 22 AR GR o] N 2k
B E e el 7] 98] Qo %4 EFo] TAH T

AAHE =

A 28 olFo FHSEHIPATALE A
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2. X 2EA Fe 2o HF AEH7E GAR BAEERA AP 54 55 AV A=

ready ¢ 1]t}

Operators = A X ©l Operator » 2E g X S 2EHHYIE Z¢

2 e E Fd gy

. sfo] 259X Zej e 4

I+ Operator Details(SG A} Al X A B ) = of 2l
B) 92 2Ystel Jui S A 5 A& Th

=2 =2 T
3. OpenShift Container Storage®] & 74 QA7 A3 H o2 AAHJYEA Eolsty
A BHel & FEFAA L

OpenShift Container Storage 4 %
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37. OPENSHIFT CONTAINER STORAGE jl 3 391

3% OPENSHIFT CONTAINER STORAGE njj i g2l

o] A A5 A-g3le] OpenShift Container Storage7} £ HFZ A v L= =% g2l o}

3.1. POD #}gj &2l

OpenShift Container Storage 2] ¥ =7} running Al <1 x| el st W o2 A =}

il

w}

il

A AL

A=}
1. OpenShift 9 £&o 2203 h
2. OpenShift §] £&92] A= FoA Iz »x =2 FY T
3. TRAE = Er}2 E =294 openshift-storage E A9 gt}
7‘?“* i"ﬂﬂ%ﬂ @]*PQ“ Pod 4= % =& o] mpe} o] @A EepA]| =4
£ 1 3.1."OpenShift Container 2E 2] A] & 22 ¥ 9] 8] @35l Pod” & =34 A 2.

4. Running % Completed 8] & &8 sl Pod7} A3 o] k5 ¥ Abe) ¢l x| kel gty o).

¥ 3.1. OpenShift Container 2 &2 %] 22 2 H ] 3 33}= Pod

B S I 33 Pod

OpenShift Container Storage Operator
P ge P e 0CS-operator-* (7. & 2 2} == o A

Pod 171)

e ocs-metrics-exporter-*

Rook-ceph Operator rook-ceph-operator-*

R E ZAA R == 4] Pod 17))

Multicloud Object Gateway e NooBaa-operator-* (2] &} = =9 4] Pod

171)

e NooBaa-core-* (R E 2~ E g X =T oA
Pod 171)

e NooBaa-db-pg-* (RE 2E8 A == 1
Pod)

e NooBaa-endpoint-* (& ~2E#A ==
o A Pod 17})

MON rook-ceph-mon-*

2EFA ko 2249 371 ¢ Pod)

MGR rook-ceph-mgr-*

BE ~EF A =244 Pod 1)
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T 8L 33 Pod
MDS rook-ceph-mds-ocs-storagecluster-

cephfilesystem-*

2EHA == E4E 27 2] Pod)

Csl
e CephFS

o CSl-cephfsplugin-* (17] ¢] &< =} =
=9 A Pod)

o CSl-cephfsplugin-provisioner-* (z
PA} ==of E4HE 2 Pod)

e rbd

o CSl-rbdplugin-* (7} 2 2} == o) A
Pod 171)

o CSl-rbdplugin-provisioner-* (2 <
2 o B2+ 2 Pod)

rook-ceph-crashcollector rook-ceph-crashcollector-*

7zt 2 E 2 A == A Pod 171)
D
5 e Rook-ceph-osd-* (17]] ¢] %] w}t} pod)

o Rook-ceph-osd-prepare-ocs-
deviceset-* (17§ ¢ =] € pod)

3.2. OPENSHIFT CONTAINER STORAGE =& 2=H 7} A1 =] &2l

OpenShift Container Storage S & 2~F 7} G40 A &RlstH W Ao A & np 24 A 9.

L Z2EgA - E FYsta &5

%2
%)

dHeFHIU

n

2. AH =9 A Storage Cluster (=&
Fo] YA FAFY ek

2] 2] 2~¥) @ Data Resiliency (vl o] B - 2)of 54 =

3 AR AR FtECA S AE JRIF EAHEA SAdH

22 9 99 ) A B =2 A5t OpenShift Container Storage 2] 2~F ] AHe] o th 3k 2}A] 3 W &2
Monitoring OpenShift Container Storage & =34 Al Q..

3.3. MULTICLOUD OBJECT GATEWAY 7} 4 <1 x| &<l

16


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/monitoring_openshift_container_storage/index

.

OpensShift Container Storage Multicloud Object Gateway 7} A <1 #] &
Al @
A3

1. OpenShift §] 2o 2E& R » 422 2

filo

3l QHAE |5 Sy
2. BE AA=o XN e HAE A E]~ gl go]E Eg]y o] BEReady AEI(3A €)X gt
3.
Al X A1 7= 4 Multicloud Object Gateway A 1 7} Z A 5 =] &<l ).
om A
820

E AH] 2 YA B = AL-2-31= OpenShift Container Storage = 2] 2] 2] Abg] o] o 3 =}A) 3
penShift Container Storage = U EJ & I X34 A 2.

3.4. OPENSHIFT CONTAINER STORAGE =& ~Ea]x] Z#| 27} Q=4 3

ol

RS

Zel2ge] 2EeA 2227t AR GstN Axe] @A g

ZAAQ
4
1.
OpenShift 9§ Z&A 258 A -~ 2EZA A2 Z YU
2.
OpenShift Container Storage 2 2=H A4S
EA g

Aol g 2R A 2H27E A HRA
ocs-storagecluster-ceph-rbd
ocs-storagecluster-cephfs

openshift-storage.noobaa.io
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47%. OPENSHIFT CONTAINER STORAGE A ] A] A

4.1. U} == oA OPENSHIFT CONTAINER STORAGE A =] A A

o] AlM o] A & A}-8-3te] OpenShift Container StorageS A A gt}

4 A7

2EA 2 2He] FAL AA T2 xe] 542 WAGE 6 ALHUD. AR AA 54 Ao

871 A8l 2E2A] S 2H b5 F A9 FHo] =4 HdFUS

uninstall.ocs.openshift.io/cleanup-policy: delete

uninstall.ocs.openshift.io/mode: 3 4

ofell E= ol FAF A A F A= TGS Fol A ARE AFF UG-

¥ 4.1. uninstall.ocs.openshift.io 7] 7] 2] A

Z=x 3 A 2 Default S

cleanup-policy delete A= Rook& E2] 4 =gfo] B
¢} DataDirHostPath=
A gy

cleanup-policy FA STy Rook& a8 =alo] B
2 DataDirHostPath=
el A ZFHFYTh

mode A AF AL Rook ¥ NooBaa+ PVC
°} OBC7} #&] A/ AH&-
27t A A G W) 7FA] A A
Z2H2=E DA TAT
Ut}

mode A e Rook @ NooBaa* Rook

2 NooBaaE Al-&3}¢]
= 204 d @ PVC/OBC
7} Z} 2y EA) 8= 73 5l
Z=AAE AP FY
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(=

T B8 S AH8ste] 49 @S ARt B BF Ee= AA A RES HAE F AU

o

$ oc annotate storagecluster -n openshift-storage ocs-storagecluster
uninstall.ocs.openshift.io/cleanup-policy="retain" --overwrite
storagecluster.ocs.openshift.io/ocs-storagecluster annotated

$ oc annotate storagecluster -n openshift-storage ocs-storagecluster
uninstall.ocs.openshift.io/mode="forced" --overwrite
storagecluster.ocs.openshift.io/ocs-storagecluster annotated

A 27 A

[

OpenShift Container Storage 2 ~H 7} A4 e 4] & |42 e =7}
RE5to] AR Pod7t AT H O R FRAA RO AR AA T2A27 AT F dHUh 2
2| 2H 7} v A A2l 79 OpenShift Container Storage= A x| A 7131 7] # o] Red Hat 312} %]
ad o F2lst4 Al L.

o Z ] A o] A o] OpenShift Container Storageci| A A| &3l= 2E2] A FHX2E ALL3519]
PVC(J 7 2§ Zd9) £ AMA| v13 29 9(0BC)2 AH-3tA @A sHalghch,

A A7 B AR AR B Az (d: AHEA AR 2E 2] A 8 £, cephblockpools) 7t
A7 AR A Al B A2E ALE e fA2E AAT F AT A Fl oF F .

RE Y P2o)ze] BE 2UAS AT
I $ oc get volumesnapshot --all-namespaces

o] d = o] =9 o] 4] OpenShift Container StorageE A& 3l= 25 2 WAL AW &
31 AbA g o

I $ oc delete volumesnapshot <VOLUME-SNAPSHOT-NAME> -n <NAMESPACE>

OpenShift Container Storage= A}-8-3t+= PVC 2 OBCE 2tAI g}
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712 AR A A R=(3]g)0A AR AA Z2 23S OpenShift Container Storage=S A&
3= == PVC 2 OBC7} AHA| g U}

PVCE 2HA| 31 A ¢kl 2 E A F82HE 214 5l H uninstall .= 48 734 A 512
o] dAE AYE F JFUth oA sHA A|2Hle] a1y A PVCe OBC7I A4 gt

OpenShift Container StorageE A}-8-31<] OpenShift Container Platform =1 & &
2&) PVCE 2HA @Yo}

ZHA 3 U 82 4.24. “OpenShift Container Storageol] 4] U H 2= A #”2] Y&

= BEFA L.

OpenShift Container StorageE A}-8-351<] OpenShift Container Platform ] ] 2~ E g]
PVCE 24| 3 o

Z}A 3 82 4.32. “OpenShift Container Storagecil 4] OpenShift Container
Platform A ~E 2] A 7”9 U §-& FZH4H A 2.

OpenShift Container StorageE A}-8-3}<] OpenShift Container Platform =7 PVC
& 2HA o

ZLA 3 U] 82 4.44. “OpenShift Container Storageol] 4] 22 2H £7] Operator A
A7 Y &5 FxsA L.

OpenShift Container Storage= Al-&3le] Z2u]3d ¥ t}& PVC 2 OBCE 24| g
Yt

< 23 Y E = OpenShift Container Storage= Al-83la] 24| 3d ¥ PVC
2 OBC= A d 3= A= 23 Y EY Y. 239 E = Openshift Container Storagedll
A UHA o7 AHE-sh= PVCE FA @Y

#!/bin/bash
RBD_PROVISIONER="openshift-storage.rbd.csi.ceph.com"
CEPHFS_PROVISIONER="openshift-storage.cephfs.csi.ceph.com”
NOOBAA_PROVISIONER="openshift-storage.noobaa.io/obc"
RGW_PROVISIONER="openshift-storage.ceph.rook.io/bucket"

NOOBAA_DB_PVC="noobaa-db"
NOOBAA_BACKINGSTORE_PVC="noobaa-default-backing-store-noobaa-pvc"

20
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# Find all the OCS StorageClasses

OCS_STORAGECLASSES=$(oc get storageclasses | grep -e
"$RBD_PROVISIONER" -e "$CEPHFS_PROVISIONER" -e
"$NOOBAA_PROVISIONER" -e "$RGW_PROVISIONER" | awk {print $1}')

# List PVCs in each of the StorageClasses
for SC in $OCS_STORAGECLASSES
do

echo

oc get pvc --all-namespaces --no-headers 2>/dev/null | grep $SC | grep -v -e
"SNOOBAA_DB_PVC" -e "$NOOBAA_BACKINGSTORE_PVC"

oc get obc --all-namespaces --no-headers 2>/dev/null | grep $SC

echo
done

9= ZP F-8 RGW_PROVISIONER A 2.

OBCE 2HA gty o
I $ oc delete obc <obc name> -n <project name>
PVCE 2HAl g o

I $ oc delete pvc <pvc name> -n <project-name>

Fx

il
o

Fe2HN AR ALER Aol WY Ak, WA o
AAYEA gAg .

o

17 24 2227 AAD WA Ay

i
ol

Storage Cluster 2 B A E £ 2}x]|

$ oc delete -n openshift-storage storagecluster --all --wait=true
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uninstall.ocs.openshift.io/cleanup-policy 7} 2H#l| (71 2312 A A H o] A=A &Asta 4
g} 7} Completed <1+] &-<13 ).

$ oc get pods -n openshift-storage | grep -i cleanup

NAME READY STATUS RESTARTS AGE
cluster-cleanup-job-<xx> 0/1  Completed 0 8m35s
cluster-cleanup-job-<yy> 0/1 Completed 0 8m35s
cluster-cleanup-job-<zz> 0/1 Completed 0 8m35s

Ivar/lib/rook T F E2] 7} vl o] =R AP o] HEAE =
uninstall.ocs.openshift.io/cleanup-policy 32 o] Al (7] 272 AAE 7 $-dl gk vl o] <5

Ut

$ for i in $(oc get node -I cluster.ocs.openshift.io/openshift-storage= -0 jsonpath='{
.items[*].metadata.name }'); do oc debug node/${i} -- chroot /host Is -l /var/lib/rook; done

AR A ¢35 37 EA 39 29 = E OpenShift Container Storage ==2] OSD % X] o] 4]
dm -crypt managed device-mapper 1|3 2 A 7 g }.

ZEgA =9 $XE Y ¥= 9 chroot £ w54t

$ oc debug node/<node name>
$ chroot /host

=] o] 52 714 231 OpenShift Container Storage & £ 7] =3 .

$ dmsetup Is
ocs-deviceset-0-data-0-57snx-block-dmcrypt (253:1)

g8 AR S AA G

I $ cryptsetup luksClose --debug --verbose ocs-deviceset-0-data-0-57snx-block-dmcrypt
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=31
Agto] FHESHA Lol 9o WH o] THHE g3 WHS AP
[ ]
CTRL+Z & =9 flol ¥H S T3
[ ]
ZFod T2 A 29 PIDE 51U}
I $ ps -ef | grep crypt
[ ]
kil 38 & A}1g3lo] T2 22 FagdUrt.
I $ kill -9 <PID>
[ ]

) o gol AAAYLEA AT,

I $ dmsetup Is

vl =3 o] 25 AR 3taL AHA| 7 22 w74 7]tk Y o). openshift-storage 7} 273 =
2HAEQ A4S e Z2AEZ Ads o Fuh

s

g 9 et ey

et

$ oc project default
$ oc delete project openshift-storage --wait=true --timeout=5m

th2 @@ o4 NotFound ¢ /& welstd 24 E 7} AR gy ).

I $ oc get project openshift-storage

OpenShift Container Storage= A x| A A 3l= S Ul Y 2 o]~ 7} 94
S AR H A 33 T8 7 FAHAE BF 2A A7 T U A ik A 6]
2 9 2k gAE Sl vl asol 27t FRER ke eBAES AdFy

=N
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2B xE9] Fol B e a4

$ oc label nodes --all cluster.ocs.openshift.io/openshift-storage-
$ oc label nodes --all topology.rook.io/rack-

=71 "2l EF 79 OpenShift Container Storage ©] Q1 EE A A g o).
I $ oc adm taint nodes --all node.ocs.openshift.io/storage-

OpenShift Container Storage S Al-&3lo] T2 H| XY H ZE PV7} 2HA 5 A=A gl gy
t}. Released €] o] PV7} Yo} 9 0™ AbA]| 3 ).

$ oc get pv
$ oc delete pv <pv name>
1.
Multicloud Object Gateway =& 2] x| Z 2 & 2HA P .

I $ oc delete storageclass openshift-storage.noobaa.io --wait=true --timeout=5m

12.
CustomResourceDefinitions #| A.

$ oc delete crd backingstores.noobaa.io bucketclasses.noobaa.io
cephblockpools.ceph.rook.io cephclusters.ceph.rook.io cephfilesystems.ceph.rook.io
cephnfses.ceph.rook.io cephobjectstores.ceph.rook.io cephobjectstoreusers.ceph.rook.io
noobaas.noobaa.io ocsinitializations.ocs.openshift.io storageclusters.ocs.openshift.io
cephclients.ceph.rook.io cephobjectrealms.ceph.rook.io cephobjectzonegroups.ceph.rook.io
cephobjectzones.ceph.rook.io cephrbdmirrors.ceph.rook.io --wait=true --timeout=5m

13.
A A AR 3 Be A7 GTAOR AANES stelW 44 3 2e 7% Ad9
W Ete ol Bl 5 © 2 A sl of Tk,

Vault 7] 7} 2HA| 9 A 2 2 % A 5 22 OpenShift Container Storage A x| 39|
Ad7AH o 7 AA A ¢7] W&o Vault 7] 7} KMS(Key Management System)Z
AHE-3E 2|2 AR ga st A H = gl ut o] GAE AP P 23
A5 dsel QA EA E4F F dsHH-
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44

ol\

g 2o 7]

i

v

oo

Ut

I $ vault kv list <backend_path>

<backend_path>

Fs5t 717t AR A4 59 mge] A=Yk

oz

et

W oot 24

L

=N

I $ vault kv list kv-v2

NOOBAA_ROOT_SECRET_PATH/
rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-data-0m2798
rook-ceph-osd-encryption-key-ocs-deviceset-thin-1-data-0sq227
rook-ceph-osd-encryption-key-ocs-deviceset-thin-2-data-0xzszb

ol\

AR T8 E5 719 449 vgdolgE g i
I $ vault kv get kv-v2/<key>

MCG(Multicloud Object Gateway) 7] 2] ¢ 0422 F3a ).

I $ vault kv get kv-v2/NOOBAA_ROOT_SECRET_PATH/<key>

<key>

dz 3t 719y

et

g 59 et ey

I $ vault kv get kv-v2/rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-data-0m27q8

=9 9:
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Key Value

created time 2021-06-23T10:06:30.650103555Z
deletion_time 2021-06-23T11:46:35.045328495Z
destroyed false

version 1

H et ol E] & AHA gy o
I $ vault kv metadata delete kv-v2/<key>
MCG 7] 2] 73 ¢$-:

I $ vault kv metadata delete kv-v2/NOOBAA_ROOT_SECRET_PATH/<key>
<key>

*z 3t 719y

A% 59 es e

et

$ vault kv metadata delete kv-v2/rook-ceph-osd-encryption-key-ocs-deviceset-thin-0-
data-0m27q8

=9

Success! Data deleted (if it existed) at: kv-v2/metadata/rook-ceph-osd-encryption-key-
ocs-deviceset-thin-0-data-0m27q8

e @ BAE v s mE A7 719 A48 viehd o B & ARl g Th

ol\

1:5]1:!

o

14.
OpenShift Container Storage”} ¢+33] A X] A A = A =A] &<2lste]H OpenShift
Container Platform Web Consoled] 4] t} 22 438 g},

Storage(~ &2 x)2 23
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47%. OPENSHIFT CONTAINER STORAGE A %] A A

Storage(2=E ] #] )9l Overview (7] &)7} 4 o] EA| 5 A k=X &elgh ).

4.2. OPENSHIFT CONTAINER STORAGE®| A 1€l 28 2] A

o] A M-S A}-&-3}la] OpenShift Container Storageo| A 2 UEH 2=9-S A& ).

BUEY 29 Ao dn = AAHA PVCE openshift-monitoring 1] 9 23 o] 20 Q1& 1t}

A 27 A

PVC+ OpenShift Container Platform U H 3 292 ALl =5 A G Y.

AAF WG mUHY 29 742 FEsA Q.

openshift-monitoring W] ¢} 25 o] 20| 4] @ A] A3 F<2l Pod 2@ PVCE &3}

$ oc get pod,pvc -n openshift-monitoring

NAME READY STATUS RESTARTS AGE
pod/alertmanager-main-0 3/3 Running 0 8d
pod/alertmanager-main-1 3/3  Running 0 8d
pod/alertmanager-main-2 3/3  Running 0 8d

pod/cluster-monitoring-

operator-84457656d-pkrxm 1/1 Running 0 8d
pod/grafana-79ccf6689f-2128 2/2 Running 0 8d
pod/kube-state-metrics-

7d86fb966-rvd9w 3/3  Running 0 8d
pod/node-exporter-25894 2/2  Running 0 8d
pod/node-exporter-4dsd7 2/2  Running 0 8d
pod/node-exporter-6p4zc 2/2  Running 0 8d
pod/node-exporter-jbjvg 2/2  Running 0 8d
pod/node-exporter-jj4ts5 2/2  Running 0 6d18h
pod/node-exporter-k8565s 2/2  Running 0 6d18h
pod/node-exporter-rf8gn 2/2  Running 0 8d
pod/node-exporter-rmb5m 2/2  Running 0 6d18h
pod/node-exporter-zj7kx 2/2  Running 0 8d
pod/openshift-state-metrics-

59dbd4f654-4cing 3/3 Running 0 8d
pod/prometheus-adapter-

5df5865596-k8dzn 1/1 Running 0 7d23h
pod/prometheus-adapter-

5df5865596-n2gj9 1/1 Running 0 7d23h
pod/prometheus-k8s-0 6/6 Running 1 8d

27
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pod/prometheus-k8s-1 6/6 Running 1 8d

pod/prometheus-operator-

55¢fb858c9-c4zd9 1/1 Running 0 6d21h

pod/telemeter-client-

78fc8fc97d-2rgfp 3/3 Running 0 8d

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE
persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-0 Bound pvc-0d519c4f-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d
persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-1 Bound pvc-
0d5a9825-15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-
rbd 8d

persistentvolumeclaim/my-alertmanager-claim-alertmanager-main-2 Bound pvc-
0d6413dc-15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-
rbd 8d

persistentvolumeclaim/my-prometheus-claim-prometheus-k8s-0 Bound pvc-0b7c19b0-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d
persistentvolumeclaim/my-prometheus-claim-prometheus-k8s-1 Bound pvc-0b8aed3f-
15a5-11ea-baa0-026d231574aa 40Gi RWO ocs-storagecluster-ceph-rbd 8d

RUEY 74 9 BT
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

o} o A ¢} 7+o] OpenShift Container Storage =& 2] x| Z#| 2~ & %351+ config A A&
A Aste] A F o

Az 57 Aol
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apiVersion: v1
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
metadata:
name: my-alertmanager-claim
spec:
resources:
requests:
storage: 40Gi
storageClassName: ocs-storagecluster-ceph-rbd
prometheusK8s:
volumeClaimTemplate:
metadata:
name: my-prometheus-claim
spec:
resources:
requests:
storage: 40Gi
storageClassName: ocs-storagecluster-ceph-rbd
kind: ConfigMap
metadata:
creationTimestamp: "2019-12-02T07:47:29Z"
name: cluster-monitoring-config
namespace: openshift-monitoring
resourceVersion: "22110"

selfLink: /api/v1/namespaces/openshift-monitoring/configmaps/cluster-monitoring-config

uid: f{d6d988b-14d7-11ea-84ff-066035b9efa8

)
o
»
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apiVersion: v1

data:
config.yaml: |

kind: ConfigMap

metadata:
creationTimestamp: "2019-11-21T13:07:05Z"
name: cluster-monitoring-config
namespace: openshift-monitoring
resourceVersion: "404352"
selfLink: /api/v1/namespaces/openshift-monitoring/configmaps/cluster-monitoring-config
uid: d12c796a-0c5f-11ea-9832-063cd735b81¢c

o] o o]l A] = alertmanagerMain 2 prometheusK8s U & 74 2 47} OpenShift
Container Storage PVCE A}-8-3}31 &4t}

#3 PVCE ARl it 2584 Fe 28 AHg-sHs BE PVCE A3HIAl 2.

sl

I $ oc delete -n openshift-monitoring pvc <pvc-name> --wait=true --timeout=5m

4.3. OPENSHIFT CONTAINER STORAGE©®]#] OPENSHIFT CONTAINER PLATFORM g X] ~E 2] A
7

OpenShift Container Storage<l /] OpenShift Container Platform g x| ~E 2] & A ] s} H =} 9]
A& =24 A 2.

A 2R E st E oA HA EEE FEH Al L.

OpensShift Container Platform gl x| 2~E 2] 14 <] dH = A4 " PVC:= openshift-image-registry
Y &3 o] 2 AFUT

A 27 A

[}
OpenShift Container Storage PVCE A}-4-31 == o|v]|#] YA 2=E S A& oF g
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47%. OPENSHIFT CONTAINER STORAGE A %] A A

=

p'g
kd
[
il
i)
N
N
r
2,
X
rH
L

configs.imageregistry.operator.openshift.io S B A EE
=2 AAZI

)

I $ oc edit configs.imageregistry.operator.openshift.io

A8tz Al

storage:
pvc:
claim: registry-cephfs-rwx-pvc

i)
)
o

storage:

o] o o] X1 &= PVCE registry-cephfs-rwx-pvc 2} 3 311 o] A etd a1A ArA1 & 5= d5Y )

PVCE 2HA| 3 o
I $ oc delete pvc <pvc-name> -n openshift-image-registry --wait=true --timeout=5m
4.4. OPENSHIFT CONTAINER STORAGE |4 &2 2¥ =7 OPERATOR A #

OpenShift Container Storagedl|A] 22| 2¥ 27 OperatorS A 2] 3l2]A Axlo] GA S =4 A L.
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Z e 2H 27 Operator 74 ¢] 27 MAH PVCE openshift-logging Y] ¢} 23 o] 20 g5 th.

A 27 A

[}
OpenShift Container Storage PVCE A1&-35l8Hd F8&H 27 A2HXAE A oF §HY
c}.
A=}
1.
Y] ) 25 o] 2] 4] ClusterLogging 2128 =2 A A g ).
I $ oc delete clusterlogging instance -n openshift-logging --wait=true --timeout=5m
o] A openshift-logging Yl ¢} 23 o] ~¢] PVCZ AHA| & 4= d &Y}
2.

PVCE 24 g o

I $ oc delete pvc <pvc-name> -n openshift-logging --wait=true --timeout=5m
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5. 28R Y2 2EA £

52. 28R S 4 2EZRA F

OpenShift Container Storage Operator= A} U ZAF w78 2E2 R FHZE DAY
o} o] 7|12 2~ &g X F 2= Operator7t &7313L Ao 5 2 A3t AY 3 4= syt 28y =
EgA S0 vE 45 25T st AL A AR 2EA SYAE *3’5‘“‘ AU

EYA 2299 AN AEE F dF5UT

v
o
N
olr
o
N
:
Fl‘F
>
i
AC)
N
flu
£
>
2
=2
ol
i)
rr
>

A7HEAA S 7HA A E AN A S F NS BAIEF A T EF S AHESte] ol ZE Aol
s FINZ2 sy

H 1z = OpenShift Container Storage Z 2| 2H A = o] 2EZ X 29} o
Eo| AYHA &H5U-

g G FA AES] HA FHSHE, F A AN 2EHA SHLT RS F AFUY
i _g.z‘f

N
R

E2EUA 2U2HE YU AR 2EAA T2 FAE TR A
Yt

50. 288 SH=2 A4

NE EL Agete] 2EUA 2U2E YA 2EA 2U2E AYHE TR ES A
% %t

A 27 A

[}
OpenShift Container Platform $§ <&l 212135}532 OpenShift Container Storage ¢
2HE 7} Ready 7] 1A <19}
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2EUA - 2EA FH22 2.

2.
2EA S A8 S SHFH-
3.
2 &g A 272 Name (°]&) 9 Description (2 4)S 433
4.
34 AR dsll AHA = FAE AP 7| 23 02 A 7 A9 gy
5.
T BEFS T2H|A Y5 b AHEH = =2 221¢1 RBD ProvisionerS A=l g,
6.
2o 7]1&E 2EFA ZL AAFA L} A =S AT
A E B
a.
Create New Pool (N] & 9+=7])L Z8 gt
b.
Pool name(Z o] & )& 94834t
C.

2-way-Replication &=+ Data Protection Policy(dlo]H B 5 A )= 3-way-
Replication & A& g }.

d.
dolg & gFslokste A 45 843 & A9 gy
=S FAseld dfZE Aol Aol FS = 5 o, FA= b olg 7} o]
b EEAY g5stEe] A& W HEEAY F dFUY GES @A) sr] Al FA
H dolHe 45HA &5
e.
Create(?r=7] )& S8 38t Al Z2EFA & WY
f.

¢ wE F Finish (#2)2 2934
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52. 97+ EF ¢=

5Z 2EFR Y29 2EZA =

ARS 25t 2EA S92 443U

o

£ A3 2EgA A= AA

& Aol me} 7 BF FEstel 9% 7] Bel A 2W(KMS)S ALgste] st B4 shE 28
94 2d 28 44 FUh 97 2F %55 RBD PVoI A ¥ g & 5 g5 th

A 27 A

OpenShift Container Storage 2 2~¥] 7} Ready &l 4 ).
B KMS(7] &) A 2H8)oj A

o] 9= o] EAST Vaulte] 7] gt WA= A7t B4t o] YA FAF
o Vaultel 4 7] 4t @ 84 #4355 Fxa4A <.

Vault o)A NEE A5 A E AL FAA SFAF o

o

33 2ol Hld E 9] v Q) 25 o] 20 HeHS AT ).

OpenShift Container Platform §] Z&0lA Y325 - A|32¥ o2 o] F .

A - R AARE Y P

Secret Name(X] =2 o] & )& ceph-csi-kms-token .2 {13 4.

f
riu
lo
fu
A
2
i
11
)
o
L
v

# 92 Vaulte] £t} Browse (o1 7])E 283t EZo] X34 dd S A
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Gatz dEESAL B2E YRl £22 49 42 5 gy

EZ2 ceph-csi-kms-token 2 A}-8-35l= 2= ¢339 PVC7L 2HA| & S-ol gk 2H A &

F dFY
A%

1.

2EZA - 2EZA] SHYEE ol FPH T
2.

2EZA Y= PSS 9yt
3.

228 A Zd 2 Name (°] &) 2 Description (2 3)S 433t
4,

3l A A5 AHA E= FAE Ad P 7| 25 0 2 AHA| 7 g g
5.

QT BF5S zZ2H|A Y 5= dl AR5 = 32 22121 RBD Provisioner openshift-

storage.rbd.csi.ceph.com & A&l g},

6.

Ex oy 7l 554 AFE 2EA 25 A AL A S5 ALY
7.

Enable Encryption <l &2 A= g},

Key Management Service Provider &= 7] 22 © 2 Vault2 23 g4t}

Vault Service Name, host Address of Vault server(https://<hostname =+ ip>'),
Port number = ¢ & g4t}
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5Z 2EFR Y29 2EZA =

S Aste] Vault 4o met 371 23 9 ASA AlY A HE dH 3.

Kl
ol
il

OpenShift Container Storage A& o] A {3 wldl= A2 7] g AR B =
£ 9483y

(A9 A3} TLS A ¥ o] &3} Vault Enterprise 4|9 23 o] 22 &g}

iii.
7 PEM 21319 215 4] 512l & Q= =ato] CA %A, ZefoldE %A B 22}
oA A 715 A F T

iv.

e
)
=
4z
o
f
i
)
!
i)
L
fiu)
o
f
i
+
o
g‘L
o
B
e
v
=
4z
oX,
f
E
oM
tllo

Hashicorp Vault A% o ] Wil = A 2 o] A] A}-8-3}= Key/Value(KV) A =R <171 API ¥}

o) A% GAE 5§54 @& 35 configmapS ¥ ske] VAULT_BACKEND w15+ 5

W ‘o1
7Hd o
2

VAULT_BACKEND = configmapell F71= o] idl= 7329} AZAH KV A
3R A API B A S A G st A9 vi/f AU gho] WA= P2 44
" KV A A3 A APl Bl A 3 A A h=A A 23 A] o PVC(F T
B8 2dUY) AR Sl 2T F dFU

Az ARE 2EaA o204 A4 53 encryptionKMSID £ 42 gt

37



Red Hat OpenShift Container Storage 4.8 Deploying and managing OpenShift Container Storage using Google Clc

OpenShift 9 Z&oA 2EZA] -~ 2R FH L= o] 5]

2E8A ZYP = ol - YAML 92 23

iii.
2E# A 204 A& 52l encryptionKMSID = 7 A g o}

ol A :

I encryptionKMSID: 1-vault

b.

OpenShift §] %94 )37 = - ConfigMaps & ©] %3t}
C.

KMS 912 A& A1 = v click csi-kms-connection-details 2 =23t}
d.

configmapg HAF .

24 W37 (TI) ~ ConfigMap B3¢ 22 gyoh.

o] A o] 21 = encryptionKMSID ol tj3] 7A€ @l =of u}a}
VAULT BACKEND wj A ¥ 2 27-3 o

KV A1 =238 ol A APIE kv, KV A1 =23 ol A APl B]A 1 2 kv-v2 =
VAULT_BACKEND vj7/igi+= AT F dsH

ol A :

kind: ConfigMap
apiVersion: v1
metadata:
name: csi-kms-connection-details
[--.]
data:
1-vault: >-

{
"KMS_PROVIDER": "vaulttokens",
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"KMS_SERVICE_NAME": "vault",

[..]
"VAULT BACKEND": "kv-v2"

}

X
o}
tllo
iy
1
o
L
v}

Red Hat2 7] = stEY 9} g3t o] A E
31 A] 9+ Red Hat-2 Hecorp Al Eo g gt A1 9L A
Qo] F a3 73¢ Hsea corpol] ¥2|35H4 A L.

5. 2R Y2 2ELA 2

Aul 22 AZge T A
kUt o) A Fol U@ 7%

2EdA 2U2E LSS FEE T EFL VE F AU ANF NG L G 2

72U d8E FxsA L.
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67%. OPENSHIFT CONTAINER PLATFORM A H] 29| ~& g x| 4]

OpenShift Container Storage= A}-&3t] o|n| x| A X2E, RUEHY @ 273 7+2 OpenShift
Container Platform xu] 20 2 EZ A Z A Z 5 dHFUT

o] g g A u] 20| Ul 2E X & 74 5l= Z 2 A 2= OpenShift Container Storage vl X ol A}-§-5]
+ d=gdl w2 gy

%-‘4

ol& g AH| A2 93 Tt A E A &2o] A YEA| selgr}. olgF =
23 Au| 2o ZEZ X7t F3o] REsE S 27
717t w5 ol H 9 F Y.

_,d
2
ol
]
-
80
N
)
kd

i
ey
)

ol g Mu|AE 93l ¢ &2 FHlolAd R BE S FAsE Aol FFUHL
Z}A] g U] 82 OpenShift Container Platform A= 4] o] 3 ~E & %] A4 9]
Curator &3 /4 2 Prometheus =] tjjo]E] 3}¢] 419 HE A 7H RS F=x
st Al 2.

oj2 g Au| 2o 2B R Fho] 5T 735 Red Hat :27) =] Aol F 2|54 Al
o

6.1. OPENSHIFT CONTAINER STORAGES A}8-3l =& o] R HAX2Eg +4

OpenShift Container Platform2 S| AHoA & ga=zc s A== Aoy ouA] YA X2E
gol MEd Ve AlTdUth EirF o g AIEED = FHLH LA o|u|R 9] A g g 29
ZHNA AP = PAR =9 o|u|A] L2 AHE-HU T

o] A A o] Ao wz} OpenShift Container Storage= A H o] o|n| X PR AE ] o th 3 2E] R
2 743t} Google Cloudol A = HA 2EF ] 2E RS WA P a7 s

40


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html/monitoring/cluster-monitoring#configuring-persistent-storage

674. OPENSHIFT CONTAINER PLATFORM A 0] 29| 2~ & 2] X] 44

%91

o] Zg A2t 71E olulA WA LECNA Al o]u A WA LE Z Hlo|HE v}
ol @ o] A 3tA] YU th 71E WA 2E o] Ado]Y o]m X7} o]m] S A o]
ZeA2ag fuay] Ao A 2E S Wst o] ZeAlxst SR H W oju A 2
A 55U

A 27 A

[ ]
OpenShift §§ Z& ol i3 A2zt AA 2= Aol JdFUT.

OpenShift Container Storage Operator+= openshift-storage 4] ¢} 23] o] o] A x| & 31 2

3 g U t}. OpenShift Q) <ol 4] Operator — 4 3] ¥ Operator = 2l sl A X ¥ Operator
£ Iy

o]u] x| @ <] 2~ E & Operator7} openshift-image-registry u] ¢} 25 o] 20| A X 5] 51 23] 5
Urt}. OpenShift §§ &4 #e] -~ Z828 44 - Z2|2F Operator & 28359 2|~
H *dAE A9y

> 2 H] A 1 openshift-storage.cephfs.csi.ceph.com o] Q= 2EZ X FH2FE AILT
Ut OpenShift 9] £&0A 2E2 A - 2B A FY 25 FY5lA ALE 7153 2EF
A 2@ 2% AP

AHEE ol WA A LEZ A T FT &

o
iy
=
a4
filo
o
oX,
d
W
i)

OpenShift 9§ Z&olA 2g2lx - 97 2§ a9 ¢ FAPUh

3 7 A E £ openshift-image-registry = 44 gt}

of
ey
e
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iy
=
=i
o
o,
filo
iy
JH
o
L
i)
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42

QoA AMI ~EF A ELE]]/‘ £ o A provisioner openshift-
storage.cephfs.csi.ceph.com & A} &3l ~E g% ZYP2E AQF P}

T+ 25 Y o153 AZ AU l: ocsdregistry ).

A

RWX (34 914l = 2= )2 A4 3.

2 2 100GB9] =712 A4 F o}

A4 e 2

A T+ =5 Sd Y ZE 7 Bound = ZAE w7HA] 7yt

T E2F UL LS A= S EH Y oJulA AAEHE 7Y,

Administration -~ Custom Resource Definitions & =2 3},

the imageregistry.operator.openshift.io 753 9129 Config A} &} A 9] 2] 42

Bels 293hh.

=)
)
o
=
o
®
,"l
&
i)
filo
i)
s
L
£

228 12d2 Ao F Wi (PS) - 74 WAL 2T

A T 28 2L ovA AA=E S 7+ 2EHA R F7HE UG-

I Q3 7% 71E storage : Al S A 8t= spec: oA o3 W8S F7HY o

storage:
pvc:
claim: <new-pvc-name>
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d=

et

W 0w gaynh

storage:
pvc:
claim: ocsé4reqistry

= 2 4 E £ openshift-image-registry & A3 gt}

A image-registry-* X =7} Running 3]l 2 %A 5| 3 o] A image-registry-* =7} &
EEEA gy

g

o

ol

A image-registry-* ¥ =& &2

Iy
=
4z
o
T
i
J {
rO
L
L
kY

Volumes(E§) & o}l 2 2= =3} registry-storage EFol| Al 4+ 2§ ZAYH
ARt 2ol A=A AJAFH (el : ocsdregistry ).

6.2. OPENSHIFT CONTAINER STORAGES A& 3t == g 74

OpenShift Container Storage= Prometheus 2 Alert Manager= A ¥ 2UHH =4

o}

o

A

o

U

o] A A o] = w}tz} OpenShift Container StorageS U EH Y 28 o] 2~ &g A& FA T}
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2EeA Frol REsE Pl 4554 FEUh 4 BUHPS AT B
zEeA g3ol YA FAF

Red Hate o] Au| o] e Bz 24 P E ol THUTL AT N gL
OpenShift Container Platform 2 A o] = U E ] dlo|H ZYHH 7lo] =9 djgt nE
A7 SRS FEaA L.

A 27 A

.
OpenShift §§ Z& ol i3 A2zt AA 2= Aol JdFUT.

OpenShift Container Storage Operator+= openshift-storage 4] ¢} 23] o] o] A x| 5| 31 2
3] g t}. OpenShift ¢ &< o] 4 Operator — A X] € Operator = 28] 3}o] A X9 Operator
£ gt

openshift-monitoring 1] ¢ 2=3] o] 29| Operator7} A %] =] 52 4 3§ g 1 c}. OpenShift ¢ =
oA B - Fe2H AR - Z8 2 Operator £ Zelslo] 2H $IAE FQAFY

o}
[ ]

3 2 ) 2] openshift-storage.rbd.csi.ceph.com o] J&= 2E8 A ZH2E AT F A
%Uth. OpenShift 9§ <04 2E8 A - 2EFRA FH2E Y5l AL 7153 2E8 R
A5 AP

Azt
1.
OpenShift §] F&dA YJaz= - FAA Y 27 o] FF ).
2.
I ZAE & Fr}-&2 openshift-monitoring © = A4 3o},
3.
TA W AL FE )
4,

o} 9 A = AL8-351e] Al cluster-monitoring-config 4 §-& A 9 gy}
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/monitoring/index#modifying-retention-time-for-prometheus-metrics-data_configuring-the-monitoring-stack
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235 okl Adlx(<, >)2 AA O = vEFYTHe: BE): 24H == 2~ &2 A]: 40Gi.

u] ¥ 3 g 73 openshift-storage.rbd.csi.ceph.com& A} &3l= 2 Eg R FH2=
storageClassName 2 A g} t}. storageclass 2] o] & o}# o] x| A A o] o)l 5] = ocs-
storagecluster-ceph-rbd ¢ 1 t}.

cluster-monitoring-config -+ %

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
retention: <time to retain monitoring files, e.g. 24h>
volumeClaimTemplate:
metadata:
name: ocs-prometheus-claim
spec:
storageClassName: ocs-storagecluster-ceph-rbd
resources:
requests:
storage: <size of claim, e.g. 40Gi>
alertmanagerMain:
volumeClaimTemplate:
metadata:
name: ocs-alertmanager-claim
spec:
storageClassName: ocs-storagecluster-ceph-rbd
resources:
requests:
storage: <size of claim, e.g. 40Gi>

5.
ARS 2gste] 4 WS AZst AP I IS
As 2l

—_

P EF S el x= nd=HAd=A S,
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a.
2EZA - 7 27 Y 2= o5
b.
2 AE {24 openshift-monitoring 2 = A A g}
C.
5712l 9 EF Fd Ye] Bound AH = Z A EH =4, 371 2] alertmanager-main-* =
gl 27]] 2] prometheus- k8s-* Z=o] AdA o] Q=X Q).
A DA uRigdd 2E X RUEHY
Project: openshift-monitoring «
Persistent Volume Claims
‘ 0 | Pending ‘ 5 | Bound ‘ 0| Lost ‘ Select All Filters S Items
Name T Namespace Status Persistent Volume Requested
@my-mertmanager-maum- @opensnm-momtormg @ Bound @pvc-domzaas-o.:eﬁ-nea- 40Gi
alertmanager-main-0 8feb-023bdfa29edc
@ my-alertmanager-claim- @opensnifl—monitoring ® Bound @ pvc-d0Obell1-Oce6-11ea- 40Gi
alertmanager-main-1 8fed-023bdfa29edc
@ my-alertmanager-claim- @opensnifl—monitoring ® Bound @ pvc-d01acTi7-Oce6-11ea- 40Gi
alertmanager-main-2 8fed-023bdfa29edc
@ my-prometheus-claim- @Dpenshiﬂ-monitoring Q Bound @ pvc-ce290flb-0ceb-11ea- A40Gi
prometheus-k8s-0 8fed-023bdfaz%dc
@ my-prometheus-claim- @Dpenshiﬂ-monitoring Q Bound @ pvec-ce361010-0ceb-11ea- A40Gi
prometheus-k&s-1 Gfeb-023bdfa2%edc
2.
A alertmanager-main-* =7} Running A €] 2 I A5 =4 32l gt}
a.
gz E - Pod % o 53t
b.
A alertmanager-main-* X =& Z2l3to] X AR AR E QA
C.

Volumes(E-&) 714 ol =2 23 &

alertmanager- main-0) = 319} 9 %] }%

ady
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alertmanager-main-* Podol] 9 2€ o+ 2§ Zd Y

Volumes

Name Mount Path SubPath Type Permissions. Utilized By
config-volume /etc/alertmanager/config Read/Write @ alertmanager

ocs-alertmanager-claim /alertmanager alertmanager-db Read/Write @ slertmanager

a.
Al prometheus-k8s-* X =5 F 83l Y= AR PR E sy
b.

Volumes(&&) 7HA ot & 23 &35 BFl A I+ 25 29 Y ():ocs-
prometheus-claim-prometheus- k8s-0) 5 3}1}¢} ¢ 3] 3l+= #9, ocs-prometheus-k8s-0
o] A=A It

prometheus-k8s-* Podol A2 € ¥+ EF Fd ¥

Volumes

Name Mount Path SubPath Type Permissions Utilized By
config-out /etc/prometheus/config_out Container Volume Read-only © rrometheus

ocs-prometheus-claim /prometheus prometheus-db ocs-prometheus-claim- Read/Write @ prometheus
prometheus-k8s-0

6.3. OPENSHIFT CONTAINER STORAGEE ¢ S8 2H &7

el 2H 27 & vl 23] tpg3 OpenShift Container Platform A u] 29 2 28 J AT & AFY
o 2382 272 wxste W A AAF WSS S 2H 27 M EE FES A L.

%7] OpenShift Container Platform vl 3 A] OpenShift Container Storaget= 7]z % 2 T4 5 XA
ok o | OpenShift Container Platform S 2| 2B & =T 4 A123 = U= 7|8 2EA S dFo=

AH2-3H4 o). OpenShift Container Storage<l 4 #] ¢ 5}+= OpenShift Container Storage W ¢ =7
(Elasticsearch)2- %] ¥ 5}l == OpenShift £ 7] (ElasticSearch)e] 7] 2 3+ A& HAF T 4= AFU).
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olel gt AH| 2% ¢ TR 2Ee A Sl P4 YA FAFUT oA @ Fa
Au| 298] 2EE A g7ho] BESE 27 | ZalAcl ol FEE g B Bralslst
EENSEEE SIS

ol A B 2E 98] o #FS Faold 2 BE THAES A S Aol EFU AHA
3l 1] -8-2 OpenShift Container Platform A% A o] 22| 2¥ 27 Fdolg S %34
AlQ.

olg 3 AH| 29| 2B R Fho] £5T 75 Red Hat 27 A Aol ]34 Al L.

6.3.1. 9 2Ed A A

2EgA SY £ olF B 7] i +E AHE-steo] Elasticsearch 22| 259 7 2E# A =
2 3718 #+A4 T 4 &Y. Cluster Logging Operator= o] 2] 3t v 7l =% 7|l 2 Elasticsearch
2289 7 elolE =20 @ J 7 2F 2L AAFUT 62 50 G2 2EU

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "ocs-storagecluster-ceph-rbd”
size: "200G"

o] d Aol A= F 22 Z} do]H :==7} 200GiB 2] ocs-storagecluster-ceph-rbd 2 &€z %] = 2
Aol 47+ E7 ZU YA vRRIGHES A J U 72 7] 2 £33 Y A EA A g
shard EAHZ 2 R & =C o] EX = 3 AHS 7Hssin] @Y T8 A F o7 Q8] F 7l o] ==7}
A= B+ HAHEE 57 5 A5y Elasticsearch £4] 2 F o o 3k AA 3 W] 82 S 2| =H 24
) 9 4] A1 o)X Elasticsearch £-4] 3 J-2 =34 Al L.

storage 555 A=std 712 2B XA A dst= M7t BPHY. & =4
e ey

spec:
logStore:
type: "elasticsearch”
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elasticsearch:
nodeCount: 3
storage: {}

ZAAF NG S 27 +A4S FESAA L.

6.3.2. OpenShift Container StorageS A1 &3l= = S8 2E 27 A4

o] A A ¢] A o] wz} OpenShift Container Storage= OpenShift 22 28 27 ~Eg X 2 74
Ay

Fx

OpenShift Container Storageol 4] 24 & A3 AT v R E 2S5 71X F 9
FUY. 28y 24 S AA A A AR g Foll= o] d 227 A AL Al 227k A
|y

A 27 A

[ ]
OpenShift §§ &l i g B2 A= Ago] JdFYt.

OpenShift Container Storage Operator+= openshift-storage 4] ¢} 23] o] o] A x| 5| 31 &
FHY.

openshift-logging | ¢} 25 o] 20| Z2] =¥ 27 Operator7} A X = 3 A3 g}

Az
1.
OpenShift ¢ 4 2] 91% Fo A Administration -~ Custom Resource Definitions = &
ERER=
2.
A2} A o] 8] A2 A 9] 5 o] X o A ClusterLogging & =23t}
3.
AHERE A 9] glAax Ao QR H oA 9] 2 wljrolA] JA2E X 1Y E A9t AY
Instances ¥} & =8 ‘4 =
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4.
Ze2H 27 Ho|AdA ZH2H 27 AL Y

ol E 2=3617] 93l HolAE A2 AAoF E T AFUH.

YAMLI A the storageClassName 2 3 2 4] %] openshift-storage.rbd.csi.ceph.com2
AH8ste 2E8 A Zd 22 vy storageclass 9] o] & o o] X7F € o 9| A = ocs-
storagecluster-ceph-rbd ¢ 1 t}.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: ocs-storagecluster-ceph-rbd
size: 200G # Change as per your requirement
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *"
collection:
logs:
type: "fluentd”
fluentd: {}

OpenShift Container Storage :==% HII E3 7 ¢ 27 & ]3] daemonset PodE o o
5 =S 5§ oS FUHsEloF gy

spec:
[--]
collection:
logs:
fluentd:
tolerations:
- effect: NoSchedule
key: node.ocs.openshift.io/storage
value: 'true’
type: fluentd
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6.
A 29dUd
AS @A
1.
@7 =5 F ol elasticsearch X =0 vl1g H A=A AP
a.
2EHA - G+ EF FUY 2= ol FH UG
b.
IZZAE & Fr}&2 openshift-logging © = A A3},
C.
YT EF Zd ¢l elasticsearch-* X =9 4Z ¥ Bound JHl = LA H =X &g
Ll
29 6.1. 22 24 A4 H vl
Project: openshift-logging « l k - - A e
Persistent Volume Claims
ing 1 3 Bound 3 Items
Name 1t Namespace Status Persistent Volume Requested
@ ovenshitt-iogaing © Bound @ p+c-09930130-labe-tiea-B421-02Tbateot6 1o 2006
@ ovenshitt-ogging @ Bound @ ovc-09947 00G
@ #t-l0gging © Bound @ 006
2.
Al S8 2H 2A 0] AL FAA RIFH G
a.
Aazre - x=5 YU
b.
3 24 E £ openshift-logging = A4 3t}
C.
A 2 & elasticsearch-* £ =7} Running A 8] 2 XA 5 =% gelghyh
d.
A elasticsearch-* podS Z 8l slo] L& AR JBE gt
e.
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Volumes(Z&) 71A] o}e] & 2= Z 35}l elasticsearch 259 Al G+ 25 Zd (4l
elasticsearch-elasticsearch-cdm-9r624biv-3) 3 A x| 3}= 3 o] A=A A},

T EF Z9Y Y ol =S =935}l PersistentVolumeClaim Overview(7]] &) 5 0] %] o]

al
A 2E#R 2= olge FAF

a1

Elasticsearch Podol 12 d PVelA PV A A AUl & WA sted o &2 74 o]
€] A7+ Abg-slof Tk,

BE HdA ) oz} Elasticsearch d] o] €l & 2HA] 1= % CuratorE A& 4 AUt
S 718 QY2 gHolH RES 7| E7to 7 5A 7 AA 5= Aol THFULL

config.yaml: |
openshift-storage:
delete:
days: 5

Z}A] 8k Y] 82 Elasticsearch d] o] g CurationS IZZ314 A1 2.

Za

T 25 2NN ALste FELEH 275 AR A7 A AT vl E 7ol =9
A =] 2| 7] Zo 4] OpenShift Container Storagecl A 2228 27 $9AE A7 s=
AaE AHgsHl Al L.
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A 27 A

[ ]
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o °l A PL%E Ao Q1= Actions(Y]) =8 th-$ W ol A Add Storage

W 74 HolA A & F s T3S  dFUY
o
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< S99
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QT AH3ke) w2 YAML & A3 sl v £ 2 A AU
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(ZEZA F7HE A9y
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b.
P+ EF FAdYY ol ATFUT.
c.
ReadWriteOnce (RWO) &=+ RWX(ReadWriteMany) 34| =~ 2 = = Ael gt}
31
RROX(ReadOnlyMany)= <] 9 5] A ¢ro v u| &4 a5t}
d.
3= 2EZA 39 27| AP
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' A 8FS =Y FFUY
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Volumes(£F) Z ole| 2 23533 v X o] ALgA7 3 I+ S5 FdAY
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OpenShift Container Platform A 2

238 A ¥ go] A7k YUt} infra node-role o] 2] I &=
RHOCP(Red Hat OpenShift Container Platform) == =
Mol I 239t RHOCP A B 23 g Ha st kst

=} == E X}£3}o] Red Hat OpenShift Container Storage 2] &2 Z <] ¢35} Red Hat

OpenShift Container Storage A 2. A~ 3 ¥

N 2§ AP A1 o] 3o AAglo] 87 Avtol A 2
o

A S FA = A
799 worker =% infraZ d|o]Bo] A H EF == W

o Aol F2FUTh o] WFo] mE
7 AAL F G ge] B 9 Ro] THU

ThoAAE N EE 83T, Gz} e 25 A" AH S FEA 9.

8.1.2xa} & BX

OpenShift Container Storage¢} 37| A& % ol ko g3 e 540 U =9
4] RHOCP °1E}°] HE 2 AH231R] 2=X] 221513 A infra node-role gl o] o] & g sh ). infra
node-role # o] &2 OpenShift Container StorageE 4 3 s5}+=

QEto| EHERE

A3 3= ==9l] OpenShift Container Storage
£ 929 stelslof gtk

node-role.kubernetes.io/infra= o] 2o] XZ FYt}

¢l = 2} = = o 5] OpenShift Container Storage =] 429} o] 2k5l2] ' a NoSchedule effect = A}-&-3}
o] OpenShift Container Storage H| 2 EE F7}3l oF .

node.ocs.openshift.io/storage="true" = H| A EH A FU}

ol=zgl =2 2¥3le] RHOCP B 233 A Hj&
=] 4] OpenShift Container Storage =]

"I o - H
Earat= N Bl —’F AFUT
OpenShift Container Storage A 1] 2~ & A3 3= d] AHEE A=l o] FQ3HHQIE 9 el of
d+= v 25y
spec:
taints:

- effect: NoSchedule

key: node.ocs.openshift.io/storage
value: "true"

metadata:

creationTimestamp: null
labels:
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node-role.kubernetes.io/worker: ™
node-role.kubernetes.io/infra: ™"
cluster.ocs.openshift.io/openshift-storage: "

82 9za =g A7) 93 WA AE

#7314 Machine API7L A 95 = 4% Aot xEg T2 uAY g WA AEe] PS80 Yol 22
Z7baloF St Al 28 APl A4 @ o] Bl 5502 F7hshe e WA, o @] Shw wlx
2 QY Y o dol B2 Frbshe At FARI T F 2% 2% Pod/noded] 9571 wAshA thA|
Pod/:==o] 423 #o] o] gl&Uth

Fx

EC2 #70lA & Zt7t o] 7144 JojolA QZet reg 22 AYstes 74 H
Al €l F 3ol : us-east-2a, us-east-2b, us-east-2c)o] = 2 ). & A OpenShift
Container Storage:= Al 71l o] 9] 7184 G QoA vl £2 A H3lA &5

e M A E S G AGAE AZe o] Do P AAT HAE 2L B S ALE ] =2 A
A 34 o). OpenShift Container Storage A ¥]| A& A3 sl+= d] AU

template:
metadata:
creationTimestamp: null
labels:
machine.openshift.io/cluster-api-cluster: kb-s25vf
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: kb-s25vf-infra-us-west-2a
spec:
taints:
- effect: NoSchedule
key: node.ocs.openshift.io/storage
value: "true"
metadata:
creationTimestamp: null
labels:
node-role.kubernetes.io/infra: ™"
cluster.ocs.openshift.io/openshift-storage: "

83.012g v % Ay

37 ol -] Machine API7} R A5 A] &= 7ot et & =9 A A gaof gt 5 A=
OpenShift Container Storage A ¥] £~ & of ¢F5l+= d] 37 ©]42] RHOCP A =5 AT = o]
of 3} o] gt =0 FE3 CPU ZE w23 &2t Jojof gh. RHOCP A B 233 A v 82
At o] g3
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oc label node <node> cluster.ocs.openshift.io/openshift-storage=""

I oc label node <node> node-role.kubernetes.io/infra=""

9l = g} ;== o] A gk OpenShift Container Storage @] 4~ & o ¢F5} 32 OpenShift Container Storage
ol9lo] & a2 E 7 @35 == a NoSchedule OpenShift Container Storage €] 2 EE F7}35] o}

.

I oc adm taint node <node> node.ocs.openshift.io/storage="true":NoSchedule

9]

node-role node-role.kubernetes.io/worker=""= A A 5} A] v}4]A] 2.

node-role.kubernetes.io/worker="" = 7| 7 5}'2 OpenShift =7 =& ¢}
MachineConfig 2] &2 & o W7 5HA] &+ g £AI7F A = AFU

oju] A| AR A ZF A o] tA] 718 oF Yt node-role node-
role.kubernetes.io/infra="" 2 OpenShift Container Storage €| EE F7}35}H
Aetol SWE A9 27 AHFL 5T F AFUnh
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Iy

2.
Operators — 4 X € OperatorE 22

.

3.
OpenShift Container Storage OperatorE ¢

ofz
4

6.
options(3-41) w479l A Add Capacity (&

7.
2EZA S5 A9y
HDDE A} £31= 7|2 2 B8 A 222 AL3E A4S 2E2 X ZY2E standard= A
AUtk 28y 6 U2 s S 918l SSD 7wk 235 AHE5H] S8 2K A SHEE A

H
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o

O 2EF A -t 37

A OSDe} sl A PVC7F A H Q=% o3},

A= WA E 0SDe] A= »aEw e 33}

OpenShift 9 Z& oA gazc - =2 FYF .

b.
ZZAE Eg}$ 2204 openshift-storage = A& gt}
PVC 4Hl & Ha¥ O3S +3FUd.
a.
OpenShift §§ F&dA 2EZA -~ 7 EF 2d¢d & 293
b.

B

2AE & {9 B2 A4 openshift-storage S A9 3t}

(A9 AL S 2HolA S8 2H AA ¢235i7t 4435t 35 A 0SD ZA 71 43 5HE 0

A OSD =7} A3 =9 =&

i

Ay
I $ oc get -o=custom-columns=NODE:.spec.nodeName pod/<OSD pod name>

q=

i

W o3 2aU T,

I oc get -o=custom-columns=NODE:.spec.nodeName pod/rook-ceph-osd-0-544db49d7f-
grggm

olA QA A A¥d 7zt =0 d3 b3S FPFP
Ou2 F=2 9= 3 A3 52 E0) U3 chroot 317 & gUt}.

$ oc debug node/<node name>
$ chroot /host
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h
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5.
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I $ oc get nodes --show-labels | grep cluster.ocs.openshift.io/openshift-storage= |cut -d' ' -f1

Y32 = - Pod & 839 Al ==9] t}5 Pod”} Running &l 21 %] 3213},
csi-cephfsplugin-*
csi-rbdplugin-*
9.33. 2Eg|A &IF A
OpensShift Container Storageol | == 2 F7}3F & £33 F7lste] 2E2 X 4o Add =

A §3e Sgslok g

65


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/scaling_storage/index#verifying-the-addition-of-a-new-node_rhocs
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/deploying_and_managing_openshift_container_storage_using_google_cloud/index#proc_scaling-up-storage-by-adding-capacity-to-your-openshift-container-storage-nodes-on-aws-vmware-infrastructure_gcp

Red Hat OpenShift Container Storage 4.8 Deploying and managing OpenShift Container Storage using Google Clc
10%. MULTICLOUD OBJECT GATEWAY

10.1. MULTICLOUD OBJECT GATEWAY A r

MCG(Multicloud Object Gateway)+= OpenShift& 73 F Q H A E 2~ €& X Mu| 22, AL&2}7}F AqF
RE XA v oo met 2 uL, o S EHAA -2 v olHE 2 E A& A5t
S+ dHyh

10.2. o] S Al o] A & A}1-8-3lo] MULTICLOUD OBJECT GATEWAY ]| o A 2~

AWS S3& dldo 2 3t B E dlZg Aol == AWS S3 Software Development Kit(SDK)Z A&
ste =8 AHE 5t QHAE Au| 2o A2 5 FUT A EA ]2 MCG 24, NAl 2 7]
2 A2 HA 2 715 A Qs oF FUh Huld = MCG CLIS A8-314 o] AR E AT 5 AdHY
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A 27 A

[ ]
413) Z<2l OpenShift Container Storage Platform

9 470 %) & 5 =S MCG ¥R E AF

&

o|2E LR EFI4AIL.

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg

Fx

NB2aRH RS AHget] A XA RS BAse] AF AT ol
948 AQFUD. o2 58 g By

IBM Power Systems<¢] 739 t}2 43 2 AF8-3HU .

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-ppc64le-rpms

(o}

IBM Z Q1 :=e}o] 79 oo 992 AHg g Th

tllo

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms
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& += Download RedHat OpenShift Container Storage( RedHat OpenShift Container
Storage t} ¢ = =) #H o] R 9] 1= OpenShift Container Storage RPMol| 4] mcg 3| 7] X & A =]
g FE dFYLL

The F A g o B B4, A2 7] % A S AA 2 F]o) AT F g

10.2.124. “g ] d 9] 4] Multicloud Object Gateway<l] A £~

10.2.24. “MCG = 3 = <l g 3] o] 2] 4] Multicloud Object Gatewayol] o} 4] 2~

7H 528 AL AR 3ta] MCG B A oA &
o 10.1. oj| A

Fd}o] A E o] =] A o] A o] hitps://<bucket-name>.s3-openshift-

storage.apps.mycluster-cluster.qe.rh-ocs.comeol] o x| 2~ 3}&] 3 3}= 7 ¢

a 71 4] <bucket-name> & MCG 8] 7l 9] o] ¢}

o : https://mcg-test-bucket.s3-openshift-storage.apps.mycluster-
cluster.ge.rh-ocs.com

mcg-test -bucket.s3-openshift-storage.apps.mycluster-cluster.qe.rh-ocs.com
ol A 83 ]|~ E 7}2] 712 A DNS &=o] H 2 3}

2ol AE o) ZF Ao Ho] 7 521 2Eel S A1g-ato] MCG WA & 77 =%
DNS &= o] PN
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10.2.1. gl u]d o] 4] Multicloud Object Gatewaye<l] 2 4] 2~

Az

describe %2 A8 a1 o)A~ 7](AWS_ACCESS_KEY_ID 3}) 2 A| 2% A A 7]
(AWS_SECRET_ACCESS_KEY %})2 ¥ 33t MCG 24| t3 ns Bt}

I # oc describe noobaa -n openshift-storage

=
=

flo

o

g3 fA oL

Name: noobaa
Namespace: openshift-storage
Labels: <none>
Annotations: <none>

API Version: noobaa.io/vialphal
Kind: NooBaa

Metadata:
Creation Timestamp: 2019-07-29T16:22:06Z
Generation: 1
Resource Version: 6718822
Self Link: /apis/noobaa.io/vialphal/namespaces/openshift-storage/noobaas/noobaa
ulD: 019cfb4a-b21d-11e9-9a02-06¢c8de012f9%e
Spec:
Status:
Accounts:
Admin:
Secret Ref:
Name: noobaa-admin
Namespace:  openshift-storage
Actual Image: noobaa/noobaa-core:4.0
Observed Generation: 1
Phase: Ready
Readme:

Welcome to NooBaal!

NooBaa Core Version:
NooBaa Operator Version:

Lets get started:
1. Connect to Management console:
Read your mgmt console login information (email & password) from secret: "noobaa-admin".

kubectl get secret noobaa-admin -n openshift-storage -o json | jq ".data|map_values(@base64d)’'
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Open the management console service - take External IP/DNS or Node Port or use port
forwarding:

kubectl port-forward -n openshift-storage service/noobaa-mgmt 11443:443 &
open https://localhost:11443

2. Test S3 client:

kubectl port-forward -n openshift-storage service/s3 10443:443 &

NOOBAA_ACCESS_KEY=$(kubectl get secret noobaa-admin -n openshift-storage -o json | jq -r
'data.AWS_ACCESS_KEY_ID|@base64d')

NOOBAA_SECRET_KEY=$(kubectl get secret noobaa-admin -n openshift-storage -o json | jq -r
".data.AWS_SECRET_ACCESS_KEY|@base64d')

alias s3="AWS_ACCESS_KEY_ID=$NOOBAA_ACCESS_KEY
AWS_SECRET_ACCESS_KEY=$NOOBAA_SECRET_KEY aws --endpoint https://localhost:10443 --
no-verify-ssl s3'

s3ls

Services:
Service Mgmt:

External DNS:
https://noobaa-mgmt-openshift-storage.apps.mycluster-cluster.qe.rh-ocs.com
https://a3406079515be11eaa3b70683061451e-1194613580.us-east-

2.elb.amazonaws.com:443

Internal DNS:
https://noobaa-mgmt.openshift-storage.svc:443

Internal IP:
https://172.30.235.12:443

Node Ports:
https://10.0.142.103:31385

Pod Ports:
https://10.131.0.19:8443

serviceS3:

External DNS: €)
https://s3-openshift-storage.apps.mycluster-cluster.qe.rh-ocs.com
https://a340f4e1315be11eaa3b70683061451e-943168195.us-east-2.elb.amazonaws.com:443

Internal DNS:
https://s3.openshift-storage.svc:443

Internal IP:
https://172.30.86.41:443

Node Ports:
https://10.0.142.103:31011

Pod Ports:
https://10.131.0.19:6443

o 4] 2 7] (AWS_ACCESS_KEY_ID %})

69



Red Hat OpenShift Container Storage 4.8 Deploying and managing OpenShift Container Storage using Google Cl¢

Al A8 AA 2 7] (AWS_SECRET_ACCESS_KEY 3})

oc describe noobaa & 9] Z8 o= A& 7Fsd U5 2 2|58 DNS o] 5] Y&EH
Yt} Ul i DNSE ALg-3t= A% EATY 2 AHE 75U . 95 DNS+= Load
Balancing S Al-8-3to] E& S A3tz A 7HF v 8] JF5U.

10.2.2. MCG 4 & = 2l E] 3] o] 2] A Multicloud Object Gatewayel] 2 4] 2~

A 27 A

[ ]
MCG {3 = g o] =5 ==y

i)

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg
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IBM Power Systems<¢] 739 t}2 432 A8

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-ppc64le-rpms

o
IBM Z Q1 3zeke] 7% thg 33 2 At
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I noobaa status -n openshift-storage

=
=]

g3 fA oL

flo

o

INFO[0000] Namespace: openshift-storage

INFO[0000]

INFO[0000] CRD Status:

INFO[0003] Exists: CustomResourceDefinition "noobaas.noobaa.io"
INFO[0003] Exists: CustomResourceDefinition "backingstores.noobaa.io"
INFO[0003] Exists: CustomResourceDefinition "bucketclasses.noobaa.io"
INFO[0004] Exists: CustomResourceDefinition "objectbucketclaims.objectbucket.io"
INFO[0004] Exists: CustomResourceDefinition "objectbuckets.objectbucket.io"
INFO[0004]

INFO[0004] Operator Status:

INFO[0004] Exists: Namespace "openshift-storage”

INFO[0004] Exists: ServiceAccount "noobaa"

INFO[0005] Exists: Role "ocs-operator.v0.0.271-6945f"

INFO[0005] Exists: RoleBinding "ocs-operator.v0.0.271-6g45f-noobaa-fvpj"
INFO[0006] Exists: ClusterRole "ocs-operator.v0.0.271-fjhgh"

INFO[0006] Exists: ClusterRoleBinding "ocs-operator.v0.0.271-fjhgh-noobaa-pdxn5"
INFO[0006] Exists: Deployment "noobaa-operator"

INFO[0006]

INFO[0006] System Status:

INFO[0007] Exists: NooBaa "noobaa"

INFO[0007] Exists: StatefulSet "noobaa-core"

INFO[0007] Exists: Service "noobaa-mgmt"

INFO[0008] Exists: Service "s3"

INFO[0008] Exists: Secret "noobaa-server"

INFO[0008] Exists: Secret "noobaa-operator”

INFO[0008] Exists: Secret "noobaa-admin”

INFO[0009] Exists: StorageClass "openshift-storage.noobaa.io"

INFO[0009] Exists: BucketClass "noobaa-default-bucket-class"

INFO[0009] (Optional) Exists: BackingStore "noobaa-default-backing-store"
INFO[0010] (Optional) Exists: CredentialsRequest "noobaa-cloud-creds”
INFO[0010] (Optional) Exists: PrometheusRule "noobaa-prometheus-rules”
INFO[0010] (Optional) Exists: ServiceMonitor "noobaa-service-monitor"
INFO[0011] (Optional) Exists: Route "noobaa-mgmt"

INFO[0011] (Optional) Exists: Route "s3"

INFO[0011] Exists: PersistentVolumeClaim "db-noobaa-core-0"

INFO[0011] System Phase is "Ready"

INFO[0011] Exists: "noobaa-admin”

e #
#- Mgmt Addresses -#
e #

ExternalDNS : [https://noobaa-mgmt-openshift-storage.apps.mycluster-cluster.ge.rh-ocs.com
https://a3406079515be11eaa3b70683061451e-1194613580.us-east-2.elb.amazonaws.com:443]
ExternallP : ]

NodePorts : [hitps://10.0.142.103:31385]

InternalDNS : [https://noobaa-mgmt.openshift-storage.svc:443]

InternallP : [https://172.30.235.12:443]

PodPorts : [https://10.131.0.19:8443]
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e #
#- Mgmt Credentials -#
e #

email :admin@noobaa.io
password : HKLobH1rSuVUOI/soulkSiA==

H--mmmmmemeee #
#- S3 Addresses -#
H--mmmmmemeee #

ExternalDNS : [https://s3-openshift-storage.apps.mycluster-cluster.ge.rh-ocs.com
https://a340f4e1315be11eaa3b70683061451e-943168195.us-east-2.elb.amazonaws.com:443]
ExternallP : ]

NodePorts : [hitps://10.0.142.103:31011]

InternalDNS : [https://s3.0penshift-storage.svc:443]

InternallP : [https://172.30.86.41:443]

PodPorts : [https://10.131.0.19:6443]

Ho-mmmmmem e #
#- S3 Credentials -#
- #

AWS_ACCESS_KEY_ID  :jVmAsu9FsvRHYmfjTiHV

©

AWS_SECRET_ACCESS_KEY : E//420VNedJfATvVSmDz6FMtsSAzuBv6z180PT5c¢

e #

#- Backing Stores -#

R #

NAME TYPE TARGET-BUCKET PHASE AGE

noobaa-default-backing-store aws-s3 noobaa-backing-store-15dc896d-7fe0-4bed-9349-
5942211b93c9 Ready 141h35m32s

Ho-mmmmm e #

#- Bucket Classes -#

- #

NAME PLACEMENT PHASE AGE

noobaa-default-bucket-class {Tiers:[{Placement: BackingStores:[noobaa-default-backing-store]}]}
Ready 141h35m33s
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2]

oA 2= 7]

©

REEE B,

ol A A Z| Aol Al AA3L7] S8 &
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m
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A, AA 2 7] B HE A X 7] 7F oo ot

o] 10.2. o A

AWS S3 CLI7} el Z2] Al o] A<l 7% v ¥ % -2 OpenShift Container Storage<] ¥ % & <
.

AWS_ACCESS_KEY_ID=<AWS_ACCESS_KEY_ID>
AWS_SECRET_ACCESS_KEY=<AWS_SECRET_ACCESS_KEY>
aws --endpoint <ENDPOINT> --no-verify-ssl s3 Is

10.3. MULTICLOUD OBJECT GATEWAY CONSOLE-¢] d] gt A}-&-2} A 2 5] &

AHg-#Ho) Al Multicloud Object Gateway Consoleol] A 23 4= Q== 3l W A2/ O3 =4S

F=aleA FAFUT.

A}8-A4= cluster-admins 25 &Yt

218 A= system:cluster-admins 714 189 d&UTh

A 27 A

[ ]
24138 32l OpenShift Container Storage Platform.

Multicloud Object Gateway Z& ol o 3+ A A 25 431
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U,

e

Ze2HolA e BAE &1 5

[e]

cluster-admins 152 954t}
I # oc adm groups new cluster-admins
152 cluster-admin < gtoj] vl g o).
I # oc adm policy add-cluster-role-to-group cluster-admin cluster-admins

cluster-admins 25 ol 4| A-8-2+5 F7131 7Y A A 5] Multicloud Object Gateway &
o g A 22 A o] FUth.

cluster-admins 15 9] A-8-25 F718t8 W b3S F3F .
I # oc adm groups add-users cluster-admins <user-name> <user-name> <user-names...

o] 7] 4] <user-names> & 713 ALg-A19] o] 94U

cluster-admins 15l Al- &4} Al EZ F713l= 7 ¢ OpenShift
Container Storage i A] B =0]] A A 28 = A== A & F71H AHEAS
cluster-admin & & v} g a & 9 7} Q&Y.

cluster-admins ZZ {5 oA AL&AE Al AsIHE 32 A FU .

I # oc adm groups remove-users cluster-admins <user-name> <user-name> <user-
names...

o] 7] A <user-name> 2 A AT ALgAH9] o] YUY

o
ol
L
)

—_

OpenShift §§ Z< ] A Multicloud Object Gateway Consolecl g A = @A 3lo] U&= A}
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A= 2aAgqF Y.

2.
2EFXA - /M8 - BAE =& - Multicloud Object Gateway 2 = £ A&l g},
3.
Multicloud Object Gateway Consoled]| 4] A A 2 d3sto] Y= FTL S AL A= Z222AF
c}.
4.

Allow selected permissions (X2 3 A3 5] 8)

i
il
i)
d
L
i)

10.4. slo] ¥ 2] = == MULTICLOUD & ~&3g A g &2 F7}

10.4.1. A @1 A &4 A

OpenShift Container Storageol A A W] A A A2 AA s H o2 A2 AL A L.

A 27 A

[}
OpenShiftol o 2 22} 4] .

Azt
1.
OpenShift §] Z&2] 9% oA Operators —~ A x| Operator & 2 sto] A€
OperatorE 213 ).
2.
OpenShift Container Storage OperatorS =2 3},
3.
OpenShift Container Storage Operator s|o]X|o| X ¢ EZF ~ 3 E327 WY A F 4 LS
e =
4,
Create Backing Store (¢ A &4 wE7])2 23}
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76

29 10.1. 9 A F 4 Fo]A] 7= 7]

Red Hat

2 Administrator

Project: openshift-storage v

OpenShift Container Storage > Create Backing Store

Create new Backing Store

You are logged in as a temporary administrative user. Update the cluster QAuth configuration to allow others tolog in.

Create New Backing Store(A] ® ] &4 AA) H o] R A t}3S 53 ).

EEEEEOEEE

Ao A
N=FAE 2. o] = A

d
k3
T

SFoe S50l A Secret (N 23)S A ALY 2/ B PP e
734 Credentials(44 5%) 2712 A% sto] g Az8e 49T+ A&Uch

OCP 1.t A A o] o] & AHA| g U] -&-2 Openshift Container Platform 24 4] ¢] 1 ¢t

A AR S FEsH A L.

Zt Wi Q] A G Lo = & Heto] gt 54 wig] A 4o g AR A
g ZAAI S U] 82 10.4.24. “MCG B &H = Q1 HH o] 2 & A3l sto]H = =
Multicloudg 2538 A g &2 F7P° &

AE G2 4A Q.

FAzot3 YAMLS AHg-ste] 2Ee]A) 2 22 57}


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/authentication_and_authorization/index#identity-provider-creating-secret_configuring-basic-authentication-identity-provider
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o] W]++& Google Cloud 2 22 PVCE A 9|3 & FF A9 &0l
AFU

a4 ML FAFI T A MR 94 FeE |z
~EAA QYT MCG7H Al 200 o] AL AFE S 5 Y-S AAFE

Ut
6.
Create Backing Store (¢ A &4 wE7])2 2}
S 9A
1.
Operators — 41X ¥ OperatorsE = 3},
2.
OpenShift Container Storage OperatorS = g},
3.

A ) A g aE AASAL M Aga DS Seste] RE Q] AFAE ST

10.4.2. MCG ¥ B = U HH o] & AH§-5}o] sto] He| = = Multicloud 8§ =& A] 2|42 F7}

MCG(Multicloud Object Gateway)+= Z&}-9-= &
| Eat= A Eat- R g n R

2l

2ot S 2FH AA A HolHE XFste T2

MCGel A AH8-8 4 Q= wq] 2= A F7balof Fth

W fPol wet o AR F S At My 2EAS AT + A5

AWS A WY A F4s st d £ F=xs4A 2. 10.4.2.14. “"AWS A ¢ 9] 9] A 4
A7

IBM COS x| i} AAFAAE AAsEA 2 X544 2.10.4.2.24. “IBM COS A
Wel Ak AR
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[ ]
Azure A B¢ AFAE AASEE & FXsH4 A1 L. 10.4.2.34. “Azure A & W ¢ A%
_/}_/‘g}\ ”
[ ]
GCP ] M A FAE AAsEH & FX4 A1 £2.10.4.2.44. “GCP A g W] A4
Ag}\o!!
[ ]

22 37 2F AL 9 AZEE AAsEE duS FxsAA 2. 104.258. “24 G+

2F g MY Aga A4

VMware vl ¥ 2] 73$- 10.4.34. “s3 5 31 Multicloud Object Gateway ¥ ¢] A4 A4 2 AYHY
o}

10.4.2.1. AWS A 9 W] A Z4 AA
ALA @ 7 AL

[ ]
MCG(Multicloud Object Gateway) 5 # = Qg3 o] 22 g2 =gt}

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg
AB2ahe B At B TA RS 24367 9§ A" of

7192 & A gUG. A S 5] IBMZ 1229 Z5 v 9% S Ayt

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms

& = https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesol] ¢+ OpenShift Container Storage RPM<l| A meg #| 71X & A x| &

SE ggyth

ol e A ol e} Lule AE WYL AY g

L


https://access.redhat.com/downloads/content/547/ver=4/rhel---8/4/x86_64/packages
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MCG ¥ %= A=A g3 ¥HF S 23 F

noobaa backingstore create aws-s3 <backingstore_name> --access-key=<AWS ACCESS
KEY> --secret-key=<AWS SECRET ACCESS KEY> --target-bucket <bucket-name> -n
openshift-storage

<backingstore_name> & W] A A4 2] o]F 0 7 ujF ).

<AWS ACCESS KEY> 2 <AWS SECRET ACCESS KEY> £ o] 222 9]3] 414 3 AWS
AM2 7] ID R A= A2 712 vpEYh

<bucket-name> & 7]& AWS H| 7l o] &0 2 ulF Yt} o] 214+ Multicloud Object
Gatewayell ¥ ¢} A F Aol U/ Z1 02 AHES B Z 3 1 g-Jol= dHlo|g 2E2 X 4 A
A A7 o

=9

e fAbE o

flo

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "aws-resource"
INFO[0002] Created: Secret "backing-store-secret-aws-resource”

<
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apiVersion: v1
kind: Secret
metadata:
name: <backingstore-secret-name>
namespace: openshift-storage
type: Opaque
data:
AWS_ACCESS_KEY_ID: <AWS ACCESS KEY ID ENCODED IN BASE64>
AWS_SECRET_ACCESS_KEY: <AWS SECRET ACCESS KEY ENCODED IN BASE64>

Base64= A2l #}A] AWS A2 7] ID @ A 33 AM A 7|12 A5} A=Y
3| oF 5}7 <AWS ACCESS KEY ID ENCODED in BASE64> 2 < AWS SECRET ACCESS
KEY ENCODED in BASE64> tj Al 2 32 A}&-3]of 3t}
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<backingstore-secret-name> 2 313 o] 52 =2 vl U}

I

3 M A gzl thal e YAMLS 2 $-ghch.

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: bs
namespace: openshift-storage
spec:
awsS3:
secret:
name: <backingstore-secret-name>
namespace: openshift-storage
targetBucket: <bucket-name>
type: aws-s3

<bucket-name> & 7]1& AWS 1]l o] & ° 2 np3gt}. o] 214 Multicloud Object
Gatewayell ¢} A F 4ol O/ HZ 02 AHSS B3 1 gJo= dlolg 22X 9 &
gl o] XA g .

<backingstore-secret-name> 2 o] @A o] x| WAk B QO] o] F O = vlrU ).

—

10.4.2.2. IBM COS A1 W ¢ = 7F4 A

A 27 A

[ ]
MCG(Multicloud Object Gateway) W= = 21 H

RS

3

o]~

i

gez=3.

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg
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NEZIRN BeIAE ALEate] 2 ¥4 Bel 2 B4 g AL of
AR E AQ TS 2 59 & 2HUh

IBM Power Systems2] 7
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I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-ppc64le-rpms

o
IBM Z 2l3ehe] 7§ ohe 9 2 AHs o

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms

I = https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesel] 21+ OpenShift Container Storage RPMoil -] mcg 37| x| & A x| &
& J&Uh

=31
olF el A o] we} 2ulE A E WAL APy

MCG ¥ %= A 2NN g3 FHF S 23 FU

noobaa backingstore create ibom-cos <backingstore_name> --access-key=<IBM ACCESS
KEY> --secret-key=<IBM SECRET ACCESS KEY> --endpoint=<IBM COS ENDPOINT> --
target-bucket <bucket-name> -n openshift-storage

<backingstore_name> & # ¢} A F 49 o] 5o = HlF )

<IBM ACCESS KEY>, <IBM SECRET ACCESS KEY>, <IBM COS ENDPOINT> &
IBM < 4 2 7] ID, A| 212 A1 2 7] 2 71 IBM B2 9130 gk alg A9 A= ¥el
=z uFyh

IBM 2204 91e] 712 A4 st o wiRol da Al = 32 S92 A4e
£ 59 HMAC 915 A 18 E el of gth
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<bucket-name> 2 7] IBM v 7l o] &2 2 ulF Ut} o] 214~ Multicloud Object
Gatewayoll @] 220l 4 W7 02 ALE S WA} 1 thgol= tlole 2EeA o &
2ol A Al g},

=
=]

flo

o

g3 fA oL

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "ibm-resource"
INFO[0002] Created: Secret "backing-store-secret-ibm-resource”

<
>
=
-
filo
>
op
P,L
2
[>
i
)
N
)
B>
>
i
4
N
"
4>
k1
X0
o)
L
v

apiVersion: v1
kind: Secret
metadata:
name: <backingstore-secret-name>
type: Opaque
data:
IBM_COS_ACCESS_KEY_ID: <IBM COS ACCESS KEY ID ENCODED IN BASE64>
IBM_COS_SECRET_ACCESS_KEY: <IBM COS SECRET ACCESS KEY ENCODED IN
BASE64>

Base64= A1-231o] Z1A] IBM COS A2 7] ID @ v A A 7| E A Fatal ¢1+Eg
&j o} 3} <IBM COS COS 7] ID ENCODED IN BASE64> ¥ <IBM COS SECRET
ACCESS KEY ENCODED IN BASE64> O 2l A 3= AF-g&3joF g4t}

<backingstore-secret-name> 2 3173 o] 52 =2 vl

I

3 Mg AFsel ds] o5 YAMLS 8- 3o

apiVersion: noobaa.io/vialpha1
kind: BackingStore
metadata:

finalizers:

- noobaa.io/finalizer

labels:

app: noobaa

name: bs

namespace: openshift-storage
spec:
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iomCos:
endpoint: <endpoint>
secret:
name: <backingstore-secret-name>
namespace: openshift-storage
targetBucket: <bucket-name>
type: ibm-cos

<bucket-name> < 7] IBM COS ¥ 7 o] & © 2 u}#t}. o] ¢14E= Multicloud
Object Gatewayel] ¥ ¢} A 4ol Ul WA 22 ALE S ¥ 713 1 o3l = dH ol &7
A 4 2]l A A}

<endpoint> £ 7% IBM ¥l o] 2] 1A o) sl sl Ao Bhoz uFh o] o

T WM A FAA4 ALL3 Q= ¥ ¢ EE Multicloud Object Gatewayel] x| A 3132 1 o}

A oy 2k A 2 A AAFUG.

<backingstore-secret-name> 2 o] A @A o] x| WA B QO] o] F O = vlry ).

10.4.2.3. Azure | W A &4 AA

A 87 A

gez=gn.

i

£

MCG(Multicloud Object Gateway) H & = Q1 g o] =~

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg

3

NBAIPA BAE Aol HEA RS BAsa] B AL
N2 AFFLh ol 2 Sof IBMZ AZehe] 45 the 932 AHgFch
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I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms

I = https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesol] 9= OpenShift Container Storage RPM<| A meg #| 71X & A x| &

F= gy
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Fx

ol71 el ol whe} SutE A F WP

tlo
2o
i)
i)
L
fu)

=R
1.
MCG ¥ 3= g0l =oA b3 ¥F S A3 FUt
noobaa backingstore create azure-blob <backingstore_name> --account-key=<AZURE
ACCOUNT KEY> --account-name=<AZURE ACCOUNT NAME> --target-blob-container
<blob container name>
a.
<backingstore_name> & W ¢ A 49 o]0 2 vl
b.
<AZURE ACCOUNT KEY> % <AZURE ACCOUNT NAME> £ o] E3 2 93] A
3t AZURE AR 7] 9 AR o] F 2= vy
C.
<blob ZAEl o] o] &> & 7]= Azure Blob ZH| o] o] F 2% nlg Ut o] A&
Multicloud Object Gatewayeol] ¥ ¢} A 4o dF HZl o & ALE3 v A3 1 -39 = H
olf 2Eg A 2 g AA T
92 oS3 AR oL
INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "azure-resource”
INFO[0002] Created: Secret "backing-store-secret-azure-resource”
YAMLS AHg3to] 2B A 2428 3718 S5 dxun

apiVersion: v1

kind: Secret

metadata:
name: <backingstore-secret-name>

type: Opaque

data:
AccountName: <AZURE ACCOUNT NAME ENCODED IN BASE64>
AccountKey: <AZURE ACCOUNT KEY ENCODED IN BASE64>
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a.
Base64= AH8-sto] Al Azure AR ol 53 AR 715 AFstaL AP 3| oF 51
<AZURE ACCOUNT NAME ENCODED IN BASE64> 2 < AZURE ACCOUNT KEY
ENCODED IN BASE64> t A 4 35 AH8-3 oF g}

b.
<backingstore-secret-name> & 3 §-3F o] 20 2 vl
2.
54 W A4 dis] o3 YAMLS 2834t}
apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: bs
namespace: openshift-storage
spec:
azureBlob:
secret:
name: <backingstore-secret-name>
namespace: openshift-storage
targetBlobContainer: <blob-container-name>
type: azure-blob
a.
<blob-container-name> < 7] Azure Blob A H| o] o] &2 & ulfFt}. o] Q4=

Multicloud Object Gatewayeol] ¥ ¢} A 40 dd HZl o & ALE3 WA 3 1 -39 = H
olf Z2EgX 9 Az A}

<backingstore-secret-name> S o] Z @A oA A g B QL] o] F o= vl

10.4.2.4. GCP A W A4 WA

A 27 A

ez =g

i

MCG(Multicloud Object Gateway) H & = Q1 g o] =~

3

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg
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AB2THA AYAE AHR5le] P ZA EH S B4 3517] 913 AT of
719 A = QA FUTh o = Eo] IBMZ Q1 =2 AL the HH S ALt

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms

I = https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesol] ¢+ OpenShift Container Storage RPM<| A meg #| 71X & A x| &
& JFUh

2
N
)
R
2
R}
A
fifo
=z
fu
Y
K
2t
ol
o
2
i)
i)
v
i)

MCG ¥ % = A=A g3 ¥HF S 23 Fd

noobaa backingstore create google-cloud-storage <backingstore_name> --private-key-json-
file=<PATH TO GCP PRIVATE KEY JSON FILE> --target-bucket <GCP bucket name>

<backingstore_name> S # ¢} 49| o] 5o = HlF )

<PATH TO GCP PRIVATE KEY JSON FILE> & o] 232 93] A= GCP 71121 7]
o A== vpEY

<GCP 1|7) o] &> & 7]& GCP QHAE 2 E7] A 02 o] o2 upi Ut o] A5
Multicloud Object Gatewayoll ¥ ] A 2o tlF vzl o2 A12-3 WA 3 1 g3 = o
ole 2Eg A 2 g AA T

=
=]

g3 fA oL

flo

o

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "google-gcp"
INFO[0002] Created: Secret "backing-store-google-cloud-storage-gcp”
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<
>
=
-
o
>
ob
P,L
£
>
ft
Ac)
N
A)
B
>
i
i
N
@
-
il
¥°
oy
L
v

apiVersion: v1
kind: Secret
metadata:
name: <backingstore-secret-name>
type: Opaque
data:
GoogleServiceAccountPrivateKeyJson: <GCP PRIVATE KEY ENCODED IN BASE64>

Base642 AL&-3to] AHA] GCP Al 2 A4 A<l 712 AFatw A2 sl of 3
<GCP PRIVATE KEY ENCODED IN BASE64> 4l 4= AFg-3) oF g},

<backingstore-secret-name>2- 31 -3 o] 52 = HlF ).

=4 me] Agiol el o YAMLS 2 83

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: bs
namespace: openshift-storage
spec:
googleCloudStorage:
secret:
name: <backingstore-secret-name>
namespace: openshift-storage
targetBucket: <target bucket>
type: google-cloud-storage

<target bucket> & 7] Google =% A] #|Zl 2 2 ulF1t}. o] 214+ Multicloud
Object Gatewayol] ¥l ¢} #7240 i BiZ o2 AL W3 I g3l Holg 2k
2 2 e o] A g ot

<backingstore-secret-name> S o] d @A oA A g B QL] o] F o= vl U ).

—
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10.4.25. 22 I 2F 9 WM AL AA

A 27 A

[ ]
[}

MCG(Multicloud Object Gateway) 3= = 21 H 3 ez},

i

£

o]~

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms

[
o = https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/packagesol] ¢+ OpenShift Container Storage RPM<| A mecg #| 71X & A x| &
& JFUh
=31
ol7lel ol utet LutE AFE WIS AUt
Az

MCG ¥ % = A I 2NN g3 ¥HF S 23 F

noobaa backingstore create pv-pool <backingstore _name> --num-volumes=<NUMBER OF
VOLUMES> --pv-size-gb=<VOLUME SIZE> --storage-class=<LOCAL STORAGE CLASS>

<backingstore_name> S 9 ¢} 49| o] 5o = HlF )

i
lls
A
rg
[

<NUMBER OF VOLUMES> = A sd+= 2F =2 vty Jth. 85 ¢+
=8 A 7} $3EU .

<VOLUME SIZE> £ 7} 259 94 27] (GB)= &t
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ocs-storagecluster-ceph-rbdE Al-&-3l= o] AZH= 22 228 A FYP==
<LOCAL STORAGE CLASS> £ v}#4Yt}.

=
=]

e Ak o

flo

o

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Exists: BackingStore "local-mcg-storage”

e

YAMLE AHg-5te] 2524 2)a2g F7}

I

3 g Aol vl T YAMLS 2 83t

apiVersion: noobaa.io/vialpha1
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <backingstore_name>
namespace: openshift-storage
spec:
pvPool:
numVolumes: <NUMBER OF VOLUMES>
resources:
requests:
storage: <VOLUME SIZE>
storageClass: <LOCAL STORAGE CLASS>

type: pv-pool

<backingstore_name> & W] A A4 2] o]0 7 ujF ).

b.
<NUMBER OF VOLUMES> £ AAsld = 285 F2vFUY. 85 FE &dd &
227t 4.
C.
<VOLUME SIZE> £ Z} 859 "4 =7|(GB)Z vlEFY . & G= A o oF Y
o}
d.

ocs-storagecluster-ceph-rbdE Al-&-3l= o] AZH= 22 222 A FYL==
<LOCAL STORAGE CLASS> £ v}#4Yt}.
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10.4.3. s3 5.3l Multicloud Object Gateway W] = 744 A A

Multicloud Object Gateway+= S3 33l o VA E ~E X E M # 34 (o : Red Hat Ceph
Storage2] RADOS Gateway)= A8 4= 9l &yt b3 2 X9 A = Red Hat Ceph Storage<]
RADOS 7l o] E g o] o] i3] S3 53 Multicloud Object Gateway ¢} A Z 4= AA = HHS HoAF
Yl RGWE uj £ 1] Openshift Container Storage Operatori= Multicloud Object Gatewayel oj gt
S3 s AALE AFOE AAF Y

Az

MCG(Multicloud Object Gateway) ™ & = 21 g 9] o] 20| 4] t}-3- NooBaa 4 % & 23§
t}.

noobaa backingstore create s3-compatible rgw-resource --access-key=<RGW ACCESS
KEY> --secret-key=<RGW SECRET KEY> --target-bucket=<bucket-name> --endpoint=
<RGW endpoint>

<RGW ACCESS KEY> 2 <RGW SECRET KEY> & 714 221 RGW A}&-#} A| =281
ol F2 AHgatel the BF L AW It

I oc get secret <RGW USER SECRET NAME> -0 yaml -n openshift-storage

Base64ol A A2 7] ID9} AA| 2 7|5 f IG5 74

L

Ut

<RGW USER ACCESS KEY> ¥ <RGW USER SECRET ACCESS KEY> & o]|d ¢
Al A4 g T H ol el = ukg Lt

<bucket-name> 2 7] RGW u| 7l o] &2 & ulF Ut} o] 214+ Multicloud Object
Gatewayell "l ¢} #|7g4o] A7 viZl o2 ALE S B2 I g3l = Holg 2E2 A 9 &
o] A Al gt

<RGW Al =¥ E> & 714 2 2'H RADOS 7| A] Alo]E9e] S3 EFH AM 25 F=x3}

Z9e e fAEU

INFO[0001] Exists: NooBaa "noobaa"
INFO[0002] Created: BackingStore "rgw-resource"
INFO[0002] Created: Secret "backing-store-secret-rgw-resource”
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YAMLS ALg-5to] M¢] 4448 44 5= A5

CephObjectStore A}-8-25 w5t} o] 27 5l RGW Q15 AW 7 x3H HAL: AAH
Yt

apiVersion: ceph.rook.io/v1
kind: CephObjectStoreUser
metadata:
name: <RGW-Username>
namespace: openshift-storage
spec:
store: ocs-storagecluster-cephobjectstore
displayName: "<Display-name>"

<RGW-Username> 9 <Display-name> & 313 A} %} o] & & R A] o] 502 ulF

Ut

S3 s 8 W] A 4o o3 YAMLS 3 83

apiVersion: noobaa.io/vialpha1
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <backingstore-name>
namespace: openshift-storage
spec:
s3Compatible:
endpoint: <RGW endpoint>
secret:
name: <backingstore-secret-name>
namespace: openshift-storage
signatureVersion: v4
targetBucket: <RGW-bucket-name>
type: s3-compatible

<backingstore-secret-name> 2 o]z @A o A CephObjectStore = A H A|= 3
o] §o 2 uFL k.

<bucket-name> 2 7] RGW H| 7l o] &2 & ulF Ut} o] 214+ Multicloud Object
Gatewayol M ¢ A g2ol Ul MZ 02 ALE S WA 2 Lol HlolE 25w 2 &
2] o A A g o
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<RGW Al =¥ E> & 714 2 2'H RADOS 7| A] Alo]E9e] S3 EFH AM 25 F=x3}

HA L.

10.4.4. X187} AE o] 2E A18-5] So]He]= 2 Multicloud s =& A) 2 22 37}
23

OpenShift Storage £& oA 2E2]X - /18 - 2B A E & - Multicloud Object
Gateway 3= Z ).

ol o] 7z BAE AZ] 4 Resources(z]a2 ) 9L AUt A YA = B=2oA =
A9

e it FME s

RED HAT

NOOBAA Resources

Pools Cloud Storage o Namespace Resources
No resources 2 resources | 2 services No resources
Pools Cloud Storage Namespace Resources

Q Filter by name or region All Resource Types v Add Cloud Resource

Cloud resource can be an Azure blob storage, AWS bucket or any S3 compatible service and can be used for NooBaa's bucket data placement policy.

State Type Resource Name = Region Connected Buckets Cloud Target Bucket Used Capacity By Noobaa
A ® M nocbastestbucket-for-ocp20190729121-11247_resource Not set 7 buckets noobaa-test-bucket-for 52MB
@ rgw-noobaa Not set 1 bucket noobaa 860MB

Add new connection(x] 42 F71)< Ad st}

Add Cloud Resource
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Ado Cloud Connection

M= AEE A4S A9star 7]E vzl w3 g o

Add Cloud Resource

oty g ey S a3l L

=]
Pelel ke e S

T T T R L T T B |

AT BT RS L

NooBaa Ulo| A A € 2] &2+ OpenShift Ul == MCG CLIo| A A& 5= gl&5Y
t}.

10.4.5. Al Y71 S = A4
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OpenShift Container Storagedl| ] B]Z] S #H 22 AA 52 A TS AAS AHLH4 A £

A%
1.
OpenShift ¢ £<£ 2] 91 oA Operators — A X ¥ Operator & &8 slo] X ¥
OperatorE- 213 ).
2.
OpenShift Container Storage OperatorS = 3},
3.
OpenShift Container Storage Operator 3| o] XA Q E&F ~3 £33 v|7] FP = Y-S
xR ani=
4,
Create H{Zl S| 2=( 3 SH = BE57])E S
5.

A WA 22 AR Aol NN Te-e FAFI.

[}
vl ) 25 o] 2
HolHE S8 Al A, 4= = 433 53514 &3 NamespaceStores
o A2,
[}

Standard

t] o] €] = MCG(Multicloud Object Gateway)oll 4] A}-8-3} F2, 9}= 2 9
3ty
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718224 o 2 Standard 7} A=l g1}

oo
tilo
gt

2 o1& T
g3t

Placement Policy(ull X] g &)l 4] Tier 1 - Policy Type(#l 35 1 - Policy Type )& A4

Tier 1 - Policy Type< Spread= 41 €
A AZAE gL A5k Next (B43)E 229Ut == A

4t

3131 Next (t2)2 22 itk 8.7 AHgel thet §4 5 shte 498 & A5

Add Tier (15 F7HE 2 ato] e 34 A% F7H

g 73§ AHE 7Hs 3 B 500 4] atleast sl W)
Hl &)

;e]x]—/\_. uE 0]

H T =—

o] A "/Piﬂ ol 4] Policy Type(3 3 #3)<S mirror= X9 3t o atleast 2

W] A AAE Ad ) of ).

Operators — 4 x| ¥l Operators S 22 gt}

95


https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/html-single/managing_hybrid_and_multicloud_resources/index#creating-a-new-backing-store_rhocs

Red Hat OpenShift Container Storage 4.8 Deploying and managing OpenShift Container Storage using Google Clc

OpenShift Container Storage OperatorS = 3},

=

10.4.6. W% 2~ A

Openshift ¢} & A A B EL ZE3lo] YAML $9 L 53 vj7 A2 74 942 A s
W o AAE AU

A 8T A

[ ]
OpenShiftoll ol g #e] 4 o 4] 2.
4
1.
OpenShift 9 & 21218}
2.
Operators — A x| ¥l Operators S 22 gt}
3.
OpenShift Container Storage OperatorE 22 g t}.
4.
OpenShift Container Storage Operator 3| o] XA Q E&F A~ £33 v|7] F = P&
23
5.
AR T WA S = Gl A= &Y vw(kube)s 223U
6.
Edit 12 Class( W7l Z#= A7) FLduUd
7.

YAML sl 2 sl e Aol o] sle] Fed WA 49e FAdT Age 2.

=

104.7. ¥12 S 20 Mg QG4 B3
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t}-3 A A}l ul2l 7]= Multicloud Object Gateway ®] 7l
g AZALE HAFY

A 27 A

[
OpenShift §§ Z&d O gt #2] A} AAH =
[
v 7l S =
[
W A4
A=}t
1.
Operators —~ 4 X]€ Operators
2.
OpenShift Container Storage OperatorS =2 g
3.
HA S92 9S g
4,
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e 22 By ste] w7l 2d 0] ALEH 7]

Z¢e)3te] A9 Operators 313}

U,

AY S 7 Feh2 Dol Y= A vlir(kube)S Z gtk
Details YAML  Subscription Events Allinstances ~ Storage Cluster ~ Backing Store  Bucket Class
Bucket Classes
Nam hE
Name Kind Status Labels Last updated
@B o default-buck BucketCl Phase:® Ready app=noobaa @ Jan 27,138 pm
@D test BucketCl Phase:® Ready @ Jan 27,119 pm
Edit Bucket Class Resources
Delete Bucket Class
Ob
Builds.
Monitoring
Compute
User Management
5.
Edit B} 7! Class Resources( 17l 2 2|42 AA)E Y3
6.

BT BN BN

4
oA Wl AT A S W ZP= 22

ol A oA M Fel 2ol M A 2E FrhAY R Fd 2
228 AP st EE F A

o A% k¥

=
T
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@ ulx AL AHgate] Y WA FA2 Y222 AL S YU

ulZ Fe o)A MY A FaE AR MY A g2 o] Ak

Resources represents a storage target to be used as the underlying storage for the data in Multi-cloud object gateway
buckets.

0 OpenShift C¢
471provided] @ £ach backing store can be used for one tier at a time. Selecting a backing store in one tier will remove the resource from

the second tier option and vise versa,

Installed Operators >

Overview YAV
Tier 1- Backing Stores (Spread)

All Instances Select at least 2 Resour

- Name Filte
Y Fiter  ~ -
Name 4 Target Bucket Type Region
Name T pdated
aws-s3-main my-aws AWS-S3 Eu-east-la
ocs;storagy bucket-main-azure bucket-main Azure Blob Us-east-Tb ¥26,03M H
archive-bucket buck-1 S3 Compitable  Us-east-la
irroring-cl y26,03M 3

2Backing Stores selected

D awss3 Tier 2- Backing Stores (Mirror) ¥26,03:M n

Select atleast 2 Resources resources *

@ aws-s3-ns 26,031 :
v Name ilte H
bel
@ my-ns-be Name 4 Target Bucket Type Region il H
archive-bucket buck-1 S3 Compitable ~ Us-east-la
data-bucket bucket-main Azure Blob Us-east-lb
buck-2 buck-1 S3 Compitable Us-east-la
2B: \g Stor lected

10.5. v d 2H o] 2~ W7 A=

U 250l 2 MA S A o] TFA dolH B EAENE @ A28 5 Y0B2 AU F
T HE Fo wE dolE o 45 488 5 AgUt 2 FIAG AQH LA WAL Y 2ol
2= w7100 F7keka U)Q) 2ol 0] 2 w71 & ol Ho] o] oA Zto] RE ¢ HAE WAL B ol el
Furh ol & Fal A 2EUA FAA 2E FA GE oy 2EA FIAZYEH AL 5 Yol
A 2EeA FHAZ vho] 2@ ol At W =& 1§22 FY & d5Uh

7Y A E Multicloud Object Gatewayoll €72 3o}

Wl zslo] 2 wo) 7 5 QS 2t FFA) U@ Wl oo 2 2 28 AT Th

Wl 2so] 2wl o] U9 so] 2 B 228 b AAG WY oo~ Hare An
25 gEs nze 1AL

)

S3 APIZ ALg-ste] vl 2slol 2 A o] e BAES 45 488 5 A&th AA S NEL vl
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W Zslo] 2 w2l e 2] i ge] A Tbs ek 4B e Aol AT 5 &Y

o}

10.5.1. Multicloud Object Gateway<l] 32 92 F7}

Multicloud Object Gatewayol| Al E3 7ol A28 4 A= 7+ FFAA N 3 A2L F7hal o
gy

A 27 A

[}
OpenShift Z& ol o 3 &2 =} G A .
Azt
1.
OpenShift &4 2E2A] -~ /8 & FYst2 2HAE 92 FYFh
2.
Multicloud Object Gateway (t}% © B A E Alo]E g o])E Zelalal WA|X 7} TAIHHA =
Iyt
3.
AR S FYsa AR S At A4S F7H g
4,
My Connections (W] 92)E 283t}
5.

Add Connection (914 +7H< 83t

99



Red Hat OpenShift Container Storage 4.8 Deploying and managing OpenShift Container Storage using Google Clc

C.
2e19E gaA 7R A= ¥AEE 7B oz AEEAE Beo FAFU. 2
2% A% U4 24 493

d.

o] 2= FF A g A= 715 dHdU
e.

ol Fehe-= FAel vld 71 & A I
f.

10.5.2. Multicloud Object Gateway = A}-&35lo] U] Y &5 o] £ gl 42 F7}

71 2% A Multicloud Storage Gatewayoll Y] ¢ 23 o] = 2] A 22 F7}351] Amazon Web
Services S3 #]| 7], Microsoft Azure Blob 2 IBM Cloud Object Storage v 7} 7+-& 71 2 &g A o
A& Edstzl 918 vl s ol ¥l £33 = dFUH

A 27 A

[
OpenShift F& ol o g A A} A A 2.

A A4 (ZFYA)el 11 Multicloud Object Gatewayol] 3715 Q& th ZAHA) 3 Y| &2
10.5.12. “Multicloud Object Gateway<ll 35 A 92 F71” & FZ 4 A L.

OpenShift Z& o4 28R - MQ & F

i)
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=
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tilo
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Multicloud Storage Gateway (5 =KX Alo]Eg o])E 8l laL WA A 7} EA| =&
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Resources(z] 42 )& £ 5132 Namespace Resources(V] g &= o] X~ 2|42 ) S &

o

W20l 2 v 22 442 FFIh

100



10%. MULTICLOUD OBJECT GATEWAY

Target Connection ()4 A 4)o| A o] YUY 2H o] 29 2Eg X FFA o] AL A
AL A9 3.

A A4E F7tslof et A M 94 F71E 296ta FFA AR ZRE 89
t}. ZA g Y €2 10.5.14. “Multicloud Object Gatewayoll 32 944 71" & FZ34]
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10.5.3. Multicloud Object Gateway S A}-8-3}o] v 23| o] 2 W] Fl o) B2 71

tord FEAANA 2 S FHa] sl vl 2o] = wlo) vl oo 2 B 2 AT F71
Utk £@ shtel 2FAAW A bolHE Feaa RE 2FAANA /1Z dolHE 92 5 ALS 9
N9 27 4L A S dFUTh

A 27 A

[
B A A A BE Y Y 27 o2 #4271 Multicloud Object Gateway°l] F7HE Y =X
<l g o). Multicloud Object Gateway = A1-8-3to] ]| d2s| o] 2 g &2 F7L

OpenShift Z& A 22X - 78 & Y33 B AE 95 FFU.

Multicloud Object Gateway (t}5 @ B A E Ao]|E 9 o])E Z 8 3la WA A7} A HH =2
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ListObjectVersions

ListObjects

PutObject

CopyObject

ListParts

CreateMultipartUpload

CompleteMultipartUpload

UploadPart

UploadPartCopy

AbortMultipartUpload

GetObjectAcl

GetObject

HeadObject
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DeleteObject

DeleteObjects

ol g gt 29l E AFE Wy dlgk H A A ¥ = Amazon S3 APl = #4415 XA L.

Amazon S3 REST API Z&x

Amazon S3 CLI &%

10.5.5. Multicloud Object Gateway CLI 2 YAMLZ A}-&3}o] v &5 o] £ H|Zl F7}

vl 23 o] 2 B Zlol] gk AA g &2 vl = o] = vZl A& FEsHI Al Q.

v ¥ 53 @ YAML == Multicloud Object Gateway CLIS A} 8 3%] o] o] we} o} A=} F st
& Adste] v g ’\J:IIOI-’: 7S F7Hd .

[ ]
YAMLS A}1-8-3l] AWS S3 U] ¢ 23 o] 2 ¥ Z F7}
[ ]
YAML S A}8-31o] IBM COS | ¢} 2=H o] 2 WA F7}
[ ]
Multicloud Object Gateway CLIE A}-83lo] AWS S3 4| ¢ A# o] 2~ WA F=7}
[ ]

Multicloud Object Gateway CLIZ A}l-8-3}«] IBM COS 4| 23 o] 2 v|Zl F=7}

10.5.5.1. YAMLS x}1-8-3to] AWS S3 1|9l 23 o] = B2 37}

A 27 A
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213 %<1 OpenShift Container Storage Platform

Multicloud Object Gatewayol] A 2= 3}51 23, of = 2] A o] A2 A}-8-3}o] Multicloud
Object Gatewayol| 4 A =

apiVersion: v1

kind: Secret

metadata:

name: <namespacestore-secret-name>

type: Opaque

data:

AWS ACCESS KEY_ID: <AWS ACCESS KEY ID ENCODED IN BASE64>

AWS SECRET ACCESS KEY: <AWS SECRET ACCESS KEY ENCODED IN BASE64>

Base645 Al-8-35lo] A1A] AWS AA 2 7] ID D AR AN £ 75 AlFshal A=A
&j oF 3} <AWS ACCESS KEY ID ENCODED in BASE64> 2! < AWS SECRET ACCESS
KEY ENCODED in BASE64> t] 21 4 3} & A}&-3] oF g t}. ii. <hamespacestore-secret-
name> & I3 o] 52 E vhg Yt

OpenShift CRD(Custom Resource Definitions)E Al-&-35}o] d| g 2 o] 2 A4 g4~
E AU U Y 29 o] 2 A &F 4+ Multicloud Object Gateway ] Q) 23] o] 2 v] 7l 9] H] o]
Hol thdk ¢l7] = 27| Aoz AH43 7| & 2 &8 XS YeEPd U vl d 23 o] 2~ A 4 7]
22F AA S Y o3 YAMLS 3 &34

apiVersion: noobaa.io/vialphai
kind: NamespaceStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <resource-name>
namespace: openshift-storage
spec:
awsS3:
secret:
name: <namespacestore-secret-name>
namespace: <namespace-secret>
targetBucket: <target-bucket>
type: aws-s3
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<resource-name> < ] A20) A ZF o] S0 & ulF )
b.

<namespacestore-secret-name> 2 1 @A A AAH weto g7 wA ).
c.

<namespace-secret> 2 RS 23 F = vd & o] 22 vgy .
d.

<target-bucket> 2 4| 23 o] 2 A F Ao Uld] AT UF wFl o7 vlg ).

Y g2 ol 2 WFlo g v o] X FAA S Folst= vlgLsol2 WA S5 A
FU T v o]~ Ao = FY == multi 9 F3eo] 2 e

type single o] Ul =30 & F A o= g3 22 74l 22344

apiVersion: noobaa.io/vialpha1
kind: BucketClass
metadata:
labels:
app: noobaa
name: <my-bucket-class>
namespace: openshift-storage
spec:
namespacePolicy:
type:
single:
resource: <resource>

<my-bucket-class> & Z 73 U v o] 2 B Z] Y 2 o] F o2 upFy).

<resource> & Y| 2Fo] A ¥Z19] ¢]7] © 27] O]A4S AHoTd T v Ao 2
AZAae o]go = WA F .

type multi o] v] Y 2=so] 2= G Ao = v5-3 22 7ol Za

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: <my-bucket-class>
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namespace: openshift-storage
spec:
namespacePolicy:
type: Multi
multi:
writeResource: <write-resource>
readResources:
- <read-resources>
- <read-resources>

A

<my-bucket-class> & {3 HZ X o] F O F vlg .

<write-resource> = © Y| 2d o] 2 A A4 o] F o7 WA o] Ul 23 o] 2
Z19] 227] S Aol g

<read-resources> = U 2# o] 2 v|Z 9] 2]7] WAL A 2] namespace-stores
o] o8 B2 07 ulF .

o YAMLS 3 §-sto] 22719 o] | w7l S =5 AHS-5h= OBC(AN Al ¥ 2 S &) 2
£ AHgste] Wzl S A

FES

apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:
name: <resource-name>
namespace: openshift-storage
spec:
generateBucketName: <my-bucket>
storageClassName: noobaa.noobaa.io
additionalConfig:
bucketclass: <my-bucket-class>

Fx

IBM Power Systems % IBM Z <1 >z 2}2] 739 openshift-
storage.noobaa.io 2 use storageClassName

<my-bucket-class> £ o] d QA oA A3 w7 FY2= vy

h A

Operator7} OBCE = 2 H] ] J 5}l Multicloud Object Gateway<l| 4] v Zl o] A A = 31 Operator=
OBC<] 53 vl Y2 o] 20 A OBCe] 53 o] 52 = Secret 2 ConfigMap2 A4 ).
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10.5.5.2. YAMLS A}-2-3o] IBM COS u] ¢l 23 o] = |7l 37}

A 27 A

[ ]
213 %<1 OpenShift Container Storage Platform

Multicloud Object Gatewayol] N A 2= 3}31 27, o = 2] 7] o] A2 A}-&-3}o] Multicloud
Object Gatewayol| 4 A] =

=
1.
S BRE AHE-sto] BetS AAAJUT
apiVersion: v1
kind: Secret
metadata:
name: <namespacestore-secret-name>
type: Opaque
data:
IBM_COS_ACCESS_KEY_ID: <IBM COS ACCESS KEY ID ENCODED IN BASE64>
IBM_COS_SECRET_ACCESS_KEY: <IBM COS SECRET ACCESS KEY ENCODED IN
BASE64>
a.
Base64= A1-231o] Z1A] IBM COS A2 7] ID @ v A2 7] E A Fatar ¢1Ey
3l oF 3} <IBM COS COS 7| ID ENCODED IN BASE64> 2 '< IBM COS SECRET
ACCESS KEY ENCODED IN BASE64> 21 4 35 A3l oF § o).
b.
<hamespacestore-secret-names> & {3k o] 20 2 vl
2.

OpenShift CRD(Custom Resource Definitions)E Al-&35lo] v d 2 o] 2 A F 4 g4~
2 AAJUT UY 27 o]~ A F 4= Multicloud Object Gateway U] ¢ 23] o] 2= B 71 ] H] o]
Hol thdk ¢l7] e 27| Aoz AH43 7| & 288 X5 YeEPd Uy vl d 2 o] 2 A 4 2
222 AAH W og YAMLS 383t

apiVersion: noobaa.io/vialpha1
kind: NamespaceStore
metadata:

finalizers:

- noobaa.io/finalizer

labels:

app: noobaa
name: bs
namespace: openshift-storage
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spec:
s3Compatible:
endpoint: <IBM COS ENDPOINT>
secret:
name: <namespacestore-secret-name>
namespace: <namespace-secret>
signatureVersion: v2
targetBucket: <target-bucket>
type: ibm-cos

<IBM COS ENDPOINT> £ #43 IBM COS I =¥ E = ulpyt}.

<namespacestore-secret-name> S 1 G| oA A H HFo = WA .

<hamespace-secret> 2 B2

o

5 9l vl as o 22 ulEy

<target-bucket> 2 4| 23 o] 2 A F Ao Uld] AT UF wFl o2 nlg ).

ylQ 2o 2 W o) o U Y20l 2 A A S Folah v a0l 2 v A FHAE A
T Ul Y 25 o) = Q F o = vl T multi o] 3 o] B8 g,

type single o] Ul =3 o] & F A o= b33 22 74 22344

apiVersion: noobaa.io/vialpha1
kind: BucketClass
metadata:
labels:
app: noobaa
name: <my-bucket-class>
namespace: openshift-storage
spec:
namespacePolicy:
type:
single:
resource: <resource>

<my-bucket-class> £ 7§ ¢ 2F o] A BA Fe £ o]0 = ulF Ut}

<resource> £ @ Ul o] A4 o] 5O 2 WA St YY) 2 o] 2= w7l 9
87l % 27 S e
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type multi o] v] Y 2o o] 2= G A= v5-3 22 7ol Zag

apiVersion: noobaa.io/vialpha1
kind: BucketClass
metadata:
labels:
app: noobaa
name: <my-bucket-class>
namespace: openshift-storage
spec:
namespacePolicy:
type: Multi
multi:
writeResource: <write-resource>
readResources:
- <read-resources>
- <read-resources>

<my-bucket-class> & 313 B 7 S @& 0|52 & vyt

<write-resource> = © Y| 2d o] 2 A A4 o] F o7 WA o] Ul 23 o] 2

Ao 27 S Aol

<read-resources> = 4| ¢ 23 o] v]F 9] 9} 7] AL A 2] 5= namespace-store
ol o8 B2 07 ulF .

o YAMLS 2 -&-5to] 22A) o] F o€ vzl S 2=E AH§-sh= OBC(ZHAl ¥zl 2 =) ]
& AHg-3te] WS A YT

FES

apiVersion: objectbucket.io/vialphat
kind: ObjectBucketClaim
metadata:
name: <resource-name>
namespace: openshift-storage
spec:
generateBucketName: <my-bucket>
storageClassName: noobaa.noobaa.io
additionalConfig:
bucketclass: <my-bucket-class>
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IBM Power Systems % IBM Z <1z 2}2] 739 openshift-
storage.noobaa.io 2 use storageClassName

<my-bucket-class> & o] d @A oA A3 WA FY2=2 vy

Operator7} OBCE = 2 H] % J 5}l Multicloud Object Gateway<l| 4] v]Zl o] A A =] 31 Operator=
OBC2] 53t Yy 25 o] XA OBC2 FA3 o] = Secret @ ConfigMap23 A4 3t}

10.5.5.3. Multicloud Object Gateway CLIZ A}l-&3}o] AWS S3 1| 2H o] 2 v F] F7}

A 27 A

[ ]
213) %<1 OpenShift Container Storage Platform

Multicloud Object Gatewayol] o Al 23} 51 273, of) =] A o] A2 A}-&-3}o] Multicloud
Object Gatewayol| 2§ A =

i

Multicloud Object Gateway 8 & = 21 g 5| o] &

£

dezEgu

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg

AnzaYA RS ALgetel A EA RS BT A A2
ANeAE AT o2 o] IBMZ Axete] 39 o 932 A g h.

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms

I = https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/package ol 91+ OpenShift Container Storage RPMoj| A mcg #l 71X & A x| &
= JFYoh

m
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ol el A ol whe} 2l AE WYL A,

2 #HA22 ARG Y Y /\:q] o] £ 2] %4~ Multicloud Object

E RS PR
T 27 QAR AL S 7| AEFRAE

Gateway Y| ¢} 23 o] 2 W7 9] glo|E o] Uld 7] =
el Ut MCG B3 2 Qg Fo] 20 A thg ¥3 < Ah ),

noobaa namespacestore create aws-s3 <namespacestore > --access-key <AWS ACCESS
KEY> --secret-key <AWS SECRET ACCESS KEY> --target-bucket <bucket-name> -n

openshift-storage

a.
<hamespacestore> & Y| 2d o] 2 A F 40 o] F 0 7 ulFLU .

<AWS ACCESS KEY> 2 <AWS SECRET ACCESS KEY> £ o] 53 & 93] A4

AWS A A2 7] ID 2 A ZE AA X 7] 2 vlg ).

<bucket-name> & 7]& AWS H| 7l o] &2 2 ulF Yt} o] 214+ Multicloud Object
Gatewayell ¢} A F 4o O/ HZl 02 ALSS B3 1 3o = dlolg 22X 4 &

2o A FY

Y g2 o] 2 WFlo gg v 2F o] FAA S Folst= vgLsol2 WA S5 A
FU T v o] 2= Ao = FY == multi 9 F3eo] 23Ut

[
ol §3 o ydaslo)x FA oz gl Asfo| = mR T2

noobaa bucketclass create namespace-bucketclass single <my-bucket-class> --resource
<resource> -n openshift-storage

<resource-name> &
<my-bucket-class> 2 31§3 v A
<resource> = 4| ¢ 2ol 2 w9 ¢}7] D 27| AL A ost= G
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noobaa bucketclass create namespace-bucketclass multi <my-bucket-class> --write-
resource <write-resource> --read-resources <read-resources> -n openshift-storage

i
2
ofd
1o
o
fil
lo
fu
=
s
L
v

<resource-name> 2 @A
<my-bucket-class> & 313 B]Z S @& 0|52 & vyt

<write-resource> = 4| £#o] 2 v|Zl o] 7] A4S AT T Y A o] A A
FAZ vgy

<read-resources> £ 4| A o] A H|F 9] Q7] AL A= HEZ FEH YUY
250l 2 AR BE 02 R,

& 332 AY3tel 2aA0) P2l A W FHU2E A3 OBCUIAl M2l Fal2) )4
28 Agat] WAL AT

noobaa obc create my-bucket-claim -n openshift-storage --app-namespace my-app --
bucketclass <custom-bucket-class>

<bucket-name> & A9 3 B 7l o] F O F ulg Y}

<custom-bucket-class> = 2A| oA A A v]Zl S 29 o]F o 2 nvlFY}.

Operator7} OBCE = 2 H] ] J 5}l Multicloud Object Gateway<ll A v Zl o] A A = 31 Operator=
OBC9] 5U 3t v 2vo]2o]x OBCO FYU3 o] 2 2 Secret 2 ConfigMapS A4 .

10.5.5.4. Multicloud Object Gateway CLIE A}-8-3}<] IBM COS 4| 235 o] A W Z F7}

A 27 A

13



Red Hat OpenShift Container Storage 4.8 Deploying and managing OpenShift Container Storage using Google Cl¢

213 Z-<1 OpenShift Container Storage Platform

Multicloud Object Gatewayol] 94 A] 23} 31 2%, of] = 2] A o] A2 A}-£-3}e] Multicloud
Object Gatewayol| 4 A] =

Multicloud Object Gateway 8 % = <l E] 5| o] =~

)

i

gez=3g.

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg

NEZIRH Bl RS ALEate] 2 A Bel 2 B4l Alg AL of
AR E AA T 2 59 & FHh

IBM Power Systems?2] 73-¢- t}-3 4§ 3 S A& .

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-ppc64le-rpms

o
IBMZ lzehe] 7% the 32 AHg- g

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms

I = https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/package o] 21+ OpenShift Container Storage RPMoj| 4] mcg = 71 X1 = A X & 4=
= sy

o
N
)
R
-
)
i)
ffo
=
iyl
2
3
g
ol
tllo
2
i)
]1'.9.,"
L
fu)

Yl s o] 2~ A4 gl A28 AT UG Ul Y 23 o] 2~ A F 4= Multicloud Object
Gateway U] ¢} 25 o] 2 ¥Zl 9] dlojE e g ¢]7] == 27| QG2 AT 7|8 2EA &
UJeErd Ut MCG & = Qe H o] 204 b3 ¥ 3 S A3 d .
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noobaa namespacestore create ibm-cos <namespacestore> --endpoint <IBM COS
ENDPOINT> --access-key <IBM ACCESS KEY> --secret-key <IBM SECRET ACCESS

KEY> --target-bucket <bucket-name> -n openshift-storage

<namespacestore> S 4| 2| o] X X F 49| o] F o Z ulFU .

<IBM ACCESS KEY>, <IBM SECRET ACCESS KEY>, <IBM COS ENDPOINT> &
IBM <14 2= 7] ID, A| 212 A1 2 7] 2 71 IBM B2 9130 sl Fats alg A9 A= xel

=2 uEUd.

<bucket-name> & 7]= IBM v 7l o] &2 2 ul37 Ut} o] 214+ Multicloud Object
Gatewayoll ¥} A Zao 4 wZl o2 ALE S 213 2 g3ds vy 2ELA 9 &

2ol 4 A g o

EEEE BRSSP NS DES DR E R BEE S DES DESUEES B
gtk vl 2 so) 2 B Aol & B E multi o] 3] g

B2 APste] G FI ULl FA oz U Aol uA S

noobaa bucketclass create namespace-bucketclass single <my-bucket-class> --resource
<resource> -n openshift-storage

i
2
of
1
o
fil
lo
fu
=
s
L
v

<resource-name> 2 T A
<my-bucket-class> & 313 B]Z S # X o] 52 & vyt

<resource> £ ¢ ¥ o] 2 H|Z1 9] ¢]7] & 27] AAE Aolste Y v Y
2 AZAR vy

& BFe dastel §3 multi o) WP 2ol 2 F Aoz ulg Asfol 2z w2

A4 g

Eal

i

noobaa bucketclass create namespace-bucketclass multi <my-bucket-class> --write-
resource <write-resource> --read-resources <read-resources> -n openshift-storage
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<resource-name> & @A XLE Az o]0 & upEF U}
<my-bucket-class> & 313 B 7 S @& o]F 2 & vyt

<write-resource> = 4| ¢ A#lo] 2 v|Zlo] 7] A4S Ao TG Y Y A o] A A
FAaE vlgy .

<read-resources> = 4| A o] A HZ 9] Q7] AL A= H4EZ FEH YUY
o)z AL B2 oz wFYT

2 PP L A3 sl 29A| o) o H BH FY 22 A1L5H= OBCUNA WA S 2) 2 &
2F AHgSte] WA S A F

noobaa obc create my-bucket-claim -n openshift-storage --app-namespace my-app --
bucketclass <custom-bucket-class>

<bucket-name> & A= 3 B 7l o] F o F ulg U}

<custom-bucket-class> = 2A| oA A A v]Zl S 29 o]Fo 2 nlFY ).

Operator7} OBCE = 2 H] % J 5}l Multicloud Object Gateway<l| 4] v Zl o] A A =] 31 Operator=
OBC29] 53 Y g 2H o] 204 OBC2] &Y% o] 52 = Secret 2 ConfigMap-S A4 3t}

10.6. sto]Bal= @ WE] Feh9= wzle] HlolE n =

MCG(Multicloud Object Gateway):= Z29-= 349} S8 2H AA A o] & £ &Zsl= 2=
o E=t=gd Sk SR h=

A 27 A

[ ]
HA MCGo A AL = Y= W] 2EFXZ F718oF 811 1044, “Slo]| Bl ==
Multicloud & 2 €8] A @& 2 F71” FZ34A L.

a9 g5 ey #e A v PS vtgste= vl EA 2 A8 FU

16



10%. MULTICLOUD OBJECT GATEWAY

Az

v ol el § Ag st e ket

iy
o)

Ut

[ ]

10.6.179. “MCG & & Q1El 0] 25 AL§-5to] ol Bl S v P sh MR Zel 2 44
[ ]

10.6.27. “YAMLS A8 5] dlo| € & v d Y shes mzl Fe) 2 44"
[ ]

10.6.34. “Ag =} AEIsl o] 25 ALg el HlolEl & v FES W 74

10.6.1. MCG W% = A6 30| 22 Al 8-3lo] tlo|HE va P el A F= A4

MCG 3% = Qo] 20N T3 BH S A5t vAY Aoz w7l SYLE AL

$ noobaa bucketclass create placement-bucketclass mirror-to-aws --backingstores=azure-
resource,aws-resource --placement Mirror

S R R EAR S Ea
A g

i

SR AR B

lo
ku
i
o
o
K
ol
)
o)
2
=
fr)
o
i
=
=z
Y
o

I $ noobaa obc create mirrored-bucket --bucketclass=mirror-to-aws

10.6.2. YAMLE A}-83}] o] E S maFal s vz 2o = A4

1.
+ YAMLS & -&94d

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: <bucket-class-name>
namespace: openshift-storage
spec:
placementPolicy:
tiers:
- backingStores:
- <backing-store-1>
- <backing-store-2>
placement: Mirror
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kel
AN

OBC(2. B AE u]Zl 2ol the BL F7+ath

additionalConfig:
bucketclass: mirror-to-aws

OBCol ti g #}Al 3k W& 10.84. “7lAl W7l 2917 o] &S FxsHA Q.

10.6.3. X187} AE A o] 2 E A1 83 B H & M Fees v 74

OpenShift Storage Z& oA 2E2A - /18 -~ 2B A E ¥ - Multicloud Object
Gateway 3= Z ).

NooBaa s o] A ¢] 91 1= H]3 ofo] 2L 2 Frich. w7 B2o] AR}

RedHat Buckets

Object Buckets 4 Namespace Buckets 0 Data Written on Buckets Obytes
=
=i
Buckets Number of Objects 0 Number of Reads/Writes 0/0 Data Reduction Savings @ Obytes (0%)
Object Buckets Namespace Buckets
B Object count and usage last updated 2 minutes ag Connect Application Create Bucket
State = BucketNam Objects Res Versioning Used Capacity
" © e G - s omeares B
® 0 1 Tier, 1 Res bl G iy W
® o 1Tier1 Resor ” e ]
g ket o 1 Tier 1 Resource sable oopearice B

RedHat  Buckets > DataBuckets » bucketl

) Storage Availability Updated: 2 minutes ag
) o) No Data

@ Heaithy u UsedData obyes oo Ozt
=] Available According to Policies 11168 - o
=

e No Usage

116 Raw U
Resources & Tiers Bucket Poiicies Objects Triggers

&
Bucket Resourz‘:es & Tiering Management ) , Add Tier

4 © rert Edit Tier 1 Resources.
o =~/ Policy Type: Spread | Pools: 0 | Cloud Resources: ailable Capacity: 111GB of 11168
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Mirror & M55 o] wZlo] AL e B 2] 22E AT th oh& Aol A AWSe] 3
+ noobaa-default-backing-store ¢} AWS<] 2= AWS-backingstore 7] dlo]€ 7} v] &
U,

Edit Tier 1 Data Placement

Policy Type

Osspread | Spreading th

@ Mirror | Full dy

Resources in Tier 1 policy Select all | Clear all
Type  Name

»  noobaadefaultbacking:store

‘ aws-backingstore

NooBaa Uloj| A] 4§23 5 2] &2 OpenShift Ul == MCG CLIoI A A}4-3 4 gl
.

10.7. MULTICLOUD OBJECT GATEWAY<] w7l A 2

i)
2L

OpenShift Container Storage= AWS S3 7] A A 2 X AUt} H{F 4 3 S ALL-31H w7
F AR ol g A2 AL AHG Aol A Bl 5= AU

10.7.1. 971 Z3A A

W2 FH e AWSS3 W2l @ o HAE tlg AFS Fol T 5 e A2 FH FAYYh w2
A F 2 JSON 7]ut A = F A Aol AR FUh AA| = A H Qofo o3k AA| g ] §-2> AWS
Access Policy Language Overview & ZZ 314 A] 2.

10.7.2. 2 A2 A&
AR 2T A

[ ]
413) Z<2l OpenShift Container Storage Platform
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Multicloud Object Gateway<l] o] & B A 2, =z 10.24, “of =] 7| o] H& A}-8-5}<]
Multicloud Object Gatewayol] o} A] 2~

Az

Multicloud Object Gatewayo<ll A v A A 22 A3t d O3-S 3P Fu .

JSON g4 o= HZl ZA S AU g5 AAE Fxst A L.

{

"Version": "NewVersion",
"Statement”: |
{
"Sid": "Example",
"Effect": "Allow",
"Principal™: [
"john.doe@example.com"”
1,
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3::;john_bucket"
]
}
]
}

oAl = A Bl w1 G o) AT F e W 247} AFT.

ol g 24 gl AAX ARS Aol st= Hl AHE T 5 = WH ol ti 3 A= AWS Access
Policy Language Overview & Z=z314 A 2.

M7 QAo o2 B AWS 17 42 o2 B FEFHAA L.

S3 A& A E A A 3= WY& 10.7.32. “Multicloud Object Gatewayoll X1 AWS S3 A} %}
AR N AT 5 AFU T

—

AWS S3 Z2to| A EE AHE-sto] put-bucket-policy &% & AH8-5ho] ¥l 2l F 22 S3 ¥ 7
o A&y
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# aws --endpoint ENDPOINT --no-verify-ssl s3api put-bucket-policy --bucket MyBucket --
policy BucketPolicy

S3d= ¥AET wA)

Hd

MyBucket & ¥]Z1 0.2 A 5to] A3 A d .

BucketPolicy & w7l A 3 JSON 3 2 WA

i
o
ol\
>
i
>
oo
ol

A A= 7] }= 79 --no-verify-ssl & 3713 ).

% 5W et 2aUth

# aws --endpoint https://s3-openshift-storage.apps.gogo44.noobaa.org --no-verify-ssl s3api
put-bucket-policy -bucket MyBucket --policy file://BucketPolicy

put-bucket-policy 8 & o] o 3 A & | &2 put-bucket-policy o] o s+ AWS CLI 83 3

=8 BN L.

.
:

Fx

principal 8 4+ W73 -2 gl &z digh QA 271 5] & H A ARA AHEAE A
AUt A= NooBaa A T FA 2 AL 4 dFUTH ZIA BA SZ@ Y B5
NooBaat: A5 2 2 AlA obc-account.<generated B 7l o] &>@noobaa.io & A A 34

t}.

51

M7 A 270 AQHA it

10.7.3. Multicloud Object Gateway<l| /] AWS S3 A}-& %} A A

A 27 A

413) Z<2l OpenShift Container Storage Platform
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Red Hat OpenShift Container Storage 4.8 Deploying and managing OpenShift Container Storage using Google Cl¢
Multicloud Object Gatewayo<l] t] 3 Al =, F= 10.278. “of Z 2] 7| o] A S AL-&5}

Multicloud Object Gateway<l] o Al 2~”

OpenShift Storage Z& oA 2E2A - /18 -~ 2B A E ¥ - Multicloud Object
Gateway H 3= A& ).

RedHat
Openst © A3 0 @ kube:admin v
Container Platform

You are logged n as a temporary administrative user. Update the cluster OAuth configuration to allow others to login.

Overview # Quick start available X

Cluster ~ Persistent Storage  Object Service

Statu Activity
Ongoing
@ Object Service @ DataResiiency
rage
e Recent Ever "
Capacity breakdown Projects
Performance 1/0 Operations .+
°
Savings °
Bucket:
0
20
R Provider: ° 5

W Total Reads 42 W Total Writes 42

RED HAT
NOOBAA

) Accounts
=
] Q Fiter Create Account

Ld Account Name * Access Type Default Resource

inistator oobaa-default-backing-store

kube:atimin (Currentuser Adminitator tocban defautbackng sore

S3 AA| 2ut el 15 AlAQ o] & (o]: john.doe@example.com)S & ). L =
.
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Create Account X

o Account Details

Access Type: (O Administrator
Enabling administrative access will generate a password that allows
login to MooBaa management console as a system admin
(® 53 Access Only

Granting 53 access will allow this account to connect 53 client

applications by generating security credentials (key set)

Account Name: john.doe(@example.com

3 - 32 characters

Cancel Mext

S3 7] & ujj X] (¢l : noobaa-default-backing-store)= A&l g} W7 AL A g}
EANA E=RE WAL AYT & JdHFUg. AL Y.
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Create Account X

0 Account Details e 53 Access

53 default placement: noobaa-default-backing-store W

Buckets Permissions All buckets selected A

Include any future buckets

Allow new bucket creation: - Enabled

Previous Create

10.8. /A W7l 24

[rt

A WA 2L A2z =0 vs] S35 WA MA=S 2 W o AL 5 A&

s Al A e o BAE BZl SYYS ALE F A5

[ ]

10.8.14. “53 A WA 24 Y~
[ ]

10.8.274. “ @ & AE o 0] 22 AF&-31o] AA WA FaAY B3”
[ ]

10.8.34. “OpenShift §§ &S AH&-ste] 71 HA S A~

AA W Z S D2 A JA L 7] R A2 QAL 7S £Fse] B 7l B A 7ol 9= NooBaad
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HZl R A E Aol A AZ S BRI UT. AZ2AIA AR L G wZl vt A2 5 glor 7]

10.8.1. 52 7|4 v 2

AT 2F 7 fAISA o) Z2 Aol 4 o] YAMLO] @B AE vl Zaele] A% ARE Frhsta, on

AE B2 AEZAE, N2 7] D T P D NIRNN ASE F D AR A2 A E HAE
4 AgUth ol ARE o E Ao He] 84 Ws= FAo= 477 AF1h

A3}

ol Z) 7 o] 4 YAMLo] th& A& F7Hgh o

apiVersion: objectbucket.io/vialphat

kind: ObjectBucketClaim

metadata:
name: <obc-name>

spec:
generateBucketName: <obc-bucket-name>
storageClassName: openshift-storage.noobaa.io

olej et e AA v a8 AA AU,

<obc-name> & I G35 NA B 2Y Y o]0 = vl

<obc-bucket-name> S 713 W7 S Y9 A {3 ¥ o] 52 = vlgU ).

YAML stelo] B 2o 2 F7kste] A MR 2 Qo AHES A58 5 AsUh ol
AL HolBE A8 74 W A5 AW} A A w2 FAL A 2re] W B YY)
t}. o] 57 =192 NooBaae] 7§l W7 & Felste] WA} A4 L wEvh

apiVersion: batch/v1
kind: Job
metadata:
name: testjob
spec:
template:
spec:
restartPolicy: OnFailure
containers:
- image: <your application image>
name: test
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env:
- name: BUCKET_NAME
valueFrom:
configMapKeyRef:
name: <obc-name>
key: BUCKET_NAME
- name: BUCKET_HOST
valueFrom:
configMapKeyRef:
name: <obc-name>
key: BUCKET_HOST
- name: BUCKET_PORT
valueFrom:
configMapKeyRef:
name: <obc-name>
key: BUCKET_PORT
- name: AWS_ACCESS KEY_ID
valueFrom:
secretKeyRef:
name: <obc-name>
key: AWS_ACCESS_KEY_ID
- name: AWS_SECRET _ACCESS_KEY
valueFrom:
secretKeyRef:
name: <obc-name>
key: AWS_SECRET_ACCESS_KEY

<obc-name>2] R E R A AE QHAE v|F] FY Y o]F 22 vy
<your o Z&] A o] A o] A>E | Z&]A o] A | A ZE vlp o

Adol]EH YAML 52 A 23]},
I # oc apply -f <yaml.file>

a.
<yaml.file> & YAML 5} €] o] 52 2 vy},

A 74 e wed 0es A9
I # oc get cm <obc-name>

a.
obc-name & 71 A WA ZY Y9 o] 3o = viF Y.
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]
i)
2
fu)
o
ot
o),
E
i
N
¥
o
N
¥
ir)
L
fu)

BUCKET_HOST - Al Z&] Al o] dollA] AL 3 A= EAE
BUCKET PORT - ol Z&]Alo] A A} 23 F+ Y= X E

¥ E+= BUCKET_HOST ¢} ##H o] 95Ut} oS S0 BUCKET_HOST 7}
https://my.example.com o] 32 BUCKET_PORT 7} 4430]™ 7 A] A H]22] A=
91 & = https://my.example.com:443 ¢ }.

BUCKET_NAME - £ 5 A} AAF BlA o] &
AWS_ACCESS_KEY_ID - 21Z A R.9] A1l ol A~ 7]

AWS_SECRET_ACCESS_KEY - Q135 A H 2] A K2l v A2 7]

AWS_ACCESS KEY ID @ AWS SECRET _ACCESS_KEY £ AA 3t} o2&
AWS S3 API¢} 335 = 2 A2} E35] MCG(Multicloud Object Gateway) ¥ 1 o]
A 83 A4S FHdt= 2t 71 & AAQsoF Ut 7]= Baseb4= Q131 H o} 71 & A}
£3t7] Ao =24 g

I # oc get secret <obc_name> -0 yaml

<obc_name>

to
|z
2
m
z
P
il
e
=i
1o
o
all
o
X
o
i)
i
v

10.8.2. 9 ¥ = AHIA |2 F A3t JHA WA S Y B

BHE Ao 22 AHg ] AL HZ SUAL AT W 74 W A =23le] I AFHY
th o] AZZelE A FAN NN QHAE 2EeA M| 2E AL S W B BE Pt £
|tk

A 27 A
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[>

MCG %= <lg| 2 geze=sho,

£

o]

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg

NE2APA BAE AL 2 TAENE A5 9@ DA o}
g2 AZFUD S 598 geP g

IBM Power Systems<¢] 739 t}2 43 2 AF&-3HU .
I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-ppc64le-rpms

RESASLCE

il

IBMZ 1ze}e] ¢ 0o W3

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms

tllo

A o] 28 ALgato] Al WA @ AA FHe] AN Fus AR G P

i)

I # noobaa obc create <obc-name> -n openshift-storage

<obc-name> & I {3 /A WA FA Y ol 52 = nlg Y ti(dl: myappobc ).

T3l --app-namespace 5 AH&-ste] Q HAE W7 S A Wi Al AR o] A
£ ul ¢ 29| o] (]l : myapp-namespace )= A A I 5 dFYT}

=9 9
I INFO[0001] Created: ObjectBucketClaim "test21obc"

MCG 3 & Z-cl g3 o] 20| A &8 3 742 WA 33 OpenShifto] A] OBCol| djs] <JY
t}.
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0o BE e At AA WA FADL FAFU

I # oc get obc -n openshift-storage

=9 9
NAME STORAGE-CLASS PHASE AGE
test21obc openshift-storage.noobaa.io Bound 38s

s 88 S A5t Al LHAE w7l S8 Yol dg YAML 219 & gl gy
I # oc get obc test210obc -0 yaml -n openshift-storage
=9 9

apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:
creationTimestamp: "2019-10-24T13:30:07Z"
finalizers:
- objectbucket.io/finalizer
generation: 2
labels:
app: noobaa
bucket-provisioner: openshift-storage.noobaa.io-obc
noobaa-domain: openshift-storage.noobaa.io
name: test21obc
namespace: openshift-storage
resourceVersion: "40756"
selfLink: /apis/objectbucket.io/vialphal/namespaces/openshift-
storage/objectbucketclaims/test21obc
uid: 64f04cba-f662-11e9-bc3c-0295250841 af
spec:
ObjectBucketName: obc-openshift-storage-test21obc
bucketName: test210bc-933348a6-e267-4f82-82f1-e59bf4fe3bb4
generateBucketName: test21obc
storageClassName: openshift-storage.noobaa.io
status:
phase: Bound

openshift-storage ul¢] =] 2= o] 4] ol @ RAE b2 Fe & AL B 74 W3 A
292 29 5 AFUTHCM R A 23l0] o] 52 AlA ¥R Ze A7 FAFTh A2 S wel
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W o0g2 S
I # oc get -n openshift-storage secret test21obc -0 yaml
=9 9

Example output:
apiVersion: v1
data:
AWS_ACCESS_KEY_ID: cOMOR2xVanF3ODR3bHBkVW94cmY=
AWS_SECRET_ACCESS_KEY:
Wi9kcFluSWxHRzIWaFIzNk1hcOxma2JXcjM1MVhqa051SIBleXpmOQ==
kind: Secret
metadata:
creationTimestamp: "2019-10-24T13:30:07Z"
finalizers:
- objectbucket.io/finalizer
labels:
app: noobaa
bucket-provisioner: openshift-storage.noobaa.io-obc
noobaa-domain: openshift-storage.noobaa.io
name: test21obc
namespace: openshift-storage
ownerReferences:
- apiVersion: objectbucket.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ObjectBucketClaim
name: test21obc
uid: 64f04cba-f662-11e9-bc3c-029525084 1 af
resourceVersion: "40751"
selfLink: /api/vl/namespaces/openshift-storage/secrets/test21obc
uid: 65117c1c-f662-11e€9-9094-0a5305de57bb
type: Opaque

NAR e S3 AR 2 AA FH L A

o

o

o

74 W BeW e 59

g

Y.

o
it

I # oc get -n openshift-storage cm test21obc -0 yaml
=9 9:

apiVersion: v1
data:
BUCKET_HOST: 10.0.171.35

130



10%. MULTICLOUD OBJECT GATEWAY

BUCKET_NAME: test210bc-933348a6-e267-4182-82f1-e59bf4fe3bb4
BUCKET_PORT: "31242"
BUCKET_REGION: ™
BUCKET_SUBREGION: "
kind: ConfigMap
metadata:
creationTimestamp: "2019-10-24T13:30:072"
finalizers:
- objectbucket.io/finalizer
labels:
app: noobaa
bucket-provisioner: openshift-storage.noobaa.io-obc
noobaa-domain: openshift-storage.noobaa.io
name: test21obc
namespace: openshift-storage
ownerReferences:
- apiVersion: objectbucket.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ObjectBucketClaim
name: test21obc
uid: 64f04cba-f662-11e9-bc3c-029525084 1 af
resourceVersion: "40752"
selfLink: /api/v1/namespaces/openshift-storage/configmaps/test21obc
uid: 651c6501-f662-11e9-9094-0a5305de57bb

T4 ol = ol Ze| Aol A2 S3EH FRIE x5O AHFU

10.8.3. OpenShift 9 &8 AH8-3t] Z1A viZ S B4

OpenShift 91 Z& & A5l OBC(2LEAE HZ ZH ¢)

i

73

e

%2,
N
i
k)

<
T

A 27 A

[}
OpenShift 9 &l o) g #a) o4 .

o) =2 Al o] A o] OBC2} 5415 H configmap % secret3 AH-&-3ll of & t}. o] o o g #}
A &2 10.8.14. “F4 JIA wZl 24”9 &S FEHA L.

OpenShift §] 2&o =198},
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2.
A= Ao A utel A 2B A ~ A wA FAY S FLF
3.
AR W A9 BH S FFI
Project: openshift-storage =
Object Bucket Claims Create Object Bucket Claim
No Object Bucket Claims Found
4.

Project: openshift-storage =

Create Object Bucket Claim Edit YAML

Object Bucket Claim Name

my-object-bucket

If nat provided, a generic name will be generated.

Storage Class *

t‘:‘(_' ect storage class

Mo default storage class

E® ocs-storagecluster-ceph-rgw

@ openshift-storage.noobaa.io

oCS-storagecluster-ceph-rgw = Ceph Object Gateway(RGW)=E A3 o).

openshift-storage.noobaa.io = Multicloud Object Gateway= A}l-&-3u ).
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Project: openshift-storage =

Create Object Bucket Claim Edit YAML

Object Bucket Claim Name

my-object-bucket

If not provided, a generic name will be generated,

Storage Class *

Select storage class -

Select storage class

Mo default starage class

E® ocs-external-storagecluster-ceph-rgw
if ] I " i i [ i

€l® cpenshift-storage.noobaa.io
ishif ag aoba f

OCS-external-storagecluster-ceph-rgw = Ceph RGW(2 B A E A o] E9]o])E A&
.

openshift-storage.noobaa.io = Multicloud Object Gateway= Al-&3Hu ).

RGW OBC £~ % 2] x| &8 £+ OpenShift Container Storage #| A 4.5
o] 2 & AR At ALL- T 5 A&t} o] A OpenShift Container
Storage 2] 2oA] J1dol=d SFe]2Ho e A EHA FFU.

A4S 23T

OBCE A4 st A% A sholA = e agych
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Project: openshift-storage w
Object Bucket Claims > Object Bucket Claim Details

bucketclaim-chkrt @ sound

Overview  YAML  Events

Object Bucket Claim Overview

Name
bucketclaim-chkrt

Namespace
@ cpenshift-storage

Labels
app=noobaa  bucket-provisioner=openshift-storagenoobaa.o-obc  noobaa-domain=openshift-storage.noobaa.io

Annotations
0 Annotations ¢*

Created At

@ aminute ago

Owner
No owner

Secret
© bucketclaim-chkrt

Object Bucket Claim Data

10.84. “/HAl B2 24~

10.8.4. v o) QB AE W Z&d 944

Actions v

Status
@ Bound

Storage Class
@D openshift-storagenoobaa.io

Object Bucket
@D obc-openshift-storage-bucketclaim-chkrt

@ Reveal Values

A3 UYd OBC(BAE w7l S d)E 54 w2 92T + A5

A 27 A

[}
OpenShift | F&o o a] AA .

A% jul Aol A upol A 2E2A - A WA ZAY & FAF T

2733 OBC Rl = 24 vilir(kube)E S8 34

=5} vl ol A Attach to Deployment (9] o] <4)S A& o).
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RedHat
OpensShift Container Platform

2 Administrator
Project: openshift-storage v

Home
Object Bucket Claims
Create Object Bucket Claim
‘ d ‘ 1 Bound Select All Filters
Name T Namespace

Storage

bucketclaim-chkrt @ openshift-storage

Persistent Volumes
Persistent Volume Claims
Storage Classes
Object Buckets

Object Bucket Claims

Builds

Deployment Name(¥ll 32 o] §) E-F oA Q3= vl E A

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

10%. MULTICLOUD OBJECT GATEWAY

kube:admin v

Filter by name.
1item

Status Secret Storage Class

@ Bound © bucketclaim-chkrt @3 openshift-storage.noobaa.io

Attach to Deployment
Edit Labels

Edit Annotations

Edit Object Bucket Claim

Delete Object Bucket Claim

é—_]:

t}2 Attach:

Attach OBC to a Deployment

Deployment Name *

‘ Cancel ‘ Attach

10.82. “7lA B2 S A”

HEO
= =

10.8.5. OpenShift g AF&5le] @ HAE v|F] W 7|

4O
= =

OpenShift
2 5 Jdsyh

A 27 A

[ ]
OpenShift 1 Z&of tl gk Fa] A4 2,

AHg-3to] OBC(L B A E B2l Za )l tsl B8 A vZlo] AR HRE
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OpenShift §] 2&ol =198},

AZ Yu| Al o] A uli| A 2EF A - A WAL ZFEYFU}.

RedHat TR
o £ kube:admin v

OpensShift Container Platform xamin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

Object Buckets

Filter by name,

‘ Penc ‘ 1 Bound

Select All Filters 1ltem

Name 1 Status Storage Class

(@D obc-openshift-storage-bucketclaim-chkrt @ Bound openshift-storage.noobaa.io
Storage

Persistent Volumes
Persistent Volume Claims
Storage Classes

Object Buckets

Obiject Bucket Claims

Builds

57 OBCe| Al B 1 Fo|A & o] &3t elax FAE FY3sto] 3l'd OBC] A M7l
' s dsyd

AR ARE 2 A WAL AR FUTh LBAE Mo AY FR o] N2 o] FFh

Object Buckets > Object Bucket Details

obc-openshift-storage-bucketclaim-chkrt @ sound Actions =
(OB P g
Overview YAML Events

Object Bucket Overview

Name

obc-openshift-storage-bucketclaim-chkrt

Labels
app=nccbaa  bucket-provisioner=openshift-storage.noobaa.io-obc

noobaa-domain=openshift-storage.noobaa.io

Annotations
0 Annotations &

Created At
S Apr1,2:03 pm

Owner

10.84. “71A WA S Y~

10.8.6. 70 A B A S Y 2HA
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Status
@ Bound

Storage Class
@® openshift-storage.noobaa.io

Object Bucket Claim
bucketclaim-chkrt
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A 27 A

[}
OpenShift §1 &0l o g 2] oAl .

A% vju) Aol A vpel A 2E2A - A WA ZAY & FAH T

AAG AR N FA Dol A= =Y i 37 (kube) S Z T

*

RedHat - g
OpenShift Container Platform # O © kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
o Administrator

Project: openshift-storage v
Home

Object Bucket Claims

Create Object Bucket Claim Filter by name.

‘ 2 ‘ 1 Bound Select All Filters 1item
Name 1 Namespace Status Secret Storage Class
Storage
bucketclaim-chkrt @ openshift-storage @ Bound © bucketclaim-chkrt @ openshift-storage.noobaa.io

Persistent Volumes

Attach to Deployment
Persistent Volume Claims

Edit Labels
Storage Classes

Edit Annotations
Object Buckets

Edit Object Bucket Claim

Object Bucket Claims

Delete Object Bucket Claim
Builds

ol A ZHA B2 S Y AHA & A"y o

Delete Object Bucket Claim

Delete bucketclaim-chkrt?

Are you sure you want to delete bucketclaim-chkrt in namespace openshift-

storage?

=3

REEES

d
k3
o
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10.84. “71A WA S Y~

10.9. 2 BAE B39 7]/ A 2|

Al HZ1-E hub dl7g 2 F|A] diZdo] A= vl EF ol HAY YT hub tj 32 S3 53 753 A
oBAE 22X HIA YUY A BZ1& 272 Multicloud Object Gateway # 7l ¢} 1 t}. AWS H 7]
E+= IBM COS H 71 & A A 8= A A S A S + AFU

=8
AA WAL 7% B 7159Uth 7€ ZeH 7152 Red Hat 294 An| = 5
Z 71°HSLA)I A X U= X gkom 7]5A oz hdstn %}g 5 dEUth mpebA Zz
A A ANA ALLFE AL AAFA LS o]H 3 7| 5L AL A &5 AE /)5S
Z7]0 o] & 5 o] N HP A LA o] 7S HE o}l Vel AT T IdF
Yt
A W& 71& 2 i 715 Ad B9E AL
[}
AWS S3
[}
IBM COS
10.9.1. AWS 7| A] B]A A A
A 27 Abe
[}
MCG(Multicloud Object Gateway) % 3 = ¢lg o] 2 & tp 22 =35t}
# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg
=31
AuzaPH A RE Aol Bl EX B B4k A9 AR o)

932 AR ol £ S0 IBMZ 13a}e] 24 o0& 9 e A8 F .

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms
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I = https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/package ol 91+ OpenShift Container Storage RPMoj| A mcg #l 71X & A x| &
= JFYh

2
N
)
_Nn.',
2
k)
I
fifo
=
it
Y
K
g
ofh
o
2
i)
d
v
i)

Yl s o] 2~ A4 gl A5 AT UG Ul Y 23 o] 2~ A F 4= Multicloud Object
Gateway U] ¢} Z5o] 2 ¥jZl 9] dlojE e g ¢]7] == 27| QG2 AT 7|8 2EA &
e Ut MCG ¥ & = Qe H o] 204 b3 ¥ 3 S A3 d .

noobaa namespacestore create aws-s3 <namespacestore> --access-key <AWS ACCESS
KEY> --secret-key <AWS SECRET ACCESS KEY> --target-bucket <bucket-name>

<namespacestore> = Y| ¢ 23| o] & A F 49| o] F 0 & ugyr}.

<AWS ACCESS KEY> % <AWS SECRET ACCESS KEY> £ o] £3 & ]3] 44 &
AWS A A2 7] ID 2 A ZE AA X 7] 2 vlg ).

<bucket-name> & 7]& AWS v| 7l o] &% 2 ulF Yt} o] 214 Multicloud Object
Gatewayell ¢} A F 4o O/ HZ 02 AMSS B3 1 3o = dlolg 22X 4 &
2ol XA g}

YANLS 5 gte] 252 428 /18 55 dFUth A 93 JRE 4§35
o] mete A4 ghch

apiVersion: v1
kind: Secret
metadata:
name: <namespacestore-secret-name>
type: Opaque
data:
AWS ACCESS KEY_ID: <AWS ACCESS KEY ID ENCODED IN BASE64>
AWS SECRET_ACCESS _KEY: <AWS SECRET ACCESS KEY ENCODED IN
BASE64>

Base642 A1-g-5to] A4l AWS &4l 2 7] ID 5 A28 A2 7] & Al etz A1)
o} 3} <AWS ACCESS KEY ID ENCODED in BASE64> ! < AWS SECRET ACCESS
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KEY ENCODED in BASE64> dl 4 2 3-& AF8-3l of ).

<namespacestore-secret-name> & 31

Jo
r
o
fil
lo
f
=)
=
L
i)

29 98 oS YAMLS 2 8@

apiVersion: noobaa.io/vialpha1
kind: NamespaceStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <namespacestore>
namespace: openshift-storage
spec:
awsS3:
secret:
name: <namespacestore-secret-name>
namespace: <namespace-secret>
targetBucket: <target-bucket>

type: aws-s3
d.
<hamespacestore> & 173 o] 20 2 vl
e.
<hamespacestore-secret-name> 2 o] @A oA A3 B QO Z vig U
f.
<namespace-secret> 2 o] @A A B2 WA= H AHEHE U Y 2F o] A= v}
w4yt
g

<target-bucket> & | ¢! 25 o] 2 A48 0 2 AT AWS S3 87 o 2 nlFUh

—

s eE S A

ofr

tol Wl 2ol 22 A4 I

noobaa bucketclass create namespace-bucketclass cache <my-cache-bucket-class> --
backingstores <backing-store> --hub-resource <namespacestore>

<my-cache-bucket-class> & 1 f-3F |7 g2 o]0 2 ulF .

140



10%. MULTICLOUD OBJECT GATEWAY

<backing-store> = & W

T
o Mol AL ULT F 9

a2 uFUh o] Beo] FE2 7RE sht o4
FUo

J
2

-
o

<namespacestore> o] G oA A4 & W] ¢ 2ol o] 2 AL upEU T

Qstel 2870 Aol H WA T2 ALt A W2 2
A4

<custom-bucket-class> & 297 o] A A H ¥jZ F 29 o] F

o upEYTh

10.9.2. IBM COS 7| A] ¥ 7] A

A 27 A
[}

MCG(Multicloud Object Gateway) = & =

AE s o] =

&

i

2=yt

# subscription-manager repos --enable=rh-ocs-4-for-rhel-8-x86_64-rpms
# yum install mcg

op
o
2
A

A o}
E'E‘]’] ]:]'

IBM Power Systems<¢] 739 t}2 43 2 A8

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-ppc64le-rpms

o

IBMZ 1ze}e] ¢ the W8 Al

I # subscription-manager repos --enable=rh-ocs-4-for-rhel-8-s390x-rpms
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I = https://access.redhat.com/downloads/content/547/ver=4/rhel---
8/4/x86_64/package ol 91+ OpenShift Container Storage RPMoj| A mcg #l 71X & A x| &
= JFYh

2
N
)
R
2
k)
I
fifo
=
it
Y
K
g
ofh
filo
2
i)
d
v
i)

ol

Wgl s ol 2 A4 2 axS AT vl 27 0] = A g2 Multicloud Object
Gateway ]! 23o] = w1 o] dlolEo] that 917] Ei= 227] A2 AL 78 AEAAE
e Ut MCG B3 % Q1B s o] 20) 4] the %2 Ja g

noobaa namespacestore create ibm-cos <namespacestore> --endpoint <IBM COS
ENDPOINT> --access-key <IBM ACCESS KEY> --secret-key <IBM SECRET ACCESS
KEY> --target-bucket <bucket-name>

<namespacestore> = Y| ¢} 2F o] X A4 9] o] F 0 7 ulg Ut}

<IBM ACCESS KEY>, <IBM SECRET ACCESS KEY>, <IBM COS ENDPOINT> &
IBM < 4] 2= 7] ID, A| 212 A1 2= 7] 2 71 IBM B2 913 o) sl gk alF A9 A= Fal
=z uFyh

<bucket-name> 2 7] IBM v 7l o] &2 2 ulF Ut} o] 214 Multicloud Object
Gatewayoll @] 220l 4 W7 02 ALG S WA} 1 thgol= tlole 2EeA o &
o] A Al g},

YAMLS 4 g3to] 2EelA 2428 F718 5 dsUth 9 9F J0.g AHga)
o] meke YU

apiVersion: v1
kind: Secret
metadata:
name: <namespacestore-secret-name>
type: Opaque
data:
IBM_COS_ACCESS KEY_ID: <IBM COS ACCESS KEY ID ENCODED IN BASE64>
IBM_COS_SECRET_ACCESS _KEY: <IBM COS SECRET ACCESS KEY ENCODED
IN BASE64>
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Base64= A}-83to] 21 IBM COS i A) 2 7] ID 2 v ol x|~ 7] 2 A 233 7Y
sl o} 31 <IBM COS COS 7] ID ENCODED IN BASE64> 2 < IBM COS SECRET
ACCESS KEY ENCODED IN BASE64>' th Al A 72 183 of gt}

<namespacestore-secret-name> S 3153 o] 52 2 vl3g Ut

24 98 oS YAMLS 2 8@

apiVersion: noobaa.io/vialphai
kind: NamespaceStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <namespacestore>
namespace: openshift-storage
spec:
s3Compatible:
endpoint: <IBM COS ENDPOINT>
secret:
name: <backingstore-secret-name>
namespace: <namespace-secret>
signatureVersion: v2
targetBucket: <target-bucket>
type: ibm-cos

<hamespacestore> & {3 o] 2 2 vl

<IBM COS ENDPOINT> £ A 43 IBM COS =¥ E= vl35Ut).

<backingstore-secret-name> S o] F @A oA A g WO = vl U}

<hamespace-secret> 2 o] F QA A B3-S A 3t= g AHEE vl P 2T o] A= v}
w4t

<target-bucket> & v 2 o] 2= A F 4802 AAS AWS S3 v|Zl o 2 ulF ).

e BE e daste] w2

iy

e

>
i
o
o
d
L
v
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noobaa bucketclass create namespace-bucketclass cache <my-bucket-class> --
backingstores <backing-store> --hubResource <namespacestore>

= uEY.

AT EOERY

a.
<my-bucket-class> = 3113 1|
b.
<backing-store> = 33 W] iUt o]l =0 422 F&£4 s o]
g3 5 dsg

o MY AFLEE
C.
<namespacestore> £ o] d T oA AA S YA 2F o] A AFAZ vpE YT
sto] 2870 Aol B Bl ZA2Z ALG S AA WA FAQY Y2
1

213
A3

=

Ut

oo
I R
» oft
tlo tlo

v
I

£ do

A4
I noobaa obc create <my-bucket-claim> my-app --bucketclass <custom-bucket-class>

a.
<my-bucket-claim>
72 Fe 29 oo

<custom-bucket-class> £ 2A| oA A H H]

10.10. €4S 3713t MULTICLOUD OBJECT GATEWAY A5 873

rlo
ot
o,
-
v
v
i
N
olf 32
o
e
ko
%
o,
o

Multicloud Object Gateway 4 &

S3d =X EE 35t A A
A Z31= NooBaa d)

B 3o Aul g

Multicloud Object Gateway &
= Aoy 2§yt

S TR ES

S3 &4

10.10.1. Multicloud Object Gateway2] S3 €3
¥l E¥E 2 E Multicloud Object Gateway 7} Multicloud Object Gateway<l| 4] ©] o] g t}o]

S3dA=
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AZ=EE A2 st bl 7128 22 A gshs A =dYrh A =X E Muj =& Qe dolg 34, 5
B AA, 4= 9 ¢4353E #2512 Multicloud Object Gateway<©] dlo]H #] X] X3 & 5|83}

10.10.2. Z2E A = =5 A3 33

A 27 A

[
Multicloud Object Gatewayel] 9 4] =~ 4= 9) = OpenShift Container Platformef| x| 23}
%2l OpenShift Container Storage & 2€ J4yt}.

Multicloud Object Gateway<] ZE 2] X === 31} o] 2] G BF o 9445 22 QHAE A
H] 2 "] o] g 2E g A9 A5 = NooBaa vl A H| o] 91 t}. NooBaa B #-& Kubernetes = X9
H] 328 4= 9 &) o] 292 StatefulSet Pod= A ¥ Kubernetes =2 AA 5] =3x8 & F A5

o}

A}
1.
Multicloud Object Gateway A}-&-2} <1 € | o] 2~ 2] Overview (7] ) 3] o] x] 9| 4] Add
Storage Resources(ZE @ A gl&2 F71)E ZEgr}.
Overview
) Storage
= @ 50GB Obytes 0 bytes ,‘:Il)(':H @
= Storage Resources - ‘ o Object Buckets
@ 0 resources e N 1 bucket
:v aaaaaaa le
o & Erors -
& No i¢ Y
2.
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Add Resources X

£} Kubernetes Pool ¢ Cloud

NooBaa nodes will be deployed as A cloud resouncs can be aither an Azura
Stetefulist which is the workload AP blob storage, AWS 53 bucket or any
abject used o manage stateful SIS 53 compatible Service

spplicationsg
Il can be used as a resaurce in the

StetafulZet maintains & sticky identity MooBaa buckels created by the
far emch of thew Pods. These pods are administrator

crested from the same spec, but are
nol interchangeable; each has a
persistent identifier that it maintasns
BtroEs amy rescheduling.

Deploy Kubemetes Poal Add Cloud Regorce

Create Pool(Z ©157] ) GAloA &5 AXH =9 Ui 2 AT

Deploy Kubernetes Pool x

o Create Poaol

on 1o other resources.

Kubemetes Fool Meme | Type here

v 3-63 chamcler

v Brarts and ende with & lowercass limer o numises
Oinly krwercase lettere, numisers end norcorsecullve hypfens
Apgid wsing the form of an 1P address

Likonally unigue name

fwou wish to Scale up an existing kubametes pool ga 1o
sesaurces = Poals

Cancel Mext

T GAA 239 Pod & 2 7} PV 2712 FAZYUL A £=vult} 8te] PV7E A E
Yt
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Deploy Kubernetes Poal X

ﬂ Create Poo E Configure

104 GH b

Presaigips Ml

AE QAN A T AL ARE LI AL U E PSS AAS S USUHEZ 5=
Houjx). 24 vl £ 2 A95H Kubernetes :==71 Z & 2€ Yo vj g} R v xS
Al 3 9] Ko A A3 YAML 512 o] A Zg ).

RED HAT R
NOOBAA esources

Kubernetes pools 1 Cloud Resources 0 Namespace Resources 0
= Number of Nodes (Pods) 3 Providers o | Provi ders 0
,,,,,, Namespace Resources
o
“d
Q Fiter by name or region All Resource Types ~ Deploy Kubernetes Pool Add Cloud Resource
Ste - Type - R Region Connected Buckets Nubmer Of Neces Used Capacity
'©®) my-kubernetes-pool Mot set Nane 2 T aTEET®
i =
1-10f litems of

10.11. MULTICLOUD OBJECT GATEWAY dl = ¥<QlE 25 33

A

d
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MCG S3 A u] 2 9] ¥3}7} Z7}8t A 24 38hA MCG 7l A Al o] E4o](MCG) A =¥QE 7} AF O
2 339t} {product-name-short} =& 2 € = 3l1}o] &4 MCG 243 34 v g Jt}. 2t MCG
E4d Pode 712F o2 QA3 AXs= Ago] Y= 1719 CPU 2 2Gi W28 @3 o= AP YL QA
EX¥RIES CPUZE 7 434 717 52 80%2] ALS AAIZS =731H A A A=XJAE BEE
Eole FHA A=IJEJIvI P YT F E49 F# CPU 271 A4 717F 5% 80% L AIF: v
Uro 2 HolXH AdEFRAE F sh}rt 2A| g Ut o] 7]15S AH8-3HH MCGe] A5 2 A v X 754 9]
Fgg .
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11.1. OPENSHIFT CONTAINER STORAGEE A}8-3=% ol Z2]A o] POD +4

o] A A o] Ao wz} OpenShift Container Storage= ol S Alo] A T =9 ~E X 2 FAF U

A 27 A

°
OpenShift §§ Z& ol i g B2 A= Ago] JdFyt.

OpenShift Container Storage Operator+= openshift-storage 4] ¢} 23] o] 20| A x| & 31 &
3] g1 t}. OpenShift ¢ &<l 4] Operator —~ A X] €l Operator = Z g 3lo] A x| ¥ Operator
£ g gy

OpenShift Container Storagedl A Al g3l 71 2 2 €2 X 2 AL 5 dHFUH.
OpenShift §} F&A 2E2 R > 2EIA] SHEE S5t 7|2 2EgRA SH2E 9l
k=g

Azt

AEA ) ANA A& 7 EF SAY(PVC)S B AU

OpenShift 9§ Z&olx 2E2)x - 97 2§ 2 & FPUh
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PVC o] &2 A4 3 i ol: myclaim ).

e
ko
r (
2L
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>
i
[
i
2
v}
d
L
v

Rados Block Device(RBD)2] 7d-¢- 9 A 2~ 2 =7} RWO(ReadWriteOnce)<l 73
2383 85 R AP 7| 2§ 2=+ Filesystem ¢4t}

o Ze) Aol 27 Abatol me} 2712 AR F .

Vi.

M-S 223t PVC7E Bound el 71 2 wl7H+] 71thg U

A PVCE AHg 3= Al B 7 fEelAold 28 74T

Al E AN =9 A5 dw GAE ST

A cfZE Al = AA.

iii.
spec: 414104 volume: 44 & F7}sle] o Fel7lold E=9] BFOo = A PVC
£ F7Hg o

volumes:
- name: <volume_name>
persistentVolumeClaim:
claimName: <pvc_name>

W thest 2

i

9=

volumes:
- name: mypd
persistentVolumeClaim:
claimName: myclaim
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spec: Al A o] 4] volume: A A oA A} PVCE cj Za]Alo]l A X=9] BFO 2 F7}

a3 Save(4 4 )= 293,

volumes:
- name: <volume_name>
persistentVolumeClaim:
claimName: <pvc_name>

q=

i

W et 24y

volumes:
- name: mypd
persistentVolumeClaim:
claimName: myclaim

A Aol AHS T A AAF U

A= Aol A =9 T AEZ AAYFUT).
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Volumes(E&) A A71A] ofel & 23 &3 EF A 4+ 55 A LT €A
Fol A=A & A (el : myclaim ).

o
e

[e]
T

112. 9+ 25 S99 83 ZH 27

PVC 2.3 4ulE nelu ohg RS A8 54 A .

A 27 A

[}
OpenShift Container Storageol o] gt 2] 2} N Al .
A3}
1.
OpenShift ] 2& o] =113},
2.
2EHA - 7 2§ 2L
3.
e 9 2E JAE AHEst] Q3 PVC o] 55 AAAYU L PVC 555 ol = dol&
= BEYstel 552 FY FE dxun
4,
3 9 3 PVCO 3l 23} Status(dHl ) & A3 .
5.

¥ 2 ¢ Name (°] 5)2 28 3to] PVC A R E SA3 -

113. 9 25 Sdd S H o|ME FAE

PVC(d+ &% 2d¢) 83 o|ES A LS 3| A5t o] AXE AHE-sH A L.

A 27 A

[ ]
OpenShift 91 Z&of tl g 2]z} A A .
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5.
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7.
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Red Hat OpenShift Container Storage:= 7 Hlo]\q $ 73] A 3saA 2ZEo] Ao 2EZA YUY
t}. OpenShift Container Platformol| 4] £ A= Aa = o] AdH oYl 3] A== T3 Ge-shd
T+ 2EFA A E AT

tijo
)
Mo,
d
L
k)

OpenShift Container Storage:= t5-2 H| &3 43 2 &8 A 3

dolEH o] 28 &5 2B

_\,=.L

%A B3, WMAA 2L blolE AL A3 TH FL 28

of7lol B, uig] 9 mjt]o] 2B A F 93 LHAE ~EA

B] A 40] 4= Red Hat Ceph Storage= Al 835l 4+ EFS APl Y, EE D oA E 2§
g A & A -F3t3l Rook.ioE AL&3l] @+ EF 2 ZH Y Z=28AY S A stal LA ZE o]l H Y
t}. NooBaa:= 7| Al 2EE A E A F3)3L, Multlcloud Gateway= A5} o8 2152 A A 7
A #Ag el (7l ZEHE AF)ol 7Hsg o

OpenShift Container Storage 4¢] 4] RBD(RADOS Block Device) 2 Ceph File System(CephFS)
2 Red Hat Ceph Storage CSl(Container Storage Interface) =z}oln|= 53 Z2ZH| XY Q42 A7
FU. PVC 2 90] 402 AT HA CSI Eaboluo = th 3} 22 §H ] A&,

EF 2= E5o]9+= Ceph RBDE 7]who 2 RWO(ReadWriteOnce) 3!
RWX(ReadWriteMany) 2} 4] 2~ @ 3to] 1= PVCE w54t

2§ %X Filesystemo] 9J+= Ceph RBDZ 7]uto g 31+= RWO(ReadWriteOnce) ) Al 2~
Agto] J= PVCE Y-

B F 2= Filesystem2] CephFSE 7|vto 2 5= RWO(ReadWriteOnce) 2
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cluster -admin ¢ &2 A}-8-3}o] OpenShift Container Platform & =g ol 1203 t}.

auth.json 319 & ZH}.

°o] 312 podman X:= dockerE AH8-sto] A 2E ] 229 W AFFUT. v+ 9
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~/.docker/auth.json

/run/user/<UID>/containers/auth.json

/var/run/containers/<UID>/auth.json

313 Red Hat Bl A ~E 8] 714 @ 7] A =815 714 ¢} auth.json Qo] B g HF o o
=3 2ol yehdy o

{
"auths": {
"cloud.openshift.com”: {

" W, Mkkkkkkkhkkkkhdhhkikxn
auth": ,

"email": "user@example.com”

"quay.io": {
"auth" « Wkkkkkhkkkkhhhhkkkxxn

"email": "user@example.com”

b

"registry.connect.redhat.com™: {

" W, Mkkkkkkkhkkkkhhhhkixn
auth": ,

"email": "user@example.com”

2
"registry.redhat.io": {

" W, Mkkkkkkkhkkkkhhhhkikxn
auth": ,

"email": "user@example.com”
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173


https://cloud.redhat.com/openshift/install/pull-secret

Red Hat OpenShift Container Storage 4.8 Deploying and managing OpenShift Container Storage using Google Cl¢

$ export AUTH_FILE="<location_of_auth.json>"
$ export MIRROR_REGISTRY_DNS="<your_registry_url>:<port>"

podman & A}-8-3}e] n 8] F A 2Eg 6] 2121353 A7 23S ${AUTH_FILE} o] A 33
=

I $ podman login ${MIRROR_REGISTRY_DNS} --tls-verify=false --authfile ${AUTH_FILE}
224 v g YA =E] 7}t auth.json Qo] F7Hg Yt}

{

"auths": {
"cloud.openshift.com”: {
llauthll: Nkkkkkkkkhkkhkkkhkkkhkxxn

L]

"email": "user@example.com”

"quay.io": {
llauthll « Wkkkkkkkkhkhhhhkkkxxn

"email": "user@example.com”

b

"registry.connect.redhat.com™: {

" W, Mkkkkkkkhkkkkhhhhkikxn
auth": ,

"email": "user@example.com”

b

"reqgistry.redhat.io": {

" W, Mkkkkkkkhkhkkkhhhhkixn
auth": ,

"email": "user@example.com”

2
"<mirror_registry>": {
llauthll: Nkkkkkkkkhkkhkkkhkkkkkxn
}
}
}

L]

16.2.2. Red Hat Operator 712 =71 1= 9 v g

Red Hat gl ]| ZE g o] AA AT F Qe SAEA L T2ZAAE 335l 3| F FA2ET 9
HE A EU.

A 27 A

[ ]
282 #HAR b5 98 S 43U

redhat-operator 7122 15 v|H 5} ul @ A|Zko] 28 = Jow vE T2E AN ALE
JFse v 2= g7kl 98 gk
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redhat-operators ¢ 7}g =15 W =3t}

4+ OpenShift Container Platform 2] 2H 5 v A 2 B v A3 A 251+ ) 22 AL
3}o] --from< ose-operator-registry 7] 2 o|n| x| = A A ]t}

$ oc adm catalog build --appregistry-org redhat-operators \
--from=registry.redhat.io/openshift4/ose-operator-registry:v4.7 \
--to=${MIRROR_REGISTRY_DNS}/olm/redhat-operators:v2 \
--registry-config=${AUTH_FILE} \
--filter-by-os="linux/amd64" --insecure

IBM Power Systems 2 IBM Z 21z g} o] 7 ¢ filter-by-os 2] &
linux/ppc64le 2 linux/s390x = A A g t}.

redhat-operators ©] 712 =2 15 v 8] F P}

ol e o) Az 1-547k0] A€ 4 AFYUT 12 F2E0] 100GBS] ALE 753 T
221 g7ro) QA AU

$ oc adm catalog mirror ${MIRROR_REGISTRY_DNS}/olm/redhat-operators:v2 \
${MIRROR_REGISTRY_DNS} --registry-config=${AUTH_FILE} --insecure

16.2.3. Operator imageContentSourcePolicy A 4

oc adm catalog mirror & o] €5 = imageContentSourcePolicy.yaml 3} o] A A 1}, o]
o] &4 = duba o= J[catalog o] W A o] F]-manifests] ). F2td FE-S .yaml 31
ol F71sta el 2eo) A4t thg RS AHSFHAIA 2.

o] sl o] Zelzol A The-3} ko] EAH el WL Sl gk

%)

spec:
repositoryDigestMirrors:
- mirrors:
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- <your_registry>/ocs4

source: registry.redhat.io/ocs4
- mirrors:

- <your_registry>/rhceph

source: registry.redhat.io/rhceph
- mirrors:

- <your_registry>/openshift4

source: registry.redhat.io/openshift4
- mirrors:

- <your_registry>/rhscl

source: registry.redhat.io/rhscl

‘+2H9 g2 2 imageContentSourcePolicy.yaml 5} £ 7154 o).

i

imageContentSourcePolicy.yaml 12 & Z 2] 2 o] & &3}

I $ oc apply -f ./[output dir)/imageContentSourcePolicy.yaml

Image Content Source Policy7} QHlo]EHWH S| 2H 9 & ==(vp2H, 2z, 349
ZH)E gHlol Edta A g3 of Futh. o] =24 2= Machine Config Pool 23 A2 53 &
2= A=, OpenShift S8 2H 9] == o up2} At 33 A 7] & 5 YA 7 A
30&o] A7 rl.ocgetmcp HH T+ oc get node FH & Al L5l YJUH|o|E Z2A 2SR
UHRE & AFH.

16.2.4. redhat-operator CatalogSource g gl o] &
Azt

Red Hat & #} 9] 7192 1 o]u] X & FF35}+= CatalogSource Q VA E E tjA] A AT

o}

SHE ¥ A(F, v2)2 AHS-8te] SutE tE R 228 v YR EA

Ik

_1 il

<your_registry> & vl &] d A 2~Ez URLZ wA 3 of 3to}= F S 719 314 redhat-
operator-catalogsource.yaml 3} o] o433 A ZF g o).

apiVersion: operators.coreos.com/vialphat
kind: CatalogSource
metadata:
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name: redhat-operators

namespace: openshift-marketplace
spec:

sourceType: grpc

icon:

base64data:
PHN2ZyBpZDO0iTGF5ZXJfMSIgZGFOYS1uYW1IPSJMY XlIciAxIiB4bWxucz0iaHROcDovL3d3dy
53My5vemevMjAwWMC9zdmcilHZpZXdCb3g9ljAgMCAXOTIgMTQ11j48ZGVmcz48c3R5bGU+L
mNscy0xe2ZpbGw612UwMDt9PC9zdHIsZT48L2RIZnM+PHRpdGxIPIJIZEhhdC1Mb2dvLUhhd
C1Db2xvcjwvdGI0bGU+PHBhdGggZDOIiTTE 1Ny43Nyw2Mi42MWEXNCwxNCwwLDAsMSwuM
zEsMy40MmMwLDEOLjg4L TE4LjEsMTcuNDYtMzAuNjESMTcuNDZDNzguODMsODMuNDksN
DIUNTMsNTMuM;jYsNDIuNTMsNDRhNi40Myw2LjQzL DAsMCwxLC4yMiOxLjkObCO0zLjY2LDku
MDZhMTguNDUsMTguNDUsMCwwLDAtMS41MSw3LjMzYzAsMTguMTEsNDEsNDUuNDgs
ODcuNzQsNDUuNDgsMjAuNjksMCwzNi40My03Ljc2LDM2LjQzL TIxLjc3LDAtMS4wOCwWWLTE
uOTQtMS43My0xMC4xM10iLz48cGF0aCBjbGFzcz0iY2xzLTEIIGQ9Ik0xMjcuNDcsODMuNDI;
MTIUNTESMCwzMC42MS0yLjU4LDMwLjYXLTE3LjQ2YTEOLDEOLDAsMCwwLS4zMS0zLjQyb
CO3LjQ1LTMyLjM2Yy0xLjcyLTcuMTItMy4yMyOxMC4zNSOxNS43MyO0xNi42QzEyNC440Sw4L |mediatype: image/svg+xml

image: <your_registry>/olm/redhat-operators:v2

displayName: Redhat Operators Catalog

publisher: Red Hat

redhat-operator-catalogsource.yaml 3¢ & A}l835lo 71927 £~ 25 AT
I $ oc apply -f redhat-operator-catalogsource.yaml
A redhat-operator =7} 23] F21%] &l3t}.
I $ oc get pod -n openshift-marketplace | grep redhat-operators
16.2.5. Al & Yo E

A AASRT 228 T4 Fo

e

A YulolE T2 A LS AL IPT 5 UAFUT

r (

U = = =9 A4 OpenShift Container Storage f djo] &

16.3. U+ 2 =0 x OPENSHIFT CONTAINER STORAGE ¢t E
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'|:l

Az}ol] whe} Yl B 2 =) v £ 9 OpenShift Container Storage 2 2] 2H & ¢ d o] Eg ).

16.3.1. Y} 2 =4 OpenShift Container Storage Operator A}-'5 ¢ Hl o] E &4 3}

EEE R

OpenShift Container Platformoi] 4] OpenShift Container Storage OperatorE ¢ dl o] E35}7] ¢35
A% Julo|E 592 B3} q3E AL 5414 2.

A 27 A
[}

e Fhme] 25 9 9 oflo] 2EZF FH2EH D Hlo]H H7o 4 BN e
st g o

=

2] 71=2] Object ¢l 4] Object Service 2! Data Resiliency 7} Ready 3 €] (Green tick) &
BlQ1x gl g,

OpenShift Container Platform 2] 2H E <t <l ] A 4.8.X2] HAl Y22 JHo|E
a3 2ol 2E JulolEE RPN L.

Red Hat OpenShift Contamer Storage A2 S
Aol o AAl g Ul &

S stable-4.79l 4] stable-4.8 & %
HA L.

A g3 o
<2 OpenShift Container Storage 29 o]

SR EL R

mholu Bl (ol 47914 4.8% Il o] £)3} 4.89] ] x] ¢ H] o] (o] : 4.8.00]
A 4.8.1) 7ol Qo] Esls AL ut A2L A s of dh}

$9#A =& ¥ 33 2 E OpenShift Container Storage Pod~} openshift-storage 4l )
25 o] 2 2] Running A=l <14 &2l3tt}.

Pod 448l £ ¥ OpenShift 9 29| 9% A4 ga2= - Pod 2 Yt =2
A E & §Fr}-9 =04 openshift-storage = A= 3t}

AH o] E A 7to] S| ZE oA 23
Storage HJHIo|E Z 2 A 25 ¢85

A8 5]= 0SD 479] u}&} ot =2 2 Openshift Container
g FEg

A7bo] YA AT .
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OpenShift §] <o =198},

Operators —~ 1 x]€ Operators 2 3}

openshift-storage T2 A EZ A& g},

OpenShift Container Storage €4 #} o] &< 2 3.

Subscription (X223 A) ©]-& =513 Approval(421) ol# o] F 32 ZLFU}.

9]z o] = Ae] EA] o] = Al OpenShift Container Storage ] 3 o]
oju] A QoA oju] 7+ 5 o] Y ¢Jdlo] E A Manual o] 4] Automatic =
=% Aol UAH S 52A ezt 2234

Install Plan (418 A x]) 43S F).

b.

InstallPlan 13- A B sjo] o)A A7) A% Zal i 2 2ok
C.

43 AR S BT £ 2AFUY
d.

Status(’3-Hl)7} Unknown (& 5= §1-2-)oll 4] Created (B A) 2 WA= w7}x] 7]

179



Red Hat OpenShift Container Storage 4.8 Deploying and managing OpenShift Container Storage using Google Clc

g,

Operators —~ 1 x]€ Operator2 2 3}

f.
openshift-storage ZZ A E & A& gl
g.
Status(Z3-€ll) 7 Up to date= 73 =2 wj7}%] 7| H Y.
[}
dadol= Feo 5Rlo] L3513 FFUh
a.
Aol E7L A1 22 Wi 74A] 7yt o] AY-E Hdl 20& ] 42 = dFU
b.
Operators — 1 3] ®l Operators 2 gt}
C.
openshift-storage ZZ A E & A& gl
d.
Status(’€l) 7} Up to date= 732 w71x] 7Igg Ut}
A5 @A
1.
OpenShift g Z&olA 2EgA - 7/]Q - QBAE o= o] FFYr}.
[}
2] 7= A Object Service 2 Data Resiliency 71 Ready €] (Green tick) €] <1
A g,
2.
OpenShift § &4 2EA - 78 -~ 22 9 159 o7 o] 53]
[}
2] 7} =) A Storage Cluster 2 Data Resiliency 9l =2 =3 %A 7} QA=A 82l
I
3.

Operator — A X] € Operator —~ OpenShift Container Storage Operator=S 22 g}, =

180



167¢. UPDATING OPENSHIFT CONTAINER STORAGE

EA S8l HolA Z82H A H] X AJH 71 Ready 1A 813Ut}

OpenShift Container Storage | A 4.70] 4 4.82 Julo]EXA A A=
o] 4.70] A& E AP Ut} ocs-operator 7} o] o] TAA EXYS ¢H olE
stA] 7] WEd it

$9# ¥=g ¥ 3§ 2 E OpenShift Container Storage Pod 7} openshift-storage v ¢}
2 0] 2 ¢] Running &) 212 g o).

Pod JHE Hejd 9325 - Pod 5 29Ut T2 E = {2 5S4
openshift-storage £ A& g},

91 A7k A5 7% Red Hat 2| 915 o 2] 5141 4) <.

93 33 7] 52 Red Hat OpenShift Container Storage 4.72] A 2 & vl E o] A vt
AHEE F AFUTL AT H Ao R o=y 2R FeiHe 9% 43 A4
2=~
=]

OpenShift Container StorageE ¢l o] Esl= &< A7 RASt= B 24 524 7}o]=<] I vtk
Hoz Haot 225 FEFHAL.

16.3.2. U] &= 2 =] ] OpenShift Container Storage Operator =% ¢ Hl o] E

A X Al O g %5 522 A &3l OpenShift Container Storage Operator= ¢ vl o] E 512
o

e Fhme] 25 9 9 ool 2EZ A FHXAH U Ho]H H7o 4 BN AER
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e 71= 2] Object ¢l 4] Object Service 2! Data Resiliency 7} Ready 3 €] (Green tick) &
BlQ1x gl g,

OpenShift Container Platform S 2] 25 & < FQ ¥ A 4.8.X9] HA 2= YJUolE
stal S 2 U0l ES FXSAHA L.

Red Hat OpenShift Container Storage Al '2 & stable-4.74]| ] stable -4.8 =
Aol of g AA g &S
AAL.

AR

=AY 9 g s Fast

OpenShift Container Storage ¢ 28 ©]

mhol 1w A (el : 4.791 4 4.8% o] £)3} 4.89] wlA] ¢t o] E (e : 4.8.00]
A 4.8.1) 7+ol QElo] =t Aol W MDA of T,

$QYA FES TFF BE

OpenShift Container Storage Pod”} openshift-storage v ¢
29 0] 2 ¢] Running &) 212 gt}

Pod %€l £ B2 OpenShift ¢ &9 A= FA Yga=2= - Pod E ZYFUth. =
A E & Fr}-¢ B =94 openshift-storage S A& gt}

HEl ol E A 7Fo] S ZE A

A8 5]= 0SD 479] u}} ot =2 2 Openshift Container
Storage JHIO|E Z2 A 25 45T FES A 7] A=A 1P
Azt
1.
OpenShift 9 &%) =123
2.
Operators - 41X ¥ Operatorg 22 gy}
3.
openshift-storage ZZ A E & A& g}
4.

OpenShift Container Storage €9 #} o] &< 28 g4th
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Subscription (M| B2 =33 A) ©]S 22313 Approval(5<]) ot o] a5 ZG3U}.

Manual & €3t 3 Save(4 3 )& 28 Foh

Upgrade Status( g zd o] = H])7} Upgrading 2= HZ 2 w714 7|ty Yt}

Aadgol= e o] 520o] F Q3 7S requires approval (521 Z Q)2 29

L

U

o

InstallPlan &1 3 g 1 o] Aol 4 44 A Zali & 2

AR AYE AES L 5

tilo
gt
i
e
L
)

Status(’3-Hl)7I Unknown (& 5= §1-2-)oll 4] Created (B A) 2 W72 w714 7|y}

Operators —~ A X9 Operator= =32 3}

openshift-storage ZZ A EE A& g},

Status(%} =) 71 Up to date= ¥ 72 wj7}x] 7|t g ).

OpenShift ¢ & A 2E8A - 7/Q - QBAE go 7 o] F3h ).

2] 7= A Object Service 2! Data Resiliency 71 Ready €] (Green tick) €] <1
A gt

OpenShift §§ &4 2E8A - Q8 -~ B2 9 1519 Yo7 o] 5.

A 7} =) A Storage Cluster 2 Data Resiliency 9l =52 =3 %A 7} A=A 82l
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o

Operator - A X] = Operator -~ OpenShift Container Storage Operator=E &2 g}
Eg A S XHlA Z2XH AH X 4G 71 Ready Q1A g2l gy}

e

OpenShift Container Storage A 4.79] 4] 4.82 ulo]EXA A A=
ol 4.70] A4 XA FYt}. ocs-operator 71 o] o] A H EZL S HolE
stA] 7] W Ed .

$9# ¥=g ¥ 3§ 2 E OpenShift Container Storage Pod7} openshift-storage v ¢}
23 o] 9] Running ¢8| 212 3}

Pod JHl & B OpenShift ¢ &9 A% 3

AZ Fo|A a2 = - Pod S 2 FUt}.
A E = Fr}-9 =04 openshift-storage S A9 3}

[k

=

Q1 GA 7t A3l sh= 739 Red Hat 2] &5 ol 2] 5

HA L.

OpenShift Container Storages ¢l ol E3dl= &<t #4171 BA sh= A S &4 5] 2 7}o] =9 Jut
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