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apiVersion: operator.tekton.dev/vialphat
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apiVersion: vi

data:
cosign.key: <Encoded <mykey>.private> ﬂ
cosign.password: <Encoded passphrase>
cosign.pub: <Encoded <mykey>.pub>

immutable: true

kind: Secret

metadata:
name: signing-secrets

#...

type: Opaque
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apiVersion: tekton.dev/v1
kind: TaskRun
metadata:
name: build-push-task-run-2
spec:
taskRunTemplate:
serviceAccountName: build-bot ﬂ
taskRef:
name: build-push
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apiVersion: operator.tekton.dev/vialphat
kind: TektonConfig
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metadata:
name: config
spec:
#...
chain:

artifacts.oci.storage: ™"
artifacts.taskrun.format: tekton
artifacts.taskrun.storage: tekton

#...
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3. Tekton A ¢l AEZHZE thA] A

3o,

2
ol
ol

o]

B8 7ol A g HUEA Fstelw the FH L 9

4

I $ oc delete po -n openshift-pipelines -I app=tekton-chains-controller
4. 0 BY S st 19 Ay AT
$ oc create -f
https://raw.githubusercontent.com/tektoncd/chains/main/examples/taskruns/task-output-

image.yaml

@ JURE AQ UAL Y= URI EE HL B2 wFY L

JE

of
taskrun.tekton.dev/build-push-run-output-image-gbjvh created

5.

off

[e) [e]
LR

lol @A o] A2 g gyt ZT2A 27 g8E i 71A] 71t g YT

— g e,

$ tkn tr describe --last

S

o
JE

[...truncated output...]

NAME STATUS

- create-dir-builtimage-9467f Completed

- git-source-sourcerepo-p2sk8 Completed
- build-and-push Completed

- echo Completed

- image-digest-exporter-xlkn7 Completed

6. base64 = 1T FA o2 AGH oHAEN NF L AW o WE e QAT

$ tkn tr describe --last -0 jsonpath="{.metadata.annotations.chains\.tekton\.dev/signature-
taskrun-$TASKRUN_UID}" | base64 -d > sig

I $ export TASKRUN_UID=$(tkn tr describe --last -0 jsonpath='{.metadata.uid}")

14



17. OPENSHIFT PIPELINES &5 X .¢tol] TEKTON A <1 A8

$ cosign verify-blob-attestation --insecure-ignore-tlog --key path/to/cosign.pub --signature sig --type
slsaprovenance --check-claims=false /dev/null

Q path/to/cosign.pub S Z71 7] B} o] A =2 o] Fo & upFYT).

2 o

Verified OK

| m‘lN'

151 F7 g &2
o 134, "Tekton A 1o A] dl o] & o] A a7 ¢k Hot”

e 124 "Tekton Aol A"

1.6. TEKTON CHAIN & A} 83} o] o] m| x| 9} AZof] A 4 o

RIS

e 2}3 3% x509 7] A& A A ste] Kubernetes Al =8l ©. & #] A&k U},

—
AN

o o], olwA] Mg gl A H ol x| B]AEE A et7] 98] OCI gl A =E o v 5S4

CRARICS
o A ARE Y3 A 3hES Tekton A 1S 74 T o
o Z¢] Aaol Kaniko ol v < & 44 g oh.
o A omH o} HEE AFHE G
A 87 b
T Abo] S8 AE ol A Eof 3l gelgyh
® Red Hat OpenShift Pipelines Operator
e Tekton A2l
® cosign
® Rekor

®* q

1. o+&3}H x509 7] AL A A5t Kubernetes Al A8l & 2 % &gty T}
I $ cosign generate-key-pair k8s://openshift-pipelines/signing-secrets
AR 7F A EE 435 JF YT cosigne A A H 712l 7] S openshift-pipelines ] & 2~

o] 2] signing-secrets Kubernetes A| =8l o] Y {2 % ¢3}aL 37l 715 cosign.pub =2 <l
o F4Yrth.

15


https://docs.sigstore.dev/cosign/installation/
https://docs.sigstore.dev/rekor/installation/
https://stedolan.github.io/jq/

Red Hat OpenShift Pipelines 1.15 Securing OpenShift Pipelines

2. olu A HAEY i AFE T I

a. OCI A 2 Ee] 2 42 FA 2% Tekton A9l AE S T4 shel® 24¢) o] A
CNB QAT RIE AR E AT o AAD 6 O B el 15 4%

254 0.

LY =

Z A ¥ 7} 2319 docker config.json I} ¢] Kubernetes A| =31 & A A §H4 )

H

b. oJm A& WES I YA LEL 2 W HW = Kaniko 2ol & AF5S 74 st ™

$ oc create secret generic <docker_config_secret_name> \
--from-file <path_to_config.json> g

ﬂ docker config secret o] &2 2 th A g1t}

g docker config.json ¥}l ¢] 7 2 & n}& o).

3. chain-config 7l 7] o] 4] artifacts.taskrun.format,artifacts.taskrun.storage %
transparency.enabled vl 7} =2 A A 3o Tekton A 1S 74 ).

$ oc patch configmap chains-config -n openshift-pipelines -p='{"data":
{"artifacts.taskrun.format": "in-toto"}}'

$ oc patch configmap chains-config -n openshift-pipelines -p='{"data":
{"artifacts.taskrun.storage": "oci"}}'

$ oc patch configmap chains-config -n openshift-pipelines -p='{"data":
{"transparency.enabled": "true"}}'

4. Kaniko 291 & A 2F3F U

2

a. Kaniko 29l =& 28 9 & 831t}
I $ oc apply -f examples/kaniko/kaniko.yaml ﬂ

© Koniko 219 URI = 5he) A2 npg ok

b. A3 3

rk‘l‘

EREE- kL ARICE
$ export REGISTRY=<url_of_registry> @)

$ export DOCKERCONFIG_SECRET_NAME=
<name_of the_secret_in_docker_config_json> g

© A= R HHsEL e URLS wiE T
Q docker config.json 3} ©] 1 ¢} o] &0 & H}F Ut}
c. Kaniko ¢ A 2o,

$ tkn task start --param IMAGE=$REGISTRY/kaniko-chains --use-param-defaults --
workspace name=source,emptyDir="" --workspace

name=dockerconfig,secret=$DOCKERCONFIG_SECRET_NAME kaniko-chains

16
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wE v b SR WA o] Ao =18 AT T 1S 4T A% oM 7}
$REGISTRY/kaniko-chains = FA] Yt}

5. Tekton AN A% A2 WA A g7hA 12 A% 7102 g 2 29 A
chain.tekton.dev/signed=true =41 2] 7} 84 & &2l gt}

$ oc get tr <task_run_name> \ ﬂ
-0 json | jq -r .metadata.annotations

{

"chains.tekton.dev/signed": "true",
}

@ 2 Eo=UAFIL

$ cosign verify --key cosign.pub $REGISTRY/kaniko-chains
$ cosign verify-attestation --key cosign.pub $REGISTRY/kaniko-chains

7. Rekorol| 4] o)A o] 24 & 13},

a. $REGISTRY/kaniko-chains o] 1] #] o] tho] A 2E E 7}A U th 2 A S AL AL} o
1A 2 744 9} thol | 2E S 258 5 eyt

b. Rekorg 7 3}e] o] n] =] 2] sha256 t} o] #| ~E o} U %] 5}

fr

- =
RE Y=

i
b

Futh

$ rekor-cli search --sha <image_digest> ﬂ

<uuid_1>
<uuid_2>

o

11 X 2 sha256 t}o] A ~E & o) A & o}

9 A M A A =]+ UUID(Universally unique identifier) Y o}

A Aol = dA sk 52 UUID7F A g Yt 8l F UUID 5 shutell )15 B 17F Q<5

I $ rekor-cli get --uuid <uuid> --format json | jq -r .Attestation | base64 --decode | jq

17. 27} 8] 22

® OpenShift Pipelines 4 %]
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https://access.redhat.com/documentation/en-us/red_hat_openshift_pipelines/1.15/html-single/installing_and_configuring/#installing-pipelines
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27, 43

lM

Edol s B aas B ) FEA
OPENSI PIPELINES’%XJ

M ) A SRS ALg she] sho] mebol e A4 S A S T E

THE HF 8 AE I

l

1o
N
fo
b
(Kl
[t
s
2

I

t}&-S & OpenShift Pipelines2 A4 g o}

N

o mzAE FHobd: meAE VoA FU8 Aokd S melF

e Software bill of materials (SBOMs) PipelineRun 4 8 4-2] A3t B &S t} 2 =384 &
U,
T3k Tekton Chains & A1 &2 553} = PipelineRuns= o] & G ol A & vl x| 7} A H Yt} o] v A
= o] mael Aa) A8 A7} FEsh BA o2 A% E o] OCI o] ulA o} 7o) kA Al A4H e JE
U,
2% 2.1 A EE =]

PipelineRuns » PipelineRun details

pipelinerun-with-scan-task@| ©succeeded

Details @ YAML  TaskRuns Parameters Logs Events Output

PipelineRun-& Tekton Chaing 74 s+ A -0l Wt s F o] & G ol A& X & EA] g o} Tekton A <1
=

o
T2 o] o g Z4A| g )-8 OpenShift Pipelines 3+ H.¢kol| Tekton 2| 91 AF&2- #2814 Al @

21 22 A E FHFH S H7] 93 OPENSHIFT PIPELINES 24
=

18 RS2 BRE $AE Aol A7hH e

PipelineRun A £ 74 1. 5] o] X] o] Gy
A= AR B Ade G4 RS F dFH
Hek

e, =8, 50 Y
2 BA YT ol 2A 1h4stE HE el

19 2.2.PipelineRun A 3 3 1] o] ] 2]

PipelineRun details

@ scantask 11 )

Q Q % e

Name Status

pipelinerun-with-scan-task @ Succeeded

Vulnerabilities
Namespace A Critical 13 % High 29 = Medium 32 ¥ Low 3

@B test

Pipeline

Labels Edit & Embedded Pipeline

Start time
@ Jan 15,2024, 1:50 PM

tekton.dev/pipeline=pipelinerun-with-scan-task

18


https://docs.openshift.com/pipelines/1.13/secure/using-tekton-chains-for-openshift-pipelines-supply-chain-security.html

2% . aZEY o] TH Y R QS BaW ] £& 0|4 OPENSHIFT PIPELINES 2%

“
B

s
—a

ofy

U,

[}
A

gpolZeel A 5 w7 HojA o] ek AolA HAFH S HE
19 2.3.PipelineRun 5= 1 7] 9] F o4 H 7]

P|pe||nes Setup GitHub App

Pipelines PipelineRuns Repositories

Y Filter = Name =  Search by name.. /

) . i
Name Vulnerabilities Status Task status Started Duration
pipelinerun-with- | M13 229 =32 ¥ 3 @ Succeeded I 9 Jan 15,2024, 1:50 PM 14 seconds

scan-task @
R
U

v

ol ® FH ok o] Al ZHE] & -2 OpenShift Container Platform B & 4,15 & 2] 2~ o) A A&

ALE 8 AR
o ] Z&o 2adAFYT.

e 24 E o OpenShift Container Platformoll A ol 2] A o] A & 7[e} az== AT 443k
of et A ko] dFYTH

o 71E Aok A4 Aol AT

ELE

L gz B AR A A HFH S ANAH o2 B st = Y 224 ER Aagyt

2. 71E A% A2 AL 2 GulelEste] 282 json o] AR The The FH o= Hokd 2
kg FE I

# The format to extract vulnerability summary (adjust the jg command for different JSON
structures).
jq -rce\
"{vulnerabilities:{

critical: (.result.summary.CRITICAL),

high: (.result.summary.IMPORTANT),

medium: (.result.summary.MODERATE),

low: (.result.summary.LOW)

1}' scan_output.json | tee $(results.SCAN_OUTPUT.path)

al

e

Ab il gl A4S e B o gAY
EERETER

I apiVersion: tekton.dev/v1
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https://docs.openshift.com/container-platform/4.14/web_console/web-console.html#web-console
https://docs.openshift.com/container-platform/4.14/authentication/using-rbac.html#default-roles_using-rbac
https://jqlang.github.io/jq/download/
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kind: Task
metadata:
name: vulnerability-scan ﬂ
annotations:
task.output.location: results 9
task.results.format: application/json
task.results.key: SCAN_OUTPUT €)
spec:
results:
- description: CVE result format ﬂ
name: SCAN_OUTPUT
steps:
- name: roxctl 6
image: quay.io/roxctl-tool-image G
env:
- name: ENV_VAR_NAME_1 @)
valueFrom:
secretKeyRef:
key: secret_key_1
name: secret_name_1
env:
- name: ENV_VAR_NAME_2
valueFrom:
secretKeyRef:
key: secret_key 2
name: secret_name_2

script: | 6

#l/bin/sh
# Sample shell script

echo "ENV_VAR _NAME_1:"$ENV_VAR_ NAME_1

echo "ENV_VAR NAME_2:" $ENV_VAR _NAME_2

jq --version (adjust the jg command for different JSON structures)

curl -k -L -H "Authorization: Bearer $ENV_VAR_NAME_1"
https://$ENV_VAR_NAME_ 2/api/cli/download/roxctl-linux --output ./roxctl

chmod +x ./roxctl

echo "roxctl version"

/roxctl version

echo "image from pipeline: "

# Replace the following line with your dynamic image logic
DYNAMIC_IMAGE=$(get_dynamic_image_logic_here)
echo "Dynamic image: $DYNAMIC_IMAGE"
Jroxctl image scan --insecure-skip-tls-verify -e $ENV_VAR_NAME_2 --image
$DYNAMIC_IMAGE --output json > roxctl_output.json

more roxctl_output.json
jq -rce\

"{vulnerabilities:{

critical: (.result.summary.CRITICAL),

high: (.result.summary.IMPORTANT),

medium: (.result.summary.MODERATE),

low: (.result.summary.LOW)

1}' scan_output.json | tee $(results. SCAN_OUTPUT.path)

20



2Z. Az EY 0] TFH HA 222 B §] ££ 04 OPENSHIFT PIPELINES 4%

M A Aol o) & A FHPUTh f 23 ¥ 72 S SCAN_OUTPUT #49 &
Er}of gyttt o & E9o] SCAN_OUTPUT, MY_CUSTOM_SCAN_OUTPUT &=+
ACS_SCAN_OUTPUT.

Aol v A9y,
AHEE A P AA =T 0] o YU Th

kel

sHel A o] mH o] 912 YT

A =77}

jsonEdo 7 Aagd d ~3aHgEYYT o & £ scan_output.jsond Y t}.

90999099 60609

Aok foke FE 5 P4 (T2 JSON 7o vel jq B3 24).

23
ol Aol YU th 5 A4 mTel uhel ghe £ sl o4 FA o2 A
B2 AR

)

3. 48% Pipeline Qvo| E 5] tha Y2 0 2 F ek ALS F/hgoh

spec:
results:
- description: The common vulnerabilities and exposures (CVE) result
name: SCAN_OUTPUT
value: $(tasks.vulnerability-scan.results. SCAN_OUTPUT)

oY
ol\

e PipelineRun 4|3 4 1 30| x| = o] Salo] sHeld AFA o] A 714 Eaol tle 2ok & 3
=3,

== PipelineRun &£ 1 7] 3 o] x] & o] %3l Vulnerabilities €& AE& 5= &Yt

2.2.SBOM & b} 2 =3 AY & 4 ) =5 OPENSHIFT PIPELINES 4 %

PipelineRun 4 5 % 1 5] o] %] o] 4 = SBOM(Software bill of materials) T} ¢ 2 =871} 2 5 9l &
A ATl FIY U FBAH AN E 4GS F Qg1 SBOME P4 Ao A AHE e RE &
ZE o golB & YL FUTh ol gt ol Bl = 54 7|52 @St AU TS &olsiA &

F gy

by

ek

I Q= Kok FA4) ¢

Olt

SBOM& AHg-3te] X Eqo]s] T4 1 4 o]l 3k 3L Hop & 48
AAH FFL BoHE 5 AdFuh
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19 2.4.SBOME o2 =57 2 F+ = ¢4

PipelineRun details

@® sbom-task 11

Qa a X

Name

pipelinerun-with-sbom-task

Namespace

@ test
Labels Edit &

tekton.dev/pipeline=pipelinerun-with-sbom-task

Annotations

1annotation &

Created at

A 27 Ab

R EETE PSS

o x 2 A E o OpenShift Container Platformef| A o Z2]Alo]d 4 7|e} a2 =5 AT A

o &} 7 gro] 4L o,

EZA 2

1 AR A #3004 SBOMS] 4] 744

2. s 3oz FYS F76te SBOM B H S BAY 2 =94

SBOM =4 ¢

apiVersion: tekton.dev/v1
kind: Task
metadata:
name: sbom-task ﬂ
annotations:
task.output.location: results 9
task.results.format: application/text
task.results.key: LINK_TO_SBOM @)
task.results.type: external-link ﬂ
spec:
results:

Status
@ Succeeded

Vulnerabilities

Pipeline
Embedded Pipeline

Download SBOM

cosign download sbom

Install Cosign @

SBOM
View SBOM

ETdoldeadt

- description: Contains the SBOM link 6

name: LINK_TO_SBOM
steps:

- name: print-sbom-results
image: quay.io/image G
script: |

#l/bin/sh
syft version

syft quay.io/<username>/quarkus-demo:v2 --output cyclonedx-json=sbom-image.json

22



https://docs.openshift.com/container-platform/4.14/web_console/web-console.html#web-console
https://docs.openshift.com/container-platform/4.14/authentication/using-rbac.html#default-roles_using-rbac

2. AZEY o] FHT H 245 Hed §) £ 9l4 OPENSHIFT PIPELINES A%

echo 'BEGIN SBOM'
cat sbom-image.json
echo 'END SBOM'

echo 'quay.io/user/workloads/<namespace>/node-express/node-express:build-8e536-

1692702836' | tee $(results.LINK_TO_SBOM.path)

24 ol &gy h

SBOM 2r¢} A3} o] &1tk SBOM 23} gl o] o] 8-S M7 314 mhal Al 2
(A& AL A B ol A SBOMS == A4 gt

Ao gk A8 Aot

SBOM& 4 A4 3= o] w1 X ] U .

SBOM o] v A & A &f= &=

fuAc

=9t

Q99909000

73 2 o] &3 SBOM o] m] x4 Y

=

3. A= A3 SBOM 2] & 38 = % Pipelines H o] EdY o

spec:
tasks:
- name: sbom-task
taskRef:
name: sbom-task ﬂ
results:
- name: IMAGE_URL @)
description: url
value: <oci_image_registry_url> 9

20 )M E AT FLE oI EU T

.sbom o] 1| 2] & E3}3t= OCl o] v #] 2] 2A] E2] URLY Yt}

4. Q%< Wi OpenShift vho] Zetel & thA] A& o,

2.2.1. 51 Ulo| 4] SBOM H.7]

A 27 Abg

® SBOMS th ¢z =slAL 2 4= 9 = OpenShift PipelinesS 4 A oF &4 t}.

1. % - PipelineRuns ) ©. & o] &gt}
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2. ®elSBOMe] gl mz Aol 49 A4 sho]xebel Ha)g Ae gk,

-1 H
3. PipelineRun A 5 % & 5| o] x] o] 5| SBOM H.7| & &} gt}

a. 1 HE}9-A 5 AE-3le] SBOMo|A] A2 EY o] 3] HAFHS UER = §015 A4 7
e = 9l HUTH o 2 S0 logdj S H e BAA L.

b e2=E Mt sie SBOMS ez =al71} Expand & Aelste] A7) S 2 5 %
U,

l

2.2.2.CLI*| 4] SBOM t} 2=

AR T AL
e CosignCLI &2 dxJAHF
£

® SBOMS th ¢z =3slAL 2 4= 9 = OpenShift PipelinesS 4 A af oF &4 t}.

Z2A 2
L ERES ez == FEA stH 2t ths dH 22 A ER Hh

2. OpenShift 1 Z& A4 &2 = sbom ¥ & & EAL3te] Eju|d o 4] Ao

cosign & <
I $ cosign download sbom quay.io/<workspace>/user-workload@sha256

a. (A A A 7458 F4 0% A3 SBOME welwl thg 59 2 e ste] 29
4 A g o,

o

2t
cosign & <
I $ cosign download sbom quay.io/<workspace>/user-workload@sha256 > sbom.txt

2.2.3.SBOM ¢} 7]

SBOMol| 4] Th& 41 2 @3] V) 8o 4] & 4 QEo] me A oA Al&31E 7t elolBej) o) 4717 54 &
el e 5 Sy

o A wE AR
o o2
L e s
o ol

ol Ar=7hE tolB g7t b Sl &, dElolE B EeteA &l H =sol Ytk

SBOM ¢

{

"bomFormat": "CycloneDX",
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https://redhat-appstudio.github.io/docs.appstudio.io/Documentation/main/how-to-guides/Secure-your-supply-chain/proc_inspect_sbom/

2F A EYo] FFF HIA 2 AE REH ¢ Z& A OPENSHIFT PIPELINES A%

"specVersion": "1.4",

"serialNumber": "urn:uuid:89146fc4-342f-496b-9cc9-07a6al1554220",
"version": 1,

"metadata”: {

)

"components": [
{
"bom-ref": "pkg:pypi/flask@2.1.07?package-id=d6ad7ed5aac04a8",
"type": "library",
"author": "Armin Ronacher <armin.ronacher@active-4.com>",
"name": "Flask",
"version": "2.1.0",
"licenses": [
{
"license": {
"id": "BSD-3-Clause"
}
}
1,

"cpe": "cpe:2.3:a:armin-ronacher:python-Flask:2.1.0:":" ",
"purl": "pkg:pypi/Flask@2.1.0",
"properties”:

{

"name": "syft:package:foundBy",
"value": "python-package-cataloger”

23. F7t g A%

e <l & o)A Red Hat OpenShift Pipelines 2+

25


https://access.redhat.com/documentation/en-us/red_hat_openshift_pipelines/1.15/html-single/creating_cicd_pipelines/#additional-resources_working-with-pipelines-web-console
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374 POD9] R oF AL ~E T4

OpenShift Pipelines7} A 2+ 5] &= Pod ] 7] & A H] 2 A A & slo] s g}el ¢ Ut} sho] Ea}el A v 2 Al
F AAH SCC(H e A ~E A 2F % 7)E pipelines-scc ¢} U t}. pipelines-scc SCC+ t}S YAML A
Foll ol w = F7ke] 2ol 7} 3= anyuid SCCE 7w o & gyt

pipelines-scc.yaml 2~ 3l <]

apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
#...
allowedCapabilities:
- SETFCAP
#...
fsGroup:
type: MustRunAs
#...

I3l OpenShift Pipelines2] & {2 A 3 %+ Buildah 2] ~H 2 & vis & 7| 2 ~E g %] =glo|v| &
AHE U o

sk

OpenShift Pipelines7} sto 2efql Aa) Bl 249} A < 913 Y3k Pode] Het AN 2ES 7R +
o~
23

R e

® T EPode 7]ESCCHY x5 SCCHA

o S UYL o] 2ol sho] Eebel A W 2¢ YL 915 44 F Pods] 7] SCC WA
o Mg e SCCH AUl 2 AY S AL FHES 57 st mehel ) B A A 7

=}

“

kl

buildah & A3 3l ZE o|rAEUE=T
+ SCCE A} g3l Podol| Al root®E 413 5
buildah = 23] 5} = Bl of] o 3+ #}A| 3
of Zie o] ojm A W= & FZ3Y A L.
3.1. OPENSHIFT PIPELINES| A A A 3= POD<] 7] & 4 o SCC +A4
OpenShift Pipelines7} <] 4l &) 9 who] 2}l 43S $J3)] A A5l 2 E Poddl tsl 7] & SCC(RF
ZE2E A 272)E FAAS F AFUTE RE U d 2d o] 2004 o] g Poddl tisll +4E F+ &= F
2 A 52 ¢ SCC H Y SCCE AT =5 Jd5YTh
Z2 A2
o U5 a2 ¢ g 3le] TektonConfig CR(AF&#F g 9] 2] 4A2)S HHE UL
I $ oc edit TektonConfig config
& o 9} 7Fo] Alekol 4] default @ maximum SCCE A& 3t o).

apiVersion: operator.tekton.dev/vialphat
kind: TektonConfig
metadata:
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3%.POD9| B AYXE 4]

name: config
spec:
# ..
platforms:
openshift:
scc:
default: "restricted-v2" ﬂ

maxAllowed: "privileged" g

Q spec.platforms.openshift.scc.default = 7] £ 2 o & slo] Q] SAQ] $J AR =9 A8
= A 8] 2= A4 (SA) ol OpenShift PipelinesE 12 3t 71 SCCE A A gt} ¢] SCCE
K2 vpol ekl A3 gl A4 A3 Podoll AR Yt

9 spec.platforms.openshift.scc.maxAllowed = U] ¢ 223 o] 0] A vho] Z el A3y Y

A}
QA Poddl sl 74T & A& 714 B AAHASCCE AR FUTh o] P& 54 ¥
o kel e B 2hq] Aol A8X X H SAY SCCE FAH T W 485 A FHyth

F7tEas

® OpenShift Pipelines®] 7] & A H] 2= Al HA

3.2. ¥l 2= o] 220 A POD 2] SCC +4

OpenShift Pipelines7} 52 U] 9] =3 o] 20| A] A /d 3} = vho] 2z e}l A8 Bl 2+¢] A g o] tj 3l OpenShift
Pipelines7} A4 3= & Podol tha] SCC(R et A ~E A F 24)E 7+ T 4 AdHUh o] SCC=
spec.platforms.openshift.scc.maxAllowed A} << A TektonConfig CRS- A}-& 3o -4 ¢ #d] SCC
Hh & A A o] A] ekolok gt

Z2A 2
o )¢ 3 o] 2 ¢] operator.tekton.dev/scc F4] S SCC ol 20 & A4 gt}

OpenShift Pipelines Pod9l t] 3t SCCE -4 51 7] €] 3t namespace F4] 2] <

apiVersion: vi
kind: Namespace
metadata:
name: test-namespace
annotations:
operator.tekton.dev/scc: nonroot

3.3. 418 7 4 9 SCC B AL&A} 4 ] Al 2 A8 & A}g-3he] Tho] mefel 4
LR R
718 gto] e}l AUl AH 2 AZAE pipelines -scc SCC(HQF AW ~E A ¢ 27)E AL al= A S

vtol bl A gl 24 A& Pod7t A7 3o AW = A FUH o] = 7] & pipelines-scc SCCeojl A
fsGroup.type = 7 ¥ 4= 7} MustRunAs & A 3 & o] 1 7] ufj & of 24 gk o}

Pod A] 7+ Z 3ol o) 3+ 2FA) B+ L) && BZ#1995779 2 H2 54 A 9.
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Pod A 7+ 235 W= st ¥ fsGroup.type =l 7}l ¥ =5 RunAsAny = 47 5t AF-8-2F A1 SCCE A

Aok g A AR AH 2 AR T AT F AT,

&3
g Fe e sholZebel e ul 2He] AW 98] 4
A2 AR L AT T o] A2 HA S ALgEE
egtel A9 w Ao FHEA P&

Z2A 2

b4 4 9 SCC % Abg-A 4 o
o] g3 e o 2 Fef

1. fsGroup.type =l 7} ¥ == RunAsAny & 74 sl AF-8-2} A4 SCCE A o ).

of: AH-8-#}F g ¢] SCC

apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
metadata:

annotations:

kubernetes.io/description: my-scc is a close replica of anyuid scc. pipelines-scc has

fsGroup - RunAsAny.

name: my-scc
allowHostDirVolumePlugin: false
allowHostIPC: false
allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: true
allowPrivilegedContainer: false
allowedCapabilities: null
defaultAddCapabilities: null
fsGroup:

type: RunAsAny
groups:
- system:cluster-admins
priority: 10
readOnlyRootFilesystem: false
requiredDropCapabilities:
- MKNOD
runAsUser:

type: RunAsAny
seLinuxContext:

type: MustRunAs
supplementalGroups:

type: RunAsAny
volumes:
- configMap
- downwardAPI
- emptyDir
- persistentVolumeClaim
- projected
- secret

2. AHEAF A SCCE Ao

Ao smmrs amaa COAC 20 A
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3%.POD9 RO AN XE A

S IY=S0G OUL Y Y
I $ oc create -f my-scc.yaml
AREA A O] AMEl = A S A U Tk
of: fsgroup-runasany A 1] 2~ Al A A A
I $ oc create serviceaccount fsgroup-runasany
. AHEAF A SCCE AFEAF 2178 MU= A A4 Gy ot
ol: my-scc SCC= fsgroup-runasany A H| 2~ A/ A 3 A4
I $ oc adm policy add-scc-to-user my-scc -z fsgroup-runasany

AT Qe Aol ALEA G AH 2 AR L LSS v e BH S Aol A 9= SCCE
Mg A ] A2 AR F AA T 5 Ao

ol: A3 = SCCE fsgroup-runasany A H] 2~ A A o] <12

I $ oc adm policy add-scc-to-user privileged -z fsgroup-runasany

5. sholmebel A3 8l 2] Aol A AL P Sl Mu] 2 AP L A T T

o] : ¥}o] 2}l & fsgroup-runasany A& =} x4 A 8] 2 A4 o 2 YAMLS 28 g o}

apiVersion: tekton.dev/v1
kind: PipelineRun
metadata:
name: <pipeline-run-name>
spec:
pipelineRef:
name: <pipeline-cluster-task-name>
taskRunTemplate:
serviceAccountName: 'fsgroup-runasany'

o: 9] of] A = fsgroup-runasany A&z} XA A H] 2~ Al © 2 YAMLE A 8 .

apiVersion: tekton.dev/v1
kind: TaskRun
metadata:
name: <task-run-name>
spec:
taskRef:
name: <cluster-task-name>
taskRunTemplate:
serviceAccountName: 'fsgroup-runasany'

X
~
o
O
>

2
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>
m
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2
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Y
r S
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4%, ol E 2] 2~ 2 WEBHOOK ® ¢F

FE A= o|HE 2] 2 & AFE-3le] WebhookE R 5 e = FYTth U d 2F o] A28 A & Y d =
¥ o] 2~ ¢f| operator.tekton.dev/enable-annotation=enabled #| o] &2 F7}35}<] Eventlistener ¢] 2~ 9]
HTTPSE &4 3yt 28 o2 A Y53} TLS 5 E AL-&35Fe] Trigger 2] A2 2 Hot A2 E A AT
Ut

Red Hat OpenShift Pipelineso| A E 2] 7| = Eventlistener 2] 2~2=of] t] 3k v] B QFHTTP & B QFHTTPS
A4S BF ALFUTHTTPSE Sl Wi 9 o o] A48 HE gy

Red Hat OpenShift Pipelines= Ul ¢l &3] o] 2 9] & o] &5 7+A] 5= tekton-operator-proxy-webhook
PodE A a3t} U &l A5 o] 2o gl & ==7}35H Webhookel] 4] EventListener $ 2 4 E o
service.beta.openshift.io/serving-cert-secret-name=<secret_names> 4 2 47 3t} o] & E 3
Nz B AFA S AT

I service.beta.openshift.io/serving-cert-secret-name=<secret_name>

2

e
oy

Y,

A4 ¥ Al =85 Eventlistener pod nl-$-E 3] (S B35 5= 9l

4.1. OPENSHIFT 7 2 o}9] Bt A4 A&

ANAEFTLS Z=EE A2 2 YA T}

$ oc create route reencrypt --service=<svc-name> --cert=tls.crt --key=tls.key --ca-cert=ca.crt --
hosthame=<hostname>

EeAAestd TLS T8 YAML 9t & whso] B B RS s v dFyth
Bt A2 E Ast7] 98 TLS £ 5 YAMLS A9t 5 83l o

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: route-passthrough-secured ﬂ
spec:
host: <hostname>
to:
kind: Service
name: frontend 9
tls:
termination: reencrypt e
key: [as in edge termination]
certificate: [as in edge termination]
caCertificate: [as in edge termination]
destinationCACertificate: |-

QO34 = AdE = AA L ol EYY T

© == 2=treencryptz A HYTh o] BEE /YT AL TLSF=YY
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4%, oM E g 214 = WEBHOOK 1.9t

Q o] = A or & 3o I o 3t} destinationCACertificate = == o = ¥ 9]
Sh3L 2Bl ol A i pod= el 148 B E gk oh AlLkel 9 % shitel

o AMAE AU A AFAHE ALFY

o TAE SE Y 7B CAISHE ARSI A H 220l = 8 F CAGA AW & 2154 7}
2l gu .

oc create route reencrypt --help 5% & d a5l o] 2 FH S IA T F AHFYHh

4.2. B HTTPS 9172 & A}-8-5}] 4) = EVENTLISTENER 2] 42 A4 4

o] A A of A= plp lines-tutorial o A & A}&-3lo] B HTTPS A4 & A8-3le] A8 = Eventlistener 2] &
2ARe NEE BHE BoFU

EZZAX

1. pipelines-tutorial 2] £ #] E 2] ol A A}-& 7153 YAML 1} < o] A TriggerBinding &) &~ 2~2 A 4 gt
Ut

$ oc create -f https://raw.githubusercontent.com/openshift/pipelines-
tutorial/master/03_triggers/01_binding.yaml

2. pipelines-tutorial 2] %] E 2] ol A 2] 5 TriggerTemplate ¢] &~2~= A Al $H o}
$ oc create -f https://raw.githubusercontent.com/openshift/pipelines-
tutorial/master/03_triggers/02_template.yaml

3. pipelines-tutorial 2] ] E 2] | A] 2] 3 Trigger €] &~2~& A/ F o)

$ oc create -f https://raw.githubusercontent.com/openshift/pipelines-
tutorial/master/03_triggers/03_trigger.yaml

4., HQFHTTPS <14 & A&3}o] EventListener ©] &2 E A A4 gt}

a. Eventlistener @] 2~2of t gt B HTTPS A1 A4S &4 31 sl8 W #lo] &8 718t
I $ oc label namespace <ns-name> operator.tekton.dev/enable-annotation=enabled

b. pipelines-tutorial 2] £X] & 2] o| 4] A}-& 7}5 3 YAML 3} o] 4| EventListener 2] &~ E A
Ay

$ oc create -f https://raw.githubusercontent.com/openshift/pipelines-
tutorial/master/03_triggers/04_event_listener.yaml

c. AFTSTLSTER ARZE LI

$ oc create route reencrypt --service=<svc-name> --cert=tls.crt --key=tls.key --ca-
cert=ca.crt --hostname=<hostname>
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https://github.com/openshift/pipelines-tutorial
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o
S
o|N

5%. Botg AbE8te] B 2AH ¢ = vho] Z 2l
o]z gtel W Ao = Git gl EAE W Aoy P EAEZE 01%6}71 el AE 4
2 < U t}. Red Hat OpenShift Pipelinesol A = A] 28 & A& o}oq A &) i
Y g ZAE2 e} 43S A-§st= gol Tkl A 9l A AP S A5 5 AFH T

Git g XA E2] & AHE-& Aol th3 A/ =2 & Git A/ =& o]}

kl
i
T
o

sholsetol M) Ei 2e Aol Mt QAR Au 2 AL Fal A Ao U e YA 2 DHS A
oh e sho] meel i Aol A A 12 Aolsn dl g A A A F1kol YT F A
o},

51 ALA 27 AL

® oc OpenShift 4% & F2 2Bl & A S

5.2. U] 2= A & AFg-she] Bt AlF

Au) 2= A S ALEste] Git 2l 2A B2 9 A oy 2| X B & &3
A HFY

rO

ol g A2 S A

ofl
e

=
T

A S A AR Q2T = AFUTE A3 8] A B = o] Au| = Aol A A== 2F]oll AHg
& AdsyTh

5.2.1 A H] 2 A A o

L
fz
rO
Jo
ol
i)
N
>

AH) 2 AlG S ;\}go o oS 73 %- OpenShift Pipelines= ] & 714 Bt §-38 & A4 g
yrh ol 21 gh Bk Fr o 22 Q15 Bete] 33 g 2A B S 4 o ste 745 Al T8l oF gyt
5.211.Git 15 H <t

A 2 A GG AL st 91 F B S A F = 7 $ OpenShift Pipelines= Git 91Z o tl 3] t}S 43 <
HbS AL dY

}o{t

o kubernetes.io/basic-auth: 7] & 21 =2 9|5t A} &2} o] E 3} o

MU= A & ARG sl /1S B kS Al g sh= 7% Git Al 2810l shut o] 4] 4 7] 7F 3l of oF ey o}
7} 71 2] o] &2 tekton.dev/git- = A] 2H&f| of & 712 OpenShift Pipelinesol 4] A]ZL31 2] 215 A H E A}
g3l of 3l= S A~E ] URLY Y T}

t}-& of o) A OpenShift Pipelines+= basic-auth A] =381 -& A}-&-3}o] github.com 4! gitlab.com 2] ¢] 3 ]
Eg]ol A 23}

o
(o

il

ol

2l Rt

of: o4 Git g ZA Eg & AFE-3 72 Q155
apiVersion: vi
kind: Secret
metadata:
name: git-secret-basic
annotations:
tekton.dev/qgit-0: github.com
tekton.dev/qgit-1: gitlab.com
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54. 1.9re ALg-3to] Bl EAE P 2 o] Zehel A1F

type: kubernetes.io/basic-auth
stringData:
username: <username> ﬂ
password: <password> g

H

@ zA=g9 e E
@ AR 4s EEA A ES

Tk ol ¢k ko] ssh-auth A =2 2 AFS-8Fo] Git 2] LA B 2] o] HA 26k7] 918 71 715 A

ofl
e

4
H

apiVersion: vi
kind: Secret
metadata:

name: git-secret-ssh

annotations:

tekton.dev/qit-0: https:/github.com

type: kubernetes.io/ssh-auth
stringData:

ssh-privatekey:

@ ssHA A H2 YAy

[ ]
=
c
O
(1]
-
=
D
e
(1]
(7]
o
~
O
Q
1)
o
|
Q
c
o
=y
N
g
rO
ol\
il
1o
_?1_,
~
o
oo
x
o
[rt
:i
o2
}o{’

e kubernetes.io/dockercfg: 2] = 3} ¥ ~/.dockercfg 3}
¢ kubernetes.io/dockerconfigjson: 2 & 3}l ~/.docker/config.json =}

Au) 2= A S ALESle] 15 H oS A ¥ 5= 79 kubernetes.io/basic-auth -3 2] 7 g o] 7 X &~
Al

E Al AB ) shit o] 4de] =4 7] 7} QlofoF FUth 7} 7] €] o] 52 tekton.dev/docker- = A] ztf oF 5}
1 zk-S OpenShift Pipelinesol A] Al =8l 9] ¢1= A 1 2 Alg-afof al= S 2E o] URLY YT} o] F4] 2 o}
2 5389 Aoy YR AEF A TR = Q3R )

3= basic-auth A = 81 -& A}8-3} o]

t}-& ¢ o] A] OpenShift Pipelines= Al-8-2} o] &3 45 & }
qu #| o A =g}

ay.io 2 my-registry.example.com oj| 4] A | o] # X X

_VE"“

o:o8] Aelold A EYE AT 7RSS AT IS E R

apiVersion: vi
kind: Secret
metadata:
name: docker-secret-basic
annotations:
tekton.dev/docker-0: quay.io
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tekton.dev/docker-1: my-registry.example.com
type: kubernetes.io/basic-auth
stringData:
username: <username> ﬂ
password: <password> g

@ Az=dnsAas

@ AzEI YT EE A ANz S

o} o o 7Fo] 71 4 I o A kubernetes.io/dockercfg 2! kubernetes.io/dockerconfigjson A] =L
A AT+ AFHTH

]_

e

off
rr

o: 71 74 sd oA AH oY g EZA EL ol AT shr] A A A BA

mlo

$ oc create secret generic docker-secret-config \
--from-file=config.json=/home/user/.docker/config.json \
--type=kubernetes.io/dockerconfigjson

Fod 215 A R oA kubernetes.io/dockerconfigjson A] =

ol

thS oA 9} ko] oc BYE F LB AL
22 AT SR A5

l

o:AF F RN Aeol P EAEF ) ¢lF3}7] 3 Al 2RSS WA= B
$ oc create secret docker-registry docker-secret-config \
--docker-email=<email> \ ﬂ
--docker-username=<username> \ g
--docker-password=<password> \ 6
--docker-server=my-registry.example.com:5000 ﬂ
@ A==y Fa
(> PEEESEE R
© AzEI YT EE A ANz S
@® AzEfgsrEcERYE
5.2.2. ¥ 2 A G & AHE-8E Gitell T g 7] 15 74
45 0E A EAEL A B 2ng A sE so] =gl o] 9 s P sho] kel B g /) B AFL T

@ % s

e
K

-

stolZEkelell et 7] & 1S5S At ™ 712 A5 BekS A shal o] BekE Aul = A2 A4 7
t}2-, o] A ¥ 2 A4 & TaskRun %= PipelineRun 2] 2229} <14 gy ot
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Z2A 2

secret.yaml 5} ¢ o x| A] L8] o] YAML v U 3| 2 E & A gt} o] wj Y | 2 Eof| A] A}-§-2} o]
53 4% = GitHub 72l A 2= B3 & A A sted t) 4 Git 2l A E ] o] AA =F o).

apiVersion: vi
kind: Secret
metadata:

name: basic-user-pass ﬂ

annotations:

tekton.dev/qit-0: https://github.com

type: kubernetes.io/basic-auth
stringData:

username: <username> g

password: <password> 6
Q 1¢ke] o] 291Ut} o o A = basic-user-pass ¢ 1] t}.

@ citaizAEDe A o B YT

Q]

g Git gl A B2 ¢ o5 T 7ol a2 EZA )

2. serviceaccount.yaml 3} o] A A 8] 2 A7 of] tf s YAML v U A A2 EE A A S T} o] w3
SEo| A BHobS AU 2 A A4 Tk

apiVersion: vi
kind: ServiceAccount
metadata:
name: build-botﬂ
secrets:
- name: basic-user-pass g

@ 1= AA C1E YT o] el ol A = build-bot ¢4 T

9 Heto] o] &9t} o o] A = basic-user-pass ¢} U t}.

3. run.yaml st ol A 2tq) A3 s sho]abel A o] thgh YAML vj 3] 2E S 44 5t A
2ARES AY A e o] 2l Ay} AA G h v oA A F sE AHS U TH
o xH|~ A A< TaskRun &) 229} A4 g o)
apiVersion: tekton.dev/v1
kind: TaskRun
metadata:
name: build-push-task-run-2 ﬂ

spec:
taskRunTemplate:
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/creating-a-personal-access-token
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serviceAccountName: build-bot 9
taskRef:

name: build-push 6

Q 219} 218 9] o] 291 t}. o o] A = build-push-task-run-2 ] 1 t}.
© M= AE 1 E YUt o] el oA = build-bot ¢4 T
g 219} o] 291 t}. o o A = build-push.

e xH| = A4 < PipelineRun &) 229} <14 gt}

apiVersion: tekton.dev/v1
kind: PipelineRun
metadata:
name: demo-pipeline ﬂ
namespace: default
spec:
taskRunTemplate:
serviceAccountName: build-bot 9
pipelineRef:
name: demo-pipeline 6

glo] g9l A3 9] o] U Yt} o ol A = demo-pipeline ¢ 4 t}.

Au 2 Al 9] o] F Y YT o] of ol 4 = build-bot ¢} Y T}

-

vlo] Zg}el 9] o] &Y Yt} o ol A = demo-pipeline ¢ U t}.
4. THe WE L st A4 YAML iU s| ~E 2 42T}
I $ oc apply --filename secret.yaml,serviceaccount.yaml,run.yami

5.2.3. A H] 2= Al A & ALL-31o] Gitol o)) 8k SSH 1= 14
]

SSH 715 AH&-sto] 7+ & g A B A
ZdsfoF Yt

4222 A Sl W vho] efelo] T g SSH 7| vk 15 S

vpo] Za}el ol th3k SSH 78k Q15 74 8t ™ SHﬂﬂﬂeﬂﬁﬁﬂﬂ%Mﬂﬁ%%@ﬂlﬂi
oFS A H| 2 AR 7 A4 3 Tk, o] A H| 2 A4S TaskRun %= PipelineRun 2] 229} 914 3 o}

EZZAX

1 SSH7J¢1 715 g4 sk A Aut s 0 2 ~Lsshiid_rsa Lol A A8 8 5 A 71E 9 718
b e,

2. secret.yaml 3} o 4] A| =3l o] YAML nj U3 ~EE A A3t} o] mj Y3 ~Eo A ssh-
privatekey ] 7S SSH 7 ¢l 7] o] Fdl =2 A3t known_hosts 7S d&lx S 2~E
o] Zel =2 A3t}

apiVersion: vi

kind: Secret
metadata:
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https://docs.github.com/en/authentication/connecting-to-github-with-ssh/generating-a-new-ssh-key-and-adding-it-to-the-ssh-agent

54. 1.9re ALg-3to] Bl EAE P 2 o] Zehel A1F

name: ssh-key ﬂ
annotations:
tekton.dev/qgit-0: github.com
type: kubernetes.io/ssh-auth
stringData:
ssh-privatekey: g
known_hosts: 6

SSH 719l 717 2 gHe Al 18l e] o] B9} of o 4 &= ssh-key.
SSH71<) 7] shel el u)g- 9o}

G S AE s g Yy

-

A T 2~E 345 A stH OpenShift Pipelinesol| A A v o] &7 71 & 4215

3. A AbEk A 3k 29 :<port_number >E F7}35lo] AL&2} A o] SSH X EE A A gt} o:

tekton.dev/git-0: github.com:2222.

4. serviceaccount.yaml 3} o] A A d] 2 Al A of] O] g YAML v Y| 2EE A A Ut o] uj Y
ZE A Hbg MUl A} AA YT

apiVersion: vi
kind: ServiceAccount
metadata:

name: build-botﬂ
secrets:

- name: ssh-key 9

© 1= AH e 1E YU o ¢le) 4= build-bot ¢ Tt

@ sSsH A 7L EE A== 9) o] F Y YT o of A = ssh-key.

5. run.yaml sl o) A A u) 2 A4 & 24 e B o] meel A AAFU T ohe oA F
shhE Abg ok

o MUz AYES AYT AFse A e PPk

apiVersion: tekton.dev/v1
kind: TaskRun
metadata:
name: build-push-task-run-2 ﬂ
spec:
taskRunTemplate:
serviceAccountName: build-bot 9
taskRef:
name: build-push 6

Q 219} 218 9] o] 29l t}. o o] ] = build-push-task-run-2 ¢J 1] t}.
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© vz A7 lEIL T o] o o] 4 E build-bot 91 T}
© =% o1&tk dol 4= build-push.

o MUl AYE stolZebelnt A sl A a2 APtk

apiVersion: tekton.dev/v1
kind: PipelineRun
metadata:
name: demo-pipeline ﬂ
namespace: default
spec:
taskRunTemplate:
serviceAccountName: build-bot 9
pipelineRef:
name: demo-pipeline 6

@ rolzael 2ae o] 5T o oA = demo-pipeline ¢ Y T},
© M= AA e I E YU o ¢e) 4= build-bot ¢ Tt
g gho] @2l 9] o] 29Ut} o o] A = demo-pipeline 3 1 t}.

I $ oc apply --filename secret.yaml,serviceaccount.yaml,run.yami
4. AU = A S AHE et HEl oY HAILER QIS T4

A=EL A AE oY o] v A& HA AW HH o] oA & A LERZ FA st vpo] 2l
BT HlALELN W AFS T8 oF G

j&ém

ol of th gt H A ~E ] AF S /45l Docker 74 3t & AFE-5He] 15 HAS AASHAL
HOFS Au| 2 AR 3 A A3 12, o] ¥ 2 A4S TaskRun == PipelineRun 2] 2229} 94 g

?ug

K

A

ol &l
=

218 she] 91% PRI} 3
1

H~l

gtel 71 config.json 7t o A AE o]y @A 2E g

=
1 O

to og

o do
o ﬂllo
Ko

o}
H
$ oc create secret generic my-registry-credentials \ ﬂ
--from-file=config.json=/home/user/credentials/config.json 9

ﬂ Al =2 o] E(o] <] o A = my-registry-credentials)

9 config.json 3} o] 7 2 o] 5 (<] o ol A= /home/user/credentials/config.json)

2. serviceaccount.yaml 3} o] 4] A 8] 2 A7 of] tf s YAML v U A 2 EE A A S T} o] w3
ZEo|A HQFS A2 Al 3 AA YT
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5%. HQFS AL

op

ste] 2] EAE 2 = sho| Ee}el AZ

apiVersion: vi
kind: ServiceAccount
metadata:
name: container-bot ﬂ
secrets:
- name: my-registry-credentials 9

Q A1) 22 AA 9] o] &t} o] of o] A] = container-bot $] 1 T}
Q SSH 7R¢l 717} 28" A A28 9] o] &< Yt} o o] A = my-registry-credentials.
2 AE = gro] el Aol o gk YAML v U 3| 2 E & run.yaml 3 2 A T o] 9t

oM Ml 2= AG L 2] A8 e sto] Zebel Ay} AAFU T TS oA F S AL
P

o MUz AYE A% AFse A e PP

I

apiVersion: tekton.dev/v1
kind: TaskRun
metadata:
name: build-container-task-run-2 ﬂ
spec:
taskRunTemplate:
serviceAccountName: container-bot 9
taskRef:
name: buiId-containerg

Q 2-¢] A8 o] o] 211 t}. ¢ o] ] = build-container-task-run-2 ¢ 1 t}.
9 28] 22 A A 2] o] 29Ut} o] o ol 4 = container-bot ¢} 1] t}.

9 ZFe] o] 22l t}. of o] A = build-container ¢} 1 t}.

o AMH|A AAHL do|zEl G A4t theL A8 o)

apiVersion: tekton.dev/v1
kind: PipelineRun
metadata:
name: demo-pipeline ﬂ
namespace: default
spec:
taskRunTemplate:
serviceAccountName: container-bot 9
pipelineRef:
name: demo-pipeline e

vto] ZE}el 41 8) 9] o] &Yt} o o] A = demo-pipeline 3} Y t}.

qH] 22 A A 2] o] B9 Ut} o] o o] A = container-bot ¢} 1 t}.

-

sho] 2}ol o] o] 211t} o o] A = demo-pipeline 1] T}
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4. vhe 3E e gstel WA AR 48U

5ol met A u] 2 A Y2 ARG ste] A Foh A1F ke AHgstel W S0} B § SRS ok gtk

2] GA A Git HH S 24 3L SSH AT S AHE S 5 AR 7 @Al & Rl oF gyt

OpenShift Pipelines+= /tekton/home/.ssh t] & &) 2] o] SSH 314 &
/tekton/home ©. 2 A A3t} 18]} Git SSH 912 $HOME =
stlo] A48 F O EE e g AHE U th ek Git B E < A-g-e

Al ¥-5kaL $HOME 1 =&
= T A3 A8 #L2] Jetc/passwd
oA o] A = /tekton/home/.ssh T

Y
ol Z 5ol 2¢o] root A§ A A8 s A5 Git B ol the W H S E3hsl ok Fuvh

F

apiVersion: tekton.dev/v1
kind: Task
metadata:

name: example-git-task
spec:

steps:

- name: example-git-step
# ..
script:
In -s $SHOME/.ssh /root/.ssh

#

a2 git 13 == Tekton 7hE 2 204 AFE & 5= U= git-clone 2F4] o] Tfo] 2}l 2| A2E AHE T
= HWAA AEY JAvFaskA Y

git 3 2ol A SSH Q158 AFE-3}&= o 2, authenticating-git-commands.yaml & X314 Al ..

et e B Avtel Lo A FET} ol AL AR A ZB S AHE SOk AU Th
o)

o Fe Ao RE Dol 48 HE FY FEs} ol R AU AEE QT o).

ole & Alrhe] QoM Al A 8 sfolmekel AL FET o AS AR AT W T ZUE 3
o 5 A 2.

e Gito]] th 3 SSH 1 FS AL ﬂﬁmﬂ£ﬂﬂﬂmmm%ﬂwﬂﬂﬁﬂﬂ w3 Eddd et
T = o] lofoF FU . F S HdE 7 gle UIDE A st Q15 Ao g

® SSH olZ2 $HOME 37 H4E A3y o} ul2lA] OpenShift Pipelines( /tekton/home) i A

2E7} ol AFg A & @%qaaawﬂqﬂ$mMEqwaa4ﬂﬂﬂuaa4&
41223 of o,
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https://github.com/openshift-pipelines/pipelines-examples/blob/main/v1/taskruns/authenticating-git-commands.yaml

54. Bohe Abgate] B EAE el 2 s Zakel AF

ofN

L FEVold BHF AH AE A SSH Q15S F+A 3t ¥ o A ¢] git-clone-and-check ©H7] & 3= 3}
o

g9

2 TS AHE St Git el A B B AH ol e A B thit TS AT A2

o

A

ofl

Zgela ol Fol A H 2y 49 FAG FY 4L nLER A2 EAAT FAFUT FH S
st u o] o] Fo] A& AP T2 A A S A FFY th OpenShift Pipelines7t 2+ & A 8 5l
ANAZ ] ARE AP AHE T F AF Y

4 Fo 2 ALg o] 1% Mok A FIE A4S A A3 e F4 0] BastA gk

5.3.1. 24 4 o & A}-g-3}o] Gitoll th 3 SSH <15 4

SSH 7|8 Alg-ale] A5 2 A B0 A 2] 228 P A s so] majelol o g SSH 7w A 5-& 7
A3l of g o,

sho] e}l ol o 3 SSH 714t 9158 43 3l 2] W SSH 719l 71 &A1& shel 215 A28 A4 L, o] A
zglo] el o Bol A E 2] ol g T4 Y

Z2A 2

TS ¥ H S g ste] 712 .ssh vl g E 2] 9] Bt ol A Git SSH 15 W9k Ad FHth.

$ oc create secret generic my-github-ssh-credentials \ ﬂ
—from-file=id_ed25519=/home/user/.ssh/id_ed25519 \ @)
--from-file=known_hosts=/home/user/.ssh/known_hosts 6

A =8 o] (o] 4 ol 5 my-github-ssh-credentials)

9 Mol 7] B ] o] 2 W A AR o] 2(] ¢ o A= /home/user/.ssh/id_ed25519)
AR TAE 9 o] o] F Yl HA A RE o] F(o] A lAM =
/home/user/.ssh/known_hosts)

2. %) Ao olA Git AFE 98l o Bo] AR 23] B2+ 74§ T (ol ssh-directory )
2] 1k A9 o

apiVersion: tekton.dev/vibetal
kind: Task
metadata:

name: git-clone
spec:

workspaces:

- name: ssh-directory
description: |
A .ssh directory with private key, known_hosts, config, etc.

3. &4 w7 o A $(workspaces.<workspace _names.path) $+7] W o] A2
o A Al 25 th( ] $(workspaces.ssh-directory.path)).

i
>
>
O
ol
£
u)
<
)
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4. 23S AP v tkn task start & & o] --workspace 215 3§35t o] Fo] A A 2 7
of thgh Bets A Fyth

--workspace name=<workspace_name>,secret=<secret_name> 0

$ tkn task start <task_name>
#..

& It;workspace_name > A3k 21 3 7F o] 52 & vl < secret_name >2 A A 3H
SELRIETER SARIE)

9159 SSH 71 2 A1-8-3}0] Git 2 A £ B 2 o

apiVersion: tekton.dev/vibetai
kind: Task
metadata:
name: git-clone
spec:
workspaces:
- name: output
description: The git repo will be cloned onto the volume backing this Workspace.
- name: ssh-directory
description: |
A .ssh directory with private key, known_hosts, config, etc. Copied to
the user's home before git commands are executed. Used to authenticate
with the git remote when performing the clone. Binding a Secret to this
Workspace is strongly recommended over other volume types
params:
- name: url
description: Repository URL to clone from.
type: string
- hame: revision
description: Revision to checkout. (branch, tag, sha, ref, etc...)
type: string
default: ™"
- name: gitInitimage
description: The image providing the git-init binary that this Task runs.
type: string
default: "gcr.io/tekton-releases/github.com/tektoncd/pipeline/cmd/git-init:v0.37.0"
results:
- name: commit
description: The precise commit SHA that was fetched by this Task.
- name: url
description: The precise URL that was fetched by this Task.
steps:
- name: clone
image: "$(params.gitInitimage)"
script: |
#!/usr/bin/env sh
set -eu
# This is necessary for recent version of git
git config --global --add safe.directory "'
cp -R "$(workspaces.ssh-directory.path)" "${HOME}"/.ssh ﬂ
chmod 700 "${HOME}"/.ssh
chmod -R 400 "${HOME}"/.ssh/*
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5%. WOHE ALg 5ol 2 £AE ] 2 sho] Zetel

CHECKOUT_DIR="$(workspaces.output.path)/"
/ko-app/git-init \
-url="$(params.url)" \
-revision="$(params.revision)" \
-path="${CHECKOUT_DIR}"
cd "${CHECKOUT_DIR}"
RESULT_SHA="$(git rev-parse HEAD)"
EXIT_CODE="$?"
if [ "${EXIT_CODE}" |= 0] ; then
exit "${EXIT_CODE}"
fi
printf "%s" "${RESULT_SHA}" > "$(results.commit.path)”
printf "%s" "$(params.url)" > "$(results.url.path)"

Q@ o ==vEEshl A4 29 gase £ 219 ${HOMEY. ssh o A =23 Tl =
Yt

i

g Adye 2 EE

$ tkn task start git-clone
--param url=git@github.com:example-github-user/buildkit-tekton
--workspace name=output,emptyDir=""
--workspace name=ssh-directory,secret=my-github-ssh-credentials
--use-param-defaults --showlog

53.2. 2% 92 ALg kel Aeloly H A ~Ew % 74

A 2E A el ol ow| A& A st vpo] Zekel o] A5 s el A 2Eg ] i sS4
3 oF gt

e ol gl A =Eg o t 3 Q1S5S 779 st A Docker 74 oA & Ab&-ato] )15 HebS A staL, 2t
Aol A o] Al =Aslol thal] o] Fol AFE 2Y S AL AHS AF T A A3 S AF G-

$ oc create secret generic my-registry-credentials \ ﬂ
--from-file=config.json=/home/user/credentials/config.json 9

ﬂ Al =2 o] E(o] <] 9| A &= my-registry-credentials)

config.json 3} o] 73 2 o] &(°] o ol A= /home/user/credentials/config.json)

2. 2 Ao M Git el F & ¢l o] sol AAH Y F7HS 74 &Y th(l: ssh-directory ):

apiVersion: tekton.dev/vibetai
kind: Task
metadata:

HE3t 15 A R7F 23HE 7] config.json I oA ZAEH o] H A 2EE] AF

ol

=
1 o

BAgH
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name: skopeo-copy
spec:
workspaces:
- name: dockerconfig

description: Includes a docker "config.json’
#...

3. &) A ol A $(workspaces.<workspace_names.path) 37 W4 2] 2 2 & A}8-3}o] ]9 g
ol A 23 oh(of: $(workspaces.dockerconfig.path).

S 213 57 A tkn task start 5 & o] --workspace <1 5= E 3}l o] Eo] (A H A F
o 3 HQFS x]7g dy T

$ tkn task start <task_name>

--workspace name=<workspace_name>,secret=<secret_name> 0
#...

Q & It;workspace_name >2 74 3 29 F 7} o]
RE PPN

i

o 2 npit3 < secret_name > A A st

pis

SkopeoE A}4-5te] ZE| oW 2 LA Ea] oA o] u] 4| & HA}sh

e

214 9] o

ol

apiVersion: tekton.dev/vibetai
kind: Task
metadata:
name: skopeo-copy
spec:
workspaces:
- name: dockerconfig ﬂ
description: Includes a docker "config.json’
steps:
- name: clone
image: quay.io/skopeo/stable:v1.8.0
env:
- name: DOCKER_CONFIG
value: $(workspaces.dockerconfig.path) 9
script: |
#!/usr/bin/env sh
set -eu
skopeo copy docker://docker.io/library/ubuntu:latest
docker://quay.io/example_repository/ubuntu-copy:latest

Q config.json ¥} <l o] Zat5 =]

OH

7ke] o]

i

Q.

DOCKER_CONFIG 2

73 W<+ dockerconfig 2+<] -7+oll 2l config.json 31 €] 91X & 7}
1Y t}. Skopeo+ ©] 3 =

AT A8 el D AR A ST

Fk?l rlot

g Adye 28R o

$ tkn task start skopeo-copy
--workspace name=dockerconfig,secret=my-registry-credentials
--use-param-defaults --showlog
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oA workspaces: g 2] £ 7134 o}

shtel BA R Q15 A1 4 Frbel A28 & 9l 2y g el o

apiVersion: tekton.dev/vibetai
kind: Task
metadata:

name: git-clone-build
spec:

workspaces: ﬂ

- name: ssh-directory
description: |

A .ssh directory with private key, known_hosts, config, etc.
#

steps:
- name: clone
workspaces: g
- name: ssh-directory
#...
- name: build 6
#...

219} AbF2] ssh-directory z+¢] 7+ T

ro

3]

<

=t
A ALk ¢] ssh-directory 2+ F7kel thak A o] U th 215 A H = o] THA o A
$(workspaces.ssh-directory.path) t] & 5 2] 2 A}-8-& 4= 95U o)

O 9

o] @A o = ssh-directory =< & 7koll Ul st A o 7} L g5 o] QX Fom 2 o] ThA| o A

A% NG AET 5 ek
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67 BUILDAHE 2 E 7} ol Al 2} 2 L4 51e] A o]y o] H] A
H] —
= —
Z 8] o] ol A root AH-&2FE OpenShift PipelinesE 23] &1 Ad ol Z2A| 22 T 2ES THE ?}ZH
Aoz ofojAel glaid e d F dFU AH oo FEVFobd S AMEAR A2 EE A
ot o] FH o &S =Y F dFHTH

HRE ) 5 o] o)A ol 1] A) & WEST AFE A U Q) 2o o] 28 FASHE AFEA A 2 & A A
3te] root A Sk glo] BuildahE A3 & = A FY

o] 4 & AHE3ke] oM AVt A FH o7 WERR X B ARG A A ] AH] 2 A (SA) B SCC(R.g
ZE2E Ak 27)FJEAET F %X] qk o] &AL AL8-3l= 7 9 Buildah @7 = &4 51t A3+
S .o g oF g t}(allowPrivilegeEscalation: true).

6.1. AL& 2L U ) 27 o] 25 A Sho] FE 7L obd AH8-#} 2 BUILDAH 2 3}
APEAF U Y 2 o] A5 A st A2 FE 7 obd A8 A2 g ol A Buildah& A 8 3t= 718 75
WUt 28 d o) Folu A = o] S AFE st M =SR] 1 & sy

AR QT A

¢ ocHHF=E FELEE AAIUFH

Z2A 2

1. openshift-pipelines 1] ] 2~ o] 2~ 0] A Z ¥ buildah 2] &) AL E-S A A 5l aL B AL o] &
buildah-as-user = H 7 sl ™ & W& & JdHE g}

o

$ oc get task buildah -n openshift-pipelines -o yaml | yq . |= (del .metadata |=
with_entries(select(.key == "name")))' | yq ".kind="Task™ | yq '.metadata.name="buildah-as-
user™ | oc create -f -

2. TS HH S Y8 ste] EA13Ebuildah 29 2 AX Y o}
I $ oc edit task buildah-as-user

Ths ol ok 2ol A 2 ol A 54 5l stepTemplate 4] A& A3/ o4 o

buildah-as-user 2] of] 3=7}% o

apiVersion: tekton.dev/v1
kind: Task
metadata:
annotations:
io.kubernetes.cri-o0.userns-mode: 'auto:size=65536;map-to-root=true’
io.openshift.builder: 'true'
name: assemble-containerimage
namespace: pipeline-namespace
spec:
description: This cluster task builds an image.
# ..
stepTemplate:
env:
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- name: HOME
value: /tekton/home
image: $(params.builder-image)
imagePullPolicy: IfNotPresent
name: "
resources:
limits:
cpu: 1’
memory: 4Gi
requests:
cpu: 100m
memory: 2Gi
securityContext:
capabilities:
add:
- SETFCAP
runAsNonRoot: true
runAsUser: 1000 @)
workingDir: $(workspaces.working-directory.path)
# ..

Q podTemplate o] A}-8 = = 2 runAsUser: 274 & 9 437 Z Q34 EHU T
3. A buildah-as-user ¢} & AF-&-sho] dpo]zefelof oA & W=t}

AF8-2F 214 SA 2 SCCE A 9] 5l ROOT 7} o} A1-8-2 =2 BUILDAH 2
&
Buildah& FE7} obd ALg- A2 ALG-sho] ZH o] omA o] M =S A st ths GAS 3
AUt

ek

=
T

o A8} o) Au] 2 A A (SA) B SCC(R S A 2E A oF 271)& 4 o) .
® 1D1000 37 build AH-&-%}& 4185 % Buildah 74 ok

o Mg el Y WO 4 AL AHFAL o] Lekel Ay} FF G ok

71 sto] 2Rl SAC A = ] 9l =i o] =2 W 9] 9 -9 AFE A IDE AR S A F YT 7
T&58& =017] 918 AHEAHID1000 & AF8-5tef M= ARg-Aoll Ao ok S| E oD Bl A el
A}-g-3te] AFE-2F A A SA W SCCE AT 5 JdHUth

o

© = 213 3] ¥ allowPrivilegeEscalation 4 4 <

dA A oA ol A Buildah%— iy
% 3l Buildah= FE 7} ofbd AL&x12 48] & uj SETUID 2L

24 5sl| o} wq °] 4

W X

o BoW FY2H AT YL 4T hAY 2 AHgshe] AHEA 4 SA Y SCCE WU
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48

o] : A&7 1D 10002] A}-&-=} 4 ¢] SA & SCC

apiVersion: vi
kind: ServiceAccount
metadata:

name: pipelines-sa-userid-1000 ﬂ
kind: SecurityContextConstraints
metadata:

annotations:

name: pipelines-scc-userid-1000 9
allowHostDirVolumePlugin: false
allowHostIPC: false
allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: true 6
allowPrivilegedContainer: false
allowedCapabilities: null
apiVersion: security.openshift.io/v1
defaultAddCapabilities: null
fsGroup:

type: MustRunAs
groups:
- system:cluster-admins
priority: 10
readOnlyRootFilesystem: false
requiredDropCapabilities:
- MKNOD
- KILL
runAsUser: ﬂ

type: MustRunAs

uid: 1000
seLinuxContext:

type: MustRunAs
supplementalGroups:

type: RunAsAny
users: []
volumes:
- configMap
- downwardAPI
- emptyDir
- persistentVolumeClaim
- projected
- secret
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: pipelines-scc-userid-1000-clusterrole 6
rules:
- apiGroups:

- security.openshift.io

resourceNames:

- pipelines-scc-userid-1000



o - @ ®9

674. BUILDAHE FE7} obd AL8-A =2 AH§-sto] ZE| oY o|m|x] L=

resources:
- securitycontextconstraints
verbs:
- use
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: pipelines-scc-userid-1000-rolebinding G
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: pipelines-scc-userid-1000-clusterrole
subjects:
- kind: ServiceAccount
name: pipelines-sa-userid-1000

AF8A A7 SAE A o g o).

T4 € runAsUser Z == A}-&-3to] Al ghd ASHS 7|vho 2 A ¥ AH8-A F o] SCCE A o
=8

A 7€ o] | A Buildah& %?ﬁ] 2 23 sl ™ allowPrivilegeEscalation 2 3 & &4 3} 5 o}
gt o] 44 & 53 Buildahs FE7F ofd AFg-x12 43 & w] SETUID ¥ SETGID 7| &< &&
4 AdFUh

AH&2HID 1000 .2 A3 H =5 L&A} 2] SCCo 7 AZ ¥ 2 E PodE Al FFY o
AHg 2L A7 SCCE AME- ot Sl 2H 98-S Ao duch

AHgA A% SCCE AHE3HE F2) 28 932 AHgA A4 SAS) vkl g g o

6.2.2. A= A-8-2}& A}-8-3 == Buildah +43

Buildah 2] & 4 o] st A+-8-2+ID 1000 4 o7 W= ALEAE AHE S = Yt

EZZAX

1. openshift-pipelines 4] ] 2~ 3] o] 2~ o] #) ¥ =] = buildah 2] ¢ AL E-S AW A U o} BAf o] 25
buildah-as-user = ¥ 7] 31 t}.

$ oc get task buildah -n openshift-pipelines -o yaml | yq . |= (del .metadata |=
with_entries(select(.key == "name")))' | yq ".kind="Task™ | yq '.metadata.name="buildah-as-
user" | oc create -f -

2. E-x}3 buildah 24} S A X 3 o).
I $ oc edit task buildah-as-user
o: build AF&- A} 2 A}2 35} Buildah 2+

apiVersion: tekton.dev/v1
kind: Task
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metadata:
name: buildah-as-user
spec:
description: >-
Buildah task builds source into a container image and
then pushes it to a container registry.
Buildah Task builds source into a container image using Project Atomic's
Buildah build tool.It uses Buildah's support for building from Dockerfiles,
using its buildah bud command.This command executes the directives in the
Dockerfile to assemble a container image, then pushes that image to a
container registry.
params:
- name: IMAGE
description: Reference of the image buildah will produce.
- name: BUILDER_IMAGE
description: The location of the buildah builder image.
default:
registry.redhat.io/rhel8/buildah@sha256:99cae35f40c7ec050fed3765b2b27e0b8bbea2aa2da7
c16408e2cai3c60ff8ee
- name: STORAGE_DRIVER
description: Set buildah storage driver
default: vfs
- name: DOCKERFILE
description: Path to the Dockerfile to build.
default: ./Dockerfile
- name: CONTEXT
description: Path to the directory to use as context.
default: .
- name: TLSVERIFY
description: Verify the TLS on the registry endpoint (for push/pull to a non-TLS registry)
default: "true"
- name: FORMAT
description: The format of the built container, oci or docker
default: "oci"
- name: BUILD_EXTRA_ARGS
description: Extra parameters passed for the build command when building images.
default: ™"
- description: Extra parameters passed for the push command when pushing images.
name: PUSH_EXTRA_ARGS
type: string
default: ™"
- description: Skip pushing the built image
name: SKIP_PUSH
type: string
default: "false"
results:
- description: Digest of the image just built.
name: IMAGE_DIGEST
type: string
workspaces:
- name: source
steps:
- name: build
securityContext:
runAsUser: 1000 @)
image: $(params.BUILDER_IMAGE)
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workingDir: $(workspaces.source.path)
script: |
echo "Running as USER ID "id™
buildah --storage-driver=$(params.STORAGE_DRIVER) bud \
$(params.BUILD_EXTRA_ARGS) --format=$(params.FORMAT) \
--tls-verify=$(params.TLSVERIFY) --no-cache \
-f $(params.DOCKERFILE) -t $(params.IMAGE) $(params.CONTEXT)
[[ "$(params.SKIP_PUSH)" == "true" ]] && echo "Push skipped" && exit 0
buildah --storage-driver=$(params.STORAGE_DRIVER) push \
$(params.PUSH_EXTRA_ARGS) --tls-verify=$(params.TLSVERIFY) \
--digestfile $(workspaces.source.path)/image-digest $(params.IMAGE) \
docker://$(params.IMAGE)
cat $(workspaces.source.path)/image-digest | tee /tekton/results/IMAGE_DIGEST
volumeMounts:
- name: varlibcontainers
mountPath: /home/build/.local/share/containers 6
volumes:
- name: varlibcontainers
emptyDir: {}

@ Buildah ol m A o W= ALg A A S SHz AFE A ID 1000 02 FAH o7 HE oL &
A gy o

Q AHEAFIDE EA EFe] Z 2 A 22 7F AFE-AFID 1000 o = A8 = 31 LR gl Fy )

© oo w2 eE AREWAY S ASYT

6.2.3. Ab8A A o] 4§ == ol zakl A3 S AME-She] 2] A Al Z)

*P“LX} % ¢] Buildah 22 =8 24 S 4 o] 3k & AFE-2FID 1000 S AF&-3to] o m| A& W= ARG AR W
= 3} TaskRun @ 24 E = A A S &= 9l Ut} =3 PipelineRun @ 2 4] E o] J X 2 TaskRun 2 2

e R S deyh

EZA X

1. AF-&=} % o] ConfigMap 2! Dockerfile ¢ 2.4 E 2 A}-&3}o] TaskRun @ 24 E = A A § o},

o: BuildahE A1} ID 100022 A 8) 5= 2F¢] A8l

apiVersion: v1i
data:
Dockerfile: |
ARG BASE_IMG=registry.access.redhat.com/ubi9/ubi
FROM $BASE_IMG AS buildah-runner
RUN dnf -y update && \
dnf -y install git && \
dnf clean all
CMD git
kind: ConfigMap
metadata:
name: dockerfile ﬂ
apiVersion: tekton.dev/v1
kind: TaskRun
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2. (

2

°) A}a) vl Zepel ul 8 sho] efe

metadata:

name: buildah-as-user-1000

spec:

taskRunTemplate:

serviceAccountName: pipelines-sa-userid-1000 9

params:
- name: IMAGE

value: image-registry.openshift-image-registry.svc:5000/test/buildahuser

taskRef:
kind: Task
name: buildah-as-user
workspaces:
- configMap:
name: dockerfile 6
name: source

Dockerfileo] 9= A H A2 AE 712 9 = o] A 2}

W2 A F o

A M= AR 9 olFd Yt

buildah-as-user z+ o] &2 2] F 7o =2

of: wpo] iz 2Ql gl & g who] Z 2}l A3y

apiVersion: tekton.dev/v1
kind: Pipeline
metadata:

name: pipeline-buildah-as-user-1000

spec:

params:
- name: IMAGE
- name: URL
workspaces:
- name: shared-workspace
- name: sslcertdir
optional: true
tasks:
- name: fetch-repository ﬂ
taskRef:
resolver: cluster
params:
- name: kind
value: task
- name: name
value: git-clone
- name: namespace
value: openshift-pipelines
workspaces:
- name: output
workspace: shared-workspace
params:
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- name: URL
value: $(params.URL)
- name: SUBDIRECTORY
value: "
- name: DELETE_EXISTING
value: "true"
- name: buildah
taskRef:
name: buildah-as-user 9
runAfter:
- fetch-repository
workspaces:
- name: source
workspace: shared-workspace
- name: sslcertdir
workspace: sslcertdir
params:
- name: IMAGE
value: $(params.IMAGE)
apiVersion: tekton.dev/v1
kind: PipelineRun
metadata:
name: pipelinerun-buildah-as-user-1000
spec:
taskRunSpecs:
- pipelineTaskName: buildah
taskServiceAccountName: pipelines-sa-userid-1000 6
params:
- name: URL
value: https://github.com/openshift/pipelines-vote-api
- name: IMAGE
value: image-registry.openshift-image-registry.svc:5000/test/buildahuser
pipelineRef:
name: pipeline-buildah-as-user-1000
workspaces:
- name: shared-workspace ﬂ
volumeClaimTemplate:
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi

git-clone 22 2~ F 24 S A}-&8o] Dockerfileo] 38 222 714 9k4 44 @ Buildah
2 S Abgste] W=F T

42 ¥ Buildah 219 & #F =g}
Buildah 2Fej ol 3l A2 8k A1 8] 2 A" < A& 3 o)

AEZ NN 2502 4 d PVC(Y
Buildah ¢} 7}o) gl o€ & 53 )
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EgUT 28 2 71X el g A
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https://access.redhat.com/solutions/6969529
https://docs.openshift.com/container-platform/latest/authentication/managing-security-context-constraints.html
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