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OpenShift Serverless Operator= KourierZ Knative 2] 7] ¥ 4241 0 & A& sty t}. 221} Kourier7} 4
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OpenShift Serverless= & <F A o] Al =] o] 2)+= Red Hat OpenShift Service Mesh 7]
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® OpenShift Container Platform & 2] 28 2] =Wl 3} L X3t == ol =7l = QlE M 5 4] & oF
sty o} o 2 £ o] OpenShift Container Platform &< 547} https://console-openshift-
console.apps.openshift.example.com?l 79 =12l o] *.apps.openshift.example.como] =
£2 JdAdEAE AFH S P oF FUth A=A AN T A AT HES 7=
HE o BB S 955517 93 A YY) B e W 8e FR AL

e 7] OpenShift Container Platform 2] 28 L ¢l o] 31 T elo] o} d = 2] o] 2& ALE
st &l g = Lol o g v <l vl g2 A al oF S vk Al W 82 AR AF A o] = <l
uf 33 A AJ o) of) 3 OpenShift Serverless A H A & FZ2 a4 A L.
12,540 937 Ed 22 G ashahr] 9% AFA B4
7182 o & Service Mesh mTLS 7] 52 Alo]| =717} 9= 41 Alo] E o] ¢} 7) ' Pod 7ol Service Mesh
24| ] Eg g 7+ 1B % gt} OpenShift Container Platform 28| ~H & A 949 v Eg) g & o 3 3} 6}
H OpenShift Serverless % Service Mesh 53512 &2 31351 7] 2o Q1S A & A A3 oF T o)
A 8T A

® OpenShift Container Platformel] o & & 28 #2] 2 A 3ko] 2l Ay AWS H= = OpenShift
Dedicated¢] Red Hat OpenShift Serviceo] th 3 F 2] 2H =& A& A&z @Bilo] IdHFY T

® OpenShift Serverless Operator & Knative Servinge] A %] 5] o] 3l &1t}

e OpenShift CLI(oc)S A =] Yt}

e ZRAE A2 5 AFYTh

1. Knative A 8] 22 @1Z ] o] A H & root Q1 =] & 7¢l 7] & A 3o}

$ openssl req -x509 -sha256 -nodes -days 365 -newkey rsa:2048 \
-subj '/O=Example Inc./CN=example.com'\
-keyout root.key \


https://console-openshift-console.apps.openshift.example.com
https://access.redhat.com/documentation/en-us/red_hat_openshift_serverless/1.29/html-single/serving/#serverless-create-domain-mapping_create-domain-mapping
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I -out root.crt
2. S EAE QM E BEYT

$ openssl req -nodes -newkey rsa:2048 \
-subj "/CN=".apps.openshift.example.com/O=Example Inc." \
-keyout wildcard.key \
-out wildcard.csr

3. S EstE EHE A E P

$ openssl x509 -req -days 365 -set_serial 0\
-CA root.crt\
-CAkey root.key \
-in wildcard.csr \
-out wildcard.crt

4. FQEAE QAZA

i

AbE St Al S A T T

$ oc create -n istio-system secret tls wildcard-certs \
--key=wildcard.key \
--cert=wildcard.crt

o] @1 Z ] &= OpenShift ServerlessE Service Mesh$} %313 o] A A € Al o] E ¢ o] of| A] A &) 5}-¢]
T Al Eff o] 7t o] QIS &t ERf & Al ¥t ==
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® OpenShift Container Platformel] o & & 28 #2] 2 A 3ko] 2l Ay AWS H= = OpenShift
Dedicated¢] Red Hat OpenShift Serviceol tha F 2] 2H =& A& A&z @Bilo] 5y
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® Red Hat OpenShift Service Mesh OperatorE 4 %] 3} 1L istio-system U] J 2= 5] o] 2~ 0] A]
ServiceMeshControlPlane ¢] 225 AA Ut mTLS 7| 5 & A& 35e ™
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o
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OpenShift Serverless& Service Mesh e} &7 AL-&-3l= 712 Red Hat OpenShift
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1. Service Mesh o} =313k ] o] 231 o] 2= ServiceMeshMemberRoll 2 2 A E o Wiy 2 F7}3Y

=8

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members: ﬂ
- knative-serving
- <hamespace>

ﬂ Service Mesh ¢} E3518H Y] ¢ 2y o] &~ E-2] Ut}

=8
o] Y] d 2y o] &~ = of knative-serving U] 29 o] 27} EZ §} ¥ of of
2. ServiceMeshMemberRoll ] &= # &3t}
I $ oc apply -f <filename>
3. Service Mesh7} Egj 8l & 5t = =5 a3 Ao Edlo| & A YT
HTTPZ A}-83}+ knative-local-gateway 2 E 2] E 9] of

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-ingress-gateway
namespace: knative-serving
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
tls:
mode: SIMPLE
credentialName: <wildcard_certs> ﬂ
apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
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1]
2]

name: knative-local-gateway
namespace: knative-serving
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 8081
name: http
protocol: HTTP g
hosts:

nkn

apiVersion: vi
kind: Service
metadata:
name: knative-local-gateway
namespace: istio-system
labels:
experimental.istio.io/disable-gateway-port-translation: "true"
spec:
type: ClusterIP
selector:
istio: ingressgateway
ports:
- name: http2
port: 80
targetPort: 8081

JAdeItE QIS 7 23E A A o] 58 F7HEY U

knative-local- gatewayt HTTP = g AUt HTTPE AF8-8}9 Service Mesh 2]
oA Eo] 0= Eg I o] ¥ A5 A v example.default.svc.cluster.local 7 7222 | 2 &
ZE o|l&& *}% st A2 a5 stEA %SHEP tE $d =7k= QIS4 9 thE protocol
AEE ARG e FoE Al Ed 01§ A Fte] o] AR e e FEEE T F AFUh

HTTPSE A}£-35}+= knative-local-gateway Q B 4] E 9] o]

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-local-gateway
namespace: knative-serving
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:

nkn
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tls:
mode: SIMPLE
credentialName: <wildcard_certs>

4. Gateway 2] A2~E A &34 oL
I $ oc apply -f <filename>

5. t}g KnativeServing CRD(AF&-#F A 2] 2] 422~ A 9] )& A A 5l Knative ServingS A %] 5} ¢
Istio &3 &4 sty ok

apiVersion: operator.knative.dev/vibetai
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
spec:
ingress:
istio:
enabled: true ﬂ
deployments: g
- name: activator
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: autoscaler
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"

@ stosde ZHITYT

g Knative Serving d] ©] €] =] ¢l Podol A}o] =7} 419 S &4 31§ o).

6. KnativeServing 2| &~2=& % &

ot

RElch

I $ oc apply -f <filename>

£

7. Aol =7} A4F ¢ o] &40 815 AL 3l 222 F(pass-through) 4 2 & A3t Knative A ¥ =& A/ &

U,

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: <service_name>
namespace: <namespace> ﬂ
annotations:
serving.knative.openshift.io/enablePassthrough: "true"
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: "true"
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sidecar.istio.io/rewriteAppHTTPProbers: "true"
spec:
containers:
- image: <image_url>

ﬂ Service Mesh Wl 8] Zof L35 YA Ad o] A~}

9 A e AT A7 Al Aol Eg ol & B3l A3 Al F = =5 Knative Servingol] OpenShift
Container Platform s| 222 XY A2 2 YA St A A g o}

g Service Mesh A}o] =72 Knative A 8] 2= Podol] A<l 8HU T

8. Service g/ L2 A&

o

RElch

I $ oc apply -f <filename>

oY
ol

o CAdAM Al ste Bt A4S AH8she] Aulel s of ZE] A o] Ad ol ATyt
I $ curl --cacert root.crt <service_url>
3 o
I $ curl --cacert root.crt https://hello-default.apps.openshift.example.com
29 o

I Hello Openshift!

1.4. MTLS ¢} &A A v] 2 Hl A & A8 o] KNATIVE SERVING | E 8 g4
s}
Service Mesh7} mTLSE A}-8- 3] &4 315 W Service Mesh7} Prometheus7} W E 8] A~ =3 & 3] 83} %]
oF 7] wj F-of] 7] 2 © 2 Knative Servingdl] ) & w] E &) o] H] & s} g U T} o] A Mo A= A u]) 2w A] Y
MTLSE A8 o Knative Serving Wl E 2] & &4 81 3t= WH S BHoFY T
AR &7 AR
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1. Knative Serving A}F-8-#} 7 o] 2] &2 2~(CR)<2] observability A} <2l A prometheus =
metrics.backend-destination o = x| & 31t}

apiVersion: operator.knative.dev/vibetai
kind: KnativeServing
metadata:

name: knative-serving
spec:

config:

observability:
metrics.backend-destination: "prometheus”

of @AM WEo] 718 A 02 v B8 A g5k
2. Prometheus U] ¢] 2250 229] E2) 52 3 &5l W the MIEA 2 G2 4§31t

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring-ns

namespace: knative-serving
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
podSelector: {}

spec:
proxy:
networking:
trafficControl:
inbound:
excludedPorts:
- 8444

1.5. KOURIER”} &€7d s} ¥ 73 - OPENSHIFT SERVERLESS ¢} SERVICE
MESH &%

Kourier7| o] n] &2 3} =] o] 9] o] == OpenShift Serverlessof| 4] Service Mesh& A}&-& &=

A
2= Kourier& AF-§-3ho] Knative Serving g ol v] A X YA & vpF-ofl v 2= | A] S F7het e = 2 A

S A% A8 & AFTh

A 27 Ab
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® OpenShift Container Platformel] o & & 28 #2] 2 A 3ko] A Ay AWS H= = OpenShift
Dedicated¢] Red Hat OpenShift Serviceo] tha S 2] 2H =& A& A&z @Bilo] IdHY T

o ZRAES AP AGAZAANA R Vg AARES AT 5l A4
e ZRAE AT 5 AFYTh

i

g 3 Aol

e OpenShift CLI(oc)S A =] Yt}
e Z | ¥ ) OpenShift Serverless Operator ¥ Knative Servingg A X] g t}.

® Red Hat OpenShift Service MeshE- A %] 34 t}. OpenShift Serverless with Service Mesh and
Kourier+= Red Hat OpenShift Service Mesh ] & 1x & 2. x| A4 25 AL-&o] A= 1 dHFY )

1. Service Mesh o} %33k ] o] 2~ ) o] 2= ServiceMeshMemberRoll 2 24 Eof Wl 2 F7}3Y

=8

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

namespace: istio-system
spec:

members:

- <hamespace> ﬂ

ﬂ Service Mesh ¢} E3518H Y] 9] 2~ o] &~ E-2] 4t}

2. ServiceMeshMemberRoll ] &2 = # &3t}

I $ oc apply -f <filename>

3. Knative A] =8 Podo| A] Knative A 22 ¢ Egld 2L 5 &st=ELY T A S AT

=8

a. Service Mesh<} 533 7} 4] d 227 o] 2~ o] NetworkPolicy 2] &~ & A4 34 o).

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-serving-system-namespace
namespace: <namespace>
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
knative.openshift.io/part-of: "openshift-serverless”
podSelector: {}
policyTypes:
- Ingress

10
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Q Service Mesh &} E3F&F U] 9] A5 o] A2 Z7}8H] ).

=

knative.openshift.io/part-of: "openshift-serverless™ =} 2 o] OpenShift
Serverless 1.22.09] F7}15 ¢l 5 U tf. OpenShift Serverless 1.21.1 B2 = o] A ]
A2 AH8-3k= 7 9 knative.openshift.io/part-of ] ©] &2 knative-serving
2 knative-serving-ingress 4] J 2= o] 2~ of] 7134t

knative-serving 4] ¢] 23] o] 2~of 2}l & F7}g o)

$ oc label namespace knative-serving knative.openshift.io/part-
of=openshift-serverless

knative-serving-ingress vl & 2= 3 o] 2o gtdl & F 7} o}

$ oc label namespace knative-serving-ingress knative.openshift.io/part-
of=openshift-serverless

b. NetworkPolicy 2] A~ ~= &

]

U,

I $ oc apply -f <filename>

1.6. ¥ 2= v Al o] BF ¥ &5 AF8-35Fo] NET-ISTIO w =2 2] AR§-=F 7H A

7] 22 © & Kubernetes client-go Zto] B 2jg] ¢ A x HAex} FH L EH G389 R E gL 22 714 SY
th o] 2 3] B | AanTt AL Vs u AE S e A S S lou g wEE R Qs
Knative net-istio Ingress AE Z &} 7} & S 2HA A Ao T 5 AdHUch 28y AEZ oA
Knative Z+& Al 8l 9k 7} 4] & 4= 9l = Knative net-istio =21 ZAEE & EY W AUZ S AL 5

U FH T} KnativeServing CR(AH&- 2} A o] 2] &a)o)] T4 & F715te] o] Wl AU S S G F UF

U,

T8

AlZE 2H 3 &4 3 slH =& A =3 9] networking.internal.knative.dev/certificate-
uid: "<id>" 2 #lo] Eo] A A FH Y}l 23 ®| o W Knative Servingol| A o] & ©A] 31A] &
ol 9.7 7h A ok Al Al 283} 712 ok 2hl g 1w A s of g,

AHA 87 AHRE
® OpenShift Container Platformel] o & & 28 #2] 2 A 3ko] 2l Ay AWS H= = OpenShift
Dedicated¢] Red Hat OpenShift Serviceo] that S 2] 2H =& A& A&z #Bilo] IdHFY T
e Z2AE AT 5 dFUT

® Red Hat OpenShift Service MeshE- 4 %] 314 t}. OpenShift Serverless with Service Mesh+= Red
Hat OpenShift Service Mesh B} 2.0.5 o] Aol A vk =] 1 g Y o},

® OpenShift Serverless Operator 2 Knative Serving< A %] g4 t}.

e OpenShift CLI(oc)S A =] Yt}
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Az

e x| u]g] 2. openshift.io/enable-secret-informer-filtering 541 2 KnativeServing CRef| 5713}

U,

KnativeServing CR9] dj

apiVersion: operator.knative.dev/vibetai
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
annotations:
serverless.openshift.io/enable-secret-informer-filtering: "true”
spec:
ingress:
istio:
enabled: true
deployments:
- annotations:
sidecar.istio.io/inject: "true"
sidecar.istio.io/rewriteAppHTTPProbers: "true"
name: activator
- annotations:
sidecar.istio.io/inject: "true"
sidecar.istio.io/rewriteAppHTTPProbers: "true"
name: autoscaler

o] F4& FrhsHH B7 W
ENABLE_SECRET_INFORMER_FILTER_BY_CERT _UlD=true = net-istio 71 E = 2]
Podel 4+ gyt
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W EZ S A o] ekl vhE e AA
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e mEo A Y s o] 22, W] ¢ 223 o] 220 A Pod 2 & B U T, e} o] v] 2] 2o 9 A
S do] 22 A4 o 544 2 Uth o] & Sof Knative 4] 2:¢] = 7] i app=<revision_name> o] 9]

Knative A H] 2 7] & g} 4 9] o]

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: example-service
spec:

labels:
app: <revision_name>

app=my-domainz} 7+ 4] %‘éﬁﬂ o] 2 o] &g Ao st= 7§ v -§ & A H] 2= app=my-domain El
25 AFgste] e EEl Aol S AT o app- my-domaln B L& AFE-Ste] of E] A0l S AT o
Knative A B] Zxof| A @AY 8} = Hl 48 234 @5y th o] Bl 27} & Knative A B] 2= 2] H] 82 app=

<revision_name> ®j ol A F g] 3} o} gt}

23. F7tH A=
o o st El 2 A A A

® Cost Explorer& A}-8-3to] vl 8- A Zhsk gy o)

13


https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management#about-cost-management_getting-started
https://project-koku.github.io/
https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/adding_an_openshift_container_platform_source_to_cost_management/index
https://console.redhat.com/openshift/cost-management/
https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-installing-cost-management#configure-tagging-next-step_configuring
https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-using-cost-management#cost-explorer-next-step_using-cost-management
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374 A gl 2 off Z7] A o] 3 7 NVIDIA GPU 7] &2 A&
NVIDIA:= OpenShift Container Platformol 4] GPU 2] 422 AF8-& X 4 3y t}. OpenShift Container
Platformell A1 GPU 2] &5 A A 8= #H o] tf 3k 2FA 8 W] 82 OpenShifte] GPU Operator & %38}
AA S
3.1 48] 2ol 03k GPU 8.7 AFa 2] %

OpenShift Container Platform & 2] 2~ € o] GPU g &2~ & &4 3} 5} Knative(kn) CLIE A}-&3}o]
Knative A B] 2of th &+ GPU 8+ A& A Z & = U Tt

A 27 A

® OpenShift Serverless Operator, Knative Serving 2 Knative Eventinge] &2 22E of] A %] ¥ o] 3}

s4
e Knative(kn) CLIZ} A X] & o] )&t}
® OpenShift Container Platform &2 =¥ o] GPU 2] &2 2~7} g4 sl g Y th

o »ZAlEZ A A OpenShift Container Platformol| A o Z 2] Al o] A gl 7[g} a2 =5 A
’d k= @Xq?ﬂ Qe g Hsto] A= Z2AE A 2T F QlHFHT)

23

OpenShift Container Platform &=+ OpenShift Dedicated 2] IBM zSystems 4 IBM Power
o 1= NVIDIA GPU 2] &2 Abg-o] A A= A] eF5H o

1. Knative A B] =& A 4 3} 5L --limit nvidia.com/gpu=1 =] L & A}-&3lo] GPU 8] &2 8 4 AFS
A1z 2449yt

I $ kn service create hello --image <service-image> --limit nvidia.com/gpu=1
GPU gl g 7 ALk Al gho] 10 AMu] 28] -8 GPU 2] & 27H7] & YEbH Y Tk A H] 24

M GPU #4228 Z4al A 25Ut GPU 814271 B @ 78 4ul 2k GPU 2| 225 1
ol AL&-3t ] e Wl 7hA] 7] Thel of g T,

oGP AL B 1] 018 83 e 8 GPU o e S % e A 1 ol
EL IR

2. Ae Argk 7] Auj o] A --Iimit nvidia.com/gpu=3 Z ) 2= A} &3} GPU 2] &2~ 8+
At AGEE 302 HAE 5 YT

I $ kn service update hello --limit nvidia.com/gpu=3

3.2. OPENSHIFT CONTAINER PLATFORM®] 7} 2] &
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https://docs.nvidia.com/datacenter/cloud-native/gpu-operator/openshift/contents.html
https://docs.openshift.com/container-platform/latest/applications/quotas/quotas-setting-per-project.html#quotas-setting-per-project

3% Anl g = A Z2 Al o] A3 37 NVIDIA GPU 2] 422 A8
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