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® OpenShift Container Platform & 2] 28 2] =Wl 3} L X3t == ol =7l = QlE M 5 4] & oF
Yt} o & 9] OpenShift Container Platform && 5427} https://console-openshift-
console.apps.openshift.example.com?l 79 =12l o] *.apps.openshift.example.como] =
% SAEIE AFAE PN FUTh FASAE AFM PO D AH RS
He o P EZ TS ¢tEd) )] f e oS4 Yol B3 oo W8S st Al L.
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® OpenShift Container Platformel] o & & 28 #2] 2 A 3ko] 2l Ay AWS H= = OpenShift
Dedicated¢] Red Hat OpenShift Serviceo] th 3 F 2] 2H =& A& A&z @Bilo] IdHFY T

® OpenShift Serverless Operator & Knative Servinge] A %] 5] o] 3l &1t}

e OpenShift CLI(oc)S A =] Yt}

e ZRAE A2 5 AFYTh
EZA
1. Knative A 8] 22 @1Z ] o] A H & root Q1 =] & 7¢l 7] & A 3o}
$ openssl req -x509 -sha256 -nodes -days 365 -newkey rsa:2048 \

-subj '/O=Example Inc./CN=example.com'\
-keyout root.key \


https://console-openshift-console.apps.openshift.example.com
https://access.redhat.com/documentation/en-us/red_hat_openshift_serverless/1.30/html-single/serving/#serverless-create-domain-mapping_create-domain-mapping
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I -out root.crt
2. SUEsbE AFAE BEYD

$ openssl req -nodes -newkey rsa:2048 \
-subj "/CN=".apps.openshift.example.com/O=Example Inc." \
-keyout wildcard.key \
-out wildcard.csr

3. S EstE EHE A E P

$ openssl x509 -req -days 365 -set_serial 0\
-CA root.crt\
-CAkey root.key \
-in wildcard.csr \
-out wildcard.crt

4. FQEAE QAZA

i

Abgshe] Al e AT

$ oc create -n istio-system secret tls wildcard-certs \
--key=wildcard.key \
--cert=wildcard.crt
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® Red Hat OpenShift Service Mesh OperatorE A %] 3} 11 istio-system 1] & 23 o] 20
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Service Meshel 4] OpenShift Serverless& AF-&-3l+= 712 Red Hat OpenShift
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® OpenShift CLI(oc)E A X &4t

Z2A 2

. Service Mesh ¢} =3¢+ 1] o] 2~ o] 2~ = ServiceMeshMemberRoll & B4 E of] ®l ] & F7}3Y
c}.

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members: ﬂ
- knative-serving
- knative-eventing
- <hamespace>
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ﬂ Service Mesh¢} E3+gF | ) A%

Yl o &7 o] &~ &= of knative-serving 2! knative-eventing 4] & 2~ o] 27}

o]
Z g5 of of Pt

2. ServiceMeshMemberRoll ] &2 = # &3t}
I $ oc apply -f <filename>

3. Service Mesh7} Eg g S eta = J 22 I Q3 Ao Ego]l= AT
HTTPE A}-8-3}+= knative-local-gateway @ H A E 2] o

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-ingress-gateway
namespace: knative-serving
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
tls:
mode: SIMPLE
credentialName: <wildcard_certs> ﬂ

apiVersion: networking.istio.io/vialpha3
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1]
2]

kind: Gateway
metadata:
name: knative-local-gateway
namespace: knative-serving
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 8081
name: http
protocol: HTTP g
hosts:

nkn

apiVersion: vi
kind: Service
metadata:
name: knative-local-gateway
namespace: istio-system
labels:
experimental.istio.io/disable-gateway-port-translation: "true"
spec:
type: ClusterlP
selector:
istio: ingressgateway
ports:
- name: http2
port: 80
targetPort: 8081

H~l

A= TIE QJIFSA 7F 23 Bt o] 55 F7HE Yo

knative-local- gatewayt HTTP E EH;J% Al Zd Y HTTPS A}8-31H Service Mesh &
oA Eo] 0= Eg I o] ¥ A5 A v example.default.svc.cluster.local 3 7222 | 2 &
ZE o|&& *}% st A2 s stEA %GHD} o & g =7k= QIS4 9 thE protocol
ALES AFEShE FIHAICES o] & A ste] o] Rt dsstE AAHT 5 dFH Tk

HTTPSE A}-£-35}+= knative-local-gateway Q B 4] E 9] d]

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-local-gateway
namespace: knative-serving
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:

nkn
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tls:
mode: SIMPLE
credentialName: <wildcard_certs>

4. Gateway 2] A2~E A &34 oL
I $ oc apply -f <filename>

5. t}g KnativeServing CRD(AF&-#F A 2] 2] 422~ A 9] )& A A 5l Knative ServingS A %] 5} ¢
Istio &3 &4 sty ok

apiVersion: operator.knative.dev/vibetai
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
spec:
ingress:
istio:
enabled: true ﬂ
deployments: g
- name: activator
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: autoscaler
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"

@ siosae HsFU:

g Knative Serving d] ©] €] =] ¢l Podol A}o] =7} 419 S &4 31§ o).

6. KnativeServing & &~ 5 834}
I $ oc apply -f <filename>

7. t} KnativeEventing CRD(AF&-#2} A o] 2] 42 A 2])E A Al 5} Knative Eventing S A %] 5} ¢]
Istio B &< €43t

apiVersion: operator.knative.dev/vibetai
kind: KnativeEventing
metadata:
name: knative-eventing
namespace: knative-eventing
spec:
config:
features:
istio: enabled ﬂ
workloads:
- name: pingsource-mt-adapter
annotations:
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"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: imc-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: mt-broker-ingress
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: mt-broker-filter
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"

Eventing istio Z1E E & o 4] Z} InMemoryChannel X+= KafkaChannel A H] 2o ] g}
DestinationRule & A & 4= Jl 54U ).

9 Knative Eventing Podol] Alo] =7} 4 & &4 31 gy o}
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1. KnativeEventing 2] 225 2 &3t
I $ oc apply -f <filename>

2. T2 KnativeKafka CRD(AH&-2F 4 ] ] &2 A 9] ) A A 3t Knative KafkaS 4 %] 3} Istio
TS A4 F Yk

apiVersion: operator.serverless.openshift.io/vialphal
kind: KnativeKafka
metadata:
name: knative-kafka
namespace: knative-eventing
spec:
channel:
enabled: true
bootstrapServers: <bootstrap_servers> ﬂ
source:
enabled: true
broker:
enabled: true
defaultConfig:
bootstrapServers: <bootstrap_servers> g


https://access.redhat.com/support/offerings/techpreview/

17¢. OPENSHIFT SERVERLESS<} SERVICE MESH 53

numPartitions: <num_partitions>
replicationFactor: <replication_factor>
sink:
enabled: true
workloadszg
- name: kafka-controller
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-broker-receiver
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-broker-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-channel-receiver
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-channel-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-source-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-sink-receiver
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHT TPProbers": "true"

wApache Kafka 2 2] 2~¥] URL(4l: my-cluster-kafka-bootstrap.kafka:9092 ).

g Knative Kafka Podol] Afo] =7} Akl S k4] 513k T}

=9

Knative Eventing=} AJH] 2= Wl A] -3t 7] 28R 75 A&dUth 7| 2/ 715
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1. KnativeKafka 2] &~~& 483t

I $ oc apply -f <filename>
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2. ServiceEntry
Apache Kafka

apiVersion:

= A 2] 3}o] Red Hat OpenShift Service Mesh7} KnativeKafka -4 & 4 ¢}
S 2H 7He] BAIE 1A et & Fy T

networking.istio.io/vialpha3

kind: ServiceEntry

metadata:

name: kafka-cluster
namespace: knative-eventing

spec:
hosts:

- <bootstrap_servers_without_port>

exportTo:

port.s: 9

- number: 9092
name: tcp-plain
protocol: TCP

- number: 9093
name: tcp-tls
protocol: TCP

- number: 9094
name: tcp-sasl-tls
protocol: TCP

- number: 9095
name: tcp-sasl-plain
protocol: TCP

- number: 9096
name: tcp-noauth
protocol: TCP

location: MESH_EXTERNAL

resolution

: NONE

Q Apache Kafka &8 28 3~ E &= (4 my-cluster-kafka-bootstrap.kafka ).

9 Apache Kafka S8 2~H g2 X E,

3

spec.ports o] 1} <&

H XE = oA TCP X Eo|¥ Apache Kafka &8 28 +4 W
W ol wel kv o,

3. ServiceEntry 2] &~~5 4834t

I $ oc apply -

o
ol\

10

f <filename>

27} ServiceEntryol] A& 5o} QJE=x At FA AAHA e AL
S 2Eo #A glo] ServiceEntryol] A o] = FEE
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1. Abol =71 4F ¢ o] &/ 8} =] a1 o) =22 F (pass-through) 7 2 & A}-8-3F+= Knative A H] 2 & A4 9
Ut
apiVersion: serving.knative.dev/v1
kind: Service
metadata:

name: <service_name>
namespace: <namespace> ﬂ
annotations:
serving.knative.openshift.io/enablePassthrough: "true"
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: "true"
sidecar.istio.io/rewriteAppHTTPProbers: "true"
spec:
containers:
- image: <image_url>

ﬂ Service Mesh Wl 8] Zof £ 5 YA Ad o] A~}

= Knative Servingell OpenShift

© iR ATHI A Aol EsolE Fol A ABHES
=5 A4 g,

Container Platform s 222 X9 F 2 5 A A 3

g Service Mesh A}o] =72 Knative A 8] 2= Podol] A<l 8HU T

2. Service YA~ E A&

]

U,

I $ oc apply -f <filename>

oY
ol

o CAdAM Al ste Bt A4S AHg3he] Aulel s of Z]A| o] Ad ol A A ATyt

I $ curl --cacert root.crt <service_url>

8 o

I $ curl --cacert root.crt https://hello-default.apps.openshift.example.com

29 o

I Hello Openshift!
1.4. MTLS 9} A A H] 2 W Al & AL o] KNATIVE SERVING v EY &4
s}
Service Mesh7} mTLSE AF-&-3le] &4 315 79 Service Mesh7} Prometheus | E®l & A~ 3 312 &

3}7] wj F-ol] 7] 22 o & Knative Serving©l] EH t?_ uﬂ Eg o] ] &4 g Yt} o] A Mo A= Service Mesh
2 mTLSE A8 & o Knative Serving W] E 8] & &4 3}5l= WH S HoFUTh
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® OpenShift Serverless Operator 2 Knative Serving< S 2~H o A x| g 54 th

® mTLS 7] %] &4 39 Red Hat OpenShift Service Mesh= A X] gl &1 t}.

® OpenShift Container Platformel] o & & 28 #2] 2 A 3ko] A Ay AWS H= = OpenShift
Dedicated¢] Red Hat OpenShift Serviceol tha S 2] 2F & A& A8 A @ilo] 5

e OpenShift CLI(oc)S A =] Yt}

o TRAES YYIALNTYACNE RN AAREE YT 5 A ALD 4L 2
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e ZRAE AT 5 AFYTh

EZZAX

1. Knative Serving AF-8-#} 4 9] 2] 4 22(CR)<2] observability A} %}l 4] prometheus=
metrics.backend-destination o = x| & 3]t}

apiVersion: operator.knative.dev/vibetai
kind: KnativeServing
metadata:

name: knative-serving
spec:

config:

observability:
metrics.backend-destination: "prometheus”

ol dANM = MEY] 7] £ o2 v & stE A sy

2. Prometheus Y| g &# o] =0l Edf & 5| &t thx U ENZ S A &I

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring-ns

namespace: knative-serving
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
podSelector: {}

spec:
proxy:
networking:
trafficControl:
inbound:

12

U,
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excludedPorts:
- 8444

1.5. KOURIER”7} &4 3l ¥ 7d - OPENSHIFT SERVERLESS ¢} SERVICE
MESH % §
Kourier7} o] n] 4] 3l 7 9ol = OpenShift Serverlessol| A Service MeshE A}-8-& 4= 25U th o] A

2= KourierZ AFg-3}o] Knative Servingg o] 1] A X] g X 7t 1} 59| Service Mesh 588 F71817| 2 2

FHAT F83 5 AgUTh

A 27 Avg

® OpenShift Container Platformel] o & & 28 #2] 2 A 3ko] 2l Ay AWS H = OpenShift
Dedicated¢] Red Hat OpenShift Serviceo] th g S 2] 2H =& A& A&z Wilo] IdHFY T

o ZRAEZS AR AGAZAIA R VG AARES AL 5 = A S L 8 dAghe]
A= Z2AE A= 5 AFH T

® OpenShift CLI(oc)E A % gyt
e =2 2~ ¥ OpenShift Serverless Operator % Knative Serving-& 4 %] g1 t}.

® Red Hat OpenShift Service MeshE- A %] 34 t}. OpenShift Serverless with Service Mesh and
Kourier+= Red Hat OpenShift Service Mesh ] & 1x & 2.xo| A4 25 AL-&o] A= 1 HFY )

EZZAX

1. Service Mesh9} £33 4] o] 2~ 7| o] 2~ Z ServiceMeshMemberRoll 2 B4 E o] Wl 2 =73

=8

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

namespace: istio-system
spec:

members:

- <hamespace> ﬂ

ﬂ Service Mesh$} £33 U] ¢] A3 o] A B2t}

2. ServiceMeshMemberRoll ] &= # &3t}
I $ oc apply -f <filename>

3. Knative A] 2~€] Podol| 4] Knative A]H] 22 2] E g
c}.

a. Service Mesh¢} E38Far 7+ v ~

=)
fot
i
o
b
ofo
PL
fr

FECEREEREE S

i)

| o] 2~ ] NetworkPolicy @] &~2~2 44 g o,

I apiVersion: networking.k8s.io/v1

13



Red Hat OpenShift Serverless 1.30 3%

kind: NetworkPolicy
metadata:
name: allow-from-serving-system-namespace
namespace: <namespace>
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
knative.openshift.io/part-of: "openshift-serverless”
podSelector: {}
policyTypes:
- Ingress

ﬂ Service Mesh ¢} 313 U] ¢ 25 o] ~

ﬂllﬂ!
A
~
oot
T
o

Za1

knative.openshift.io/part-of: "openshift-serverless™” #| ©] £-o] OpenShift
Serverless 1.22.09] F7}15 ¢l & U tf. OpenShift Serverless 1.21.1 B2 = o] A H]
A2 AH8-3k= 7 9 knative.openshift.io/part-of @ o] &2 knative-serving 2!
knative-serving -ingress 4] ¢ 2~ o] 2ol 27134t}

knative-serving ] ¢] 23] o] 2~ of 2}l & F7}g o)

$ oc label namespace knative-serving knative.openshift.io/part-
of=openshift-serverless

knative-serving-ingress vl & 2= 3 o] 2o @l & 7} o}

of=openshift-serverless

I $ oc label namespace knative-serving-ingress knative.openshift.io/part-

b. NetworkPolicy 2] &~ 5 2 &34t}

I $ oc apply -f <filename>

1.6. SERVICE MESH?] t gt A] =3 HH & & AF&-3lo] NET-ISTIO #] &2] A}

SZF A

7182 © & Kubernetes client-go gtol B & g]o] that A B Al 34 = 5 G R E g2r2xE 7HA S

Yot o] Z Qla] B2 falTt AN 7he A 4 eds =Rl oo nm vEe R Q)
T+
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KnativeServing CR9] dj

apiVersion: operator.knative.dev/vibetai
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
annotations:
serverless.openshift.io/enable-secret-informer-filtering: "true”
spec:
ingress:
istio:
enabled: true
deployments:
- annotations:
sidecar.istio.io/inject: "true"
sidecar.istio.io/rewriteAppHTTPProbers: "true"
name: activator
- annotations:
sidecar.istio.io/inject: "true"
sidecar.istio.io/rewriteAppHTTPProbers: "true"
name: autoscaler
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apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: showcase
spec:

labels:
app: <revision_name>
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https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management#about-cost-management_getting-started
https://project-koku.github.io/
https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/adding_an_openshift_container_platform_source_to_cost_management/index
https://console.redhat.com/openshift/cost-management/
https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-installing-cost-management#configure-tagging-next-step_configuring
https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-using-cost-management#cost-explorer-next-step_using-cost-management
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® OpenShift Serverless Operator, Knative Serving 2 Knative Eventinge] &2 22E of] A %] ¥ o] 3}
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OpenShift Container Platform &=+ OpenShift Dedicated 2] IBM zSystems 4 IBM Power
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1. Knative A B] =& A 4 3} 5L --limit nvidia.com/gpu=1 =] L & A}-&3lo] GPU 8] &2 8 4 AFS
A1z 2449yt

I $ kn service create hello --image <service-image> --limit nvidia.com/gpu=1
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At AGEE 302 HAE 5 YT

I $ kn service update hello --limit nvidia.com/gpu=3
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https://docs.nvidia.com/datacenter/cloud-native/gpu-operator/openshift/contents.html
https://docs.openshift.com/container-platform/latest/applications/quotas/quotas-setting-per-project.html#quotas-setting-per-project
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