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17%. OPENSHIFT SERVERLESS ¢} SERVICE MESH 5§

OpenShift Serverless Operator+= Kourier= Knative 2] 7] & =210 2 A& g4 o} 22 1} Kourier7} 24
3l5) o] Q=X of Foof] &7 glo] OpenShift Serverlessol 4] Service Mesh& A}-&3F 4= ¢l %4 t}. Kourier
disabled ¢} & ¢ta™H mTLS 7] 3 7Fo] Kourier Q128 27 A A 5kA] gf= F7FUIEY ) 9 2916 &4
< 7+ F AFYTH

Tk 22 71 B A R ARl o] A A 2.

e = Knative W3 74 2 29} Knative A H] 2= A 1] 2 1| A] o] U Hojr A}o] =7} 4}9) o] A
g xo] dL5UTh =, 923 mTLS7E A A WA U)o A 285 1o} Knative ] 8] 2=0j ] &+ 2
273 o] = OpenShift ¢ Qe A Eo 0 & 555 A9 3laL FehelAETL IS E Bfjok st
mTLS 14 o] F 8 qrt

® Service MeshZ A& 3 OpenShift Serverless % &2 apto] A u) 2 wlA vk thAa o 2 8 = Q5
Yt F8 &gl o & WA 7} £ 5= A F OpenShift Serverless+= 3l & % shufoll A 7F A&

¥ gy

® OpenShift Serverless7t 3£ 3-¥ tf 4 ServiceMeshMemberRoll 2 ¥ 73 511 OpenShift
Serverless& ThE WA 2 o] 5 dl= A2 A A=A FUth g A= wA & WA st 7Y
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® OpenShift CLI(oc)7} A =] 5] o] 9l T}
® Serverless OperatorZ A x] gl <54 t}.
® Red Hat OpenShift Service Mesh Operator7| A X] & o] )&t}

o o AApe] A A oAM= = <l example.com S ARE- U T o] | Ql o]l AFE-E = G A A5A
E o9 =rlel Aol AR skE CA(L S 718)Z AHEH Y o
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® OpenShift Container Platform & 2] 28 2] =Wl 3} L X3t == ol =7l QlE A 5 A & oF
sy o} o 2 £ o] OpenShift Container Platform &< 547} https://console-openshift-
console.apps.openshift.example.com?!l 79 =12l o] *.apps.openshift.example.como] =
w2 g este AFA S Pk FUTh A== AT A FA o o A B Y&
HE 9 Egj5e o555 7] 98 FA Yo e el WE S Azl

® 7] OpenShift Container Platform & 28 Ll o] 31 L elo] o}l d =2l o] 2& ALE
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https://console-openshift-console.apps.openshift.example.com
https://access.redhat.com/documentation/en-us/red_hat_openshift_serverless/1.33/html-single/serving/#serverless-create-domain-mapping_create-domain-mapping
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1. Knative A 8] 22 @1Z 2] o] AW & root QA1 =] & 7¢l 7] & A 3o}

$ openssl req -x509 -sha256 -nodes -days 365 -newkey rsa:2048 \
-subj '/O=Example Inc./CN=example.com'\
-keyout root.key \
-out root.crt

2. SIAEAE AFAE HEY T

$ openssl req -nodes -newkey rsa:2048 \
-subj "/CN=".apps.openshift.example.com/O=Example Inc." \
-keyout wildcard.key \
-out wildcard.csr

3. S =Tt AFHE AE P

$ openssl x509 -req -days 365 -set_serial 0\
-CA root.crt\
-CAkey root.key \
-in wildcard.csr \
-out wildcard.crt

4. FQEAE QAZA

Tt

Abgshe] Al e AT

$ oc create -n istio-system secret tls wildcard-certs \
--key=wildcard.key \
--cert=wildcard.crt


https://access.redhat.com/articles/4912821
https://access.redhat.com/documentation/en-us/red_hat_openshift_serverless/1.33/html-single/serving/#kourier-and-istio-ingresses
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o] ¢1Z 4] = OpenShift Serverless 2 Service Mesho} S3+3 mj 4 4 1) 7] o] E 9] o] o A A &) 5}
5221 Aol Eg] 0] 7} o] Q1 EA 9 Ee T & A FolE = T

1.4. OPENSHIFT SERVERLESS ¢} SERVICE MESH %%

1.4.1. A X A 9F A gkl

Serverless®} Service Mesh 5 &8 A X slaL 4 317] Aol AP @+ AMgo] SFH A=A Sl dy

Z2A 2

$ oc get gateway -A -o jsonpath="{range .items[*]}{@.metadata.namespace}{"/"}
{@.metadata.name}{" "H@.spec.serversi{"\n"}{end}" | column -t

2 o

o

knative-serving/knative-ingress-gateway [{"hosts":["*"],"port":
{"name":"https","number":443,"protocol":"HTTPS"},"tIs":{"credentialName":"wildcard-
certs","mode":"SIMPLE"}}]

knative-serving/knative-local-gateway [{"hosts":["*"],"port":
{"name":"http","number":8081,"protocol":"HTTP"}}]

o] M &2 t} & Service Mesh ¢1 28 ~ 9] ¢ 1.¢] knative-serving 2! Gateway ¢] Alo] E¢]o] =
A Qlstal LE 4439 S 2E:[™] & vl Y st= Aol ESQ o] £ vhetaf A= <F U o
Fa

Serverlessol| A 4:3}= W Al = Serverless 9] A2 = o ¥k of ¢k x| o] 9l o o 3] T}
o] = Aol E o] &} 2+ F7} 4 o] Serverless Al o] E ¢ o] knative-local-
gateway 2 knative-ingress-gateway = W&l & 5= 2l 7] wl =<4t} Red Hat
OpenShift Service Mesh= sl Al E o] 7} L3 L E(XE:443)°0 4] ¢}
Yt 2E iRIY(ZZE[")S 83T F A=S s &F Ut & Alo]
Eg]o]7} olu] o] FAL vl stal Q= 7S Serverless YA Z =0 s Hx
o] WA & A s oF .

Red Hat OpenShift Service Mesh istio-ingressgateway 7} NodePort ===
LoadBalancer 32 2 =5 =X &g .

g% o

I $ oc get svc -A | grep istio-ingressgateway
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istio-system istio-ingressgateway ClusterlP 172.30.46.146 none>
15021/TCP,80/TCP,443/TCP  9m50s

o] W& & NodePort &=+ LoadBalancer 53 2] Service @ H A E £ ulsl 5} ¢olof g

82 g 9 Knative A 8] 2= OpenShift 73 2 & A}-8-35}<] OpenShift
IngressE %3] =3l oF g t}. NodePort === LoadBalancer 3 ¢] Service
Q HAE S ALE-3}9 istio-ingressgateway & =% 3l+= Z 7} o] AH] 2 v A] 9
A4 A2k 2 AAHA gEUh

1.4.2. U] 2= wlA] Ax @ A

ServerlessZ Service Mesh¢} £33l8]d EX LA 0 2 A8 A WA E AX &) of gt}

Z2A 2

1.
05 74 L AE-519] istio-system Y] & 23 o] 2] 4] ServiceMeshControlPlane 2] &~

£ A84dUg.

71= ServiceMeshControlPlane 2 E A E 7} J = AL U3t FAo] A&

HAARE=A FAdUT.

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic
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namespace: istio-system
spec:
profiles:
- default
security:
dataPlane:
mtls: true ﬂ
techPreview:
meshConfig:
defaultConfig:
terminationDrainDuration: 35s 9
gateways:
ingress:
service:
metadata:
labels:
knative: ingressgateway 6
proxy:
networking:
trafficControl:
inbound:
excludedPorts: ﬂ
- 8444 # metrics
- 8022 # serving: wait-for-drain k8s pre-stop hook

WA A A% mILSE A 8@ f 58S ZejolAE ASHE A e 52T

s &8

Serverless<l A Knative A 8] 2-o] |3t A4 F 7 A|7He 30 Y Y t}. Istio-proxy ol
= 8 FH o] A HA G5 stEE 9 70 =5 7|7ke] Jdojof ).

©

Knative Al o] Eflo] gt T 3o 2 & 41 Alo]Eg oo 54 HAe7]& 3 ody.

L4

o] 2§ X E+= Kubernetes ! 22 2F RUE P o8] EH 0 A e L7} o}
Yo mTLSE ARS8t 252 o flsyth mahA o3 X E= WA oA Al gy

Service Mesh2} £33t ] ¢l 25 o] 2= ServiceMeshMemberRoll 2 HA E o] glnu| 2 S
7Hd o

servicemesh-member-roll.yaml 4 5} 4o
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apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
- knative-serving
- knative-eventing
- your-OpenShift-projects

Service Mesh¢} 533 Ul g =5 o] 2 EE Q.

o] Y] £ o] &~ E =9 knative-serving 2 knative-eventing ] g 23] o] 2~

7t T3 olof Ptk
3.
ServiceMeshMemberRoll 2] &2 A 83}
I $ oc apply -f servicemesh-member-roll.yami
4,

Au| = A7 B D e St 5 AR Bed Ao Esol g AT B A A

£ ISTIO_MUTUAL 2 =(mTLS)2} g7 knative-local-gateway © B A E 5 A}-8-3 ).

istio-knative-gateways.yaml -4 5} < 2] o

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-ingress-gateway
namespace: knative-serving
spec:
selector:
knative: ingressgateway
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servers:
- port:

number: 443
name: https
protocol: HTTPS

hosts:

tls:
mode: SIMPLE

credentialName: <wildcard_certs> ﬂ
apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: knative-local-gateway
namespace: knative-serving
spec:
selector:

knative: ingressgateway
servers:
- port:
number: 8081
name: https
protocol: HTTPS g
tis:
mode: ISTIO_MUTUAL @
hosts:

Wy

apiVersion: v1
kind: Service
metadata:
name: knative-local-gateway
namespace: istio-system
labels:
experimental.istio.io/disable-gateway-port-translation: "true"
spec:
type: ClusterIP
selector:
istio: ingressgateway
ports:
- name: http2
port: 80
targetPort: 8081
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Gateway o 222 243t}

I $ oc apply -f istio-knative-gateways.yaml
1.4.3. Serverless 23 4 74

Service Mesh= 4 X3l & E& A o & Serverless= A x| 3] o} g t}.

EZZAX

1.

Istio 5312 &4 3lsl+= t}3 KnativeServing AF8-%} A 9] 8] 42 E A18-35}4] Knative
Servingg A X3t}

knative-serving-config.yaml -4 3} 9] 4

apiVersion: operator.knative.dev/vibeta1
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
spec:
ingress:
istio:
enabled: true ﬂ
deployments: g
- hame: activator
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- hame: autoscaler
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
config:
istio:
gateway.knative-serving.knative-ingress-gateway: istio-ingressgateway.<your-
istio-namespaces.svc.cluster.local
local-gateway.knative-serving.knative-local-gateway: knative-local-gateway.<your-
istio-namespace>.svc.cluster.local

10
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2]

Knative Serving = o] €] =2l Podoll Alo] =7} 4+¢1S 84 3} o).

©

istio-system U] ¢} 23] o] 27} istio-system U] ¢} 25| o] 20| A AP & R] k= AL o]
T EH2E SufE g adel 2= AAS o .

KnativeServing & &2 & A &3 ).
I $ oc apply -f knative-serving-config.yaml

Istio 5 &2 &4 351 t}2 KnativeEventing ¢ H 4] E £ x}-8-3}o] Knative Eventing2

AA3 .

knative-eventing-config.yaml -4 3}< 9] o

apiVersion: operator.knative.dev/vibeta1
kind: KnativeEventing
metadata:
name: knative-eventing
namespace: knative-eventing
spec:
config:
features:
istio: enabled ﬂ
workloads: g
- name: pingsource-mt-adapter
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- hame: imc-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: mt-broker-ingress
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: mt-broker-filter
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"

1
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Eventing Istio A EZ# & &4 3}3l4 7z} InMemoryChannel =+ KafkaChannel 4]
H] 2] o] g DestinationRule & A4 ).

2]

Knative Eventing Podol Alo] =71 491 A st o

KnativeEventing ] &2& & 834t
I $ oc apply -f knative-eventing-config.yaml

Istio 23S &4 3}5l= 2 KnativeKafka A} 2} & 9] 8] 222 A}23}o Knative Kafka
£ AA3d.

knative-kafka-config.yaml +4 3} 9] o

apiVersion: operator.serverless.openshift.io/vialpha1
kind: KnativeKafka
metadata:
name: knative-kafka
namespace: knative-eventing
spec:
channel:
enabled: true
bootstrapServers: <bootstrap_servers> ﬂ
source:
enabled: true
broker:
enabled: true
defaultConfig:
bootstrapServers: <bootstrap_servers> g
numPartitions: <num_partitions>
replicationFactor: <replication_factor>
sink:
enabled: true
workloads: 6
- name: kafka-controller
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"

12
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- name: kafka-broker-receiver
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-broker-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-channel-receiver
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-channel-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-source-dispatcher
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"
- name: kafka-sink-receiver
annotations:
"sidecar.istio.io/inject": "true"
"sidecar.istio.io/rewriteAppHTTPProbers": "true"

Apache Kafka 22 2~¥ URL(<ll: my-cluster-kafka-bootstrap.kafka:9092 ).

©

Knative Kafka Podel] Alo]l =7} A4S &4 31Ut

KnativeEventing 2 H A E E & &3]},
I $ oc apply -f knative-kafka-config.yaml

ServiceEntry = A X] 3}o] KnativeKafka 74 2 4 ¢} Apache Kafka 2 2] 2¥ 7+9o] 5414
i3l A B Aol &yt

kafka-cluster-serviceentry.yaml -4 5} < 2] o

13
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apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:
name: kafka-cluster
namespace: knative-eventing
spec:
hosts:
- <bootstrap_servers_without_port>
exportTo:

ports: 9
- humber: 9092
name: tcp-plain
protocol: TCP
- humber: 9093
name: tcp-tls
protocol: TCP
- humber: 9094
name: tcp-sasl-tls
protocol: TCP
- humber: 9095
name: tcp-sasl-tls
protocol: TCP
- humber: 9096
name: tcp-tls
protocol: TCP
location: MESH_EXTERNAL
resolution: NONE

Apache Kafka &2 2 ¥ 32~ E E-Z(d: my-cluster-kafka-bootstrap.kafka ).

Apache Kafka &2 ~¥ g2 X E,

spec.ports oA Y&EH EZE = oA Cryostat TE Q). HA) -2
Apache Kafka &2 2=¥ 74 ¥yl wz t5Ut

ServiceEntry 2] A2 & H &3 .

14
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I $ oc apply -f kafka-cluster-serviceentry.yaml

[}

RS

1.44. 5%

-I il

Istio7} &4 3}9 Service Mesh 2 ServerlessE A X3t & £3to] 253}

e
X

EZZA X

Aol =7} 4 o] B4 35 31 o) 22 F(pass-through) 73 2 & A18-35}= Knative A H]| 2~ &
AT

knative-service.yaml -4 112l 9] o

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: <service_name>
namespace: <hamespace> ﬂ
annotations:
serving.knative.openshift.io/enablePassthrough: "true"
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: "true"
sidecar.istio.io/rewriteAppHTTPProbers: "true"
spec:
containers:
- image: <image_url>

® O

A3 ASA 7 A Aol Edlol & 3l A3 AlF= XS Knative Servingel] s =2
F AL AEE BAFES AAFU .

A H] 2 Y| A] Alo] =71 Z Knative A H]| 2 Podol 44 34t

15
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A& == Knative A u] o] G4 F7kate] Au] 2= w] A o) 4] 2

Service B AA~E & L3}
I $ oc apply -f knative-service.yaml

CAdA A= 5t= Bt AA S AHE-8ld Auje] X o S| Al o] Aol AA AP
I $ curl --cacert root.crt <service_url>

a2

it

o vhe

o

A3

o

Y.

ol
ot
2

I $ curl --cacert root.crt https://hello-default.apps.openshift.example.com

e
i)
)

I Hello Openshift!

1.5. MTLS$} 37 Au) 2 v) ] & AL8 & W] KNATIVE SERVING 2 KNATIVE EVENTING v =2 84 3}

mTLS(mutual Transport Layer Security)S A}-&3to] A 8] 2 Wl A| 2 84 3} 51H A 8] 2 WA 7}
Prometheus7} v Eg] & A~ =33 35}x] £35}7] u ¥l Knative Serving 2 Knative Eventingol] tj & v E
o] 7] ZF o 7 H|&A] 35 o] A<t} Service Mesh 2 mTLSE A48 o Knative Serving 2
Knative Eventing Wl E2] & @431 4 d 5.

16
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A 27 A

ZFejzg A2 F 9t v A F sk A5

o

OpenShift Container Platformel dl gt S8 2 #2] A A
o

AWS <] Red Hat OpenShift Servicecl th g S 2|2 A=A AT
o

OpenShift Dedicatedoll o] & -8 2] #} Ag

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut

ZeiFelH B Ae AARES AT F A A2 Y D AFe] 9k ZRAE o
Al2g 5 glguth

Z 2] 2H 9] OpenShift Serverless Operator, Knative Serving @ Knative EventingS 4 %]
AU .

mTLS 7]5°] &4 519 Red Hat OpenShift Service Mesh= A x| 3 &1 t}.

Knative Serving A& 2} A 9] 2] 4 2(CR)9] observability A} 4] prometheus=
metrics.backend-destination2 = x| & g}

apiVersion: operator.knative.dev/vibeta1
kind: KnativeServing
metadata:

name: knative-serving

namespace: knative-serving
spec:

config:

observability:
metrics.backend-destination: "prometheus”

17
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o] dAA = W EH] 7|2 Ao % H @At A dFUT

Fx

manageNetworkPolicy: false & A}-8&3}<] ServiceMeshControlPlane &
7732 W KnativeEventingoll Al 545 AHg-3to] A3 oWl E A3 WA of

o

%23 9 7 Zo] Knative Eventingoll A8 1 t}. Knative Eventingol Ul & W E2 & &
Aststel A o33 o] Knative Eventing CR(AH&-2F A 9] 2] &2)9] A& 71573 AF&l
prometheus £ metrics.backend-destination &= =& 3 of F1t}.

apiVersion: operator.knative.dev/vibeta1
kind: KnativeEventing
metadata:

name: knative-eventing

namespace: knative-eventing
spec:

config:

observability:
metrics.backend-destination: "prometheus”

TS AFES ¥ 2 istio-system ul gl 25 o] 2o A 712 Au| 2 v A] AEES S90S

proxy:
networking:
trafficControl:
inbound:
excludedPorts:
- 8444

1.6. 7| 2 U EQ| 3 A n|FA 3}

OpenShift Serverless Operator= 7|23 o2 Y EI A S AL 7|2V EYI A AA
< 8] &4) 313121 A KnativeEventing 2 KnativeServing CR(AH&-#} A 9] 2] &~2)ol] A u] g
Z2-.openshift.io/disable-istio-net-policies-generation 4 & 713 4 9 &HU ).

A 27 A
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OpenShift Container Platformel dl gt S8 2 #2] A A
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AWS <] Red Hat OpenShift Serviceol th g S22 A=A A
o

OpenShift Dedicatedoll o] & -8 2] #} Ag

OpenShift CLI(oc)7} 2 ] 5] o] 91Ut}

AEelFel A B /e AARES AT F A A2F Y D AFe] 9k ZRAE o
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Z 2] 2H 9] OpenShift Serverless Operator, Knative Serving @ Knative EventingS 4 %]
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[ ]

A H] 2] Z~.openshift.io/disable-istio-net-policies-generation: "true" 34} 2 Knative A&
=z} A 9] g A2 F713H )

OpenShift Serverless Operator:= 7| 2502 a3 U EY I F IS AA
2]t} manageNetworkPolicy: false £ A8 3}o] ServiceMeshControlPlane
o TR AAGF o ME DS vFss] da L UENT A YA S ]
S stsof Uitk 712 == A A 442 vl 24 3stel A KnativeEventing
2 KnativeServing CR(A1-8-#} A 2] 2] & 2)9l| A v] 2] ~.openshift.io/disable-
istio-net-policies-generation 54 & 718 4= A HFY
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I $ oc edit KnativeEventing -n knative-eventing

KnativeEventing CR2] dj

apiVersion: operator.knative.dev/vibeta1l
kind: KnativeEventing
metadata:
name: knative-eventing
namespace: knative-eventing
annotations:
serverless.openshift.io/disable-istio-net-policies-generation: "true"

2 342 43 3}o] KnativeServing CRoll 4 & gt}

I $ oc edit KnativeServing -n knative-serving

KnativeServing CR<] <

apiVersion: operator.knative.dev/vibeta1
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
annotations:
serverless.openshift.io/disable-istio-net-policies-generation: "true"

1.7. SERVICE MESHo<] dj g A 2381 ¥ H " S A}8-3to] NET-ISTIO w| 2.2] AF&-3F 7l

7187 o 2 Kubernetes client-go tol B ajg]o] Q3 A B A2 = EF 439 RE 4222 714
SUth o]l Z Qe B2 HAa2TH AN 7He @ A 47T oSl =t BAg S e uRg vy RER
Q& th % =2 2E A Knative net-istio Ingress AE Z 2|7} A3 3 5 YdHFUh 22} Z€HE v
AYE-2 Knative net-istio 41 ZIEE oA A18T F= 9o Z AEE 7} Knative & A| =231k
7 & & dFHHh

OpenShift Serverless Operator oA &= 7|2 & o2 Wt P o] FA3PUY. 873 W
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ENABLE_SECRET_INFORMER_BY_CERT_UlID=true 7} 7] 22 © 2 net-istio AE & ¢ X9 F7}4
U,

74 - networking.internal.knative.dev/certificate-uid: "
2 X A& oF U}t 18X ‘.’;;2?1 Knative Servinge] €%]
1:} Al Bk g 7]1E Bl FolES A Ad o .

mlm e

A 27 A
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OpenShift Container Platformel] dl gt 8] 2 #& A Asto] A AY AWS ==
OpenShift Dedicated¢] Red Hat OpenShift Servicedl] t) 3 22| 28 &= A& 2|2 Ao
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e
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o] e Z2 A Eo A2 5 AHFYT

Red Hat OpenShift Service MeshE A %] 3] t}. OpenShift Serverless with Service
Mesh+= Red Hat OpenShift Service Mesh B A 2.0.5 o] Fo| A vt X AU},

OpenShift Serverless Operator 2 Knative Serving2 4 x| g o).

OpenShift CLI(oc)E A X3 .

KnativeServing CR(A}-&-# A 2] 2] 4-2)°] workloads Z =& A}-8-3} 4
ENABLE _SECRET_INFORMER_FILTERING_BY_CERT _UID 4% false 2 2 A3l A| =3l g H
e @Y 5 AFUh

KnativeServing CR<] <

apiVersion: operator.knative.dev/vibeta1l
kind: KnativeServing
metadata:
name: knative-serving
namespace: knative-serving
spec:
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workloads:
-env:
- container: controller
envVars:
- name: ENABLE_SECRET_INFORMER_FILTERING_BY_CERT_UID
value: 'false’
name: net-istio-controller

22
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Z2A 2

1.

Hd E 9] 2= Red Hat OpenShift Serverless 2 24 E 7} vl v 9} 5 U 3
SerwceMeshMemberRoII L BAE x3Ho J=A AP

apiVersion: maistra.io/v1

kind: ServiceMeshMemberRoll

metadata:
name: default

namespace: istio-system

spec:
members:

- knative-serving # static value, needs to be here, see setup page

- knative-eventing # static value, needs to be here, see setup page

- team-alpha-1 # example OpenShift project that belongs to the team-alpha tenant
- team-alpha-2 # example OpenShift project that belongs th the team-alpha tenant
- team-bravo-1 # example OpenShift project that belongs to the team-bravo

tenant

- team-bravo-2 # example OpenShift project that belongs th the team-bravo

tenant

WAl &3l RE Z2AE
7t SEIAERISTA 7 A= A
LUAEZS AHE 5] A2 S A

E = strict 2 =94 mTLSZ # &3l of g}, o] 2 A 3149 Istio
A Avt 4=+ 31 Service Mesh A}OI = 7} 71 AuthorizationPolicy
=2 F JdFY-

knative-serving 2 knative-eventing ] ¢ 25 o] ~9j| 4] AuthorizationPolicy Q B A EZ

Abg-stel 742 A4 T

knative-default-authz-policies.yaml +4 314 9] o

apiVersion: security.istio.io/vibeta1l

kind: AuthorizationPolicy

metadata:

name: deny-all-by-default
namespace: knative-eventing

spec: { }

apiVersion: security.istio.io/vibeta1l

kind: AuthorizationPolicy

metadata:

name: deny-all-by-default
namespace: knative-serving

spec: { }

apiVersion: security.istio.io/vibeta1l

kind: AuthorizationPolicy

metadata:
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name: allow-mt-channel-based-broker-ingress-to-imc-dispatcher
namespace: knative-eventing
spec:

action: ALLOW
selector:

matchLabels:

app.kubernetes.io/component: "imc-dispatcher"

rules:

- from:

- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/mt-broker-ingress" ]
to:

- operation:
methods: [ "POST" ]
apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: allow-mt-channel-based-broker-ingress-to-kafka-channel
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "kafka-channel-receiver"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/mt-broker-ingress" ]
to:

- operation:
methods: [ "POST" ]
apiVersion: security.istio.io/vibetal
kind: AuthorizationPolicy
metadata:
name: allow-kafka-channel-to-mt-channel-based-broker-filter
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "broker-filter"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/knative-kafka-channel-data-
plane" ]

to:
- operation:
methods: [ "POST" ]

apiVersion: security.istio.io/vibeta1l
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kind: AuthorizationPolicy
metadata:
name: allow-imc-to-mt-channel-based-broker-filter
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "broker-filter"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/imc-dispatcher” ]
to:

- operation:
methods: [ "POST" ]
apiVersion: security.istio.io/vibetal
kind: AuthorizationPolicy
metadata:
name: allow-probe-kafka-broker-receiver
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "kafka-broker-receiver"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/kafka-controller" ]
to:

- operation:
methods: [ "GET" ]
apiVersion: security.istio.io/vibetal
kind: AuthorizationPolicy
metadata:
name: allow-probe-kafka-sink-receiver
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "kafka-sink-receiver"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/kafka-controller” ]
to:

- operation:
methods: [ "GET" ]
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apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: allow-probe-kafka-channel-receiver
namespace: knative-eventing
spec:
action: ALLOW
selector:
matchLabels:
app.kubernetes.io/component: "kafka-channel-receiver"
rules:
- from:
- source:
namespaces: [ "knative-eventing" ]

principals: [ "cluster.local/ns/knative-eventing/sa/kafka-controller” ]
to:

- operation:
methods: [ "GET" ]
apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:
name: allow-traffic-to-activator
namespace: knative-serving
spec:
selector:
matchLabels:
app: activator
action: ALLOW
rules:
- from:
- source:
namespaces: [ "knative-serving", "istio-system" ]
apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:
name: allow-traffic-to-autoscaler
namespace: knative-serving
spec:
selector:
matchLabels:
app: autoscaler
action: ALLOW
rules:
- from:
- source:
namespaces: [ "knative-serving" ]

ol g F AL Serverless A|2® 74 94 ZHUEY A A
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[}
knative-serving @ knative-eventing u] &} 2| o] 20| A WA F O 7 5] LHA] L 7
< Edg s AL
[}
istio-system 2 knative-serving ] ¢ 2=3o] 2~ 9] Eg ] & FA 3} == 3]&
[}
knative-serving J| g ¥ o] 2 9] EF I S A5 2AILHE 5] &
[}
knative-eventing J] ¢ 25 o] 2~ 9j| 4] Apache Kafka -4 Q.49 tjst 8] =21 3]
&
[}

knative-eventing U] ¢} 2=d| o] 20| A A2 7]yt B2 A0 g Y E T 5] &

A Rl FA 7L A4FU
I $ oc apply -f knative-default-authz-policies.yaml

A2 2% 4 = OpenShift Z2 A E 5 A o). o] 41L& 9
OpenShift Zz A 0= t3o] .

%

HUES &

fn

HUES Z2AEZ S0l EHF L I A sl ste AuthorizationPolicy 2

knative-serving 32 = A E o] ] A3 =] &= Serverless®] 843 LA 94 E A3l &
0] ¢ = E& ¥ & A &3}+= AuthorizationPolicy ¢ B4 E

Kubernetes”} Knative A] 1] 2ol 4] PreStopHooks = & 4 I = 3= 3r}9
AuthorizationPolicy ¢ H A &

B e AL FEo2 AQat th4l helm 9 E & AAs 7 Y Ed] Bad s
»2 44T

helm €2 € 4%
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I $ helm repo add openshift-helm-charts https://charts.openshift.io/

9 ol g 74 o A4

$ helm template openshift-helm-charts/redhat-knative-istio-authz --version 1.31.0 --set
"name=team-alpha" --set "namespaces={team-alpha-1,team-alpha-2}" > team-
alpha.yaml

el bravoe] 4 <o A

$ helm template openshift-helm-charts/redhat-knative-istio-authz --version 1.31.0 --set
"name=team-bravo" --set "namespaces={team-bravo-1,team-bravo-2}" > team-
bravo.yaml

A Rol ZA 7L A4FU
I $ oc apply -f team-alpha.yaml team-bravo.yaml

2.4. 74 8l

g A A oA = ZHz} 3} e] v Y 23] o] 2~ ¢} team-alpha.yaml 2 team-bravo.yaml
o] gl A2 FAH ServiceMeshMemberRoll 2 B A E o] = 7] o] A E 7} Q)L
7HEdd.
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30

=2 A)

1.
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<

F HY E 9 4| 9l &3 o] 29 Knative A H] 2 E vl 3]t}

team-alpha2] 33 4

$ kn service create test-webapp -n team-alpha-1\
--annotation-service serving.knative.openshift.io/enablePassthrough=true \
--annotation-revision sidecar.istio.io/inject=true \
--env RESPONSE="Hello Serverless" \
--image docker.io/openshift/hello-openshift

team-bravo<2] 3= 4

$ kn service create test-webapp -n team-bravo-1 \
--annotation-service serving.knative.openshift.io/enablePassthrough=true \
--annotation-revision sidecar.istio.io/inject=true \
--env RESPONSE="Hello Serverless" \
--image docker.io/openshift/hello-openshift

£ g YAML 742 A3 o,

H

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: test-webapp
namespace: team-alpha-1
annotations:
serving.knative.openshift.io/enablePassthrough: "true"
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true’
spec:
containers:

- image: docker.io/openshift/hello-openshift
env:
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- name: RESPONSE
value: "Hello Serverless!"
apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: test-webapp
namespace: team-bravo-1
annotations:
serving.knative.openshift.io/enablePassthrough: "true"
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true’
spec:
containers:
- image: docker.io/openshift/hello-openshift
env:
- name: RESPONSE
value: "Hello Serverless!"

AAL G 2EsL7] 98 curl L= W) £}

$ cat <<EOF | oc apply -f -
apiVersion: apps/v1
kind: Deployment
metadata:
name: curl
namespace: team-alpha-1
labels:
app: curl
spec:
replicas: 1
selector:
matchLabels:
app: curl
template:
metadata:
labels:
app: curl
annotations:
sidecar.istio.io/inject: 'true’
spec:
containers:
- hame: curl
image: curlimages/curl
command:
- sleep
- "3600"
EOF

31



Red Hat OpenShift Serverless 1.33 5%

3.
curl 9% & AH&-ste] A S AP
ges F3T F Jd= ZH2H 22 £ 22 535 team-alpha-1 -~ team-alpha-1 2 = =
EdUg
BE d

I $ oc exec deployment/curl -n team-alpha-1 -it -- curl -v http://test-webapp.team-alpha-
1:80

o
i)
2

HTTP/1.1 200 OK

content-length: 18

content-type: text/plain; charset=utf-8
date: Wed, 26 Jul 2023 12:49:59 GMT
server: envoy
x-envoy-upstream-service-time: 9

Hello Serverless!

[¢]

o
o
i
rr

9]} £ |21 L &3 team-alpha-1 & team-alpha-1 922 g 2~E ).

$ EXTERNAL_URL=$(oc get ksvc -n team-alpha-1 test-webapp -0 custom-
columns=:.status.url --no-headers) &&\
oc exec deployment/curl -n team-alpha-1 -it -- curl -ik SEXTERNAL_URL

o
i)
2
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HTTP/2 200

content-length: 18

content-type: text/plain; charset=utf-8
date: Wed, 26 Jul 2023 12:55:30 GMT
server: istio-envoy
x-envoy-upstream-service-time: 3629

Hello Serverless!

8 2Ho 22 £ S 53 team-alpha-1 & team-bravo-1 942 & 8| 2Eg ). o] A
4L 35 &HA Sy

g% o

I $ oc exec deployment/curl -n team-alpha-1 -it -- curl -v http://test-webapp.team-bravo-
1:80

o
i)
2

* processing: http://test-webapp.team-bravo-1:80

* Trying 172.30.73.216:80...

* Connected to test-webapp.team-bravo-1 (172.30.73.216) port 80
> GET /HTTP/1.1

> Host: test-webapp.team-bravo-1

> User-Agent: curl/8.2.0

> Accept: */*

>

< HTTP/1.1 403 Forbidden

< content-length: 19

< content-type: text/plain

< date: Wed, 26 Jul 2023 12:55:49 GMT

< server: envoy

< X-envoy-upstream-service-time: 6

<

* Connection #0 to host test-webapp.team-bravo-1 left intact
RBAC: access denied
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3 &5 95 ¢l L 3] team-alpha-1 & team-bravo-1 942 g2 E ).

$ EXTERNAL_URL=$(oc get ksvc -n team-bravo-1 test-webapp -0 custom-
columns=:.status.url --no-headers) &&\
oc exec deployment/curl -n team-alpha-1 -it -- curl -ik SEXTERNAL_URL

o
i)
2

HTTP/2 200

content-length: 18

content-type: text/plain; charset=utf-8
date: Wed, 26 Jul 2023 12:56:22 GMT
server: istio-envoy
x-envoy-upstream-service-time: 2856

Hello Serverless!

[}

RS

tllo

EERE R ESS

&L

i

AHA)

=

U,

-I il

$ oc delete deployment/curl -n team-alpha-1 &&\
oc delete ksvc/test-webapp -n team-alpha-1 &&\
oc delete ksvc/test-webapp -n team-bravo-1

OpenShift Container Platformo]] o) 3 37} g &~

[ ]
Helm f-€ 2] ¥
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https://github.com/openshift-knative/knative-istio-authz-chart/blob/main/values.yaml
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olu] Q& AS AR HA LHUTL o = Eo] Knative A H] 20| = 7] & app=<revision_name> =}
o] AFHT

Knative A 1] 2 7] & 2l 9] o

apiVersion: serving.knative.dev/v1
kind: Service
metadata:
name: showcase
spec:

labels:
app: <revision_name>

app=my-domain 3} 7+-& g 25 o] 29| # o] E-S A o st= 7% Hl-§& e A H| A= app=my-
domain e 2 A}-g&3lo] o S Alo] AL F 2 o] app=<revision_name > € 27} 1= Knative A H]
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https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management#about-cost-management_getting-started
https://project-koku.github.io/
https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/adding_an_openshift_container_platform_source_to_cost_management/index
https://console.redhat.com/openshift/cost-management/
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https://access.redhat.com/documentation/en-us/cost_management_service/2022/html/getting_started_with_cost_management/assembly-using-cost-management#cost-explorer-next-step_using-cost-management
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OpenShift Pipelines¢} Serverless& 53351 Serverless A H] 2] 43t CI/CD o] =212l #&] 7}
7Feyth o] S32& AH8-s1A Serverless A v =9] vl £ & 53t = A5y

41. 74 27 A

(]

cluster-admin @ 3to] 9= & 2Hol| AN 2T 4= JdFUoh
(]

OpenShift Serverless Operator 2 Knative Servinge] S & 2H o A X 5o AHFUT.
(]

= 2 2 ¥ 9] OpenShift Pipelines OperatorZ A x| 3 &1 t}.

4.2. OPENSHIFT PIPELINES I 4] wl} 22t A 0] 2= A A

OpenShift Container Platform ¢J Z& & A}-8-3l< OpenShift Pipelinesol A v £ 3= A v =& A
A F A5y

Z2A 2

OpenShift Container Platform 9] < 7/|@x} 3hH A +37F 2 o] 5319 GitollA] 714 <
71 FAL A9 Y.

Project: my-project ¥

</> Developer

+Add Add
I!'_'l_ o Details on

Topology

Observe
Getting started resources ®

Search
M Create applications using samples o8 Build with guided documentation M Explore new developer features
Builds Choose a code sample to get started creating an Follow guided documentation to build applications Explore new features and resources within the
application with and familiarize yourself with key features. developer perspective.
Pipelines
Basic Quarkus & Get started with Quarkus using s2i > Discover certified Helm Charts >
Helm Basic Spring Boot > Get started with Spring > Start building your application quickly in
topology »
Pliljzsis View all samples View all quick starts What's new in OpenShift 414 2
ConfigMaps
Secrets Developer Catalog Git Repository @ Container images
Deploy an existing Image from an Image
Mg All services ¢ Import from Git registry or Image stream tag
Browse the catalog to discover, deploy and Import code from your Git repository to be
connect to services built and deployed
= Mol @ _Sharina
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Gitol A 714 271 di 3t BA el A th5-& A sto] Z24 E e olg & A4 g d.
Git 2l Zx 2] URLS XA .

23 3% AY2E age S AF G ol o Ze Aol 22 mse) FETL
SF: <l Tl e gy,

5
N
b
Ach
=
4z
lo
p'g

Ae AL o FEA oA ol AR F U 71 A o2 g A Ee o]Fo] AH8EY
=N

Serverless Deployment @] 42 432 A9 g},

stol e}l F7} el Ad gt stol Zejel e 2k IES WMo FFOR

A= o) sl A zkshis 27 vkel EAH o

e Bd A4 L AQ P

Import from Git

Git

Git Repo URL *

https://github.com/markito/kgr-pay (/]

Validated

v Hide advanced Git options

Git reference

Optional branch, tag, or commit.

Context dir

/qr-encode

Optional subdirectory for the source code, used as a context directory for build.

Source Secret
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40

Select Secret name -

Secret with credentials for pulling your source code.

@ Builder Image detected.

A Builder Image is recommended.

ﬁ Python 39 (UBl 8) # EditImport Strategy

BUILDER PYTHOM

Build and run Python 3.9 applications on UBI 8. For more information about using this builder image,
including OpenShift considerations, see httpsy/github.com/sclorg/s2i-python-
container/blob/master/3.9/README.md.

Sample repository: https://github.com/sclorg/django-ex.git &

General

Application name

kqgr-pay-app

A unique name given to the application grouping to label your resources.

MName *

kgr-pay

A unigue name given to the component that will be used to name associated resources.

Resource type

Serverless Deployment -

Resource type to generate. The default can be set in User Preferences.

Pipelines

Add pipeline

s2i-python-knative -

v Hide pipeline visualization

fetch-repository —————— build ——————  kn-service-apply

& S 2 Y

Advanced options
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Target port

28080 -

[#x]

Target port for traffic.

Create a route

Exposes your compoenent at a public URL
» Show advanced Routing options

Click on the names to access advanced options for Health checks, Deployment, Scaling, Resource limits,
and Labels.

Create Cance

44 & 2 A2 A4,

AH)| A QA o] A ZEHH EZZ X 1A O F o] 53} of 714 Au] 29} A&A Ea A7} Azt
e Sd ET AL FS A8 F AFH

Project: my-project Application: All applications
<[ Developer

L!!'! Display options = Filter by resource = T Mame = Find by name... / [i ]

+Add

Topology
Observe
Search '
: . -
Builds ’
Pipelines
Helm : kqr-pay-00002 § © cl-eve. 039508 }

Project

A Triggers n

ConfigMaps

A kqgr-pay-app

Secrets

Al ALg: vho] Eahelo] A4 I Fol Zehel o] x| 2 o] Fake] Aul 27t W= 3 vl 5]
£ el gk,
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Project: my-project =

Pipelines
Create =

Pipelines PipelineRuns Repositories

<> Developer

Y Filter = Name = Search by name..
Name Lastrun Task status Last run status Last run time
Builds
@ kar-pay kar-pay-tuoxyx | £ Running @ Nov 29,2023, 7:46 AM H

Pipelines

Helm

Project

vpo] ZEQl o] Al F R E B vpo] Z2}Ql H o] X oA vo]ze}lS S P

Project: my-project =

Fipelines » Pipeline details

(PL ) qu—pay Actions =
Details ~ Metrics  YAML PipelineRuns Parameters

Pipeline details

fetch-repository build kn-service-apply

Name TriggerTemplates

qu—pay m trigger-template-kqr-pay-dt7gw9
http:/fel-event-listener-0395p8-my-project.apps.rosa kpkfe-oadda-
dzux6pc.p3.openshiftapps.com K

Namespace
@ my-project Tasks

@ git-clone (fetch-repository)
Labels Edit & @ s2i-python (build)

) i @ kn (kn-service-apply)
appkubernetes.io/instance=kqr-pay == app.kubernetes.io/name=kqr-pay

operatortekton.dev/operand-name=openshift-pipelines-addons Workspaces
workspace
pipeline.openshift.io/runtime=python

pipeline.openshift.io/runtime-version=3.9-ubig

pipeline.openshift.io/type=knative

Annotations

0 annotations &

Created at

@ Nov 29, 2023, 5:51 AM

Owner

AR shol abel Aol v Al FRE walw o] mejel Hol ol A3l o] 5 T2
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Project: my-project =

PipelineRuns  » PipelineRun details

kgr-pay-6vOtwr o succeeded

Details  YAML TaskRuns Parameters Logs
PipelineRun details
7 \ ;
| fetch- it il build 272
\Q etch-repasitory 1/ & bui /! )
Q Q % HH
Name
kqr-pay-6vStwr
Namespace
@ my-project
Labels Edit &

app.kubernetes.iofinstance=kgr-pay ' = appkubernetes.io/name=kgr-pay
operatortekton.dev/operand-name=openshift-pipelines-addens
pipeline.openshift.io/runtime=python
pipeline.openshift.io/runtime-version=3.9-ubig

pipeline.cpenshiftio/type=knative | tekton.dev/pipeline=kgr-pay

Annotations

2 annotations #

Mo owner

Actions

Events

\-Q kn-service-apply 111 J

Status
® Succeeded

Pipeline

G kar-pay

Start time
@ Nov 29, 2023, 5:51 AM

Completion time
@ Nov 29, 2023, 5:54 AM

Duration
3 minutes 13 seconds

Triggered by:
cluster-admin

VolumeClaimTemplate Resources
pvc-adf55f0baf

Red Hat OpenShift Pipelines ™3 4|
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https://docs.openshift.com/pipelines/1.12/about/about-pipelines.html
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5%. A gl £ o Z2] A o] A 7 37 NVIDIA GPU 2] &2 AL

NVIDIA+= OpenShift Container Platformoi| A GPU 2] &2 A48 X Y4 $y o). OpenShift Container
Platformoll X} GPU @ 222 A A sl+= vhy o] o3k ZAl 3 U &2 OpenShifte] GPU Operator £ 3%
A 2.

5.1. 8] 20 U GPU &7 A} X3

OpenShift Container Platform 2] 2 ¢ GPU 2] & 27} &4 3l¥ $F Knative(kn) CLIZ A}8-35} <]
Knative A u] 29 dj gt GPU 8. A& A AT 4+ AT

A 27 A

OpenShift Serverless Operator, Knative Serving @ Knative Eventingo] 22| 2 g A3
Heo] dFU .

Knative(kn) CLIZ7} A X = o] 954t}
OpenShift Container Platform 2] 2~ ¥ o] GPU 2] &7 &4 315 o] AdF .

zZ g2 A EZ A A3 7} OpenShift Container Platformol 4] s Z 2] Ao 2 7|g} A==
E A= - 9T 9 Ao] J= ZZAE AT 5 A HFUT

51

OpenShift Container Platform == OpenShift Dedicated<] IBM zSystems 2 IBM
Powerdll 4] = NVIDIA GPU g &£ 22 A18-3 4= gl Ut

Z2A 2

Knative A ¥] ~E A A 3] 31 --limit nvidia.com/gpu=1 Z & 2 & A}-&35} GPU 2| &2 2
Abg Al g 12 A4 o

I $ kn service create hello --image <service-image> --limit nvidia.com/gpu=1

GPU 2] &2 8 7 AL} Al gho] 10]A Au] 29 A8 GPU 2 A27F 1719 S velbgd U A H]
2o X & GPU gl 425 F5HA &FUd. GPU 2]&271 F 2 3 78 A H] &= GPU 2|42
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https://docs.nvidia.com/datacenter/cloud-native/gpu-operator/openshift/contents.html
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I $ kn service update hello --limit nvidia.com/gpu=3

5.2. OPENSHIFT CONTAINER PLATFORMeol o g 57} ] &2

4 -limit nvidia.com/gpu=3 = 2 & A}&35}lo] GPU 8|42 Q
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https://docs.openshift.com/container-platform/latest/applications/quotas/quotas-setting-per-project.html#quotas-setting-per-project
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