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4. a.
b.

5.

6.

7.

Loa 5o #m

b. I $ aws sts get-caller-identity
29 J
I <aws_account_id> arn:aws:iam::<aws_account_id>:user/<username>
<aws_user_id>
2. a

I $ tar xvf rosa-linux.tar.gz
C. I $ sudo mv rosa /usr/local/bin/rosa

$ rosa version

2 o

1.2.8

$ rosa login

—

2 o

To login to your Red Hat account, get an offline access token at
https://console.redhat.com/openshift/token/rosa
? Copy the token and paste it here:

| nHN'



PO =

$ rosa whoami

%9 o
AWS Account ID: <aws_account_number>
AWS Default Region: us-east-1
AWS ARN: arn:aws:iam::
<aws_account_numbers>:user/<aws_user_name>
OCM API: https://api.openshift.com
OCM Account ID: <red_hat_account_id>
OCM Account Name: Your Name
OCM Account Username: you@domain.com
OCM Account Email: you@domain.com
OCM Organization ID: <org_id>
OCM Organization Name: Your organization

OCM Organization External ID: <external_org_id>
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Machine CIDR: 10.0.0.0/16

Service CIDR: 172.30.0.0/16



A
LXK 2w
XKEXK R
I $ rosa create ocm-role
2. I $ rosa create user-role
XK @
27
1. I $ rosa create account-roles

A7)

1. I $ rosa create admin --cluster=<cluster_name> ﬂ
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2 o

o

W: It is recommended to add an identity provider to login to this cluster. See 'rosa create idp -
-help' for more information.

I: Admin account has been added to cluster '<cluster_name>"'.

I: Please securely store this generated password. If you lose this password you can delete
and recreate the cluster admin user.

I: To login, run the following command:

oc login https://api.example-cluster.wxyz.p1.openshiftapps.com:6443 --username cluster-
admin --password d7Rca-Ba4jy-YeXhs-wuU42J

I: It may take up to a minute for the account to become active.

KX @

3. a. I $ rosa create idp --cluster=<cluster_name> --interactive ﬂ

2 o

o

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Type of identity provider: github

? Identity provider name: github-1

? Restrict to members of: organizations

? GitHub organizations: <github_org_name> 0

? To use GitHub as an identity provider, you must first register the application:
- Open the following URL.:

https://github.com/organizations/<github_org_name>/settings/applications/new?
oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-openshift.apps.
<cluster_name>/<random_string>.p1.openshiftapps.com%2Foauth2callback%2Fgi
thub-1&oauth_application%5Bname%5D=
<cluster_name>&oauth_application%5Burl%5D=https%3A%2F%2Fconsole-



openshift-console.apps.<cluster_name>/<random_string>.p1.openshiftapps.com
- Click on 'Register application’

b. XX &

2 Client ID: <github_client_id> )
? Client Secret: [? for help] <github_client_secret> 9
? GitHub Enterprise Hostname (optional):
? Mapping method: claim
I: Configuring IDP for cluster '<cluster_names>'
I: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help’'.
To login into the console, open https://console-openshift-console.apps.
<cluster_names.<random_string>.p1.openshiftapps.com and click on github-1.

PO

$ rosa list idps --cluster=<cluster_name>

2 o

NAME TYPE AUTHURL
github-1 GitHub https://oauth-openshift.apps.<cluster_names.
<random_string>.p1.openshiftapps.com/oauth2callback/github-1
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® a. $ rosa grant user cluster-admin --user=<idp_user_name> --cluster=
<cluster_name>

2 o

I: Granted role 'cluster-admins' to user '<idp_user_name>' on cluster
'<cluster_name>'

$ rosa list users --cluster=<cluster_name>

| | MN'

2 o

ID GROUPS
<idp_user_name> cluster-admins

] | nHN'

® 23, $ rosa grant user dedicated-admin --user=<idp_user_name> --cluster=
<cluster_name>
%9 o
I: Granted role 'dedicated-admins’ to user '<idp_user_name>' on cluster
'<cluster_name>'
b. I $ rosa list users --cluster=<cluster_name>
29 o
ID GROUPS
<idp_user_name> dedicated-admins
1.6.
A

. I $ rosa describe cluster -c <cluster_name> | grep Console ﬂ

%9 o
Console URL: https://console-openshift-console.apps.example-
cluster.wxyz.p1.openshiftapps.com

10
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A 27 Ab

o

1.
12.

13.

14.| https://nodejs-<project>.<cluster_name>.<hash>.<region>.openshiftapps.com/

15.

1.8.

A& 2ol o) Ze Aol H L W EF .

I Welcome to your Node.js application on OpenShift

a.

b.

1
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A7
® 23, $ rosa revoke user cluster-admin --user=<idp_user_names> --cluster=
<cluster_name> ﬂ
=9 9
? Are you sure you want to revoke role cluster-admins from user <idp_user_name>
in cluster <cluster_name>? Yes
I: Revoked role 'cluster-admins’ from user '<idp_user_name>' on cluster
'<cluster_name>'
b. I $ rosa list users --cluster=<cluster_name>
29 o
I W: There are no users configured for cluster '<cluster_name>'
® 23, $ rosa revoke user dedicated-admin --user=<idp_user_name> --cluster=
<cluster_name>
=9 9
? Are you sure you want to revoke role dedicated-admins from user
<idp_user_names in cluster <cluster_name>? Yes
I: Revoked role 'dedicated-admins' from user '<idp_user_name>' on cluster
'<cluster_name>'
b. I $ rosa list users --cluster=<cluster_name>
29 o
I W: There are no users configured for cluster '<cluster_name>'
27
1.
2.
1.9.

12
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1. I $ rosa delete cluster --cluster=<cluster_name> --watch

PN =2

VAVAVAN

2. I $ rosa delete oidc-provider -c <cluster_id> --mode auto ﬂ

XOXK A
3. I $ rosa delete operator-roles -c <cluster_id> --mode auto ﬂ

4. DI 9

VAVAVAN

I $ rosa delete account-roles --prefix <prefix> --mode auto ﬂ

5 a

o

110. T} &A

13


https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html-single/monitoring_user-defined_projects/#rosa-configuring-the-monitoring-stack
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[ J
o X0 @
A
. a. W = A
b. I $ aws sts get-caller-identity
Z9 o
I <aws_account_id> arn:aws:iam::<aws_account_id>:user/<username>
<aws_user_id>
2. a

$ tar xvf rosa-linux.tar.gz

$ sudo mv rosa /usr/local/bin/rosa

$ rosa version

o
I I

2 o

o

| 126

0]

. I # rosa completion bash > /etc/bash_completion.d/rosa

XX wa

—

$ rosa login
2 o

To login to your Red Hat account, get an offline access token at
https://console.redhat.com/openshift/token/rosa
? Copy the token and paste it here:

| m{N,

PO

g I $ rosa whoami

15
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=9 4
AWS Account ID: <aws_account_number>
AWS Default Region: us-east-1
AWS ARN: arn:aws:iam::
<aws_account_numbers>:user/<aws_user_name>
OCM API: https://api.openshift.com
OCM Account ID: <red_hat_account_id>
OCM Account Name: Your Name
OCM Account Username: you@domain.com
OCM Account Email: you@domain.com
OCM Organization ID: <org_id>
OCM Organization Name: Your organization

OCM Organization External ID: <external_org_id>
3 a I $ rosa download openshift-client

b. I $ tar xvf openshift-client-linux.tar.gz

(@]

) I $ sudo mv oc /usr/local/bin/oc

d. I $ rosa verify openshift-client
2 o

I: Verifying whether OpenShift command-line tool is available...
I: Current OpenShift Client Version: 4.9.12

| m,m

2.3.

2.4.

KX #m

A 27 Abg

16



A3}

1. I $ rosa create admin --cluster=<cluster_name> ﬂ

2 o

o

W: It is recommended to add an identity provider to login to this cluster. See 'rosa
create idp --help' for more information.

I: Admin account has been added to cluster '<cluster_names>'.

I: Please securely store this generated password. If you lose this password you can
delete and recreate the cluster admin user.

I: To login, run the following command:

oc login https://api.example-cluster.wxyz.p1.openshiftapps.com:6443 --username
cluster-admin --password d7Rca-Ba4jy-YeXhs-WU42J

I: It may take up to a minute for the account to become active.

PO

2. a $ oc login <api_url> --username cluster-admin --password

<cluster_admin_password> ﬂ

b $ oc whoami

2.5.1.

17
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3 a I $ rosa create idp --cluster=<cluster_name> --interactive ﬂ

w @

2 o

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Type of identity provider: github

? Identity provider name: github-1

? Restrict to members of: organizations

? GitHub organizations: <github_org_name> 0

? To use GitHub as an identity provider, you must first register the application:
- Open the following URL.:

https://github.com/organizations/<github_org_name>/settings/applications/new?
oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-openshift.apps.
<cluster_name>/<random_string>.p1.openshiftapps.com%2Foauth2callback%2Fgi
thub-1&oauth_application%5Bname%5D=
<cluster_name>&oauth_application%5Burl%5D=https%3A%2F%2Fconsole-
openshift-console.apps.<cluster_name>/<random_string>.p1.openshiftapps.com

- Click on 'Register application’

b. XX &

2 Client ID: <github_client_id> )

? Client Secret: [? for help] <github_client_secret> 9
? GitHub Enterprise Hostname (optional):

? Mapping method: claim



I: Configuring IDP for cluster '<cluster_name>'
I: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help’'.
To login into the console, open https://console-openshift-console.apps.

PO

d. I $ rosa list idps --cluster=<cluster_name>

2 o

github-1 GitHub https://oauth-openshift.apps.<cluster_names.

=
NAME TYPE AUTHURL
<random_string>.p1.openshiftapps.com/oauth2callback/github-1

2.5.2.

A 27 Abg

2.5.3.

A 27 Avg

<cluster_names.<random_string>.p1.openshiftapps.com and click on github-1.

19
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o a.I

b.

b.

2.6.

—— i

$ rosa grant user cluster-admin --user=<idp_user_name> --cluster=
<cluster_name> ﬂ

2 o

I: Granted role 'cluster-admins' to user '<idp_user_name>' on cluster
'<cluster_name>'

— —

$ rosa list users --cluster=<cluster_name>

)

a)

ID GROUPS
<idp_user_name> cluster-admins

$ rosa grant user dedicated-admin --user=<idp_user_name> --cluster=
<cluster_name>

2 o

I: Granted role 'dedicated-admins’ to user '<idp_user_name>' on cluster
'<cluster_name>'

— —

$ rosa list users --cluster=<cluster_name>

%9 o
ID GROUPS
<idp_user_name> dedicated-admins

A 27 Av

20



Az}
. I $ rosa describe cluster -c <cluster_name> | grep Console ﬂ
%9 o
Console URL: https://console-openshift-console.apps.example-
cluster.wxyz.p1.openshiftapps.com
2. o
[ ]
2.7.

A 27 Ab

o
N
kd

21
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10.

.
12. B73& 2Ysto] A=A A S v Exd U

13.

14.| https://nodejs-<project>.<cluster_name>.<hash>.<region>.openshiftapps.com/

I Welcome to your Node.js application on OpenShift

15. a.

b.
2.8.

2.8.1

A 27 Avg

A3}

$ rosa revoke user cluster-admin --user=<idp_user_names> --cluster=
<cluster_name> ﬂ

o a.I

2 o

o

? Are you sure you want to revoke role cluster-admins from user <idp_user_name>
in cluster <cluster_name>? Yes

I: Revoked role 'cluster-admins’ from user '<idp_user_name>' on cluster
'<cluster_name>'

$ rosa list users --cluster=<cluster_name>

)

a)

| m_m‘

W: There are no users configured for cluster '<cluster_name>'

22



® A $ rosa revoke user dedicated-admin --user=<idp_user_name> --cluster=
<cluster_name>

2 o

o

? Are you sure you want to revoke role dedicated-admins from user
<idp_user_names in cluster <cluster_name>? Yes

I: Revoked role 'dedicated-admins' from user '<idp_user_name>' on cluster
'<cluster_name>'

$ rosa list users --cluster=<cluster_name>

2 o

W: There are no users configured for cluster '<cluster_name>'

| m_m‘

2.8.2.

A 87 A

2.9.
PN =

A 27 Avg

1. I $ rosa delete cluster --cluster=<cluster_names> --watch

PR =
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2. I $ rosa delete oidc-provider -c <cluster_id> --mode auto ﬂ

XOXK A
3. I $ rosa delete operator-roles -c <cluster_id> --mode auto ﬂ

4. DI 9

VAVAVAN

I $ rosa delete account-roles --prefix <prefix> --mode auto ﬂ

2.10. o5 TA

.
.
o mUH 28 74
21 F7F 8| A2
.
.
.

24
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