& RedHat

Red Hat OpenStack Platform 13

ID A w] 2= o} &39F

Active Directory &=+ Red Hat Identity Management& | 5 215wl =2 A&

Last Updated: 2023-04-08






Red Hat OpenStack Platform 13 ID A4 v] 29} &3

ol

Active Directory =+ Red Hat Identity ManagementZ &] i o1& Wil = 2 A}-&

OpenStack Team
rhos-docs@redhat.com



WA A

Copyright © 2023 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

x5

ol
=
=
[
fil
>
ofo
2
i
ui

Active Directory == Red Hat Identity Management & ] £ <l



BT EBH 582 AT O

1% ACTIVE DIRECTORY 5%

2% IDENTITY MANAGEMENT INTEGRATION

3%. NOVAJOINS A}& 3o IDM# 53

e

1138 g9

12. 714

13. 93 A A

1.4. ACTIVE DIRECTORY =] ¢l AJu] 2 -4
1.5.LDAPS ¢1Zx 44

1.6.1D A B 2 A

1.7. DOMAIN(= Q1) & o] T 3+ o 4] 2~ A
1.8. 4 Z2AE WA

19. A BE 27191 =2 A 2~ ¥ 7 CHANGES TO THE DASHBOARD LOG IN PROCESS
110. % # = ¥ 7 CHANGES TO THE COMMAND LINE

M. " 2~E ADDS £3%

112, A2 A7k ok AbE-Apell t g RC 5Hd A8 A

113. &4 sl 4

o

bl

¢

21.IDM A H 44

2.2.LDAPS ¢1&x] 44

2.3.1D Au) 2= 74

2.4. DOMAIN(=m] 1) e ol th 3k Al =~
25. 0 Z2AE AA

2.6. 32 A7t obd Ag-Ate] Ol @ RC 5k A A
27. %A 32

o

3o

31 At Z89-=0 NOVAJOIN A =] & A7
3.2. & B F2-9-=0] NOVAJOIN A =] & A4
3.3. DM == H&E

3.4.NOVAJOIN ] DNS &% 4]

4% . DIRECTORS} &7 =ol| Q™8 LDAP WAl = A8 o

4174 %4 4%
42 DIRECTOR W = 4 A

A2 BO] A e e e

A

22
23
24
25
35
35
37
37

39
39
42
44
44

46
46



Red Hat OpenStack Platform 13 ID A ¥] 29} 53}




BT EDH FES 9 QE 22 go] wA

Red Hat& =, &4, § &4 01]*1 A 7E A= ol & A 8] fl&l H A S oheta dFU T HA v
E] (master), Eﬂ o] B (slave), &3 2] 2~ E (blacklist), 3} o] E 2] 2~ E (whitelist) & 4] 7} ] f0] = WA 3
AUtk ol ¥ 2L A W7t A2 FF ofg de|2o 24 A3 AT A
)82 CTO Chris Wright2] WA #] & FZ3HH Al 2

ID A u] 2~
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=
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1% ACTIVE DIRECTORY & 3

o] Aol 4 & ID A 1] 2= (keystone) = Active Directory =1 ¢l A H] 29} £3tsl= W S AU} o] A
& Abg| ol A ID AJH] 2= £ AD DS(Active Directory 1] @1 AJH] ) AFE-AFE ¢l &5l FA] o
2 HlolEjHo] o) Wk Fof A4 8l a3 MR AG S FATUT AAH 2 IDAMHEE

A AFE 913 AD DSl th gt ¢ 7] A& A2 AgHS 7HA AL IS E AR o @E Aol gk w4
£ FATYH

23

>,

directorg Al-&-3t= 735 474 director ¢} g7 &= 1)) 914 LDAP 2] | = A}-§ & 284 A
L. otefoll FxE = 74 Hd o] Puppetoll A #e] 7] W Eduth Ao =
openstack overcloud deploy Z 2 4| A~ 2 28} & wj njr} F716t= A& Fo] 4 S

4% 4 d&Uh

o UF-UEFAEF AT} A5 APAA FAFHE Taa2gU
o W ol- AFH AGANA HA 25l T Lzo] hF AP AFo] Y-S FAFY T

o Er)ol-o] 0] ADDS EHl A7} 2A] ko Tl ALEA, 1 W L2 AE S e A Y]
el ID AH o) A E FrH d AF o] 25 YEpY Yt o] 8 gk = o] = Q12 th& LDAP
%= AD DS g7 ol A ALE-AHE Q1S st E = %LH g AFY T
1.2. 7 };G
o] A A M Zo M= th&H & 7HE S TG Th
e Active Directory Domain Services 7-4 % £
® Red Hat OpenStack Platformo] +4 ¥ 2}& g o},
® DNS o] & gelo] ¢bH 3] #h-5at g S 2EVF A A5 g Ut

e ADDS?IZ E7| L TE 6362 Al&3lo] LDAPSE ¢ 31Ut

o] 83 ©A & E3)] ADDS A}ﬁx}L OpenStackel] 1531l 2] &a2=of] WA 2T 4= ) 54t} OpenStack
A H] 2 Al A (el: keystone 9 glance) ¥ &t J‘ﬂrﬁ](i?}, qe, TRAE)L D AH| &t o] Bl e o] 2o
o dFUTE g ¥ &2 D AH A #He =5 AHESte] AD DS Al o] &gy Th

131_1__7]‘ /‘ },\j

o] 774 &< Active Directory =Wl AEZ& o] 7F&A ol e T4 S A FUTHID AU =5 AD
U AEZEYI AT F e B¢ ZZAE AL A dF S dFUh ol d T A S A=l

AHEE e T FA S A S S AFUTE o E o] 7iE AD = Ql EE 8] 7} o} DNS ' A
e 2o WAy ofEeld A FYFES IDAMHIAE AT F dFUTETOE =H] HEERE

T 2] st =5 keystone & & = sy shE AFSE o U U T

1.3.2. 5 87 A%
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o ADDSo|A A& W=
™ o] W7 Ao ADDS AA

1.3.3. W3 4

13l o] AD DS ¢} OpenStack 7+¢] E 2 g

=
o o
OpenStack AEZ8 = Active Directory =w) ¢l
= AEZH

i)
ol

1%, ACTIVE DIRECTORY 5%

A 2 o G .

°] Compute A H]| 2 E thA] A] #sf oF ek o}

A AbgAE YA B =] AA| A8 £ QlgUth TeEY S FolH
vle] B oiske Aol Futh

Fe A9 e ZEE Fol A28 5 g3l §]
3 ¥E
LDAPS TCP 636

1.4. ACTIVE DIRECTORY L= 1| 1 A H] 2 74

o] A o] A = Active Directory #2] A7} ¢k 5 38)| of ah= 24 ol thsl A8 gt

E1L 3 GA

Task

AR 2FS AR F T

LDAPS 37l 71& W Hy Yt

7] = OpenStack 32z}l Al By U o}

AR An

Au 2 AR 9] o) F A% %lﬂﬂﬂe°ﬂzﬁ¢
AFY E}(@ﬂ:svc-ldap ). Ak Tl AL82} AR Y
Z &yt Az Wsto] A g5k &&YT)

AH-&27F OpenStackel o) Al 228 o 3F= 7 §- o] 15
of W o of Futh AbEA} 15 o] W 2 o what
o5& AA T F A F Ut grp-openstack ). o]
DF) UM E 22 A E JF] W A A RE
ANAM ZZ A Eof O gt QA 2= AGHS FAT 5 5
=8

Z} OpenStack ZZAENE P AD 25 0] I Q3
.4 E grp-openstack-demo 2 grp-
openstack-admln .

A1v) 2 A4 sve-ldap = grp-openstack 5 2] 7
H of of gh o},

70 71(7h ¢l 717} o}d) = DER 1329 x509.cer 1}
d= WYY

OpenStack #2] A= o] 7] & AF&-3}o] OpenStack}
Active Directory 7F¢] LDAPS 412 ¢} 3} gh o}



AD DS E=1] ¢l 2] NetBIOS o] && 7 A3t o} OpenStack #2] 2= o] o] 52 Keystone =1 21 of] A}

$FEE $7 7o) A#E £HQ o] B AHT 5 3

Ut

o & S0 TS A Ao A = Active Directory = v Q1 71 E 2] o] 4] 4l 8] =] = PowerShell 3 & 1o &1

=8

. LDAP 238] A8 44 F1ith o] A2 ID A ¥ 2:0] 4] AD DS LDAP 4] 22 2] 5= dl A}

Sdgy o

PS C:\> New-ADUser -SamAccountName svc-ldap -Name "svc-ldap" -GivenName LDAP -
Surname Lookups -UserPrincipalName svc-ldap@lab.local -Enabled $false -
PasswordNeverExpires $true -Path 'OU=labUsers,DC=lab,DC=local'

Lol AR dEE AHE S 4 FYUTLAD T Qle] BgAH 7 AMS E5Et e S E

SEEE S PP SAE-I8(=N

I PS C:\> Set-ADAccountPassword svc-ldap -PassThru | Enable-ADAccount

. grp-openstack o] 2} = OpenStack AF&-21E ¢3 25 S A4 TU o

PS C:\> NEW-ADGroup -name "grp-openstack” -groupscope Global -path
"OU=labUsers,DC=lab,DC=local"

L EZEAE OFS AATYL

PS C:\> NEW-ADGroup -name "grp-openstack-demo" -groupscope Global -path
"OU=labUsers,DC=lab,DC=local"
PS C:\> NEW-ADGroup -name "grp-openstack-admin" -groupscope Global -path
"OU=labUsers,DC=lab,DC=local"

. svc-ldap A8 212 grp-openstack 2 &9l 373 th.

I PS C:\> ADD-ADGroupMember "grp-openstack” -members "svc-ldap”

. AD =7 ¢l #A E E & o] A Certificates MMC = A}-&3}o] LDAPS 21541 2] &7 7] (7§ 21 7] 7} o}

H)E DER 9139 x509 .cer 7} 2 U 2§t} o] 3} S OpenStack #2] Aol Al By o)

. AD DS =1 ¢l 9] NetBIOS o] &2 A FY T}

PS C:\> Get-ADDomain | select NetBIOSName
NetBIOSName

o] 7S OpenStack 2] #}ol| Al B iU o).

1.5.LDAPS 214 4%
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23

LDAP 135S 93l o8] =S Algel= A9 o] foad Z2AES AT 4+ gl
A Peere] Q154 @327t QA H X e A 22 O} Q{772 T 5 A5
o] keystoneo] 54 = ol t)a] ZEH AFAE AL A2 5 ~
o] ZA & sl At ™ ZE LDAPS 71 71 & @4 .ert A S0l W §3laL o] 91U & A3}
T2 B E keystone =1 91L& 1A 3 o}

Keystone2 LDAPS 7 2] & AF-&-sto] AH-&2 A1 o] 824 & AAU T o] Edf g S ¢k5.316h7] 3
keystone-> keystone.conf o x| 78 o] & QI F-A] 7Y & AFE- G T} o] A x}of| Al = Active Directory <] A
TR T 715 ert G o= Wkl keystoneo] 3T 7] FE2E U= AAE FA UL

1. LDAPS #-7) 7] & OpenStack Identity(keystone)E 4 8 5}= = =9f E-A}5} 3L .cer £ .crt = W

33k o}, o] of o] A] = addc.lab.local.cer 2= A2 Q1 ZA] 3} S A3 o)

# openssl x509 -inform der -in addc.lab.local.cer -out addc.lab.local.crt
# cp addc.lab.local.crt /etc/pki/ca-trust/source/anchors

=7
¥ 2.8 75 Idapsearch o} & 2%k e & A8 of st 4 $ RHEL 2154 A g 2]
AFA & F7ksloF gtk

1. .cer 2 .pem 2. & H3st} o] o o] A = addc.lab.local.cer 2} = A2 <154
g S ARE Y T

I # openssl x509 -inform der -in addc.lab.local.cer -out addc.lab.local.pem

2. OpenStack AE Z & o] .pem & A X g t}. of 2 £ o] Red Hat Enterprise Linux
o] A5

# update-ca-trust

I # cp addc.lab.local.pem /etc/pki/ca-trust/source/anchors/

1.6.ID A ¥ 2= A4
o] 2] gk &A= AD DS<}2] 592 918l ID 4 1] & (keystone) & &=H FY T}
Za
directorE Ab&-sl= -7 ot oll FxH = 74 32 Puppetol| A ety h 434 2
2 openstack overcloud deploy Z 24| ~ 5 28 & wjnjt}; 716t AFEA o] DA S
3% O

3
Hoj& 4 st director 7] ¥k v o] o] 2] g M A & A g3t W 47 director & §/7
=r) o1 LDAP 2] 9 = AJ§ & FZ23H A 2.

161 HEEZH 74



Red Hat OpenStack Platform 13 ID A ¥] 29} 53}

3

T4 Hd & drleo]EsteH 54 OpenStack A H] 27F A H o] U W ol A A 3] 5] 52, o] A
H] 2=3= keystone, nova, cinderol] A &gyt mEbA Thi& sl s of & 54 w2 AR 7t
AFH

o =737 =t 3AE 29 A A(: /etc/cinder/cinder.conf )] A= TA AL
Frl o]l EatA] v Al 2. A B oY stE A B 24 o] Y& A 7] W&

gt

o Aol Yol A £ 74 AL Pulo| E5HA whA . A oY E ThA

N -

Al e ol S8 A H] 2ol W S F7Haf oF st -5 HAEl ol & A/ st
= U AR E = 74 39S gl ol Esf oF g th o 21§ 7k /var/lib/config-
data/puppet-generated/ ] = & Lt}

& =¥ e AEU

® keystone: /var/lib/config-data/puppet-
generated/keystone/etc/keystone/keystone.conf

e cinder: /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf
® nova: /var/lib/config-data/puppet-generated/nova/etc/nova/nova.conf

2 o5 AEl el | E oAl A #Fskd WA AFghe] 4 8- Yt <l: sudo docker
restart keystone

keystone A H] 2 & 28] 3}+= 7} OpenStack ‘== 0| 4 T} A 2} $3) g ot

1. SELinux& %

(o5}
i)

Fu o
I # setsebool -P authlogin_nsswitch_use_ldap=on

Sl ohe 3 fA R A 7L 2 E 5 9

o))
o))

A 9l

rlo

Utk as Utk

I Full path required for exclude: net:[4026532245].

2. =l JAEEE 44 FU T

# mkdir /var/lib/config-data/puppet-generated/keystone/etc/keystone/domains/
# chown 42425:42425 /var/lib/config-data/puppet-generated/keystone/etc/keystone/domains/

3. o Mal == A} 85 =2 keystone S A o)

=7
yum install crudini & A8l crudini& A x|l of & 4 A HFU T

# crudini --set /var/lib/config-data/puppet-generated/keystone/etc/keystone/keystone.conf
identity domain_specific_drivers_enabled true

# crudini --set /var/lib/config-data/puppet-generated/keystone/etc/keystone/keystone.conf
identity domain_config_dir /etc/keystone/domains

# crudini --set /var/lib/config-data/puppet-generated/keystone/etc/keystone/keystone.conf
assignment driver sql



3

directorE AL&-3l+= 7 -5 /var/lib/config-data/puppet-

1%, ACTIVE DIRECTORY 5%

generated/keystone/etc/keystone/keystone.conf = Puppetol| A 2] g o}

A 34 o 2 openstack overcloud deploy = 2 4| A~ & &
A HBEHAE T UF
3ok & & e

LDAP 2] ¢l = A} o A Fr 284 Al &

Utk meba ww o] 74
141:} director 7] vt ] £ o] 735 4% director &} /7] &= w1 2

43 % wfvhe} sk AL

< TELE A 7t

4. YA R EoA of 8 =w2lS &4 3¢t} /var/lib/config-data/puppet-

generated/horlzon/etc/openstack -dashboard/local_settings o t}2

OPENSTACK_API_VERSIONS =
"identity": 3

}

OPENSTACK_KEYSTONE_MULTIDOMAIN_SUPPORT = True

OPENSTACK_KEYSTONE_DEFAULT_DOMAIN = 'Default'

{

23

directorE AL&-3}l= 7 -5 /var/lib/config-data/puppet-

< F7Fg ok

generated/horizon/etc/openstack-dashboard/local_settings 7} Puppetol] A &
Z gy} 4 3% © = openstack overcloud deploy = 2 4| ~ = 21 8) & ujj njc}

F7telk= AFEAF o AR S Yol = A FUTh uheba mi Ol THS TEL
2 OA] F7ts o & 91’5‘413}.
horizon ZA €| o] 4 & ThA] A| Zbate] A4 & A&t
I $ sudo docker restart horizon
5. F7bwal=2 A ch
o] o A of] A LAB ID AH] 2> =) 9]l © 2 AF8EF NetBIOS o] &4 Yt}
a. ADDS E32 93l keystone =1 ¢S vH5 1 Th
o] el Mg NetBIOS ©] & 3t& = o] 5 22 AFE- G T} o] Wy & ARS8t 2191
ZRA zoﬂ F‘lXM] Al dAE 2w el o] F& FAE F AFHH ol & £0] NetBIOS ©]
°] LAB 21 7
I $ openstack domain create LAB
Za1
o] ¥ S A& gl 45 # 22 overcloudre-v3E A3 sto] WHE A
A o keystone v3 & &4 313 =% gyt
b. +4 ,4.01 /\g A] tsh,]];]_

AD DS W ol = £ F7}5}2 ¥ /var/lib/config-data/puppet-

generated/keystone/etc/keystone/domains/keystone.LAB.conf 2} = A 31 o] LDAP A

AN A

g aE A

< 193t} AD DS ul £l BHA o}zl

< Aok FUTh
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[ldap]

url = |daps://addc.lab.local:636

user = CN=svc-ldap,0OU=labUsers,DC=lab,DC=local

password = RedactedComplexPassword

suffix = DC=lab,DC=local

user_tree_dn = OU=labUsers,DC=lab,DC=local

user_objectclass = person

user_filter = (|(memberOf=cn=grp-openstack,0OU=labUsers,DC=lab,DC=local)

(memberOf=cn=grp-openstack-admin,OU=labUsers,DC=lab,DC=local)
(memberOf=memberOf=cn=grp-openstack-demo,OU=labUsers,DC=lab,DC=local))

user_id_attribute = sAMAccountName
user_name_attribute = sAMAccountName
user_mail_attribute = mail

user_pass_attribute =

user_enabled_attribute = userAccountControl
user_enabled mask =2

user_enabled default =512

user_attribute_ignore = password,tenant_id,tenants

group_objectclass = group

group_tree_dn = OU=labUsers,DC=lab,DC=local
group_filter = (CN=grp-openstack®)
group_id_attribute =cn

group_name_attribute = name

use_tls = False

tls_cacertfile =/etc/pki/ca-trust/source/anchors/anchorsaddc.lab.local.pem
query_scope =sub

chase_referrals = false

[identity]

driver = Idap

zt Ao g 2

43 a7

url AZol A+ AD ZH 2 AEE# YY)
LDAPS £ E 636 & A& 34 th

user LDAP & of] A28 AD 7/-¢ <] Distinguished
ol &Y Yth o & £ Get-ADuser svc-ldap
| DistinguishedName & A}-8-3}<] ADol|
x| sve-Idap 7|73 ©] Distinguished

Namezlg 2t-& & iyt

a4 9ol A AH&E AD Al o] At e ~E sy
=3

10
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43 a7

suffix AD %1 2] ¢] Distinguished ©] & ¢ Y t}. Get-
ADDomain | select
DistinguishedName% Ag-3ho o] 7k 3h

< F dFYTH

user_tree_dn OpenStack Al o] 23" 2% ¢/ (OU)Y Y
=3

user_objectclass LDAP Ap-g-2}9] # Jojstyth AD¢] 79

o
=
3

tg 2
person 3 < A&y h

user_filter ID AH] 2o ZA == AMEAES EH Y
AFH o 2 grp-openstack 25 2] Wl TEHID
MUl ze A ojd Aes 7HE sy o] 7
£ 2§ 9] A A Distinguished Name: Get-
ADGroup grp-openstack |
DistinguishedName & A &l g}

user_id_attribute AFg-2L Dol AF8-& AD gES v 3 gy o
user_name_attribute o] Zof] Ab8-F AD +< uf 33 g ok
user_mail_attribute AHE 2L ol w A F=Ao) AH8-S AD #hg vl B Y
o}
user_pass_attribute o] & 19 FYth
user_enabled_attribute AR DA 3} o2 selsl= AD A YT
user_enabled_mask 74] Aol A stE]o] A=A ARE FRlst= @
S AU Fgo] A = A AR
"yt
user_enabled_default Aol BA 3= ASS YR = AD 7Hd Ytk
user_attribute_ignore ID 2] B] 2= A] Z-A] & oF 3}= AR 22 A
oyt
group_objectclass ZF o AbEE AD 7S w3 g o}
group_tree_dn AP} 2F S Edete 23 P/ (OU)YP Y T
group_filter ID AMu]| 2o BAE 25S e H YL
group_id_attribute 25 Do AF& & AD 72 w3 gy o
group_name_attribute 25 o] &l A8 AD LS v E gy ok

1
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43 a7

use_tls TLSE A8 8X SRS H o P
STARTTLS )4l LDAPS =2 ¢+ % 3}8}= 7% o]
£ vl g slefof ot

(

Ut

I

tls_cacertfile crtlSsA gde] A2 E A4

query_scope grp-openstack & 9] ®H <l /\]——Q—X]-—g— 2o
o) 289 349 OU o A = 7 A3k = ID A
Hl 2E Ay Tk

chase_referrals false = 4% 51w python-ldap 7} 2% o 4]
2 BE %i% WG sk = gt

Yo &S keystone AHg- 2= WA g o

o

4

# chown 42425:42425 /var/lib/config-data/puppet-
generated/keystone/etc/keystone/domains/keystone.LAB.conf

keystone A 8] 2 E TA] A &3lo] W7 AFEHS ALY
I # sudo docker restart keystone

admin A&z Al vl th g A A2 AS Hod.

o] 73-%- OpenStack admin 7|3 o] A AD DS =wjglo] tj 3t A3to] K5
x] °V~L]1:} o] 749 domain ] g}+= & o] = OpenStack<] keystone =u| Q1 A}-&
< verdyh

LAB wwl<l9] ID 2 7bd gy ch.

# openstack domain show LAB

+ + +
| Field | Value |

+ + +
| enabled | True |

12
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lid | 680000496429431ab1c4efbb3fe810d4 |
| name | LAB |
+ + +

admin A-&9] ID ZH& 744 g1 ok

# openstack user list --domain default | grep admin
| 3d75388d351846c6a880e53b2508172a | admin |

admin & &2] ID 32 7HA8 U .

# openstack role list

+ + +
|ID | Name |
+ + +

| 544d48aaffde48f1b3c31a52c35f01f9 | SwiftOperator |

| 6d005d783bf0436e€882c55c62457d33d | ResellerAdmin |
| 785¢70b150ee4c778fe4de088070b4cf | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |
+ + +

(%

gl =<l @ admin IDS A}-&3te] admin A8 A= keystone LAB =w ¢l 9]
admin & gl F7tsh= B3+ T+ RYH-

# openstack role add --domain 6800b0496429431ab1c4efbb3fe810d4 --user
3d75388d351846c6a880e53b2508172a 785¢70b150ee4c778fe4de088070b4cf

% o NetBIOS o] §-& 7}5-e] AD DS =<l e] A7t 222 shelghch.
AR Y E= AU 2E ThAl A4S F LDAPE A2 T 4 Q& A7tol
A9 5 gauth

I # openstack user list --domain LAB
27 ID Al 2 g o e o] 2o A Au| 2 AR L glghd,

I # openstack user list --domain default

13
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1.6.2. Active Directory 15 74 Qo] T2AEJ AT F I = 5| &

Q1Z % A&7} OpenStack 2] 220 AA| 23 5= Y= = 31a]'d 54 Active Directory 25l &
AEo] g A= AFS At S ARS Foqst= A o] FFUT o] 27 58 OpenStack &2 2+
7t 2t AHEAE T2 A E 9] S @33 F g vt glgut) tl4l Active Directory 15 o] Z2 A Eof o
Sto] Hlof g} wElA o] & gk Active Directory & 2] W n] ¢l Active Directory A& 41= ALd 23 4
ZZAE MA AT = dFHH

Fx

708 Active Directory A}-&=}¢] A3+

O
= L
Directory A8zt Z2 A Eof] A2 4= A= F 3] 87 & F=sHd A L.

o] Al d oA = Active Directory 2] A7} o] v] b5 @A S 45 7P Fu .
Active Directoryoll 4] grp-openstack-admin ojgl= 252 WUt
Active Directory<l grp-openstack-demo &= 15& 954t
g o we} 99 17 F 3ttol Active Directory AH8-A5 F713 o}
Active Directory A}-8-%}& grp-openstack 25l 3713t}

AAE Z2AEZ 783514 A 2. o] o oA+ openstack project create --domain default
--description "Demo Project” d| 2 & A}-83l] A H g2 T2 A EE ALE-3 .

ol# @ 7 AD 1Fol 9 &g IFFUch W 25 Welsk OpenStack 2] 20 oA 28 5

9t Aol YUk

14

# openstack group list --domain LAB

+- -+ +

| ID | Name |

+- -+ +

| 185277be62ae17e498a69f98a59b66934fb1d6b7f745f14f5{68953a66508851 | grp-




1%, ACTIVE DIRECTORY 5%

openstack |

| a8d17f19f464c4548c18b97e4aa331820f9d3be52654aa8094e698a9182cbb88 | grp-
openstack-admin |

| d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 | grp-
openstack-demo |

+- -+- -+

o
A

et

o]
=259 74

o

Ut

# openstack role list

+- -+~ +

| ID | Name |

+- -+~ +

| 0969957bce5e4f678cabecef00e1abf8a | ResellerAdmin |
| 1fcb3c9b50aad46ee8196aaaecc2b76b7 | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |

| d3570730eb4b4780a7fed97ebal197e1b | SwiftOperator |
+- -+~ +

olg] g & F 3t} o] el F7131o] Active Directory L5l ZZ A Eof tf g AA 2 Ak
S Rt} o S So] grp-openstack-demo 15 2] AFg-2171 demo Z 24 E o] A uk A2z}
7t {25 &2]d _member_ & o] 25 F7HsloF Yt

# openstack role add --project demo --group
d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 _member_

ZA 72 o 7 grp-openstack-demo ¢] W r] = AD DS A& %} o] 23 ¢35 2 YJH3l AR =] 21
& 4= 9o v] Domain(=w9l) 2= LAB < 928 @t

Domain

LAB

Lser Mame

15
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Fx

AHg-#}oll Al Error: Unable to retrieve container list 71 T A 5 #AdH oY 258 7
A = glom Aol E AT F Y& AL R o= = 735 SwiftOperator & &9

Z7}8l oF gt

1.6.3. Active Directory A} 82171 Z 2 A E o] AA| AT =A== 3]G

grp-openstack AD 15-2] ©11{ 2l AD DS Al 8-A}= UIA| REOA] ZZ g Eo] 21213
S A AFYT

AD A} %52 7S g ot

# openstack user list --domain LAB

+ +---- -+
| ID | Name |
+- -+ +

=
T

A

e

| 1f24ec1f11aeb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e | userl

| 12c062faddc5f8b065434d9ff6fce03eb9259537c93b411224588686e9a38bf1 | user2

| afaf48031eb54c3e44e4cb0353f5b612084033ff70f63c22873d181fdae2e73c | user3

| e47fc21dcf0d9716d2663766023e2d8dc15a6d9b01453854a898cabb2396826¢e | user4

+- -+ +

18
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# openstack role list

+- -+ +

| ID | Name |

+- -+ +

| 544d48aaffde48f1b3c31a52¢35f01f9 | SwiftOperator |

| 6d005d783bf0436e882c55¢62457d33d | ResellerAdmin |
| 785¢c70b150ee4c778fe4de088070b4cf | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |
+- -+ +

il

)

olg g & F st ool F7tst] AR ACNA ZE2A E] B3 NA 2 A Hogy
t}. d| & So] userl o] demo 24| E 9] Aul A1 G277} == 512]H member & ol 713

Ut

I # openstack role add --project demo --user

1f24ec1f11aeb90520079¢c29f70afa060d22e2ce92b2eba7784c841ac418091e _member

16
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== userl o] demo Z 24 E 9] A& x¢l A$ admin & & F71g ).

# openstack role add --project demo --user
1f24ec1f11aeb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e admin

AsHoz usert & _‘.:_ﬂll?l Feo] LAB & 483t 49 ADDS ALE A o] 53 5 E ]

LAB

Lser Mame

AHg-#Holl Al Error: Unable to retrieve container list 71 T A 5 #Ad oY 2528 7
A lon A E A2 + D& AL 2 A= 75 SwiftOperator & 2o
c . ‘r7}—ﬂ o .

1.7. DOMAIN(="] Q1) si ol o 3t A 2 A o

admin A}-€-27} Domain 51 & & 4= J == 318 d 712 v QoA admin & &8 dg}s)of .

#Ag) A ¢] UUIDE 51t}

$ openstack user list | grep admin
| a6a8adb6356f4a879f079485dad1321b | admin |

default =] 91 9] admin ¢ &2 admin A& A} F713H o).

17
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I $ openstack role add --domain default --user a6a8adb6356f4a879f079485dad1321b admin

A2 o F admin A& A= Domain )

o

2 5 gt

1.8. A Z=2A4E A4

d

olf g Y YAE A5 Foll= Al A ES YT o Default =vlol] A =& = THE
keystone =v| 1o B/ &A] Ao Ut ol AL 92 24 AHEA AR S AFs=
WS afd & F AFUT. Default =v| 12 X H| 2 AlY D admin Z2 A E & 7] dt= U] AHE-H =
YR svRle g 7h53 & AdFUth #8 54 918 AD A AHEAE =9 keystone =[] K
&% F+ JdFY

[

1.9. 9iARE 2321 =2 A2 HZCHANGES TO THE DASHBOARD LOG IN PROCESS

ID Hu) 2ol A el EWl e TS A RE 2l sol Aol A Al Emel st A shE o
AgRE 2729 A7 9% AR st w2 Aeslof Fuith o] Wi keystoneo] Y w2l
% stz 502 o Gt openstack 3 E & A18-3te] ALg 75 @ 22 A Th

o] ool 4= AD DS Al o] LAB =w{1-& A4 3l oF g th. admin 52| 71 A3 keystone A8 2
Default 2 1|2l o 2 XA 3] o} g t}.

# openstack domain list

+- -+ + +

----- +

| ID | Name | Enabled | Description
+- -+ + +

----- +

| 680000496429431ab1c4efbb3fe810d4 | LAB | True |
|

| default | Default | True | Owns users and tenants (i.e. projects) available on Identity
API V2. |

+- -+ + +

----- +

AF =M S AAZsoF = AFUTL ol & 50] o] ¥ P 4] --domain LAB & F
( grp-openstack 15 2] W u])o]| A AL&AE s ).

Al

o

ol

%

lo

o)

2 4o

I # openstack user list --domain LAB

18
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--domain Default = 7] 2 A Z keystone 7|4 < vl &3]}

I # openstack user list --domain Default
1.11. 9|2 ADDS 5%

o] AR A = AR E 7] 5ol 3 AHE AL A 25 H| 2Este] ADDS 532 AS5dUH.

ADo9l| A] test A} A= 9HE 1 ] F AF8-A= grp-openstack AD DS 159 7184}

2.
A1 AE demo HY E ] _member_ & 3ol F713 o).
3.
AD test A}-8-79] 27 S-S AHS-SHe] Al R =] =13
4,
7t S ZEste] 2/ vAIA flo]l AFAH o= IAHEA FAF YL
5.

WA BEE AHgStel Hl2E A2d 2

i
1
r
d
L
i)

Fx

ol g dAlo A 7L A 7|2 AT HeAF AL LR I-5XAE TP L.
) 33hA OpenStacko] o] 3] o Al 2 z5 35132 AD databind ID 53 478 U] 2] &)
7t 2L RAgFUT 1,134, “FA] & 2 7 & FxsPA L.

1.12. 2227} obd ALg Aol Tl @ RC 5+l 44

#2747} obd AHg 4] RC 1 & whEo]of

e

S gt g

e

W o 2

$ cat overcloudrc-v3-useri

# Clear any old environment that may conflict.

for key in $( set | awk {FS="="} /AOS_/ {print $1}' ); do unset $key ; done
export OS_USERNAME=user1

export NOVA_VERSION=1.1

export OS_PROJECT_NAME=demo

export OS_PASSWORD=RedactedComplexPassword

export OS_NO_CACHE=True

19
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export COMPUTE_API_VERSION=1.1

export no_proxy=,10.0.0.5,192.168.2.11

export OS_CLOUDNAME=overcloud

export OS_AUTH_URL=https://10.0.0.5:5000/v3

export OS_AUTH_TYPE=password

export PYTHONWARNINGS="ignore:Certificate has no, ignore:A true
SSLContext object is not available"

export OS_IDENTITY_API_VERSION=3

export OS_PROJECT_DOMAIN_NAME=Default

export OS_USER_DOMAIN_NAME=LAB

1.13. ¥4 312

1.13.1. LDAP 94 " 2E

Fx

olgP LT E 2+ AAANA HL3 AFAE Folof gtk AA T &2
LDAPS 21 54] AAS FEHAA L.

Idapsearch & A}-&-3lo] Active Directory =l ZIEE 2o digt HIZE H & 9402 F34FY
o A7) A AFsha U EY A dF o] ZFsta AD DS AH| 271 25 F U5 UeEd U o] oA H]
2E F = X E 636 oA A 4] addc.lab.local o] ]3] =3 gt}.

# ldapsearch -Z -x -H Idaps://addc.lab.local:636 -D "svc-ldap@Ilab.local" -W -b
"OU=labUsers,DC=lab,DC=local" -s sub "(cn=*)" cn

Fx

Idapsearch = openldap-clients 3 7] 4] ] € %-¢}1t}. # yum install openidap-
clients= A} &31o] o] 7= HX T 5 A&

1.13.2. QA1 F5A A3 +4 HEE

Peer2] Q15 A w317} QA 5 A ¢k = 79 Idapsearch 2 €| 2~E 3= < TLS_CACERTDIR 7 =
7t Enut2A AR H A=A SAdU o dl% 9 o33 25y

/etc/openldap/Idap.conf

I TLS_CACERTDIR /etc/openldap/certs

20
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Fx

FA A e s JASA FaA AL v stst

e
S
o
i
gy
L
k)

o] 442 YA oz FAME & Ptk

/etc/openldap/Idap.conf
I TLS_REQCERT allow

o] 72 A A3 T Idapsearch F 2] 7} 535l AL QA2 A A7 Lul2 A LA H
=4 #dslof & - dFU

1.13.3. TE dA X g 2E

nc £ AH8-3to] LDAPS X E 636 o] 9202 AN 2T = A=A AAF Y] o] do A= A
addc.lab.local o] 3] 22871 3 gUt}. ctrl-cE 58] TEXEE ZTFF .

# nc -v addc.lab.local 636

Ncat: Version 6.40 ( http://nmap.org/ncat )
Ncat: Connected to 192.168.200.10:636.
rC
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27 IDENTITY MANAGEMENT INTEGRATION

Red Hat IdM(ldentity Manager)s} OpenStack ID 532 A& & o] F+ A 8|27} 25 FA 551 2535}
A FR13}aL AHEAL e D s Ao gt T3 4 FS A EF . Red Hat Identity Manager
IdME 2= MH S £33 517] 913 SRV @ Z=0] we} o5t IdM ol 2= M X & v X84 =
Ay

A 27 A

[ ]
Red Hat Identity Management -4 2 £4.
[ ]
Red Hat OpenStack Platforme] +4 2 253 o).
[ ]
DNS °] & &<lo] ¢td3] #AFsin nE S2EVF A A5 §5FUT
AL e

o] 532 53l I[dM AH8-#+= OpenStackel Q153131 2] &2~of] A 2T = YFHH
OpenStack 4 1] 2= 717 (o] : keystone 3! glance) 51 ¢ #2] (A g 5 9 2)2 ID A9] = H o EH|

oo FAPUT AT H &2 ID Au| X #E] 52 AHE-ste] [dM Al o) gy

A7HEAd ¥

o] 74e wel IdM A o] 71§ ol F&A Itk ID AU =S ldM Aol A3 5 Qe 25 =
2AE A AT S BaUTh M Qo) 2= AN S WX she AL VAN $A W TH2 1dM

MH S A2 st =5 keystones 78  AsHH-

9 97 A

[ ]
IdM 9 o = 2 F7kslel® ID A v A5 hA] Al 2l of g o

AHEAE 1AM A Al & B S j7HA] diA| R =] QA 2T 5 glsyth e d S
Zolzd o] W7 Aol IdM AIY L vl B 2st= Aol FHUTH

Wahu 74

IdM=} OpenStack 7+e] 4& g&3} 24U

22
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27 7bvt AEZ e o] A CRL(AZA slA =) IdM 714

Tts Al Al 154] ] d] g certmonger 73

Fx

zx7] 83 o] AAlst= 3% 7142l certmonger 242 Al )54 & A& S o).

s o] IdM=} OpenStack 7+ E21% & e P he A o2 FEE 53 AA2F 8830k T
o}

+

Eatal g +3 rE

OpenStack Z1EE 8 = Red Hat Identity LDAPS TCP 636

= Management

2.1.IDM A 24

M A o) 4 o W2 e g

LDAP %3] A4 A3t o] AL ID Au] 20 A IdM LDAP A u] =& 725l d] A}
g

# Kinit admin

# ipa user-add

First name: OpenStack

Last name: LDAP

User [radministrator]: svc-ldap

Fx

A7E F ol AR 4Z wts 43

ftlo
o
frt
his)
L
fu)

23
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grp-openstack o] 2}:= OpenStack AI-&8-21& 918 253 AU o] 279 Av
OpenStack ID9] &34 dAgto] AL F AFYh

I # ipa group-add --desc="OpenStack Users" grp-openstack
sve-ldap A1 A ¢5.E A 31 grp-openstack L& 713 ).

# ipa passwd svc-ldap
# ipa group-add-member --users=svc-ldap grp-openstack

svc-ldap AHERHE 2215 WA A 7F EAHE s WRF S FIFY
I # Kinit svc-ldap

2.2. LDAPS Q135X AA
=

LDAP 915 < 913] ole] =l A8t A5 Aato] Hold Z2AES AAT 5
QAL Peere] Q134 WAzt AN HA S A 2L hFF SR BHY 5 AFY
t. ol keystoneo] 54 =ul<lol] tis] 4RA AFA S ASIE A BAS F A
Yt} o] 2412 sl dstel® 2= LDAPS 271 718 9 crt S o] sl o] 9

A3 EE B E keystone =9 Q1S A g}

IdM 27 o 4] LDAPS Q13541 & 25Ut o] 312 /etc/openidap/Idap.conf S A3}

e & dxynh

TLS_CACERT /etc/ipa/ca.crt

keystone A 8| =& A3 sl:= OpenStack :==o 31US HAIGUG. Al & 59|, 0] ¥

scp £ A18-31o ca.crtE node.lab.local o] 2} = =9 E-AFgH o)

I # scp /etc/ipa/ca.crt root@node.lab.local:/root/
OpenStack ;== 4] .crtZ .pemo & W3]}

I # openssl x509 -in ca.crt -out ca.pem -outform PEM

24
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cntE A% Y o] BAg T the-2 keystone A H] 27k Q154 o 4] 28t €] A}
&3 Ax Yk,

I # cp ca.crt /etc/pki/ca-trust/source/anchors

ol AFME F7tsloF FUth S 59 o3 2HUTh

# update-ca-trust

I # cp ca.pem /etc/pki/ca-trust/source/anchors/

2.3.1D A= 4
o] GANA = IdM}2] 53512 93] ID A v 25 Fu| 3T
2

directors AH-§-st= A4 ot ol FxH = 774 %L -2 Puppetol A #e] . 434
# 6 7 openstack overcloud deploy Z 2 Al A& A3 & wjujc} F715l= AR A o] A
AL Qol& 5 dFU. director 7] 0k vl 3 of] o] &gt HA & A &3telH 4%. directorsf
817 =l LDAP W= Al-g & FZ34HA Q.

231. &Y 74

25
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Fx

TA #A S Qo] EslelH 54 OpenStack 4 u] 27} A g o] WA AP 5] 31, o]
A ] 2+ keystone, nova, cinderell 2§t} oebx o3-S esof & 54 A AL
g7k d&F4U

Ed4 =9 32E 29 A A(l: /etc/cinder/cinder.conf )l 3= A
2 S Qo) EdLA] upA Al Q. A o] 3tA A u] 2o A o] HAL Fzxd A o
7l EJ .

Adod el A A A 74 el Qulol =R A Q. AH oS
oA Al Aehe w7 Abatol £4H 7] WE .

A AH oY 3tE A H| 2o WA AL-E S8l oF 8= 73 AH U E A
A3E W AHEHE 74 A S JulolEsof it ol @ ghe
/var/lib/config-data/puppet-generated/ol] # 3 t}.

£
i
(il
2
v}
o
()
N
i)Y
L
fiu)

keystone: /var/lib/config-data/puppet-
generated/keystone/etc/keystone/keystone.conf

cinder: /var/lib/config-data/puppet-
generated/cinder/etc/cinder/cinder.conf

nova: /var/lib/config-data/puppet-generated/nova/etc/nova/nova.conf

23 g Ad o thA] Al &k WA Abgo] 28 g uth. o : sudo
docker restart keystone

keystone 4| =8 Aa st AEEejolA the AAE AP

SELinuxE A 34 d.

I # setsebool -P authlogin_nsswitch_use_ldap=on

26
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vAE 5 JAFh

flo

Zolt bt HA MINA L E8E & d&th 25

Full path required for exclude: net:[4026532245].

&
oo

Erl gHde ] A8 F -

# mkdir /var/lib/config-data/puppet-generated/keystone/etc/keystone/domains/
# chown 42425:42425 /var/lib/config-data/puppet-generated/keystone/etc/keystone/domains/

o NA=F AHSSIES ID |25 FA P

yum install crudini & A}-8-314] crudiniE& A x|l of & 4 A HFU .

# crudini --set /var/lib/config-data/puppet-generated/keystone/etc/keystone/keystone.conf
identity domain_specific_drivers_enabled true

# crudini --set /var/lib/config-data/puppet-generated/keystone/etc/keystone/keystone.conf
identity domain_config_dir /etc/keystone/domains

# crudini --set /var/lib/config-data/puppet-generated/keystone/etc/keystone/keystone.conf
assignment driver sql

directorE A}-8-3}l+= 7% /var/lib/config-data/puppet-
generated/keystone/etc/keystone/keystone.conf = Puppetoll A 2] g o}
AA © 2 openstack overcloud deploy Z =2 A| 2 & 43 & o njr} F7}31= AL
47 Qo) AL Dol & YFch webA W o] FAL FEOR oA F7)
sl of & 4 U FU ). director 719k vl £ o] 739 47, directore] gH7] = uj o1
LDAP 2] ol = A& o A =zt Al L.

A = A o8 =21-S &4 33 . /var/lib/config-data/puppet-

generated/horizon/etc/openstack-dashboard/local_settings | o3 S F71gU .

OPENSTACK_API_VERSIONS = {
"identity": 3
}
OPENSTACK_KEYSTONE_MULTIDOMAIN_SUPPORT = True
OPENSTACK_KEYSTONE_DEFAULT_DOMAIN = 'Default'

27
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28

Fx

directorE A}l-&-3}= 7 - /var/lib/config-data/puppet-
generated/horizon/etc/openstack-dashboard/local_settings 7} Puppet°1] A
¢y, 4315 © 2 openstack overcloud deploy Z 2 Al A& A3 & wju}r}
Fobehi ALEA 49 A4S Dol 2 5 g kA M o] TS £EO
2 oA F7telok & 5 glal T

horizon A E| o] 2 thA] Al %stel 44 2§ gtk

I $ sudo docker restart horizon

F7F e

i
d

TR,

IdM 532 913t keystone =4 Q12 A A o). A] keystone =w]| Q1 o] AF-&-& o] &
S 2R3 5 =vdS A FU al]—~ o] ¥ &2 LAB:o]Z}= keystone =4[ 21-&
AAAd

I $ openstack domain create LAB

T4 A A4 I

IdM = ol = = Z=7}3}2] A /var/lib/config-data/puppet-
generated/keystone/etc/keystone/domains/keystone.LAB.conf 2}+= Al 7} Y o] LDAP &
AS dEFU (o] o] Ao AAE =<l o] 5Y). [dM uj o) gtA ol AE LA S A
s oF gt

[Idap]
url = Idaps://idm.lab.local

user = uid=svc-ldap,cn=users,cn=accounts,dc=lab,dc=local

user_filter = (memberOf=cn=grp-openstack,cn=groups,cn=accounts,dc=Iab,dc=Iocal)
password = RedactedComplexPassword

user_tree_dn = cn=users,cn=accounts,dc=Iab,dc=local

user_objectclass = inetUser

user_id_attribute = uid

user_name_attribute = uid

user_mail_attribute = mail

user_pass_attribute =

group_tree_dn = ch=groups,cn=accounts,dc=lab,dc=local
group_obijectclass = groupOfNames

group_id_attribute =cn

group_name_attribute = ¢cn

group_member_attribute = member

group_desc_attribute = description
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use tls = False
query_scope =sub
chase_referrals = false

tls_cacertfile =/etc/pki/ca-trust/source/anchors/anchorsca.crt

[identity]
driver = |dap
Z AR dig A

A4 A

url 5ol A IdM A Yt} LDAPS X E
636 2 A&k

user LDAP ] &) of] Ab-& & IdM Al Y Y T}

Sl o)A AL IdM A o] Ak El~E Y
Sh=2

user_filter ID AH] 2o ZA == AMEAE EH Y
AFA o 2 grp-openstack 25 2] Wl TEHID
AE] 2o o Aks 7Hd = AFH o

user_tree_dn IdM 2] OpenStack Al A 24Ut

user_objectclass LDAP AF-&-2}9] /3 & Aot IdMe] 7 -
inetUser #+3 & A&yt

user_id_attribute AF8-2} DOl A8 1dM gh-S v =3 Y o)

user_name_attribute o] F o A& IdM 7k vl 33 g o}

user_mail_attribute AHE AL ol H A Aol AR IdM S B
Sh=2

user_pass_attribute o] z+< v 9 Yt}

IdM 25 2] 32 3 &0l obd A4 fu et viashyv. 434
© 2 LDAP_MATCHING_RULE_IN_CHAIN ¥=:1.2. 840.113556.1.4.1941:
S AHgsle A e A IdM A ZH58HA] 2y
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oX
P

T4 7o 24AL keystone AHEAZ WA ).

# chown 42425:42425 /var/lib/config-data/puppet-
generated/keystone/etc/keystone/domains/keystone.LAB.conf

admin A& 7ol 7] Tl o] 3k A & AgS Falg)

o] 73§ OpenStack admin A7 o] IdM<] Agto] R o] =] FUth o] 4§
domaino] 2= & 9o]+= OpenStack?] keystone =1 21 A}-&2 JeEpY .

LAB =v|<l9] ID  7bd gy ch.

$ openstack domain show LAB

+ + +

| Field | Value |

+ + +

| enabled | True |

lid | 6800b0496429431ab1c4efbb3fe810d4 |
| name | LAB |

+ + +

admin A}-&2] ID < 744 3ok

$ openstack user list --domain default | grep admin

| 3d75388d351846c6a880e53b2508172a | admin |

admin & &2] ID 32 7HA8 U .

# openstack role list

+ + +

| ID | Name |

+ + +

| 544d48aaffde48f1b3c31a52c35f01f9 | SwiftOperator |

| 6d005d783bf0436e€882c55c62457d33d | ResellerAdmin |
| 785¢70b150ee4c778fe4de088070b4cf | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |
+ + +
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ulsk e =2l 2 admin IDE A}-8-31o] admin A}-82= keystone LAB 1| <l 9]

admin 9 &) F7tsh= B3 & TR

$ openstack role add --domain 6800b0496429431ab1c4efob3fe810d4 --user
3d75388d351846c6a880e53b2508172a 785¢70b150ee4c778fe4de088070b4cf

8.
keystone A1 22 ThA] A Z3te] W7 ALRHS 243,
I $ sudo docker restart keystone
o.
3 & o)l keystone 1| ¢l o] 5L F715t] IdM =9l 9] ALg-AF 552 Ao
I $ openstack user list --domain LAB
10.

27 keystone ©| o] B v o] 2 o)l A A H] X A S Q1T
I $ openstack user list --domain default

2.3.2.1dM 157 +A Qo] Z2A E o] AN A3 =E 5§

(<]

olzg /\}&x}ﬂ OpenStack a] 2o AA 2T = J=F 3le]H 54 IdM 150 224 E it
NA| 2= AZE HASES AFS Fofsh= Aol FHY o o] 27 51'd OpenStack #2271 7} AF-8-#}
£ Z2AE] 9%%“1] Elac ey %‘37} iUt giA, ldM 250 Z2A e o] oy, 4344
o2 o] g IdM 252 W<l IdM AH8- 2= AHd 23 | Z2A B0 A2 5 FuT.

o] A Qo)A IdM el A7} B SAE olu] gE Rtk 7 A
IdM9j] grp-openstack-admin o]&}= 252 AA Y.

IdM<]] grp-openstack-demo &= 252 AA Y.
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g g d wet 99 2F F st I[dM AHS-AHE F7HY o

grp-openstack &9l IdM A} &A= 371 ).

AAH Z2AEZ 78314 A 2. o] o oA+ openstack project create --domain default
--description "Demo Project” d| 2. & A}-83l AAAH v T2 A EE ALE-3 .

o] GA A = IdM 259 9 &L Gt 28H 215 W1 7} OpenStack ] 220 AA| 2T 5

9t Aol YUk

ldM 25 552 24344

$ openstack group list --domain LAB

+- -+ +

| 1D | Name |

+- -+ +

| 185277be62ae17e498a69f98a59b66934fb1d6b7{745f14f5{68953a66508851 | grp-
openstack |

| a8d17f19f464c4548¢c18b97e4aa331820f9d3be52654aa8094e698a9182cbb88 | grp-
openstack-admin |
| d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 | grp-
openstack-demo |

+- -+ +

o
|

e

[e]
=259 74

L

Ut}

$ openstack role list

+- -+ +

| ID | Name |

+- -+ +

| 0969957bce5e4f678cabeef00e1abf8a | ResellerAdmin |
| 1fcb3c9b50aad46ee8196aaaecc2b76b7 | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |

| d3570730eb4b4780a7fed97ebal197e1b | SwiftOperator |
+- -+ +

ol g gt A& F i} o] Aol F715te] IdM 259 Z2A E] 3 AA A 3L Haofg
t}. o] 2 So] grp-openstack-demo 15 9] Al€2}7} demo T2 A E o] Auk A} LA/} HE =
sl2l® _member_ 9 ol 182 78] o ).
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$ openstack role add --project demo --group
d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 _member_

A A o 2 grp-openstack-demo 9] v = =2l A =of LAB £ Y4H3t= A9 IdM AH8-7} o] &3}
USE Yt A REY 2T F Al’*qn}

AHg-#}oll Al Error: Unable to retrieve container list 71 T A 5 #AdH oY 2528 7
Mg = glon Aoy E AT+ AL Ao oJAs = 79 SwiftOperator & o
—r7}’ﬂ o .

2.3.3. IdM X} & 2}7 Z2 A Eo] A AT F= Y=

Qb

&

rp-openstack IdM 5 o] w8121 IdM AL8 Aol Al = Tl Al mEo) A Zz s 22108 4 3

g 2
e Rl 5+ dxUnh

e

IdM AL-8- 7} %52 714 g o

# openstack user list --domain LAB

+ e et +

| ID | Name |

+- -+~ +

| 1f24ec1f11aeb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e | userd |
| 12c062faddc5f8b065434d9ff6fce03eb9259537¢c93b411224588686e9a38bf1 | user2 |
| afaf48031eb54c3e44e4cb0353f5b612084033ff70f63c22873d181fdae2e73c | user3 |
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34

| e47fc21dcf0d9716d2663766023e2d8dc15a6d9b01453854a898cabb2396826¢e | user4
|

+- -+ +
qg Bge PAFUY

# openstack role list

+- -+ +
| ID | Name |
+- -+ +

| 544d48aaffde48f1b3c31a52c35f01f9 | SwiftOperator |

| 6d005d783bf0436e€882c55c62457d33d | ResellerAdmin |
| 785¢70b150ee4c778fe4de088070b4cf | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |
+- -+ +

o] g & F 3l o] Aol F7151e] AL A A Z2 A EO O gk A2 S oy
t}. o & £9] useri o] demo 24 E o] Aut ALg-2}7} H =5 312 member & ol =713}
Yt}

# openstack role add --project demo --user
1f24ec1f11aeb90520079¢c29f70afa060d22e2ce92b2eba7784c841ac418091e _member

= userl o] demo =2 A E o] A z}¢l A admin & &) F715H o).

# openstack role add --project demo --user
1f24ec1f11aeb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e admin

AF}A o = userl & Domain 2 =9 LAB 2 J83l= A IdM A& A o] 53 455 94 F
st AR =] 2308 5 JdFUT



2% IDENTITY MANAGEMENT INTEGRATION

LAB

Lser Mame

AHg-#Holl Al Error: Unable to retrieve container list 71 T A 5 #Ad oY 2528 7
A lon AU E A2 + A& AL 2 A5 75 SwiftOperator & 2o
c . ‘r7}—ﬂ o .

2.4. DOMAIN(=w| Q1) el thgt A2 A Fof

admin A}-8-27} Domain 51 & & 4= J == 33| d 71 & v QoA admin & &8 d}s)of .

&2 7 ¢ UUIDE 25Ut

$ openstack user list | grep admin
| a6a8adb6356f4a879f079485dad1321b | admin |

default =] 919 admin ¢ &2 admin A& A}l F7}3H o).
I $ openstack role add --domain default --user a6a8adb6356f4a879f079485dad1321b admin

274 © 2 admin A2 Domain §¢ 2 4 A1tk

25. 0 Z=2AE QA4



Red Hat OpenStack Platform 13 ID A ¥] 29} 53}

keystone Qo] A X AAQsoF FUth. o2 DAL A S2 G AEA AL S A=
HE 2 & 5 dsyn. Default v Q12 ¥ = A 3} admin Z 24 Eof] ALS-5 = Y F- =g o
27152 F Jouz AD X9 AH8-A 7t O keystone =12l Ul ol vl X1 H = Ro] E5UTh IAM AL
A7t A= A 5L keystone =H| A 2= §lov, ¥ keystone =1l & o AwH

251. QA R = 2321 Z 2 A2 M7 Changes to the dashboard log in process

ID Hu) 2ol A el TS FA S A RE 2l sol oA Al Emel Best S s o
AgRE 279 A7 9% A st w02 Aeslof Ptk o] B keystoneo] Yt w=ul 2l
F stz 502 alo it openstack 3@ & A1§-3te] ALg 7H5 @ 22 UG Th

o] ol Ao A IdM A8 -2 LAB =1 Q1S A A3l oF Gt} admin 5 2] 7] A|F keystone 7|4 &
Default 2 1|2l o 2 XA 3] o} gr]t}.

$ openstack domain list

+- -+ + +

----- +

| ID | Name | Enabled | Description
+- -+ + +

----- +

| 680000496429431ab1c4efbb3fe810d4 | LAB | True |
|

| default | Default | True | Owns users and tenants (i.e. projects) available on Identity
API V2. |

+- -+ + +

----- +

2.5.2. 4% = W7 Changes to the command line

54 BB At T =vds AAsF S F AFUT A E
ZF71shd LAB =] Q1( grp-openstack —15 2] #n])ol| A A}&X

_|_4 —
a0
iz, it
2
o o
i
\:)
K
o
X
&
o]
3
Q
S
-
>
™
o

I $ openstack user list --domain LAB
--domain Default = 7] 2 A Z keystone 7|4 < vl &3}

I $ openstack user list --domain Default
253.1dM 53 H2E

The ARl A £ WA RE 7350l et AL A Al 28 Hl ZE ] IdM F 32 AT o
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IdMoj| A] 8| 2E AL8-AE A A 513 A RS grp-openstack IdM 259 =718 o).

2
AHg-AHE demo HIA E ] _member_ & &l 7134
3
IdM test A}-8-7}<] 247 S5 & AHS-3to] Al R =] 213
4,
7t Qe 2Yste] 0F AR flol A¥A o EAHEA FAFY
5.

WA B E S AL St B AE Q28 A WeghT

Fx

ol g Al EAI7} XASHH 71 A F F2/AF AP LR 3-5FAE T A L.
ATHo = FPHA OpenStack01 o] A 3] o Adl 2 253132 IdM databind Identity 5
T AR U AT AES HAFUT 278, A &l d T & FRSAA L.

2.6. A A7} obd A&} g3 RC 24 A

#2217k obd ALg 2] RC 5+ wHE o] of

e

S g g

e

| o 2

$ cat overcloudrc-v3-user1

# Clear any old environment that may conflict.

for key in $( set | awk {FS="="} /AOS_/ {print $1}' ); do unset $key ; done
export OS_USERNAME=user1

export NOVA_VERSION=1.1

export OS_PROJECT_NAME=demo

export OS_PASSWORD=RedactedComplexPassword

export OS_NO_CACHE=True

export COMPUTE_API_VERSION=1.1

export no_proxy=,10.0.0.5,192.168.2.11

export OS_CLOUDNAME=overcloud

export OS_AUTH_URL=https://10.0.0.5:5000/v3

export OS_AUTH_TYPE=password

export PYTHONWARNINGS="ignore:Certificate has no, ignore:A true
SSLContext object is not available"

export OS_IDENTITY_API_VERSION=3

export OS_PROJECT_DOMAIN_NAME=Default

export OS_USER_DOMAIN_NAME=LAB

2.7. A 34
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2.7.1.LDAP 92 HZE

Idapsearch € A}-8-3t<] IdM A ¥ o] O] gt €| =~
EQ=a @4 &5 FolH IdM A v =7} 4
2 A ¥ idm.lab.local 9| W3 53 g t}.

(objectclass="
3

Idapsearch =
clients 5 A}-8-314 o] H7|A &

272. XE AN HIE

nc = A1g-3le] LDAPS ¥~ E(636)0] 99402 AA 2~
idm.lab.local o) d}3] Z28B 7} =3Pt} ctrl-cE =8 =&

# nc -v idm.lab.local 636

Ncat: Version 6.40 ( http://nmap.org/ncat )
Ncat: Connected to 192.168.200.10:636.
"C

38

o
X]-E %%} =

openldap-clients 3 7] A 2]

E A E 9402 FPFU} o 7)o A AZsA o)
el Yy o] ool A HZ2E Fz2]l= XE 6360

# ldapsearch -D "cn=directory manager" -H Idaps://idm.lab.local:636 -b "dc=Ilab,dc=Iocal" -s sub "
)" -w RedactedComplexPassword

o]l H o
213.9)

42 & A

o} # yum install openldap-

e
=

E

skl gt o] alol Al Alw]
Fa3.

A



3. NOVAJOINS A}-&-31o] IDM3} 5§
3. NOVAJOINS A}-& 3o IDM=} £3

novajoin AF-8-3lA | £ 2 A 29| A= Red Hat IdM(Identity Manager)°l] =

I
Ut 432 o 2 ID, kerberos A2 5, AA| 2 A o] E E35lo IdM 7] 52 OpenStack vl i 9}
& 5 dFY

A
3

3

novajoing 53 IdM 552 A G S = 9 QHESFE 2ot AL S
A&FUTH o ¥ Za9-= Q2B 29| novajoin -2 o] 5 A XA LD oA Y

o}

3.1. A Ze}$-=9] NOVAJOIN Hx] & 47

3.1.1. CA9j| 5 &= 57}

ouEehy=8 vl o] Wl CARIZ 71 el A Fehe-=8 Fkalof T,

A ¢ ZFg$-= =94 python-novajoin 3| 7] x| & A %] g o).
I $ sudo yum install python-novajoin

A6 Za-$-= =94 novajoin-ipa-setup ZAHEE AP slo] v Lol 9t 7S A
Yt

$ sudo /usr/libexec/novajoin-ipa-setup \
--principal admin \
--password <IdM admin password> \
--server <IdM server hostname> \
--realm <overcloud cloud domain (in upper case)> \
--domain <overcloud cloud domain> \
--hostname <undercloud hostname> \
--precreate

o A AT AR TIL(HAZE 95)S ALg 3] AT Zehe =8 S5t

3.1.2. IdMe]| 9 E2-¢-= F71

o] Ax}o A= IdMol] A &89 =5 55332 novajoing -4 &4 t}. undercloud.conf (
[DEFAULT] A Mol =)0lA oo AR S AA AU
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40

novajoin A u] 2= 7114 0 = v @y st o] YUk FY st H the-2 ST

[DEFAULT]
enable_novajoin = true

A Ze e e =2 IdMo] 52312 A One-Time Password(OTP)E A A 3 of 3t}

I ipa_otp = <otp>

I overcloud_domain_name = <domain>

AN Fe o] 4P TAE of

o
filo
{7
o
i
L
v

I undercloud_hostname = <undercloud FQDN>
IdMS A e -=9] A= A3 .
I undercloud_nameservers = <IdM IP>

O+ 2 37 9] 29 novajoin 34 A7+ 23} 7S

o] <] undercloud-timeout.yaml <1 A s} o] g 3 F %
I hieradata_override = /home/stack/undercloud-timeout.yaml

undercloud-timeout.yaml o] t} 3 34-& F71gUoh Al 7 A S S %

AFHTHel: 5:

ol

RS

o] & ol IdM =il I (vh &=

7 &3] oF g4 t}. undercloud.conf f| A
£ F7Hd o

Gz AE 5

nova::api::vendordata_dynamic_connect_timeout: <timeout value>
nova::api::vendordata_dynamic_read_timeout: <timeout value>

undercloud.conf 3} ¥ 2 *] A3},



o

ol\

37%.NOVAJOINE A}£35}lo] IDM} 5

AH 2= ME 9L Aol 71E Ad 2o WA AFLe AL

I $ openstack undercloud install

AU eS=9] 7] G20 19 HAL gk

[root@undercloud-0 ~J# klist -kt
Keytab name: FILE:/etc/krb5.keytab
KVNO Timestamp Principal
1 04/28/2020 12:22:06 host/undercloud-0.redhat.local@REDHAT.LOCAL
1 04/28/2020 12:22:06 host/undercloud-0.redhat.local@REDHAT.LOCAL

[root@undercloud-0 ~J# klist -kt /etc/novajoin/krb5.keytab
Keytab name: FILE:/etc/novajoin/krb5.keytab
KVNO Timestamp Principal
1 04/28/2020 12:22:26 nova/undercloud-0.redhat.local@REDHAT.LOCAL
1 04/28/2020 12:22:26 nova/undercloud-0.redhat.local@REDHAT.LOCAL

letc/krb.keytab W9 & T~ E Qo 7 H2EF ).

[root@undercloud-0 ~J# kinit -k

[root@undercloud-0 ~]# klist

Ticket cache: KEYRING:persistent:0:0

Default principal: host/undercloud-0.redhat.local@REDHAT.LOCAL

Valid starting Expires Service principal
05/04/2020 10:34:30 05/05/2020 10:34:30 krbtgt/REDHAT.LOCAL@REDHAT.LOCAL

[root@undercloud-0 ~]# kdestroy
Other credential caches present, use -A to destroy all

novajoin /etc/novajoin/krb.keytab 719 -& nova 9432 2 H2AEZ .

[root@undercloud-0 ~J# kinit -kt /etc/novajoin/krb5.keytab 'nova/undercloud-
0.redhat.local@REDHAT.LOCAL'

[root@undercloud-0 ~]# klist

Ticket cache: KEYRING:persistent:0:0

Default principal: nova/undercloud-0.redhat.local @ REDHAT.LOCAL

Valid starting Expires Service principal
05/04/2020 10:39:14 05/05/2020 10:39:14 krbtgt/REDHAT.LOCAL@REDHAT.LOCAL
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3.2. 2 Z 9= NOVAJOIN 2% & AA

o) MMM L IdMe] SMITHe = v S SR WS A g

3.2.1. 9 W Z 9= DNS 44

dM 2732 4502 AR50 44 553 & =S selw dMS DNS AW 2 Abgshe 2ol £4
Yk,

A Eee-co A28

I $ source ~/stackrc
DNS o] & A B Z IdME& X85l =S A EE S8 A B S AT

I $ openstack subnet set ctlplane-subnet --dns-nameserver <idm_server_address>
IdM X & ALt == 817 91U o] A DnsServers vl 7| +5 A4 3t}

parameter_defaults:
DnsServers: ["'<idm_server_address>"]

o] Wi/ Uk o 2 AH2-2 X4 network-environment.yaml s} o] A 2] Ho] Q&

Ut

3.2.2. novajoing Al83EE oI AA

1.
IdM 53-8 34 31312 A /usr/share/openstack-tripleo-heat-
templates/environments/predictable-placement/custom-domain.yaml 373 3} o] A8

A4 g

$ cp /usr/share/openstack-tripleo-heat-templates/environments/predictable-
placement/custom-domain.yaml \
/home/stack/templates/custom-domain.yami

/home/stack/templates/custom-domain.yaml 37 s
CloudDomain ¥ CloudName* 7t 23Ut d = &

42
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parameter_defaults:
CloudDomain: lab.local
CloudName: overcloud.lab.local
CloudNamelnternal: overcloud.internalapi.lab.local
CloudNameStorage: overcloud.storage.lab.local
CloudNameStorageManagement: overcloud.storagemgmt.lab.local
CloudNameCitlplane: overcloud.ctlplane.lab.local

Kl

QWZeSE ME A 20 T 7 HA S TIFYT

/usr/share/openstack-tripleo-heat-templates/environments/ssl/enable-internal-
tis.yaml

/usr/share/openstack-tripleo-heat-templates/environments/ssl/tls-everywhere-
endpoints-dns.yaml

/home/stack/templates/custom-domain.yami

g 59 o 24U

et

openstack overcloud deploy \

--templates \

-e /usr/share/openstack-tripleo-heat-templates/environments/ssl/enable-internal-
tls.yaml\

-e /usr/share/openstack-tripleo-heat-templates/environments/ssl/tls-everywhere-
endpoints-dns.yaml \

-e /home/stack/templates/custom-domain.yaml \

A7 o 7 v ¥ Overcloud ==7} IdMo]] A} 5o 2 S=H ).

ol U A=XJAE gaA T TLSE AT 2 F 24 A%
/usr/share/openstack-tripleo-heat-templates/environments/ssl/enable-tls.yaml 373 5 &
A&t TLSE F7hete Auh $22 A2 & AFUTHAIEA B ol A5A 2 718 Frhets
5 738l oF §). 272 2 2 openstack deploy 8 & & o33 AU O

openstack overcloud deploy \
--templates \
-e /usr/share/openstack-tripleo-heat-templates/environments/ssl/enable-internal-tls.yaml \
-e /usr/share/openstack-tripleo-heat-templates/environments/ssl/tls-everywhere-endpoints-
dns.yaml\
-e /home/stack/templates/custom-domain.yaml \
-e /home/stack/templates/enable-tls.yaml

43
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TE IdME A1E-5le] 38 AFAE s & Q5. o] 7% /usr/share/openstack-
tripleo-heat-templates/environments/services/haproxy-public-tls-certmonger.yaml 3-7 s}
AL AHgSoF FUh ol S 59 O3 2EU

openstack overcloud deploy \

--templates \

-e /usr/share/openstack-tripleo-heat-templates/environments/ssl/enable-internal-tls.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/ssl/tls-everywhere-endpoints-
dns.yaml\

-e /home/stack/templates/custom-domain.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/haproxy-public-tls-
certmonger.yam|

3.3. IDMo|A == AF

1.
IdMol| A @B E2$= =2 F7 T2E 24| Keytab:True 7} £35 o] QE=A el
Yt

$ ipa host-show overcloud-node-01
Host name: overcloud-node-01.lab.local
Principal name: host/overcloud-node-01.lab.local@LAB.LOCAL
Principal alias: host/overcloud-node-01.lab.local@LAB.LOCAL
SSH public key fingerprint: <snip>
Password: False
Keytab: True
Managed by: overcloud-node-01.lab.local

SSHE =t 9443}3L sssd 7} IdM A}a‘lx} S AT F Jd=A PG A E =
susan °|g:= IdM AHE- A1 S A&t d g2 53 Uh,’[];].

$ getent passwd susan
uid=1108400007(susan) gid=1108400007(bob) groups=1108400007(susan)

3.4. NOVAJOIN<] DNS &5 4

haproxy-public-tls-certmonger.yaml € =31 & A}-8-35} o
Novajoini| A A}-&3}+= VIP 9l =¥ <l E 9] gl DNS 3

O EFE Y EYAE 93]} /lhome/stack/virt/network/network-
environment.yaml ol A o] &3 =& 2 5 AHFUT

parameter_defaults:
ControlPlaneDefaultRoute: 192.168.24.1
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ExternalAllocationPools:
- end: 10.0.0.149

start: 10.0.0.101
InternalApiAllocationPools:
- end:172.17.1.149

start: 172.17.1.10
StorageAllocationPools:
- end: 172.17.3.149

start: 172.17.3.10
StorageMgmtAllocationPools:
- end: 172.17.4.149

start: 172.17.4.10

7t o 2= v e A0 Ol g VIPHE IP 34) 828 A4, d:
/home/stack/virt/public_vip.yaml

parameter_defaults:
ControlFixedIPs: [{'ip_address':'192.168.24.101'}]
PublicVirtualFixedIPs: [{'ip_address':'10.0.0.101"}]
InternalApiVirtualFixedIPs: [{'ip_address:'"172.17.1.101'}]
StorageVirtualFixedIPs: [{'ip_address''172.17.3.101'}]
StorageMgmtVirtualFixedIPs: [{'ip_address':'172.17.4.101'}]
RedisVirtualFixedIPs: [{'ip_address:'"172.17.1.102'}]

Z} VIPOl| ti 3 IdMell DNS @52 F71stuth =3 A 993 AAsloF 2 = dsuth o
= Aol A= IdMe] DNS g 2= 3 99 A4S HoFY.

ipa dnsrecord-add lab.local overcloud --a-rec 10.0.0.101

ipa dnszone-add ctlplane.lab.local

ipa dnsrecord-add ctlplane.lab.local overcloud --a-rec 192.168.24.101
ipa dnszone-add internalapi.lab.local

ipa dnsrecord-add internalapi.lab.local overcloud --a-rec 172.17.1.101
ipa dnszone-add storage.lab.local

ipa dnsrecord-add storage.lab.local overcloud --a-rec 172.17.3.101

ipa dnszone-add storagemgmt.lab.local

ipa dnsrecord-add storagemgmt.lab.local overcloud --a-rec 172.17.4.101
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47). DIRECTORS®} 37 =w|1'8 LDAP Wl = A}

Red Hat OpenStack Platform director= 3}1} o] 42] LDAP W] al = & A}-8-35} == keystone2 14
g 4= A HF Ut o] Y S A1-8-51H Z} keystone =] Q1o dl3] ¥ =2] LDAP W=7} A F ).

41. 77 88 24

Red Hat OpenStack Platform directorE A}-&-3}+= vl £ 2] 73-¢- heat & =3 o] A
KeystoneLDAPDomainEnable Z# 7 £ true & A& & oF g t}. @z}A] keystoneol] 4]
domain_specific_drivers_enabled 342 7AYo ID 74 25 ).

Fx

= Ql A 9] 71 & o] A 2] = /etc/keystone/domains/ = A A Pt}
keystone::domain_config_directory hiera 7] 2 A} &-3lo] Z 23 A2 S A A 513 37
9 W o] ExtraConfig vl 7| +== F713t o] & Hol& + AFHH

LDAP Wl = 3t o] ALF = F713] of gt} o] F¢] 2 tripleo-heat-templates 2]
KeystoneLDAPBackendConfigs mi /|l =2 Al &5l =3 F ], of 7] o)A D 23 LDAP S4 S XA
T AFHH.

4.2. DIRECTOR v = 44

1.

L

U,

keystone_domain_specific_ldap_backend.yaml 37 5}l o] A} 22 A A

$ cp /usr/share/openstack-tripleo-heat-
templates/environments/services/keystone_domain_specific_ldap_backend.yaml
/home/stack/templates/

/home/stack/templates/keystone_domain_specific_ldap_backend.yaml 37 518 &
Hatar v £ol SHAl 3 AR FU d & =9, |2 g FE-L testdomain o] 2}= keystone =
v 1o th gk LDAP 742 44 g o,

parameter_defaults:
KeystoneLDAPDomainEnable: true
KeystoneLDAPBackendConfigs:
testdomain:

url: Idaps://192.0.2.250
user: cn=openstack,ou=Users,dc=director,dc=example,dc=com
password: RedactedComplexPassword
suffix: dc=director,dc=example,dc=com
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user_tree_dn: ou=Users,dc=director,dc=example,dc=com

user_filter: "(memberOf=cn=0Suser,ou=Groups,dc=director,dc=example,dc=com)"
user_objectclass: person

user_id_attribute: cn

ot

#7 A Pl ol Bl e AT FE Yguith ol B SW b 2EU

KeystoneLDAPBackendConfigs:
domaini:
url: Idaps://domaini.example.com
user: cn=openstack,ou=Users,dc=director,dc=example,dc=com
password: RedactedComplexPassword

domain2:
url: Idaps://domain2.example.com

user: cn=openstack,ou=Users,dc=director,dc=example,dc=com
password: RedactedComplexPassword

—12)™ domain1 2 domain2 g}= 5 =ul<lo] AR 242t 143 T4 o] A& g
LDAP v <lo] Q&1 th.
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