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Barbican-2 Red Hat OpenStack Platformef| A 7] ¥ 2]
7] OpenStack vl 3 of| barbican$- v} & 3} = Wy
PR o] A} A= Al ZAH oY o] H| R & FH]

I ﬂllo

O

3

i

o] Az} A = simple_crypto ) 2l

=2 A}-83L = = barbicang 74 Y th. PKCS11 2
DogTage} 7+& 27l Wal == A} 8 5= §

AA T o] ] 2o M= A dH A FFH T

4

1L AYF 9= == A barbicane] £7 39S A4 1t 22" directorol] barbican$ A ]
34 t}( openstack overcloud deploy [...] ol =3HH 74 9-)

$ cat /home/stack/configure-barbican.yaml

parameter_defaults:
BarbicanSimpleCryptoGlobalDefault: true

e BarbicanSimpleCryptoGlobalDefault - o] Z 2] 291& 224 7|2 Zgj 2907 44 g
o},

o FUIFAHE AT F AFHT
o BarbicanPassword - barbican A H] = A o] ¢+ & A4 Gt

o BarbicanWorkers - barbican::wsgi::apache ¢] 22 =& A4 Ut 7| E5 o2
'%f{::processorcount}' = A}-& 3t}

o BarbicanDebug - t] ¥ % & &4 3} gt}

o BarbicanPolicies - barbicanol] thal -4 & A 2 & A 2] gt} o & &9 { barbican-
context_is_admin: { key: context_is_admin, value: 'role:admin' } } 2} 7+& 3 A] k<
ARE-EU T 28 ™ o] g5 o] /ete/barbican/policy.json ol =71 Ut} A A & o] & A
Aol A 2pA 5] A v gy T

o BarbicanSimpleCryptoKek - x| 4 ¥ 3&&-0] gl= 749 directoro| 4] 7] &+ & 3} 7] (KEK)
7H A E Yo
2. o] @A o A & barbicang 9J8l A A H o] o]n] x] = 4] 5+ t}. configure-barbican.yaml 2!
REddE HEY Hd S T oF FUth v ol BHA vk oA E WA G th

$ openstack overcloud container image prepare \

--namespace example.lab.local:5000/rhosp13\

--tag 2018-06-06.1 \

--push-destination 192.168.100.1:8787 \

--output-images-file ~/container-images-with-barbican.yaml \

-e /home/stack/virt/config_lvm.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \
-e /home/stack/virt/network/network-environment.yaml \

-e /home/stack/virt/hostnames.yml \

-e /home/stack/virt/nodes_data.yaml \

-e /home/stack/virt/extra_templates.yaml \

-e /home/stack/virt/docker-images.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \
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-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-simple-
crypto.yaml\
-e /home/stack/configure-barbican.yaml

3. A el o] m A& AH EF-E HALEY ] dE=F Yt

$ openstack overcloud container image upload --debug --config-file container-images-with-
barbican.yaml|

4.0 #74 Qg g

$ openstack overcloud container image prepare \

--tag 2018-06-06.1 \

--namespace 192.168.100.1:8787/rhosp13\

--output-env-file ~/container-parameters-with-barbican.yaml \

-e /home/stack/virt/config_lvm.yaml\

-e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \

-e /home/stack/virt/network/network-environment.yaml \

-e /home/stack/virt/hostnames.yml \

-e /home/stack/virt/nodes_data.yaml\

-e /home/stack/virt/extra_templates.yaml \

-e /home/stack/virt/docker-images.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-simple-
crypto.yaml\

-e /home/stack/configure-barbican.yaml

t] o] E &} 51 o] A openstack overcloud

ol g 59 e gaUh

5 oleg WA AekE ol A &steH e EeeEE
deploy [...] | 4] A}-8&3F X = heat )l &

N
)
e
o
)
ox
%
Lo

$ openstack overcloud deploy \

--timeout 100 \

--templates /usr/share/openstack-tripleo-heat-templates \

--stack overcloud \

--libvirt-type kvm \

--ntp-server clock.redhat.com \

-e /home/stack/virt/config_lvm.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \

-e /home/stack/virt/network/network-environment.yaml \

-e /home/stack/virt/hostnames.yml \

-e /home/stack/virt/nodes_data.yaml \

-e /home/stack/virt/extra_templates.yaml \

-e /home/stack/container-parameters-with-barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-simple-
crypto.yaml\

-e /home/stack/configure-barbican.yaml \

--log-file overcloud_deployment_38.log

3.1. OVERCLOUD 2] CREATOR & &Hof] A} F=7}

A7} barbican A 21 414 531 ¥4 52 ¥ creator ] 2e] 1l w]of of 5}v], barbicansl] 2441 9] A] 2
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1. creator &9 id & 7 A3}

openstack role show creator

+ + +
| Field | Value |
+ + +

| domain_id | None |
|id | 4€9¢c560c6f104608948450fbf316f9d7 |
| name | creator |

+ + +

3

OpenStack Key Manager(barbican) 7} 4 X] 5] o 91 %] ¢k . ™ creator & & o] A

H A gFy

2. AMEAHE FAAAA Ao @Fetal A T2 A E S A G Gt o] o A oA = project_a Z =4
E 9 A userl o] &= A& 217} creator & o #7715 Y o).

I openstack role add --user user1 --project project_a 4e9c560c6f104608948450fbf316f9d7

3.1.1. 8§l 2 E barbican 7] &
o] A A AL vhE| 77t A B A Ee=R] Bl AE s B o] ol A g o)
L HZEANARS AAFUL G5 9 57 2HFUTh

$ openstack secret store --name testSecret --payload 'TestPayload'

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-9e64-
b664d574be53 |

| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+ +

+

2. W2 AA

r

weke] )@ o] 2= 74 T

openstack secret get https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-
9e64-b664d574be53 --payload

+ + +
| Field | Value |
+ + +
| Payload | TestPayload |
+ + +
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3.2. 4 H o] s

Barbican& g A & A&t 7] 7 == AhA| oF 22 Al Ao e A S T3S F de A AE A

AUt} o] & & Al o] = & 317] Yl o] Wl THE keystone T2 A E o SH(d: Ol%ioﬂ e AR )

Barbican W - A el mjd g th A# A 02 sl 22 A E o Ghof] TG AHE-A}= 3l G barbican ¥ g
< FAFY L

2
)8 A e s Helwo] 9o Anka o 54 % W 27k 94U o barbican d2s =] 4 7]
22 e ol B AP T 5 AU

L 3738 247tz Y dXd Flonz 2294 37 9 Al
&gt o] o Aol A = queens & 7] = A
oF gy k.

git clone https://github.com/openstack/barbican
cd /home/stack/barbican

git checkout origin/stable/queens

tox -e genpolicy

ol gl A sl 7] & A4 etc/barbican/policy.yaml.sample o] 32 319 t] g g 2] g & =
ol 44Uk o] A2E A 2ule) fete T g E 2] 7k obd Bl EA 2 e ] 9] U el g
Uth. o] st o] & thg Aol A A Fh ok

2. 733l policy.yaml.sample 3} < & barbicanol| 4] AF8-3l= 4 3 S A gt} o] A 22 A&}
7F A AR D A A8 Er| o] B &} A5 ZHE-ste WH S Aot vl A e I8 E FEHY
th AFE A= 54 G ol o zH o] ek PghS vyt

e admin- A 3R L& 2HA, AA/AF S = AdHFU T

e Creator- A =3l S V=3 Y& F AFHUTHE A RS AA T = U
o AFAA-HoHE HS F AFUTH

o audit- WlEtHo|H Y HES F AFUTEAIAR S ¢S F slsUh

dEEo e ggro g ZJ E ¢] admin,observer, creator keystone & &2 1} g o
Q £ =role:adminrole:observer, role:creator ¢ sto] &35 T}

#
#"admin": "role:admin"

#
#"observer": "role:observer"

#
#"creator": "role:creator"

ol2]3 o & Barbicane. 2 2735t = lFYth o & £ admln _or_creator £ A4
&t 712 2 rule:admin %= rule:creator 9] #lBjo] 83 = FUth

secret:delete #1¢]. Q. EZ 0| = o] 3 2 & 23T =
BP o 7)) o] A secret:delete = admin % creator &} & w1
ojw ok G 3 2 o whet s g =2 A E o] admin ==
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creator & < o] A2V} s G TR A E O] Al A S AA S 4= ATHAL A H o] dFU T ZE A
E ¢ %] += secret_project_match 2] of] o] 3| g o] = 7 A of] 1= 7 o] Yt}

I secret:delete": "rule:admin_or_creator and rule:secret_project._match"

10
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47, vpn] kol A A5 #E

4.1. Bt v
Weke href 3ro 2 AIE &% URIZ A8 f Y o] dol A= o] d Aol A 443 nekg welFyr)

$ openstack secret list

+ +--mm-- +
+ + + + + + + +

| Secret href | Name | Created | Status |
Content types | Algorithm | Bit length | Secret type | Mode | Expiration |

+ +--mm-- +

+ + + + + + + +

| https://192.168.123.169:9311/v1/secrets/24845e6d-64a5-4071-ba99-0fdd1046172e | None | 2018-
01-22T02:23:15+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes | 256 |
symmetric | None | None |

+ +--mm-- +

+ + + + + + + +

4.2. ] HoFF7}
HaE A28 4TI 8 5H B 2y

$ openstack secret store --name testSecret --payload 'TestPayload'

+ + +
| Field | Value |

+ + +

| Secret href | https://192.168.123.163:9311/v1/secrets/ecc7b2a4-f0b0-47ba-b451-0f7d42bc1746 |
| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |
| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |
| Mode | cbc |

| Expiration | None |

+ + +
43. R AH ol E

N A2 e A B A o] 9] o) A= e He]RES WA F YA H S Ho|RES AR 9 A
A0S WG A UF) QEOE 5 S ALE sl Ho|REE 2718 F dHUTh o E EW TS
2T

$ openstack secret update https://192.168.123.163:9311/v1/secrets/ca34a264-fd09-44a1-8856-
c6e7116¢3b16 'TestPayload-updated'
$

4.4, 1 2t AHA)|

1



Red Hat OpenStack Platform 13 OpenStack Key ManagerZ A}-8-3}o] A| =28l 3]

12

URIZ A4 ste] Al A5 E 241 2 = sy Tth o & 8 t53 25Ut

$ openstack secret delete https://192.168.123.163:9311/v1/secrets/ecc7b2a4-f0b0-47ba-b451-
0f7d42bc1746

$

4.5. 9% 71 A4

™3 7= nova H 23 45 5} Yl swift QHAE k5 sk} 2 54 Ao 4

3.

1. order create = A} -8 3}o] 25641 E 7] = A A 613l barbicanol] A AUt o & E9H v 7
U,

L

3

=

o))

$ openstack secret order create --name swift_key --algorithm aes --mode ctr --bit-length 256
--payload-content-type=application/octet-stream key

+ + +
| Field | Value |
+ + +

| Order href | https://192.168.123.173:9311/v1/orders/043383fe-d504-42cf-a9b1-
bc328d0b4832 |

| Type | Key |

| Container href | N/A |

| Secret href | None |

| Created | None |

| Status | None |

| Error code | None |

| Error message | None |

+ + +
--mode - ctr == cbe ¢} 2 54 REE AR A 71 E FAE 7 AFUH AA

$ openstack secret order get https://192.168.123.173:9311/v1/orders/043383fe-d504-42cf-
a9b1-bc328d0b4832

+ + +
| Field | Value |
+ + +

| Order href | https://192.168.123.173:9311/v1/orders/043383fe-d504-42cf-a9b1-
bc328d0b4832 |

| Type | Key |

| Container href | N/A |

| Secret href | https://192.168.123.173:9311/v1/secrets/efcfec49-b9a3-4425-a9b6-
5ba69cb18719 |

| Created | 2018-01-24T04:24:33+00:00 |

| Status | ACTIVE |

| Error code | None |

| Error message | None |

+ + +

A= AR AR E A T

I $ openstack secret get https://192.168.123.173:9311/v1/secrets/efcfec49-b9a3-4425-a9b6-
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5ba69cb18719

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.173:9311/v1/secrets/efcfec49-b9a3-4425-a9b6-
5ba69cb18719 |

| Name | swift_key |

| Created | 2018-01-24T04:24:33+00:00 |

| Status | ACTIVE |

| Content types | {u'default’: u'application/octet-stream'’} |
| Algorithm | aes |

| Bit length | 256 |

| Secret type | symmetric |

| Mode | ctr |

| Expiration | None |

+ + +
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1. 9w Zg-9-=ol A order create S Al-g-3}o] A} 2560] E 7] & A A 8131 barbicanell A &gt}
& =9 e 2yt

(overcloud) [stack@undercloud-0 ~]$ openstack secret order create --name swift_key --
algorithm aes --mode ctr --bit-length 256 --payload-content-type=application/octet-stream key
+ + +

13
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2.

| Field | Value |

+ + +

| Order href | http://10.0.0.104:9311/v1/orders/2a11584d-851c-4bc2-83b7-35d04d3bae86 |
| Type | Key |

| Container href | N/A |

| Secret href | None |

| Created | None |

| Status | None |

| Error code | None |

| Error message | None |

+ + +

H2E HotS A}

(overcloud) [stack@undercloud-0 ~]$ openstack secret store --name testSecret --payload

"TestPayload'

+ + +
| Field | Value |

+ + +

| Secret href | http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057¢c88b04a |
| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+ + +

3. Hetol A HEJE=A Ik

(overcloud) [stack@undercloud-0 ~]$ openstack secret list

+ + +
-+ + + + + + +

------ +

| Secret href | Name | Created | Status |
Content types | Algorithm | Bit length | Secret type | Mode | Expiration |

+ + +

-+ + + + + + +

------ +

| http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057c88b04a | testSecret |
2018-06-19T18:25:25+00:00 | ACTIVE | {u'default’: u'text/plain'} | aes | 256 |

opaque | cbc | None |

| http://10.0.0.104:9311/v1/secrets/f664b5cf-5221-47e5-9887-608972a5fefb | swift_key |
2018-06-19T18:24:40+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | ctr | None |

4.6.1.2.2. barbican ©| o] g] ] o] 2~ W ¢]

controller-0 = =of 22213 &< th5 @A & A8

14
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31
barbican A}-& A}t barbican ©] ©] ] H] o] Z~of] o 4| 228 4= 9}%1/] t}. w}2}A barbican AF-&
2 dE=dolHu o] AE NP AY HE st H Z

1. barbican Ab&2F k5 A o] & 59 tha % ZFHUTH

[heat-admin@controller-0 ~]$ sudo grep -r "barbican::db::mysql::password"
/etc/puppet/hieradata

/etc/puppet/hieradata/service_configs.json: "barbican::db::mysql::password":
"seDJRsMNRrBdFryCmNUEFPPev",

2. barbican "] o] E] H] o] 2~ & w1 & 3t}

[heat-admin@controller-0 ~]$ mysqgldump -u barbican -p"seDJRsMNRrBdFryCmNUEFPPev"
barbican > barbican_db_backup.sql

3. "ol EjH] o] 2 Wi - /home/heat-admindll A 7 U Tt}

[heat-admin@controller-0 ~]$ I
total 36
-rw-rw-r--. 1 heat-admin heat-admin 36715 Jun 19 18:31 barbican_db_backup.sql

4.6.1.2.3. HHZE A| T3 2HA|

1 oW F e s oA o Ao YA A TR AA ST T o EA A eA FAgch o &
S0 test g

(overcloud) [stack@undercloud-0 ~]$ openstack secret delete
http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057c88b04a
(overcloud) [stack@undercloud-0 ~]$ openstack secret delete
http://10.0.0.104:9311/v1/secrets/f664b5cf-5221-47e5-9887-608972a5fefb
(overcloud) [stack@undercloud-0 ~]$ openstack secret list

(overcloud) [stack@undercloud-0 ~]$

4.6.1.24. tolgulo| = £

controller-0 == 2 1¢]

o
rO
i)
oo
Ay
-y
i
>
o
e
v
O

tlolEjr o] = B4 913l barbican AH-8ALo A A A2 A IS Fofsh= HEE 9 barbican
tl o] B v o] 27} 3l =A] gl gyt

[heat-admin@controller-0 ~]$ mysql -u barbican -p"seDJRsMNRrBdFryCmNUEFPPev"
Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 3799

Server version: 10.1.20-MariaDB MariaDB Server

Copyright (c) 2000, 2016, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or "\h' for help. Type "\c' to clear the current input statement.

MariaDB [(none)]> SHOW DATABASES;

15
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e +
| Database |
e +
| barbican |
| information_schema |
e +

2 rows in set (0.00 sec)

MariaDB [(none)]> exit
Bye
[heat-admin@controller-0 ~]$

9) W ¢ ¥ S barbican u o] ] ] o] 2o 2913 o).

+

46125 594 =2 A

16

L QHEE YA HAE Heto] 3o EAHA=A] &<l

[heat-admin@controller-0 ~]$ sudo mysq|l -u barbican -p"seDJRsMNRrBdFryCmNUEFPPev"
barbican < barbican_db_backup.sql
[heat-admin@controller-0 ~]$

>
o

Ml

o
e
A
o

(overcloud) [stack@undercloud-0 ~]$ openstack secret list

+ + +
-+ + + + + + +

------ +

| Secret href | Name | Created | Status |
Content types | Algorithm | Bit length | Secret type | Mode | Expiration |

+ + +

-+ + + + + + +

------ +

| http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057c88b04a | testSecret |
2018-06-19T18:25:25+00:00 | ACTIVE | {u'default’: u'text/plain'} | aes | 256 |

opaque | cbc | None |

| http://10.0.0.104:9311/v1/secrets/f664b5cf-5221-47e5-9887-608972a5fefb | swift_key |
2018-06-19T18:24:40+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | ctr | None |

(overcloud) [stack@undercloud-0 ~]$



5%. CINDER 2§ ¢33}

57%. CINDER & & ¢} 3 3}

barbicang- A}-& 3} o] Block Storage(cinder) ¢33} 715 8] s &= Ut} o] 74 ol A &= LUKSE A}
goto] BE OaaE x3ete] JIAaf 2o A4 d v a2 s dastdynh 7] #E = AR Aol A £

N5 3 A ke A A AL EE B Nova 8§ 2] 45 3te BEQUT 2 g8 A
I B2 A7 AFYEH o AFE Yok

74 9l & dulolEstE ™ 54 OpenStack A H] =7} A el o] W ol A A3 g Yt} o]
1] 223 keystone, nova, cinderell 2 &g U ot whehA o3-S s oF & #g] Aba 7t 9l
FUth

o =77 =t 3AE 29 A A(: /etc/cinder/cinder.conf )] A= TA YL
Frl el EstA] v Al oL AE oY stE AR AE o] Y& A EFFH

o HElojy WellA Al < 74 Y-S HulolEstA] niid Al 2. AH o] | & thA]
Al ZFstH W7 ALglo] &4 H YT
Al A ol st AH| =8 WA sl oF at= 74 ¢ TH o] H & A/ 5F= ] AHE-H
= /var/lib/config-data/puppet-generated/ | A 74 312 & A H o] EgHy Tl
oE &9 a3 Ay

® keystone: /var/lib/config-data/puppet-
generated/keystone/etc/keystone/keystone.conf

e cinder: /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf

® nova: /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf
W7 AL e Aelol U AN e & Hgguh

1. cinder-volume 2 nova-compute A 1] 222 21 8] 5}= = o A] nova ¥ cinder7} 2% 7] 2] o
barbicang A& 8 =2 T4 5 o] gl=x] 8¢l gt}

$ crudini --get /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf
key_manager backend
castellan.key_manager.barbican_key_manager.BarbicanKeyManager

$ crudini --get /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf

key_manager backend
castellan.key_manager.barbican_key_manager.BarbicanKeyManager

2. JEstE Aot R USUS AHTUG A ZES OS ) o} 7o) BoE AP mdYst

nova.volume.encryptors.luks.LuksEncryptor --encryption-cipher aes-xts-plain64 --encryption-

o
$ openstack volume type create --encryption-provider
key-size 256 --encryption-control-location front-end LuksEncryptor-Template-256

17
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+ +
+
| Field | Value
|
+ +
+

| description | None

|

| encryption | cipher='aes-xts-plain64', control_location="front-end', encryption_id="9df604d0-
8584-4ce8-b450-e13e6316c4d3', key_size='256',
provider='nova.volume.encryptors.luks.LuksEncryptor' |

|id | 78898a82-8f4c-44b2-a460-40a5da9e4d59

|

| is_public | True

|

| name | LuksEncryptor-Template-256

+ +

3. A 55 WA 313 LuksEncryptor-Template-256 4 4 & A8 31 == %] 4 §H4 o}

F& A E A AN T2 Ao v A4 R ntbican & To] %)
Ul T 24 5 Ul 82 creator o Foll th@ AFgAE A 2 AG Ko 4

$ openstack volume create --size 1 --type LuksEncryptor-Template-256 'Encrypted-Test-

Volume'

+ + +

| Field | Value |

+ + +

| attachments [ ] |

| availability_zone | nova |

| bootable | false |

| consistencygroup_id | None |

| created_at | 2018-01-22T00:19:06.000000 |
| description | None |

| encrypted | True |

|id | a361fd0b-882a-46cc-a669-c633630b5¢93 |
| migration_status | None |

| multiattach | False |

| name | Encrypted-Test-Volume |

| properties | |

| replication_status | None |

| size | 1 |

| snapshot_id | None |

| source_volid | None |

| status | creating |

| type | LuksEncryptor-Template-256 |

| updated_at | None |

| user_id | 0e73cb3111614365a144e7f8f1a972af |
+ + +

18



5%. CINDER 2§ ¢33}

A3} A B barbican M=o AE o0 2 2= )

4. barbicang A&t t == ¢F5 8} 717F A=A ld Yk o] d Ao A B 2' 2= LUKS &
F A A LA FY T

$ openstack secret list

+ +--mm-- et
+ + + + + +

Fommmmmmmees +

| Secret href | Name | Created | Status

| Content types | Algorithm | Bit length | Secret type | Mode | Expiration |

+ +--mm-- et
+ + + + + +

Fommmmmmmees +

| https://192.168.123.169:9311/v1/secrets/24845e6d-64a5-4071-ba99-0fdd1046172e | None |
2018-01-22T02:23:15+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | None | None |

+ +--mm-- et

+ + + + + +

5. 71ERIEH A EFS AZAFUTh o E &Y b3 ZAFU
I $ openstack server add volume testinstance Encrypted-Test-Volume

I GE 2FC)ALE QG AACd A HL W E& AHE st vt ET = A FY

5.1. 7= 2§ 7] 2 BARBICAN S & u}lo| 13| o] A

2
. o
® f
:(I)L_';

barbican o = u}ouaﬂ o] A % = A54 ﬂr. 01 g ﬂ £ barbicano 2 “}011311
~] encryption_key_id &5 ¢] t o] Ej ¥ o] 25 708t 2hg T 7} -2 A barbuca 7] IDE 7}A4
9 71 7] ConfKeyManager A =3l & #-%] & 4 t}.

251
o] ¢l == ConfKeyManager & Al-&-3lo] 45 3sld BFo 2fdAS A &G 4= U
% U th barbicano. & #e] sl BHF2 AFE T S g Th

23
barbicang &4 3} & 7] = keymgr &5 ©] &4 5 A &5t

nfo] 2 o] TR A 27F G S wpo] 2y o] d TR A A7 AE 02 A H AT ok Al ol A
AR o] F g g} A A nho] g o] A -2 cinder-volume % cinder-backup 3= 2 A 2x o) A 2] 3}
=™ cinder 21 9 o] X8 S F4T F AFHh

e Cinder-volume - cinder ¢] 2§ 2 A~ WAk Hlo] B o A A% 7] & ufo] 18 o] A th

e cinder-backup - Backups H| o] E-9| A 7] & wlo] 1g o] A g T}

5.1.1. mfo] 8 o] A & A 7 &

19
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. barbican ¥ 2~ E uj) £3F ).
2. cinder A H] 2] creator & &< F71gUth o 2 5 oL 7 &Yt

#openstack role create creator
#openstack role add --user cinder creator --project service

3. cinder-volume 4! cinder-backup 4 #] 2= thA] A] 2FgHy o}
4. cinder-volume % cinder-backup & vjo] 2@ o] T2 A A 24F 0 2 A 2 T

5. mpo]lzg o] o] ¢hF E A& HER & W AR ¢ 215 U E ) 5a ConfKeyManager all-
zeros 3.3} 7] IDE ¢ o] A& 8HA] A el T

6. cinder.conf 2 nova.conf ol 4 fixed_key &4 S A AUt} o] A o] AL e =S
glaf o ot

7. cinder A 8] 29| A creator & &-& A A gt}

5.1.2. 52} 2}o| A
Barbican-managed ¢} 3 3} ¥ £ &< ConfKeyManager S A}§-5t= 25 3 tt 274 2-gUt}

o A barbican A ZZ 9] £AFHE F=T F 7] W&ol d5stE BFA AT L/FdAS FED

TBAH]’]E]'

® Barbicane U ¥ cinder 25 Z Pl FE =+ A= A AHL
S ARAYUT A S Sol AHEAHE BHE AHEAHe] RS A7, B TE A+ Peie

513. mfo] 2go]d Z2A 2 HE

BT 2 A A2 A 2eE o] g
A

o 4 mho] el o] A Al o] FEE el sh o] ths) A
oo ° AR EA E AT A

A4
dE T o}ﬂrﬂi:wﬂ HAEY . ©
EoteA RS vErd Y o

rlr

e ConfKeyManager7} «] A 3] AL-& Fo| B = ¢t5 3} 7] & wlo] 18 o] 3R] &)

e ConfKeyManager?] fixed_key7} A}&5 =] ¢7] ] Fo] 9453} 7] E vlo]l 2@ o] A 3tA] &
t}.

e 'XXX' key_manager W == ulo] 1@ o] o] XY Foug s3] 7|5 wpo] 13 o] A3}t
A ZFHFUT - o] WA A = YEFUA] 5 T o] H Al A= barbican o] £ ¢ T+ & Key Manager
Wl =rt @Al sl= A =E A st b AAFY YT o] & =7} sue] mpo] g o] d Al
2o v A Y57 w L] t}. ConfKeyManager 94/ b arbican <] )1 t}.

o o] Z2ES AZW BFo| §l7] WlFo| &3} 7] = vio] 1y o] H3}HA ek h. - cinder-
volume ©] o & E/\Eoﬂ}\—] AP T IS o dAyST F9om EX SAEYN T EFol A4
Ho) YA Ut ol RE S AEVAA BFLS AR R o] 3 FA 7} vk 3 o).

e ConfKeyManager 7] 2] vlo] 18] o] A& A] 2 o}

o 1= <UUID> ¢t35 3} 7] = Barbicanz vlo] g o] A - nlo] 1@ o] A Fof] S AEQ RE HFo]

=

74 /\}Q a3l B-F o] o] 213] ConfKeyManager<] 7] ID(00000000-0000-0000-000000000000) %] &
shel sl of WA %7} EAHY ).

o cinder-backup | %% o] WA A & o}k T U] BAE AL Th BF vho] Ll o] A [..]
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57%. CINDER &

N

FSXREQA BRE &

mlo

A S22 o] 8.oF AE WA A 7H EAE U T

=
"

fn

"No volumes are using the ConfKeyManager's encryption_key_id."
"No backups are known to be using the ConfKeyManager's encryption_key_id."

o —

oo

Ak

ConfKeyManager2] 2= 0 ¢+3.3} 7] IDE AHE-351=%d E-F9o] 94 A3] dH5Y
t}.ConfKeyManager2] =& 0s ¢4 5.3} 7] IDE AH8-3t= %d W Qo] AA3] JdFUh ol s F
| A] x| = 5= cinder-volume 2 cinder-backup =10 T A2 ¢ AdH5Uth zF Au| 2= 244 &

& o] mpo] 2@ o] A RE A gl 8t W, A M 2= T2 5o AH E 0P 2 24 % cinder-
volume & cinder-backup ©] o 73] vlo] 2@ o]/ A o] =X ¢ o™ cinder-
volume A 1] 2=of mfo] 28 o] Ae BFo] YA AR E L dFYh

[>
% rff

22 &5 1 vho] g o] A shAI jE @ oF Wl AJA] = o] A 3] mpo] e o] d o] E 2 FHA]
F22Y grtE vt stu BE B0l e vle] 2 ol o] R H A=A &
Yt} g¢lo] =415 1 cinder.conf 2 nova.conf ol A fixed_key 44 S | 7] 3} 4]
LHQ_ e} o},:,W 7245] 7/ ZJ,z/ Al & zl}_—s}g /\]9_

E
o
)

44

]

N B

> g N
1-0 ot

15 fol
rol' o)) [

5.1.4. vfo] e o] A Z 2 A X FA) ) 2

lon
Q
-~
O
@)
Q
>
>,
1
Y
rlo
ko
}ll_‘,
_>;
2
X
0O
-~
D
Q
—
[0)
12
<1

o] A= AT AT 4 A F YT F, cinder A H] 2 z}A]
o] A A} A ol %‘ﬁﬂblt} A== Dl 1. oo om 33 AR 22 AlF 27 Ao

ConfKeyManager 7] 9] vwlo] 2| o] S Az ).

25 <UUID> ¢35 3} 7] 2 Barbican©. 2 vjo] 1@ o] A

error migrating encryption key: Forbidden: Secret creation attempt not allowed - A} -&
ZAHEZZAE A4S HEAA L.

ConfKeyManager?] all-zeros ¢+ & 3} 7] IDE A}-&3to] o A3] %d EFo] JdxUth.

7l WA A= Al AR A2 A A 271585 A 54U o] ZAIE sl A st cinder Al G 9] A
&2 dHolEdyn.

openstack role add --project service --user cinder creatorZ 4 3j g},

cinder-volume 2 cinder-backup 4] 8] =& t}A] A 2 o).
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w2hA whol 2alol A A Tk A =7} 4 Falof g,

5.1.5. 549 712 Pk

encryption_key_id = Queens €& 29| 4R = HZ Wl ¢ g o] L F7HAFHT
A#AH o7 ¢ssta 259 71E Wdo] EAF 7 o] =FYth. all-zeros
encryption_key_id = 9 ¢ #}A) o] A7 A] 7k Backup ©] o] g H o] 20 = F A H A &
Ut mabA ¢tsstE 259 wgo] =% 0¢ ConfKeyMgr 7] ID9) 9] &3t= ¢34
59 Wgo] EA=A o 3 vlo] 1 o] Z2A2A = & F dFU

7] IDE barbican= vlo]z g o] A s ¥ 1A 7= A AL AP Yt. fixed_key FHo] .conf 34
A 43R Fone JF ARGAAA Bt AV A E 5 dFUG. o] £A1E A2t nova
2 cinder 74 ol A] fixed_key &S 522 A AT F AFUth 28} o] gholl F&4A t2=aE= oA
5] AT 4 gl7] W&o 9A g5ste] 2 9Ado S AEYY T

71 % fixed_key @& A EFUTH F Aulx 2F 9 gkt A3 oF gt

crudini --get /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf keymgr
fixed_key

crudini --get /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf keymgr
fixed_key

F2: 71 fixed_key 32 WA A 2. o] DA hd EA7L 24 S A4 %S 29 57
1} o]ld ¢33} 712 AHE sl= M-S B9 s oF gy t}.This allows you to restore the value if
something goes wrong, or if you need to restore a backup that uses the old encryption
key.

fixed_key 72 2Hal o

crudini --del /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf keymgr
fixed_key

crudini --del /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf keymgr
fixed_key
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67. AT-REST SWIFT 2 HA E ¢35 3}
67. AT-REST SWIFT ¢ A E 9} 5}

7182 © 2 Object Storageo] == QBAE = U531 HA &2 FuH = AP Y. o] = 23 3
A A" A QA o] FH QAT = JdFUT ol = H 27 AHAH 7] Ao A2 A YA A o
Bl 913 o] Al d 4= &t} barbicang 34 3151 Object Storage A v] 2 (swift)oll 4] A1 Z4H o8
AEZ TP ¢5ssta sl 5T F dFUT 7 ¢35t g2 ARH= s g¢3sstE= A
A& vedl = AF5 Hl ¢33k g5y

Swift= swift2 423 o 502 A5 I AL ANA A7 u] AFOo0Z AT FHEHE OB
A E ol S o] H g 53t AU FHA FAF YL o] 453t 2 A4S 3§52 barbicand] A3 &

&3t (symmetric) 7] & AH8-sho] =3 H Yo
i A

olA] Hlol§ 7t ¢z she el AFHEE G5 3tE v &/}t swift E 2 2F
HolHE F713 Fol= ¢33t v s sy w2t 548 712 dEstE
oA 45t W 7hA] G s v aAdstE A dHolHE ¢S sy

6.1. SWIFTol i3l -+ 2=l o ¢sst &3}
1.
218 37 119 o) SwiftEncryptionEnabled: True & ¥ 33}l swift ¢+53} 7152 @43}

gt t}-3- /home/stack/overcloud_deploy.sh £ A}-8-3} o] openstack overcloud deploy & t}A]
AP = At Barbican & =] ol €5 d t] = barbicans 7] < 8§ s}5) oF g1l

B3 A 58 AlS S swift7h FAHQER AT

$ crudini --get /var/lib/config-data/puppet-generated/swift/etc/swift/proxy-server.conf pipeline-
main pipeline

pipeline = catch_errors healthcheck proxy-logging cache ratelimit bulk tempurl formpost
authtoken keystone staticweb copy container_quotas account_quotas slo dlo
versioned_writes kms_keymaster encryption proxy-logging proxy-server

Aol ¢t U3 FEo] 3ol gt
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7%. GLANCE °|v|x] A%

Barbicang &A1 3lslH 2 =9 o]n| X7} HAHXA] A=A 82135 =F Image A 4] X=(glance)E +
g AFU o] F@AA ov| A= WA barbicand] #3H 7= /‘1“*%‘4‘3} ad g olvA=
A7 %EQ} 37 glanced] ==t A& o= 7} AL Aof o]u| R o] A o] Sl AHo] U
A 5A koW A2E AW E E2A 271 A ).

Barbican] glances}e] 532 openssl 932 71l 719} #7 ALg3te] oM A 2E87] Aol
glance o] v X ol NE e % &L olv T

7.1. GLANCE o|v|#] AZ &3}

£

A o] 4] VerifyGlanceSignatures: True % 724, L X183} o]m| ] FolL A3 St) o] A

7
2 &-3l2] A openstack overcloud deploy & % & thA] A3 s oF .

o
=

Glance °|nA] AFo] SASFHAAEA st A I AFE =04 b3 9433 23

Ut

$ sudo crudini --get /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf glance
verify_glance_signatures

Fx

CephE ©]v]x] & Compute x| H] 2 9] Wi =2 AL-8-3HH CoW HA| &o] A4 H
A ofu|A] A" S-S FA T F UFU

7.2.0olv A A

A3 < 93l Glance °| V| X & A SIEH Y O3 GAISE 5P

barbicang A}&-3l == glance7l 7+ H A=A &A1)

$ sudo crudini --get /var/lib/config-data/puppet-generated/glance_api/etc/glance/glance-
api.conf key_manager backend
castellan.key_manager.barbican_key_manager.BarbicanKeyManager
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77 . GLANCE o] u] ]

openssl genrsa -out private_key.pem 1024

openssl rsa -pubout -in private_key.pem -out public_key.pem

openssl req -new -key private_key.pem -out cert_request.csr

openssl x509 -req -days 14 -in cert_request.csr -signkey private_key.pem -out
x509_signing_cert.crt

barbican A =8 A A4 QAZFAE F713

$ source ~/overcloudrc

$ openstack secret store --name signing-cert --algorithm RSA --secret-type certificate --
payload-content-type "application/octet-stream" --payload-content-encoding base64 --
payload "$(base64 x509_signing_cert.crt)" -c 'Secret href' -f value
https://192.168.123.170:9311/v1/secrets/5df14c2b-f221-4a02-948e-48a61edd3f5b

olF BANA AL 5 AES A7} UUIDS 7| S5 ch. of ool A Q15A
°] UUID+= 5df14c2b-f221-4a02-948e-48a61edd3f5b ¢ 1 o}

private_key.pem & A}-8&3}o] o]u] x| o] A3}l .signature 7Y S AAASU T oS 5
a3 Z2EU

$ openssl dgst -sha256 -sign private_key.pem -sigopt rsa_padding_mode:pss -out cirros-
0.4.0.signature cirros-0.4.0-x86_64-disk.img

A3} .signature 71U 2 base64 2 o = ¥},

I $ base64 -w 0 cirros-0.4.0.signature > cirros-0.4.0.signature.b64
baseb64 7t-S T4 A AHE SRS Mg 2=/

I $ cirros_signature_b64=$(cat cirros-0.4.0.signature.b64)

A8 o]u] A £ glancedl 9 2 =3 ). img_signature_certificate_uuid ] 73-9- o] A ]
barbicanol] = =3 A% 719 UUIDE A A3l of .

openstack image create \

--container-format bare --disk-format qcow2 \

--property img_signature="$cirros_signature_b64" \

--property img_signature_certificate_uuid="5df14c2b-f221-4a02-948e-48a61edd3f5b" \
--property img_signature_hash_method="SHA-256" \

=
ZZh
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--property img_signature_key_type="RSA-PSS" cirros_0_4 0_signed \
--file cirros-0.4.0-x86_64-disk.img

+ +

-+

| Property | Value

+ +

-+

| checksum | 25¢9694208461e008d593b6c2cfda00

| container_format

| created_at

| disk_format

|id

| img_signature

| bare |
| 2018-01-23T05:37:31Z |
| gcow?2 |
| d3396fa0-2ea2-4832-8a77-d36fa3f2ab27 |

lc17nGgoKxnCyOcsJ4abbEZEpzXByFPIgiPeiT+Otjz0yvWOOKNN3fIOAABIN9EXrp7ib2xBDE4Ua

O3v |
|

IFquV/s3mU4LcCiGdBAI3pGsMImZZIQFVNcUPOaayS1kQYKY7kxYmU9ig/AZYyPw37KQI52s

mC/zo054 |
|

| zZ+JpnfwisM= |

| img_signature_certificate_uuid | ba3641c2-6a3d-445a-8543-851a68110eab

| img_signature_hash_method | SHA-256 |

| img_signature_key_type | RSA-PSS |
| min_disk |0 |

| min_ram |0 |

| name | cirros_0_4 0_signed |
| owner | 9f812310df904e6eal1ei1bacb84c9f1a

|

| protected | False |

| size | None |

| status | active |

| tags I |

| updated_at | 2018-01-23T05:37:31Z

| virtual_size | None |

| visibility | shared |

+ +

-+

Glance9] o] n] x|
compute.log °i| A 3
AU

kol
)
N
2
ol
flo
(@)

ompute = 1: /var/log/containers/nova/nova-

R
5 YgUth A Sol A2H2s} RYE ) the FHLS o FT

2018-05-24 12:48:35.256 1 INFO nova.image.glance [req-7¢c271904-4975-4771-9d26-
cbeabcOade31 b464b2fd2a2140e9a88bbdacf67bdd8c a3db2f2beaee454182c95b646fa7331f
- default default] Image signature verification succeeded for image d3396fa0-2ea2-4832-

8a77-d36fa3f2ab27
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