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1%¢. SERVICE TELEMETRY FRAMEWORK 1.5 4~7]

STF(Service Telemetry Framework)= RHOSP(Red Hat OpenStack Platform) == EFA} = o A 24
g HolHE FAYPYULESTFE AHE-5t o A9 S T3 T s

o 1% o) g RUEY elo 8l E AF e naAg

o A R=dAN YT oE RYHY HolEZ Hth

o RUEH HOHE A Bal e Fas EYATEU
ZUHH dolHeMEY EEoWEY 5 A5

W E 2

AP PR E RN RRIC R

TF <] g4 dolH AFE 98] WAIA HAE AMSFU T Ho]H & FAISHAL A At vdeE &
52 74 2 4= Red Hat OpenShift Container Platformel] 4] 7 €] o] | & vl EZ 1t}
=9

STF= Red Hat OpenShift Container Platform ¥ 4 4103} & 3k Ut}

F7teas

® Red Hat OpenShift Container Platform vl 32 W o] o] gF Z}A| g ) 82 Red Hat OpenShift
Container Platform #l| 3 A M & x5 A Q.

o IZ9 Z ¥ == o] v &of Red Hat OpenShift Container Platform2- A X g+ 4= 9l &4
o} STF A 5 9 &4 of o 3F #}A| 3k W] 82 https://access.redhat. com/artlcles/4907241 = g
SHA A 2

o oy g == 7E} A Y H = FE-9-E = P9 Red Hat OpenShift Container Platformg A ]
g 5= 9% Y o} Red Hat OpenShift Container Platform 4 X] o] tf g+ 2} 4| 3F W] -& 2 OpenShift
Container Platform 4.10 &4 & 3 Z 314 Al 2.

1.1. SERVICE TELEMETRY FRAMEWORK %] 1

Red Hat& 5 71#] & 41 v A o] STF(Service Telemetry Framework)E A 1 &t}. o
A k&Y th AHA g W &2 Service Telemetry Framework A W4 nj Eg] =~ 2 2

‘:H
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Red Hat-& AMQ Interconnect, Service Telemetry Operator ¥ Smart Gateway OperatorE ¥ §} 3+ 344
Operator ¥ ]z 2 =& %] ¥ &4t} Red Hat& Elasticsearch, Prometheus, Alertmanager, Grafana 2 3j
2 Operator$} 742 7 H U E] Operator E= a2 14 @ A2 A YsA 45Ut

AA3] AAdH Y EH T FAAAMTSTFE vl £ 5= 25U th Red Hat OpenShift Container Platform
#AA 7 TV EY A Z5A SH STFE £ + 5o

S

1.2. 8] 2~ TELEMETRY FRAMEWORK o}-7] ] %

STF(Service Telemetry Framework)+= Z2to] A E-AH o} 7] € X & A}-&3} RHOSP(Red Hat
OpenStack Platform) & & &Fo] 9 E o] 12 Red Hat OpenShift Container Platform-2 4] v ¢ 1] t}.


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/
https://access.redhat.com/articles/4907241
https://docs.openshift.com/container-platform/4.10/welcome/index.html#cluster-installer-activities
https://access.redhat.com/articles/5662081
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e
Prometheus A &= A ok Al g
e
Elasticsearch A &= A ok Al g2
e
collectd A & Al F = A]
Ceilometer A 35 Al F = A



17¢. SERVICE TELEMETRY FRAMEWORK 1.5 47

Fa
RUHY ZYFo] 2H9ES £9 BAE HIAT 4 YRS AW RUE F 5Y
& Q1 etol] STFE 41X 817 nh4jA] &

19 1.1. Service Telemetry Framework o} 7] €l ] 7] &

OpenStack Platform OpenShift Container Platform

/ Community-based components

Container Image Container Image Prometheus ElasticSearch
Operator Operator
collectd plugins Ceilometer
Agents Prometheus ElasticSearch
collectd Datastore Datastore
plugin1
collectd
plugin 2
collectd .
iz Service Tlelemetry Framework
collectd
plugin N Smart Gateway Operator
Smart Smart
’ Gateway Gateway
events metrics events metrics T T

i l i l metrics events
| |

Container Image AMQ Interconnect Operator

AMQ Interconnect (AMQP 1.x)

v

AMQ Interconnect (AMQP 1.x)

FEo)AE S A % 9] A § collectd= Z2 A E dlo]H 7} gl 122t A & A 33, Ceilometer= 32

REAE EEALA YAZEE 7|90 2 RHOSP ZH £ fo]EH & A &Yt} Ceilometer$} collectd &
= AMQ Interconnect A %S A8l Prometheusel] B o] B] & A F 3l Ml A] ] HAE E3] to]EH &
AGFYth A1 Zoll A Smart Gateway@}= Golang o Z 2] Al o] A& Bl 20| A Ho]H 2EH S 714 9}
Prometheuse] 272 233 o7 I A}

oM EE 4£A 3t A A5t ™ AMQ Interconnect 2148 A}-831o] collectd 2 Ceilometer7} o] ¥l E 9]
o|E & A Bl o Al F& Yt} & t} 2 Smart Gateway+ Elasticsearch d] o] ] #] &4 of g o] & % Ut}

A & STF RUHAY Q2= o Al o2 FAgYTH
o XNHUlEAA FA ZHAAA15
® Red Hat OpenShift Container Platform 4.10
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29 1.2, A8 = STF mUE g a=a

OpensShift Container Platform (Virtual) &

Data Collection

Agent
Service Telemetry Framework :
(Containers)
Apps
Internal External i
Network Network i
Master Node :
Compute Node 58888 o
Load
Balancer

Infrastructure Node

Infrastructure / Platform (Virtual)

Bare Metal (Physical)
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https://docs.openshift.com/container-platform/4.10/installing/installing_bare_metal/installing-bare-metal.html#minimum-resource-requirements_installing-bare-metal
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Red Hat OpenShift Container Platform $-7 & STF(Service Telemetry Framework)& ¢ 2 FH| sl H
BT 2EYA, AET gl o E *EFJX] AU EQ A e ALES Al 8 el oF ot

® Red Hat OpenShift Container Platform F 2] 2o Z 28X =2 v 5 98] I+ 2ET A
AT YEA BAGUTH AT WL 228G 2E ) WSS FRIHAA L

® Operator 8l of Z2] A o] E | & AP sl7|of] T e a=E AT 7 A=A FATY
ok A g2 234 e A A i ES FERSY AL

o A3 AZAHE NMEY A S o] Jex gk AA 8 &L 244 "Service Telemetry
Frameworkoel] o 3t Y| E 9] = 18] 2139 &S F 241 L.

2.1. SERVICE TELEMETRY FRAMEWORK <] # 2+ A 2

STF(Service Telemetry Framework)el]l = 2 E g% W= 9 A3 o] 35 o] A & STFE
71U €] OperatorE A}-&3}o] Prometheus, Alertmanager, Grafana % Elasticsearch& v &t} STF
= olggt ARFYE SPYATISTFE ALESIESE A E 2 Z] Aol e A2 28 A =S 8
Py .

Service Telemetry Operator7} AF&2} A 2] 2] 22~ @ & A stE Al o] 23k o) Z ] Alo] A &= 7] EF
3o Z e A o] Aol o & AFA| vl EE AL 5FAL X . Smart Gateway S 2~ =3 &l Telemetry 2~ E 2] %]
£ 9&ll AAl Prometheus S8t A 2810 2 Agd = dFUh tiAl g A Wi =& ALget e s 2
FS AHAGSIH STRol = I+ £ dA 2EYA 7 8 8HA] 5 U T

22. 9T EF

Service TeIemetry Framework(STF)+ Red Hat OpenShift Container Platformol| A & - 2 E 2] X & A}
L3to] - BF S 2% 5] Prometheus ¥ Elasticsearch7} | E8] W o]l EE X A4 = J == Y

o

Service Telemetry OperatorE 53l g+ 2 EZ A& &4 s}shd STF w22 23 © PVC(YF T+
# 9)) ol RWO(ReadWriteOnce) Al 2= =7t A H YT S o] AL ZTER|AJHE o+ Hﬂ‘?'ro]
El 74 %- Red Hat OpenShift Container Platform 7] & -4 ¥l storageClass ©l| A RWO 552 AME
A= 1 gl
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) ot it
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® Red Hat OpenShift Container Platforme] & & 2~ E 2] x| A o] t g 2pA 3F W &-& o - ~E g

A ol & FxeH A L.

® Red Hat OpenShift Container Platformol| A A& =& 74 71553 2E 8 A 7] <ol ) 3 #}A| 3
W& A4 24 7hs s 2EA] VS FRSHAL

® STFo|A Prometheus?] & 2EZ X E FA = W ol o 3F 2FA| 3 W8 "Prometheus 9]
G 2EA A" S FERIPAL
® STFo| A Elasticsearch®] & F+ 2 E A & 4 5l= W of] o] 3 =} A 3F U] 88 “Elasticsearch 2]

G 2EeA TS FRFAN L

2.21. YA 2EFHA


https://docs.openshift.com/container-platform/4.10/storage/understanding-persistent-storage.html
https://docs.openshift.com/container-platform/4.10/scalability_and_performance/optimizing-storage.html#recommended-configurable-storage-technology_persistent-storage
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o) A 2 E 2 A & A-&-3}o] Red Hat OpenShift Container Platform Z & 2~E] o] Ho|E & 9 3 o & A&
5}A] ¢k 31 STF(Service Telemetry Framework) S 4 3 & 4= 9l &t}

2]
AA YA 2ELAE AHESHE A5 Pod7t A A &, o) E Ei thE == thA] o o
g

& o F=o o
G A9 volE S0 HAY + AUk QA 2R £ Z2E 4 B0 ohd
A e H 2o T AL T o,

23. YT
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® Elasticsearche] = 7] =7 o tf &+ #FA)| 3k W] &2 https://www.elastic.co/quide/en/cloud-on-
k8s/current/k8s-managing-compute-resources.html & FZ 34 Al 2

2.4. SERVICE TELEMETRY FRAMEWORK?®| o] & v] E 9] = 317 A}&}

AA3) AA Y U E YA 7 o v STF(Service Telemetry Framework) £ v £ & 4= 9141 t}. Red Hat
OpenShift Container Platform & 37 = Y EY I ZEA] 317 STFE v X g

et
-
g

o))
i
)

10


https://access.redhat.com/articles/4907241
https://www.elastic.co/guide/en/cloud-on-k8s/current/k8s-managing-compute-resources.html
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3% SERVICE TELEMETRY FRAMEWORK?®] & 4] +4 &

OperatorE A}-&3to] STF(Service Telemetry Framework) +4 24 9 @ BAEE 2 =3 4= 9l &t}
Operator= th STF 320 & ARYE 4 845 7H2F d8 o

%
x
N

® cert-manager

® AMQ Interconnect

® Smart Gateway

® Prometheus % AlertManager
® Flasticsearch

e Grafana

A 27 A
® Red Hat OpenShift Container Platform ¥ 4.100] A8 F <4t}

® Red Hat OpenShift Container Platform 3+7] & <=H]
B 4o STF 4 S A8 AT F U= J+ 28
o} 2} A 3F ] 8- Service Telemetry Framework A=

o 7o) &3 A4 o] A4 Y th Red Hat OpenShift Container Platformo] 2] 9 87 ==
YEL T 24 3tA o= STF7| 25314 ety th
8

STF = Red Hat OpenShift Container Platform ¥ A 4103} & 3k Ut}

F7tEas
® Operatoro] tf gk z}A] 3+ 82 Operator ¢/3)] 7}o] =Z ZZ 34 Al L.
3.1. RED HAT OPENSHIFT CONTAINER PLATFORM 3} 7 o] SERVICE
TELEMETRY FRAMEWORK Hjj 32
STF(Service Telemetry Framework) S vj £ 3}o] o]l ES =3, A&, =Y E H gy o}
A%}
1. STF 74 Q. 4x(4l: service-telemetry )& =33 v 25 o] 25 A A U o).
I $ oc new-project service-telemetry
2. Operator PodE o ¢Fst &= 9l = = ] ] 25| o] 2~ 0]] OperatorGroup2 A A §H4 t}.
$ oc create -f - <<EOF
apiVersion: operators.coreos.com/v1
kind: OperatorGroup

metadata:
name: service-telemetry-operator-group

VS|
=

1

A


https://access.redhat.com/articles/4907241
https://docs.openshift.com/container-platform/4.10/operators/understanding/olm-what-operators-are.html
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namespace: service-telemetry
spec:

targetNamespaces:

- service-telemetry
EOF

ZHA] & W) -&-2 OperatorGroups S %3814 A Q.
3. cert-manager Operatore] W] 25| o] 2~ & AYAJ gt}

$ oc create -f - <<EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
name: openshift-cert-manager-operator
spec:
finalizers:
- kubernetes
EOF

4. cert-manager Operatoref] t] $+ OperatorGroup & A A & t}.

$ oc create -f - <<EOF

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-cert-manager-operator
namespace: openshift-cert-manager-operator

spec: {}

EOF

5. redhat-operators CatalogSource & A}-8 3} cert-manager Operatorg 55 34 th

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-cert-manager-operator
namespace: openshift-cert-manager-operator
spec:
channel: tech-preview
installPlanApproval: Automatic
name: openshift-cert-manager-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

6. ClusterServiceVersion2 7 534 t}. cert-manager Operatorel] Succeeded 7| 7| 3 A] & =4]
gl

$ oc get csv --namespace openshift-cert-manager-operator --
selector=operators.coreos.com/openshift-cert-manager-operator.openshift-cert-manager-
operator

12


https://docs.openshift.com/container-platform/4.10/operators/understanding/olm/olm-understanding-operatorgroups.html

37%. SERVICE TELEMETRY FRAMEWORK<®] &4 4 9 4 A X

NAME DISPLAY VERSION REPLACES PHASE
openshift-cert-manager.v1.7.1 cert-manager Operator for Red Hat OpenShift 1.7.1-1
Succeeded

7. redhat-operators CatalogSource & A}-&3Fo] AMQ Interconnect OperatorE 5= g4t}

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/vialphait
kind: Subscription
metadata:
name: amq7-interconnect-operator
namespace: service-telemetry
spec:
channel: 1.10.x
installPlanApproval: Automatic
name: amq7-interconnect-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

8. ClusterServiceVersion2 7 534 t}. amqg7/-interconnect-operator.v1.10.10¢] Succeeded 7]
£ A et=A Fl gy

$ oc get csv --selector=operators.coreos.com/amq7-interconnect-operator.service-telemetry

NAME DISPLAY VERSION REPLACES
PHASE

amq7-interconnect-operator.v1.10.10 Red Hat Integration - AMQ Interconnect 1.10.10
amq7-interconnect-operator.v1.10.4 Succeeded

9. OperatorHub.io ARFYE] 7t 22 225 A 3151e] bl ol 2 E 8] A] 2 A Z}F3} Operators
CE LA

'@ F9)
Red Hat2 AMQ Interconnect, Service Telemetry Operator 2 Smart

Gateway OperatorE 33}l 84 Operator ¥ ¢ =22 =5 X gt} Red
Hat-2 Elasticsearch, Prometheus, Alertmanager, Grafana % &l & Operator
£ 23 77U E Operator 2= A2 4 245 A A3HA &5

c}. )

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/vialphat
kind: CatalogSource
metadata:
name: operatorhubio-operators
namespace: openshift-marketplace
spec:
sourceType: grpc

13
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14

10.

1.

12.

image: quay.io/operatorhubio/catalog:latest
displayName: OperatorHub.io Operators
publisher: OperatorHub.io

EOF

Prometheusol] #] 32 # %3} ™ Prometheus OperatorZ &4 }af oF 4 t}. Prometheus
OperatorZ &4 3} 5l ® Red Hat OpenShift Container Platform 7 o A t}-& mj Y g 2 E S
A2 g ok

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: prometheus
namespace: service-telemetry
spec:
channel: beta
installPlanApproval: Automatic
name: prometheus
source: operatorhubio-operators
sourceNamespace: openshift-marketplace
EOF

Prometheus Succeeded 2] ClusterServiceVersiong &-<13H4 t}.

$ oc get csv --selector=operators.coreos.com/prometheus.service-telemetry

NAME DISPLAY VERSION REPLACES PHASE
prometheusoperator.0.47.0 Prometheus Operator 0.47.0 prometheusoperator.0.37.0
Succeeded

Elasticsearche] o] 4l E £ #] &} ™ ECK(Elastic Cloud on Kubernetes) OperatorZS &4 3} 3
of gy t}. ECK OperatorE €4 g} 5l# ™ Red Hat OpenShift Container Platform 27 ol A o}
U E AES A YT

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-eck-operator-certified
namespace: service-telemetry
spec:
channel: stable
installPlanApproval: Automatic
name: elasticsearch-eck-operator-certified
source: certified-operators
sourceNamespace: openshift-marketplace
EOF

13. Kubernetes Succeeded °l] 4] Elastic Cloud¢] ClusterServiceVersion2 3F¢1 514 Al 2.

$ oc get csv --selector=operators.coreos.com/elasticsearch-eck-operator-certified.service-
telemetry
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NAME DISPLAY VERSION REPLACES PHASE
elasticsearch-eck-operator-certified.v2.4.0 Elasticsearch (ECK) Operator 2.4.0
elasticsearch-eck-operator-certified.v2.3.0 Succeeded

14. Service Telemetry Operator A B2~ A S A 5Fe] STF QI 2=H A5 7

L

L

Y.

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: service-telemetry-operator
namespace: service-telemetry
spec:
channel: stable-1.5
installPlanApproval: Automatic
name: service-telemetry-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

15. Service Telemetry Operator @ %< OperatorZ &2l gt o}

$ oc get csv --namespace service-telemetry

NAME DISPLAY VERSION
REPLACES PHASE

amq7-interconnect-operator.v1.10.10 Red Hat Integration - AMQ Interconnect
1.10.10 amq7-interconnect-operator.v1.10.4 Succeeded
elasticsearch-eck-operator-certified.v2.4.0 Elasticsearch (ECK) Operator 2.4.0
elasticsearch-eck-operator-certified.v2.3.0 Succeeded
openshift-cert-manager.vi1.7.1 cert-manager Operator for Red Hat OpenShift
1.7.1-1 Succeeded

prometheusoperator.0.47.0 Prometheus Operator 0.47.0
prometheusoperator.0.37.0 Succeeded
service-telemetry-operator.v1.5.1664298822 Service Telemetry Operator
1.5.1664298822 Succeeded
smart-gateway-operator.v5.0.1664298817 Smart Gateway Operator
5.0.1664298817 Succeeded

3.2. RED HAT OPENSHIFT CONTAINER PLATFORMZ]| A
SERVICETELEMETRY 2 24 E A A

3 8o Service Telemetry

Pt

Al Q.

»w

Operatoreof| 4] STF(Service Telemetry Framework) Hf 3 of tf g x| J T4 e
£ 3214 . "ServiceTelemetry @ B A E o] 7] & w7 :H =" 2] | &3 ZZ 314

oz

Azt
ZrS ALR-3}= STF v £ 2 A A 51 += ServiceTelemetry © B2 4 E = A A 51 A ¥l spec v
42 x}-8-3}o] ServiceTelemetry © B 4] E = A A 3t}

N
(e

|
7N

$ oc apply -f - <<EOF
apiVersion: infra.watch/vibetat
kind: ServiceTelemetry

VS|
=

15

A



Red Hat OpenStack Platform 13 A H] 2 917 4 Zgd Y= 15

metadata:

name: default

namespace: service-telemetry
spec: {}
EOF

e A el SE A A G vl E g o)

7] E-3k
Elasticsearch2 €4 3}t o}

2
atof
$ oc apply -f - <<EOF
apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
metadata:
name: default
namespace: service-telemetry
spec:
backends:
events:
elasticsearch:
enabled: true
EOF

Hl spec vl 7| H == A1-8-35}o] ServiceTelemetry © 2 4 E & A A] 51 o} 23

2 STRHj27F gt

apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
metadata:
name: default
namespace: service-telemetry
spec:
alerting:
alertmanager:
receivers:
snmpTraps:
enabled: false
target: 192.168.24.254
storage:
persistent:
pvcStorageRequest: 20G
strategy: persistent
enabled: true
backends:
events:
elasticsearch:
enabled: false
storage:
persistent:
pvcStorageRequest: 20Gi
strategy: persistent
version: 7.16.1
logs:
loki:
enabled: false
flavor: 1x.extra-small

16

ki

Yt} o] o o] A = enabled £ true £ 4%



37%. SERVICE TELEMETRY FRAMEWORK<®] &4 4 9 4 A X

replicationFactor: 1
storage:
objectStorageSecret: test
storageClass: standard
metrics:
prometheus:
enabled: true
scrapelnterval: 10s
storage:
persistent:
pvcStorageRequest: 20G
retention: 24h
strategy: persistent
clouds:
- events:
collectors:
- collectorType: collectd
debugEnabled: false
subscriptionAddress: collectd/cloud-notify
- collectorType: ceilometer
debugEnabled: false
subscriptionAddress: anycast/ceilometer/cloud1-event.sample
metrics:
collectors:
- collectorType: collectd
debugEnabled: false
subscriptionAddress: collectd/cloudi-telemetry
- collectorType: ceilometer
debugEnabled: false
subscriptionAddress: anycast/ceilometer/cloud1-metering.sample
- collectorType: sensubility
debugEnabled: false
subscriptionAddress: sensubility/cloudi-telemetry
name: cloud1
graphing:
enabled: false
grafana:
adminPassword: secret
adminUser: root
baselmage: docker.io/grafana/grafana:latest
disableSignoutMenu: false
ingressEnabled: false
highAvailability:
enabled: false
observabilityStrategy: use_community
transports:
qdr:
enabled: true
web:
enabled: false

ol gl gt 7] E-3kS A A o st W spec v 7HH ol S FUHE U o
2. Service Telemetry Operatoro| 4] STF vl ¥ 2 25 &l g}

I $ oc logs --selector name=service-telemetry-operator

17
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o
ol\

Ansible Task Status Event StdOut -----------------

PLAY RECAP kkkkkhkkkkkkhkhhhhkhkhkkkhkhhhhkhkhhhhhhhhkhhhhhhhkhhhhhhhhhhhhhhhhkhkhhrdhhhrrrrk

localhost :0k=90 changed=0 unreachable=0 failed=0 skipped=26

rescued=0 ignored=0

REQAZETuEA ZEa=RA &2

23

12 @ Pod ¥ 7} Pod

1o
o
u
il
—] {
rO
)
L
o

ol

backends.events.elasticsearch.enabled v 7] H == true = A 4 3'H Smart
Gatewaysol| A Elasticsearch7} A] 2hx] 7] A ¢] 717k %<t Error 2
CrashLoopBackOff & 7 WA X & B g}

$ oc get pods

NAME READY STATUS RESTARTS AGE
alertmanager-default-0 2/2  Running 0 17m
default-cloud1-ceil-meter-smartgateway-6484b98b68-vd48z 2/2 Running 0 17m
default-cloud1-coll-meter-smartgateway-799f687658-4gxpn 2/2  Running 0 17m
default-cloud1-sens-meter-smartgateway-c7f4f7fc8-c57b4 2/2  Running 0 17m
default-interconnect-54658f5d4-pzrpt 1/1 Running 0 17m
elastic-operator-66b7bc49c4-sxkc2 1/1 Running 0 52m
interconnect-operator-69df6b9cb6-7hhp9 1/1 Running 0 50m
prometheus-default-0 2/2  Running 1 17m
prometheus-operator-6458b74d86-wbdqgp 1/1 Running 0 51m
service-telemetry-operator-864646787c-hd9pm 1/1 Running 0 51m
smart-gateway-operator-79778cf548-mz5z7 1/1 Running 0 51m

3.2.1. ServiceTelemetry @ E 4] E 9]

ServiceTelemetry ¢ H A E = t} 3 3} 7+

STF wj

)
Kl

)
L
i

g
highAvailability

A

of

o] TR )52 ATHES o]

backends ul 7} H S

18

7] w70

Fo 74 AR FE g



37%. SERVICE TELEMETRY FRAMEWORK<®] &4 4 9 4 A X

backends "7/ & A3l A% Y oWl E Q] AE X o) AFET 4 9= 2B XA WA= E A o]}
3, clouds w7 W =7} A o] 5} = Smart Gateway AF&-& Al o §Y o} 2FA g W 82 “clouds ulj 7 ¥ "2
[RIR = = 3 P L

HA A= Prometheus S X % A~ E g A BHal =2 A} &3} 3 ElasticsearchE o)W E A E g2 Wl =2 Al
& AdFYoh

PrometheusE W Egl¢] 2AE g X Mot 2 A3}
Prometheus& Wl E g o] 2E R Bl =2 &/ 3}35l#] W ServiceTelemetry ¢ B Al E S 24 3l oF ¢}

=8

A=}
e ServiceTelemetry ¢ 2 A E = 243},

apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
metadata:

name: default

namespace: service-telemetry
spec:

backends:

metrics:
prometheus:
enabled: true

Prometheus?] 9 F+ 2E 8 X 74
backends.metrics.prometheus.storage.persistent o g o] & 7} v/l A& AL8-31] 2B A &
2 8l EF A7) 9 +2 Prometheus®] &+ 2E2 A 45 74 U h

storageClass £ A}-&-3lo] Wol= ~Eg| %] FP =5 Fo|FUh o] mi/faSE A sHA ko
Service Telemetry Operatorol] 4 Red Hat OpenShift Container Platform S 2] 28 o] 7] & ~E 2] %] 2
25 AR YT

N

pvcStorageRequest | 7| ¥ == Al-g-3lo] 2EE A @S =357 e 2o AL BF A2
AU EFol AXCZ HAE B¢ aH A EFHTG S EF A7 E A F AFHL 7|23 0=
Service Telemetry Operatore 20G (20Gigabytes)e] E§ =71 S 23 g4}

A3}
® AgUbsd 2EYA FHEE UE T YT

$ oc get storageclasses
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
csi-manila-ceph ~ manila.csi.openstack.org Delete Immediate false
20h
standard (default) kubernetes.io/cinder Delete WaitForFirstConsumer true
20h
standard-csi cinder.csi.openstack.org Delete WaitForFirstConsumer true
20h

e ServiceTelemetry ¢ 2 4 E = 243},

I apiVersion: infra.watch/vibetat

19
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kind: ServiceTelemetry
metadata:
name: default
namespace: service-telemetry
spec:
backends:
metrics:
prometheus:
enabled: true
storage:
strategy: persistent
persistent:
storageClass: standard-csi
pvcStorageRequest: 50G

ol E o] ~E 2| X] Wal == Elasticsearch &4 3}
ElasticsearchZ oWl E o] ~E 2] x| W =2 g4 3}5}2 ™ ServiceTelemetry 2 B A E & 4] &) of &

U,

A=}
e ServiceTelemetry ¢ 2 4 E = 243},

apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
metadata:
name: default
namespace: service-telemetry
spec:
backends:
events:
elasticsearch:
enabled: true

Elasticsearche] g3 22 % A
backends.events.elasticsearch.storage.persistent o] % o] ¥ 7} v/ H & A3l ~E A F
P w BEF =79 22 Elasticsearchd] & 7+ 2E 8 A A4S A4

storageClass & A}-8-3to] Widl= 2E 8% S 2E AJolgdUnt o] Mi7/ir-E DA e1A] g od
Service Telemetry Operatorol] 4 Red Hat OpenShift Container Platform 2 2] 2o 7] 2 ~E 2] %] 2|
25 AU T

pvcStorageRequest " 7 H 5 AL&-3slo] 2EZA] @S FF3H7] Sl 2o HAL BF A7EA
UL EFol AHOoZ HAE A AD EFHOG T EF A7 S AL FAdFUTL 7| BF 0w
Service Telemetry Operator= &F =7] 20Gi (20Gibibytes)E &% gt}

=B
* A7 2EA EYEE YEIYT
$ oc get storageclasses
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
csi-manila-ceph ~ manila.csi.openstack.org Delete Immediate false

20h

20



37%. SERVICE TELEMETRY FRAMEWORK<®] &4 4 9 4 A X

standard (default) kubernetes.io/cinder Delete WaitForFirstConsumer true
20h
standard-csi cinder.csi.openstack.org Delete WaitForFirstConsumer true
20h

e ServiceTelemetry ¢ ¥ 4 E = 24 3},

apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
metadata:
name: default
namespace: service-telemetry
spec:
backends:
events:
elasticsearch:
enabled: true
version: 7.16.1
storage:
strategy: persistent
persistent:
storageClass: standard-csi
pvcStorageRequest: 50G

clouds vl 7| H 4=
clouds v 7 H = A}ﬁé}ﬂ vl 3 5] = Smart Gateway L E A EE Aol H R UEHHE = o8] FEH¢-

= 3 of o gt ‘”JEi«ﬂlO] E Al F-3ke] STF 1 =¥l =9 ‘?ﬂé%‘—? AFUTHE AL AN =F A 5 3
=478 = 34 Oﬂ gl x] % L o)Wl E Smart Gateway 7} A g Yt} 7] 224 o & Service

Telemetry Operator% cloud1 & Smart Gateway = A A Tt}

A old k-9 s A4 E Smart Gateway & Al o] 5= FEH¢-E 2 B4 =
ozt Ege=EsdelEH 9 € 72 g Yk EﬂolEi FE2HWES = o|dE YUt} 7} b
Ol 82 7] 55, AR HEAMBEAIAHE F4 oA S @A stet= i) A= A4 g YTt
] E g of] A}& 7153 423 7] += collectd ceilometer 2! sensuability] Ut} o]l E o] A& 7153 3]

71%= collectd 2 ceilometer Ut} o] 83t 7z A E o) B ATYH F A7 RE ZLT oH &
9 7] 2% gl ALl oF g

o &l collectd, Ceilometer & Sensubility g o] €] <=3 7] 9|

71E cloud1 £ & EX S8 95 0l A~E 29
WES] MEAIHA 8l dlo] 8] 2EF A& Al¥ 5= ServiceTelemetry ¢ B A E 2 3

e mEY gl oyl

AU

apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
metadata:
name: stf-default
namespace: service-telemetry
spec:
clouds:
- name: cloud1
metrics:
collectors:
- collectorType: collectd
subscriptionAddress: collectd/telemetry
- collectorType: ceilometer
subscriptionAddress: anycast/ceilometer/metering.sample

21
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- collectorType: sensubility
subscriptionAddress: sensubility/telemetry
debugEnabled: false

events:
collectors:

- collectorType: collectd
subscriptionAddress: collectd/notify

- collectorType: ceilometer
subscriptionAddress: anycast/ceilometer/event.sample

clouds wj 7} ¥ = €] Z} f&%% FHFEJEHAE YU T SERE IR A A 7R 39 |
MEF(o]EMES ¢ olWlE )2 4 gLt} metrics 2 events mj 7/l ¥ = sl HlolE 489 ~E
g = o o 3k &) & ¥ <l == FeRH U T} collectors w7 W= = 7R o] F 4= )7 ®5=<1 collectorType
El subscrlptlonAddress 2 JAHE LEAE BE22 XA 50, o] = Smart Gateway 1 ~EH 25 Y ERY
U t}. collectorType v 7}l ¥ == collectd, Ceilometer ¥+ Sensubility ol A 5=%] 3} t] o] ] & =] ?‘é k=
subscriptionAddress vj| 7l 1 5~ = Smart Gateway 7} 7% 3F+= AMQ Interconnect =4 & Al 33y t}.

collectors vjj 7 = W of) 4] A&l & K& uf 7]l H 4= debugEnabled = A}-&-3}o] 48 521 Smart Gateway
Podo| A/ 71 E& WA & 2438 o AdHFH o

e 7] E Smart Gateway 2FA| o] o 3F 2}A) & | 8-& 4534, "7] & Smart Gateway 214" & %35}

AL

e el ol AR U 82 458,74 E 29 E 747 S B2 A

01'

o e anesE Py

.J_.

alert v 7|4
alert Wl 7 4= = AL-& 3} Alertmanager Q128 2 Al 2l A E X Wl = 34 S Aoy} 7] 23
o 2 A7 BAsFE YT AFA S &8 5.34. "Service Telemetry Frameworke] 74 31" o] W] 82 =3}

AL

graphing vl 7]l H =
graphing W7l ¥4 = A}8-3l] Grafana 1 2B~ A S AojguUth 7122 o8 g x = v dA sty
o] dHF YT AFA g W &-& 514, “Service Telemetry FrameworkSA] A B & i3

highAvailability v 7]} 1 5=

highAvailability v 7} ¥ 52 A}&-3le] STF 74 Q4 9] of 2] AR QI 28 A3} 2 A o] 5] Njﬂg}ﬂb} o}
Al of oF gt A 840 B Al s EEPY T 7124 o 2 highAvailability = 1] €4 315 o] 315U o

AA NG 554, Tk W g FR A S

transports o] 7| H =

transports vl 7 H =& A}-§-stof STF vl £ 5 9] g || /\] A W2 AFE S AP YT A A A== FY
St AES AMQInterconnect‘”qu} 7]%%4 o2 qdr A%0) ;myr%qq

3.3.STF 74 2.29] A8 218 3 o] 220 o 4] 2

Red Hat OpenShlft Container PIatformOJ] A o = E} 7 ]* 2 A2E B3 R VEY I =EH U
STF(Service Telemetry Framework)oll A €1 719k Q1 g5 o] 27} QL= 7 A v Zof ti&l]l HTTPS A 27} =
Z"H Ut} o] 83 4 == Red Hat OpenShift Container Platform RBACel ]3] ® & ¥ 7 Red Hat

OpenShift Container Platform 4] ¢l 23| o] ~& & 4 3l = ClusterRoleBinding ©] 3l = =& AF-&-#F7}F
2228 = <5t RBACH )3k 214 & ) &8 RBACE AF&-3ho] g Ao Ul 285 X34 AL

22


https://docs.openshift.com/container-platform/4.10/networking/configuring_ingress_cluster_traffic/overview-traffic.html
https://docs.openshift.com/container-platform/4.10/authentication/using-rbac.html

37%. SERVICE TELEMETRY FRAMEWORK<®] &4 4 9 4 A X

1. Red Hat OpenShift Container Platformeol] = 2913+ t}.
2. service-telemetry 4] J =5 o] =2 WM A Tt}
I $ oc project service-telemetry
3. service-telemetry Z Z A E oA A& 7}53 A Ul A 25 I Tt

$ oc get routes | grep web

default-alertmanager-proxy default-alertmanager-proxy-service-telemetry.apps.infra.watch
default-alertmanager-proxy web  reencrypt/Redirect None

default-prometheus-proxy  default-prometheus-proxy-service-telemetry.apps.infra.watch
default-prometheus-proxy  web  reencrypt/Redirect None

4. §) Bg}9-A o A https://<route_address> & o] 5 3}o] sl @ AJH] 22] ¢ S1E] T o] 2of A 2%
Yt

2EYA, A3 H A MAdE v X5 AU EE STFE 4 5l H ServiceTelemetry AFFo]
observabilityStrategy: none 2 73Ut} o] =9 4 = AMQ Interconnect 9§ % A] & Smart
Gateway Tt vl 2 =] ™ STF Smart Gatewayol A4 A £ & 3] 3l =5 2] Prometheus & 8+ A| 28-S 4]

allok gt
F3

3 4] observabilityStrategy € none & = A% 3 o o] E ¥ vk X] g Yt} Events Smart
Gateways+ v Z % A &<y o)

1. spec vj 7| ¥ 5=<f| observabilityStrategy: none <4 & A8 3} ServiceTelemetry S A E =
AU iU A 2Es R E AR FH7] F3 0] e dd S5 =0l A Telemetry & 418}
= ol A& STFO] 7] & v £7F A g Yt

$ oc apply -f - <<EOF
apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
metadata:

name: default

namespace: service-telemetry

spec:
observabilityStrategy: none
EOF

2. e gazer) gul2s) Eehex #2186 W Pod R 7} Pode] 38l & 3913 o)
$ oc get pods
NAME READY STATUS RESTARTS AGE
default-cloud1-ceil-meter-smartgateway-59¢845d65b-gzhcs 3/3  Running 0 132m
default-cloud1-coll-meter-smartgateway-75bbd948b9-d5phm 3/3  Running 0 132m
default-cloud1-sens-meter-smartgateway-7fdbb57b6d-dh2g9 3/3 Running 0 132m
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24

default-interconnect-668d5bbcd6-57b2| 1/1 Running 0 132m
interconnect-operator-b8f5bb647-tlp5t 1/1 Running 0 47h
service-telemetry-operator-56609dd695-wkvjq 1/1 Running 0 156m
smart-gateway-operator-58d77dcf7-6xsq7 1/1 Running 0 47h

Frt e s
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47). SERVICE TELEMETRY FRAMEWORK-& RED HAT
OPENSTACK PLATFORM +4

2| %, o] HE &= 5 02 533l o] = STF(Service Telemetry Framework) 2~ E 2] x| =1 ¢l o) ¥ 17
=] %

2 %S 84 31el =5 RHOSP(Red Hat OpenStack Platform) @ W &2-$-=5 +4 3|
o]: a8 1;}

STFE v 3l b5 2928 wF A9
STF9] 712 4 4 o

et
i)d

Utk @ Feh= A6 i) 414 " RHOSP

S
o 7|H rxo] x3tH el RHOSP e v ZF8}-¢-= v 3£ 2] 74 ¢ 4.14. "Service Telemetry
Framework-8 Red Hat OpenStack Platform 2. # EE}-‘%E 2" & FREAI 2

® RHOSP A Bl #4 STFE o8] Seb- =0l Al g sted 454 "of 2] S2h9-= + A" & =3t
R

f

® RHOSP oWt xo] AR 2 s g g NM F71715& T8 oF & & L5y

o dlo]E Z M-S v 33 DCN(Distributed Compute Node) & 22 3}¢
29913 w9 91 S Aok RHOSP 225 == o 4 STF2 7145}
HEANI EZZA Oﬂ w2 & FRIA L

o dlolE 7] MUl 2E v|&A g sle ™ 4.24. "Service Telemetry Framework e} $HA] A}-&-
% = Red Hat OpenStack Platform A1 1] 2= v] &4 3}" & ZZ 314 Al &

o ZAdH oY ol X & =4 ﬂ]X]*EEloﬂE 1813t 75 84 otd S A A ShaL 1 E o]y o] v R
ol AR E E3tafof Ytk ApA S &S 444, "ol ZF2}-9-=0f Red Hat OpenStack
Platform Z1 8] o] o] w] =] F7}"¢] LH*‘?“% FrzsHA A L.

4.1. SERVICE TELEMETRY FRAMEWORK-$ RED HAT OPENSTACK
PLATFORM 2o v &}9-= vl 3

RHOSP(Red Hat OpenStack Platform) o EFEs= ujx o] AR =Z doly 4 7] 2} STF(Service
Telemetry Framework) £ ©] o] ] A %S 4] 8 oF ghu o}

Az
1. 4114, "o F89= A4S 93 Service Telemetry Frameworkol| A CA 2154 714 271"

2. AMQ Interconnect 4= F4 7

=

3. STFE| 718 4 A4
4. oW ZFg$-=9 STF A4 74
5 eHEgTEwx

6. FolJE FAA HAZF

411 e F29-= 43S § 5k Service Telemetry Frameworkol]| A CA ¢1 54 714 2.7]

Red Hat OpenStack Platform 2 ¥ & 29 =2 STF(Service Telemetry Framework)ell 14 &l&f ™
Service Telemetry Framework W ol 4] 2 8] =] = AMQ Interconnect®] CA 2154 & 7] M &} 37 Red Hat
OpenStack Platform -2 ol A 91 Z A & A&t}
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Az
1. Service Telemetry Frameworkol| 4] Al& 7153 Q1 F5A] EE8 &l gt}
I $ oc get secrets
2. default-interconnect-selfsigned Secrete] ol =& A 313 7] &3 vt}

I $ oc get secret/default-interconnect-selfsigned -o jsonpath='{.data.ca\.crt}' | base64 -d

4.1.2. AMQ Interconnect 73 & 54~ 7Y
STF(Service Telemetry Framework)-8 RHOSP(Red Hat OpenStack Platform) 2 ¥ Z&$-=2 4

]_
AL STF A4 9o AMQ Interconnect A 2 FAZ A &3 oF gt}

ol
fr

Az
1. Red Hat OpenShift Container Platform 37 o] & =2¢1§t t}.

2. service-telemetry 3= = 4 € o 4] AMQ Interconnect 4 2 F4E A AU o

$ oc get routes -ogo-template="{{ range .items }}{{printf "%s\n" .spec.host }}{{ end }}' | grep "\-
5671"

default-interconnect-5671-service-telemetry.apps.infra.watch

41.3.STF9] 71 & 44 A A

STF(Service Telemetry Framework)el] thall 35 = dlol8 =3 W A$ S A Fsl== 7] & v/l H
£ 7St 712 HolH =4 32 Bl dte Ad e EoloF gy

A3
1. stack AF-8-#1 2 RHOSP(Red Hat OpenStack Platform) At &2-¢-=0of 2 2213t}

2. /home/stack t] @ €] 2] o] enable-stf.yaml o] 2}= 74 2} S A A $hu o}

T8

EventPipelinePublishers 2! PipelinePublishers & i A|sl== 47 3tH
Gnocchi B2+ Panko ¢} 722 RHOSP Telemetry 4 249 A& sl= oWl E 1&
= A E HolE7F WA S A F5 U th S o] Zepel © 7 H ol B B mujjof s
73 9- ExtraConfig ol %] 7d @ tf = Ceilometer &3 7+7 30% 7} RHOSP
Telemetry 7+ 845 2343+ J o 7+4 3300 3 22t & o= 58 of
g e 9 7 29 71402 521 STF A Telemetry 32l o] Eo] 54t}

enable-stf.yaml

parameter_defaults:
# only send to STF, not other publishers
EventPipelinePublishers: []
PipelinePublishers: []

# manage the polling and pipeline configuration files for Ceilometer agents
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ManagePolling: true
ManagePipeline: true

# enable Ceilometer metrics and events
CeilometerQdrPublishMetrics: true
CeilometerQdrPublishEvents: true

# set collectd overrides for higher telemetry resolution and extra plugins to load
CollectdConnectionType: amqgp1

CollectdAmqplnterval: 5

CollectdDefaultPollingInterval: 5

CollectdExtraPlugins:

- vmem

# set standard prefixes for where metrics and events are published to QDR
MetricsQdrAddresses:
- prefix: 'collectd’
distribution: multicast
- prefix: 'anycast/ceilometer'
distribution: multicast

ExtraConfig:
ceilometer::agent::polling::polling_interval: 30
ceilometer::agent::polling::polling_meters:

- cpu

- disk.”
-ip.*

- image.”
- memory
- memory.
- network.”
- perf.*

- port

- port.*

- switch

- switch.”

- storage.”
- volume.”

*

# to avoid filling the memory buffers if disconnected from the message bus

# note: Adjust the value of the ‘send_queue_limit" to handle your required volume of
metrics.

collectd::plugin::amqp1::send_queue_limit: 5000

# receive extra information about virtual memory
collectd::plugin::.vmem::verbose: true

# set memcached collectd plugin to report its metrics by hostname
# rather than host IP, ensuring metrics in the dashboard remain uniform
collectd::plugin::memcached::instances:

local:
host: "%{hiera('fqdn_canonical’)}"
port: 11211

# align defaults across OSP versions
collectd::plugin::cpu::reportbycpu: true
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collectd::plugin::cpu::reportbystate: true

collectd::plugin::cpu::reportnumcpu: false

collectd::plugin::cpu::valuespercentage: true

collectd::plugin::df::iignoreselected: true

collectd::plugin::df::reportbydevice: true

collectd::plugin::df::fstypes: ['xfs']

collectd::plugin::load::reportrelative: true

collectd::plugin::virt::extra_stats: "pcpu cpu_util vepupin vepu memory disk disk_err
disk_allocation disk_capacity disk_physical domain_state job_stats_background perf"

41.4. W ZF-=9 STF A2 +4

STF(Service Telemetry Framework) 2174 & +/d sl21 ™ @ ¥ Z2}-5-=2] AMQ Interconnect 974 4 o]
STF w20 38 3 S A8 oF FUth STFo A o]Hl E Bl /‘EE]X] A S S sstal e Eet
FEESMEFUC 7|2 AL 72 HAIX HE FAVE A E TY FEeEIAE 2 72 Yy
thoe S8 mE 4454, "o FeheE AT oA RS A 2.

A 27 A
o STFo A vl 23 AMQ Interconnectol| Al CAQIZEAHE AA T Th AA| s | 824114, "9
F= 1AL 913k Service Telemetry Frameworkol| 4 CA Q15 A 714 271" 2] &8 FZ3H4

Al L.

e AMQ Interconnect 4 & FA S At 2pA 8 W8-S 4.1.24. "AMQ Interconnect 74 & &
A e RS A L.

1. RHOSP 2t &89 =9 stack A} &2t 2 2 221 o}

Ceilometer, coIIectd0ﬂ EH xﬂ _7,:5\_3 T4 qu];} zzﬂ w Zalo
ZFA S Y8454, "o S AT L XA S

o o7 F}9-= v EZof tj g collectd-write-qdr.yaml 37 sld o] £ xx oz
resource_registry -4 ©] collectd MH| 2 & A =3}

e hostvj/|HSFE 4124, "AMQ Interconnect 4 2 F4 A A" oA A3 HOST/PORT 32

= w3y
e caCertFileContent mj 7| <=2 4.1.14. "o 8] =24 % 2] 3k Service Telemetry
Frameworko| A] CA Q1ZX] 7} . 7]" oA A= & Z oA g o}

o MetricsQdrConnectors 2] S 2E 319 vj7/lH4E 4.1.24. "AMQ Interconnect 4 & 54
A" ol A A2 s HOST/PORT 3o & vl o).

® Ceilometer oWl E ¢] 34| = A o] &} A CeilometerQdrEventsConfig.topic < 44 g} t}.
o] k9] & 4] 2 anycast/ceilometer/cloud1-event.sample ¢} 1 t}.

e CeilometerQdrMetricsConfig.topic & 4% 3} o] Ceilometer H] E & of| tf &t A & A 2] &
Yt} o] zke] ¥ 2] & anycast/ceilometer/cloud1-metering.sample <} 4 t}.
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e CollectdAmgpinstances = 4 4 5l collectd o] Wl E o] th 3t FA = A gt} o] 719 &
2] 2 collectd/cloudi-notify ¢ 1]t}

e collectd | EE 9 U] gt 4] & 4 2] 5}& A CollectdAmqplnstances & % U t}. o] k<]
3 2] 2 collectd/cloudi-telemetry ¢} U t}.

stf-connectors.yaml

resource_registry:
OS::TripleO::Services::Collectd: /usr/share/openstack-tripleo-heat-
templates/deployment/metrics/collectd-container-puppet.yaml

parameter_defaults:
MetricsQdrConnectors:
- host: stf-default-interconnect-5671-service-telemetry.apps.infra.watch
port: 443
role: edge
verifyHostname: false
sslProfile: sslProfile

MetricsQdrSSLProfiles:
- name: sslProfile
caCertFileContent: |

CeilometerQdrEventsConfig:
driver: amgp
topic: cloud1-event

CeilometerQdrMetricsConfig:
driver: amqgp
topic: cloud1-metering

CollectdAmgplnstances:
cloud1-notify:
notify: true
format: JSON
presettle: false
cloud1-telemetry:
format: JSON
presettle: false

415. e ZFg9-= vj &

gl ol & 3 8l STF(Service Telemetry Framework) 2 %
292 E Bt Gyl =

[
ofy
o
ki
Ju
i)
ko
r
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)
e
o
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ofo
ol
2
to
z

1. stack AF-8-#F 2 RHOSP(Red Hat OpenStack Platform) At &2¢-=0of 2 2213t}

N

o
ol\
%
e

& 24984
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=

[stack@undercloud-0 ~]$ source stackrc

(undercloud) [stack@undercloud-0 ~]$

3. RHOSP director v} ol T3 91U & F713514] vl o] E 43 @ AMQ Interconnect& 4 Y th.

® Ceilometer Telemetry & oWl E 7} STF 2 A %5 == ceilometer-write-qdr.yaml| s}

o WA x| W27} B4 3L o] STF WA %] B 2 2k-9-Ef o] A4 = o] &4 &<l s+ qdr-edge-
only.yaml s}

o J]Egko] SutEA A = o] l=A 2l sk enable-stf.yaml £73 v} <)
e STFo) )3 <4< A 9 &+ stf-connectors.yaml g7 312

4. RHOSP e v et =8 vl 23y .

(undercloud) [stack@undercloud-0 ~]$ openstack overcloud deploy <other _arguments>
--templates /usr/share/openstack-tripleo-heat-templates \

--environment-file <...other_environment files...>\

--environment-file /usr/share/openstack-tripleo-heat-
templates/environments/metrics/ceilometer-write-qdr.yaml \

--environment-file /usr/share/openstack-tripleo-heat-templates/environments/metrics/qdr-
edge-only.yaml \

--environment-file /nome/stack/enable-stf.yaml \

--environment-file /nome/stack/stf-connectors.yaml

STF(Service Telemetry Framework) 2 E 2 %] Z=H|elo| A Hlo|EH =S ASsteH dg

ol A2~ E 234 k. RHOSP(Red Hat OpenStack Platform) v o A 7 ==& 3
E AESte] & A4 Fuy

EREEE
el W SSH

r
f~ rﬂ

o A H

o i Telemetry dl o] Bl 3= RHOSPo| &4 Y3227} & 750l

r\:]
>
oo
e
S

1 eHZFe$= == 222y th(dl: controller-0).

2. metrics_qdr AE o] 7} = oA 23 Felx] gl gt}

$ sudo docker container inspect --format '{{.State.Status}}' metrics_qdr

running

3. XZE 5666 o A] =21 1] 7] 3= AMQ Interconnect7t A& F Y F U ES I =45 vyt
(o:172.17 . 1.44).

$ sudo docker exec -it metrics_qdr cat /etc/gpid-dispatch/qdrouterd.conf

listener {
host: 172.17.1.44
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port: 5666
authenticatePeer: no
sasIMechanisms: ANONYMOUS

4. 274 AMQ Interconnectol] th 3t A4 =L yrstgi .

$ sudo docker exec -it metrics_qdr qdstat --bus=172.17.1.44:5666 --connections

Connections
id host container
role dir security authentication tenant

1 default-interconnect-5671-service-telemetry.apps.infra.watch:443  default-
interconnect-7458fd4d69-bgzfb edge out
TLSv1.2(DHE-RSA-AES256-GCM-SHA384) anonymous-user

12 172.17.1.44:60290

openstack.org/om/container/controller-0/ceilometer-agent-
notification/25/5c02cee550f143ec9ea030db5cccbal4 normal in  no-security
no-auth

16 172.17.1.44:36408 metrics

normal in no-security anonymous-user

899 172.17.1.44:39500 10a2e99d-1b8a-4329-b48c-
4335e5f75c84 normal in no-security
no-auth

478 4] Yk

5 WMAAZF e EH =

STFel thgh o} vpe= AZ

ceilometerol] A Q¥ &= A4

collectde] Inle-= 14

qdstat Z2lo|AdE Q] Qlnfe= AF

ol %1} &= STF < 2 & MetricsQdrConnectors & 2~ E ufj 7] 1 5= of] A 3=
T ¢le] A= YUt thE A E &= o] AMQ Interconnecte] o) & Z2}o] <l
HE]Z Fa2YYh

=

01'
ol

Hed =

oSE

il

Ugatal WA A AaS 93 delivd o] _edge 42 3l

.

$ sudo docker exec -it metrics_qdr qdstat --bus=172.17.1.44:5666 --links
Router Links

type  dir connid id peer class addr phs cap pri undel unsett deliv
presett psdrop acc rej rel mod delay rate

endpoint out 1 5 local _edge 2500 0 O 2979926 0 0
0 0 29799260 0 O
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endpoint in 1 6 250 0 0 O 0 0 0 0 0
0 0 0 O

endpoint in 1 7 250 0 0 O 0 0 0 0 0
0 0 0 O

endpoint out 1 8 250 0 0 O 0 0 0 0 0
0 0 0 O

endpoint in 1 9 250 0 0 O 0 0 0 0 0
0 0 0 O

endpoint out 1 10 250 0 0 O 911 911 0 0
0 0 0 911 0

endpoint in 1 11 250 0 0 O 0 911 0 0
0 0 0 0 O

endpoint out 12 32 local temp.ISY6Mcicol4J2Kp 2500 0 O 0 0
0 0 0 O 0 0 O

endpoint in 16 41 250 0 0 O 2979924 0 0

0 0 29799240 0 O

endpoint in 912 1834 mobile $management 0 2500 0 O 1 0

0 i1 00 0O O
endpoint out 912 1835 local temp.90k2resIOtmt+CT 2500 0 O 0
0 0O 00O OO0 O

6. RHOSP =0 A STFo] F42 14 3l# W Red Hat OpenShift Container Platformol] ¢4 o]
AMQ Interconnect Pod o] &2 A3 A A LS g gt} AFE 7153 AMQ Interconnect
Podg U guith

$ oc get pods -I application=default-interconnect

NAME READY STATUS RESTARTS AGE
default-interconnect-7458fd4d69-bgzfb 1/1  Running 0 6d21h

7. Podol] AdZ43l3 4 AZA S Iyttt o] do A= AZ ID 22,23 9 2421 RHOSP == of A
A7) e] A AA o] U

$ oc exec -it default-interconnect-7458fd4d69-bgzfb -- qdstat --connections

2020-04-21 18:25:47.243852 UTC
default-interconnect-7458fd4d69-bgzfb

Connections
id host container role dir security
authentication tenant lastdlv  uptime

5 10.129.0.110:48498 bridge-3f5 edge in no-security
anonymous-user 000:00:00:02 000:17:36:29
6 10.129.0.111:43254 rcv[default-cloud1-ceil-meter-smartgateway-58f885c76d-

xmxwn] edge in no-security anonymous-user 000:00:00:02
000:17:36:20

7 10.130.0.109:50518 rcv[default-cloudi-coll-event-smartgateway-58fbbd4485-rI9bd]
normal in no-security anonymous-user - 000:17:36:11

8 10.130.0.110:33802 rcv[default-cloudi-ceil-event-smartgateway-6¢cfb65478c-g5q82]
normal in no-security anonymous-user 000:01:26:18
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000:17:36:05

22 10.128.0.1:51948 Router.ceph-0.redhat.local edge in
TLSv1/SSLv3(DHE-RSA-AES256-GCM-SHA384) anonymous-user 000:00:00:03
000:22:08:43

23 10.128.0.1:51950 Router.compute-0.redhat.local edge in
TLSv1/SSLv3(DHE-RSA-AES256-GCM-SHA384) anonymous-user 000:00:00:03
000:22:08:43

24 10.128.0.1:52082 Router.controller-0.redhat.local edge in
TLSv1/SSLv3(DHE-RSA-AES256-GCM-SHA384) anonymous-user 000:00:00:00
000:22:08:34

27 127.0.0.1:42202 c2f541c1-4¢97-4b37-a189-a396c08fb079 normal
in no-security no-auth 000:00:00:00 000:00:00:00

Y EQ A A A|Fst= WA A & Bl oc exec BH 3 37 7zt F4AE AHEFU L

$ oc exec -it default-interconnect-7458fd4d69-bgzfb -- qdstat --address

2020-04-21 18:20:10.293258 UTC
default-interconnect-7458fd4d69-bgzfb

Router Addresses

class addr phs distrib pri local remote in out thru
fallback

mobile anycast/ceilometer/event.sample 0 balanced - 1 0 970 970
0 0

mobile anycast/ceilometer/metering.sample 0 balanced - 1 0 2,344,833
2,344833 0 O

mobile collectd/notify 0 multicast - 1 0 70 70 0 0
mobile collectd/telemetry 0 multicast - 1 0 216,128,890

216,128,890 0 0

4.2. SERVICE TELEMETRY FRAMEWORKS®} 37| A}-8-= = RED HAT OPENSTACK PLATFORM ]

w2 vl g4 5

RHOSP(Red Hat OpenStack Platform)Z vl £ 5} 32 o] & STF(Service Telemetry Framework)ol] <1
AT W AHEH = AHAE A FUTE Au| 2243510 iR 20 £ AP E 74 Hdol A

AHA FFUH

Az

RHOSP At 2899 stack AH&A =2 2223t}
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|

ERE S PEER

[stack@undercloud-0 ~]$ source stackrc

(undercloud) [stack@undercloud-0 ~]$

disable-stf.yaml g 73 322 A4

L

U,

(undercloud) [stack@undercloud-0]$ cat > $HOME/disable-stf.yaml <<EOF

resource_registry:
OS::TripleO::Services::CeilometerAgentCentral: OS::Heat::None
OS::TripleO::Services::CeilometerAgentNotification: OS::Heat::None
OS::TripleO::Services::CeilometerAgentlpmi: OS::Heat::None
OS::TripleO::Services::ComputeCeilometerAgent: OS::Heat::None
OS::TripleO::Services::Redis: OS::Heat::None
OS::TripleO::Services::Collectd: OS::Heat::None
OS::TripleO::Services::MetricsQdr: OS::Heat::None

EOF

RHOSP director vl £oj| A t}3 312 S A A g ).

[ ]
ceilometer-write-qdr.yaml
[ ]
QDR-edge-only.yaml
[ ]
enable-stf.yaml
[ ]

stf-connectors.yaml

RHOSP 28| Z &9 =5 uolEFUL) 37 512 2= x7]4] disable-stf.yaml 5} & A}
g3oF gtk 55 %7]| disable-stf.yaml & 371814 the 87 shelo] Ayl =g w3t
e 782 Hole  dsydh

(undercloud) [stack@undercloud-0 ~]$ openstack overcloud deploy
<other_arguments>
--templates /usr/share/openstack-tripleo-heat-templates \
--environment-file /home/stack/disable-stf.yaml
--environment-file <other_environment _files>\

43. 0 X Y EYI EZTZ X H]| L
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X7} 7] & Internal Api Y| EQ 3 9} W= o] Y EL T )= 739 AMQ Interconnect”} STF(Service
Telemetry Framework) A ¥ 1222 Ho|HE AFT F AEF 74 =S S of Ut o] A
Ul o= £29<Q1-2 23 === DCN EZZ A oA dvt& Y th. DCN 4 o o g A g U] 82 Spine
Leaf Networking 7}e] =& ZZ 314 A L.

RHOSP(Red Hat OpenStack Platform) 13.03} $H7] STF= A}1-8-35} 32 Ceph, Block ==+ Object
Storage ==5 RUHHH= A5 292-2]| =3 L DCNYE A #4338 E A4 WA F [FA+
3 AL WA o It} Ceph == 21U H3lel W CephStorageExtraConfig il 7] ¥ 52 A}-8-3}
o] AMQ Interconnect 2 collectd 23 ¥} dd] 2 =3 Y EY A A o] 22 Aot}

CephStorageExtraConfig:
tripleo::profile::base::metrics::collectd::amqp_host: "%{hiera('storage’)}"
tripleo::profile::base::metrics::qdr::listener_addr: "%({hiera('storage")}"
tripleo::profile::base::ceilometer::agent::notification::notifier_host_addr: "%

{hiera('storage")}"

vz 7R 2 373 o A Block 2 Object Storage & &2 A}-8-3l+= 739 BlockStorageExtraConfig %
ObjectStorageExtraConfig vl 7]l =2 A A sl ofF ).

23RI-Z| =Y EZZA S W E5te|d 4L LU EYIAE AN T U AT UEAZE AHE 7153
o go) dFslof gt RHOSP vl £ & 93l STFe) tigt dlolg 3 2 AF5S AT o g9 71&
Y E ¢ 2= InternalApi Ut} Ceph, 22 W 9 HAE 2EF X A3 AL 7|E Y EYIAE 2EF
A Ayt 29el-gl =g Ao 7 Q3 tE Leaf 2530 2 VEY A7 3L 5= Qo o]F 3t
oL dutx o g J {32 = RHOSP 317 71 2] parameter_defaults A Ao =71 Al o] H Q3

7} Leaf & &Ho)] A1 = Y= EYAE FASEULL U EY A o] 5 B9 o= 25 <
Leaf Networking 7}o] =oj 4] H|EZ = bo]g 7 44 & F=ZsHAA L. o] g 253} o
3l Leaf 15 3} (roles) @ V| EY = &3 A Ao o3t AA| e || -&2 ~59] Leaf Networking 7}
SEEELEREETREES SUERES

7t 2| i | & 9] ExtraConfig A Ao ot 74 A1 E F71dU o o] ol Aol A
internal_api0 2 Y| E ¢ = A ¢ ¢] name_lower ujj 7] ¥ 5=9] A ¢] A Zko]w ComputeO leaf & &
ol AAA Y EL YU} o] A9 U EL A 2H 02 leaf 0°] Compute & 9] 3 F3}H 7]
W APIYIEQ A o] &3 & 3ts Yebd Y

Compute0 leaf & 2] 739 hiera Z3] = 43} 319 collectd AMQP & 2-E w7/ ¥ 5=0] &}
d ERZUEYIA U EA A AE AR Y 71 74 S AZ FH o AMQ
Interconnect 2] =1 address w7} W=l tiall FL 3 +AH S FAFU T

35


https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/13/html-single/spine_leaf_networking/
https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/13/html-single/spine_leaf_networking/index#creating-a-network-data-file
https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/13/html-single/spine_leaf_networking/index#creating-a-roles-data-file

Red Hat OpenStack Platform 13 A H] 2 917 4 Zgd Y= 15

ComputeOExtraConfig:
tripleo::profile::base::metrics::collectd::amqp_host: "%{hiera('internal_api0’)}"
tripleo::profile::base::metrics::qdr::listener_addr: "%{hiera('internal_api0")}"

o] o] ] 7742 CephStorage #] = 9 & gl&Ut}.

CephStorageOExtraConfig:
tripleo::profile::base::metrics::collectd::amqp_host: "%{hiera('storage0’)}"
tripleo::profile::base::metrics::qdr::listener_addr: "%{hiera('storage0')}"

4.4. A Z29-=o| RED HAT OPENSTACK PLATFORM Z €| o] o]u]A] F7}

Adol olnlx & 22 AA2ED 0] 57138 A B2 AL A4a T Avo] o]n A9 A=
gl oF .

Al 87 912 (o): container-images.yaml )& A A sl51 2 Ad ol o|u| R @ AZE 4]

parameter_defaults:

DockerCollectdConfiglmage: <image-registry-path>/rhosp{vernum}/openstack-
collectd:latest

DockerCollectdimage: <image-registry-path>/rhosp{vernum}/openstack-
collectd:latest

DockerMetricsQdrConfiglmage: <image-registry-path>/rhosp{vernum}/openstack-
qdrouterd:latest

DockerMetricsQdrimage: <image-registry-path>/rhosp{vernum}/openstack-
qdrouterd:latest

& It;image-registry-path >& o|v|#] PR 2Eg 2= vt}

2o B =299 collectd @ AMQ Interconnect= vl ¥ 3l2] ' Red Hat OpenStack
Platform director”} o] v ] & +=4v] & 4= Q) =% /ust/share/local-container-images/container-
images.yaml 373 5192 AU ohg 21 e o] 87 e ¥oate Wyl dYduth

$ openstack overcloud container image prepare \

-e /usr/share/local-container-images/container-images.yaml \

45 7 Zepg= 74
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o & 71 ¢] RHOSP(Red Hat OpenStack Platform) &&}$-=& 74 5}« Service Telemetry
Framework(STF)¢] &< I~ 2E 3o = & 5 Adsyt. o8 Se¢=8 742 1 =& S%
= AR AR A FAZ W EE 9 ojdl EE Hujof ). STF vl o 4] Smart Gateway <1
d2E o] g @ FFolA 2 tl7)ske] T5 dlole Ao AuE ARtk dolE 2EA T
?1¢] Smart Gateway”} #] g s}:= d| ©| ] = Smart Gateways7t A/ sh= Hl gt o] 5 & AH8-3to] 2HF
HAuh

a9 4.1. % /N ¢] RHOSP Z&-$¢-=7} STFo| 92

OpenStack Cloud 1

OpenStack Nodes

collectd container

metrics /events

v

AMQ Interconnect
container

OpenStack Cloud 2

OpenStack Nodes

collectd container

metrics /events

v

AMQ Interconnect
container

Service Telemetry Framework

collectd /cloudi-telemetry

Cloud 2 Metrics
Smart Gateway

Cloud 1 Metrics
Smart Gateway

scrape endpoints scrape endpoints

Prometheus Datastore

collectd/cloud2-telemetry

vy

AMQ Interconnect

collectd /cloudi-events collectd/cloud2-events

Cloud 2 Events
Smart Gateway

Cloud 1Events
Smart Gateway

events events

v v

ElasticSearch Datastore

o2 Ze}4-= Atz 9o jsl RHOSP o vl 22 ¢ =8 74

lelw the el e gy

ol
o

7} 2ot Sol AL sHE = AMQP 4 4FALE AR @ th A4 @ U §-2 4.5.14. “AMQP
T2 AFAE A9 Ul 82 RSN L.

7t Zebg ol vl M= % ol WE Aux} 2uhE o] Eglo]E W Eate] slF Fa AT
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Apol A 54t A BT AA B U &L 4527, “2ulE Ao g o] u) E7e) )& A A
24 e olgos 7 2= TARI T AP N R 4542, T 2=
Z|

STFo] 712 742 AR TUTh A& -2 4.1.34. “STFe] 7|2 74 4479 W g2 2
E RS

SulE Faolq A E @ o] WES STF| HUES 7 2e$=2 TATUT. A4S &
2 4.5.54. “oq ¢ ZF29-=28 Red Hat OpenStack Platform 37 ulel Aol L& FXEH4

AL,

4.5.1. AMQP 524 HFA} A 8

71¥.2 © 2 Red Hat OpenStack Platform ==+ collectd 2 Ceilometere] 5 g ol =R 7| =
a dlolE & FAdUT. o] 218 +4 24+ Telemetry HloE] == ¢H S sll'd AMQP 42 w.!m
t}(qll : collectd/telemetry). STF Smart Gateways+= AMQP F4-0 A dlolH RUHH S FHFU} o
fﬂ S E Adstal RYEF do|HE A S8 =8 AHeE Y 24 S8 FA S AL
FAZ HOHE BRYUTH F49 F WA Hid S8 AHEA HFALE 5 7}““413}- g 552
°‘“ A F4 E AEAE BoFUT.

collectd/cloudi-telemetry
collectd/cloud1-notify
anycast/ceilometer/cloud1-metering.sample
anycast/ceilometer/cloud1-event.sample
collectd/cloud2-telemetry

collectd/cloud2-notify
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[ ]
anycast/ceilometer/cloud2-metering.sample
[ ]
anycast/ceilometer/cloud2-event.sample
[ ]
collectd/us-east-1-telemetry
[ ]

collectd/us-west-3-telemetry

4.5.2. 2nlE Alo]E o] v

7t 22929 zt Holg 3 {3l ol & Smart Gateway S v £ 3] o} gt o}. collectd v E & -§-©]
a1, 3l}= collectd o] Wl E & 0] 51, 3l }= Ceilometer o] ¥l E & o] 31, T} £ s} = Ceilometer o] E&

AU dF FeH9-=ol dis] F 2@ AMQP F2:0]A4 4221 Al 71515 7z} Smart GatewayE 74 3
t}. Smart Gateway = A ] 512 ¥ ServiceTelemetry vl U 5| 2 E o] A clouds "]/l A F+S A}

STFE A& MET o &Y S22 £7] &vtE Alo]Ed o] & A ¢] 5t= Smart Gateway vl 1 =]
2E7F AAEUL o8 895 DL 93] Smart Gateway= v £ o 7} SF9-=9] X% & oul
E dolHE Agst= zHvlolE 3 f 3l dial o 2] /i 2] Smart GatewayE vl £t} 7] Smart
Gateway+= th-3 22 A HAIHA F4F AHE-3o] cloudl o] F ol gyt

collector type 1B B 2338 H F4

collectd v E 2 collectd/telemetry

collectd ol E collectd/notify

Ceilometer v E 2 anycast/ceilometer/metering.sam
ple

Ceilometer ol E anycast/ceilometer/event.sample

A 27 A

ZareE o] AR 27)v7 AR HAAF U ol 8 AR 27192 ARG sk Bl ha 2
Ag gL 4518, “AMQP 54 HFAF 4197 & FZ5H4IA .

ZE9E B A E B3 A FUH. clouds v 7 G2 Fel= Ao o g zHAlISH U
2.2 “clouds "] /5" L FZAAA L.
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2
1.
Red Hat OpenShift Container Platformol] = 2213},
2.
service-telemetry y] g 23| o] 22 WA 3}
I $ oc project service-telemetry
3.

7] % ServiceTelemetry @ B A EZS A slal FAL AHL-314 clouds Wl /S F718

=8

%-‘4

1 ZEFE o]52 6379 A Pod o] 52 =34 F U
ServiceTelemetry ]E 71 8.2k 3} clouds.name ©] 1925 x5} &k=A]
ol ). ELE]- T o|lEl-F AL EF BRE oS £ QUSUL. =
E} i 0] h=3 E o;(‘;(]'(a-z 0- 9)i X-“ ]—3‘}]’] ]:]_

FA F4= A Al ge] gle clouds.name #4345 5 JdFY

I $ oc edit stf default

apiVersion: infra.watch/vibeta1
kind: ServiceTelemetry
metadata:

spec:

clouds:
- name: cloud1
events:
collectors:
- collectorType: collectd
subscriptionAddress: collectd/cloudi-notify
- collectorType: ceilometer
subscriptionAddress: anycast/ceilometer/cloud1-event.sample
metrics:
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collectors:
- collectorType: collectd
subscriptionAddress: collectd/cloudi-telemetry
- collectorType: ceilometer
subscriptionAddress: anycast/ceilometer/cloud1-metering.sample
- hame: cloud2
events:

4,
ServiceTelemetry ¢ B Al E £ = A3},
5.
7} Smart Gateway 7} 23 5 37 9l =] &<l ). Smart Gateway <ol w}&} 2 Ho] A4
T JdHFUH

$ oc get po -l app=smart-gateway

NAME READY STATUS RESTARTS AGE
default-cloud1-ceil-event-smartgateway-6cfb65478c-g5q82 2/2 Running 0 13h
default-cloudi-ceil-meter-smartgateway-58f885c76d-xmxwn 2/2 Running 0

13h

default-cloudi-coll-event-smartgateway-58fbbd4485-rI9bd 2/2 Running 0 13h
default-cloud1-coll-meter-smartgateway-7c6fc495c4-jn728 2/2 Running 0 13h

4.5.3. 712 Smart Gateway 24|

o 2] 2899 tjs] STF(Service Telemetry Framework)S 74 3 5 ] o] AL &34 &+ 2A¢
71 ¥ Smart Gateway = 2HA4| & 4= A 51 t}. Service Telemetry Operator= A A ¥ SmartGateway <
BAEZ AAT F+ AA G 0] 2} ServiceTelemetry Z8-9-= 229 U}d 5% 2411} clouds v 7l
H o ol H ] ¢ °" 2 SmartGateway o B AEZ A A3 A ServiceTelemetry vl L] 5| ~ E o] 4]
cloudsRemoveOnMissing vl 7| ' =& true & A A s oF ).

te g

Smart Gateway= W] £351% go#d Z-9E [ wi/AHFE A}

=8

op
)
£
22
iy
i)
o
Iy
g
S
o
ol
lo
)
L

“;L 9]

cloudsRemoveOnMising wj| 7] "—‘5 7|2 o7 H|FAsE o] Y&t
cloudsRemoveOnMissing "7l =2 A slsphd B4 4= glo] AA v Y2 o]
20X FHo2 AR SmartGateway SBAEEZ A ]ﬂﬂq o}.
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[ T —

A3
1.
Service Telemetry Operatorol 4] #2| g ZFe}9-= QA E 5 =9 X183} clouds v 7]
E F gt AA g U8 “clouds vl 7l ¥ "2] W] &5 FEsHA Q.
2.
ServiceTelemetry ¢ H A E £ ¥H 3] 5} 37 cloudsRemoveOnMissing vl 7l H =& 7154
c}.
apiVersion: infra.watch/vibetai
kind: ServiceTelemetry
metadata:
spec:
cloudsRemoveOnMissing: true
clouds:
3.
#3 A AT
4.

Operator’} Smart GatewaysE 214 3l =A] 8213 t}. Operator7} 73 AaHS XA 3=
B R o) AW F AFvTh

=

I $ oc get smartgateways

454. 153 F¢= =vel AA

=

RHOSP(Red Hat OpenStack Platform)ol /] STF(Service Telemetry Framework)i«] AMQ

Interconnect 2}$-¥ dAo] 314313 FE3HA ¢ == CloudDomain v 71 =& 74 ).
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A 373 712 (o) : hostnames .yaml) < A4 gt}

T ol ¢} 7o) 273 v oA CloudDomain vij 7} <=5 A4 gt}
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parameter_defaults:
CloudDomain: newyork-west-04
CephStorageHostnameFormat: 'ceph-%index%'
ObjectStorageHosthameFormat: 'swift-%index%'
ComputeHosthameFormat: 'compute-%index%'

LET PR FETEE L N

4.5.54 . “ol 8] =89 =4 Red Hat OpenStack Platform 37 =} A4 4”

Overcloud v 7]l 4= 7}o] = 2] core Overcloud ©j 7} ¥+

4.5.5. o 2] Z2}19-=4 Red Hat OpenStack Platform 373 31 A A

AL Zee = et B dolue AYst W Fehe = AXU2 o B AHEIA FAL
A A3 ofF g . stf-connectors.yaml| 3} & A AJ 3131
CeilometerQdrEventsConfig,CeilometerQdrMetricsConfig 2 CollectdAmgplnstances #t2 AMQP
F4 AFA AA S A ES 2R

A 27 A

[ ]
STFoll A u] 23 AMQ Interconnectoll 4] CA Q154 E AMAEFYTh ZA 3 &2 4.1.1

A, “euZFI$= 1AL 913 Service Telemetry Frameworkol| 4] CA Q154 714 2717 2] U
£¢ FzaAA L.

9= BAE EES A HFUTL clouds v/ 2] FHl=E A= Wi ol
3 A 3 Y22 clouds 74 v 5 = F2a4 A Q.

AMQ Interconnect 4 2 F4E AAA LU AA S U &2 4.1.22. “AMQ Interconnect
AR Fa A7 P Eg A2 L.

STF2| 712 74 & AP s AATF &2 4.1.34. “STF9| 7| & 774 A7 W&

FEAA 2.


https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/13/html-single/overcloud_parameters/index#ref_core-overcloud-parameters_overcloud_parameters

R
Jo
r
H
=
o
o
il
6]
o,
<l
o
o
o
o
3
|y
L
e}
2
=
o
é".:

24.544. “3

el
i
i)
o
[
k1

Red Hat OpenStack Platform <16 &&}-$-= 9 stack Al &= 21213t}

/home/stack t] @ €] 2] 9] stf-connectors.yaml o]g}= 1A #d L QA

%

Ut

stf-connectors.yaml 3} o] A MetricsQdrConnectors 45 7435t ouZF$= HH
X 2] AMQ Interconnectol] AZA 3t} o] F8¢= w0 Q3 AMQP 49} € X 3l=
CeilometerQdrEventsConfig,CeilometerQdrMetricsConfig & CollectdAmgqplinstances —rzl]
& TR

[}
o Z29-= bl Z o g gt collectd-write-qdr.yaml 373 s}ldo] ¥ ex] gtom g
resource_registry 14 o] collectd A ¥ 2~& A =3}
[}
MetricsQdrConnectors.host v 7l 4= 4.1.224. “AMQ Interconnect 3 = 4 7
A7 o)l A 71 A3 HOST/PORT zto 2 WA gt
[}
caCertFileContent ] /| 2 4114, “2 v ZF&¢= 74 S 93 Service
Telemetry Frameworkol x| CA Q15X 7kA 2717 ol A A E FWl =2 WA P}
[}
Ceilometer o]ul E 2] A = A 2] 5}l7 ¥ CeilometerQdrEventsConfig.topic 2 23
2}, o] 72 anycast/ceilometer/cloud1-event.sample 9] 4 24 Ut}
[}
CeilometerQdrMetricsConfig.topic & 4 A 5}o] Ceilometer X 31 2] A= A o] gy
t}. o] 72 anycast/ceilometer/cloud1-metering.sample 9] 4 2 Ut}
[}
CollectdAmgplnstances £ A A 3} collectd oWl E o] tj 3 TR = A 2] g }. o]
2 collectd/cloud1-notify 2] &2 ).
[}

CollectdAmgplnstances £ A A 5} collectd Wl E &) o] tj 3 A = A 2] g1 }. o]
2 collectd/cloudi-telemetry 3 4] g }.
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stf-connectors.yaml

resource_registry:
0OS::TripleO::Services::Collectd: /usr/share/openstack-tripleo-heat-
templates/deployment/metrics/collectd-container-puppet.yaml

parameter_defaults:
MetricsQdrConnectors:
- host: stf-default-interconnect-5671-service-telemetry.apps.infra.watch
port: 443
role: edge
verifyHostname: false
sslProfile: ssIProfile

MetricsQdrSSLProfiles:
- name: sslProfile
caCertFileContent: |

CeilometerQdrEventsConfig:
driver: amqp
topic: cloud1-event

CeilometerQdrMetricsConfig:
driver: amqp
topic: cloud1-metering

CollectdAmgplnstances:
cloud1-notify:
notify: true
format: JSON
presettle: false
cloudi-telemetry:
format: JSON
presettle: false

stf-connectors.yaml 5} < 2] o] & XA 1137 o] Smart Gateway 4 2]
spec.bridge.amqpUrl Z =9} A X 51=X] &g} . o E &
CeilometerQdrEventsConfig.topic @ == cloud1-event o 2 1A 3.
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2191315

47 &4 =49
[stack@undercloud-0 ~]$ source stackrc
f¢ =l o]
stele Egehoh

(undercloud) [stack@undercloud-0 ~]$
openstack overcloud deployment ™ & o] stf-connectors.yaml 3} =} 31§
7

£ 37 919 hostnames.yaml & £33l 3|2 347 AdH A O & 3

AF&-# A1 A CollectdAmgplnstances vl 7] ¥4 =2} $H7] collectd-write-
AHEA A A 9 7] 8 3= g o] €7} AA|
M 2 o

.@ F9
o o
qdr.yaml 3} & A}8-35l= 739 A8
AU oy 9= 37 o A stf-connectors.yaml 3} 2]
A A collectd A v 22 2=}

<] .
resource_registry vjj 7] ¥

(undercloud) [stack@undercloud-0 ~]$ openstack overcloud deploy

<other_argumentss

--templates /usr/share/openstack-tripleo-heat-templates \
--environment-file <...other_environment files...> \
--environment-file /usr/share/openstack-tripleo-heat-
templates/environments/metrics/ceilometer-write-qdr.yaml \

--environment-file /usr/share/openstack-tripleo-heat-

templates/environments/metrics/qdr-edge-only.yaml \
--environment-file /home/stack/hostnames.yaml \

--environment-file /home/stack/enable-stf.yaml \
--environment-file /home/stack/stf-connectors.yaml

oJE =
—— =

Red Hat OpenStack Platform 2 ¥ Z ¢ =2 v 23}

£ 4.1.64. “ZolA

s ol i@ 2@ Ul &

7} gl A
54E

[ ]
Wl o] fra
x5 A L.
g dloly F g
239 % Smart Gatewayel| w2} A 18] 2 glo]E o] LUt} o]

4.5.6. & ZES-=0lA] v
Prometheuscol %249 o] g o=
dol LS AE5te 54 FE9=9 HiojHE HI T 5 dH5Uh
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54 E8H¢=dA tolEE A st d #d Au| X glo] &3 ¢ A5t Prometheus promql # 2] &
A& (ol : collectd_uptime{service="default-cloud1-coll-meter"} ).
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5%. SERVICE TELEMETRY FRAMEWORK?] £ 715 A&

fu)
o
Mo

@ 7155 AH&-3to] STF(Service Telemetry Framework)ol| 57} 7| & A28 + d5H -

QAR E=E 4

SNMP EJ -4

AN 2EelA 74

oA B3 Ak 74

5.1. SERVICE TELEMETRY FRAMEWORK?<?] gjA| R =

EHA} o Z2) 7 o] A GrafanaZ ALg-ste] Hlo]E 433 7] 2 Ceilometers} 7t 71 £ 2E w=xo tls)
SAste A" 57 ALE Azs U

dlolg =3 7] Aol o3t ZA 3 Y &2 4.14. “Service Telemetry Framework-8 Red Hat
OpenStack Platform e ¥ S 2= v 2”7 & X34 A L.

51.1. 1A REE 3 ~9 3% = Grafana 4

Grafanat:= 7] ¥ STF(Service Telemetry Framework) vl 3 o]] 35| x] ¢¥ o v 2 OperatorHub.iod]]
4] Grafana OperatorZ vl Z 3] o} g1 t}. Service Telemetry OperatorE A}-835}<] GrafanaE vl 3Z3}H
Grafana Q1 2&1 29 24 STF vl X tf 3k 7] 2 dlo]g &2 74 o] A4 E Y
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57%. SERVICE TELEMETRY FRAMEWORK?<®] £ 7]

off

Red Hat OpenShift Container Platformol] = 2213},

service-telemetry U] ¢} 25 o] 22 W7 3]}
I $ oc project service-telemetry
Grafana OperatorE wjj 3 }.

$ oc apply -f - <<EOF
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: grafana-operator
namespace: service-telemetry
spec:
channel: v4
installPlanApproval: Automatic
name: grafana-operator
source: operatorhubio-operators
sourceNamespace: openshift-marketplace
EOF

Operator7t A| 2= QA=A RAF Y} B = A PHASE €9 ko] Succeeded o] A
Operator7} A 32 o 2 A2 Y.
$ oc get csv --selector operators.coreos.com/grafana-operator.service-telemetry
NAME DISPLAY VERSION REPLACES PHASE

grafana-operator.v4.6.0 Grafana Operator 4.6.0 grafana-operator.v4.5.1
Succeeded

Grafana 21 261 2~ 2 x| &35l2] A ServiceTelemetry S H A EZ WA 31 AY 54 v}
graphing.enabled 2 graphing .grafana.ingressEnabled = true = A3 3}t A Aoz
graphing.grafana.baselmage zt< v £ & Grafana =2 #AH o] o|m| A & AR}

$ oc edit stf default

apiVersion: infra.watch/vibetal
kind: ServiceTelemetry

spec:

graphing:

oo



Red Hat OpenStack Platform 13 AJu] 2~ 97 24 =393 15

enabled: true
grafana:
ingressEnabled: true
baselmage: 'registry.redhat.io/rhel8/grafana:7'

6.
Grafana Q1 =€ 27} v L H A =A] g
$ oc get pod -l app=grafana
NAME READY STATUS RESTARTS AGE
grafana-deployment-7fc7848b56-sbkhv 1/1 Running 0 1im
7.
Grafana d| o] E] &7} Sul=2A AR H A=A A d
$ oc get grafanadatasources
NAME AGE
default-datasources 20h
8.

Grafana 7 271 =4 g2l

$ oc get route grafana-route

NAME HOST/PORT PATH SERVICES PORT
TERMINATION WILDCARD
grafana-route grafana-route-service-telemetry.apps.infra.watch grafana-service

3000 edge None

5.1.2. Grafana 212 A4 54 A

Na

a4

STF(Service Telemetry Framework)= Grafanaz} @4 sl= 3 7] 2191 #}
ServiceTelemetry 2 BA E 9] Q1F AR E Jo]& & IdF Y

N
ol)
ol
ttlo
i
o
i)
L
v

A3}

Red Hat OpenShift Container Platformol] = 2213},

service-telemetry U] ¢} 25| o] 22 W7 ]}

I $ oc project service-telemetry
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57%. SERVICE TELEMETRY FRAMEWORK?] 29 7] 5 A&
STF o v A oA /1% AL A4 o1& % &S A4 T,

$ oc get stf default -o jsonpath=""
{.spec.graphing.grafana['adminUser','adminPassword']}"

ServiceTelemetry © B4 E = %3 Grafana #2| A} Al &4} o] & 2 g5 o 7| 23S A
321 graphing.grafana.adminUser 2 graphing.grafana.adminPassword vlj 7] Y1 5~ & A}-&
Fuo.

5.2. SERVICE TELEMETRY FRAMEWORK?<?] A 3L ®E 7|7}

STF(Service Telemetry Framework)ol] A1 Z€ W Eg 9] 7| B FE A|7HS 24A ko] A5 BR o2
Murslr) 91 Ao 283 HolH 2 AT g

37 2E@A o] A% 37 volH RES o2 AAH Al 25L A8 FTHel: Thanos).

F7F A & BE AZHS 98] STFE A sl ™ 5.2.12. “Service Telemetry Frameworkol|
A HEZ BE 7|17 -ﬂ%‘ 2 FxsA L.

Prometheus vl o|8 ~E2]x] gl &3] 7+ FA O A3 AHE2
https://prometheus.io/docs/prometheus/latest/storage/#operational-aspects S Iz 314 A
o

i )

Thanosol o 3t z}HA] 3t U] 82 https:/thanos.io/S FZ3H4 A 2.

5.2.1. Service Telemetry Frameworko| A v E2] »w= 7]7F HY

F71 v E8] 1= A7k g5l STF(Service Telemetry Framework)S A s 4= &Y.

A3}

Red Hat OpenShift Container Platformol] = 2213},
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service-telemetry ] Q) 25 o] 2= W A g}
I $ oc project service-telemetry
ServiceTelemetry ¢ B Al E £ A Y}

I $ oc edit stf default

KL
Q]
=

backends.metrics.prometheus.storage2] storage A A9 7d £ F7}5la B

717+
*71 = 7¥= s¥YY.

apiVersion: infra.watch/vibeta1l
kind: ServiceTelemetry
metadata:

name: stf-default

namespace: service-telemetry
spec:

backends:
metrics:
prometheus:
enabled: true
storage:
strategy: persistent
retention: 7d

A X BE X 7bo) g3 A S -2 5.2, “Service Telemetry Frameworke] z] 3% B &
717y & ZxsH4A L.

5.3. SERVICE TELEMETRY FRAMEWORK?<?] 7 31

52
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22 538 A3 732 /AT ) Prometheus A1 2]

Prometheus % AIertmanagerO]]}ﬂ 37
A3t A BAE A= AIertmanager | 422 Bt Alertmanager= 2488 S47, A
E= fAS °lﬂ11 d, A3t g A" = iﬂ% SAFLS AESH €S B 5 sy

AnE AR AN T A9 R

1.
Prometheusol| A 7332 1132 A gy oh. 24 @ &2 5.3.14. “Prometheuscll A 7 51

TH T WE e BN L.

2.
Alertmanagerol ] 33 A2 & WU A5 A2 & A sh= e o3 F 7EA7E A

#Ud.

Alertmanagero] ] & A3 742 A A

Alertmanagerd| 4] &1 =gl o

Prometheus 2! Alertmanagers

https://prometheus.io/docs/alerting/overview/

AHg @ AT EE Aol U@ AT L
o FEA L.

STF(Service Telemetry Framework)ol| A A} &3 = A+ A3 AL v
https://github.com/infrawatch/service- telemetry-operator/tree/master/deploy/alerts% Zx3H4 A

o

i )

5.3.1. PrometheusoA] A3 2 AA

7RI 38 2700 W A3t Qe was

= a2 A7 sl A2 FH L .
EA»YY

Prometheus+= ¢ &

£ 3¢ 2L falsedyth. 28 A ko™ 3 o] trueo| L 3L E

Az

Red Hat OpenShift Container Platformol] = 2213},
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Red Hat OpenStack Platform 13 Aju] 2= 917 B4 =g 9315

service-telemetry 4] ¢} 25 o] 2= W73},

I $ oc project service-telemetry

7431 3 o] 3+ PrometheusRule ¢ B A E S A A 3 o}, Prometheus Operator+= 7t
28 Prometheusd] 2 =g},

$ oc apply -f - <<EOF
apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
creationTimestamp: null
labels:
prometheus: default
role: alert-rules
name: prometheus-alarm-rules
namespace: service-telemetry
spec:
groups:
- name: ./openstack.rules
rules:
- alert: Collectd metrics receive rate is zero
expr: rate(sg_total_collectd_msg_received_count[im]) == 0
EOF

TH S WA st A expr i/ ES S AR FU G

Operator7} 73 & Prometheusol] 2 =3 =X &2l3t& @A 7] & 2152 A18-5}9] default-
prometheus-proxy 73 2l tj 3l curl 8-S A3}

$ curl -k --user "internal:$(oc get secret default-prometheus-htpasswd -ogo-
template="{{ .data.password | base64decode }}')" https://$(oc get route default-
prometheus-proxy -ogo-template='{{ .spec.host }}')/api/vi/rules
{"status":"success","data":{"groups":
[{"name":"./openstack.rules”,"file":"/etc/prometheus/rules/prometheus-default-
rulefiles-0/service-telemetry-prometheus-alarm-rules.yaml",""rules":
[{"state":"inactive","name":"Collectd metrics receive count is
zero","query":"rate(sg_total_collectd_msg_received_count[1m]) ==
0","duration":0,"labels":{},"annotations":{},"alerts":
[1,"health":"ok","evaluationTime":0.00034627,"lastEvaluation":"2021-12-
07T17:23:22.160448028Z","type":"alerting"}], "interval':30,""evaluationTime":0.00035378
7,"lastEvaluation:"2021-12-07T17:23:22.1604440172"}1}}
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73 310l O 3+ z}A] g -2 https:/github.com/coreos/prometheus-
operator/blob/master/Documentation/user-guides/alerting.md2 JZ 314 A Q..

5.3.2. A1 8 B o] A A

5.3.14. “Prometheusci| 4] 7331 512 473" oA 4’3 & PrometheusRule @ B4 E o] A}-&-2} 4 9]
AwE 748 - Ak

A
1.
oc edit 3% & AH&-F o},
I $ oc edit prometheusrules prometheus-alarm-rules
2.
PrometheusRules " U 2~ E = HAZF ).
3.

MU 2ES A gayTh

A2 e s Hol 3 A F g
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/ £ 3z 314 A

i )

PrometheusRules @ B 4 E o] o] 3 2} A & ] &S
https://github.com/coreos/prometheus-operator/blob/master/Documentation/user-
guides/alerting.md & JZ 314 A Q..

5.3.3. Alertmanagerdl 4] & A3 A= WA

AlertmanagerE A-8-3to] o|v ¥, IRC == 7|} ¢ Ad3 728 27 A 2" AuE ALY
t}. Prometheus Operator:= Alertmanager 2 -2 Red Hat OpenShift Container Platform A] =3 &
2 A FYt}h. 7123 o & STF(Service Telemetry Framework)= 412171 A 61| ¢ 718 AL
v £}

alertmanager.yamil: |-
global:
resolve_timeout: 5m
route:
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group_by: ['job’]
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: 'null’
receivers:
- name: 'null’

STFE A1-8-3519] A18-#} A 2] Alertmanager 73 = & vl 32 512] A alertmanagerConfigManifest vl 7))
W == Service Telemetry Operatorol] A 23} Prometheus Operatoro] A & st= Julo|EH Bt
< Agsl ok Aok

Fx

alertmanagerConfigManifest ol A58 7 19| A 53 O 2EE 74 5t= AHE-AF A
A g==lo] 39 A9 base64= QAP A AL X185
alertmanagerConfigManifest ¢] &l = £ v £ 3o}, ZHAI 3 Y 8-S 5.3.44.
“Alertmanagerd A =302 731 72 A7 LS IFZXF4A Q.

Red Hat OpenShift Container Platformol] = 2213},

service-telemetry y] g 23 o] 22 WA ).
I $ oc project service-telemetry

STF ulj o)) O 3t ServiceTelemetry S HAE S HAZYF

m°l'
L
i

I $ oc edit stf default

A o) 7} ¥ 4= alertmanagerConfigManifest 2 Secret L B A E Fdl 2 & F7}514
Alertmanagere] tj g alertmanager.yaml 74 & A 2| gt}
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AU th WA Aol SutEA A YA =A 15t A 3hs WA s
alertmanager-default ¥ ¢FS- ut3lal 7 A Zho] W 2o 2= AEXA
t}. o] & o], global.resolve_timeout ujj 7] ¥15=2] Zt2 5m o 4] 10m
=

apiVersion: infra.watch/vibeta1l
kind: ServiceTelemetry
metadata:
name: default
namespace: service-telemetry
spec:
backends:
metrics:
prometheus:
enabled: true
alertmanagerConfigManifest: |
apiVersion: vi
kind: Secret
metadata:
name: 'alertmanager-default’
namespace: 'service-telemetry’
type: Opaque
stringData:
alertmanager.yamil: |-
global:
resolve_timeout: 10m
route:
group_by: ['job']
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: 'null'
receivers:
- name: 'null’

T/do] Betd A&HJE=A FAF U

$ oc get secret alertmanager-default -o go-template='{{index .data
"alertmanager.yaml" | base64decode }}'

global:
resolve_timeout: 10m
route:
group_by: ['job’]
group_wait: 30s
group_interval: 5m
repeat_interval: 12h

i

o] &A| o] 4] = Service Telemetry Operator7} &2 sl= 7| 2 A= S 2
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receiver: 'null’
receivers:
- name: 'null’

alertmanager-proxy A 8] Zo] d3j| curl 3 & & A3 5} status = configYAML 1= &
A staL AlFE 74 ] Alertmanager?] %“‘Ur YA st=A AP

$ oc run curl -it --serviceaccount=prometheus-k8s --restart='"Never' --
image=radial/busyboxplus:curl -- sh -¢ "curl -k -H \"Content-Type: application/json\" -H
\"Authorization: Bearer \$(cat /var/run/secrets/kubernetes.io/serviceaccount/token)\"
https://default-alertmanager-proxy:9095/api/vi/status”

{"status":"success","data":{"configYAML":"...",...}}

configYAML = = o o A} ¥ 7] A}go] £35 o] QE=A] el

#72 AstEd curl T=2 AR §H

$ oc delete pod curl

pod "curl" deleted

Red Hat OpenShift Container Platform A] =31 2 Prometheus Operatorol] o 3+ =} A 3+
U 82 7 39 g Prometheus A1-8-#} 7ol =& =314 A Q.

5.3.4. Alertmanagero] A &1 Z31o 7 A5 AT AA

Alertmanager= A}-£3}o] o|v| Y, IRC == 7| g} &3 A@3 7248 2B A 2o AuE ALY
t}. Prometheus Operator= Alertmanager gzg < Red Hat OpenShlft Container Platform A] =23l &
2 A FYd. 712 & o 7 STF(Service Telemetry Framework):= 212171 @Al 514 ¢k= 718 A S
Wl ¥ 3 o

alertmanager.yamil: |-
global:
resolve_timeout: 5m
route:
group_by: ['job']
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
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receiver: 'null’
receivers:
- name: 'null’

alertmanagerConfigManifest vl 7l ' 5=of] A A AEI HA2EE TS 93 AL A A A
HZ3lo] ¥3tH 79 base64= 3 H AL /\} r‘s}o:] alertmanagerConfigManifest ¢] €= &
Wiﬂqﬂ.

4
1.
Red Hat OpenShift Container Platformol] = 2213},
2.
service-telemetry 4] ¢} 25| o] 2= W73},
I $ oc project service-telemetry
3.
STF vl £ o] U] st ServiceTelemetry 9 H Al E £ A F ]}
I $ oc edit stf default
4,

STFE A8l A1-8-2} 4 9] Alertmanager 7 2 & vl Z 52| H
alertmanagerConfigManifest vl 7]l "1 == Service Telemetry Operatorol] A &35} a]
Prometheus Operatoro| A #2]sl= Julo]EE B2 A of gt

apiVersion: infra.watch/vibetai
kind: ServiceTelemetry
metadata:
name: default
namespace: service-telemetry
spec:
backends:
metrics:
prometheus:
enabled: true
alertmanagerConfigManifest: |
apiVersion: vi
kind: Secret
metadata:
name: 'alertmanager-default’
namespace: 'service-telemetry’
type: Opaque
data:
alertmanager.yamil:
Z2xvYmFsOgoglHJIc29sdmV{dGItZW91dDogMTBtCiAgc2xhY2tfYXBpX3VybDogPHNs
YWNrX2FwaV91cmw+CnJdlY2VpdmVyczoKICAtIG5hbWUGIHNsYWNrCiAglCBzbGFja19j
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b25maWdzOgogICAgLSBjaGFubmVsOiAjc3RmLWFsZXJ0cwoglCAgICBO0aXRsZTogfC
OKICAgICAQgICAuLi4KICAgICAgdGV4dDogPiOKICAgICAgICAuULi4Kecm91dGU6CiIAgZ3J
vdXBfYnk6IFsnam9iJ10KICBncm91cF93YWI00iAzMHMKICBncm91cF9pbnRlcnZhbDo
gNWOKICByZXBIYXRfaW50ZXJ2YWw6IDEyaAoglHJIY2VpdmVyOiAnc2xhY2snCg==

F230] neto] AL HAYXEA AT

$ oc get secret alertmanager-default -o go-template='{{index .data
"alertmanager.yaml" | base64decode }}'

global:
resolve_timeout: 10m
slack_api_url: <slack_api_url>
receivers:
- name: slack
slack_configs:
- channel: #stf-alerts
title: |-
text: >-
route:
group_by: ['job’]
group_wait: 30s
group_interval: 5m

repeat_interval: 12h
receiver: 'slack’

alertmanager-proxy A v] 2o t3ll curl 33 & 23 3} status 2 configY AML Zdl =&
ZAM3t3 AlFE 74 o] Alertmanagere] 74 7 A 3] sl=A 1§t

$ oc run curl -it --serviceaccount=prometheus-k8s --restart='"Never' --
image=radial/busyboxplus:curl -- sh -¢ "curl -k -H \"Content-Type: application/json\" -H
\"Authorization: Bearer \$(cat /var/run/secrets/kubernetes.io/serviceaccount/token)\"
https://default-alertmanager-proxy:9095/api/vi/status”

{"status":"success","data":{"configYAML":"...",...}}

configYAML Z =9] o] & M7 Aol g5 o] A=A A

#74& A2 s d curl 225 AU .

$ oc delete pod curl

pod "curl" deleted
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Red Hat OpenShift Container Platform 2] =231 2! Prometheus Operatorl o g+ =}Al| g+
U 8-2 73319 o gt Prometheus A1-8-#} 7Hol =& 2314 Al Q.

5.4. SNMP 3§ 4

STF(Service Telemetry Framework)S SNMP Eq] & 53] 49 & S5 = 7|1 =8 RYEHY =
AEZF 54T = 55Ut SNMP E52 34 551 ServiceTelemetry @ B A E 2 =435}
snmpTraps "I/l A FE F+A4 Fth.

A3 FA ] g A3 &2 5.32. “Service Telemetry Framework?] 7 517 & F =z 314 A Q.

A 27 A

[ ]
AANE R

e
wn
2z
=
T
[t
o
+
2
X
1o,
]
N
B>
HH
rr
foi
[
[t
o
afl
tlo
1
K

SNMP E 3 & &4 3s}3le{ A ServiceTelemetry S EA E

i
N
o
ol
k)
o

I $ oc edit stf default

alert.alertmanager.receivers.snmpTraps vl 7] ¥ 42 44 3},

apiVersion: infra.watch/vibeta1l
kind: ServiceTelemetry

spec:

alerting:
alertmanager:
receivers:
snmpTraps:
enabled: true
target: 10.10.10.10

target 72 SNMP E§§ =21#}9] IP 4 &

rr
foi
>
lut

olgoz Agaof gtk

5.5. 27144

[
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Red Hat OpenStack Platform 13 A u] 2= 97 B4 g Yd 9= 15

317184 L E3 STF(Service Telemetry Framework)= 74 Q4 x| u| 29 Zojo| A W= A B3
2 EEEASEI AR EE I F = A

< =

< A% 4}t Red Hat OpenShift Container Platform
§ A3 g Pods A A &3t A g o] B T2 A 20 = ol E Y v Ego] &A= o 1 o4 4

AgUh 27184 FA = STF 74 .49 o] AHo] Eg 5 o] glo] BF Algko] ¢ 222 W54
Y t}. Red Hat OpenShift Container Platform ;== Fo| 2 g B 5 3512]H 37 o] 9] ==7F A=

Red Hat OpenShift Container Platform Z 2] 2~ ¥ o] STFE vl 323 o).

=

@ F9|
3 A 2ol Ut B3 717 F WEd @ olWE

STF= otd &3 WA A
AF2 BAHA UG

A7H8A S A s a3 22 olF o] dFU L
712 Pod t] 4l 371 ¢] Elasticsearch Pod7} 4 31 g 1 t}.

°
o8 14 9 4= 712 Pod U4l 5 7119 PodE 233},

[o]
AMQ Interconnect
[o]
Alertmanager
[o]
Prometheus
[o]
oM E 2ulE A o] E 9] o]
[o]
A% 2ubE Ao Eg o]
[ ]
%2x= YU

olel @ A2 % o)A EAH e A B AL
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5.5.1. a7FgA A

A7HEA S 93] STF(Service Telemetry Framework)E 4 512 H Red Hat OpenShift Container
Platform<] ServiceTelemetry ¢ 2 A E 9] highAvailability.enabled: true & 3713 t}. A X A] o] v
MHFE AR5 AU STFE o|v] vl £ A ¢ v SGAE 453 5 AdFU -

A3}

Red Hat OpenShift Container Platformol] = 2213},

service-telemetry 4] ¢} 25| o] 2= W 733},

I $ oc project service-telemetry

oc 9% 2 A& 3}o] ServiceTelemetry ¢ HAEZ AT

m°l'
L
v

I $ oc edit stf default

spec A A9 highAvailability.enabled: true = 3713 t}.
apiVersion: infra.watch/vibetai
kind: ServiceTelemetry
spec:

highAvailability:

enabled: true

W7 Ae Agsn enAE

i
ng
gy
i
k)

5.6. U A 2E3F A

QA 2E A E A14-3lo] Red Hat OpenShift Container Platform 22 2] Ho|HE g o=
A 751 A] k51 STF(Service Telemetry Framework)E A3 st 4= JJ &yt
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%91

AN 2EAE A3 A5 Pod7t AA &, G0 E Ex T s ghA
ks A3 HolE] £4lo] WAT + Atk YA ZEAAE T4 BAo]
ohdl 7lu E i B Ao g A8 g T

5.6.1. YA 2EE A FA

A 2E X9 & STF A4 245 FA s A 3|3 vl 7] H 49 ...storage.strategy: ephemeral
S F7Fth ol & S°] Prometheus <l =9 QA ZE2]X & &4 3tsted
backends.metrics.prometheus.storage.strategy: ephemeral. JA] 2E 2| %] LA L A Hsl= 74 Q&
4o &= alert.alertmanager,backends.metrics.prometheus, backends.events.elasticsearch 7} =t
Ut AXA] AA] 2B A S F71stAY STFE ojv] vl xg % o3 dAE 453 + dHY

Red Hat OpenShift Container Platformol] = 2213},

service-telemetry U] ¢} 25 o] 22 W7 3]}

I $ oc project service-telemetry

m°l'

Hi.

ServiceTelemetry $ BAEE AR

I $ oc edit stf default
...storage.strategy: ephemeral vl /| =5 #&H A 2 4 2] spec A A 7).

apiVersion: infra.watch/vibeta1
kind: ServiceTelemetry
metadata:
name: stf-default
namespace: service-telemetry
spec:
alerting:
enabled: true
alertmanager:

64



54. SERVICE TELEMETRY FRAMEWORK®] £ 7]% A}-&

storage:
strategy: ephemeral
backends:
metrics:
prometheus:
enabled: true
storage:
strategy: ephemeral
events:
elasticsearch:
enabled: true
storage:
strategy: ephemeral

u

WA Ae Agsn enAdE

254

5.7. SERVICE TELEMETRY FRAMEWORK?<®] #& =2

STF(Service Telemetry Framework)oll = Z2E2] X wjal= 9 Gy Eo] 35 o] A LgFUt.
STF= 7] H Y €] Operator=S A}-&-3}o] Prometheus, Alertmanager, Grafana 2 Elasticsearch= uj &
FU STF= ol g & ARYUE 29 A7 STFE ALESI=S A E Zr S A ol JA2d2E AA
SIES S .

Service Telemetry Operator7} A2 A o] 2]l &2 9 F L WA= Al o] 23 o S Ao ==
71e} 3.3 o 2| Al o] Al dlgk A Wl & AE-31aL X 3 Smart GatewayS 23 3 5l Telemetry
E8 A Z 3] A Prometheus $3 A| 2"l o 7 AGa 4= JFUth U4l giA] MA=EE AL ==
#F AS A sHH STFAl= I+ = 9A] Z2EZA 7 2 831K &5

5.7.1. A ¥ A= +4

2B A, Azt 2 Ay Hale vl 28 AYHES STFE 14 312 ServiceTelemetry A}l
observabilityStrategy: none & 371Ut} o] R =04 = AMQ Interconnect 2} 2 %] 3% Smart
Gateway gl vl ¥ 5] ] STF Smart Gatewayoll 4] A L5 5335 2] Prometheus 53 A| 2" & 7
dalloF gt

Fx

3 A observabilityStrategy = none 2. 2 A3 & uj v E2] 7t x] 919 }. Events
Smart Gateways+= vl 5 #] 54t

spec 1 7l ¥ 4=<]] observabilityStrategy: none 4% 2 A}-8-5}o] ServiceTelemetry & B A
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r> i
"" O=

AATUS. AU A2EE BE AR 17§30l A= @ Fehv=clA Telemetrys
= d) A3§s STFe| 712 w271 TA Y

$ oc apply -f - <<EOF
apiVersion: infra.watch/vibetai
kind: ServiceTelemetry
metadata:

name: default

namespace: service-telemetry
spec:

observabilityStrategy: none
EOF

RE YABEs} 2utEA A5 8RS8 Pod 2 2t Pode] Al S el

$ oc get pods

NAME READY STATUS RESTARTS AGE
default-cloud1-ceil-meter-smartgateway-59¢845d65b-gzhcs 3/3 Running 0
132m

default-cloud1-coll-meter-smartgateway-75bbd948b9-d5phm 3/3 Running 0
132m

default-cloud1-sens-meter-smartgateway-7fdbb57b6d-dh2g9 3/3 Running 0
132m

default-interconnect-668d5bbcd6-57b2I 11  Running 0 132m
interconnect-operator-b8f5bb647-tlp5t 11 Running 0 47h
service-telemetry-operator-566b9dd695-wkvjq 11 Running 0 156m
smart-gateway-operator-58d77dcf7-6xsq7 11 Running 0 47h

F7t 2eeEE TG AAHE 298 AT WAFE PHA D@ AAB UL & Fxdh

HAl2.4.5.24. “2ulE Alo|EY o] ] x”
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67%. AMQ INTERCONNECT 914 gl o] E
673. AMQ INTERCONNECT ¢1=4 duolE

35417} vk52 o RHOSP(Red Hat OpenStack Platform)¢} STF(Service Telemetry Framework)
Z¥oll AMQ Interconnect 922 B3 3l= CAQZAE A7|A o = AAF oF gt} 742 Red Hat
OpenShift Container Platform2] cert-manager 74 Q 4ol A5 =2 A HA| 5t 74X H AFA =
RHOSP ==9]] 5o 2 HAlS| oF ).

6.1. ©r5 ¥ AMQ INTERCONNECT CA 135A] 32l

CA 21Zx]7} vt5 =]'d AMQ Interconnect A2 o] A& ZEH A9 FdH
Ut} 25 RHOSP(Red Hat OpenStack Platform) 2}-9-8] o] & 1 &
F7F EAIH S CARIFZA ] wtg (e " ¢t ") BEr A AU S

A3}

Red Hat OpenShift Container Platformol] 22213t}

service-telemetry U] ¢} 25| o] 22 W7 3]}
I $ oc project service-telemetry

)]

) =]
21

RE B9 Aol AR FAF .

e

$ oc exec -it $(oc get po -l application=default-interconnect -0
jsonpath='{.items[0].metadata.name}') -- qdstat --connections | grep Router | wc
0 0 0

Red Hat OpenShift Container Platform-hosted AMQ Interconnect Z 104 o] @ {7} 2
=A .

$ oc logs -l application=default-interconnect | tail

[...]
2022-11-10 20:51:22.863466 +0000 SERVER (info) [C261] Connection from

10.10.10.10:34570 (to 0.0.0.0:5671) failed: amqp:connection:framing-error SSL Failure:
error:140940E5:SSL routines:sslI3_read_bytes:ssl handshake failure

RHOSP <lt) Z ¢ =0 22918k
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A ZAo] A3 =x=2] RHOSP &2 E AMQ Interconnect £ 10| A o] 2 {77} YA A g
Yt

$ ssh controller-0.ctlplane -- sudo tail /var/log/containers/metrics_qgdr/metrics_qdr.log
[...]

2022-11-10 20:50:44.311646 +0000 SERVER (info) [C137] Connection to default-
interconnect-5671-service-telemetry.apps.mycluster.com:443 failed:
amgqp:connection:framing-error SSL Failure: error:0A000086:SSL routines::certificate
verify failed

RHOSP == 4] 22 ZHA}ste] CA Q1ZEA 71 k2 5 QA=A &l

$ ssh controller-0.ctlplane -- cat /var/lib/config-data/puppet-
generated/metrics_qdr/etc/pki/tls/certs/CA_sslProfile.pem | openssl x509 -text | grep
"Not After"

Not After : Nov 10 20:31:16 2022 GMT

$ date
Mon Nov 14 11:10:40 EST 2022

6.2. AMQ INTERCONNECT CA 2154 gH ol E

AMQ Interconnect ¢1Z 4] £ ¢} d] o] E 3l Red Hat OpenShift Container Platformol] 4] v 3.1 52
RHOSP(Red Hat OpenStack Platform) == ol B-A}5 of g}

a7

1.
Red Hat OpenShift Container Platformol] 22213t}

2.
service-telemetry 4] ¢} 25 o] 2= W73},

I $ oc project service-telemetry

3.
CA Q15X & STFCA.pem &2 Y 2y},
$ oc get secret/default-interconnect-selfsigned -o jsonpath='{.data.ca\.crt}’' | base64 -d
> STFCA.pem

4,

STFCA.pem5 RHOSP 21t S2h-¢-= SAHg Y.

68



6%. AMQ INTERCONNECT ¢1=4] 9ld| o] E

RHOSP <lt] Za}-$-=o] 2791 § o}

stf-connectors.yaml 3122 #H 3 3l A caCertFileContentZ ¥ 33t} AA 3 Y &2
41.44.“evZ89-=9] STF 942 747§ =344 Q.

MEES ST Bt Qe ¢

o] GAIE FYPT Foll= enFev=
< 27| %= = stf-connectors.yaml %S #A

F Wl E) M & Al CA AFH E Yol
A3

STFCA.pem #9-& 7} RHOSP e W Z2}-%-= =t o] HALg .

[stack@undercloud-0 ~]$ ansible -i overcloud-deploy/overcloud/tripleo-ansible-
inventory.yaml allovercloud -b -m copy -a "src=STFCA.pem dest=/var/lib/config-
data/puppet-generated/metrics_qdr/etc/pki/tls/certs/CA_sslProfile.pem"

7z} RHOSP 2 ¥ Z 9= = o 4 metrics_qdr A H o] E thA] A ZHg o}

[stack@undercloud-0 ~]$ tripleo-ansible-inventory --static-yaml-inventory ./tripleo-
ansible-inventory.yaml

[stack@undercloud-0 ~]$ ansible -i tripleo-ansible-inventory.yaml allovercloud -m
shell -a "sudo podman restart metrics_qdr"
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77%. RED HAT OPENSHIFT CONTAINER PLATFORM %73 o /1 SERVICE TELEMETRY

FRAMEWORK ] A

] o] 4 STF 7] 5] 2 2 314 &2 7-$ Red Hat OpenShift Container Platform 3173 o] A
STF(Service Telemetry Framework)E A| 7 g t}.

Red Hat OpenShift Container Platform 37 ol 4] STFES A 7 st# A o} FY L FPslloF FUtt.

ul 1 25 o] 28 A4 o).

gz 222 AAF

cert-manager OperatorZ A 7 g t}.

7.1. v 25 o] 2 AbA]

Red Hat OpenShift Container Platformol 4] STF2] &4 €| A2 E Al A s H | Y & o] 2 & 2}A]
I

A3}

(o]

oc delete W& &

1
s
=

Yt
I $ oc delete project service-telemetry
2 2257k v Qv o] 2o 4] AbA F =A] A .

$ oc get all
No resources found.

7.2. CATALOGSOURCE #| A

STF(Service Telemetry Framework)S tjA] A x| & 71 0 2 o AJ351%] ¢k o CatalogSource= 2HA)
Yo}, CatalogSources Al A 51H STF<} & A PackageManifests”} Operator Lifecycle Manager
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ez e N A5 o2 A

A3}

A =] X2 A2 Zo] OperatorHub.io A FUE Flg=2 1 A2 FA33 o0 o o] 4 o] 7}
g2 227D QA &S A9 AR o)

$ oc delete --namespace=openshift-marketplace catalogsource operatorhubio-

operators
catalogsource.operators.coreos.com "operatorhubio-operators" deleted

OperatorHub.io 71 FUE 71227 &2 t g ZA & U &2 3.12. “Red Hat OpenShift
Container Platform 217 o] Service Telemetry Framework 8] 3£” & ZZ 3} A L.

7.3. CERT-MANAGER OPERATOR | #

£ o] =g A o] A9l cert-manager Operator= A2} &+ 73-$ Subscription,
ClusterServiceVersion 2 CustomResourceDefinitions= 2}A)] g o).

A3}

ool

openshift-cert-manager-operator v ¢} 23| o] 20| A B AFHH S AHA| U o

$ oc delete --namespace=openshift-cert-manager-operator subscription openshift-
cert-manager-operator

subscription.operators.coreos.com "openshift-cert-manager-operator” deleted

A =] 9 ClusterServiceVersion?] ¥4 W s = 7 A g}

$ oc get --namespace=openshift-cert-manager-operator subscription openshift-cert-
manager-operator -oyaml | grep currentCSV

e
i)
2

I currentCSV: openshift-cert-manager.v1.7.1

openshift-cert-manager-operator 4] 9 23| o] 29| A ClusterServiceVersion2 2HA] 3
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=8

$ oc delete --namespace=openshift-cert-manager-operator csv openshift-cert-
manager.vi1.7.1

g q:

e

I clusterserviceversion.operators.coreos.com "openshift-cert-manager.vi.7.1" deleted

Operatorol A ] & 3}+= CustomResourceDefinitions2] A A 222 712 9}A
ClusterServiceVersion2 A A 3+ & 243 4= 945Ut}

$ oc get csv -n openshift-cert-manager-operator openshift-cert-manager.v1.7.1 -oyaml
| grep "kind: CustomResourceDefinition" -A2 | grep name | awk {print $2}'

e
i)
2

certificaterequests.cert-manager.io
certificates.cert-manager.io
certmanagers.config.openshift.io
certmanagers.operator.openshift.io
challenges.acme.cert-manager.io
clusterissuers.cert-manager.io
issuers.cert-manager.io
orders.acme.cert-manager.io

cert-manager Operatore} ¥ CustomResourceDefinitions= 2HA] g o}

$ oc delete crd certificaterequests.cert-manager.io certificates.cert-manager.io
certmanagers.config.openshift.io certmanagers.operator.openshift.io
challenges.acme.cert-manager.io clusterissuers.cert-manager.io issuers.cert-
manager.io orders.acme.cert-manager.io

e
i)
2

customresourcedefinition.apiextensions.k8s.io "certificaterequests.cert-manager.io”
deleted

customresourcedefinition.apiextensions.k8s.io "certificates.cert-manager.io" deleted
customresourcedefinition.apiextensions.k8s.io "certmanagers.config.openshift.io"
deleted

customresourcedefinition.apiextensions.k8s.io "certmanagers.operator.openshift.io"
deleted

customresourcedefinition.apiextensions.k8s.io "challenges.acme.cert-manager.io"
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F7t B

deleted
customresourcedefinition.apiextensions.k8s.io "clusterissuers.cert-manager.io”

deleted
customresourcedefinition.apiextensions.k8s.io "issuers.cert-manager.io" deleted
customresourcedefinition.apiextensions.k8s.io "orders.acme.cert-manager.io” deleted

cert-manager Operator7} 2~ 3 U] Y 238 o] 2= AHA| Y o).

$ oc delete project openshift-cert-manager openshift-cert-manager-operator

g q:

e

project.project.openshift.io "openshift-cert-manager” deleted
project.project.openshift.io "openshift-cert-manager-operator” deleted

Z 2] 2E 9 4] Operator 2.
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